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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document provides guidance on the requirements for an information security management system
(ISMS) as specified in ISO/IEC 27001 and provides recommendations (‘should’), possibilities (‘can’)
and permissions (‘may’) in relation to them. It is not the intention of this document to provide general
guidance on all aspects of information security.

Clauses 4 to 10 of this document mirror the structure of ISO/IEC 27001:2013.

This document does not add any new requirements for an ISMS and its related terms and definitions.

Otganizations should refer to ISO/IEC 27001 and ISO/IEC 27000 for requirements and’d¢finitions.
O1jganizations implementing an ISMS are under no obligation to observe the guidance in¢this document.

An ISMS emphasizes the importance of the following phases:

—| understanding the organization’s needs and the necessity for establishing, informatior security
policy and information security objectives;

—|{ assessing the organization’s risks related to information security;

— implementing and operating information security processes,~Controls and other megsures to
treat risks;

— monitoring and reviewing the performance and effectivengess of the ISMS; and
—|{ practising continual improvement.

An ISMS, similar to any other type of management system, includes the following key compongnts:
a)| policy;

b)[ persons with defined responsibilities;

c)| management processes related to:

1) policy establishment;

2) awareness and compeétence provision;
3) planning;

4) implementatioh;

5) operation;

6) performance assessment;

7) \\management review; and

9 improvement: a nd

7

d) documented information.

An ISMS has additional key components such as:

e) information security risk assessment; and

f) information security risk treatment, including determination and implementation of controls.

This document is generic and intended to be applicable to all organizations, regardless of type, size or
nature. The organization should identify which part of this guidance applies to it in accordance with its
specific organizational context (see ISO/IEC 27001:2013, Clause 4).

© ISO/IEC 2017 - All rights reserved v
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For example, some guidance can be more suited to large organizations, but for very small organizations

(e.g. with

fewer than 10 persons) some of the guidance can be unnecessary or inappropriate.

The descriptions of Clauses 4 to10 are structured as follows:

— Requiredactivity: presentskeyactivitiesrequiredinthe corresponding subclause of ISO/IEC27001;

— Explanation: explains what the requirements of ISO/IEC 27001 imply;

— Guidance: provides more detailed or supportive information to implement “required activity”
including examples for implementation; and

— Oth

ISO/IEC 47003, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and providi

information: provides further information that can be considered.

ng

guidancefon ISO/IEC 27001:2013. Among these documents, ISO/IEC 27003 is a basic and cdmprehensive
documenf that provides guidance for all the requirements of ISO/IEC 27001, but it\dées not have

detailed

escriptions regarding “monitoring, measurement, analysis and evaluation” and informati

security risk management. ISO/IEC 27004 and ISO/IEC 27005 focus on specific contents and give mdre

detailed
risk mana

There ar¢
organizat
effectiver
cases, thi
mandatot
effectiver

puidance on “monitoring, measurement, analysis and evaluation” and\information secur
igement.

b several explicit references to documented information in ISOAIEC 27001. Nevertheless,
ion can retain additional documented information that it«determines as necessary for t
ess of its management system as part of its response to ISQ/IEC 27001:2013, 7.5.1 b). In th¢
s document uses the phrase “Documented information<on this activity and its outcome
y only in the form and to the extent that the organization determines as necessary for
ess of its management system (see ISO/IEC 27001;2013, 7.5.1 b)).”
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Information technology — Security techniques —
Information security management systems — Guidance

1 Scope

Thisdocument provides expramation and guidance om 1SO/AEC270012013:

2| Normative references

The following documents are referred to in the text in such a way that somejoryall of thejr content
copnstitutes requirements of this document. For dated references, only the edition cited applies. For
urldated references, the latest edition of the referenced document (including any amendmentd) applies.

ISP/IEC 27000:2016, Information technology — Security techniques — Information security mapagement
syktems — Overview and vocabulary

ISP/IEC 27001:2013, Information technology — Security techniqués)— Information security mapagement
syktems — Requirements

3| Terms and definitions
Fgr the purposes of this document, the terms and definitions given in ISO/IEC 27000:2016 apply.

ISP and IEC maintain terminological databasegfor use in standardization at the following addresses:

—|{ IEC Electropedia: available at http://Atww.electropedia.org/

—{ ISO Online browsing platform: available at http://www.iso.org/obp

4| Context of the organization

4.1 Understandingthe organization and its context
Required activity

The organization determines external and internal issues relevant to its purpose and affecting its
abjility to achieve the intended outcome(s) of the information security management system (I§MS).

Explanation

Ad _an integral function of the ISMS, the organization continually analyses itself and the world
surrounding it. This analysis is concerned with external and internal issues that in some way affect
information security and how information security can be managed, and that are relevant to the
organization’s objectives.

Analysis of these issues has three purposes:
— understanding the context in order to decide the scope of the ISMS;
— analysing the context in order to determine risks and opportunities; and

— ensuring that the ISMS is adapted to changing external and internal issues.

© ISO/IEC 2017 - All rights reserved 1
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External issues are those outside of the organization’s control. This is often referred to as the
organization’s environment. Analysing this environment can include the following aspects:

a) socia

|l and cultural;

b) political, legal, normative and regulatory;

c) financial and macroeconomic;

d) technological;

e) natufal;and
f) competitive.
These aspects of the organization’s environment continually present issues that affect-informati

security
organizat
For exam
g) thelg
h) charg
(natu
i) techy
j) theg
Internal i
following
k) theo
1) polic
m) govel
n) stang
0) conty

of thg
p) proce
q) thec
and t
r) phys

ind how information security can be managed. The relevant external issues,depend on t
ion’s specific priorities and situation.

ple, external issues for a specific organization can include:

gal implications of using an outsourced IT service (legal aspect);

ral aspect);
ical advances of hacking tools and use of cryptography (technological aspect); and
bneral demand for the organization’s services (social,cultural or financial aspects).

ssues are subject to the organization’s control. Analysing the internal issues can include t
aspects:

Fganization’s culture;

es, objectives, and the strategies to@chieve them;

nance, organizational structure, Toles and responsibilities;
ards, guidelines and models‘adopted by the organization;

actual relationships that can directly affect the organization’s processes included in the sco
ISMS;

sses and procedures;

echnolegies);

cal infrastructure and environment;

bn
he

cteristics of the nature in terms of possibility of disasters suchas fire, flood and earthquaKes

pe

hpabilities; in terms of resources and knowledge (e.g. capital, time, persons, processes, systeqns

s) information systems, information flows and decision making processes (both formal and
informal); and

t) previ

The resul

ous audits and previous risk assessment results.

ts of this activity are used in 4.3, 6.1 and 9.3.

Guidance

Based on an understanding of the organization’s purpose (e.g. referring to its mission statement or
business plan) as well as the intended outcome(s) of the organization’s ISMS, the organization should:

— review the external environment to identify relevant external issues; and

© ISO/IEC 2017 - All rights reserved
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— review the internal aspects to identify relevant internal issues.

In order to identify relevant issues, the following question can be asked: How does a certain category
of issues (see a) to t) above) affect information security objectives? Three examples of internal issues
serve as an illustration by:

Example 1 on governance and organizational structure (see item m)): When establishing an ISMS,
already existing governance and organizational structures should be taken into account. As an
example, the organization can model the structure of its ISMS based on the structure of other existing
management systems, and can combine common functions, such as management review and auditing.

Example 2 on policy, objectives and strategies (see item 1)): An analysis of existing policies, ibjectives
arld strategies, can indicate what the organization intends to achieve and how the information security
oHjectives can be aligned with business objectives to ensure successful outcomes.

Example 3 on information systems and information flows (see item s)): When(determining internal
isgues, the organization should identify, at a sufficient level of detail, the information flows bdtween its
various information systems.

A4 both the external and the internal issues will change over time, the issu€s and their influerjce on the
scppe, constraints and requirements of the ISMS should be reviewedregularly.

Dgcumented information on this activity and its outcome is mandatory only in the form and to the
extent that the organization determines as necessary for the‘effectiveness of its management system
(s¢e ISO/IEC 27001:2013, 7.5.1 b)).

Other information

In[ ISO/IEC 27000, the definition of “organization®~has a note which states that: “The cpncept of
organization includes but is not limited to sole-trader, company, corporation, firm, enterprise, puthority,
pdrtnership, charity or institution, or part or combination thereof, whether incorporated or rffot, public
or|private.” Some of these examples are whole legal entities, whilst others are not.

TRhere are four cases:

1)| the organization is a legal orladministrative entity (e.g. sole-trader, company, corporatfion, firm,
enterprise, authority, partnership, charity or institution whether incorporated or not,|public or
private);

2)| the organization is.a subset of a legal or administrative entity (e.g. part of a company, corfporation,
enterprise);

3)| the organization is a set of alegal or administrative entities (e.g. a consortium of sole-tradgrs, larger
companies,eorporations, firms); and

4)[ the organization is a set of subsets of legal or administrative entities (e.g. clubs, trade assqciations).

4.2 Understanding the needs and expectations of interested parties

Required activity

The organization determines interested parties relevant to the ISMS and their requirements relevant to
information security.

Explanation

Interested party is a defined term (see ISO/IEC 27000:2016, 2.41) that refers to persons or organizations
that can affect, be affected by, or perceive themselves to be affected by a decision or activity of the
organization. Interested parties can be found both outside and inside the organization and can have
specific needs, expectations and requirements for the organization’s information security.

© ISO/IEC 2017 - All rights reserved 3
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External interested parties can include:

a) regulators and legislators;

b) shareholders including owners and investors;

c) suppliers including subcontractors, consultants, and outsourcing partners;
d) industry associations;

e) competitors;

f) custdmers and consumers; and

g) activjst groups.

Internal ipterested parties can include:

h) decisfion makers including top management;

i) procgss owners, system owners, and information owners;
j)  suppert functions such as IT or Human Resources;

k) emplpyees and users; and

1) information security professionals.

The resullts of this activity are used in 4.3 and 6.1.
Guidanc

The folloyving steps should be taken:

— identjify external interested parties;

— identjfy internal interested parties; and

— identfify requirements of interested parties.

As the nepds, expectations and requirement of interested parties change over time, these changes apd
their inflfience on the scope, constraints and requirements of the ISMS should be reviewed regularly.

Documented information on-this activity and its outcome is mandatory only in the form and to the
extent the organization-détermines as necessary for the effectiveness of its management system (see
ISO/IEC 47001:2013, Z,5.1' b)).

Other information

No other |[nfermation.

4.3 Determining the scope of the information security management system

Required activity

The organization determines the boundaries and applicability of the ISMS to establish its scope.
Explanation

The scope defines where and for what exactly the ISMS is applicable and where and for what it is not.

Establishing the scope is therefore a key activity that determines the necessary foundation for all other
activities in the implementation of the ISMS. For instance, risk assessment and risk treatment, including
the determination of controls, will not produce valid results without having a precise understanding of

4 © ISO/IEC 2017 - All rights reserved
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where exactly the ISMS is applicable. Precise knowledge of the boundaries and applicability of the ISMS
and the interfaces and dependencies between the organization and other organizations is critical as
well. Any later modifications of the scope can result in considerable additional effort and costs.

The following factors can affect the determination of the scope:

a)
b)

the external and internal issues described in 4.1;

the interested parties and their requirements that are determined according to

ISO/IEC 27001:2013 4.2;

‘)
d)

e)

T}

e scope of an ISMS can be very different from one implementation t@ another. For instance,
cajn include:

the readiness of the business activities to be included as part of ISMS coverage;

all support functions, i.e. functions that are necessary to support these business actiy
human resources management; IT services and software applications; facility, manag
buildings, physical zones, essential services and utilities); and

all functions that are outsourced either to other parts within the organization or to ind
suppliers.

one or more specific processes;

one or more specific functions;

one or more specific services;

one or more specific sections or locations;
an entire legal entity; and

an entire administrative entity and enié or more of its suppliers.

ities (e.g.
ement of

ependent

the scope

sentative

pe should
to reduce
1 support

rithin the

Guyidance

Td establish the scope of an ISMS; a multi-step approach can be followed:

f)| determine the preliminavy scope: this activity should be conducted by a small, but repre
group of managementrepresentatives;

g)| determine the refined scope: the functional units within and outside the preliminary sco
be reviewed,40ssibly followed by inclusion or exclusion of some of these functional units
the numbep.of interfaces along the boundaries. When refining the preliminary scope, a
functionssshould be considered that are necessary to support the business activities included in
the scope;

h)[ detérmine the final scope: the refined scope should be evaluated by all management v
tefined scope. If necessary, it should be adjusted and then precisely described; and

i) approval of the scope: the documented information describing the scope should be

approved by top management.

formally

The organization should also consider activities with impact on the ISMS or activities that are
outsourced, either to other parts within the organization or to independent suppliers. For such
activities, interfaces (physical, technical and organizational) and their influence on the scope should be
identified.

Documented information describing the scope should include:

j)

the organizational scope, boundaries and interfaces;

© ISO/IEC 2017 - All rights reserved
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k) the information and communication technology scope, boundaries and interfaces; and
1) the physical scope, boundaries and interfaces.
Other information

No other information.

4.4 Information security management system

Requireg-aetivity

The orgalization establishes, implements, maintains and continually improves the ISMS.
Explanatiion

ISO/IEC 47001:2013, 4.4 states the central requirement for establishing, implementing;’ maintaini
and contjnually improving an ISMS. While the other parts of ISO/IEC 27001 describe the requir
elements|of an ISMS, 4.4 mandates the organization to ensure that all required eléements are met
order to ¢stablish, implement, maintain and continually improve the ISMS.

Guidance
No speciffc guidance.
Other information

No other [nformation.

5 Leadership

5.1 Leadership and commitment

Required activity

Top mandgement demonstrates leadership and commitment with respect to the ISMS.
Explanatiion

Leadershjp and commitmentadre essential for an effective ISMS.

ng
ed

Top mandgement is definéd(see ISO/IEC 27000) as a person or group of people who directs and contrgls

the organization of the \ISMS at the highest level, i.e. top management has the overall responsibil
for the ISMS. This mieans that top management directs the ISMS in a similar way to other areas in
organizafion, foréxample the way budgets are allocated and monitored. Top management can delegg
in the.organization and provide resources for actually performing activities related
informatjon/security and the ISMS, but it still retains overall responsibility.

As an example, the organization implementing and operating the ISMS can be a business unit within
a larger organization. In this case, top management is the person or group of people that directs and

controls that business unit.

Top management also participates in management review (see 9.3) and promotes continual

improvement (see 10.2).
Guidance

Top management should provide leadership and show commitment through the following:

a) top management should ensure that the information security policy and the information security

objectives are established and are compatible with the strategic direction of the organization;

6 © ISO/IEC 2017 - All rights reserved
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b) top management should ensure that ISMS requirements and controls are integrated into the
organization’s processes. How this is achieved should be tailored to the specific context of the
organization. For example, an organization that has designated process owners can delegate the
responsibility to implement applicable requirements to these persons or group of people. Top
management support can also be needed to overcome organizational resistance to changes in
processes and controls;

c) top management should ensure the availability of resources for an effective ISMS. The resources
are needed for the establishment of the ISMS, its implementation, maintenance and improvement,
as well as for implementing information security controls. Resources needed for the ISMS include:

1) financial resources;

2) personnel;

3) facilities; and

4) technical infrastructure.

The needed resources depend on the organization’s context, such as\the size, the complgxity, and
internal and external requirements. The management review,should provide informdtion that
indicates whether the resources are adequate for the organization;

d)| top management should communicate the need for information security management in the
organization and the need to conform to ISMS requirements. This can be done by giving practical
examples that illustrate what the actual need is.if the context of the organization and by
communicating information security requirements;

e)| top management should ensure that the ISMS.@chieves its intended outcome(s) by suppg¢rting the
implementation of all information security, management processes, and in particulay through
requesting and reviewing reports on the status and effectiveness of the ISMS (see 5.3 b)). Su¢h reports
can be derived from measurements (see-6.2 b) and 9.1 a)), management reviews and audit reports.
Top management can also set performance objectives for key personnel involved with the I§MS;

f)| top management should direct\and support persons in the organization directly involved with
information security and the ISMS. Failing to do this can have a negative impact on the effdctiveness
of the ISMS. Feedback fronitop management can include how planned activities are aligined to the
strategic needs for the grganization and also for prioritizing different activities in the ISMS;

g)| top management should assess resource needs during management reviews and set objgctives for
continual improvenient and for monitoring effectiveness of planned activities; and

: menting an
ISMS, they can prov1de support for top management w1th1n the ISMS scope and help them provide
leadership and demonstrate commitment to the ISMS. For example, if interested parties outside the
scope of the ISMS are engaged in decision making concerning information security objectives and risk
criteria and are kept aware of information security outcomes produced by the ISMS, their decisions
regarding resource allocations can be aligned to the requirements of the ISMS.

Other information

No other information.

© ISO/IEC 2017 - All rights reserved 7
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5.2 Policy

Required activity

Top management establishes an information security policy.
Explanation

The information security policy describes the strategic importance of the ISMS for the organization
and is available as documented information. The policy directs information security activities in the
organization

The policy states what the needs for information security are in the actual context of the organizatio.

=)

Guidanc

The infofmation security policy should contain brief, high level statements of intent‘and directipn
concerning information security. It can be specific to the scope of an ISMS, or can have wider coverage.

All other| policies, procedures, activities and objectives related to information security should pe
aligned t¢ the information security policy.

The information security policy should reflect the organization’s business:situation, culture, issues ahd
concerns|relating to information security. The extent of the information’ security policy should be|in
accordanfe with the purpose and culture of the organization and sheuld seek a balance between egse
of reading and completeness. It is important that users of the polity can identify themselves with the
strategic direction of the policy.

The information security policy can either include information security objectives for the organizatipn
or descripe the framework for how information security objectives are set (i.e. who sets them for
the ISMS|and how they should be deployed within thescope of the ISMS). For example, in very larjge
organizatiions, high level objectives should be set by the top management of the entire organizatign,
then, accgrding to a framework established in theinformation security policy, the objectives should pe
detailed :L a way to give a sense of direction toiall interested parties.

The infofmation security policy should contain a clear statement from the top management on |ts
commitmlent to satisfy information security related requirements.

The infofmation security policy-should contain a clear statement that top management supports
continuall improvement in all activities. It is important to state this principle in the policy, so that
persons Within the scope of theISMS are aware of it.

ation security, policy should be communicated to all persons within the scope of the ISMS.
, its format{and language should be appropriate so that it is easily understandable by pll

Top manggement should decide to which interested parties the policy should be communicated. The
informatjon/Security policy can be written in such a way that it is possible to communicate it to relevgnt
external |nterested parties outside of the organization. Examples of such external interested part
are customers, suppliers, contractors, subcontractors and regulators. If the information security policy
is made available to external interested parties, it should not include confidential information.

The information security policy may either be a separate standalone policy or included in a
comprehensive policy, which covers multiple management system topics within the organization (e.g.
quality, environment and information security).

The information security policy should be available as documented information. The requirements in
ISO/IEC 27001 do not imply any specific form for this documented information, and therefore is up to
the organization to decide what form is most appropriate. If the organization has a standard template
for policies, the form of the information security policy should use this template.
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Other information
Further information on policies related to information security can be found in ISO/IEC 27002.

Further information about the relationship between the information security policy and other policies
in a policy framework can be found in Annex A.

5.3 Organizational roles, responsibilities and authorities

Required activity

Tclp management ensures that responsibilities and authorities for roles relevant to informatio]l security
arg assigned and communicated throughout the organization.

Explanation

Tdp management ensures that roles and responsibilities as well as the necessary authorities relevant to
information security are assigned and communicated.

The purpose of this requirement is to assign responsibilities and authoriti€s to ensure conformance of
the ISMS with the requirements of ISO/IEC 27001, and to ensure reporting on the performahce of the
ISMS to the top management.

Guidance

Tdp management should regularly ensure that the responsibilities and authorities for the [ISMS are
aspigned so that the management system fulfils the\requirements stated in ISO/IEC 27001. Top
management does not need to assign all roles, responsibilities and authorities, but it should aflequately
ddlegate authority to do this. Top management(should approve major roles, responsibilities and
adthorities of the ISMS.

Rdsponsibilities and authorities related to information security activities should be assigned. Activities
influde:

a)| coordinating the establishment;” implementation, maintenance, performance reportfing, and
improvement of the ISMS;

b)[ advising on information-security risk assessment and treatment;
c)| designing information-security processes and systems;

d)| setting standards-concerning determination, configuration and operation of information security
controls;

e)| managingsinformation security incidents; and

f)| reviéwing and auditing the ISMS.

Bdyond the roles specifically related to information security, relevant information| security
respormsibitities anmd authorities stoutd—beinctuded—witttimotirer TotesForexample, imormation
security responsibilities can be incorporated in the roles of:

g) information owners;

h) process owners;

i) assetowners (e.g. application or infrastructure owners);
j) risk owners;

k) information security coordinating functions or persons (this particular role is normally a
supporting role in the ISMS);

© ISO/IEC 2017 - All rights reserved 9
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ct managers;

m) line managers; and

n) information users.

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see

ISO/IEC 2

7001:2013, 7.5.1 b)).

Other information

No other

6 Plan

6.1 Act

6.1.1 G

Overview

ISO/IEC

opportunLities that are relevant to the ISMS. This includes risk)assessment and planning for ri
treatment.

The strud
a) risks

b) infor
infor

The first
6.1.1 (ger
definitior
etc. Oppa
ISMS, the
security (

The second category consists of all risks that directly relate to the loss of confidentiality, integrity a

availabili
with 6.1.7

Organiza

The subd

nformation.

ning
ions to address risks and opportunities

eneral

7001:2013, 6.1 is concerned with the planning of actions-to address all types of risks a

ture of ISO/IEC 27001 subdivides risks into two categories during planning:
and opportunities relevant to the intended outcome(s) of the ISMS as a whole; and

mation security risks that relate to the toss of confidentiality, integrity and availability
mation within the scope of the ISMS.

Fategory should be handled in accordance with requirements specified in ISO/IEC 27001:201
eral). Risks that fall into this category can be risks relating to the ISMS itself, the ISMS sco
, top management’s commitiment to information security, resources for operating the ISM
rtunities that fall into thisycategory can be opportunities relating to the outcome(s) of t
commercial value of dn)ISMS, the efficiency of operating ISMS processes and informati
ontrols, etc.

Ly of information within the scope of the ISMS. These risks should be handled in accordan
| (informatioh security risk assessment) and 6.1.3 (information security risk treatment).

fions may choose to use different techniques for each category.

vision of requirements for addressing risks can be explained as follows:

hd
sk

of

3,
pe
[S,
he
bn

— it encourages compatibility with other management systems standards for those organizations
that have integrated management systems for different aspects like quality, environment and
information security;

— itrequires thatthe organization defines and applies complete and detailed processes for information
security risk assessment and treatment; and

— it emphasizes that information security risk management is the core element of an ISMS.

ISO/IEC 27001:2013, 6.1.1 uses the expressions ‘determine the risks and opportunities’ and ‘address
these risks and opportunities’. The word “determine” can be considered to be equivalent to the word
“assess” used in ISO/IEC 27001:2013, 6.1.2 (i.e. identify, analyse and evaluate). Similarly, the word

“address”

10

can be considered equivalent to the word “treat” used in ISO/IEC 27001:2013, 6.1.3.
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Required activity

When planning for the ISMS, the organization determines the risks and opportunities considering
issues referred to in 4.1 and requirements referred to in 4.2.

Explanation

For risks and opportunities relevant to the intended outcome(s) of the ISMS, the organization
determines them based on internal and external issues (see 4.1) and requirements from interested
parties (see 4.2). Then the organization plans its ISMS to:

a)| ensure that intended outcomes are delivered by the ISMS, e.g. that the information secyrity risks
are known to the risk owners and treated to an acceptable level;

b)| prevent or reduce undesired effects of risks relevant to the intended outcome(s)of the ISUS; and

c)| achieve continual improvement (see 10.2), e.g. through appropriate mecehanisms fo detect
and correct weaknesses in the management processes or taking opportunities for improving
information security.

Risks connected to a) above could be unclear processes and responsibjlities, poor awareness among
employees, poor engagement from management, etc. Risks connectéd to b) above could be [poor risk
management or poor awareness of risks. Risks connected to c) abave could be poor managemient of the
ISMS documentation and processes.

When an organization pursues opportunities in its activities, these activities then affect the context
of|the organization (ISO/IEC 27001:2013, 4.1) or the needs and expectations of interesteld parties
(I$O/IEC 27001:2013, 4.2), and can change the risks to the organization. Examples of such opp¢rtunities
cajn be: focusing its business on some areas of products or services, establishing marketing strategy for
sojme geographical regions, or expanding business partnerships with other organizations.

Opportunities also exist in continual impreyzements of the ISMS processes and documentatfon, along
with evaluation of the intended outcomes delivered by the ISMS. For example, considergtion of a
refatively new ISMS often results in idéntification of opportunities to refining processes by Flarifying
inferfaces, reducing administrative-everhead, eliminating parts of processes that are not cost{effective,
by| refining documentation and intreducing new information technology.

The planning in 6.1.1 includes the determination of:

d)| actions to address the risks and opportunities; and

e)| the way to:

1) integraté-and implement these actions into the ISMS processes; and
2) evaluate the effectiveness of these actions.

Guidance

Tl, H 3 L 14
C Ul 5a1uba\.xuu S1IITUUIU,.

f) determine risks and opportunities that can affect the achievement of the goals described in a), b)
and c), considering the issues referred to in 4.1 and the requirements referred to in 4.2; and

g) develop a plan to implement the determined actions and to evaluate the effectiveness of those
actions; actions should be planned considering integration of information security processes
and documentation in existing structures; all these actions are linked with information security
objectives (6.2) against which the information security risks are assessed and treated (see 6.1.2
and 6.1.3).

The general requirement to continually improve the ISMS stated in ISO/IEC 27001:2013, 10.2 is
supported by the requirement to achieve continual improvement given in 6.1.1 with other relevant
requirements of ISO/IEC 27001:2013, 5.1 g), 5.2 d), 9.1, 9.2 and 9.3.
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The actions required in 6.1.1 can be different for strategical, tactical and operational levels, for different
sites, or for different services or systems.

Several approaches can be taken to meet the requirements of 6.1.1, two of which are:

— considering risks and opportunities associated with planning, implementing and operating the
ISMS separately from information security risks; and

— considering all risks simultaneously.

An organization that is integrating an ISMS into an established management system can find that the

require

this is thq case, care should be taken to verify that the methodology covers all the requirements,of'6.1

Docume

extent the organization determines as necessary for the effectiveness of its management.system (g

ISO/IEC

Other information

Further information about risk management can be found in ISO 31000.

NOTE

6.1.2

Required activity

The organpization defines and applies an information security’risk assessment process.
Explanatiion

The organization defines an information securityrisk assessment process that:

a) estalllishes and maintains:

1y
2)

b) ensufes that repeatedcinformation security risk assessments produce consistent, valid a
comparable results.

The infornation secutity risk assessment process is then defined along the following sub-processes:

c) identjffication.efinformation security risks:

1y

2)

Information security risk assessment

nts of 6.1.1 are met by the organization’s existing business planning methodology. Whe

ed information on this activity and its outcome is mandatory only in the formmand to t

47001:2013, 7.5.1 b)).

the risk acceptance criteria; and

ssessing the consequence and likelihood, and rules for the determination of the level of risk; a

Q

The term “risk” is defined as the “effect of uncertainty on objectives”(see ISO/IEC 27000:2016, 2.68).

re
1.

he
ee

driteria for performing information security risk assessments, which can include criteria for

hd
hd

hformation within the scope of the ISMS; and

—e

iflentify risks associated with the loss of confidentiality, integrity and availability 1or

identify the risk owners associated with these risks, i.e. identify and appoint persons with the

appropriate authority and responsibility for managing identified risks.

d) analysis of the information security risks:

1y

2)

12

assess the potential consequences in case the identified risks materialize, e.g. direct business
impacts such as monetary loss or indirect business impacts such as damage in reputation.

Assessed consequences can be reported with quantitative or qualitative values;

assess the realistic likelihood of occurrence of the identified risks, with quantitative (i.e.

probability or frequency) or qualitative values; and
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3) determine the levels of identified risk as a predefined combination of assessed consequences
and assessed likelihoods; and

e) evaluation of the information security risks:
1) compare the results of risk analysis with the risk acceptance criteria established before; and

2) prioritize the analysed risks for risk treatment, i.e. determine urgency of treatment for risks
that are considered as unacceptable, and sequence if several risks need treatment.

The information security risk assessment process is then applied.

All steps of the information security risk assessment process (6.1.2 a) to e)) as well as the\reqults of its
appplication are retained by the organization as documented information.

Guidance

Guidance on establishing risk criteria (6.1.2 a))

The information security risk criteria should be established considering thé context of the organization
arld requirements of interested parties and should be defined in accordance with top manfgement’s
rigk preferences and risk perceptions on one hand and should allow(fora feasible and approgriate risk
management process on the other hand.

The information security risk criteria should be established in~¢onnection with the intended ofitcome(s)
of|the ISMS.

Adcording to ISO/IEC 27001:2013, 6.1.2 a), criteria céncerning information security risk agsessment
thpt consider the assessment of likelihood and consequences should be established. Furfther, risk
acceptance criteria should be established.

Affter establishing criteria for assessing consequences and likelihoods of information| security
rigks, the organization should also establish a method for combining them in order to defermine a
leyel of risk. Consequences and likelihoods may be expressed in a qualitative, quantitativg or semi-
gyantitative manner.

Risk acceptance criteria relates-to risk assessment (in its evaluation phase, when the organization
shuld understand if a risk issacceptable or not), and risk treatment activities (when the organization
shiould understand if the proposed risk treatment is sufficient to reach an acceptable level of 1fisk).

Rigk acceptance critefia ‘can be based on a maximum level of acceptable risks, on cosft-benefits
considerations, or on€dnsequences for the organization.

The risk acceptangce criteria should be approved by the responsible management.

Guidance efproducing consistent, valid and comparable assessment results (6.1.2 b))

The risk’assessment process should be based on methods and tools designed in sufficient detjil so that
it leads'to consistent, valid and comparable results.

Whatever the chosen method, the information security risk assessment process should ensure that:
— all risks, at the needed level of detail, are considered;

— its results are consistent and reproducible (i.e. the identification of risks, their analysis and their
evaluation can be understood by a third party and results are the same when different persons
assess the risks in the same context); and

— theresults of repeated risk assessments are comparable (i.e. it is possible to understand if the levels
of risk are increased or decreased).

Inconsistencies or discrepancies in the results when the whole or part of the information security risk
assessment process is repeated can indicate that the chosen risk assessment method is not adequate.
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Guidance on identification of information security risks (6.1.2 c))

Risk identification is the process of finding, recognizing and describing risks. This involves the
identification of risk sources, events, their causes and their potential consequences.

The aim of risk identification is to generate a comprehensive list of risks based on those events that
might create, enhance, prevent, degrade, accelerate or delay the achievement of information security
objectives.

Two approaches are commonly used for the identification of information security risks:

— event-based approach: considers risk sources in a generic way. Events considered can have happened
in th¢ past or can be anticipated for the future. In the first case they can involve historical data,|in
the s¢cond case they can be based on theoretical analysis and expert opinions; and

— approach based on identification of assets, threats, and vulnerabilities: considers two different typges
of risk sources: assets with their intrinsic vulnerabilities, and threats. Potential events considergd
here [are ways as to how threats could exploit a certain vulnerability of an asset to impact the
orgaiization’s objectives.

Both approaches are consistent with the principles and generic guidelinés/on risk assessment |in
SO 31009.

Other approaches of risk identification may be used if they have provena similar practical usefulndss
and if they can ensure the requirements in 6.1.2 b).

NOTE The approach based on assets, threats, and vulnerabilities.corresponds to the information securfty
risk identiffication approach by, and compatible with, the requirements in ISO/IEC 27001 to ensure that previdqus
investmerts in risk identification are not lost.

It is not recommended that the risk identification be t60 detailed in the first cycle of risk assessmept.
Having a|high level but clear picture of the information security risks is far better than having po
picture at all.

Guidancelon analysis of the information secufity risks (6.1.2 d))
Risk analsis has the objective to determine the level of the risk.

ISO 3100p is referenced in ISO/IEC27001 as a general model. ISO/IEC 27001 requires that for each
identified risk the risk analysis is)based on assessing the consequences resulting from the risk apd
assessing the likelihood of those)¢onsequences occurring to determine a level of risk.

Techniqugs for risk analy$isbased on consequences and likelihood can be:
1) qualifative, using'a Scale of qualifying attributes (e.g. high, medium, low);

2) quanfitative,-using a scale with numerical values (e.g. monetary cost, frequency or probability|of
occurrence); or

3) semiiguantitative, ncing q1m]ifafivp scales with nccignpd values

Whatever technique for risk analysis is used, its level of objectivity should be considered.

There are several methods for analysing the risks. The two approaches mentioned (event based
approach and approach based on identification of assets, threats, and vulnerabilities) can be suitable
for information security risk analysis. Risk identification and analysis processes can be most effective
when carried out with the help of experts in the relevant risks under discussion.
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Guidance on evaluation of the information security risks (6.1.2 €))

Evaluation of analysed risks involves using the organization’s decision making processes to compare the
assessed level of risk for each risk with the pre-determined acceptance criteria in order to determine
the risk treatment options.

This final step of the risk assessment verifies whether the risks that have been analysed in the previous
steps can be accepted according to the acceptance criteria defined under 6.1.2 a), or need further
treatment. The step in 6.1.2 d) delivers information about the magnitude of the risk but no immediate
information about the urgency of implementing risk treatment options. Depending on the circumstances
inpiriehrisks Occtt; tllc_y catrhravedifferent 1223 torittesfortreatment—Therefor €; the Uutyut of this Step
shiould be a list of risks in priority order. It is useful to retain further information about thesefisks from
the risk identification and risk analysis steps to support decisions for risk treatment.

Other information

ISP/IEC 27005 provides guidance for performing information security risk assessments.

6.1.3 Information security risk treatment

Réequired activity

The organization defines and applies an information security risk treatment process.
Explanation

Information security risk treatment is the overall .process of selecting risk treatmentf options,
dgtermining appropriate controls to implement such, options, formulating a risk treatment|plan and
oHtaining approval of the risk treatment plan by the risk owner(s).

Alll steps of the information security risk treatment process (6.1.3 a) to f)) as well as the resfults of its
appplication are retained by the organization-as documented information.

Guidance
Guidance on information security ¥isk treatment options (6.1.3 a))
Risk treatment options are:

a)| avoiding the risk by de€iding not to start or continue with the activity that gives rise to the risk or
by removing the risk/source (e.g. closing an e-commerce portal);

b)[ taking additienal risk or increasing risk in order to pursue a business opportunity (e.g. opening an
e-commerce portal);

c)| modifying the risk by changing the likelihood (e.g. reducing vulnerabilities) or the condequences
(e.g.diversifying assets) or both;

d)| ¢sharing the risk with other parties by insurance, sub-contracting or risk financing; and

e) retaining the risk based on the risk acceptance criteria or by informed decision (e.g. maintaining
the existing e-commerce portal as it is).

Each individual risk should be treated in line with information security objectives by one or more of
these options, in order to meet risk acceptance criteria.

Guidance on determining necessary controls (6.1.3 b))

Special attention should be given to the determination of the necessary information security controls.
Any control should be determined based on information security risks previously assessed. If an
organization has a poor information security risk assessment, it has a poor foundation for its choice of
information security controls.
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ate control determination ensures:

f) all necessary controls are included, and no unnecessary controls are chosen; and

g) thed

esign of necessary controls satisfies an appropriate breadth and depth.

As a consequence of a poor choice of controls, the proposed information security risk treatment can be:

h) ineffective; or

i) inefficient and therefore inappropriately expensive.

To ensur¢ that information security risk treatment is effective and efficient, it is therefore impgrta
to be abl¢ to demonstrate the relationship from the necessary controls back to the results of the ri
assessmejnt and risk treatment processes.

It can be| necessary to use multiple controls to achieve the required treatment of the)informati

security
it may re

recover from the event.

When degtermining controls, the organization should also take into acCepint controls needed 1or
services from outside suppliers of e.g. applications, processes and functions. Typically, these contr
are mandated by entering information security requirements in the agreements with these supplie

including

There mdy be situations where the organization wishes to determinh€ and describe detailed controls
being parjt of its own ISMS even though the controls are carried-out by outside suppliers. Independen
of the apgroach taken, the organization always should consider controls needed at their suppliers wh

determin|

Guidance

ISO/IEC 27001:2013, Annex A contains a comprehensive list of control objectives and controls. Users

this docu

to ensurq that no necessary controls are avérlooked. Comparison with ISO/IEC 27001:2013, AnneX

can also
modifyin

Control o
listed in |
should be

Not ever
ISO/IEC ]
justificat

Guidance

isk. For example, if the option to change the consequences of a particulafevent is chos¢
quire controls to effect prompt detection of the event as well as controls to respond to a

ways to get information about to which extent these requirements are met (e.g. right of aud

ing controls for its ISMS.
on comparing controls with those in ISO/IEE27001:2013, Annex A (6.1.3 c))

[ment are directed to the generic representation of controls in ISO/IEC 27001:2013, Annex

dentify alternative controls to those determined in 6.1.3 b) which can be more effective
b information security risk.

bjectives are implicitly included in the controls chosen. The control objectives and contr
SO/IEC 27001:2013, Annex A are not exhaustive and additional control objectives and contr
added as needed.

/' control within<ISO/IEC 27001:2013, Annex A needs to be included. Any control with
P7001:2013,{Annex A that does not contribute to modifying risk should be excluded a
on for the.exclusion should be given.

on preducing a Statement of Applicability (SoA) (6.1.3 d

The SoA ¢

nt
sk

bhn
)n’
hd
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A
at

Is
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hd

ontains:

— all necessary controls (as determined in 6.1.3 b) and 6.1.3 c)) and, for each control:

— t

he justification for the control’s inclusion; and

— whether the control is implemented or not (e.g. fully implemented, in progress, not yet

S

tarted); and

— the justification for excluding any of the controls in ISO/IEC 27001: 2013, Annex A.

Justification for including a control in part relies on the effect of the control in modifying an information
security risk. A reference to information security risk assessment results and the information security
risk treatment plan should be sufficient, along with the information security risk modification expected
by the implementation of necessary controls.
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Justification for excluding a control contained within ISO/IEC 27001:2013, Annex A can include the
following:

— it has been determined that the control is not necessary to implement the chosen information
security risk treatment option(s);

— the control is not applicable because it is outside the scope of the ISMS (e.g. ISO/IEC 27001:2013,
A.14.2.7 Outsourced development is not applicable if all the organization’s system development is
performed in-house); and

— it is obviated bv a custom control (p g in IQOI/IF'(' 27001:2013 A 831 management of removable
media could be excluded if a custom control prevents the use of removable media).

NOTE A custom control is a control not included in ISO/IEC 27001:2013, Annex A.

A jseful SoA can be produced as a table containing all 114 controls of ISO/IEC 27001:2013] Annex A
alpng the rows plus rows with the additional controls that are not mentioned.in ISO/IEC 27p01:2013,
Annex A, if needed. One column of the table can indicate whether a controlis necessary to ilnplement
the risk treatment option(s) or can be excluded. A next column can contain¢tthe’justification for{inclusion
or|exclusion of a control. A last column of the table can indicate the currenht implementation| status of
the control. Further columns can be used, such as for details not required by ISO/IEC 27001 bjit usually
useful for subsequent reviews; these details can be a more detailed-description of how the ontrol is
implemented or a cross-reference to a more detailed descriptioh and documented information or
pdlicies relevant for implementing the control.

Although it is not a specific requirement of ISO/IEC 27001} organizations can find it useful o include
regponsibilities for the operation of each control includedin the SoA.

Guidance on formulating an information security risk treatment plan (6.1.3 €))

ISP/IEC 27001 does not specify a structure @r' content for the information security risk freatment
plan. However, the plan should be formulated from the outputs of 6.1.3 a) to c¢). Thus the plan should
ddcument for each treated risk:

—|{ selected treatment option(s);

—{ necessary control(s); and

— implementation status.

Other useful content can/include:

—|{ risk owner(s).and

— expectedresidual risk after the implementation of actions.

If any actien’is required by the risk treatment plan, then it should be planned indicating responsibilities
arld deadlines (see also 6.2); such an action plan can be represented by a list of these actions.

A wsetaHnformationseeurityrisktreatment-planecanbe-desigred-as-atablesorted-byrisksidentified
during the risk assessment, showing all the determined controls. As an example, there can be columns
in this table which indicate the names of the persons responsible for providing the controls. Further
columns can indicate the date of implementation of the control, information about how the control (or a

process) is intended to operate and a column about the target implementation status.

As an example for part of the risk treatment process, consider the theft of a mobile phone. The
consequences are loss of availability and potential undesirable disclosure of information. If the
assessment of the risk showed that the level of risk is out of acceptance, the organization can decide to
change the likelihood, or change the consequences of the risk.
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To change the likelihood of loss or theft of a mobile phone, the organization can determine that a
suitable control is to oblige employees through a mobile device policy to take care of mobile phones and

periodica

lly check for loss.

To change the consequence of loss or theft of a mobile phone, the organization can determine controls

such as:

— an incident management process so users can report the loss;

— a Mobile Device Management (MDM) solution to delete the content of the phone if lost; and

— abac

When pr¢
and MDM
of mobile

Comparir
that the n
directly a
determin
should be

If the org
(access c
policy to
the conse

When for
include a

Guidance

When thd
authoriza
criteria o

Through
residual 1

As an ex{
described
risk, and

Other inf

Furtheri

kup plan of mobile devices for recovering the phone’s content.

paring its SoA (6.1.3 d)), the organization can include its chosen controls (mobile device-policy

), justifying their inclusion based on their effect of changing the likelihood and consequenc
phone loss or theft, resulting in reduced residual risk.

g these controls with those listed in ISO/IEC 27001:2013, Annex A (6.1.3 c)}, it can be se
nobile device policy is aligned with ISO/IEC 27001:2013, A.6.2.1, but the MDM control does 1
lign and should be considered as an additional custom control. [f MDMand other controls 3
ed as necessary control(s) in an organization’s information security‘risk treatment plan, th
included in the SoA (see “Guidance on producing an SoA (6.1.3 d))

Anization wants to further reduce the risk, it can consider from ISO/IEC 27001:2013, A.9.1.

€S

ntrol policy) that it lacked control of access to mobile phones and modify its mobile de\gce

mandate the use of PINs on all mobile phones. This should then be a further control to cha
quences of loss or theft of mobile phones.

mulating its information security risk treatmentplan (6.1.3 €)), the organization should th
tions to implement mobile device policy and MDM and assign responsibilities and timefram

on obtaining risk owners’ approval (6.1.3.f))

information security risk treatment plan is formulated, the organization should obtain t
tion from the risk owners. Such.afithorization should be based on defined risk acceptan
[ justified concession if there is any deviance from them.

its management processes.the organization should record the risk owner’s acceptance of t
isk and management approval of the plan.

imple, this risk owner/s approval can be documented by amending the risk treatment pl
under guidance-on-6.1.3 e) by columns indicating the effectiveness of the control, the residt
Lhe risk owner’ssapproval.

ormation

hformation on risk treatment can be found in ISO/IEC 27005 and ISO 31000.

6.2 Inf

ge

c1n
ES.

On
al

rmation cpmlrify nhjprﬁvpe and plannina to achieve them
(=]

Required activity

The organization establishes information security objectives and plans to achieve them at relevant

functions
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Explanation

Information security objectives help to implement strategic goals of an organization as well as to
implement the information security policy. Thereby, objectives in an ISMS are the information security
objectives for confidentiality, integrity and availability of information. Information security objectives
also help to specify and measure the performance of information security controls and processes, in
accordance with the information security policy (see 5.2).

The organization plans, establishes and issues information security objectives to relevant functions
and levels.

Re
se
re
oh

Re
ur
in
Th
oh

In
fi
se

]

W]
f)
g)

quirements in ISO/IEC 27001 concerning information security objectives apply to all4nf
curity objectives. If the information security policy contains objectives, then thosecebje
guired to meet the criteria in 6.2. If the policy contains a framework for setting objectives
jectives produced by that framework are required to meet the requirements of 6:2.

quirements to be taken into account when establishing objectives are those determir
derstanding the organisation and its context (see 4.1) as well as the mieeds and expec
rerested parties (see 4.2).

e results from risk assessments and risk treatments are used as-input to the on-going
jectives to ensure that they remain appropriate to the circumstanees of an organization.

F performing information security risk assessments (seey6.1.2) take into account these in
curity objectives and thus ensure that levels of risk are.aligned with them.

formation security objectives as per ISO/IEC 2700L are:
consistent with the information security policy;

measurable if practicable; this means thatit is important to be able to determine whether
objective has been met;

connected to applicable information security requirements, and results from risk assess
risk treatment;

communicated; and
updated as appropriate.
e organization retains documented information on the information security objectives.
hen planning-how to achieve its information security objectives, the organization determin
what will‘be done;

whattesources will be required;

ormation
tives are
then the

ed when
ations of

review of

formation security objectives are inputs for risk assessment: risk acceptance criteria anF criteria

ormation

or notan

ment and

h)

who will he rpcpnncihlp-

i)
j)

when it will be completed; and

how the results will be evaluated.

The above requirement concerning planning is generic and applicable to other plans required by
ISO/IEC 27001. Plans to consider for an ISMS include:

— plans for improving the ISMS as described in 6.1.1 and 8.1;

— plans for treating identified risks as described in 6.1.3 and 8.3; and
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— any other plans that are found necessary for effective operation (e.g. plans for developing
competence and increasing awareness, communication, performance evaluation, internal audits
and management reviews).

Guidance

The information security policy should state the information security objectives or provide a framework
for setting the objectives.

Information security objectives can be expressed in various ways. The expression should be suitable to
meet the equirement of hping measurable (if pr‘qr‘fir‘qh]p) (IQO/IF‘(‘ 27001:2013 6 2 h))

For example, information security objectives can be expressed in terms of:

— numgdrical values with their limits, e.g. “not go over a certain limit”, and “reach level 4”;
— the tgrgets for measurements of information security performance;

— the tgrgets for measurements of the effectiveness of the ISMS (see 9.1);

— comgplliance with ISO/IEC 27001;

— complliance with [SMS procedures;

— the need to complete actions and plans; and

— risk driteria to be met.

The folloyving guidance applies to the bullets addressed in the explanation:

— see a)) above. The information security policy specifies the requirements for information security
in an|organization. All other specific requirements'set for relevant functions and levels should pe
consistent with them. If the information security policy has information security objectives, then
any dther specific information security objective should be linked to the ones in the informatipn
secutity policy. If the information securitypolicy only provides the framework for setting objectivgs,
then that framework should be followed and should ensure that more specific objectives are linked
to th¢ more generic ones;

— see b)) above. Not every objectivescan be measurable, but making objectives measurable supports
achigvement and improvement. It is highly desirable to be able to describe, qualitatively |or
quangitatively, the degreeste which an objective has been met. For example, to guide priorities for
additiional effort if obje€tives are not met, or to provide insights into opportunities for improved
effecfiveness if objectives are exceeded. It should be possible to understand whether they have
been|achieved or not) how achievement of objectives is determined, and whether it is possible|to
deterimine the degree of achievement of objectives using quantitative measurements. Quantitative
descijiptions of objective attainment should specify how associated measurement is done. It may rjot
be pgssible_ t0o quantitatively determine the degree of attainment of all objectives. ISO/IEC 27001
requires‘objectives to be measurable if practicable;

g
for this reason, risk assessment and treatment results should be used as inputs when setting
information security objectives;

— seed)above. Information security objectives should be communicated to relevantinternal interested
parties of the organization. They may also be communicated to external interested parties, e.g.
customers, stakeholders, to the extent they need to know and are affected by the information
security objectives; and

— see e) above. When information security needs change over time, related information security
objectives should be updated accordingly. Their update should be communicated as required in d),
to internal and external interested parties as appropriate.
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The organization should plan how to achieve its information security objectives. The organisation may
use any methodology or mechanism it chooses to plan for the achievement of its information security
objectives. There may be a single information security plan, one or more project plans, or actions
included in other organisational plans. Whatever form planning takes, the resulting plans should define
as a minimum (see f) to j) above):

— the activities to be done;

— therequired resources to be committed to execute the activities;

— the rpcprmcihi]ifipc-

—{ the timelines and milestones of activities; and

— the methods and measurements to evaluate whether the results achieve objectives, which includes
timing of such evaluations.

ISP/IEC 27001 requires organizations to retain documented information on the information security
oljectives. Such documented information can include:

—|{ plans, actions, resources, responsibilities, deadlines and evaluatiof methods; and
—| requirements, tasks, resources, responsibilities, evaluation fréquency and methods.
Other information

No other information.

7| Support

7.1 Resources
Réquired activity

The organization determines and(provides the resources for establishing, implementing, mgintaining
arld continually improving the ISMS.

Explanation
Rgsources are fundaméntal to perform any kind of activity. Categories of resources can include:
a)[ persons to dritzeyand operate the activities;
b)| time to perform activities and time to allow results to settle down before making a new sfep;
c)| financial resources to acquire, develop and implement what is needed;

d)| ,Anformation to support decisions, measure performance of actions, and improve knowledge; and

e) infrastructure and other means that can be acquired or built, such as technology, tools and
materials, regardless of whether they are products of information technology or not.

These resources are to be kept aligned with the needs of the ISMS and hence are to be adapted when
required.

Guidance
The organization should:

f) estimate the resources needed for all the activities related to the ISMS in terms of quantity and
quality (capacities and capabilities);

g) acquire the resources as needed;
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h) provide the resources;
i) maintain the resources across the whole ISMS processes and specific activities; and
j) review the provided resources against the needs of the ISMS, and adjust them as required.

Documented information on this activity and its outcome is mandatory only in the form and to t

he

extent that the organization determines as necessary for the effectiveness of its management system

(see ISO/IEC 27001:2013, 7.5.1 b)).

Other information

No other [nformation.

7.2 Competence
Required activity

The orgapization determines the competence of persons needed for information geeurity performan
and ensufes that the persons are competent.

Explanatiion

Competence is the ability to apply knowledge and skills to achieve intended results. It is influenced
knowledge, experience and wisdom.

Competence can be specific (e.g. about technology or specific management areas such as ri
managenjent) or general (e.g. soft skills, trustworthiness, aind basic technological and manager
subjects)

Ce,

by

sk
al

Competence relates to persons that work under controlef the organization. This means that competence

should bgd managed for persons that are employees.ofithe organization and for other people as neede

Acquisitign of higher or new competence and skills can be achieved both internally and externa
through g¢xperience, training (e.g. courses, séminars and workshops), mentoring, hiring or contracti
external persons.

.

ly
hg

For completence that is only temporarily needed - for a specific activity or for a short period of tine,

e.g. to coyer unexpected temporary.shortage of internal personnel - organizations can hire or contrg
external resources, whose competence is to be described and verified.

a) deterjmine th€ expected competence for each role within the ISMS and decide if it needs to
documented:fe.g. in a job description);

ct

be

b) assigh@he roles within the ISMS (see 5.3) to persons with the required competence either by:

1) identifying persons within the organization who have the competence (based e.g. on their

education, experience, or certifications);

2) planning and implementing actions to have persons within the organization obtain the
competence (e.g. through provision of training, mentoring, reassignment of current

employees); or
3) engaging new persons who have the competence (e.g. through hiring or contracting);
c) evaluate the effectiveness of actions in b) above;

EXAMPLE 1 Consider if persons have acquired competence after the training.
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EXAMPLE 2 Analyse the competence of newly hired or contracted persons some time after their

arrival in the organization.

EXAMPLE 3 Verify if the plan for acquiring new persons has been completed as expected.

verify that the persons are competent for their roles; and

ensure that the competence evolves over time as necessary and that it meets expectations.

Appropriate documented information is required as evidence of competence. The organization should
therefore retain documentation about the necessary competence affecting information security

pe
0]
N¢

7.
R¢

T}
joJo
pe

EX

AV
un

Ay
a)
b)

Ad
an

consequences for informatignysecurity or repercussions for the person.

T}
ab
th
re

rformance and how this competence is met by relevant persons.
her information

other information.

3 Awareness

quired activity

licy, their contribution to the effectiveness of the ISMS, benefits of improved informatior
rformance and implications of not conforming to the requirements of the ISMS.

planation

derstanding and motivation about what is expectéd of them with regard to information sec
Vareness concerns persons who have to knowunderstand, accept and:
support the objectives stated in the information security policy; and
follow the rules to correctly perform their daily tasks in support of information security.

ditionally, the persons doing werk under the organization’s control also need to know, uf
d accept the implications of net conforming with the ISMS requirements. Implications can b

ese persons need to beaware that an information security policy exists and where to find inf
out it. Many staff ifi-an organization do not need to know the detailed content of the policy
ey should knowyunderstand, accept and implement the information security object
guirements dérived from the policy that affect their job role. These requirements can be i1

e persons doing work under the organization’s control are made‘@aware of the information security

security

vareness of persons working under the organization’s control refers to having the pecessary

urity.

derstand
e negative

ormation
. Instead,
ives and
cluded in

ssion and

the standards.or procedures they are expected to follow to do their job.

Guidance

The-organization should:

c) prepare a programme with the specific messages focused on each audience (e.g. internal and
external persons);

d) include information security needs and expectations within awareness and training materials on
other topics to place information security needs into relevant operational contexts;

e) prepare aplan to communicate messages at planned intervals;

f) verify the knowledge and understanding of messages both at the end of an awareness se
at random between sessions; and

g) verify whether persons act according to the communicated messages and use examples of ‘good’

and 'bad’ behaviour to reinforce the message.
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Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see

ISO/IEC 2

7001:2013, 7.5.1 b)).

Other information

Further information on awareness in the field of information security can be found in

ISO/IEC 2

7002:2013, 7.2.2.

7.4 Communication

Required activity

The orga
Explanat

Commun
and exter

Commun
between
organizat

Organiza
— whic
their
the iy
— thep

— who
com

— who

ization determines the needs for internal and external communications related to.the’ ISM§.

ion

cation is a key process within an ISMS. Adequate communication is necessaty with interr
nal interested parties (see 4.2).

cation can be between internal interested parties at all levelswof the organization
the organization and external interested parties. Communicatiencan be initiated within t
ion or by an external interested party.

fions need to determine:

 content needs to be communicated, e.g. information security policies, objectives, procedur
changes, knowledge on information security risks,requirements to suppliers and feedback
iformation security performance;

referred or optimal point in time for communjcation activities;

hunication effort;

s to initiate communication activities, e.g. specific content can require communication to

initiated by a specific person or organization; and

— whic
targg

Commun

Guidance

Commun
communi

appropriz

\ processes are driving‘or initiating communication activities, and which processes 3
ted or affected by communication activities.

cation can take place regularly or as needs arise. It can be either proactive or reactive.

cation r€lies on processes, channels and protocols. These should be chosen to ensure t
cated message is integrally received, correctly understood and, when relevant, acted up
itely,

al

or
he

S,

is to be involved in communication activities, and which is the target audience of each

be

he

Organiza

(ons stroutddeterminme whichr comtent Teeds to be conmmmuIicated; SucirasT

a) plans and results of risk management to interested parties as needed and appropriate, in the

ident

ification, analysis, evaluation, and treatment of the risks;

b) information security objectives;

c) achieved information security objectives including those that can support their position in
the market (e.g. ISO/IEC 27001 certificate granted; claiming conformance with personal data
protection laws);

d) incidents or crises, where transparency is often key to preserve and increase trust and confidence
in the organization’s capability to manage its information security and deal with unexpected
situations;
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f)
g)
h)

ISO/IEC 27003:

roles, responsibilities and authority;
information exchanged between functions and roles as required by the ISMS’s processes;

changes to the ISMS;

2017(E)

other matters identified by reviewing the controls and processes within the scope of the ISMS;

matters (e.g. incident or crisis notification) that require communication to regulatory bodies or

other interested parties; and

j)

TH
k)

D)

p)

Cd

Dq
ex
IS

(0]
N

requests or other communications from external parties such as customers, potential,c
users of services and authorities.

e organization should identify the requirements for communication on relevant issues:

who is allowed to communicate externally and internally (e.g. in special cases such as a dat

Istomers,

h breach),

allocating to specific roles with the appropriate authority. For examplef Jofficial comn‘];mication

officers can be defined with the appropriate authority. They could be,d public relations
external communication and a security officer for internal communigation;

the triggers or frequency of communication (e.g. for communication of an event, the trig
identification of the event);

the contents of messages for key interested parties (e-g<customers, regulators, gener
important internal users) based on high level impacCt scenarios. Communication can
effective if based on messages prepared and pre-approved by an appropriate level of ma
as part of a communication plan, the incident response plan or the business continuity pl3

the intended recipients of the communicatiofi;yin some cases, a list should be maintaine
communicating changes to services or crisis);

the communication means and channels. Communication should use dedicated means and

fficer for

ger is the

al public,
be more
hagement
n;

d (e.g. for

channels,

to make sure that the message is, official and bears the appropriate authority. Commpunication

channels should address any needs for the protection of the confidentiality and integn
information transmitted; and

the designed process and«the method to ensure messages are sent and have been correctly
and understood.

mmunication should be’classified and handled according to the organization’s requirement

her infermation

other information.

ity of the

' received

S.

cumented information on this activity and its outcome is mandatory only in the form and to the
tent the orgaitization determines as necessary for the effectiveness of its management sy
D/IEC 2700:1:2013, 7.5.1 b)).

ktem (see

7.5 Documented information

7.5.1 General

Required activity

The organization includes documented information in the ISMS as directly required by ISO/IEC 27001,
as well as determined by the organization as being necessary for the effectiveness of the ISMS.
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Explanation

Documented information is needed to define and communicate information security objectives,
policy, guidelines, instructions, controls, processes, procedures, and what persons or groups of people
are expected to do and how they are expected to behave. Documented information is also needed
for audits of the ISMS and to maintain a stable ISMS when persons in key roles change. Further,
documented information is needed for recording actions, decisions and outcome(s) of ISMS processes
and information security controls.

Documen

ted information can contain:

— infor
— infor

— recoy
and d

There are
the time,

ISO/IEC 2
that addit

The amot

In total,
allow the

Guidance

The orgj
effectiver

The docu
is what is

Examples
ensuring

— ther
— ther
— repol
—  resou

— thee

mation about information security objectives, risks, requirements and standards;

mation about processes and procedures to be followed; and

utcomes of operational activities).

hs an input for another activity.

nt of documented information needed is often related to the size of the organization.

the mandatory and additional documented information contains sufficient information
performance evaluation requirements specified in Clatise 9 to be carried out.

inization should determine what docuniénted information is necessary for ensuri
ess of its ISMS in addition to mandatory-documented information required by ISO/IEC 270

mented information should be therge'to fit the purpose. Factual and ‘to the point’ informati
needed.

effectiveness of its ISMS are;

bsults of the context establishment (see Clause 4);

bles, responsibilities and authorities (see Clause 5);

ts of the different phases of the risk management (see Clause 6);

rces determined and provided (see 7.1);

xpected competence (see 7.2);

ds of the input (e.g. for management reviews) and the outcomes of processes (including plans

many activities within the ISMS that produce documented information that is used, most{of

7001 requires a set of mandatory documented information and contains a general requiremgnt
ional documented information is required if it is necessary for the effectiveness of the ISMY.

ng
D1.

pn

of documented information‘that can be determined by the organization to be necessary for

— plansand results of awareness activities (se€ 7.3);

— plans and results of communication activities (see 7.4);

— documented information of external origin that is necessary for the ISMS (see 7.5.3);

— process to control documented information (see 7.5.3);

— policies, rules and directives for directing and operating information security activities;

— processes and procedures used to implement, maintain and improve the ISMS and the over
information security status (see Clause 9);

— action plans; and
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— evidence of the results of ISMS processes (e.g. incident management, access control, information
security continuity, equipment maintenance, etc.).

Documented information can be of internal or external origin.
Other information

If the organization wants to manage its documented information in a document management system,
this can be built according to the requirements in ISO 30301.

7- ;-2 Cl cat;us aud updat;us
Required activity

When creating and updating documented information, the organization ensure$ ‘its apjpropriate
identification and description, format and media, and review and approval.

Explanation

The organization identifies in detail how the documented information is best structured and|defines a
sulitable documentation approach.

Rgview and approval by appropriate management ensures that thé.documented information s correct,
sufitable for the purpose, and in an adequate form and detail fof the intended audience. Regular reviews
enfsure continued suitability and adequacy of documented ixdformation.

Guidance

el¢ctronic form), web pages, databases, computer‘logs, computer generated reports, audio and video.
Meoreover, documented information may consistof specifications of intent (e.g. the information security
pdlicy) or records of performance (e.g. thelresults of an audit) or a mixture of both. The [following
gdidance applies directly to traditional documents and should be interpreted appropriatlely when
applied to other forms of documented information.

Dgcumented information may be retained in any fe¥m, e.g. traditional documents (in both {aper and

Onganizations should create a strudtured documented information library, linking differenf parts of
ddcumented information by:

a)| determining the structure of the documented information framework;
b)| determining the standard structure of the documented information;
c)| providing templates for different types of documented information;

d)| determining the responsibilities for preparing, approving, publishing and mandging the
docuntented information; and

e)| détermining and documenting the revision and approval process to ensure continual duitability
and adequacy.

Organizations should define a documentation approach that includes common attributes of every
document, which allow clear and unique identification. These attributes usually include document
type (e.g. policy, directive, rule, guideline, plan, form, process or procedure), the purpose and scope,
title, date of publication, classification, reference number, version number, and a revision history. The
identification of the author and the person(s) currently responsible for the document, its application
and evolution, as well as the approver(s) or approval authority should be included.

Format requirements can include definition of suitable documentation languages, file formats, software
version for working with them and graphical content. Media requirements define on which physical
and electronic media the information should be available.

Statements and writing style should be tailored to the audience and scope of the documentation.
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Duplication of information in documented information should be avoided and cross-references used
rather than replicating the same information in different documents.

The documentation approach should ensure timely review of the documented information and that
all documentation changes are subject to approval. Suitable review criteria can be timing related (e.g.
maximum time periods between document reviews) or content related. Approval criteria should be
defined, which ensures that the documented information is correct, suitable for the purpose, and in an
adequate form and detail for the intended audience.

Other information

No other [nformation.

7.5.3 Control of documented information
Required activity

The orgapization manages documented information throughout its lifecycle and makes it availalle
where anfd when needed.

Explanatiion

Once appfoved, the documented information is communicated to its intended audience. Documented
information is available where and when it is needed, while preserving’its integrity, confidentiality, ahd

Note that]activities described “as applicable” in ISO/IEC 2700422013, 7.5.3 need to be performed if they
can be pefrformed and are useful, considering the organization’s needs and expectations.

Guidance

ed

ce
hd

s

bS.
ed
S,
1d

according to its intended validity and other relevant requirements. The organization should ensure that
information is legible throughout its retention period (e.g. using formats that can be read by available
software, or verifying that paper is not corrupted).

The organization should establish what to do with documented information after its retention period
has expired.

The organization should also manage documented information of external origin (i.e. from customers,
partners, suppliers, regulatory bodies, etc.).

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).
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Other information

No other information.

8

Operation

8.1 Operational planning and control

Required activity

T}
re

T}

carried out as planned.

T}
en

EX

T}
an

By
0p
re
P
a)
b)
In{

Th
in

)

d)

e organization plans, implements and controls the processes to meet its information
guirements and to achieve its information security objectives.

e organization keeps documented information as necessary to have confidence-that prod

sures that outsourced processes are identified, defined and controlled.
planation

e processes that an organization uses to meet its informationysecurity requirements are
d once implemented, they are controlled, particularly when‘hanges are required.

erational planning and activities to implement the proeesses needed to fulfil the informatio
(quirements.

ocesses to meet information security requiremetits include:

ISMS processes (e.g. management review, internal audit); and

processes required for implementing the information security risk treatment plan.
plementation of plans results infoperated and controlled processes.

e organization ultimately remains responsible for planning and controlling any outsourced
order to achieve its information security objectives. Thus the organization needs to:

determine outsourced processes considering the information security risks relate
outsourcing; and

ensure that\outsourced processes are controlled (i.e. planned, monitored and reviey
manner that provides assurance that they operate as intended (also considering inf
security)objectives and the information security risk treatment plan).

A
e

er<the implementation is completed, the processes are managed, monitored and rey

security

€SSes are

e organization controls planned changes and reviews the consequences of uhintended changes, and

planned,

ilding on the planning of the ISMS (see 6.1 and 6.2),{the organization performs the xecessary

security

Drocesses

d to the

ved) in a
ormation

iewed to

sGre that they continue to fulfil the requirements determined after understanding the 1

eeds and

expectdations orinterested parties (see 4.2J.

Changes of the ISMS in operation can be either planned or they occur unintended. Whenever the
organization makes changes to the ISMS (as a result of planning or unintentionally), it assesses the
potential consequences of the changes to control any adverse effects.

The organization can get confidence about the effectiveness of the implementation of plans by
documenting activities and using documented information as input to the performance evaluation
processes specified in Clause 9. The organization therefore establishes the required documented
information to keep.
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Guidance

The processes that have been defined as a result of the planning described in Clause 6 should be
implemented, operated and verified throughout the organization. The following should be considered
and implemented:

e) processes that are specific for the management of information security (such as risk management,

incid

ent management, continuity management, internal audits, management reviews);

f) processes emanating from information security controls in the information security risk
treatment p]qn-

g) repofting structures (contents, frequency, format, responsibilities, etc.) within the informati
seculity area, for example incident reports, reports on measuring the fulfilment of informati
security objectives, reports on performed activities; and

h) meetjng structures (frequency, participants, purpose and authorization) within the informati
secuyity area. Information security activities should be co-ordinated by representatives frd
diffefent parts of the organization with relevant roles and job functions for €ffective managems
of th¢ information security area.

For plan

i) plan

ed changes, the organization should:

their implementation and assign tasks, responsibilities, deadlin€s and resources;

j) implgment changes according to the plan;

k) monifor their implementation to confirm that they are implémented according to the plan; and

1) colle
have

For observed unintended changes, the organizatipn should:

m) review their consequences;

n) deterjmine whether any adverse effects’have already occurred or can occur in the future;

o) plan
p) colle

hnd implement actions to mitigate any adverse effects as necessary; and

't and retain documented information on unintended changes and actions taken to mitig3

adverse effects.

If part of

he organizatienisfunctions or processes are outsourced to suppliers, the organization shou

q) deterimine all outsourcing relationships;

r) estallish appropriate interfaces to the suppliers;

s) addr

nt

't and retain documented information on the eXecution of the changes as evidence that they
been carried out as planned (e.g. with responsibilities, deadlines, effectiveness evaluations).

d:

bSsiinformation security related issues in the supplier agreements;

t) monitor and review the supplier services to ensure that they are operated as intended and
associated information security risks meet the risk acceptance criteria of the organization; and

u) manage changes to the supplier services as necessary.

Other information

No other
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8.2 Information security risk assessment
Required activity

The organization performs information security risk assessments and retains documented information
on their results.

Explanation

When performing information security risk assessments, the organization executes the process
defined in 6.1.2. These assessments are either executed according to a schedule defined in advance,
or|in response to significant changes or information security incidents. The results of the4Anformation
sefurity risk assessments are retained in documented information as evidence that the proecegs in 6.1.2
hgs been performed as defined.

Dgcumented information from information security risk assessments is essential for information
serurity risk treatment and is valuable for performance evaluation (see Clause-9)\

Gyidance
O1jganizations should have a plan for conducting scheduled informatioh security risk assessments.

When any significant changes of the ISMS (or its context) or information security incid¢nts have
ogcurred, the organization should determine:

a)| which of these changes or incidents require an additiorial information security risk assesspent; and
b)[ how these assessments are triggered.

The level of detail of the risk identification should\be refined step by step in further iteratigns of the
information security risk assessment in the context of the continual improvement of the ISM§$. A broad
information security risk assessment should:bé’performed at least once a year.

Other information

|

wn

D/IEC 27005 provides guidance fer.,performing information security risk assessments.

8.3 Information security:risk treatment
Required activity

The organization implements the information security risk treatment plan and retains do¢umented
information on theTesults of the information security treatment.

Explanation

In|order to-treat information security risks, the organization needs to carry out the information security
rigk treatment process defined in 6.1.3. During operation of the ISMS, whenever the risk agsessment
is [updated according to 8.2, the organization then applies the risk treatment according to [6.1.3 and
updates the risk treatment plan. The updated risk treatment plan 1s again implemented.

The results of the information security risk treatment are retained in documented information as
evidence that the process in 6.1.3 has been performed as defined.

Guidance

The information security risk treatment process should be performed after each iteration of the
information security assessment process in 8.2 or when the implementation of the risk treatment plan
or parts of it fails.

The progress of implementation of the information security risk treatment plan should be driven and
monitored by this activity.
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Other information

No other information.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

Required activity

The orga]lization evaluates the information security performance and the effectiveness of the ISMS,
Explanaffion

The objedtive of monitoring and measurement is to help the organization to judge whetherthe intended
outcome [of information security activities including risk assessment and treatment\is achieved [as
planned.

Monitorjg determines the status of a system, a process or an activity, whilst mg¢asurement is a procqss
to deternjine a value. Thus monitoring can be achieved through a succession'ef similar measuremernts
over somg time period.

For moniforing and measurement, the organization establishes:

a) what|{to monitor and measure;

b) who mmonitors and measures, and when; and

c¢) methlods to be used so as to produce valid results (i.e..¢comparable and reproducible).

For analypis and evaluation, the organization establishes:

d) who finalyses and evaluates the results frommonitoring and measurement, and when; and
e) methods to be used so as to produce yalid results.

There arg two aspects of evaluation:

f) evaldating the information Security performance, for determining whether the organization|is
doing as expected, which includes determining how well the processes within the ISMS meet th¢ir
specifications; and

g) evalyating the effectiveness of the ISMS, for determining whether or not the organization is doipg
the rjght things, which includes determining the extent to which information security objectives
are afhieved.

Note that as “as’ applicable” (ISO/IEC 27001:2013, 9.1, b)) means that if methods for monitoring,
measurerrlent, analysis and evaluation can be determined, they need to be determined.

Guidance

A good practice is to define the ‘information need’ when planning the monitoring, measurement,
analysis and evaluation. An information need is usually expressed as a high level information security
question or statement that helps the organization evaluate information security performance and ISMS
effectiveness. In other words, monitoring and measurement should be undertaken to achieve a defined
information need.

Care should be taken when determining the attributes to be measured. It is impracticable, costly and
counterproductive to measure too many, or the wrong attributes. Besides the costs of measuring,
analysing and evaluating numerous attributes, there is a possibility that key issues could be obscured
or missed altogether.
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There are two generic types of measurements:

h)

performance measurements, which express the planned results in terms of the characteristics

of the planned activity, such as head counts, milestone accomplishment, or the degree
information security controls are implemented; and

effectiveness measurements, which express the effect that realization of the planned
has on the organization’s information security objectives.

to which

activities

It can be appropriate to identify and assign distinctive roles to those participating in the monitoring,

m

casurement, nnnlycic and evaluation Thaose roles can be measurement client_measuremen

planner,

m

communicator of input or output of evaluation (see ISO/IEC 27004:2016, 6.5).

Th
as

Ot

M
ar
SO

Fy
re
ab

R4

Th
re

EX

EV
of
pr
IS

In
re
re

.2 Internal audit

basurement reviewer, information owner, information collector, information analyst and-inf

e responsibilities for monitoring and measurement and those for analysis and gyaluation
signed to separate persons whom different competence is required.

her information

bnitoring, measurement, analysis and evaluation is critical to the succéss’of an effective IS]
e a number of clauses in ISO/IEC 27001 that explicitly require determination of the effect
me activities. For example, ISO/IEC 27001:2013, 6.1.1 €), 7.2 ¢) or 104 d).

rther information can be found in ISO/IEC 27004, which provides guidance on me

ove, such as roles and responsibilities, and forms, and gives numerous examples.

quired activity

e organization conducts internal audits to provide information on conformity of the IS]
(quirements.

planation

aluating an ISMS at plannediintervals by means of internal audits provides assurance of t
the ISMS to top management. Auditing is characterized by a number of principles: inte
esentation; due professional care; confidentiality; independence; and evidence-based appr
D 19011).

fernal audits pfeyide information on whether the ISMS conforms to the organizati
gquirements for_jts ISMS as well as to the requirements in ISO/IEC 27001. The organizat
quirements.include:

requirements stated in the information security policy and procedures;

requirements produced by the framework for setting information security objectives,

d)

ormation

are often

MS. There

veness of

pting the

gquirements of ISO/IEC 27001:2013, 9.1. In particular, it éxpands on all of the concepts mentioned

MS to the

he status
brity; fair
oach (see

pon’s own
on’s own

including

outcomesofthe risk treatment nrocess:
g 7

legal and contractual requirements; and

requirements on the documented information.

Auditors also evaluate whether the ISMS is effectively implemented and maintained.

An audit programme describes the overall framework for a set of audits, planned for specific time
frames and directed towards specific purposes. This is different from an audit plan, which describes
the activities and arrangements for a specific audit. Audit criteria are a set of policies, procedures
or requirements used as a reference against which audit evidence is compared, i.e. the audit criteria
describe what the auditor expects to be in place.
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An internal audit can identify nonconformities, risks and opportunities. Nonconformities are managed
according to requirements in 10.1. Risks and opportunities are managed according to requirements in
4.1 and 6.1.

The organization is required to retain documented information about audit programme(s) and audit
results.

Guidance

Managing an audit programme

An audit|programme defines the structure and responsibilities for planning, conducting, reportipg
and folloying up on individual audit activities. As such it should ensure that audits conducted gre
appropridte, have the right scope, minimize the impact on the operations of the organization ahd
maintain|the necessary quality of audits. An audit programme should also ensure the competence|of
audit tearps, appropriate maintenance of audit records, and the monitoring and review of the-operations,
risks and effectiveness of audits. Further, an audit programme should ensure thatcthe ISMS (i.e. pll
relevant processes, functions and controls) is audited within a specified time frame. Finally, an auglit
programine should include documented information about types, duration, locations, and schedule|of
the audits.

The extent and frequency of internal audits should be based on the size andnature of the organizatipn
as well ap on the nature, functionality, complexity and the level of maturity of the ISMS (risk-based
auditing)

The effecfiveness of the implemented controls should be examined within the scope of internal audifs.
An audit|programme should be designed to ensure coveragerof all necessary controls and shoyld
include eyaluation of the effectiveness of selected controlsyever time. Key controls (according to the
audit programme) should be included in every audit whereas controls implemented to manage lower
risks mayf be audited less frequently.

The audif programme should also consider that processes and controls should have been in operatipn
for some time to enable evaluation of suitable evidence.

Internal qudits concerning an ISMS can be performed effectively as a part of, or in collaboration with,
other int¢rnal audits of the organization."The audit programme can include audits related to one |or
more mamnagement system standards, cenducted either separately or in combination.

An audit|programme should in€lude documented information about: audit criteria, audit methodls,
selection [of audit teams, procésses for handling confidentiality, information security, health and safgty
provisions for auditors, and.other similar matters.

—

m nd evaluation of auditor
Regarding competence and evaluation of auditors, the organization should:

e) identify competence requirements for its auditors;

f) selectinternal or external auditors with the appropriate competence;

g) have a process in place for monitoring the performance of auditors and audit teams; and

h) include personnel on internal audit teams that have appropriate sector specific and information
security knowledge.

Auditors should be selected considering that they should be competent, independent, and adequately
trained.

Selecting internal auditors can be difficult for smaller companies. If the necessary resources and
competence are not available internally, external auditors should be appointed. When organizations
use external auditors, they should ensure that they have acquired enough knowledge about the context
of the organization. This information should be supplied by internal staff.
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Organizations should consider that internal employees acting as internal auditors can be able to
perform detailed audits considering the organization’s context, but may not have enough knowledge
about performing audits.

Organizations should then recognize characteristics and potential shortcomings of internal versus
external auditors and establish suitable audit teams with the necessary knowledge and competence.

Performing the audit

When performing the audit, the audit team leader should prepare an audit plan considering results of
previous audits and the need to follow up on prnvimlcly rppnrhnd nonconformities and un ceptab]e
rigks. The audit plan should be retained as documented information and should include critefia, scope
arld methods of the audit.

The audit team should review:

—{ adequacy and effectiveness of processes and determined controls;

—| fulfilment of information security objectives;

— compliance with requirements defined in ISO/IEC 27001:2013, Clauses 4 to 10;
—{ compliance with the organization’s own information security tequirements;

—|{ consistency of the Statement of Applicability against the-gutcome of the information secjrity risk
treatment process;

— consistency of the actual information security riskitreatment plan with the identified assefsed risks
and the risk acceptance criteria;

— relevance (considering organization’s sizetvand complexity) of management review irfputs and
outputs; and

—{ impacts of management review outputs (including improvement needs) on the organizatipn.

The extent and reliability of available’ monitoring over the effectiveness of controls as prdduced by
the ISMS (see 9.1) may allow the auditors to reduce their own evaluation efforts, provided they have
confirmed the effectiveness of the'measurement methods.

If the outcome of the auditincludes nonconformities, the auditee should prepare an action plah for each
ndnconformity to be agreed with the audit team leader. A follow-up action plan typically includes:

i)| description ofthe detected nonconformity;
j)| descriptiofvef the cause(s) of nonconformity;

k)| description of short term correction and longer term corrective action to eliminate al detected
noneonformity within a defined timeframe; and

1) | “the persons responsible for implementing the plan.

Audit reports, with audit results, should be distributed to top management.

Results of the previous audits should be reviewed and the audit programme adjusted to better manage
areas experiencing higher risks due to nonconformity.

Other information

Further information can be found in ISO 19011, which provides general guidance on auditing
management systems, including the principles of auditing, managing an audit programme and
conducting management system audits. It also provides guidance on the evaluation of competence of
persons or group of people involved in the audit, including the person managing the audit programme,
auditors and audit teams.
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