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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTCT.
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Introduction

This document provides guidance on the requirements for an information security management system
(ISMS) as specified in ISO/IEC 27001 and provides recommendations (‘should’), possibilities (‘can’)
and permissions (‘may’) in relation to them. It is not the intention of this document to provide general
guidance on all aspects of information security.

Clauses 4 to 10 of this document mirror the structure of ISO/IEC 27001:2013.

This documant daac nat add anys Rew-Fegrirements for ah ISMS and itc ralatad teFmS and d fil’litiOIlS

oo Tu T oo To ot oot oty 1t T T eI TOT T IO oo reo-—Treroree oo ooy

Ofganizations should refer to ISO/IEC 27001 and ISO/IEC 27000 for requirements and”definitions.
Ofganizations implementing an ISMS are under no obligation to observe the guidance in this dpcument.
A

h ISMS emphasizes the importance of the following phases:

— understanding the organization’s needs and the necessity for establishing information| security
policy and information security objectives;

— assessing the organization’s risks related to information security;

— implementing and operating information security processesf-controls and other medsures to
treat risks;

— monitoring and reviewing the performance and effectiveness of the ISMS; and
— practising continual improvement.

Anh ISMS, similar to any other type of management system, includes the following key compong¢nts:
a)| policy;

b) persons with defined responsibilities;

c)] management processes related tos

1) policy establishment;

2) awareness and competence provision;
3) planning;

4) implementation;

5) operation;

6) performance assessment;

7) \ymanagement review; and

8) improvement; and

d) documented information.

An ISMS has additional key components such as:

e) information security risk assessment; and

f) information security risk treatment, including determination and implementation of controls.

This document is generic and intended to be applicable to all organizations, regardless of type, size or
nature. The organization should identify which part of this guidance applies to it in accordance with its
specific organizational context (see ISO/IEC 27001:2013, Clause 4).

© ISO/IEC 2017 - All rights reserved v
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For example, some guidance can be more suited to large organizations, but for very small organizations
(e.g. with fewer than 10 persons) some of the guidance can be unnecessary or inappropriate.

The descriptions of Clauses 4 to10 are structured as follows:
— Requiredactivity: presentskeyactivitiesrequiredinthe corresponding subclause of ISO/IEC27001;
— Explanation: explains what the requirements of ISO/IEC 27001 imply;

— Guidance: provides more detailed or supportive information to implement “required activity”
including examples for implementation; and

— Othdr information: provides further information that can be considered.

ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and providing
guidancelon ISO/IEC 27001:2013. Among these documents, ISO/IEC 27003 is a basic and comprehensiye
document that provides guidance for all the requirements of ISO/IEC 27001, but it ‘does not haye
detailed Hescriptions regarding “monitoring, measurement, analysis and evaluation”|ahd informatign
security risk management. ISO/IEC 27004 and ISO/IEC 27005 focus on specific contents and give mofe
detailed jguidance on “monitoring, measurement, analysis and evaluation” and‘ifnformation security
risk manpgement.

There arp several explicit references to documented information in ISQ/IEC 27001. Nevertheless, an
organizafion can retain additional documented information that it/determines as necessary for the
effectiveness of its management system as part of its response to [SO/IEC 27001:2013, 7.5.1 b). In thefe
cases, thjs document uses the phrase “Documented informatioh(on this activity and its outcome [is
mandatofy only in the form and to the extent that the organization determines as necessary for the
effectivefess of its management system (see ISO/IEC 27001:2013, 7.5.1 b)).”

vi © ISO/IEC 2017 - All rights reserved
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Information technology — Security techniques —
Information security management systems — Guidance

1 Scope

This document provides explanation and guidance on I[SO/TEC 27001:2013.

2| Normative references

The following documents are referred to in the text in such a way that some, 0x5-all of theif content
cqnstitutes requirements of this document. For dated references, only the edition cited applies. For
updated references, the latest edition of the referenced document (including'any amendments) applies.

ISO/IEC 27000:2016, Information technology — Security techniques — Information security mahagement
systems — Overview and vocabulary

ISO/IEC 27001:2013, Information technology — Security techniques— Information security mahagement
systems — Requirements

3| Terms and definitions
Fgr the purposes of this document, the terms and,definitions given in ISO/IEC 27000:2016 apgly.

IS0 and IEC maintain terminological databases,for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

4| Context of the organization

4]1 Understandingthe organization and its context
Required activity

The organization” determines external and internal issues relevant to its purpose and aff¢cting its
ability to aehieve the intended outcome(s) of the information security management system (I§MS).

Explanation

A$ an integral function of the ISMS, the organization continually analyses itself and the world
surrounding it. This analysis is concerned with external and internal issues that in some way affect
information security and how information security can be managed, and that are relevant to the
organization’s objectives.

Analysis of these issues has three purposes:
— understanding the context in order to decide the scope of the ISMS;
— analysing the context in order to determine risks and opportunities; and

— ensuring that the ISMS is adapted to changing external and internal issues.

© ISO/IEC 2017 - All rights reserved 1
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External issues are those outside of the organization’s control. This is often referred to as the
organization’s environment. Analysing this environment can include the following aspects:

a) social and cultural;

b) political, legal, normative and regulatory;

c) financial and macroeconomic;

d) technological;

e) natu

f) competitive.

These as
security
organiza

For exam
g) thel

h) char
(naty

i) technical advances of hacking tools and use of cryptography (technological aspect); and

j) theg

Internal
following

k) the grganization’s culture;

1) polig
m) gove
n) stan
0) cont

of th
p) proc
q) thec

and {

r) phys

ral; and

and how information security can be managed. The relevant external issues‘depend on t}
Fion’s specific priorities and situation.

ple, external issues for a specific organization can include:
boal implications of using an outsourced IT service (legal aspect);

hcteristics of the nature in terms of possibility of disasters such-as fire, flood and earthquak
ral aspect);

eneral demand for the organization’s services (socialycultural or financial aspects).

ssues are subject to the organization’s control.*Analysing the internal issues can include t}
aspects:

ies, objectives, and the strategies toachieve them;
Fnance, organizational structure;toles and responsibilities;
lards, guidelines and models-adopted by the organization;

ractual relationshipsthat can directly affect the organization’s processes included in the scoj
b [SMS;

bsses and progedures;

ppabilities, it terms of resources and knowledge (e.g. capital, time, persons, processes, systen
echnologies);

jcalinfrastructure and environment;

pects of the organization’s environment continually present issues that affect~iiformati¢n

ne

1
v

e

pe

s) information systems, information flows and decision making processes (both formal and
informal); and

t) previous audits and previous risk assessment results.

The results of this activity are used in 4.3, 6.1 and 9.3.

Guidance

Based on an understanding of the organization’s purpose (e.g. referring to its mission statement or

business

plan) as well as the intended outcome(s) of the organization’s ISMS, the organization should:

— review the external environment to identify relevant external issues; and

© ISO/IEC 2017 - All rights reserved
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— review the internal aspects to identify relevant internal issues.

In order to identify relevant issues, the following question can be asked: How does a certain category
of issues (see a) to t) above) affect information security objectives? Three examples of internal issues
serve as an illustration by:

Example 1 on governance and organizational structure (see item m)): When establishing an ISMS,
already existing governance and organizational structures should be taken into account. As an
example, the organization can model the structure of its ISMS based on the structure of other existing
management systems, and can combine common functions, such as management review and auditing.

Example 2 on policy, objectives and strategies (see item 1)): An analysis of existing policies\dgbjectives
and strategies, can indicate what the organization intends to achieve and how the informatior security
objectives can be aligned with business objectives to ensure successful outcomes.

Example 3 on information systems and information flows (see item s)): Whencdetermining internal
ispues, the organization should identify, at a sufficient level of detail, the information flows befween its
vgrious information systems.

As both the external and the internal issues will change over time, the issués and their influerice on the
sdope, constraints and requirements of the ISMS should be reviewedregularly.

Dpcumented information on this activity and its outcome is mandatory only in the form and to the
extent that the organization determines as necessary for theleffectiveness of its management system
(spe ISO/IEC 27001:2013, 7.5.1 b)).

Other information

In| ISO/IEC 27000, the definition of “organization®has a note which states that: “The c¢ncept of
orfganization includes but is not limited to sole-trader, company, corporation, firm, enterprise, quthority,
partnership, charity or institution, or part or ¢ombination thereof, whether incorporated or npt, public
off private.” Some of these examples are whele'legal entities, whilst others are not.

There are four cases:

1) the organization is a legal or{ administrative entity (e.g. sole-trader, company, corporatjon, firm,
enterprise, authority, partnership, charity or institution whether incorporated or not, jpublic or
private);

2] the organization is.a subset of a legal or administrative entity (e.g. part of a company, corjporation,
enterprise);

3] theorganization is a set of a legal or administrative entities (e.g. a consortium of sole-traders, larger
companies,corporations, firms); and

4] the organization is a set of subsets of legal or administrative entities (e.g. clubs, trade assofiations).

412~ Understanding the needs and expectations of interested parties

Required activity

The organization determines interested parties relevant to the ISMS and their requirements relevant to
information security.

Explanation

Interested party is a defined term (see ISO/IEC 27000:2016, 2.41) that refers to persons or organizations
that can affect, be affected by, or perceive themselves to be affected by a decision or activity of the
organization. Interested parties can be found both outside and inside the organization and can have
specific needs, expectations and requirements for the organization’s information security.

© ISO/IEC 2017 - All rights reserved 3
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External interested parties can include:

a) regulators and legislators;

b) shareholders including owners and investors;

c) suppliers including subcontractors, consultants, and outsourcing partners;

d) industry associations;

e) competitors;

f) cust¢mers and consumers; and

g) activjist groups.

Internal Interested parties can include:

h) decigion makers including top management;

i) procgss owners, system owners, and information owners;

j)  suppport functions such as IT or Human Resources;

k) employees and users; and

1) information security professionals.

The results of this activity are used in 4.3 and 6.1.

Guidancg

The folloving steps should be taken:

— identify external interested parties;

— identify internal interested parties; and

— identify requirements of interested-parties.

As the ndeds, expectations and requirement of interested parties change over time, these changes and
their inflpence on the scope, constraints and requirements of the ISMS should be reviewed regularly.
Documented information en’this activity and its outcome is mandatory only in the form and to the
extent the organization-détermines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7,51 b)).

Other information

No otherlinfermation.

4.3 Determining the scope of the information security management system

Required activity

The organization determines the boundaries and applicability of the ISMS to establish its scope.

Explanation

The scope defines where and for what exactly the ISMS is applicable and where and for what it is not.

Establishing the scope is therefore a key activity that determines the necessary foundation for all other
activities in the implementation of the ISMS. For instance, risk assessment and risk treatment, including
the determination of controls, will not produce valid results without having a precise understanding of

© ISO/IEC 2017 - All rights reserved
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where exactly the ISMS is applicable. Precise knowledge of the boundaries and applicability of the ISMS
and the interfaces and dependencies between the organization and other organizations is critical as
well. Any later modifications of the scope can result in considerable additional effort and costs.

The following factors can affect the determination of the scope:

a) the external and internal issues described in 4.1;

b) the interested parties and their requirements that are determined according to
ISO/IEC 27001:2013 4.2;

c)| thereadiness of the business activities to be included as part of ISMS coverage;

d] all support functions, i.e. functions that are necessary to support these business) activities (e.g.
human resources management; IT services and software applications; facility management of
buildings, physical zones, essential services and utilities); and

e)| all functions that are outsourced either to other parts within the organization or to independent
suppliers.

The scope of an ISMS can be very different from one implementation tg"another. For instance, the scope

cdn include:

— one or more specific processes;

— one or more specific functions;

— one or more specific services;

— one or more specific sections or locations;

— an entire legal entity; and

— anentire administrative entity and one or more of its suppliers.

Ghiidance

Tq establish the scope of an ISMS, amulti-step approach can be followed:

f)] determine the preliminary scope: this activity should be conducted by a small, but representative
group of managementrepresentatives;

g) determine the réfined scope: the functional units within and outside the preliminary scope should
be reviewed,-possibly followed by inclusion or exclusion of some of these functional units fo reduce
the number of interfaces along the boundaries. When refining the preliminary scope, all support
functions-should be considered that are necessary to support the business activities influded in
the seope;

h) determine the final scope: the refined scope should be evaluated by all management within the
refined scope. If necessary, it should be adjusted and then precisely described; and

i) approval of the scope: the documented information describing the scope should be formally

approved by top management.

The organization should also consider activities with impact on the ISMS or activities that are
outsourced, either to other parts within the organization or to independent suppliers. For such
activities, interfaces (physical, technical and organizational) and their influence on the scope should be
identified.

Documented information describing the scope should include:

j)

the organizational scope, boundaries and interfaces;

© ISO/IEC 2017 - All rights reserved
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k) the information and communication technology scope, boundaries and interfaces; and

1) the physical scope, boundaries and interfaces.

Other information

No other

information.

4.4 Information security management system

Require
The orga
Explana

ISO/IEC
and cont
elements
order to

Guidanc
No specif
Other in

No other

5 Lea

5.1 Le
Require
Top man
Explana
Leadersh

Top man
the orga
for the IS
organiza
authority
informat

factivity
hization establishes, implements, maintains and continually improves the ISMS.
fion

P7001:2013, 4.4 states the central requirement for establishing, implementihg; maintainii
inually improving an ISMS. While the other parts of ISO/IEC 27001 describe the require
of an ISMS, 4.4 mandates the organization to ensure that all required 'elements are met
pstablish, implement, maintain and continually improve the ISMS.

a)
ic guidance.
formation

information.

lership

adership and commitment

] activity

hgement demonstrates leadership and commitment with respect to the ISMS.
[ion

ip and commitment are ‘essential for an effective ISMS.

gement is definédy(see ISO/IEC 27000) as a person or group of people who directs and contrd
hization of the\ISMS at the highest level, i.e. top management has the overall responsibili
MS. This means that top management directs the ISMS in a similar way to other areas in tl

in the organization and provide resources for actually performing activities related
orvsecurity and the ISMS, but it still retains overall responsibility.

Fion, for.€xample the way budgets are allocated and monitored. Top management can delegalte

18
bd
in

Is

Ly
ne

to

As an ex

Mple, the organization Implementing and operating the ISMSTan be a business unit with

n

a larger organization. In this case, top management is the person or group of people that directs and
controls that business unit.

Top management also participates in management review (see 9.3) and promotes continual
improvement (see 10.2).

Guidance

Top management should provide leadership and show commitment through the following:

a) top management should ensure that the information security policy and the information security
objectives are established and are compatible with the strategic direction of the organization;
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top management should ensure that ISMS requirements and controls are integrated

into the

organization’s processes. How this is achieved should be tailored to the specific context of the
organization. For example, an organization that has designated process owners can delegate the
responsibility to implement applicable requirements to these persons or group of people. Top
management support can also be needed to overcome organizational resistance to changes in

processes and controls;

top management should ensure the availability of resources for an effective ISMS. The resources

are needed for the establishment of the ISMS, its implementation, maintenance and impr
as well as for implementing information security controls. Resources needed for the ISMS

ovement,
include:

f)

g)

h)

In
le

C

1) financial resources;

2) personnel;

3) facilities; and

4) technical infrastructure.

The needed resources depend on the organization’s context, such as'the size, the complé

xity, and

internal and external requirements. The management review_should provide informaftion that

indicates whether the resources are adequate for the organization;

top management should communicate the need for information security managemel
organization and the need to conform to ISMS requiremeénts. This can be done by giving
examples that illustrate what the actual need is_in the context of the organizatioy
communicating information security requirements;

top management should ensure that the ISMS achieves its intended outcome(s) by suppad
implementation of all information security management processes, and in particular]
requesting and reviewing reports on the status and effectiveness of the ISMS (see 5.3 b)). Sud

ht in the
practical
1 and by

rting the
through
h reports

can be derived from measurements (see\6.2 b) and 9.1 a)), management reviews and audi

Top management can also set performance objectives for key personnel involved with the ISIIV\/IS;

top management should direct:and support persons in the organization directly invol
information security and the ISMS. Failing to do this can have a negative impact on the effe
of the ISMS. Feedback from top management can include how planned activities are align
strategic needs for the prganization and also for prioritizing different activities in the ISM

top management should assess resource needs during management reviews and set obje
continual improvement and for monitoring effectiveness of planned activities; and

top managemiient should support persons to whom roles and responsibilities relating to inf]
security management have been assigned, so that they are motivated and able to direct an
information security activities within their area.

cases>where the organization implementing and operating an ISMS is part of a larger orgdg

hdership and commitment can be improved by engagement with the person or group of pe

[ reports.

ed with
ctiveness
ed to the
S;

rtives for

pbrmation
1 support

nization,
ople that

ntrols and directs the Iargpr nrgani7qfinn If fhny understand what is involved in imp]pm

enting an

ISMS, they can provide support for top management within the ISMS scope and help them provide
leadership and demonstrate commitment to the ISMS. For example, if interested parties outside the
scope of the ISMS are engaged in decision making concerning information security objectives and risk
criteria and are kept aware of information security outcomes produced by the ISMS, their decisions
regarding resource allocations can be aligned to the requirements of the ISMS.

Other information

No other information.
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5.2 Policy

Required activity

Top management establishes an information security policy.
Explanation

The information security policy describes the strategic importance of the ISMS for the organization
and is available as documented information. The policy directs information security activities in the
organization

The polidy states what the needs for information security are in the actual context of the organization.
Guidancge

The information security policy should contain brief, high level statements of intent.and directi¢gn
concernifg information security. It can be specific to the scope of an ISMS, or can have|wider coverag

U

All othey policies, procedures, activities and objectives related to informatién, security should be
aligned tp the information security policy.

The inforymation security policy should reflect the organization’s business Situation, culture, issues aind
concerns| relating to information security. The extent of the informatién 'security policy should be fin
accordanice with the purpose and culture of the organization and should seek a balance between eafe
of readinlg and completeness. It is important that users of the palicy can identify themselves with the
strategic|direction of the policy.

The inforymation security policy can either include information security objectives for the organizatign
or describe the framework for how information security objectives are set (i.e. who sets them fpr
the ISMS|and how they should be deployed within thé&'scope of the ISMS). For example, in very large
organizations, high level objectives should be set by-the top management of the entire organizatidn,
then, accprding to a framework established in thejinformation security policy, the objectives should be
detailed |n a way to give a sense of direction tg all interested parties.

The information security policy should(contain a clear statement from the top management on its
commitnjent to satisfy information security related requirements.

The infofmation security policy. should contain a clear statement that top management supports
continua] improvement in all activities. It is important to state this principle in the policy, so thiat
persons Yithin the scope of the ISMS are aware of it.

The infoymation securitypolicy should be communicated to all persons within the scope of the ISMS.
Thereforp, its formatand language should be appropriate so that it is easily understandable by all
recipientp.

Top manpgement should decide to which interested parties the policy should be communicated. The
informatjon/security policy can be written in such a way that it is possible to communicate it to relevapt
external [intérested parties outside of the organization. Examples of such external interested partips
are customers, suppliers, contractors, subcontractors and regulators. If the information security policy
is made available to external interested parties, it should not include confidential information.

The information security policy may either be a separate standalone policy or included in a
comprehensive policy, which covers multiple management system topics within the organization (e.g.
quality, environment and information security).

The information security policy should be available as documented information. The requirements in
ISO/IEC 27001 do not imply any specific form for this documented information, and therefore is up to
the organization to decide what form is most appropriate. If the organization has a standard template
for policies, the form of the information security policy should use this template.
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Other information

Further information on policies related to information security can be found in ISO/IEC 27002.

Further information about the relationship between the information security policy and other policies

in

5.

a policy framework can be found in Annex A.

3 Organizational roles, responsibilities and authorities

Required activity

Tq
al

E>
Tq

p management ensures that responsibilities and authorities for roles relevant to informatior
e assigned and communicated throughout the organization.

planation

p management ensures that roles and responsibilities as well as the necessary\authorities rq

i

The purpose of this requirement is to assign responsibilities and authoriti€s to ensure confor
the ISMS with the requirements of ISO/IEC 27001, and to ensure reporting on the performar

I

B

formation security are assigned and communicated.

S to the top management.
1idance

p management should regularly ensure that the respoéunsibilities and authorities for the
signed so that the management system fulfils thelrequirements stated in ISO/IEC 27
Anagement does not need to assign all roles, responsibilities and authorities, but it should ac
legate authority to do this. Top managementcshould approve major roles, responsibil
thorities of the ISMS.

esponsibilities and authorities related to information security activities should be assigned. |
clude:

coordinating the establishment,’ implementation, maintenance, performance report
improvement of the ISMS;

advising on information Security risk assessment and treatment;
designing information-security processes and systems;

setting standardsiconcerning determination, configuration and operation of information
controls;

managing.information security incidents; and
reviewing and auditing the ISMS.

byond the roles specifically related to information security, relevant information

security

levant to
mance of

1ce of the

[SMS are
001. Top
lequately
ities and

\ctivities

ing, and

security

security

rmation

r

Baancilkhilies 12l PR NPT 1L 14 L imealia dod TS P thow o1 Doy Sl 13af]
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security responsibilities can be incorporated in the roles of:

g)
h)
i)
j)
k)

©

information owners;

process owners;

asset owners (e.g. application or infrastructure owners);
risk owners;

information security coordinating functions or persons (this particular role is no
supporting role in the ISMS);

ISO/IEC 2017 - All rights reserved
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1) project managers;

m) line managers; and

n) infor

mation users.

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).

Other in

ormation

No other

6 Planning

6.1 Ac

6.1.1 (

Overview

ISO/IEC
opportur
treatmen

The stru
a) riskg

b) infor
infor

The first

definitio
etc. Opp
ISMS, thg
security

6.1.1 (geferal). Risks that fall into this category can be risks relating to the ISMS itself, the ISMS scoj}

The seco

with 6.1.]

information.

lions to address risks and opportunities

eneral

P7001:2013, 6.1 is concerned with the planning of actionsto address all types of risks and

ities that are relevant to the ISMS. This includes risk ‘assessment and planning for ri
t.

ture of ISO/IEC 27001 subdivides risks into two categories during planning:
and opportunities relevant to the intended outcome(s) of the ISMS as a whole; and

mation security risks that relate to the-oss of confidentiality, integrity and availability
mation within the scope of the ISMS.

category should be handled in accordance with requirements specified in ISO/IEC 27001:201

, top management’s commitment to information security, resources for operating the ISM
rtunities that fall into this\Category can be opportunities relating to the outcome(s) of tl

rontrols, etc.

D (information security risk assessment) and 6.1.3 (information security risk treatment).

Organiz

The subdjivision of requirements for addressing risks can be explained as follows:

ions may“choose to use different techniques for each category.

commercial value of anyISMS, the efficiency of operating ISMS processes and informatign

hd category consists of all risks that directly relate to the loss of confidentiality, integrity and
availability of information within the scope of the ISMS. These risks should be handled in accordan

5k

of

3,
pe
S,
ne

e

— it encourages compatibility with other management systems standards for those organizations
that have integrated management systems for different aspects like quality, environment and
information security;

— itrequires thatthe organization defines and applies complete and detailed processes for information
security risk assessment and treatment; and

— it emphasizes that information security risk management is the core element of an ISMS.

ISO/IEC 27001:2013, 6.1.1 uses the expressions ‘determine the risks and opportunities’ and ‘address
these risks and opportunities’. The word “determine” can be considered to be equivalent to the word
“assess” used in ISO/IEC 27001:2013, 6.1.2 (i.e. identify, analyse and evaluate). Similarly, the word

“address’

10

" can be considered equivalent to the word “treat” used in ISO/IEC 27001:2013, 6.1.3.

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=18430bb2f6c2123a22d596bc059ff62b

ISO/IEC 27003:2017(E)

Required activity

When planning for the ISMS, the organization determines the risks and opportunities considering
issues referred to in 4.1 and requirements referred to in 4.2.

Explanation

For risks and opportunities relevant to the intended outcome(s) of the ISMS, the organization
determines them based on internal and external issues (see 4.1) and requirements from interested
parties (see 4.2). Then the organization plans its ISMS to:

a)l ensure that intended outcomes are delivered by the ISMS, e.g. that the information seGurity risks
are known to the risk owners and treated to an acceptable level;

b) prevent or reduce undesired effects of risks relevant to the intended outcome(s)of the ISMS; and

c)] achieve continual improvement (see 10.2), e.g. through appropriate .echanisms fo detect
and correct weaknesses in the management processes or taking opportunities for improving
information security.

Risks connected to a) above could be unclear processes and responsibilities, poor awareness among
emmployees, poor engagement from management, etc. Risks connected to b) above could be poor risk
mlanagement or poor awareness of risks. Risks connected to c) above could be poor management of the
ISMS documentation and processes.

When an organization pursues opportunities in its activities, these activities then affect the context
off the organization (ISO/IEC 27001:2013, 4.1) or the eeds and expectations of interestefl parties
(IFO/IEC 27001:2013, 4.2), and can change the risks to‘the organization. Examples of such oppqgrtunities
cdn be: focusing its business on some areas of produ¢ts or services, establishing marketing stijategy for
sqme geographical regions, or expanding businesspartnerships with other organizations.

Opportunities also exist in continual improvements of the ISMS processes and documentatipn, along
wiith evaluation of the intended outcomes delivered by the ISMS. For example, consideraﬁion of a
rdlatively new ISMS often results in identification of opportunities to refining processes by ¢larifying
interfaces, reducing administrativesovérhead, eliminating parts of processes that are not cost effective,
by refining documentation and intrdducing new information technology.

The planning in 6.1.1 includeSithe determination of:

d] actions to address the-risks and opportunities; and

e)| the way to:

1) integratesand implement these actions into the ISMS processes; and
2) evaluate the effectiveness of these actions.

Guidance

The nv'gani'7nh'nn should:

f) determine risks and opportunities that can affect the achievement of the goals described in a), b)
and c), considering the issues referred to in 4.1 and the requirements referred to in 4.2; and

g) develop a plan to implement the determined actions and to evaluate the effectiveness of those
actions; actions should be planned considering integration of information security processes
and documentation in existing structures; all these actions are linked with information security
objectives (6.2) against which the information security risks are assessed and treated (see 6.1.2
and 6.1.3).

The general requirement to continually improve the ISMS stated in ISO/IEC 27001:2013, 10.2 is
supported by the requirement to achieve continual improvement given in 6.1.1 with other relevant
requirements of ISO/IEC 27001:2013, 5.1 g), 5.2 d), 9.1, 9.2 and 9.3.
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The actions required in 6.1.1 can be different for strategical, tactical and operational levels, for different
sites, or for different services or systems.

Several approaches can be taken to meet the requirements of 6.1.1, two of which are:

An orga
requirenjents of 6.1.1 are met by the organization’s existing business planning methodology. Whe
this is the case, care should be taken to verify that the methodology covers all the requirements of 6.1

Documented information on this activity and its outcome is mandatory only in the formmand to tl
extent the organization determines as necessary for the effectiveness of its management system (s
ISO/IEC 27001:2013, 7.5.1 b)).

Other information

Further information about risk management can be found in ISO 31000.

considering risks and opportunities associated with planning, implementing and operating the
ISMS separately from information security risks; and

considering all risks simultaneously.

NOTE

6.1.2

Required activity
The orgahization defines and applies an information security risk assessment process.
Explanation

The orgapization defines an information security risk assessment process that:

a)

b)

The inforymation secufity risk assessment process is then defined along the following sub-processes:

<)

d)

12

establishes and maintains:

1y
2)

ens
com

identification of information security risks:

1y

2)

ization that is integrating an ISMS into an established management system can find that the

Ipformation security risk assessment

uI[es that repeated-information security risk assessments produce consistent, valid a

The term “risk” is defined as the “effect of uncertainty on objectives™(see ISO/IEC 27000:2016, 2.68

tlhe risk acceptance criteria; and

re

ne
Pe

pr

¢riteria for performing infermation security risk assessments, which can include criteria f

arable results.

identify risks associated with the loss of confidentiality, integrity and availability f

3ssessing the consequence and likelihood, and rules for the determination of the level of risk; a]:d

d

information within the scope of the ISMS; and

identify the risk owners associated with these risks, i.e. identify and appoint persons with the

appropriate authority and responsibility for managing identified risks.

analysis of the information security risks:

1y

2)

assess the potential consequences in case the identified risks materialize, e.g. direct busine

SS

impacts such as monetary loss or indirect business impacts such as damage in reputation.

Assessed consequences can be reported with quantitative or qualitative values;

assess the realistic likelihood of occurrence of the identified risks, with quantitative (i
probability or frequency) or qualitative values; and

..
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3) determine the levels of identified risk as a predefined combination of assessed cons
and assessed likelihoods; and

evaluation of the information security risks:

equences

1) compare the results of risk analysis with the risk acceptance criteria established before; and

2) prioritize the analysed risks for risk treatment, i.e. determine urgency of treatment for risks

that are considered as unacceptable, and sequence if several risks need treatment.

A

G

he information security risk assessment process is then applied

| steps of the information security risk assessment process (6.1.2 a) to e)) as well as the'res

application are retained by the organization as documented information.

hidance

idance on establishing risk criteria (6.1.2 a

T

ri

T}

e information security risk criteria should be established considering the context of the org

5k preferences and risk perceptions on one hand and should allow’fer’a feasible and approp

mjanagement process on the other hand.

offthe ISMS.

A

A
ri
le

R

R

G

ccording to ISO/IEC 27001:2013, 6.1.2 a), criteria conicerning information security risk as

that consider the assessment of likelihood and censequences should be established. Fur
adceptance criteria should be established.

'ter establishing criteria for assessing -consequences and likelihoods of information

sk acceptance criteria relates to’risk assessment (in its evaluation phase, when the org

sHould understand if a risk is.acceptable or not), and risk treatment activities (when the org
sHould understand if the proposed risk treatment is sufficient to reach an acceptable level of r

The risk acceptange criteria should be approved by the responsible management.

idance on.producing consistent, valid and comparable assessment results (6.1.2 b

T
it

hlts of its

hnization

and requirements of interested parties and should be defined in accerdance with top mandgement’s

riate risk

ne information security risk criteria should be established in'¢onnection with the intended oytcome(s)

sessment
her, risk

security

Kks, the organization should also establish a method for combining them in order to determine a
vel of risk. Consequences and likelihoads may be expressed in a qualitative, quantitative| or semi-
gqliantitative manner.

hnization
hnization

sk).

sk acceptance critefia‘can be based on a maximum level of acceptable risks, on cos{-benefits
cqnsiderations, or or-consequences for the organization.

e risk-assessment process should be based on methods and tools designed in sufficient detdil so that

eads to consistent, valid and comparable results.

Whatever the chosen method, the information security risk assessment process should ensure that:

— all risks, at the needed level of detail, are considered;

— its results are consistent and reproducible (i.e. the identification of risks, their analysis and their
evaluation can be understood by a third party and results are the same when different persons

assess the risks in the same context); and

— theresults of repeated risk assessments are comparable (i.e. it is possible to understand if the levels

of risk are increased or decreased).

Inconsistencies or discrepancies in the results when the whole or part of the information security risk
assessment process is repeated can indicate that the chosen risk assessment method is not adequate.

©
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Guidance on identification of information security risks (6.1.2 c))

Risk identification is the process of finding, recognizing and describing risks. This involves the
identification of risk sources, events, their causes and their potential consequences.

The aim of risk identification is to generate a comprehensive list of risks based on those events that
might create, enhance, prevent, degrade, accelerate or delay the achievement of information security
objectives.

Two approaches are commonly used for the identification of information security risks:

— even[-based approach: considers risk sources in a generic way. Events considered can have happéned
in the past or can be anticipated for the future. In the first case they can involve historical data, [in
the spcond case they can be based on theoretical analysis and expert opinions; and

— apprpach based on identification of assets, threats, and vulnerabilities: considers two different types
of rigk sources: assets with their intrinsic vulnerabilities, and threats. Potential events consider¢d
here|are ways as to how threats could exploit a certain vulnerability of an asset to impact the
orgahization’s objectives.

Both approaches are consistent with the principles and generic guidelinés)on risk assessment fin
SO 3100p.

Other approaches of risk identification may be used if they have proven-a similar practical usefulneps
and if thqy can ensure the requirements in 6.1.2 b).

NOTE The approach based on assets, threats, and vulnerabilities.corresponds to the information security
risk ident{fication approach by, and compatible with, the requiremeénts in ISO/IEC 27001 to ensure that previopus
investments in risk identification are not lost.

It is not fecommended that the risk identification be too detailed in the first cycle of risk assessmerntt.
Having a| high level but clear picture of the information security risks is far better than having
picture af all.

(0]

Risk analysis has the objective to determine the level of the risk.

ISO 31000 is referenced in ISO/IEC\27001 as a general model. ISO/IEC 27001 requires that for eath
identified risk the risk analysis(is based on assessing the consequences resulting from the risk and
assessing the likelihood of thase consequences occurring to determine a level of risk.

Techniquees for risk analySis'based on consequences and likelihood can be:
1) qualitative, using-a-scale of qualifying attributes (e.g. high, medium, low);

2) quantitativepusing a scale with numerical values (e.g. monetary cost, frequency or probability [of
occufrence);or

3) semitquantitative, using qualitative scales with assigned values.

Whatever technique for risk analysis is used, its level of objectivity should be considered.

There are several methods for analysing the risks. The two approaches mentioned (event based
approach and approach based on identification of assets, threats, and vulnerabilities) can be suitable
for information security risk analysis. Risk identification and analysis processes can be most effective
when carried out with the help of experts in the relevant risks under discussion.
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Guidance on evaluation of the information security risks (6.1.2 €))

Evaluation of analysed risks involves using the organization’s decision making processes to compare the
assessed level of risk for each risk with the pre-determined acceptance criteria in order to determine
the risk treatment options.

This final step of the risk assessment verifies whether the risks that have been analysed in the previous
steps can be accepted according to the acceptance criteria defined under 6.1.2 a), or need further
treatment. The step in 6.1.2 d) delivers information about the magnitude of the risk but no immediate
mformatlon about the urgency oflmplementmg rlsk treatment optlons Dependmg on the circumstances
] this step
sHould be a list of I'lSkS in prlorlty order. It is useful to retain further 1nformat10n about these'rsks from
the risk identification and risk analysis steps to support decisions for risk treatment.

Other information

ISO/IEC 27005 provides guidance for performing information security risk asséssments.

6{1.3 Information security risk treatment

Required activity

The organization defines and applies an information security risKtreatment process.
Explanation

Information security risk treatment is the overall process of selecting risk treatment| options,
d¢termining appropriate controls to implement such options, formulating a risk treatment |plan and
obtaining approval of the risk treatment plan by thé\risk owner(s).

All steps of the information security risk treatment process (6.1.3 a) to f)) as well as the restlts of its
application are retained by the organization-as documented information.

Gliidance
Guidance on information security(risk treatment options (6.1.3 a))
Risk treatment options are:

a)l avoiding the risk by de¢iding not to start or continue with the activity that gives rise to the risk or
by removing the risk source (e.g. closing an e-commerce portal);

b) taking additional risk or increasing risk in order to pursue a business opportunity (e.g. opening an
e-commerceportal);

c)] modifying the risk by changing the likelihood (e.g. reducing vulnerabilities) or the consequences
(e.g~diversifying assets) or both;

d] Csharing the risk with other parties by insurance, sub-contracting or risk financing; and

e) retaining the risk based on the risk acceptance criteria or by informed decision (e.g. maintaining
the existing e-commerce portal as it is).

Each individual risk should be treated in line with information security objectives by one or more of
these options, in order to meet risk acceptance criteria.

Guidance on determining necessary controls (6.1.3 b))

Special attention should be given to the determination of the necessary information security controls.
Any control should be determined based on information security risks previously assessed. If an
organization has a poor information security risk assessment, it has a poor foundation for its choice of
information security controls.
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ate control determination ensures:

f) all necessary controls are included, and no unnecessary controls are chosen; and

g) the design of necessary controls satisfies an appropriate breadth and depth.

As a consequence of a poor choice of controls, the proposed information security risk treatment can be:

h) ineffective; or

i) inefficient and therefore inappropriately expensive.

To ensur
to be abl
assessmg

It can be
security
it may rq
recover f|

When dd
services

are mang
including
There m4
being pai
of the apj
determin

Guidance

ISO/IEC 2
this docy
to ensuryg
can also

e that information security risk treatment is effective and efficient, it is therefore importa
e to demonstrate the relationship from the necessary controls back to the results ofsthe ri
nt and risk treatment processes.

necessary to use multiple controls to achieve the required treatment of the informati
risk. For example, if the option to change the consequences of a particulaf)event is chose

fom the event.

termining controls, the organization should also take into acCeunt controls needed fi
from outside suppliers of e.g. applications, processes and functions. Typically, these contrd
lated by entering information security requirements in the agréements with these suppliej
ways to get information about to which extent these requirements are met (e.g. right of audi
y be situations where the organization wishes to determiné and describe detailed controls

t of its own ISMS even though the controls are carried:out by outside suppliers. Independent
proach taken, the organization always should considér-controls needed at their suppliers wh
ing controls for its ISMS.

on comparing controls with those in ISO/IEG27001:2013, Annex A (6.1.3 c))

7001:2013, Annex A contains a comprehensive list of control objectives and controls. Users
ment are directed to the generic representation of controls in ISO/IEC 27001:2013, Annex
b that no necessary controls are overlooked. Comparison with ISO/IEC 27001:2013, Annex
identify alternative controls to(those determined in 6.1.3 b) which can be more effective

modifyinjg information security risk.

Control ¢
listed in |
should bé¢

Not ever
ISO/IEC
justificat]

Guidance

bjectives are implicitly.included in the controls chosen. The control objectives and contrd
SO/IEC 27001:2013, Anhex A are not exhaustive and additional control objectives and contrd
added as needed.

P7001:2013, Annex A that does not contribute to modifying risk should be excluded a
jon for the exclusion should be given.

on producing a Statement of Applicability (SoA) (6.1.3 d))

The SoA

quire controls to effect prompt detection of the event as well as controls to respond to and

y control withittASO/IEC 27001:2013, Annex A needs to be included. Any control withi

nt
sk

n
n,

pIr
Is
S,
.
AS
ly
PN

Is
Is

n
d

Contains:

— all necessary controls (as determined in 6.1.3 b) and 6.1.3 c)) and, for each control:

— the justification for the control’s inclusion; and

— whether the control is implemented or not (e.g. fully implemented, in progress, not yet
started); and

— the justification for excluding any of the controls in ISO/IEC 27001: 2013, Annex A.

Justification for including a control in part relies on the effect of the control in modifying an information
security risk. A reference to information security risk assessment results and the information security
risk treatment plan should be sufficient, along with the information security risk modification expected
by the implementation of necessary controls.

16
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Justification for excluding a control contained within ISO/IEC 27001:2013, Annex A can include the
following:

— it has been determined that the control is not necessary to implement the chosen information
security risk treatment option(s);

— the control is not applicable because it is outside the scope of the ISMS (e.g. ISO/IEC 27001:2013,
A.14.2.7 Outsourced development is not applicable if all the organization’s system development is
performed in-house); and

e ozttt d by o ~ctoa cornl (Ao e TICA/IEC 2700120172
TUTZUTS

TCTS UDVIOtCO Oy o COSTtOTIT COTTTT OT (CT5 it 109 TG 27 g

media could be excluded if a custom control prevents the use o

-8-3--management-of-removable
emovable media).

= o

NOTE A custom control is a control not included in ISO/IEC 27001:2013, Annex A.

Aluseful SoA can be produced as a table containing all 114 controls of ISO/IEC,27001:2013,| Annex A
alpng the rows plus rows with the additional controls that are not mentioned/inSO/IEC 27(01:2013,
Annex A, if needed. One column of the table can indicate whether a control.is necessary to implement
the risk treatment option(s) or can be excluded. A next column can contain‘the'justification forfinclusion
o1} exclusion of a control. A last column of the table can indicate the current implementation|status of
the control. Further columns can be used, such as for details not required by ISO/IEC 27001 byt usually
ugeful for subsequent reviews; these details can be a more detailed-description of how the ¢ontrol is
irIplemented or a cross-reference to a more detailed description and documented information or
policies relevant for implementing the control.

Although it is not a specific requirement of ISO/IEC 27007, organizations can find it useful to include
rgsponsibilities for the operation of each control includedin the SoA.

idance on formulating an information security.risk’treatment plan (6.1.3 e

[SO/IEC 27001 does not specify a structurec0r content for the information security risk treatment
plan. However, the plan should be formulatéd from the outputs of 6.1.3 a) to c¢). Thus the plan should
d¢cument for each treated risk:

— selected treatment option(s);

— necessary control(s); and

— implementation statys!

Other useful content canjinclude:

— risk owner(s)fand

— expected.residual risk after the implementation of actions.

Iffany actiolfis required by the risk treatment plan, then it should be planned indicating responsibilities
and deadlines (see also 6.2); such an action plan can be represented by a list of these actions.

Aluseful information security risk treatment p]nn can be anignnd as a table sorted hy risks ildentified

during the risk assessment, showing all the determined controls. As an example, there can be columns
in this table which indicate the names of the persons responsible for providing the controls. Further
columns can indicate the date of implementation of the control, information about how the control (or a
process) is intended to operate and a column about the target implementation status.

As an example for part of the risk treatment process, consider the theft of a mobile phone. The
consequences are loss of availability and potential undesirable disclosure of information. If the
assessment of the risk showed that the level of risk is out of acceptance, the organization can decide to
change the likelihood, or change the consequences of the risk.
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To change the likelihood of loss or theft of a mobile phone, the organization can determine that a
suitable control is to oblige employees through a mobile device policy to take care of mobile phones and
periodically check for loss.

To change the consequence of loss or theft of a mobile phone, the organization can determine controls

such as:

— an incident management process so users can report the loss;

— a Mobile Device Management (MDM) solution to delete the content of the phone if lost; and

— abag

When pr
and MDM
of mobile

Compari
that the 1
directly 4
determirn
should b¢

If the org
(access c
policy to
the consé

When foy
include a

Guidance

When th
authoriz{

kup plan of mobile devices for recovering the phone’s content.

bparing its SoA (6.1.3 d)), the organization can include its chosen controls (mobile device-poli
), justifying their inclusion based on their effect of changing the likelihood and censequenc
phone loss or theft, resulting in reduced residual risk.

g these controls with those listed in ISO/IEC 27001:2013, Annex A (6.1.3 c)), it can be se

hobile device policy is aligned with ISO/IEC 27001:2013, A.6.2.1, but the MDM control does n
lign and should be considered as an additional custom control. [f MDM\and other controls a

ed as necessary control(s) in an organization’s information security. risk treatment plan, th
included in the SoA (see “Guidance on producing an SoA (6.1.3 d)J:

anization wants to further reduce the risk, it can consider from ISO/IEC 27001:2013, A.9.1
bntrol policy) that it lacked control of access to mobile phones and modify its mobile devi
mandate the use of PINs on all mobile phones. This should then be a further control to chan
quences of loss or theft of mobile phones.

mulating its information security risk treatmentplan (6.1.3 €)), the organization should th
Ctions to implement mobile device policy and MDM and assign responsibilities and timeframg

on obtaining risk owners’ approval (6.1.3 fJ)

b information security risk treatment plan is formulated, the organization should obtain tl
ition from the risk owners. Such atithorization should be based on defined risk acceptan

criteria dr justified concession if there is @ny deviance from them.

Through
residual

its management processes<the organization should record the risk owner’s acceptance of tl
isk and management approval of the plan.

As an ex
describe
risk, and

Other in

Furtheri

hmple, this risk ownrer’s approval can be documented by amending the risk treatment plj
under guidance 01i-6.1.3 e) by columns indicating the effectiveness of the control, the residu
he risk ownep’s approval.

ormation

formation on risk treatment can be found in ISO/IEC 27005 and ISO 31000.

Ey
N
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Required activity

The organization establishes information security objectives and plans to achieve them at relevant
functions and levels.

18
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Explanation

Information security objectives help to implement strategic goals of an organization as well as to
implement the information security policy. Thereby, objectives in an ISMS are the information security
objectives for confidentiality, integrity and availability of information. Information security objectives
also help to specify and measure the performance of information security controls and processes, in
accordance with the information security policy (see 5.2).

The organization plans, establishes and issues information security objectives to relevant functions
and levels.

R
sq
re

R

objectives produced by that framework are required to meet the requirements of 6-2.

equirements in ISO/IEC 27001 concerning information security objectives apply to all inf
curity objectives. If the information security policy contains objectives, then those (Objed
quired to meet the criteria in 6.2. If the policy contains a framework for setting objectives

prmation
tives are
then the

bquirements to be taken into account when establishing objectives are those determined when

u
i

The results from risk assessments and risk treatments are used as\input to the on-going 1

(0]

In

sS4

In

a)
b)

f)
g)

for performing information security risk assessments (see;6.1.2) take into account these inf]

derstanding the organisation and its context (see 4.1) as well as the meeds and expect
erested parties (see 4.2).

jectives to ensure that they remain appropriate to the circumstances of an organization.

formation security objectives are inputs for risk assessment: risk acceptance criteria an

curity objectives and thus ensure that levels of risk are aligned with them.
formation security objectives as per ISO/IEC 27001 are:
consistent with the information security policy;

measurable if practicable; this means thatit is important to be able to determine whether
objective has been met;

connected to applicable information security requirements, and results from risk assess
risk treatment;

communicated; and

updated as appropriate.

e organization retains documented information on the information security objectives.

hen planning how to achieve its information security objectives, the organization determing
what will'be done;

whatresources will be required;

ations of

eview of

1 criteria
pbrmation

or notan

ment and

h

who will be responsible:

i)
j)

when it will be completed; and

how the results will be evaluated.

The above requirement concerning planning is generic and applicable to other plans required by

IS

O/IEC 27001. Plans to consider for an ISMS include:

— plans for improving the ISMS as described in 6.1.1 and 8.1;

— plans for treating identified risks as described in 6.1.3 and 8.3; and

©
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— any other plans that are found necessary for effective operation (e.g. plans for developing
competence and increasing awareness, communication, performance evaluation, internal audits
and management reviews).

Guidance

The information security policy should state the information security objectives or provide a framework
for setting the objectives.

Information securlty ob]ectlves can be expressed in various ways. The expression should be suitable to

nnnnnnnnnnnnnnnnnnnnnnn hla Gfonracticobhln) (ICA/IEC ')’7(\!\1 2012 6 2 b

meet the
For exam
— num
— thet

— thet

+ of
Fegutrem et oo e g eastiaore it pracetane11ou/rec \oF ey —av av e ry o
s | [ Ut J U / ) JJ*

ple, information security objectives can be expressed in terms of:
brical values with their limits, e.g. “not go over a certain limit”, and “reach level 4”;
hrgets for measurements of information security performance;

hrgets for measurements of the effectiveness of the ISMS (see 9.1);

— Ccom

— comlliance with ISO/IEC 27001;

— then
— risk
The follo
— seed

in an
cons

any ¢ther specific information security objective should be linked to the ones in the informati

secu
then
to th

— seek
achie
quan
addif
effed
been|
dete
desc
be p
requ

liance with ISMS procedures;

eed to complete actions and plans; and

‘riteria to be met.

lving guidance applies to the bullets addressed in thé\explanation:

) above. The information security policy specifies the requirements for information securi
organization. All other specific requirements set for relevant functions and levels should |
stent with them. If the information security policy has information security objectives, th

Fity policy. If the information securitypolicy only provides the framework for setting objectivg

c more generic ones,;

) above. Not every objective-can be measurable, but making objectives measurable suppor
vement and improvement. It is highly desirable to be able to describe, qualitatively
titatively, the degree-to.which an objective has been met. For example, to guide priorities f]
ional effort if objeCtives are not met, or to provide insights into opportunities for improv¢
tiveness if objectives are exceeded. It should be possible to understand whether they ha
achieved or 1o, how achievement of objectives is determined, and whether it is possible
'mine the degree of achievement of objectives using quantitative measurements. Quantitati
riptions of pbjective attainment should specify how associated measurement is done. It may n|
pssiblesto quantitatively determine the degree of attainment of all objectives. ISO/IEC 270
jresiobjectives to be measurable if practicable;

that framework should be followed:ahd should ensure that more specific objectives are link¢

Ly
he
30}

n

b1
Je|
Ve
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e
ot
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h 7 ) S o y 1 o 1 1311 1 h] - b -L
— See (.) dDOVC. TIITOI'II4atIOI SECUTILY UDJECLIVES SITOUIU DT dIIgIICU WILIT HIITOT HIIAUOIT SECUTLIty 11ETU

S;

for this reason, risk assessment and treatment results should be used as inputs when setting
information security objectives;

— seed)above. Information security objectives should be communicated to relevantinternal interested
parties of the organization. They may also be communicated to external interested parties, e.g.
customers, stakeholders, to the extent they need to know and are affected by the information
security objectives; and

— see e) above. When information security needs change over time, related information security
objectives should be updated accordingly. Their update should be communicated as required in d),
to internal and external interested parties as appropriate.
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The organization should plan how to achieve its information security objectives. The organisation may
use any methodology or mechanism it chooses to plan for the achievement of its information security
objectives. There may be a single information security plan, one or more project plans, or actions
included in other organisational plans. Whatever form planning takes, the resulting plans should define
as a minimum (see f) to j) above):

— the activities to be done;
— therequired resources to be committed to execute the activities;

+thao ncibhilits
Dt

ASKA ac:
CIIC T TS PUTTSTOTITCICS,)

—t the timelines and milestones of activities; and

— the methods and measurements to evaluate whether the results achieve objectives; which includes
timing of such evaluations.

[SO/IEC 27001 requires organizations to retain documented information on‘the information security
objectives. Such documented information can include:

— plans, actions, resources, responsibilities, deadlines and evaluation'methods; and
— requirements, tasks, resources, responsibilities, evaluation frequency and methods.
Other information

N¢ other information.

7| Support

711 Resources
Required activity

The organization determines and/provides the resources for establishing, implementing, malintaining
and continually improving the ISMS.

Explanation
Re¢sources are fundameéntal to perform any kind of activity. Categories of resources can includg:
a)l persons to driveand operate the activities;
b) time to pérform activities and time to allow results to settle down before making a new step;
c)| finaneial resources to acquire, develop and implement what is needed;

d] _information to support decisions, measure performance of actions, and improve knowledge; and

e) infrastructure and other means that can be acquired or built, such as technology, tools and
materials, regardless of whether they are products of information technology or not.

These resources are to be kept aligned with the needs of the ISMS and hence are to be adapted when
required.

Guidance
The organization should:

f) estimate the resources needed for all the activities related to the ISMS in terms of quantity and
quality (capacities and capabilities);

g) acquire the resources as needed;
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ide the resources;

i) maintain the resources across the whole ISMS processes and specific activities; and

j) review the provided resources against the needs of the ISMS, and adjust them as required.

Documented information on this activity and its outcome is mandatory only in the form and to the
extent that the organization determines as necessary for the effectiveness of its management system

(see ISO/

Other in

IEC 27001:2013, 7.5.1 b)).

ormation

No other

7.2 Co
Require

The orga
and ensu

Explana

Compete
knowled

Compete

information.

mpetence
1 activity

hization determines the competence of persons needed for information security performang
fres that the persons are competent.

fion

hce is the ability to apply knowledge and skills to achieve intended results. It is influenced |
be, experience and wisdom.

hce can be specific (e.g. about technology or spegific management areas such as ri

managenhent) or general (e.g. soft skills, trustworthiness, *‘and basic technological and manageri

subjects)

Compete

hce relates to persons that work under controlof the organization. This means that competen

should b¢ managed for persons that are employees of'the organization and for other people as needed

Acquisiti
through
external

bn of higher or new competence and“sKills can be achieved both internally and external
bxperience, training (e.g. courses, seminars and workshops), mentoring, hiring or contractil
persons.

For competence that is only temporarily needed - for a specific activity or for a short period of tin

e.g.to co
external

Guidanc

The orga

resources, whose competence is to be described and verified.

al
-

hization should;

a) determine the expected competence for each role within the ISMS and decide if it needs to |
docujmented-{e.g. in a job description);

er unexpected temporary shortage of internal personnel - organizations can hire or contract

Py

5k
al

ce
.
ly
g

€,

pe

b) assignithe roles within the ISMS (see 5.3) to persons with the required competence either by:

1) identifying persons within the organization who have the competence (based e.g. on their
education, experience, or certifications);

2) planning and implementing actions to have persons within the organization obtain the
competence (e.g. through provision of training, mentoring, reassignment of current
employees); or

3) engaging new persons who have the competence (e.g. through hiring or contracting);

c) evaluate the effectiveness of actions in b) above;

EXAMPLE 1 Consider if persons have acquired competence after the training.
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EXAMPLE 2 Analyse the competence of newly hired or contracted persons some time after their

arrival in the organization.

EXAMPLE 3 Verify if the plan for acquiring new persons has been completed as expected.

verify that the persons are competent for their roles; and

ensure that the competence evolves over time as necessary and that it meets expectations.

Appropriate documented information is required as evidence of competence. The organization should
therefore retain documentation about the necessary competence affecting information security

P4
0
N

7
R

Tl

p
P4

E>

Ay

upderstanding and motivation about what is expected of them with regard to information sec

A
a)
b)
A

Cd

T]
al
th
re

and accept the implications of not conforming with the ISMS requirements. Implications can be

brformance and how this competence is met by relevant persons.
ther information

b other information.

3 Awareness
bquired activity

ne persons doing work under the organization’s control are madeCaware of the information
licy, their contribution to the effectiveness of the ISMS, benefits*of improved information
erformance and implications of not conforming to the requirements of the ISMS.

planation

vareness of persons working under the organization’s control refers to having the n

vareness concerns persons who have to knowsunderstand, accept and:
support the objectives stated in the information security policy; and

follow the rules to correctly perforim their daily tasks in support of information security.

nsequences for informatiensecurity or repercussions for the person.

1ese persons need to be aware that an information security policy exists and where to find inf
out it. Many staff in-an organization do not need to know the detailed content of the policy
ey should know, ‘Understand, accept and implement the information security object
quirements dérived from the policy that affect their job role. These requirements can be in|

security
security

ecessary
urity.

ditionally, the persons doing work under the organization’s control also need to know, understand

negative

prmation
Instead,
ives and
cluded in

the standards erprocedures they are expected to follow to do their job.

Ghiidance

The-organization should:

c) prepare a programme with the specific messages focused on each audience (e.g. internal and
external persons);

d) include information security needs and expectations within awareness and training materials on
other topics to place information security needs into relevant operational contexts;

e) prepare aplan to communicate messages at planned intervals;

f) verify the knowledge and understanding of messages both at the end of an awareness session and
at random between sessions; and

g) verify whether persons act according to the communicated messages and use examples of ‘good’
and 'bad’ behaviour to reinforce the message.
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Documented information on this activity and its outcome is mandatory only in the form and to the

extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).

Other information

Further information on awareness in the field of information security can be found in
ISO/IEC 27002:2013, 7.2.2.

74 Co
Require
The orga

Explana

Communjcation is a key process within an ISMS. Adequate communication is necgssafy with intern
and external interested parties (see 4.2).

Communjfication can be between internal interested parties at all levels_of the organization

between
organiza

Organizations need to determine:

— which content needs to be communicated, e.g. information security policies, objectives, procedurg
thein

the i

— the greferred or optimal point in time for commuiiication activities;

— who

cominunication effort;

— who

initigted by a specific person or organization; and

— which processes are driving{or initiating communication activities, and which processes a
targé¢ted or affected by communication activities.

Commun
Guidanc

Commun
commun

appropri

mmunication

1 activity

fion

the organization and external interested parties. Communication ean be initiated within tl
fion or by an external interested party.

hformation security performance;

is to be involved in communication_aetivities, and which is the target audience of ea

is to initiate communication activities, e.g. specific content can require communication to |}

fication can take place regularly or as needs arise. It can be either proactive or reactive.

14

fication relies on processes, channels and protocols. These should be chosen to ensure tl

htely.

hization determines the needs for internal and external communications related to the’1ISMY.

changes, knowledge on information security risks, requirements to suppliers and feedback ¢n

cated meSsage is integrally received, correctly understood and, when relevant, acted up¢n

S,

pe

re

e

ntat o dc o b AR
It rIcttr

Organiz

TS L 1d dot oo Lol o icaradd L o
CIOTTS STIOUTO GO TCT I C vy 1T CIT COTICCTT S co ot CoTIracacct,satir as.

a) plans and results of risk management to interested parties as needed and appropriate, in the
identification, analysis, evaluation, and treatment of the risks;

b) information security objectives;

c) achieved information security objectives including those that can support their position in
the market (e.g. ISO/IEC 27001 certificate granted; claiming conformance with personal data
protection laws);

d) incidents or crises, where transparency is often key to preserve and increase trust and confidence
in the organization’s capability to manage its information security and deal with unexpected
situations;
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roles, responsibilities and authority;
information exchanged between functions and roles as required by the ISMS’s processes;
changes to the ISMS;

other matters identified by reviewing the controls and processes within the scope of the I

SMS;

matters (e.g. incident or crisis notification) that require communication to regulatory bodies or

other interested parties; and

j)

T]
k)

D)

p)

D
ey
IS

0]
N

requests or other communications from external parties such as customers, potential
users of services and authorities.

e organization should identify the requirements for communication on relevant issues:

who is allowed to communicate externally and internally (e.g. in special cases‘such as a dat
allocating to specific roles with the appropriate authority. For example;)official comm
officers can be defined with the appropriate authority. They could be a public relations d
external communication and a security officer for internal communication;

the triggers or frequency of communication (e.g. for communicdtion of an event, the trig
identification of the event);

the contents of messages for key interested parties (e.g{ customers, regulators, gener
important internal users) based on high level impaot\scenarios. Communication can

Istomers,

W breach),
lnication
fficer for

ber is the

hl public,
be more

effective if based on messages prepared and pre-approved by an appropriate level of ma;llagement
-

as part of a communication plan, the incident response plan or the business continuity pl

the intended recipients of the communicationj.in some cases, a list should be maintaine
communicating changes to services or crisis);

the communication means and channelsS:Communication should use dedicated means and
to make sure that the message is official and bears the appropriate authority. Comm
channels should address any needs for the protection of the confidentiality and integr}
information transmitted; and,

the designed process and.the method to ensure messages are sent and have been correctly
and understood.

Communication should be classified and handled according to the organization’s requirements

bcumented information on this activity and its outcome is mandatory only in the form a
tent the orgafiization determines as necessary for the effectiveness of its management syj
0/1EC 27001£2013, 7.5.1 b)).

ther information

b other information.

)

1 (e.g. for

rhannels,
inication
ty of the

received
D.

nd to the
tem (see

7.5 Documented information

7.5.1 General

Required activity

The organization includes documented information in the ISMS as directly required by ISO/IEC 27001,
as well as determined by the organization as being necessary for the effectiveness of the ISMS.
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Explanation

Documented information is needed to define and communicate information security objectives,
policy, guidelines, instructions, controls, processes, procedures, and what persons or groups of people
are expected to do and how they are expected to behave. Documented information is also needed
for audits of the ISMS and to maintain a stable ISMS when persons in key roles change. Further,
documented information is needed for recording actions, decisions and outcome(s) of ISMS processes
and information security controls.

Documented information can contain:

— infon
— infon

— reco
and

There ar
the time,

ISO/IEC 4
that addi

The amo

In total,
allow thdg

Guidanc

The org
effective

The docy
is what i

Example
ensuring

— ther
— ther
— repo
— resol

— thee

mation about information security objectives, risks, requirements and standards;
mation about processes and procedures to be followed; and

"ds of the input (e.g. for management reviews) and the outcomes of processes (iricluding pla
utcomes of operational activities).

b many activities within the ISMS that produce documented information ‘that is used, most
as an input for another activity.

7001 requires a set of mandatory documented information and coritains a general requireme
Fional documented information is required if it is necessary for the'effectiveness of the [ISMS

int of documented information needed is often related to the'size of the organization.

the mandatory and additional documented information contains sufficient information
performance evaluation requirements specified in Elause 9 to be carried out.

al
-

hnization should determine what documeénted information is necessary for ensurij
ness of its ISMS in addition to mandatory documented information required by ISO/IEC 270(

needed.

5 of documented informationithat can be determined by the organization to be necessary fj
effectiveness of its ISMS are:

esults of the context establishment (see Clause 4);
ples, responsibilities’and authorities (see Clause 5);
rts of the different phases of the risk management (see Clause 6);

irces defermined and provided (see 7.1);

xpected competence (see 7.2);

mented information should be therge'to fit the purpose. Factual and ‘to the point’ informati¢n

Lo

— planSamdresultsof awarenessactivities {see 7.3);

— plans and results of communication activities (see 7.4);

— docu

mented information of external origin that is necessary for the ISMS (see 7.5.3);

— process to control documented information (see 7.5.3);

— polic

— processes and procedures used to implement, maintain and improve the ISMS and the

infor

— actio

26

ies, rules and directives for directing and operating information security activities;

mation security status (see Clause 9);

n plans; and

overall
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— evidence of the results of ISMS processes (e.g. incident management, access control, information
security continuity, equipment maintenance, etc.).

Documented information can be of internal or external origin.
Other information

If the organization wants to manage its documented information in a document management system,
this can be built according to the requirements in ISO 30301.

7 52— Creating and updating
Required activity

When creating and updating documented information, the organization ensures its appropriate
identification and description, format and media, and review and approval.

Explanation

The organization identifies in detail how the documented information is\best structured and [defines a
syitable documentation approach.

Review and approval by appropriate management ensures that the documented information if correct,
syitable for the purpose, and in an adequate form and detail fot,the intended audience. Regula} reviews
ejsure continued suitability and adequacy of documented information.

Gliidance

Dpcumented information may be retained in any fofm, e.g. traditional documents (in both paper and
electronic form), web pages, databases, computet.logs, computer generated reports, audio apd video.
M:Freover, documented information may consistof specifications of intent (e.g. the informatior} security

policy) or records of performance (e.g. the\results of an audit) or a mixture of both. The following
guwidance applies directly to traditional (documents and should be interpreted appropriately when
applied to other forms of documented-information.

Ofganizations should create a sttuctured documented information library, linking different parts of
dgcumented information by:

a)l determining the structure of the documented information framework;
b) determining the standard structure of the documented information;
c)| providing temiplates for different types of documented information;

d] determining the responsibilities for preparing, approving, publishing and managing the
documiented information; and

e)] detérmining and documenting the revision and approval process to ensure continual spitability
and adequacy.

Organizations should define a documentation approach that includes common attributes of every
document, which allow clear and unique identification. These attributes usually include document
type (e.g. policy, directive, rule, guideline, plan, form, process or procedure), the purpose and scope,
title, date of publication, classification, reference number, version number, and a revision history. The
identification of the author and the person(s) currently responsible for the document, its application
and evolution, as well as the approver(s) or approval authority should be included.

Format requirements can include definition of suitable documentation languages, file formats, software
version for working with them and graphical content. Media requirements define on which physical
and electronic media the information should be available.

Statements and writing style should be tailored to the audience and scope of the documentation.
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Duplication of information in documented information should be avoided and cross-references used
rather than replicating the same information in different documents.

The documentation approach should ensure timely review of the documented information and that
all documentation changes are subject to approval. Suitable review criteria can be timing related (e.g.
maximum time periods between document reviews) or content related. Approval criteria should be
defined, which ensures that the documented information is correct, suitable for the purpose, and in an
adequate form and detail for the intended audience.

Other information

No otherfinformation.

7.5.3 (ontrol of documented information
Required activity

The orggqnization manages documented information throughout its lifecycle and-makes it available
where arld when needed.

Explanation

Once apgroved, the documented information is communicated to its intended audience. Document¢d
informatjon is available where and when it is needed, while preserving its integrity, confidentiality, amd
relevancé throughout the whole lifecycle.

%

Note that activities described “as applicable” in ISO/IEC 27001:2013, 7.5.3 need to be performed if they
can be pgrformed and are useful, considering the organization’s needs and expectations.

Guidanc

14

A structpred documented information library can be used to facilitate access to documented
informatjon.

All of theldocumented information should belclassified (see ISO/IEC 27001:2013, A.8.2.1) in accordanfe
with the organization’s classification scheme. Documented information should be protected anpd
handled {n accordance with its classification level (see ISO/IEC 27001:2013, A.8.2.3).

A changelmanagement process for documented information should ensure that only authorised persons
have the| right to change and. distribute it as needed through appropriate and predefined mears.
Documerjted information shetild be protected to ensure it keeps its validity and authenticity.

Documented informatienshould be distributed and made available to authorized interested partigs.
For this, the organization’should establish who are the relevant interested parties for each documented
informatjon (or groups of documented information), and the means to use for distribution, accegs,
retrievalland usé\(e:g. a web site with appropriate access control mechanisms). The distribution shoufld
comply with anyrequirements related to protecting and handling of classified information.

The organization should establish the appropriate retention period for documented informatigpn
according to its intended validity and other relevant requirements. The organization should ensure that
information is legible throughout its retention period (e.g. using formats that can be read by available
software, or verifying that paper is not corrupted).

The organization should establish what to do with documented information after its retention period
has expired.

The organization should also manage documented information of external origin (i.e. from customers,
partners, suppliers, regulatory bodies, etc.).

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).
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Other information

No other information.

8 Operation

8.1 Operational planning and control

Required activity

The organization plans, implements and controls the processes to meet its information| security
rgquirements and to achieve its information security objectives.

The organization keeps documented information as necessary to have confidence!that procgsses are
cdrried out as planned.

The organization controls planned changes and reviews the consequences of uniintended changes, and
enpsures that outsourced processes are identified, defined and controlled.

Explanation

The processes that an organization uses to meet its informationsecurity requirements are|planned,
arnid once implemented, they are controlled, particularly whendchanges are required.

Btiilding on the planning of the ISMS (see 6.1 and 6.2)¢ the organization performs the rlecessary
operational planning and activities to implement the processes needed to fulfil the information security
rgquirements.

Processes to meet information security requirements include:

a)l ISMS processes (e.g. management reviewyinternal audit); and

b) processes required for implementing-the information security risk treatment plan.
Implementation of plans results inoperated and controlled processes.

The organization ultimately remains responsible for planning and controlling any outsourced processes
inforder to achieve its inforfnation security objectives. Thus the organization needs to:

c)] determine outsoutsced processes considering the information security risks relatefl to the
outsourcing; and

d] ensure that outsourced processes are controlled (i.e. planned, monitored and reviewed) in a
manner (that provides assurance that they operate as intended (also considering infprmation
securityyobjectives and the information security risk treatment plan).

After.the implementation is completed, the processes are managed, monitored and reviewed to
ensure that they continue to fulfil the requirements determined after understanding the needs and

e £t FRPRA | b L 4D
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Changes of the ISMS in operation can be either planned or they occur unintended. Whenever the
organization makes changes to the ISMS (as a result of planning or unintentionally), it assesses the
potential consequences of the changes to control any adverse effects.

The organization can get confidence about the effectiveness of the implementation of plans by
documenting activities and using documented information as input to the performance evaluation
processes specified in Clause 9. The organization therefore establishes the required documented
information to keep.
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Guidance

The processes that have been defined as a result of the planning described in Clause 6 should be
implemented, operated and verified throughout the organization. The following should be considered
and implemented:

e) processes that are specific for the management of information security (such as risk management,
incident management, continuity management, internal audits, management reviews);

f) processes emanating from information security controls in the information security risk

treatment-plat;
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t) monitor and review the supplier services to ensure that they are operated as intended and
associated information security risks meet the risk acceptance criteria of the organization; and

u) manage changes to the supplier services as necessary.

Other information

No other
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8.2 Information security risk assessment
Required activity

The organization performs information security risk assessments and retains documented information
on their results.

Explanation

When performing information security risk assessments, the organization executes the process
defined in 6. 1.2 These assessments are either executed :\r‘r‘nrr‘]ing to a schedule defined in advance’
off in response to significant changes or information security incidents. The results of the infprmation
sqcurity risk assessments are retained in documented information as evidence that the procegs in 6.1.2
has been performed as defined.

Dpcumented information from information security risk assessments is essential for infprmation
sqcurity risk treatment and is valuable for performance evaluation (see Clause.9).

Ghidance
Organizations should have a plan for conducting scheduled informatign'security risk assessmeénts.

When any significant changes of the ISMS (or its context) or information security incidgnts have
o¢curred, the organization should determine:

a)l which of these changes or incidents require an additiodal\information security risk assessiment; and
b) how these assessments are triggered.

The level of detail of the risk identification should.be refined step by step in further iteratigns of the
iElformation security risk assessment in the context of the continual improvement of the ISM§. A broad
information security risk assessment should be performed at least once a year.

Other information

[SO/IEC 27005 provides guidance forperforming information security risk assessments.

83 Information security.risk treatment
Required activity

The organization iniplements the information security risk treatment plan and retains doqumented
information on thetesults of the information security treatment.

Explanation

In ordertestreat information security risks, the organization needs to carry out the informatior security
ripk treatment process defined in 6.1.3. During operation of the ISMS, whenever the risk aspessment
is|updated according to 8.2, the organization then applies the risk treatment according to b.1.3 and
updates the risk treatment plarm- The updated risk treatment plamr s agaim implenented:

The results of the information security risk treatment are retained in documented information as
evidence that the process in 6.1.3 has been performed as defined.

Guidance

The information security risk treatment process should be performed after each iteration of the
information security assessment process in 8.2 or when the implementation of the risk treatment plan
or parts of it fails.

The progress of implementation of the information security risk treatment plan should be driven and
monitored by this activity.
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Other information

No other information.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

Required activity

The orgapization evaluates the information security performance and the effectiveness of the ISMS!
Explanafion

The objegtive of monitoring and measurement is to help the organization to judge whethet:the intend¢d
outcome|of information security activities including risk assessment and treatment\is achieved fs
planned.

Monitoripg determines the status of a system, a process or an activity, whilst measurement is a procefs
to determine a value. Thus monitoring can be achieved through a succession.of similar measuremenits
over somfe time period.

For moniforing and measurement, the organization establishes:

a) what to monitor and measure;

b) who|monitors and measures, and when; and

c¢) metHods to be used so as to produce valid results (i.é..comparable and reproducible).

For analyjsis and evaluation, the organization establishes:

d) whopnalyses and evaluates the results from:monitoring and measurement, and when; and
e) metHods to be used so as to produce valid results.

There ar¢ two aspects of evaluation:

f) evalyating the information seeurity performance, for determining whether the organization |is
doing as expected, which includes determining how well the processes within the ISMS meet thgir
speclfications; and

g) evaluating the effectivéness of the ISMS, for determining whether or not the organization is doing
the 1fight things, ‘which includes determining the extent to which information security objectives
are achieved.

Note that as {‘as applicable” (ISO/IEC 27001:2013, 9.1, b)) means that if methods for monitoring,
measurement; analysis and evaluation can be determined, they need to be determined.

Guidance

A good practice is to define the ‘information need’ when planning the monitoring, measurement,
analysis and evaluation. An information need is usually expressed as a high level information security
question or statement that helps the organization evaluate information security performance and ISMS
effectiveness. In other words, monitoring and measurement should be undertaken to achieve a defined
information need.

Care should be taken when determining the attributes to be measured. It is impracticable, costly and
counterproductive to measure too many, or the wrong attributes. Besides the costs of measuring,
analysing and evaluating numerous attributes, there is a possibility that key issues could be obscured
or missed altogether.
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There are two generic types of measurements:

h) performance measurements, which express the planned results in terms of the characteristics
of the planned activity, such as head counts, milestone accomplishment, or the degree to which
information security controls are implemented; and

i) effectiveness measurements, which express the effect that realization of the planned activities
has on the organization’s information security objectives.

It can be appropriate to identify and assign distinctive roles to those participating in the monitoring,

e TN
easurement reviewer, information owner, information collector, information analyst and infprmation
cqmmunicator of input or output of evaluation (see ISO/IEC 27004:2016, 6.5).

The responsibilities for monitoring and measurement and those for analysis and evaluation pre often
agsigned to separate persons whom different competence is required.

Other information

Mpnitoring, measurement, analysis and evaluation is critical to the sucecess’of an effective ISNMS. There
arfje a number of clauses in ISO/IEC 27001 that explicitly require deteérmination of the effectiveness of
sqme activities. For example, ISO/IEC 27001:2013, 6.1.1 €), 7.2 c) or<10/1 d).

Fyrther information can be found in ISO/IEC 27004, which“provides guidance on meg¢ting the
rgquirements of ISO/IEC 27001:2013, 9.1. In particular, it €xpands on all of the concepts nmentioned
aljove, such as roles and responsibilities, and forms, and gives numerous examples.

92 Internal audit
Required activity

The organization conducts internal audits~to provide information on conformity of the ISNIS to the
rgquirements.

Explanation

Eyaluating an ISMS at planned.intervals by means of internal audits provides assurance of the status
the ISMS to top management. Auditing is characterized by a number of principles: integrity; fair
pitesentation; due professional care; confidentiality; independence; and evidence-based apprpach (see
19011).

Internal audits provide information on whether the ISMS conforms to the organizatipn’s own

requirements stated in the information security policy and procedures;

requirements produced by the framework for setting information security objectives, |ncluding
eutcomes of the risk treatment process;

c) legal and contractual requirements; and
d) requirements on the documented information.
Auditors also evaluate whether the ISMS is effectively implemented and maintained.

An audit programme describes the overall framework for a set of audits, planned for specific time
frames and directed towards specific purposes. This is different from an audit plan, which describes
the activities and arrangements for a specific audit. Audit criteria are a set of policies, procedures
or requirements used as a reference against which audit evidence is compared, i.e. the audit criteria
describe what the auditor expects to be in place.
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An internal audit can identify nonconformities, risks and opportunities. Nonconformities are managed
according to requirements in 10.1. Risks and opportunities are managed according to requirements in
4.1 and 6.1.

The organization is required to retain documented information about audit programme(s) and audit
results.

Guidance

Managing an audit programme

An audit| programme defines the structure and responsibilities for planning, conducting, reporting
and following up on individual audit activities. As such it should ensure that audits conducted afe
appropripte, have the right scope, minimize the impact on the operations of the organizdtion and
maintain| the necessary quality of audits. An audit programme should also ensure the competence |of
audit teamns, appropriate maintenance of audit records, and the monitoring and review of the’operatiors,
risks and effectiveness of audits. Further, an audit programme should ensure that-the ISMS (i.e. all
relevant processes, functions and controls) is audited within a specified time frame."’Finally, an audit
programme should include documented information about types, duration, locations, and schedule jof
the auditk.

The extent and frequency of internal audits should be based on the size andnature of the organizati¢n
as well als on the nature, functionality, complexity and the level of maturity of the ISMS (risk-bas¢d
auditing).

The effeqdtiveness of the implemented controls should be examined within the scope of internal audits.
An audit| programme should be designed to ensure coverage'of all necessary controls and shoulld
include gvaluation of the effectiveness of selected controls>over time. Key controls (according to the
audit prqgramme) should be included in every audit wheéreas controls implemented to manage lower
risks may be audited less frequently.

The audif programme should also consider that processes and controls should have been in operatigpn
for someftime to enable evaluation of suitable evidence.

Internal audits concerning an ISMS can be'performed effectively as a part of, or in collaboration with,
other internal audits of the organization:-The audit programme can include audits related to one pr
more mahagement system standards,'conducted either separately or in combination.

An audit| programme should in€lude documented information about: audit criteria, audit methods,
selection|of audit teams, processes for handling confidentiality, information security, health and safefy
provisiors for auditors, and‘ether similar matters.

Competeh nd evaludtion of itor

Regarding competence and evaluation of auditors, the organization should:

e) idenfify cqmpetence requirements for its auditors;

f) seleqtinternal or external auditors with the appropriate competence;

g) have a process in place for monitoring the performance of auditors and audit teams; and

h) include personnel on internal audit teams that have appropriate sector specific and information
security knowledge.

Auditors should be selected considering that they should be competent, independent, and adequately
trained.

Selecting internal auditors can be difficult for smaller companies. If the necessary resources and
competence are not available internally, external auditors should be appointed. When organizations
use external auditors, they should ensure that they have acquired enough knowledge about the context
of the organization. This information should be supplied by internal staff.
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Organizations should consider that internal employees acting as internal auditors can be able to
perform detailed audits considering the organization’s context, but may not have enough knowledge
about performing audits.

Organizations should then recognize characteristics and potential shortcomings of internal versus
external auditors and establish suitable audit teams with the necessary knowledge and competence.

Performing the audit
When performing the audit, the audit team leader should prepare an audit plan considering results of
II‘Ji ks.hedit la should e eti ocmnd nfoatin ndshuld includecitljicae,l?stcaok;)lg
and methods of the audit.

The audit team should review:

— adequacy and effectiveness of processes and determined controls;

— fulfilment of information security objectives;

— compliance with requirements defined in ISO/IEC 27001:2013, Clauses 4 to 10;

— compliance with the organization’s own information securityirequirements;

— consistency of the Statement of Applicability against thelautcome of the information secyrity risk
treatment process;

— consistency of the actual information security risktreatment plan with the identified assegsed risks
and the risk acceptance criteria;

— relevance (considering organization’s sizeland complexity) of management review inputs and
outputs; and

— impacts of management review outputs (including improvement needs) on the organizati¢n.

The extent and reliability of available' monitoring over the effectiveness of controls as produced by
the ISMS (see 9.1) may allow the ‘auditors to reduce their own evaluation efforts, provided they have
cqnfirmed the effectiveness oftthe measurement methods.

[ffthe outcome of the auditincludes nonconformities, the auditee should prepare an action plan for each
n¢nconformity to be agreed with the audit team leader. A follow-up action plan typically inclufes:

i)| description ofthedetected nonconformity;
j)| descriptiopiof the cause(s) of nonconformity;

k) description of short term correction and longer term corrective action to eliminate a|detected
noncenformity within a defined timeframe; and

1)| “the persons responsible for implementing the plan.

Audit reports, with audit results, should be distributed to top management.

Results of the previous audits should be reviewed and the audit programme adjusted to better manage
areas experiencing higher risks due to nonconformity.

Other information

Further information can be found in ISO 19011, which provides general guidance on auditing
management systems, including the principles of auditing, managing an audit programme and
conducting management system audits. It also provides guidance on the evaluation of competence of
persons or group of people involved in the audit, including the person managing the audit programme,
auditors and audit teams.
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