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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

t bl r\rrl bathao racnaoctivna araanigatian $a Al apthh ot a oy Al AF tasbhiaa]l ~Aath by, 1QM ~AnA | C
establishge—by—the—+respeetive—erganization—teo—deal-with—partieularficlds—oi—teehnical-activity—SO—and—E

technical [committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermatipn
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatiohal Standards are drafted in accordance with the rules given in the ISO/IEC Directives;.Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards$ adopted by the joint technical committee are circulated to national bodies for voting. Publication gs
an Interngtional Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention |s drawn to the possibility that some of the elements of this documentumay be the subject of patgnt
rights. ISQ and IEC shall not be held responsible for identifying any or all suchypatent rights.

ISO/IEC 27003 was prepared by Joint Technical Committee ISOAEC JTC 1, Information technology,
Subcomnjittee SC 27, IT Security techniques.
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Introduction

The purpose of this International Standard is to provide practical guidance in developing the implementation
plan for an Information Security Management System (ISMS) within an organization in accordance with
ISO/IEC 27001:2005. The actual implementation of an ISMS is generally executed as a project.

Ttl\e process described within this International Standard has been designed to provide supp

i

a

plementation of ISO/IEC 27001:2005; (relevant parts from Clauses 4, 5, and 7 inclusive) and docu

the preparation of beginning an ISMS implementation plan in an organization, defining)the orga
structure for the project, and gaining management approval,

the critical activities for the ISMS project and,
examples to achieve the requirements in ISO/IEC 27001:2005.

using this International Standard the organization will be able to deyvelop a process for informatio

prt of the
ment:

nizational

n security

pnagement, giving stakeholders the assurance that risks to information assets are continuously npaintained

thin acceptable information security bounds as defined by the organization.

T

is International Standard does not cover the operational activities and other ISMS activities, but ¢

overs the

cgncepts on how to design the activities which will result after the ISMS operations begin. The concept results
in|the final ISMS project implementation plan. The actual execution of the organizational specific
ISMS project is outside the scope of this InternationakStandard.

T
m
m

e implementation of the ISMS project should be carried out using standard project ma
pthodologies (for more information please see ISO and ISO/IEC Standards addressin
pnagement).

bart of an

nagement
j project

© ISO/IEC 2010 — All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 27003

:2010(E)

Information technology — Security techniques — Informat
security management system implementation guidance

ion

1 Scope

This International Standard focuses on the critical aspects needed for successful design‘and imple
offlan Information Security Management System (ISMS) in accordance with ISO/IEC 27001:2005. It
the process of ISMS specification and design from inception to the production of implementatiorn
dgscribes the process of obtaining management approval to implement anASMS, defines a
implement an ISMS (referred to in this International Standard as the ISMS project), and provides gu
haw to plan the ISMS project, resulting in a final ISMS project implementation\plan.

T

is International Standard is intended to be used by organizations implementing an ISMS. It is ap

mentation
describes
plans. It
broject to
dance on

plicable to

all types of organization (e.g. commercial enterprises, government agencies, non-profit organizatipns) of all

sires. Each organization's complexity and risks are unique, and.its specific requirements will drive
plementation. Smaller organizations will find that the activities noted in this International Sta
applicable to them and can be simplified. Large-scale or.complex organizations might find that
organization or management system is needed to manage the activities in this International
effectively. However, in both cases, the relevant activities can be planned by applying this Int
Standard.

This International Standard gives recommendations and explanations; it does not specify any reqy
This International Standard is intended to* be used in conjunction with ISO/IEC 27001:2
ISO/IEC 27002:2005, but is not intended’ to modify and/or reduce the requirements sp
ISO/IEC 27001:2005 or the recommendations provided in ISO/IEC 27002:2005. Claiming conform
Infernational Standard is not appropriate.

2| Normative references

The following refereneed’ documents are indispensable for the application of this document.
references, only the\edition cited applies. For undated references, the latest edition of the r|
dgcument (including-any amendments) applies.

ISO/IEC 27000:2009, Information technology — Security techniques — Information security ma
systems = Overview and vocabulary

ISOAEC 27001:2005, Information technology — Security techniques — Information security ma

the ISMS
ndard are
a layered
Standard
ernational

irements.
005 and
peified  in
ity to this

For dated
bferenced

hagement

hagement

systems — Requirements

3 Terms and definitions

For the purposes of this document, the terms and definitions given in [ISO/IEC 27000:2009,

ISO/IEC 27001:2005 and the following apply.
31

ISMS project
structured activities undertaken by an organization to implement an ISMS

© ISO/IEC 2010 — All rights reserved
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4 Structure of this International Standard

41

General structure of clauses

The implementation of an ISMS is an important activity and is generally executed as a project in an
organization. This document explains the ISMS implementation by focusing on the initiation, planning, and
definition of the project. The process of planning the ISMS final implementation contains five phases and each
phase is represented by a separate clause. All clauses have a similar structure, as described below. The five

phases are:
a) Obtalning management approval for initiating an ISMS project (Clause 5)
b) Defining ISMS Scope and ISMS Policy (Clause 6)
c) Conducting Organization Analysis (Clause 7)
d) Conducting Risk Assessment and Risk Treatment planning (Clause 8)
e) Designing the ISMS (Clause 9)
Figure 1 {lustrates the five phases of the planning of the ISMS project referring’ to ISO/IEC standards and
main outgut documents.
Obiaining Defining ISMS scope, Conducting information\. |Conducting risk
management approval boundaries and ISMS security requirements assessment and Design the ISMS
Lor';)}gg'tat'"g anISMS policy analysis planning risk treatment
5 6 7 8 9
gdpaﬁiggmgpt ghe ISMSd Information m;:;%r;ﬁ);ﬁe . E:I’(\)?é(lﬂSMS
ek it ) .
'S"_g?e“‘?tg ISMS bggﬁga?ir;s f:g:irrle%ents ?é)a'gr‘rl\:nﬁr:g the grlgar!ementatlon
ISMS Poliéy, x Information asse% Risk treatment p%
Results from \ SoA, including %
information the control
security objectives and the
assessment selected controls
Timeline >
Figure 1 — ISMS project phases
Further information is noted in the annexes. These annexes are:
Annex A. Summary of activities with references according to ISO/IEC 27001:2005
Annex B. Information security roles and responsibilities
Annex C. Information on planning of internal audits
Annex D. Structure of policies
Annex E. Information on planning of monitoring and measuring
2 © ISO/IEC 2010 — All rights reserved
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4.2 General structure of a clause

Each clause contains:

a) one or more objectives stating what is to be achieved noted in the beginning of each clause in a
and

b) one or more activities necessary to achieve the phase objective or objectives.

Each activity is described in a subclause.
Adtivity descriptions in each subclause are structured as follows:
Activity

The activity defines what is necessary to satisfy this activity which achieves all or part,of the phase o

Input

The input describes the starting point, such as the existence of documernied decisions or outputs f

:2010(E)

text box;

bjectives.

rom other

agtivities described in this International Standard. Inputs could either<be referred to as the compl
frgm an activity just stating the relevant clause or specific information-from an activity may be adde
clause reference.

Guidance

The guidance provides detailed information to enablepéerforming this activity. Some of the guidanc
be suitable in all cases and other ways of achieving the results may be more appropriate.

Output

The output describes the result(s) or deliverable(s), upon completion of the activity; e.g. a docun
oytputs are the same, independent of the’size of the organization or the ISMS scope.

Other information

The other information provides any additional information that may assist in performing the a
eXfample references to other standards.

NOTE The phases,and activities described in this document include a suggested sequence of performin
bgsed on the dependencies identified through each of the activities’ “Input” and “Output” descriptions.
dgdpending on nmany different factors (e.g., effectiveness of management system currently in place, understg
repard to the-~importance of information security, reasons for implementing an ISMS), an organization may
adtivity in any.order as necessary to prepare for the establishment and implementation of the ISMS.

4 Diagrams

te output
after the

e may not

hent. The

Ctivity, for

g activities
However,
nding with
select any

A project is often illustrated in graphical or diagram form showing an overview of activities and outputs.

Figure 2 illustrates the legend of diagrams which are illustrated in an overview subclause of each phase. The

diagrams provide a high level overview of the activities included in each phase.

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=a3566b580467828633a1d83f6ba50629

ISO/IEC 27003:2010(E)

The ISMS project planning phases

Phase
Y,
Document
Timeline
The activities of the phase
Activity
Document
Document
Activity Activity
B c - = om
Document Z: Document Z:
Document 2§ Document 2§
Timeline

Figure 2 — Flow diagram legend

4 © ISO/IEC 2010 — All rights reserved
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The upper square illustrates the planning phases of an ISMS project. The phase explained in the specific
clause is then emphasized with its key output documents.

The lower diagram (activities of the phase) includes the key activities which are included in the emphasized
phase of the upper square, and main output documents of each activity.

The timeline in the lower square is based on the timeline in the upper square.

Activity A and Activity B can be executed at the same time. Activity C should be started after Activity A and B

is finished.

5| Obtaining management approval for initiating an ISMS project

5]1 Overview of obtaining management approval for initiating an ISMS project

There are several factors that should be taken into consideration when deciding to implement an[ ISMS. In
order to address these factors, management should understand the business ease’of an ISMS implementation
project and approve it. Therefore the objective of this phase is:

Opjective:

T obtain management approval to start the ISMS project by defining a business case and the projegt plan.
In|order to acquire management approval, an organization should create a business case which in¢ludes the
priorities and objectives to implement an ISMS in addition-to the structure of the organization for the ISMS.
The initial ISMS project plan should also be created.

The work performed in this phase will enable therarganization to understand the relevance of an IEMS, and

cl

brify the information security roles and responsibilities within the organization needed for an ISMS project.

The expected output of this phase will be’ the preliminary management approval of, and comnpitment to

in

Fi

N

of
IS]
th

plement, an ISMS and performing the activities described in this International Standard. The ddliverables
from this clause include a business ¢ase and a draft ISMS project plan with key milestones.
gure 3 illustrates the processo'obtain management approval to initiate the ISMS project.
DTE The output from.Clause 5 (Documented management commitment to plan and implement an ISM$) and one
the outputs of Clause.Z’ (Document summarization of the information security status) are not requifements of
O/IEC 27001:2005. However, the outputs from these activities are recommended input to other activities dpscribed in
s document.
© ISO/IEC 2010 — All rights reserved 5
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Obtaining
management approval
for initiating an ISMS
project

5

Management
approval for
initiating ISMS
Project

Defining ISMS scope,
boundaries and ISMS
policy

6

Conducting information
security requirements
analysis

7

Conducting risk
assessment and
planning risk treatment

8

Design the ISMS

: 3
TimeTine

Clarify the
orgarfization’s priorities
to deelop an ISMS

mmarized

of regulator:
cofptractual and
industry constraint
relevant to the

infermation security
he organization

tlined
buginess
hracteristics

Define the preliminary
ISMS scope

5.3

Develop the preliniinary
ISMS scope

5.3.1

Define roles &
responsibilities for the

preliminary
ISMS scope
5.3.2

NS

)]
Outlined
business

characteristics

Description of
roles and
responsibilities
for implementing
an ISMS

Create the business
case and the project
plan for management
approval

5.4

Business case

ISMS Project
Proposal

Approval of an
ISMS Project

n - L4
Timeline

Figure 3 — Overview of obtaining management approval for initiating an ISMS project
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5.2 Clarify the organization’s priorities to develop an ISMS

Activity

The objectives to implement an ISMS should be included by considering the organization’s information
security priorities and requirements.

Input

a) the organization’s strategic objectives

b)Y overview of the existing management systems
c)| alist of legal, regulatory, and contractual information security requirements applicable to‘the organization
Guidance
In[order to start the ISMS project, management approval is generally needed. Therefore, the first agtivity that
should be performed is to collect the relevant information illustrating the value of.ah ISMS to the organization.
The organization should clarify why an ISMS is needed and decide the objectives of the ISMS implementation
and initiate the ISMS Project.

The objectives for implementing an ISMS can be determined by answéring the following questions:
a) risk management — How will an ISMS generate better management of information security risks
b) efficiency — How can an ISMS improve the management of‘information security?

c)| business advantage — How can an ISMS create competitive advantage for the organization?

In|order to answer the questions above, the organization’s security priorities and requirements are dddressed
by the following possible factors:

a) critical businesses and organization areas:

1. What are the critical businesses-and organizational areas?

2. Which organizational areas provide the business and with what focus?
3.  What third party relationships and agreements exist?

4. Are there any-services that have been outsourced?

b) sensitive or valdable information:

1. Whatinformation is critical to the organization?

2. _‘Vhat would be the likely consequences if certain information were to be disclosed to unguthorized
parties (e.g., loss of competitive advantage, damage to brand or reputation, legal action, etg.)?

1. What laws relating to risk treatment or information security apply to the organization?

2. Is the organization part of a public global organization that is required to have external financial
reporting?

d) contractual or organizational agreements relating to information security:
1. What are the storage requirements (including the retention periods) for data storage?

2. Are there any contractual requirements relating to privacy or quality (e.g. service level agreement-
SLA)?

© ISO/IEC 2010 — All rights reserved 7
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e) industry requirements which specify particular information security controls or measures:

1.  What sector-specific requirements apply to the organization?

f)  The threat environment:

1.  What kind of protection is needed, and against what threats?

2.  What are the distinct categories of information that require protection?

3. What are the distinct types of information activities that need to be protected?

g) Com
1.
2.

h) Busir
1.
2. |

The prelin
in order f
ISMS sco

The requ
character
from the 4

Some top

a) What
and {

petitive Drivers:
Vhat are the minimum market requirements for information security?

Vhat additional information security controls should provide a competitive advantage for t

grganization?

ess continuity requirements
Vhat are the critical business processes?
How long can the organization tolerate interruptions to each critical business process?

hinary ISMS scope can be determined by responding to the information above. This is also need
O create a business case and overall ISMS project plan formanagement approval. The detail
pe will be defined during the ISMS project.

irements noted in ISO/IEC 27001:2005 reference 4.2 a) outline the scope in terms of f
stics of the business, the organization, its location, asSets and technology. The resulting informati
bove supports this determination.

cs which should be considered when making:the initial decisions regarding scope include:

are the mandates for information security.management established by organizational manageme
he obligations imposed externally on the-organization?

b) Is the responsibility for the proposed ifn-scope systems held by more than one management team (e

peop

c) How
throu

d) Can
main

Examples
a) facili

b) imprg

e in different subsidiaries or different departments)?

will the ISMS-related documents be communicated throughout the organization (e.g. on paper
gh the corporate intranet)?

the current management systems support the organization’s needs? Is it fully operational, w|
ained, and functioning as intended?

of managemeént objectives that may be used as input to define the preliminary ISMS scope includ¢:

ating business continuity and disaster recovery

vingwresilience to incidents

or

Sl

c) addressing legal/contractual compliance/liabilities

d) enabling certification against other ISO/IEC standards

e) enabling organizational evolution and position

f)  reducing costs of security controls

g) protecting assets of strategic value

h) establishing a healthy and effective internal control environment

i) providing assurance to stakeholders that information assets are properly protected

© ISO/IEC 2010 — All rights reserved
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Output

The deliverables of this activity are:

uirements

lecessary

should be

a) a document summarizing the objectives, information security priorities, and organizational req
for an ISMS.

b) a list of regulatory, contractual, and industry requirements related to the information security of the
organization.

c)__Outlined characteristics of the business, the organization, its location, assets, and technology.

Other information

ISO/IEC 9001:2008, ISO/IEC 14001:2004, ISO/IEC 20000-1:2005.

513 Define the preliminary ISMS scope

5.3.1 Develop the preliminary ISMS scope

Activity

The objectives to implement ISMS should include the preliminary ISMS scope definition, which is

for the ISMS project.

Input

Optput from Activity 5.2 Clarify the organization’s priorities to develop an ISMS.

Glidance

In|order to execute the ISMS implementation project, the structure of an organization for the ISMS

fined. The preliminary scope of the ISMS should now be defined to provide management with gu

plementation decisions, and to support further activities.

e preliminary ISMS scope is needed"in order to create the business case and the proposed proje

mpnagement approval.

dance for

ct plan for

The output from this stage will be a document defining the preliminary scope of the ISMS, which inclddes:

a

management, and-the obligations imposed externally on the organization;
a description.of how the area(s) in scope interact with other management systems;
a list of\the business objectives of information security management (as derived in clause 5.2);

anlist of critical business processes, systems, information assets, organizational struct

a summary of the_mandates for information security management established by orggnizational

ures and

geographic locations to which the ISMS will be applied.

e)

f)

the relationship of existing management systems, regulatory, compliance, and organization objectives;

the characteristics of the business, the organization, its location, assets and technology.

The common elements and the operational differences between the processes of any existing management
system(s) and the proposed ISMS should be identified.

Output

The deliverable is a document which describes the preliminary scope of the ISMS.

© ISO/IEC 2010 — All rights reserved
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Other information

No other specific information.

NOTE Special attention should be drawn that in case of certification specific documentation requirements

of

ISO/IEC 27001:2005 as for the ISMS scope are to be fulfilled regardless of the management systems in place within the

organization.

5.3.2 Define roles & responsibilities for the preliminary ISMS scope

Activity

The overdll roles and responsibilities for the preliminary ISMS scope should be defined.

Input
a) outpyt from Activity 5.3.1 Develop the preliminary ISMS scope

b) list of stakeholders who will benefit from results of the ISMS project.

Guidanc

In order tI execute the ISMS project, the role of an organization for the project.should be determined. The rg
generally fis different at each organization, because of the number of people ‘dealing with information securi
The organizational structure and resources for information security vary with the size, type and structure of t

organization. For example, in a smaller organization, several roles njay-be carried out by the same persqn.
However,| management should explicitly identify the role (typically Chief Information Security Officg

Informatign Security Manager or similar) with overall responsibility~for managing information security, and t
staff should be assigned roles and responsibilities based on theskill required to perform the job. This is critig
to ensure|that the tasks are carried out efficiently and effectively.

The most|important considerations in the definition of rales in information security management are:

a) overgll responsibility for the tasks remains at the‘management level,

b) one person (usually the Chief Information.Security Officer) is appointed to promote and co-ordinate t
information security process,

c) each|employee is equally responsijble for his or her original task and for maintaining information secur|
in thg workplace and in the organization.

The roles| for managing inforhration security should work together; this may be facilitated by an Informati
Security Forum, or similar_body.

Collaboration with appropriate business specialists should be undertaken (and documented) at all stages
the develppment, implementation, operation and maintenance of the ISMS.

Representatives from departments within the identified scope (such as risk management) are potential ISM
implementation team members. This team should be maintained at the smallest practical size for speed a

DN

effective ; ;
indirect divisions, such as legal, risk management and administrative departments.

Output

The deliverable is a document or table describing the roles and responsibilities with the names and

organization needed to successfully implement an ISMS.

Other Information

Annex B provides details of roles and responsibilities needed in an organization to successfully implement an

ISMS.
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5.4 Create the business case and the project plan for management approval

Activity

:2010(E)

The management approval and commitment of resources for the ISMS implementation project should be

obtained by creating the business case and the ISMS project proposal.

Input

a) output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS

b)Y output from Activity 5.3 Define the preliminary ISMS scope — The documented: preliminary
1. ISMS scope and
2. associated roles and responsibilities.

Glidance

The information for the business case and initial ISMS project plan should include estimated
resources, and milestones needed for the main activities noted in Clauses™6 to 9 of this International

The business case and initial ISMS project plan serve as the base of the project, but alsq

timeline,
Standard.

ensures

mpnagement commitment and approval of resources needed for, the ISMS implementation. The fnanner in

which the implemented ISMS will support the business objectives contributes to the effectiveng
organizational processes and increases the efficiency of the.business.

The business case for implementing an ISMS should\include short statements linked to the orga
ohjjectives and cover the following subjects:

a) goals and specific objectives

b) benefit to the organization

c)| preliminary scope of ISMS including business processes affected
d) critical processes & factors,for reaching the ISMS objectives

e) high-level project overview

f)| initial implementation plan

g)| defined relgs and responsibilities

h) required resources (both technology and people)

i) | Gimplementation considerations including existing information security

j)  timeline with key milestones
k) expected costs
[) critical success factors

m) quantify the benefits to the organization

ss of the

nization’s

The project plan should include relevant activities of phases in Clause 6-9 set forth in this International

Standard.

© ISO/IEC 2010 — All rights reserved
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Individuals that effect, or are affected by, the ISMS should be identified and allowed adequate time to review
and comment on the ISMS business case and ISMS project proposal. The business case and ISMS project
proposal should be updated as necessary as input is provided. Once sufficient support is gained, the business
case and the ISMS project proposal should be presented to management for approval.

Management should approve the business case and initial project plan in order to achieve full organization
commitment and begin execution of the ISMS project.

The expected benefits from management commitment for implementing an ISMS are:

a) know
relati

b) efficignt use of multiple processes for information security,

c) stabi
d) ident

Output

The delivgrables of this activity are:

[edge and Implementation of relevant 1aws, reguiations, contractual_obtigattons and_standar
hg to information security, resulting in avoidance of liabilities and penalties of non-compliance,

ity and increased confidence to grow through better management of information segurity risks,

fication and protection of business-critical information.

a) adogumented approval by management to execute the ISMS project\with the allocated resources

b) adogumented business case

c) an injtial ISMS Project Proposal, with milestones, such.ascperforming risk assessment, implementatig
interpal audits, and management review)

Other Infprmation

ISO/IEC 27000:2009 for examples of critical success factors to support the ISMS business case.

6 Defining ISMS scope, boundaries and ISMS policy

6.1 Ov

Managen
business
definition
successfl

Thereforg

prview of defining ISMS scope, boundaries and ISMS policy

ent approval for the-implementation of an ISMS is based on the preliminary ISMS scope, ISV
case and initialpreject plan. The detailed definition of the scope and boundaries of the ISMS, t
of the ISMS<{policy and acceptance and support by management are the key primary factors f
| implementation of the ISMS.

, the objectives of this phase are:

Objectives:

To define the detailed scope and boundaries of the ISMS and develop the ISMS policy, and obtain
endorsement from management

ISO/IEC 27001:2005 reference: 4.2.1 a) and 4.2.1 b)

12
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In order to achieve "Define the detailed scope and boundaries for the ISMS" objective, the following activities
are necessary:

a) define the organizational scope and boundaries,
b) Information Communication Technology (ICT) scope and boundaries and
c) physical scope and boundaries.

d) specified characteristics in ISO/IEC 27001:2005 reference 4.2.1 a) and b), i.e. business, organization,

ocatior—assets—and-technology-aspests—of-the-scope—and-boundaries—anrd—policy—are-determined in the

e) integrate elementary scope and boundaries to obtain the ISMS scope and boundaries

T achieve the definition of the ISMS policy and obtain acceptance from the management, a single|activity is
ngcessary.

T¢ build an effective management system for the organization, the detailed/seope of the ISMS should be
determined by considering critical information assets of the organization. It\isvimportant to have § common
tefminology and systematic approach for identifying information assets)and assessing viablg security
mechanisms. This enables ease of communication and fosters consistentiunderstanding through all phases of
the implementation. It is also important to ensure that critical organization areas are included in the sfpope.

It s possible to define the scope of an ISMS to encompass the €ntire organization, or a part thereof, |such as a
dijision or clearly bounded subsidiary element. For example, in the case of "services" provided to customers,
the scope of the ISMS can be a service, or a cross-functional management system (an entire divisipn or part
off a division). The requirements of ISO/IEC 27001:2005 shall be fulfilled for certification regardigss of the
existing management systems in place within the organization.

Organizational scope and boundaries, ICT scope;and boundaries (6.3) and physical scope and bpundaries
(614) are not always to be carried out sequentially. However it is useful to reference already obtained scope
and boundaries when defining other scope .and boundaries.

© ISO/IEC 2010 — All rights reserved 13
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Ob;ammg nt approval Defining ISMS scope, Conducting information Conducting risk
;n?i;%em‘e a’?gr\ﬁsa boundaries and ISMS security requirements assessment and Design the ISMS
° ating an polic analysis planning risk treatment
project Y
5 6 7 8 9
Management
approval for 18-22 l?ﬁf .
initiating ISMS B pd I
Project oundaries
ISMS Policy
>
Timeline
Define organizational
scope and boundaries
6.2
Organizational
boundaries for
the ISMS
Define information
communication
technology scope and
boundaries
6.3
The ICT scope
and boundaries
Define physical scope
and boundaries
6.4
The physical
scope and
boundaries
Integrate each scope
and boundaries to obtai
the ISMS scope and
boundaries
boundaries
Develop the ISMS
Policy and obtain
approval from
Management
6.6
ISMS policy \
»
Timeline

Figure 4 — Overview of defining ISMS scope, boundaries and ISMS policy
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6.2 Define organizational scope and boundaries
Activity
The organizational scope and boundaries should be defined.

Input

a) output from Activity 5.3 Define the preliminary ISMS scope - The documented preliminary scope of the

ISMS which addresses:

2. characteristics of the business, the organization, its location, assets and technology-.

b) output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS-- The do
approval by management to implement an ISMS and start the project with necessary resources

Guidance

The amount of effort required to implement an ISMS is dependent on theZmagnitude of the scope to
to| be applied. This can also impact all activities relating to maintenance of information security o
itgms (such as process, physical locations, IT systems and people) (including implementing and m
cgntrols,managing operations, and carrying out tasks such as identifying information assets and
rigk. If management decides to exclude certain parts of the .organization from the scope of the IS
reasons for doing so should be documented.

hen the scope of the ISMS is defined, it is important that its boundaries are clear enough to be ex|
thpse who were not involved in its definition.

Sopme controls relating to information security may already be in existence as a result of the depl
other management systems. These should-be taken into account when planning the ISMS, by
ngcessarily indicate the boundaries of the scope for the current ISMS.

Ope method of defining organizational*boundaries is to identify those areas of responsibility which
overlapping to ease assignment of-accountability within an organization.

Responsibilities directly related to information assets or business processes included in the ISH
should be selected as a part-of organization which is under control of the ISMS. While defining orgg
bgundaries the following.factors should be considered:

a) ISMS management forum should consist of managers directly involved in the scope of the ISMS
b)Y the member of management responsible for the ISMS should be the one who is ultimately respq

all the. areas of responsibility affected (i.e. their role will usually be dictated by their span of ¢
responsibility within an organization).

1. relationship of existing management systems, regulatory, compliance, and organization obj(lctives;

cumented
Bllocated.

which it is

in-scope
aintaining
Nssessing
MS, their

plained to

byment of
t will not

are non-
NS scope

nizational

nsible for
pntrol and

c)L_in the case where the role responsible for managing the ISMS is not a member of senior mana

ement, a

top management sponsor is essential to represent the interests of information security and act as the

advocate for the ISMS at the highest levels of the organization.

d) Scope and boundaries need to be defined to ensure that all relevant assets are taken into account in the

risk assessment, and to address the risks that might arise through these boundaries.

Based on the approach, the organizational boundaries analyzed should identify all personnel affected by the
ISMS, and this should be included in the scope. The identification of personnel may be linked to processes
and/or functions depending on the selected approach. If some processes within the scope are outsourced to
the third parties those dependencies should be clearly documented. Such dependencies will be subjected to

further analysis in the ISMS implementation project.

© ISO/IEC 2010 — All rights reserved
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Output

The deliverables of this activity are:

a) description of organizational boundaries for the ISMS, including any justifications for portions of the
organization that have been excluded from the ISMS scope,

b) functions and structure of those parts of the organization within the scope of the ISMS,

c) identification of information exchanged within the scope and information exchanged through boundaries

d) orgarllization processes and the responsibilities for the information assets of the scope and outside scopg,

e) procgss for the hierarchy of decision making as well as structure within the ISMS.

Other infprmation

No other $pecific information.

6.3 Define information communication technology (ICT) scope and boundaries

Activity

The scoge and boundaries of the elements of information communication technology (ICT) and other

technology items covered by the ISMS should be defined.

Input

a) outpyt from Activity 5.3 Define the preliminary ISMS_scope - The document for the preliminary scope |of
the I$MS

b) outpyt from Activity 6.2 Define organizational scope and boundaries

Guidance

The definjtion of the ICT scope and beundaries can be obtained through an information system (rather than

IT-based) approach. Once there is( 3@ 'management decision to include the information system busineps

processes into the ISMS scope, allrelated ICT elements should be considered as well. This includes all pafts

of the organization which store{ process or transport critical information, assets, or which are critical to the

parts of tIe organization in-scope. Information systems may span organizational or national borders. Shodld

this be th¢ case, the following should be considered:

a) socig-cultural environment

b) legal] regulatory and contractual requirements applicable to the organizations

c) accopntability for key responsibilities

d) technical constraints (e.g. available bandwidth, availability of service, etc.)

Taking the above into consideration, ICT boundaries should include a description of the following when

applicable

a) the communications infrastructure, where responsibility for managing it is held by the organization

inclu

ding various different technologies (e.g. wireless, wireline, or data/voice networks).

b) software within the organizational boundaries, that is used and controlled by the organization

c)

16

ICT hardware required by the network or networks, applications or production systems
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d) roles and responsibilities regarding ICT hardware, network and software

If any one or more of the above bullets is not controlled by the organization, third-party dependencies should
be documented. See 6.2, Guidance.

Output
The deliverables of this activity are:

a) information exchanged within the scope and information exchanged through boundaries

b)Y ICT boundaries for the ISMS, including any justifications for the exclusion of ICT under the erggnization’s
management that have been excluded from the ISMS scope,

c)| the information systems and telecommunication networks, describing what is in scopé, along with roles
and responsibilities for these systems. Out-of-scope systems should be briefly summarised

Other information

No other specific information

64 Define physical scope and boundaries
Activity
The physical scope and boundaries that should be covered by the ISMS should be defined.

Input

a) output from Activity 5.3 Define the preliminary ISMS scope - The document for the preliminary scope of
the ISMS

b)Y output from Activity 6.2 Define organizational scope and boundaries .
c)| output from Activity 6.3 Define.information communication technology (ICT) scope and boundarigs
Guidance
The definition of physical scope and boundaries consists of identifying premises, locations or facilifies within
an organization which-should be part of the ISMS. It is more complex to deal with information systems, which
crpss physical borders that need:
a) remote fagilities

b) interfaces to the customer’s information systems and services provided by third party service

c)| “applicable proper interfaces and service levels.

Taking the above into consideration, physical boundaries should include a description of the following, when
applicable:

a) functions or process description taking into account their physical location and extent the organization
controls them

b) special facilities used for storing/containing ICT hardware or in-scope data (e.g. on back-up tapes) based
upon the coverage of the ICT boundaries

If any one or more of the above bullets is not controlled by the organization, third-party dependencies should
be documented. See 6.2, Guidance.
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Output

The deliverables of this activity are:

a) description of physical boundaries for the ISMS, including any justifications for the exclusion of physical
boundaries under the organization’s management that have been excluded from the ISMS scope,

b) description of the organization and their geographical characteristics relevant to the scope.

Other information

of

AS
at
le

No other $pecific information.

6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundaries

Activity

The ISM§ scope and boundaries should be obtained by integrating each scope and boundaries.

Input

a) outpyt from Activity 5.3 Define the preliminary ISMS scope - The document for the preliminary scope
the I$MS

b) outpyt from Activity 6.2 Define organizational scope and boundari€s

c) outpyt from Activity 6.3 Define information communication technology (ICT) scope and boundaries

d) outpyt from Activity 6.4 Define physical scope and boundaries

Guidance

The scopg of an ISMS can be described and justified in many ways. For example, a physical location such

a datacerfter or office may be selected, andcritical processes listed; each of which involve areas outside th

datacentdr bringing those outside areas into-scope. One such critical process could, for example, be mob

access tola central information system.

Output

The delivg¢rable of this activity-is’a document describing the scope and boundaries of the ISMS, containing t

following [nformation:

a) the Key characteristics of the organization (its function, structure, services, assets, and the scope a
bounparies ofthe'responsibility for each asset)

b) the in-scope organizational processes

c) the configuration of in-scope equipment and networks

d) a preliminary list of in-scope information assets

e) alist of in-scope ICT assets (e.g. servers)

f)  maps of in-scope sites, indicating the physical boundaries of the ISMS.

g) roles and responsibilities descriptions within the ISMS and their relationships with the organizational
structure

h) details of and justification for any exclusions from the ISMS scope
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Other information

No other specific information.

6.6 Develop the ISMS policy and obtain approval from management

Activity

The ISMS policy should be developed and approval from the management should be obtained.

Input

a) output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scopeand boindaries -
The documented ISMS Scope and Boundaries

b)Y output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS — The dopumented
objectives for implementing the ISMS

c)| output from Activity 5.4 Create the business case and the project plan\for'management apprgval - The
documented:
1. organization requirements and information security priorities;
2. the initial project plan for the ISMS implementation, with milestones, such as perfoqming risk

assessment, implementation, internal audits, and management review)

Glidance

While defining the ISMS policy, the following aspects should be considered:

a) establish the ISMS objectives based on organizational requirements and information security pfiorities of
the organization

b) establish the general focus and guide to action to achieve the ISMS objectives

c)| consider the organization’s\\requirements, legal or regulatory and contractual obligations felated to
information security

d) risk management context within the organization

e) establish the-criteria for evaluating risks (see ISO/IEC 27005:2008) and defining a risk agsessment
structure

f)| clarifyhigh-level management responsibilities with regard to the ISMS

g)| ebtain management approval.

Output

The deliverable is a document which describes the documented management-approved ISMS policy. This
document should be re-confirmed in a later phase of the project as it is dependent on the outcome of the risk
assessment.

Other information

ISO/IEC 27005:2008 provides additional information on criteria for evaluating risks.

© ISO/IEC 2010 — All rights reserved
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7 Conducting information security requirements analysis

7.1 Overview of conducting information security requirements analysis

The analysis of the current situation in the organization is important, as there are existing requirements and
information assets that should be considered when implementing an ISMS. The activities described in this
phase can be undertaken mainly in parallel with those described in Clause 6 for reasons of efficiency and
practicality.

Objectivgs:

To define|the relevant requirements to be supported by the ISMS, identify the information assets, and-obtgin

the current information security status within scope

ISO/IEC 27001:2005 reference: 4.2.1.c)1) partially, 4.2.1. d), 4.2.1. e)

The information collected through the information security analysis should:

a) provile management with a starting point (i.e. correct basic data)

b) ident|fy and document conditions for the implementation

c) provife a clear and well-established understanding of the organization’s facilities
d) conslder the particular circumstances and situation of the ofganization

e) ident|fy the desired level of protection for the informatign

f)  detemmine the compilation of information needed.for all or part of an enterprise within the proposed scope
of the implementation.
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Figure 5 — Overview of conducting information security requirements phase
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7.2 Define information security requirements for the ISMS process

Activity

The detailed information security requirements for the ISMS process should be analyzed and defined.

Input

a) output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS — The documents:

1.

summarizing the objectives, information security priorities, and organization requirements for ISMS

2. |l|st of regulatory, contractual, and industry constraints relevant to the information security. 'of t
grganization
b) outpyt from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundarie
The gcope and boundaries of the ISMS
c) outpyt from Activity 6.6 Develop the ISMS policy and obtain approval from management — The ISM
polic
Guidance

The first gtep requires all supporting information for the ISMS to be collected(For each organizational proce
and speclalist task, a decision needs to be made in terms of how critical’the information is, i.e. the level
protectior] required. A variety of internal conditions may affect information security, and these should
determingd. At this early stage it is not important to describe the information technology in detail. There shoy
be a bagic summary of the information analyzed for an organization process and the associated I
applicatiophs and systems.

The anal
incidents

sis of the organization’s processes provides statements about the effects of information secur
on the organization’s activity. In many cases.it’is' adequate to work with a very basic description

the organjization’s processes. The processes, functions, locations, information systems and communicatio

networks
scope.

need to be identified and documented, ifithey have not already been included as part of the ISM

The folloying should be addressed to get the.detailed information security requirements for the ISMS:

a) preliminary identification of important information assets and their current information security protection|.

b) ident|fy visions of the organization and determine the effect of identified visions on future informati
procgssing requirements,

c) analyze the current~forms of information processing, system applications, communication network
locatjon of activitieS’and IT resources, etc.

d) ident|fy all eSsential requirements (e.g. legal and regulatory requirements, contractual obligatior

orga
etc.)

e) ident

requ

Output

Mization ‘requirements, industry standards, customer and supplier agreements, insurance conditio

5S
of
De
Id
T

ty
of
NS
S

DN

irements, in terms of each operational and administrative unit.

The deliverables of this activity are:

Ty the level of information security awareness and, from that, derive the training and education

a) identification of the main processes, functions, locations, information systems and communication
networks

b) infor

mation assets of the organization

c) critical processes/assets classification

22
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d) information security requirements derived from the organization’s legal, regulatory, and contractual
requirements

e) list of publicly known vulnerabilities that will be addressed as a result of the security requirements
f)  organization information security training and education requirements

Other information

No other specific information.

73 Identify assets within the ISMS scope
Activity
The assets to be supported by the ISMS should be identified.

Input

a) output from Activity 6.5 Integrate each scope and boundaries to obtain_the ISMS scope and bolindaries -
The scope and boundaries of the ISMS

b)Y output from Activity 6.6 Develop the ISMS policy and obtaifapproval from management — The ISMS
policy

c)| output from Activity 7.2 Define information security requirements for the ISMS process
Glidance

T¢ identify the assets within the ISMS scope the following information should be identified and listed:
a) unique name of the process

b) process description and associated activities (created, stored, transmitted, deleted)

c)| criticality of the process to the.organization (critical, important, supporting)

d) process owner (organization unit)

e) processes providing input and outputs from this process

f)| IT applications’supporting the process

gl information classification (confidentiality, integrity, availability, access control, non-repudiatign, and/or
otherimportant properties for organization, e.g., how long the information may be stored)

Oltput

The deliverables of this activity are:
a) identified information assets of the main processes of the organization within the ISMS scope
b) Information security classification of critical processes and information assets

Other information

No other specific information.
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7.4 Conduct an information security assessment

Activity

The information security assessment should be performed by comparing the current status of information
security of the organization compared to the desired organization objectives.

Input

a) output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundaries -
The scope and boundaries of the ISMS

b) outpd
polic

c) outpt

d) outpt

Guidance

Informatid
organizat
informatia
managen
identified
familiar W
managen

Informatid
informatia

a) study

b) inforn

c) organizational information security requirement.

The resul
an import

should bg¢ performed by an internal Jor external resource with an independent status in relation to t

organizat

Participat
knowledg
individual

a) linen

b) procs

t from Activity 6.6 Develop the ISMS policy and obtain approval from management — TheNSN

t from Activity 7.2 Define information security requirements for the ISMS process

t from Activity 7.3 Identify assets within the ISMS scope

n security assessment is the activity for identifying the existing level of information security (i.e. t
on current procedures of handling protection of information). The fundamental purpose of t
n security assessment is to provide information supporting the description required for t
ent system in the form of policy and guidelines. It is of course necessary to make sure that t
deficiencies are dealt with in parallel via a prioritized action—plan. All parties involved should
ith the results of the organization analysis, standards documents, and have access to suitah
ent personnel.

n security assessments analyse current situation (for the organization by using the followi
n and determine current status of information security'and document vulnerabilities:

ing background facts based upon critical processes

hation assets classification

ts of the information security assessment together with the objectives of the organization are oft
ant part of the incentive for future work on information security. The information security assessmg

on.

on in the information security assessment should include individuals who possess a stro
e of the current environment, conditions, and what is relevant in terms of information security. The
5 should be selected to represent a broad spectrum across the organization and include:

nanagers((e.g. organization unit heads)

ss owners (i.e. representing important organization areas)

c) othen

S

BN
nt
he

"9
5e

individuals who possess strong knowledge of the current environment, conditions, and what

is

relevant in terms of information security. For example, business process users and operational,
administrative functions and legal functions.

The following actions are important for successful information security assessment:

a) Identify and list the relevant standards of the organization (e.g. ISO/IEC 27002:2005).

b) identify known control requirements that arise from policies, legal and regulatory requirements,
contractual obligations, findings from past audits, or findings from risk assessments done in the past.

c) use these as reference documents in order for a rough estimation to be made of the organization's

curre

24

nt requirements concerning its level of information security.
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The prioritization made in connection with the organization analysis constitutes the foundation for which
security precautions and checks (controls) should be considered.

The approach for conducting the information security assessment is as follows:

a)

b)

select the important organizational business processes and process steps concerning information

security requirements,

create a comprehensive flow chart covering the organization’s main processes including infrastructure
(logical and technical), if this is not already present or performed during the organization analysis.

e

(0]

The deliverable of this activity is:

a

()

discuss with suitable key personnel and analyze the organization’s current situation in nelat
information security requirements. For example which processes are critical, how well do_they
work? (The results are used later in the risk assessment.)

determine control deficiencies by comparing existing controls with previously identifig
requirements.

complete and document the current status.

utput

a document summarizing the assessed security status of the‘organization, and evaluated vulner

ther information

The information security assessment conducted at this'stage will only deliver preliminary information

ol

pd
Cd

8

8,

e
in

IS
re

It
an

The implementation ofsan ISMS should address relevant information security risks. The ide

ganization's status of information security andsvulnerabilities, because the full set of informatio
licies and standards is developed at a later.stage (see Clause 9), and a risk assessment has no
nducted.

Conducting risk assessment and planning risk treatment

1 Overview of conducting risk assessment and planning risk treatment
aluation and plannedtreatment of the risks and the selection of control objectives and co
portant steps for @an 1SMS implementation and should be handled in this phase.

O/IEC 2700532008 provides specific guidelines for Information Security Risk Management and
ferred to throughout Clause 8.

s assumed that management has committed to the implementation of the ISMS, and that the IS
dJISMS policy have been defined, and that information assets are known as well as the informatig

on to the
currently

d control

bbilities.

about the
N security
yet been

ntification,
htrols are

should be

MS scope
n security

as

SEeSSmentresutts:

Objective:

To define the risk assessment methodology, identify, analyze and evaluate the information security risks for
selecting risk treatment options and selecting control objectives and controls

ISO/IEC 27001 reference 4.2.1 c)t0 4.2.1))
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Figure 6 — Overview of the risk assessment phase
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8.2 Conduct risk assessment

Activity
The risk assessment should be performed.

Input

a) outputs from Activity in clause 7 Conducting information security requirements analysis - The information
concerning:

1. summarized information security status
2. identified information assets

b) output from activity in clause 6 Defining ISMS scope, boundaries and ISMS policy «The documénted:
1. ISMS scope

2. ISMS policy

c) ISO/IEC 27005:2008
Glidance

The performance of a security risk assessment within the busifess context in support of the ISM§ scope is
egsential for compliance and successful ISMS implementation according to ISO/IEC 27001:2005( The risk
agsessment should:

Y

identify threats and their sources
b) identify existing and planned controls
c)| identify vulnerabilities that can be exploited by threats, to cause harm to assets or to the organizption

d) identify the consequences that losses of confidentiality, integrity, availability, non-repudiation, fand other
security requirements may have'onthe assets

e) assess the business impact that might result from anticipated or actual information security incidents
f)| assess the likelihood of the incident scenarios
gl estimate the levelofrisk

h) compare levéls of risk against risk evaluation criteria and risk acceptance criteria

Participatiopin~the risk assessment should include individuals who possess a strong knowledpge of the
organization's objectives, and security understanding (e.g. good insight into what is currently relevarjt in terms
of| threats* to the organization’s objectives). These individuals should be selected to represen{ a broad
speetrum across the organization. For reference, see Annex B, ‘Roles and Responsibilities’.

An organization may employ a risk assessment methodology that is project-specific, company-specific or a
sector specific standard.

Output
The deliverables of this activity are:
a) the description of risk assessment methodologies

b) the results of the risk assessment
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Other information

Annex B — information about Roles and Responsibilities.

NOTE

An incident scenario is the description of a threat exploiting a certain vulnerability or set of vulnerabilities in an
information security incident. ISO/IEC 27001 describes the occurrence of incident scenarios as “security failures". (see
ISO/IEC 27005:2008)

8.3 Select the control objectives and controls

Activity

The optio
should be

Input

a) outpy

hs for the treatment of risks should be identified as well as the selection of the appropriate contrg
identified in accordance with the identified risk treatment options.

t from Activity 8.2 Conduct risk assessment - The result of risk assessment

b) ISO/IEC 27005:2008

c) ISO/IEC 27002:2005

Guidance

It is impo
treatment
enumerat

The ISO/
objectives
the additi

tant to specify the relation between the risks and the selected.options for treating them (e.g. a ri
plan), as this will provide a summary of risk treatment. Possible options for the treatment of risks 3
ed in ISO/IEC 27001:2005 reference 4.2.1 f).

EC 27001:2005 Annex A (normative) “Control objectives and controls" is used to select cont
and controls for risk treatment. If there are no appropriate control objectives or controls in Annex
bnal control objectives and controls should be specified and used. It is important to demonstrate hd

the selected controls will mitigate risks as required by the risk treatment plan.

The data
be identifi

In the cas
controls i
relationsh

To facilitg
and appli
such as e

It is impg
Thereforg
and exter
of the ISV

given in ISO/IEC 27001:2005 Annex Alis not meant to be exhaustive. Sector-specific controls m
ed to support the specific needs of thebusiness as well as the ISMS.

e of risk reduction, managing the relationship between each risk and selected control objectives a
5 beneficial to designing the-JSMS implementation. It could be added to the list that describes t
ip between the risks and the-selected options for risk treatment.

te audits, the organization should compile a list of controls which have been selected as releva
table to the organization's ISMS. This has the added advantage of improving business relationshig
ectronic outsoureing, by providing a summary of controls in place.

, appropriate care should be taken when making the summary of controls available to both intern
nal recipients. It may actually be appropriate to take the information generated as part of the creati
S.into'account during the definition of assets.

rtant to be\aware of that the summary of controls is very likely to contain sensitive informatign.

S

Output

The deliverables of this activity are:

a) alist

with selected controls and control objectives

b) the Risk Treatment Plan, with:

1. A description of the relation between risks and selected risk treatment option

2. A description of the relation between risks and selected control objectives and controls (especially in
the case of risk reduction)
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Other information

ISO/IEC 27002:2005
8.4 Obtain management authorization for implementing and operating an ISMS

Activity

Management approval should be obtained to implement an ISMS as well document the acceptance of residual
risks.

Input

a) Output from Activities in 5.4 Create the business case and the project plan for management approval -
The initial management approval for the ISMS Project

b)Y outputs from Activities in Clause 6 Defining ISMS scope, boundaries and ISMS policy — The dopumented
statements of:

1. the ISMS policy and objectives

2. the scope of the ISMS

c)| output from Activity 8.2 Conduct risk assessment — The documented:

1. description of risk assessment methodologies

2. the result of risk assessment

d) output from Activity 8.3 Select the control objectiyés and controls - The Risk Treatment Plan

Glidance

T obtain management approval, the documeénts described as the input of this subclause should be| prepared
fof management evaluation and decisions

The preparations for the Statement of Applicability (SoA) should be included as a part of the irfformation
sgcurity management efforts. The level of details in which controls are specified should meet the reqlirements
needed to support the organization’s management approval for the ISMS.

Approval should be obtained from high-level management for the decision to accept residual fisks, and
aythorisation obtained-for the actual operation of the ISMS. These decisions should be based| upon an
agsessment of the risks and opportunities likely to occur as a result of the implementation of the[ISMS, as
cgmpared with these-resulting from not implementing it.

Output
The deliverables of this activity are:

a)| Cwritten notice of management approval for implementing the ISMS

b) management acceptance of residual risks.
c) statement of applicability, including the control objectives and the selected controls

Other information

No other specific information.
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igning the ISMS

9.1 Overview of designing the ISMS

A detailed design of the ISMS project, planned activities for its implementation should now be developed. The
final ISMS project plan will be unique in its detail for the specific organization, depending on results from
previous activities as well as the results of the specific activities in the design phase described in this clause.

The specific final ISMS project implementation plan is the output of this clause. Based upon this plan, the

ISMS pro,

ect can be launched in the aorganization as part of the very first “DO” phase of the PDCA cycle

as

described in ISO/IEC 27001:2005.

It is assu

med that management has committed to the implementation of the ISMS which is defined-in t

e

ISMS scgpe and ISMS policy. The information assets as well as the results of the information securjty

assessmgnt are assumed to be available. In addition, the risk treatment plan describing-the risks, ri

treatment|

The ISMY
be noted
business
with pre-¢

options, with the identified selected control objectives and controls should also be.available.

design described here focuses upon the internal structure and requirements,of’the ISMS. It shou
that, in certain cases, the ISMS design may have a direct or indirect \impact on the design
processes. Likewise it should be noted that there is usually a need to.integrate ISMS componer
xisting management and infrastructure arrangements.

5k

Id
of
ts

Objective:

To compl
selected

the contrg
ISMS-sps

ISO/IEC 2

pte the final implementation plan for the ISMS by: designing organizational security based on t
isk treatment options, as well as requirements regarding_ recording and documents , and designi
Is integrating security provisions for ICT, physical and, organizational processes, and designing t
cific requirements

7001: 2005 reference: 4.2.2 a)-e), h)

9
e
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In

a)

The development of the ISMS Project and the design of its related planned implementation of contr:

in
w
di

To design the selected coptrols for the risk treatment, it is crucial to design the ICT and physicj

el
at
Nnd
a

The controls ‘selected in activities described in clause 8.3 should be implemented according to

st
pr
pa
in

ISO/IEC 27003:2010(E)

designing the ISMS, the following matters should be considered:

organizational security — covers the administrative aspects of information security including the

responsibility of the organization’s operation for risk treatment. This should be formed into the set of
activities resulting in the policies, objectives, processes and procedures to handle and improve

information security in relation to the organization’s needs and risks.

ICT security — covers aspects of information security specifically related to the responsibility of the ICT
operations for risk reduction. This is to fulfil the requirements set by the organization and the technical

implementation of controls to reduce risks.

physical security — covers aspects of information security specifically related to the responsib

to fulfil the requirements set by the organization and the technical implementation of controls
risks.

activities that should be conducted in the implementation to achieve an operational ISMS which
1. monitoring
2. measuring
3. internal ISMS auditing
4. training and awareness
incident management
6. management review
7. ISMS improvement including correctivé ‘and preventive actions
bolve and make use of the skills and.experience of staff from those parts of the organization that

thin the ISMS scope or have ISMS related management responsibilities. The ISMS specific aspect
hlogue with management.

vironment and the organizational security environment. ICT security deals not only with informatio
d networks but also,with operational requirements. Physical security deals with all aspects of acceg
n-repudiation, physical protection of information assets and what is stored or kept in, as well as b
means of proteetion’ for security controls itself.

fuctured.and detailed implementation plan, as part of the ISMS project plan. This specific part of
pject plan should address how to handle each risk in order to achieve the control objectives. Th
rt of the ISMS project plan is essential if the selected controls are to be properly and

plemented. The information security management team is responsible for drawing up this speci

lity of the

handling of the physical environment, such as buildings and their infrastructure for risk reduetign. This is

to reduce

ISMS specific — covers the aspects of the different specific requirements fofi'ah ISMS acgording to
ISO/IEC 27001:2005, apart from what is covered in the other three areas.|The focus is ¢n certain

Are:

pls should
are either
5 requires

| security
N systems
Ss control,
eing itself

A specific
the ISMS
s specific
bffectively
fic part of

the implementation plan, which then constitutes the final ISMS project plan.
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Figure 7 — Overview of designing the ISMS phase
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9.2 Design organizational information security

9.2.1 Design of the final organizational structure for information security

Activity

The organizational functions, roles and responsibility for information security should be aligned with the risk
treatment.

In

ut

a

i)
]

llidance

output from Activity 5.3.2 Define roles & responsibilities for the preliminary ISMS scope--"Th
roles and responsibilities

output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS s¢ope and bo
The scope and boundaries of the ISMS

output from Activity 6.6 Develop the ISMS policy and obtain approval from/management — ]
policy

output from Activity 7.2 Define information security requirements forthe ISMS process
output from Activity 7.3 Identify assets within the ISMS scope

output from Activity 7.4 Conduct an information security assessment

output from Activity 8.2 Conduct risk assessment — The results of risk assessment
output from Activity 8.3 Select the control objectives and controls

ISO/IEC 27002:2005

e table of

Indaries -

[he ISMS

The design of organizational structures and processes for internal ISMS operations should seek to Build upon

at
P
P

The organizational structure designed for the ISMS should reflect activities for implementation and

of]
of

A
in

a

d integrate with pre-existing.areas where appropriate. Likewise, the integration of the ISMS int
e-existing management structures (e.g. internal audit) should be taken into account in the ISM
pCesS.

erations.

ccordingly, )the structure for ISMS operations should be designed based on the plann
plementation by considering the following:

ISMS as well, addressing, for example, the methods of monitoring and recording as a part of

IS each role for ISMS implementation needed for ISMS operations?

b broader
S design

operation
the ISMS

ed ISMS

b)

c)

Are the defined roles different from those for ISMS implementation?

What roles should be added for ISMS implementation?

For example, the following roles may be added for ISMS operations:

a)

b)

someone responsible for information security operations in each department

someone responsible for measuring the ISMS in each department

© ISO/IEC 2010 — All rights reserved

33


https://standardsiso.com/api/?name=a3566b580467828633a1d83f6ba50629

ISO/IEC 27003:2010(E)

Consideration of the points outlined in Annex B “Roles and Responsibilities” may help to decide the structure
and roles for ISMS operation by revising the structure and roles for ISMS implementation.

Output

The deliverable of this activity is a document summarizing:

a) organization structure, and its roles and responsibilities

Other infprmation

Annex B { Information about roles and responsibilities

Annex C iInformation about planning auditing

9.2.2 De¢sign a framework for documentation of the ISMS

Activity

The recofds and documents in the ISMS should be controlled by identifying the requirements and the

framework that enables fulfilling the requirements for ongoing control of records and documents in the ISMS

Input

a) outpyt from Activity 6.5 Integrate each scope and boundaries-fo*obtain the ISMS scope and boundarie$ -
The gcope and boundaries of the ISMS

b) ISMY Scope and boundary definition

c) outpyt from Activity 6.6 Develop the ISMS policy\and obtain approval from management — The ISMS
polic

d) outpyt from Activity 8.4 Obtain managementauthorization for implementing and operating an ISMS

e) outpyt from Activity 9.2.1Design of the final organizational structure for information security

f) ISO/IEC 27002:2005

GuidancI_E

Designing ISMS recording.includes the following activities:

a) a frgmework desctibing principles for documentation of the ISMS, the structure of procedures for
documenting the,ISMS, roles involved, data formats, and reporting paths for the management

b) design the'decumentation requirements

c) designthe recording requirements

The ISMS documentation should include records of management decisions; ensure that actions are traceable
to management decisions and policies, and that the recorded results are reproducible.

ISMS documents should provide the evidence that controls are selected based on the results of risk
assessment and risk treatment, and that such processes are implemented along with the ISMS policy and
objectives.

Documentation is essential for the reproducibility of results and procedures. As for selected controls, the
establishment and documentation of the procedures should have a reference to the person responsible for the
actual piece of documentation.

34
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The ISMS documentation should include the documentation as specified in ISO/IEC 27001:2005 reference:
4.3.1.

It is necessary for the ISMS documents to be managed and made available to personnel as required. This
includes the following:

a)
b)

c)

establish the administrative procedure of the ISMS document management
a formal approval of documents for adequacy prior to issue

ensuring that changes and the current revision status of documents are identified

d

It
dg
w

cq
th

protection and control the documents as an information asset of the organization

th the procedures applicable to their classification.

addition, ensuring that documents of external origin are identified, that the distribution of doc
ntrolled, preventing the unintended use of obsolete documents, and applying~suitable tracking
by are retained for any purpose.

nforms to ISO/IEC 27001:2005, and to show the effectiveness of operations.
s also required to keep records of implementation status forjthe entire PDCA phase, as well as

ormation security incidents and events, records of education, training, skills, experience and qua
ernal ISMS audits, corrective and preventive actions, and_organizational records.

The following tasks should be performed to control recerds:

a

b

c)

o)

The deliverables of this-activity are:

a

b

()

a documeni’stimmarizing the requirements for ISMS records and documentation control
repositories and templates for the required records of the ISMS

therinformation

is important that relevant versions of applicable documents are available at points of use; ensjring that
cuments remain legible, readily identifiable, transferred, stored and ultimately, disposed of in a¢cordance

ments is
o them if

pcords should be created, maintained and controlled as evidence\that the ISMS of the organization

ecords of
lifications,

document the controls required to identify;store, protect, search, and discard data, and doqument its
storage duration
define what should be recorded, and to what extent, in the operational management processes
when any period of retention is_specified by relevant laws or legislation, the period of retention ghould be
set pursuant to such legal requirement.

utput

No other specific information

9.2.3 Design the information security policy

Activity

The management's and administration‘s strategic position of the information security objectives, with respect

to

the ISMS operation, should be documented.
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a) output from Activity 5.2 Clarify the organization’s priorities to develop an ISMS -The summarized
objectives and list of requirements

b) output from activity 5.4 Create the business case and the project plan for management approval — The

initial

management approval for the ISMS project

c) output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundaries -
The scope and boundaries of the ISMSI

d) outpt

polic
e) outpy
f)  outpy
g) outpt
h) outpd

Sele(

i) outpd

j)  outpd

k) ISO/IEC 27002:2005 reference: 5.1.1
Guidance

The inforfnation security policy documents the organization’s strategic position with respect to the informati

security 0

The polic
important
to providg
policy is
emphasiz

Examples
associatig
policy dog

There m3
sufficientl
sufficientl

t from Activity 6.6 Develop the ISMS policy and obtain approval from management — ThepnNSM

t from Activity 7.2 Define information security requirements for the ISMS process
t from Activity 7.3 Identify assets within the ISMS scope

t from Activity 7.4 Conduct an information security assessment

t the control objectives and controls
t from Activity 9.2.1 Design of the final organizational structure-for information security

t from Activity 9.2.2 Design a framework for documentation:of the ISMS

pjectives throughout the organization.

is drawn up based on the information and knowledge. What has been identified by management
in the previously conducted analysis should be made evident and emphasized in the policy in ord

incentive and motivation ja<the organization. It is also important to point out what happens if t
not followed. Laws and regulatory impacts that affect the organization in question should also
ed.

of an information.'Security policy can be drawn from reference literature, the Internet, intere
ns and industry associations. Formulations and overtones can be drawn from annual reports, oth
uments or gther documents that management supports.

y be different interpretations and requirements regarding the actual size of a policy. It should
y summarized, so that the staff is able to understand the intent of the policy. In addition, it sho|
y cdistinguish what objectives are needed to address the set of regulations and organizati

t from Activity 8.2 Conduct risk assessment — The results of risk assessment output from Activity §.

st
er

be
Id

objectives-

The size and structure of the information security policy should support the documents that are used in the
next stage in the process for introducing an information security management system (see also appendix D -
Information about policy structure).

For large and complex organizations (e.g. with widely differing operational areas) it may be necessary to draw
up an overall policy and a number of underlying operationally adapted policies.

Guidance on the content of an information security policy document is provided in ISO/IEC 27002:2005

reference
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The proposed policy (with the version number and date) should be cross-checked and established within the
organization by the operational manager. Following establishment within the management group or equivalent,
the operational manager approves the information security policy. It is then communicated to everyone in the
organization in such a way that it is relevant, accessible and understandable for its readers.

Output
The deliverable of this activity is a document of the information security policy.

Other information

Annex B — Information about roles and responsibilities

Annex D- Information about policy structure

9.2.4 Develop information security standards and procedures
Activity

The information security standards and procedures addressing either the entire organization or specific parts
offit should be developed.

Input

a) output from Activity 6.5 Integrate each scope and boundafies’to obtain the ISMS scope and bolindaries -
The scope and boundaries of the ISMS

b)Y output from Activity 6.6 Develop the ISMS policy cand obtain approval from management — The ISMS
policy

c)| output from Activity 8.2 Conduct risk assessment
d) output from Activity 8.3 Select the contrehobjectives and controls

e) output from Activity 8.4 Obtain management authorization for implementing and operating an ISMS — The
Statement of applicability, including‘the control objectives and the selected controls

f)| output from Activity 9.2.1 Design of the final organizational structure for information security
g) output from Activity 9.2:2.Design a framework for documentation of the ISMS

h)Y output from Activity(9.2.3 Design the information security policy

i)| ISO/IEC 27002:2005

Glidance

In|order.to provide a foundation for the information security work within the organization, information security
stindards as well as the set of applicable legal and regulatory requirements should be available to those who
ngedto know.

Representatives of different parts of the organization covered by the scope of the ISMS should participate in
the process of developing standards and procedures. Those participating should have authority and be
representative of the organization. For example, the following roles may be included:

a) information security managers,
b) representatives for physical security,
c) information Systems owners, and

d) process owners of strategic and operational areas.
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It is suggested to keep the editorial group as small as possible, with the option of appointing specialists to the
team on a temporary basis as required. Each representative should liaise actively with their own area of the
organization to provide seamless operational support. This then facilitates later refinement in the form of
procedures and routines at the operational level.

Security standards and procedures should then be used as a basis for designing detailed technical or
operational procedures.

A useful way to approach the development of information security standards and procedures is to consider
each point of implementation guidance in ISO/IEC 27001:2005 and ISO/IEC 27002:2005 that is deemed

applicabl

An evalug
can they

Relevant
security s
systems &

The revis

(pased oM the Tesuits of the Tiskassessment), anddescribe precisety ow it shoutdbe apptied:

tion of any existing information security standards and procedures should be reviewed. For-examp
pe refined and developed, or are do they need to be entirely replaced?

and up to date documentation should be provided to every member of staff in scope. THe informati
tandards and procedures should apply to the entire organization or make it clearas to which rolg
nd areas are covered. A first version should be produced in a timely manner

on and review process should be defined at an early stage. A strategy should then be drawn up f

how information on policy changes should be distributed.

Output

a) The

eliverable of this activity is a structured and detailed implemeéntation plan for controls relating

organizational security as part of the final ISMS project plan, to.include a documented framework of t

seto
b) inforn
c) inforn

Other Inf

information security standards
hation security standards including the baseline of the organization
hation security procedures achieving the information security standards

brmation

Annex D-

9.3 De
Activity
The contr|

Input

a) outpy
The 4

Information about policy structure

5ign ICT and physical information security

bls for ICT and physical security environments should be designed.

t from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundarie
cope ‘and boundaries of the ISMS

e!

b) outpuf from Aclivity 6.6 Develop the ISMS policy and obtain approval from management — The ISMS

policy

c) output from Activity 7.2 Define information security requirements for the ISMS process

d) output from Activity 7.3 Identify assets within the ISMS scope

e) output from Activity 7.4 Conduct an information security assessment

f)  output from Activity 8.3 Select the control objectives and controls
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g) output from Activity 8.4 Obtain management authorization for implementing and operating an ISMS-
Statement of applicability, including the control objectives and the selected controls

h) ISO/IEC 27002:2005
Guidance

In this activity the following should be documented for each control, which should be a part of the ISMS project
plan:

a)~_name of the person responsible Tor implementation of a control

b) priority of the control to be implemented

c)| tasks or activities to implement controls

d)| statement of the time by which the control should have been implemented

e) person to whom implementation of the control should be reported, once complete

f)| resources for implementation (manpower, resource requirements, space requirements, costs)
Injtially, the ICT and physical security should be conceptually designed: The following should be congidered:
Responsibilities for the initial implementation process generallydnclude:

a) specification of control objectives with a description of\the expected planned state
b) allocation of resources (workload, financial resources)

c)| realistic time target for implementation of the control

d) integration options with ICT , physical-and organizational security

After the conceptual design, actual design such as system development in order to achieve and implgement the
beast practice for the organizationishould be done. The following should be considered:

Responsibilities for the actual;implementation process include:

a) design for each of-the selected controls for ICT, physical and organizational areas at operationgl level of
the workplace

b) Instantiation of each control according to the agreed design
c)| provisien of procedures and information for security awareness promotion controls and training ¢ourses

d)| Cprovision of aids and implementation of the controls at the workplace

Depending on the type of controls (ICT, physical or organizational); it may not always be appropriate or
necessary to draw a clear-cut line between the initial part and the final part of the implementation process.

The implementation of controls frequently requires cooperation between several different roles within an
organization. Thus, for example, persons with system responsibility will be needed to procure, install and
maintain technical facilities. Other roles for may be better suited to devising and documenting procedures
governing the use of systems.
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Information security should be integrated in organization-wide procedures and processes. If this proves
difficult for a part of the organization, or a third party, to implement, the relevant parties should communicate
this immediately so that a resolution can be agreed upon. Solutions to this type of issue include modifying the
procedures and processes, reallocating roles and responsibilities and adapting technical procedures.

The following are the results of implementing ISMS controls.

a) Implementation plan which specifies details of the implementation of controls, such as schedule, structure
of implementing team and so on

b) Rec

Output

The deliv
and physi

a) detai
b) respd
Cc) expe
d) tasks
e) resol
f) owng

Other inf

rds and documentation or the results or implementation

cal security as part of the ISMS Project Plan, to include, for each control:
ed description

nsibilities for design and implementation

Cted timescales

involved

rces required

rship (reporting lines)

brmation

No other

9.4 De

9.4.1 Plan for management reviews

specific information.

5ign ISMS specific information security

brables of this activity is a structured and detailed implementation plan for controls relating to 1€

Activity

A plan shiould be developed to ensure management involvement and the commitment to review of the ISMS

operation{and ongoing imprevement.

Input

a) outpyt from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundarie$ -
The gcopetand boundaries of the ISMS

b) outpyt from Activity 6.6 Develop the ISMS policy and obtain approval from management — The ISMS
policy

c) output from Activity 8.4 Obtain management authorization for implementing and operating an ISMS-
Statement of applicability, including the control objectives and the selected controls

d) output from Activity 9.2.3 Design the information security policy

e) IS0/l
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Guidance

Management review of ISMS activities should begin at the earliest stages of ISMS specification and

business

case development and continue through to the regular review of ISMS operations. This close involvement
provides a means to validate the ISMS against the needs of the business and to maintain the commitment of

the business to the ISMS.

The planning of management reviews includes establishing when and how the management reviews should
be conducted. Detailed information regarding prerequisites for management reviews is given in sub-clause 7.2

of ISO/IEC 27001:2005.

To plan the review, an assessment of which roles to involve has to be made. Management approval
squght for the choice of roles, and these roles should then be informed as early as possible. Itis ad
provide management with adequate data regarding the necessity for, and purpose of, the review
(See Annex B for further information about roles and responsibilities.)

Mpanagement reviews should be based upon results from ISMS measurements and ether information
dyring the operation of the ISMS. This information is used by the activities of ISMS management to
the maturity and effectiveness of the ISMS. Required inputs and outputs to ISMS-“measurements ar
ISO/IEC 27001:2005, and further information on ISMS measurements.”is available in
and ISO/IEC 27004:2009.

It should also be noted that this should include a review of the methodology and results of risk as
This should take place at planned intervals, taking into consideration any changes in the environmen
organization and technology.

Planning for the internal ISMS audit should be done in order to be able to regularly evaluate the ISN
has been implemented. The results of the internal ISMS* audit are important inputs of ISMS ma
review. Therefore, before management review is executed, internal ISMS audit should be plan
infernal ISMS audit should include the perspective, whether the control objectives, controls, procs
priocedures of the ISMS are effectively implemented and maintained and conform to:

a) the requirements of ISO/IEC 27001:2005,

b) relevant legislation or regulations;\and

c)| the identified information security requirements,

(See Annex C for further information about planning auditing.)

Preconditions of management reviews are the information collected based on the implemented and
ISMS. The information-provided to a management review team may include the following:

a) Incident reports for the last period of operation
b) Verification of control effectiveness and identified non-conformity

c)| ~The results of other regular checks (more detail if the checks have revealed non-compliances wi

should be
visable to
process.

collected
Hetermine
e given in
Annex E

bessment.
t, such as

1S once it
nagement
ned. The
sses and

operated

th policy).

d) Recommendations for improvement of the ISMS.

A plan for monitoring should document the monitoring results that should be recorded and reported to

management, (for additional information on monitoring see Annex E).
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Output

The deliverable of this activity output is a document which summarizes the plan needed for the management
review addressing:

a) inputs required to perform an ISMS management review
b) procedures for the management review covering the auditing and monitoring and measuring aspects

Other information

Annex B { Roles and Responsibilities for information security
Annex C 1 Information about Internal Auditing

Annex E { Information about setting up Monitoring and Measuring

9.4.2 De¢sign information security awareness, training and education program
Activity
The Inforfnation security awareness, training and education program should be developed.

Input

a) outpyt from Activity 6.5 Integrate each scope and boundaries t¢-obtain the ISMS scope and boundarie$ -
The gcope and boundaries of the ISMS

b) outpyt from Activity 6.6 Develop the ISMS policy and*gbtain approval from management — The ISMS
polic

c) outpyt from Activity 7.2 Define information security requirements for the ISMS process- In particular the
organizations requirements for information security training and education

d) outpyt from activity 8.4 Obtain management authorization for implementing and operating an ISM[-
Statgment of applicability, including the control objectives and the selected controls

e) outpyt from activity 8.3 Select the_control objectives and controls - Risk treatment plan
f)  outpyt from activity 9.2:3 Design the information security policy

g) outpyt from activity 9:2,4'Develop information security standards and procedures

h) overyiew of the-organization’s general education and training program

Guidance

Management_is responsible for carrying out education _and training to ensure that all personnel who are
allocated a clearly defined role have the competence to perform the operations required. Ideally, the content
of the education and training performed should help all personnel be aware of and understand the meaning
and importance of the information security activities they are involved in, and how they can contribute to
achieving the goals of the ISMS.

It is important to ensure at this point that every employee within the ISMS scope receives the necessary
security training and/or education. In large organizations, a single body of training material is generally not
sufficient, as it will contain too much data which is relevant only to specific types of job, and therefore will be
large, complex and hard to use. In these cases, it is usually appropriate to have different sets of training
material designed for each broad type of role, such as office workers, IT staff or drivers, which is customised
to their specific needs.”
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An information security awareness training and education program should ensure that records of security
training and education are generated. These records should regularly be reviewed to ensure that all personnel
have received the training that they require. A role should be made responsible for this process.

Information security training materials should be designed to tie in with other training materials used by the
organization, especially training courses provided to users of IT systems. Training in relevant aspects of
information security should ideally be integrated into every course for IT users.

Information security training material should contain the following points as a minimum, as appropriate to the
target audience:

a) risks and threats regarding information security
b)Y basic terms of information security

c)| clear definition of a security incident: guidance as to how one may be identified and fiow it should be dealt
with and reported

d) information security policy, standards and procedures of the organization

e) responsibilities and reporting channels relating to information security-ifthe organization

f)| guidance on how to assist in improving information security

g)| guidance on information security incidents and reporting

h) where to obtain further information.

An information security training team should be determined which may include the following tasks:
a) creating and managing training records

b) creating and managing training materials;

c)| carrying out training

ese tasks may be allocated. Using existing training staff. But the existing staff may require substantial

information security awareness, training and education program should include a procedure to epsure that
training materials‘are reviewed and updated regularly. A role should be made explicitly respgnsible for
iewing and updating training materials.

information security awareness, education and training materials

b) formation of information security awareness education and training, including roles and responsibilities
c) plans for information security awareness, education and training

d) actual records showing the results of information security awareness, education and training of
employees

Other information

No other specific information.
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9.5 Produce the final ISMS project plan

Activity

The ISMS project plan should be finalized including the activities necessary to implement selected controls.

DN
S
pd

nt

Input

a) output from Activity 6.5 Integrate each scope and boundaries to obtain the ISMS scope and boundaries -
The scope and boundaries of the ISMS

b) outpyt from Activity 6.6 Develop the ISMS policy and obtain approval from management — ThepSM
polic

c) outpyt from Activity 9.2 — Design Organizational Information Security

d) outpyt from Activity 9.3 — Design ICT and Physical Information Security

e) outpyt from Activity 9.4 — Design ISMS specific Information Security

f) ISO/IEC 27002:2005

Guidance

The activties required to implement selected controls and carry out,other ISMS related activities should

formalized in a detailed implementation plan as part of the final ISMS project. The detailed implementati

plan may| also be supported by descriptions of proposed implementation tools and methods. As an IS

Project inyolves many different roles in the organization, it is important that the activities are clearly assign

to resporisible parties, and that the plan is communicated\both early in the project, and throughout t

organization.

As with all projects, it is of course essential that the person responsible for the project ensures that sufficig

resourceq have been allocated to the project.

Output

The delivg¢rable of this activity is the final\ISMS project implementation plan.

Other infprmation

No other $pecific information:
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Purpose:

Annex A

(informative)

Checklist description

ISO/IEC 27003:2010(E)

e to support monitoring of progress for an ISMS implementation

o to provide a checklist of activities required to establish and implement an ISMS

e Map related ISMS implementation activities to respective ISO/IEC 27001 requifements

and commitment to initiate a
project to implement an ISMS

to initiate a project to
implement an ISMS

Implementation a5 Activity, reference ISO/IEC 27003 b0 Docuntented Output Heference
Phase % 2 S tq

5 2 & I$O/IEC
I$O/IEC 27003 < b ¥ 2[7001
5|Obtaining 1. Gather  corporation  business |Noné List of corporation N/A
Management objectives business objectives
Approval for the
implementation of |2 Gain understanding of existing|None |Description of existing |N/A
I$MS management systems management systems

3. 5.2 Define objectives, information |1, 2 Summary of the N/A
security needs, business objectives, information
requirements for ISMS security needs and

business requirements
for the ISMS

4, Gather relevant regulatory, | None Summary of N/A
compliance, and industry regulatory, compliance,
standards applicable to the and industry standards
cerporation that are applicable to

the corporation
5. 5.3 Define preliminary ISMS|3, 4 Description of N/A
scope preliminary scope of
ISMS (5.3.1)
Definition of ISMS N/A
roles and
responsibilities (5.3.2)

6. 5.4 Create the business case and |5 Business case and N/A
the project plan for management proposed project plan
approval

7. 5.5 Obtain management approval | 6 Management approval [N/A

© ISO/IEC 2010 — All rights reserved
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Implementation
Phase

ISO/IEC 27003

Step
number

Activity, reference ISO/IEC 27003

Requisite

Reference
to
ISO/IEC
27001

Documented Output

6 Defining ISMS
Scope and ISMS
Policy

6.2 Define
boundaries

organizational

~N|  Step Pre-

4.2.1.a)
(partially)

e Description of
organizational
boundaries

e Organization’s

functions and
structure

e information
exchange through
boundaries

o Business
processes and the
responsibilities for
the“information
assets of the
scope and outside
scope

6.3 Define
communication
boundaries

information
technology

7

4.2.1.a)
(partially

e Description of ICT
boundaries

e Description of
information
systems and
telecommunication
networks
describing the
inside and the
outside of the
scope

10.

6.4 Define physical boundaries

4.2.1.a)
(partially

e Description of
physical
boundaries for the
ISMS

e Description of the
organization and
their geographical
characteristics

describing the
internal and
external scope

11.

6.5 Finalize boundaries for ISMS
scope

8,910

A document describing
the scope and
boundaries of the
ISMS

421.a)

12.

6.6 Develop the ISMS policy

11

Management-approved
ISMS Policy

42.1Db)
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Implementation a5 Activity, reference ISO/IEC 27003 b0 Documented Output Reference
Phase % 2 i@ to
5 Q= ISO/IEC
ISO/IEC 27003 < s 27001
7 Conducting 13. 7.2 Define information security|12 e« List of the main|N/A
Organization requirements  supporting  the processes,
Analysis ISMS functions, location,
information
systems,
communication
networks
Organization’s N/A
requirements
addressing
confidentiality,
availability, and
integtity
Organization’s 421.c)
requirements 1
addressing legal and | partially
regulatory, contractual
and business
information security
requirements
List of known 412.1.d)
vulnerabilities to the 3)
organization
14. 7.3 ldentifyl-assets within the[13 Description of the main [ N/A
ISMS scope processes of the
organization
Identification of 412.1.d)
Information assets of |1
the main processes of
the organization
Critical N/A
processes/assets
classification
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objectives and controls
for risk reduction

Implementation a5 Activity, reference ISO/IEC 27003 b o Documented Output Reference
Phase % 2 i® to
5 az ISO/IEC
ISO/IEC 27003 < e 27001
15. 7.4 Generate an information|14 e Document of 4.2.1.e)
security assessment organization’s 2)
actual information | partially
security status and
evaluation,
Including existing
information
security controls
e Document of
organization’s
assessed and
evaluated
deficieneies
8 Condugting Risk |[16. 8.2 Conduct risk assessment 15 e Scope for risk 4.21.c)
Assessment and assessment 1)
Selectingd Risk
Treatment Options ¢ Approved risk
assessment
methodology,
aligned with
organization’s
strategic risk
management
context
¢ Risk acceptance
criteria
17. 8.3 Selecttthe control objectives|16 Documented high-level |4.2.1.e)
& controls risk assessment 3)
partially;
Identify the need for N/A
additional in-depth risk
assessment
Documented in-depth  |4.2.1.e)
risk assessment 3)
partially
Aggregated results of [N/A
risk assessment
18. 8.4 Obtain management approval |17 Risks and their 4.2.1.1)
for implementing an ISMS identified options for
risk treatment
Selected control |4.2.1.9)
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Implementation
Phase

ISO/IEC 27003

Step
number

Activity, reference ISO/IEC 27003

Step Pre-
Requisite

Documented Output

Reference
to
ISO/IEC
27001

Management approval of residual
risks

N
oo

Documented
management approval
of the proposed
residual risks (should
be output of 8.4)

4.2.1.h)

20.

Management authorization of to
implement and operate the ISMS

Documented
management
authorization to
implement and\operate
ISMS  (shauld be
output of 8.4)

A2.17)

21.

Prepare statement of applicability

Statement of
Applicability

42.17j)

9| Designing the
M S

Lo

22.

9.2 Design organizational security

20

Organization structure,
and its information
security related roles
and responsibilities

51.c)

e |dentification of
ISMS-related
documentation

e Templates for
ISMS records and
instructions for
their use and
storage

Information security
policy document

I$O/IEC
2[7002;
51.1

Baseline of information
security policies and
procedures (and if
applicable plans for
developing specific
policies, procedures
etc.)

23.

9.3 Design ICT and physical
Security

20, 21

¢ Implementation
project plans for

42.2.0)

the implementation | partially
process for the
selected  security
controls for ICT
and physical
information
security
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Activity, reference ISO/IEC 27003 Documented Output Reference

Implementation a5 b o
Phase % 2 i® to
5 az ISO/IEC
ISO/IEC 27003 < e 27001
24. 9.4 Design ISMS specific|22,23 |Procedures describing |7.1
information security the the reporting and
management review
processes
25. o Descriptions for 42.3a)
auditing, partially
monitoring and 4:2:3.b)
measuring partially; |6
26. e A Training and 522
Awareness
Program
27. 9.5 Produce the final ISMS|25 Management-approved [ N/A
project plan Implementation project
planfor the
implementation
processes
28. The final ISMS project plan 28 An ISMS organization |N/A
specific

implementation project
plan covering the
planned execution of
activities for
organizational, ICT and
Physical information
security as well as
ISMS specific
requirements for
implementing an ISMS
according to the results
of the activities
covered in ISO/IEC
27003
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Annex B
(informative)

Roles and responsibilities for Information Security

This annex provides additional guidance on roles and responsibility within an organization related to
information Qpr‘llrlf\/ The raoles are first m\/nn in the nmnnnn’rmnql view far |mnlpmnnt|nn an ISMS. A table

symmarizes this |nformat|on and presents general examples of roles and respon3|b|I|t|es

1.|Role of the Information Security Committee
The information security committee should have a leading role for the ISMS in @an-organizdtion. The
information security committee should be responsible for handling the organization’s information agsets, and
should have a sufficient understanding of information security for directing, manitoring, and completing
necessary tasks.

The following are examples of possible information security committee roles:

a) Completion of risk management, establishing the plan for the ISMS documents, being respqgnsible for
determining the contents of these documents and acquiring acceptance from the management

b) Planning the purchase of new equipment and/or deciding” the reuse of existing equipment that the
organization already possesses

c)| Handling any problems that may arise
d)| Considering improvements arising from following implementation and measurement of the ISMS
e) Give strategic direction to the ISMS (bothyduring the implementation project and in operation), apd
f)| liaison between senior management-and the implementation project team and information securjity people.
2.[|Roles for the Information Security: Planning Team
The project team responsiblefor the ISMS, when planning the project, should be assisted by menjbers who
have a broad understanding of the important information assets within the ISMS scope, and have enough
knowledge to consider,how to handle this information. For example, when determining how fo handle
information assets,there might be different opinions among departments within the ISMS scope| so there
mjght be a need to ‘adjust the positive and negative effects of the plan. The project team is required fo work as
a roordinator of<conflicts across departmental boundaries. To do this, its members need communication skills

fopnded on/their experiences and coordination abilities, as well as high levels of knowledge about security.

3.|Specialists and External Consultants

A T VIHUIIILGItIUII ohuuld OU:eCt IIIUIIIbUIO f\JI thU dUtIUO UbUVU \II VUOOIbIU, IIIUmberS ‘v.v':th Gne GXCILS|Ve role)
before establishing the ISMS. However, the members need to have broad knowledge and experience in the
field of information security such as "IT," "managerial decisions" and "an understanding of the organization”.
The people responsible for given operations in an organization may know their specific fields best. The many
specialists who are experts in specific fields in their organization should be referred to in terms of ISMS as it
relates to use in their specific fields. It is important to also have a balance of this expertise with the broad
knowledge needed to meet the organization objectives. External consultants can give advice based on their
macroscopic points of view of an organization and experience from other similar occasions, even though they
generally do not necessarily have in depth knowledge about the organization’s specifics and operational
details of an organization. The terms that are used in the above examples, such as the Information Security
Committee and the Information Security Planning Team, are not important. Only the function of each structure
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should be understood. Ideally there should be internal structures to coordinate the organization’s information
security, communicating and working closely with each technical department.

4. Information Asset owners

A person should be appointed for each organization process and specialist application; this person acts as the
so-called "information asset owner" for all information security issues relating to processing data within this
particular organization process. The contact person or process owner is responsible, for example, for
delegating tasks and handling information within the organization processes to which they have been

assigned.

In case @
organizat
be taken,
ventures.

f risk sharing, risk avoidance and risk retention, the necessary actions should be taken from-t
onal security aspects. If the decision has been made to transfer risks, the appropriate actions shoy
using contracts, insurance arrangements and organizational structure such as partnership and jo

Figure B.
responsib

shows an example of the organizational structure for establishing the ISMS. The' main roles a
ilities of the organization given below are based on this example.

Management
* Issue a letter of

appointment J L
* Endorse

Information security
committee

¢ Adjust
* Endorse
|] Information security planning
Specialists team
External consultants

Advise I I

System Human resources Administrative
department department department
Accounting Audit Building and facilities
department department management department

Interactic

Figure B.1 — Example Organizational Structure for Establishing the ISMS

n withrthe organization

A“ artle mvolvad chould raview and hocome vary familinre with tha ~irerant raciiramante far nratactin. +
S—Hvorvea—sSrnothe—teview—aha—oecome—veryamha—whn—tRe—curretreguiremetSFor—protecthRg—

he
Id
nt

ne

organization’s assets. Participation in organizational analysis should include individuals who possess a strong
knowledge of the organization and the environment in which it operates. These individuals should be selected
to represent a broad spectrum across the organization and include:

a) senior management (e.g. COO and CFO)

b) mem

bers of the Information Security Committee

c) members of the Information Security Planning Team

d) line managers (e.g. organization unit heads)
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e) process owners (i.e. representing important operational areas)

f)  specialists and external consultants

Examples of general roles and responsibilities related to information security

:2010(E)

Information security is a wide area that affects the whole organization. As such, clearly defined security
responsibilities are essential for a successful implementation. As security related roles and responsibilities
vary, an understanding of the different roles is fundamental for understanding some of the activities described
later in this International Standard. The table below outlines security related roles and responsibilities. It

sHould—be noted that these roles are general, and Specihic descriptions are needed for each |individual
implementation of an ISMS.

Table B.1 — List of exemplified Roles and Responsibilities for Information Security
Role Brief Description of Responsibility
Senior Management (e.g. COO, CEO, for vision, strategic decisions and_coordinates activities|to direct
dSO and CFO) and control the organization.
Line Managers has the top responsibility for-ofganizational functions.
dhief Information Security Officer has the overall respensibility and governance for information

security ensuring the{Correct handling of information asseqts.

Ifformation Security Committee (member | handling the information assets and has a leading role for the

o

)

ISMS in the organization.

nformation Security Planning Team
member of)

—~~

During operations while the ISMS is being established. The

planning*team works across departments and resolves|
untilthe ISMS is established.

conflicts

Stakeholder

In~ the context of the other roles’ descriptions cg
information security, the stakeholder is primarily here d

ncerning
bfined as

persons/bodies outside the normal operations — such as the
board, owners (both in terms of organizational owngrs if the

organization is part of a group or a government org
and/or direct owners such as shareholders in 3
organization). Other examples of stakeholders could be
companies, clients, suppliers or more public organizati
as governmental financial control agencies or relevd
exchange, if the organization is listed.

nization,

private
affiliated
bns such
nt stock

w

ystem administrator

The system administrator is responsible for an IT system

—

[ Manager

The manager of all IT resources (e.g. IT department Man

hger)

mv)

hysical Security

The person responsible for the physical security, e.g.

buildings

etc.. often referred to as a Facility Manager.

Risk Management

The person/persons responsible for the organization’s risk
management framework including risk evaluation, risk treatment

and risk monitoring.

Legal Advisor

Many information security risks have legal aspects and
advisor is responsible for taking these into consideration.

the legal

Human Resources

The person/persons with overall responsibility for the staff.
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Role Brief Description of Responsibility

Archive All organizations have archives containing vital information that
needs to be stored for the long term. The information may be
located on multiple types of media and a specific person should
be responsible for the security of this storage.

Personal Data If required by national law, there may be a person responsible for
being the contact for data inspection board or similar official
organization that oversees personal integrity and privacy issues.

System developer If an organization develops their own information systemsp
someone has the responsibility for this development.

Specialisft / Expert The specialists and experts responsible for some operations in gn
organization should be referred to in terms of theircdntention about
ISMS matters as it relates to use in their specific-fields.

External Consultant External consultants can give advice based,on their macroscop
points of view of an organization and.vindustry experienc
However, consultants may not have the)depth knowledge of th
organization and operations of the organization.

[CINdES)

Employeg / Staff / User Each employee is equally responsible for maintaining informatign
security in the workplace and inthis/her environment.

Auditor The auditor is responsiblefor assessing and evaluating the ISMS.

Trainer The trainer implements training and awareness programs.

Local IT ¢r IS responsible In a larger organization there is often somebody in the locgl
organization~that has local responsibility for IT matters, and

possibly fer information security as well.

Champion (Influential Person) This(is' not a responsible role as such, but in a larger organizatign
it'may be of great help in the implementing stage to have people
who have a deep knowledge about the implementation of gn
I[ISMS and can support the understanding and reasons behind the
implementation. They may influence the opinion in a positive wgy
and may also be called “Ambassadors”.

54 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=a3566b580467828633a1d83f6ba50629

	Scope
	Normative references
	Terms and definitions
	Structure of this International Standard
	General structure of clauses
	General structure of a clause
	Diagrams

	Obtaining management approval for initiating an ISMS project
	Overview of obtaining management approval for initiating an 
	Clarify the organization’s priorities to develop an ISMS
	Define the preliminary ISMS scope
	Develop the preliminary ISMS scope
	Define roles & responsibilities for the preliminary ISMS sco

	Create the business case and the project plan for management

	Defining ISMS scope, boundaries and ISMS policy
	Overview of defining ISMS scope, boundaries and ISMS policy
	Define organizational scope and boundaries
	Define information communication technology (ICT) scope and 
	Define physical scope and boundaries
	Integrate each scope and boundaries to obtain the ISMS scope
	Develop the ISMS policy and obtain approval from management

	Conducting information security requirements analysis
	Overview of conducting information security requirements ana
	Define information security requirements for the ISMS proces
	Identify assets within the ISMS scope
	Conduct an information security assessment

	Conducting risk assessment and planning risk treatment
	Overview of conducting risk assessment and planning risk tre
	Conduct risk assessment
	Select the control objectives and controls
	Obtain management authorization for implementing and operati

	Designing the ISMS
	Overview of designing the ISMS
	Design organizational information security
	Design of the final organizational structure for information
	Design a framework for documentation of the ISMS
	Design the information security policy
	Develop information security standards and procedures

	Design ICT and physical information security
	Design ISMS specific information security
	Plan for management reviews
	Design information security awareness, training and educatio

	Produce the final ISMS project plan


