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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The prodedures used to develop this document and those intended for its further maintenarjce

are described in the ISO/IEC Directives, Part 1. In particular, the different approval (critey
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r the different types of document should be noted. This document was .drafted
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Introduction

0.1 Background and context

This document is designed for organizations of all types and sizes. It is to be used as a reference for
determining and implementing controls for information security risk treatment in an information
security management system (ISMS) based on ISO/IEC 27001. It can also be used as a guidance
document for organizations determining and implementing commonly accepted information security
controls. Furthermore, this document is intended for use in developing industry and organization-

setfte—i totr—seetr sttdelnes,—taking—nto—consideration—thetty specific
information security risk e her than

Onganizations of all types and sizes (including public and private sector, commereial and npn-profit)
ate, collect, process, store, transmit and dispose of information in many forms, including dlectronic,

The value of information goes beyond written words, numbers and images: knowledge, concelpts, ideas
arld brands are examples of intangible forms of information. In an interconnected world, information
arld other associated assets deserve or require protection against variepts risk sources, whethdr natural,

Information security is achieved by implementing a suitable set of controls, including policfes, rules,
ocesses, procedures, organizational structures and software and hardware functions. Tq meet its
ecific security and business objectives, the organization 'should define, implement, monitgr, review
arld improve these controls where necessary. An ISMSsuch as that specified in ISO/IEC 270()1 takes a
hdlistic, coordinated view of the organization’s information security risks in order to determine and
plement a comprehensive suite of information“security controls within the overall framework of a
coherent management system.

Many information systems, including theirymanagement and operations, have not been designed to be
sefure in terms of an ISMS as specifiedin“ISO/IEC 27001 and this document. The level of security that
can be achieved only through techneldgical measures is limited and should be supported by appropriate
management activities and organizational processes. Identifying which controls should bg¢ in place
reguires careful planning and attention to detail while carrying out risk treatment.

A |successful ISMS requires/support from all personnel in the organization. It can als¢ require
pdrticipation from other ‘interested parties, such as shareholders or suppliers. Advice from subject
matter experts can also-be needed.

A buitable, adequate’and effective information security management system provides assurahce to the
organization’sémahagement and other interested parties that their information and other associated
aspets are kept reasonably secure and protected against threats and harm, thereby engbling the
organization'to achieve the stated business objectives.

0.2 Information security requirements

It is essential that an organization determines its information security requirements. There are three
main sources of information security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. This can be facilitated or supported through an information security-
specific risk assessment. This should result in the determination of the controls necessary to
ensure that the residual risk to the organization meets its risk acceptance criteria;

b) the legal, statutory, regulatory and contractual requirements that an organization and its
interested parties (trading partners, service providers, etc.) have to comply with and their socio-
cultural environment;

© ISO/IEC 2022 - All rights reserved vii
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c) the set of principles, objectives and business requirements for all the steps of the life cycle of
information that an organization has developed to support its operations.

0.3 Controls

A control is defined as a measure that modifies or maintains risk. Some of the controls in this document
are controls that modify risk, while others maintain risk. An information security policy, for example,
can only maintain risk, whereas compliance with the information security policy can modify risk.
Moreover, some controls describe the same generic measure in different risk contexts. This document
provides a generic mixture of organizational, people, physical and technological information security

rerad £ aad i u o] L s
controls gerivedfromintet natrorany recogntzeaoestpractices:

0.4 Det¢rmining controls

Determining controls is dependent on the organization’s decisions following a risk asses§ment, with
a clearly [defined scope. Decisions related to identified risks should be based on the cfiteria for risk
acceptange, risk treatment options and the risk management approach applied by the organization. The
determinption of controls should also take into consideration all relevant national ,and international
legislatioh and regulations. Control determination also depends on the manner in which contrgls
interact with one another to provide defence in depth.

The orgapization can design controls as required or identify them from anySource. In specifying suich
controls, [the organization should consider the resources and investment needed to implement ahd
operate gl control against the business value realized. See ISO/IEC TRQ7016 for guidance on decisions
regarding the investment in an ISMS and the economic consequences of these decisions in the contextjof
competinig requirements for resources.

There shquld be a balance between the resources deployed for implementing controls and the potentjal
resulting|business impact from security incidents in the>absence of those controls. The results of a
risk assessment should help guide and determine thetappropriate management action, priorities for
managing information security risks and for implementing controls determined necessary to protgct
against these risks.

Some of the controls in this document can beconsidered as guiding principles for information security
managenjent and as being applicable fof" most organizations. More information about determinipng
controls gnd other risk treatment options can be found in ISO/IEC 27005.

0.5 Developing organization-specific guidelines

This docfiment can be regarded-as a starting point for developing organization-specific guidelings.
Not all of|the controls and guidance in this document can be applicable to all organizations. Additional
controls gdnd guidelines notincluded in this document can also be required to address the specific needs
of the orgdanization and the risks that have been identified. When documents are developed containipg
additiond]l guideline$or controls, it can be useful to include cross-references to clauses in this documgnt
for futurg reference!

0.6 Life cyele‘considerations

Information has a tife cycle, from creatton to dfsposal. T he valiue of, and risk3 to, information can vary
throughout this life cycle (e.g. unauthorized disclosure or theft of a company’s financial accounts is
not significant after they have been published, but integrity remains critical) therefore, information
security remains important to some extent at all stages.

Information systems and other assets relevant to information security have life cycles within which
they are conceived, specified, designed, developed, tested, implemented, used, maintained and
eventually retired from service and disposed of. Information security should be considered at every
stage. New system development projects and changes to existing systems provide opportunities to
improve security controls while taking into account the organization’s risks and lessons learned from
incidents.

viil © ISO/IEC 2022 - All rights reserved
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While this document offers guidance on a broad range of information security controls that are
commonly applied in many different organizations, other documents in the ISO/IEC 27000 family
provide complementary advice or requirements on other aspects of the overall process of managing
information security.

Refer to ISO/IEC 27000 for a general introduction to both ISMS and the family of documents.
ISO/IEC 27000 provides a glossary, defining most of the terms used throughout the ISO/IEC 27000
family of documents, and describes the scope and objectives for each member of the family.

TH
ar
IS
in
se

ere are sector-specific standards that have additional controls which aim at addressin
eas (e.g. ISO/IEC 27017 for cloud services, ISO/IEC 27701 for privacy, ISO/IEC 270191
D/IEC 27011 for telecommunications organizations and ISO 27799 for health). Such, stan

ctions in Clauses 5-8.

b specific
r energy,
lards are

Cluded in the Bibliography and some of them are referenced in the guidance and.other information
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Information security, cybersecurity and privacy
protection — Information security controls

1

Scope

Th
i

a)
b)

c)

2
T}

3

3.

Far the purposes of this document, the followingterms and definitions apply.

IS

ad
m
by

as
an

Nd

J.1

g2

fs—doTument provides a Teference Set Of Eemeric IMmforation  Security COItIots
plementation guidance. This document is designed to be used by organizations:

within the context of an information security management system (ISMS) based.onISO/I
for implementing information security controls based on internationally recognized best

for developing organization-specific information security management guidelines.

Normative references

ere are no normative references in this document.

Terms, definitions and abbreviated terms

1 Terms and definitions

D and [EC maintain terminology databases¥for use in standardization at the following addrg

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at https://www.electropedia.org/

cess control
bans to ensure that physical and logical access to assets (3.1.2) is authorized and restricted
siness and information security requirements

set
ything thatthas value to the organization

te 1torentry: In the context of information security, two kinds of assets can be distinguished:

including

EC 27001;

practices;

SSesS:

based on

the primary assets:

— information;

— business processes (3.1.27) and activities;

the supporting assets (on which the primary assets rely) of all types, for example:
— hardware;

— software;

— network;

— personnel (3.1.20);
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— site;
— organization’s structure.

3.1.3

attack

successful or unsuccessful unauthorized attempt to destroy, alter, disable, gain access to an asset (3.1.2)
or any attempt to expose, steal, or make unauthorized use of an asset (3.1.2)

3.1.4
authentication
provision of assurance that a claimed characteristic of an entity (3.1.11) is correct

3.1.5
authentitity
property|that an entity (3.1.11) is what it claims to be

3.1.6
chain of custody
demonstiable possession, movement, handling and location of material from '0n€ point in time urjtil
another

Note 1 to gntry: Material includes information and other associated assets (3.1.2).in the context of ISO/IEC 27002.
[SOURCEJISO/IEC 27050-1:2019, 3.1, modified — “Note 1 to entry” ddded]

3.1.7
confidential information
information that is not intended to be made available or dis¢losed to unauthorized individuals, entitfes
(3.1.11) of processes (3.1.27)

3.1.8
control
measure fhat maintains and/or modifies risk

Note 1 to gntry: Controls include, but are nof limited to, any process (3.1.27), policy (3.1.24), device, practice|or
other conditions and/or actions which maintain and/or modify risk.

Note 2 to ¢ntry: Controls may not always exert the intended or assumed modifying effect.
[SOURCE{1SO 31000:2018, 3.8]

3.1.9
disruption
incident, whether anticipated or unanticipated, that causes an unplanned, negative deviation from the
expected|deliveryof products and services according to an organization’s objectives

[SOURCE]1S@ 22301:2019, 3.10]

3.1.10
endpoint device
network connected information and communication technology (ICT) hardware device

Note 1 to entry: Endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,
printers or other specialized hardware including smart meters and Internet of things (IoT) devices.

3.1.11
entity
item relevant for the purpose of operation of a domain that has recognizably distinct existence

Note 1 to entry: An entity can have a physical or a logical embodiment.

2 © ISO/IEC 2022 - All rights reserved
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EXAMPLE A person, an organization, a device, a group of such items, a human subscriber to a telecom
service, a SIM card, a passport, a network interface card, a software application, a service or a website.

[SOURCE: ISO/IEC 24760-1:2019, 3.1.1]

3.1.12
information processing facility
any information processing system, service or infrastructure, or the physical location housing it

[SOURCE: ISO/IEC 27000:2018, 3.27, modified — "facilities" has been replaced with facility.]

promise of information security that leads to the undesired destruction, loss, altenation, disclosure

ogcurrence indicating a possible information security breach (3.1.13) or failure of controls (3.18)

[SPURCE: ISO/IEC 27035-1:2016, 3.3, modified — “breach of information security” has beer] replaced

orle or multiple related and identified information security events (3.1.14) that can harm an orgapization’s

rcise of a consistent and effective approach to the handling of information security incidentf (3.1.15)

set of applications, servicés,) information technology assets (3.1.2), or other informationfhandling

inferested party
stakeholdér

pdrson.ar.organization that can affect, be affected by, or perceive itself to be affected by a dg¢cision or
activity

[SOURCE:TSO/TEC Z27000:2018, 3.37]

3.1.19
non-repudiation
ability to prove the occurrence of a claimed event or action and its originating entities (3.1.11)

3.1.20
personnel
persons doing work under the organization’s direction

Note 1 to entry: The concept of personnel includes the organization’s members, such as the governing body, top
management, employees, temporary staff, contractors and volunteers.

© ISO/IEC 2022 - All rights reserved 3
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3.1.21

personally identifiable information

PII

any information that (a) can be used to establish a link between the information and the natural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person.

Note 1 to entry: The “natural person” in the definition is the PII principal (3.1.22). To determine whether a PII
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural
person.

[SOURCE]ISO/IEC 29100:2011/Amd.1:2018, 2.9]

3.1.22
PII princjpal
natural person to whom the personally identifiable information (PIl) (3.1.21) relates

Note 1 to [entry: Depending on the jurisdiction and the particular data protection and privaey legislation, the
synonym |data subject” can also be used instead of the term “PII principal”.

[SOURCE]ISO/IEC 29100:2011, 2.11]

3.1.23
PII procgssor
privacy stakeholder that processes personally identifiable information (PII) (3.1.21) on behalf of and|in
accordange with the instructions of a PII controller

[SOURCE]ISO/IEC 29100:2011, 2.12]

3.1.24
policy
intentionp and direction of an organization, as formally expressed by its top management
[SOURCE{ISO/IEC 27000:2018, 3.53]

3.1.25
privacy impact assessment
PIA
overall pfocess (3.1.27) of identifying, analysing, evaluating, consulting, communicating and plannipg
the treatment of potential privaey impacts with regard to the processing of personally identifiable
informatipn (PII) (3.1.21), framed within an organization’s broader risk management framework

[SOURCE{ISO/IEC 29134:2017, 3.7, modified — Note 1 to entry removed.]

3.1.26
procedure
specified|way to'carry out an activity or a process (3.1.27)

[SOURCE] IS0 30000:20009, 3.12]

3.1.27
process
set of interrelated or interacting activities that uses or transforms inputs to deliver a result

[SOURCE: ISO 9000:2015, 3.4.1, modified— Notes to entry removed.]

3.1.28

record

information created, received and maintained as evidence and as an asset (3.1.2) by an organization or
person, in pursuit of legal obligations or in the transaction of business

4 © ISO/IEC 2022 - All rights reserved
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Note 1 to entry: Legal obligations in this context include all legal, statutory, regulatory and contractual
requirements.

[SOURCE: ISO 15489-1:2016, 3.14, modified— “Note 1 to entry” added.]

3.1.29

recovery point objective

RPO

point in time to which data are to be recovered after a disruption (3.1.9) has occurred

systems,

red to be

ocuments.

or public
curity or

pdtential cause of an unpwanted incident, which can result in harm to a system or organizatior
[SPURCE: ISO/IEC 27000:2018, 3.74]

3.1.35

topic-specificpolicy
infentions.and direction on a specific subject or topic, as formally expressed by the appropriate level of
management

NdteZl to entry: Topic-specific policies can formally express rules (3.1.32) or organization standards.

Note 2 to entry: Some organizations use other terms for these topic-specific policies.
Note 3 to entry: The topic-specific policies referred to in this document are related to information security.

EXAMPLE Topic-specific policy on access control (3.1.1), topic-specific policy on clear desk and clear screen.

3.1.36
user
interested party (3.1.18) with access to the organization’s information systems (3.1.17)

EXAMPLE Personnel (3.1.20), customers, suppliers.
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3.1.37
user endpoint device
endpoint device (3.1.10) used by users to access information processing services

Note 1 to entry: User endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,
etc.

3.1.38
vulnerability
weakness of an asset (3.1.2) or control (3.1.8) that can be exploited by one or more threats (3.1.34)

[SOURCE]ISO/IEC 27000:2018, 3.77]

3.2 Abpreviated terms

ABAC attribute-based access control

ACL access control list

BIA business impact analysis

BYOD bring your own device

CAPTCHA completely automated public Turing test to tell computersand humans apart
CPU central processing unit

DAC discretionary access control

DNS domain name system

GPS global positioning system

[AM identity and access management

ICT information and communicationr'technology
ID identifier

IDE integrated development environment

IDS intrusion detection system

loT internet of things

IP internetprotocol

IPS intrusion prevention system

IT information technology

ISMS information security management system
MAC mandatory access control

NTP network time protocol

PIA privacy impact assessment

PII personally identifiable information
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PIN personal identification number

PKI public key infrastructure

PTP precision time protocol

RBAC role-based access control

RPO recovery point objective

RTO recovery timeobjective

SAST static application security testing
ST secure digital

SON software-defined networking
SI)-WAN software-defined wide area networking
SIEM security information and event management
SMIS short message service

SQL structured query language

SS0 single sign on

SWID software identification

UEBA user and entity behaviour analytics
URS uninterruptible power supply

URL uniform resource locator

UYB universal serial bus

VM virtual maching

VN virtual private network

WiFi wirelessfidelity

4| Structure of this document

4.1 Clauses

This document is structured as follows:

a) Organizational controls (Clause 5)

b) People controls (Clause 6)

c) Physical controls (Clause 7)

d) Technological controls (Clause 8)

There are 2 informative annexes:

— Annex A — Using attributes
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x B — Correspondence with ISO/IEC 27002:2013

— Anne

Annex A explains how an organization can use attributes (see 4.2) to create its own views based on the
control attributes defined in this document or of its own creation.

Annex B shows the correspondence between the controls in this edition of ISO/IEC 27002 and the
previous 2013 edition.

4.2 Themes and attributes

The cate
Controls
a) peop
b) phys
c) techr
d) otheq

The orga
controls

OT1Zationm of COMrofs gIVer I CHauses S t0 8 are TeferTed to as UIeIes.
hire categorized as:

e, if they concern individual people;

cal, if they concern physical objects;

ological, if they concern technology;

wise they are categorized as organizational.

hization can use attributes to create different views which are different categorizations
hs seen from a different perspective to the themes. Attributes’can be used to filter, sort

present ¢
and prov

By way o¢f example, each control in this document has been associated with five attributes w
correspohding attribute values (preceded by "#" to make.thém searchable), as follows:

a) Control type

Control type is an attribute to view controls\from the perspective of when and how the conti
modifies the risk with regard to the occurrenee of an information security incident. Attribute valy

consi
secur
Corré

b) Infor

Infor
chara
Confi

c) Cybe

Cybe
of cd

pbntrols in different views for different audiences. Annex A éxplains how this can be achiev|
des an example of a view.

st of Preventive (the control that.is'intended to prevent the occurrence of an informati
ity incident), Detective (the conitpol acts when an information security incident occurs) a
ctive (the control acts after an' information security incident occurs).

mation security properties

mation security properties is an attribute to view controls from the perspective of whi
cteristic of information the control will contribute to preserving. Attribute values consist
dentiality, Integrity and Availability.

Fsecurity concepts

Fsecurity” concepts is an attribute to view controls from the perspective of the associati

ISO/IE€ETS 27110. Attribute values consist of Identify, Protect, Detect, Respond and Recover.

ntrols to cybersecurity concepts defined in the cybersecurity framework described [i

of
or
ed

ol
es
bn
hd

ch
of

pn

d) Operational capabilities

Operational capabilities is an attribute to view controls from the practitioner’s perspective of
information security capabilities. Attribute values consist of Governance, Asset_management,
Information_protection, Human_resource_security, Physical_security, System_and_network_
security, Application_security, Secure_configuration, Identity_and_access_management,
Threat_and_vulnerability_management, Continuity, Supplier_relationships_security, Legal_and_
compliance, Information_security_event_management and Information_security_assurance.
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Security domains

Security domains is an attribute to view controls from the perspective of four information security
domains: “Governance and Ecosystem” includes “Information System Security Governance &
Risk Management” and “Ecosystem cybersecurity management” (including internal and external
stakeholders); “Protection” includes “IT Security Architecture”, “IT Security Administration”,
“Identity and access management”, “IT Security Maintenance” and “Physical and environmental
security”; “Defence” includes “Detection” and “Computer Security Incident Management”;
“Resilience” includes “Continuity of operations” and “Crisis management”. Attribute values consist

of Governance_and_Ecosystem, Protection, Defence and Resilience.

TH
us
at
at
at

T}

.3 Control layout

e attributes given in this document are selected because they are considered generic enoi.lgh to be
ed by different types of organizations. Organizations can choose to disregard one Qy‘m¢re of the
fributes given in this document. They can also create attributes of their own (with theorrdsponding
[ribute values) to create their own organizational views. Clause A.2 includeS\ekamplep of such
fributes.

e layout for each control contains the following:
Control title: Short name of the control;
Attribute table: A table shows the value(s) of each attribute for the given control;
Control: What the control is;
Purpose: Why the control should be implementéd;
Guidance: How the control should be implemented;

Other information: Explanatory text orreferences to other related documents.

Subheadings are used in the guidance text for some controls to aid readability where guidance |s lengthy

an
ar

d addresses multiple topics. Such-headings are not necessarily used in all guidance text. Sujheadings
e underlined.

5( Organizational cantrols
5.1 Policies for-information security
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Governance #Governance_ar]d_Eco-
#Integrity system #Resilierjce
#Availability

Control

Information security policy and topic-specific policies should be defined, approved by management,
published, communicated to and acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.

Purpose

To ensure continuing suitability, adequacy, effectiveness of management direction and support
for information security in accordance with business, legal, statutory, regulatory and contractual
requirements.
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Guidance

At the highest level, the organization should define an “information security policy” which is approved
by top management and which sets out the organization’s approach to managing its information

security.

The information security policy should take into consideration requirements derived from:

a) business strategy and requirements;

b) regulations, legislation and contracts;

c) thec

The infor

irrent and projected information security risks and threats.

mation security policy should contain statements concerning:

a) definfition of information security;

b) infor
c) pring
d) comn
e) comr
f) assig
g) procg
Top mana

At a low
needed, t
are typic

cover cer
informati
Examples
a) acceg
b) phys
c) asset
d) infor

e) secul

mation security objectives or the framework for setting information security objectives;
iples to guide all activities relating to information security;

hitment to satisfy applicable requirements related to information‘security;

hitment to continual improvement of the information security management system;
nment of responsibilities for information security management to defined roles;

dures for handling exemptions and exceptions.

gement should approve any changes to the information security policy.

b1 level, the information security policy shiéuld be supported by topic-specific policies
b further mandate the implementation ofinformation security controls. Topic-specific polic
hlly structured to address the needs of certain target groups within an organization or
tain security areas. Topic-specific-policies should be aligned with and complementary to t
on security policy of the organiZation.

of such topics include:

s control;

cal and environmental security;
management;

mation transfer;

e corifiguration and handling of user endpoint devices;

f) netw|

prking security;

g) information security incident management;

h) backup;

i) cryptography and key management;

j)  information classification and handling;

k) management of technical vulnerabilities;

1) secure development.

10
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The responsibility for the development, review and approval of the topic-specific policies should be
allocated to relevant personnel based on their appropriate level of authority and technical competency.
The review should include assessing opportunities for improvement of the organization’s information
security policy and topic-specific policies and managing information security in response to changes
to:

a)
b)

c)

the organization’s business strategy;
the organization’s technical environment;

rpgnhfinnc statutes ]pgic]qfinn and contracts;

d)
e)
f)

T}
m

considered when one policy is changed to maintain consistency.

Th
pd
in
ag
an
in

can name these topic-specific policies as standards(directives, policies or others.

If

care should be taken not to improperly disclose confidential information.
TJ;

information security risks;
the current and projected information security threat environment;
lessons learned from information security events and incidents.

e review of information security policy and topic-specific policies should take the 1
hnagement reviews and audits into account. Review and update of othér related policies

e information security policy and topic-specific policies should be communicated to
rsonnel and interested parties in a form that is relevant; aecessible and understandal
fended reader. Recipients of the policies should be requifed to acknowledge they unders
ree to comply with the policies where applicable. The’ organization can determine thg

formation security policy and topic-specific policies\¢an be in a single document. The org

the information security policy or any topiesspecific policy is distributed outside the org

le 1 illustrates the differences between information security policy and topic-specific poli

esults of
hould be

relevant
le to the
tand and
b formats

d names of these policy documents that meet the organization’s needs. In some organizaftions, the

anization

hnization,

Y.

Table 1 — Differences between information security policy and topic-specific policy

Information security policy Topic-specific polity
Lé¢vel of detail General or high-level Specific and detaildd
Dpcumented and formally . |
approved by Top management Appropriate level of mandgement

Other information

Tqpic-specific'policies can vary across organizations.

5.2 -“Information security roles and responsibilities
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Governance #Governance_and_Ecosys-
#Integrity tem #Protection #Resilience
#Availability
Control

Information security roles and responsibilities should be defined and allocated according to the
organization needs.

© ISO/IEC 2022 - All rights reserved
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Purpose

To establish a defined, approved and understood structure for the implementation, operation and
management of information security within the organization.

Guidance

Allocation of information security roles and responsibilities should be done in accordance with the
information security policy and topic-specific policies (see 5.1). The organization should define and
manage responsibilities for:

a) protg
b) carry
c) infor

torig
d) all pe

These re
specific s
responsil
determin|

Each sec
communi

ction of information and other associated assets;

ing out specific information security processes;

k owners);

rsonnel using an organization’s information and other associated assets.

ites and information processing facilities. Individuals with allo€ated information secur
ilities can assign security tasks to others. However, they remain accountable and shou
e that any delegated tasks have been correctly performed.

urity area for which individuals are responsible should be defined, documented a
cated. Authorization levels should be defined and dosumented. Individuals who take on

mation security risk management activities and in particular acceptance of residualrisks (¢.

sponsibilities should be supplemented, where necessary, with more\detailed guidance for

ty
1d

hd
a

specific information security role should be competent in the knowledge and skills required by the r¢le

and shou

to fulfil the responsibilities of the role.

Other inf

Many org
developm
mitigatin

However,
manager}
for its day

d be supported to keep up to date with developmefits related to the role and required in ord

ormation

anizations appoint an information security manager to take overall responsibility for t
ent and implementation of information security and to support the identification of risks a
b controls.

responsibility for resourcing~and implementing the controls often remains with individy

r-to-day protection.

er

he
hd

al

. One common practice i$_to appoint an owner for each asset who then becomes responsille

Dependirlg on the size and Tesourcing of an organization, information security can be covered py

dedicated roles or duties-carried out in addition to existing roles.

5.3 SeTregation of duties

Contrdl type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Governance #Governance_and_ECOSysS-
#Integrity #ldentity_and_ac- |tem
#Availability cess_management

Control

Conflicting duties and conflicting areas of responsibility should be segregated.

Purpose

To reduce the risk of fraud, error and bypassing of information security controls.

12
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Guidance

Segregation of duties and areas of responsibility aims to separate conflicting duties between different
individuals in order to prevent one individual from executing potential conflicting duties on their own.

The organization should determine which duties and areas of responsibility need to be segregated. The
following are examples of activities that can require segregation:

a) initiating, approving and executing a change;

b) requesting, approving and implementing access rights;

c)| designing, implementing and reviewing code;

d)| developing software and administering production systems;

e)| using and administering applications;

f)| using applications and administering databases;

g)| designing, auditing and assuring information security controls.

The possibility of collusion should be considered in designing.the segregation contrdls. Small
organizations can find segregation of duties difficult to achieve;ybut the principle should He applied
as| far as is possible and practicable. Whenever it is difficulf«to segregate, other controls $hould be
considered, such as monitoring of activities, audit trails andymanagement supervision.

Cqre should be taken when using role-based access control systems to ensure that persor]s are not
grpnted conflicting roles. When there is a large number of roles, the organization should consider using
automated tools to identify conflicts and facilitate:their removal. Roles should be carefully deffined and
prpvisioned to minimize access problems if a role.is removed or reassigned.

Other information

N¢ other information.

5.4 Management responsibilities

Control type Infermation Cybersecurity Operational Security dompins
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Governance #Governance_and_[cosys-
#lntegrity tem
#Availability
Cantrol

Managenient should require all personnel to apply information security in accordance |with the
established information security policy, topic-specific policies and procedures of the organiza1ti0n.

Purpose

To ensure management understand their role in information security and undertake actions aiming to
ensure all personnel are aware of and fulfil their information security responsibilities.

Guidance

Management should demonstrate support of the information security policy, topic-specific policies,
procedures and information security controls.

Management responsibilities should include ensuring that personnel:

a) are properly briefed on their information security roles and responsibilities prior to being granted
access to the organization’s information and other associated assets;
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b) are provided with guidelines which state the information security expectations of their role within
the organization;

c) are mandated to fulfil the information security policy and topic-specific policies of the organization;

d) achieve a level of awareness of information security relevant to their roles and responsibilities
within the organization (see 6.3);

e) compliance with the terms and conditions of employment, contract or agreement, including the
organization’s information security policy and appropriate methods of working;

f) contipue to have the appropriate information security skills and qualifications through ongeing
profgssional education;

g) wherje practicable, are provided with a confidential channel for reporting violations of infermatipn
secutity policy, topic-specific policies or procedures for information security (“whistleblowing’).
This |can allow for anonymous reporting, or have provisions to ensure that knewledge of the
identjity of the reporter is known only to those who need to deal with such reports;

h) areprovided with adequate resources and project planning time for implementing the organizatiop’s
secufity-related processes and controls.

Other information

No other [nformation.

5.5 Contact with authorities

Contro] type Information Cybersecurity. Operational Security domains
security properties concepts capabilities
#Preventjve #Confidentiality #ldentify #Protect #Governance #Defence
#Corrective #Integrity #Respond-#Recover #Resilience
#Availability
Control

The organization should establish and'maintain contact with relevant authorities.
Purpose

To ensur¢ appropriate flow¢f information takes place with respect to information security betwegn
the orgarlization and relevant legal, regulatory and supervisory authorities.

Guidance

The orgapizationyshould specify when and by whom authorities (e.g. law enforcement, regulatgry
bodies, sypervisery authorities) should be contacted and how identified information security incidents
should bd yreported in a timely manner.

Contacts with authorities should also be used to facilitate the understanding about the current and
upcoming expectations of these authorities (e.g. applicable information security regulations).

Other information
Organizations under attack can request authorities to take action against the attack source.

Maintaining such contacts can be a requirement to support information security incident management
(see 5.24 to 5.28) or the contingency planning and business continuity processes (see 5.29 and 5.30).
Contacts with regulatory bodies are also useful to anticipate and prepare for upcoming changes in
relevant laws or regulations that affect the organization. Contacts with other authorities include
utilities, emergency services, electricity suppliers and health and safety [e.g. fire departments (in
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connection with business continuity), telecommunication providers (in connection with line routing
and availability) and water suppliers (in connection with cooling facilities for equipment)].

5.6 Contact with special interest groups

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Respond |#Governance #Defence
#Corrective #Integrity #Recover
HAvailabilit

Cantrol

The organization should establish and maintain contact with special interest groups or-other gpecialist
serurity forums and professional associations.

Purpose

Td ensure appropriate flow of information takes place with respect to infermation security.
Guyidance

Membership of special interest groups or forums should be considéred as a means to:

a)| improve knowledge about best practices and stay up tgdate with relevant security inforrhation;
b)[ ensure the understanding of the information secutity environment is current;
c)| receive early warnings of alerts, advisories and patches pertaining to attacks and vulnergbilities;
d)| gain access to specialist information security advice;

e)| share and exchange information,@bout new technologies, products, services, threats or
vulnerabilities;

f)| provide suitable liaison points.when dealing with information security incidents (see 5.24 to 5.28).
Other information

N¢ other information.

5.7 Threat intelligence

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Detect #Threat_and_vulner- | #Defence
#Detéctive #Integrity #Respond ability_management |#Resilience
#{orvective #Availability
Control

Information relating to information security threats should be collected and analysed to produce threat
intelligence.

Purpose

To provide awareness of the organization’s threat environment so that the appropriate mitigation
actions can be taken.
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Guidance

Information about existing or emerging threats is collected and analysed in order to:

a) facilitate informed actions to prevent the threats from causing harm to the organization;

b)

reduce the impact of such threats.

Threat intelligence can be divided into three layers, which should all be considered:

strategic threat intelligence: exchange of high-level information about the changing threat

appropriate to provide information requibed for the production of threat intelligence;

by impplementing processes to include information gathered from threat intelligence sources in

cape (e.g. types of attackers or types ot attacks);

al threat intelligence: information about attacker methodologies, tools and techholog
ved;

itional threat intelligence: details about specific attacks, including technical indicators.
Lelligence should be:
hnt (i.e. related to the protection of the organization);

htful (i.e. providing the organization with an accurate and detailed understanding of t
t landscape);

xtual, to provide situational awareness (i.e. adding contéx® to the information based on t
pf events, where they occur, previous experiences and prévalence in similar organizations);

hable (i.e. the organization can act on information quickly and effectively).
felligence activities should include:
lishing objectives for threat intelligence production;

ifying, vetting and selecting internal and external information sources that are necessary a

'ting information from selected sources, which can be internal and external;

ssing information collectéd to prepare it for analysis (e.g. by translating, formatting
borating information);

sing information té-understand how it relates and is meaningful to the organization;
hunicating and.sharing it to relevant individuals in a format that can be understood.

Lelligence-should be analysed and later used:

Fganization’s information security risk management processes;

or

to

as additional input to technical preventive and detective controls like firewalls, intrusion detection

a)
lands
b) tactig
invol
c) oper:
Threat in
a) relev
b) insig
thred
C) conte
time
d) actio
Threatin
a) estah
b) ident
c) colle
d) proce
corrg
e) analy
f) comn
Threat in
a)
the o
b)
syste
c)

m, or anti malware solutions;

as input to the information security test processes and techniques.

The organization should share threat intelligence with other organizations on a mutual basis in order
to improve overall threat intelligence.

Other information

Organizations can use threat intelligence to prevent, detect, or respond to threats. Organizations can
produce threat intelligence, but more typically receive and make use of threat intelligence produced by
other sources.
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Threat intelligence is often provided by independent providers or advisors, government agencies or
collaborative threat intelligence groups.

The effectiveness of controls such as 5.25, 8.7, 8.16 or 8.23, depends on the quality of available threat
intelligence.

5.8 Information security in project management

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Protect |#Governance #Governance_and) Fcosys-
#Integrity tem #Protection
#Availability
Cantrol

Information security should be integrated into project management.
Purpose

Td ensure information security risks related to projects and deliverables are effectively addressed in
prpject management throughout the project life cycle.

Guidance

Information security should be integrated into project management to ensure information secyrity risks
arg addressed as part of the project management. Thisican be applied to any type of project regardless
of|its complexity, size, duration, discipline or application area (e.g. a project for a core businesp process,
IC[T, facility management or other supporting processes).

The project management in use should requirethat:

a)| information security risks are assessed and treated at an early stage and periodically s part of
project risks throughout the projectlife cycle;

b)| information security requiremeénts [e.g. application security requirements (8.26), reqyirements
for complying with intellectual property rights (5.32), etc.] are addressed in the early|stages of
projects;

c)| information security risks associated with the execution of projects, such as security of internal
and external comrmunication aspects are considered and treated throughout the project ljfe cycle;

d)| progress on‘information security risk treatment is reviewed and effectiveness of the trgatment is
evaluated.and tested.

The apprepriateness of the information security considerations and activities should be follojved up at
predefineéd stages by suitable persons or governance bodies, such as the project steering comjnittee.

Rr crpncibhailitine o d b ot e £og s fo b o cnoyeityy palavgant o tha et choanld ha d ined and
\.JI.IUAAJALIIAA\-A\';) IO OUCITUTICICT TUT TIIToT IITacIuUTT oo TUT ALJ TCICVOITIC COU CITCT l.ll UJ\'\'L JIIoudld DT UcCT

allocated to specified roles.

Information security requirements for products or services to be delivered by the project should be
determined using various methods, including deriving compliance requirements from information
security policy, topic-specific policies and regulations. Further information security requirements can
be derived from activities such as threat modelling, incident reviews, use of vulnerability thresholds
or contingency planning, thus ensuring that the architecture and design of information systems are
protected against known threats based on the operational environment.

Information security requirements should be determined for all types of projects, not only ICT
development projects. The following should also be considered when determining these requirements:
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a) whatinformation is involved (information determination), what are the corresponding information
security needs (classification; see 5.12) and the potential negative business impact which can result

from lack of adequate security;

b) the required protection needs of information and other associated assets involved, particularly
terms of confidentiality, integrity and availability;

c) the level of confidence or assurance required towards the claimed identity of entities in order
derive the authentication requirements;

f) requirements derived from business processes, such as transaction logging and monitoring, nd
repudliation requirements;

g) requjrements mandated by other information security controls (e.g. intéxfaces to logging a
moniforing or data leakage detection systems);

h) comgpgliance with the legal, statutory, regulatory and contractual\environment in which t
orgamization operates;

i) levellof confidence or assurance required for third parties touneet the organization’s informati
secutity policy and topic-specific policies including relevantsecurity clauses in any agreements
contijacts.

Other information

The proj¢ct development approach, such as waterfall life cycle or agile life cycle, should suppd
informatjon security in a structured way that can be adapted to suit the assessed severity of t
informatjon security risks, based on the character of the project. Early consideration of informati
security fequirements for the product or.service (e.g. at the planning and design stages), can le
to more pffective and cost-efficient solutions for quality and information security. ISO 21500 a

in

to

rt
he
bn
hd
hd

ISO 2150L provide guidance on concepts-and processes of project management that are important for

the performance of projects.

ISO/IEC 47005 provides guidance-on the use of risk management processes to identify controls to mg
informatijon security requirenients.

5.9 Inventory of infermation and other associated assets

et

Contrdl type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevent{ve #Confidentiality #ldentify #Asset_manage- #Governance_and_Ecol
#Integrity ment system #Protection
#Availability
Control

An inventory of information and other associated assets, including owners, should be developed and

maintained.

Purpose

To identify the organization’s information and other associated assets in order to preserve their

information security and assign appropriate ownership.
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Guidance

Inventory

The organization should identify its information and other associated assets and determine their
importance in terms of information security. Documentation should be maintained in dedicated or

ex

isting inventories as appropriate.

2022(E)

The inventory of information and other associated assets should be accurate, up to date, consistent and
aligned with other inventories. Options for ensuring accuracy of an inventory of information and other
assaciated assets include:

a)

b)

T}

Th
th
in
fa

E3
as

T}

conducting regular reviews of identified information and other associated assets agdinst
inventory;

automatically enforcing an inventory update in the process of installing, changing or ren
asset.

e location of an asset should be included in the inventory as appropriate:

the asset

loving an

at the inventory should be maintained by the relevant functions,'if’can be seen as a set of dynamic

e inventory does not need to be a single list of information and othér’associated assets. CIsidering

Ventories, such as inventories for information assets, hardwaré, software, virtual machi
filities, personnel, competence, capabilities and records.

ch asset should be classified in accordance with the ‘elaSsification of the information
Sociated to that asset.

e granularity of the inventory of information dfid other associated assets should be

a
li
as

F
to
en
w
re
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TH

propriate for the needs of the organization. Sometimes specific instances of assets in the inf
cycle are not feasible to be documented due‘to the nature of the asset. An example of a s
etis a VM instance whose life cycle can bé of short duration.

r the identified information and other associated assets, ownership of the asset should be
an individual or a group and' the classification should be identified (see 5.12, 5.13). A
sure timely assignment of‘asset ownership should be implemented. Ownership should be
en assets are created orwhen assets are transferred to the organization. Asset ownership
hssigned as necessary-when current asset owners leave or change job roles.

vner duties

e asset owner.should be responsible for the proper management of an asset over the whole
cle, ensuring-that:

information and other associated assets are inventoried;

s (VMs),

see 5.12)

ht a level
ormation
hort-lived

assigned
rocess to
assigned
should be

asset life

mformation and other associated assets are appropriately classified and protected;

f)

g)

the classification is reviewed periodically;

components supporting technology assets are listed and linked, such as database, storage,

components and sub-components;

requirements for the acceptable use of information and other associated assets (see
established;

access restrictions correspond with the classification and that they are effective and are
periodically;

software

5.10) are

reviewed

information and other associated assets, when deleted or disposed, are handled in a secure manner

and removed from the inventory;
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h) they are involved in the identification and management of risks associated with their asset(s);
i) they support personnel who have the roles and responsibilities of managing their information.
Other information

Inventories of information and other associated assets are often necessary to ensure the effective
protection of information and can be required for other purposes, such as health and safety, insurance
or financial reasons. Inventories of information and other associated assets also support risk
management, audit activities, vulnerability management, incident response and recovery planning.

Tasks and responsibilities can be delegated (e.g. to a custodian looking after the assets on a daily basis),
but the p¢rson or group who delegated them remains accountable.

It can be [useful to designate groups of information and other associated assets which actctogether|to
provide g particular service. In this case, the owner of this service is accountable for the delivery of the
service, ifcluding the operation of its assets.

See ISO/IEC 19770-1 for additional information on information technology (IT) asset management. See
[SO 55001 for additional information on asset management.

5.10 Ac¢eptable use of information and other associated assets

Controlltype Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Asset_management |#Governance_and_Ecosyg-
#Integrity #Information_pro- tem #Protection
#Availability tection
Control

Rules for| the acceptable use and procedures for, handling information and other associated asséts
should bq identified, documented and implemented.

Purpose
To ensur¢ information and other asseciated assets are appropriately protected, used and handled.
Guidance

Personne] and external partyiSers using or having access to the organization’s information and otHer
associatefl assets should be 'made aware of the information security requirements for protecting ahd
handling [the organization’s information and other associated assets. They should be responsible for
their use pf any inforniation processing facilities.

ization-should establish a topic-specific policy on the acceptable use of information and otHer
assets and communicate it to anyone who uses or handles information and other associated
1S

The orga
associatef
assets. The topic-specific policy on acceptable use should provide clear direction on how individu
are expected 10 USe IMfornation and other associated assets. 1 1e topic-spe policy should state:

a) expected and unacceptable behaviours of individuals from an information security perspective;
b) permitted and prohibited use of information and other associated assets;
c) monitoring activities being performed by the organization.

Acceptable use procedures should be drawn up for the full information life cycle in accordance with its
classification (see 5.12) and determined risks. The following items should be considered:

a) accessrestrictions supporting the protection requirements for each level of classification;

b) maintenance of a record of the authorized users of information and other associated assets;
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c) protection of temporary or permanent copies of information to a level consistent with the
protection of the original information;
d) storage of assets associated with information in accordance with manufacturers’ specifications
(see 7.8);
e) clear marking of all copies of storage media (electronic or physical) for the attention of the
authorized recipient (see 7.10);
f) authorization of disposal of information and other associated assets and supported deletion
mm—hnd(c) (Qpp 8 10)
Other information
It can be the case that the assets concerned do not directly belong to the organizatipn; such|as public
clgud services. The use of such third-party assets and any assets of the organization associpted with
such external assets (e.g. information, software) should be identified as applicable and cpntrolled,
for example, through agreements with cloud service providers. Care should“also be takep when a
collaborative working environment is used.
5.11 Return of assets
Control type Information Cybersecurity Operational Security donpains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_manage- #Protection
#Integrity ment
#Availability
Cagntrol
Pdrsonnel and other interested parties as appropriate should return all the organization’s|assets in
their possession upon change or termination of their employment, contract or agreement.
Purpose
Td protect the organization’s assets as part of the process of changing or terminating employment,
cTtract or agreement.
Guidance
The change or termihation process should be formalized to include the return of all previoufly issued
pHysical and electronic assets owned by or entrusted to the organization.
In|cases wherg'personnel and other interested parties purchase the organization’s equipmgnt or use
their own. personal equipment, procedures should be followed to ensure that all relevant infofmation is
traced and transferred to the organization and securely deleted from the equipment (see 7.14).
In|cases where personnel and other interested parties have knowledge that is important t§ ongoing
operations, that information stroutd be documented and transferred to the organization.

During the notice period and thereafter, the organization should prevent unauthorized copying of
relevant information (e.g. intellectual property) by personnel under notice of termination.

The organization should clearly identify and document all information and other associated assets to
be returned which can include:

a)
b)

)

user endpoint devices;
portable storage devices;

specialist equipment;
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d) authentication hardware (e.g. mechanical keys, physical tokens and smartcards) for information
systems, sites and physical archives;

e) physical copies of information.
Other information

It can be difficult to return information held on assets which are not owned by the organization. In such
cases, it is necessary to restrict the use of information using other information security controls such
as access rights management (5.18) or use of cryptography (8.24).

5.12 Classification of information

Contrdl type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventjve #Confidentiality #ldentify #Information_pro- |#Protectien
#Integrity tection #Defenee
#Availability
Control

Informatjon should be classified according to the information security needs of the organization basgd
on confidentiality, integrity, availability and relevant interested party’requirements.

Purpose

To ensur¢ identification and understanding of protection needs of information in accordance with |ts
importanice to the organization.

Guidance

The organpization should establish a topic-specific policy on information classification and communicgte
it to all rdlevant interested parties.

The organpization should take into accountrequirements for confidentiality, integrity and availability|in
the classification scheme.

Classifications and associated protective controls for information should take account of busingss
needs for] sharing or restricting information, for protecting integrity of information and for assuripg
availability, as well as legal requirements concerning the confidentiality, integrity or availability of the
informatjon. Assets other than information can also be classified in compliance with classification|of
informatijon, which is stored in, processed by or otherwise handled or protected by the asset.

Owners df informatiertshould be accountable for their classification.

The clasdificatien~scheme should include conventions for classification and criteria for review of the
classificafioncover time. Results of classification should be updated in accordance with changes of the
value, ser]sitivity and criticality of information through their life cycle.

The scheme should be aligned to the topic-specific policy on access control (see 5.1) and should be able
to address specific business needs of the organization.

The classification can be determined by the level of impact that the information's compromise would
have for the organization. Each level defined in the scheme should be given a name that makes sense in
the context of the classification scheme’s application.

The scheme should be consistent across the whole organization and included in its procedures so that
everyone classifies information and applicable other associated assets in the same way. In this manner,
everyone has a common understanding of protection requirements and applies appropriate protection.

The classification scheme used within the organization can be different from the schemes used by
other organizations, even if the names for levels are similar. In addition, information moving between
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organizations can vary in classification depending on its context in each organization, even if their
classification schemes are identical. Therefore, agreements with other organizations that include
information sharing should include procedures to identify the classification of that information and to
interpret the classification levels from other organizations. Correspondence between different schemes
can be determined by looking for equivalence in the associated handling and protection methods.

Other information

Classification provides people who deal with information with a concise indication of how to handle

and protect it. Creating groups of information with similar protection needs and specifying information
1 paj £1 i 1 i 11+l 13t i - 1 £ sl od Ll Tla

Sefurityproceqaures—tnat appry to—atr e Hrornatonreaci—group—rachitateS Tt 1S approach

refduces the need for case-by-case risk assessment and custom design of controls.

Information can cease to be sensitive or critical after a certain period of time. For example, when the
information has been made public, it no longer has confidentiality requirements butscan still require
prpotection for its integrity and availability properties. These aspects should be’taken intd account,
as| over-classification can lead to the implementation of unnecessary controls resulting in gdditional
exlpense or, on the contrary, under-classification can lead to insufficiefit)controls to protect the
information from compromise.

Aq an example, an information confidentiality classification schemeycan be based on four|levels as
follows:

a)| disclosure causes no harm;
b)[ disclosure causes minor reputational damage or miner operational impact;
c)| disclosure has a significant short-term impact on,operations or business objectives;

d)| disclosure has a serious impact on long term business objectives or puts the surviyal of the
organization at risk.

5.13 Labelling of information

Control type Information Cybersecurity Operational Security donmpains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Information_ #Defence
#Integrity protection #Protection
#Availability
Cgntrol

An appropriaté’set of procedures for information labelling should be developed and implethented in
acpordance-with the information classification scheme adopted by the organization.

Purpose

Td fatilitate the communication of classification of information and support automation of information
processing and management.

Guidance

Procedures for information labelling should cover information and other associated assets in all
formats. The labelling should reflect the classification scheme established in 5.12. The labels should
be easily recognizable. The procedures should give guidance on where and how labels are attached in
consideration of how the information is accessed or the assets are handled depending on the types of
storage media. The procedures can define:

a) caseswhere labelling is omitted (e.g.labelling of non-confidential information to reduce workloads);

b) how to label information sent by or stored on electronic or physical means, or any other format;
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c¢) how to handle cases where labelling is not possible (e.g. due to technical restrictions).

Examples

of labelling techniques include:

a) physical labels;

b) headers and footers;

c) metadata;

d) watermarking;

e) rubb

Digital in
especially
informati
classifica

The proc
data shou

Relevant
on its inf

Personne
should bg
handled 3

Output fr

an appropriate classification label.

Other inf
Labelling

Other use

Pr-stamps.

r with regard to confidentiality. Metadata should also enable efficient and correctsearching
on. Metadata should facilitate systems to interact and make decisions based on'the associat|
Fion labels.

bdures should describe how to attach metadata to information, whatfabels to use and h
1d be handled, in line with the organization’s information model and1€T architecture.

dditional metadata should be added by systems when they procéss information dependi
rmation security properties.

provided with the necessary training to ensure that.information is correctly labelled a
ccordingly.

pbm systems containing information that is classified as being sensitive or critical should car

ormation

of classified information is a key requirement for information sharing,.

the infor

Labelling| of information and other-associated assets can sometimes have negative effects. Classifi
assets cah be easier to identify-hy malicious actors for potential misuse.

Some systems do not label individual files or database records with their classification but protect
informatijon at the highestlével of classification of any of the information that it contains or is permitt
to contain. It is usual in-stch systems to determine and then label information when it is exported.

ful metadata that can be attached'to the information is which organizational process creat
ation and at what time.

formation should utilize metadata in order to identify, manage and control informatiTn,

or
ed

ng

| and other interested parties should be made aware ofslabelling procedures. All personiel

hd

ry

hll
ed

5.14 Infprmation transfer
Contyoltype Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management #Protection
#Integrity #Information_protection
#Availability
Control

Information transfer rules, procedures, or agreements should be in place for all types of transfer
facilities within the organization and between the organization and other parties.

24
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Purpose

To maintain the security of information transferred within an organization and with any external
interested party.

Guidance
General

The organization should establish and communicate a topic-specific policy on information transfer
to all relevant interested parties. Rules, procedures and agreements to protect information in transit
shiould reflect the classification of the information involved. Where information is transferred between
the organization and third parties, transfer agreements (including recipient authentication) phould be
established and maintained to protect information in all forms in transit (see 5.10).

Information transfer can happen through electronic transfer, physical storage~media trapsfer and
verbal transfer.

Far all types of information transfer, rules, procedures and agreements should include:

a)| controls designed to protect transferred information from intéerception, unauthorizdd access,
copying, modification, misrouting, destruction and denial of\sérvice, including levels |of access
control commensurate with the classification of the informatien involved and any special controls
that are required to protect sensitive information, such @s use of cryptographic technaitlues (see
8.24);

b)| controls to ensure traceability and non-repudiation;xincluding maintaining a chain of cystody for
information while in transit;

c)| identification of appropriate contacts related-to the transfer including information owpers, risk
owners, security officers and information€ustodians, as applicable;

d)| responsibilities and liabilities in the event of information security incidents, such as loss of physical
storage media or data;

e)| use of an agreed labelling system for sensitive or critical information, ensuring that thg meaning
of the labels is immediately ‘understood and that the information is appropriately protgcted (see
5.13);

f)| reliability and availability of the transfer service;

g)| the topic-specificpolicy or guidelines on acceptable use of information transfer facilities (see 5.10);

h)| retention and,disposal guidelines for all business records, including messages;
NQTE Lkocal legislation and regulations can exist regarding retention and disposal of business recprds.

i)| the\eonsideration of any other relevant legal, statutory, regulatory and contractual reqyirements
(see 5.31, 5.32, 5.33, 5.34) related to transfer of information (e.g. requirements for ¢lectronic

roradiireac)
STETracurcsy:

Electronic transfer

Rules, procedures and agreements should also consider the following items when using electronic
communication facilities for information transfer:

a) detection of and protection against malware that can be transmitted through the use of electronic
communications (see 8.7);

b) protection of communicated sensitive electronic information that is in the form of an attachment;
c) prevention against sending documents and messages in communications to the wrong address or

number;
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d)

f)

g)

h)

Physical §torage media transfer

obtaining approval prior to using external public services such as instant messaging, social
networking, file sharing or cloud storage;

stronger levels of authentication when transferring information via publicly accessible networks;

restrictions associated with electronic communication facilities (e.g. preventing automatic
forwarding of electronic mail to external mail addresses);

advising personnel and other interested parties not to send short message service (SMS) or instant

messages with critical information since these can be read in public places (and therefore by
unauthorized person Q) arstored in devices not qdpr}anp]v prnfpr‘fpd:

adviging personnel and other interested parties about the problems of using fax machines [or
servires, namely:

1) ynauthorized access to built-in message stores to retrieve messages;

2) deliberate or accidental programming of machines to send messages to specifienumbers.

When trle:tllsferring physical storage media (including paper), rules, procedures and agreements shoyld

also include:

a) respqnsibilities for controlling and notifying transmission, dispat¢h and receipt;

b) ensufing correct addressing and transportation of the message;

c) packaging that protects the contents from any physieal damage likely to arise during tranpit
and in accordance with any manufacturers’ specifi¢ations, for example protecting against apy
envijonmental factors that can reduce the effectiveness of restoring storage media such |as
expopure to heat, moisture or electromagnetic<fields; using minimum technical standards for
packaging and transmission (e.g. the use of opaque envelopes);

d) alistfof authorized reliable couriers agreedby management;

e) courier identification standards;

f) depepding on the classification-devel of the information in the storage media to be transported, use
tamper evident or tamper-reSistant controls (e.g. bags, containers);

g) procédures to verify thedidentification of couriers;

h) approved list of third’parties providing transportation or courier services depending on the
classification of the-ihformation;

i) keeping logs-for identifying the content of the storage media, the protection applied as well [as

recorjdingthe list of authorised recipients, the times of transfer to the transit custodians apd
receipt-atthe destination.

Verbal transfer

To protect verbal transfer of information, personnel and other interested parties should be reminded

that they should:

a) not have confidential verbal conversations in public places or over insecure communication
channels since these can be overheard by unauthorized persons;

b) not leave messages containing confidential information on answering machines or voice messages
since these can be replayed by unauthorized persons, stored on communal systems or stored
incorrectly as a result of misdialling;

c) bescreened to the appropriate level to listen to the conversation;
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d) ensure thatappropriate room controls are implemented (e.g. sound-proofing, closed door);

e) begin any sensitive conversations with a disclaimer so those present know the classification level
and any handling requirements of what they are about to hear.

Other information

No other information.

5.15 Access control

Control type Information Cybersecurity Operational Security. domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protectio
#Integrity cess_management
#Availability

Cantrol

Ryles to control physical and logical access to information and other* associated assets ghould be

established and implemented based on business and information se¢upity requirements.

Puyrpose

Td ensure authorized access and to prevent unauthorized/access to information and other dssociated

asgets.

Guidance

Owvners of information and other associated assets should determine information security and business
refjuirements related to access control. A topicsspecific policy on access control should be defiped which
takes account of these requirements and should be communicated to all relevant interested parties.

These requirements and the topic-specific policy should consider the following:

a)| determining which entities require which type of access to the information and other associated

assets;

b)| security of applications,(see 8.26);

c)| physical access, which needs to be supported by appropriate physical entry controls (sdge

7.4);

N
I
N
©

d)| informatign-dissemination and authorization (e.g. the need-to-know principle) and information

e)| restrictions to privileged access (see 8.2);

f)| “segregation of duties (see 5.3);

security.lévels and classification of information (see 5.10, 5.12, 5.13);

g) relevant legislation, regulations and any contractual obligations regarding limitation of access to
data or services (see 5.31, 5.32, 5.33, 5.34, 8.3);

h) segregation of access control functions (e.g. access request, access authorization, access

administration);

i) formal authorization of access requests (see 5.16 and 5.18);

j) the management of access rights (see 5.18);

k) logging (see 8.15).
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Access control rules should be implemented by defining and mapping appropriate access rights and
restrictions to the relevant entities (see 5.16). An entity can represent a human user as well as a
technical or logical item (e.g. a machine, device or a service). To simplify the access control management,
specific roles can be assigned to entity groups.

The following should be taken into account when defining and implementing access control rules:

a) consi

stency between the access rights and information classification;

b) consistency between the access rights and the physical perimeter security needs and requirements;

c) considering all types of available connections in distributed environments so entities arecor

prov
servi
d) consi
Other inf
There are
used prin
a) need
ordel
hencg¢
b) need
clear
Care shot
a) estal
expre
expré
b) chan

facili

c) chan

initiated by an administratof;

d) when

Access cantrol rules sheuld be supported by documented procedures (see 5.16, 5.17, 5.18, 8.2, 8.3, 84

8.5,8.18)

There ar
(discretid
control).

ded with access to information and other associated assets, including networks and nétwdg
ces, that they are authorized to use;

dering how elements or factors relevant to dynamic access control can be refleeted.
ormation

often overarching principles used in the context of access control. Two.ofthe most frequen
ciples are:

to-know: an entity is only granted access to the information which that entity requires
to perform its tasks (different tasks or roles mean different néed-to-know information a
e different access profiles);

to-use: an entity is only assigned access to information technology infrastructure where
need is present.

1d be taken when specifying access control rules:to consider:

lishing rules based on the premise of least privilege, “Everything is generally forbidden unlg
ssly permitted”, rather than the weaker rule, “Everything is generally permitted unlg
ssly forbidden”;

bes in information labels (see 5.13)-that are initiated automatically by information processi
Fies and those initiated at the discretion of a user;

pes in user permissions that'are initiated automatically by the information system and thg

to define and regularly review the approval.

and defined ¥ésponsibilities (see 5.2, 5.17).

b severalh'ways to implement access control, such as MAC (mandatory access control), D
nary‘\access control), RBAC (role-based access control) and ABAC (attribute-based acce

ly
rk

in
hd

SS
SS

Access control rules can also contain dynamic elements (e.g. a function that evaluates past accesses or
specific environment values). Access control rules can be implemented in different granularity, ranging
from covering whole networks or systems to specific data fields and can also consider properties
such as user location or the type of network connection that is used for access. These principles and
how granular access control is defined can have a significant cost impact. Stronger rules and more
granularity typically lead to higher cost. Business requirements and risk considerations should be used
to define which access control rules are applied and which granularity is required.
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5.16 Identity management
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control
THeTultlife cycle of identities should be managed.
Puyrpose
Tq allow for the unique identification of individuals and systems accessing~the orgahization’s
information and other associated assets and to enable appropriate assignment of‘agcess rightp.
Guyidance
The processes used in the context of identity management should ensure that:
a)| for identities assigned to persons, a specific identity is only linked to a single person to pe able to
hold the person accountable for actions performed with this specific identity;
b)| identities assigned to multiple persons (e.g. shared identities) are only permitted where they
are necessary for business or operational reasons _afid are subject to dedicated approval and
documentation;
c)| identities assigned to non-human entities are~subject to appropriately segregated apptoval and
independent ongoing oversight;
d)| identities are disabled or removed in a.timely fashion if they are no longer required (elg. if their
associated entities are deleted or no.longer used, or if the person linked to an identity has left the
organization or changed the role);
e)| inaspecific domain, a single identity is mapped to a single entity, [i.e. mapping of multiplejidentities
to the same entity within the same context (duplicate identities) is avoided];
f)| records of all significant events concerning the use and management of user identitips and of
authentication information are kept.
The organization sheuld have a supporting process in place to handle changes to informatign related
to[user identities-These processes can include re-verification of trusted documents related to|a person.

W
sh
kn
as

ould ensure the third-party identities provide the required trust level and any associated

conhtrols related to associated authentication information (see 5.17).

hen using identities provided or issued by third parties (e.g. social media credentials), the organization

risks are

ownand sufficiently treated. This can include controls related to the third parties (see 5.1P) as well

Other information

Providing or revoking access to information and other associated assets is usually a multi-step

pr
a)
b)
‘)
d)

ocedure:
confirming the business requirements for an identity to be established;
verifying the identity of an entity before allocating them a logical identity;
establishing an identity;

configuring and activating the identity. This also includes configuration and initial setup
authentication services;
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e) providing or revoking specific access rights to the identity, based on appropriate authorization or
entitlement decisions (see 5.18).

5.17 Authentication information

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
HAvaHability

Control

Allocatiop and management of authentication information should be controlled by a mamagemgnt

process, including advising personnel on the appropriate handling of authentication information.

Purpose

To ensurg proper entity authentication and prevent failures of authentication processes.
Guidance

Allocation of authentication information

The alloc

a)

b)

f)

User responsibilities
Any person:ha

a)

b)

30

htion and management process should ensure that:

persanal passwords or personal identification numbers~(PINs) generated automatically duripg

enrolment processes as temporary secret authenticatiowinformation are non-guessable and uniq
for egch person, and that users are required to change them after the first use;

ue

procg¢dures are established to verify the identity¥of a user prior to providing new, replacement|or

tempprary authentication information;

authgntication information, including temporary authentication information, is transmitted
to ugers in a secure manner (e.g. overvan authenticated and protected channel) and the use|of

unpr

userq acknowledge receipt of atithentication information;

defaylt authentication information as predefined or provided by vendors is changed immediat¢
folloying installation ofisyStems or software;

btected (clear text) electronic mail messages for this purpose is avoided;

Pt

y

recoilds of significafitygvents concerning allocation and management of authentication informatipn

are kept and their<confidentiality is granted, and that the record-keeping method is approved (g.
by uding an approved password vault tool).

secret authentication information such as passwords are kept confidential. Personal secret
authentication information is not to be shared with anyone. Secret authentication information used
in the context of identities linked to multiple users or linked to non-personal entities are solely
shared with authorized persons;

affected or compromised authentication information is changed immediately upon notification of
or any other indication of a compromise;

when passwords are used as authentication information, strong passwords according to best
practice recommendations are selected, for example:
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1) passwords are not based on anything somebody else can easily guess or obtain using person-

related information (e.g. names, telephone numbers and dates of birth);

2) passwords are not based on dictionary words or combinations thereof;

3) use easy to remember passphrases and try to include alphanumerical and special characters;

4) passwords have a minimum length;

the same passwords are not used across distinct services and systems;

Pdssword management system

f)

g)
h)

P3
te

Ot

P3
m
dq
dq

Re

the obligation to follow these rules 1s also included In terms and conditions of employ
6.2).

hen passwords are used as authentication information, the password management system

allow users to select and change their own passwords and include a €onfirmation pro
address input errors;

enforce strong passwords according to good practice recommendations [see c)
responsibilities];

force users to change their passwords at first login;

shared identities);
prevent re-use of previous passwords;

prevent the use of commonly-used\passwords and compromised usernames,
combinations from hacked systems;

not display passwords on the scréen when being entered;

store and transmit passwords in protected form.

chniques for passwords'(see 8.24).

her information

bans of verifying a user’s identity. Other types of authentication information are cryptogra
ta stored on hardware tokens (e.g. smart cards) that produce authentication codes and

duiring frequent change of passwords can be problematic because users can get annoy

nent (see

hould:

redure to

of "User

enforce password changes as necessary, for example.after a security incident, or upon tefmination
or change of employment when a user has knownpasswords for identities that remain akctive (e.g.

bassword

ssword encryption and\ hashing should be performed according to approved crypfographic

sswords or passphrases are a commonly used type of authentication information and are 4 common

bhic keys,
biometric

ta such\as iris scans or fingerprints. Additional information can be found in the ISO/IEC 24760 series.

bd by the

frequent changes, forget new passwords, note them down In unsale places, or ChooS€e unsaie passwords.
Provision of single sign on (SSO) or other authentication management tools (e.g. password vaults)
reduces the amount of authentication information that users are required to protect and can thereby
increase the effectiveness of this control. However, these tools can also increase the impact of disclosure

of

authentication information.

Some applications require user passwords to be assigned by an independent authority. In such cases, a),

A

and d) of "Password management system" do not apply.
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5.18 Access rights

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control
Access rights to information and other associated assets snould be provisioned, reviewed, moditied

and remo
Purpose

To ensurg
business

Guidance

Provision

The prov
entity’s a

ved in accordance with the organization’s topic-specific policy on and rules for access contr]

access to information and other associated assets is defined and authorized a¢cording to t
Fequirements.

and revocation of access rights

isioning process for assigning or revoking physical and logical access rights granted to
Ithenticated identity should include:

a) obtaining authorization from the owner of the information and other associated assets for the u

of th
mana

b) consi
acces

c) consi
of thg

d) ensu
other
arer

e) consi
expir

f) verifj
acces
segre

g) ensu
procg

b information and other associated assets (see 5.9). Separate approval for access rights
gement can also be appropriate;

dering the business requirements and the organization’s topic-specific policy and rules
s control;

dering segregation of duties, including §egregating the roles of approval and implementati
access rights and separation of conflicting roles;

ing access rights are removed when someone does not need to access the information a
associated assets, in particular-ensuring access rights of users who have left the organizati
bmoved in a timely fashion;

dering giving temporary access rights for a limited time period and revoking them at t
ation date, in particular for temporary personnel or temporary access required by personn

Fing that the devel of access granted is in accordance with the topic-specific policies
s control (s€e-5.15) and is consistent with other information security requirements such
gation of-duties (see 5.3);

'ing, that access rights are activated (e.g. by service providers) only after authorizati
dures are successfully completed;

ol.

h) maintaining a central record of access rights granted to a user identifier (ID, logical or physical) to
access information and other associated assets;

i) modifying access rights of users who have changed roles or jobs;

j)  removing or adjusting physical and logical access rights, which can be done by removal, revocation
or replacement of keys, authentication information, identification cards or subscriptions;

k) maintaining a record of changes to users’ logical and physical access rights.

32
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Review of access rights

Regular reviews of physical and logical access rights should consider the following:

2022(E)

a) users’ access rights after any change within the same organization (e.g. job change, promotion,

b)

demotion) or termination of employment (see 6.1 to 6.5);

authorizations for privileged access rights.

Consideration before change or termination of employment

A
re
as

a)

b)
c)
Ot
Ca

summarize a number of access rights into typical user access/profiles. Access requests and 1
cess rights are easier managed at the level of such roles.than at the level of particular rightd.

ac|

Cd

liser’s access rights to information and other associated assets should be reviewed and ad
moved before any change or termination of employment based on the evaluation of riskjfad

whether the termination or change is initiated by the user or by management and the 1
termination;

the current responsibilities of the user;
the value of the assets currently accessible.
her information

nsideration should be given to establishing user access roles based on business requiren

nsideration should be given to including clauses in personnel contracts and service cont

justed or
tors such

eason for

ents that
eviews of

racts that

specify sanctions if unauthorized access is attempted by personnel (see 5.20, 6.2, 6.4, 6.6).

In| cases of management-initiated terminatioh, disgruntled personnel or external party yisers can

ddliberately corrupt information or sabotage information processing facilities. In cases of persons

repigning or being dismissed, they can be&tempted to collect information for future use.

Clpning is an efficient way for organizations to assign access to users. However, it should be done

with care based on distinct roles‘identified by the organization rather than just cloning ap identity

with all associated access rights. Cloning has an inherent risk of resulting in excessive accesq rights to

information and other associated assets.

5.19 Information security in supplier relationships

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventivé #Confidentiality #ldentify #Supplier_relation- |#Governanfe_and_
#Integrity ships_security Ecosystem fProtec-
#Availability tion

Contrel

Processes and procedures should be defined and implemented to manage the information security
risks associated with the use of supplier’s products or services.

Purpose

To maintain an agreed level of information security in supplier relationships.

Guidance

The organization should establish and communicate a topic-specific policy on supplier relationships to
all relevant interested parties.
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The organization should identify and implement processes and procedures to address security risks
associated with the use of products and services provided by suppliers. This should also apply to the
organization’s use of resources of cloud service providers. These processes and procedures should
include those to be implemented by the organization, as well as those the organization requires the
supplier to implement for the commencement of use of a supplier’s products or services or for the
termination of use of a supplier’s products and services, such as:

a)

b)

f)

g)

h)

j)

k)

D)

34

identifying and documenting the types of suppliers (e.g. ICT services, logistics, utilities, financial
services, ICT infrastructure components) which can affect the confidentiality, integrity and
availability of the organization's information;

estal]

prodyicts and services (e.g. with market analysis, customer references, review of documents, g
site assessments, certifications);

evalyating and selecting supplier’s products or services that have adequate information secur
contrjols and reviewing them; in particular, accuracy and completeness of contfpls implement
by thle supplier that ensure integrity of the supplier’s information and informdtion processing a
henc¢ the organization’s information security;

defi
can

defi

ing the organization’s information, ICT services and the physical infrastructure that supplig
cess, monitor, control or use;

ing the types of ICT infrastructure components and services{provided by suppliers which c

affect the confidentiality, integrity and availability of the organization's information;

assegsing and managing the information security risks associated with:

1y

2)

the suppliers’ use of the organization’s informatigh'and other associated assets, including ris
driginating from potential malicious supplier personnel;

ralfunctioning or vulnerabilities of the products (including software components and sy
domponents used in these products) or'services provided by the suppliers;

moniforing compliance with established information security requirements for each type
supplier and type of access, including'third-party review and product validation;

mitigating non-compliance of a-stipplier, whether this was detected through monitoring or by oth
mearfs;

handling incidents and¢contingencies associated with supplier products and services includi
resp@nsibilities of both-the organization and suppliers;

resilience and, if<aecessary, recovery and contingency measures to ensure the availability of t
supplier’s information and information processing and hence the availability of the organizatio
information;

awar]
regat

lishing how to evaluate and select suppliers according to the sensitivity of informati(l»n,

n-

ty
ed
hd

ks

b-

of

enéss'and training for the organization’s personnel interacting with supplier personiel
i . ] f o ifi lici ] ] illes

and behaviour based on the type of supplier and the level of supplier access to the organization’s
systems and information;

managing the necessary transfer of information, other associated assets and anything else that
needs to be changed and ensuring that information security is maintained throughout the transfer
period;

requirements to ensure a secure termination of the supplier relationship, including:

1y
2)

de-provisioning of access rights;

information handling;
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3) determining ownership of intellectual property developed during the engagement;
4) information portability in case of change of supplier or insourcing;

6) records management;

7) return of assets;

8) secure disposal of information and other associated assets;

9) ongoing confidentiality requirements;

2022(E)

n)
TH

supply its products or services (e.g. because of an incident, because the supplier is noJonger in

or|
av
in

Ot

In
sh

a)

b)

In
sh
as

agreements or cryptographic techniques:€éan be used. Another example is personal data

ris

level of personnel security and physical security expected from supplier's personnel and

e procedures for continuing information processing in the event that the supplier hedomes

no longer provides some components due to technology advancements) should be cong
oid any delay in arranging replacement products or services (e.g. identifying an alternativ
advance or always using alternative suppliers).

her information

cases where it is not possible for an organization to place requirements on a supplier, the org
ould:

consider the guidance given in this control in making-decisions about choosing a suppli
product or service;

implement compensating controls as necessary based on a risk assessment.

formation can be put at risk by suppliers with inadequate information security management
ould be determined and applied to manage the supplier's access to information and other 4
sets. For example, if there is a special need for confidentiality of the information, non-g

ks when the supplier agreement involves transfer of, or access to, information across bor

Facilities.

unable to
business,
idered to
e supplier

anization

er and its

. Controls
ssociated
isclosure
rotection
ders. The

organization needs to be aware thatthe legal or contractual responsibility for protecting information

refmains with the organization.

Risks can also be caused by(nadequate controls of ICT infrastructure components or services|provided

by suppliers. Malfunctioning or vulnerable components or services can cause informatior] security

brieaches in the organization or to another entity (e.g. they can cause malware infection, dttacks or

other harm on entitiesother than the organization).

Sele ISO/IEC 270362 for more detail.

5.20 Addressing information security within supplier agreements

Gontrol type Information Cybersecurity Operational Security Tomains
cnrnrify I_\rnpnrﬁpc concepts rapnhilifipc

#Preventive #Confidentiality #ldentify #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion

Control

Relevant information security requirements should be established and agreed with each supplier based
on the type of supplier relationship.

Purpose

To maintain an agreed level of information security in supplier relationships.
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Guidance

Supplier agreements should be established and documented to ensure that there is clear understanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.

The following terms can be considered for inclusion in the agreements in order to satisfy the identified
information security requirements:

a)

b)

<)

d)

f)

g)

h)

j)

k)

D

p)

36

description of the information to be provided or accessed and methods of providing or accessing
the information;

classification of information according to the organization’s classification scheme (see 5.10,/5712,
5.13)

mapping between the organization’s own classification scheme and the classification-scheme of the
supplier;

legal{ statutory, regulatory and contractual requirements, including data-prétection, handling
of pgrsonally identifiable information (PII), intellectual property rightshand copyright and a
desctiption of how it will be ensured that they are met;

obligption of each contractual party to implement an agreed set-of controls, including accgss
contiol, performance review, monitoring, reporting and auditing; and the supplier’s obligations|to
comgly with the organization’s information security requirements;

rules| of acceptable use of information and other associated assets, including unacceptable usq if
necegsary;

proc¢dures or conditions for authorization and remeval of the authorization for the use of the
orgalization’s information and other associated:assets by supplier personnel (e.g. through pn
explifit list of supplier personnel authorized.\to use the organization’s information and other
assodiated assets);

information security requirements regarding the supplier’s ICT infrastructure; in particulpr,
minifnum information security requiréments for each type of information and type of access|to
servq as the basis for individual supplier agreements based on the organization’s business needs
and tfisk criteria;

inderhnities and remediatien;for failure of contractor to meet requirements;

incident management ‘requirements and procedures (especially notification and collaboratipn
during incident remediation);

trainjng and _awareness requirements for specific procedures and information security
requirements (e.g. for incident response, authorization procedures);

relevhnt‘provisions for sub-contracting, including the controls that need to be implemented, such
as agreement on the use of sub-suppliers (e.g. requiring to have them under the same obligationgrof
the supplier, requiring to have a list of sub-suppliers and notification before any change);

relevant contacts, including a contact person for information security issues;

any screening requirements, where legally permissible, for the supplier’s personnel, including
responsibilities for conducting the screening and notification procedures if screening has not been
completed or if the results give cause for doubt or concern;

the evidence and assurance mechanisms of third-party attestations for relevant information
security requirements related to the supplier processes and an independent report on effectiveness
of controls;

right to audit the supplier processes and controls related to the agreement;
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supplier’s obligation to periodically deliver a report on the effectiveness of controls and agreement

on timely correction of relevant issues raised in the report;

r) defect resolution and conflict resolution processes;

s) providing backup aligned with the organization’s needs (in terms of frequency and type and
storage location);

t) ensuring the availability of an alternate facility (i.e. disaster recovery site) not subject to the same
threats as the primary facility and considerations for fall back controls (alternate controls) in the
event primary controls fail:

u)| having a change management process that ensures advance notification to the organizption and
the possibility for the organization of not accepting changes;

v)| physical security controls commensurate with the information classification;

w] information transfer controls to protect the information during physieal transfer ¢r logical
transmission;

x)| termination clauses upon conclusion of the agreement including(records management, [return of
assets, secure disposal of information and other associated assets) and any ongoing confiflentiality
obligations;

y)| provision of a method of securely destroying the organization’s information stored by the supplier
as soon as it is no longer required;

z)| ensuring, at the end of the contract, handover support to another supplier or to the organization

itself.

The organization should establish and maintait*a register of agreements with external pafties (e.g.
contracts, memorandum of understanding, information-sharing agreements) to keep track|of where
their information is going. The organization should also regularly review, validate and update their

agreements with external parties to enstire they are still required and fit for purpose wit}

information security clauses.

Other information

relevant

The agreements can vary (considerably for different organizations and among the differgnt types

information security risks.

of| suppliers. Therefore, care should be taken to include all relevant requirements for agldressing

Far details on supplier agreements, see ISO/IEC 27036 series. For cloud service agreenjents, see
ISP/IEC 19086/5€ries.

5.21 Managing information security in the ICT supply chain

Control type Information Cybersecurity Operational Security (romains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion
Control

Processes and procedures should be defined and implemented to manage the information security
risks associated with the ICT products and services supply chain.

Purpose

To maintain an agreed level of information security in supplier relationships.
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Guidance

The following topics should be considered to address information security within ICT supply chain
security in addition to the general information security requirements for supplier relationships:

a) defining information security requirements to apply to ICT product or service acquisition;

b) requiring that ICT services suppliers propagate the organization’s security requirements
throughout the supply chain if they sub-contract for parts of the ICT service provided to the
organization;

c¢) requiring that ICT products suppliers propagate appropriate security practices throughout,the
supply chain if these products include components purchased or acquired from other suppliers|or
otheq entities (e.g. sub-contracted software developers and hardware component providers);

d) reque¢sting that ICT products suppliers provide information describing the software:componerjts
used [in products;

e) requesting that ICT products suppliers provide information describing the jmplemented security
functfions of their product and the configuration required for its secure operation;

f) implgmenting a monitoring process and acceptable methods for vali@ating that delivered ICT
prodficts and services comply with stated security requirements. Examples of such supplier revigw
methjods can include penetration testing and proof or validation of third-party attestations for the
supplier’s information security operations;

g) implgmenting a process for identifying and documenting\product or service components that
are (ritical for maintaining functionality and therefore require increased attention, scrutipy
and flurther follow up required when built outside ef\the organization especially if the suppller
outsqureces aspects of product or service components to other suppliers;

—

h) obtaining assurance that critical components and their origin can be traced throughout the supj
chain;

y

i) obtaining assurance that the delivered JCT products are functioning as expected without apy
unexpected or unwanted features;

j) implgmenting processes to ensufeithat components from suppliers are genuine and unaltered frgm
their|specification. Example measures include anti-tamper labels, cryptographic hash verifications
or digital signatures. Monitoring for out of specification performance can be an indicator |of

ring or counterfeits:-Prevention and detection of tampering should be implemented durihg

multiple stages in the SyStem development life cycle, including design, development, integratign,

k) obtaining assurafnce that ICT products achieve required security levels, for example, through formal

I) definj

compromises among the organization and suppliers;

m) implementing specific processes for managing ICT component life cycle and availability and
associated security risks. This includes managing the risks of components no longer being available
due to suppliers no longer being in business or suppliers no longer providing these components due
to technology advancements. Identification of an alternative supplier and the process to transfer
software and competence to the alternative supplier should be considered.

Other information

The specific ICT supply chain risk management practices are built on top of general information
security, quality, project management and system engineering practices but do not replace them.
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Organizations are advised to work with suppliers to understand the ICT supply chain and any matters
that have an important effect on the products and services being provided. The organization can
influence ICT supply chain information security practices by making clear in agreements with their
suppliers the matters that should be addressed by other suppliers in the ICT supply chain.

ICT should be acquired from reputable sources. The reliability of software and hardware is a matter
of quality control. While it is generally not possible for an organization to inspect the quality control
systems of its vendors, it can make reliable judgments based on the reputation of the vendor.

ICT supply chain as addressed here includes cloud services.

Examples of ICT supply chains are:

a)| cloud services provisioning, where the cloud service provider relies on the software d¢velopers,
telecommunication service providers, hardware providers;

b)[ IoT, where the service involves the device manufacturers, the cloud seryice providerg (e.g. the
[oT platform operators), the developers for mobile and web applications, tthe vendor of|software
libraries;

c)| hosting services, where the provider relies on external service-desks including first, sg§cond and
third support levels.

Sele ISO/IEC 27036-3 for more details including risk assessment guidance.

Software identification (SWID) tags can also help to achieve better information security in the supply
chiain, by providing information about software provenance. See ISO/IEC 19770-2 for more deftails.

5.22 Monitoring, review and change managément of supplier services

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Supplier_relation- |#Governanfe_and_

#Integrity ships_security Ecosystem fProtec-

#Availability tion
#Defence
#Informati¢n_secu-
rity_assurapce

Cantrol

The organizationshould regularly monitor, review, evaluate and manage change in supplier information
sefcurity practicesand service delivery.

Purpose

Td maintain an agreed level of information security and service delivery in line withl supplier
agréenients.

Guidance

Monitoring, review and change management of supplier services should ensure the information
security terms and conditions of the agreements are complied with, information security incidents
and problems are managed properly and changes in supplier services or business status do not affect
service delivery.

This should involve a process to manage the relationship between the organization and the supplier to:

a) monitor service performance levels to verify compliance with the agreements;
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b)

D

m)

monitor changes made by suppliers including:

1) enhancements to the current services offered;

2) development of any new applications and systems;

3) modifications or updates of the supplier’s policies and procedures;

4) new or changed controls to resolve information security incidents and to improve informati
security;

on

monifor changes in supplier services including:

1) anges and enhancement to networks;

2) Use of new technologies;

3) ddoption of new products or newer versions or releases;

4) r1ew development tools and environments;

5) anges to physical location of service facilities;

6) ange of sub-suppliers;

7) b-contracting to another supplier;

reviejw service reports produced by the supplier and arrangexegular progress meetings as requirged

ensufe that the supplier maintains sufficient service capability together with workable plalns
C

designed to ensure that agreed service continuity levels are maintained following major serv
failuges or disaster (see 5.29, 5.30, 5.35, 5.36, 8.14);

e

ensure~that suppliers assign responsibilities for reviewing compliance and enforcing the

requirements ofthe agreements;

evaluate regularly that the suppliers maintain adequate information security levels.

The responsibility for managing supplier relationships should be assigned to a designated individual
or team. Sufficient technical skills and resources should be made available to monitor that the
requirements of the agreement, in particular the information security requirements, are being met.
Appropriate actions should be taken when deficiencies in the service delivery are observed.

Other information

See ISO/IEC 27036-3 for more detail.
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Control type

Information
security properties

Cybersecurity
concepts

Operational
capabilities

Security domains

#Preventive

#Confidentiality
#Integrity
#Availability

#Protect

#Supplier_relation-
ships_security

#Governance_and_
Ecosystem #Protec-
tion

ac
P
Tdg

Guidance

TH
al

T}
as
an

Th
ef
is
th

ordance with the orgamzatlon s information SECUI"lty requlrements

rpose

specify and manage information security for the use of cloud services.

relevant interested parties.

e organization should define and communicate how it intendst¢ manage information secy
sociated with the use of cloud services. It can be an extensiofivor part of the existing approad
organization manages services provided by external parfies (see 5.21 and 5.22).

e use of cloud services can involve shared responsihility for information security and coll
fort between the cloud service provider and the orgahization acting as the cloud service cul
essential that the responsibilities for both the cléuid service provider and the organization,
e cloud service customer, are defined and implémented appropriately.

e organization should define:
all relevant information security requirements associated with the use of the cloud servig
cloud service selection criteria and scope of cloud service usage;
roles and responsibilitiesirelated to the use and management of cloud services;

which information_security controls are managed by the cloud service provider and v
managed by the organization as the cloud service customer;

how to obtain.and utilize information security capabilities provided by the cloud service
how to obtain assurance on information security controls implemented by cloud service

howsté-manage controls, interfaces and changes in services when an organization uses
cloud services, particularly from different cloud service providers;

j)

sxrac faor bo antc th o dam-ralatios o o oo

lished in

e organization should establish and communicate topic-specific policy o1l the use of cloud sgervices to

rity risks
h for how

aborative
stomer. [t
acting as

€s;

vhich are

provider;
roviders;

multiple

B ads andling ianforaa ot oo oo 16
PT Oceattes—+6t llullulllls Hroriratioh—Seeut: lL‘y HeHaents \.AAu\. o ccHttHfFeratioi—to—+tne—HSse

services;

its approach for monitoring, reviewing and evaluating the ongoing use of cloud services t
information security risks;

5 of cloud

0 manage

how to change or stop the use of cloud services including exit strategies for cloud services.

Cloud service agreements are often pre-defined and not open to negotiation. For all cloud services,
the organization should review cloud service agreements with the cloud service provider(s). A cloud
service agreement should address the confidentiality, integrity, availability and information handling
requirements of the organization, with appropriate cloud service level objectives and cloud service
qualitative objectives. The organization should also undertake relevant risk assessments to identify

©
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the risks associated with using the cloud service. Any residual risks connected to the use of the cloud
service should be clearly identified and accepted by the appropriate management of the organization.

An agreement between the cloud service provider and the organization, acting as the cloud service
customer, should include the following provisions for the protection of the organization’s data and
availability of services:

a) providing solutions based on industry accepted standards for architecture and infrastructure;

b) managing access controls of the cloud service to meet the requirements of the organization;

c) impl¢menting malware monitoring and protection solutions;

d) processing and storing the organization’s sensitive information in approved locations (d.g.
partifular country or region) or within or subject to a particular jurisdiction;

e) providing dedicated support in the event of an information security incident in the-€loud service
envirjonment;

f) ensuring that the organization’s information security requirements are metdn the event of clopd
servires being further sub-contracted to an external supplier (or prohibiting cloud services frgm
being sub-contracted);

g) suppprting the organization in gathering digital evidence, taking-into consideration laws ahd
regulations for digital evidence across different jurisdictions;

h) providing appropriate support and availability of services for an appropriate time frame when the
orgamization wants to exit from the cloud service;

i) providing required backup of data and configurationinformation and securely managing backulps
as applicable, based on the capabilities of the cletid service provider used by the organizatign,
acting as the cloud service customer;

j)  providing and returning information such™as configuration files, source code and data that qre
owngd by the organization, acting as the cloud service customer, when requested during the
servige provision or at termination of service.

The orgapization, acting as the cloud.service customer, should consider whether the agreement shoyld
require dloud service providers to_provide advance notification prior to any substantive custonjer
impacting changes being made tothe way the service is delivered to the organization, including:

a) changes to the technicalinfrastructure (e.g. relocation, reconfiguration, or changes in hardware|or
software) that affect.ochange the cloud service offering;

b) procg¢ssing or stering information in a new geographical or legal jurisdiction;

c) use of peereloud service providers or other sub-contractors (including changing existing or usipg
new parties).

V C cl D v

The organizationusingcloud-se ottdmatntainelo - — 0
These contacts enable mutual exchange of information about information security for the use of the
cloud services including a mechanism for both cloud service provider and the organization, acting as the
cloud service customer, to monitor each service characteristic and report failures to the commitments
contained in the agreements.

Other information
This control considers cloud security from the perspective of the cloud service customer.

Additional information relating to cloud services can be found in ISO/IEC 17788, ISO/IEC 17789 and
ISO/IEC 22123-1. Specifics related to cloud portability in support of exit strategies can be found in
ISO/IEC 19941. Specifics related to information security and public cloud services are described in
ISO/IEC 27017. Specifics related to PII protection in public clouds acting as PII processor are described
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in ISO/IEC 27018. Supplier relationships for cloud services are covered by ISO/IEC 27036-4 and cloud
service agreements and their contents are dealt with in the ISO/IEC 19086 series, with security and
privacy specifically covered by ISO/IEC 19086-4.

5.24 Information security incident management planning and preparation

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Respond #Recover |#Governance #Defence
LY o4 ii Ly C L .
'H'lllLCsl lLy TTITITUT IITIAUIUII_ OT L UL I
#Availability ty_event_management
Cantrol

The organization should plan and prepare for managing information security, incidents by|defining,
establishing and communicating information security incident management\processes, roles and
repponsibilities.

Purpose

Td ensure quick, effective, consistent and orderly response to information security incidents,[including
C(Inmunication on information security events.

Guidance

Rales and responsibilities

The organization should establish appropriate infofmation security incident management grocesses.
Rales and responsibilities to carry out the incident-management procedures should be determined and
effectively communicated to the relevant internal and external interested parties.

The following should be considered:

a)| establishing a common method for reporting information security events including point pf contact
(see 6.8);

b)| establishing an incident.nanagement process to provide the organization with capdbility for
managing information( security incidents including administration, documentation, {letection,
triage, prioritization, ‘analysis, communication and coordinating interested parties;

c)| establishing an in€ident response process to provide the organization with capability for assessing,
responding te;and learning from information security incidents;

d)| only allowing competent personnel to handle the issues related to information security|incidents
within(the organization. Such personnel should be provided with procedure documentption and
periodic training;

e)| Cestablishing a process to identify required training, certification and ongoing pr<|>fessional
devetopment for INMCIaent TESPONSe Personmet.

Incident management procedures

The objectives for information security incident management should be agreed with management and
it should be ensured that those responsible for information security incident management understand
the organization’s priorities for handling information security incidents including resolution time
frame based on potential consequences and severity. Incident management procedures should be
implemented to meet these objectives and priorities.

Management should ensure that an information security incident management plan is created
considering different scenarios and procedures are developed and implemented for the following
activities:

© ISO/IEC 2022 - All rights reserved 43


https://standardsiso.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

a) evaluation of information security events according to criteria for what constitutes an information
security incident;

b) monitoring (see 8.15 and 8.16), detecting (see 8.16), classifying (see 5.25), analysing and reporting
(see 6.8) of information security events and incidents (by human or automatic means);

¢) managinginformation security incidents to conclusion, including response and escalation (see 5.26),
according to the type and the category of the incident, possible activation of crisis management and
activation of continuity plans, controlled recovery from an incident and communication to internal
and external interested parties;

d) coordination with internal and external interested parties such as authorities, external intérgst
groups and forums, suppliers and clients (see 5.5 and 5.6);

e) loggihg incident management activities;

f) hand]ing of evidence (see 5.28);

g) root ¢ause analysis or post-mortem procedures;

h) identffication of lessons learned and any improvements to the incident management procedures|or
information security controls in general that are required.

Reporting procedures
Reporting procedures should include:

a) actiops to be taken in case of an information security;event (e.g. noting all pertinent detajils
immediately such as malfunction occurring and messages on screen, immediately reporting to the
point| of contact and only taking coordinated actions);

b) use ¢f incident forms to support personnel teperform all necessary actions when reportipg
information security incidents;

c) suitaple feedback processes to ensure thatthose persons reporting information security events dqre
notiffed, to the extent possible, of outcomes after the issue has been addressed and closed;

d) creatjion of incident reports.

Any extdrnal requirements on(reporting of incidents to relevant interested parties within the
defined tjme frame (e.g. breach, notification requirements to regulators) should be considered when
implementing incident mandgement procedures.

Other information

Informatjon security incidents can transcend organizational and national boundaries. To respond |to
such incidents, itis'beneficial to coordinate response and share information about these incidents with

external prganizations as appropriate.
Detailed lbuidance on information security incident management is prnvidpd in the IQO/IF‘(‘ 270B5
series.

5.25 Assessment and decision on information security events

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Respond  |#Information_securi- |#Defence
#Integrity ty_event_management
#Availability
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The organization should assess information security events and decide if they are to be categorized as
information security incidents.

Purpose

To ensure effective categorization and prioritization of information security events.

Guidance
A fategorization and prioritization scheme of information security incidents should be agregd for the
identification of the consequences and priority of an incident. The scheme should include the/riteria to
categorize events as information security incidents. The point of contact should assess each information
serurity event using the agreed scheme.
Pgrsonnel responsible for coordinating and responding to information secdrity incidenfs should
pdrform the assessment and make a decision on information security events.
Rdsults of the assessment and decision should be recorded in detail for thepurpose of future reference
arld verification.
Other information
The ISO/IEC 27035 series provides further guidance on incidenit management.
5.26 Response to information security incidents
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Respond #Recover |#Information_securi- |#Defence
#Integrity ty_event_management
#Availability
Cgntrol
Information security incidents'should be responded to in accordance with the documented prpcedures.
Purpose
Td ensure efficient and.effective response to information security incidents.
Guyidance
The organization should establish and communicate procedures on information security incident

re

In

kponse t0.all relevant interested parties.

formation security incidents should be responded to by a designated team with the

required

competency (see 5.24).

The response should include the following:

a)
b)

‘)

d)

containing, if the consequences of the incident can spread, the systems affected by the incident;

collecting evidence (see 5.28) as soon as possible after the occurrence;

escalation, as required including crisis management activities and possibly invoking
continuity plans (see 5.29 and 5.30);

ensuring that all involved response activities are properly logged for later analysis;

business

communicating the existence of the information security incident or any relevant details thereof to
all relevant internal and external interested parties following the need-to-know principle;
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f) coordinating with internal and external parties such as authorities, external interest groups and
forums, suppliers and clients to improve response effectiveness and help to minimize consequences
for other organizations;

g) once the incident has been successfully addressed, formally closing and recording it;

h) conducting information security forensic analysis, as required (see 5.28);

i) performing post-incidentanalysis to identify root cause. Ensure itis documented and communicated
according to defined procedures (see 5.27);

j) identffying and managing information security vulnerabilities and weaknesses including thdse
relate¢d to controls which have caused, contributed to or failed to prevent the incident.
Other information
The ISO/IEC 27035 series provides further guidance on incident management.
5.27 Learning from information security incidents
Contrpl type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Preventjve #Confidentiality #ldentify #Protect |#Information_secu- |#Defence
#Integrity rity_eyent_manage-
#Availability ment
Control
Knowledge gained from information security incidents sheuld be used to strengthen and improve the
informatijon security controls.
Purpose
To reducg the likelihood or consequences of future incidents.
Guidance
The orgapization should establish pracedures to quantify and monitor the types, volumes and costs|of

informati

The infor

a) enha
b) ident
secuf
the 1
colle

on security incidents.
mation gained fronrthe evaluation of information security incidents should be used to:
hce the incidentmanagement plan including incident scenarios and procedures (see 5.24);

ify recurrifig'or serious incidents and their causes to update the organization’s informati

kelihgod or consequences of future similar incidents. Mechanisms to enable that inclu
'ting, quantifying and monitoring information about incident types, volumes and costs;

pn

ity riskiassessment and determine and implement necessary additional controls to redyce

de

c) enhance user awareness and training (see 6.3) by providing examples of what can happen, how to
respond to such incidents and how to avoid them in the future.

Other information

The ISO/IEC 27035 series provides further guidance.
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5.28 Collection of evidence

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Detect #Respond  |#Information_secu- |#Defence
#Integrity rity_event_manage-
#Availability ment
Control

THe organization should establisn and lmplement procedures for the identitication,. qollection,
acguisition and preservation of evidence related to information security events.

Purpose

Td ensure a consistent and effective management of evidence related to information securitylincidents
fol the purposes of disciplinary and legal actions.

Guidance

Infernal procedures should be developed and followed when dealing with evidence related to
information security events for the purposes of disciplinary and legal actions. The requir¢ments of
different jurisdictions should be considered to maximize chances of admission across thdg relevant
jurisdictions.

In| general, these procedures for the management of eyidence should provide instructiors for the
identification, collection, acquisition and preservation-of evidence in accordance with differfent types
of[storage media, devices and status of devices (i.e. powered on or off). Evidence typically nqeds to be
collected in a manner that is admissible in the appropriate national courts of law or another digciplinary
forum. It should be possible to show that:

a)| records are complete and have not beentampered with in any way;
b)[ copies of electronic evidence are probably identical to the originals;

c)J| any information system from-which evidence has been gathered was operating corredtly at the
time the evidence was recdrded.

Where available, certification or other relevant means of qualification of personnel and tools ghould be
sought, so as to strengthen the value of the preserved evidence.

Digital evidence can transcend organizational or jurisdictional boundaries. In such cases, it fhould be
enfsured that thelorganization is entitled to collect the required information as digital evidende.

Other information

gr not the
dlestroyed

When aninformation security event is first detected, it is not always obvious whether
ent Wlll result 1n court action. Therefore the danger ex1sts that necessary ev1dence is

legal adv1ce or law enforcement early in any contemplated legal action and take adv1ce on the evidence
required.

ISO/IEC 27037 provides definitions and guidelines for identification, collection, acquisition and
preservation of digital evidence.

The ISO/IEC 27050 series deals with electronic discovery, which involves the processing of electronically
stored information as evidence.
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5.29 Information security during disruption

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cor- |#Confidentiality #Protect #Respond |#Continuity #Protection
rective #Integrity #Resilience
#Availability

Control

The orgapization shiou
disruptiop.

Purpose
To protedt information and other associated assets during disruption.
Guidanc

The orggnization should determine its requirements for adapting information security contr¢

Is
during disruption. Information security requirements should be included/in-the business continufty
managenient processes.

Plans shduld be developed, implemented, tested, reviewed and evaluated to maintain or restore the

security pf information of critical business processes following~interruption or failure. Security
informatijon should be restored at the required level and in the required time frames.

The organization should implement and maintain:

of

a) information security controls, supporting systems\and tools within business continuity and ICT

contipuity plans;

b) procgsses to maintain existing information.s€curity controls during disruption;

c) compensating controls for informatioiosecurity controls that cannot be maintained duripg

disruption.

Other information

In the cdntext of business contiduity and ICT continuity planning, it can be necessary to addpt
the information security requirements depending on the type of disruption, compared to nornjal
operatiorlal conditions. As\part of the business impact analysis and risk assessment performged

within b
informatijon should bé éonisidered and prioritized in addition to the need for maintaining availability.

Informatjon on business continuity management systems can be found in ISO 22301 and ISO 223]
Further guidance on business impact analysis (BIA) can be found in ISO/TS 22317.

siness continuity’management, the consequences of loss of confidentiality and integrity|of

3.

5.30 IC
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Availability #Respond #Continuity #Resilience
Control

ICT readiness should be planned, implemented, maintained and tested based on business continuity
objectives and ICT continuity requirements.
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Purpose

To ensure the availability of the organization’s information and other associated assets during
disruption.

Guidance

ICT readiness for business continuity is an important component in business continuity management
and information security management to ensure that the organization’s objectives can continue to be
met during disruption.

The ICT continuity requirements are the outcome of the business impact analysis (BIA). TheBIJA process
shiould use impact types and criteria to assess the impacts over time resulting from the!distuption of
bysiness activities that deliver products and services. The magnitude and durationof-the|resulting
impact should be used to identify prioritized activities which should be assigned a recoyery time
objective (RTO). The BIA should then determine which resources are needed to\support pyioritized
acfivities. An RTO should also be specified for these resources. A subset of-these resources should
influde ICT services.

The BIA involving ICT services can be expanded to define performance\and capacity requir¢ments of
IC[l systems and recovery point objectives (RPO) of information required to support activities during
digruption.

Bdsed on the outputs from the BIA and risk assessment involving ICT services, the organizatipn should
identify and select ICT continuity strategies that consider options for before, during and after d{sruption.
The business continuity strategies can comprise one or.more solutions. Based on the strategies, plans
shiould be developed, implemented and tested to meet the required availability level of ICT serfvices and
in[the required time frames following interruption te;or failure of, critical processes.

The organization should ensure that:

a)| anadequate organizational structure is‘in place to prepare for, mitigate and respond to a disruption
supported by personnel with the nec¢essary responsibility, authority and competence;

b)| ICT continuity plans, including-xesponse and recovery procedures detailing how the organization
is planning to manage an ICT service disruption, are:

1) regularly evaluated-through exercises and tests;
2) approved by management;
c)| ICT continuityplans include the following ICT continuity information:

1) performance and capacity specifications to meet the business continuity requirements and
objectives as specified in the BIA;

2) RTO of each prioritized ICT service and the procedures for restoring those componenits;

3)  RPO of the prioritized ICT resources defined as information and the procedures for|restoring
the information.

Other information

Managing ICT continuity forms a key part of business continuity requirements concerning availability
to be able to:

a) respond and recover from disruption to ICT services regardless of the cause;
b) ensure continuity of prioritized activities are supported by the required ICT services;

c) respond before a disruption to ICT services occurs, and upon detection of at least one incident that
can result in a disruption to ICT services.
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Further guidance on ICT readiness for business continuity can be found in ISO/IEC 27031.

Further guidance on business continuity management systems can be found in ISO 22301 and ISO 22313.

Further guidance on BIA can be found in ISO/TS 22317.

5.31 Legal, statutory, regulatory and contractual requirements

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventjve #Confidentiality #ldentify #Legal_and_compli- |#Governance_and_
#Integrity ance Ecosystem #Protect
#Availability tion

Control

Legal, stdtutory, regulatory and contractual requirements relevant to information‘security and the

organizafion’s approach to meet these requirements should be identified, documented and kept up|to

date.

Purpose

To ensure compliance with legal, statutory, regulatory and contpactual requirements related [to

informatijon security.

Guidance

General

External [requirements including legal, statutory, regulatory or contractual requirements should pe

taken int§ consideration when:

a) developing information security policies and'procedures;

b) designing, implementing or changing information security controls;

c) class|fying information and othenassociated assets as part of the process for setting informatipn
secuyity requirements for internal'needs or for supplier agreements;

d) perfdrming information secufrity risk assessments and determining information security risk
treatment activities;

e) determining processes along with related roles and responsibilities relating to informatipn
security;

f) detejmining-suppliers’ contractual requirements relevant to the organization and the scope|of

supp

y of psoducts and services.

Legislatic

n-and regulations

The organization should:

a)

b)

50

identify all legislation and regulations relevant to the organization’s information security in order

to be

aware of the requirements for their type of business;

take into consideration compliance in all relevant countries, if the organization:

— C

onducts business in other countries;

— uses products and services from other countries where laws and regulations can affect the
organization;
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— transfers information across jurisdictional borders where laws and regulations can affect the
organization;

c) review the identified legislation and regulation regularly in order to keep up to date with the
changes and identify new legislation;

d) define and document the specific processes and individual responsibilities to meet these
requirements.

Cryptography

Crlyptography is an area that often has specific legal requirements. Compliance with thq relevant
agreements, laws and regulations relating to the following items should be taken into considejration:

a)| restrictions on import or export of computer hardware and software for perforniing crypfographic
functions;

b)[ restrictions on import or export of computer hardware and software which is designed to have
cryptographic functions added to it;

c)| restrictions on the usage of cryptography;

d)| mandatory or discretionary methods of access by the dountries’ authorities to gncrypted
information;

e)| validity of digital signatures, seals and certificates.

It|is recommended to seek legal advice when ensurihg compliance with relevant legislation and
regulations, especially when encrypted information or cryptography tools are movdd across
jurisdictional borders.

Cdantracts

Cdntractual requirements related to information security should include those stated in:
a)[ contracts with clients;

b)| contracts with suppliers (see 5.20);

c)| insurance contracts.

Other information

No¢ other information.

5.82 InteHectual property rights

Control type Information Cybersecurity Operational Security domains
. . concepts capabilities
security properties
#Preventive #Confidentiality #ldentify #Legal_and_compli- |#Governance_and_
#Integrity ance Ecosystem
#Availability
Control

The organization should implement appropriate procedures to protect intellectual property rights.
Purpose

To ensure compliance with legal, statutory, regulatory and contractual requirements related to
intellectual property rights and use of proprietary products.
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Guidance

The following guidelines should be considered to protect any material that can be considered
intellectual property:

a) defining and communicating a topic-specific policy on protection of intellectual property rights;

b) publishing procedures for intellectual property rights compliance that define compliant use of
software and information products;

c) acquiring software only through known and reputable sources, to ensure that copyright is not
infringed upon;

d) mainfaining appropriate asset registers and identifying all assets with requirements to,'protgct
intellectual property rights;

e) mainfaining proof and evidence of ownership of licences, manuals, etc.;

)]

12)

f) ensufing that any maximum number of users or resources [e.g. central processing units (CPU
permiitted within the licence is not exceeded;

g) carryfing out reviews to ensure that only authorized software and licenSed products are installedl;
h) providing procedures for maintaining appropriate licence conditions;
i) providing procedures for disposing of or transferring software to others;

j) complying with terms and conditions for software and infosmation obtained from public networlks
and dutside sources;

k) not duplicating, converting to another format or extracting from commercial recordings (vid¢o,
audid) other than permitted by copyright law or.the applicable licences;

1) not dopying, in full or in part, standards (€.g. ISO/IEC International Standards), books, articlgs,
reports or other documents, other than pekrmitted by copyright law or the applicable licences.

Other information

Intellectyal property rights include seftware or document copyright, design rights, trademarks, patents
and sourge code licences.

Proprietdry software produets are usually supplied under a licence agreement that specifies licerjce
terms anfl conditions, for,example, limiting the use of the products to specified machines or limitipng
copying to the creationcof-backup copies only. See the ISO/IEC 19770 series for details about IT asget
managenient.

Data can pe acquired from outside sources. It is generally the case that such data is obtained under the
terms of p data;Sharing agreement or similar legal instrument. Such data sharing agreements shoyld

af what processing is permitted for the acquired data. It is also advisable that the provenarice
v ._1) . 0

Legal, statutory, regulatory and contractual requirements can place restrictions on the copying
of proprietary material. In particular, they can require that only material that is developed by the
organization or thatis licensed or provided by the developer to the organization, can be used. Copyright
infringement can lead to legal action, which can involve fines and criminal proceedings.

Aside from the organization needing to comply with its obligations towards third party intellectual
property rights, the risks of personnel and third parties failing to uphold the organization’s own
intellectual property rights should also be managed.

1) Under preparation. Stage at the time of publication: ISO/IEC PRF 23751:2022.
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5.33 Protection of records

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality #ldentify #Protect |#Legal_and_compliance |#Defence
#Integrity #Asset_management
#Availability #Information_protec-
tion
Control

Rgcords should be protected from loss, destruction, falsification, unauthorized access and mnapithorized
release.

Purpose

Td ensure compliance with legal, statutory, regulatory and contractual reguirements, af well as
C(Inmunity or societal expectations related to the protection and availability of records.

Guidance

The organization should take the following steps to protect the autheénticity, reliability, intdgrity and
ugability of records, as their business context and requirements)for their management chgnge over
tigne:

a)| issue guidelines on the storage, handling chain of custedy and disposal of records, whiclLincludes
prevention of manipulation of records. These guidelines should be aligned with the organization’s
topic-specific policy on records management and-other records requirements;

b)| draw up a retention schedule defining records and the period of time for which they $hould be
retained.

The system of storage and handling shduld ensure identification of records and of their [retention
pdriod taking into consideration natiohal or regional legislation or regulations, as well as comnunity or
societal expectations, if applicable~Fhis system should permit appropriate destruction of recprds after
thpt period if they are not needed by the organization.

When deciding on protection”of specific organizational records, their corresponding information
sefurity classification, based on the organization’s classification scheme, should be cdnsidered.
Rdgcords should be categorized into record types (e.g. accounting records, business transaction records,
pdrsonnel records, légal records), each with details of retention periods and type of allowable storage
media which can Be“physical or electronic.

Ddta storage.systems should be chosen such that required records can be retrieved in an acceptable
tine frame/and format, depending on the requirements to be fulfilled.

here electronic storage media are chosen, procedures to ensure the ability to access recofds (both

stprage medla and format readablhty) throughout the retention period should be estaljlished to

: : ' d-programs

associated w1th encrypted archives or digital 51gnatures should also be retamed to enable decryption
of the records for the length of time the records are retained (see 8.24).

Storage and handling procedures should be implemented in accordance with recommendations
provided by manufacturers of storage media. Consideration should be given to the possibility of
deterioration of media used for storage of records.

Other information

Records document individual events or transactions or can form aggregations that have been designed
to document work processes, activities or functions. They are both evidence of business activity and
information assets. Any set of information, regardless of its structure or form, can be managed as a
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record. This includes information in the form of a document, a collection of data or other types of digital
or analogue information which are created, captured and managed in the course of business.

In the management of records, metadata is data describing the context, content and structure of
records, as well as their management over time. Metadata is an essential component of any record.

It can be necessary to retain some records securely to meet legal, statutory, regulatory or contractual
requirements, as well as to support essential business activities. National law or regulation can set the
time period and data content for information retention. Further information about records management
can be found in ISO 15489.

5.34 Prilvacy and protection of PII

Contrpl type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventjve #Confidentiality t#ldentify #Protect |#Information_protection |#Protection
#Integrity #Legal_and_compliance
#Availability
Control

The organpization should identify and meet the requirements regarding the preservation of privacy ahd
protectioh of PIl according to applicable laws and regulations and contractual requirements.

Purpose

To ensurg compliance with legal, statutory, regulatory and ‘eontractual requirements related to the
informatijon security aspects of the protection of PII.

Guidance

The organpization should establish and communicate a topic-specific policy on privacy and protection|of
PII to all felevant interested parties.

The organization should develop and implement procedures for the preservation of privacy ahd
protectiop of PII. These procedures should be communicated to all relevant interested parties involved
in the prdcessing of personally identifiable information.

Compliance with these procedures and all relevant legislation and regulations concerning the
preservation of privacy and protection of PII requires appropriate roles, responsibilities and contrdls.
Often thi$ is best achieved‘by’the appointment of a person responsible, such as a privacy officer, who
should prpvide guidanceto-personnel, service providers and other interested parties on their individual
responsiljilities and the-specific procedures that should be followed.

Responsibility forthandling PII should be dealt with taking into consideration relevant legislation ahd
regulatiops.

Appropriptetechnical and organizational measures to protect PIl should be implemented.

Other information

A number of countries have introduced legislation placing controls on the collection, processing,
transmission and deletion of PII. Depending on the respective national legislation, such controls can
impose duties on those collecting, processing and disseminating PII and can also restrict the authority
to transfer PII to other countries.

ISO/IEC 29100 provides a high-level framework for the protection of PII within ICT systems. Further
information on privacy information management systems can be found in ISO/IEC 27701. Specific
information regarding privacy information management for public clouds acting as PII processors can
be found in ISO/IEC 27018.
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ISO/IEC 29134 provides guidelines for privacy impact assessment (PIA) and gives an example of the
structure and content of a PIA report. Compared with ISO/IEC 27005, this is focused on PII processing
and relevant to those organizations that process PII. This can help identify privacy risks and possible
mitigations to reduce these risks to acceptable levels.

5.35 Independent review of information security

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

rg
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copnducting the reviews shouldwunot be in the line of authority to ensure they have the indepe
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ocesses and technologies should be reviewed independently at planned intervals, or when s
anges occur.

ensure the continuing suitability, adequacy and effectiveness$ of the organization’s apj
hnaging information security.

e organization should have processes to conduct independent reviews.

hinagement should plan and initiate periodic “independent reviews. The reviews shoul
sessing opportunities for improvement andsthe need for changes to the approach to inf
curity, including the information security.policy, topic-specific policies and other controls.

ch reviews should be carried out by ‘individuals independent of the area under review
views). Individuals carrying out.these reviews should have the appropriate competence. T

hke an assessment.

e results of the indeperident reviews should be reported to the management who init
views and, if appropriate, to top management. These records should be maintained.

the independent reviews identify that the organization’s approach and implementation to

t compliantwith the direction for information security stated in the information security
pic-specific policies (see 5.1)], management should initiate corrective actions.

e organization’s approach to managing information security and its implementation including people,

jgnificant

broach to

] include
ormation

(e.g. the

rernal audit function, an independefit manager or an external party organization specializipg in such

e person
hdence to

iated the

managing

formation security is inadequate [e.g. documented objectives and requirements are not njet or are

olicy and

in

ependent reviews when:

addijtion to the periodic independent reviews, the organization should consider cTnducting

a)
b)
‘)
d)

e)

laws and regulations which affect the organization change;
significant incidents occur;

the organization starts a new business or changes a current business;

the organization starts to use a new product or service, or changes the use of a current product or

service;

the organization changes the information security controls and procedures significantly.
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Other information

ISO/IEC 27007 and ISO/IEC TS 27008 provide guidance for carrying out independent reviews.

5.36 Compliance with policies, rules and standards for information security

Control type Information Cybersecurity Operational capabil- | Security domains
security properties concepts ities
#Preventive #Confidentiality #ldentify #Protect |#Legal_and_compli- #Governance_and_
#lntegrity ance Ecosystem
#Availability #Information_securi-
ty_assurance

Control

Compliance with the organization’s information security policy, topic-specific policies, rules a

standard
Purpose

To ensurg
informati

Guidance

Managers
security

standard
should be

If any nor
a) ident
b) evaly
c) imple

d) revie
weak

5 should be regularly reviewed.

that information security is implemented and operated in accordance with the organizatio
on security policy, topic-specific policies, rules and standards.

, service, product or information owners should identify how to review that informati
requirements defined in the information security’ policy, topic-specific policies, rul

considered for efficient regular review.

-compliance is found as a result of the review, managers should:
ify the causes of the non-compliance;

ate the need for corrective actions.to achieve compliance;

ment appropriate correctiveractions;

w corrective actions taken to verify its effectiveness and identify any deficiencies
nesses.

Results 1{ reviews and cerrective actions carried out by managers, service, product or informati

owners s
to the pej
the area ¢

Correctiv
by the ne

ould be recorded-and these records should be maintained. Managers should report the resu
sons carryifig-out independent reviews (see 5.35) when an independent review takes place
f their responsibility.

e actionts should be completed in a timely manner as appropriate to the risk. If not complet
xt-scheduled review, progress should at least be addressed at that review.

pn
ES,

5 and other applicable regulations are met. Aut@matic measurement and reporting togls

Other information

Operational monitoring of system use is covered in 8.15, 8.16, 8.17.

56

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

5.37 Documented operating procedures

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Recover |#Asset_management #Governance_and_
#Corrective #Integrity #Physical_security Ecosystem #Protec-
#Availability #System_and_net- tion
work_security #Defence

#Application_security
#Secure_configuration
#ldentity_and_access_
management
#Threat_and_vulnera-
bility_management
#Continuity
#Information_securi-
ty_event_management

Cantrol

Operating procedures for information processing facilities should he decumented and made|available
to|personnel who need them.

Purpose
Td ensure the correct and secure operation of information processing facilities.
Guidance

Dgcumented procedures should be prepared for ‘the organization’s operational activities associated
with information security, for example:

a)| when the activity needs to be performed in the same way by many people;

b)| when the activity is performed. xarely and when next performed the procedure is likelly to have
been forgotten;

c)| when the activity is new and presents a risk if not performed correctly;
d)| prior to handing over{the activity to new personnel.

The operating procedures should specify:

a)| the responsibleindividuals;

b)[ the secureinstallation and configuration of systems;

c)| progessing and handling of information, both automated and manual;

d)|_“backup (see 8.13) and resilience;

e) scheduling requirements, including interdependencies with other systems;

f) instructions for handling errors or other exceptional conditions [e.g. restrictions on the use of
utility programs (see 8.18)], which can arise during job execution;

g) support and escalation contacts including external support contacts in the event of unexpected
operational or technical difficulties;

h) storage media handling instructions (see 7.10 and 7.14);

i) system restart and recovery procedures for use in the event of system failure;
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j) the management of audit trail and system log information (see 8.15 and 8.17) and video monitoring
systems (see 7.4);

k) monitoring procedures such as capacity, performance and security (see 8.6 and 8.16);

1)  maintenance instructions.

Documented operating procedures should be reviewed and updated when needed. Changes to
documented operating procedures should be authorized. Where technically feasible, information
systems should be managed consistently, using the same procedures, tools and utilities.

Other information

No other [nformation.

6 People controls

6.1 Screening
Contrpl type Information Cybersecurity Operational Security domaing
security properties concepts capabilities

#Prevent{ve #Confidentiality #Protect #Human.resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability

Control

Background verification checks on all candidates to become personnel should be carried out prior|to

joining the organization and on an ongoing basis taking into consideration applicable laws, regulations

and ethicp and be proportional to the business requirements, the classification of the information to pe

accessed pnd the perceived risks.

Purpose

To ensurg all personnel are eligible and suitable for the roles for which they are considered and remdin

eligible and suitable during their employment.

Guidance

A screenipg process should.bejperformed for all personnel including full-time, part-time and temporary

staff. Wh
should be

Informat

ere these individuals are contracted through suppliers of services, screening requiremer
included in the contractual agreements between the organization and the suppliers.

on on alkcandidates being considered for positions within the organization should be collect

and hand|led taking into consideration any appropriate legislation existing in the relevant jurisdicti
risdictions, the organization can be legally required to inform the candidates beforeha
about the|sereening activities.

In some

ts

ed
n.
hd

Verification should take into consideration all relevant privacy, PII protection and employment-based
legislation and should, where permitted, include the following:

a) availability of satisfactory references (e.g. business and personal references);

b) averification (for completeness and accuracy) of the applicant’s curriculum vitae;

c) confirmation of claimed academic and professional qualifications;

d) independentidentity verification (e.g. passport or other acceptable document issued by appropriate
authorities);
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e) more detailed verification, such as credit review or review of criminal records if the candidate
takes on a critical role.

When an individual is hired for a specific information security role, the organization should make sure
the candidate:

a) has the necessary competence to perform the security role;
b) can be trusted to take on the role, especially if the role is critical for the organization.

Where a job, either on initial appointment or on promotion, involves the person having access to
information processing facilities and, in particular, if these involve handling confidential information
(elg. financial information, personal information or health care information) the organizatipn should
also consider further, more detailed verifications.

Prjocedures should define criteria and limitations for verification reviews (e.g. whe:is eligible|to screen
pdople and how, when and why verification reviews are carried out).

In|situations where verification cannot be completed in a timely manner, mitigating controls ghould be
implemented until the review has been finished, for example:

a)| delayed onboarding;

b)| delayed deployment of corporate assets;
c)J| onboarding with reduced access;

d)| termination of employment.

Vdrification checks should be repeated periodically to confirm ongoing suitability of gersonnel,
dgpending on the criticality of a person’s role.

Other information

N¢ other information.

6.2 Terms and conditions of employment

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cenfidentiality #Protect #Human_resource_ |#Governanf¢e_and_
#lntegrity security Ecosystem
#Availability
Cantrol

The employment contractual agreements should state the personnel’s and the organization’s
repponsibilities for information security.

Purpose

To ensure personnel understand their information security responsibilities for the roles for which they
are considered.

Guidance

The contractual obligations for personnel should take into consideration the organization’s information
security policy and relevant topic-specific policies. In addition, the following points can be clarified and
stated:
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a) confidentiality or non-disclosure agreements that personnel who are given access to confidential
information should sign prior to being given access to information and other associated assets (see

6.6);

b) legal responsibilities and rights [e.g. regarding copyright laws or data protection legislation (see
5.32 and 5.34)];

c) responsibilities for the classification of information and management of the organization’s
information and other associated assets, information processing facilities and information services
handled by the personnel (see 5.9 to 5.13);

d) respq
e) actio

Informat
employm|

The orgal
security.

will have
condition

security policy or topic-specific policies change.

Where ap
continue

Other inf

A code o
confident
associate

An exter
contractu

If the org
agreemel

6.3 Inf

nsibilities for the handling of information received from interested parties;
hs to be taken if personnel disregard the organization’s security requirements (see 6:4):

on security roles and responsibilities should be communicated to candidates during the pi
PNt process.

hization should ensure that personnel agree to terms and conditions coneerning informati

to the organization’s assets associated with information systems and services. The terms a
s concerning information security should be reviewed when laws, regulations, the informati

propriate, responsibilities contained within the terms and conditions of employment shoy
for a defined period after the end of the employment (see®6.5).

ormation

[ conduct can be used to state personnel’s information security responsibilities regardi
iality, PII protection, ethics, appropriate, use of the organization’s information and oth
[ assets, as well as reputable practices expected by the organization.

hal party, with which supplier personnel are associated, can be required to enter in
al agreements on behalf of the contracted individual.

anization is not a legal entity and does not have employees, the equivalent of contracty
It and terms and conditionstean be considered in line with the guidance of this control.

prmation security/awareness, education and training

pn

These terms and conditions should be appropriate to the nature and\ektent of access they

hd
bhn

1d

ng
er

al

Contrdl type Information Cybersecurity Operational Security domain

seeurity properties concepts capabilities

or

#Prevent

ve #Confidentiality #Protect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability

Control

Personnel of the organization and relevant interested parties should receive appropriate information
security awareness, education and training and regular updates of the organization's information
security policy, topic-specific policies and procedures, as relevant for their job function.

Purpose

To ensure personnel and relevant interested parties are aware of and fulfil their information security
responsibilities.
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Guidance
General

An information security awareness, education and training programme should be established in line
with the organization’s information security policy, topic-specific policies and relevant procedures on
information security, taking into consideration the organization’s information to be protected and the
information security controls that have been implemented to protect the information.

Information security awareness, education and training should take place periodically. Initial
awareness_education and training can qpp]y to new ppr‘cnnnp] and to those who transfer to new

pdsitions or roles with substantially different information security requirements.

Pdrsonnel’s understanding should be assessed at the end of an awareness, education ortraining activity
to|test knowledge transfer and the effectiveness of the awareness, education and training programme.

Awareness
Ajl information security awareness programme should aim to make ‘pérsonnel aware of their
regponsibilities for information security and the means by which those résponsibilities are discharged.

The awareness programme should be planned taking into consideration the roles of personpel in the
organization, including internal and external personnel (e.g. exterhal consultants, supplier pg¢rsonnel).
The activities in the awareness programme should be schedulled over time, preferably regularly, so
thpt the activities are repeated and cover new personnel. Itshould also be built on lessons learnt from
information security incidents.

The awareness programme should include a number of awareness-raising activities via appropriate
pHysical or virtual channels such as campaigns, baoklets, posters, newsletters, websites, information
seksions, briefings, e-learning modules and e-mails:

Information security awareness should covet general aspects such as:
a)| management’s commitment to information security throughout the organization;

b)[ familiarity and compliance neé€ds concerning applicable information security rules and ohjligations,
taking into account information security policy and topic-specific policies, standaids, laws,
statutes, regulations, contracts and agreements;

c)| personal accountability for one’s own actions and inactions, and general responsibilities towards
securing or protecting information belonging to the organization and interested parties;

d)| basicinformatioh security procedures [e.g. information security event reporting (6.8)] angl baseline
controls [eg.password security (5.17)];

e)| contact points and resources for additional information and advice on information| security
matters, including further information security awareness materials.

Edueation and training

The organization should identify, prepare and implement an appropriate training plan for technical
teams whose roles require specific skill sets and expertise. Technical teams should have the skills for
configuring and maintaining the required security level for devices, systems, applications and services.
If there are missing skills, the organization should take action and acquire them.

The education and training programme should consider different forms [e.g. lectures or self-studies,
being mentored by expert staff or consultants (on-the-job training), rotating staff members to follow
different activities, recruiting already skilled people and hiring consultants]. It can use different means
of delivery including classroom-based, distance learning, web-based, self-paced and others. Technical
personnel should keep their knowledge up to date by subscribing to newsletters and magazines or by
attending conferences and events aimed at technical and professional improvement.

© ISO/IEC 2022 - All rights reserved 61


https://standardsiso.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

Other information

When composing an awareness programme, it is important not only to focus on the 'what’ and "how’,
but also the 'why’, when possible. It is important that personnel understand the aim of information

security and the potential effect, positive and negative, on the organization of their own behaviour.

Information security awareness, education and training can be part of, or conducted in collaboration
with, other activities, for example general information management, ICT, security, privacy or safety

training.

6.4 Diqdciplinary process

Contrpl type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Preventjve #Cor- |#Confidentiality #Protect #Respond |#Human_resource_ |#Govérnance_and_
rective #Integrity security Ecosystem
#Availability
Control

A disciplinary process should be formalized and communicated to take actiohs against personnel a
other rel¢vant interested parties who have committed an information sectirity policy violation.

Purpose

To ensurg¢ personnel and other relevant interested parties undetstand the consequences of informati
security policy violation, to deter and appropriately deal with\personnel and other relevant interest|
parties wiho committed the violation.

Guidance

bn
ed

used as 4 deterrent to prevent personnel and other relevant interested parties from vio
informatiepsecuritypobeytopicspecific polciesand proceduresforinformation securi
information security policy violations can require immediate actions.

Other information

Where possible, the identity of individuals subject to disciplinary action should be protected in line

with applicable requirements.

When individuals demonstrate excellent behaviour with regard to information security, they can be

rewarded to promote information security and encourage good behaviour.
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Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability #Asset_management
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curity responsibilities and duties should remain valid aftép termination or change.
Clude confidentiality of information, intellectual property,and other knowledge obtained,

ties still valid after termination of employment or contract should be contained in the in
'ms and conditions of employment (see 6.2), contrdct-or agreement. Other contracts or ag
at continue for a defined period after the end.@f the individual’'s employment can als
formation security responsibilities.

anges of responsibility or employment should be managed as the termination of th
sponsibility or employment combined with the initiation of the new responsibility or emplo

formation security roles and responsibilities held by any individual who leaves or changeq
ould be identified and transferred,to another individual.

process should be established.for the communication of the changes and of operating prod

e process for the tenimjnation or change of employment should also be applied to external }
b. suppliers) when.afermination occurs of personnel, the contract or the job with the organi
nen there is a change of the job within the organization.

her information

many ergdnizations, the human resources function is generally responsible for the overall tet
ocessyand works together with the supervising manager of the person transitioning to m

in

formation security aspects of the relevant procedures. In the case of personnel provided th

hange of
hterested

yment or

e process for managing termination or change of employment\should define which information

This can
hs well as

sponsibilities contained within any other confidentialit agreement (see 6.6). Responsibillities and

dividual’s
reements
D contain

e current
yment.

job roles

edures to

rsonnel, other interested(parties and relevant contact persons (e.g. to customers and suppliers).

personnel
zation, or

mination
hnage the
rough an
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1 - 1 PP T . . . 1 3 1 1 .
eridl party (€ LIITOUgZIl a SUupplier), tils terimindtiorn process IS Ulder'tdKell DY U1e exXLer'Tl

accordance with the contract between the organization and the external party.

6.6 Confidentiality or non-disclosure agreements

| party in

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Human_resource_security |#Governance_and_

#Information_protection Ecosystem
#Supplier_relationships
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Confidentiality or non-disclosure agreements reflecting the organization’s needs for the protection of
information should be identified, documented, regularly reviewed and signed by personnel and other

relevanti

Purpose

nterested parties.

To maintain confidentiality of information accessible by personnel or external parties.

Guidance

Confidentiality or non-disclosure agreements should address the requirement to protect confident
informatjon using legally enforceable terms. Confidentiality or non-disclosure agreements 4

applicabl

informatjon security requirements, the terms in the agreements should be determined by taki
into consjderation the type of information that will be handled, its classification level,\its use and t

permissi
agreemer

a) adef
b) the ¢

confi
c) ther
d) ther
e) theo
prote

f) thep

to interested parties and personnel of the organization. Based on an organizatio

le access by the other party. To identify requirements for confidentiality o¥'non-disclosu
Its, the following elements should be considered:

nition of the information to be protected (e.g. confidential information);

Hentiality indefinitely or until the information becomes publicly available;
pquired actions when an agreement is terminated;
psponsibilities and actions of signatories to avoid unatrthorized information disclosure;

wnership of information, trade secrets and intéllectual property, and how this relates to t
ction of confidential information;

ermitted use of confidential information-and rights of the signatory to use the information;

g) ther

ght to audit and monitor activities that involve confidential information for highly sensiti

circupnstances;

h) the p[:l)cess for notification and reporting of unauthorized disclosure or confidential informati
leakdge;

i) the t¢rms for informationto be returned or destroyed at agreement termination;

j) the ekpected actions to,be taken in the case of non-compliance with the agreement.

The organization shodld-take into consideration the compliance with confidentiality and non-disclosu

agreemel

ts for thejurisdiction to which they apply (see 5.31, 5.32, 5.33, 5.34).

Requiren

when Cha|nges occur that influence these requirements.

entsfor confidentiality and non-disclosure agreements should be reviewed periodically a

xpected duration of an agreement, including cases where it can be necessary to maintdi

al

'S
ng
he

Other information

Confidentiality and non-disclosure agreements protect the organization's information and inform
signatories of their responsibility to protect, use and disclose information in a responsible and
authorized manner.
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6.7 Remote working

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management |#Protection
#Integrity #Information_protec-
#Availability tion

#Physical_security
#System_and_net-
work_security

Cq

Se
ac

Puyrpose

Tdg

Guidance

Re
th

«

N(
an

b)

ec]tlipment. Remote working environments include those referred to as “teleworking”, “telecor

ntrol

curity measures should be implemented when personnel are working remotely to pretect in{
cessed, processed or stored outside the organization’s premises.

ensure the security of information when personnel are working remotély.

mote working occurs whenever personnel of the organization work from a location d
e organization’s premises, accessing information whether/in hardcopy or electronicall

» o«
» o«

xible workplace”, “virtual work environments" and “reniote maintenance”.

TE It is possible that not all the recommendations-in‘this guidance can be applied due to local
d regulations in different jurisdictions.

ganizations allowing remote working activities should issue a topic-specific policy o
brking that defines the relevant conditions\and restrictions. Where deemed applicable, the
htters should be considered:

the existing or proposed physical security of the remote working site, taking into ac
physical security of the location and the local environment, including the different jur
where personnel are located;

cabinets, secure transportation between locations and rules for remote access, clear desK
and disposal of information and other associated assets, and information security event
(see 6.8);

the expected-physical remote working environments;

the communications security requirements, taking into account the need for remote
theterganization’s systems, the sensitivity of the information to be accessed and passed
communication link and the sensitivity of the systems and applications;

ormation

utside of
;7 via ICT
hmuting”,

legislation

h remote
following

count the
sdictions

rules and security meehanisms for the remote physical environment such as lockable filing

, printing
Feporting

access to
over the

f)

g)
h)

©

the use of remote access such as virtual desktop access that supports processing and storage of

information on privately owned equipment;

the threat of unauthorized access to information or resources from other persons at the remote

working site (e.g. family and friends);

the threat of unauthorized access to information or resources from other persons in public places;

the use of home networks and public networks, and requirements or restriction
configuration of wireless network services;

use of security measures, such as firewalls and protection against malware;
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j)  secure mechanisms for deploying and initializing systems remotely;

k) secure mechanisms for authentication and enablement of access privileges taking into
consideration the vulnerability of single-factor authentication mechanisms where remote access to
the organization’s network is allowed.

The guidelines and measures to be considered should include:

a) the provision of suitable equipment and storage furniture for the remote working activities, where
the use of privately-owned equipment that is not under the control of the organization is not
allowed;

b) adefjnition of the work permitted, the classification of information that can be held and the jiternal
systems and services that the remote worker is authorized to access;

c) the grovision of training for those working remotely and those providing support:This shoyld
inclufle how to conduct business in a secure manner while working remotely;

d) the provision of suitable communication equipment, including methods for securing remote accefs,
such s requirements on device screen locks and inactivity timers; the enabling of device locatipn
tracking; installation of remote wipe capabilities;

e) physical security;

f) rulesland guidance on family and visitor access to equipment andyinformation;
g) the provision of hardware and software support and maintenance;

h) the pfovision of insurance;

i) the pfocedures for backup and business continuity;

j) audifjand security monitoring;

k) revoqation of authority and access rightsiand the return of equipment when the remote workipg
activjties are terminated.

Other information

No other [nformation.

6.8 Infprmation securityevent reporting

Contyol type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Detectivie #Confidentiality #Detect #Information_secu- |#Defence
#Integrity rity_event_manage-
#Availability ment
Control

The organization should provide a mechanism for personnel to report observed or suspected
information security events through appropriate channels in a timely manner.

Purpose

To support timely, consistent and effective reporting of information security events that can be
identified by personnel.

Guidance

All personnel and users should be made aware of their responsibility to report information security
events as quickly as possible in order to prevent or minimize the effect of information security incidents.
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They should also be aware of the procedure for reporting information security events and the point of
contact to which the events should be reported. The reporting mechanism should be as easy, accessible
and available as possible. Information security events include incidents, breaches and vulnerabilities.

Situations to be considered for information security event reporting include:
a) ineffective information security controls;
b) breach of information confidentiality, integrity or availability expectations;

c) __human errors;

d)| non-compliance with the information security policy, topic-specific policies or applicable'sfandards;
e)| breaches of physical security measures;

f)| system changes that have not gone through the change management process;
g)| malfunctions or other anomalous system behaviour of software or hardware;
h)[ access violations;

i) vulnerabilities;

j)| suspected malware infection.

Pgrsonnel and users should be advised not to attempt<to prove suspected information| security
v{lnerabilities. Testing vulnerabilities can be interpreted-as a potential misuse of the systerh and can
al$o cause damage to the information system or service, and it can corrupt or obscure digitallevidence.
Ulkimately, this can result in legal liability for the individual performing the testing.

Other information

Sele the ISO/IEC 27035 series for additionahinformation.

7| Physical controls

7.1 Physical security perimeters

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protectior
#Integrity
#Availability
Cantrol

Security perimeters should be defined and used to protect areas that contain information and other
associated assets.

Purpose

To prevent unauthorized physical access, damage and interference to the organization’s information
and other associated assets.

Guidance

The following guidelines should be considered and implemented where appropriate for physical
security perimeters:

a) defining security perimeters and the siting and strength of each of the perimeters in accordance
with the information security requirements related to the assets within the perimeter;
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b)

Other information

Physical protection can be achieved by creating one or more physical barriers around the arganizatiop’s
premises|and information processing facilities.

having physically sound perimeters for a building or site containing information processing
facilities (i.e. there should be no gaps in the perimeter or areas where a break-in can easily occur).
The exterior roofs, walls, ceilings and flooring of the site should be of solid construction and all
external doors should be suitably protected against unauthorized access with control mechanisms
(e.g. bars, alarms, locks). Doors and windows should be locked when unattended and external
protection should be considered for windows, particularly at ground level; ventilation points
should also be considered;

alarming, monitoring and testing all fire doors on a security perimeter in conjunction with the
walls to establish the required level of resistance in accordance with suitable standards. They
should operate 1n a failsale manner.

A secure jarea can be a lockable office or several rooms surrounded by a continuous ihternal physig¢al
security parrier. Additional barriers and perimeters to control physical accéss can be necessary
between preas with different security requirements inside the security pepimeter. The organizatipn
should cdnsider having physical security measures that can be strengthened during increased thrgat

situations.

7.2 Physical entry

Contyol type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Physical_security |#Protection
#Integrity #ldentity_and_Ac-
#Availability cess_Management
Control

Secure arfeas should be protected by apprepriate entry controls and access points.

Purpose

To ensurg only authorized physicalaccess to the organization’s information and other associated assgts

occurs.
Guidance

General

Access po¢ints such as delivery and loading areas and other points where unauthorized persons cpn
enter the[premises should be controlled and, if possible, isolated from information processing facilitjes

to avoid ynatithorized access.

The following guidelines should be considered:

a)

b)

68

restricting access to sites and buildings to authorized personnel only. The process for the
management of access rights to physical areas should include the provision, periodical review,
update and revocation of authorizations (see 5.18);

securely maintaining and monitoring a physical logbook or electronic audit trail of all access and
protecting all logs (see 5.33) and sensitive authentication information;

establishing and implementing a process and technical mechanisms for the management of access
to areas where information is processed or stored. Authentication mechanisms include the use of
access cards, biometrics or two-factor authentication such as an access card and secret PIN. Double
security doors should be considered for access to sensitive areas;
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d) setting up a reception area monitored by personnel, or other means to control physical access to
the site or building;

e) inspecting and examining personal belongings of personnel and interested parties upon entry and
exit;

NOTE Local legislation and regulations can exist regarding the possibility of inspecting personal
belongings.

f) requiring all personnel and interested parties to wear some form of visible identification and
to immediately notify security personnel if they encounter unescorted visitors and anyone not
wearing visible identification. Easily distinguishable badges should be considered to bettqgr identify
permanent employees, suppliers and visitors;

g)| granting supplier personnel restricted access to secure areas or information prpcessing facilities
only when required. This access should be authorized and monitored;

h)[ giving special attention to physical access security in the case of buildings holding gssets for
multiple organizations;

i)| designing physical security measures so that they can be strengthened when the likglihood of
physical incidents increases;

j)| securing other entry points such as emergency exits fromanatthorized access;

k)| setting up a key management process to ensure ¢he¢” management of the physical keys or
authentication information (e.g. lock codes, combination locks to offices, rooms and| facilities
such as key cabinets) and to ensure a log book or“annual key audit and that access tq physical
keys or authentication information is controlled”(see 5.17 for further guidance on auth¢ntication
information).

Vikitors

The following guidelines should be considered:
a)| authenticating the identity of yisitors by an appropriate means;
b)[ recording the date and time.of entry and departure of visitors;

c)| only granting access(for visitors for specific, authorized purposes and with instructions on the
security requireménts of the area and on emergency procedures;

d)| supervising allvisitors, unless an explicit exception is granted.
Ddlivery and l6ading areas and incoming material
The following guidelines should be considered:

a)| xestricting access to delivery and loading areas from outside of the building to identified and
authorized personnel:

b) designing the delivery and loading areas so that deliveries can be loaded and unloaded without
delivery personnel gaining unauthorized access to other parts of the building;

c) securing the external doors of delivery and loading areas when doors to restricted areas are
opened;

d) inspecting and examining incoming deliveries for explosives, chemicals or other hazardous
materials before they are moved from delivery and loading areas;

e) registering incoming deliveries in accordance with asset management procedures (see 5.9 and
7.10) on entry to the site;
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f) physically segregating incoming and outgoing shipments, where possible;

g) inspecting incoming deliveries for evidence of tampering on the way. If tampering is discovered, it
should be immediately reported to security personnel.

Other information

No other information.

7.3 Securing offices, rooms and facilities

|
Contrdl type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability
Control

Physical §ecurity for offices, rooms and facilities should be designed and implémented.
Purpose

To prevenpt unauthorized physical access, damage and interference-t@ the organization’s informatipn
and otheyq associated assets in offices, rooms and facilities.

Guidance
The folloyving guidelines should be considered to secure offices, rooms and facilities:
a) siting critical facilities to avoid access by the public;

b) where applicable, ensuring buildings are unebtrusive and give minimum indication of their purpose,
with|no obvious signs, outside or inside/-the building, identifying the presence of informatipn
procg¢ssing activities;

c) confipuring facilities to preventyconfidential information or activities from being visible ahd
audibjle from the outside. Electrerragnetic shielding should also be considered as appropriate;

d) not rIaking directories, internal telephone books and online accessible maps identifying locations
of confidential informatioh-processing facilities readily available to any unauthorized person.

Other information

No other [nformatioiz

7.4 Physicalsecurity monitoring

Controttype ifornration Cybersecurity Operatiomat Security donraims
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Physical_security |#Protection
#Detective #Integrity #Defence
#Availability
Control

Premises should be continuously monitored for unauthorized physical access.
Purpose

To detect and deter unauthorized physical access.
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Physical premises should be monitored by surveillance systems, which can include guards, intruder
alarms, video monitoring systems such as closed-circuit television and physical security information
management software either managed internally or by a monitoring service provider.

Access to buildings that house critical systems should be continuously monitored to detect unauthorized
access or suspicious behaviour by:

a) installing video monitoring systems such as closed-circuit television to view and record access to

sensitive areas within and outside an nrgqni7nfinn'c prpmicp(;

b)| installing, according to relevant applicable standards, and periodically testing contact,|sound or

motion detectors to trigger an intruder alarm such as:

1) installing contact detectors that trigger an alarm when a contact is made er:broken infany place
where a contact can be made or broken (such as windows and doors and underneath objects)
to be used as a panic alarm;

2) motion detectors based on infra-red technology which trigger atnalarm when an objéct passes
through their field of view;

3) installing sensors sensitive to the sound of breaking gldss which can be used to tirigger an
alarm to alert security personnel;

c)| usingthose alarms to cover all external doors and accéssible windows. Unoccupied areas should be

rooms).

alarmed at all times; cover should also be provided forother areas (e.g. computer or commynications

The design of monitoring systems should be,kept confidential because disclosure can |facilitate
urjdetected break-ins.

Menitoring systems should be protected-from unauthorized access in order to prevent surveillance
information, such as video feeds, fram being accessed by unauthorized persons or systems being

difabled remotely.

The alarm system control panel should be placed in an alarmed zone and, for safety alarms, [in a place
thpt allows an easy exit routé:for the person who sets the alarm. The control panel and the |detectors
should have tamperproof-mechanisms. The system should regularly be tested to ensure [that it is
working as intended, particularly if its components are battery powered.

Any monitoring and\recording mechanism should be used taking into consideration local [laws and
regulations including data protection and PII protection legislation, especially regarding the mjonitoring
of[personnel and-+ecorded video retention periods.

Other information

No other information.

7.5 Protecting against physical and environmental threats

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity
#Availability
Control

Protection against physical and environmental threats, such as natural disasters and other intentional
or unintentional physical threats to infrastructure should be designed and implemented.
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To prevent or reduce the consequences of events originating from physical and environmental threats.

Guidance

Risk assessments to identify the potential consequences of physical and environmental threats
should be performed prior to beginning critical operations at a physical site, and at regular intervals.
Necessary safeguards should be implemented and changes to threats should be monitored. Specialist
advice should be obtained on how to manage risks arising from physical and environmental threats

Suchasfi 00d _e3 ng e_exXnlosion nre Q AL £ _en onmental em Qn na other

forms of

Physical premises location and construction should take account of:

a) localftopography, such as appropriate elevation, bodies of water and tectonic fault lipes;

b) urbap threats, such as locations with a high profile for attracting political unrest, criminal activ]ty
or tefrorist attacks.

Based on[risk assessment results, relevant physical and environmental threats should be identified ahd

approprigte controls considered in the following contexts as examples:

a) fire: |nstalling and configuring systems able to detect fires at an ‘early stage to send alarms |or
trigger fire suppression systems in order to prevent fire damage‘to storage media and to related
information processing systems. Fire suppression should be performed using the most approprigte
subsflance with regard to the surrounding environment (e.g»gas in confined spaces);

b) floodiing: installing systems able to detect flooding at‘an early stage under the floors of ardas
contdining storage media or information processing‘systems. Water pumps or equivalent meajns
should be readily made available in case flooding¢ecurs;

c) electrical surges: adopting systems able toprotect both server and client information systeins
agairlst electrical surges or similar events to'minimize the consequences of such events;

d) expldsives and weapons: performing fandom inspections for the presence of explosives or weapons
on pgrsonnel, vehicles or goods entering sensitive information processing facilities.

Other information

Safes or other forms of secure Stotrage facilities can protect information stored therein against disastdrs

such as affire, earthquake, flood or explosion.

Organizations can congsider the concepts of crime prevention through environmental design when

designing the contrels:to secure their environment and reduce urban threats. For example, instead|of

using bollards, stdtues or water features can serve as both a feature and a physical barrier.

7.6 WarKing in secure areas
Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Physical_security |#Protection

#Integrity
#Availability
Control

Security measures for working in secure areas should be designed and implemented.
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Purpose

To protect information and other associated assets in secure areas from damage and unauthorized
interference by personnel working in these areas.

Guidance

The security measures for working in secure areas should apply to all personnel and cover all activities
taking place in the secure area.

The following guidelines should be considered:

a)| making personnel aware only of the existence of, or activities within, a secure area®n'4 need-to-
know basis;

b)| avoiding unsupervised work in secure areas both for safety reasons and to{rgduce chances for
malicious activities;

c)| physically locking and periodically inspecting vacant secure areas;

d)| not allowing photographic, video, audio or other recording equipment, such as camerds in user
endpoint devices, unless authorized;

e)| appropriately controlling the carrying and use of user endpoint devices in secure areas;
f)| posting emergency procedures in a readily visible or ae¢essible manner.
Other information

N¢ other information.

7.7 Clear desk and clear screen

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality. #Protect #Physical_security |#Protectior
Cgntrol

Clear desk rules for papers and removable storage media and clear screen rules for information
prpcessing facilities should be defined and appropriately enforced.

Purpose

Td reduce thé&risks of unauthorized access, loss of and damage to information on desks, scregns and in
other acce$sjble locations during and outside normal working hours.

The following guidelines should be considered:

a) locking away sensitive or critical business information (e.g. on paper or on electronic storage
media) (ideally in a safe, cabinet or other form of security furniture) when not required, especially
when the office is vacated;

b) protecting user endpoint devices by key locks or other security means when not in use or
unattended;
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f)

g)

leaving user endpoint devices logged off or protected with a screen and keyboard locking
mechanism controlled by a user authentication mechanism when unattended. All computers and
systems should be configured with a timeout or automatic logout feature;

making the originator collect outputs from printers or multi-function devices immediately. The use
of printers with an authentication function, so the originators are the only ones who can get their
printouts and only when standing next to the printer;

securely storing documents and removable storage media containing sensitive information and,
when no longer required, discarding them using secure disposal mechanisms;

estallishing and communicating rules and guidance for the configuration of pop-ups on scréens
(e.g. furning off the new email and messaging pop-ups, if possible, during presentations;screen
sharing or in a public area);

clear|ng sensitive or critical information on whiteboards and other types of display, when no longer
required.

The orgapization should have procedures in place when vacating facilities including’conducting a final
sweep prjior to leaving to ensure the organization’s assets are not left behind\(€.g. documents fallen

behind difawers or furniture).
Other information

No other [nformation.

7.8 Equipment siting and protection

Contyol type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability
Control

Equipment should be sited securely and protected.

Purpose

To reducp the risks fromphysical and environmental threats, and from unauthorized access aphd

damage.
Guidance

The folloyving guidélines should be considered to protect equipment:

a)

b)

<)

d)
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siting equipment to minimize unnecessary access into work areas and to avoid unauthorizged
access;

carefully positioning information processing facilities handling sensitive data to reduce the risk of
information being viewed by unauthorized persons during their use;

adopting controls to minimize the risk of potential physical and environmental threats [e.g. theft,
fire, explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, electrical
supply interference, communications interference, electromagnetic radiation and vandalism];

establishing guidelines for eating, drinking and smoking in proximity to information processing
facilities;

monitoring environmental conditions, such as temperature and humidity, for conditions which can
adversely affect the operation of information processing facilities;
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applying lightning protection to all buildings and fitting lightning protection filters to all incoming
power and communications lines;

considering the use of special protection methods, such as keyboard membranes, for equipment in
industrial environments;

protecting equipment processing confidential information to minimize the risk of information
leakage due to electromagnetic emanation;

physically separating information processing facilities managed by the organization from those
not mqnqud hy the organization

Other information

N

7.p Security of assets off-premises

other information.

Control type Information Cybersecurity Operatiaenal Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protectioy
#Integrity #AsSet_management
#Availability
Cantrol

P
Tdg

operations.

O‘T-site assets should be protected.

rpose

prevent loss, damage, theft or compromise‘of off-site devices and interruption to the orgapnization’s

idance

G:[
Any device used outside the organization’s premises which stores or processes information (elg. mobile

dgvice), including devices owned by the organization and devices owned privately and used |on behalf
of|the organization [bring your own device (BYOD)] needs protection. The use of these deviges should

be

authorized by management.

The following guidelings should be considered for the protection of devices which store of process

information outside-the organization’s premises:

a)

b)

not leavingequipment and storage media taken off premises unattended in public and ynsecured
places;

observing manufacturers’ instructions for protecting equipment at all times (e.g. protectign against
exposure to strong electromagnetic fields, water, heat, humidity, dust);

d)

e)

f)

when off-premises equipment is transferred among different individuals or interested parties,
maintaining a log that defines the chain of custody for the equipment including at least names and
organizations of those who are responsible for the equipment. Information that does not need to be
transferred with the asset should be securely deleted before the transfer;

where necessary and practical, requiring authorization for equipment and media to be removed
from the organization’s premises and keeping a record of such removals in order to maintain an
audit trail (see 5.14);

protecting against viewing information on a device (e.g. mobile or laptop) on public transport, and
the risks associated with shoulder surfing;

implementing location tracking and ability for remote wiping of devices.
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Permanent installation of equipment outside the organization’s premises [such as antennas and
automated teller machines (ATMs)] can be subject to higher risk of damage, theft or eavesdropping.
These risks can vary considerably between locations and should be taken into account in determining
the most appropriate measures. The following guidelines should be considered when siting this
equipment outside of the organization’s premises:

a) physical security monitoring (see 7.4);

b) protecting against physical and environmental threats (see 7.5);

c) phys cal access and tamper prnnfing contraols;

d) logical access controls.

Other information

More infdrmation about other aspects of protecting information storing and processing\equipment apd

user endpoint devices can be found in 8.1 and 6.7.

7.10 Stgrage media

Contrdl type Information Cybersecurity Operational Security domaing
security properties concepts capabilities

#Preventjve #Confidentiality #Protect #Physical_security |#Protection
#Integrity #ASset_management
#Availability

Control

Storage thedia should be managed through their liféi’cycle of acquisition, use, transportation apd

disposal fn accordance with the organization’s classifieation scheme and handling requirements.

Purpose

To ensur¢
media.

Guidance
Removab

The follov

a)

b)

<)

d)

f)
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estal
comn

wher

e storage media

ving guidelines for'the management of removable storage media should be considered:

lishing a topic-specific policy on the management of removable storage media a
hunicating stich topic- specific policy to anyone who uses or handles removable storage med

e necessary and practical, requiring authorization for storage media to be removed from t

orgalllization and keeping a record of such removals in order to maintain an audit trail;

 only authorized disclosure, modification, removal or destruction of information on storalge

hd
ia;

he

storing all storage media in a safe, secure environment according to their information classification
and protecting them against environmental threats (such as heat, moisture, humidity, electronic
field or ageing), in accordance with manufacturers’ specifications;

if information confidentiality or integrity are important considerations, using cryptographic
techniques to protect information on removable storage media;

to mitigate the risk of storage media degrading while stored information is still needed, transferring
the information to fresh storage media before becoming unreadable;

storing multiple copies of valuable information on separate storage media to further reduce the
risk of coincidental information damage or loss;
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g) considering the registration of removable storage media to limit the chance for information loss;

h) only enabling removable storage media ports [e.g. secure digital (SD) card slots and universal serial
bus (USB) ports] if there is an organizational reason for their use;

i) where there is a need to use removable storage media, monitoring the transfer of information to
such storage media;

j) information can be vulnerable to unauthorized access, misuse or corruption during physical
transport, for instance when sending storage media via the postal service or via courier.

In|this control, media includes paper documents. When transferring physical storage medlia, apply

sefurity measures in 5.14.

Selcure reuse or disposal

Pr
rig
di
of

>

01

W
st

11 Supporting utilities

k of confidential information leakage to unauthorized persons. The procedures for securg
sposal of storage media containing confidential information should be proportional to the s
that information. The following items should be considered:

if storage media containing confidential information need to b€ reused within the org
securely deleting data or formatting the storage media beforereuse (see 8.10);

disposing of storage media containing confidential informiation securely when not needed
(e.g. by destroying, shredding or securely deleting the‘content);

having procedures in place to identify the items that'can require secure disposal;

many organizations offer collection and disp6sal services for storage media. Care should
in selecting a suitable external party suppliér with adequate controls and experience;

logging the disposal of sensitive items-in order to maintain an audit trail;

when accumulating storage media~for disposal, giving consideration to the aggregati
which can cause a large quantity-of non-sensitive information to become sensitive.

risk assessment should be _performed on damaged devices containing sensitive data to d
nether the items should bé physically destroyed rather than sent for repair or discarded (se

her information

pbrage media should be considered.

ocedures for the secure reuse or disposal of storage media should be established to minfimize the

reuse or
ensitivity

hnization,

anymore

be taken

pn effect,

etermine
p 7.14).

hen confidentialdnformation on storage media is not encrypted, additional physical protectfion of the

Control type Information Cybersecurity Operational

security properties

concepts

capabilities

Security Tomains

#Preventive
#Detective

#Integrity
#Availability

#Protect #Detect

#Physical_security

#Protection

Control

Information processing facilities should be protected from power failures and other disruptions caused
by failures in supporting utilities.

Purpose

To prevent loss, damage or compromise of information and other associated assets, or interruption to

the organization’s operations due to failure and disruption of supporting utilities.
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Guidance

Organizations depend on utilities (e.g. electricity, telecommunications, water supply, gas, sewage,
ventilation and air conditioning) to support their information processing facilities. Therefore, the
organization should:

a) ensure equipment supporting the utilities is configured, operated and maintained in accordance

with

the relevant manufacturer’s specifications;

b) ensure utilities are appraised regularly for their capacity to meet business growth and interactions

with ather supporting utilities;

c) ensure equipment supporting the utilities is inspected and tested regularly to ensure their-ptroper
functfioning;

d) ifnedessary, raise alarms to detect utilities malfunctions;

e) ifnedessary, ensure utilities have multiple feeds with diverse physical routing;

f) ensufe equipment supporting the utilities is on a separate network from the.infermation processipg
facilities if connected to a network;

g) ensufe equipment supporting the utilities is connected to the internét only when needed and only
in a secure manner.

Emergen¢y lighting and communications should be provided. Efiergency switches and valves to qut

off powel, water, gas or other utilities should be located nearremergency exits or equipment rooms.

Emergen¢y contact details should be recorded and available to.personnel in the event of an outage.

Other information

Additiongl redundancy for network connectivity cafi’be obtained by means of multiple routes frqm

more thah one utility provider.

7.12 Cabling security
Contrpl type Information Cybersecurity Operational Security domainsg

security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Physical_security |#Protection
#Availability

Control

Cables cafrying power,. data or supporting information services should be protected from interceptign,

interferemce or damage.

Purpose

To prevent loss, d:\mngp, theft or compromise of information and other associated assets ahd

interrupt

ion to the organization’s operations related to power and communications cabling.

Guidance

The following guidelines for cabling security should be considered:

a) power and telecommunications lines into information processing facilities being underground
where possible, or subject to adequate alternative protection, such as floor cable protector and
utility pole; if cables are underground, protecting them from accidental cuts (e.g. with armoured
conduits or signals of presence);

b) segregating power cables from communications cables to prevent interference;
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1) installation of armoured conduit and locked rooms or boxes and alarms at inspection and

termination points;

2) use of electromagnetic shielding to protect the cables;

3) periodical technical sweeps and physical inspections to detect unauthorized devices being

attached to the cables;

4) controlled access to patch panels and cable rooms (e.g. with mechanical keys or PINs

d)

Sp
m

Ot

Sdmetimes power and telecommunications cabling are shared resources for more than one org

(0]6

5) use of fibre-optic cables;

labelling cables at each end with sufficient source and destination details to enable thg
identification and inspection of the cable.

ecialist advice should be sought on how to manage risks arising from ‘cabling inc
hlfunctions.

her information

cupying co-located premises.

physical

dents or

anization

7.13 Equipment maintenance
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security  |#Protectioy
#Integrity #Asset_management |#Resilience
#Availability
Cqntrol
Edquipment should be maintained-correctly to ensure availability, integrity and confidertiality of
information.
Purpose
Td prevent loss, damage, theft or compromise of information and other associated agsets and
inferruption to the-organization’s operations caused by lack of maintenance.
Gyidance
The following guidelines for equipment maintenance should be considered:
a)| miaintaining equipment in accordance with the supplier’s recommended service frequency and
Specifications;
b) implementing and monitoring of a maintenance programme by the organization;
c) only authorized maintenance personnel carrying out repairs and maintenance on equipment;
d) keeping records of all suspected or actual faults, and of all preventive and corrective maintenance;
e) implementing appropriate controls when equipment is scheduled for maintenance, taking into
account whether this maintenance is performed by personnel on site or external to the organization;
subjecting the maintenance personnel to a suitable confidentiality agreement;
f) supervising maintenance personnel when carrying out maintenance on site;
g) authorizing and controlling access for remote maintenance;
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h)

j)

k)

Other inlormation

Equipme

applying security measures for assets off-premises (see 7.9) if equipment containing information is
taken off premises for maintenance;

complying with all maintenance requirements imposed by insurance;

before putting equipment back into operation after maintenance, inspecting it to ensure that the
equipment has not been tampered with and is functioning properly;

applying measures for secure disposal or re-use of equipment (see 7.14) if it is determined that
equipment is to be disposed of.

t includes technical components of information processing facilities, uninterruptible-power

supply (UPS) and batteries, power generators, power alternators and converters, physical intrusipn

detection|systems and alarms, smoke detectors, fire extinguishers, air conditioning and Lfts.

7.14 Sequre disposal or re-use of equipment

Control type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Physical_security |#Protection
#Asset_management

Control

Items of ¢quipment containing storage media should be verified to ensure that any sensitive data ahd

licensed Joftware has been removed or securely overwritten/prior to disposal or re-use.
Purpose
To prevent leakage of information from equipment to be disposed or re-used.

Guidance

Equipment should be verified to ensure whether or not storage media is contained prior to disposal|or

re-use.

Storage media containing confidential or copyrighted information should be physically destroyed |or
the information should be destroyed, deleted or overwritten using techniques to make the original
informatjon non-retrievablé-rather than using the standard delete function. See 7.10 for detailped

guidancefon secure disposal of storage media and 8.10 for guidance on information deletion.

Labels arjd markingsidentifying the organization or indicating the classification, owner, system |or

network, [should b€ yemoved prior to disposal, including reselling or donating to charity.

The organization'should consider the removal of security controls such as access controls or surveillanjce

equipmentat the end of lease or when moving out of premises. This depends on factors such as:

a)
b)

<)

its lease agreement to return the facility to original condition;

minimizing the risk of leaving systems with sensitive information on them for the next tenant (e.g.
user access lists, video or image files);

the ability to reuse the controls at the next facility.

Other information

Damaged equipment containing storage media can require a risk assessment to determine whether
the items should be physically destroyed rather than sent for repair or discarded. Information can be
compromised through careless disposal or re-use of equipment.
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In addition to secure disk deletion, full-disk encryption reduces the risk of disclosure of confidential
information when equipment is disposed of or redeployed, provided that:

a) the encryption process is sufficiently strong and covers the entire disk (including slack space, swap

b)
‘)

files);

the cryptographic keys are long enough to resist brute force attacks;

the cryptographic keys are themselves kept confidential (e.g. never stored on the same disk).

For further advice on cryptography, see 8.24.

Te
an
re

Se

chniques for securely overwriting storage media differ according to the storage media té
d the classification level of the information on the storage media. Overwriting ools s
viewed to make sure that they are applicable to the technology of the storage media.

e ISO/IEC 27040 for detail on methods for sanitizing storage media.

chnology
hould be

8| Technological controls
8. User endpoint devices
Control type Information Cybersecurity Operational Secuijity do-
security properties concepts capabilities ma4ins

#Preventive #Confidentiality #Protect #Asset_management #Protection
#Integrity #Information_protection
#Availability

Cantrol

Information stored on, processed by or accessible via user endpoint devices should be protected.

Purpose

Td protect information against the'risks introduced by using user endpoint devices.

Guyidance

Gdneral

The organization should establish a topic-specific policy on secure configuration and handlipg of user

en

consider the follewing:

a)

dpoint devices™\The topic-specific policy should be communicated to all relevant persq

progess, store or support;

nnel and

the type’ of information and the classification level that the user endpoint devices cap handle,

b)

feégistration of user endpoint devices;

‘)
d)

e)

f)

g)
h)

requirements for physical protection;
restriction of software installation (e.g. remotely controlled by system administrators);

requirements for user endpoint device software (including software versions) and for
updates (e.g. active automatic updating);

rules for connection to information services, public networks or any other network off
(e.g. requiring the use of personal firewall);

access controls;

storage device encryption;
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i) protection against malware;

j) remote disabling, deletion or lockout;

k) backups;

1) usage of web services and web applications;

m) end user behaviour analytics (see 8.16);

n) the use of removable devices, including removable memory devices, and the possibility of disabling

phys
o) theu
sepat
infor
Consider:
accessed

safeguarc
working i

As far as
managen

User resp

All users
endpoint
should be

a) log-o
b) protg

cal ports (e.g. USE ports);

se of partitioning capabilities, if supported by the user endpoint device, which can-sectrsg
ate the organization's information and other associated assets (e.g. software) from oth
mation and other associated assets on the device.

ition should be given as to whether certain information is so sensitive that'it can only
via user endpoint devices, but not stored on such devices. In such cases,@dditional techni

s disabled and that local storage such as SD card is disabled.

possible, the recommendations on this control should be enforced through configurati
ent (see 8.9) or automated tools.

onsibility
should be made aware of the security requiremeénts and procedures for protecting us

devices, as well as of their responsibilities for implementing such security measures. Usg
advised to:

ff active sessions and terminate services whén no longer needed;

ct user endpoint devices from unautherized use with a physical control (e.g. key lock

speci

c) use
areas
scred

d) phys

hotel
A specifig

and othel
user endf

Use of pe

al locks) and logical control (e.g. password access) when not in use; not leave devices carryi

imp(:Itant, sensitive or critical busines$information unattended;

evices with special care in public places, open offices, meeting places and other unprotect

n filters);

rooms, confereriee centres and meeting places).

procedure taking into account legal, statutory, regulatory, contractual (including insuran
security séquirements of the organization should be established for cases of theft or loss
oint devices.

rsonal devices

l]y
er

be
al

Is can be required on the device. For example, ensuring that downledding files for offlipe

(e.g. avoid reading confidential information if people can read from the back, use privacy

cally protect userendpoint devices against theft (e.g. in cars and other forms of transpoyt,

e)
of

Where the organization allows the use of personal devices (sometimes known as BYOD), in addition to

the guida

nce given in this control, the following should be considered:

a) separation of personal and business use of the devices, including using software to support such
separation and protect business data on a private device;

b) providing access to business information only after users have acknowledged their duties (physical
protection, software updating, etc.), waiving ownership of business data, allowing remote wiping
of data by the organization in case of theft or loss of the device or when no longer authorized to use
the service. In such cases, PII protection legislation should be considered;

c) topic-specific policies and procedures to prevent disputes concerning rights to intellectual property
developed on privately owned equipment;
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access to privately owned equipment (to verify the security of the machine or during an

investigation), which can be prevented by legislation;

software licensing agreements that are such that organizations can become liable for licensing for
client software on user endpoint devices owned privately by personnel or external party users.

Wireless connections

The organization should establish procedures for:

a)

the configuration of wireless connections on devices (e.g. disabling vulnerable protocols);

b)

Ot

Cd
is
ex

TH
by
ba
ba
sc

Fdr some USB ports, such as USB-C, disabling the USB«port is not possible because it is used

using wireless or wired connections with appropriate bandwidth in accordance with
topic-specific policies (e.g. because backups or software updates are needed).

her information

ntrols to protect information on user endpoint devices depend on whether the user endpo
used only inside of the organization's secured premises and network cdnnections, or wh
posed to increased physical and network related threats outside of the-otganization.

e wireless connections for user endpoint devices are similar to other types of network co
t have important differences that should be considered whef identifying controls. In p
ck-up of information stored on user endpoint devices can sometimes fail because of limitec
ndwidth or because user endpoint devices are not corihected at the times when bag
heduled.

relevant

nt device
bther it is

hnections
articular,

network
kups are

for other

pyrposes (e.g. power delivery and display output).
8.2 Privileged access rights
Control type Information Cybersecurity Operational capa- | Security domains
security properties concepts bilities

#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protectioj
#Integrity cess_management
#Availability:

Cantrol

The allocation and us€of privileged access rights should be restricted and managed.

Puyrpose

Tq ensureconly authorized users, software components and services are provided with privileged

acgess rights.

Glridance

The allocation of privileged access rights should be controlled through an authorization process in
accordance with the relevant topic-specific policy on access control (see 5.15). The following should be

co

a)

b)

nsidered:

identifying users who need privileged access rights for each system or process (e.g. operating

systems, database management systems and applications);

allocating privileged access rights to users as needed and on an event-by-event basis in

line with

the topic-specific policy on access control (see 5.15) (i.e. only to individuals with the necessary
competence to carry out activities that require privileged access and based on the minimum

requirement for their functional roles);
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¢) maintaining an authorization process (i.e. determining who can approve privileged access rights,
or not granting privileged access rights until the authorization process is complete) and a record of

all pr
d) defin

ivileges allocated;

ing and implementing requirements for expiry of privileged access rights;

e) taking measures to ensure that users are aware of their privileged access rights and when they are
in privileged access mode. Possible measures include using specific user identities, user interface
settings or even specific equipment;

f) authentication requirements for privi]pgpd access righfc can be highpr than the requirements

norm
work

g) regul
right
work]

h) estalh
“root
infor

i) grant
chan
perm

often|
j) loggi
k) nots
persq

can |
privi
1) only
for d
norm
Other inf

Privilege

performalnce of activitiescthdt typical users or processes cannot perform. System administrator ro

al access rights. Re-authentication or authentication step-up can be necessary before doi
with privileged access rights;

arly, and after any organizational change, reviewing users working with privileged acce

ing with privileged access rights (see 5.18);

lishing specific rules in order to avoid the use of generic administratien’user IDs (such
"), depending on systems’ configuration capabilities. Managing and pretécting authenticati
mation of such identities (see 5.17);

ing temporary privileged access just for the time window necessary to implement approv
bes or activities (e.g. for maintenance activities or somfe’ critical changes), rather th
anently granting privileged access rights. This is often refecred as break glass procedure, a
automated by privilege access management technologies;

hg all privileged access to systems for audit purposes;

haring or linking identities with privileged acegess rights to multiple persons, assigning ea
n a separate identity which allows assigning specific privileged access rights. Identit
e grouped (e.g. by defining an administrator group) in order to simplify the management
eged access rights;

using identities with privileged.access rights for undertaking administrative tasks and 1
hy-to-day general tasks [i.e. checking email, accessing the web (users should have a separd
al network identity for thesevactivities)].

ormation

[l access rights are-aceess rights provided to an identity, a role or a process that allows t

5 in order to verify if their duties, roles, responsibilities and competence still gaalify them for

asS
pn

On
hd

es
of

ot

typically require privileéged access rights.
Inappropfiate useofSystem administrator privileges (any feature or facility of an information syst¢m
that enaljles the user to override system or application controls) is a major contributory factor |to
failures ofr breaehes of systems.
More infdrmation related to access management and the secure management of access to informatibn
and information and communications technologies resources can be found in ISO/IEC 29146.
8.3 Information access restriction
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
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Access to information and other associated assets should be restricted in accordance with the
established topic-specific policy on access control.

Purpose

To ensure only authorized access and to prevent unauthorized access to information and other
associated assets.

Guidance

Ad
es
re

a)

b)

Fu
ha

cess to information and other associated assets should be restricted in accordafice
tablished topic-specific policies. The following should be considered in order to~suppd
Ktriction requirements:

not allowing access to sensitive information by unknown user identities dr*anonymoug
or anonymous access should only be granted to storage locations that do hot contain any
information;

services;
controlling which data can be accessed by a particular user;

controlling which identities or group of identities haveiwhich access, such as read, write, g
execute;

providing physical or logical access controls forthe isolation of sensitive applications, aj
data, or systems.

rther, dynamic access management techniguies and processes to protect sensitive inform
s high value to the organization should be considered when the organization:

needs granular control over who ean access such information during what period and in y

who can access it;
wants to dynamicallymanage, in real-time, the use and distribution of such information;

wants to protectysuch information against unauthorized changes, copying and dis
(including printing);

wants to monitor the use of the information;

wants.to record any changes to such information that take place in case a future invest
required.

with the
rt access

ly. Public
sensitive

providing configuration mechanisms to control access to information in systems, applicgtions and

elete and

pplication

htion that

vhat way;

wants to share such informatien with people outside the organization and maintain comtrol over

tribution

igation is

Dy

rmamic access management techniques should protect information throughout its life

Cycle (i.e.

creation, processing, storage, transmission and disposal), including:

a)

b)

©

establishing rules on the management of dynamic access based on specific use cases cons

1) granting access permissions based on identity, device, location or application;

idering:

2) leveraging the classification scheme in order to determine what information needs to be

protected with dynamic access management techniques;

establishing operational, monitoring and reporting processes and supporting
infrastructure.
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Dynamic access management systems should protect information by:
a) requiring authentication, appropriate credentials or a certificate to access information;

b) restricting access, for example to a specified time frame (e.g. after a given date or until a particular
date);

c) using encryption to protect information;

d) defining the printing permissions for the information;

e) recoifding who accesses the information and how the information is used;
f) raisipg alerts if attempts to misuse the information are detected.
Other information

Dynamic[access management techniques and other dynamic information protectionctechnologies chn
support the protection of information even when data is shared beyond the originating organizatign,
where trdditional access controls cannot be enforced. It can be applied to documeénts, emails or otHer
files contpining information to limit who can access the content and in what way: It can be at a granular
level and jpe adapted over the life cycle of the information.

Dynamicfaccess management techniques do not replace classical accessmanagement [e.g. using accdss
control ligts (ACLs)], but can add more factors for conditionality, realstime evaluation, just-in-time ddta
reductior] and other enhancements that can be useful for the most’sensitive information. It offerg a
way to cdntrol access outside the organization’s environment. Incident response can be supported py
dynamic fccess management techniques as permissions can be'modified or revoked at any time.

Additiongl information on a framework for access management is provided in ISO/IEC 29146.

8.4 Acgess to source code

Contrdl type Information Cybersecurity Operational Security domairns
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #ldentity_and_access_ |#Protection
#Integrity management
#Availability #Application_security
#Secure_configura-
tion
Control

Pt

Read and|write access€o source code, development tools and software libraries should be appropriatg¢
managed

y

Purpose

To preventthe | lucti f horized f ionali 4 i onal lici ] os
and to maintain the confidentiality of valuable intellectual property.

Guidance

Access to source code and associated items (such as designs, specifications, verification plans and
validation plans) and development tools (e.g. compilers, builders, integration tools, test platforms and
environments) should be strictly controlled.

For source code, this can be achieved by controlling central storage of such code, preferably in source
code management system.

Read access and write access to source code can differ based on the personnel’s role. For example, read
access to source code can be broadly provided inside the organization, but write access to source code
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is only made available to privileged personnel or designated owners. Where code components are used
by several developers within an organization, read access to a centralized code repository should be
implemented. Furthermore, if open-source code or third-party code components are used inside an
organization, read access to such external code repositories can be broadly provided. However, write
access should still be restricted.

The following guidelines should be considered to control access to program source libraries in order to
reduce the potential for corruption of computer programs:

a) managing the access to program source code and the program source libraries according to

rollicleodd |
Colaullslictu Pl uLttuurtcsy,

b)[ granting read and write access to source code based on business needs and managed tp address
risks of alteration or misuse and according to established procedures;

c)| updating of source code and associated items and granting of access to sourcecode in agcordance
with change control procedures (see 8.32) and only performing it after appropriate authorization
has been received;

d)| not granting developers direct access to the source code repository,"but through develgper tools
that control activities and authorizations on the source code;

e)| holding program listings in a secure environment, wheneyread and write access should be
appropriately managed and assigned;

f)| maintaining an audit log of all accesses and of all changes to source code.

-

If the program source code is intended to be published;additional controls to provide assurapce on its
infegrity (e.g. digital signature) should be considered:

Other information

If pccess to source code is not properly, controlled, source code can be modified or some data in the
dgvelopment environment (e.g. copies of ‘production data, configuration details) can be retyieved by
urfauthorized persons.

8.p Secure authentication

Control type Information Cybersecurity Operational Security domains
sécurity properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protectioy
#Integrity cess_management
#Availability
Cantrol

Secure ‘authentication technologies and procedures should be implemented based on information
acpess restrictions and the topic-specific policy on access control.

Purpose

To ensure a user or an entity is securely authenticated, when access to systems, applications and
services is granted.

Guidance

A suitable authentication technique should be chosen to substantiate the claimed identity of a user,
software, messages and other entities.

The strength of authentication should be appropriate for the classification of the information to be
accessed. Where strong authentication and identity verification is required, authentication methods
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alternative to passwords, such as digital certificates, smart cards, tokens or biometric means, should be
used.

Authentication information should be accompanied by additional authentication factors for accessing
critical information systems (also known as multi-factor authentication). Using a combination of
multiple authentication factors, such as what you know, what you have and what you are, reduces
the possibilities for unauthorized accesses. Multi-factor authentication can be combined with other
techniques to require additional factors under specific circumstances, based on predefined rules and
patterns, such as access from an unusual location, from an unusual device or at an unusual time.

Biometri¢g—atuthentieatiomr—informationr—shotdd—be—invalidated—f—it—is—ever compt omised—Biomretyic
authentidation can be unavailable depending on the conditions of use (e.g. moisture or aging)!/lo
prepare fpr these issues, biometric authentication should be accompanied with at least one altérnative
authentidation technique.

The procpdure for logging into a system or application should be designed to minimize the risk|of
unauthorfzed access. Log-on procedures and technologies should be implemented)|considering the
following

a) not displaying sensitive system or application information until the log-on process has begen
succgssfully completed in order to avoid providing an unauthorized user with any unnecessary
assistance;

b) displhaying a general notice warning that the system or the applieation or the service should only pe
accegsed by authorized users;

c) not pfoviding help messages during the log-on procedureithat would aid an unauthorized user (d.g.
if an|error condition arises, the system should not indicate which part of the data is correct [or
incorfrect);

d) validpting the log-on information only on completion of all input data;

e) protdcting against brute force log-on attempts on usernames and passwords [e.g. using completg¢ly
autornated public Turing test to tell computers and humans apart (CAPTCHA), requiring passward
reset|after a predefined number of failed:attempts or blocking the user after a maximum number|of
errori|s];

f) loggihg unsuccessful and successful attempts;

g) raisipg a security event if@potential attempted or successful breach of log-on controls is detected
(e.g. pending an alert t6-the user and the organization’s system administrators when a certdin
number of wrong password attempts has been reached);

h) displpying or sending the following information on a separate channel on completion of a successful
log-oh:

1) dateand'time of the previous successful log-on;

2) details of any unsuccessful log-on attempts since the last successful log-on;

i) not displaying a password in clear text when it is being entered; in some cases, it can be required
to de-activate this functionality in order to facilitate user log-on (e.g. for accessibility reasons or to
avoid blocking users because of repeated errors);

j) not transmitting passwords in clear text over a network to avoid being captured by a network
"sniffer” program;

k) terminating inactive sessions after a defined period of inactivity, especially in high risk locations
such as public or external areas outside the organization’s security management or on user
endpoint devices;
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1) restricting connection duration times to provide additional security for high-risk applications and
reduce the window of opportunity for unauthorized access.

Other information

Additional information on entity authentication assurance can be found is ISO/IEC 29115.

8.6 Capacity management

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Integrity #ldentify #Protect |#Continuity #Governange_and_
#Detective #Availability #Detect Eco§ystem fProtec-

tion

Cantrol

The use of resources should be monitored and adjusted in line with current and expected capacity

reguirements.

Puyrpose

Td ensure the required capacity of information processing facilities, human resources, offices pnd other

fagilities.

Guidance

Cqpacity requirements for information processingyfacilities, human resources, offices gqnd other
fagilities should be identified, taking into account'the business criticality of the concerned syqtems and

prjocesses.

Sylstem tuning and monitoring should be~applied to ensure and, where necessary, improve the
aviilability and efficiency of systems.

The organization should perform stress-tests of systems and services to confirm that sufficiept system

capacity is available to meet peak performance requirements.

Dgtective controls should beput in place to indicate problems in due time.

Projections of futurescapacity requirements should take account of new business anfl system
reguirements and .€uitrent and projected trends in the organization’s information pocessing

capabilities.

Pqrticular attéudtion should be paid to any resources with long procurement lead times or hjigh costs.
Therefore,andnagers, service or product owners should monitor the utilization of key system rlesources.

Managérs should use capacity information to identify and avoid potential resource limitafions and
dgpendency on key personnel which can present a threat to system security or services|and plan

VAN ATt AN Ak Hat FaNEaVWal o Fat

a
apprepriate-action-

Providing sufficient capacity can be achieved by increasing capacity or by reducing demand. The
following should be considered to increase capacity:

a) hiring new personnel;

b) obtaining new facilities or space;

c) acquiring more powerful processing systems, memory and storage;

d) making use of cloud computing, which has inherent characteristics that directly address issues of
capacity. Cloud computing has elasticity and scalability which enable on-demand rapid expansion

and reduction in resources available to particular applications and services.
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The following should be considered to reduce demand on the organization’s resources:

a) deletion of obsolete data (disk space);

b) disposal of hardcopy records that have met their retention period (free up shelving space);

c) deco

mmissioning of applications, systems, databases or environments;

d) optimizing batch processes and schedules;

e) optimizing application code or database queries;

f) deny

A documgnted capacity management plan should be considered for mission critical systems,

Other in

For more(detail on the elasticity and scalability of cloud computing, see ISO/IEC TS 23167.

8.7 Protection against malware

formation

ng or restricting bandwidth for resource-consuming services if these are not critical (d.g.
videq streaming).

Contrpl type Information Cybersecurity Opetational Security domairns
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Detect |#Systém_and_network_ |#Protection
#Detectivle #Integrity security #Defence
#Corrective #Availability #Information_protec-
tion
Control

Protectiop against malware should be implemented and supported by appropriate user awareness.

Purpose

To ensurg information and other associated assets are protected against malware.
Guidance

Protectiopn against malware should be based on malware detection and repair software, informati

security

detection| and repair software alone is not usually adequate. The following guidance should
considerdd:

a) impl¢menting rules and controls that prevent or detect the use of unauthorized software [d.
applifation alfowlisting (i.e. using a list providing allowed applications)] (see 8.19 and 8.32);

b) impl¢menting controls that prevent or detect the use of known or suspected malicious websit

hwareness, appropriate system access and change management controls. Use of malwa

re
be

€S

dae A = o
(e.g. blocktisting);

c) reducing vulnerabilities that can be exploited by malware [e.g. through technical vulnerability
management (see 8.8 and 8.19)];

d) conducting regular automated validation of the software and data content of systems, especially
for systems supporting critical business processes; investigating the presence of any unapproved
files or unauthorized amendments;

e) establishing protective measures against risks associated with obtaining files and software either

from

90

or via external networks or on any other medium;
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f)

g)

h)

j)

k)
D)

ISO/IEC 27002:

2022(E)

installing and regularly updating malware detection and repair software to scan computers and

electronic storage media. Carrying out regular scans that include:

1) scanning any data received over networks or via any form of electronic storage media, for

malware before use;

2) scanning email and instant messaging attachments and downloads for malware before use.
Carrying out this scan at different places (e.g. at email servers, desktop computers) and when

entering the network of the organization;

) cr‘qnning v\mhpngpc for malware when accessed;

7

determining the placement and configuration of malware detection and repair toolsbasg
assessment outcomes and considering:

1) defence in depth principles where they would be most effective. For example, this c
malware detection in a network gateway (in various application protocols such as
transfer and web) as well as user endpoint devices and servers;

2) the evasive techniques of attackers (e.g. the use of encrypted files) to deliver malwj
use of encryption protocols to transmit malware;

taking care to protect against the introduction of malware-during maintenance and e
procedures, which can bypass normal controls against malware;

implementing a process to authorize temporarily or‘permanently disable some or all
against malware, including exception approval authorities, documented justification ay

bd on risk

hn lead to
bmail, file

ire or the

mergency

measures
d review

date. This can be necessary when the protectiontagainst malware causes disruption §o normal

operations;

preparing appropriate business continuityplans for recovering from malware attacks,
all necessary data and software backup\(including both online and offline backup) and
measures (see 8.13);

isolating environments where catastrophic consequences can occur;

defining procedures and responsibilities to deal with protection against malware on
including training in theifwuse, reporting and recovering from malware attacks;

providing awareness‘or training (see 6.3) to all users on how to identify and potentially
the receipt, sendjng or installation of malware infected emails, files or programs [the inf
collected in n),and’o) can be used to ensure awareness and training are kept up-to-date];

including

recovery

systems,

[ mitigate
ormation

implementing/procedures to regularly collect information about new malware, such as subscribing

to mailingists or reviewing relevant websites;

verifying that information relating to malware, such as warning bulletins, comes from
ahd‘reputable sources (e.g. reliable internet sites or suppliers of malware detection softy

qualified
vare) and

i9accurate and informative.

Other information

It is not always possible to install software that protects against malware on some systems (e.g. some
industrial control systems). Some forms of malware infect computer operating systems and computer
firmware such that common malware controls cannot clean the system and a full reimaging of the
operating system software and sometimes the computer firmware is necessary to return to a secure
state.
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8.8 Management of technical vulnerabilities

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Threat_and_ #Governance_and_Ecosys-
#Integrity #Protect vulnerability.  |[tem
#Availability management #Protection #Defence
Control

Informatjon about technical vulnerabilities of information systems il use snould be obtained,. the
organizatlion’s exposure to such vulnerabilities should be evaluated and appropriate measures shodld
be taken.

Purpose
To prevent exploitation of technical vulnerabilities.

Guidance

Identifying technical vulnerabilities

The orgahization should have an accurate inventory of assets (see 5.9-te 5.14) as a prerequisite for
effective [technical vulnerability management; the inventory should include the software vendpr,
software[name, version numbers, current state of deployment (e.g;what software is installed on what
systems) and the person(s) within the organization responsible for-the software.

To identifly technical vulnerabilities, the organization should,consider:

a) definfing and establishing the roles and responsibilities associated with technical vulnerabiljty
mangdgement, including vulnerability monitoring;, vulnerability risk assessment, updating, asget
trackiing and any coordination responsibilities required;

b) for spftware and other technologies (based on the asset inventory list, see 5.9), identifyipng
information resources that will be used for identifying relevant technical vulnerabilities apd
mainfaining awareness about them. Updating the list of information resources based on changes|in
the inventory or when other new or useful resources are found;

c) requiring suppliers of information system (including their components) to ensure vulnerability
repoyting, handling and disclosure, including the requirements in applicable contracts (see 5.20);

d) using vulnerability seahtiing tools suitable for the technologies in use to identify vulnerabilitjes
and tp verify whethenthe patching of vulnerabilities was successful;

e) condpcting planried, documented and repeatable penetration tests or vulnerability assessmerjts
by cqmpetentand authorized persons to support the identification of vulnerabilities. Exercising
cautipn as'such activities can lead to a compromise of the security of the system;

f) tracking’the usage of third-party libraries and source code for vulnerabilities. This should be
included in secure coding (see 8.28).

The organization should develop procedures and capabilities to:

a) detectthe existence of vulnerabilities in its products and services including any external component
used in these;

b) receive vulnerability reports from internal or external sources.

The organization should provide a public point of contact as part of a topic-specific policy on vulnerability
disclosure so that researchers and others are able to report issues. The organization should establish
vulnerability reporting procedures, online reporting forms and making use of appropriate threat
intelligence or information sharing forums. The organization should also consider bug bounty programs
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where rewards are offered as an incentive to assist organizations in identifying vulnerabilities in order
to appropriately remediate them. The organization should also share information with competent
industry bodies or other interested parties.

Evaluating technical vulnerabilities
To evaluate identified technical vulnerabilities, the following guidance should be considered:
a) analyse and verify reports to determine what response and remediation activity is needed;

b) once a potential technical vulnerability has been identified, identifying the associated risks and
the actions to be taken. Such actions can involve updating vulnerable systems or applyling other
controls.

Tdking appropriate measures to address technical vulnerabilities

A software update management process should be implemented to ensure the mestip-to-datejapproved
pdtches and application updates are installed for all authorized software. If changes are necefsary, the
orfiginal software should be retained and the changes applied to a designated copy. All changes should
bd fully tested and documented, so that they can be reapplied, if necessary;to future software fipgrades.
If required, the modifications should be tested and validated by an independent evaluation bgdy.

The following guidance should be considered to address technicalulnerabilities:

a)| taking appropriate and timely action in response to{the identification of potential [technical
vulnerabilities; defining a timeline to react to notifications of potentially relevant [technical
vulnerabilities;

b)| depending on how urgently a technical vulnerability needs to be addressed, carrying out the action
according to the controls related to change management (see 8.32) or by following information
security incident response procedures (see5.26);

c)| only using updates from legitimate sources (which can be internal or external to the organization);

d)| testing and evaluating updates before they are installed to ensure they are effective ahd do not
result in side effects that cainot be tolerated [i.e. if an update is available, assessing|the risks
associated with installing, the update (the risks posed by the vulnerability should be ¢ompared
with the risk of installingithe update)];

e)| addressing systems athigh risk first;

f)| develop remediation (typically software updates or patches);
g)| testto confirm if the remediation or mitigation is effective;

h)[ provide'mechanisms to verify the authenticity of remediation;

i)| ifnoipdate is available or the update cannot be installed, considering other controls, such as:

1) npp]ying any workaround Qnggpctpd hy the software vendor or other relevant sourcek:

2) turning off services or capabilities related to the vulnerability;

3) adapting or adding access controls (e.g. firewalls) at network borders (see 8.20 to 8.22);

4) shielding vulnerable systems, devices or applications from attack through deployment of
suitable traffic filters (sometimes called virtual patching);

5) increasing monitoring to detect actual attacks;

6) raising awareness of the vulnerability.
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For acquired software, if the vendors regularly release information about security updates for their
software and provide a facility to install such updates automatically, the organization should decide
whether to use the automatic update or not.

Other considerations
An audit log should be kept for all steps undertaken in technical vulnerability management.

The technical vulnerability management process should be regularly monitored and evaluated in order
to ensure its effectiveness and efficiency.

An effect]ve technical vulnerability management process should be aligned with incident managemgnt
activities| to communicate data on vulnerabilities to the incident response function and provide
technical|procedures to be carried out in case an incident occurs.

Where thle organization uses a cloud service supplied by a third-party cloud service provider, techni¢al
vulnerabfility management of cloud service provider resources should be ensured by thecloud service
provider.|The cloud service provider’s responsibilities for technical vulnerability management shoyld
be part of the cloud service agreement and this should include processes for reporting the cloud service
provider's actions relating to technical vulnerabilities (see 5.23). For some cloud services, there are
respective responsibilities for the cloud service provider and the cloud seryice‘customer. For examplle,
the cloud|service customer is responsible for vulnerability management oftits own assets used for the
cloud servyices.

Other information

Technical vulnerability management can be viewed as a sub-furnction of change management and jas
such can fake advantage of the change management processes and procedures (see 8.32).

There is f possibility that an update does not address_the problem adequately and has negative side
effects. Also, in some cases, uninstalling an update caninot be easily achieved once the update has been
applied.

If adequafe testing of the updates is not possible (e.g. because of costs or lack of resources) a delay|in
updating|can be considered to evaluate the'associated risks, based on the experience reported by other
users. The use of ISO/IEC 27031 can be beneficial.

Where spftware patches or updates' are produced, the organization can consider providing pn
automateld update process wherethese updates are installed on affected systems or products withdqut
the need for intervention by the,customer or the user. If an automated update process is offered, it can
allow the|customer or user to-choose an option to turn off the automatic update or control the timing|of
the insta:—tllation of the update.

Where thle vendor provides an automated update process and the updates can be installed on affected
systems ¢r productstwithout the need for intervention, the organization determines if it applies the
automateld process’or not. One reason for not electing for automated update is to retain control over
when theJupdateis performed. For example, a software used for a business operation cannot be updated
until the pperation has completed.

A weakness with vulnerability scanning is that it is possible it does not fully account for defence in depth:
two countermeasures that are always invoked in sequence can have vulnerabilities that are masked
by strengths in the other. The composite countermeasure is not vulnerable, whereas a vulnerability
scanner can report that both components are vulnerable. The organization should therefore take care
in reviewing and acting on vulnerability reports.

Many organizations supply software, systems, products and services not only within the organization
but also to interested parties such as customers, partners or other users. These software, systems,
products and services can have information security vulnerabilities that affect the security of users.
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Organizations can release remediation and disclose information about vulnerabilities to users (typically
through a public advisory) and provide appropriate information for software vulnerability database
services.

For more information relating to the management of technical vulnerabilities when using cloud
computing, see the ISO/IEC 19086 series and ISO/IEC 27017.

ISO/IEC 29147 provides detailed information on receiving vulnerability reports and publishing
vulnerability advisories. ISO/IEC 30111 provides detailed information about handling and resolving
reported vulnerabilities.

8.9 Configuration management

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Secure_configuration |#Protection
#Integrity
#Availability
Cantrol

Cdnfigurations, including security configurations, of hardware, software, services and networks should
bq established, documented, implemented, monitored and reviewed.

Puyrpose

Td ensure hardware, software, services and networks function correctly with required security
seftings, and configuration is not altered by unautherized or incorrect changes.

Guidance

Gdneral

The organization should define and implement processes and tools to enforce the defined configurations
(igcluding security configurations) tor hardware, software, services (e.g. cloud services) and petworks,
fol newly installed systems as well as for operational systems over their lifetime.

Rales, responsibilities and_procedures should be in place to ensure satisfactory control of all
configuration changes.

%

hndard templates

—t

hndard templates for the secure configuration of hardware, software, services and networks should
defined:

o W
D

a)| using-publicly available guidance (e.g. pre-defined templates from vendors and from independent
security organizations);

b faoncidaoringtha lavual of ottty noandad 1 A dar o dotaeaiing o o it lavgal of SeeuHity:
coRStaer gttt e verorprotecaohneeacaHoracr o aetce it o StHe et e ver 0+5e€ut g

c) supporting the organization’s information security policy, topic-specific policies, standards and
other security requirements;

d) considering the feasibility and applicability of security configurations in the organization’s context.

The templates should be reviewed periodically and updated when new threats or vulnerabilities need
to be addressed, or when new software or hardware versions are introduced.

The following should be considered for establishing standard templates for the secure configuration of
hardware, software, services and networks:

a) minimizing the number of identities with privileged or administrator level access rights;
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b) disabling unnecessary, unused or insecure identities;

c) disabling or restricting unnecessary functions and services;

d) restricting access to powerful utility programs and host parameter settings;

e) synchronizing clocks;

f) changing vendor default authentication information such as default passwords immediately after
installation and reviewing other important default security-related parameters;

g) invoK
perio

h) verif)
Managing

Establish
should be
be achiev

Changes
Configurz:
a) up-tg
b) date
c) versi

d) relat

Monitoring configurations

Configur:

maintenalnce utilities, remote support, entérprise management tools, backup and restore software) a

should beg
and asse
template;
configura

Other inf

Documenttation for ssystems often records details about the configuration of both hardware a

software

System h

d of inactivity;
ing that licence requirements have been met (see 5.32).

 configurations
maintained of all configuration changes. These records should be secufely stored. This ¢
ed in various ways, such as configuration databases or configurationtemplates.
o configurations should follow the change management process,(see 8.32).
ition records can contain as relevant:
-date owner or point of contact information for the asset;
bf the last change of configuration;
bn of configuration template;

on to configurations of other assets.

itions should be monitored withva comprehensive set of system management tools (¢

reviewed on a regular basis‘to verify configuration settings, evaluate password strengt
5s activities performed.‘Ac¢tual configurations can be compared with the defined targ
. Any deviations should-be addressed, either by automatic enforcement of the defined targ
tion or by manual analysis of the deviation followed by corrective actions.

ormation

hirdeéning is a typical part of configuration management.

ing time-out facilities that automatically log off computing devices alter a predetermined

bd configurations of hardware, software, services and networks should be secorded and a log

AN

..
hd
hs
et
et

Configur

b 4= 1 . FRPA | adel 4= 4= | LR 1.
LU ITIdIId gTIHITIIT LAIT DT TIIT ST ALTU WILIT dSST U HIAdITAdgTITITIIU PIULTSSTS AU dSS5ULIALTU LUUITT

18.

Automation is usually more effective to manage security configuration (e.g. using infrastructure as

code).

Configuration templates and targets can be confidential information and should be protected from
unauthorized access accordingly.

96

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

8.10 Information deletion
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Control type

Information
security properties

Cybersecurity
concepts

Operational
capabilities

Security domains

#Preventive

#Confidentiality

#Protect

#Information_pro-

#Protection

tection
#Legal_and_compli-
ance

Control

Information stored in information systems, devices or in any other storage media should |b

wW.

Purpose

To

regulatory and contractual requirements for information deletion.

Guidance

G

Se
di

W]
a)

b)
‘)
W,

th
dy

Dg

In

consideration relevant legislation and regulations, sensitive information should be deleted

lo

a)

en no longer required.

prevent unnecessary exposure of sensitive information and to comply with legal,

neral

nsitive information should not be kept for longer than it is réquired to reduce the risk of ur
Sclosure.

hen deleting information on systems, applications and-services, the following should be con|

selecting a deletion method (e.g. electronic overwriting or cryptographic erasure) in aq
with business requirements and taking into consideration relevant laws and regulations;

recording the results of deletion as evidence;

from them.

here third parties store the organization’s information on its behalf, the organization should
e inclusion of requirements-on information deletion into the third-party agreements to
ring and upon termination.of such services.

letion methods
accordance with the organization’s topic-specific policy on data retention and ta
\ger required; by:

configuring systems to securely destroy information when no longer required (e.g. after
périod subject to the topic-specific policy on data retention or by subject access request);

e deleted

statutory,

desirable

sidered:

cordance

when using service suppliers of information deletion, obtaining evidence of information deletion

consider
bnforce it

King into
when no

a defined

b)
‘)

d)
e)

1 1 - 1 1 - - 1 £l 1 1 1 1
UCICLITE ODSOICLE VETSIUILS, COPICS dIIU LCIIPOTdly 1HICS WIICTEVET LIICY dI'€ 10LdLlEd,

using approved, secure deletion software to permanently delete information to help ensure

information cannot be recovered by using specialist recovery or forensic tools;

using approved, certified providers of secure disposal services;

using disposal mechanisms appropriate for the type of storage media being disposed of (e.g.

degaussing hard disk drives and other magnetic storage media).

Where cloud services are used, the organization should verify if the deletion method provided by the
cloud service provider is acceptable, and if it is the case, the organization should use it, or request that
the cloud service provider delete the information. These deletion processes should be automated in
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accordance with topic-specific policies, when available and applicable. Depending on the sensitivity of
information deleted, logs can track or verify that these deletion processes have happened.

To avoid the unintentional exposure of sensitive information when equipment is being sent back to
vendors, sensitive information should be protected by removing auxiliary storages (e.g. hard disk
drives) and memory before equipment leaves the organization’s premises.

Considering that the secure deletion of some devices (e.g. smartphones) can only be achieved through
destruction or using the functions embedded in these devices (e.g. “restore factory settings”), the
organization should choose the appropriate method according to the classification of information
handled & Y strehdevices:

Control measures described in 7.14 should be applied to physically destroy the storage device’ahd
simultangously delete the information it contains.

An officigl record of information deletion is useful when analysing the cause of a possiblerihformatipn
leakage epent.

Other information
Informatjon on user data deletion in cloud services can be found in ISO/IEC 27017.

Informatjon on deletion of PII can be found in ISO/IEC 27555.

8.11 Data masking

Contrpl type Information Cybersecurity Operational Security domainsg
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Information_protection |#Protection
Control

Data magking should be used in accordance with the organization’s topic-specific policy on accdss
control gnd other related topic-specific:policies, and business requirements, taking applicalle
legislatiop into consideration.

Purpose

To limit the exposure of sensitive.data including PII, and to comply with legal, statutory, regulatory ahd
contractyal requirements.

Guidance

Where the protection*of sensitive data (e.g. PII) is a concern, the organization should consider hidiphg
such datd by using techniques such as data masking, pseudonymization or anonymization.

Pseudonymization or anonymization techniques can hide PII, disguise the true identity of PII principals
or other defisitive information, and disconnect the link between PII and the identity of the PII princigal
or the linkbetweemothersensitive fformratio:

When using pseudonymization or anonymization techniques, it should be verified that data has been
adequately pseudonymized or anonymized. Data anonymization should consider all the elements
of the sensitive information to be effective. As an example, if not considered properly, a person can
be identified even if the data that can directly identify that person is anonymised, by the presence of
further data which allows the person to be identified indirectly.

Additional techniques for data masking include:
a) encryption (requiring authorized users to have a key);

b) nulling or deleting characters (preventing unauthorized users from seeing full messages);

98 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

c) varying numbers and dates;

d) substitution (changing one value for another to hide sensitive data);

e) replacing values with their hash.

The following should be considered when implementing data masking techniques:

a) not granting all users access to all data, therefore designing queries and masks in order to show
only the minimum required data to the user;

b)[ there are cases where some data should not be visible to the user for some records ouf pf a set of
data; in this case, designing and implementing a mechanism for obfuscation of data (eg,'if a patient
does not want hospital staff to be able to see all of their records, even in case of emergency, then the
hospital staff are presented with partially obfuscated data and data can only bejaccesse(d by staff
with specific roles if it contains useful information for appropriate treatment);

c)| when data are obfuscated, giving the PII principal the possibility to require/that users ca)not see if
the data are obfuscated (obfuscation of the obfuscation; this is used in‘hedlth facilities, for example
if the patient does not want personnel to see that sensitive informiation such as pregnancies or
results of blood exams has been obfuscated);

d)| any legal or regulatory requirements (e.g. requiring the masking of payment cards' information
during processing or storage).

The following should be considered when using data masking, pseudonymization or anonymiration:

a)| level of strength of data masking, pseudonymization or anonymization according to th¢ usage of
the processed data;

b)[ access controls to the processed data;

c)| agreements or restrictions on usage of.the processed data;
d)| prohibiting collating the processed data with other information in order to identify the PII principal;
e)| keeping track of providing and-receiving the processed data.
Other information

Anonymization irreversibly alters PII in such a way that the PII principal can no longer be jdentified
directly or indirectlyx

Pgeudonymizatign, replaces the identifying information with an alias. Knowledge of the algorithm
(spmetimes referred to as the “additional information”) used to perform the pseudonymizatipn allows
for at least~some form of identification of the PII principal. Such “additional informatioh” should
therefore-be’kept separate and protected.

While“pseudonymization is therefore weaker than anonymization, pseudonymized datasefs can be
maoaredaiseful in statistical research

Data masking is a set of techniques to conceal, substitute or obfuscate sensitive data items. Data masking
can be static (when data items are masked in the original database), dynamic (using automation and
rules to secure data in real-time) or on-the-fly (with data masked in an application’s memory).

Hash functions can be used in order to anonymize PII. In order to prevent enumeration attacks, they
should always be combined with a salt function.

Pll in resource identifiers and their attributes [e.g. file names, uniform resource locators (URLs)] should
be either avoided or appropriately anonymized.

Additional controls concerning the protection of PII in public clouds are given in ISO/IEC 27018.
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Additional information on de-identification techniques is available in ISO/IEC 20889.

8.12 Data leakage prevention

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Information_pro- |#Protection
#Detective tection #Defence
Control

Data leaklage prevention measures should be applied to systems, networks and any other deviees that
process, 4tore or transmit sensitive information.

Purpose

To detect and prevent the unauthorized disclosure and extraction of information by individuals |or
systems.

Guidance
The orgapization should consider the following to reduce the risk of data leakage:

a) identfifying and classifying information to protect against leakage (e.g. personal informatign,
pricitg models and product designs);
i

b) moniforing channels of data leakage (e.g. email, file transfers, mobile devices and portable storalge
devides);
c) acting to prevent information from leaking .(e.g. quarantine emails containing sensitive

information).
Data leakpge prevention tools should be used to*

a) identfify and monitor sensitive information at risk of unauthorized disclosure (e.g. in unstructured
data pn a user’s system);

b) detedt the disclosure of sensitive' information (e.g. when information is uploaded to untrustged
thirdjparty cloud services orsert via email);

c) blocK user actions or netwotrk transmissions that expose sensitive information (e.g. preventing the
copying of database entries into a spreadsheet).

The orgahization showld determine if it is necessary to restrict a user’s ability to copy and paste [or
upload d3ta to sepwices, devices and storage media outside of the organization. If that is the case, the
organizafion sheuld implement technology such as data leakage prevention tools or the configuratipn
of existing toels'that allow users to view and manipulate data held remotely but prevent copy and pagte
outside of the organization’s control.

If data export is required, the data owner should be allowed to approve the export and hold users
accountable for their actions.

Taking screenshots or photographs of the screen should be addressed through terms and conditions of
use, training and auditing.

Where data is backed up, care should be taken to ensure sensitive information is protected using
measures such as encryption, access control and physical protection of the storage media holding the
backup.

Data leakage prevention should also be considered to protect against the intelligence actions of an
adversary from obtaining confidential or secret information (geopolitical, human, financial, commercial,
scientific or any other) which can be of interest for espionage or can be critical for the community. The
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data leakage prevention actions should be oriented to confuse the adversary’s decisions for example by
replacing authentic information with false information, either as an independent action or as response
to the adversary’s intelligence actions. Examples of these kinds of actions are reverse social engineering
or the use of honeypots to attract attackers.

Other information

Data leakage prevention tools are designed to identify data, monitor data usage and movement, and
take actions to prevent data from leaking (e.g. alerting users to their risky behaviour and blocking the
transfer of data to portable storage devices).

D4ta leakage prevention inherently involves monitoring personnel’s communicationg and online
activities, and by extension external party messages, which raises legal concerns that ghould be
copsidered prior to deploying data leakage prevention tools. There is a variety of legislation rielating to
prfivacy, data protection, employment, interception of data and telecommunications-that is applicable to
mopnitoring and data processing in the context of data leakage prevention.

D4ta leakage prevention can be supported by standard security controls, such ds topic-specif]c policies
or] access control and secure document management (see 5.12 and 5.15).

8.13 Information backup

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Integrity #Recover #Continuity #Protectioy
#Availability

Cantrol

Bdckup copies of information, software and @ystems should be maintained and regularly [tested in
acpordance with the agreed topic-specific policy on backup.

Purpose
Td enable recovery from loss of datajor systems.
Guidance

A topic-specific policy on backup should be established to address the organization’s data retention and
information security réquirements.

Adequate backup-dcilities should be provided to ensure that all essential information and soffware can
bd recovered fgllowing an incident or failure or loss of storage media.

Plans should 'be developed and implemented for how the organization will back up infprmation,
softwareand systems, to address the topic-specific policy on backup.

Wihen designing a backup plan, the following items should be taken into consideration:

a) producing accurate and complete records of the backup copies and documented restoration
procedures;

b) reflecting the business requirements of the organization (e.g. the recovery point objective, see
5.30), the security requirements of the information involved and the criticality of the information
to the continued operation of the organization in the extent (e.g. full or differential backup) and
frequency of backups;

c) storing the backups in a safe and secure remote location, at a sufficient distance to escape any
damage from a disaster at the main site;

d) giving backup information an appropriate level of physical and environmental protection (see
Clause 7 and 8.1) consistent with the standards applied at the main site;
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e) regularly testing backup media to ensure that they can be relied on for emergency use when
necessary. Testing the ability to restore backed-up data onto a test system, not by overwriting the
original storage media in case the backup or restoration process fails and causes irreparable data
damage or loss;

f) protecting backups by means of encryption according to the identified risks (e.g. in situations
where confidentiality is of importance);

g) taking care to ensure that inadvertent data loss is detected before backup is taken.

backups fo ensure completeness of backups according to the topic-specific policy on backups.

Backup mpeasures for individual systems and services should be regularly tested to ensure €hat t
meet the| objectives of incident response and business continuity plans (see 5.30). Thi$§|should
combined with a test of the restoration procedures and checked against the restoration(time requir
by the business continuity plan. In the case of critical systems and services, backupimeasures shoyld
cover all

event of g disaster.

applicatigns and systems in the cloud service environment should be taken” The organization shoyld
determing if and how requirements for backup are fulfilled when using the information backup serv
provided|as part of the cloud service.

The retenption period for essential business information should be determined, taking into accoynt
any requjrement for retention of archive copies. The organization should consider the deletion
informatijon (see 8.10) in storage media used for backup once’the information’s retention period expires
and should take into consideration legislation and regulatipns.

Other information

For further information on storage security including retention consideration, see ISO/IEC 27040.

8.14 Reglundancy of information processing facilities

Contrdl type Information Cybersecurity Operational Security domaing
security properties concepts capabilities
#Preventjve #Availability #Protect #Continuity #Protection
#Asset_management |#Resilience

Control

Informatjon processing facilities should be implemented with redundancy sufficient to meet availabil{ty
requiremients.

Purpose

To ensure the continuous operation of information processing facilities.
Guidance

The organization should identify requirements for the availability of business services and information
systems. The organization should design and implement systems architecture with appropriate
redundancy to meet these requirements.

Redundancy can be introduced by duplicating information processing facilities in part or in their
entirety (i.e. spare components or having two of everything). The organization should plan and
implement procedures for the activation of the redundant components and processing facilities.
The procedures should establish if the redundant components and processing activities are always
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activated, or in case of emergency, automatically or manually activated. The redundant components
and information processing facilities should ensure the same security level as the primary ones.

Mechanisms should be in place to alert the organization to any failure in the information processing
facilities, enable executing the planned procedure and allow continued availability while the
information processing facilities are repaired or replaced.

The organization should consider the following when implementing redundant systems:

a) contracting with two or more suppliers of network and critical information processing facilities
such as internet service prmridprc;

b)| using redundant networks;
c)| usingtwo geographically separate data centres with mirrored systems;
d)| using physically redundant power supplies or sources;

e)| using multiple parallel instances of software components, with automdtie load balancing between
them (between instances in the same data centre or in different data.centres);

f)| having duplicated components in systems (e.g. CPU, hard disks;ymemories) or in netwlorks (e.g.
firewalls, routers, switches).

Where applicable, preferably in production mode, redundantififormation systems should betested to
ensure the failover from one component to another component works as intended.

Other information

THhere is a strong relationship between redundancy‘and ICT readiness for business continuity [see 5.30)
especially if short recovery times are requiredsMany of the redundancy measures can be pprt of the
IC[l continuity strategies and solutions.

The implementation of redundancies can-introduce risks to the integrity (e.g. processes of copying
ddqta to duplicated components can introduce errors) or confidentiality (e.g. weak security gontrol of
dyplicated components can lead te-compromise) of information and information systems, which need
to[be considered when designing.information systems.

Rddundancy in information(pnocessing facilities does not usually address application unavailability due
to|faults within an application.

Wijth the use of publig cloud computing, it is possible to have multiple live versions of information
prjocessing facilitiés; existing in multiple separate physical locations with automatic failover| and load
bdlancing between them.

Sj:]ne of theytechnologies and techniques for providing redundancy and automatic fail-oyer in the
context of-eloud services are discussed in ISO/IEC TS 23167.

8.15 Logging

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Information_securi- |#Protection
#Integrity ty_event_management |#Defence
#Availability
Control

Logs that record activities, exceptions, faults and other relevant events should be produced, stored,
protected and analysed.
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Purpose

To record events, generate evidence, ensure the integrity of log information, prevent against
unauthorized access, identify information security events that can lead to an information security
incident and to support investigations.

Guidance
General

The organization should determine the purpose for which logs are created, what data is collected and
logged, ahd any log-specific requirements for protecting and handling the log data. This should pe
documented in a topic-specific policy on logging.

Event logf should include for each event, as applicable:

a) user [Ds;

b) systgm activities;

c) dated, times and details of relevant events (e.g. log-on and log-off);
d) devide identity, system identifier and location;

e) netwprk addresses and protocols.

The folloying events should be considered for logging:

a) succgssful and rejected system access attempts;

b) succqssful and rejected data and other resource access attempts;
c) changes to system configuration;

d) use Iprivileges;

e) use

utility programs and applications;
f) files accessed and the type of access, including deletion of important data files;
g) alarms raised by the access control system;

h) activption and de-activation of security systems, such as anti-virus systems and intrusion detectipn
systems;

i) creatfion, modificatien or deletion of identities;

j) trandactions‘eéxecuted by users in applications. In some cases, the applications are a service [or
prodyct provided or run by a third party.

Itis impoftant for all systems to have synchronized time sources (see 8.17) as this allows for correlatipn
of logs between systems for analysis, alerting and investigation of an incident.

Protection of logs

Users, including those with privileged access rights, should not have permission to delete or de-activate
logs of their own activities. They can potentially manipulate the logs on information processing
facilities under their direct control. Therefore, it is necessary to protect and review the logs to maintain
accountability for the privileged users.

Controls should aim to protect against unauthorized changes to log information and operational
problems with the logging facility including:

a) alterations to the message types that are recorded;
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b) log files being edited or deleted;

c) failure to record events or over-writing of past recorded events if the storage media holding a log
file is exceeded.

For protection of logs, the use of the following techniques should be considered: cryptographic hashing,
recording in an append-only and read-only file, recording in a public transparency file.

Some audit logs can be required to be archived because of requirements on data retention or
requirements to collect and retain evidence (see 5.28).

Where the organization needs to send system or application logs to a vendor to assist with debugging or
troubleshooting errors, logs should be de-identified where possible using data masking technjques (see
8.11) for information such as usernames, internet protocol (IP) addresses, hostnames pr’organization
ngdme, before sending to the vendor.

Event logs can contain sensitive data and personally identifiable informatien, Appropriate privacy
protection measures should be taken (see 5.34).

Ldg analysis

Ldg analysis should cover the analysis and interpretation of informatign security events, to help identify
urjusual activity or anomalous behaviour, which can represent indicators of compromise.

Analysis of events should be performed by taking into accoudit;
a)| the necessary skills for the experts performing the analysis;
b)| determining the procedure of log analysis;

c)| therequired attributes of each security-related event;

d)| exceptions identified through the use-of predetermined rules [e.g. security information and
event management (SIEM) or firewallrules, and intrusion detection systems (IDSs) or|malware
signatures];

e)| known behaviour patterns and standard network traffic compared to anomalous actlivity and
behaviour [user and entity'behaviour analytics (UEBA)];

f)| results of trend or pattern analysis (e.g. as a result of using data analytics, big data technfques and
specialized analysistoeols);

g)| available threatintelligence.

Ldg analysis sheluld be supported by specific monitoring activities to help identify and analyse
anjlomalous/behaviour, which includes:

a)| reviewing successful and unsuccessful attempts to access protected resources [e.g. domfain name
system (DNS) servers, web portals and file shares];

b) checking DNS logs to identify outbound network connections to malicious servers, such as those
associated with botnet command and control servers;

c) examining usage reports from service providers (e.g. invoices or service reports) for unusual
activity within systems and networks (e.g. by reviewing patterns of activity);

d) including event logs of physical monitoring such as entrance and exit to ensure more accurate
detection and incident analysis;

e) correlating logs to enable efficient and highly accurate analysis.
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Suspected and actual information security incidents should be identified (e.g. malware infection
probing of firewalls) and be subject to further investigation (e.g. as part of an information securi
incident management process, see 5.25).

Other information

or
ty

System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the use of suitable utility programs or audit tools to perform file interrogation can be considered.

of

n,

and to generate alerts. SIEMs tend to require careful configuration to optimize their, benefifs.
Configurgtions to consider include identification and selection of appropriate log sources;’tuning ahd

testing ofirules and development of use cases.

Public transparency files for the recording of logs are used, for example, in certificate transpare
systems. [Such files can provide an additional detection mechanism useful forguarding against
tampering.

In cloud fenvironments, log management responsibilities can be shared between the cloud serv]
customerfand the cloud service provider. Responsibilities vary depending on the type of cloud serv
being used. Further guidance can be found in ISO/IEC 27017.

8.16 Monitoring activities

y
g

Contrdl type Information Cybersecurity Operational Security domairns
security properties concepts capabilities
#Detectivle #Confidentiality #Detect #Respond |#Information_securi- |#Defence
#Corrective #Integrity #Availability ty_event_management
Control

Networkg, systems and applications should be monitored for anomalous behaviour and approprig
actions tdken to evaluate potential information security incidents.

Purpose
To detect|lanomalous behaviour and potential information security incidents.
Guidance

The monijtoring scope and level should be determined in accordance with business and informati
security fequiremients and taking into consideration relevant laws and regulations. Monitoring recor
should bg mdintained for defined retention periods.

The following should be considered for Inclusion within the monitoring systems:

a) outbound and inbound network, system and application traffic;

b) access to systems, servers, networking equipment, monitoring system, critical applications, etc.;
c) critical or admin level system and network configuration files;

d) logsfrom security tools [e.g. antivirus, IDS, intrusion prevention system (IPS), web filters, firewal
data leakage prevention];

e) eventlogsrelating to system and network activity;

bn
ds

Is,
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f) checking that the code being executed is authorized to run in the system and that it has not been
tampered with (e.g. by recompilation to add additional unwanted code);

g) use of the resources (e.g. CPU, hard disks, memory, bandwidth) and their performance.

The organization should establish a baseline of normal behaviour and monitor against this baseline for
anomalies. When establishing a baseline, the following should be considered:

a) reviewing utilization of systems at normal and peak periods;

b) usual time of access, location of access, frequency of access for each user or group of users.

The monitoring system should be configured against the established baseline to identify @homalous
bghaviour, such as:

a)[ unplanned termination of processes or applications;

b)| activity typically associated with malware or traffic originating from known malicious I[P §ddresses
or network domains (e.g. those associated with botnet command and cdntrol servers);

c)| known attack characteristics (e.g. denial of service and buffer overflows);

d)| unusual system behaviour (e.g. keystroke logging, process.ihjection and deviations [in use of
standard protocols);

e)| bottlenecks and overloads (e.g. network queuing, latency-levels and network jitter);
f)| unauthorized access (actual or attempted) to systems or information;
g)| unauthorized scanning of business applications;systems and networks;

h)| successful and unsuccessful attempts to,a¢cess protected resources (e.g. DNS servers, w¢b portals
and file systems);

i)[ unusual user and system behaviour int relation to expected behaviour.

Cdntinuous monitoring via a moniforing tool should be used. Monitoring should be done in repl time or
in|periodic intervals, subject to organizational need and capabilities. Monitoring tools should include
the ability to handle large amiounts of data, adapt to a constantly changing threat landscape, ind allow
fol real-time notification~The tools should also be able to recognize specific signatures and data or
ngtwork or application behaviour patterns.

Aytomated monitoring’software should be configured to generate alerts (e.g. via management]consoles,
email messages©rinstant messaging systems) based on predefined thresholds. The alertirng system
shpuld be tuned‘and trained on the organization’s baseline to minimize false positives. Personmpel should
be dedicated\to respond to alerts and should be properly trained to accurately interpret|potential
infidents..THere should be redundant systems and processes in place to receive and respond to alert
ndtifications.

Al following
activities: auditing, security evaluation, vulnerability scanning and monitoring (see 5.25). Procedures
should be in place to respond to positive indicators from the monitoring system in a timely manner, in
order to minimize the effect of adverse events (see 5.26) on information security. Procedures should
also be established to identify and address false positives including tuning the monitoring software to
reduce the number of future false positives.

Other information
Security monitoring can be enhanced by:
a) leveraging threat intelligence systems (see 5.7);

b) leveraging machine learning and artificial intelligence capabilities;
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c) using blocklists or allowlists;

d) undertaking a range of technical security assessments (e.g. vulnerability assessments, penetration
testing, cyber-attack simulations and cyber response exercises), and using the results of these
assessments to help determine baselines or acceptable behaviour;

e) using performance monitoring systems to help establish and detect anomalous behaviour;
f) leveraginglogs in combination with monitoring systems.

Monitoring activities are often conducted using specialist software, such as intrusion detection
systems. [[hese can be configured to a baseline of normal, acceptable and expected system and netwdrk
activities

Monitorifg for anomalous communications helps in the identification of botnets (i.e. set)of"devides
under thg malicious control of the botnet owner, usually used for mounting distributed denial of service
attacks oh other computers of other organizations). If the computer is being controlled\by an external
device, there is a communication between the infected device and the controller. The organizatipn
should therefore employ technologies to monitor for anomalous communications and take such actipn
as necesspry.

8.17 Clgck synchronization

Contrdl type Information Cybersecurity Operational Security domairns
security properties concepts capabilities
#Detectivie #Integrity #Protect #Detect #lnformation_securi- |#Protection
ty_event_management | #Defence

Control

The cloclts of information processing systems used by the organization should be synchronized [to
approved|time sources.

Purpose

To enabl¢ the correlation and analysis .of security-related events and other recorded data, and |to
support ihvestigations into information'security incidents.

Guidance

External [and internal requitéments for time representation, reliable synchronization and accuracy
should bg¢ documented and’implemented. Such requirements can be from legal, statutory, regulatoty,
contractyal, standard$.and internal monitoring needs. A standard reference time for use within the
organizatlion should be'defined and considered for all systems, including building management systems,
entry and exit systems and others that can be used to aid investigations.

A clock linked to a radio time broadcast from a national atomic clock or global positioning system (GHS)
should bd used as the reference clock for logging systems; a consistent, trusted date and time source|to
ensure accurate time-stamps. Protocols such as network time protocol (NTP) or precision time protocol
(PTP) should be used to keep all networked systems in synchronization with a reference clock.

The organization can use two external time sources at the same time in order to improve the reliability
of external clocks, and appropriately manage any variance.

Clock synchronization can be difficult when using multiple cloud services or when using both cloud
and on-premises services. In this case, the clock of each service should be monitored and the difference
recorded in order to mitigate risks arising from discrepancies.
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Other information

The correct setting of computer clocks is important to ensure the accuracy of event logs, which can
be required for investigations or as evidence in legal and disciplinary cases. Inaccurate audit logs can
hinder such investigations and damage the credibility of such evidence.

8.18 Use of privileged utility programs

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protectign
#Integrity work_security
#Availability #Secure_configura-
tion
#Application_security

Cqntrol

The use of utility programs that can be capable of overriding system and\application controls ghould be
reftricted and tightly controlled.

Purpose

Td ensure the use of utility programs does not harm systentand application controls for information
serurity.

Guidance

The following guidelines for the use of utility programs that can be capable of overriding sylstem and
application controls should be considered:

a)| limitation of the use of utility programs'to the minimum practical number of trusted, afithorized
users (see 8.2);

b)| use of identification, authentieation and authorization procedures for utility programs, [including
unique identification of the person who uses the utility program;

c)| defining and documenting‘of authorization levels for utility programs;
d)| authorization for ad-hoc use of utility programs;

e)| not making utility programs available to users who have access to applications on systems where
segregation®f)duties is required;

f)| removing/or disabling all unnecessary utility programs;

g)| atasminimum, logical segregation of utility programs from application software. Where [practical,
segregating network communications for such programs from application traffic;

h) limitation of the availability of utility programs (e.g. for the duration of an authorized change);
i) logging of all use of utility programs.
Other information

Most information systems have one or more utility programs that can be capable of overriding system
and application controls, for example diagnostics, patching, antivirus, disk defragmenters, debuggers,
backup and network tools.
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8.19 Installation of software on operational systems

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality #Protect #Secure_configuration |#Protection
#Integrity #Application_security
#Availability
Control

Procedurfs and measures should be implemented to Securely manage soltware installation pn
operatiorfal systems.

Purpose
To ensurg the integrity of operational systems and prevent exploitation of technical vuliierabilities.
Guidance

The folloying guidelines should be considered to securely manage changes and. installation of softwgre
on operatfional systems:

a) perfdrming updates of operational software only by trained administrators upon approprigte
mangdgement authorization (see 8.5);

b) ensufing that only approved executable code and no developmient code or compilers is installed pn
opergtional systems;

c) only|nstalling and updating software after extensiveatid successful testing (see 8.29 and 8.31);
d) updafing all corresponding program source libraries;

e) using a configuration control system to keep control of all operational software as well as the
systegm documentation;

f) defi

ng a rollback strategy before changes are implemented;

g) mainfaining an audit log of all updates to operational software;

h) archiving old versions of software, together with all required information and paramete}s,
procg¢dures, configuration details and supporting software as a contingency measure, and for |as
long @s the software is €equired to read or process archived data.

Any decigion to upgrade _to a new release should take into account the business requirements for the
change and the security of the release (e.g. the introduction of new information security functionality|or
the numbler and sgyeérity of information security vulnerabilities affecting the current version). Softwdre
patches should bé applied when they can help to remove or reduce information security vulnerabilities
(see 8.8 apd8.19).

Nd packages (e.g. soitware programns
using modules which are hosted on external sites), which should be monitored and controlled to avoid
unauthorized changes, because they can introduce information security vulnerabilities.

Vendor supplied software used in operational systems should be maintained at a level supported
by the supplier. Over time, software vendors will cease to support older versions of software. The
organization should consider the risks of relying on unsupported software. Open source software used
in operational systems should be maintained to the latest appropriate release of the software. Over
time, open source code can cease to be maintained but is still available in an open source software
repository. The organization should also consider the risks of relying on unmaintained open source
software when used in operational systems.
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When suppliers are involved in installing or updating software, physical or logical access should
only be given when necessary and with appropriate authorization. The supplier’s activities should be
monitored (see 5.22).

The organization should define and enforce strict rules on which types of software users can install.

The principle of least privilege should be applied to software installation on operational systems.
The organization should identify what types of software installations are permitted (e.g. updates and
security patches to existing software) and what types of installations are prohibited (e.g. software
that is only for personal use and software whose pedigree with regard to being potentially malicious

is pkrowrot auaycutj These Pt 1v11c5ca shotdde Bt artedbasedontherolesoftheuserseoncerned.

Other information

N¢ other information.

8.20 Networks security

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Detect #System_and_net- #Protecti¢n

#Detective #Integrity work: security
#Availability

Cantrol

Ne¢tworks and network devices should be secured, mattaged and controlled to protect information in
syktems and applications.

Puyrpose

Tq protect information in networks and its supporting information processing facilifies from

C(Inpromise via the network.
Guidance

Cdntrols should be implemented to ensure the security of information in networks and to protect
connected services from unauthorized access. In particular, the following items should be corsidered:

a)| the type and classifigation level of information that the network can support;

b)| establishing résponsibilities and procedures for the management of networking equipment and

devices;

c)| maintaining up to date documentation including network diagrams and configuration files of
deviees'(e.g. routers, switches);

d)| (separating operational responsibility for networks from ICT system operations where appropriate

Ean O 2)).

| CAA ey 5

e) establishing controls to safeguard the confidentiality and integrity of data passing over public
networks, third-party networks or over wireless networks and to protect the connected systems
and applications (see 5.22, 8.24, 5.14 and 6.6). Additional controls can also be required to maintain
the availability of the network services and computers connected to the network;

f) appropriately logging and monitoring to enable recording and detection of actions that can affect,
or are relevant to, information security (see 8.16 and 8.15);

g) closely coordinating network management activities both to optimize the service to the
organization and to ensure that controls are consistently applied across the information processing
infrastructure;
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h) authenticating systems on the network;

i) restricting and filtering systems connection to the network (e.g. using firewalls);

j) detecting, restricting and authenticating the connection of equipment and devices to the network;

k) hardening of network devices;

1) segregating network administration channels from other network traffic;

temporarily isolating critical subnetworks (e.g. with drawbridges) if the network is under attack;

n) disah

The orgal
networks
networks
communi
implemer]

Other inf
Additiond

More infg

8.21 Sequrity of network services

ling vulnerable network protocols.

nization should ensure that appropriate security controls are applied to the use of virtualiz
. Virtualized networks also cover software-defined networking (SDN, SD-WAN )~Virtualiz

can be desirable from a security viewpoint, since they can permit logical\separation
cation taking place over physical networks, particularly for systems and applications that g
ted using distributed computing.

ormation
l information on network security can be found in the ISO/IEC 27033 series.

rmation concerning virtualized networks can be found in [SQ/IEC TS 23167.

ed
ed
of

Contyol type Information Cybersecurity Operational Security domairns
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_security
#Availability
Control

Security jnechanisms, service levels and service requirements of network services should be identifig
ted and monitored.

implemer]
Purpose

To ensurg

Guidance

The secu
service re¢
providerg

The abilit

security in the use-ef network services.

ity meaSures necessary for particular services, such as security features, service levels a
equirements, should be identified and implemented (by internal or external network serv

d,

determined and regularly monitored. The right to audit should be agreed between the organization
and the provider. The organization should also consider third-party attestations provided by service
providers to demonstrate they maintain appropriate security measures.

Rules on the use of networks and network services should be formulated and implemented to cover:

a) the networks and network services which are allowed to be accessed;

b) authentication requirements for accessing various network services;

c) authorization procedures for determining who is allowed to access which networks and networked
services;
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d) network management and technological controls and procedures to protect access to network
connections and network services;

e) the means used to access networks and network services [e.g. use of virtual private network (VPN)
or wireless network];

f) time, location and other attributes of the user at the time of the access;
g) monitoring of the use of network services.

The following security features of network services should be considered:

a)| technology applied for security of network services, such as authentication, encry;lrtion and
network connection controls;

b)[ technical parameters required for secured connection with the network seryices in a¢cordance
with the security and network connection rules;

c)| caching (e.g.in a content delivery network) and its parameters that allow users to choose the use of
caching in accordance with performance, availability and confidentiality requirements;

d)| procedures for the network service usage to restrict access tolagtwork services or applications,
where necessary.

Other information

Ngtwork services include the provision of connections, private network services and managed network
sefurity solutions such as firewalls and intrusion detection systems. These services can rgnge from
sifnple unmanaged bandwidth to complex value-added offerings.

More guidance on a framework for access management is given in ISO/IEC 29146.

8.22 Segregation of networks

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protecti¢pn
#Integrity work_security
#Availability
Cgntrol

Grjoups of information services, users and information systems should be segregated in the
organizations‘networks.

Purpose

Tq split ‘the network in security boundaries and to control traffic between them based on| business
needs

Guidance

The organization should consider managing the security of large networks by dividing them into
separate network domains and separating them from the public network (i.e. internet). The domains
can be chosen based on levels of trust, criticality and sensitivity (e.g. public access domain, desktop
domain, server domain, low- and high-risk systems), along organizational units (e.g. human resources,
finance, marketing) or some combination (e.g. server domain connecting to multiple organizational
units). The segregation can be done using either physically different networks or by using different
logical networks.

The perimeter of each domain should be well-defined. If access between network domains is allowed,
it should be controlled at the perimeter using a gateway (e.g. firewall, filtering router). The criteria for
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segregation of networks into domains, and the access allowed through the gateways, should be based
on an assessment of the security requirements of each domain. The assessment should be in accordance
with the topic-specific policy on access control (see 5.15), access requirements, value and classification
of information processed and take account of the relative cost and performance impact of incorporating
suitable gateway technology.

Wireless networks require special treatment due to the poorly-defined network perimeter. Radio
coverage adjustment should be considered for segregation of wireless networks. For sensitive
environments, consideration should be made to treat all wireless access as external connections and
to segregate this access from internal networks until the access has passed through a gateway in
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often extend beyond organizational boundaries, as business partnerships are formed tH

s can increase the risk of unauthorized access to the organization’s information syste
the network, some of which require protection from other network users because of th
y or criticality.

8.23 Web filtering

he interconnection or sharing of information processing and networking facilities. SL:Eh

S
pir

Contrpl type Information Cybersecurity Operational Security domairls
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_security
#Availability
Control
Access to|external websites should be managed to reduce exposure to malicious content.
Purpose
To protedt systems from being compromised by malware and to prevent access to unauthorized wgeb
resourceg.
Guidance
The orgahnizationsshiould reduce the risks of its personnel accessing websites that contain illegal
informatijon or are Known to contain viruses or phishing material. A technique for achieving this works
by blockipg the IP address or domain of the website(s) concerned. Some browsers and anti-malware

technologiésydo this automatically or can be configured to do so.

The organization should identify the types of websites to which personnel should or should not have
access. The organization should consider blocking access to the following types of websites:

a) webs

ites that have an information upload function unless permitted for valid business reasons;

b) known or suspected malicious websites (e.g. those distributing malware or phishing contents);

c¢) command and control servers;

d) malicious website acquired from threat intelligence (see 5.7);

e) webs
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Prior to deploying this control, the organization should establish rules for safe and appropriate use
of online resources, including any restriction to undesirable or inappropriate websites and web-based
applications. The rules should be kept up-to-date.

Training should be given to personnel on the secure and appropriate use of online resources including
access to the web. The training should include the organization’s rules, contact point for raising security
concerns, and exception process when restricted web resources need to be accessed for legitimate
business reasons. Training should also be given to personnel to ensure that they do not overrule any

browser advisory that reports that a website is not secure but allows the user to proceed.

0 hcn ;ufux luat;uu

WEDb filtering can include a range of techniques including signatures, heuristics, list~of acceptable

websites or domains, list of prohibited websites or domains and bespoke configuration to help prevent

malicious software and other malicious activity from attacking the organization’s network and systems.

8.24 Use of cryptography

Control type Information Cybersecurity Operational Secuijity do-
security properties concepts capabilities ma4ins

#Preventive #Confidentiality #Protect #Secure_configuration |#Protection

#Integrity
#Availability

Cgntrol

Ryles for the effective use of cryptography, including eryptographic key management, should Qe defined

arld implemented.

Puyrpose

Td ensure proper and effective use of .afyptography to protect the confidentiality, authepticity or

infegrity of information according to business and information security requirements, and tgking into

cTsideration legal, statutory, regulatory and contractual requirements related to cryptograpghy.

Gyidance

Gdneral

When using cryptography, the following should be considered:

a)| the topic-specific policy on cryptography defined by the organization, including thg general
principlesforthe protection of information. A topic-specific policy on the use of cryptography is
necessary-to maximize the benefits and minimize the risks of using cryptographic technjques and
to avoid inappropriate or incorrect use;

b)[ identifying the required level of protection and the classification of the informdtion and
consequently establishing the type, strength and quality of the cryptographic algorithmsjrequired;

c) the use of cryptography for protection of information held on mobile user endpoint devices or
storage media and transmitted over networks to such devices or storage media;

d) the approach to key management, including methods to deal with the generation and protection of
cryptographic keys and the recovery of encrypted information in the case of lost, compromised or
damaged keys;

e) rolesand responsibilities for:

1) the implementation of the rules for the effective use of cryptography;
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2) the key management, including key generation (see 8.24);

f) the standards to be adopted, as well as cryptographic algorithms, cipher strength, cryptographic
solutions and usage practices that are approved or required for use in the organization;

g) theimpactofusing encrypted information on controls that rely on content inspection (e.g. malware
detection or content filtering).

When implementing the organization’s rules for effective use of cryptography, the regulations and
national restrictions that can apply to the use of cryptographic techniques in different parts of the world

should betaken into consideration as well as the issues of trans-border flow of pnr‘rvpfpd informati

(see 5.31).

The conte
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or when a user leaves an organization (in which case keys should also be archived)];
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nts of service level agreements or contracts with external suppliers of cryptographi€servic
a certification authority) should cover issues of liability, reliability of services and,respon
the provision of services (see 5.22).

jgement

hte key management requires secure processes for generating, storingnatchiving, retrieving,

ng, retiring and destroying cryptographic keys.

nagement system should be based on an agreed set of standards, procedures and secy
for:

ating keys for different cryptographic systems and diffeérent applications;

1g and obtaining public key certificates;

buting keys to intended entities, including howto activate keys when received;

g keys, including how authorized users obtain access to keys;

bing or updating keys including rules on:when to change keys and how this will be done;
hg with compromised keys;

fing keys including how to withdraw or deactivate keys [e.g. when keys have been compromis

ering keys that are lpst of corrupted;
ng up or archivingkeys;
oying keys;

hg and atiditing of key management related activities;

1) settipg activation and deactivation dates for keys so that the keys can only be used for the period
time pécording to the organization's rules on key management;

of

m) handling legal requests for access to cryptographic keys (e.g. encrypted information can be
required to be made available in an unencrypted form as evidence in a court case).

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

In addition to integrity, for many use cases, the authenticity of public keys should also be considered.
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Other information

The authenticity of public keys is usually addressed by public key management processes using
certificate authorities and public key certificates, but it is also possible to address it by using
technologies such as applying manual processes for small number keys.

Cryptography can be used to achieve different information security objectives, for example:

a) confidentiality: using encryption of information to protect sensitive or critical information, either
stored or transmitted;
b)| integrity or authenticity: using digital signatures or message authentication codes to, Yerify the
authenticity or integrity of stored or transmitted sensitive or critical information. Using-aJgorithms
for the purpose of file integrity checking;
c)| non-repudiation: using cryptographic techniques to provide evidence of theioccurrende or non-
occurrence of an event or action;
d)| authentication: using cryptographic techniques to authenticate useprstand other systerp entities
requesting access to or transacting with system users, entities and réseurces.
The ISO/IEC 11770 series provides further information on key managément.
8.25 Secure development life cycle
Control type Information Cybersecurity, Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Application_security |#Protectign
#Integrity #System_and_net-
#Availability work_security
Cantrol
Rules for the secure development of software and systems should be established and applied.
Purpose
Td ensure information secufity is designed and implemented within the secure development life cycle
of[software and systems.
Guidance
Secure development is a requirement to build up a secure service, architecture, software and system.
Td achieve thisythe following aspects should be considered:
a)| separation of development, test and production environments (see 8.31);
b)| ,guidance on the security in the software development life cycle:
1) security in the software development methodology (see 8.28 and 8.27);
2) secure coding guidelines for each programming language used (see 8.28);
c) security requirements in the specification and design phase (see 5.8);
d) security checkpoints in projects (see 5.8);
e) system and security testing, such as regression testing, code scan and penetration tests (see 8.29);
f) secure repositories for source code and configuration (see 8.4 and 8.9);
g) security in the version control (see 8.32);
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h) required application security knowledge and training (see 8.28);

i) developers’ capability for preventing, finding and fixing vulnerabilities (see 8.28);

j) licensing requirements and alternatives to ensure cost-effective solutions while avoiding future

licensing issues (See 5.32).

If development is outsourced, the organization should obtain assurance that the supplier complies with

the organization’s rules for secure development (see 8.30).

Other information

Developnlent can also take place inside applications, such as office applications, scripting, browsefs d
databases$.

8.26 Application security requirements

Contrdl type Information Cybersecurity Operational Security domairls
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Application_security |#Protection
#Integrity #System_and. niet- #Defence
#Availability work_security
Control

Informatjon security requirements should be identified, specified and approved when developing
acquiring applications.

Purpose

To ensurg all information security requirements afe identified and addressed when developing
acquiring applications.

Guidance
General

Applicatipn security requirements,should be identified and specified. These requirements are usua
determingd through a risk assessment. The requirements should be developed with the support
informatijon security specialists,

Applicatipn security requirements can cover a wide range of topics, depending on the purpose of t

applicatign.
Applicatipn security\requirements should include, as applicable:

a) level pf trustin identity of entities [e.g. through authentication (see 5.17, 8.2 and 8.5)];

b) identfifying the type of information and classification level to be processed by the application;

ly
of

c) need for segregation of access and level of access to data and functions in the application;

d) resilience against malicious attacks or unintentional disruptions [e.g. protection against buffer

overflow or structured query language (SQL) injections];

e) legal, statutory and regulatory requirements in the jurisdiction where the transaction is generated,

processed, completed or stored;
f) need for privacy associated with all parties involved;
g) the protection requirements of any confidential information;

h) protection of data while being processed, in transit and at rest;
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need to securely encrypt communications between all involved parties;

input controls, including integrity checks and input validation;

automated controls (e.g. approval limits or dual approvals);

output controls, also considering who can access outputs and its authorization;

restrictions around content of "free-text" fields, as these can lead to uncontrolled storage of
confidential data (e.g. personal data);

Transactional services

the following should be considered when identifying information seciirity requirements:

a)
b)

Electronic orderingand payment applications

requirements derived Irom the business process, such as transaction Iogging and mnitoring,
nonrepudiation requirements;

requirements mandated by other security controls (e.g. interfaces to logging and“monjtoring or
data leakage detection systems);

error message handling.

ditionally, for applications offering transactional services between the organization and & partner,

the level of trust each party requires in each other’s claimed identity;

the level of trust required in the integrity of inforfmation exchanged or processed and the
mechanisms for identification of lack of integrity.(e:g. cyclic redundancy check, hashirng, digital
signatures);

authorization processes associated with who can approve contents of, issue or [sign key
transactional documents;

confidentiality, integrity, proof of dispatch and receipt of key documents and the non-repudiation
(e.g. contracts associated with tendering and contract processes);

the confidentiality and integrity of any transactions (e.g. orders, delivery address dgtails and
confirmation of receipts);

requirements on how/ong to maintain a transaction confidential;

insurance and othercontractual requirements.

Additionally,sfor applications involving electronic ordering and payment, the following ghould be

considered:s

a)| réquirements for maintaining the confidentiality and integrity of order information;

b) the Gl‘c51 ecof verification appropriateto-ver if_y payment information bupphcd ‘u_y acustomer;

c) avoidance of loss or duplication of transaction information;

d) storingtransaction details outside of any publicly accessible environment (e.g. on a storage platform
existing on the organizational intranet, and not retained and exposed on electronic storage media
directly accessible from the internet);

e) where a trusted authority is used (e.g. for the purposes of issuing and maintaining digital

signatures or digital certificates) security is integrated and embedded throughout the entire end-
to-end certificate or signature management process.
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Several of the above considerations can be addressed by the application of cryptography (see 8.24),
taking into consideration legal requirements (see 5.31 to 5.36, especially see 5.31 for cryptography
legislation).

Other information

Applications accessible via networks are subject to a range of network related threats, such as fraudulent
activities, contract disputes or disclosure of information to the public; incomplete transmission, mis-
routing, unauthorized message alteration, duplication or replay. Therefore, detailed risk assessments
and careful determination of controls are indispensable. Controls required often include cryptographic

I PN D 1 : oo o c
methods feratthenticationandsecur mgatatransret:

Further information on application security can be found in the ISO/IEC 27034 series.

8.27 Sedure system architecture and engineering principles

Contrpl type Information Cybersecurity Operational Security domairns
security properties concepts capabilities
#Preventjve #Confidentiality #Protect #Application_security |#Protection
#Integrity #System_and_net-
#Availability work_security
Control

Principle$ for engineering secure systems should be established, documented, maintained and applied
to any information system development activities.

Purpose

To ensure information systems are securely designed, implemented and operated within the
developnient life cycle.

Guidance

Security [engineering principles should(be" established, documented and applied to informatipn
system efgineering activities. Security should be designed into all architecture layers (business, dafa,
applicatigns and technology). New_technology should be analysed for security risks and the design
should bd reviewed against known'attack patterns.

Secure epgineering principles_provide guidance on user authentication techniques, secure sessipn
control and data validation‘and sanitisation.

Secure sylstem engineering principles should include analysis of:

a) the fll rangelof'security controls required to protect information and systems against identified
thredts;

b) the cppabilities of security controls to prevent, detect or respond to security events;

c) specific security controls required by particular business processes (e.g. encryption of sensitive
information, integrity checking and digitally signing information);

d) where and how security controls are to be applied (e.g. by integrating with a security architecture
and the technical infrastructure);

e) how individual security controls (manual and automated) work together to produce an integrated
set of controls.

Security engineering principles should take account of:

a) the need to integrate with a security architecture;
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b) technical security infrastructure [e.g. public key infrastructure (PKI), identity and access
management (IAM), data leakage prevention and dynamic access management];

c) capability of the organization to develop and support the chosen technology;

d) cost, time and complexity of meeting security requirements;

e) current good practices.

Secure system engineering should involve:

a)[ the use of security architecture principles, such as 'security by design, defence, in depth”,
“security by default”, “default deny”, “fail securely”, “distrust input from external @pplications”,
“security in deployment”, “assume breach”, "least privilege", “usability and manageabjlity” and
“least functionality”;

b)[ a security-oriented design review to help identify information security Aftlnerabilitigs, ensure
security controls are specified and meet security requirements;

c)J| documentation and formal acknowledgement of security contrals” that do not fylly meet
requirements (e.g. due to overriding safety requirements);

d)| hardening of systems.

The organization should consider "zero trust"” principles such-as:

a)| assuming the organization’s information systems are already breached and thus not be feliant on
network perimeter security alone;

b)| employing a “never trust and always verify” approach for access to information systems;

c)| ensuring that requests to information systems are encrypted end-to-end;

d)| verifying each request to an information system as if it originated from an open, external/network,
even if these requests originatedlinternal to the organization (i.e. not automatically trusting
anything inside or outside its petimeters);

e)| using "least privilege" anddynamic access control techniques (see 5.15, 5.18 and 8.2). Thif includes
authenticating and authorizing requests for information or to systems based on cpntextual
information such as atithéntication information (see 5.17), user identities (see 5.16), datajabout the
user endpoint device, and data classification (see 5.12);

f)| always authenticating requesters and always validating authorization requests to information
systems based on information including authentication information (see 5.17) and user [identities
(5.16), datalabout the user endpoint device, and data classification (see 5.12), for example enforcing
strong@uthentication (e.g. multi-factor, see 8.5).

The established security engineering principles should be applied, where applicable, to ofitsourced

dgvelopment of information systems through the contracts and other binding agreements befween the

orsahizationand-the—suppherto-whomthe-organizationoettsourees—The-organization—shotld ensure
that suppliers’ security engineering practices align with the organization’s needs.

The security engineering principles and the established engineering procedures should be regularly
reviewed to ensure that they are effectively contributing to enhanced standards of security within
the engineering process. They should also be regularly reviewed to ensure that they remain up-to-
date in terms of combatting any new potential threats and in remaining applicable to advances in the
technologies and solutions being applied.
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