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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
[SP/TECT]TC T

International Standards are drafted in accordance with the rules given in the ISO/IEC Diféctives, Part 2.

ISP/IEC 27002 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information t¢chnology,
Subcommittee SC 27, IT Security techniques.

Atitention is drawn to the possibility that some of the elements of this documerit may be the pubject of
pdtent rights. ISO shall not be held responsible for identifying any or all sueh patent rights.

This second edition cancels and replaces the first edition (ISO/LEG-27002:2005), which [has been
tefhnically and structurally revised.
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0 Introduction

0.1 Background and context

This International Standard is designed for organizations to use as a reference for selecting controls
within the process of implementing an Information Security Management System (ISMS) based on
ISO/IEC 27001[19] or as a guidance document for organizations implementing commonly accepted
information security controls. This standard is also intended for use in developing industry- and
organization-specific information security management guidelines, taking into consideration their

sf: o C . . 2 ] . (0
SpelelC 11prot lllatlull SCTTTUT 1t_y TISIN CITVIT Ulllll\,lltLo).

Organizations of all types and sizes (including public and private sector, commercial and non=profjit)
collect, pfocess, store and transmit information in many forms including electronic, physical and verhal
(e.g. conversations and presentations).

Thevalugofinformation goesbeyond the written words, numbers and images: knowledge, concepts, iddas
and brandls are examples of intangible forms of information. In an interconnected warld, information ahd
related pffocesses, systems, networks and personnel involved in their operation, handling and protectipn
are assetp that, like other important business assets, are valuable to an organization’s business ahd
consequently deserve or require protection against various hazards.

Assets aije subject to both deliberate and accidental threats while, the related processes, systems,
networkd and people have inherent vulnerabilities. Changes to business processes and systems [or
other extprnal changes (such as new laws and regulations) may create new information security risks.
Thereforg¢, given the multitude of ways in which threats could take advantage of vulnerabilities to hagm
the organization, information security risks are always present/Effective information security redudes
these risks by protecting the organization against threats.and vulnerabilities, and then reduces impagts
to its assgts.

Informatjon security is achieved by implementing a suitable set of controls, including policies, processgs,
procedurgs, organizational structures and software and hardware functions. These controls need|to
be established, implemented, monitored, reviewed and improved, where necessary, to ensure that the
specific spcurity and business objectives of'the organization are met. An ISMS such as that specified|in
ISO/IEC 27001[10] takes a holistic, coordifiated view of the organization’s information security risks|in
order to implement a comprehensive suite of information security controls under the overall framewqrk
of a coherlent management system.

Many infqrmation systems havenoet been designed to be secure in the sense of ISO/IEC 27001[10] and this
standard| The security that can-be achieved through technical means is limited and should be supported
by appropriate management-and procedures. Identifying which controls should be in place requiies
careful planning and atfention to detail. A successful ISMS requires support by all employees in the
organizafion. It can also require participation from shareholders, suppliers or other external partigs.
Specialist advice from external parties can also be needed.

In a more[genetal'sense, effective information security also assures management and other stakeholdgrs
that the prganization’s assets are reasonably safe and protected against harm, thereby acting aq a
business enabler

0.2 Information security requirements

It is essential that an organization identifies its security requirements. There are three main sources of
security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. Through a risk assessment, threats to assets are identified, vulnerability to
and likelihood of occurrence is evaluated and potential impact is estimated;

b) the legal, statutory, regulatory and contractual requirements that an organization, its trading
partners, contractors and service providers have to satisfy, and their socio-cultural environment;
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c) the set of principles, objectives and business requirements for information handling, processing,
storing, communicating and archiving that an organization has developed to support its operations.

Resources employed in implementing controls need to be balanced against the business harm likely
to result from security issues in the absence of those controls. The results of a risk assessment will
help guide and determine the appropriate management action and priorities for managing information
security risks and for implementing controls selected to protect against these risks.

ISO/IEC 27005[11] provides information security risk management guidance, including advice on risk
assessment, risk treatment, risk acceptance, risk communication, risk monitoring and risk review.

0.8 Selecting controls

Cdntrols can be selected from this standard or from other control sets, or new controls’¢an beldesigned
tolmeet specific needs as appropriate.

The selection of controls is dependent upon organizational decisions based-on the criterip for risk
acceptance, risktreatmentoptionsand the generalriskmanagementapproachapplied tothe organization,
arld should also be subject to all relevant national and international legislation and regulationf. Control
selection also depends on the manner in which controls interact to proyide ‘defence in depth.

Sgme of the controls in this standard can be considered as guiding*principles for information security
management and applicable for most organizations. The controlsyare explained in more detail below
alpng with implementation guidance. More information about sélecting controls and other risk freatment
oftions can be found in ISO/IEC 27005.[11]

0. Developing your own guidelines

THis International Standard may be regarded as a~starting point for developing organization-specific
guidelines. Not all of the controls and guidance in this code of practice may be applicable. Furthermore,
additional controls and guidelines not included’in this standard may be required. When documents are
dgveloped containing additional guidelines oreontrols, it may be useful to include cross-referencesfto clauses
in|this standard where applicable to facilitate compliance checking by auditors and business par{ners.

Lifecycle considerations

Information has a natural lifecycle, from creation and origination through storage, processing, use and
transmission to its eventual destruction or decay. The value of, and risks to, assets may vary during their
lifetime (e.g. unauthorizedddisclosure or theft of a company’s financial accounts is far less significant after
they have been formallypublished) but information security remains important to some extent atfall stages.

Information systems-have lifecycles within which they are conceived, specified, designed, developed,
tested, implemented, used, maintained and eventually retired from service and disposed of. Information
sefurity should{be taken into account at every stage. New system developments and changes tp existing
tems present opportunities for organizations to update and improve security controls, taking actual
infidents:and current and projected information security risks into account.

Related standards

While this standard offers guidance on a broad range of information security controls that are
commonly applied in many different organizations, the remaining standards in the ISO/IEC 27000
family provide complementary advice or requirements on other aspects of the overall process of
managing information security.

RefertoISO/IEC27000 forageneralintroductiontoboth ISMSs and the family of standards.ISO/IEC27000
provides a glossary, formally defining most of the terms used throughout the ISO/IEC 27000 family of
standards, and describes the scope and objectives for each member of the family.
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Information technology — Security techniques — Code of
practice for information security controls

1 Scope

ThfsTtermatiomatStamdard gives guidetines for organizatiomat inmformmation security stamdards and
information security management practices including the selection, implementation andynahagement
of|controls taking into consideration the organization’s information security risk envirgnmeng(s).

This International Standard is designed to be used by organizations that intend to:

a)| select controls within the process of implementing an Information Security Management System
based on ISO/IEC 27001;[10]

b)[ implement commonly accepted information security controls;

c)| develop their own information security management guidelines:

2| Normative references

The following documents, in whole or in part, are normatively referenced in this documenit and are
inflispensable for its application. For dated references, only the edition cited applies. Foil undated
references, the latest edition of the referenced dociiment (including any amendments) applies

ISP/IEC 27000, Information technology — Security techniques — Information security mapagement
syktems — Overview and vocabulary

3| Terms and definitions

Far the purposes of this document, the terms and definitions given in ISO/IEC 27000 apply.

4| Structure of this.standard

This standard contains 14 security control clauses collectively containing a total of 35 main security
categories and 144, controls.

4.1 ClausSes

Eqch clagse defining security controls contains one or more main security categories.

T} adgrdorofiha clag nnn1n{-]ﬂ|oni—f\nr]f\vr] doocnaotivanluth it a0 nnnr\nrliv\n—nnfl\r\rﬂwn nstances

e-oFaerotrthre-cradSeSHtit S TTITCTT T OO TS IO T pPT y Crrc T i poT co e Cr o o eIToT T S UL CIrcTIT €

security controls from any or all clauses could be important, therefore each organization applying this
standard should identify applicable controls, how important these are and their application to individual
business processes. Furthermore, lists in this standard are not in priority order.

4.2 Control categories
Each main security control category contains:
a) acontrol objective stating what is to be achieved;

b) one or more controls that can be applied to achieve the control objective.

© ISO/IEC 2013 - All rights reserved 1
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Control descriptions are structured as follows:
Control
Defines the specific control statement, to satisfy the control objective.

Implementation guidance

Provides more detailed information to support the implementation of the control and meeting the
control objective. The guidance may not be entirely suitable or sufficient in all situations and may not
fulfil the organization’s specific control requirements. .

Other information

Provides [further information that may need to be considered, for example legal considerations apd
references to other standards. If there is no other information to be provided this part is ot Shown.

5 Information security policies

5.1 Management direction for information security

j=n

Objectivg: To provide management direction and support for informationsecurity in accordance wit]
business|requirements and relevant laws and regulations.

5.1.1 Pplicies for information security
Control

A set of policies for information security should be.defined, approved by management, published apd
communifcated to employees and relevant external parties.

Implementation guidance

At the highest level, organizations should(define an “information security policy” which is approved py
managenientand which sets outthe organization’sapproach tomanagingitsinformation security objectives.

Informatjon security policies should.address requirements created by:
a) busirless strategy;

b) regulations, legislation’and contracts;

c) the cpirrent andprojected information security threat environment.

The infornation:security policy should contain statements concerning:

a) definEion of information security, objectives and principles to guide all activities relating [to
information-security

b) assignment of general and specific responsibilities for information security management to
defined roles;

c) processes for handling deviations and exceptions.

At a lower level, the information security policy should be supported by topic-specific policies, which
further mandate the implementation of information security controls and are typically structured to
address the needs of certain target groups within an organization or to cover certain topics.

Examples of such policy topics include:

a) access control (see Clause 9);
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b) information classification (and handling) (see 8.2);
c) physical and environmental security (see Clause 11);
d) end user oriented topics such as:

1) acceptable use of assets (see 8.1.3);

2) clear desk and clear screen (see 11.2.9);

3) information transfer (see 13.2.1);

4) mobile devices and teleworking (see 6.2);
5) restrictions on software installations and use (see 12.6.2);

e)| backup (see 12.3);

f)| information transfer (see 13.2);

g)| protection from malware (see 12.2);

h)| management of technical vulnerabilities (see 12.6.1);

i)| cryptographic controls (see Clause 10);

j)| communications security (see Clause 13);

k)| privacy and protection of personally identifiable ififormation (see 18.1.4);
1) supplier relationships (see Clause 15).

ThHese policies should be communicated to emiployees and relevant external parties in a fom that is
relevant, accessible and understandable to the intended reader, e.g. in the context of an “information
security awareness, education and training programme” (see 7.2.2).

Otlher information

The need for internal policiestfor information security varies across organizations. Interndl policies
arg especially useful in larger~and more complex organizations where those defining and dpproving
the expected levels of cofitrol are segregated from those implementing the controls or in $ituations
where a policy applies to'many different people or functions in the organization. Policies for information
security can be issuédin a single “information security policy” document or as a set of indiyidual but
related documents:

If any of the infermation security policies are distributed outside the organization, care should be taken
ndt to disclose confidential information.

Sdme erganizations use other terms for these policy documents, such as “Standards”, “Directives” pr “Rules”.

5.T.Z  Review of the policies for information security
Control

The policies for information security should be reviewed at planned intervals or if significant changes
occur to ensure their continuing suitability, adequacy and effectiveness.

Implementation guidance

Each policy should have an owner who has approved management responsibility for the development,
review and evaluation of the policies. The review should include assessing opportunities forimprovement
of the organization’s policies and approach to managing information security in response to changes to
the organizational environment, business circumstances, legal conditions or technical environment.

© ISO/IEC 2013 - All rights reserved 3


https://standardsiso.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

Thereview of policies for information security should take the results of managementreviews into account.

Management approval for a revised policy should be obtained.

6 Organization of information security

6.1 Internal organization

Objective: To establish a management framework to initiate and control the implementation and
operation of information security within the organization.

6.1.1 Information security roles and responsibilities

Control

All information security responsibilities should be defined and allocated.
Implgmglltatign guidance

Allocation of information security responsibilities should be done in accordance with the informatipn
security policies (see 5.1.1). Responsibilities for the protection of individual assets and for carrying qut
specific information security processes should be identified. Responsibilities for information securjty
risk manggement activities and in particular for acceptance of resjdual risks should be defined. These
responsiljilities should be supplemented, where necessary, with more detailed guidance for specific
sites and|information processing facilities. Local responsibilities for the protection of assets and for
carrying put specific security processes should be defined,

Individugls with allocated information security respomnsibilities may delegate security tasks to othefs.
Nevertheless they remain accountable and should.@determine that any delegated tasks have begn
correctly[performed.

Areas for which individuals are responsible shotild be stated. In particular the following should take plage:
a) the apsets and information security.processes should be identified and defined;

b) the eptity responsible for eachrasset or information security process should be assigned and the
details of this responsibility §hould be documented (see 8.1.2);

c) authgrization levels shotldbe defined and documented;

d) tobefable to fulfil responsibilities in the information security area the appointed individuals shoyld
be competent in the-area and be given opportunities to keep up to date with developments;

e) coordinationnand oversight of information security aspects of supplier relationships should pe
identjfied @nd documented.

Other information

Many organizations appoint an information security manager to take overall responsibility for the
development and implementation of information security and to support the identification of controls.

However, responsibility for resourcing and implementing the controls will often remain with individual
managers. One common practice is to appoint an owner for each asset who then becomes responsible
for its day-to-day protection.

6.1.2 Segregation of duties
Control

4 © ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

Conflicting duties and areas of responsibility should be segregated to reduce opportunities for
unauthorized or unintentional modification or misuse of the organization’s assets.

Implementation guidan

Care should be taken that no single person can access, modify or use assets without authorization
or detection. The initiation of an event should be separated from its authorization. The possibility of
collusion should be considered in designing the controls.

Small organlzatlons may find segregatlon of duties dlfflcult to achieve, but the principle should be

m

nitoring of activities, audit trails and management supervision should be considered.

oanization’s assets.

.3 Contact with authorities

ntrol

propriate contacts with relevant authorities should be maintained.

Implementation guidance

(0)i
en
in
m

ganizations should have procedures in place that specify when and by whom authoritieg
forcement, regulatory bodies, supervisory authorities) should be contacted and how
formation security incidents should be reporteddira timely manner (e.g. if it is suspected
hy have been broken).

Otlher information

(0)i

M
(
w
re
ut

wn

[

ganizations under attack from the Internét may need authorities to take action against the atta|

hintaining such contacts may be(@ requirement to support information security incident ma
be Clause 16) or the business continuity and contingency planning process (see Clause 17)
th regulatory bodies are-also useful to anticipate and prepare for upcoming changes i
bulations, which have to-bedimplemented by the organization. Contacts with other authoriti

connection with business continuity), telecommunication providers (in connection with li

an

g o

Af

d availability) and water suppliers (in connection with cooling facilities for equipment).

.1.4 Contact with special interest groups

ntrol

Is such as

oregation of duties is a method for reducing the risk of accidental or deliberate misfise of an

(e.g. law
dentified
that laws

ck source.

hagement
Contacts
N laws or
bs include

lities, emergency services, electricity suppliers and health and safety, e.g. fire departllnents (in

e routing

proprlate contacts with spec1a1 interest groups or other specialist security forums and pr(I)fessmnal

as

UleLlUllb bllUulu UC llldllll.dlllCU

Implementation guidance

Membership in special interest groups or forums should be considered as a means to:

a)

improve knowledge about best practices and stay up to date with relevant security information;

b) ensure the understanding of the information security environment is current and complete;

‘)
d)

receive early warnings of alerts, advisories and patches pertaining to attacks and vulnerabilities;

gain access to specialist information security advice;
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e) share and exchange information about new technologies, products, threats or vulnerabilities;
f) provide suitable liaison points when dealing with information security incidents (see Clause 16).
Other information

Information sharing agreements can be established to improve cooperation and coordination of security
issues. Such agreements should identify requirements for the protection of confidential information.

6.1.5 Information security in project management

Control
Informatjon security should be addressed in project management, regardless of the type of the|projeft.

Implementation guidance

Information security should be integrated into the organization’s project managementmethod(s) to ensyre
that information security risks are identified and addressed as part of a project. This-applies generally|to
any projert regardless of its character, e.g. a project for a core business process, [T facility managemgnt
and other| supporting processes. The project management methods in use should’require that:

a) information security objectives are included in project objectives;

b) an infformation security risk assessment is conducted at an edrly stage of the project to ident|fy
necegsary controls;

c) information security is part of all phases of the applied preject methodology.

Informatjon security implications should be addresséd and reviewed regularly in all projects.
Responsibilities for information security should be defined and allocated to specified roles defined|in
the proje¢t management methods.

6.2 Madbile devices and teleworking

Objectivg: To ensure the security of teleworking and use of mobile devices.

6.2.1 Mobile device policy
Control

A policy gnd supporting Security measures should be adopted to manage the risks introduced by usipg
mobile dgvices.

Implem i idan

When using"mobile devices, special care should be taken to ensure that business information is ot

compromlised. The mobile device policy should take into account the risks of working with mobile
devices in unprotected environments.

The mobile device policy should consider:

a) registration of mobile devices;

b) requirements for physical protection;

c) restriction of software installation;

d) requirements for mobile device software versions and for applying patches;

e) restriction of connection to information services;

6 © ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

f)
g)
h)

j)
k)
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access controls;

cryptographic techniques;

malware protection;

remote disabling, erasure or lockout;
backups;

usage of web services and web apps.

C3
arj
st
us

M
an
ta
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by
aw

Tn
r

q

—

W
se

a)

b)

Otlher information

$ks resulting from this way of working and the controls that'should be implemented.

ifferences that shoul@be considered when identifying controls. Typical differences are:

re should be taken when using mobile devices in public places, meeting rooms and otheg unprotected
eas. Protection should be in place to avoid the unauthorized access to or disclosure ofthe information
pred and processed by these devices, e.g. using cryptographic techniques (see Clause.10) and enforcing
e of secret authentication information (see 9.2.4).

pbile devices should also be physically protected against theft especially wheh|left, for examplle, in cars
d other forms of transport, hotel rooms, conference centres and meeting places. A specific procedure
king into account legal, insurance and other security requirements @fithe organization s$hould be
tablished for cases of theft or loss of mobile devices. Devices carryingimportant, sensitive pr critical
siness information should not be left unattended and, where paessible, should be physically locked
Fay, or special locks should be used to secure the devices.

pining should be arranged for personnel using mobile devic€sto raise their awareness of the gdditional

here the mobile device policy allows the use of privately owned mobile devices, the policy and related
curity measures should also consider:

separation of private and business use of-the devices, including using software to support such
separation and protect business data on a.private device;

providing access to business information only after users have signed an end user dgreement
acknowledging their duties (physical protection, software updating, etc.), waiving owrership of
business data, allowing remote wiping of data by the organization in case of theft or loss of the device
or when no longer authorized to use the service. This policy needs to take account of privacy l¢gislation.

pbile device wireless Connections are similar to other types of network connection, but have important

some wireless’security protocols are immature and have known weaknesses;

information stored on mobile devices may not be backed-up because of limited network bandwidth
or becatise mobile devices may not be connected at the times when backups are schedulegl.

and file

ha
of

W eV T orfratio H y—€06 v, v, 1o V getretra yCOHSlSt
those adopted in the fixed use devices and those to address threats raised by their usage outside the

organization’s premises.

6.2.2 Teleworking

Control

A
pr

policy and supporting security measures should be implemented to protect information accessed,
ocessed or stored at teleworking sites.

Implementation guidan
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Organizations allowing teleworking activities should issue a policy that defines the conditions and
restrictions for using teleworking. Where deemed applicable and allowed by law, the following matters
should be considered:

the existing physical security of the teleworking site, taking into account the physical security of the

ing and the local environment;

roposed physical teleworking environment;

the communications security requirements, taking into account the need for remote access to the

0rgani7nfinn’c internal systems, the sensitivity of the information that will be accessed and pass

d

privately owned equipment;

privately owned equipment;

Fhe communication link and the sensitivity of the internal system;

rovision of virtual desktop access that prevents processing and storage of information

hreat of unauthorized access to information or resources from other persons using t
hmodation, e.g. family and friends;

se of home networks and requirements or restrictions on the configuration of wirelg
prk services;

es and procedures to prevent disputes concerning rights to intellectual property developed

sto privately owned equipment (to verify the security of the machine or duringaninvestigatio
1 may be prevented by legislation;

software on workstations owned privately by,employees or external party users;
are protection and firewall requirements.

lines and arrangements to be considered should include:

the I())Fovision of suitable equipment and-storage furniture for the teleworking activities, where t
privately owned equipment that’is not under the control of the organization is not allowed}

nition of the work permitted, the hours of work, the classification of information that may
hind the internal systems and services that the teleworker is authorized to access;

Fovision of suitabl€eommunication equipment, including methods for securing remote acce
cal security;
and guidance on family and visitor access to equipment and information;

Fovision of hardware and software support and maintenance;

rare licensing agreements that are such that organizations may become liable for licensing for

he

ovision of insurance;

the procedures for backup and business continuity;

a)

build
b) thep
c)

over
d) the g
e) the t

accoy
f) the u

netwi
g) polic
h) acceg

whic
i) softw

client
j)  malw
The guidg
a)

use
b) adef

held
c) thep
d) phys
e) rules
f) thep
g) thep
h)
i) audit
j)

and security monitoring;

revocation of authority and access rights, and the return of equipment when the teleworking
activities are terminated.

Other information

Teleworkingrefers to all forms of work outside of the office, including non-traditional work environments,

» o«

such as those referred to as “telecommuting”, “flexible workplace”, “remote work” and “virtual work”
environments.
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ISO/IEC 27002:

Human resource security

7.1 Prior to employment

2013(E)

Objective: To ensure that employees and contractors understand their responsibilities and are suit-
able for the roles for which they are considered.

7.1.1 Screening

Cd

B3
w
cld

Implementation guidance

Ve

W

a)
b)
W
in
fir
m

P
pe

A
or

ntrol

ckground verification checks on all candidates for employment should be carried outin ac
th relevant laws, regulations and ethics and should be proportional to the businessTequirer
ssification of the information to be accessed and the perceived risks.

formation and employment based legislation, and should, where permitted, include the folld
availability of satisfactory character references, e.g. one business and one personal;

a verification (for completeness and accuracy) of the applicant’s curriculum vitae;
confirmation of claimed academic and professional qualifications;

independent identity verification (passport or similar document);

more detailed verification, such as credit review or review of criminal records.

has the necessary competence to.perform the security role;
can be trusted to take on the role, especially if the role is critical for the organization.

here a job, either on initial appointment or on promotion, involves the person having

ancial information-or-highly confidential information, the organization should also considg
bre detailed verifications.

ocedures should define criteria and limitations for verification reviews, e.g. who is eligible
ople and how, when and why verification reviews are carried out.

screening process should also be ensured for contractors. In these cases, the agreement bef

cordance
hents, the

rification should take into account all relevant privacy, protection/of personally identifiable

wing:

hen an individual is hired for a specific iniformation security role, organizations should make sure
the candidate:

access to

formation processing faeilities, and, in particular, if these are handling confidential informption, e.g.

r further,

to screen

ween the

parfization and the contractor should specify responsibilities for conducting the screenin

ng

b and the

tification procedures that need to be followed if screening has not been completed or if tle results

give cause for doubt or concern.

Information on all candidates being considered for positions within the organization should be collected
and handled inaccordance with any appropriatelegislation existingin the relevantjurisdiction. Depending
on applicable legislation, the candidates should be informed beforehand about the screening activities.

7.1.2 Terms and conditions of employment

Control

The contractual agreements with employees and contractors should state their and the organization’s

re

sponsibilities for information security.
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Implementation guidance

The contractual obligations for employees or contractors should reflect the organization’s policies for
information security in addition to clarifying and stating:

a) that all employees and contractors who are given access to confidential information should sign a
confidentiality or non-disclosure agreement prior to being given access to information processing
facilities (see 13.2.4);

b) the employee’s or contractor’s legal responsibilities and rights, e.g. regarding copyright laws or data
protection ngichfinn (cpp 1812 and 181 4):

c) respgnsibilities for the classification of information and management of organizational.assgts
assodiated with information, information processing facilities and information services handled py
the employee or contractor (see Clause 8);

d) respqnsibilities of the employee or contractor for the handling of information recéived from other
companies or external parties;

e) actiopstobetakenifthe employee or contractor disregards the organization’s'security requiremerts
(see 1.2.3).

Informatjon security roles and responsibilities should be communicated:to job candidates during the
pre-emplpyment process.

The orgdnization should ensure that employees and contracters agree to terms and conditions
concerning information security appropriate to the nature and-extent of access they will have to the
organizafion’s assets associated with information systems and-Services.

Where apjpropriate, responsibilities contained within the\terms and conditions of employment shoyld
continue for a defined period after the end of the employment (see 7.3).

Other information

Acode of fonduct may be used to state the employee’s or contractor’sinformation security responsibilitjes
regarding confidentiality, data protection, ethics, appropriate use of the organization’s equipment ahd
facilities,|as well as reputable practices expected by the organization. An external party, with which
a contradtor is associated, can be required to enter into contractual arrangements on behalf of the
contractgd individual.

7.2 Dufing employment

Objective: To ensure that'employees and contractors are aware of and fulfil their information security
responsipilities.

7.2.1 Management responsibilities

Control

Management should require all employees and contractors to apply information security in accordance
with the established policies and procedures of the organization.

Implementation guidance
Management responsibilities should include ensuring that employees and contractors:

a) are properly briefed on their information security roles and responsibilities prior to being granted
access to confidential information or information systems;

b) are provided with guidelines to state information security expectations of their role within the
organization;
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c) are motivated to fulfil the information security policies of the organization;

d) achieve a level of awareness on information security relevant to their roles and responsibilities
within the organization (see 7.2.2);

e) conform to the terms and conditions of employment, which includes the organization’s information
security policy and appropriate methods of working;

f) continue to have the appropriate skills and qualifications and are educated on a regular basis;

g) _are provided with an anonymous reporting channel to report violations of information security
policies or procedures (“whistle blowing”).

Management should demonstrate support of information security policies, procedures and'controls, and
actt as a role model.

Otlher information

If employees and contractors are not made aware of their information securityresponsibilitieq, they can
c:tse considerable damage to an organization. Motivated personnel are\likely to be more reliable and
cause fewer information security incidents.

Pdor management can cause personnel to feel undervalued resulting'in a negative information security
infpact on the organization. For example, poor management can’ lead to information secutity being
neglected or potential misuse of the organization’s assets.

.2.2 Information security awareness, education and training

7
Cantrol

All employees of the organization and, where relevant, contractors should receive appropriate ajwvareness
education and training and regular updatesiin organizational policies and procedures, as relevant for
thgir job function.

Implementation guidance

A‘;Linformation security awareness programme should aim to make employees and, where|relevant,
contractors aware of their rgsponsibilities for information security and the means by which those
repponsibilities are discharged.

An information security/awareness programme should be established in line with the orgapnization’s
information security.policies and relevant procedures, taking into consideration the orgaﬂlzation’s
information to be'protected and the controls that have been implemented to protect the infprmation.
The awarenessprogramme should include a number of awareness-raising activities such as chmpaigns
(elg. an “infermation security day”) and issuing booklets or newsletters.

The awareness programme should be planned taking into consideration the employees’ rojes in the
organization, and, where relevant, the organization’s expectation of the awareness of contragtors. The
activities in the awareness programme should be scheduled over time _preferably regularly sb that the
activities are repeated and cover new employees and contractors. The awareness programme should
also be updated regularly so it stays in line with organizational policies and procedures, and should be
built on lessons learnt from information security incidents.

Awareness training should be performed as required by the organization’s information security
awareness programme. Awareness training can use different delivery media including classroom-based,
distance learning, web-based, self-paced and others.

Information security education and training should also cover general aspects such as:

a) stating management’s commitment to information security throughout the organization;
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b) the need to become familiar with and comply with applicable information security rules and
obligations, as defined in policies, standards, laws, regulations, contracts and agreements;

c) personal accountability for one’s own actions and inactions, and general responsibilities towards
securing or protecting information belonging to the organization and external parties;

d) basic information security procedures (such as information security incident reporting) and
baseline controls (such as password security, malware controls and clear desks);

e) contact points and resources for addltlonal 1nformat10n and advice on information security matters,

requirements, not just to new starters and should take place before the role becomes active!

The organization should develop the education and training programme in order to conduct the
education and training effectively. The programme should be in line with the organization’s informatipn
security policies and relevant procedures, taking into consideration the organizatien’s information|to
be protedted and the controls that have been implemented to protect the information. The programine
should copnsider different forms of education and training, e.g. lectures or self-studies.

Other information

When coinposing an awareness programme, it is important not only)to focus on the ‘what’ and ‘how’,
but also he ‘why’. It is important that employees understand the‘aim of information security and the
potentialfimpact, positive and negative, on the organization of their own behaviour.

Awarenegs, education and training can be part of, or condiicted in collaboration with, other trainipg
activities| for example general IT or general security\training. Awareness, education and trainihg
activities|should be suitable and relevant to the individual’s roles, responsibilities and skills.

Anassesgment of the employees’ understanding cauld be conducted at the end of an awareness, educatipn
and trainjng course to test knowledge transfex

7.2.3 Dijsciplinary process
Control

There shpuld be a formal andycommunicated disciplinary process in place to take action against
employe¢ds who have committed an information security breach.

Implementation guidance

The formal d15€1p11nary process should ensure correct and fair treatment for employees who Jre
suspected o 1d
provide for a graduated response that takes into consideration factors such as the nature and gravity
of the breach and its impact on business, whether or not this is a first or repeat offence, whether or not
the violator was properly trained, relevant legislation, business contracts and other factors as required.

The disciplinary process should also be used as a deterrent to prevent employees from violating the
organization’s information security policies and procedures and any other information security
breaches. Deliberate breaches may require immediate actions.

Other information

The disciplinary process can also become a motivation or an incentive if positive sanctions are defined
for remarkable behaviour with regards to information security.
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7.3 Termination and change of employment

Objective: To protect the organization’s interests as part of the process of changing or terminating
employment.

7.3.1 Termination or change of employment responsibilities

Control

ployment should be defined, communicated to the employee or contractor and enforced!

Implementation guidance

The communication of termination responsibilities should include on-going dnformation| security
reguirements and legal responsibilities and, where appropriate, responsibiliti€és\.contained within any
confidentiality agreement (see 13.2.4) and the terms and conditions of employment (see 7.1.2) cpntinuing
for a defined period after the end of the employee’s or contractor’s employinent.

Rdsponsibilities and duties still valid after termination of employment should be containgd in the
employee’s or contractor’s terms and conditions of employment (seé\/1.2).

CHanges of responsibility or employment should be managed as the termination of th¢ current
repponsibility or employment combined with the initiation,df the new responsibility or employment.

Otlher information

The human resources function is generally responsible for the overall termination process and works
together with the supervising manager of the person leaving to manage the informatior] security
aspects of the relevant procedures. In the case;0f a contractor provided through an external garty, this
tefmination process is undertaken by the external party in accordance with the contract befween the
organization and the external party.

It [may be necessary to inform empldyees, customers or contractors of changes to persqnnel and
ogerating arrangements.

8| Asset management

8.1 Responsibilityfor assets

2}

Opjective: To identify organizational assets and define appropriate protection responsibilitie

.1.1 Inventory of assets

R I]

dnfrol

Assets associated with information and information processing facilities should be identified and an
inventory of these assets should be drawn up and maintained.

Implementation guidance

An organization should identify assets relevant in the lifecycle of information and document their
importance. The lifecycle of information should include creation, processing, storage, transmission, deletion
and destruction. Documentation should be maintained in dedicated or existing inventories as appropriate.

The asset inventory should be accurate, up to date, consistent and aligned with other inventories.

Foreachoftheidentified assets, ownership ofthe asset should be assigned (see 8.1.2) and the classification
should be identified (see 8.2).
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Other information

Inventories of assets help to ensure that effective protection takes place, and may also be required for
other purposes, such as health and safety, insurance or financial (asset management) reasons.

ISO/IEC 27005[11] provides examples of assets that might need to be considered by the organization
when identifying assets. The process of compiling an inventory of assets is an important prerequisite of
risk management (see also ISO/IEC 27000 and ISO/IEC 27005[11]).

812 O
Control

Assets m

Implementation guidance

Individua
qualify to

A procesg
assigned
should be

The asset
a) ensu

b) ensu

c) definfe and periodically review access restrictionsiand classifications to important assets, taki
into gccount applicable access control policies;

d) ensu
Other inf
The iden

responsibility for controlling the whole lifecycle of an asset. The identified owner does not necessar

have any

Routine tasks may be delegated, e.g. to a custodian looking after the assets on a daily basis, but t
responsiljility remains with the owner.

In complgx information systems, it may be useful to designate groups of assets which act together
provide g particulanservice. In this case the owner of this service is accountable for the delivery of t
service, including-the operation of its assets.

813 A

Control

wnership of assets

hintained in the inventory should be owned.

be assigned as asset owners.

to ensure timely assignment of asset ownership is usually implemented. Ownership should
when assets are created or when assets are transferred to the organization. The asset own
responsible for the proper management of an asset over the whole asset lifecycle.

owner should:
e that assets are inventoried;

‘e that assets are appropriately classified and protected;

e proper handling when the asset is deleted or destroyed.
brmation

fified owner can be eithertan individual or an entity who has approved managems

property rights to the asset.

Is as well as other entities having approved management responsibility for the asset lifecy¢

nt
ly

to
he

cceéptable use of assets

Rules for the acceptable use of information and of assets associated with information and information
processing facilities should be identified, documented and implemented.

Implementation guidance

Employees and external party users using or having access to the organization’s assets should be made
aware of the information security requirements of the organization’s assets associated with information
and information processing facilities and resources. They should be responsible for their use of any
information processing resources and of any such use carried out under their responsibility.

14
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8.1.4 Return of assets
Control

All employees and external party users should return all of the organizational assets in their possession
upon termination of their employment, contract or agreement.

Implementation guidance

The termination process should be formalized to include the return of all previously issued physical and
electronic assets owned by or entrusted to the organization.

In|cases where an employee or external party user purchases the organization’s equipmet]t or uses
their own personal equipment, procedures should be followed to ensure that all relevantinfofmation is
transferred to the organization and securely erased from the equipment (see 11.2.7).

In|cases where an employee or external party user has knowledge thatisimportantte’'ongoing operations,
thpt information should be documented and transferred to the organization,

Duyring the notice period of termination, the organization should controel unauthorized cppying of
reJevant information (e.g. intellectual property) by terminated employeées and contractors.

8.2 Information classification

Objective: To ensure that information receives an appropriate’level of protection in accordange with
it importance to the organization.

.2.1 Classification of information

8
Cdntrol

Information should be classified in term's’of legal requirements, value, criticality and sengitivity to
urjauthorised disclosure or modification:

Implementation guidance

Clpssifications and associated protective controls for information should take account of businjess needs
for sharing or restricting infermation, as well as legal requirements. Assets other than infornjation can
also be classified in conformance with classification of information which is stored in, proce4sed by or
otherwise handled or’protected by the asset.

Ovwners of information assets should be accountable for their classification.

The classification scheme should include conventions for classification and criteria for feview of
the classification over time. The level of protection in the scheme should be assessed by pnalysing
confideptiality, integrity and availability and any other requirements for the information cdnsidered.
Thescheme should be aligned to the access control policy (see 9.1.1).

Eachlevel should be given aname that makes sense in the contextofthe classification scheme’s application.

The scheme should be consistent across the whole organization so that everyone will classify information
and related assets in the same way, have a common understanding of protection requirements and apply
the appropriate protection.

Classification should be included in the organization’s processes, and be consistent and coherent across
the organization. Results of classification should indicate value of assets depending on their sensitivity
and criticality to the organization, e.g. in terms of confidentiality, integrity and availability. Results of
classification should be updated in accordance with changes of their value, sensitivity and criticality
through their life-cycle.

Other information
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Classification provides people who deal with information with a concise indication of how to handle
and protect it. Creating groups of information with similar protection needs and specifying information
security procedures that apply to all the information in each group facilitates this. This approach reduces
the need for case-by-case risk assessment and custom design of controls.

Information can cease to be sensitive or critical after a certain period of time, for example, when the
information has been made public. These aspects should be taken into account, as over-classification can
lead to the implementation of unnecessary controls resulting in additional expense or on the contrary
under-classification can endanger the achievement of business objectives.

orgamization at risk.

8.2.2 Labelling of information
Control

An appropriate set of procedures for information labelling should be developed and implemented |in
accordanfe with the information classification scheme adopted by the organization.

“Implementation guidance”

Procedurgs for information labelling need to cover,information and its related assets in physical ahd
electroni¢ formats. The labelling should reflect the classification scheme established in 8.2.1. The
labels shguld be easily recognizable. The procedures should give guidance on where and how lab¢ls
are attached in consideration of how the information is accessed or the assets are handled dependipg
on the types of media. The procedures can-define cases where labelling is omitted, e.g. labelling of ngn-
confidentfial information to reduce workleads. Employees and contractors should be made aware|of
labelling procedures.

Output frpm systems containing information that is classified as being sensitive or critical should carfry
an appropriate classification label.

Other information

Labelling|of classifiedinformation is a key requirement for information sharing arrangements. Physi¢al
labels and metadatadare a common form of labelling.

Labelling|of information and its related assets can sometimes have negative effects. Classified assets dre
easier to ldentify and accordingly to steal by insiders or external attackers.

8.2.3 Handling of assets
Control

Procedures for handling assets should be developed and implemented in accordance with the information
classification scheme adopted by the organization.

Implementation guidan

Procedures should be drawn up for handling, processing, storing and communicating information
consistent with its classification (see 8.2.1).
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The following items should be considered:

a)
b)

c)

d)

access restrictions supporting the protection requirements for each level of classification

maintenance of a formal record of the authorized recipients of assets;

2013(E)

)

protection of temporary or permanent copies of information to a level consistent with the protection

of the original information;

storage of IT assets in accordance with manufacturers’ specifications;

e)

T}
ot
or|
cld

Ag
to
or

8.

clear marking orf all copies of media for the attention of the authorized recipient.

e classification scheme used within the organization may not be equivalent to the scheme
her organizations, even if the names for levels are similar; in addition, information moéving
panizations can vary in classification depending on its context in each organization, eve
issification schemes are identical.

reements with other organizations that include information sharing should include pj
identify the classification of that information and to interpret the classification labels f1
panizations.

3 Media handling

s used by
between
n if their

ocedures
om other

bjective: To prevent unauthorized disclosure, modificatign, ¥emoval or destruction of inforn]
ored on media.

hation

Implementation guidance

.B.1 Management of removable media

ntrol

ocedures should be implemented for the management of removable media in accordance
1ssification scheme adopted by the grganization.

e following guidelines for,the management of removable media should be considered:

if no longer required;“the contents of any re-usable media that are to be removed
organization should-be made unrecoverable;

where necessary and practical, authorization should be required for media removed
organization'and a record of such removals should be kept in order to maintain an audit t

all media should be stored in a safe, secure environment, in accordance with manu
specifications;

with the

from the

from the
rail;

facturers’

thdata confidentiality or integrity are important considerations, cryptographic techniques should

f)

g)
h)

be used to protect data on removable media;

to mitigate the risk of media degrading while stored data are still needed, the data should be

transferred to fresh media before becoming unreadable;

multiple copies of valuable data should be stored on separate media to further reduce the risk of

coincidental data damage or loss;

registration of removable media should be considered to limit the opportunity for data loss;

removable media drives should only be enabled if there is a business reason for doing so;

where there is a need to use removable media the transfer of information to such media should

be monitored.

© ISO/IEC 2013 - All rights reserved

17


https://standardsiso.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

Procedures and authorization levels should be documented.

8.3.2 Disposal of media

Control

Media should be disposed of securely when no longer required, using formal procedures.

Implementation guidance

Formal pgrecedu es {G s odisposal o odia-should be established to zethe risk
confidentfial information leakage to unauthorized persons. The procedures for secure disposal of neg

containi

following|items should be considered:

g confidential information should be proportional to the sensitivity of that information: T

of
ia
he

a) medip containing confidential information should be stored and disposed of seCurely, e.g. py
incinpration or shredding, or erasure of data for use by another application withinthe organizatign;

b) procg¢dures should be in place to identify the items that might require secure{disposal;

c) itmay be easier to arrange for all media items to be collected and disposed.of securely, rather than
attempting to separate out the sensitive items;

d) many organizations offer collection and disposal services for<{media; care should be taken |in
selecfing a suitable external party with adequate controls and-éxperience;

e) dispdsal of sensitive items should be logged in order to maintain an audit trail.

When acqumulating media for disposal, consideration should be given to the aggregation effect, which

can causq a large quantity of non-sensitive information to‘become sensitive.
Other infprmation

Damaged| devices containing sensitive data may-require a risk assessment to determine whether t
items should be physically destroyed rather than sent for repair or discarded (see 11.2.7).

8.3.3 Physical media transfer

Control

Media coftaining informatipnsshould be protected against unauthorized access, misuse or corrupti
during transportation.

Implementation guidance

Thefolloying guidelines should be considered to protect media containinginformation beingtransportg

relialple transport or couriers should be used;
¢ : . . :

a)
b)
‘)
d)

e)

18

alis

he

d:

procedures to verify the identification of couriers should be developed;

packaging should be sufficient to protect the contents from any physical damage likely to arise
during transit and in accordance with any manufacturers’ specifications, for example protecting
against any environmental factors that may reduce the media’s restoration effectiveness such as
exposure to heat, moisture or electromagnetic fields;

logs should be kept, identifying the content of the media, the protection applied as well as recording
the times of transfer to the transit custodians and receipt at the destination.

Other information
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Information can be vulnerable to unauthorized access, misuse or corruption during physical transport,
for instance when sending media via the postal service or via courier. In this control, media include
paper documents.

When confidential information on media is not encrypted, additional physical protection of the media

sh

9

ould be considered.

Access control

9.

T Business requirements of access control

0

bjective: To limit access to information and information processing facilities.

g

in
In
As
sp

re

Ad
Uf{
by

TH

a)
b)

‘)
d)

e)

f)

1.1 Access control policy

ntrol

An access control policy should be established, documented and reviewed based on bus

formation security requirements.

plementation guidance

set owners should determine appropriate access controbhrules, access rights and restri
ecific user roles towards their assets, with the amouhnt of detail and the strictness of thg
flecting the associated information security risks.

cess controls are both logical and physical (see<Clause 11) and these should be considered
ers and service providers should be given a clear statement of the business requirements
access controls.

e policy should take account of the follewing:
security requirements of businéssapplications;

policies for information dissemination and authorization, e.g. the need-to-know prin|
information security leyels and classification of information (see 8.2);

consistency betweentlhe access rights and information classification policies of systems and 1

(see 18.1);

management of access rights in a distributed and networked environment which reco
types‘ofcconnections available;

segregation of access control roles, e.g. access request, access authorization, access admin

ness and

"tions for

controls

together.
to be met

ciple and

networks;

relevantlegislation and any contractual obligations regarding limitation of access to data of services

bnizes all

istration;

g)
h)
i)
j)

k)

requirements for formal authorization of access requests (see 9.2.1 and 9.2.2);
requirements for periodic review of access rights (see 9.2.5);

removal of access rights (see 9.2.6);

archiving of records of all significant events concerning the use and management of user
and secret authentication information;

roles with privileged access (see 9.2.3).

Other information
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Care should be taken when specifying access control rules to consider:

a) establishingrulesbasedonthepremise “Everythingisgenerallyforbiddenunlessexpressly permitted”
rather than the weaker rule “Everything is generally permitted unless expressly forbidden”;

b) changes in information labels (see 8.2.2) that are initiated automatically by information processing
facilities and those initiated at the discretion of a user;

c) changes in user permissions that are initiated automatically by the information system and those
initiated by an administrator;

d) rules

Access c
responsil

Role base

which require specific approval before enactment and those which do not.

ilities (see 6.1.1, 9.3).

d access control is an approach used successfully by many organisations to lik-access rig}

with business roles.

Two of th

b frequent principles directing the access control policy are:

Lto-know: you are only granted access to the information you need to perform your tas
rent tasks/roles mean different need-to-know and hence different access profile);

-to-use: you are only granted access to the information processing facilities (IT equipme
Cations, procedures, rooms) you need to perform your task/job/role.

ccess to networks and network services

a) Need

(diffe
b) Need

appli
912 A
Control
Users shd

uld only be provided with access to the network and network services that they have be

specifically authorized to use.
Implementation guidance

A policy
should ca

a) then

should be formulated concerning the use of networks and network services. This poli
ver:

ptworks and network séryices which are allowed to be accessed;

b) authgrization procedures for determining who is allowed to access which networks a

netw
C) mana
d) then

e) user

orked services;
gement controls and procedures to protectaccess to network connections and network servic
eans used to access networks and network services (e.g. use of VPN or wireless network);

huthentication requirements for accessing various network services;

bntrol rules should be supported by formal procedures (see 9.2, 9.3, 9.4) andydefined

f) monitoring of the use of network services.

The policy on the use of network services should be consistent with the organization’s access control

policy (se

e9.1.1).

Other information

Unauthorized and insecure connections to network services can affect the whole organization. This
control is particularly important for network connections to sensitive or critical business applications
or to users in high-risk locations, e.g. public or external areas that are outside the organization’s
information security management and control.
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9.2 User access management

2013(E)

vi

Objective: To ensure authorized user access and to prevent unauthorized access to systems and ser-

ces.

9.2.1 User registration and de-registration

Control

A formaluser rngicfrah'nn and r]n_rngicfr‘:\ﬁnn process should he imp]nmnnfnr] toenahle accit)nment of

acress rights.

Implementation guidance

The process for managing user IDs should include:

a)[ using unique user IDs to enable users to be linked to and held responsible for their acfions; the
use of shared IDs should only be permitted where they are necessary, for business or operational
reasons and should be approved and documented;

b)[ immediately disabling or removing user IDs of users who have lefPthe organization (see 9.2.6);

c)| periodically identifying and removing or disabling redundant-user IDs;

d)| ensuring that redundant user IDs are not issued to othér users.

Otlher information

P
st

Implementation‘guidance

.2.2 User access provisioning

oviding or revoking access to information orsinformation processing facilities is usuallly a two-

bp procedure:
assigning and enabling, or revoking, a user ID;

providing, or revoking, access rights-to such user ID (see 9.2.2).

ntrol

formal user access proyisioning process should be implemented to assign or revoke access
user types to all systems and services.

e provisioniing process for assigning or revoking access rights granted to user IDs should in

obtaihing authorization from the owner of the information system or service for the
information system or service (see control 8.1.2); separate approval for access rig

rights for

clude:

1se of the
hts from

verifying that the level of access granted is appropriate to the access policies (see 9.1) and is

consistent with other requirements such as segregation of duties (see 6.1.2);

ensuring that access rights are not activated (e.g. by service providers) before authorization

procedures are completed;

maintaining a central record of access rights granted to a user ID to access information systems

and services;

adapting access rights of users who have changed roles or jobs and immediately removing or

blocking access rights of users who have left the organization;
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f) periodically reviewing access rights with owners of the information systems or services (see 9.2.5).

Other information

Consideration should be given to establishing user access roles based on business requirements that
summarize a number of access rights into typical user access profiles. Access requests and reviews (see
9.2.4) are easier managed at the level of such roles than at the level of particular rights.

Consideration should be given to including clauses in personnel contracts and service contracts that
specify sanctions if unauthorized access is attempted by personnel or contractors (see 7.1.2, 7.2.3,
13.24,1

12)

9.23 M

Control

The alloc

anagement of privileged access rights

htion and use of privileged access rights should be restricted and controlled:

tation guidance

nce with the relevant access control policy (see control 9.1.1)."The following steps shou

idered:

Fivileged access rights associated with each system or process, e.g. operating system, databa
gement system and each application and the users to whiom they need to be allocated shou
bntified;

eged access rights should be allocated to users(on a need-to-use basis and on an event-h
basis in line with the access control policy (seg 9:1.1), i.e. based on the minimum requirems
eir functional roles;

thorization process and a record of all privileges allocated should be maintained. Privileg
s rights should not be granted until the authorization process is complete;

rements for expiry of privileged\a¢cess rights should be defined;

eged access rights shouldthe assigned to a user ID different from those used for regul
ess activities. Regular business activities should not be performed from privileged ID;

pbmpetences of users\with privileged access rights should be reviewed regularly in order
 if they are in line\with their duties;

speciffic procedur€s.should be established and maintained in order to avoid the unauthorized use
generic administration user IDs, according to systems’ configuration capabilities;

in accor
be consi
a) thep
mand
be id
b) privi
event
for tH
c) anay
acces
d) requi
e) privi
busin]
f) thec
verif}
g)
h)

for generic.administration user IDs, the confidentiality of secret authentication information should
mainfained when shared (e.g. changing passwords frequently and as soon as possible when a privileg
user leaves or changes job, communicating them among privileged users with appropriate mechanism

Ss
1d

se
1d

y_
nt

of

be
ed

Other information

Inappropriate use of system administration privileges (any feature or facility of an information system
that enables the user to override system or application controls) is a major contributory factor to failures
or breaches of systems.

9.2.4 Management of secret authentication information of users

Control

The allocation of secret authentication information should be controlled through a formal
management process.
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Implementation guidance

The process should include the following requirements:

a)

b)

2013(E)

users should be required to sign a statement to keep personal secret authentication information
confidential and to keep group (i.e. shared) secret authentication information solely within the
members of the group; this signed statement may be included in the terms and conditions of

employment (see 7.1.2);

when users are required to maintain their own secret authentication information they should be

prnvidpd initially with secure temporary secret authentication information which thev are forced

f)
g)

to change on first use;

procedures should be established to verify the identity of a user prior to providing riew, rey
or temporary secret authentication information;

temporary secret authentication information should be given to users in aSecure manne

temporary secret authentication information should be unique toan’individual and s
be guessable;

users should acknowledge receipt of secret authentication infdrmation;

default vendor secret authentication information sheuld be altered following insta
systems or software.

Otlher information

sswords are a commonly used type of secret authentication information and are a common|
rifying a user’s identity. Other types of secretauthentication information are cryptographid
her data stored on hardware tokens (e.g. smart cards) that produce authentication codes.

.2.5 Review of user access rights

ntrol

set owners should review.isers’ access rights at regular intervals.

Implementation guidance

e review of access.rights should consider the following:

users’ accesswights should bereviewed atregularintervalsand after any changes, suchasp
demotionsor termination of employment (see Clause 7);

user<aecess rights should be reviewed and re-allocated when moving from one role t
within the same organization;

of external parties or unprotected (clear text) electronic mail messages should be avoided;

lacement
; the use

)

hould not

lation of

means of
keys and

"fomotion,

b another

| - b £ - - | | L 1 111 - | b= £ b, 1
dUlllUul' IZ4dtiUIIS TUT PIIVIICgTU dLLESS TIGIHLS SITUUIU DT TTVICWEU Al HTITUTTITTYUCTIIUITICT VdlS,

privilege allocations should be checked at regular intervals to ensure that unauthorized privileges

have not been obtained;

changes to privileged accounts should be logged for periodic review.

Other information

This control compensates for possible weaknesses in the execution of controls 9.2.1, 9.2.2 and 9.2.6.

9.2.6 Removal or adjustment of access rights

Control
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The accessrights of all employees and external party users to information and information processing
facilities should be removed upon termination of their employment, contract or agreement, or
adjusted upon change.

Implementation guidance

Upon termination, the access rights of an individual to information and assets associated with
information processing facilities and services should be removed or suspended. This will determine
whether it is necessary to remove access rights. Changes of employment should be reflected in removal
of all access rlghts that were not approved for the new employment The access rlghts that should be
removed ptr-a - S cataceess : dopne
by remodal, revocation or replacement of keys 1dent1f1cat10n cards mformatlon processmg fac111t
or subscrjiptions. Any documentation that identifies access rights of employees and contractor$ should
reflect the removal or adjustment of access rights. If a departing employee or external party user has
known pgsswords for user IDs remaining active, these should be changed upon termination“or chanjge
of employment, contract or agreement.

Access rights for information and assets associated with information processing facilities should pe
reduced qr removed before the employment terminates or changes, depending entthe evaluation of risk
factors sych as:

a) whether the termination or change is initiated by the employee, the“external party user or py
mandgement, and the reason for termination;

b) the cpirrent responsibilities of the employee, external party useror any other user;
c) the vplue of the assets currently accessible.

Other information

In certair} circumstances access rights may be allocated on the basis of being available to more people
than the fdeparting employee or external party user, e.g. group IDs. In such circumstances, departipg
individud|ls should be removed from any group aceess lists and arrangements should be made to advise
all other [employees and external party userstinvolved to no longer share this information with the
person d¢parting.

In cases [of management-initiated tefimination, disgruntled employees or external party users cpn
deliberately corrupt information grysabotage information processing facilities. In cases of persons
resigning or being dismissed, théy may be tempted to collect information for future use.

9.3 User responsibilities

Objectivg: To make users accountable for safeguarding their authentication information.

9.3.1 Upe ofsecret authentication information

Control

Usersshouldberequiredto followthe organization’s practicesinthe use of secretauthentication information.
Implementation guidan
All users should be advised to:

a) keep secret authentication information confidential, ensuring that it is not divulged to any other
parties, including people of authority;

b) avoid keeping a record (e.g. on paper, software file or hand-held device) of secret authentication
information, unless this can be stored securely and the method of storing has been approved (e.g.
password vault);
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2013(E)

changesecretauthenticationinformation wheneverthereisanyindication ofits possible compromise;

when passwords are used as secret authentication information, select quality passwords with

sufficient minimum length which are:
1) easytoremember;

2) not based on anything somebody else could easily guess or obtain using perso
information, e.g. names, telephone numbers and dates of birth etc.;

n related

3) notvulnerable to dictionary attacks (i.e. do not consist of words included in dictionaries);

4) free of consecutive identical, all-numeric or all-alphabetic characters;
5) iftemporary, changed at the first log-on;
not share individual user’s secret authentication information;

ensure proper protection of passwords when passwords are used as secret authg
information in automated log-on procedures and are stored;

not use the same secret authentication information for business@andnon-business purpos

her information

hentication information.

A System and application access control

bntication

€sS.

s reduces

 of secret

bjective: To prevent unauthorized accesS§ to systems and applications.

9.4.1 Information access restriction

ntrol

cess to information and application system functions should be restricted in accordance
cess control policy.

Implementation gidance

strictions toaccess should be based onindividual business application requirementsand in ac
th the defined access control policy.

e following should be considered in order to support access restriction requirements:

with the

cordance

onroviding menusto contral access to annlication sustem functions:
T =] Pr Y 7

controlling which data can be accessed by a particular user;
controlling the access rights of users, e.g. read, write, delete and execute;
controlling the access rights of other applications;

limiting the information contained in outputs;

providing physical or logical access controls for the isolation of sensitive applications, application

data, or systems.
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9.4.2 Secure log-on procedures

Control

Where required by the access control policy, access to systems and applications should be controlled by
a secure log-on procedure.

Implementation guidance

A suitable authentication technique should be chosen to substantiate the claimed identity of a user.

Where stfong authentication and identity verification is required, authentication methods alternati

to passw

The procgdure for logging into a system or application should be designed to minimize the gpportun
for unauthorized access. The log-on procedure should therefore disclose the minimum of informati
system or application, in order to avoid providing an unauthorized user with @hy-unnecessary

about the
assistanc

a) notd
b) displ
c) notp
d) wvalid

system should not indicate which part of the data is corrector incorrect;

e) protdct against brute force log-on attempts;

f) logu
g) raise

h) displ

1) date and time of the previous sudcessful log-on;

2) details of any unsuccessful leg-on attempts since the last successful log-on;

i) notd

j) nottransmit passwords4n clear text over a network;

k) term

1) restr
wind

Other inft

rds, such as cryptographic means, smart cards, tokens or biometric means, should be used

e. A good log-on procedure should:
splay system orapplication identifiers until thelog-on process has beensuccessfully completgd
hy a general notice warning that the computer should only be acce$sed by authorized users;
Fovide help messages during the log-on procedure that would did an unauthorized user;

hte the log-on information only on completion of all input-data. If an error condition arises, t

hsuccessful and successful attempts;
a security event if a potential attempted onsuccessful breach of log-on controls is detected;

hy the following information on completion of a successful log-on:

isplay a password being.entered;

ct connection times to provide additional security for high-risk applications and reduce t
pw,of\0pportunity for unauthorized access.

ve

ty
bn

d;

nate inactive.Sessions after a defined period of inactivity, especially in high risk locations such
as puplic or external areas outside the organization’s security management or on mobile devices

he

Passwords are a common way to provide identification and authentication based on a secret that only the
user knows. The same can also be achieved with cryptographic means and authentication protocols. The
strength of user authentication should be appropriate for the classification of the information to be accessed.

If passwords are transmitted in clear text during the log-on session over a network, they can be captured
by a network "sniffer” program.

9.4.3 Password management system

Control

Password management systems should be interactive and should ensure quality passwords.
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Implementation guidance

A password management system should:

a)
b)

‘)

enforce the use of individual user IDs and passwords to maintain accountability;

2013(E)

allow users to select and change their own passwords and include a confirmation procedure to

allow for input errors;

enforce a choice of quality passwords;

d)
e)
f)
g)
h)
i)

force users to change thelr passwords at the first log-on;

enforce regular password changes and as needed;

maintain a record of previously used passwords and prevent re-use;
not display passwords on the screen when being entered;

store password files separately from application system data;

store and transmit passwords in protected form.

ther information
Sgme applications require user passwords to be assigned by an independent authority; in sych cases,

pd
m

ints b), d) and e) of the above guidance do not apply. Ini\nost cases the passwords are sel
hintained by users.

9.4.4 Use of privileged utility programs

Cg

TH
be

Iy

T}

ntrol

e use of utility programs that might be capable of overriding system and application contr
restricted and tightly controlled.

lementation guidan

e following guidelines for.the use of utility programs that might be capable of overriding sy

application controls should be considered:

pcted and

Is should

stem and

a)| use of identification,authentication and authorization procedures for utility programs;

b)[ segregation efutility programs from applications software;

c)| limitation-of the use of utility programs to the minimum practical number of trusted, apthorized
users.(se€ 9.2.3);

d)| adthorization for ad hoc use of utility programs;

e) —tmmitatiomrof theavaitabitity of utitity programns; eg-for the duratiomrof amauthorizedchange;

f) logging of all use of utility programs;

g) defining and documenting of authorization levels for utility programs;

h) removal or disabling of all unnecessary utility programs;

i) not making utility programs available to users who have access to applications on systems where
segregation of duties is required.

Other inf .
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Most computer installations have one or more utility programs that might be capable of overriding
system and application controls.

9.4.5 Access control to program source code

Control

Access to

program source code should be restricted.

Implementation guidan

Access to
and valid
functiona
intellectu
such codé
to contro
computer

a) whern

b) the j
estah

c) supp

d) the updating of program source libraries and associated itéms and the issuing of program sourd

to pr

e) progl

f) an aleit log should be maintained of all accesses,to program source libraries;

g) main
procg

If the pro
its integr

10 Cryy

10.1 Cry

program source code and associated items (such as designs, specifications, verification pl

lity and to avoid unintentional changes as well as to maintain the confidentiality of valua
al property. For program source code, this can be achieved by controlled central istorage
, preferably in program source libraries. The following guidelines should then‘be consider
| access to such program source libraries in order to reduce the potential‘for corruption
programs:

e possible, program source libraries should not be held in operationalsystems;

rogram source code and the program source libraries should“\be managed according
lished procedures;

brt personnel should not have unrestricted access to program source libraries;

pgrammers should only be performed after appropsiate authorization has been received;

ram listings should be held in a secure environment;

enance and copying of program source libraries should be subject to strict change conti
dures (see 14.2.2).

bram source code is intended to.be published, additional controls to help getting assurance
ty (e.g. digital signature) shiould be considered.

ptography

'ptographic.controls

S

htion plans) should be strictly controlled, in order to prevent the introduction of unauthorizgd

le
of
ed
of

es

ol

Objectivg
ticity ang

: To ensf@ire'proper and effective use of cryptography to protect the confidentiality, authen-
| /or integrity of information.

10.1.1 P

Control

1 1 £ - 1. - 1
UIILY UII LT USC UI'UTyplogl dpiiitC COIIUt IS

A policy on the use of cryptographic controls for protection of information should be developed and
implemented.

Implementation guidance

When developing a cryptographic policy the following should be considered:

a) the management approach towards the use of cryptographic controls across the organization,
including the general principles under which business information should be protected;
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based on a risk assessment, the required level of protection should be identified taking int
the type, strength and quality of the encryption algorithm required;

2013(E)

0 account

the use of encryption for protection of information transported by mobile or removable media

devices or across communication lines;

the approach to key management, including methods to deal with the protection of cryptographic

keys and the recovery of encrypted information in the case of lost, compromised or dama

roles and responsibilities, e.g. who is responsible for:

ged keys;

f)

g)

WY

d)

Otlher information

M
th
de
fo

A
ris

hen implementing the organization’s cryptographic policy, consideration should be giv
pulations and national restrictions that might apply to the use of eryptographic techniques in
rts of the world and to the issues of trans-border flow of encrypted information (see 18.1.5).

yptographic controls can be used to achieve different information security objectives, e.g.:

hking a decision as:te’ whether a cryptographic solution is appropriate should be seen 4
e wider processcofirisk assessment and selection of controls. This assessment can then b
termine whether a cryptographic control is appropriate, what type of control should be ap

1) the implementation of the policy;
2) the key management, including key generation (see 10.1.2);

the standards to be adopted for effective implementation throughout the @rganizatid
solution is used for which business processes);

the impact of using encrypted information on controls that rely upon content insped
malware detection).

confidentiality: using encryption of information teprotect sensitive or critical informati
stored or transmitted;

integrity/authenticity: using digital signatures or message authentication codes to ¥
authenticity or integrity of stored or transmitted sensitive or critical information;

non-repudiation: using cryptographic-techniques to provide evidence of the occurrend
occurrence of an event or action;

authentication: using cryptographic techniques to authenticate users and other syster
requesting access to or trahsacting with system users, entities and resources.

- what purposé and business processes.

ks of\using cryptographic techniques and to avoid inappropriate or incorrect use.

Sl

ecialist advice should be cmlgh’r in Qp]pr“ring appropriate r‘ryp’rngrnphir‘ controls to

n (which

tion (e.g.

bn to the

different

on, either

erify the

c O non-

n entities

s part of

e used to
plied and

policy .on the use of cryptographic controls is necessary to maximize the benefits and minjimize the

eet the

information security policy objectives.

10.1.2 Key management

Control

A policy on the use, protection and lifetime of cryptographic keys should be developed and implemented
through their whole lifecycle.

Implementation guidance

The policy should include requirements for managing cryptographic keys though their whole lifecycle
including generating, storing, archiving, retrieving, distributing, retiring and destroying keys.
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Cryptographicalgorithms, key lengths and usage practices should be selected according to best practice.
Appropriate key management requires secure processes for generating, storing, archiving, retrieving,
distributing, retiring and destroying cryptographic keys.

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

A key management system should be based on an agreed set of standards, procedures and secure
methods for:

a) genel
b) issuil
c) distr
d) stori
e) chan
f) deali

g) revol
comp]

h) recoy
i) back
j) desty
k) loggi

In order tq
so that th

In additig
considere
issued by
procedur

The conte
e.g. with
times for

Other inf

The man

ating keys for different cryptographic systems and different applications;
1g and obtaining public key certificates;
buting keys to intended entities, including how keys should be activated when received;

g keys, including how authorized users obtain access to keys;

hg with compromised keys;

fing keys including how keys should be withdrawn or deactivated, e.g. when keys have be
romised or when a user leaves an organization (in which case keys should also be archived]

ering keys that are lost or corrupted;

ng up or archiving keys;

oying keys;

hg and auditing of key management related,activities.

reduce the likelihood of improper use, activation and deactivation dates for keys should be defin|
e keys can only be used for the perigd-of time defined in the associated key management policy.

n to securely managing secret'and private keys, the authenticity of public keys should also
d. This authentication process can be done using public key certificates, which are norma
a certification authority;which should be a recognized organization with suitable controls a
es in place to providetheTequired degree of trust.

nts of service leyehagreements or contracts with external suppliers of cryptographic servic
Q certificationzauthority, should cover issues of liability, reliability of services and respon
the provisiotvef services (see 15.2).

brmation

gement of cryptographic keys is essential to the effective use of cryptographic techniqu

ring or updating keys including rules on when keys should be changed andtow this will be doe;

ed

be

ly
hd

LS,
se

1%

ES.

ISO/IEC 1

1770121[3][4] provides further information on key management.

Cryptographic techniques can also be used to protect cryptographic keys. Procedures may need to be
considered for handling legal requests for access to cryptographic keys, e.g. encrypted information can
be required to be made available in an unencrypted form as evidence in a court case.

11 Physical and environmental security

11.1 Secure areas

Objective: To prevent unauthorized physical access, damage and interference to the organization’s
information and information processing facilities.
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11.1.1 Physical security perimeter
Control

Security perimeters should be defined and used to protect areas that contain either sensitive or critical
information and information processing facilities.

Implementation guidance

The following guidelines should be considered and implemented where appropriate for physical
security perimeters:

a)| security perimeters should be defined, and the siting and strength of each of the perimeters
should depend on the security requirements of the assets within the perimeter and-the fesults of
arisk assessment;

b)| perimeters of a building or site containing information processing faciliti€s should be physically

sound (i.e. there should be no gaps in the perimeter or areas where a breaksin could eas]fﬁy occur);
the exterior roof, walls and flooring of the site should be of solid construetion and all external doors
should be suitably protected against unauthorized access with contfol mechanisms, (e.g. bars,
alarms, locks); doors and windows should be locked when unattended and external grotection
should be considered for windows, particularly at ground level;

c)J| amanned reception area or other means to control physical access to the site or building should be
in place; access to sites and buildings should be restrictéd to authorized personnel only;

d)| physical barriers should, where applicable, be built:to prevent unauthorized physical afcess and
environmental contamination;

e)| all fire doors on a security perimeter should be alarmed, monitored and tested in conjunctiop with the
walls to establish the required level of resistance in accordance with suitable regional, national and
international standards; they should operate in accordance with the local fire code in a failsafp manner;

f)| suitable intruder detection systems”should be installed to national, regional or intdrnational
standards and regularly tested.te’ cover all external doors and accessible windows; unoccupied
areas should be alarmed at all.times; cover should also be provided for other areas, e.g. Fomputer
room or communications reoms;

g)| information processingfacilities managed by the organization should be physically separfited from
those managed by external parties.

Otlher information

PHysical protection can be achieved by creating one or more physical barriers around the orgapization’s
premises and\information processing facilities. The use of multiple barriers gives additional pfotection,
where thefailure of a single barrier does not mean that security is immediately compromised|

A pectire area may be a lockable office or several rooms surrounded by a continuous internall physical
security barrier. Additional barriers and perimeters to control physical access may be needed between
areas with different security requirements inside the security perimeter. Special attention to physical
access security should be given in the case of buildings holding assets for multiple organizations.

The application of physical controls, especially for the secure areas, should be adapted to the technical
and economic circumstances of the organization, as set forth in the risk assessment.

11.1.2 Physical entry controls
Control

Secure areas should be protected by appropriate entry controls to ensure that only authorized personnel
are allowed access.
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Implementation guidance

The following guidelines should be considered:

a)

b) acce
auth
two-f

c¢) aphy

d) all er
ident
visit(

e) exter
confi
and 1

f) acceg
(see

11.1.3 S

Control

Physical s

Implementation guidance
The follov

a)
b)

<)

d)

the date and time of entry and departure of visitors should be recorded, and all visitors should be
supervised unless their access has been previously approved; they should only be granted access for
specific, authorized purposes and should be issued with instructions on the security requirements
of the area and on emergency procedures. The identity of visitors should be authenticated by an
appropriate means;

s to areas where confidential information is prnr‘pccpd or stored should be restricted

to

key f
wher
with
proce

facili

direg
facili

rized individuals only by implementing appropriate access controls, e.g. by implementing
actor authentication mechanism such as an access card and secret PIN;

sicallogbook orelectronicaudittrail of allaccess should be securely maintained and monitorg

ification and should immediately notify security personnel if they eneounter unescort
rs and anyone not wearing visible identification;

nal party support service personnel should be granted restricted. actess to secure areas
Hential information processing facilities only when required; this‘aecess should be authoriz
honitored;

.2.5 and 9.2.6).

pcuring offices, rooms and facilities

ecurity for offices, rooms and facilities should be designed and applied.

ving guidelines should be considered to secure offices, rooms and facilities:

hcilities should be sited to,aweid access by the public;
no obvious signs,outside or inside the building, identifying the presence of informati

ssing activities;

tories.and internal telephone booksidentifyinglocations of confidential information processi
Fies'should not be readily accessible to anyone unauthorized.

e applicable, buildings should be unobtrusive and give minimum indication of their purpog

!

d;

hployees, contractors and external parties should be required to wear somé\form of visilple

ed

or
ed

srightstosecure areas should be regularly reviewed and updated, and revoked when necessajry

Fies should bé.configured to prevent confidential information or activities from being visilple
and qudible fromrthe outside. Electromagnetic shielding should also be considered as appropriat

he
d

ng

11.1.4 Protecting against external and environmental threats

Control

Physical protection against natural disasters, malicious attack or accidents should be designed and applied.

Implementation guidance

Specialist advice should be obtained on how to avoid damage from fire, flood, earthquake, explosion,
civil unrest and other forms of natural or man-made disaster.

32
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11.1.5 Working in secure areas

Control

Procedures for working in secure areas should be designed and applied.

Implementation guidance

The following guidelines should be considered:

a)

2013(E)

personnel should only be aware of the existence of, or activities within, a secure area on a need-

b)

‘)
d)

TH
us

11

Cd
Ad

to-know basis;

unsupervised working in secure areas should be avoided both for safety reasongs ahd t
opportunities for malicious activities;

vacant secure areas should be physically locked and periodically reviewed;

photographic, video, audio or other recording equipment, such as cameras,;in mobile devic
not be allowed, unless authorized.

e arrangements for working in secure areas include controls forthe’employees and exter]
ers working in the secure area and they cover all activities taking place in the secure area.

.1.6 Delivery and loading areas

ntrol

cess points such as delivery and loading areas andother points where unauthorized pers

enter the premises should be controlled and, if possible, isolated from information processing

to

avoid unauthorized access.

Implementation guidance

e following guidelines should be considered:

access to a delivery and loading’area from outside of the building should be restricted to
and authorized personnel;

the delivery and loading area should be designed so that supplies can be loaded and
without delivery pérsonnel gaining access to other parts of the building;

the external daoss of a delivery and loading area should be secured when the internal doors af

incoming material should be inspected and examined for explosives, chemicals or other
materials; before it is moved from a delivery and loading area;

D prevent

bs, should

nal party

bns could
facilities

dentified

unloaded

e opened;

azardous

inconting material should be registered in accordance with asset management procedures (see

€lause 8) on entry to the site;

f)
g)

incoming and outgoing shipments should be physically segregated, where possible;

incoming material should be inspected for evidence of tampering en route. If such tampering is

discovered it should be immediately reported to security personnel.

11.2 Equipment

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organiza-
tion’s operations.
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11.2.1 Equipment siting and protection

Control

Equipment should be sited and protected to reduce the risks from environmental threats and hazards,
and opportunities for unauthorized access.

Implementation guidance

The following guidelines should be considered to protect equipment:

a) equif
b) infor
ther
c)
d) items:
prote
e) contr
theft
supp
f) guidg
be es
g) enviy
whic
h)
fitted
i) theu
equif
j) equiy
infor
11.2.2 Sy
Control

Equipment should be<protected from power failures and other disruptions caused by failures |i
supportiy

Supportingdtht

Impleme

ment should be sited to minimize unnecessary access into work areas;

sk of information being viewed by unauthorized persons during their use;

storajge facilities should be secured to avoid unauthorized access;

requiring special protection should be safeguarded to reduce the,general level
ction required;

fire, explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, electri
y interference, communications interference, electromagnetic radiation and vandalism;

lines for eating, drinking and smoking in proximity to information processing facilities shou
tablished;

n could adversely affect the operation of information processing facilities;

lighthing protection should be applied to all buildings and lightning protection filters should

to all incoming power and communications lines;

ment in industrial environments;

ment processing confidential ‘information should be protected to minimize the risk
mation leakage due to elegtromagnetic emanation.

ipporting utilities

g utilities:

tation™guidance

ols should be adopted to minimize the risk of potential physical and’environmental threats, €.

mation processing facilities handling sensitive data should be positioned carefully td.neduce

of

al

1d

onmental conditions, such as temperature and humidity, should be monitored for conditions

be

se of special protection methods, stech as keyboard membranes, should be considered for

of

conditioning) should: )

a)
b)

c)
d)

e)

34

conform to equipment manufacturer’s specifications and local legal requirements;

hir

be appraised regularly for their capacity to meet business growth and interactions with other
supporting utilities;

be inspected and tested regularly to ensure their proper functioning;

if necessary, be alarmed to detect malfunctions;

if necessary, have multiple feeds with diverse physical routing.
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Emergency lighting and communications should be provided. Emergency switches and valves to cut off

po

wer, water, gas or other utilities should be located near emergency exits or equipment rooms.

Other information

Additional redundancy for network connectivity can be obtained by means of multiple routes from
more than one utility provider.

11.2.3 Cabling security

Cq

Pg
pr

Implementation guidance

11

Implementation guidance

- 1
1ILT U1

wer and telecommunications cabling carrying data or supporting information services $hould be
otected from interception, interference or damage.

e following guidelines for cabling security should be considered:

power and telecommunications lines into information processing fagilities should be und¢rground,
where possible, or subject to adequate alternative protection;

power cables should be segregated from communications cablées to prevent interference;
for sensitive or critical systems further controls to consider include:

1) installation of armoured conduit and locked rooms-or boxes at inspection and terminatipn points;
2) use of electromagnetic shielding to protect the cables;

3) initiation of technical sweeps and physical inspections for unauthorized devices being attached
to the cables;

4) controlled access to patch panels.and cable rooms.

.2.4 Equipment maintenance

ntrol

uipment should be correctly maintained to ensure its continued availability and integrity.

e following guidelines for equipment maintenance should be considered:

equipmerit should be maintained in accordance with the supplier’s recommended servicelintervals
and specifications;

only authorized maintenance personnel should carry out repairs and service equipment;

)

records should be keptofall suspected oractual faults,and of all preventive and corrective maintenance;

appropriate controls should be implemented when equipment is scheduled for maintenance,
taking into account whether this maintenance is performed by personnel on site or external to the
organization; where necessary, confidential information should be cleared from the equipment or
the maintenance personnel should be sufficiently cleared;

all maintenance requirements imposed by insurance policies should be complied with;

before putting equipment back into operation after its maintenance, it should be inspected to ensure
that the equipment has not been tampered with and does not malfunction.
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11.2.5 Removal of assets

Control

Equipment, information or software should not be taken off-site without prior authorization.

Implementation guidance

The following guidelines should be considered:

a) employees and external party users who have authority to permit off-site removal of assets should

be idgntified;
b) time |imits for asset removal should be set and returns verified for compliance;
c) wherf necessary and appropriate, assets should be recorded as being removed off-site and’record

when

returned;

d) the identity, role and affiliation of anyone who handles or uses assets should (be documented a

this d
Other inf

Spot che
unauthor
site. Such
Individua
performe

11.2.6 S
Control

Security
the organ

Implem

The use
should be
equipmer

The follov

a) equif
b) many
agair

ocumentation returned with the equipment, information or software.
brmation

ks, undertaken to detect unauthorized removal of assets, camalso be performed to detg
ized recording devices, weapons, etc., and to prevent théif entry into and exit from, t

Is should be made aware that spot checks are carried gut,’and the verifications should only
d with authorization appropriate for the legal and régulatory requirements.

pcurity of equipment and assets off-premises

should be applied to off-site assets taking into account the different risks of working outsi
ization’s premises.

ion guidan

pf any information storing)and processing equipment outside the organization’s premis
authorized by management. This applies to equipment owned by the organization and th
t owned privately andused on behalf of the organization.

ving guidelines.shiould be considered for the protection of off-site equipment:
ment and mgdia taken off premises should not be left unattended in public places;

facturers”instructions for protecting equipment should be observed at all times, e.g. protecti
st exposure to strong electromagnetic fields;

ed

ct
he

spot checks should be carried out in accordance with/elevant legislation and regulatiofs.

be

es
at

1d

c) contr

.........

be determined by a risk assessment and suitable controls applied as appropriate, e.g. lockable filing
cabinets, clear desk policy, access controls for computers and secure communication with the office
(see also ISO/IEC 27033[15][16][17][18][19]);

d) when off-premises equipment is transferred among different individuals or external parties, a log
should be maintained that defines the chain of custody for the equipment including at least names
and organizations of those who are responsible for the equipment.

Risks, e.g. of damage, theft or eavesdropping, may vary considerably between locations and should be
taken into account in determining the most appropriate controls.

Other information

36
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Information storing and processing equipment includes all forms of personal computers, organizers,
mobile phones, smart cards, paper or other form, which is held for home working or being transported
away from the normal work location.

More information about other aspects of protecting mobile equipment can be found in 6.2.

It may be appropriate to avoid the risk by discouraging certain employees from working off-site or by
restricting their use of portable IT equipment;

11.2.7 Secure disposal or re-use of equipment

Cantrol

All items of equipment containing storage media should be verified to ensure that any sensitiv¢ data and
lidensed software has been removed or securely overwritten prior to disposal or re=use.

Implementation guidan
Eduipment should be verified to ensure whether or not storage media is contaihed prior to disposalor re-use.

Stprage media containing confidential or copyrighted information should be physically destroyed or
the information should be destroyed, deleted or overwritten usinig-techniques to make th¢ original
information non-retrievable rather than using the standard deleteyor format function.

Othher information

Ddmaged equipment containing storage media may require a risk assessment to determing whether
the items should be physically destroyed rather than sent for repair or discarded. Informatipn can be
compromised through careless disposal or re-use pf'equipment.

In[addition to secure disk erasure, whole-disk-€ncryption reduces the risk of disclosure of confidential
information when equipment is disposed of-or'redeployed, provided that:

a)| the encryption process is sufficiently strong and covers the entire disk (including slack sppce, swap
files, etc.);

b)| the encryption keys are long'enough to resist brute force attacks;

c)| the encryption keys aré.themselves kept confidential (e.g. never stored on the same disk)

Far further advice on encryption, see Clause 10.

Techniques for se¢urely overwriting storage media differ according to the storage media tefchnology.
Overwriting toels/should be reviewed to make sure that they are applicable to the technolqgy of the
stprage media;

11.2.8 \Unattended user equipment

Cantrol

Users should ensure that unattended equipment has appropriate protection.
Impl : id

All users should be made aware of the security requirements and procedures for protecting unattended
equipment, as well as their responsibilities for implementing such protection. Users should be advised to:

a) terminate active sessions when finished, unless they can be secured by an appropriate locking
mechanism, e.g. a password protected screen saver;

b) log-off from applications or network services when no longer needed;
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c) secure computers or mobile devices from unauthorized use by a key lock or an equivalent control,

e.g.p

assword access, when not in use.

11.2.9 Clear desk and clear screen policy

Control

A clear desk policy for papers and removable storage media and a clear screen policy for information
processing facilities should be adopted.

Implemeutatiuu g uidance

The clear
legal and
organizat

a) sensifive or critical business information, e.g. on paper or on electronic storage(media, should

locke
espe
b) comp
mech
unatt

c) unau
shou

d) medi
Other inf

Aclearde
during ar
protect in

Consider
their prin

12 Ope

12.1 Op

desk and clear screen policy should take into account the information classifications (see*8.
contractual requirements (see 18.1) and the corresponding risks and cultural aspects of t
ion. The following guidelines should be considered:

d away (ideally in a safe or cabinet or other forms of security furniture)(when not requirg
ially when the office is vacated.

uters and terminals should be left logged off or protected with a sereen and keyboard locki

ended and should be protected by key locks, passwords or othép controls when not in use;

thorised use of photocopiers and other reproduction technology (e.g. scanners, digital camerd
d be prevented;

brmation

Kk /clear screen policy reduces therisks of unauthorized access, loss ofand damage to informati

formation stored therein against disasters such as a fire, earthquake, flood or explosion.
t-outs and only when standing next to the printer.

rations security

prational procedures and responsibilities

ng

anism controlled by a password, token or similar user authentication mechanism when

1S)

h containing sensitive or classified information shquld be removed from printers immediatdly.

d outside normal working hours. Safes(or other forms of secure storage facilities might also

the use of printers with PIN code/function, so the originators are the only ones who can get

Objectivg

: To ensurecorrect and secure operations of information processing facilities.

12.1.1 Dpcumented operating procedures

Control

Operating procedures should be documented and made available to all users who need them.

Implementation guidance

Documented procedures should be prepared for operational activities associated with information
processing and communication facilities, such as computer start-up and close-down procedures, backup,
equipment maintenance, media handling, computer room and mail handling management and safety.

The operating procedures should specify the operational instructions, including:

a) theinstallation and configuration of systems;

38
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processing and handling of information both automated and manual;
backup (see 12.3);

scheduling requirements, including interdependencies with other systems, earliest job start and
latest job completion times;

instructions for handling errors or other exceptional conditions, which might arise during job
execution, including restrictions on the use of system utilities (see 9.4.4);

support and escalation contacts including external support contacts in the event of unexpected

g)

h)
i)
j)

operational or technical difficulties;

special output and media handling instructions, such as the use of special stationery or the
management of confidential output including procedures for secure disposal ofcoutput frjom failed
jobs (see 8.3 and 11.2.7);

system restart and recovery procedures for use in the event of system failupe;
the management of audit-trail and system log information (see 12.4);

monitoring procedures.

Operating procedures and the documented procedures for system.activities should be treated|as formal

da
sh

172

2

Implementation guidance

ntrol

particular, the following items:-should be considered:

cuments and changes authorized by management. Where-téchnically feasible, information systems
ould be managed consistently, using the same procedures) tools and utilities.

.1.2 Change management

anges to the organization, business processes, information processing facilities and sysfems that
fect information security should be controlled.

identification and recording of significant changes;
planning and testingof changes;

assessment ofhe potential impacts, including information security impacts, of such chanlges;
formal approval procedure for proposed changes;

verification that information security requirements have been met;

communication of change details to all relevant persons;

h)

fall-back procedures, including procedures and responsibilities for aborting and recovering from
unsuccessful changes and unforeseen events;

provision of an emergency change process to enable quick and controlled implementation of changes
needed to resolve an incident (see 16.1).

Formal management responsibilities and procedures should be in place to ensure satisfactory control of
all changes. When changes are made, an audit log containing all relevant information should be retained.

Other information
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Inadequate control of changes to information processing facilities and systems is a common cause of
system or security failures. Changes to the operational environment, especially when transferring a
system from development to operational stage, can impact on the reliability of applications (see 14.2.2).

12.1.3 Capacity management
Control

The use of resources should be monitored, tuned and projections made of future capacity requirements
to ensure the required system performance.

Implemeitation guidance

Capacity fequirements should be identified, taking into account the business criticality of the concernged
system. System tuning and monitoring should be applied to ensure and, where necessary;improve the
availabilify and efficiency of systems. Detective controls should be put in place to indicate problems|in
due time.|Projections of future capacity requirements should take account of new business and syst¢m
requiremients and currentand projected trends in the organization’s information processing capabilitigs.

Particulaf attention needs to be paid to any resources with long procurementlead times or high costs;
thereforelmanagers should monitor the utilization of key system resources, Théey should identify trends
in usage, particularly in relation to business applications or information systems management tools.

Managerg should use this information to identify and avoid potentiakbottlenecks and dependence pn
key persdnnel that might present a threat to system security or sefvices, and plan appropriate action.

Providing sufficient capacity can be achieved by increasing capacity or by reducing demand. Examples
of managjng capacity demand include:

a) deletjon of obsolete data (disk space);

b) decomissioning of applications, systems, databases or environments;
c) optimising batch processes and schedules;
d) optinising application logic or databasé queries;

e) deny|ngorrestricting bandwidthfor resource-hungry services if these are not business critical (g.g.
videq streaming).

A documgnted capacity management plan should be considered for mission critical systems.
Other information

This contfol also addsesses the capacity of the human resources, as well as offices and facilities.

12.1.4 Separation of development, testing and operational environments

Control

Development, testing, and operational environments should be separated to reduce the risks of
unauthorized access or changes to the operational environment.

Implementation guidance

The level of separation between operational, testing, and development environments that is necessary
to prevent operational problems should be identified and implemented.

The following items should be considered:

a) rules for the transfer of software from development to operational status should be defined and
documented;
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development and operational software should run on different systems or computer processors and
in different domains or directories;

changes to operational systems and applications should be tested in a testing or staging environment
prior to being applied to operational systems;

other than in exceptional circumstances, testing should not be done on operational systems;

compilers, editors and other development tools or system utilities should not be accessible from

operational systems when not required;

)

g)

users should use different user profiles for operational and testing systems, and men
display appropriate identification messages to reduce the risk of error;

are provided for the testing system (see 14.3).

Otlher information

De
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velopmentand testing activities can cause serious problems, e.g. unwanted modification of files

ey may be able to introduce unauthorized and untestedcode or alter operational data.

nich can cause serious operational problems.

velopment and testing activities may cause unintended changes to software or informati
are the same computing environment. Separating development, testing and operational envi

ftware and business data (see 14.3 forthe protection of test data).

.2 Protection from malware

1s should

sensitive data should not be copied into the testing system environment unless equivalenft controls

or system

vironment or system failure. There is a need to maintain a known and stable environment i which to
rform meaningful testing and to prevent inappropriate developer access to the operational envjronment.

here development and testing personnel have access to the,gpetrational system and its infprmation,

On some

stems this capability could be misused to commit fraud or introduce untested or malicipous code,

velopment and testing personnel also pose a threatto the confidentiality of operational infprmation.

bn if they
Ffonments

therefore desirable to reduce the risk oflaccidental change or unauthorized access to oferational

0
m

alware.

bjective: To ensure that information and information processing facilities are protected agafinst

12
Cd

De

.2.1 Controls against malware

ntrol

tection,¢prevention and recovery controls to protect against malware should be imp

combined-with appropriate user awareness.

Inj

plementation guidance

emented,

Protection against malware should be based on malware detection and repair software, information
security awareness and appropriate system access and change management controls. The following
guidance should be considered:

a)
b)

c)

establishing a formal policy prohibiting the use of unauthorized software (see 12.6.2 and

14.2);

implementing controls that prevent or detect the use of unauthorized software (e.g. application

whitelisting);

implementing controls that prevent or detect the use of known or suspected malicious websites (e.g.

blacklisting);
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establishing a formal policy to protect against risks associated with obtaining files and software
either from or via external networks or on any other medium, indicating what protective measures
should be taken;

reducing vulnerabilities that could be exploited by malware, e.g. through technical vulnerability
management (see 12.6);

conducting regular reviews of the software and data content of systems supporting critical business
processes; the presence of any unapproved files or unauthorized amendments should be formally

tigated;

instajlation and regular update of malware detection and repair software to scan computers’a
medip as a precautionary control, or on a routine basis; the scan carried out should include:

definfing procedures and responsibilities to deal with malware protection on systems, training|i

an any files received over networks or via any form of storage medium, for malwaré before u

an electronic mail attachments and downloads for malware before use; thi§\scan should

hd

e;

rried out at different places, e.g. at electronic mail servers, desk top comptters and when

ntering the network of the organization;

an web pages for malware;

use, reporting and recovering from malware attacks;

ring appropriate business continuity plans for recovering from malware attacks, including
sary data and software backup and recovery arrangements (see 12.3);

menting procedures to regularly collect information, such as subscribing to mailing lists
/ing websites giving information about new malware;

menting procedures to verify information-relating to malware, and ensure that warni

problem of hoaxes and what to do on teceipt of them;

ing environments where catastrophic impacts may result.
brmation

f two or more softwdre products protecting against malware across the information processi
ent from differeniftvendors and technology canimprove the effectiveness of malware protecti

es, which. may bypass normal malware protection controls.

tain conditions, malware protection might cause disturbance within operations.

ng

Lins are accurate and informative; managers should ensure that qualified sources, e.g. reputalle
als, reliable Internet sites or suppliersproducing software protecting against malware, gre
to differentiate between hoaxes.ahd real malware; all users should be made aware of the

ld be takento protect against the introduction of malware during maintenance and emergenicy

d)
e)
f)
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commonly needs to be accompanied by operating procedures that prevent introduction of malware.

12.3 Backup

Objective: To protect against loss of data.

12.3.1 Information backup

Control

42
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Backup copies of information, software and system images should be taken and tested regularly in
accordance with an agreed backup policy.

Implementation guidan

A backup policy should be established to define the organization’s requirements for backup of
information, software and systems.

The backup policy should define the retention and protection requirements.

Adequate backup facilities should be provided to ensure that all essential information and software can
b recovered following a disaster or media failure.

When designing a backup plan, the following items should be taken into consideration;

a)| accurate and complete records of the backup copies and documented resforation pipocedures
should be produced;

b)| the extent (e.g. full or differential backup) and frequency of backups should reflect the| business
requirements of the organization, the security requirements of the:xinformation involvef and the
criticality of the information to the continued operation of the organization;

c)| the backups should be stored in a remote location, at a suffiéient distance to escape any damage
from a disaster at the main site;

d)| backup information should be given an appropriate level'of physical and environmental grotection
(see Clause 11) consistent with the standards appliedrat the main site;

e)| backup media should be regularly tested to ensure that they can be relied upon for emergency use
when necessary; this should be combined with a test of the restoration procedures and checked
against the restoration time required. Testing the ability to restore backed-up data should be
performed onto dedicated test media, natby overwriting the original media in case the backup or
restoration process fails and causes irreparable data damage or loss;

f)| insituationswhere confidentiality is ofimportance, backupsshould be protected by means ofemcryption.

Operational procedures should monitor the execution of backups and address failures of gcheduled
bdckups to ensure completeness-of backups according to the backup policy.

Bdckup arrangements for. individual systems and services should be regularly tested to ensure that
thpy meet the requiremerits of business continuity plans. In the case of critical systems and| services,
backup arrangements’should cover all systems information, applications and data necessary ffo recover
the complete systein the event of a disaster.

The retentionsperiod for essential business information should be determined, taking into acfount any
refguirement)for archive copies to be permanently retained.

12.4' Logging and monitoring

Objective: To record events and generate evidence.

12.4.1 Eventlogging
Control

Event logs recording user activities, exceptions, faults and information security events should be
produced, kept and regularly reviewed.

Implementation guidance
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Event logs should include, when relevant:

a)
b)
0)
d)
€)
f)
g)
h)
i)

i)

k)

Event log

user IDs;

syste

m activities;

dates, times and details of key events, e.g. log-on and log-off;

device identity or location if possible and system identifier;

records of successful and rejected system access attempts;

recor

chan

use
files

netw]

ds of successful and rejected data and other resource access attempts;

bes to system configuration;

use 1privileges;

system utilities and applications;
hccessed and the kind of access;

prk addresses and protocols;

alarnps raised by the access control system;

activ
deted

recor

htion and de-activation of protection systems, such &s anti-virus systems and intrusi
tion systems;

ds of transactions executed by users in applicatiors:

oing sets the foundation for automated monitering systems which are capable of generati

consolidated reports and alerts on system security.

Other inf

Event log
protectio

Where pq
own actiy

12.4.2 P
Control
Logging f
Implem

Controls

brmation

s can contain sensitive data and.personally identifiable information. Appropriate priva
h measures should be taken (see'18.1.4).

ities (see 12.4.3).

Fotection of log information

idan

ssible, system administraters should not have permission to erase or de-activate logs of thei

hcilities and log information should be protected against tampering and unauthorized accegs.

al

should 2im to nrotect against unauthaorized changes ta loag infoarmation and oneration
O o | 4

| 3¢ O
problems with the logging facility including:

a)
b)

<)

alterations to the message types that are recorded;

log files being edited or deleted;

storage capacity of the log file media being exceeded, resulting in either the failure to record events
or over-writing of past recorded events.

Some audit logs may be required to be archived as part of the record retention policy or because of
requirements to collect and retain evidence (see 16.1.7).

Other information
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System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the copying of appropriate message types automatically to a second log, or the use of suitable system
utilities or audit tools to perform file interrogation and rationalization should be considered.

System logs need to be protected, because if the data can be modified or data in them deleted, their
existence may create a false sense of security. Real-time copying of logs to a system outside the control
of a system administrator or operator can be used to safeguard logs.

12.4.3 Administrator and operator logs

Cantrol

Sylstem administrator and system operator activities should be logged and the legs‘protgcted and
regularly reviewed.

Implementation guidan

Prjivileged user account holders may be able to manipulate the logs<on information ppocessing
fagilities under their direct control, therefore it is necessary to protectand review the logs tomaintain
acpountability for the privileged users.

her information

intrusion detection system managed outside of the control of system and network administrators
be used to monitor system and network administratien‘activities for compliance.

12.4.4 Clock synchronisation

Cantrol

The clocks of all relevant information processing systems within an organization or securitly domain
shipuld be synchronised to a single reference time source.

Implementation guidance

External and internal requirements for time representation, synchronisation and accura¢y should
bg documented. Such requiregments can be legal, regulatory, contractual requirements, ftandards
compliance or requirements for internal monitoring. A standard reference time for use within the
organization should be(defined.

The organization’s@pproach to obtainingareference time from external source(s) and how to sypchronise
infernal clocksseliably should be documented and implemented.

Otlher information

The corvect setting of computer clocks is important to ensure the accuracy of audit logs, which may
bd required for investigations or as evidence in legal or disciplinary cases. Inaccurate audit|/logs may
hirder-suchrinvestigationrsamddanmage-thecredibitity of suchevidence—A—clock tinkedto=aradio time
broadcast from a national atomic clock can be used as the master clock for logging systems. A network
time protocol can be used to keep all of the servers in synchronisation with the master clock.

12.5 Control of operational software

Objective: To ensure the integrity of operational systems.

12.5.1 Installation of software on operational systems

Control
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Procedures should be implemented to control the installation of software on operational systems.
Implementation guidance
The following guidelines should be considered to control changes of software on operational systems:

a) the updating of the operational software, applications and program libraries should only be
performed by trained administrators upon appropriate management authorization (see 9.4.5);

b) operational systems should only hold approved executable code and not development code or compilers;

c) applifations and operating system software should only be implemented after extensive-ahd
succgssful testing; the tests should cover usability, security, effects on other systems and usgr-
frienflliness and should be carried out on separate systems (see 12.1.4); it should be ensured-that pll
corrgsponding program source libraries have been updated;

d) a conffiguration control system should be used to keep control of all implemented software as wgll
as the system documentation;

e) a rolLlrack strategy should be in place before changes are implemented;
f) anauditlog should be maintained of all updates to operational prograntlibraries;
g) previous versions of application software should be retained as a contingency measure;

h) old versions of software should be archived, together with all required information and parameteys,
procddures, configuration details and supporting software foras long as the data are retained in archiye.

Vendor sypplied software used in operational systems should be maintained at a level supported by the
supplier. Pver time, software vendors will cease to supportolder versions of software. The organizatipn
should copnsider the risks of relying on unsupported software.

Any decigion to upgrade to a new release should take into account the business requirements for the
change and the security of the release, e.g. the introduction of new information security functionality
or the number and severity of information security problems affecting this version. Software patches
should bd applied when they can help to remove or reduce information security weaknesses (see 12.4).

Physical ¢r logical access should only‘he given to suppliers for support purposes when necessary ahd
with management approval. The supplier’s activities should be monitored (see 15.2.1).

Computer software may rely omexternally supplied software and modules, which should be monitored
and contrjolled to avoid unauthorized changes, which could introduce security weaknesses.

12.6 Te¢hnical vulnerability management

Objectivg: To prevent exploitation of technical vulnerabilities.

12.6.1 Management of technical vulnerabilities

Control

Information about technical vulnerabilities of information systems being used should be obtained in a
timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate measures
taken to address the associated risk.

Implementation guidance

A current and complete inventory of assets (see Clause 8) is a prerequisite for effective technical
vulnerability management. Specific information needed to support technical vulnerability management
includes the software vendor, version numbers, current state of deployment (e.g. what software is
installed on what systems) and the person(s) within the organization responsible for the software.

46 © ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

Appropriate and timely action should be taken in response to the identification of potential technical
vulnerabilities. The following guidance should be followed to establish an effective management process
for technical vulnerabilities:

a) theorganization should define and establish the roles and responsibilities associated with technical
vulnerability management, including vulnerability monitoring, vulnerability risk assessment,
patching, asset tracking and any coordination responsibilities required;

b) informationresources thatwill be used to identify relevant technical vulnerabilities and to maintain
awareness about them should be identified for software and other technology (based on the asset
2 4+ Lict Q.1 10, 21 szl 4 ] 111 dat ol 1l A | 1 :

MyeNntory1IstSee oL, tneSemrormattoirresources—snouratoeupaatrctoasca o eiranges 1n the

inventory or when other new or useful resources are found;

c)| atimeline should be defined to react to notifications of potentially relevant technicalyvulnefabilities;

d)| once a potential technical vulnerability has been identified, the organizatichyshould id¢ntify the
associated risks and the actions to be taken; such action could involveypatching of vjulnerable
systems or applying other controls;

e)| depending on how urgently a technical vulnerability needs to be addressed, the action taken should
be carried out according to the controls related to change management (see 12.1.2) or by|following
information security incident response procedures (see 16.1.5);

f)| ifapatchis available from a legitimate source, the risks asséciated with installing the patch[should be
assessed (the risks posed by the vulnerability should be compared with the risk of installing the patch);

g)| patches should be tested and evaluated before they.are installed to ensure they are effective and do
not result in side effects that cannot be tolerated;, if no patch is available, other controls fhould be
considered, such as:

1) turning off services or capabilities related to the vulnerability;

2) adapting or adding access contrels) e.g. firewalls, at network borders (see 13.1);
3) increased monitoring to detett actual attacks;

4) raising awareness of the'vulnerability;

h)| an auditlog should be Kept for all procedures undertaken;

i)| the technical vulnérability management process should be regularly monitored and evdluated in
order to ensureitSeffectiveness and efficiency;

j)| systems athigh risk should be addressed first;

k)| an effective technical vulnerability management process should be aligned with| incident
management activities, to communicate data on vulnerabilities to the incident responsg function
and¢provide technical procedures to be carried out should an incident occur;

l) dCfillC =8 Pl chdul C tU addl COoOo thc oituatiuu VVhCl cay uluc1 ablllt)’ hao bCCll ldClltlf[Cd bbt there IS
no suitable countermeasure. In this situation, the organization should evaluate risks relating to the
known vulnerability and define appropriate detective and corrective actions.

Other information

Technical vulnerability management can be viewed as a sub-function of change management and as
such can take advantage of the change management processes and procedures (see 12.1.2 and 14.2.2).

Vendors are often under significant pressure to release patches as soon as possible. Therefore, there is
a possibility that a patch does not address the problem adequately and has negative side effects. Also, in
some cases, uninstalling a patch cannot be easily achieved once the patch has been applied.
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If adequate testing of the patches is not possible, e.g. because of costs or lack of resources, a delay in
patching can be considered to evaluate the associated risks, based on the experience reported by other
users. The use of ISO/IEC 27031[14] can be beneficial.

12.6.2 Restrictions on software installation

Control

Rules governing the installation of software by users should be established and implemented.

Implementatiomrguidance
The orgaIization should define and enforce strict policy on which types of software users may installl.

The prin
ability to

fiple of least privilege should be applied. If granted certain privileges, users may, have t
install software. The organization should identify what types of software inStallations 3

permitted (e.g. updates and security patches to existing software) and what types ofinstallations 3

prohibite
potential

d (e.g. software that is only for personal use and software whose pedigree with regard to bei
y malicious is unknown or suspect). These privileges should be grantetd/having regard to t

roles of the users concerned.

Other inf

Uncontro|
then to i1
intellectu

12.7 Inf]

rmation

|led installation of software on computing devices can lead.fg introducing vulnerabilities a
formation leakage, loss of integrity or other information-security incidents, or to violation
al property rights.

prmation systems audit considerations

hd
of

Objectivg

: To minimise the impact of audit activities on operational systems.

12.7.1 Information systems audit controls

Control

Audit red
planned 4§

uirements and activities involving verification of operational systems should be carefu
nd agreed to minimize dispuptions to business processes.

Implementation guidance

The folloy
a) audit]
b) thes

c) audit

ving guidelines $hould be observed:
requirements for access to systems and data should be agreed with appropriate manageme
tope ofitechnical audit tests should be agreed and controlled;

tests should be limited to read-only access to software and data;

d) access other than read-only should only be allowed for isolated copies of system files, which should
be erased when the audit is completed, or given appropriate protection if there is an obligation to

keep

such files under audit documentation requirements;

e) requirements for special or additional processing should be identified and agreed;

f) audit

g) allac

48

tests that could affect system availability should be run outside business hours;

cess should be monitored and logged to produce a reference trail.
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13 Communications security

13.1 Network security management

Objective: To ensure the protection of information in networks and its supporting information pro-
cessing facilities.

13.1.1 Network controls

Cantrol

Ngtworks should be managed and controlled to protect information in systems and applicatidns.

Implementation guidance

Cdntrols should be implemented to ensure the security of information in netwdrks and the protection of
connected services from unauthorized access. In particular, the following items should be conjsidered:

a)| responsibilities and procedures for the management of networking equipment should be established;

b)| operational responsibility for networks should be separated ffom computer operatiopns where
appropriate (see 6.1.2);

c)| special controls should be established to safeguard+the confidentiality and integrity of data
passing over public networks or over wireless networks and to protect the connected systems
and applications (see Clause 10 and 13.2); special:controls may also be required to maintain the
availability of the network services and computers connected;

d)| appropriate logging and monitoring should be applied to enable recording and detection pf actions
that may affect, or are relevant to, information security;

e)| management activities should be *closely coordinated both to optimize the servide to the
organization and to ensure that controls are consistently applied across the information processing
infrastructure;

f)| systems on the network should be authenticated;
g)| systems connection to the network should be restricted.
Otlher information

Additional information on network security can be found in ISO/IEC 27033.[15][16][17][18][19]

13.1.2 Security of network services

Cantrel

Security mechanisms, service levels and management requirements of all network services should be

identified and included in network services agreements, whether these services are provided in-house
or outsourced.

Implementation guidance

The ability of the network service provider to manage agreed services in a secure way should be
determined and regularly monitored, and the right to audit should be agreed.

The security arrangements necessary for particular services, such as security features, service levels
and management requirements, should be identified. The organization should ensure that network
service providers implement these measures.

Other information
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Network services include the provision of connections, private network services and value added
networks and managed network security solutions such as firewalls and intrusion detection systems.
These services can range from simple unmanaged bandwidth to complex value-added offerings.

Security features of network services could be:

a) technology applied for security of network services, such as authentication, encryption and network
connection controls;

b) technical parameters required for secured connection with the network services in accordance
with the security and network connection rules;

c) procgdures for the network service usage to restrict access to network services or applicatio]\s,
wher necessary.

13.1.3 Segregation in networks

Control

Groups of information services, users and information systems should be segregated on networks.

The domgins can be chosen based on trust levels (e.g. public access)domain, desktop domain, server
domain), plong organizational units (e.g. humanresources, finange, marketing) or some combination (d.g.
server dgmain connecting to multiple organizational units). Thie segregation can be done using eithHer
physically different networks or by using different logical networks (e.g.virtual private networking).

The perireter of each domain should be well defined. A¢c€ss between network domains is allowed, Hut
should b¢ controlled at the perimeter using a gateway (e.g. firewall, filtering router). The criteria for
segregatipn of networks into domains, and the access allowed through the gateways, should be based
on an assgssment of the security requirements of.each domain. The assessment should be in accordarce
with the pccess control policy (see 9.1.1), access requirements, value and classification of informatipn
processed and also take account of the relative cost and performance impact of incorporating suitalyle
gateway technology.

=)

Wireless hetworks require special treatment due to the poorly defined network perimeter. For sensitive
environnjents, consideration should be made to treat all wireless access as external connections apd
to segregate this access from internal networks until the access has passed through a gateway |in
accordanfe with network certrols policy (see 13.1.1) before granting access to internal systems.

The authg¢ntication, eneryption and user level network access control technologies of modern, standards
based wifreless netwgrks may be sufficient for direct connection to the organization’s internal netwqgrk
when properly implemented.

Other information

NetWOI‘k~ Uftcll CAtClld bC_yUlld Ul Sauibat;uual qulldC{l ;CD, do buoiucoo lJal tllCl Dh;lJD dl' T fUl lllCd tl at
require the interconnection or sharing of information processing and networking facilities. Such
extensions can increase the risk of unauthorized access to the organization’s information systems that
use the network, some of which require protection from other network users because of their sensitivity
or criticality.

13.2 Information transfer

Objective: To maintain the security of information transferred within an organization and with any
external entity.
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13.2.1 Information transfer policies and procedures
Control

Formal transfer policies, procedures and controls should be in place to protect the transfer of information
through the use of all types of communication facilities.

Implementation guidance

The procedures and controls to be followed when using communication facilities for information
transfer should consider the following items:

a)| procedures designed to protect transferred information from interception, copying, mocllification,
mis-routing and destruction;

b)| procedures for the detection of and protection against malware that may be-fransmitted through
the use of electronic communications (see 12.2.1);

c)J| procedures for protecting communicated sensitive electronic information that is in thie form of
an attachment;

d)| policy or guidelines outlining acceptable use of communication.facilities (see 8.1.3);

e)| personnel, external party and any other user’s responsibilitiésnot to compromise the organization,
e.g. through defamation, harassment, impersonation, fexwarding of chain letters, unapthorized
purchasing, etc.;

f)| use of cryptographic techniques e.g. to protect therconfidentiality, integrity and authgdnticity of
information (see Clause 10);

g)| retentionand disposal guidelines for all business correspondence, including messages, in agcordance
with relevant national and local legislatipiand regulations;

h)| controls and restrictions associated with using communication facilities, e.g. automatic forwarding
of electronic mail to external mailaddresses;

i)[ advising personnel to take appropriate precautions not to reveal confidential informatior;

j)| notleaving messages containing confidential information on answering machines since ghese may
be replayed by unauthorized persons, stored on communal systems or stored incorrectly 4s a result
of misdialling;

k)| advising persanael about the problems of using facsimile machines or services, namely:
1) unauthorized access to built-in message stores to retrieve messages;
2) deliberate or accidental programming of machines to send messages to specific numHers;

3\ 'sending documents and messages to the wrong number either by misdialling or using the wrong
stored number.

In addition, personnel should be reminded that they should not have confidential conversations in public
places or over insecure communication channels, open offices and meeting places.

Information transfer services should comply with any relevant legal requirements (see 18.1).
Other information

Information transfer may occur through the use of a number of different types of communication
facilities, including electronic mail, voice, facsimile and video.

Software transfer may occur through a number of different mediums, including downloading from the
Internet and acquisition from vendors selling off-the-shelf products.
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The business, legal and security implications associated with electronic data interchange, electronic
commerce and electronic communications and the requirements for controls should be considered.

13.2.2 Agreements on information transfer

Control

Agreements should address the secure transfer of business information between the organization and
external parties.

Implemeutatiuu g uidance

Informat
a) mang

b) procg

¢) minimum technical standards for packaging and transmission;

d) escrg

e) courier identification standards;

f) respq

g) use of an agreed labelling system for sensitive or critical information, ensuring that the meaning

the 13
h) techr
i) anys

j)  mainfaining a chain of custody for informatién while in transit;

k) accej]

Policies, i}rocedures and standards should be established and maintained to protect information a

physical

The infor
informati

Other inf

Agreeme
informati
all organi

on transfer agreements should incorporate the following:
gement responsibilities for controlling and notifying transmission, dispatch and receipt;

dures to ensure traceability and non-repudiation;

W agreements;

nsibilities and liabilities in the event of information security‘incidents, such as loss of data;

bels is immediately understood and that the inform@tion is appropriately protected (see 8.]

ical standards for recording and reading information and software;

pecial controls that are required to protect sefsitive items, such as cryptography (see Clause 1P

table levels of access control.

edia in transit (see 8.3.3),:and should be referenced in such transfer agreements.

mation security content of any agreement should reflect the sensitivity of the busing
on involved.

brmation

its may betelectronic or manual, and may take the form of formal contracts. For confident

of

);

=)
Nl

al

on, the specific mechanisms used for the transfer of such information should be consistent for

zations\and types of agreements.

13.2.3 E

ectronicmessaging
(=] (=]

Control

Information involved in electronic messaging should be appropriately protected.

Implementation guidance

Information security considerations for electronic messaging should include the following:

a) protecting messages from unauthorized access, modification or denial of service commensurate
with the classification scheme adopted by the organization;

b) ensuring correct addressing and transportation of the message;
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reliability and availability of the service;

legal considerations, for example requirements for electronic signatures;

2013(E)

obtaining approval prior to using external public services such as instant messaging, social

networking or file sharing;

stronger levels of authentication controlling access from publicly accessible networks.

Other information

TH
ne

13
Cd

Re
th

Iy

Cd
in

ere are many types of electronic messaging such as emalil, electronic data interchange, g
tworking which play a role in business communications.

.2.4 Confidentiality or non-disclosure agreements

ntrol

quirements for confidentiality or non-disclosure agreements reflecting’the organization’s
e protection of information should be identified, regularly reviewed and.documented.

lementation guidan

nfidentiality or non-disclosure agreements should addressthe’requirement to protect co
formation using legally enforceable terms. Confidentiality or non-disclosure agreen

applicable to external parties or employees of the organiZation. Elements should be selected

in
in
el¢

a)
b)

‘)
d)

e)

f)
g)
h)
i)

consideration of the type of the other party and its permissible access or handling of co
formation. To identify requirements for confidentiality or non-disclosure agreements, the
ements should be considered:

a definition of the information to be protegted (e.g. confidential information);

expected duration of an agreement;jincluding cases where confidentiality might neg
maintained indefinitely;

required actions when an agréement is terminated;

responsibilities and actions'of signatories to avoid unauthorized information disclosure;

protection of confidential information;

the right.tolaudit and monitor activities that involve confidential information;
processfornotification and reporting of unauthorized disclosure or confidential informatio

terms for information to be returned or destroyed at agreement cessation;

nd social

needs for

hfidential
ents are
or added
hfidential
following

ed to be

ownership of information, trade secrets and intellectual property, and how this relatles to the

the permitted‘use of confidential information and rights of the signatory to use informatipn;

hleakage;

j)

expected actions to be taken in case of a breach of the agreement.

Based on an organization’s information security requirements, other elements may be needed in a

co

nfidentiality or non-disclosure agreement.

Confidentiality and non-disclosure agreements should comply with all applicable laws and regulations
for the jurisdiction to which they apply (see 18.1).

Requirements for confidentiality and non-disclosure agreements should be reviewed periodically and
when changes occur that influence these requirements.

Other information
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Confidentialityand non-disclosureagreements protectorganizationalinformationandinformsignatories
of their responsibility to protect, use and disclose information in a responsible and authorized manner.

There may be a need for an organization to use different forms of confidentiality or non-disclosure
agreements in different circumstances.

14 System acquisition, development and maintenance

14.1 Security requirements of information systems

Objectivg
entire lifi
over pub

: To ensure that information security is an integral part of information systems across.thé
ecycle. This also includes the requirements for information systems which provide séiyvices
ic networks.

14.1.1 Information security requirements analysis and specification

Control

The infol
informati

mation security related requirements should be included in.the requirements for ng
on systems or enhancements to existing information systems.

Implementation guidance

Informat
complian
of vulner
stakehold

Informati
(see8.2) 3

on security requirements should be identified using various methods such as derivi
e requirements from policies and regulations, th¥eat modelling, incident reviews, or u
pbility thresholds. Results of the identification_should be documented and reviewed by
ers.

pn security requirements and controls shouldreflect the business value of the information involv
nd the potential negative business impactwhich might result from lack of adequate security.

Identificdtion and management of information‘Security requirements and associated processes shoy

ited in early stages of informationmrsystems projects. Early consideration of information secur
ents, e.g. at the design stage can Iead to more effective and cost efficient solutions.

on security requirements should also consider:

evel of confidence réquired towards the claimed identity of users, in order to derive us
ntication requirements;

s provisioning and authorization processes, for business users as well as for privileged
ical users;

ming users and operators of their duties and responsibilities;

w

ng
se
hll

er

or

equired protection needs of the assets involved, in particular regarding availabiliry,

beintegrg
requirem
Informat
a) thel

authe
b) acceg

techr]
c) infor
d) the 1

confi

dentiality intearity:
J7 o J 7

e) requirements derived from business processes, such as transaction logging and monitoring, non-
repudiation requirements;

f) requirements mandated by other security controls, e.g. interfaces to logging and monitoring or data
leakage detection systems.

For applications that provide services over public networks or which implement transactions, the
dedicated controls 14.1.2 and 14.1.3 should be considered.

If products are acquired, a formal testing and acquisition process should be followed. Contracts with
the supplier should address the identified security requirements. Where the security functionality
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in a proposed product does not satisfy the specified requirement, the risk introduced and associated
controls should be reconsidered prior to purchasing the product.

Available guidance for security configuration of the product aligned with the final software / service
stack of that system should be evaluated and implemented.

Criteria for accepting products should be defined e.g. in terms of their functionality, which will give
assurance that the identified security requirements are met. Products should be evaluated against these
criteria before acquisition. Additional functionality should be reviewed to ensure it does not introduce
unacceptable additional risks.

Oﬂher information
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a)
b)

)

d)

e)
f)
g)

h)
i

D/IEC 27005[11] and ISO 31000[27] provide guidance on the use of risk managemént’prd
entify controls to meet information security requirements.

.1.2 Securing application services on public networks

ntrol

formation involved in application services passing over public netweorks should be prote
udulent activity, contract dispute and unauthorized disclosure and modification.

plementation guidance

formation security considerations for application services passing over public networl
Clude the following:

thelevel of confidenceeachpartyrequiresineachother’sclaimedidentity,e.g.throughauthe

authorization processes associated with*who may approve contents of, issue or
transactional documents;

cesses to

ted from

¥s should

ntication;

sign key

ensuring that communicating partners are fully informed of their authorizations for pr¢vision or

use of the service;

determining and meeting requirements for confidentiality, integrity, proof of dispatch and rec

pipt of key

documents and the non-repudiation of contracts, e.g. associated with tendering and contract processes;

the level of trust required in the integrity of key documents;
the protection requirements of any confidential information;

the confidentiality and integrity of any order transactions, payment information, deliver
details and'confirmation of receipts;

the degree of verification appropriate to verify payment information supplied by a custon

selecting the most appropriate settlement form of payment to guard against fraud;

y address

her;

j)
k)
D)

the level of protection required to maintain the confidentiality and integrity of order information;

avoidance of loss or duplication of transaction information;

liability associated with any fraudulent transactions;

m) insurance requirements.

Many of the above considerations can be addressed by the application of cryptographic controls (see
Clause 10), taking into account compliance with legal requirements (see Clause 18, especially see 18.1.5
for cryptography legislation).
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Application service arrangements between partners should be supported by a documented agreement
which commits both parties to the agreed terms of services, including details of authorization (see b) above).

Resilience requirements against attacks should be considered, which can include requirements for
protecting the involved application servers or ensuring the availability of network interconnections
required to deliver the service.

Other information

Applications accessible via public networks are subject to a range of network related threats, such as
fraudulen ivit] i i i i i iled
risk assegsments and proper selection of controls are indispensable. Controls required often inchyde
cryptographic methods for authentication and securing data transfer.

Applicatipn services can make use of secure authentication methods, e.g. using public key cryptography
and digitgl signatures (see Clause 10) to reduce the risks. Also, trusted third parties can bedsed, where
such servfices are needed.

14.1.3 Protecting application services transactions
Control

Informatjon involved in application service transactions should be pratected to prevent incompldte
transmisgion, mis-routing, unauthorized message alteration, unauthorized disclosure, unauthorized
message fluplication or replay.

Implem ion guidan
Informatjon security considerations for application service transactions should include the following:
a) the uke of electronic signatures by each of the parties involved in the transaction;
b) all aspects of the transaction, i.e. ensuring that:
1) yser’s secret authentication information of all parties are valid and verified;
2) the transaction remains confidéntial;
3) grivacy associated with all parties involved is retained;
c) comrhunications path betivéén all involved parties is encrypted;
d) protdcols used to conymunicate between all involved parties are secured;

e) ensufing that thedstorage of the transaction details is located outside of any publicly accessible
envirjonment,€g. on a storage platform existing on the organizational intranet, and not retaingd
and gxposed:on a storage medium directly accessible from the Internet;

f) where@trusted authority is used (e.g. for the purposes of issuing and maintaining digital signaturles
or digital—certiftcatesj—security ts—integrated—and—embedded-throughout—thre—entire—end=to-ehd
certificate/signature management process.

Other information

The extent of the controls adopted needs to be commensurate with the level of the risk associated with
each form of application service transaction.

Transactions may need to comply with legal and regulatory requirements in the jurisdiction which the
transaction is generated from, processed via, completed at or stored in.
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14.2 Security in development and support processes

Objective: To ensure that information security is designed and implemented within the development
lifecycle of information systems.

14.2.1 Secure development policy

Control

Rl les forthe r‘nvn]npmanf of software and cycfnmc shaould be established and app]inr] o r]cnmlopments
within the organization.

Implementation guidance

Secure development is a requirement to build up a secure service, architecture, software and system.
Wijthin a secure development policy, the following aspects should be put under-Consideration:

a)| security of the development environment;

b)[ guidance on the security in the software development lifecycle:

1) security in the software development methodology;

2) secure coding guidelines for each programming language used;
c)| security requirements in the design phase;

d)| security checkpoints within the project milestones;

e)| secure repositories;

f)| security in the version control;

g)| required application security knowledge;

h)| developers’ capability of avoiding, finding and fixing vulnerabilities.

Secure programming techniquesshould be used both for new developments and in code re-use scenarios
where the standards appliedto development may not be known or were not consistent with current
best practices. Secure coding standards should be considered and where relevant mandatefd for use.
Dgvelopers should be-trained in their use and testing and code review should verify their use.

If development is-elitsourced, the organization should obtain assurance that the external partyf complies
wlth these rul€sfor secure development (see 14.2.7).

Otlher infofumation

Dgvelopment may also take place inside applications, such as office applications, scripting, prowsers
arnld-databases.

14.2.2 System change control procedures
Control

Changes to systems within the development lifecycle should be controlled by the use of formal change
control procedures.

Implementation guidance

Formal change control procedures should be documented and enforced to ensure the integrity of system,
applications and products, from the early design stages through all subsequent maintenance efforts.

© ISO/IEC 2013 - All rights reserved 57


https://standardsiso.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

Introduction of new systems and major changes to existing systems should follow a formal process of
documentation, specification, testing, quality control and managed implementation.

This process should include a risk assessment, analysis of the impacts of changes and specification of
security controls needed. This process should also ensure that existing security and control procedures
are not compromised, that support programmers are given access only to those parts of the system
necessary for their work and that formal agreement and approval for any change is obtained.

Wherever practicable, application and operational change control procedures should be integrated (see
12.1.2). The change control procedures should include but not be limited to:

a) mainkaining arecord of agreed authorization levels;
b) ensufing changes are submitted by authorized users;
c) revieving controlsandintegrity procedures to ensure that they will not be compromisedbythe changgs;
d) identifying all software, information, database entities and hardware that requirelamendment;
e) identjfyingand checkingsecurity critical codetominimizethelikelihood of knownsecurity weaknessgs;
f) obtaining formal approval for detailed proposals before work commences;
g) ensufing authorized users accept changes prior to implementation;

h) ensufing that the system documentation set is updated on theycompletion of each change and that
old dpcumentation is archived or disposed of;

i) main[aining a version control for all software updates;

j)  mainfaining an audit trail of all change requests;
k) ensufing that operating documentation (see 12.1:1) and user procedures are changed as necessary
to refnain appropriate;

1) ensufing that the implementation of chahges takes place at the right time and does not disturb the
busirless processes involved.

Other information
Changing software can impact the-operational environment and vice versa.

Good prdctice includes the tésting of new software in an environment segregated from both the
productiqn and developmernt environments (see 12.1.4). This provides a means of having control oyer
new softyvare and allowing additional protection of operational information that is used for testipg
purposes} This should-include patches, service packs and other updates.

Where aytomatic ipdates are considered, the risk to the integrity and availability of the system shoyld
be weigh¢d against the benefit of speedy deployment of updates. Automated updates should not be usgd
on criticall systems as some updates can cause critical applications to fail.

14.2.3 Technical review of applications after operating platform changes
Control

When operating platforms are changed, business critical applications should be reviewed and tested to
ensure there is no adverse impact on organizational operations or security.

Implementation guidan
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This process should cover:

a) reviewofapplicationcontrolandintegrity procedurestoensurethattheyhavenotbeencompromised
by the operating platform changes;

b) ensuring that notification of operating platform changes is provided in time to allow appropriate
tests and reviews to take place before implementation;

c) ensuring that appropriate changes are made to the business continuity plans (see Clause 17).

Other information

Operating platforms include operating systems, databases and middleware platforms! T}]e control
shiould also be applied for changes of applications.

14.2.4 Restrictions on changes to software packages

Cantrol

Meodifications to software packages should be discouraged, limited to necessary changes and a}l changes
shipuld be strictly controlled.

Implementation guidance

Aq far as possible and practicable, vendor-supplied software packages should be used without
modification. Where a software package needs to be modified the following points should be cansidered:

a)| the risk of built-in controls and integrity processes\being compromised;
b)| whether the consent of the vendor should be obtained;
c)| the possibility of obtaining the required elianges from the vendor as standard program updates;

d)| the impactifthe organization beconmes’responsible for the future maintenance of the softjware as a
result of changes;

e)| compatibility with other softwatre in use.

If ¢hanges are necessary theoriginal software should be retained and the changes applied to a dgsignated
copy. A software update fmanagement process should be implemented to ensure the most up-to-date
approved patches and(application updates are installed for all authorized software (see 1P.6.1). All
chlanges should be fuillly tested and documented, so that they can be reapplied, if necessary,|to future
software upgrades<If required, the modifications should be tested and validated by an independent
evialuation body,

14.2.5 Secure system engineering principles

Cantrol

Principles for engineering secure systems should be established, documented, maintained and applied
to any information system implementation efforts.

Implementation guidan

Secure information system engineering procedures based on security engineering principles should be
established, documented and applied to in-house information system engineering activities. Security
should be designed into all architecture layers (business, data, applications and technology) balancing
the need for information security with the need for accessibility. New technology should be analysed for
security risks and the design should be reviewed against known attack patterns.

These principles and the established engineering procedures should be regularly reviewed to ensure that
they are effectively contributing to enhanced standards of security within the engineering process. They

© ISO/IEC 2013 - All rights reserved 59


https://standardsiso.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

should also be regularly reviewed to ensure that they remain up-to-date in terms of combating any new
potential threats and in remaining applicable to advances in the technologies and solutions being applied.

The established security engineering principles should be applied, where applicable, to outsourced
information systems through the contracts and other binding agreements between the organization
and the supplier to whom the organization outsources. The organization should confirm that the rigour
of suppliers’ security engineering principles is comparable with its own.

Other information

App]lcatl n dpvp]npmpnf prnr‘pdnrpc should npp]v secure engineering fpr‘hnlqnpc inthe dmm]npmpnf of

applicatig
user authfentication techniques, secure session control and data validation, sanitisation and elinginati
of debugg

14.2.6 S
Control

Organiza
developm

Implementation guidance

A secure
developnlent and integration.

Organiza
secure dgvelopment environments for specific system development efforts, considering:

a)
b)
c)
d)
€)
f)
g)
h)
i)
i)

sensitivity of data to be processed, stored and transmitted by the system;

appli

secutity controls already implemented.by’the organization that support system development;

trust
the d

then

contifol of access to the'development environment;
moniforing of change to the environment and code stored therein;
backyips are-stored at secure offsite locations;

contijol-over movement of data from and to the environment.

ns that have input and output interfaces. Secure engineering techniques provide guidance

ing codes.

pcure development environment

fions should establish and appropriately protect secure developmentenvironments for systg
ent and integration efforts that cover the entire system developméntTifecycle.

development environment includes people, processes and technology associated with systg

fions should assess risks associated with individuabsystem development efforts and establi

able external and internal requirements) e.g. from regulations or policies;

worthiness of personnel working in the environment (see 7.1.1);
poree of outsourcing associated with system development;

ped for segregation between different development environments;

pn
DN

m

m

Once the level of protection is determined for a specific development environment, organizations
should document corresponding processes in secure development procedures and provide these to all
individuals who need them.

14.2.7 Outsourced development

Control

The organization should supervise and monitor the activity of outsourced system development.

Implementation guidance:
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Where system development is outsourced, the following points should be considered across the

or

a)

b)

‘)
d)

ganization’s entire external supply chain:

licensing arrangements, code ownership and intellectual property rights related to the outsourced

content (see 18.1.2);
contractual requirements for secure design, coding and testing practices (see 14.2.1);
provision of the approved threat model to the external developer;

acceptance testing for the quality and accuracy of the deliverables;

e)

f)

g)

h)
i)
j)
k)

provision of evidence that security thresholds were used to establish minimum acceptabl
security and privacy quality;

provision of evidence that sufficient testing has been applied to guard against.thé absen
intentional and unintentional malicious content upon delivery;

provision of evidence that sufficient testing has been applied to guard against the presence
vulnerabilities;

escrow arrangements, e.g. if source code is no longer available;
contractual right to audit development processes and controls;
effective documentation of the build environment usedtecreate deliverables;

the organization remains responsible for compliange with applicable laws and control
verification.

Otlher information
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rther information on supplier relationships'can be found in ISO/IEC 27036.[21][22][23]

.2.8 System security testing

ntrol

sting of security functionality should be carried out during development.

plementation guidanee

w and updated systéms require thorough testing and verification during the development j
Cluding the prépatration of a detailed schedule of activities and test inputs and expecte
der a range ‘of-conditions. For in-house developments, such tests should initially be perform
velopment team. Independent acceptance testing should then be undertaken (both for in-houl
tsourced.developments) to ensure that the system works as expected and only as expected

d 14.19). The extent of testing should be in proportion to the importance and nature of the s

b levels of

re of both

of known

pfficiency

rocesses,
l outputs
ed by the
se and for
see 14.1.1
ystem.

1

.29 System acceptance testing

Control

Acceptance testing programs and related criteria should be established for new information systems,
upgrades and new versions.

Implementation guidance

System acceptance testing should include testing of information security requirements (see 14.1.1 and
14.1.2) and adherence to secure system development practices (see 14.2.1). The testing should also be
conducted on received components and integrated systems. Organizations can leverage automated tools,
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such as code analysis tools or vulnerability scanners, and should verify the remediation of security-
related defects.

Testing should be performed in a realistic test environment to ensure that the system will not introduce
vulnerabilities to the organization’s environment and that the tests are reliable.

14.3 Test data

Objective: To ensure the protection of data used for testing.

14.3.1 P
Control

Test data

rotection of test data

should be selected carefully, protected and controlled.

Impleme]tation guidance
The use ¢f operational data containing personally identifiable information exany other confident

informati
confident
protected

The follov

a) thea
test g

b) there

C) oper:
comp

d) thec
Other inf

System a
possible {

15 Supj

15.1 Inf]

Objective

on for testing purposes should be avoided. If personally identifiable-information or otherwi
ial information is used for testing purposes, all sensitive details and content should
by removal or modification (see ISO/IEC 29101[26]).

ving guidelines should be applied to protect operational datd, when used for testing purpos

Ccess control procedures, which apply to operational application systems, should also apply
pplication systems;

shouldbe separate authorization each time operational informationis copied toatestenvironme

lete;
bpying and use of operational infortnation should be logged to provide an audit trail.
prmation

hd acceptance testing ystually requires substantial volumes of test data that are as close
0 operational data.

plier relationships

prmation Security in supplier relationships

Toewsure protection of the organization’s assets that is accessible by suppliers.

itional information should be erased from-a‘test environment immediately after the testing i

al
se
be

as

15.1.1 Ir

Control

formation security policy for supplier relationships

Information security requirements for mitigating the risks associated with supplier’s access to the
organization’s assets should be agreed with the supplier and documented.

Implementation guidance

The organization should identify and mandate information security controls to specifically address
supplier access to the organization’s information in a policy. These controls should address processes
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and procedures to be implemented by the organization, as well as those processes and procedures that
the organization should require the supplier to implement, including:

a) identifying and documenting the types of suppliers, e.g. IT services, logistics utilities, financial
services, IT infrastructure components, whom the organization will allow to access its information;

b) astandardised process and lifecycle for managing supplier relationships;

c) defining the types of information access that different types of suppliers will be allowed, and
monitoring and controlling the access;

d)] minimum information security requirements for each type of information and type f|access to
serve as the basis for individual supplier agreements based on the organization’s busingss needs
and requirements and its risk profile;

e)| processesandproceduresformonitoringadherencetoestablished informationsecurity reqiiirements
for each type of supplier and type of access, including third party review and product validation;

f)| accuracy and completeness controls to ensure the integrity of thesinformation or information
processing provided by either party;

g)| types of obligations applicable to suppliers to protect the organization’s information;

h)| handling incidents and contingencies associated with supplier access including responsibilities of
both the organization and suppliers;

i) | resilience and, if necessary, recovery and contingencyarrangements to ensure the availability of the
information or information processing provided by either party;

j)| awareness training for the organization’s persennel involved in acquisitions regarding gpplicable
policies, processes and procedures;

k)| awareness training for the organization’s personnel interacting with supplier personnel fegarding
appropriate rules of engagement_and behaviour based on the type of supplier and thle level of
supplier access to the organization’s systems and information;

1) [ conditions under which inforniation security requirements and controls will be documented in an
agreement signed by both.parties;

m] managing the necessary transitions of information, information processing facilities and|{anything
else that needs to be)moved, and ensuring that information security is maintained throughout the
transition period:

her information

Controls

be used. Another example is data protection risks when the supplier agreement involves tranjsfer of, or
acCess to, Information across borders. The organization needs to be aware € legal or contractual
responsibility for protecting information remains with the organization.

15.1.2 Addressing security within supplier agreements
Control

All relevant information security requirements should be established and agreed with each supplier
that may access, process, store, communicate, or provide IT infrastructure components for, the
organization’s information.

Implementation guidan
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Supplier agreements should be established and documented to ensure that there is no misunderstanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.

The following terms should be considered forinclusion in the agreements in order to satisfy the identified
information security requirements:

a) description of the information to be provided or accessed and methods of providing or accessing
the information;

b) classification of information qr‘r‘nrding to the nrgnni7afinn'c classification scheme (QPP 8 7); if
necegsary also mapping between the organization’s own classification scheme and the classificatipn
schethe of the supplier;

c) legalland regulatory requirements, including data protection, intellectual property rights ahd
copyright, and a description of how it will be ensured that they are met;

d) oblightion of each contractual party to implement an agreed set of controls including access contrpl,
perfdrmance review, monitoring, reporting and auditing;

e) rules|of acceptable use of information, including unacceptable use if necessary;

f) eitherexplicitlistofsupplier personnel authorized to access or receivethe organization’s informatipn
or procedures or conditions for authorization, and removal of the authorization, for access to or
receipt of the organization’s information by supplier personnel;

g) information security policies relevant to the specific contract;

h) incident management requirements and procedures.(éspecially notification and collaboratipn
during incident remediation);

i) trainjngandawarenessrequirementsforspecifiecproceduresandinformationsecurityrequirements,
e.g. for incident response, authorization procedures;

j) relevhnt regulations for sub-contractingincluding the controls that need to be implemented;
k) relevhnt agreement partners, including a contact person for information security issues;

1) scredning requirements, if any, for supplier’s personnel including responsibilities for conductipng
the s¢reening and notification procedures if screening has not been completed or if the results give
causg for doubt or concern;

m) right{to audit the supplier processes and controls related to the agreement;
n) defedt resolution and conflict resolution processes;

0) supplier’s obligation to periodically deliver an independent report on the effectiveness of contrgls
and dgreemrent on timely correction of relevant issues raised in the report;

p) supp ier’s nhlign‘rinnc to (‘nmply with the nrgnni7n‘rinn’< security requirements
Other information

The agreements can vary considerably for different organizations and among the different types
of suppliers. Therefore, care should be taken to include all relevant information security risks and
requirements. Supplier agreements may also involve other parties (e.g. sub-suppliers).

The procedures for continuing processing in the event that the supplier becomes unable to supply its
products or services need to be considered in the agreement to avoid any delay in arranging replacement
products or services.
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