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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procedures used to develop this document and those intended for its further maintenance
are dgscribed in the ISO/IEC Directives, Part 1. In particular, the different approval- criteria
needed for the different types of document should be noted. This document was .drafted in
accordpnce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members_experts/refdocs).

Attent]on is drawn to the possibility that some of the elements of this document may be the subject
of pat¢nt rights. ISO and IEC shall not be held responsible for identifying dny or all such patent
rights.|Details of any patent rights identified during the development of the’decument will be in the
Introdjiction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the [EC

list of patent declarations received (see patents.iec.ch). o)

oo\
Any trade name used in this document is information given for the cehvenience of users and does not
constifute an endorsement. \§

For ar explanation of the voluntary nature of standards; tHe meaning of ISO specific terms and
expressions related to conformity assessment, as well%as information about ISO’s adherence to
the Wprld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see

www.iso.org/iso/foreword.html. In the IEC, see www.iee.ch/understanding-standards.

"This document was prepared by Joint Technical‘Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This third edition cancels and replaces theé second edition (ISO/IEC 27002:2013), which has been
technigally revised. It also incorporates the Technical Corrigenda ISO/IEC 27002:2013/Cor. 1:2014 and
ISO/IEL 27002:2013/Cor. 2:2015.

The main changes are as follows: »
— the title has been modif’fe;d}
-\
— th¢ structure of th€document has been changed, presenting the controls using a simple taxonomy

and associated att}ibutes;

X
— sofne controlsthave been merged, some deleted and several new controls have been introduced. The
completescarrespondence can be found in Annex B.

N

This cq rre‘cte‘d version of ISO/IEC 27002:2022 incorporates the following corrections:

— non-functioning hyperlinks throughout the document have been restored;

— in the introductory table in subclause 5.22 and in Table A.1 (row 5.22), "#information_security_
assurance” has been moved from the column headed "Security domains" to the column headed
"Operational capabilities”.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

0.1 Background and context

This document is designed for organizations of all types and sizes. It is to be used as a reference for
determining and implementing controls for information security risk treatment in an information
security management system (ISMS) based on ISO/IEC 27001. It can also be used as a guidance
document for orgamzatlons determmlng and 1mplement1ng commonly accepted information securlty

LUllLl Ulb 1 ul LllCl II1UI'c, LlllD uULulllCllL lD 1uu:‘uucu lUl usc lll LlCVClUlJllls uu,luou_y Clllbl Ul sdlll athIl-
specific information security management guidelines, taking into consideration their |dpecific
information security risk environment(s). Organizational or environment-specific controls othé¢r than
those included in this document can be determined through risk assessment as necessary.

Organizations of all types and sizes (including public and private sector, commercial and noniprofit)
create, collect, process, store, transmit and dispose of information in many forms, including eledtronic,
physical and verbal (e.g. conversations and presentations).

The value of information goes beyond written words, numbers and images; knowledge, concepts, ideas
and brands are examples of intangible forms of information. In an intérconnected world, information
and other associated assets deserve or require protection against various risk sources, whether natural,
accidental or deliberate. o
o\
Information security is achieved by implementing a suitable §gt of controls, including policies} rules,
processes, procedures, organizational structures and software and hardware functions. To njeet its
specific security and business objectives, the organizatiow 'should define, implement, monitor, feview
and improve these controls where necessary. An ISMS stich as that specified in ISO/IEC 27001 takes a
holistic, coordinated view of the organization’s infermation security risks in order to determine and
implement a comprehensive suite of information(security controls within the overall framewqrk of a
coherent management system.

Many information systems, including theirmanagement and operations, have not been designefl to be
secure in terms of an ISMS as specifiedin ISO/IEC 27001 and this document. The level of security that
can be achieved only through technological measures is limited and should be supported by appr¢priate
management activities and organizational processes. Identifying which controls should be in place
requires careful planning and aftention to detail while carrying out risk treatment.

A successful ISMS requires\ support from all personnel in the organization. It can also fequire
participation from other.interested parties, such as shareholders or suppliers. Advice from $ubject
matter experts can also-de needed.
-\
A suitable, adequate’and effective information security management system provides assuranceg to the
organization’s-iahagement and other interested parties that their information and other ass¢ciated
assets are Kept reasonably secure and protected against threats and harm, thereby enabl;tlg the
organizatigirto achieve the stated business objectives.

0.2 Information security requirements

It14s essential that an organization determines its information security requirements. There ar¢ three

main sources of information security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. This can be facilitated or supported through an information security-
specific risk assessment. This should result in the determination of the controls necessary to
ensure that the residual risk to the organization meets its risk acceptance criteria;

b) the legal, statutory, regulatory and contractual requirements that an organization and its
interested parties (trading partners, service providers, etc.) have to comply with and their socio-
cultural environment;

© ISO/IEC 2022 - All rights reserved vii
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c) the set of principles, objectives and business requirements for all the steps of the life cycle of
information that an organization has developed to support its operations.

0.3 Controls

A control is defined as a measure that modifies or maintains risk. Some of the controls in this document
are controls that modify risk, while others maintain risk. An information security policy, for example,
can only maintain risk, whereas compliance with the information security policy can modify risk.
Moreover, some controls describe the same generic measure in different risk contexts. This document
pI'OVid S d geIreT femixtureofor gdlliLdtiUlld}, pcuplc, ph_ybi&_al arrdt tct.huulugil,d} trrfornmattomrsecur it_y
controls derived from internationally recognized best practices.

0.4 Determining controls

Determining controls is dependent on the organization’s decisions following a risk assessment, with
a clear]ly defined scope. Decisions related to identified risks should be based on the cfiteria for risk
acceptance, risk treatment options and the risk management approach applied by the ¢rganization. The
deternpination of controls should also take into consideration all relevant national ‘and international
legislation and regulations. Control determination also depends on the manmer”in which controls
interaqt with one another to provide defence in depth.

The organization can design controls as required or identify them from atty’source. In specifying such
controls, the organization should consider the resources and investment needed to implement and
operatp a control against the business value realized. See ISO/IEC TRZZ7016 for guidance on decisions
regarding the investment in an ISMS and the economic consequenees of these decisions in the context of]
compeling requirements for resources. OV

There $hould be a balance between the resources deployed.for implementing controls and the potential
resulting business impact from security incidents in the,absence of those controls. The results of a
risk agsessment should help guide and determine the appropriate management action, priorities for
managling information security risks and for implementing controls determined necessary to protect
against these risks.

Some af the controls in this document can be“considered as guiding principles for information security
management and as being applicable for-most organizations. More information about determining
controls and other risk treatment optiens-can be found in ISO/IEC 27005.

0.5 Developing organization- spe\aflc guidelines

This dpcument can be regarded as a starting point for developing organization-specific guidelines.
Not alllof the controls and | tijdance in this document can be applicable to all organizations. Additional
controls and guidelines nétincluded in this document can also be required to address the specific needs
of the prganization and-the risks that have been identified. When documents are developed containing
additignal guidelines'or controls, it can be useful to include cross-references to clauses in this document
for futfyire referenge:

0.6 Life cyclqti;nsiderations

not significant after they have been published, but integrity remains critical) therefore, information
security remains important to some extent at all stages.

Information systems and other assets relevant to information security have life cycles within which
they are conceived, specified, designed, developed, tested, implemented, used, maintained and
eventually retired from service and disposed of. Information security should be considered at every
stage. New system development projects and changes to existing systems provide opportunities to
improve security controls while taking into account the organization’s risks and lessons learned from
incidents.
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0.7 Related International Standards

While this document offers guidance on a broad range of information security controls that are

commonly applied in many different organizations, other documents in the ISO/IEC 27000
provide complementary advice or requirements on other aspects of the overall process of ma
information security.

family
naging

Refer to ISO/IEC 27000 for a general introduction to both ISMS and the family of documents.

ISO/IEC 27000 provides a glossary, defining most of the terms used throughout the ISO/IEC

27000

£ 1 £ - 11 1 +1 h . b £, 1 1 £l £ 1
14Ty O HUUCUILITIILS, dIIU UCSLITUCS LIIT SLUPT dIIU UDJELLIVES TUD TAUIT HITIIIDTL U LI [41I1ILy.

There are sector-specific standards that have additional controls which aim at addressing 3
areas (e.g. ISO/IEC 27017 for cloud services, ISO/IEC 27701 for privacy, ISO/IEC 27019, for
ISO/IEC 27011 for telecommunications organizations and I1SO 27799 for health). Such’standaj
included in the Bibliography and some of them are referenced in the guidance and-other infor
sections in Clauses 5-8.

pecific
bnergy,
ds are
mation

© ISO/IEC 2022 - All rights reserved

ix


https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b



https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

INTERNATIONAL STANDARD ISO/IEC 27002:2022(E)

Information security, cybersecurity and privacy
protection — Information security controls

1 Scope

This document provides a reference set of generic information security @ controlsqjin
implementation guidance. This document is designed to be used by organizations:

a) within the context of an information security management system (ISMS) based onJSO/IEC
b) for implementing information security controls based on internationally receghized best pr:

c) for developing organization-specific information security managementguidelines.

2 Normative references
There are no normative references in this document.

3 Terms, definitions and abbreviated terms )"

3.1 Terms and definitions
For the purposes of this document, the followingterms and definitions apply.
[SO and [EC maintain terminology databasesfor use in standardization at the following address

— SO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available atittps: //www.electropedia.org/

3.1.1 N
access control N
means to ensure that ph}‘(sical and logical access to assets (3.1.2) is authorized and restricted b3
business and informat)io‘n security requirements
-\

-

3.1.2 N

\
asset Q
anything thathas value to the organization
'0 -,
Note 1 togentry: In the context of information security, two kinds of assets can be distinguished:
.

—Athe primary assets:

luding

27001;

ctices;

ES:

sed on

)

— INfOTTIation;
— business processes (3.1.27) and activities;

— the supporting assets (on which the primary assets rely) of all types, for example:
— hardware;
— software;
— network;

— personnel (3.1.20);
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— site;
— organization’s structure.

3.1.3

attack

successful or unsuccessful unauthorized attempt to destroy, alter, disable, gain access to an asset (3.1.2)
or any attempt to expose, steal, or make unauthorized use of an asset (3.1.2)

3.14

authentication
provisjon of assurance that a claimed characteristic of an entity (3.1.11) is correct

3.1.5
authenticity
properjty that an entity (3.1.11) is what it claims to be

3.1.6
chain pf custody

demonjstrable possession, movement, handling and location of material fromy oné point in time until
anothdr

\ )
Note 1 fo entry: Material includes information and other associated assets (3.1.2 )\(1?1 the context of ISO/IEC 27002.

[SOURCE: ISO/IEC 27050-1:2019, 3.1, modified — “Note 1 to entry” add‘éd]

N\

3.1.7 D M

confidential information C

informjation that is not intended to be made available or disclosed to unauthorized individuals, entities
(3.1.11) or processes (3.1.27)

3.1.8
contrql
measufe that maintains and/or modifies risk

Note 1 fo entry: Controls include, but are notdimited to, any process (3.1.27), policy (3.1.24), device, practice or
other cpnditions and/or actions which maifntain and/or modify risk.

Note 2 fo entry: Controls may not alw,\a?s exert the intended or assumed modifying effect.
( '

[SOURCE: ISO 31000:2018, 3.8']‘_ )

3.19 =~ )

disruption N
incident, whether anti?ipated or unanticipated, that causes an unplanned, negative deviation from the

expected delivery.of products and services according to an organization’s objectives
X

[SOUREE: 1S022301:2019, 3.10]
3.1.10 AN

endpointdevice
network connected information and communication technology (ICT) hardware device

Note 1 to entry: Endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,
printers or other specialized hardware including smart meters and Internet of things (IoT) devices.

3.1.11
entity
item relevant for the purpose of operation of a domain that has recognizably distinct existence

Note 1 to entry: An entity can have a physical or a logical embodiment.

2 © ISO/IEC 2022 - All rights reserved
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EXAMPLE A person, an organization, a device, a group of such items, a human subscriber to a telecom
service, a SIM card, a passport, a network interface card, a software application, a service or a website.

[SOURCE: ISO/IEC 24760-1:2019, 3.1.1]

3.1.12
information processing facility
any information processing system, service or infrastructure, or the physical location housing it

[SOURCE: ISO/IEC 27000:2018, 3.27, modified — "facilities" has been replaced with facility,]

3.1.13

information security breach
compromise of information security that leads to the undesired destruction, loss, altenation, dis¢losure
of, or access to, protected information transmitted, stored or otherwise processed

3.1.14
information security event
occurrence indicating a possible information security breach (3.1.13) or fajlure of controls (3.1.8)

[SOURCE: ISO/IEC 27035-1:2016, 3.3, modified — “breach of informatién security” has been rgplaced
with “information security breach”]

O
3.1.15 R

information security incident ~

one or multiple related and identified information security évents (3.1.14) that can harm an organigation’s
assets (3.1.2) or compromise its operations %N

[SOURCE: ISO/IEC 27035-1:2016, 3.4]

3.1.16
information security incident management
exercise of a consistent and effective approach to the handling of information security incidents (3.1.15)

[SOURCE: ISO/IEC 27035-1:2016, 3.5]

3.1.17 <\
information system

set of applications, servipg}, information technology assets (3.1.2), or other information-hgndling
components LU

(

[SOURCE: 1SO/IEC 27000:2018, 3.35]

3.1.18 o>
interested pacty
stakeholde'r(

person.ordrganization that can affect, be affected by, or perceive itself to be affected by a decigion or
activity ™

[SOURCE: 1SO/IEC 27000:2018, 3.37]

3.1.19
non-repudiation
ability to prove the occurrence of a claimed event or action and its originating entities (3.1.11)

3.1.20
personnel
persons doing work under the organization’s direction

Note 1 to entry: The concept of personnel includes the organization’s members, such as the governing body, top
management, employees, temporary staff, contractors and volunteers.
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3.1.21

personally identifiable information

PII

any information that (a) can be used to establish a link between the information and the natural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person.

Note 1 to entry: The “natural person” in the definition is the PII principal (3.1.22). To determine whether a PII
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural

person
[SOURCE: ISO/IEC 29100:2011/Amd.1:2018, 2.9]

3.1.22

PII pr;ﬂlcipal
naturall person to whom the personally identifiable information (PII) (3.1.21) relates

Note 1 |to entry: Depending on the jurisdiction and the particular data protection and privacy legislation, the
synonym “data subject” can also be used instead of the term “PII principal”.

[SOURCLE: ISO/IEC 29100:2011, 2.11]

3.1.23 il

PII prgcessor S

privacy stakeholder that processes personally identifiable information<(PII) (3.1.21) on behalf of and in
accordpnce with the instructions of a PII controller >

s
¢

[SOURCLE: ISO/IEC 29100:2011, 2.12]

3.1.24
policy
intentipns and direction of an organization, as formally expressed by its top management

[SOUR(E: ISO/IEC 27000:2018, 3.53]

3.1.25
privaqdy impact assessment r
PIA
overal] process (3.1.27) of identify;iﬁg, analysing, evaluating, consulting, communicating and planning
the tr¢atment of potential privady impacts with regard to the processing of personally identifiable
informpition (PII) (3.1.21), framed within an organization’s broader risk management framework

A
\

[SOURCE: ISO/IEC 2913442617, 3.7, modified — Note 1 to entry removed.]
>)

3.1.26 L

procedlure o
specified way to garry out an activity or a process (3.1.27)

[SOURCE:ASQ 30000:2009, 3.12]
)

3.1.27
process
set of interrelated or interacting activities that uses or transforms inputs to deliver a result

[SOURCE: ISO 9000:2015, 3.4.1, modified— Notes to entry removed.]

3.1.28

record

information created, received and maintained as evidence and as an asset (3.1.2) by an organization or
person, in pursuit of legal obligations or in the transaction of business

Note 1 to entry: Legal obligations in this context include all legal, statutory, regulatory and contractual
requirements.
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[SOURCE: ISO 15489-1:2016, 3.14, modified— “Note 1 to entry” added.]

3.1.29

recovery point objective

RPO

point in time to which data are to be recovered after a disruption (3.1.9) has occurred

[SOURCE: ISO/IEC 27031:2011, 3.12, modified — "must" replaced by "are to be"]

3.1.30

recovery time objective
RTO

period of time within which minimum levels of services and/or products and the supporting systems,
applications, or functions are to be recovered after a disruption (3.1.9) has occurred

[SOURCE: ISO/IEC 27031:2011, 3.13, modified — "must" replaced by "are to be".]

3.1.31

reliability

property of consistent intended behaviour and results

3.1.32 O
rule N2

accepted principle or instruction that states the organiZation’S‘;expectations on what is requiref to be
done, what is allowed or not allowed \

Note 1 to entry: Rules can be formally expressed in topic-specific f)olicies (3.1.35) and in other types of docfiments.

3.1.33

sensitive information
information that needs to be protected from unavailability, unauthorized access, modification o1 public
disclosure because of potential adverse effects on an individual, organization, national secufrity or
public safety

3.1.34 )
threat N
potential cause of an unwanted‘incident, which can result in harm to a system or organization

N\
[SOURCE: ISO/IEC 27000(:2818, 3.74]
3.1.35 R\
topic-specific policy )
intentions and direction on a specific subject or topic, as formally expressed by the appropriate |evel of
management {)

s

X
Note 1 to e(i}tr‘y: Topic-specific policies can formally express rules (3.1.32) or organization standards.

|

Note,to entry: Some organizations use other terms for these topic-specific policies.

)

Note 3 to entry: The topic-specific policies referred to in this document are related to information securitly.

EXAMPLE Topic-specific policy on access control (3.1.1), topic-specific policy on clear desk and clear screen.

3.1.36
user
interested party (3.1.18) with access to the organization’s information systems (3.1.17)

EXAMPLE Personnel (3.1.20), customers, suppliers.
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3.1.37

user endpoint device
endpoint device (3.1.10) used by users to access information processing services

Note 1 to entry: User endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,

etc.

3.1.38
vulnerability

ABAC
ACL
BIA
BYOD
CAPT(
CPU
DAC
DNS
GPS
IAM
ICT
ID
IDE
IDS
[oT

P

IPS

CE: [SO/IEC 27000:2018, 3.77]
Abbreviated terms

attribute-based access control
access control list

business impact analysis

. . \.J

bring your own device o)
5\

HA completely automated public Turing test to tell computeps 4#d humans apart
‘\
central processing unit /

discretionary access control
domain name system
global positioning system
identity and access management
information and communication technology
identifier N
(‘ \‘
integrated developrfient environment
- O
intrusion detec%ipn system
>)
internet of:things
O\
internet protocol

W

inerusion prevention system

N\

IT
ISMS
MAC
NTP
PIA
PII

Maformation fpr‘hnn]ngy

information security management system
mandatory access control

network time protocol

privacy impact assessment

personally identifiable information
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PIN personal identification number
PKI public key infrastructure

PTP precision time protocol

RBAC role-based access control

RPO recovery point objective

RTO recovery time objective

SAST static application security testing
SD secure digital
SDN software-defined networking

SD-WAN software-defined wide area networking

SIEM security information and event management
SMS short message service )
SQL structured query language ¢ q
SSO single sign on $ K
SWID software identification |
UEBA user and entity behaviour analytics
UPS uninterruptible power supply
URL uniform resource locator
USB universal serial bus (" ;
VM virtual machir(leg\
VPN virtual pri,yét:é network
WiFi wireleg\s{f;delity
N

4  Strucgire of this document

4.1 \Clﬁuses

TRs.document is structured as follows:

a) Organizational controls (Clause 5)
b) People controls (Clause 6)

c) Physical controls (Clause 7)

d) Technological controls (Clause 8)
There are 2 informative annexes:

— Annex A — Using attributes
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— Annex B — Correspondence with ISO/IEC 27002:2013

Annex A explains how an organization can use attributes (see 4.2) to create its own views based on the
control attributes defined in this document or of its own creation.

Annex B shows the correspondence between the controls in this edition of ISO/IEC 27002 and the
previous 2013 edition.

4.2 Themes and attributes

The cafegorization of controls given in Clauses 5 to 8 are referred to as themes.

Contrd|ls are categorized as:

a)
b)
<)
d)

pepple, if they concern individual people;
phlysical, if they concern physical objects;
te¢hnological, if they concern technology;

otherwise they are categorized as organizational.

The organization can use attributes to create different views which are‘\\dlfferent categorizations of
contro|s as seen from a different perspective to the themes. Attribufes'can be used to filter, sort or
presenlt controls in different views for different audiences. Annex A ex‘plams how this can be achieved
and prpvides an example of a view. %

Vs

By waly of example, each control in this document has been associated with five attributes with
corresponding attribute values (preceded by "#" to make them searchable), as follows:

a)

b)

d)

Control type

Control type is an attribute to view controls.from the perspective of when and how the control
madifies the risk with regard to the occurrence of an information security incident. Attribute values
copsist of Preventive (the control that is-intended to prevent the occurrence of an information
sefurity incident), Detective (the contpol acts when an information security incident occurs) and
Corrective (the control acts after an information security incident occurs).

s . . <N\
Information security propertles
L\

Information security prope‘rtles is an attribute to view controls from the perspective of which
chpracteristic of 1nformatlon the control will contribute to preserving. Attribute values consist of
Confidentiality, Integrity and Availability.

>)

. N
Cypersecurity eencepts
X

Cybersecurity’(‘:oncepts is an attribute to view controls from the perspective of the association
of [ controls: to cybersecurity concepts defined in the cybersecurity framework described in
ISQ/IECNTS 27110. Attribute values consist of Identify, Protect, Detect, Respond and Recover.

)

. 1 L T
0[4 Cldliulldl CdpPdDIIILICS

Operational capabilities is an attribute to view controls from the practitioner’s perspective of
information security capabilities. Attribute values consist of Governance, Asset_management,
Information_protection, Human_resource_security, Physical_security, System_and_network_
security, Application_security, Secure_configuration, Identity_and_access_management,
Threat_and_vulnerability_management, Continuity, Supplier_relationships_security, Legal_and_
compliance, Information_security_event_management and Information_security_assurance.
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e) Security domains

Security domains is an attribute to view controls from the perspective of four information security
domains: “Governance and Ecosystem” includes “Information System Security Governance &
Risk Management” and “Ecosystem cybersecurity management” (including internal and external
stakeholders); “Protection” includes “IT Security Architecture”, “IT Security Administration”,

» o«

“Identity and access management”, “IT Security Maintenance” and “Physical and environ

mental

security”; “Defence” includes “Detection” and “Computer Security Incident Management”;

“Resilience” includes “Continuity of operations” and “Crisis management”. Attribute values

consist

of Governance_and_Ecosystem, Protection, Detence and KResilience.

The attributes given in this document are selected because they are considered generic.€notg

h to be

used by different types of organizations. Organizations can choose to disregard one-or‘more| of the

attributes given in this document. They can also create attributes of their own (with the-Corresp

pnding

attribute values) to create their own organizational views. Clause A.2 includes examples af such

attributes.

4.3 Control layout

The layout for each control contains the following:
\ )
— Control title: Short name of the control; \f‘

— Attribute table: A table shows the value(s) of each attributé for the given control;

— Control: What the control is; QY

— Purpose: Why the control should be implemented;”

— Guidance: How the control should be implemented;

— Other information: Explanatory text grreferences to other related documents.

Subheadings are used in the guidance téxt for some controls to aid readability where guidance is 1

engthy

and addresses multiple topics. Suchieadings are not necessarily used in all guidance text. Subhdadings

are underlined. ~N\

\
5 Organizational cetitrols

5.1 Policies for.information security

N o7

Control type, % Information Cybersecurity Operational Security domajns
0 \g security properties concepts capabilities
#Preventi\fé N\ #Confidentiality #ldentify #Governance #Governance_and_Eco-
N\ #Integrity system #Resilience
Y #Availability

N

Fnl‘ﬂ'rnl

Information security policy and topic-specific policies should be defined, approved by management,
published, communicated to and acknowledged by relevant personnel and relevant interested parties,

and reviewed at planned intervals and if significant changes occur.
Purpose

To ensure continuing suitability, adequacy, effectiveness of management direction and s

upport

for information security in accordance with business, legal, statutory, regulatory and contractual

requirements.
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Guidance

At the highest level, the organization should define an “information security policy” which is approved
by top management and which sets out the organization’s approach to managing its information
security.

The information security policy should take into consideration requirements derived from:

a) business strategy and requirements;

bulations, legislation and contracts;
e current and projected information security risks and threats.

formation security policy should contain statements concerning:

finition of information security;

ormation security objectives or the framework for setting information security objectives;
nciples to guide all activities relating to information security;

mmitment to satisfy applicable requirements related to informatiog:security;

mmitment to continual improvement of the information security/‘ rﬁ:anagement system;
signment of responsibilities for information security managgment to defined roles;
bcedures for handling exemptions and exceptions. =

inagement should approve any changes to the information security policy.

wer level, the information security policy should be supported by topic-specific policies as
, to further mandate the implementation of itiformation security controls. Topic-specific policies
bically structured to address the needs.of certain target groups within an organization or to
ertain security areas. Topic-specific policies should be aligned with and complementary to the
ation security policy of the organization.

les of such topics include:

Cess control; (

-
(

ysical and environme‘n}a'l security;
-\

)

O
bet management; -
N

. 3\
ormation tra,nsfer;

YA
X

rure configuration and handling of user endpoint devices;

]
tworking security;
)

ormation security incident management,

backup;

cryptography and key management;

information classification and handling;

management of technical vulnerabilities;

secure development.

b) re
c) th
The in
a) de
b) inf
c) pr
d) co
e) co
f) as
g) pr
Top mz
At a I
neede(
are ty]}
cover (
inform
Examp
a) ac
b) ph
c) as
d) inf
e) se
f) ne
g) in
h)

i)

j)

k)

1)
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The responsibility for the development, review and approval of the topic-specific policies should be
allocated to relevant personnel based on their appropriate level of authority and technical competency.
The review should include assessing opportunities for improvement of the organization’s information
security policy and topic-specific policies and managing information security in response to changes

to:
a) the organization’s business strategy;

b) the organization’s technical environment;

c) regulations, statutes, legislation and contracts;

d) information security risks;

e) the currentand projected information security threat environment;
f) lessons learned from information security events and incidents.

The review of information security policy and topic-specific policies should take the res
management reviews and audits into account. Review and update of other related policies shd
considered when one policy is changed to maintain consistency.

The information security policy and topic-specific policies showld be communicated to r¢
personnel and interested parties in a form that is relevant,“ab(\:essible and understandable
intended reader. Recipients of the policies should be required’ to acknowledge they understa
agree to comply with the policies where applicable. The *organization can determine the f

information security policy and topic-specific policiesican be in a single document. The organ
can name these topic-specific policies as standards, ditectives, policies or others.

If the information security policy or any topic-specific policy is distributed outside the organi
care should be taken not to improperly disclose confidential information.

Table 1 illustrates the differences between information security policy and topic-specific policy.

Table 1 — Differences betweéen information security policy and topic-specific policy

ults of
uld be

plevant
to the
nd and
brmats

and names of these policy documents that meet the orgaiization’s needs. In some organizatio[ns, the

zation

zation,

N/

Topic-specific policies can vary across organizations.
v,

5.2 «Jnformation security roles and responsibilities

N\

Information security policy Topic-specific policy
Level of detail C N\ General or high-level Specific and detailed
Documented and foanz'llly .
approved by fe) Top management Appropriate level of management
Other informa{iofl

}"nnh“nl type Information l"yhprcprnrify ﬂppr:ﬂ'innnl Qpr‘nrity domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Governance #Governance_and_Ecosys-
#Integrity tem #Protection #Resilience
#Availability

Control

Information security roles and responsibilities should be defined and allocated according
organization needs.
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Purpose

To establish a defined, approved and understood structure for the implementation, operation and
management of information security within the organization.

Guidance

Allocation of information security roles and responsibilities should be done in accordance with the

information security policy and topic-specific policies (see 5.1). The organization should define and
manag rncpnncihi]ifinc for:

a) pr
b) ca

btection of information and other associated assets;

Frying out specific information security processes;

c) information security risk management activities and in particular acceptance of residual risks (e.g.

to

risk owners);

d) alljpersonnel using an organization’s information and other associated assets.

These
specifi

responsibilities should be supplemented, where necessary, with mofe detailed guidance for
c sites and information processing facilities. Individuals with allpcated information security

responfsibilities can assign security tasks to others. However, they remgin accountable and should
deternjine that any delegated tasks have been correctly performed. % ™

J

Each gecurity area for which individuals are responsible shoGld be defined, documented and
communicated. Authorization levels should be defined and documented. Individuals who take on a
specifir information security role should be competent in the.knowledge and skills required by the role
and shpuld be supported to keep up to date with developments related to the role and required in order
to fulfill the responsibilities of the role.

Other

Many
develo
mitiga

information

brganizations appoint an information security manager to take overall responsibility for the
bment and implementation of information security and to support the identification of risks and
[ing controls. (

A
\
-

However, responsibility for resourcing-and implementing the controls often remains with individual
managers. One common practice i§;\to appoint an owner for each asset who then becomes responsible

for its

Depen
dedica

lay-to-day protection. _( )

( ) ]

ling on the size aq(nesourcing of an organization, information security can be covered by

fed roles or duties.carried out in addition to existing roles.
>)

$
5.3 $egregationsfduties

X
\

Confrol typex™ Information Cybersecurity Operational Security domains
Y security properties concepts capabilities
#Prevq ntiwé #Confidentiality #Protect #Governance #Governance_and_Ecosys-
Hintegrity H#identity_and_ac- [tem
#Availability cess_management
Control

Conflicting duties and conflicting areas of responsibility should be segregated.

Purpo

se

To reduce the risk of fraud, error and bypassing of information security controls.

12
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Guidance

Segregation of duties and areas of responsibility aims to separate conflicting duties between different
individuals in order to prevent one individual from executing potential conflicting duties on their own.

The organization should determine which duties and areas of responsibility need to be segregated. The
following are examples of activities that can require segregation:

a) initiating, approving and executing a change;

b) requesting, approving and implementing access rights;

c) designing, implementing and reviewing code;

d) developing software and administering production systems;

e) using and administering applications;

f) using applications and administering databases;

g) designing, auditing and assuring information security controls.

The possibility of collusion should be considered in designi% the segregation controls.| Small
organizations can find segregation of duties difficult to achiey®,“but the principle should be gpplied
as far as is possible and practicable. Whenever it is difficult{e segregate, other controls shquld be
considered, such as monitoring of activities, audit trails andunanagement supervision.

Care should be taken when using role-based access control systems to ensure that persons gre not
granted conflicting roles. When there is a large numbgrof roles, the organization should considey using
automated tools to identify conflicts and facilitate-their removal. Roles should be carefully defined and
provisioned to minimize access problems if a releis removed or reassigned.

Other information

No other information.

5.4 Management responsibilities

N - - - -
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cenfidentiality #ldentify #Governance #Governance_and_Ecosys-
#integrity tem
#Availability
)
Control A g

X
\/~

Managemeént should require all personnel to apply information security in accordance with the
established information security policy, topic-specific policies and procedures of the organizatign.

Purpose

To ensure management understand their role in information security and undertake actions aiming to
ensure all personnel are aware of and fulfil their information security responsibilities.

Guidance

Management should demonstrate support of the information security policy, topic-specific policies,
procedures and information security controls.

Management responsibilities should include ensuring that personnel:

a) are properly briefed on their information security roles and responsibilities prior to being granted
access to the organization’s information and other associated assets;
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b) are provided with guidelines which state the information security expectations of their role within
the organization;

c¢) aremandated to fulfil the information security policy and topic-specific policies of the organization;

d) achieve a level of awareness of information security relevant to their roles and responsibilities
within the organization (see 6.3);

e) compliance with the terms and conditions of employment, contract or agreement, including the
organization’sinformation Cnr‘nrify pn]ir‘y and apprnpriafn methods of ulnrlzing:

f) coptinue to have the appropriate information security skills and qualifications through ongoing
prpfessional education;

g) where practicable, are provided with a confidential channel for reporting violations of information
segurity policy, topic-specific policies or procedures for information security (“whistleblowing”).
THis can allow for anonymous reporting, or have provisions to ensure that knowledge of the
id¢ntity of the reporter is known only to those who need to deal with such reports;

h) areprovided with adequate resources and project planning time for implementing the organization’s
segurity-related processes and controls.

= - \ )
Other finformation \("
No other information. O
‘\
5.5 (ontact with authorities ¢
Confjrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #ldentify #Protect #Governance #Defence
#Corrgctive #Integrity #Respond-#Recover #Resilience
#Availability
Contrg¢l )
The organization should establish and maintain contact with relevant authorities.
N\

Purpofse C \

To ensure appropriate flow: '?f lnformatlon takes place with respect to information security between

the organization and relev.ah legal, regulatory and supervisory authorities.

Guidance R \

The organlzatlon.'should specify when and by whom authorities (e.g. law enforcement, regulatory

bodies| superyisary authorities) should be contacted and how identified information security incidents

should|be réported in a timely manner.

ContadtsWith authorities should also be used to facilitate the understanding about the current and

upcoming expectations of these authorities (e.g. applicable information security regulations).

Other

information

Organizations under attack can request authorities to take action against the attack source.

Maintaining such contacts can be a requirement to support information security incident management

(see 5.

24 to 5.28) or the contingency planning and business continuity processes (see 5.29 and 5.30).

Contacts with regulatory bodies are also useful to anticipate and prepare for upcoming changes in
relevant laws or regulations that affect the organization. Contacts with other authorities include
utilities, emergency services, electricity suppliers and health and safety [e.g. fire departments (in

14
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connection with business continuity), telecommunication providers (in connection with line routing
and availability) and water suppliers (in connection with cooling facilities for equipment)].

5.6 Contact with special interest groups

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Respond |#Governance #Defence
#Corrective H#imtegrity #Recover
#Availability
Control

The organization should establish and maintain contact with special interest groups‘or other specialist
security forums and professional associations.

Purpose
To ensure appropriate flow of information takes place with respect to information security.

Guidance )
A

)
Membership of special interest groups or forums should be considered as a means to:
</
a) improve knowledge about best practices and stay up te.date with relevant security information;

4
b) ensure the understanding of the information secuxity environment is current;
c) receive early warnings of alerts, advisories and patches pertaining to attacks and vulnerabilities;
d) gain access to specialist information security advice;

e) share and exchange information .about new technologies, products, services, threpts or
vulnerabilities;

f) provide suitable liaison points when dealing with information security incidents (see 5.24 t¢ 5.28).

Other information Q
No other information. ()

5.7 Threat inte}l}'gence

-

Control t)(pé Information Cybersecurity Operational Security dorhains
SO security properties concepts capabilities
#Preverftive #Confidentiality #ldentify #Detect #Threat_and_vulner- | #Defence
#Detecgﬁe #Integrity #Respond ability_management |#Resilience
#CGQrrective #Availability

)
Val 1
COUIILI U1

Information relating to information security threats should be collected and analysed to produce threat
intelligence.

Purpose

To provide awareness of the organization’s threat environment so that the appropriate mitigation
actions can be taken.
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Guidance

Information about existing or emerging threats is collected and analysed in order to:

a) facilitate informed actions to prevent the threats from causing harm to the organization;

b) reduce the impact of such threats.

Threat intelligence can be divided into three layers, which should all be considered:

a) stifategic threat intelligence: exchange of high-level information about the changing threat
lafdscape (e.g. types of attackers or types of attacks);

b) ta

rtical threat intelligence: information about attacker methodologies, tools and techiologies

inyolved;

c) operational threat intelligence: details about specific attacks, including technical indicators.

Threatlintelligence should be:

a) re

evant (i.e. related to the protection of the organization);

b) ingightful (i.e. providing the organization with an accurate and de/tg‘ai-led understanding of the

th

c) co

reat landscape); -

htextual, to provide situational awareness (i.e. adding contéxt to the information based on the

time of events, where they occur, previous experiences and prévalence in similar organizations);

d) ac

¢

fionable (i.e. the organization can act on information quickly and effectively).

Threatlintelligence activities should include:

a) es

fablishing objectives for threat intelligence praduction;

b) idg¢ntifying, vetting and selecting internal and external information sources that are necessary and

c) co

d) pr

appropriate to provide information required for the production of threat intelligence;

lecting information from selected'sources, which can be internal and external;

pcessing information collected’ to prepare it for analysis (e.g. by translating, formatting or
Froborating information);™y

)

e) anplysing information to)uhderstand how it relates and is meaningful to the organization;
-\,

f) co

mmunicating and skaring it to relevant individuals in a format that can be understood.
N

Threat intelligence shauld be analysed and later used:

\/~
X

a) by|implementing processes to include information gathered from threat intelligence sources into

th
b) as

e organization’s information security risk management processes;

additional input to technical preventive and detective controls like firewalls, intrusion detection

system, or anti malware solutions;

c) as

The or

input to the information security test processes and techniques.

ganization should share threat intelligence with other organizations on a mutual basis in order

to improve overall threat intelligence.

Other

information

Organizations can use threat intelligence to prevent, detect, or respond to threats. Organizations can
produce threat intelligence, but more typically receive and make use of threat intelligence produced by
other sources.

16
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Threat intelligence is often provided by independent providers or advisors, government agencies or
collaborative threat intelligence groups.

The effectiveness of controls such as 5.25, 8.7, 8.16 or 8.23, depends on the quality of available threat
intelligence.

5.8 Information security in project management

|__Control type Information Cyhersecurity | Operational Securitv domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Protect |#Governance #Governance_and\Ecosys-
#Integrity tem #Protection
#Availability
Control

Information security should be integrated into project management.
Purpose

To ensure information security risks related to projects and dellverqbles are effectively addrefsed in

project management throughout the project life cycle. \(‘o

Guidance b)

N,
Information security should be integrated into project ma}nagement to ensure information securify risks
are addressed as part of the project management. This\can be applied to any type of project regardless
of its complexity, size, duration, discipline or application area (e.g. a project for a core business pfocess,
ICT, facility management or other supporting procésses).

The project management in use should require:that:

a) information security risks are assessed and treated at an early stage and periodically as part of
project risks throughout the projeetlife cycle;

b) information security requiréments [e.g. application security requirements (8.26), requir¢ments
for complying with 1ntellectual property rights (5.32), etc.] are addressed in the early stages of
projects;

«..~
—~\

(
c) information securify risks associated with the execution of projects, such as security of imternal
and external con’fmunication aspects are considered and treated throughout the project life|cycle;

d) progress on l-nformatlon security risk treatment is reviewed and effectiveness of the treatient is
evaluateds Qld tested.

(
The approprlateness of the information security considerations and activities should be followeld up at
predefinéd stages by suitable persons or governance bodies, such as the project steering committee.
N,

Responsibilities and authorities for information security relevant to the project should be definled and

Allacatad fn snacifiad raolas

crrrocoreeer P TTIIIe e T oTeoT

Information security requirements for products or services to be delivered by the project should be
determined using various methods, including deriving compliance requirements from information
security policy, topic-specific policies and regulations. Further information security requirements can
be derived from activities such as threat modelling, incident reviews, use of vulnerability thresholds
or contingency planning, thus ensuring that the architecture and design of information systems are
protected against known threats based on the operational environment.

Information security requirements should be determined for all types of projects, not only ICT
development projects. The following should also be considered when determining these requirements:
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a) whatinformation is involved (information determination), what are the corresponding information
security needs (classification; see 5.12) and the potential negative business impact which can result
from lack of adequate security;

b) the required protection needs of information and other associated assets involved, particularly in
terms of confidentiality, integrity and availability;

c) the level of confidence or assurance required towards the claimed identity of entities in order to
derive the authentication requirements;

d) acfess provisioning and authorization processes, for customers and other potential business use€ris
as|well as for privileged or technical users such as relevant project members, potential openation
staff or external suppliers;

e) informing users of their duties and responsibilities;

f) refuirements derived from business processes, such as transaction logging and monitoring, non-
repudiation requirements;

g) refluirements mandated by other information security controls (e.g. interfaces to logging and
nitoring or data leakage detection systems);

. : S . :
h) compliance with the legal, statutory, regulatory and contractua\}{‘enwronment in which the
organization operates; 3

i) level of confidence or assurance required for third parties toimeet the organization’s information
sefurity policy and topic-specific policies including relevant sécurity clauses in any agreements or
coptracts. ,

Other finformation

The project development approach, such as waterfall life cycle or agile life cycle, should support
information security in a structured way that ¢an be adapted to suit the assessed severity of the
informjation security risks, based on the character of the project. Early consideration of information
securify requirements for the product or. service (e.g. at the planning and design stages), can lead
to mofe effective and cost-efficient solufions for quality and information security. ISO 21500 and
ISO 21p02 provide guidance on concepts and processes of project management that are important for
the pefformance of projects. \

ISO/IEL 27005 provides guidanée on the use of risk management processes to identify controls to meet
informjation security requirements.

-\
5.9 Inventory of iQfdfmation and other associated assets
N/
Control type Vi ~ Information Cybersecurity Operational Security domains
)" security properties concepts capabilities
#Prevdntiversos #Confidentiality #ldentify #Asset_manage- #Governance_and_Eco-
N #Integrity ment system #Protection
) #Availability
Control

An inventory of information and other associated assets, including owners, should be developed and
maintained.

Purpose

To identify the organization’s information and other associated assets in order to preserve their
information security and assign appropriate ownership.
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Guidance

Inventory

The organization should identify its information and other associated assets and determine their
importance in terms of information security. Documentation should be maintained in dedicated or
existing inventories as appropriate.

The inventory of information and other associated assets should be accurate, up to date, consistent and

aliogned with gther inventories. - Options for ensuring accuracvof an inventorv of infermation and other
5 5 o4 Y

associated assets include:

a) conducting regular reviews of identified information and other associated assets against thle asset
inventory;

b) automatically enforcing an inventory update in the process of installing, changing or remoying an
asset.

The location of an asset should be included in the inventory as appropriate.

The inventory does not need to be a single list of information and otherassociated assets. Cons]dering
that the inventory should be maintained by the relevant functions\it; can be seen as a set of dynamic
inventories, such as inventories for information assets, hardware:\software virtual machines|(VMs),

facilities, personnel, competence, capabilities and records. K
</

Each asset should be classified in accordance with thecclassification of the information (se¢ 5.12)
associated to that asset. 'R

The granularity of the inventory of information ‘ant other associated assets should be at p level
appropriate for the needs of the organization. Sonietimes specific instances of assets in the information
life cycle are not feasible to be documented due-to the nature of the asset. An example of a short-lived
asset is a VM instance whose life cycle can be-of short duration.

Ownership

For the identified information andther associated assets, ownership of the asset should be agsigned
to an individual or a group and the classification should be identified (see 5.12, 5.13). A profess to
ensure timely assignment oﬂ?sset ownership should be implemented. Ownership should be agsigned
when assets are created orfwhen assets are transferred to the organization. Asset ownership should be
reassigned as necessary- {Nhen current asset owners leave or change job roles.

Owner duties O
The asset ownersiiould be responsible for the proper management of an asset over the whole agset life
cycle, ensuring that:

\ >~
a) information and other associated assets are inventoried;

b) information and other associated assets are appropriately classified and protected;

)
N eln cloccifioati oy to aiaad i o ooy,

<7 It S STTIICaTIoIT 15 T oV Icvw ot ptTTotTCarty,

d) components supporting technology assets are listed and linked, such as database, storage, software
components and sub-components;

e) requirements for the acceptable use of information and other associated assets (see 5.10) are
established;

f) access restrictions correspond with the classification and that they are effective and are reviewed
periodically;

g) information and other associated assets, when deleted or disposed, are handled in a secure manner
and removed from the inventory;
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h) they are involved in the identification and management of risks associated with their asset(s);
i) they support personnel who have the roles and responsibilities of managing their information.
Other information

Inventories of information and other associated assets are often necessary to ensure the effective
protection of information and can be required for other purposes, such as health and safety, insurance
or financial reasons. Inventories of information and other associated assets also support risk

management -audit activities vulnerability manacsement incident response and recoverv planning
8 7 7 Y 5 7 A s}

Tasks gand responsibilities can be delegated (e.g. to a custodian looking after the assets on a daily basis),
but thg person or group who delegated them remains accountable.

It can pe useful to designate groups of information and other associated assets which act together to
provide a particular service. In this case, the owner of this service is accountable for the delivery of the
servicg, including the operation of its assets.

See ISQ/IEC 19770-1 for additional information on information technology (IT) asset management. See
[SO 55p01 for additional information on asset management.

5.10 Acceptable use of information and other associated assets_-/

o\
Conttol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Asset ‘management |#Governance_and_Ecosys-
#Integrity #Inforimation_pro- tem #Protection
#Availability tectioh

Contrg¢l

Rules for the acceptable use and procedures fordiandling information and other associated assets
should|be identified, documented and implemented.

Purpogse

-

To ensfire information and other associated assets are appropriately protected, used and handled.
N\

Guidance 'S

-
(

Persorjnel and external pargy,users using or having access to the organization’s information and other
associgted assets should &e'made aware of the information security requirements for protecting and
handlihg the organizatien’s information and other associated assets. They should be responsible for
their upse of any inforation processing facilities.

A

)

The organizatiomghould establish a topic-specific policy on the acceptable use of information and other
associgted assets and communicate it to anyone who uses or handles information and other associated
assets/| The ‘topic-specific policy on acceptable use should provide clear direction on how individuals
are exq)ect,e‘d to use information and other associated assets. The topic-specific policy should state:

a) expected and unacceptable behaviours of individuals from an information security perspective;
b) permitted and prohibited use of information and other associated assets;
¢) monitoring activities being performed by the organization.

Acceptable use procedures should be drawn up for the full information life cycle in accordance with its
classification (see 5.12) and determined risks. The following items should be considered:

a) access restrictions supporting the protection requirements for each level of classification;

b) maintenance of a record of the authorized users of information and other associated assets;
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c) protection of temporary or permanent copies of information to a level consistent with the

protection of the original information;

d) storage of assets associated with information in accordance with manufacturers’ specifications

(see 7.8);

e) clear marking of all copies of storage media (electronic or physical) for the attention
authorized recipient (see 7.10);

of the

F) authorization of rlicpncal of information and other associated assets and cnppnrfnr] deletion
method(s) (see 8.10).
Other information
It can be the case that the assets concerned do not directly belong to the organizatien, such ag public
cloud services. The use of such third-party assets and any assets of the organization associatdd with
such external assets (e.g. information, software) should be identified as applicable and congrolled,
for example, through agreements with cloud service providers. Care shoild-also be taken When a
collaborative working environment is used.
5.11 Return of assets \
SN
Control type Information Cybersecurity Opprﬁtional Security domaips
security properties concepts capabilities
#Preventive #Confidentiality #Protect #A§set_manage- #Protection
#Integrity {ment
#Availability '
Control
Personnel and other interested parties as appropriate should return all the organization’s assets in
their possession upon change or termination of their employment, contract or agreement.
Purpose
To protect the organization’s assets as part of the process of changing or terminating employment,
contract or agreement. Q
Guidance O
The change or termi\ﬁation process should be formalized to include the return of all previously|issued
physical and electfonic assets owned by or entrusted to the organization.
>)
In cases whe.re);ersonnel and other interested parties purchase the organization’s equipment|or use
their own péfsonal equipment, procedures should be followed to ensure that all relevant informgtion is
traced and ‘transferred to the organization and securely deleted from the equipment (see 7.14).
In ¢ages where personnel and other interested parties have knowledge that is important to ongoing
aperations, that information should be documented and transferred to the organization.

During the notice period and thereafter, the organization should prevent unauthorized copying of

relevant information (e.g. intellectual property) by personnel under notice of termination.

The organization should clearly identify and document all information and other associated assets to

be returned which can include:
a) user endpoint devices;
b) portable storage devices;

c) specialist equipment;
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d) authentication hardware (e.g. mechanical keys, physical tokens and smartcards) for information
systems, sites and physical archives;

e) physical copies of information.
Other information

It can be difficult to return information held on assets which are not owned by the organization. In such
cases, it is necessary to restrict the use of information using other information security controls such

as access rlghfc mahngnmnnf (': 1 Q) oruseof r‘rypfngraphy (Q 74)

5.12 (lassification of information

Control type Information Cybersecurity Operational Security demains
security properties concepts capabilities
#Prevdntive #Confidentiality #ldentify #Information_pro- |#Protection
#Integrity tection #Defence
#Availability
Contrg¢l

Information should be classified according to the information security nefas of the organization based
on confidentiality, integrity, availability and relevant interested party fequirements.
</

Purpoge \§

Vs

To enspire identification and understanding of protection needs of information in accordance with its
importance to the organization.

Guidance

The organization should establish a topic-specific;policy on information classification and communicate
it to al] relevant interested parties.

The organization should take into account requirements for confidentiality, integrity and availability in
the clapsification scheme. ~\

Classiffcations and associated protective controls for information should take account of business
needs for sharing or restricting‘information, for protecting integrity of information and for assuring
availability, as well as legal req‘_u»il*ements concerning the confidentiality, integrity or availability of the
information. Assets other than information can also be classified in compliance with classification of
informjation, which is storea in, processed by or otherwise handled or protected by the asset.

'\

Ownelrfs ofinformation\,should be accountable for their classification.
0.

The cljssificationtscheme should include conventions for classification and criteria for review of the

classif{cation<over time. Results of classification should be updated in accordance with changes of the

value, $ensitivity and criticality of information through their life cycle.

>

The scheme-should bealigned tothe topic-specific poli
to address specific business needs of the organization.

The classification can be determined by the level of impact that the information's compromise would
have for the organization. Each level defined in the scheme should be given a name that makes sense in
the context of the classification scheme’s application.

The scheme should be consistent across the whole organization and included in its procedures so that
everyone classifies information and applicable other associated assets in the same way. In this manner,
everyone has a common understanding of protection requirements and applies appropriate protection.

The classification scheme used within the organization can be different from the schemes used by
other organizations, even if the names for levels are similar. In addition, information moving between
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organizations can vary in classification depending on its context in each organization, even if their
classification schemes are identical. Therefore, agreements with other organizations that include
information sharing should include procedures to identify the classification of that information and to
interpret the classification levels from other organizations. Correspondence between different schemes
can be determined by looking for equivalence in the associated handling and protection methods.

Other information

security procedures that apply to all the information in each group facilitates this. Thigyap
reduces the need for case-by-case risk assessment and custom design of controls.

Information can cease to be sensitive or critical after a certain period of time. For example, when the
information has been made public, it no longer has confidentiality requirements but can still gequire
protection for its integrity and availability properties. These aspects should be|taken into agcount,
as over-classification can lead to the implementation of unnecessary controls yesulting in additional
expense or, on the contrary, under-classification can lead to insufficiefit,‘controls to protg¢ct the
information from compromise.

As an example, an information confidentiality classification scheme\can be based on four leyels as
)

follows: oA

o\
a) disclosure causes no harm; D
. . . . > . .
b) disclosure causes minor reputational damage or minor,operational impact;
c) disclosure has a significant short-term impact on‘9perations or business objectives;

d) disclosure has a serious impact on long tetm business objectives or puts the survival|of the
organization at risk.

5.13 Labelling of information

Control type Information Cybersecurity Operational Security domaips
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Information_ #Defence
#Int(eg'rity protection #Protection
#Availability
Control )

An appropriatesét of procedures for information labelling should be developed and implemefted in
accordance4@ith the information classification scheme adopted by the organization.

O
X

Purpose )

\J
ToAactilitate the communication of classification of information and support automation of information
processing and management.

Guidance

Procedures for information labelling should cover information and other associated assets in all
formats. The labelling should reflect the classification scheme established in 5.12. The labels should
be easily recognizable. The procedures should give guidance on where and how labels are attached in
consideration of how the information is accessed or the assets are handled depending on the types of
storage media. The procedures can define:

a) caseswhere labelling is omitted (e.g.labelling of non-confidential information to reduce workloads);

b) how to label information sent by or stored on electronic or physical means, or any other format;
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c¢) how to handle cases where labelling is not possible (e.g. due to technical restrictions).
Examples of labelling techniques include:

a) physical labels;

b) headers and footers;

c) metadata;

d) wdtermarking;
e) rupber-stamps.

Digitall information should utilize metadata in order to identify, manage and control infermation,
especially with regard to confidentiality. Metadata should also enable efficient and correct Searching for
informjation. Metadata should facilitate systems to interact and make decisions based on-the associated
classification labels.

The prfocedures should describe how to attach metadata to information, whatdabéls to use and how
data should be handled, in line with the organization’s information model and4€T architecture.

Relevant additional metadata should be added by systems when they progess information depending
on its information security properties. o0\

-

Personnel and other interested parties should be made aware of labélling procedures. All personnel
should| be provided with the necessary training to ensure that infformation is correctly labelled and
handlegd accordingly.

Output from systems containing information that is classified as being sensitive or critical should carry
an appfopriate classification label.

Other information
Labelling of classified information is a key reqtirement for information sharing.

Other yiseful metadata that can be attached'to the information is which organizational process created
the infprmation and at what time.

Labelling of information and othe:r associated assets can sometimes have negative effects. Classified
assetscan be easier to 1dent1fy~b37 malicious actors for potential misuse.

Some gystems do not label inliividual files or database records with their classification but protect all
informfation at the hlghestlevel of classification of any of the information that it contains or is permitted
to conflain. It is usual 11\ stich systems to determine and then label information when it is exported.

ov

X

5.14 Informati¢h transfer

Coptrol tyf)e Information Cybersecurity Operational Security domains
) security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management #Protection
#Integrity #Information_protection
#Availability
Control

Information transfer rules, procedures, or agreements should be in place for all types of transfer
facilities within the organization and between the organization and other parties.
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Purpose

To maintain the security of information transferred within an organization and with any external
interested party.

Guidance
General

The organization should establish and communicate a topic-specific policy on information transfer

to all relevant interested parties. Rules, procedures and agreements to protect information in [transit
should reflect the classification of the information involved. Where information is transferréd.b¢tween
the organization and third parties, transfer agreements (including recipient authentication) shguld be
established and maintained to protect information in all forms in transit (see 5.10).

Information transfer can happen through electronic transfer, physical storage media transfer and
verbal transfer.

For all types of information transfer, rules, procedures and agreements should include:

a) controls designed to protect transferred information from inte€reeption, unauthorized pccess,
copying, modification, misrouting, destruction and denial of(s&rvice, including levels of|access
control commensurate with the classification of the information involved and any special cpntrols
that are required to protect sensitive information, such as use of cryptographic techniqups (see
8.24);

\ >

b) controls to ensure traceability and non- repudlatlon., 1ﬁclud1ng maintaining a chain of custpdy for
information while in transit;

c) identification of appropriate contacts related’to the transfer including information ownefs, risk
owners, security officers and information.custodians, as applicable;

d) responsibilities and liabilities in the event of information security incidents, such as loss of physical
storage media or data;

e) use of an agreed labelling system for sensitive or critical information, ensuring that the meaning
of the labels is immediately uniderstood and that the information is appropriately protectgd (see

5.13); Q

f) reliability and availability of the transfer service;

g) the topic-specifi{:‘pdlicy or guidelines on acceptable use of information transfer facilities (se¢ 5.10);

h) retention a\nd~disposal guidelines for all business records, including messages;
N/
NOTE Local legislation and regulations can exist regarding retention and disposal of business records.

i) the g{fhsideration of any other relevant legal, statutory, regulatory and contractual requir¢ments
(see 5.31, 5.32, 5.33, 5.34) related to transfer of information (e.g. requirements for eleftronic
,'signatures).

Electronic transfer

Rules, procedures and agreements should also consider the following items when using electronic
communication facilities for information transfer:

a) detection of and protection against malware that can be transmitted through the use of electronic
communications (see 8.7);

b) protection of communicated sensitive electronic information that is in the form of an attachment;
c) prevention against sending documents and messages in communications to the wrong address or

number;
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d) obtaining approval prior to using external public services such as instant messaging, social
networking, file sharing or cloud storage;

e) stronger levels of authentication when transferring information via publicly accessible networks;

f) restrictions associated with electronic communication facilities (e.g. preventing automatic
forwarding of electronic mail to external mail addresses);

g) advising personnel and other interested parties not to send short message service (SMS) or instant
messages with critical information since these can bhe read in pnh]ir p]arnc (anr] therefore ]‘\y
unfauthorized persons) or stored in devices not adequately protected;

h) adyising personnel and other interested parties about the problems of using fax machines or
sefvices, namely:
1)| unauthorized access to built-in message stores to retrieve messages;
2)| deliberate or accidental programming of machines to send messages to specifi¢ numbers.

Physical storage media transfer

When fransferring physical storage media (including paper), rules, procedpres and agreements should

also influde: 2N

o\
a) responsibilities for controlling and notifying transmission, dispatch and receipt;
N,

b) enpuring correct addressing and transportation of the message;

c) packaging that protects the contents from any physical' damage likely to arise during transit
anE in accordance with any manufacturers’ specifications, for example protecting against any
enironmental factors that can reduce the effectiveness of restoring storage media such as
exposure to heat, moisture or electromagnetig\fields; using minimum technical standards for
packaging and transmission (e.g. the use of opaque envelopes);

d) aljstof authorized reliable couriers agreed-by management;

e) coprier identification standards; -\

f) depending on the classificationidevel of the information in the storage media to be transported, use
tamper evident or tamper-rgSiStant controls (e.g. bags, containers);

g) prpcedures to verify the-dentification of couriers;

-\

h) approved list of thij\rél‘parties providing transportation or courier services depending on the

clgssification of the<information;
N/

i) kepping logs ‘fo(r identifying the content of the storage media, the protection applied as well as
regording-the list of authorised recipients, the times of transfer to the transit custodians and
regeipt afthe destination.

Verballtrahsfer

To protect verbal transfer of information, personnel and other interested parties should be reminded

that they should:

a) not have confidential verbal conversations in public places or over insecure communication
channels since these can be overheard by unauthorized persons;

b) notleave messages containing confidential information on answering machines or voice messages
since these can be replayed by unauthorized persons, stored on communal systems or stored
incorrectly as a result of misdialling;

c) bescreened to the appropriate level to listen to the conversation;
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d) ensure that appropriate room controls are implemented (e.g. sound-proofing, closed door);

e) begin any sensitive conversations with a disclaimer so those present know the classification level

and any handling requirements of what they are about to hear.
Other information

No other information.

'5-15Accesstontrot

Rules to control physical and logical access to information and othetrassociated assets shg

established and implemented based on business and information segu,rity requirements.
)

Purpose N,

-

J

assets. /

¢

Guidance

requirements related to access control. A topigispecific policy on access control should be defined
takes account of these requirements and sh@uld be communicated to all relevant interested part

These requirements and the topic-specific policy should consider the following:

assets;
2N\
b) security of applicatiqns(see 8.26);

c) physical access, )A/)fliéh needs to be supported by appropriate physical entry controls (see ]
7.4); )

d) information dissemination and authorization (e.g. the need-to-know principle) and infor
security levels and classification of information (see 5.10, 5.12, 5.13);

e) resfrittions to privileged access (see 8.2);

f) ‘seéregation of duties (see 5.3);
)

Control type Information Cybersecurity Operational Securitydorhains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #PRrotection
#Integrity cess_management
#Availability
Control

uld be

To ensure authorized access and to prevent unauthorized-access to information and other ass¢ciated

Owners of information and other associated assets should determine information security and byisiness

which
ies.

a) determining which entities.reéluire which type of access to the information and other ass¢ciated

.2, 7.3,

mation

T) Televant [egistation, Tegutations and any contractual optigations Tegarding timitation of ac
data or services (see 5.31, 5.32, 5.33, 5.34, 8.3);

h) segregation of access control functions (e.g. access request, access authorization,
administration);

i) formal authorization of access requests (see 5.16 and 5.18);
j) the management of access rights (see 5.18);

k) logging (see 8.15).
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Access

control rules should be implemented by defining and mapping appropriate access rights and

restrictions to the relevant entities (see 5.16). An entity can represent a human user as well as a
technical or logical item (e.g. a machine, device or a service). To simplify the access control management,
specific roles can be assigned to entity groups.

The following should be taken into account when defining and implementing access control rules:

a) consistency between the access rights and information classification;

b) co

nsistencu hetweenthe accessrichtsandthe nhvusicalnerimetersecuritvneedsandreguirements:
Y 5 | s ) o4 T Y

c) co
pr
se

d) co

Other

There

used p
a) ne
or
he

b) ne
clg

hsidering all types of available connections in distributed environments so entities are-only
pvided with access to information and other associated assets, including networks and nétwork
"vices, that they are authorized to use;

hsidering how elements or factors relevant to dynamic access control can be reflected.
information

hre often overarching principles used in the context of access control. Two of the most frequently
Finciples are:

ed-to-know: an entity is only granted access to the information @rich that entity requires in
ler to perform its tasks (different tasks or roles mean different need-to-know information and
hce different access profiles); )

N,
ed-to-use: an entity is only assigned access to informatiox technology infrastructure where a
ar need is present. ]

Care should be taken when specifying access control rules;to consider:

a) e
ex
ex

2]

b) ch
faq

fablishing rules based on the premise of least privilege, “Everything is generally forbidden unless
pressly permitted”, rather than the weakér rule, “Everything is generally permitted unless
pressly forbidden”;

hnges in information labels (see 5.13):that are initiated automatically by information processing
ilities and those initiated at the gdiseretion of a user;

c¢) ch

hnges in user permissions thiat are initiated automatically by the information system and those

inftiated by an administratqf;y~

d) W]Ln to define and regu‘lgr’ly review the approval.
=\

Access

There
(discre
contro

control rules shoﬁl‘d’be supported by documented procedures (see 5.16, 5.17, 5.18, 8.2, 8.3, 8.4,
8) and defined P¢Sponsibilities (see 5.2, 5.17).

X

are severalWays to implement access control, such as MAC (mandatory access control), DAC
tionary access control), RBAC (role-based access control) and ABAC (attribute-based access

). \

N\

Access

control rules can also contain dvnamic elements (e g.a function that evaluates past accesses or

specific environment values). Access control rules can be implemented in different granularity, ranging
from covering whole networks or systems to specific data fields and can also consider properties
such as user location or the type of network connection that is used for access. These principles and
how granular access control is defined can have a significant cost impact. Stronger rules and more
granularity typically lead to higher cost. Business requirements and risk considerations should be used
to define which access control rules are applied and which granularity is required.

28

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

5.16 Identity management

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control

The full life cycle of identities should be managed.
Purpose

To allow for the unique identification of individuals and systems accessing~the organiz
information and other associated assets and to enable appropriate assignment ofaccess rights.

Guidance
The processes used in the context of identity management should ensuré that:

a) for identities assigned to persons, a specific identity is only linked to a single person to be
hold the person accountable for actions performed with this sﬁécific identity;

b) identities assigned to multiple persons (e.g. shared identities) are only permitted whef
are necessary for business or operational reasons{ahd are subject to dedicated approy
documentation; <

c) identities assigned to non-human entities are ‘sttbject to appropriately segregated approy
independent ongoing oversight;

d) identities are disabled or removed in a;timely fashion if they are no longer required (e.g.
associated entities are deleted or nolonger used, or if the person linked to an identity has
organization or changed the role);

e) ina specific domain, a single idéntity is mapped to a single entity, [i.e. mapping of multiple id¢
to the same entity within the same context (duplicate identities) is avoided];

f) records of all signifigar}t events concerning the use and management of user identities
authentication information are kept.

The organization sh&)ld have a supporting process in place to handle changes to information

to user identities:T'Wese processes can include re-verification of trusted documents related to a Terson.
>)

When using, iglg?ﬂtities provided or issued by third parties (e.g. social media credentials), the organ
should ensp':‘e the third-party identities provide the required trust level and any associated ri
known-and sufficiently treated. This can include controls related to the third parties (see 5.19)
as controls related to associated authentication information (see 5.17).

Oth‘er information

ation’s

hble to

e they
al and

al and

f their
eft the

ntities

and of

related

zation
tks are
hs well

Providing or revoking access to information and other associated assets is usually a multi-step

procedure:
a) confirming the business requirements for an identity to be established;
b) verifying the identity of an entity before allocating them a logical identity;

c) establishing an identity;

d) configuring and activating the identity. This also includes configuration and initial setup of related

authentication services;
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e)

providing or revoking specific access rights to the identity, based on appropriate authorization or
entitlement decisions (see 5.18).

5.17 Authentication information

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
H#hrtegrity CeSS_IMarTagenTent
#Availability
Contrg¢l

Allocation and management of authentication information should be controlled by a miahagement
procesp, including advising personnel on the appropriate handling of authentication infofmation.

Purpofse

To enspire proper entity authentication and prevent failures of authentication precesses.

Guidance )

AS
20
Allocation of authentication information M
</

The allocation and management process should ensure that: 4

a) personal passwords or personal identification numbers_[PINs) generated automatically during
enfolment processes as temporary secret authenticatian information are non-guessable and unique
fof each person, and that users are required to change,thiem after the first use;

b) prpcedures are established to verify the identity\of a user prior to providing new, replacement or
temporary authentication information;

c) aufhentication information, including temporary authentication information, is transmitted
to|users in a secure manner (e.g. over-an authenticated and protected channel) and the use of
unprotected (clear text) electronicail messages for this purpose is avoided;

d) usprs acknowledge receipt of attthentication information;

A . . . : .

e) default authentication information as predefined or provided by vendors is changed immediately

following installation oﬁs)yétems or software;
-\
f) regords of significantevents concerning allocation and management of authentication information

arg kept and theirvonfidentiality is granted, and that the record-keeping method is approved (e.g.
by|lusing an approved password vault tool).

User r¢sponsibilities

]

Any pdrsonhaving access to or using authentication information should be advised to ensure that:
)

a)

b)

30

secret authentication information such as passwords are kept confidential. Personal secret
authentication information is not to be shared with anyone. Secret authentication information used
in the context of identities linked to multiple users or linked to non-personal entities are solely
shared with authorized persons;

affected or compromised authentication information is changed immediately upon notification of
or any other indication of a compromise;
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c¢) when passwords are used as authentication information, strong passwords according to best

practice recommendations are selected, for example:

1) passwords are not based on anything somebody else can easily guess or obtain using person-

related information (e.g. names, telephone numbers and dates of birth);

2) passwords are not based on dictionary words or combinations thereof;

3) use easy to remember passphrases and try to include alphanumerical and special characters;

4) passwords have a minimum length;
d) the same passwords are not used across distinct services and systems;

e) the obligation to follow these rules is also included in terms and conditions of employme
6.2).

Password management system

When passwords are used as authentication information, the password ntandgement system shd
a) allow users to select and change their own passwords and incliid€ a confirmation proceqd
address input errors; o~

LS

b) enforce strong passwords according to good practicg recommendations [see c) off
responsibilities]; (

c) force users to change their passwords at firstlogin; <

d) enforce password changes as necessary, for exanple after a security incident, or upon term
or change of employment when a user has known passwords for identities that remain acti
shared identities);

e) preventre-use of previous passwords}

f) prevent the use of commonly-used passwords and compromised usernames, pa
combinations from hacked sysfems;

g) notdisplay passwords 0(1 the screen when being entered;
h) store and transmit phsSwords in protected form.

Password encryptgqn) and hashing should be performed according to approved cryptog
techniques for passwords (see 8.24).
~

Other inforrpa}ion
¥

Passwords”o‘r passphrases are a commonly used type of authentication information and are a cq
means ot‘verlfymg a user’s identity. Other types of authentication information are cryptograph
data dtored on hardware tokens (e.g. smart cards) that produce authentication codes and bid

ht (see

uld:

lure to

"User

nation
ve (e.g.

sword

raphic

mmon
c keys,
metric
series.

data'such as iris scans or fingerprints. Additional information can be found in the ISO/IEC 24760

Requiring frequent change of passwords can be problematic because users can get annoyed
frequent changes, forget new passwords, note them down in unsafe places, or choose unsafe pass

by the
words.

Provision of single sign on (SSO) or other authentication management tools (e.g. password vaults)
reduces the amount of authentication information that users are required to protect and can thereby
increase the effectiveness of this control. However, these tools can also increase the impact of disclosure

of authentication information.

Some applications require user passwords to be assigned by an independent authority. In such cases, a),

c) and d) of "Password management system" do not apply.
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5.18 Access rights

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control
Access| rights to information and other associated assets should be provisioned, reviewed, modified

and re

moved in accordance with the organization’s topic-specific policy on and rules for access control.

Purpose

To ens
busine

Guida

Provis

The py
entity’

a)

ire access to information and other associated assets is defined and authorized according to the
S requirements.

1ce

on and revocation of access rights

ovisioning process for assigning or revoking physical and logica\ﬂccess rights granted to an

5 authenticated identity should include: D

obaining authorization from the owner of the information antl*other associated assets for the use

of

the information and other associated assets (see 5.9). Separate approval for access rights by

mgnagement can also be appropriate;

b) copsidering the business requirements and the orgahization’s topic-specific policy and rules on
acfess control;

c) copsidering segregation of duties, including.segregating the roles of approval and implementation
of the access rights and separation of conflicting roles;

d) enpuring access rights are removed:when someone does not need to access the information and
other associated assets, in particulap ensuring access rights of users who have left the organization
arg removed in a timely fashion;

e) copsidering giving tempqx:z{ry access rights for a limited time period and revoking them at the
expiration date, in particular for temporary personnel or temporary access required by personnel;

-\

f) vefifying that the levél of access granted is in accordance with the topic-specific policies on
acfess control (see 5.15) and is consistent with other information security requirements such as
segregation of duties (see 5.3);

g) enpuring that access rights are activated (e.g. by service providers) only after authorization
prpceduses are successfully completed;

h) maintaining a central record of access rights granted to a user identifier (ID, logical or physical) to
access information and other associated assets;

i) modifying access rights of users who have changed roles or jobs;

j) removing or adjusting physical and logical access rights, which can be done by removal, revocation
or replacement of keys, authentication information, identification cards or subscriptions;

k) maintaining a record of changes to users’ logical and physical access rights.

Revi f io]

Regular reviews of physical and logical access rights should consider the following:

32
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a) users’ access rights after any change within the same organization (e.g. job change, promotion,
demotion) or termination of employment (see 6.1 to 6.5);

b) authorizations for privileged access rights.

Consideration before change or termination of employment

A user’s access rights to information and other associated assets should be reviewed and adjusted or
removed before any change or termination of employment based on the evaluation of risk factors such

S,

a) whether the termination or change is initiated by the user or by management and the!ieafon for
termination;

b) the current responsibilities of the user;
c) the value of the assets currently accessible.
Other information

Consideration should be given to establishing user access roles basedion business requirements that

summarize a number of access rights into typical user access profileg. Access requests and rev]ews of

access rights are easier managed at the level of such roles than at taglevel of particular rights.
o\

Consideration should be given to including clauses in personfiel contracts and service contradts that
specify sanctions if unauthorized access is attempted by per§onnel (see 5.20, 6.2, 6.4, 6.6).

Vs

In cases of management-initiated termination, disgruntied personnel or external party usgrs can
deliberately corrupt information or sabotage information processing facilities. In cases of gersons
resigning or being dismissed, they can be temptedito collect information for future use.

Cloning is an efficient way for organizations\to assign access to users. However, it should be done
with care based on distinct roles identified by the organization rather than just cloning an iglentity
with all associated access rights. Cloning has an inherent risk of resulting in excessive access rights to
information and other associated assets:

5.19 Information security in supplier relationships

N
Control type ln‘fé‘fmation Cybersecurity Operational Security dorpains
seclrity properties concepts capabilities
#Preventive #@nfidentiality #ldentify #Supplier_relation- |#Governance_pnd_
#ntegrity ships_security Ecosystem #Protec-
#Availability tion

\

~ N\
p.

Control X

X

>

Processes and procedures should be defined and implemented to manage the information s¢curity
risks\@ssociated with the use of supplier’s products or services.

To maintain an agreed level of information security in supplier relationships.
Guidance

The organization should establish and communicate a topic-specific policy on supplier relationships to
all relevant interested parties.

The organization should identify and implement processes and procedures to address security risks
associated with the use of products and services provided by suppliers. This should also apply to the
organization’s use of resources of cloud service providers. These processes and procedures should
include those to be implemented by the organization, as well as those the organization requires the
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supplier to implement for the commencement of use of a supplier’s products or services or for the
termination of use of a supplier’s products and services, such as:

a)

b)

f)

g)

h)

j)

k)

D

34

identifying and documenting the types of suppliers (e.g. ICT services, logistics, utilities, financial
services, ICT infrastructure components) which can affect the confidentiality, integrity and
availability of the organization's information;

establishing how to evaluate and select suppliers according to the sensitivity of information,
products and services (e.g. with market analysis, customer references, review of documents, on-
siteassessmrents; certifications);

evpluating and selecting supplier’s products or services that have adequate information security
coptrols and reviewing them; in particular, accuracy and completeness of controls implemented
by|the supplier that ensure integrity of the supplier’s information and information processing and
hepce the organization’s information security;

defining the organization’s information, ICT services and the physical infrastructure-that suppliers
cap access, monitor, control or use;

defining the types of ICT infrastructure components and services provided.-by suppliers which can
affect the confidentiality, integrity and availability of the organization'sinformation;

\ )

aspessing and managing the information security risks associated wj\fH:

1)| the suppliers’ use of the organization’s information and other associated assets, including risks
originating from potential malicious supplier personnel )"

2)| malfunctioning or vulnerabilities of the products (incfuding software components and sub-
components used in these products) or services provided by the suppliers;

monitoring compliance with established information security requirements for each type of
supplier and type of access, including third-party review and product validation;

mitigating non-compliance of a supplier, whether this was detected through monitoring or by other
means;

hapdling incidents and contingengies associated with supplier products and services including
regponsibilities of both the organization and suppliers;

regilience and, if necessary,\}e‘covery and contingency measures to ensure the availability of the
supplier’s information and.ihformation processing and hence the availability of the organization’s
information; )

awareness and training for the organization’s personnel interacting with supplier personnel
regarding appropriate rules of engagement, topic-specific policies, processes and procedures
and behavioup based on the type of supplier and the level of supplier access to the organization’s
syptems and information;

]
managing the necessary transfer of information, other associated assets and anything else that
needSto be changed and ensuring that information security is maintained throughout the transfer

period;

requirements to ensure a secure termination of the supplier relationship, including:

1) de-provisioning of access rights;

2) information handling;

3) determining ownership of intellectual property developed during the engagement;
4) information portability in case of change of supplier or insourcing;

6) records management;
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7) return of assets;
8) secure disposal of information and other associated assets;
9) ongoing confidentiality requirements;
n) level of personnel security and physical security expected from supplier's personnel and facilities.

The procedures for continuing information processing in the event that the supplier becomes unable to
supply its products or services (e.g. because of an incident, because the supplier is no longer in business,

or no longer provides some components due to technology advancements) should be consid¢red to
avoid any delay in arranging replacement products or services (e.g. identifying an alternative Shipplier
in advance or always using alternative suppliers).

Other information

In cases where it is not possible for an organization to place requirements on a supplier, the organjzation
should:

a) consider the guidance given in this control in making decisions aboutychoosing a supplier pnd its
product or service;

. . - )
b) implement compensating controls as necessary based on a riskissessment.
o\

Information can be put at risk by suppliers with inadequate inf@bmation security management. Cpntrols
should be determined and applied to manage the supplier's;dccess to information and other ass¢ciated
assets. For example, if there is a special need for confidentiality of the information, non-dis¢losure
agreements or cryptographic techniques can be used. Another example is personal data protection
risks when the supplier agreement involves transfer-of, or access to, information across bordefs. The
organization needs to be aware that the legal or-€ontractual responsibility for protecting information
remains with the organization.

Risks can also be caused by inadequate controls of ICT infrastructure components or services prjovided
by suppliers. Malfunctioning or vulnerable components or services can cause information s¢curity
breaches in the organization or to.another entity (e.g. they can cause malware infection, attacks or
other harm on entities other than:the organization).

See ISO/IEC 27036-2 for more detail.

—~\

( '
5.20 Addressing information security within supplier agreements

o~

)

=

Control type ~) Information Cybersecurity Operational Security dorhains
7} security properties concepts capabilities
#Preventive() V' |#Confidentiality #ldentify #Supplier_relation- |#Governance_pnd_
Vo #Integrity ships_security Ecosystem #Protec-
) #Availability tion
Control

)

Retevantinformationrsecurity requiremnents shoutd beestablishedamdagreed withreachsupptiet based
on the type of supplier relationship.

Purpose
To maintain an agreed level of information security in supplier relationships.
Guidance

Supplier agreements should be established and documented to ensure that there is clear understanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.
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The following terms can be considered for inclusion in the agreements in order to satisfy the identified
information security requirements:

a)

b)

c)

d)

f)

g)

h)

j)

k)

D

p)
q)

36

description of the information to be provided or accessed and methods of providing or accessing
the information;

classification of information according to the organization’s classification scheme (see 5.10, 5.12,
5.13);

mapping between the organization’s own classification scheme and the classification scheme of the
) 36 fisiaiat =7 5

supplier;

legal, statutory, regulatory and contractual requirements, including data protection, hdndling
of |personally identifiable information (PII), intellectual property rights and copyright) and a
dekcription of how it will be ensured that they are met;

obligation of each contractual party to implement an agreed set of controls,including access
coptrol, performance review, monitoring, reporting and auditing, and the supplier’s obligations to
comply with the organization’s information security requirements;

rujes of acceptable use of information and other associated assets, including unacceptable use if

necessary, U
)

prpcedures or conditions for authorization and removal of the Suthorization for the use of the
orfanization’s information and other associated assets by supplier personnel (e.g. through an
explicit list of supplier personnel authorized to use the @rganization’s information and other
asyociated assets); <

wn

information security requirements regarding the supplier’s ICT infrastructure; in particular,
minimum information security requirements for_each type of information and type of access to
sefve as the basis for individual supplier agreements based on the organization’s business needs
anf risk criteria;

indlemnities and remediation for failure of(Contractor to meet requirements;

in¢ident management requirements.and procedures (especially notification and collaboration
dufring incident remediation);

trgining and awareness requirements for specific procedures and information security
refuirements (e.g. for inci.démt response, authorization procedures);

relevant provisions forgﬁb-contracting, including the controls that need to be implemented, such
aslagreement on the;u?se of sub-suppliers (e.g. requiring to have them under the same obligations of
the supplier, requising to have a list of sub-suppliers and notification before any change);

N/

. . . . N
rejevant COI’ltaC‘tS, lncludlng a contact person for information securlty 1ssues;

regponsibilities for conducting the screening and notification procedures if screening has not been
completed or if the results give cause for doubt or concern;

anE‘ screéning requirements, where legally permissible, for the supplier’s personnel, including

the evidence and assurance mechanisms of third-party attestations for relevant information
security requirements related to the supplier processes and an independent report on effectiveness
of controls;

right to audit the supplier processes and controls related to the agreement;

supplier’s obligation to periodically deliver a report on the effectiveness of controls and agreement
on timely correction of relevant issues raised in the report;

defect resolution and conflict resolution processes;
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s) providing backup aligned with the organization’s needs (in terms of frequency and type and

storage location);

t) ensuring the availability of an alternate facility (i.e. disaster recovery site) not subject to the same
threats as the primary facility and considerations for fall back controls (alternate controls) in the

event primary controls fail;

u) having a change management process that ensures advance notification to the organization and

the possibility for the organization of not accepting changes;

v) physical security controls commensurate with the information classification;

w) information transfer controls to protect the information during physical transferor
transmission;

x) termination clauses upon conclusion of the agreement including records management, re

logical

urn of

assets, secure disposal of information and other associated assets, and any-engoing confidentiality

obligations;

y) provision of a method of securely destroying the organization’s infermation stored by the s
as soon as it is no longer required;

ipplier

. 7 : .
z) ensuring, at the end of the contract, handover support to angther supplier or to the organjzation

itself. 2
D)

The organization should establish and maintain a register of agreements with external partips (e.g.
contracts, memorandum of understanding, informatiofi‘shiaring agreements) to keep track of|where
their information is going. The organization should -also regularly review, validate and update their

agreements with external parties to ensure they are still required and fit for purpose with r
information security clauses.

Other information

blevant

The agreements can vary considerably, for different organizations and among the different types

of suppliers. Therefore, care should be taken to include all relevant requirements for add
information security risks. Al

ressing

For details on supplier agreements, see ISO/IEC 27036 series. For cloud service agreemenfts, see

ISO/IEC 19086 series. &
'S

o~ N\
(

5.21 Managing ipfo)rhlation security in the ICT supply chain

2

Control type ) Information Cybersecurity Operational Security dorhains
A security properties concepts capabilities
#Preventive N #Confidentiality #ldentify #Supplier_relation- |#Governance_pnd_
J. #Integrity ships_security Ecosystem #Protec-
N #Availability tion
Control

Processes and procedures should be defined and implemented to manage the information security

risks associated with the ICT products and services supply chain.
Purpose

To maintain an agreed level of information security in supplier relationships.
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Guidance

The following topics should be considered to address information security within ICT supply chain
security in addition to the general information security requirements for supplier relationships:

a)
b)

f)

g)

k)

D)

defining information security requirements to apply to ICT product or service acquisition;

requiring that ICT services suppliers propagate the organization’s security requirements
throughout the supply chain if they sub-contract for parts of the ICT service provided to the

ganization:
or 5

refuiring that ICT products suppliers propagate appropriate security practices throughout:the
supply chain if these products include components purchased or acquired from cther suppliers or
other entities (e.g. sub-contracted software developers and hardware componernt providers);

—

refiuesting that ICT products suppliers provide information describing the software components
usgd in products;

refuesting that ICT products suppliers provide information describing the implemented security
fupctions of their product and the configuration required for its secure operation;

implementing a monitoring process and acceptable methods for valigating that delivered ICT
prpducts and services comply with stated security requirements. Examples of such supplier review
mé¢thods can include penetration testing and proof or validation of third- -party attestations for the
supplier’s information security operations;

N,

implementing a process for identifying and documenting’ product or service components that
arg¢ critical for maintaining functionality and thereforée require increased attention, scrutiny
and further follow up required when built outside of‘the organization especially if the supplier
ouftsources aspects of product or service components‘to other suppliers;

obftaining assurance that critical components and their origin can be traced throughout the supply
chpin;

obftaining assurance that the delivered ICT products are functioning as expected without any
uniexpected or unwanted features;

lementing processes to ensyure that components from suppliers are genuine and unaltered from
their specification. Example measures include anti-tamper labels, cryptographic hash verifications
or|digital signatures. quttorlng for out of specification performance can be an indicator of
tampering or counterfeits:-Prevention and detection of tampering should be implemented during
multiple stages in the sy%tem development life cycle, including design, development, integration,

obftaining assuf@iice that ICT products achieve required security levels, for example, through formal
ceftification.of"an evaluation scheme such as the Common Criteria Recognition Arrangement;

defining-rules for sharing of information regarding the supply chain and any potential issues and
compremises among the organization and suppliers;
)

implementing specific processes for managing ICT component life cycle and availability and
associated security risks. This includes managing the risks of components no longer being available
due to suppliers no longer being in business or suppliers no longer providing these components due
to technology advancements. Identification of an alternative supplier and the process to transfer
software and competence to the alternative supplier should be considered.

Other information

The specific ICT supply chain risk management practices are built on top of general information
security, quality, project management and system engineering practices but do not replace them.

38
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Organizations are advised to work with suppliers to understand the ICT supply chain and any matters
that have an important effect on the products and services being provided. The organization can
influence ICT supply chain information security practices by making clear in agreements with their
suppliers the matters that should be addressed by other suppliers in the ICT supply chain.

ICT should be acquired from reputable sources. The reliability of software and hardware is a matter
of quality control. While it is generally not possible for an organization to inspect the quality control
systems of its vendors, it can make reliable judgments based on the reputation of the vendor.

ICT buppl_y t}ldill [EN) dddl Cbbcd ]llCI [S] illL}uL]le L‘lULlL]l SCI1 ViLCb.
Examples of ICT supply chains are:

a) cloud services provisioning, where the cloud service provider relies on the software developers,
telecommunication service providers, hardware providers;

b) IoT, where the service involves the device manufacturers, the cloud service providers (¢.g. the
[oT platform operators), the developers for mobile and web applications, the vendor of software
libraries;

c) hosting services, where the provider relies on external service desks including first, secohd and

third support levels. O
)

See ISO/IEC 27036-3 for more details including risk assessmentgl\lidance.
</

Software identification (SWID) tags can also help to achieve better information security in the|supply
chain, by providing information about software provenancé. See ISO/IEC 19770-2 for more details.

5.22 Monitoring, review and change managemént of supplier services

Control type Information Cybersecurity Operational Security dorhains
security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Supplier_relation- |#Governance_pnd_
#Integrity ships_security Ecosystem #Protec-
#Availability  -.( #Information_secu- |[tion

- rity_assurance #Defence
-
Control O

The organization sh@ujd regularly monitor, review, evaluate and manage change in supplier information
security practices'dand service delivery.
~

Purpose Q)

X

To mainta}frf an agreed level of information security and service delivery in line with sppplier

agreemeiits.
]

Guidance

Monitoring, review and change management of supplier services should ensure the information
security terms and conditions of the agreements are complied with, information security incidents
and problems are managed properly and changes in supplier services or business status do not affect
service delivery.

This should involve a process to manage the relationship between the organization and the supplier to:
a) monitor service performance levels to verify compliance with the agreements;
b) monitor changes made by suppliers including:

1) enhancements to the current services offered;
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development of any new applications and systems;
modifications or updates of the supplier’s policies and procedures;

new or changed controls to resolve information security incidents and to improve information
security;

monitor changes in supplier services including:

by|the agreements;

changes and enhancement to networks;

use of new technologies;

adoption of new products or newer versions or releases;
new development tools and environments;

changes to physical location of service facilities;

change of sub-suppliers;

sub-contracting to another supplier;

\ )
Fiew service reports produced by the supplier and arrange regulargfogress meetings as required
0
hduct audits of suppliers and sub-suppliers, in conjunction'with review of independent auditor’s
borts, if available and follow-up on issues identified; %N

pvide information about information security incidefts and review this information as required

by|the agreements and any supporting guidelines and’procedures;

yiew supplier audit trails and records of information security events, operational problems,

failures, tracing of faults and disruptions related to the service delivered;

bpond to and manage any identified information security events or incidents;

id¢ntify information security vulnerabilities and manage them;

yiew information security aspects of the supplier’s relationships with its own suppliers;

( '
sure that the supplier(iaintains sufficient service capability together with workable plans
signed to ensure thathagreed service continuity levels are maintained following major service

faijlures or disaster (sg'e;\ .29, 5.30, 5.35, 5.36, 8.14);

2)
3)
4)
‘)
1y
2)
3)
4)
5)
6)
7)
d) re
e) co
re
f) pr
g) re
h) re
)
j) re
k) en
de
1) en
re
m) ev,
The re
or tea

\
sure that sufipliers assign responsibilities for reviewing compliance and enforcing the
quirements.of the agreements;

'0¥

hluate reg-lilarly that the suppliers maintain adequate information security levels.
]

sponsibility for managing supplier relationships should be assigned to a designated individual
n “Sufficient technical skills and resonurces should be made available to maonitor that the

requirements of the agreement, in particular the information security requirements, are being met.
Appropriate actions should be taken when deficiencies in the service delivery are observed.

Other information

See ISO/IEC 27036-3 for more detail.
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Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion
Control

Processes for acquisition, use, management and exit from cloud services should be establiqg
accordance with the organization’s information security requirements.

Purpose
To specify and manage information security for the use of cloud services.
Guidance

The organization should establish and communicate topic-specific poliey on the use of cloud sery
all relevant interested parties.

\ )
The organization should define and communicate how it intends @nanage information securit
associated with the use of cloud services. It can be an extension-or part of the existing approach f
an organization manages services provided by external parties (see 5.21 and 5.22).

The use of cloud services can involve shared responsibilitﬁ for information security and collab
effort between the cloud service provider and the orgahization acting as the cloud service custd
is essential that the responsibilities for both the cloud service provider and the organization, a
the cloud service customer, are defined and implémented appropriately.

The organization should define:

a) all relevant information security requirements associated with the use of the cloud services
b) cloud service selection criterialand scope of cloud service usage;

c) rolesand responsibiliti@ related to the use and management of cloud services;

d) which information sedurity controls are managed by the cloud service provider and wh

managed by the organization as the cloud service customer;

-\
e) how to obtain‘and utilize information security capabilities provided by the cloud service prd
>)

hed in

ices to

y risks
or how

prative
mer. [t
ting as

ch are

vider;

f) howto olftain assurance on information security controls implemented by cloud service proyiders;

X
howt manage controls, interfaces and changes in services when an organization uses n

g) (
cleud'services, particularly from different cloud service providers;

ultiple

) “p‘rocedures for handling information security incidents that occur in relation to the use

FaVatal o4 ParaVell

oIf cloud

CTvTCCY;

i) its approach for monitoring, reviewing and evaluating the ongoing use of cloud services to manage

information security risks;

j)  how to change or stop the use of cloud services including exit strategies for cloud services.

Cloud service agreements are often pre-defined and not open to negotiation. For all cloud services,
the organization should review cloud service agreements with the cloud service provider(s). A cloud
service agreement should address the confidentiality, integrity, availability and information handling
requirements of the organization, with appropriate cloud service level objectives and cloud service
qualitative objectives. The organization should also undertake relevant risk assessments to identify
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the risks associated with using the cloud service. Any residual risks connected to the use of the cloud
service should be clearly identified and accepted by the appropriate management of the organization.

An agreement between the cloud service provider and the organization, acting as the cloud service
customer, should include the following provisions for the protection of the organization’s data and
availability of services:

a) providing solutions based on industry accepted standards for architecture and infrastructure;

b) managing access-controls of the cloud service tomeet the reguirements of the grganization:
55 T 5 7

c) impplementing malware monitoring and protection solutions;

d) prpcessing and storing the organization’s sensitive information in approved locations” (e.g.
palrticular country or region) or within or subject to a particular jurisdiction;

e) prpviding dedicated support in the event of an information security incident in the,cloud service
enyvironment;

f) enpuring that the organization’s information security requirements are mét in the event of cloud
sefvices being further sub-contracted to an external supplier (or prohibiting cloud services from
bejng sub-contracted); ®)

)

g) supporting the organization in gathering digital evidence, takipg\into consideration laws and

regulations for digital evidence across different jurisdictions; J

\

h) prpviding appropriate support and availability of services for Aan appropriate time frame when the
organization wants to exit from the cloud service;

i) prpviding required backup of data and configuratiomwinformation and securely managing backups
as|applicable, based on the capabilities of the cloud service provider used by the organization,
acfing as the cloud service customer;

(@}

j)  prpviding and returning information such_as configuration files, source code and data that are
owned by the organization, acting as, the cloud service customer, when requested during the
service provision or at termination of service.

The organization, acting as the cloud service customer, should consider whether the agreement should
requirg cloud service providers &Q “'provide advance notification prior to any substantive customer
impactfing changes being made tb the way the service is delivered to the organization, including:

a) chhnges to the technlc.a\l"mfrastructure (e.g. relocation, reconfiguration, or changes in hardware or
software) that affect g change the cloud service offering;
)

b) prpcessing or sto‘r%g information in a new geographical or legal jurisdiction;

c) usg of peer cl@ud service providers or other sub-contractors (including changing existing or using
nefw partles)

The organ‘iZation using cloud services should maintain close contact with its cloud service providers.

aote Aol it o] Aol o g of T o b o Sl o S o b o ooty £ dln o of pb o

ant
These OTrtaCTs CTrooTc ot uar CATTIOT S OT T oT ra croTT ao ot T T oT Hra croT oetuT oy 1T e~ oSt~ oT oIrc

cloud services including a mechanism for both cloud service provider and the organization, acting as the
cloud service customer, to monitor each service characteristic and report failures to the commitments
contained in the agreements.

Other information
This control considers cloud security from the perspective of the cloud service customer.

Additional information relating to cloud services can be found in ISO/IEC 17788, ISO/IEC 17789 and
ISO/IEC 22123-1. Specifics related to cloud portability in support of exit strategies can be found in
ISO/IEC 19941. Specifics related to information security and public cloud services are described in
ISO/IEC 27017. Specifics related to PII protection in public clouds acting as PII processor are described
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in ISO/IEC 27018. Supplier relationships for cloud services are covered by ISO/IEC 27036-4 and cloud
service agreements and their contents are dealt with in the ISO/IEC 19086 series, with security and

privacy specifically covered by ISO/IEC 19086-4.

5.24 Information security incident management planning and preparation

The organization should plan and prepare for managing information security inicidents by dg
establishing and communicating information security incident management -processes, rol
responsibilities.

Purpose

To ensure quick, effective, consistent and orderly response to information security incidents, in

communication on information security events. \f‘

Guidance <
‘\
s

Roles and responsibilities {

The organization should establish appropriate infétmation security incident management pro

effectively communicated to the relevant internial and external interested parties.
The following should be considered:

a) establishing a common method forreporting information security events including point of
(see 6.8);

A
\
-

b) establishing an incident mahagement process to provide the organization with capabil

trlage pI'lOl"ltlZ?:lthI’B analy51s communication and coordmatmg interested partles

c) establishingan 1r1<;1dent response process to provide the organization with capability for ass
responding to and learning from information security incidents;

d) only allowﬁlg competent personnel to handle the issues related to information security in
within-the organization. Such personnel should be provided with procedure documentati
periodic training;

€) « éstablishing a process to identify required training, certification and ongoing profe
; development for incident response personnel.

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#LOI'TEeClIvVeE T-FLOl'lIldentlailIy Fmespond H#RECOVED [#GLOVErndIrice #DcIence
#Integrity #Information_securi-
#Availability ty_event_management
Control

fining,
s and

luding

Cesses.

Roles and responsibilities to carry out the incidenfmanagement procedures should be determinjed and

ontact

ity for

managing information \securlty incidents including administration, documentation, defection,

essing,

ridents
pn and

ssional

Incident management procedures

The objectives for information security incident management should be agreed with management and
it should be ensured that those responsible for information security incident management understand
the organization’s priorities for handling information security incidents including resolution time
frame based on potential consequences and severity. Incident management procedures should be

implemented to meet these objectives and priorities.
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Management should ensure that an information security incident management plan is created
considering different scenarios and procedures are developed and implemented for the following

activities:

a) evaluation of information security events according to criteria for what constitutes an information
security incident;

b) monitoring (see 8.15 and 8.16), detecting (see 8.16), classifying (see 5.25), analysing and reporting
(see 6.8) of information security events and incidents (by human or automatic means);

¢) mgnaginginformation security incidents to conclusion, including response and escalation (see 5.26),
actording to the type and the category of the incident, possible activation of crisis managementand
acfivation of continuity plans, controlled recovery from an incident and communication to_internal
and external interested parties;

d) coprdination with internal and external interested parties such as authorities, external interest
grpups and forums, suppliers and clients (see 5.5 and 5.6);

e) logging incident management activities;

f) handling of evidence (see 5.28);

. g
g) ropt cause analysis or post-mortem procedures; \("
h) idéntification of lessons learned and any improvements to the jndident management procedures or

Reporting procedures

information security controls in general that are required. \

Vs

Reporting procedures should include:

a) ac

p
b) us

inf
c) su
d) cr
Any e
define

fions to be taken in case of an information security event (e.g. noting all pertinent details

irHlmediately such as malfunction occurring aild messages on screen, immediately reporting to the

int of contact and only taking coordinated actions);

e of incident forms to support personnel to perform all necessary actions when reporting
ormation security incidents; =D

table feedback processes tg &nsure that those persons reporting information security events are

noftified, to the extent possib‘lé‘fof outcomes after the issue has been addressed and closed;

( ) ]

pation of incident repcrr)ts'.
-\,

kternal requiremerifs on reporting of incidents to relevant interested parties within the
| time frame_(e)g” breach notification requirements to regulators) should be considered when

implementing incidént management procedures.

Other

Inform

such in

information

N,
ation 'security incidents can transcend organizational and national boundaries. To respond to
cidénts, it is beneficial to coordinate response and share information about these incidents with

external organizations as appropriate.

Detailed guidance on information security incident management is provided in the ISO/IEC 27035
series.
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5.25 Assessment and decision on information security events

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Respond  |#Information_securi- |#Defence
#Integrity ty_event_management
#Availability
Control

The organization should assess information security events and decide if they are to be categorjzed as
information security incidents.

Purpose
To ensure effective categorization and prioritization of information security events:
Guidance

A categorization and prioritization scheme of information security incidents should be agreed ffor the
identification of the consequences and priority of an incident. The schenie should include the criferia to
categorize events as information security incidents. The pointof contact should assess each information
security event using the agreed scheme. oo\

‘

Personnel responsible for coordinating and responding to nformation security incidents [should

perform the assessment and make a decision on mformatlon security events.

Results of the assessment and decision should be reco;‘ded in detail for the purpose of future reference
and verification.

Other information

The ISO/IEC 27035 series provides further guidance on incident management.

5.26 Response to information security incidents

-

Control type Information Cybersecurity Operational Security domains
securjty)roperties concepts capabilities
#Corrective #Conﬁaehtiality #Respond #Recover |#Information_securi- |#Defence
#Iu.tegrlty ty_event_management
#Avéllablllty
Control >

N/

Informatiop(%écurity incidents should be responded to in accordance with the documented procg¢dures.
Purpose’

To-ensure efficient and effective response to information security incidents.

Guidance

The organization should establish and communicate procedures on information security incident
response to all relevant interested parties.

Information security incidents should be responded to by a designated team with the required
competency (see 5.24).

The response should include the following:

a) containing, if the consequences of the incident can spread, the systems affected by the incident;
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b) collecting evidence (see 5.28) as soon as possible after the occurrence;

c) escalation, as required including crisis management activities and possibly invoking business
continuity plans (see 5.29 and 5.30);

d) ensuring that all involved response activities are properly logged for later analysis;

e) communicating the existence of the information security incident or any relevant details thereof to
all relevant internal and external interested parties following the need-to-know principle;

f) coprdinating with internal and external parties such as authorities, external interest groups and
fofums, suppliers and clients to improve response effectiveness and help to minimize consequences
forf other organizations;

g) onle the incident has been successfully addressed, formally closing and recording it;

h) copducting information security forensic analysis, as required (see 5.28);

i) performing post-incidentanalysis to identify root cause. Ensure itis documentediand communicated
acgording to defined procedures (see 5.27);

j) id¢ntifying and managing information security vulnerabilities and yweaknesses including those
related to controls which have caused, contributed to or failed to prefejit the incident.

o\

Other [information D

The ISP/IEC 27035 series provides further guidance on incident mai;lagement.

5.27 Learning from information security incidents

Conptrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #ldentify #Protect |#Information_secu- |#Defence
#Integrity rity_event_manage-
#Availability . ment
Contrg¢l
N\

Knowlgdge gained from inform%t‘feh security incidents should be used to strengthen and improve the
informjation security controls. ™ .-

o~

Purpogse A

-
N o7

To redfice the likelihood-dr consequences of future incidents.

Guidance O~

N
S
s

X

X
\

The organization should establish procedures to quantify and monitor the types, volumes and costs of
informlation security incidents.

)

The information gaimed {Tom the evatuation of Iformation Security Icidents stoutd be used to:

a)
b)

46

enhance the incident management plan including incident scenarios and procedures (see 5.24);

identify recurring or serious incidents and their causes to update the organization’s information
security risk assessment and determine and implement necessary additional controls to reduce
the likelihood or consequences of future similar incidents. Mechanisms to enable that include
collecting, quantifying and monitoring information about incident types, volumes and costs;

enhance user awareness and training (see 6.3) by providing examples of what can happen, how to
respond to such incidents and how to avoid them in the future.
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Other information

The ISO/IEC 27035 series provides further guidance.

5.28 Collection of evidence

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
HGCorreetive HGConfidentiality #DetectHRespond—rHnformation—secu—Hbefence
#Integrity rity_event_manage-
#Availability ment
Control

The organization should establish and implement procedures for the identification, collection,
acquisition and preservation of evidence related to information security events.

Purpose

To ensure a consistent and effective management of evidence related todnformation security ingidents
for the purposes of disciplinary and legal actions. Q)
)

Guidance o\,

-

</
Internal procedures should be developed and followedwhen dealing with evidence reldted to

information security events for the purposes of disciplina‘ry and legal actions. The requiremgnts of
different jurisdictions should be considered to maximize chances of admission across the r¢levant
jurisdictions.

In general, these procedures for the management of evidence should provide instructions for the
identification, collection, acquisition and preservation of evidence in accordance with different types
of storage media, devices and status of devi€es (i.e. powered on or off). Evidence typically needs to be
collected in a manner that is admissiblein the appropriate national courts of law or another disciplinary
forum. It should be possible to show that:

a) records are complete and havenot been tampered with in any way;
b) copies of electronic evig}nce are probably identical to the originals;

( ) |
c) any information sy‘_st‘em from which evidence has been gathered was operating correctly| at the
time the eviden¢€jywas recorded.

Where available ¢ertification or other relevant means of qualification of personnel and tools shguld be
sought, so as¢o\strengthen the value of the preserved evidence.
(‘ 4

Digital eviflence can transcend organizational or jurisdictional boundaries. In such cases, it shquld be
ensuredithat the organization is entitled to collect the required information as digital evidence.
]

Otklei‘ information

When an information security event is first detected, it is not always obvious whether or not the
event will result in court action. Therefore, the danger exists that necessary evidence is destroyed
intentionally or accidentally before the seriousness of the incident is realized. It is advisable to involve
legal advice or law enforcement early in any contemplated legal action and take advice on the evidence
required.

ISO/IEC 27037 provides definitions and guidelines for identification, collection, acquisition and
preservation of digital evidence.

The ISO/IEC 27050 series deals with electronic discovery, which involves the processing of electronically
stored information as evidence.
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5.29 Information security during disruption

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cor- |#Confidentiality #Protect #Respond |#Continuity #Protection
rective #Integrity #Resilience
#Availability
Control
The organization should plan how to maintain information security at an appropriate level during
disruption.
Purpose
To protect information and other associated assets during disruption.
Guidance
The organization should determine its requirements for adapting informatien security controls
during| disruption. Information security requirements should be included-in\the business continuity
management processes. o
o\
Plans g$hould be developed, implemented, tested, reviewed and evalpated to maintain or restore the
securify of information of critical business processes following 1nterrupt10n or failure. Security of]
informlation should be restored at the required level and in the req,mred time frames.
The organization should implement and maintain:
a) information security controls, supporting systems~dnd tools within business continuity and ICT
coptinuity plans;
b) prpcesses to maintain existing information seetrity controls during disruption;
c) compensating controls for 1nformat10n security controls that cannot be maintained during
digruption. R
Other information Q
In the| context of business cqnfir‘luity and ICT continuity planning, it can be necessary to adapt
the information security requitements depending on the type of disruption, compared to normal
operatjonal conditions. As_part of the business impact analysis and risk assessment performed
within| business contlnuity management, the consequences of loss of confidentiality and integrity of
informlation should be~<;on51dered and prioritized in addition to the need for maintaining availability.
Information on bgsmess continuity management systems can be found in ISO 22301 and ISO 22313.
Furthdr guidanee/on business impact analysis (BIA) can be found in ISO/TS 22317.

5.30 1|CT readiness for business continuity

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Availability #Respond #Continuity #Resilience
Control

ICT readiness should be planned, implemented, maintained and tested based on business continuity
objectives and ICT continuity requirements.

48
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Purpose

To ensure the availability of the organization’s information and other associated assets during
disruption.

Guidance

ICT readiness for business continuity is an important component in business continuity management
and information security management to ensure that the organization’s objectives can continue to be

met durino disruntion
5

The ICT continuity requirements are the outcome of the business impact analysis (BIA). The- BIAgrocess
should use impact types and criteria to assess the impacts over time resulting from the’ disrugtion of
business activities that deliver products and services. The magnitude and duration(of the repulting
impact should be used to identify prioritized activities which should be assigned-a recovery time
objective (RTO). The BIA should then determine which resources are needed to] support prigritized
activities. An RTO should also be specified for these resources. A subset of(thése resources |should
include ICT services.

The BIA involving ICT services can be expanded to define performancé and capacity requiremients of
ICT systems and recovery point objectives (RPO) of information requiréd to support activities|during

: . @)
disruption. A

LS

Based on the outputs from the BIA and risk assessment 1nvolv113g ICT services, the organization|should
identify and select ICT continuity strategies that consider options for before, during and after disrpiption.
The business continuity strategies can comprise one or, fote solutions. Based on the strategieq, plans
should be developed, implemented and tested to meetthe required availability level of ICT servi¢es and
in the required time frames following interruption te, or failure of, critical processes.

The organization should ensure that:

a) anadequate organizational structure isin'place to prepare for, mitigate and respond to a disfjuption
supported by personnel with the necessary responsibility, authority and competence;

b) ICT continuity plans, includingesponse and recovery procedures detailing how the organfzation
is planning to manage an ICT\service disruption, are:

1) regularly evaluatggisthrough exercises and tests;
2) approved by maf};gement;
c) ICT continuitypl?ahs. include the following ICT continuity information:
1) perforx(lé;l\cle and capacity specifications to meet the business continuity requiremerjts and
obje(ctjves as specified in the BIA;

2) RTd of each prioritized ICT service and the procedures for restoring those components;

3J" RPO of the prioritized ICT resources defined as information and the procedures for regtoring
) the information.

Other information

Managing ICT continuity forms a key part of business continuity requirements concerning availability
to be able to:

a) respond and recover from disruption to ICT services regardless of the cause;
b) ensure continuity of prioritized activities are supported by the required ICT services;

c) respond before a disruption to ICT services occurs, and upon detection of at least one incident that
can result in a disruption to ICT services.
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Further guidance on ICT readiness for business continuity can be found in ISO/IEC 27031.
Further guidance on business continuity management systems can be found in ISO 22301 and ISO 22313.

Further guidance on BIA can be found in ISO/TS 22317.

5.31 Legal, statutory, regulatory and contractual requirements

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #ldentify #Legal_and_compli- |#Governance_and_|
#Integrity ance Ecosystem #Pfatec-
#Availability tion
Contrg¢l

Legal, |statutory, regulatory and contractual requirements relevant to information, security and the
organifation’s approach to meet these requirements should be identified, documénted and kept up to
date.

Purpogse -O
To engure compliance with legal, statutory, regulatory and contractial requirements related to
informjation security. 9]

N,

Guidance /

f—

nergil

Externfal requirements including legal, statutory, regilatory or contractual requirements should be
taken into consideration when:

a) depeloping information security policies and-procedures;
b) depigning, implementing or changing information security controls;

¢) cldssifying information and other @ssociated assets as part of the process for setting information

segurity requirements for internal needs or for supplier agreements;

d) pefforming information se‘g.urity risk assessments and determining information security risk
treatment activities; -

-\

e) defermining proces§és along with related roles and responsibilities relating to information
segurity; N

N/

f) defermining sufppliers' contractual requirements relevant to the organization and the scope of

supply of products and services.

N
Legisldtion and regulations
)

The orgamtzattomshoutd:

a) identify all legislation and regulations relevant to the organization’s information security in order
to be aware of the requirements for their type of business;

b) take into consideration compliance in all relevant countries, if the organization:
— conducts business in other countries;

— uses products and services from other countries where laws and regulations can affect the
organization;
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— transfers information across jurisdictional borders where laws and regulations can affect the

organization;

c) review the identified legislation and regulation regularly in order to keep up to date w
changes and identify new legislation;

ith the

d) define and document the specific processes and individual responsibilities to meet these

requirements.

@#&granhv

Cryptography is an area that often has specific legal requirements. Compliance with the,r{
agreements, laws and regulations relating to the following items should be taken into corfsiderat

a) restrictions on import or export of computer hardware and software for performing cryptog
functions;

cryptographic functions added to it;

c) restrictions on the usage of cryptography;

d) mandatory or discretionary methods of access by the cewntries’ authorities to enc
information; K
</
e) validity of digital signatures, seals and certificates. X

Vs

regulations, especially when encrypted informatibh or cryptography tools are moved
jurisdictional borders.

Contracts

Contractual requirements related to information security should include those stated in:
a) contracts with clients;

b) contracts with suppliers (se’e‘M) ;

: N
c) insurance contracts. &
- = .‘ A ] )
Other information __ ‘.
)

-\
No other information.
~

K
5.32 Intellectual property rights

X

blevant
ion:

raphic

b) restrictions on import or export of computer hardware and software which is designed tfo have

rypted

It is recommended to seek legal advice when ensuritig compliance with relevant legislatipn and

across

Control type Information Cybersecurity Operational Security don

- security properties concepts capabilities

nains

#P:ﬂpvpn’rivp #Confidentiality #Identify #] pg;\]_:md_r‘nmp]i- #Governance

hnd_

#Integrity ance Ecosystem
#Availability

Control

The organization should implement appropriate procedures to protect intellectual property rights.

Purpose

To ensure compliance with legal, statutory, regulatory and contractual requirements related to

intellectual property rights and use of proprietary products.

© ISO/IEC 2022 - All rights reserved

51


https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

Guidance

The following guidelines should be considered to protect any material that can be considered
intellectual property:

a) defining and communicating a topic-specific policy on protection of intellectual property rights;

b) publishing procedures for intellectual property rights compliance that define compliant use of
software and information products;

c) acfuiring software only through known and reputable sources, to ensure that copyright is not
infringed upon;

(@)

d) maintaining appropriate asset registers and identifying all assets with requirements to.protect
infellectual property rights;

e) maintaining proof and evidence of ownership of licences, manuals, etc.;

f) enpuring that any maximum number of users or resources [e.g. central processing units (CPUs)]
permitted within the licence is not exceeded;

g) cafrying out reviews to ensure that only authorized software and licensed products are installed;
\ )
)
h) prpviding procedures for maintaining appropriate licence conditions;"
0
i) prpviding procedures for disposing of or transferring software to others;

j)  complying with terms and conditions for software and mformatlon obtained from public networks
arolf outside sources;

k) noft duplicating, converting to another format or extracting from commercial recordings (video,
audio) other than permitted by copyright law or the applicable licences;

1) noft copying, in full or in part, standards (eig. ISO/IEC International Standards), books, articles,
reports or other documents, other than permitted by copyright law or the applicable licences.

Other [information Al

-

Intelleftual property rights 1nclude§oftware or document copyright, design rights, trademarks, patents
and sofirce code licences. . N

Proprigtary software prodt;g‘ﬁs are usually supplied under a licence agreement that specifies licence
terms pnd conditions, for-€xample, limiting the use of the products to specified machines or limiting
copyinig to the creation Qﬁbackup copies only. See the ISO/IEC 19770 series for details about IT asset
management. N

N/

Data cqn be acquiréd from outside sources. It is generally the case that such data is obtained under the
terms pf a datassharing agreement or similar legal instrument. Such data sharing agreements should
make if clearswhat processing is permitted for the acquired data. It is also advisable that the provenance
of the ata‘is‘ clearly stated. See ISO/IEC 23751 for details about data sharing agreements.

Legal, statutory, regulatory and contractual requirements can place restrictions on the copying
of proprietary material. In particular, they can require that only material that is developed by the
organization or thatis licensed or provided by the developer to the organization, can be used. Copyright
infringement can lead to legal action, which can involve fines and criminal proceedings.

Aside from the organization needing to comply with its obligations towards third party intellectual
property rights, the risks of personnel and third parties failing to uphold the organization’s own
intellectual property rights should also be managed.
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5.33 Protection of records

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality #ldentify #Protect |#Legal_and_compliance |#Defence
#Integrity #Asset_management
#Availability #Information_protec-
tion
Control

Records should be protected from loss, destruction, falsification, unauthorized access and ynauthorized
release.

Purpose

To ensure compliance with legal, statutory, regulatory and contractual régirirements, as well as
community or societal expectations related to the protection and availability of records.

Guidance

The organization should take the following steps to protect the authienticity, reliability, integrity and
usability of records, as their business context and requirements-for their management change over
time: D

a) issue guidelines on the storage, handling chain of custgdy and disposal of records, which ifjcludes
prevention of manipulation of records. These guidelines should be aligned with the organization’s
topic-specific policy on records management and ‘ether records requirements;

b) draw up a retention schedule defining recerds and the period of time for which they shquld be
retained.

The system of storage and handling sheuld ensure identification of records and of their refention
period taking into consideration national or regional legislation or regulations, as well as community or
societal expectations, if applicable. This system should permit appropriate destruction of records after
that period if they are not needed by the organization.

When deciding on protection- of specific organizational records, their corresponding information
security classification, b-éf's'ed on the organization’s classification scheme, should be consjdered.
Records should be categorized into record types (e.g. accounting records, business transaction rg¢cords,
personnel records, le’g}al' records), each with details of retention periods and type of allowable 4torage
media which can bébhysical or electronic.

\
Data storage &ysfems should be chosen such that required records can be retrieved in an acc¢ptable
time frame afid format, depending on the requirements to be fulfilled.

Where electronic storage media are chosen, procedures to ensure the ability to access records (both
storage’ media and format readability) throughout the retention period should be established to
safeguard against loss due to future technology change. Any related cryptographic keys and prqgrams

ratacd sila PP | 1o dicital o3 4 L. 1d o1 L. - Jd & L1l A | t'
dooullidlTu VvILIT TIICI leLCLl dl CITIIVTS Ul \.usu_al olsuau.u S, SIIUUIU dISU DT 1TUL4dIlICU LU TIIdulIT Utul yp lon

of the records for the length of time the records are retained (see 8.24).

Storage and handling procedures should be implemented in accordance with recommendations
provided by manufacturers of storage media. Consideration should be given to the possibility of
deterioration of media used for storage of records.

Other information

Records document individual events or transactions or can form aggregations that have been designed
to document work processes, activities or functions. They are both evidence of business activity and
information assets. Any set of information, regardless of its structure or form, can be managed as a
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record. This includes information in the form of a document, a collection of data or other types of digital
or analogue information which are created, captured and managed in the course of business.

In the management of records, metadata is data describing the context, content and structure of
records, as well as their management over time. Metadata is an essential component of any record.

It can be necessary to retain some records securely to meet legal, statutory, regulatory or contractual
requirements, as well as to support essential business activities. National law or regulation can set the
time period and data content for information retention. Further information about records management

COo-4 0 4Q0

can befounmdmriS6-15489:

5.34 ll’rivacy and protection of PII

Conjtrol type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Prevgntive #Confidentiality t#tldentify #Protect |#Information_protection([#Protection
#Integrity #Legal_and_complianee
#Availability
Contrg¢l
\ )

The organization should identify and meet the requirements regarding‘t@preservation of privacy and
protection of PIl according to applicable laws and regulations and contx;actual requirements.

Purpoge »

Vs

To ensjure compliance with legal, statutory, regulatory and contractual requirements related to the
informjation security aspects of the protection of PII.

Guidance

The organization should establish and communicate'a topic-specific policy on privacy and protection of|
PII to gll relevant interested parties.

The organization should develop and implement procedures for the preservation of privacy and
protection of PII. These procedures should be communicated to all relevant interested parties involved
in the processing of personally 1den\1f1able information.

Compljance with these procedures and all relevant legislation and regulations concerning the
preserpation of privacy and pkotection of PII requires appropriate roles, responsibilities and controls.
Often this is best achieved (by the appointment of a person responsible, such as a privacy officer, who
should|provide guidancete-personnel, service providers and other interested parties on their individual
responsibilities and the specific procedures that should be followed.

Responsibility forhandllng PII should be dealt with taking into consideration relevant legislation and
regulagions. & )°
Appropriate fechnical and organizational measures to protect PII should be implemented.
)
Other imfornmation

A number of countries have introduced legislation placing controls on the collection, processing,
transmission and deletion of PII. Depending on the respective national legislation, such controls can
impose duties on those collecting, processing and disseminating PII and can also restrict the authority
to transfer PII to other countries.

ISO/IEC 29100 provides a high-level framework for the protection of PII within ICT systems. Further
information on privacy information management systems can be found in ISO/IEC 27701. Specific
information regarding privacy information management for public clouds acting as PII processors can
be found in ISO/IEC 27018.
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ISO/IEC 29134 provides guidelines for privacy impact assessment (PIA) and gives an example of the
structure and content of a PIA report. Compared with ISO/IEC 27005, this is focused on PII processing

and relevant to those organizations that process PII. This can help identify privacy risks and p
mitigations to reduce these risks to acceptable levels.

5.35 Independent review of information security

ossible

Control type Information Cybersecurity Operational Security domains
security-properties————concepts————capabilities
#Preventive #Cor- |#Confidentiality #ldentify #Protect #Information_secu- |#Governancespnd_
rective #Integrity rity_assurance Ecosystém
#Availability
Control

The organization’s approach to managing information security and its implementation including
processes and technologies should be reviewed independently at planned intervals, or when sigr
changes occur.

Purpose

To ensure the continuing suitability, adequacy and effectivene@of the organization’s apprd
managing information security. )

Guidance »

Vs

The organization should have processes to conduct independent reviews.

Management should plan and initiate periodic@ndependent reviews. The reviews should
assessing opportunities for improvement and“the need for changes to the approach to infor
security, including the information security,policy, topic-specific policies and other controls.

Such reviews should be carried out by, individuals independent of the area under review (g
internal audit function, an independent'manager or an external party organization specializing
reviews). Individuals carrying out these reviews should have the appropriate competence. The
conducting the reviews should fiot be in the line of authority to ensure they have the independ
make an assessment. N\

beople,
ificant

ach to

nclude
mation

.g. the
n such
person
price to

The results of the independent reviews should be reported to the management who initiaged the

reviews and, if appropriate, to top management. These records should be maintained.
N\

If the independentreviews identify that the organization’s approach and implementation to managing

information see€urity is inadequate [e.g. documented objectives and requirements are not met]
not compliagtwith the direction for information security stated in the information security pol
topic-specific policies (see 5.1)], management should initiate corrective actions.

In addition to the periodic independent reviews, the organization should consider cong

independent reviews when:
)

or are
cy and

Jucting

a) laws and regulations which affect the organization change;
b) significant incidents occur;

c) the organization starts a new business or changes a current business;

d) the organization starts to use a new product or service, or changes the use of a current product or

service;

e) the organization changes the information security controls and procedures significantly.
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Other information

[SO/IEC 27007 and ISO/IEC TS 27008 provide guidance for carrying out independent reviews.

5.36 Compliance with policies, rules and standards for information security

Control type Information Cybersecurity Operational capabil- | Security domains
security properties concepts ities
#Preventive H#Contidentiahty HdentifyH#Rrotect—H#egal—and—comph HGoverpahce—and—
#Integrity ance Ecosystem
#Availability #Information_securi-
ty_assurance

Contrg¢l

Complijance with the organization’s information security policy, topic-specific policies, rules and
standa[ds should be regularly reviewed.

Purpoge

To enspire that information security is implemented and operated in accordance with the organization’s
informjation security policy, topic-specific policies, rules and standards.. "
oo\

Guidance D)

Managgrs, service, product or information owners should identif;/ how to review that information
securify requirements defined in the information security" policy, topic-specific policies, rules,
standards and other applicable regulations are met. Autematic measurement and reporting tools
should|be considered for efficient regular review.

If any pon-compliance is found as a result of the review, managers should:
a) id¢ntify the causes of the non-compliance;

b) evhluate the need for corrective actionsitto achieve compliance;

\

c) implement appropriate corrective actions;

N\
d) reyiew corrective actions (tz@ken to verify its effectiveness and identify any deficiencies or
weaknesses. S

)

Result of reviews and cqr\réctive actions carried out by managers, service, product or information
ownerg should be recordedand these records should be maintained. Managers should report the results
to the persons carryifig-out independent reviews (see 5.35) when an independent review takes place in
the arda of their respensibility.

Corredtive actign‘\s‘ should be completed in a timely manner as appropriate to the risk. If not completed
by the hext seheduled review, progress should at least be addressed at that review.

Other [inférmation

Operational monitoring of system use is covered in 8.15, 8.16, 8.17.
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Control type

Information
security properties

Cybersecurity
concepts

Operational
capabilities

Security domains

#Preventive
#Corrective

#Confidentiality
#Integrity

#Protect #Recover

#Asset_management
#Physical_security

#Governance_and_
Ecosystem #Protec-

tion
#Defence

#Availability #System_and_net-
work_security

#Application_security

#Secure_configuration
#ldentity_and_access_
management
#Threat_and_vulnera-
bility_management
#Continuity
#Information_securi-+
ty_event_managemeént

Control

Operating procedures for information processing facilities should be\documented and made ay
to personnel who need them. A

5o N\

Purpose D

To ensure the correct and secure operation of information processing facilities.
4

Guidance

with information security, for example:

( ) ]

The operating proced‘grés should specify:
-\
a) the responsib}¢individuals;
N
b) the seqt@efnstallation and configuration of systems;

) proceéSing and handling of information, both automated and manual;

d)~backup (see 8.13) and resilience;
)

ailable

Documented procedures should be prepared for‘dhe organization’s operational activities ass¢ciated

a) when the activity needs to be performed in the same way by many people;

b) when the activity is performed rarely and when next performed the procedure is likely fo have
been forgotten; R

c) when the activity is new\and presents a risk if not performed correctly;

d) prior to handing ovgr‘_thia activity to new personnel.

€] scheduling requirements, including interdependencies with other SyStems,

f) instructions for handling errors or other exceptional conditions [e.g. restrictions on the use of
utility programs (see 8.18)], which can arise during job execution;

g) support and escalation contacts including external support contacts in the event of unexpected
operational or technical difficulties;

h) storage media handling instructions (see 7.10 and 7.14);

i) system restart and recovery procedures for use in the event of system failure;
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j) the management of audit trail and system log information (see 8.15 and 8.17) and video monitoring
systems (see 7.4);

k) monitoring procedures such as capacity, performance and security (see 8.6 and 8.16);
1) maintenance instructions.

Documented operating procedures should be reviewed and updated when needed. Changes to
documented operating procedures should be authorized. Where technically feasible, information

Systen" sshouldbe managed rnhcicfnnHY, ncing the same prnrnﬂnrnc’ tools and utilities
o

Other [information

No other information.

6 P¢ople controls

6.1 Screening

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Humanje%ource_ #Governance_and_
#Integrity secupity~’ Ecosystem
#Availability \\
Contrg¢l ~

Backgiound verification checks on all candidates to become personnel should be carried out prior to
joining the organization and on an ongoing basis takingihto consideration applicable laws, regulations
and ethics and be proportional to the business requitements, the classification of the information to be
accesse¢d and the perceived risks.

Purpose

To ensfire all personnel are eligible and-Suitable for the roles for which they are considered and remain
eligibl¢ and suitable during their enlployment.

Guidance 'S

~ N\
( ) ]

A scre¢ning process should be performed for all personnel including full-time, part-time and temporary
staff. YWhere these indivjc@;‘a s are contracted through suppliers of services, screening requirements
should|be included in t\he~contractua1 agreements between the organization and the suppliers.

Information on all\ce?n‘didates being considered for positions within the organization should be collected
and hajndled takirig into consideration any appropriate legislation existing in the relevant jurisdiction.
In sonje jurisdictions, the organization can be legally required to inform the candidates beforehand
about the sgneéning activities.

legislation and should, where permitte, include th ollowi: |
a) availability of satisfactory references (e.g. business and personal references);

b) averification (for completeness and accuracy) of the applicant’s curriculum vitae;
c) confirmation of claimed academic and professional qualifications;

d) independentidentity verification (e.g. passport or other acceptable document issued by appropriate
authorities);
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e) more detailed verification, such as credit review or review of criminal records if the candidate
takes on a critical role.

When an individual is hired for a specific information security role, the organization should make sure
the candidate:

a) has the necessary competence to perform the security role;

b) can be trusted to take on the role, especially if the role is critical for the organization.

Where a job, either on initial appointment or on promotion, involves the person having acgess to
information processing facilities and, in particular, if these involve handling confidential ihfermation
(e.g. financial information, personal information or health care information) the organization [should
also consider further, more detailed verifications.

Procedures should define criteria and limitations for verification reviews (e.g. who is eligible to|screen
people and how, when and why verification reviews are carried out).

In situations where verification cannot be completed in a timely manner, mitigating controls shguld be

implemented until the review has been finished, for example:

a) delayed onboarding;

b) delayed deployment of corporate assets; A
c) onboarding with reduced access; 4

d) termination of employment.

Verification checks should be repeated periodicallgf to confirm ongoing suitability of perfonnel,
depending on the criticality of a person’s role.

Other information

No other information.

6.2 Terms and conditions of-‘employment

Control type Inﬁo.l\'mation Cybersecurity Operational Security dorhains
seciirity properties concepts capabilities
#Preventive onfidentiality #Protect #Human_resource_ |#Governance_pnd_
Htintegrity security Ecosystem
~\[#Availability
)
Control A g

X
\/~

The eniployment contractual agreements should state the personnel’s and the organiz

respensibilities for information security.

Purpose

ation’s

To ensure personnel understand their information security responsibilities for the roles for which they

are considered.
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Guidance

The contractual obligations for personnel should take into consideration the organization’s information
security policy and relevant topic-specific policies. In addition, the following points can be clarified and

stated:

a) confidentiality or non-disclosure agreements that personnel who are given access to confidential
information should sign prior to being given access to information and other associated assets (see
6.6);

b) leg

al responsibilities and rights [e.g. regarding copyright laws or data protection legislation (see

5.32 and 5.34)];

c) re
inf

bponsibilities for the classification of information and management of the orgaftization’s
ormation and other associated assets, information processing facilities and information services

hajndled by the personnel (see 5.9 to 5.13);

d) re
e) ac

Inform
employ

The or]
securit
will ha
condit
securit

Where
contin

Other

A codsd
confid
associd

An ex
contra

If the
agreen

bponsibilities for the handling of information received from interested parties;
[ions to be taken if personnel disregard the organization’s security requirements (see 6.4).

ation security roles and responsibilities should be communicated to\c,andidates during the pre-
rment process. \("

canization should ensure that personnel agree to terms and coditions concerning information
y. These terms and conditions should be appropriate to¢the nature and extent of access they
ve to the organization’s assets associated with informatien Systems and services. The terms and
ons concerning information security should be rev1ewed when laws, regulations, the information
y policy or topic-specific policies change.

appropriate, responsibilities contained within the terms and conditions of employment should
e for a defined period after the end of the employment (see 6.5).

information

of conduct can be used to state personnel’s information security responsibilities regarding
entiality, PII protection, ethics(appropriate use of the organization’s information and other
ited assets, as well as reputane practices expected by the organization.

ternal party, with whici_ suppller personnel are associated, can be required to enter into
ctual agreements on b_eha‘lf of the contracted individual.

)

-\

prganization is net@ legal entity and does not have employees, the equivalent of contractual
nent and terms-and conditions can be considered in line with the guidance of this control.

N/

Ve

6.3 llnformatloﬁ security awareness, education and training

V'
=

Confrol typé Information Cybersecurity Operational Security domains
{\ security properties concepts capabilities
#Preventive FConfidentiality #FProtect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability
Control

Personnel of the organization and relevant interested parties should receive appropriate information
security awareness, education and training and regular updates of the organization's information
security policy, topic-specific policies and procedures, as relevant for their job function.

60

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

Purpose

To ensure personnel and relevant interested parties are aware of and fulfil their information security
responsibilities.

Guidance
General

An information security awareness, education and training programme should be established in line

with the organization’s information security policy, topic-specific policies and relevant procedyres on
information security, taking into consideration the organization’s information to be protegted’dnd the
information security controls that have been implemented to protect the information.

Information security awareness, education and training should take place peniodically.|Initial
awareness, education and training can apply to new personnel and to those who transfer fo new
positions or roles with substantially different information security requirements.

Personnel’s understanding should be assessed at the end of an awareness, education or training gctivity
to test knowledge transfer and the effectiveness of the awareness, education and training programme.

Awareness )
AS
)

An information security awareness programme should airii t0 make personnel aware of their

responsibilities for information security and the means by whieh those responsibilities are discharged.

N,
The awareness programme should be planned taking ir}to"consideration the roles of personnel in the
organization, including internal and external personnel (e.g. external consultants, supplier perspnnel).
The activities in the awareness programme shouldbe scheduled over time, preferably regularly, so
that the activities are repeated and cover new pefSonnel. It should also be built on lessons learit from
information security incidents.

The awareness programme should include“a number of awareness-raising activities via appre¢priate
physical or virtual channels such as campaigns, booklets, posters, newsletters, websites, information
sessions, briefings, e-learning modules‘and e-mails.

Information security awarenessshould cover general aspects such as:
a) management’s commltm\ent to information security throughout the organization;

b) familiarity and comp'llance needs concerning applicable information security rules and obligations,
taking into aqc\ount information security policy and topic-specific policies, standards} laws,
statutes, reguldbions, contracts and agreements;

>)

c) personal\aacountability for one’s own actions and inactions, and general responsibilities towards
securing or protecting information belonging to the organization and interested parties;

d) basp: lnformatlon security procedures [e.g. information security event reporting (6.8)] and bpseline
controls [e.g. password security (5.17)];
)

a antact otk o o] o oo for dditi o]l Lo b oy o] S g o Lo b s o urit
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matters, including further information security awareness materials.

Education and training

The organization should identify, prepare and implement an appropriate training plan for technical
teams whose roles require specific skill sets and expertise. Technical teams should have the skills for
configuring and maintaining the required security level for devices, systems, applications and services.
If there are missing skills, the organization should take action and acquire them.

The education and training programme should consider different forms [e.g. lectures or self-studies,
being mentored by expert staff or consultants (on-the-job training), rotating staff members to follow
different activities, recruiting already skilled people and hiring consultants]. It can use different means
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of delivery including classroom-based, distance learning, web-based, self-paced and others. Technical
personnel should keep their knowledge up to date by subscribing to newsletters and magazines or by
attending conferences and events aimed at technical and professional improvement.

Other information

When composing an awareness programme, it is important not only to focus on the 'what’ and "how’,
but also the 'why’, when possible. It is important that personnel understand the aim of information
security and the potential effect, positive and negative, on the organization of their own behaviour.

Information security awareness, education and training can be part of, or conducted in collaboration
with, qther activities, for example general information management, ICT, security, privacy or safety
trainirg.

6.4 Disciplinary process

Conptrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Cor- |#Confidentiality #Protect #Respond |#Human_resourcé, ~|#Governance_and_
rectivg #Integrity security Ecosystem
#Availability ~\J

5o N

Control 3
A disc:[plinary process should be formalized and communicated<o,take actions against personnel and
other rjelevant interested parties who have committed an information security policy violation.

Purpose

To ensfire personnel and other relevant interested parties understand the consequences of information
securify policy violation, to deter and appropriately-deal with personnel and other relevant interested
partieg who committed the violation.

Guidance

The disciplinary process should not be itiated without prior verification that an information security
policy piolation has occurred (see 5.28).

The formal disciplinary procegs@_Hould provide for a graduated response that takes into consideration
factorq such as: )

o~

)
a) the nature (who, what; )\Nhen, how) and gravity of the breach and its consequences;

\
b) whether the offefice was intentional (malicious) or unintentional (accidental);

X

c) whether ot nof this is a first or repeated offence;

business requirements as well as other factors as required. The disciplinary process should also be
used as a deterrent to prevent personnel and other relevant interested parties from violating the
information security policy, topic-specific policies and procedures for information security. Deliberate
information security policy violations can require immediate actions.

Other information

Where possible, the identity of individuals subject to disciplinary action should be protected in line
with applicable requirements.

When individuals demonstrate excellent behaviour with regard to information security, they can be
rewarded to promote information security and encourage good behaviour.

62 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

6.5 Responsibilities after termination or change of employment

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability #Asset_management
Control

Information security responsibilities and duties that remain valid after termination orcch4
employment should be defined, enforced and communicated to relevant personnel and otherintg
parties.

Purpose

To protect the organization’s interests as part of the process of changing or terhiinating employn
contracts.

Guidance

The process for managing termination or change of employment.should define which infor
security responsibilities and duties should remain valid aftertermination or change. Th
include confidentiality of information, intellectual property afg other knowledge obtained, as

nge of
rested

hent or

mation
is can
well as

responsibilities contained within any other confidentiality {agreement (see 6.6). Responsibilitjes and

duties still valid after termination of employment or contract should be contained in the indiyv
terms and conditions of employment (see 6.2), contragt ‘or agreement. Other contracts or agre
that continue for a defined period after the end%f the individual’s employment can also (
information security responsibilities.

Changes of responsibility or employment .should be managed as the termination of the (¢
responsibility or employment combined with the initiation of the new responsibility or employn

Information security roles and resporisibilities held by any individual who leaves or changes jo
should be identified and transferred;to another individual.

A process should be established-for the communication of the changes and of operating proced
personnel, other interested parties and relevant contact persons (e.g. to customers and supplier

( ) |
The process for the terrﬁination or change of employment should also be applied to external per
(i.e. suppliers) when@ a;ermmatlon occurs of personnel, the contract or the job with the organiza
when there is a change of the job within the organization.

Other inform&ﬁion
(‘ w

In many,oxganizations, the human resources function is generally responsible for the overall term
process:and works together with the supervising manager of the person transitioning to manj
inferuration security aspects of the relevant procedures. In the case of personnel provided thro
external party (e.g. through a supplier), this termination process is undertaken by the external p

idual’s
bments
ontain

urrent
jent.

b roles

ires to

).

sonnel
fion, or

nation
1ge the
ugh an
arty in

Al -l 1 1 1 - - 1 1 1
dCCOTUAIICT WILIT LIIC COIILIdCL DELWCECII LIIC O §dITZ4 L1001 d11U LIIE EXLETTId]T PdI'ly.

6.6 Confidentiality or non-disclosure agreements

Control type

Information
security properties

Cybersecurity
concepts

Operational
capabilities

Security domains

#Preventive

#Confidentiality

#Protect

#Human_resource_security
#Information_protection
#Supplier_relationships

#Governance_and_
Ecosystem
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Control

Confidentiality or non-disclosure agreements reflecting the organization’s needs for the protection of
information should be identified, documented, regularly reviewed and signed by personnel and other
relevant interested parties.

Purpose

To maintain confidentiality of information accessible by personnel or external parties.

Guida

Confid
inform
applics
inform

into co
permis
agreen
a) ag
b) the

co
c) th
d) th
e) th

pr
f) th
g) th

ciy
h) th

led
i) th
j) th
The or
agreen
Requir
when
Other

1ce

entiality or non-disclosure agreements should address the requirement to protect confidential
ation using legally enforceable terms. Confidentiality or non-disclosure agreements are
ble to interested parties and personnel of the organization. Based on an organization’s
ation security requirements, the terms in the agreements should be determined by taking
nsideration the type of information that will be handled, its classification level\its use and the
sible access by the other party. To identify requirements for confidentiality 'or non-disclosure
nents, the following elements should be considered:

efinition of the information to be protected (e.g. confidential informatieny;

e expected duration of an agreement, including cases where it ca'm be necessary to maintain
hfidentiality indefinitely or until the information becomes publlcly available;

e required actions when an agreement is terminated; \

Vs

e responsibilities and actions of signatories to avoid unauthorized information disclosure;

e ownership of information, trade secrets and intellectual property, and how this relates to the
btection of confidential information;

e permitted use of confidential information.and rights of the signatory to use the information;

e right to audit and monitor activities‘that involve confidential information for highly sensitive
cumstances;

e process for notification and reporting of unauthorized disclosure or confidential information
kage; 2N\

[
—~\

( '
e terms for informationfo,be returned or destroyed at agreement termination;
e expected actions to\bé taken in the case of non-compliance with the agreement.

banization shoui take into consideration the compliance with confidentiality and non-disclosure
nents for the }urlsdlctlon to which they apply (see 5.31, 5.32, 5.33, 5.34).

ements fQI; confidentiality and non-disclosure agreements should be reviewed periodically and
hangesroccur that influence these requirements.

information

Confidentiality and non-disclosure agreements protect the organization's information and inform
signatories of their responsibility to protect, use and disclose information in a responsible and
authorized manner.
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6.7 Remote working

#Physical_security
#System_and_net-

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management |#Protection
#Integrity #Information_protec-
#Availability tion

work_security

Control

Security measures should be implemented when personnel are working remaotely to protect infor
accessed, processed or stored outside the organization’s premises.

Purpose
To ensure the security of information when personnel are working remotely.
Guidance

Remote working occurs whenever personnel of the organiza‘t@ work from a location out
the organization’s premises, accessing information whether-in hardcopy or electronically ¥

/ n «
equipment. Remote working environments include those referred to as teleworklng telecomm
“flexible workplace”, “virtual work environments" and “rémbte maintenance”.

NOTE It is possible that not all the recommendations i thls guidance can be applied due to local leg]

and regulations in different jurisdictions.

Organizations allowing remote working activities should issue a topic-specific policy on

mation

side of
ia ICT
uting”,

islation

"emote

working that defines the relevant conditions:and restrictions. Where deemed applicable, the following

matters should be considered:

a) the existing or proposed physical“security of the remote working site, taking into acco(;rnt the

physical security of the location and the local environment, including the different juris
where personnel are located;

b) rules and security me}”ranlsms for the remote physical environment such as lockablg

ictions

filing

cabinets, secure traﬂsportatlon between locations and rules for remote access, clear desk, pr[mting

and disposal of information and other associated assets, and information security event re
(see 6.8); A~

c) the expected'i)hysical remote working environments;
N/
d) the cornfmunications security requirements, taking into account the need for remote ac

the orgamzatlons systems, the sensitivity of the information to be accessed and passed o
commumcatlon link and the sensitivity of the systems and applications;

orting

Cess to
Ver the

e)D the use of remote access such as virtual desktop access that supports processing and sto

rage of

information on privately owned equipment;

f) the threat of unauthorized access to information or resources from other persons at the remote

working site (e.g. family and friends);

g) the threat of unauthorized access to information or resources from other persons in public places;

h) the use of home networks and public networks, and requirements or restrictions on the

configuration of wireless network services;

i) use of security measures, such as firewalls and protection against malware;
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j) secure mechanisms for deploying and initializing systems remotely;

k) secure mechanisms for authentication and enablement of access privileges taking into
consideration the vulnerability of single-factor authentication mechanisms where remote access to
the organization’s network is allowed.

The guidelines and measures to be considered should include:

a) the provision of suitable equipment and storage furniture for the remote working activities, where

=Qwned _eqg Nen aks! ata nde ne ala a a e _oroan 2 ala ala

b) adefinition of the work permitted, the classification of information that can be held and the ifiternal
syktems and services that the remote worker is authorized to access;

c) the provision of training for those working remotely and those providing supponty This should
in¢lude how to conduct business in a secure manner while working remotely;

d) the¢ provision of suitable communication equipment, including methods for securing remote access,
sufh as requirements on device screen locks and inactivity timers; the enabling of device location
tracking; installation of remote wipe capabilities;

. . A\

e) phlysical security; \("

f) rules and guidance on family and visitor access to equipment and‘hformation;
g) the provision of hardware and software support and maintgna'r;ce;

h) the provision of insurance;

i) the procedures for backup and business continuity;

j) aufdit and security monitoring;

k) reyocation of authority and access rights@nd the return of equipment when the remote working
acfivities are terminated.

Other jinformation

No other information. N
'S

o~ N\

6.8 Information secur:i\ty event reporting

-
el

Coptrol type ~N JInformation Cybersecurity Operational Security domains
+{'security properties concepts capabilities
#Detedtive }1 #Confidentiality #Detect #Information_secu- |#Defence
./ |#Integrity rity_event_manage-
N_ #Availability ment
Contr¢l-D

The organization should provide a mechanism for personnel to report observed or suspected
information security events through appropriate channels in a timely manner.

Purpose

To support timely, consistent and effective reporting of information security events that can be
identified by personnel.

Guidance

All personnel and users should be made aware of their responsibility to report information security
events as quickly as possible in order to prevent or minimize the effect of information security incidents.
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They should also be aware of the procedure for reporting information security events and the point of
contact to which the events should be reported. The reporting mechanism should be as easy, accessible
and available as possible. Information security events include incidents, breaches and vulnerabilities.

Situations to be considered for information security event reporting include:
a) ineffective information security controls;

b) breach of information confidentiality, integrity or availability expectations;

c¢) human errors;
d) non-compliance with the information security policy, topic-specific policies or applicable stafdards;
e) breaches of physical security measures;

f) system changes that have not gone through the change management process;
g) malfunctions or other anomalous system behaviour of software or hardware;
h) access violations;

i) vulnerabilities; O
. . . o\
j) suspected malware infection. 3

Personnel and users should be advised not to attemptyto prove suspected information sg¢curity
vulnerabilities. Testing vulnerabilities can be interpreted as a potential misuse of the system ajnd can
also cause damage to the information system or service; and it can corrupt or obscure digital evidence.
Ultimately, this can result in legal liability for the individual performing the testing.

Other information

See the ISO/IEC 27035 series for additionahinformation.

7 Physical controls

-

7.1 Physical security perimeters
Fa\

Control type ": Information Cybersecurity Operational Security dorpains
(| Security properties concepts capabilities
#Preventive A #Confidentiality #Protect #Physical_security |#Protection

~ #Integrity
YNV #Availability

Control )"

W

Secgrjtil perimeters should be defined and used to protect areas that contain information and other
dsspciated assets.

Purpose

To prevent unauthorized physical access, damage and interference to the organization’s information
and other associated assets.

Guidance

The following guidelines should be considered and implemented where appropriate for physical
security perimeters:

a) defining security perimeters and the siting and strength of each of the perimeters in accordance
with the information security requirements related to the assets within the perimeter;
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b)

having physically sound perimeters for a building or site containing information processing
facilities (i.e. there should be no gaps in the perimeter or areas where a break-in can easily occur).
The exterior roofs, walls, ceilings and flooring of the site should be of solid construction and all
external doors should be suitably protected against unauthorized access with control mechanisms
(e.g. bars, alarms, locks). Doors and windows should be locked when unattended and external
protection should be considered for windows, particularly at ground level; ventilation points
should also be considered;

alarming, monitoring and testing all fire doors on a security perimeter in conjunction with the
walls to establish the required level of resistance In accordance with suitable standards. They
shpuld operate in a failsafe manner.

Other information

Physicgl protection can be achieved by creating one or more physical barriers around the organization'’s
premiges and information processing facilities.

A secufe area can be a lockable office or several rooms surrounded by a continuqus\internal physical

securify barrier. Additional barriers and perimeters to control physical acgess”can be necessary

betwe¢n areas with different security requirements inside the security perimeter. The organization

should| consider having physical security measures that can be strengtheped ‘during increased threat
\ )

situatipns. o2
b N
7.2 Physical entry N,
N,
Coptrol type Information Cybersecurity < Operational Security domains
security properties concepts \*" capabilities
#Prevgntive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #ldentity_and_Ac-
#Availability cess_Management
Contrg¢l

Securdareas should be protected by appropriate entry controls and access points.

\
-

Purpose

N\
To enstyire only authorized physigajlaccess to the organization’s information and other associated assets

occurs “

Guidance -

Generdl

N/

Access| points sucp(aé delivery and loading areas and other points where unauthorized persons can
enter the premises should be controlled and, if possible, isolated from information processing facilities
to avoid unauthorized access.

The fo]lowi‘ng guidelines should be considered:

a)

b)

68

restricting access to sites and buildings to authorized personnel only. The process for the
management of access rights to physical areas should include the provision, periodical review,
update and revocation of authorizations (see 5.18);

securely maintaining and monitoring a physical logbook or electronic audit trail of all access and
protecting all logs (see 5.33) and sensitive authentication information;

establishing and implementing a process and technical mechanisms for the management of access
to areas where information is processed or stored. Authentication mechanisms include the use of
access cards, biometrics or two-factor authentication such as an access card and secret PIN. Double
security doors should be considered for access to sensitive areas;
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setting up a reception area monitored by personnel, or other means to control physical access to
the site or building;

e) inspecting and examining personal belongings of personnel and interested parties upon entry and
exit;

NOTE Local legislation and regulations can exist regarding the possibility of inspecting personal
belongings.

f) requiring all personnel and interested parties to wear some form of visible identification and
to immediately notify security personnel if they encounter unescorted visitors and anygne not
wearing visible identification. Easily distinguishable badges should be considered to better iflentify
permanent employees, suppliers and visitors;

g) granting supplier personnel restricted access to secure areas or information ptocessing facilities
only when required. This access should be authorized and monitored;

h) giving special attention to physical access security in the case of buildings holding assets for
multiple organizations;

i) designing physical security measures so that they can be strengthened when the likeliHood of
physical incidents increases; O

)

j) securing other entry points such as emergency exits from dtiauthorized access;

</

k) setting up a key management process to ensuresthe management of the physical keys or
authentication information (e.g. lock codes, combihation locks to offices, rooms and fdcilities
such as key cabinets) and to ensure a log book:or annual key audit and that access to physical
keys or authentication information is controlled(see 5.17 for further guidance on authentjication
information).

Visitors

The following guidelines should be considered:

a)
b)

A

d)

\
Delivery and\lo}ding areas and incoming material

The follow‘inig guidelines should be considered:

authenticating the identity of.viSitors by an appropriate means;

recording the date and time-of entry and departure of visitors;
N\

only granting access‘f'b'r visitors for specific, authorized purposes and with instructions [on the
security requireménts of the area and on emergency procedures;

supervising a‘llI\Z‘is)itors, unless an explicit exception is granted.

|

a) res.t‘ficting access to delivery and loading areas from outside of the building to identified and
\authorized personnel;
)
b) designing the delivery and loading areas so that deliveries can be loaded and unloaded without
delivery personnel gaining unauthorized access to other parts of the building;
c) securing the external doors of delivery and loading areas when doors to restricted areas are
opened;
d) inspecting and examining incoming deliveries for explosives, chemicals or other hazardous
materials before they are moved from delivery and loading areas;
e) registering incoming deliveries in accordance with asset management procedures (see 5.9 and

7.10) on entry to the site;
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f) physically segregating incoming and outgoing shipments, where possible;

g) inspecting incoming deliveries for evidence of tampering on the way. If tampering is discovered, it
should be immediately reported to security personnel.

Other information

No other information.

7.3 Securingoffices, Tooms and facitities

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability
Contrg¢l

Physical security for offices, rooms and facilities should be designed and implémented.

Purpoge e

b\

To prepent unauthorized physical access, damage and interference to the organization’s information
and other associated assets in offices, rooms and facilities. 4
4

¢

Guidance

The following guidelines should be considered to secure offices, rooms and facilities:

—
ot

a) sitling critical facilities to avoid access by the public;

b) wlhereapplicable, ensuring buildings are unobtrusive and give minimum indication of their purpose,
with no obvious signs, outside or inside the building, identifying the presence of information
prpcessing activities;

c) copfiguring facilities to prevent (Confidential information or activities from being visible and
audible from the outside. Electgomagnetic shielding should also be considered as appropriate;

d) noft making directories, inté}:ﬁal telephone books and online accessible maps identifying locations

of confidential informatign-processing facilities readily available to any unauthorized person.
-\,
Other [information \ >

~
No other informatien:/
X

O
X

7.4 l”hysicaLsécurity monitoring

Con}roltype Information Cybersecurity Operational Security domains
seeurity-properties coneepts eapabilities
#Preventive #Confidentiality #Protect #Detect #Physical_security |#Protection
#Detective #Integrity #Defence
#Availability
Control

Premises should be continuously monitored for unauthorized physical access.
Purpose

To detect and deter unauthorized physical access.
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Guidance

Physical premises should be monitored by surveillance systems, which can include guards, intruder
alarms, video monitoring systems such as closed-circuit television and physical security information

management software either managed internally or by a monitoring service provider.

Access to buildings that house critical systems should be continuously monitored to detect unauthorized

access or suspicious behaviour by:

ess to

) installino video monitoring sustems such as clased-circuit television to view and record ac
> s} 5

sensitive areas within and outside an organization’s premises;

b) installing, according to relevant applicable standards, and periodically testing confact, so
motion detectors to trigger an intruder alarm such as:

und or

1) installing contact detectors that trigger an alarm when a contact is made or broken in anly place

where a contact can be made or broken (such as windows and doors and underneath o
to be used as a panic alarm;

2) motion detectors based on infra-red technology which trigger an.alarm when an object
through their field of view;

3) installing sensors sensitive to the sound of breaking gl<a;§§ ;/vhich can be used to trig

alarm to alert security personnel; .
</

bjects)

passes

ger an

c) usingthose alarms to cover all external doors and aceessible windows. Unoccupied areas shguld be

alarmed at all times; cover should also be provided fér other areas (e.g. computer or communi
rooms). ,

The design of monitoring systems should be.kept confidential because disclosure can fa
undetected break-ins.

Monitoring systems should be protected ffom unauthorized access in order to prevent survg
information, such as video feeds, from, being accessed by unauthorized persons or systems
disabled remotely.

The alarm system control panef“should be placed in an alarmed zone and, for safety alarms, in
that allows an easy exit route for the person who sets the alarm. The control panel and the de
should have tamperproofsmechanisms. The system should regularly be tested to ensure th
working as intended, par‘giéularly if its components are battery powered.

Any monitoring arufr)ecording mechanism should be used taking into consideration local lay

rations

rilitate

illance
being

h place
fectors
at it is

ws and

regulations including data protection and PII protection legislation, especially regarding the moniitoring

of personnel and recorded video retention periods.
N/
Other infayination

No otlierinformation.

N\

75 Protecting against phyci(‘al and environmental threats

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity
#Availability
Control

Protection against physical and environmental threats, such as natural disasters and other intentional

or unintentional physical threats to infrastructure should be designed and implemented.
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Purpose

To prevent or reduce the consequences of events originating from physical and environmental threats.

Guidance

Risk a
should

ssessments to identify the potential consequences of physical and environmental threats
be performed prior to beginning critical operations at a physical site, and at regular intervals.

Necessary safeguards should be implemented and changes to threats should be monitored. Specialist

advice

should be obtained on how to manage risks arising from nhvsical and environmental threats
5 5 ) sl

such a
forms

Physic
a)

b) ur
or

lo¢

Based
approy

a)

fir

5 fire, flood, earthquake, explosion, civil unrest, toxic waste, environmental emissions and othfer,
bf natural disaster or disaster caused by human beings.

h] premises location and construction should take account of:
al topography, such as appropriate elevation, bodies of water and tectonic fault lines;

ban threats, such as locations with a high profile for attracting political unrest, ‘eriminal activity
terrorist attacks.

bn risk assessment results, relevant physical and environmental threats§hould be identified and
riate controls considered in the following contexts as examples: O
)

e: installing and configuring systems able to detect fires at af early stage to send alarms or

trigger fire suppression systems in order to prevent fire damage-to storage media and to related

inf
su

b) flg
(of0]

sh

—

c) elg
ag
d)

ex
on

Other

ormation processing systems. Fire suppression should be performed using the most appropriate
pstance with regard to the surrounding environment (e.g/ gas in confined spaces);

oding: installing systems able to detect flooding at-an early stage under the floors of areas
htaining storage media or information processing’systems. Water pumps or equivalent means
buld be readily made available in case flooding oecurs;

ctrical surges: adopting systems able to \protect both server and client information systems
hinst electrical surges or similar eventsto minimize the consequences of such events;

plosives and weapons: performing random inspections for the presence of explosives or weapons
personnel, vehicles or goods entéring sensitive information processing facilities.
N\

R
—~\

information

( '
Safes gr other forms of secure §torage facilities can protect information stored therein against disasters

such a

Organi
design
using k

a fire, earthquake,.f(()pd or explosion.

zations can conSider the concepts of crime prevention through environmental design when
ng the contrel-s\.to secure their environment and reduce urban threats. For example, instead of|
ollards, statfies or water features can serve as both a feature and a physical barrier.

|

7.6 Working in secure areas

N\

Co frr‘\l fy?n Information f‘y]\nrcnrnrify n};\nrnfinnnl Cnrnrify domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity
#Availability
Control

Security measures for working in secure areas should be designed and implemented.
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Purpose

To protect information and other associated assets in secure areas from damage and unauthorized

interference by personnel working in these areas.

Guidance

The security measures for working in secure areas should apply to all personnel and cover all activities

taking place in the secure area.

The following guidelines should be considered:

a) making personnel aware only of the existence of, or activities within, a secure arearon’a n
know basis;

b) avoiding unsupervised work in secure areas both for safety reasons and te reduce chan|
malicious activities;

c) physically locking and periodically inspecting vacant secure areas;

bed-to-

ces for

d) not allowing photographic, video, audio or other recording equipment, such as cameras |n user

endpoint devices, unless authorized;

\ )
)
e) appropriately controlling the carrying and use of user endpoixt devices in secure areas;
D

f) posting emergency procedures in a readily visible or acgesable manner.
Other information ‘N
No other information.
7.7 Clear desk and clear screen

Control type Information Cybersecurity Operational Security dorhains

security properties concepts capabilities

#Preventive #Confidentiajityl #Protect #Physical_security |#Protection
Control A

Clear desk rules for pabers and removable storage media and clear screen rules for infor
processing facilities should be defined and appropriately enforced.
-\
Purpose N~
~

mation

To reduce the 'rrsks of unauthorized access, loss of and damage to information on desks, screensand in

other access;ble locations during and outside normal working hours.
Guldaqee

The‘drganization should establish and communicate a topic-specific policy on clear desk an

1 clear

1l 1 . 1 .
SCICCIT LU dIl TeIEevVallt HIterested pdrtics.

The following guidelines should be considered:

a) locking away sensitive or critical business information (e.g. on paper or on electronic storage
media) (ideally in a safe, cabinet or other form of security furniture) when not required, especially

when the office is vacated;

b) protecting user endpoint devices by key locks or other security means when not in
unattended;
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c) leaving user endpoint devices logged off or protected with a screen and keyboard locking
mechanism controlled by a user authentication mechanism when unattended. All computers and
systems should be configured with a timeout or automatic logout feature;

d) making the originator collect outputs from printers or multi-function devices immediately. The use
of printers with an authentication function, so the originators are the only ones who can get their
printouts and only when standing next to the printer;

e) securely storing documents and removable storage media containing sensitive information and,

wlremrmotonger required; discarding themrusing secure disposatmecharntsms;,——————————————]

f) establishing and communicating rules and guidance for the configuration of pop-ups on screens
(e.g. turning off the new email and messaging pop-ups, if possible, during presentations,.screen
shpring or in a public area);

g) clgaring sensitive or critical information on whiteboards and other types of display when no longer
refuired.

The organization should have procedures in place when vacating facilities including’conducting a final
sweep|prior to leaving to ensure the organization’s assets are not left behind (e.g. documents fallen
behind drawers or furniture).

\ )
Other information 2
No othr information. \
N,
7.8 Equipment siting and protection >
Coptrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability

Contrg¢l R

Equiprhent should be sited securely\and protected.

Purpofse O
( A ]

To reduce the risks from'@)y'sical and environmental threats, and from unauthorized access and

damage. )
>)

Guidance - \

X

The following guiél'e‘lines should be considered to protect equipment:

a) siting éguipment to minimize unnecessary access into work areas and to avoid unauthorized
acpess;" ‘

b) carefully positioning information processing facilities handling sensitive data to reduce the risk of
information being viewed by unauthorized persons during their use;

c) adopting controls to minimize the risk of potential physical and environmental threats [e.g. theft,
fire, explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, electrical
supply interference, communications interference, electromagnetic radiation and vandalism];

d) establishing guidelines for eating, drinking and smoking in proximity to information processing
facilities;

e) monitoring environmental conditions, such as temperature and humidity, for conditions which can
adversely affect the operation of information processing facilities;
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f) applying lightning protection to all buildings and fitting lightning protection filters to all incoming

power and communications lines;

g) considering the use of special protection methods, such as keyboard membranes, for equipment in

industrial environments;

h) protecting equipment processing confidential information to minimize the risk of information

leakage due to electromagnetic emanation;

not managed by the orgamzatlon
Other information

No other information.

7.9 Security of assets off-premises

il nhvcn‘a”v cnn:\rnhnn’ information hrnPQCCInG facilities mnn:\n‘nﬂ hv the organization from those
5 5

Control type Information Cybersecurity Operational Security dorhains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #ASs€t_management
#Availability K
-/
Control \S

Off-site assets should be protected.
Purpose

To prevent loss, damage, theft or compromiselof off-site devices and interruption to the organiz
operations.

Guidance

Any device used outside the organization’s premises which stores or processes information (e.g.
device), including devices owned’by the organization and devices owned privately and used on
of the organization [bring. your own device (BYOD)] needs protection. The use of these devices
be authorized by managqment

)

The following guidelines should be considered for the protection of devices which store or
information outsidathe organization’s premises:

\

a) notleaving)equipment and storage media taken off premises unattended in public and uns
places; ¢

b) obsgn:f/ing manufacturers’ instructions for protecting equipment at all times (e.g. protection
&xposure to strong electromagnetic fields, water, heat, humidity, dust);

N\

ation’s

mobile
behalf
should

rocess

pcured

hgainst

o)~ when off-premises equipment is transferred among different individuals or interested

arties,

maintaining a log that defines the chain of custody for the equipment including at least names and
organizations of those who are responsible for the equipment. Information that does not need to be

transferred with the asset should be securely deleted before the transfer;

d) where necessary and practical, requiring authorization for equipment and media to be removed
from the organization’s premises and keeping a record of such removals in order to maintain an

audit trail (see 5.14);

e) protecting against viewing information on a device (e.g. mobile or laptop) on public transport, and

the risks associated with shoulder surfing;

f) implementing location tracking and ability for remote wiping of devices.
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Permanent installation of equipment outside the organization’s premises [such as antennas and
automated teller machines (ATMs)] can be subject to higher risk of damage, theft or eavesdropping.
These risks can vary considerably between locations and should be taken into account in determining
the most appropriate measures. The following guidelines should be considered when siting this
equipment outside of the organization’s premises:

a) physical security monitoring (see 7.4);

b) protecting against physical and environmental threats (see 7.5);

c) phiysical access and tamper proofing controls;
d) logical access controls.
Other [information

More information about other aspects of protecting information storing and processing equipment and
user emdpoint devices can be found in 8.1 and 6.7.

7.10 Storage media

Confrol type Information Cybersecurity Operatiohal Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #ASset_management
#Availability ¢
Contrg¢l

Storage media should be managed through their life\cycle of acquisition, use, transportation and
dispospl in accordance with the organization’s classification scheme and handling requirements.

Purpose

To enspire only authorized disclosure, mogdification, removal or destruction of information on storage
media, N\

Guidapce N\

. (
Remowvable storage media Sy

The following guidelines fgl\the management of removable storage media should be considered:

2]

a) establishing a fopic-specific policy on the management of removable storage media and

conmunicatingsuch topic- specific policy to anyone who uses or handles removable storage media;

b) where necésgary and practical, requiring authorization for storage media to be removed from the
organization and keeping a record of such removals in order to maintain an audit trail;

c) storing all storage media in a safe, secure environment according to their information classification
and protecting them against environmental threats (such as heat, moisture, humidity, electronic
field or ageing), in accordance with manufacturers’ specifications;

d) if information confidentiality or integrity are important considerations, using cryptographic
techniques to protect information on removable storage media;

e) tomitigate the risk of storage media degrading while stored information is still needed, transferring
the information to fresh storage media before becoming unreadable;

f) storing multiple copies of valuable information on separate storage media to further reduce the
risk of coincidental information damage or loss;
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g) considering the registration of removable storage media to limit the chance for information

loss;

h) only enabling removable storage media ports [e.g. secure digital (SD) card slots and universal serial

bus (USB) ports] if there is an organizational reason for their use;

i) where there is a need to use removable storage media, monitoring the transfer of information to

such storage media;

j) information can be vulnerable to unauthorized access, misuse or corruption during physical

transnort forinstance when sending storage media viathe nostal service orvia cogurier
T 4 5 s} )

In this control, media includes paper documents. When transferring physical storage media
security measures in 5.14.

Secure reuse or disposal

apply

Procedures for the secure reuse or disposal of storage media should be established to minimjze the
risk of confidential information leakage to unauthorized persons. The procetdures for secure r¢use or

disposal of storage media containing confidential information should be propertional to the sen
of that information. The following items should be considered:

bitivity

a) if storage media containing confidential information need to bé)reused within the organization,

securely deleting data or formatting the storage media before\'rleuse (see 8.10);

b) disposing of storage media containing confidential inform4tion securely when not needed arlymore

(e.g. by destroying, shredding or securely deleting thecontent);

c) having procedures in place to identify the items that can require secure disposal;

d) many organizations offer collection and dispgsal services for storage media. Care should b¢ taken

in selecting a suitable external party supplier with adequate controls and experience;
e) logging the disposal of sensitive items.dwworder to maintain an audit trail;

f) when accumulating storage media-for disposal, giving consideration to the aggregation
which can cause a large quantitycof non-sensitive information to become sensitive.

-

A risk assessment should be performed on damaged devices containing sensitive data to det

whether the items should bé\physically destroyed rather than sent for repair or discarded (see 7{14).

-

(
Other information (-

effect,

Prmine

When confidential inf&rmation on storage media is not encrypted, additional physical protection of the

storage media shauld be considered.
N
N/

7.11 Suppdrting utilities

Genirol type Information Cybersecurity Operational Security dorhains
- security properties concepts capabilities
#F‘;'mmnfivp ﬂ]nrpgrirv #Protect #Detect #Physical security #Protection
#Detective #Availability
Control

Information processing facilities should be protected from power failures and other disruptions
by failures in supporting utilities.

Purpose

caused

To prevent loss, damage or compromise of information and other associated assets, or interruption to

the organization’s operations due to failure and disruption of supporting utilities.
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Guidance

Organizations depend on utilities (e.g. electricity, telecommunications, water supply, gas, sewage,
ventilation and air conditioning) to support their information processing facilities. Therefore, the
organization should:

a)

b)

g)

ensure equipment supporting the utilities is configured, operated and maintained in accordance
with the relevant manufacturer’s specifications;

other supporting utilities;

with

enkure equipment supporting the utilities is inspected and tested regularly to ensure their proper
fupctioning;

if Iecessary, raise alarms to detect utilities malfunctions;

if pecessary, ensure utilities have multiple feeds with diverse physical routing;
enkure equipment supporting the utilities is on a separate network from the information processing

fagilities if connected to a network;

enkure equipment supporting the utilities is connected to the internéonly when needed and only
inp secure manner. XN

-

J

Emergpncy lighting and communications should be provided. Emgrgency switches and valves to cut
off poyer, water, gas or other utilities should be located near’emergency exits or equipment rooms.
Emergpency contact details should be recorded and available to.personnel in the event of an outage.

Other jinformation

Additignal redundancy for network connectivity can be obtained by means of multiple routes from
more than one utility provider.

7.12 (Cabling security

Conptrol type Information Cybersecurity Operational Security domains
security propexties concepts capabilities
#Prevgntive #Confidentiglft?. #Protect #Physical_security |#Protection
#Availabili(y )
D)
Contr¢l )

-
N o7

\
Cables|carrying poweér)data or supporting information services should be protected from interception,
interference or damége.

Purpose v

To

|

]

prgvent loss, damage, theft or compromise of information and other associated assets and

interri pfi}m fa the m‘g;minn'inn'q operations related to power and communications rnhling

Guidance

The following guidelines for cabling security should be considered:

a)

b)

78

power and telecommunications lines into information processing facilities being underground
where possible, or subject to adequate alternative protection, such as floor cable protector and
utility pole; if cables are underground, protecting them from accidental cuts (e.g. with armoured
conduits or signals of presence);

segregating power cables from communications cables to prevent interference;
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c) for sensitive or critical systems, further controls to consider include:

1) installation of armoured conduit and locked rooms or boxes and alarms at inspection and
termination points;

2) use of electromagnetic shielding to protect the cables;

3) periodical technical sweeps and physical inspections to detect unauthorized devices being
attached to the cables;

4) controlled access to patch panels and cable rooms (e.g. with mechanical keys or PINs);
5) use of fibre-optic cables;

d) labelling cables at each end with sufficient source and destination details to enable the physical
identification and inspection of the cable.

Specialist advice should be sought on how to manage risks arising frem) cabling incidgnts or
malfunctions.

Other information

Sometimes power and telecommunications cabling are shared resqurees for more than one organjzation

occupying co-located premises. o\
b)
7.13 Equipment maintenance »
Control type Information Cybersecurity Operational Security domains

security properties concepis capabilities

#Preventive #Confidentiality #Proteect #Physical_security  |#Protection
#Integrity #Asset_management |#Resilience
#Availability

Control

Equipment should be maintained:-correctly to ensure availability, integrity and confidentiglity of
information.

N\
Purpose (“}'

To prevent loss, damage, theft or compromise of information and other associated assefs and
interruption to theprganization's operations caused by lack of maintenance.

Guidance ~N )

N/

The followin% :guidelines for equipment maintenance should be considered:

’
a) maintaining equipment in accordance with the supplier’s recommended service frequenty and
Specifications;
)

by TMpiementing and Monitoring of a Malinteance prograrniine by the organiZation;
c) only authorized maintenance personnel carrying out repairs and maintenance on equipment;
d) keeping records of all suspected or actual faults, and of all preventive and corrective maintenance;

e) implementing appropriate controls when equipment is scheduled for maintenance, taking into
account whether this maintenance is performed by personnel on site or external to the organization;
subjecting the maintenance personnel to a suitable confidentiality agreement;

f) supervising maintenance personnel when carrying out maintenance on site;

g) authorizing and controlling access for remote maintenance;
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h) applying security measures for assets off-premises (see 7.9) if equipment containing information is
taken off premises for maintenance;

i) complying with all maintenance requirements imposed by insurance;

j) before putting equipment back into operation after maintenance, inspecting it to ensure that the
equipment has not been tampered with and is functioning properly;

k) applying measures for secure disposal or re-use of equipment (see 7.14) if it is determined that

eq
Other

Equipy

supply
detect

lipmnnf istaobe Hicpncr_\d of

information

hent includes technical components of information processing facilities, uninterruptible, power
(UPS) and batteries, power generators, power alternators and converters, physicalintrusion
on systems and alarms, smoke detectors, fire extinguishers, air conditioning and lifts.

7.14 Secure disposal or re-use of equipment
Coptrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Physical_sefh\rity #Protection
#Asset_management
Control N
Items ¢f equipment containing storage media should be verified to ensure that any sensitive data and

licensd

d software has been removed or securely overwritteén-prior to disposal or re-use.

Purpose

To pre
Guida

Equipn
re-use

Storag

Fent leakage of information from equipment€o be disposed or re-used.
hce
hent should be verified to ensure-whether or not storage media is contained prior to disposal or

N\
e media containing confi@é’h’tial or copyrighted information should be physically destroyed or

the information should be destroyed, deleted or overwritten using techniques to make the original

inform
guidan

Labels
netwo

The or
equipn

ation non-retrievable‘)réther than using the standard delete function. See 7.10 for detailed
ce on secure diqus{a) of storage media and 8.10 for guidance on information deletion.

Q
and markingg identifying the organization or indicating the classification, owner, system or
'k, should hefemoved prior to disposal, including reselling or donating to charity.

banizatiolyshould consider the removal of security controls such as access controls or surveillance
lent atthe end of lease or when moving out of premises. This depends on factors such as:

N\

a) it

leake agreement to refurn the facility to nriginn] condition:

b) minimizing the risk of leaving systems with sensitive information on them for the next tenant (e.g.
user access lists, video or image files);

c) the ability to reuse the controls at the next facility.

Other

information

Damaged equipment containing storage media can require a risk assessment to determine whether
the items should be physically destroyed rather than sent for repair or discarded. Information can be
compromised through careless disposal or re-use of equipment.

80
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In addition to secure disk deletion, full-disk encryption reduces the risk of disclosure of confidential
information when equipment is disposed of or redeployed, provided that:

a) the encryption process is sufficiently strong and covers the entire disk (including slack space, swap
files);

b) the cryptographic keys are long enough to resist brute force attacks;

c) the cryptographic keys are themselves kept confidential (e.g. never stored on the same disk).

For further advice on cryptography, see 8.24.

Techniques for securely overwriting storage media differ according to the storage media-technology
and the classification level of the information on the storage media. Overwriting teols shquld be
reviewed to make sure that they are applicable to the technology of the storage media:

See ISO/IEC 27040 for detail on methods for sanitizing storage media.

8 Technological controls

8.1 User endpoint devices g
Control type Information Cybersecurity " Operational Security] do-
security properties concepts C capabilities mainfs
#Preventive #Confidentiality #Protect / Vi#Asset_management #Protection
#Integrity - |#Information_protection
#Availability
Control

Information stored on, processed by or accéssible via user endpoint devices should be protected
Purpose
To protect information against the risks introduced by using user endpoint devices.

Guidance \
General Ny

( ) ]

The organization shgdld establish a topic-specific policy on secure configuration and handling pf user
endpoint devices':\ The topic-specific policy should be communicated to all relevant personrlel and
consider the feowing:

a) the typé of information and the classification level that the user endpoint devices can handle,
process, store or support;

]
b)Aregistration of user endpoint devices;
)

CJ requirements for physical protection,
d) restriction of software installation (e.g. remotely controlled by system administrators);

e) requirements for user endpoint device software (including software versions) and for applying
updates (e.g. active automatic updating);

f) rules for connection to information services, public networks or any other network off premises
(e.g. requiring the use of personal firewall);

g) access controls;

h) storage device encryption;
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protection against malware;

remote disabling, deletion or lockout;
backups;

usage of web services and web applications;

end user behaviour analytics (see 8.16);

th¢ use of removable devices, including removable memory devices, and the possibility of disabling
phlysical ports (e.g. USB ports);

the use of partitioning capabilities, if supported by the user endpoint device, which can-sectrely
separate the organization's information and other associated assets (e.g. software) from other
information and other associated assets on the device.

Consideration should be given as to whether certain information is so sensitive that'it can only be
accessg¢d via user endpoint devices, but not stored on such devices. In such cases,/@dditional technical
safeguprds can be required on the device. For example, ensuring that downloading files for offline
working is disabled and that local storage such as SD card is disabled.

As far|as possible, the recommendations on this control should be enfeiced through configuration
management (see 8.9) or automated tools. A

User résponsibility N\

b)

Vs

All us¢rs should be made aware of the security requirements and procedures for protecting user
endpoint devices, as well as of their responsibilities for implementing such security measures. Users
should|be advised to:

a)
b)

d)

log-off active sessions and terminate services when no longer needed;

prptect user endpoint devices from unautherized use with a physical control (e.g. key lock or
spgcial locks) and logical control (e.g. password access) when not in use; not leave devices carrying
important, sensitive or critical businessinformation unattended;

\\
-

usg devices with special care in public places, open offices, meeting places and other unprotected
argas (e.g. avoid reading confitleritial information if people can read from the back, use privacy

N

screen filters); 'S

~ N\
( ) ]

phiysically protect user'elndpomt devices against theft (e.g. in cars and other forms of transport,
hoftel rooms, conferencg centres and meeting places).

A specjfic procedure t&king into account legal, statutory, regulatory, contractual (including insurance)
and other security ¥equirements of the organization should be established for cases of theft or loss of
user epdpoint devlces

Use of Qersona‘l dev1ces

N\

Wherelthe organization allows the use of personal devices (sometimes known as BYOD), in addition to
the guidance given in this control, the following should be considered:

a)

b)

82

separation of personal and business use of the devices, including using software to support such
separation and protect business data on a private device;

providing access to business information only after users have acknowledged their duties (physical
protection, software updating, etc.), waiving ownership of business data, allowing remote wiping
of data by the organization in case of theft or loss of the device or when no longer authorized to use
the service. In such cases, PII protection legislation should be considered;

topic-specific policies and procedures to prevent disputes concerning rights to intellectual property
developed on privately owned equipment;
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d) access to privately owned equipment (to verify the security of the machine or during an

investigation), which can be prevented by legislation;

e) software licensing agreements that are such that organizations can become liable for licensing for
client software on user endpoint devices owned privately by personnel or external party users.

Wireless connections

The organization should establish procedures for:

a) the configuration of wireless connections on devices (e.g. disabling vulnerable protocols);

b) using wireless or wired connections with appropriate bandwidth in accordance with r
topic-specific policies (e.g. because backups or software updates are needed).

Other information

Controls to protect information on user endpoint devices depend on whethep the user endpoint
is used only inside of the organization's secured premises and network cénnections, or wheth
exposed to increased physical and network related threats outside of the(oyganization.

The wireless connections for user endpoint devices are similar to other types of network conn
but have important differences that should be considered whefi-dentifying controls. In par
back-up of information stored on user endpoint devices can soetimes fail because of limited n

blevant

device
er it is

pctions
ficular,
btwork

bandwidth or because user endpoint devices are not contected at the times when backups are

scheduled. \§

Vs

For some USB ports, such as USB-C, disabling the USB p(()rt is not possible because it is used fo
purposes (e.g. power delivery and display output).

8.2 Privileged access rights

 other

Control type Information Cybersecurity Operational capa- | Security dorhains
security properties concepts bilities
#Preventive #Confidentiali:cy #Protect #ldentity_and_ac- #Protection
#Integrity ( cess_management
#Availability
Control o

o~ N\

( ) ]

The allocation and 1.1\§‘e)o'f privileged access rights should be restricted and managed.

Purpose \
P N

\~ 4 - . . . .

To ensure_oaly authorized users, software components and services are provided with prij

access rights.
’

Guidance

N\

rileged

Cess in

The allocation of privileged access rights should be controlled through an authorization pro

accordance with the relevant topic-specific policy on access control (see 5.15). The following should be

considered:

a) identifying users who need privileged access rights for each system or process (e.g. operating

systems, database management systems and applications);

b) allocating privileged access rights to users as needed and on an event-by-event basis in line with
the topic-specific policy on access control (see 5.15) (i.e. only to individuals with the necessary
competence to carry out activities that require privileged access and based on the minimum

requirement for their functional roles);
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¢) maintaining an authorization process (i.e. determining who can approve privileged access rights,
or not granting privileged access rights until the authorization process is complete) and a record of
all privileges allocated;

d) defining and implementing requirements for expiry of privileged access rights;

e) taking measures to ensure that users are aware of their privileged access rights and when they are
in privileged access mode. Possible measures include using specific user identities, user interface
settings or even specific equipment;

f) algthentication requirements for privileged access rights can be higher than the requirements_ for,
nofrmal access rights. Re-authentication or authentication step-up can be necessary before daing
wark with privileged access rights;

g) regularly, and after any organizational change, reviewing users working with privileged access
rights in order to verify if their duties, roles, responsibilities and competence still gualify them for
wqrking with privileged access rights (see 5.18);

h) establishing specific rules in order to avoid the use of generic administration”user IDs (such as
“rgot”), depending on systems’ configuration capabilities. Managing and pfotecting authentication
information of such identities (see 5.17);

O

i) granting temporary privileged access just for the time window ne‘ce\@ary to implement approved
chhnges or activities (e.g. for maintenance activities or somesycritical changes), rather than
pefmanently granting privileged access rights. This is often refgrfed as break glass procedure, and
often automated by privilege access management technologies;

j) logging all privileged access to systems for audit purposes;

k) nof sharing or linking identities with privileged agcéss rights to multiple persons, assigning each
pefrson a separate identity which allows assigning specific privileged access rights. Identities
cah be grouped (e.g. by defining an administrator group) in order to simplify the management of
privileged access rights;

1) only using identities with privileged a¢cess rights for undertaking administrative tasks and not
for day-to-day general tasks [i.e. checking email, accessing the web (users should have a separate
nofrmal network identity for these activities)].

N\

Other finformation N

Privilejged access rights are-aceess rights provided to an identity, a role or a process that allows the
performance of activities jcha)c typical users or processes cannot perform. System administrator roles
typically require privileged access rights.

N

Inapprjopriate use ¢Esystem administrator privileges (any feature or facility of an information system
that epables the WSer to override system or application controls) is a major contributory factor to
failuref or breaches of systems.

N,

More ipformation related to access management and the secure management of access to information
and information and communications technologies resources can be found in ISO 9146

8.3 Information access restriction

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
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Control

Access to information and other associated assets should be restricted in accordance with the
established topic-specific policy on access control.

Purpose

To ensure only authorized access and to prevent unauthorized access to information and other
associated assets.

Guidance

Access to information and other associated assets should be restricted in accordance with the
established topic-specific policies. The following should be considered in order to support|access
restriction requirements:

a) not allowing access to sensitive information by unknown user identities_dryanonymously.| Public
or anonymous access should only be granted to storage locations that de'net contain any sensitive
information;

b) providing configuration mechanisms to control access to information in systems, applicatiqns and
services; )
AS
@,
c) controlling which data can be accessed by a particular user§, ™
</
d) controlling which identities or group of identities havg-which access, such as read, write, del¢te and
execute; OV
e) providing physical or logical access controls forthe isolation of sensitive applications, appliication
data, or systems.

Further, dynamic access management technigques and processes to protect sensitive informatipn that
has high value to the organization should b&considered when the organization:

a) needs granular control over who ¢an access such information during what period and in what way;

b) wants to share such information with people outside the organization and maintain contrpl over

who can access it;
N\
c) wants to dynamically&fh’anage, in real-time, the use and distribution of such information;

d) wants to protest stich information against unauthorized changes, copying and distrjbution
(including prinjcbné) ;

e) wants to mor;‘ltor the use of the information;
N/

f) wants;té record any changes to such information that take place in case a future investiggtion is
required.

]
Dyhamic access management techniques should protect information throughout its life cydle (i.e.
creation, processing, storage, transmission and disposal), including:

a) establishing rules on the management of dynamic access based on specific use cases considering:
1) granting access permissions based on identity, device, location or application;

2) leveraging the classification scheme in order to determine what information needs to be
protected with dynamic access management techniques;

b) establishing operational, monitoring and reporting processes and supporting technical
infrastructure.
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Dynamic access management systems should protect information by:
a) requiring authentication, appropriate credentials or a certificate to access information;

b) restricting access, for example to a specified time frame (e.g. after a given date or until a particular
date);

c) using encryption to protect information;

d) defining the printing permissions for the information;

e) refording who accesses the information and how the information is used;
f) ralsing alerts if attempts to misuse the information are detected.
Other information

Dynanjic access management techniques and other dynamic information protectionechnologies can
suppoit the protection of information even when data is shared beyond the originating organization,
where|traditional access controls cannot be enforced. It can be applied to documerits, emails or other
files cqntaining information to limit who can access the content and in what way, It can be at a granular
level and be adapted over the life cycle of the information.
O

Dynanjic access management techniques do not replace classical access nanagement [e.g. using access
contro] lists (ACLs)], but can add more factors for conditionality, real-fithe evaluation, just-in-time data
reductjon and other enhancements that can be useful for the mast sensitive information. It offers a
way tg control access outside the organization’s environmentIneident response can be supported by
dynamic access management techniques as permissions can be modified or revoked at any time.

Additignal information on a framework for access management is provided in ISO/IEC 29146.

8.4 Access to source code

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Prevgntive #Confidentiality ~ \#Protect #ldentity_and_access_ |#Protection

#Integrity management

#Availability #Application_security

&) #Secure_configura-
) tion
)

Contrg¢l

-
N o7

\
Read apd write acces§ td’source code, development tools and software libraries should be appropriately
managed. S

O
X

Purpose M,

N,
To prepentsthe introduction of unauthorized functionality, avoid unintentional or malicious changes
and to maintain the confidentiality of valuable intellectual property.

Guidance

Access to source code and associated items (such as designs, specifications, verification plans and
validation plans) and development tools (e.g. compilers, builders, integration tools, test platforms and
environments) should be strictly controlled.

For source code, this can be achieved by controlling central storage of such code, preferably in source
code management system.

Read access and write access to source code can differ based on the personnel’s role. For example, read
access to source code can be broadly provided inside the organization, but write access to source code
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is only made available to privileged personnel or designated owners. Where code components are used
by several developers within an organization, read access to a centralized code repository should be
implemented. Furthermore, if open-source code or third-party code components are used inside an
organization, read access to such external code repositories can be broadly provided. However, write
access should still be restricted.

The following guidelines should be considered to control access to program source libraries in order to
reduce the potential for corruption of computer programs:

d) llldlldgi“g thU dLLC3S5 tU }JlUgldlll SUUIcc LUL‘lC dllL‘l thC Pl Ugl dlll SOUIcCc li‘Uldl iCb dLLUlLing tO
established procedures;

b) granting read and write access to source code based on business needs and managed to address
risks of alteration or misuse and according to established procedures;

c) updating of source code and associated items and granting of access to soure code in accofdance
with change control procedures (see 8.32) and only performing it after appropriate authorfzation
has been received;

d) not granting developers direct access to the source code repository;-but through developdr tools
that control activities and authorizations on the source code;

\ )

e) holding program listings in a secure environment, wherqﬂead and write access should be

appropriately managed and assigned; D)

f) maintaining an audit log of all accesses and of all chariges to source code.

¢

If the program source code is intended to be published, additional controls to provide assurancg on its
integrity (e.g. digital signature) should be considered.”

Other information

If access to source code is not properly controlied, source code can be modified or some datq in the
development environment (e.g. copies ©of production data, configuration details) can be retrigved by
unauthorized persons.

A
\
-

8.5 Secure authentication

N\
Control type £ fnformation Cybersecurity Operational Security dorhains
sécurity properties concepts capabilities
#Preventive -{#Confidentiality #Protect #ldentity_and_ac- #Protection
. #Integrity cess_management
O |#Availability

INT

Control _ <

Securé& authentication technologies and procedures should be implemented based on inforfation
aceess restrictions and the topic-specific policy on access control.
)

Purpuse

To ensure a user or an entity is securely authenticated, when access to systems, applications and
services is granted.

Guidance

A suitable authentication technique should be chosen to substantiate the claimed identity of a user,
software, messages and other entities.

The strength of authentication should be appropriate for the classification of the information to be
accessed. Where strong authentication and identity verification is required, authentication methods
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alternative to passwords, such as digital certificates, smart cards, tokens or biometric means, should be
used.

Authentication information should be accompanied by additional authentication factors for accessing
critical information systems (also known as multi-factor authentication). Using a combination of
multiple authentication factors, such as what you know, what you have and what you are, reduces
the possibilities for unauthorized accesses. Multi-factor authentication can be combined with other
techniques to require additional factors under specific circumstances, based on predefined rules and
patterns, such as access from an unusual location, from an unusual device or at an unusual time.

Biometric authentication information should be invalidated if it is ever compromised. Biomettic
autheatication can be unavailable depending on the conditions of use (e.g. moisture or aging)) To

preparje for these issues, biometric authentication should be accompanied with at least one alternative

authentication technique.

The prjocedure for logging into a system or application should be designed to minimize the risk of
unauthorized access. Log-on procedures and technologies should be implemented. ¢onsidering the
following:

a) nof displaying sensitive system or application information until the J6g-on process has been
sufcessfully completed in order to avoid providing an unauthorized sser with any unnecessary

assistance; oA
b\
b) displaying a general notice warning that the system or the applicatijon or the service should only be
acgessed by authorized users; X

Vs

c) noft providing help messages during the log-on procedure.that would aid an unauthorized user (e.g.
if an error condition arises, the system should not indigate which part of the data is correct or
in¢orrect);

d) validating the log-on information only on completion of all input data;

e) prptecting against brute force log-on attempts'on usernames and passwords [e.g. using completely

aufomated public Turing test to tell computers and humans apart (CAPTCHA), requiring password
reget after a predefined number of failed-attempts or blocking the user after a maximum number of
erfors]; ~\

f) logging unsuccessful and successful attempts;
(‘ \‘
g) rajlsing a security event if @ potential attempted or successful breach of log-on controls is detected
(e.g. sending an alert tothe user and the organization’s system administrators when a certain
number of wrong password attempts has been reached);

Q
h) digplaying or sending the following information on a separate channel on completion of a successful
log-on: R

7~
X

1)| date an.d‘\t‘ime of the previous successful log-on;

]

2)| details of any unsuccessful log-on attempts since the last successful log-on;
)

i) not displaying a password in clear text when it is being entered; in some cases, it can be required
to de-activate this functionality in order to facilitate user log-on (e.g. for accessibility reasons or to
avoid blocking users because of repeated errors);

j) not transmitting passwords in clear text over a network to avoid being captured by a network
"sniffer” program;

k) terminating inactive sessions after a defined period of inactivity, especially in high risk locations
such as public or external areas outside the organization’s security management or on user
endpoint devices;
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1) restricting connection duration times to provide additional security for high-risk applications and

reduce the window of opportunity for unauthorized access.
Other information

Additional information on entity authentication assurance can be found is ISO/IEC 29115.

8.6 Capacity management

Control type Information Cybersecurity Operational Security derpains
security properties concepts capabilities
#Preventive #Integrity #ldentify #Protect |#Continuity #Governance_pnd_
#Detective #Availability #Detect EcoSystem #Pryotec-
tion
Control

The use of resources should be monitored and adjusted in line with curfent and expected c;
requirements.

Purpose -O
To ensure the required capacity of information processing facilitiés, human resources, offices an
facilities. b,

N,
Guidance - 7
Capacity requirements for information processing)facilities, human resources, offices and
facilities should be identified, taking into account the business criticality of the concerned syste
processes.

System tuning and monitoring should bé&’applied to ensure and, where necessary, improg
availability and efficiency of systems.

The organization should perform stress-tests of systems and services to confirm that sufficient
capacity is available to meet peak‘pérformance requirements.

Detective controls should béyput in place to indicate problems in due time.

— oY . :
Projections of future¢tapacity requirements should take account of new business and
requirements and Cl}I"I'el‘lt and projected trends in the organization’s information pro
capabilities. (%)
Particular at;ce?}ti:)n should be paid to any resources with long procurement lead times or high
Therefore,‘\nzanagers, service or product owners should monitor the utilization of key system res

ManagegsIShould use capacity information to identify and avoid potential resource limitatio
dependency on key personnel which can present a threat to system security or services arn
appropriate action.

hpacity

1 other

other

ms and

ve the

bystem

bystem

fessing

costs.

burces.

ns and
d plan

Providing sufficient capacity can be achieved by increasing capacity or by reducing demand. The

following should be considered to increase capacity:
a) hiring new personnel;
b) obtaining new facilities or space;

€) acquiring more powerful processing systems, memory and storage;

d) making use of cloud computing, which has inherent characteristics that directly address issues of
capacity. Cloud computing has elasticity and scalability which enable on-demand rapid expansion

and reduction in resources available to particular applications and services.
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The following should be considered to reduce demand on the organization’s resources:

a)
b)
‘)
d)
e)
f)

deletion of obsolete data (disk space);
disposal of hardcopy records that have met their retention period (free up shelving space);
decommissioning of applications, systems, databases or environments;

optimizing batch processes and schedules;

opftimizing application code or database queries;

depying or restricting bandwidth for resource-consuming services if these are not critical[e’g.
video streaming).

A documented capacity management plan should be considered for mission critical systems:

Other information

For mdre detail on the elasticity and scalability of cloud computing, see ISO/IEC FS 23167.

8.7 ll’rotection against malware

\ )
)
Conjtrol type Information Cybersecurity Operat}onal Security domains

security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Detect | #Systein_and_network_ |#Protection
#Detedtive #Integrity security #Defence
#Corrgctive #Availability #lnformation_protec-

tion

Contra¢l

Protection against malware should be implemented and supported by appropriate user awareness.

Purpogse

To ensfire information and other associated assets are protected against malware.

Guidapce 2\

‘\.

( ) |
Protecfion against malware shotld be based on malware detection and repair software, information
securify awareness, apprgg‘rjate system access and change management controls. Use of malware
detectfon and repair seftware alone is not usually adequate. The following guidance should be

1 R \
considgred: <

N/
a) implementing ¥iiles and controls that prevent or detect the use of unauthorized software [e.g.

b)

<)

d)

90

application: aHE)wlisting (i.e. using a list providing allowed applications)] (see 8.19 and 8.32);

implementing controls that prevent or detect the use of known or suspected malicious websites
(egcblocklisting);

reducing vulnerabilities that can be exploited by malware [e.g. through technical vulnerability
management (see 8.8 and 8.19)];

conducting regular automated validation of the software and data content of systems, especially
for systems supporting critical business processes; investigating the presence of any unapproved
files or unauthorized amendments;

establishing protective measures against risks associated with obtaining files and software either
from or via external networks or on any other medium;
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installing and regularly updating malware detection and repair software to scan computers and

electronic storage media. Carrying out regular scans that include:

1) scanning any data received over networks or via any form of electronic storage media, for

malware before use;

2) scanning email and instant messaging attachments and downloads for malware befo

re use.

Carrying out this scan at different places (e.g. at email servers, desktop computers) and when

entering the network of the organization;

g)

h)

j)

k)
D)

)

3) scanning webpages for malware when accessed;

determining the placement and configuration of malware detection and repair toolsbased
assessment outcomes and considering:

1) defence in depth principles where they would be most effective. For example, this can
malware detection in a network gateway (in various application protecols such as em
transfer and web) as well as user endpoint devices and servers;

2) the evasive techniques of attackers (e.g. the use of encrypted files) to deliver malware
use of encryption protocols to transmit malware;

. . . . N\, .
taking care to protect against the introduction of malware\d’ﬂrmg maintenance and eme
procedures, which can bypass normal controls against malware;
</

implementing a process to authorize temporarily orpermanently disable some or all mq
against malware, including exception approval authorities, documented justification and
date. This can be necessary when the protectionragainst malware causes disruption to
operations; g

preparing appropriate business continuity plans for recovering from malware attacks, in
all necessary data and software backup-(including both online and offline backup) and r¢
measures (see 8.13);

isolating environments where catastrophic consequences can occur;

defining procedures and nésponsibilities to deal with protection against malware on sy
including training in theiruse, reporting and recovering from malware attacks;

providing awarenes$_or training (see 6.3) to all users on how to identify and potentially m
the receipt, sending.or installation of malware infected emails, files or programs [the infor
collected in n) alid 0) can be used to ensure awareness and training are kept up-to-date];

implementing procedures to regularly collect information about new malware, such as subs
to mailir(l:g,lists or reviewing relevant websites;

verifying that information relating to malware, such as warning bulletins, comes from qu
aiidreputable sources (e.g. reliable internet sites or suppliers of malware detection softwa
s accurate and informative.

bn risk

lead to
hil, file

or the

rgency

asures
review
normal

luding

covery

stems,

itigate
mation

cribing

alified
e) and

Otherinformation

It is not always possible to install software that protects against malware on some systems (e.g. some
industrial control systems). Some forms of malware infect computer operating systems and computer
firmware such that common malware controls cannot clean the system and a full reimaging of the
operating system software and sometimes the computer firmware is necessary to return to a secure
state.
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8.8 Management of technical vulnerabilities

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Threat_and_ #Governance_and_Ecosys-
#Integrity #Protect vulnerability_.  |tem
#Availability management #Protection #Defence
Control

Infornmjation about technical vulnerabilities of information systems in use should be obtained,the
organifation’s exposure to such vulnerabilities should be evaluated and appropriate measures should
be takén.

Purpoge
To preyent exploitation of technical vulnerabilities.

Guidance

Identiflying technical vulnerabilities

O
The organization should have an accurate inventory of assets (see 5+9\fd‘ 5.14) as a prerequisite for
effectiye technical vulnerability management; the inventory shoul@ include the software vendor,
softwdre name, version numbers, current state of deployment (e.g{what software is installed on what
systen]s) and the person(s) within the organization responsible for'the software.

To idenptify technical vulnerabilities, the organization should ¢onsider:

a) defining and establishing the roles and responsibilities associated with technical vulnerability
mgnagement, including vulnerability monitoring, ‘vulnerability risk assessment, updating, asset
tracking and any coordination responsibilitiesggquired;

b) for software and other technologies (based on the asset inventory list, see 5.9), identifying

information resources that will be used for identifying relevant technical vulnerabilities and
mdintaining awareness about them.\Updating the list of information resources based on changes in
the inventory or when other new oriiseful resources are found;

N\
c) refuiring suppliers of inforaiation system (including their components) to ensure vulnerability

reporting, handling and disclesure, including the requirements in applicable contracts (see 5.20);

d) usjng vulnerability sc;amﬁing tools suitable for the technologies in use to identify vulnerabilities
and to verify whetherthe patching of vulnerabilities was successful;
N

e) copducting plapned, documented and repeatable penetration tests or vulnerability assessments
byl competent/and authorized persons to support the identification of vulnerabilities. Exercising
capition as'such activities can lead to a compromise of the security of the system;

f) tracking the usage of third-party libraries and source code for vulnerabilities. This should be
in¢luded in secure coding (see 8.28).

The organization should develop procedures and capabilities to:

a) detectthe existence of vulnerabilities in its products and services including any external component
used in these;

b) receive vulnerability reports from internal or external sources.

The organization should provide a public point of contact as part of a topic-specific policy on vulnerability
disclosure so that researchers and others are able to report issues. The organization should establish
vulnerability reporting procedures, online reporting forms and making use of appropriate threat
intelligence or information sharing forums. The organization should also consider bug bounty programs
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where rewards are offered as an incentive to assist organizations in identifying vulnerabilities in order
to appropriately remediate them. The organization should also share information with competent
industry bodies or other interested parties.

Evaluating technical vulnerabilities
To evaluate identified technical vulnerabilities, the following guidance should be considered:

a) analyse and verify reports to determine what response and remediation activity is needed;

b) once a potential technical vulnerability has been identified, identifying the associated rigks and
the actions to be taken. Such actions can involve updating vulnerable systems or applying other
controls.

Taking appropriate measures to address technical vulnerabilities

A software update management process should be implemented to ensure the mgst Up-to-date approved
patches and application updates are installed for all authorized software. If changes are necessgry, the
original software should be retained and the changes applied to a designated copy. All changes|should
be fully tested and documented, so that they can be reapplied, if necessary,to future software upgrades.
If required, the modifications should be tested and validated by an indepéndent evaluation bodyj

The following guidance should be considered to address technical\ﬁlherabilities:

a) taking appropriate and timely action in response to th identification of potential tefhnical
vulnerabilities; defining a timeline to react to notifieations of potentially relevant teghnical
vulnerabilities; 'R

b) depending on how urgently a technical vulnerabil'rty needs to be addressed, carrying out the action
according to the controls related to change.management (see 8.32) or by following information
security incident response procedures (see'5.26);

c) only using updates from legitimate soufces (which can be internal or external to the organization);

d) testing and evaluating updates before they are installed to ensure they are effective and|do not
result in side effects that cannot be tolerated [i.e. if an update is available, assessing thg risks
associated with installing the update (the risks posed by the vulnerability should be corhpared
with the risk of installing the update)];

e) addressing system.gaf ?figh risk first;

f) develop remediz(t‘ipr.l (typically software updates or patches);
g) testto conf\irl;n:ilf the remediation or mitigation is effective;

h) providg gr;e‘chanisms to verify the authenticity of remediation;
i) if nq&fpdate is available or the update cannot be installed, considering other controls, such als:

“1) applying any workaround suggested by the software vendor or other relevant sources;

2) turning off services or capabilities related to the vulnerability;

3) adapting or adding access controls (e.g. firewalls) at network borders (see 8.20 to 8.22);

4) shielding vulnerable systems, devices or applications from attack through deployment of
suitable traffic filters (sometimes called virtual patching);

5) increasing monitoring to detect actual attacks;

6) raising awareness of the vulnerability.
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For acquired software, if the vendors regularly release information about security updates for their
software and provide a facility to install such updates automatically, the organization should decide
whether to use the automatic update or not.

Other considerations
An audit log should be kept for all steps undertaken in technical vulnerability management.

The technical vulnerability management process should be regularly monitored and evaluated in order

to ensuyreits-effectiveness-and nFFirinhry

An eff¢ctive technical vulnerability management process should be aligned with incident management
activit]es, to communicate data on vulnerabilities to the incident response function and priovide
technigal procedures to be carried out in case an incident occurs.

Where|the organization uses a cloud service supplied by a third-party cloud service provider, technical
vulnerpbility management of cloud service provider resources should be ensured by the cloud service
provider. The cloud service provider’s responsibilities for technical vulnerability mianagement should
be part of the cloud service agreement and this should include processes for reporting the cloud service
providpr's actions relating to technical vulnerabilities (see 5.23). For some ¢loud services, there are
respective responsibilities for the cloud service provider and the cloud seryice customer. For example,
the cloud service customer is responsible for vulnerability managementofits own assets used for the
cloud dervices. b\

Other information $ J

Technifal vulnerability management can be viewed as a sub-fanction of change management and as
such can take advantage of the change management processes-and procedures (see 8.32).

There s a possibility that an update does not addresscthe problem adequately and has negative side
effects| Also, in some cases, uninstalling an update cannot be easily achieved once the update has been
appliedl.

If adequate testing of the updates is not possible (e.g. because of costs or lack of resources) a delay in
updatipg can be considered to evaluate thesdssociated risks, based on the experience reported by other
users. [[he use of ISO/IEC 27031 can be beneficial.

Where| software patches or updateés are produced, the organization can consider providing an
automgited update process Wher(e‘\%hese updates are installed on affected systems or products without
the neg¢d for intervention by the etastomer or the user. If an automated update process is offered, it can
allow the customer or user to,choose an option to turn off the automatic update or control the timing of
the insftallation of the update:

\
Where the vendor provides an automated update process and the updates can be installed on affected
systemn]s or products without the need for intervention, the organization determines if it applies the
autompted proges$ or not. One reason for not electing for automated update is to retain control over
when the update1s performed. For example, a software used for a business operation cannot be updated
until the errdtion has completed.

A wealseSswith-walnerabil arrieis-thatiHspessibleit-deesnotfalbraccountiordefencein-depth:
two countermeasures that are always invoked in sequence can have vulnerabilities that are masked
by strengths in the other. The composite countermeasure is not vulnerable, whereas a vulnerability
scanner can report that both components are vulnerable. The organization should therefore take care
in reviewing and acting on vulnerability reports.

Many organizations supply software, systems, products and services not only within the organization
but also to interested parties such as customers, partners or other users. These software, systems,
products and services can have information security vulnerabilities that affect the security of users.
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Organizations can release remediation and disclose information about vulnerabilities to users (typically
through a public advisory) and provide appropriate information for software vulnerability database
services.

For more information relating to the management of technical vulnerabilities when using cloud
computing, see the ISO/IEC 19086 series and ISO/IEC 27017.

ISO/IEC 29147 provides detailed information on receiving vulnerability reports and publishing
vulnerability advisories. ISO/IEC 30111 provides detailed information about handling and resolving

PR | 1 h T P
Icpuritcu vulliCl dUIIILITS.

8.9 Configuration management

Control type Information Cybersecurity Operational Security dorhains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Secure_configuration”| #Protection
#Integrity
#Availability
Control
\ )

Configurations, including security configurations, of hardware, so\fﬂvare, services and networks|should
be established, documented, implemented, monitored and revie/wed.

Purpose »

Vs

To ensure hardware, software, services and networks function correctly with required s¢curity
settings, and configuration is not altered by unauthorized or incorrect changes.

Guidance
General

The organization should define and implement processes and tools to enforce the defined configurations
(including security configurations)for hardware, software, services (e.g. cloud services) and netjworks,
for newly installed systems as well'as for operational systems over their lifetime.

Roles, responsibilities ancl;\procedures should be in place to ensure satisfactory control| of all
configuration changes. _( )

( ) ]

Standard templates () *
>\

Standard tempk;lt-‘eé for the secure configuration of hardware, software, services and networks|should
be defined: &)

s

a) using i:)’dblicly available guidance (e.g. pre-defined templates from vendors and from independent
seelirity organizations);

b) “c()nsidering the level of protection needed in order to determine a sufficient level of security;

c) supporting the organization’s information security policy, topic-specific policies, standards and
other security requirements;

d) considering the feasibility and applicability of security configurations in the organization’s context.

The templates should be reviewed periodically and updated when new threats or vulnerabilities need
to be addressed, or when new software or hardware versions are introduced.

The following should be considered for establishing standard templates for the secure configuration of
hardware, software, services and networks:

a) minimizing the number of identities with privileged or administrator level access rights;
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b) disabling unnecessary, unused or insecure identities;

c) disabling or restricting unnecessary functions and services;

d) restricting access to powerful utility programs and host parameter settings;

e) sy
f) ch

nchronizing clocks;

anging vendor default authentication information such as default passwords immediately after

installation and reviewing other important default security-related parameters;

g) inyoking time-out facilities that automatically log off computing devices after a predetermined

pe
h) ve

riod of inactivity;

Fifying that licence requirements have been met (see 5.32).

Managiing configurations

Establ
should
be ach

Chang
Config

shed configurations of hardware, software, services and networks should be,recorded and a log
be maintained of all configuration changes. These records should be securely stored. This can
eved in various ways, such as configuration databases or configuration‘templates.

s to configurations should follow the change management process{see 8.32).
o\

iration records can contain as relevant: D

a) upfto-date owner or point of contact information for the assét;)"

b) da
c) ve

d) re

¢

ke of the last change of configuration;
Fsion of configuration template;

ation to configurations of other assets.

Monitdring configurations

Config

irations should be monitored withta comprehensive set of system management tools (e.g.

maintgnance utilities, remote support, efiterprise management tools, backup and restore software) and

should

be reviewed on a regular basis to verify configuration settings, evaluate password strengths

and agsess activities performeds Actual configurations can be compared with the defined target
templa];ces Any deviations should be addressed, either by automatic enforcement of the defined target

config

Other

ration or by manual analysis of the deviation followed by corrective actions.

-\
information N~/
~

Docunjentation for g}}&tems often records details about the configuration of both hardware and
softwdre. RS

X
\

Systen hardeqi-ﬁé is a typical part of configuration management.

Config

Autom
code).

uratl‘oh management can be integrated with asset management processes and associated tooling.

ation is usually more effective to manage security configuration (e.g. using infrastructure as

Configuration templates and targets can be confidential information and should be protected from
unauthorized access accordingly.
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Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Information_pro- |#Protection
tection
#Legal_and_compli-
ance
Control

Information stored in information systems, devices or in any other storage media showld be dleleted
when no longer required.

Purpose

To prevent unnecessary exposure of sensitive information and to compl§ywith legal, statutory,
regulatory and contractual requirements for information deletion.

Guidance

General O

)

e . s o) . .
Sensitive information should not be kept for longer than it is regmred to reduce the risk of undefsirable

disclosure.
N\

When deleting information on systems, applications and&ervices, the following should be considered:

a) selecting a deletion method (e.g. electronic ovérwriting or cryptographic erasure) in accordance
with business requirements and taking inte€onsideration relevant laws and regulations;

b) recording the results of deletion as evideiice;

c) when using service suppliers of information deletion, obtaining evidence of information deletion
from them.

Where third parties store the or'g‘einization's information on its behalf, the organization should c¢nsider

the inclusion of requiremen\ts onh information deletion into the third-party agreements to enforce it

during and upon terminatienof such services.
( '

Deletion methods S)
)

In accordance wigh\ the organization’s topic-specific policy on data retention and taking into

consideration Relwant legislation and regulations, sensitive information should be deleted when no

longer requjred; by:

a) configﬁfing systems to securely destroy information when no longer required (e.g. after a defined
pertied subject to the topic-specific policy on data retention or by subject access request);

b) \‘déleting obsolete versions, copies and temporary files wherever they are located;

c) using approved, secure deletion software to permanently delete information to help ensure
information cannot be recovered by using specialist recovery or forensic tools;

d) using approved, certified providers of secure disposal services;

e) using disposal mechanisms appropriate for the type of storage media being disposed of (e.g.
degaussing hard disk drives and other magnetic storage media).

Where cloud services are used, the organization should verify if the deletion method provided by the
cloud service provider is acceptable, and if it is the case, the organization should use it, or request that
the cloud service provider delete the information. These deletion processes should be automated in
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accordance with topic-specific policies, when available and applicable. Depending on the sensitivity of
information deleted, logs can track or verify that these deletion processes have happened.

To avoid the unintentional exposure of sensitive information when equipment is being sent back to
vendors, sensitive information should be protected by removing auxiliary storages (e.g. hard disk
drives) and memory before equipment leaves the organization’s premises.

Considering that the secure deletion of some devices (e.g. smartphones) can only be achieved through
destruction or using the functions embedded in these devices (e.g. “restore factory settings”), the
organipgatiomrshoutd—choose—the—appropriate rethod—=according—to—the—ctassificatiomrof fornmation

handled by such devices.

Contrdl measures described in 7.14 should be applied to physically destroy the storage device and
simultaneously delete the information it contains.

An official record of information deletion is useful when analysing the cause of a possiblé information
leakagp event.

Other information

Information on user data deletion in cloud services can be found in ISG/IEC 270%7.

Information on deletion of PII can be found in ISO/IEC 27555. \O\
D
8.11 Data masking €
Conptrol type Information Cybersecurity '(Operational Security domains
security properties concepts »" capabilities
#Prevgntive #Confidentiality #Protect #Information_protection |#Protection

Contrll

Data npasking should be used in accordance avith the organization’s topic-specific policy on access
contro|] and other related topic-specific_policies, and business requirements, taking applicable
legislation into consideration. (

A
\
-

N

To limit the exposure ofsensitiye‘d’éta including PII, and to comply with legal, statutory, regulatory and
contraftual requirements. ¢

Purpo[e

)

. Q)
Guidance )

-

Q
Where| the protectiofi df sensitive data (e.g. PII) is a concern, the organization should consider hiding
such daita by using téchniques such as data masking, pseudonymization or anonymization.

Pseudd nymizati.e'ri or anonymization techniques can hide PII, disguise the true identity of PII principals
or othgr sensitive information, and disconnect the link between PII and the identity of the PII principal
or the link between other sensitive information.

When using pseudonymization or anonymization techniques, it should be verified that data has been
adequately pseudonymized or anonymized. Data anonymization should consider all the elements
of the sensitive information to be effective. As an example, if not considered properly, a person can
be identified even if the data that can directly identify that person is anonymised, by the presence of
further data which allows the person to be identified indirectly.

Additional techniques for data masking include:
a) encryption (requiring authorized users to have a key);

b) nulling or deleting characters (preventing unauthorized users from seeing full messages);
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c) varying numbers and dates;

d) substitution (changing one value for another to hide sensitive data);

e) replacing values with their hash.

The following should be considered when implementing data masking techniques:

a) not granting all users access to all data, therefore designing queries and masks in order to show
only the minimum required data to the user;

b) there are cases where some data should not be visible to the user for some records out ofa set of
data; in this case, designing and implementing a mechanism for obfuscation of data (e:g-if a patient
does not want hospital staff to be able to see all of their records, even in case of emetgency, then the
hospital staff are presented with partially obfuscated data and data can only be-accessed by staff
with specific roles if it contains useful information for appropriate treatment);

c) when data are obfuscated, giving the PII principal the possibility to requite-that users canndt see if
the data are obfuscated (obfuscation of the obfuscation; this is used in health facilities, for example
if the patient does not want personnel to see that sensitive information such as pregnanlcies or
results of blood exams has been obfuscated);

d) any legal or regulatory requirements (e.g. requiring the mas’klng of payment cards' information

during processing or storage). i
</

The following should be considered when using data masking, pseudonymization or anonymizatfion:

a) level of strength of data masking, pseudonymlzatlon or anonymization according to the upage of
the processed data;

b) access controls to the processed data;

c) agreements or restrictions on usage ofthe processed data;
d) prohibiting collating the processeddata with other information in order to identify the PII principal;
e) keeping track of providing andlreceiving the processed data.

Other information N\
Anonymization irrever,sibly alters PII in such a way that the PII principal can no longer be iddntified
directly or indirectly-

'\
Pseudonymlzatlon ~replaces the identifying information with an alias. Knowledge of the algprithm
(sometimes refm‘red to as the “additional information”) used to perform the pseudonymizationfallows
for at least@ome form of identification of the PII principal. Such “additional information” |should
thereforebékept separate and protected.

While-pseudonymization is therefore weaker than anonymization, pseudonymized datasets fcan be
more useful in statistical research.

Data masking is a set of techniques to conceal, substitute or obfuscate sensitive data items. Data masking
can be static (when data items are masked in the original database), dynamic (using automation and
rules to secure data in real-time) or on-the-fly (with data masked in an application’s memory).

Hash functions can be used in order to anonymize PII. In order to prevent enumeration attacks, they
should always be combined with a salt function.

PIl in resource identifiers and their attributes [e.g. file names, uniform resource locators (URLs)] should
be either avoided or appropriately anonymized.

Additional controls concerning the protection of PII in public clouds are given in ISO/IEC 27018.
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Additional information on de-identification techniques is available in ISO/IEC 20889.

8.12 Data leakage prevention

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Information_pro- |#Protection
#Detective tection #Defence
COl’ltl‘(Ll

Data ldakage prevention measures should be applied to systems, networks and any other devices that
procesp, store or transmit sensitive information.

Purpose

To detpct and prevent the unauthorized disclosure and extraction of information\by individuals or
systens.

Guidance
The organization should consider the following to reduce the risk of data Leék'age:
b\

a) ide¢ntifying and classifying information to protect against leakage (e.g. personal information,
pricing models and product designs); \¢

b) mgnitoring channels of data leakage (e.g. email, file transfers, mobile devices and portable storage
defices);

c) acfing to prevent information from leaking «fe'g. quarantine emails containing sensitive
information).

Data ldakage prevention tools should be used to:

a) ide¢ntify and monitor sensitive information at risk of unauthorized disclosure (e.g. in unstructured
dafa on a user’s system); =N

b) defect the disclosure of sensitive information (e.g. when information is uploaded to untrusted
third-party cloud services op-sent via email);

c) block user actions or netwotk transmissions that expose sensitive information (e.g. preventing the
copying of database emTi)es into a spreadsheet).

The organization shqi)ld\determine if it is necessary to restrict a user’s ability to copy and paste or
upload| data to serviees, devices and storage media outside of the organization. If that is the case, the
organifation sheufd implement technology such as data leakage prevention tools or the configuration
of existing toelsthat allow users to view and manipulate data held remotely but prevent copy and paste
outsid¢ of the-Grganization’s control.

If data m(f)m‘f is rpqnirpd the data owner should be allowed to apprave the export and bhold users
accountable for their actions.

Taking screenshots or photographs of the screen should be addressed through terms and conditions of
use, training and auditing.

Where data is backed up, care should be taken to ensure sensitive information is protected using
measures such as encryption, access control and physical protection of the storage media holding the
backup.

Data leakage prevention should also be considered to protect against the intelligence actions of an
adversary from obtaining confidential or secretinformation (geopolitical, human, financial, commercial,
scientific or any other) which can be of interest for espionage or can be critical for the community. The
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data leakage prevention actions should be oriented to confuse the adversary’s decisions for example by
replacing authentic information with false information, either as an independent action or as response
to the adversary’s intelligence actions. Examples of these kinds of actions are reverse social engineering
or the use of honeypots to attract attackers.

Other information

Data leakage prevention tools are designed to identify data, monitor data usage and movement, and
take actions to prevent data from leaking (e.g. alerting users to their risky behaviour and blocking the

- £, Vol PR UG | - 1 : Y
LI4IISICT UIUdid LU PUT'tdUIT SLUTAdgC UTVILTS ).

Data leakage prevention inherently involves monitoring personnel’s communicationsCand |online
activities, and by extension external party messages, which raises legal concerns_that shaguld be
considered prior to deploying data leakage prevention tools. There is a variety of legislation reldting to
privacy, data protection, employment, interception of data and telecommunications‘that is applidable to
monitoring and data processing in the context of data leakage prevention.

Data leakage prevention can be supported by standard security controls, such\as topic-specific golicies
on access control and secure document management (see 5.12 and 5.15).

8.13 Information backup

\ )
2
Control type Information Cybersecurity ./ Operational Security dorhains
security properties concepts " capabilities
#Corrective #Integrity #Recover 7 #Continuity #Protection
#Availability <

Control

Backup copies of information, software and systems should be maintained and regularly tefted in
accordance with the agreed topic-specitic.policy en backup.

Purpose
To enable recovery from loss of dataor systems.

Guidance N

A topic-specific policy on\Ba‘ckup should be established to address the organization’s data retention and
information security reqtiirements.

Adequate backup fa&lities should be provided to ensure that all essential information and software can
be recovered fellowing an incident or failure or loss of storage media.
Plans showld be developed and implemented for how the organization will back up information,
softwaré ahd systems, to address the topic-specific policy on backup.

When designing a backup plan, the following items should be taken into consideration:

)

2) mradiicinco o oo oo £ ard—coxnanlotr racard £ +1 bacleiin oo arnd_daoaciiaantad oo ry t

a} l_ll Uuubllls dllurdic diiu \'Ul‘ll—’lb"b I'ClVUIrusS VUl CIIC Uabl\ul.l \'Ul.ll\';) dITU UUCTUIIICIITUU 1TUOU ra lon
procedures;

b) reflecting the business requirements of the organization (e.g. the recovery point objective, see
5.30), the security requirements of the information involved and the criticality of the information
to the continued operation of the organization in the extent (e.g. full or differential backup) and
frequency of backups;

c) storing the backups in a safe and secure remote location, at a sufficient distance to escape any
damage from a disaster at the main site;

d) giving backup information an appropriate level of physical and environmental protection (see
Clause 7 and 8.1) consistent with the standards applied at the main site;
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e) regularly testing backup media to ensure that they can be relied on for emergency use when
necessary. Testing the ability to restore backed-up data onto a test system, not by overwriting the
original storage media in case the backup or restoration process fails and causes irreparable data
damage or loss;

f) protecting backups by means of encryption according to the identified risks (e.g. in situations
where confidentiality is of importance);

g) taking care to ensure that inadvertent data loss is detected before backup is taken.

Operatjional procedures should monitor the execution of backups and address failures of scheduled
backups to ensure completeness of backups according to the topic-specific policy on backups.

meet the objectives of incident response and business continuity plans (see 5.30). This should be
combimed with a test of the restoration procedures and checked against the restoration/time required
by the|business continuity plan. In the case of critical systems and services, backup @easures should
cover 4ll systems information, applications and data necessary to recover the complete system in the
event of a disaster.

Backu%measures for individual systems and services should be regularly tested to ensure that they

When |the organization uses a cloud service, backup copies of the orgahization’s information,
applicdtions and systems in the cloud service environment should be taken. The organization should
deternpine if and how requirements for backup are fulfilled when using the'information backup service

-

provided as part of the cloud service. D

The rdtention period for essential business information should be determined, taking into account
any requirement for retention of archive copies. The organization should consider the deletion of
informfation (see 8.10) in storage media used for backup onge the information’s retention period expires
and shpuld take into consideration legislation and regulatiopris.

Other jinformation

For fusther information on storage security including retention consideration, see ISO/IEC 27040.

8.14 Redundancy of information processing facilities

Control type Information, Cybersecurity Operational Security domains
security propérties concepts capabilities
#Prevgntive #Availability“. ‘ #Protect #Continuity #Protection
axi #Asset_management |#Resilience
- N
Contrgl N
~

Information processing facilities should be implemented with redundancy sufficient to meet availability
requirgments. -\

|
W

Purpose N

To enspiréthe continuous operation of information processing facilities.

Guidance

The organization should identify requirements for the availability of business services and information
systems. The organization should design and implement systems architecture with appropriate
redundancy to meet these requirements.

Redundancy can be introduced by duplicating information processing facilities in part or in their
entirety (i.e. spare components or having two of everything). The organization should plan and
implement procedures for the activation of the redundant components and processing facilities.
The procedures should establish if the redundant components and processing activities are always
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activated, or in case of emergency, automatically or manually activated. The redundant components
and information processing facilities should ensure the same security level as the primary ones.

Mechanisms should be in place to alert the organization to any failure in the information processing
facilities, enable executing the planned procedure and allow continued availability while the
information processing facilities are repaired or replaced.

The organization should consider the following when implementing redundant systems:

a)l— contracting with two or more sunpliers of network and critical information processing facilities
) £ PP R s}

such as internet service providers;
b) using redundant networks;
c) usingtwo geographically separate data centres with mirrored systems;
d) using physically redundant power supplies or sources;

e) using multiple parallel instances of software components, with automatic load balancing b¢tween
them (between instances in the same data centre or in different data(centres);

f) having duplicated components in systems (e.g. CPU, hard dlSkS memories) or in networks (e.g.
firewalls, routers, switches). N

o\
Where applicable, preferably in production mode, redundant iiformation systems should be tepted to
ensure the failover from one component to another compongnt works as intended.

Other information >
There is a strong relationship between redundancy and ICT readiness for business continuity (sele 5.30)
especially if short recovery times are required:qMany of the redundancy measures can be parf of the
ICT continuity strategies and solutions.

The implementation of redundancies can‘introduce risks to the integrity (e.g. processes of copying
data to duplicated components can introduce errors) or confidentiality (e.g. weak security cortrol of
duplicated components can lead to-compromise) of information and information systems, whidh need
to be considered when designing irformation systems.

Redundancy in informatiog processing facilities does not usually address application unavailabiljity due
to faults within an appllca‘tlon

With the use of pubhs: cloud computing, it is possible to have multiple live versions of information
processing faciliti‘e{s,\existing in multiple separate physical locations with automatic failover afpd load
balancing betw\een them.

Some of the« teehnologles and techniques for providing redundancy and automatic fail-over|in the
context of Jloud services are discussed in ISO/IEC TS 23167.

8.15 xLogging
)

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Information_securi- |#Protection
#Integrity ty_event_management |#Defence
#Availability
Control

Logs that record activities, exceptions, faults and other relevant events should be produced, stored,
protected and analysed.
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Purpose

To record events, generate evidence, ensure the integrity of log information, prevent against
unauthorized access, identify information security events that can lead to an information security
incident and to support investigations.

Guidance

General

The organization should determine the purpose for which logs are created, what data is collected and
logged} and any log-specific requirements for protecting and handling the log data. This should be
documlented in a topic-specific policy on logging.

Event logs should include for each event, as applicable:

a) uskrIDs;

b) syktem activities;

c) dates, times and details of relevant events (e.g. log-on and log-off);

d) de}ice identity, system identifier and location; o4
e) nefwork addresses and protocols.

The following events should be considered for logging:
a) sufcessful and rejected system access attempts;
b) sufcessful and rejected data and other resource access attempts;
c) chhnges to system configuration;

d) usg of privileges;

e) usk of utility programs and applicati‘gns;

-

f) files accessed and the type of access;including deletion of important data files;
N\

g) algrms raised by the access gtfﬂrol system;

( A ]
h) activation and de-activa-t'son of security systems, such as anti-virus systems and intrusion detection
systems; pAy
N > 4

. . O . \ . . e
i) creation, modifieation or deletion of identities;
YN/

j) transactions \‘\exzecuted by users in applications. In some cases, the applications are a service or
prpduct provided or run by a third party.

Itis important for all systems to have synchronized time sources (see 8.17) as this allows for correlation
of logs|bebtween systems for analysis, alerting and investigation of an incident.

Protection of logs

Users, including those with privileged access rights, should not have permission to delete or de-activate
logs of their own activities. They can potentially manipulate the logs on information processing
facilities under their direct control. Therefore, it is necessary to protect and review the logs to maintain
accountability for the privileged users.

Controls should aim to protect against unauthorized changes to log information and operational
problems with the logging facility including:

a) alterations to the message types that are recorded;
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b) log files being edited or deleted;

c) failure to record events or over-writing of past recorded events if the storage media holding a log
file is exceeded.

For protection of logs, the use of the following techniques should be considered: cryptographic hashing,
recording in an append-only and read-only file, recording in a public transparency file.

Some audit logs can be required to be archived because of requirements on data retention or

rnqnirnmnnfc tocollect and retain evidence (cnn g ')Q)

Where the organization needs to send system or application logs to a vendor to assist with debugpging or
troubleshooting errors, logs should be de-identified where possible using data masking tédhniques (see
8.11) for information such as usernames, internet protocol (IP) addresses, hostnameg or°organjization
name, before sending to the vendor.

Event logs can contain sensitive data and personally identifiable informatien.)Appropriate privacy
protection measures should be taken (see 5.34).

Log analysis

Log analysis should cover the analysis and interpretation ofinformagqn security events, to help iflentify
unusual activity or anomalous behaviour, which can represent incl‘ijCators of compromise.

Analysis of events should be performed by taking into account”
a) the necessary skills for the experts performing the a(r\laﬁ;sis;
b) determining the procedure of log analysis;

c) therequired attributes of each security-related event;

d) exceptions identified through the use’;of predetermined rules [e.g. security informati¢gn and
event management (SIEM) or firewall rules, and intrusion detection systems (IDSs) or mplware
signatures];

e) known behaviour patterns. and standard network traffic compared to anomalous activity and
behaviour [user and entity behaviour analytics (UEBA)];

N\
f) results of trend or p:ittfe’rn analysis (e.g. as a result of using data analytics, big data techniqyes and

specialized analysis tools);
g) available threajc}r&elligence.

Log analysis §1qo'{11d be supported by specific monitoring activities to help identify and gnalyse
anomalous BéRaviour, which includes:

A
X

a) reviewing successful and unsuccessful attempts to access protected resources [e.g. domail name
syStem (DNS) servers, web portals and file shares];

b)}D checking DNS logs to identify outbound network connections to malicious servers, such a$ those

associated with botnet command and control servers;

c) examining usage reports from service providers (e.g. invoices or service reports) for unusual
activity within systems and networks (e.g. by reviewing patterns of activity);

d) including event logs of physical monitoring such as entrance and exit to ensure more accurate
detection and incident analysis;

e) correlating logs to enable efficient and highly accurate analysis.

© ISO/IEC 2022 - All rights reserved 105


https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

Suspected and actual information security incidents should be identified (e.g. malware infection or
probing of firewalls) and be subject to further investigation (e.g. as part of an information security
incident management process, see 5.25).

Other information

System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the use of suitable utility programs or audit tools to perform file interrogation can be considered.

Event Jogging sets the foundation for automated monitoring systems (see 8.16) which are capable0f]
generating consolidated reports and alerts on system security.

A SIEM tool or equivalent service can be used to store, correlate, normalize and analyse log inférmation,
and td generate alerts. SIEMs tend to require careful configuration to optimize their*benefits.
Configpirations to consider include identification and selection of appropriate log sources, tuning and
testing of rules and development of use cases.

Public[transparency files for the recording of logs are used, for example, in certificate transparency
systenjs. Such files can provide an additional detection mechanism useful for-guarding against log
tampefing.

\ )

In cloyd environments, log management responsibilities can be share\a"between the cloud service
customer and the cloud service provider. Responsibilities vary depending on the type of cloud service
being]Ised. Further guidance can be found in ISO/IEC 27017.

8.16 Monitoring activities

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detedtive #Confidentiality #Detect-#Respond  |#Information_securi- |#Defence
#Corrgctive #Integrity #Availability ty_event_management
Contrg¢l

Netwolks, systems and applications should be monitored for anomalous behaviour and appropriate
action§ taken to evaluate potential infermation security incidents.

‘\.

Purpogse <\

( ) ]

To det¢ct anomalous behaviptr and potential information security incidents.

- \ \,
Guidance ~
N/
The mpnitoring sedpe and level should be determined in accordance with business and information
securify requirenients and taking into consideration relevant laws and regulations. Monitoring records
should|be maintained for defined retention periods.

The fo]lowsi‘ng should be considered for inclusion within the monitoring system:

a) outbound and inbound network, system and application traffic;
b) access to systems, servers, networking equipment, monitoring system, critical applications, etc.;
c) critical or admin level system and network configuration files;

d) logsfrom security tools [e.g. antivirus, IDS, intrusion prevention system (IPS), web filters, firewalls,
data leakage prevention];

e) eventlogsrelating to system and network activity;
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f) checking that the code being executed is authorized to run in the system and that it has not been
tampered with (e.g. by recompilation to add additional unwanted code);

g) use of the resources (e.g. CPU, hard disks, memory, bandwidth) and their performance.

The organization should establish a baseline of normal behaviour and monitor against this baseline for
anomalies. When establishing a baseline, the following should be considered:

a) reviewing utilization of systems at normal and peak periods;

b) usual time of access, location of access, frequency of access for each user or group of users:

The monitoring system should be configured against the established baseline to identify~anomalous
behaviour, such as:

a) unplanned termination of processes or applications;

b) activity typically associated with malware or traffic originating from known'rmalicious [P addresses
or network domains (e.g. those associated with botnet command and control servers);

c) known attack characteristics (e.g. denial of service and buffer overflows);

d) unusual system behaviour (e.g. keystroke logging, process injection and deviations in |use of
standard protocols); o\

-\

94
e) bottlenecks and overloads (e.g. network queuing, latenéy levels and network jitter);
f) unauthorized access (actual or attempted) to systents or information;
g) unauthorized scanning of business applications,'systems and networks;

h) successful and unsuccessful attempts to access protected resources (e.g. DNS servers, web portals
and file systems);

i) unusual user and system behaviourin relation to expected behaviour.

Continuous monitoring via a monitoring tool should be used. Monitoring should be done in real time or
in periodic intervals, subject ta organizational need and capabilities. Monitoring tools should {nclude
the ability to handle large amounts of data, adapt to a constantly changing threat landscape, angl allow
for real-time notification.The tools should also be able to recognize specific signatures and dlata or
network or application, béhaVIOur patterns.

Automated monitoping software should be configured to generate alerts (e.g. via management consoles,
email messages U -ihstant messaging systems) based on predefined thresholds. The alerting $ystem
should be tuneckand trained on the organization’s baseline to minimize false positives. Personnel{should
be dedicated@6 respond to alerts and should be properly trained to accurately interpret pdtential
incidents.. Phere should be redundant systems and processes in place to receive and respond o alert
notificatiens.

Abnormal events should be communlcated to relevant partles in order to improve the following

should be in place to respond to positive indicators from the monitoring system in a timely manner, in
order to minimize the effect of adverse events (see 5.26) on information security. Procedures should
also be established to identify and address false positives including tuning the monitoring software to
reduce the number of future false positives.

Other information
Security monitoring can be enhanced by:
a) leveraging threat intelligence systems (see 5.7);

b) leveraging machine learning and artificial intelligence capabilities;
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using blocklists or allowlists;

undertaking a range of technical security assessments (e.g. vulnerability assessments, penetration

testing, cyber-attack simulations and cyber response exercises), and using the results of these
assessments to help determine baselines or acceptable behaviour;

e)
f)

using performance monitoring systems to help establish and detect anomalous behaviour;

leveraging logs in combination with monitoring systems.

Monitd
systen
activit

Monitg
under
attack
device
should
as necs

8.17 (

ring activities are often conducted using specialist software, such as intrusion detection
s. These can be configured to a baseline of normal, acceptable and expected system and netwaork
es.

ring for anomalous communications helps in the identification of botnets (i.e. set-of devices
he malicious control of the botnet owner, usually used for mounting distributed denial of service
5 on other computers of other organizations). If the computer is being controlled.by an external
there is a communication between the infected device and the controller’\The organization
therefore employ technologies to monitor for anomalous communications and take such action
Ssary.
-O
o\

[lock synchronization

Con

trol type

Information
security properties

Cybersecurity
concepts

Operational
capabilities

Security domains

tive

#Integrity

#Protect #Detect

#information_securi-

#Protection

#Defence

ty_event_management

Contrg¢l

The cl
approy

bcks of information processing systems used by the organization should be synchronized to
ed time sources.

Purpose

To end
suppot

Guida

Extern
should
contra
organi
entry g

A clocK
should

ble the correlation and analysis,of security-related events and other recorded data, and to
tinvestigations into informa\tion security incidents.

N
N\

1ce

o~ N\

( ) ]

al and internal reql(ﬁ)ements for time representation, reliable synchronization and accuracy
be documented an@implemented. Such requirements can be from legal, statutory, regulatory,
Ctual, standardga’hd internal monitoring needs. A standard reference time for use within the
yation should(j:)‘g‘defined and considered for all systems, including building management systems,
nd exit systems and others that can be used to aid investigations.

linkedd a radio time broadcast from a national atomic clock or global positioning system (GPS)
besused as the reference clock for logging systems; a consistent, trusted date and time source to

ensurg

acourate time-stamps. Protocols such as network time protocol (NTP) or precision time protocol

(PTP) should be used to keep all networked systems in synchronization with a reference clock.

The organization can use two external time sources at the same time in order to improve the reliability

of exte

rnal clocks, and appropriately manage any variance.

Clock synchronization can be difficult when using multiple cloud services or when using both cloud

and on

-premises services. In this case, the clock of each service should be monitored and the difference

recorded in order to mitigate risks arising from discrepancies.

108

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

Other information

The correct setting of computer clocks is important to ensure the accuracy of event logs, which can
be required for investigations or as evidence in legal and disciplinary cases. Inaccurate audit logs can
hinder such investigations and damage the credibility of such evidence.

8.18 Use of privileged utility programs

Control type Information Cvbhersecurity Oppratinnal Securitv domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #ProteCtioh
#Integrity work_security
#Availability #Secure_configura-
tion
#Application_securityj

Control

The use of utility programs that can be capable of overriding system and ‘application controls sh¢uld be
restricted and tightly controlled.
\ )
)
Purpose X
To ensure the use of utility programs does not harm system and application controls for infornation
security. \S

Guidance

The following guidelines for the use of utility pragrams that can be capable of overriding syst¢m and
application controls should be considered:

a) limitation of the use of utility programs to the minimum practical number of trusted, authorized
users (see 8.2);

b) use of identification, authentication and authorization procedures for utility programs, in¢luding
unique identification of the person who uses the utility program;

¢) defining and documentitg of authorization levels for utility programs;

‘\.

( '
d) authorization for ad hoc use of utility programs;

e) not making utiji‘t)) programs available to users who have access to applications on systems|where
segregationofduties is required;
N

f) removingo'r disabling all unnecessary utility programs;

g) at aswinimum, logical segregation of utility programs from application software. Where prhctical,
segregating network communications for such programs from application traffic;

h) “limitation of the availability of utility programs (e.g. for the duration of an authorized changg);

i) logging of all use of utility programs.
Other information

Most information systems have one or more utility programs that can be capable of overriding system
and application controls, for example diagnostics, patching, antivirus, disk defragmenters, debuggers,
backup and network tools.
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8.19 Installation of software on operational systems

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality #Protect #Secure_configuration |#Protection
#Integrity #Application_security
#Availability
Control

Procedures and measures should be implemented to securely manage software installation/on
operatjonal systems.

Purpose
To ensfpire the integrity of operational systems and prevent exploitation of technical vulnetabilities.

Guidance

The following guidelines should be considered to securely manage changes and installation of software
on opefational systems:
\ )
a) performing updates of operational software only by trained ad‘nkﬁi‘istrators upon appropriate
management authorization (see 8.5);

0
b) enpuring that only approved executable code and no developiment code or compilers is installed on
operational systems; <

c) only installing and updating software after extensive and successful testing (see 8.29 and 8.31);

d) updating all corresponding program source libraries;

e) usjng a configuration control system to keep~control of all operational software as well as the
syptem documentation;

f) defining a rollback strategy before changes are implemented;
g) maintaining an audit log of all @dates to operational software;

h) arghiving old versions of Software, together with all required information and parameters,
prpcedures, configuration details and supporting software as a contingency measure, and for as
long as the software is @guired to read or process archived data.

Any dgcision to upgrade‘\t\o a new release should take into account the business requirements for the
chang¢ and the securit} of the release (e.g. the introduction of new information security functionality or
the number and sevérity of information security vulnerabilities affecting the current version). Software
patchef should®dg‘applied when they can help to remove or reduce information security vulnerabilities
(see 8.8 and 8:19).

Compytérysoftware can rely on externally supplied software and packages (e.g. software programs
using 1MoAUIes WITITIT are ToSted Ol exXternat SItes), WIITIT sioutd be momnitored and comntrotied to avord
unauthorized changes, because they can introduce information security vulnerabilities.

Vendor supplied software used in operational systems should be maintained at a level supported
by the supplier. Over time, software vendors will cease to support older versions of software. The
organization should consider the risks of relying on unsupported software. Open source software used
in operational systems should be maintained to the latest appropriate release of the software. Over
time, open source code can cease to be maintained but is still available in an open source software
repository. The organization should also consider the risks of relying on unmaintained open source
software when used in operational systems.
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When suppliers are involved in installing or updating software, physical or logical access

should

only be given when necessary and with appropriate authorization. The supplier’s activities should be

monitored (see 5.22).

The organization should define and enforce strict rules on which types of software users can install.

The principle of least privilege should be applied to software installation on operational systems.
The organization should identify what types of software installations are permitted (e.g. updates and

security patches to existing software) and what types of installations are prohibited (e.g. so

ftware

thatTs uul_y for pert somauseand-softwarewhose pcdigl T with u:gald to bciug pu'u:utian_y 13
is unknown or suspect). These privileges should be granted based on the roles of the users concs

Other information

No other information.

8.20 Networks security

licious
rned.

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Systeni_and_net- #Protection
#Detective #Integrity wpl‘\lg:‘security
#Availability 5
Control >

Vs
¢

Networks and network devices should be secured, manéged and controlled to protect informdtion in

systems and applications. d
Purpose

To protect information in networks and” its supporting information processing facilities
compromise via the network.

Guidance )

Controls should be implemented to ensure the security of information in networks and to |}
connected services from uu‘ehlthorized access. In particular, the following items should be consic

( '
a) thetypeand classiﬁc»ation level of information that the network can support;

o L) . .
b) establishing ré€sponsibilities and procedures for the management of networking equipme
devices; (%) )

N/
c¢) maintaiwing up to date documentation including network diagrams and configuration
devices (e.g. routers, switches);

d) sepgrating operational responsibility for networks from ICT system operations where appr
see 5.3);
)

from

protect
ered:

nt and

files of

bpriate

e) establishing controls to safeguard the confidentiality and integrity of data passing over

public

networks, third-party networks or over wireless networks and to protect the connected systems
and applications (see 5.22, 8.24, 5.14 and 6.6). Additional controls can also be required to maintain

the availability of the network services and computers connected to the network;

f) appropriately logging and monitoring to enable recording and detection of actions that can
or are relevant to, information security (see 8.16 and 8.15);

g) closely coordinating network management activities both to optimize the service

affect,

to the

organization and to ensure that controls are consistently applied across the information processing

infrastructure;
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h) authenticating systems on the network;

i) restricting and filtering systems connection to the network (e.g. using firewalls);

j) detecting, restricting and authenticating the connection of equipment and devices to the network;
k) hardening of network devices;

1) segregating network administration channels from other network traffic;

m) tefporarily isolating critical subnetworks (e.g. with drawbridges) if the network is under attack;
n) digabling vulnerable network protocols.

The organization should ensure that appropriate security controls are applied to the use of virtualized
netwofks. Virtualized networks also cover software-defined networking (SDN, SD-WAN)-Virtualized
networks can be desirable from a security viewpoint, since they can permit logicak separation of
communication taking place over physical networks, particularly for systems and applications that are
implemented using distributed computing.

Other [information
Additignal information on network security can be found in the ISO/IEC 27833 series.

More ipformation concerning virtualized networks can be found in IS(}]IEC TS 23167.

N\,
)

8.21 Security of network services QM
Coptrol type Information Cybersecurity .~ Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_security
#Availability
Contrg¢l

Security mechanisms, service levels arld service requirements of network services should be identified,
implerLented and monitored. \

e L

Purpo

)

To enspire security in the use of network services.
D
: >)

Guidance ~N

N/

The sefurity measifres necessary for particular services, such as security features, service levels and
servic¢ requiremgnts, should be identified and implemented (by internal or external network service
providers). Theorganization should ensure that network service providers implement these measures.

The aBility of the network service provider to manage agreed services in a secure way should be
deternTimed and TegUiarty Momnitored. T e TIgit to audit Shioutd be agreed Detween tie organiZation
and the provider. The organization should also consider third-party attestations provided by service
providers to demonstrate they maintain appropriate security measures.

Rules on the use of networks and network services should be formulated and implemented to cover:
a) the networks and network services which are allowed to be accessed;
b) authentication requirements for accessing various network services;

c) authorization procedures for determining who is allowed to access which networks and networked
services;
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d) network management and technological controls and procedures to protect access to network
connections and network services;

e) the means used to access networks and network services [e.g. use of virtual private network (VPN)
or wireless network];

f) time, location and other attributes of the user at the time of the access;

g) monitoring of the use of network services.

The following security features of network services should be considered:

a) technology applied for security of network services, such as authentication, encrypti¢n and
network connection controls;

b) technical parameters required for secured connection with the network sexvieces in accordance
with the security and network connection rules;

c) caching (e.g. in a content delivery network) and its parameters that allow uisers to choose th¢ use of
caching in accordance with performance, availability and confidentidlity requirements;

d) procedures for the network service usage to restrict access tg-network services or applidations,
)
where necessary. 2N
o\

Other information B)

N\
Network services include the provision of connections, psivate network services and managed ngtwork
security solutions such as firewalls and intrusion detection systems. These services can range from
simple unmanaged bandwidth to complex value-added offerings.

More guidance on a framework for access management is given in ISO/IEC 29146.

8.22 Segregation of networks

Control type Information Cybersecurity Operational Security domains
security propéerties concepts capabilities
#Preventive #Confidentiglity #Protect #System_and_net- #Protection
#Integrity'\ work_security
#Availgbility
Control o
-\

Groups of information services, users and information systems should be segregated [in the
organization’'setworks.

s

X

Purpose- "~

To split"fhe network in security boundaries and to control traffic between them based on byisiness

needs.
)

Guidance

The organization should consider managing the security of large networks by dividing them into
separate network domains and separating them from the public network (i.e. internet). The domains
can be chosen based on levels of trust, criticality and sensitivity (e.g. public access domain, desktop
domain, server domain, low- and high-risk systems), along organizational units (e.g. human resources,
finance, marketing) or some combination (e.g. server domain connecting to multiple organizational
units). The segregation can be done using either physically different networks or by using different
logical networks.

The perimeter of each domain should be well-defined. If access between network domains is allowed,
it should be controlled at the perimeter using a gateway (e.g. firewall, filtering router). The criteria for
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segregation of networks into domains, and the access allowed through the gateways, should be based
on an assessment of the security requirements of each domain. The assessment should be in accordance
with the topic-specific policy on access control (see 5.15), access requirements, value and classification
of information processed and take account of the relative cost and performance impact of incorporating
suitable gateway technology.

Wireless networks require special treatment due to the poorly-defined network perimeter. Radio
coverage adjustment should be considered for segregation of wireless networks. For sensitive
environments, consideration should be made to treat all wireless access as external connections and
to segregate this access from internal networks until the access has passed through a gateway in
accordpnce with network controls (see 8.20) before granting access to internal systems. Wireless access
network for guests should be segregated from those for personnel if personnel only use controlled-user
endpoint devices compliant to the organization’s topic-specific policies. WiFi for guests should have
at leasf the same restrictions as WiFi for personnel, in order to discourage the use of guest WiFi by
persorjnel.

Other [information

Netwofks often extend beyond organizational boundaries, as business partnefships are formed that
require the interconnection or sharing of information processing and networking facilities. Such
extensjons can increase the risk of unauthorized access to the organiza\tion's information systems
that uge the network, some of which require protection from other netWork users because of their
sensitiyity or criticality.

-

</

8.23 Web filtering V4
Control type Information Cybersecurity%\J ' Operational Security domains
security properties concepts capabilities

#Prevgntive #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_security
#Availability

Contrgl

Access|to external websites should be méhaged to reduce exposure to malicious content.

Purpofse QA

access. The orgamzatlon should con51der blockmg access to the followmg types of web51tes

a) websites that have an information upload function unless permitted for valid business reasons;
b) known or suspected malicious websites (e.g. those distributing malware or phishing contents);
¢) command and control servers;

d) malicious website acquired from threat intelligence (see 5.7);

e) websites sharing illegal content.

114 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

Prior to deploying this control, the organization should establish rules for safe and appropriate use
of online resources, including any restriction to undesirable or inappropriate websites and web-based

applications. The rules should be kept up-to-date.

Training should be given to personnel on the secure and appropriate use of online resources including
access to the web. The training should include the organization’s rules, contact point for raising security
concerns, and exception process when restricted web resources need to be accessed for legitimate
business reasons. Training should also be given to personnel to ensure that they do not overrule any

browser advisory that reports that a website is not secure but allows the user to proceed.

Other information

Web filtering can include a range of techniques including signatures, heuristics, list. of acc¢ptable
websites or domains, list of prohibited websites or domains and bespoke configuration.to help prevent
malicious software and other malicious activity from attacking the organization’s network and systems.

8.24 Use of cryptography

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mainfs
#Preventive #Confidentiality #Protect #Secure_configuration #Protection
#Integrity o0\
#Availability D
Control >

Vs
¢

Rules for the effective use of cryptography, including cyyﬁtographic key management, should be defined

and implemented.
Purpose

To ensure proper and effective use of cryptography to protect the confidentiality, authenti
integrity of information according to business and information security requirements, and taki

consideration legal, statutory, regulatory and contractual requirements related to cryptography

A
\
-

Guidance

N\
General N

-

( '
When using cryptoggaf)hy, the following should be considered:

City or
hg into

Q)
a) the topic-specif}c policy on cryptography defined by the organization, including the general

principlesfoD the protection of information. A topic-specific policy on the use of cryptogr

hiphy is

necessary\t0 maximize the benefits and minimize the risks of using cryptographic techniqyes and

. 10 . .
to avoidinappropriate or incorrect use;

b) idep-t‘ffying the required level of protection and the classification of the informatiqn and

consequently establishing the type, strength and quality of the cryptographic algorithms re
)

quired;

T tite use of tryptography for protection of information reld-om mobite useremdpoint dev
storage media and transmitted over networks to such devices or storage media;

ices or

d) the approach to key management, including methods to deal with the generation and protection of
cryptographic keys and the recovery of encrypted information in the case of lost, compromised or

damaged keys;
e) roles and responsibilities for:

1) the implementation of the rules for the effective use of cryptography;
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2)

the key management, including key generation (see 8.24);

f) the standards to be adopted, as well as cryptographic algorithms, cipher strength, cryptographic
solutions and usage practices that are approved or required for use in the organization;

g) theimpactofusing encrypted information on controls that rely on content inspection (e.g. malware
detection or content filtering).

When
nation

implementing the organization’s rules for effective use of cryptography, the regulations and

should
(see 5.1

The co

lrestrictionsthatcananplutothe use of cruntooranhictechniguesin differentnarts ofthe world
) 38 s R A R T

be taken into consideration as well as the issues of trans-border flow of encrypted information
B1).

htents of service level agreements or contracts with external suppliers of cryptographi€ services
th a certification authority) should cover issues of liability, reliability of services and*response

A key
metho

¢}

a g
b) isg
c) di

—

r the provision of services (see 5.22).

ting, retiring and destroying cryptographic keys.

\ ]
management system should be based on an agreed set of stanQa’rds, procedures and secure

s for: &
</

herating keys for different cryptographic systems and different applications;

¢

uing and obtaining public key certificates;

stributing keys to intended entities, including how to activate keys when received;

d) stgring keys, including how authorized users obtain access to keys;

e) ch
f) de

g) re
or

h) re

hnging or updating keys including rules on'when to change keys and how this will be done;
nling with compromised keys;

Foking keys including how to withdraw or deactivate keys [e.g. when keys have been compromised
when a user leaves an organigzation (in which case keys should also be archived)];

‘\.

covering keys that are lost or corrupted;

i) bagking up or archivir}g:k)eys;

j) de
k) log

1) se
tin

stroying keys; ~2
N/

ging and auditing of key management related activities;

ting acgbfétion and deactivation dates for keys so that the keys can only be used for the period of]
he according to the organization's rules on key management;

)
m) hakd

3 | ] rs £ rS rs L 1 L ad 2oL 3 1
1uuus leCll I Cl/lblCD LS 1UII dLlUTSS LU Ul )’ PLUSI alJlll\. I\Cy ] LC.S- CIICT _y PLCU ITIIUT ITIIAdtIvIl  CdIll UUT

required to be made available in an unencrypted form as evidence in a court case).

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

In addition to integrity, for many use cases, the authenticity of public keys should also be considered.
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Other information

The authenticity of public keys is usually addressed by public key management processes using
certificate authorities and public key certificates, but it is also possible to address it by using
technologies such as applying manual processes for small number keys.

Cryptography can be used to achieve different information security objectives, for example:

a) confidentiality: using encryption of information to protect sensitive or critical information, either

stored ortransm iH'nr];

b) integrity or authenticity: using digital signatures or message authentication codes te_veTt|ify the
authenticity or integrity of stored or transmitted sensitive or critical information. Usingalgorithms
for the purpose of file integrity checking;

c) non-repudiation: using cryptographic techniques to provide evidence of the)occurrence ¢r non-
occurrence of an event or action;

d) authentication: using cryptographic techniques to authenticate users and other system ¢ntities
requesting access to or transacting with system users, entities and reséurces.

The ISO/IEC 11770 series provides further information on key mangggment.

)
o\
8.25 Secure development life cycle D
Control type Information Cybersecurity./ Operational Security domains

security properties concepts * capabilities

#Preventive #Confidentiality #Protect ‘ #Application_security |#Protection
#Integrity #System_and_net-
#Availability work_security

Control

Rules for the secure development of software and systems should be established and applied.
Purpose ~\

To ensure information secutity is designed and implemented within the secure development life cycle
of software and systems ™"

( ) ]

Guidance ~
D)

Secure developmeﬁt’is a requirement to build up a secure service, architecture, software and gystem.
To achieve thi§, tHe following aspects should be considered:

s

X
a) separation of development, test and production environments (see 8.31);

b) guid‘énce on the security in the software development life cycle:

\‘1) security in the software development methodology (see 8.28 and 8.27);

2) secure coding guidelines for each programming language used (see 8.28);
c) security requirements in the specification and design phase (see 5.8);

d) security checkpoints in projects (see 5.8);

e) system and security testing, such as regression testing, code scan and penetration tests (see 8.29);
f) secure repositories for source code and configuration (see 8.4 and 8.9);

g) security in the version control (see 8.32);
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h) required application security knowledge and training (see 8.28);
i) developers’ capability for preventing, finding and fixing vulnerabilities (see 8.28);

j) licensing requirements and alternatives to ensure cost-effective solutions while avoiding future
licensing issues (See 5.32).

If development is outsourced, the organization should obtain assurance that the supplier complies with
the organization’s rules for secure development (see 8.30).

Otherarpnformation

Development can also take place inside applications, such as office applications, scripting, browserns-and
databadses.

8.26 Application security requirements

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevgntive #Confidentiality #Protect #Application_seglivity |#Protection
#Integrity #System_and\net— #Defence
#Availability Work_securiity
Contr¢l 0

N,
Infornmation security requirements should be identified, specified and approved when developing or
acquiring applications. Y

Purpose

To engure all information security requirements are identified and addressed when developing or
acquiring applications.

Guidance

—

A
\
-

Generdl

Applicgtion security requirements ghould be identified and specified. These requirements are usually
determined through a risk assgs&ment. The requirements should be developed with the support of]
informjation security specialists.-

Application security requi;reﬁlents can cover a wide range of topics, depending on the purpose of the
applicdtion. N

)

Applicfition securit§2egquirements should include, as applicable:

\/~

a) levyel of trus'gin identity of entities [e.g. through authentication (see 5.17, 8.2 and 8.5)];

N,
b) id¢ntifying the type of information and classification level to be processed by the application;
)
€) need fOr SERTEZATION Of ACCESS ald [EVel Of acCess 1o datd and fUrnctions i the appiication;

d) resilience against malicious attacks or unintentional disruptions [e.g. protection against buffer
overflow or structured query language (SQL) injections];

e) legal, statutory and regulatory requirements in the jurisdiction where the transaction is generated,
processed, completed or stored;

f) need for privacy associated with all parties involved;
g) the protection requirements of any confidential information;

h) protection of data while being processed, in transit and at rest;
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i) need to securely encrypt communications between all involved parties;

j) input controls, including integrity checks and input validation;

k) automated controls (e.g. approval limits or dual approvals);

1) output controls, also considering who can access outputs and its authorization;

m) restrictions around content of "free-text" fields, as these can lead to uncontrolled storage of
confidential data (e.g. personal data);

n) requirements derived from the business process, such as transaction logging and monltoring,
nonrepudiation requirements;

0) requirements mandated by other security controls (e.g. interfaces to logging ahd“monitofing or
data leakage detection systems);

p) error message handling.

Transactional services

Additionally, for applications offering transactional services between the organization and a partner,

the following should be considered when identifying information gegurity requirements:

a)
b)

e)

f)
g)

Electronic orderingand payment applications
>)

oo\
the level of trust each party requires in each other’s claimeghidentity;

the level of trust required in the integrity of information exchanged or processed apd the
mechanisms for identification of lack of integrity (€.g. cyclic redundancy check, hashing, [digital
signatures); '

authorization processes associated withywho can approve contents of, issue or sign key
transactional documents;

confidentiality, integrity, proof of dispatch and receipt of key documents and the non-repufliation
(e.g. contracts associated with tendeéring and contract processes);

the confidentiality and integrity of any transactions (e.g. orders, delivery address detafls and
confirmation of receipts);

requirements on how.long to maintain a transaction confidential;
( '

) C . .
insurance and othercontractual requirements.

-\

Additionally,:f(}r applications involving electronic ordering and payment, the following shduld be

>

considered:*

a) requh:ements for maintaining the confidentiality and integrity of order information;

b) \‘the degree of verification appropriate to verify payment information supplied by a customef;

c) avoidance of loss or duplication of transaction information;

d) storingtransaction details outside of any publicly accessible environment (e.g. on a storage platform
existing on the organizational intranet, and not retained and exposed on electronic storage media
directly accessible from the internet);

e) where a trusted authority is used (e.g. for the purposes of issuing and maintaining digital

signatures or digital certificates) security is integrated and embedded throughout the entire end-
to-end certificate or signature management process.
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Several of the above considerations can be addressed by the application of cryptography (see 8.24),
taking into consideration legal requirements (see 5.31 to 5.36, especially see 5.31 for cryptography
legislation).

Other information

Applications accessible via networks are subject to a range of network related threats, such as fraudulent
activities, contract disputes or disclosure of information to the public; incomplete transmission, mis-
routing, unauthorized message alteration, duplication or replay. Therefore, detailed risk assessments

and carefutdetermimationrof controtsare imdispersabte—€ontrots requiredoftemrinctudecryptographic
methogls for authentication and securing data transfer.

Furthdr information on application security can be found in the ISO/IEC 27034 series.

8.27 Secure system architecture and engineering principles

Conptrol type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Prevgntive #Confidentiality #Protect #Application_security |#Protection
#Integrity #System_and_net-
#Availability work _security )

b\

Contrg¢l 3

Princi]]es for engineering secure systems should be establishedsdocumented, maintained and applied

to any [information system development activities. <

Purpose

To ensure information systems are securely desighed, implemented and operated within the
development life cycle.

Guidance

Securify engineering principles should e established, documented and applied to information
systen] engineering activities. Securityshould be designed into all architecture layers (business, data,
applicgtions and technology). New\technology should be analysed for security risks and the design
should|be reviewed against known:attack patterns.

'S

Securq engineering princip’l_e's,p'rovide guidance on user authentication techniques, secure session

contro| and data validation‘and sanitisation.

Securgsystem engineering principles should include analysis of:

N/

a) the full range.of security controls required to protect information and systems against identified
threats; )

|
W

b) the capabilities of security controls to prevent, detect or respond to security events;

C S cific sacuritv contrale raauirad hy narticular hucinace mracaccac (o a ancruntion of cancitiua
He—SectHHey—cohtrorS—TeqtireasyPp o8558 HCF —SeRSHive

oI treto o oo TIre oo =4 65— © Yy pPeroTt

information, integrity checking and digitally signing information);

d) where and how security controls are to be applied (e.g. by integrating with a security architecture
and the technical infrastructure);

e) how individual security controls (manual and automated) work together to produce an integrated
set of controls.

Security engineering principles should take account of:

a) the need to integrate with a security architecture;
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b) technical security infrastructure [e.g. public key infrastructure (PKI), identity and access
management (IAM), data leakage prevention and dynamic access management];

c) capability of the organization to develop and support the chosen technology;
d) cost, time and complexity of meeting security requirements;
e) current good practices.

Secure system engineering should involve:

a) the use of security architecture principles, such as “security by design”, “defence(in“Hdepth”,
"security by default”, “default deny”, “fail securely”, “distrust input from externalapplicjtions”,
“security in deployment”, “assume breach”, "least privilege", “usability and mamnageabilitly” and
“least functionality”;

b) a security-oriented design review to help identify information security Yulherabilities, ensure
security controls are specified and meet security requirements;

c¢) documentation and formal acknowledgement of security controls that do not fully meet
requirements (e.g. due to overriding safety requirements);
d) hardening of systems. 2t
o\
The organization should consider "zero trust"” principles such a3:

a) assuming the organization’s information systems are already breached and thus not be reljant on
network perimeter security alone;

b) employing a “never trust and always verify” apprdach for access to information systems;
c) ensuring that requests to information systems are encrypted end-to-end;

d) verifying each request to an information system as if it originated from an open, external ndtwork,
even if these requests originatedCinternal to the organization (i.e. not automatically tfusting
anything inside or outside its pefimeters);

e) using "least privilege" and dynamic access control techniques (see 5.15, 5.18 and 8.2). This ifcludes
authenticating and authorizing requests for information or to systems based on contextual
information such as authentication information (see 5.17), user identities (see 5.16), data abput the
user endpoint device, dnd data classification (see 5.12);

f) always authenjcl‘cﬁting requesters and always validating authorization requests to information
systems based on information including authentication information (see 5.17) and user id¢ntities
(5.16), datayabout the user endpoint device, and data classification (see 5.12), for example enforcing
strongaslthentication (e.g. multi-factor, see 8.5).

The established security engineering principles should be applied, where applicable, to outspurced
deyelppment of information systems through the contracts and other binding agreements betw¢en the
orgamzatlon and the supplier to whom the organization outsources. The organization should ensure

o lines) cn o vz anginanying o ctione alige it tha g oo b e o and e

s
\Z2eyea Jul.lt.lll\fl g JCCuUl ll-.y \allBlll\/\/l llls l_ll [ 4 ) " v wye } Mllsll vviILIl LIIC Ul sulllbu\rl\lll O IICCUO,.

The security engineering principles and the established engineering procedures should be regularly
reviewed to ensure that they are effectively contributing to enhanced standards of security within
the engineering process. They should also be regularly reviewed to ensure that they remain up-to-
date in terms of combatting any new potential threats and in remaining applicable to advances in the
technologies and solutions being applied.
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