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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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0 Introduction

0.1 Background and context

This International Standard is designed for organizations to use as a reference for selecting controls
within the process of implementing an Information Security Management System (ISMS) based on
ISO/IEC 27001[19] or as a guidance document for organizations implementing commonly accepted
information security controls. This standard is also intended for use in developing industry- and
organization-specific information security management guidelines, taking into consideration their
specific ifformmatiomsecurity TiSKenviromment{s):

Organizations of all types and sizes (including public and private sector, commercial and non-profit)
collect, pfocess, store and transmit information in many forms including electronic, physical and verbfal
(e.g. conyersations and presentations).

Thevalug ofinformation goes beyond the written words, numbers and images: knowledgejconcepts, ideps
and branfls are examples of intangible forms of information. In an interconnected worldyinformation aid

related processes, systems, networks and personnel involved in their operation, handling and protectigon
are assefls that, like other important business assets, are valuable to an organization’s business and
consequgntly deserve or require protection against various hazards.

Assets are subject to both deliberate and accidental threats while the*related processes, systenis,
networkg and people have inherent vulnerabilities. Changes to business processes and systems pr
other external changes (such as new laws and regulations) may create new information security risKs.
Thereforg, given the multitude of ways in which threats could take'advantage of vulnerabilities to harm
the organization, information security risks are always presentrEffective information security reducgs
these risks by protecting the organization against threats and vulnerabilities, and then reduces impadts
to its assgts.

Informatjon security is achieved by implementing a stitable set of controls, including policies, processgs,
procedur|es, organizational structures and software and hardware functions. These controls need fo
be establiished, implemented, monitored, reviewed and improved, where necessary, to ensure that the
specific decurity and business objectives of the organization are met. An ISMS such as that specified [in
ISO/IEC 27001[10] takes a holistic, coordinhated view of the organization’s information security risks fin
order to implement a comprehensive suite of information security controls under the overall framework
of a cohefent management system.

Many infprmation systems have not been designed to be secure in the sense of ISO/IEC 27001[10] and tHis
standard] The security that canbe achieved through technical means is limited and should be supported
by appropriate management-and procedures. Identifying which controls should be in place requires
careful planning and attention to detail. A successful ISMS requires support by all employees in the
organization. It can dlserequire participation from shareholders, suppliers or other external partigs.
Specialisf advice from external parties can also be needed.

In a mord general sense, effective information security also assures management and other stakeholdejrs
that the jorganization’s assets are reasonably safe and protected against harm, thereby acting as|a
businesslenahler

0.2 Information security requirements

It is essential that an organization identifies its security requirements. There are three main sources of
security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. Through a risk assessment, threats to assets are identified, vulnerability to
and likelihood of occurrence is evaluated and potential impact is estimated;

b) the legal, statutory, regulatory and contractual requirements that an organization, its trading
partners, contractors and service providers have to satisfy, and their socio-cultural environment;

vi © ISO/IEC 2013 - All rights reserved
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c) the set of principles, objectives and business requirements for information handling, processing,
storing, communicating and archiving that an organization has developed to support its operations.

Resources employed in implementing controls need to be balanced against the business harm likely
to result from security issues in the absence of those controls. The results of a risk assessment will
help guide and determine the appropriate management action and priorities for managing information
security risks and for implementing controls selected to protect against these risks.

ISO/IEC 27005[11] provides information security risk management guidance, including advice on risk
assessment, risk treatment, risk acceptance, risk communication, risk monitoring and risk review.

03 Selecting controls

Controls can be selected from this standard or from other control sets, or new controls‘can be|designed
td meet specific needs as appropriate.

The selection of controls is dependent upon organizational decisions based On-the criterig for risk
adceptance,risktreatmentoptionsandthe generalriskmanagementapproachapplied to the orggnization,
and should also be subject to all relevant national and international legislation and regulations. Control
sdlection also depends on the manner in which controls interact to providedefence in depth.

S@me of the controls in this standard can be considered as guiding.principles for information security
nagement and applicable for most organizations. The controls\are explained in more detpil below
alpng with implementation guidance. More information about sélecting controls and other risk tfeatment
tions can be found in ISO/IEC 27005.[11]

(1173 Developing your own guidelines

T‘Tis International Standard may be regarded as-.a-starting point for developing organizatioh-specific
guidelines. Not all of the controls and guidance in this code of practice may be applicable. Furthermore,
additional controls and guidelines not included in this standard may be required. When docurpents are
developed containing additional guidelines or-controls, it may be useful to include cross-references fo clauses

in|this standard where applicable to facilitate compliance checking by auditors and business partners.

05 Lifecycle considerations

Infformation has a natural lifecycle, from creation and origination through storage, processing, use and
transmission to its eventual destruction or decay. The value of, and risks to, assets may vary dufing their
lifetime (e.g. unauthorized-disclosure or theft of a company’s financial accounts is far less signifitant after
they have been formallypublished) butinformation security remains important to some extent at all stages.

Infformation systems.have lifecycles within which they are conceived, specified, designed, developed,
tested, implemerited, used, maintained and eventually retired from service and disposed of. Infprmation
sqcurity should'be taken into account at every stage. New system developments and changes t¢ existing
systems present opportunities for organizations to update and improve security controls, taki‘tmg actual
incidents-and current and projected information security risks into account.

0 Related standards

While this standard offers guidance on a broad range of information security controls that are
commonly applied in many different organizations, the remaining standards in the ISO/IEC 27000
family provide complementary advice or requirements on other aspects of the overall process of
managing information security.

RefertoISO/IEC27000 forageneralintroductiontoboth ISMSs and the family of standards.ISO/IEC27000
provides a glossary, formally defining most of the terms used throughout the ISO/IEC 27000 family of
standards, and describes the scope and objectives for each member of the family.

© ISO/IEC 2013 - All rights reserved vii
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Information technology — Security techniques — Code of
practice for information security controls

1 Scope

This Tnternational Standard gives guidelines for organizational information security stan(:ta\rds and
information security management practices including the selection, implementation and matagement
off controls taking into consideration the organization’s information security risk envirenment(s).

This International Standard is designed to be used by organizations that intend to;

a)l select controls within the process of implementing an Information Security Managemer]t System
based on ISO/IEC 27001;[10]

b) implement commonly accepted information security controls;

c)| develop their own information security management guidelines,

2| Normative references

The following documents, in whole or in part, are norinatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For| undated
rgferences, the latest edition of the referenced document (including any amendments) applies,

ISO/IEC 27000, Information technology — .Security techniques — Information security mafpagement
systems — Overview and vocabulary

3| Terms and definitions

Fgr the purposes of this document, the terms and definitions given in ISO/IEC 27000 apply.

4| Structure of this standard

This standard contains 14 security control clauses collectively containing a total of 35 main| security
cdtegories and 114-eontrols.

4]1 Clauses

E4ch clause defining security controls contains one or more main security categories.

Thearderoftheclausesinthisstandard doesnaotimplytheirimportance Dependingonthe circumstances,

security controls from any or all clauses could be important, therefore each organization applying this
standard should identify applicable controls, how important these are and their application to individual
business processes. Furthermore, lists in this standard are not in priority order.

4.2 Control categories
Each main security control category contains:
a) acontrol objective stating what is to be achieved;

b) one or more controls that can be applied to achieve the control objective.

© ISO/IEC 2013 - All rights reserved 1
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Control descriptions are structured as follows:
Control
Defines the specific control statement, to satisfy the control objective.

Implementation guidance

Provides more detailed information to support the implementation of the control and meeting the
control objective. The guidance may not be entirely suitable or sufficient in all situations and may not
fulfil the arganization’s specific control requirements

Other information

Provides|further information that may need to be considered, for example legal considerations and
referencgs to other standards. If there is no other information to be provided this part is not'Shown.

5 Infgrmation security policies

5.1 Mdnagement direction for information security

—

Objective: To provide management direction and support for informatian security in accordance wit
businesgqrequirements and relevant laws and regulations.

5.1.1 Policies for information security
Control

A set of policies for information security should be defined, approved by management, published and
communjcated to employees and relevant external-parties.

Implemeptation guidance

At the highest level, organizations should define an “information security policy” which is approved by
managenjentand which sets outthe organization’s approach to managingits information security objectivg

»

Informatjon security policies should)address requirements created by:
a) business strategy;

b) regulations, legislatiémand contracts;

c) the durrent and.pr6jected information security threat environment.
The inforymation-security policy should contain statements concerning:

a) definition 'of information security, objectives and principles to guide all activities relating fo
information security:

b) assignment of general and specific responsibilities for information security management to
defined roles;

c) processes for handling deviations and exceptions.

At a lower level, the information security policy should be supported by topic-specific policies, which
further mandate the implementation of information security controls and are typically structured to
address the needs of certain target groups within an organization or to cover certain topics.

Examples of such policy topics include:

a) access control (see Clause 9);

2 © ISO/IEC 2013 - All rights reserved
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information classification (and handling) (see 8.2);

physical and environmental security (see Clause 11);

d) end user oriented topics such as:

1) acceptable use of assets (see 8.1.3);

2) clear desk and clear screen (see 11.2.9);

3) information transfer (see 13.2.1);

f)
g)
h)

j)
k)
D)

T
reg
Sq

01

T]
at
th
\
sq
re

If

4) mobile devices and teleworking (see 6.2);
5) restrictions on software installations and use (see 12.6.2);

backup (see 12.3);

information transfer (see 13.2);

protection from malware (see 12.2);

management of technical vulnerabilities (see 12.6.1);

cryptographic controls (see Clause 10);

communications security (see Clause 13);

privacy and protection of personally identifiable information (see 18.1.4);
supplier relationships (see Clause 15).

nese policies should be communicated to employees and relevant external parties in a for]
levant, accessible and understandable to-the intended reader, e.g. in the context of an “inf]
curity awareness, education and training programme” (see 7.2.2).

ther information

e especially useful in largetand more complex organizations where those defining and
e expected levels of control are segregated from those implementing the controls or in g
here a policy applies tomany different people or functions in the organization. Policies for inf
curity can be issuédyin a single “information security policy” document or as a set of indiv|
lated documents-

any of the information security policies are distributed outside the organization, care should

not to disclosé confidential information.

Sq

me okganizations use other terms for these policy documents, such as “Standards”, “Directives” ¢

5.

m that is
prmation

e need for internal policies.for information security varies across organizations. Intern:ﬂ)policies

proving
ituations
prmation
idual but

be taken

r “Rules”.

5 Reviewoftheootictes-for-mf . .

Control

The policies for information security should be reviewed at planned intervals or if significant changes
occur to ensure their continuing suitability, adequacy and effectiveness.

Implementation guidance

Each policy should have an owner who has approved management responsibility for the development,
review and evaluation of the policies. The review should include assessing opportunities forimprovement
of the organization’s policies and approach to managing information security in response to changes to
the organizational environment, business circumstances, legal conditions or technical environment.

©
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Thereview of policies for information security should take the results of managementreviews into account.

Management approval for a revised policy should be obtained.

6 Organization of information security

6.1 Internal organization

Objective: Ta establish a management framework to initiate and control the implementation and

operatio

h of information security within the organization.

6.1.1 I
Control

All infory

Impleme

Allocatio
security
specific i
risk man
responsil
sites and
carrying

Individua
Neverthe
correctlyl

Areas for]

a) thea
b) the 4

deta
c) auth
d) tobd

be cd

rformation security roles and responsibilities

hation security responsibilities should be defined and allocated.

htation guidan

bolicies (see 5.1.1). Responsibilities for the protection of individual assets and for carrying o
nformation security processes should be identified. Resporsibilities for information securi
hgement activities and in particular for acceptance of residual risks should be defined. The
bilities should be supplemented, where necessary, with ‘more detailed guidance for specif
information processing facilities. Local responsibilities for the protection of assets and f
out specific security processes should be defined.

1Is with allocated information security responsibilities may delegate security tasks to othej
less they remain accountable and should“etermine that any delegated tasks have be¢
performed.

which individuals are responsible should be stated. In particular the following should take plac
ssets and information security processes should be identified and defined;

ntity responsible for each-asset or information security process should be assigned and tl
Is of this responsibility@Should be documented (see 8.1.2);

brization levels should’be defined and documented;

mpetent in the-area and be given opportunities to keep up to date with developments;

lination.and oversight of information security aspects of supplier relationships should |
ifiedand documented.

e) coor
ident
Other inf

h of information security responsibilities should be done in accordance with the informatign

able to fulfil responsibilities in the information security area the appointed individuals shoulld

ut
Ly
e
ic
DI

PN

ne

pe

prijiation

Many organizations appoint an information security manager to take overall responsibility for the
development and implementation of information security and to support the identification of controls.

However, responsibility for resourcing and implementing the controls will often remain with individual
managers. One common practice is to appoint an owner for each asset who then becomes responsible
for its day-to-day protection.

6.1.2 S
Control

egregation of duties

© ISO/IEC 2013 - All rights reserved
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Conflicting duties and areas of responsibility should be segregated to reduce opportunities for
unauthorized or unintentional modification or misuse of the organization’s assets.

Implementation guidan

Care should be taken that no single person can access, modify or use assets without authorization
or detection. The initiation of an event should be separated from its authorization. The possibility of
collusion should be considered in designing the controls.

Small organlzatlons may fll‘ld segregatlon of duties dlfflcult to achleve but the pr1nc1ple should be
s such as

nltormg of act1v1t1es audlt tralls and management superv151on should be conSIdered
Other information

S¢gregation of duties is a method for reducing the risk of accidental or deliberate misyse of an
orlganization’s assets.

6/1.3 Contact with authorities

Control

Appropriate contacts with relevant authorities should be maintained.

Implementation guidance

Organizations should have procedures in place that spegify when and by whom authorities| (e.g. law
enfforcement, regulatory bodies, supervisory authorities) should be contacted and how identified
infformation security incidents should be reported-ifY a timely manner (e.g. if it is suspected fhat laws
mfay have been broken).

her information

(0]
Organizations under attack from the Internet may need authorities to take action against the atta¢gk source.
M

intaining such contacts may bea requirement to support information security incident management
(see Clause 16) or the business continuity and contingency planning process (see Clause 17).|Contacts
ith regulatory bodies are also useful to anticipate and prepare for upcoming changes i laws or
rggulations, which have to-be/implemented by the organization. Contacts with other authoritig¢s include
ufilities, emergency serviees, electricity suppliers and health and safety, e.g. fire departments (in
cqnnection with business continuity), telecommunication providers (in connection with ling routing
and availability) and\water suppliers (in connection with cooling facilities for equipment).

6{1.4 Contact with special interest groups

Control

Appropriate contacts with special interest groups or other specialist security forums and prdfessional

a c‘nlﬂf\fInnc chaould hao maintainad
h CIrotroro-oTroua oot rirorrcarirc o

Implementation guidance

Membership in special interest groups or forums should be considered as a means to:

a) improve knowledge about best practices and stay up to date with relevant security information;
b) ensure the understanding of the information security environment is current and complete;

c) receive early warnings of alerts, advisories and patches pertaining to attacks and vulnerabilities;

d) gain access to specialist information security advice;

© ISO/IEC 2013 - All rights reserved 5
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e) share and exchange information about new technologies, products, threats or vulnerabilities;

f) provide suitable liaison points when dealing with information security incidents (see Clause 16).

Other information

Information sharing agreements can be established to improve cooperation and coordination of security
issues. Such agreements should identify requirements for the protection of confidential information.

6.1.5 Information security in project management

Control

Informat|

Impleme

Informat
that infoy
any projg
and othel

a) infor
b) an in
nece

c) infor

Informat

htation guidance

onsecurity should be integrated into the organization’s project management method(s) to ensu
mation security risks are identified and addressed as part of a project. This.dpplies generally
ct regardless of its character, e.g. a project for a core business process,yfacility manageme
supporting processes. The project management methods in use shouldrequire that:

mation security objectives are included in project objectives;

formation security risk assessment is conducted at an early stage of the project to identi
5sary controls;

mation security is part of all phases of the applied project methodology.

Responsipilities for information security should be defined and allocated to specified roles defined

the proje

6.2 Mg

ct management methods.

bile devices and teleworking

jon security should be addressed in project management, regardless of the type of the projeq

jon security implications should be addressed" and reviewed regularly in all project

o

re
to

fy

v

in

Objectiv

b: To ensure the security of telewerking and use of mobile devices.

6.2.1 Mobile device policy

Control

A policy
mobile dg

Impleme
When us

compron

ind supportingsecurity measures should be adopted to manage the risks introduced by using

bvices.
ntation guidan
ing“mobile devices, special care should be taken to ensure that business information is npt

ised. The mobile device policy should take into account the risks of working with mobile

devices in unprotected environments.

The mobile device policy should consider:

a) registration of mobile devices;

b) requirements for physical protection;

c) restriction of software installation;

d) requirements for mobile device software versions and for applying patches;

e) restriction of connection to information services;

© ISO/IEC 2013 - All rights reserved
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f) access controls;

g) cryptographic techniques;

h) malware protection;

i) remote disabling, erasure or lockout;
j)  backups;

k) usage of web services and web apps.

Cqre should be taken when using mobile devices in public places, meeting rooms and other un;ln‘otected
arjeas. Protection should be in place to avoid the unauthorized access to or disclosure of the infprmation
stpred and processed by these devices, e.g. using cryptographic techniques (see Clause 10) and ¢nforcing
uge of secret authentication information (see 9.2.4).

Mpbile devices should also be physically protected against theft especially whenleft, for example, in cars
and other forms of transport, hotel rooms, conference centres and meeting places. A specific procedure
tdking into account legal, insurance and other security requirements 0f the organization ghould be
eqtablished for cases of theft or loss of mobile devices. Devices carryingymportant, sensitive ¢r critical
buisiness information should not be left unattended and, where pdssible, should be physically locked
ayay, or special locks should be used to secure the devices.

Tiaining should be arranged for personnel using mobile devigesto raise their awareness of the additional
rigks resulting from this way of working and the controls that' should be implemented.

Where the mobile device policy allows the use of privdtely owned mobile devices, the policy and related
sgcurity measures should also consider:

a)l separation of private and business use of.the devices, including using software to support such
separation and protect business data oni@private device;

b) providing access to business information only after users have signed an end user agreement
acknowledging their duties (physical protection, software updating, etc.), waiving ownlership of
business data, allowing remotewiping of data by the organization in case of theft or loss of the device
or when no longer authorized-to use the service. This policy needs to take account of privacy lggislation.

©

her information

M]Fbile device wirelessconnections are similar to other types of network connection, but have ijmportant
ifferences that shoild be considered when identifying controls. Typical differences are:

a)l some wireléss security protocols are immature and have known weaknesses;

b) information stored on mobile devices may not be backed-up because of limited network bgndwidth
or because mobile devices may not be connected at the times when backups are scheduled.

Mblle dev1ces generally share common functlons e.g. networking, 1nternet access, e- mai] and file

3 y consist
of those adopted in the flxed use devices and those to address threats raised by their usage out51de the
organization’s premises.

6.2.2 Teleworking
Control

A policy and supporting security measures should be implemented to protect information accessed,
processed or stored at teleworking sites.

Implementation guidan

© ISO/IEC 2013 - All rights reserved 7
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Organizations allowing teleworking activities should issue a policy that defines the conditions and
restrictions for using teleworking. Where deemed applicable and allowed by law, the following matters
should be considered:

the existing physical security of the teleworking site, taking into account the physical security of the
building and the local environment;

the proposed physical teleworking environment;

the communications security requirements, taking into account the need for remote access to the

)

the provision of virtual desktop access that prevents processing and storage of information

pHZEatoh- SHterhart Iy SCCTITS; CIIc SeRSHe TCy UT COC T oT o crotTr orroc vy i o T actToSTT™r e PSS

the communication link and the sensitivity of the internal system;

tely owned equipment;

hreat of unauthorized access to information or resources from other petisons using tl
mmodation, e.g. family and friends;

network services;

polidies and procedures to prevent disputes concerning rights to intellectual property developed ¢n
privdtely owned equipment;

accesgsto privatelyowned equipment (to verify the security of the machine or duringaninvestigation),
which may be prevented by legislation;

softyare licensing agreements that are such that orgarizations may become liable for licensing f|
clienf software on workstations owned privately by @émployees or external party users;

a deffinition of the work permitted, the hours of work, the classification of information that may |

se of home networks and requirements or restrictions on the configuration of wirele

are protection and firewall requirements.
blines and arrangements to be considetred should include:

rovision of suitable equipment and'storage furniture for the teleworking activities, where tl
f privately owned equipment that’is not under the control of the organization is not allowed

and the internal system(s and services that the teleworker is authorized to access;

jcal security;
and guidance on family and visitor access to equipment and information;
rovision of hardware and software support and maintenance;

revision of insurance;

rovision of suitable€eommunication equipment, including methods for securing remote accegs;
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the procedures for backup and business continuity;

audit and security monitoring;

a)
b)
c)
orga
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d) :
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g)
h)
i)
j)  maly
The guid
a) theg
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b)
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e) ruleg
f) thep
g) thep
h)
i)
j)

revocation of authority and access rights, and the return of equipment when the teleworking
activities are terminated.

Other information

Teleworkingrefers to all forms of work outside of the office, including non-traditional work environments,

such as those referred to as “telecommuting”, “flexible workplace”,

» o«

environments.
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7 Human resource security

7.1 Prior to employment

Objective: To ensure that employees and contractors understand their responsibilities and are suit-
able for the roles for which they are considered.

7.1.1 Screening

cordance

Vgrification should take into account all relevant privacy, protection of personally identifiable
infformation and employment based legislation, and should, where permitted, include the following:

a)| availability of satisfactory character references, e.g. one business and one personal;
b) averification (for completeness and accuracy) of the applicant’s curriculum vitae;
c)] confirmation of claimed academic and professional qualifications;

d] independent identity verification (passport or similar document);

e)] more detailed verification, such as credit review or review of criminal records.

When an individual is hired for a specific information security role, organizations should njake sure
the candidate:

a)l has the necessary competence to(perform the security role;
b) can be trusted to take on the role, especially if the role is critical for the organization.

Where a job, either on initial appointment or on promotion, involves the person having fccess to
information processing facilities, and, in particular, if these are handling confidential information, e.g.
fihancial information.ar highly confidential information, the organization should also considef further,
mjore detailed verifications.

Procedures should define criteria and limitations for verification reviews, e.g. who is eligible fo screen
pé¢ople and how, when and why verification reviews are carried out.

Alscreenting process should also be ensured for contractors. In these cases, the agreement betjween the
orfgartization and the contractor should specify responsibilities for conducting the screening and the
notification procedures that need to be followed if screening has not been completed or if tHe results
give cause for doubt or concern.

Information on all candidates being considered for positions within the organization should be collected
and handled inaccordance with any appropriatelegislation existingin the relevantjurisdiction. Depending
on applicable legislation, the candidates should be informed beforehand about the screening activities.

7.1.2 Terms and conditions of employment
Control

The contractual agreements with employees and contractors should state their and the organization’s
responsibilities for information security.

© ISO/IEC 2013 - All rights reserved 9
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Implementation guidance

The contractual obligations for employees or contractors should reflect the organization’s policies for
information security in addition to clarifying and stating:

a) that all employees and contractors who are given access to confidential information should sign a
confidentiality or non-disclosure agreement prior to being given access to information processing
facilities (see 13.2.4);

b) the employee’s or contractor’s legal responsibilities and rights, e.g. regarding copyright laws or data

rot ction loagiclation (can 10 1 nd 10 1 4.
p etorleststaton{see——anrd—3

c) resppnsibilities for the classification of information and management of organizational~assefts
asso¢iated with information, information processing facilities and information services handled by
the gmployee or contractor (see Clause 8);

d) resppnsibilities of the employee or contractor for the handling of information recéived from other
anies or external parties;

Informatjon security roles and responsibilities should be communicated.to job candidates during the
pre-employment process.

The orgdnization should ensure that employees and contractors agree to terms and conditionhs
concernipg information security appropriate to the nature and extent of access they will have to the
organization’s assets associated with information systems and'services.

Where appropriate, responsibilities contained within theterms and conditions of employment shoufld
continuelfor a defined period after the end of the empleyment (see 7.3).

Other information

Acodeoffonductmay be used to state the employee’s or contractor’s information security responsibilitips
regarding confidentiality, data protectiomn; ethics, appropriate use of the organization’s equipment and
facilities| as well as reputable practices expected by the organization. An external party, with whigh
a contragtor is associated, can be required to enter into contractual arrangements on behalf of the
contract¢d individual.

7.2 During employment

Objective: To ensure that employees and contractors are aware of and fulfil their information securitly
responsibilities.

7.2.1 Managéement responsibilities

Control

Management should require all employees and contractors to apply information security in accordance
with the established policies and procedures of the organization.

Implementation guidance
Management responsibilities should include ensuring that employees and contractors:

a) are properly briefed on their information security roles and responsibilities prior to being granted
access to confidential information or information systems;

b) are provided with guidelines to state information security expectations of their role within the
organization;

10 © ISO/IEC 2013 - All rights reserved
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are motivated to fulfil the information security policies of the organization;

achieve a level of awareness on information security relevant to their roles and responsibilities

within the organization (see 7.2.2);

conform to the terms and conditions of employment, which includes the organization’s information

security policy and appropriate methods of working;

continue to have the appropriate skills and qualifications and are educated on a regular basis;

security

M
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If
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are provided with an anonymous reporting channel to report violations of informatio
policies or procedures (“whistle blowing”).

panagement should demonstrate support of information security policies, procedures and-con
tas arole model.

her information

employees and contractors are not made aware of their information security responsibilities

use fewer information security incidents.

PrIor management can cause personnel to feel undervalued resulting:in a negative information

pact on the organization. For example, poor management,can lead to information secur
glected or potential misuse of the organization’s assets.

2.2 Information security awareness, education and training

Control

A
eq
th

In

A
Cq
re

A

lemployees of the organization and, where relevant, contractors should receive appropriate ay

eir job function.

iplementation guidance

h information security awareness programme should aim to make employees and, where
ntractors aware of their_responsibilities for information security and the means by wh
sponsibilities are discharged.

h information security) awareness programme should be established in line with the orga

i
T

(

formation security-policies and relevant procedures, taking into consideration the orgai
formation to be\protected and the controls that have been implemented to protect the infq
e awareness programme should include a number of awareness-raising activities such as cg
g. an “information security day”) and issuing booklets or newsletters.

trols, and

they can

use considerable damage to an organization. Motivated personnel arelikely to be more reljiable and

security
ity being

iwareness

Jucation and training and regular updates\iit organizational policies and procedures, as relevant for

relevant,
ch those

hization’s
hization’s
rmation.
ympaigns

The awareness programme should be planned taking into consideration the employees’ roles in the

(0]

gamzatlon and, where relevant, the organization’s expectation of the awareness of contrag

tors. The
that the

activities are repeated and cover new employees and contractors. The awareness programme should
also be updated regularly so it stays in line with organizational policies and procedures, and should be
built on lessons learnt from information security incidents.

Awareness training should be performed as required by the organization’s information security
awareness programme. Awareness training can use different delivery media including classroom-based,

di
In

a)

©

stance learning, web-based, self-paced and others.
formation security education and training should also cover general aspects such as:

stating management’s commitment to information security throughout the organization;
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b) the need to become familiar with and comply with applicable information security rules and
obligations, as defined in policies, standards, laws, regulations, contracts and agreements;

c) personal accountability for one’s own actions and inactions, and general responsibilities towards
securing or protecting information belonging to the organization and external parties;

d) basic information security procedures (such as information security incident reporting) and
baseline controls (such as password security, malware controls and clear desks);

e) contactpointsand resources for additional information and advice on information security matters,
inclugi . . . . o .

Informatjon security education and training should take place periodically. Initial education and training
applies t¢ those who transfer to new positions or roles with substantially different informatiod security
requirenients, not just to new starters and should take place before the role becomes active.

The orggnization should develop the education and training programme in order’to’ conduct the
educatiof and training effectively. The programme should be in line with the organization’s informati
security policies and relevant procedures, taking into consideration the organizatien’s information fo
be proted¢ted and the controls that have been implemented to protect the information. The programme
should cqnsider different forms of education and training, e.g. lectures or self-studies.

Other information

When composing an awareness programme, it is important not only to focus on the ‘what’ and ‘hoy’,
but also the ‘why’. It is important that employees understand theaim of information security and the
potentiallimpact, positive and negative, on the organization of their own behaviour.

Awareneps, education and training can be part of, or condticted in collaboration with, other training
activitieq, for example general IT or general security training. Awareness, education and training
activitieq should be suitable and relevant to the individual’s roles, responsibilities and skills.

Anassesgment of the employees’ understanding could be conducted at the end of an awareness, educatign
and training course to test knowledge transfer.

7.2.3 Disciplinary process
Control

There should be a formal and communicated disciplinary process in place to take action againjst
employeg¢s who have committed an information security breach.

Implemeptation guidance

The discjplinary preocess should not be commenced without prior verification that an informatign
security preach has’occurred (see 16.1.7).

The fornmpal”disciplinary process should ensure correct and fair treatment for employees who afe
suspect:ti of committing breaches of information security. The formal disciplinary process should
provide for a graduated response that takes into consideration factors such as the nature and gravity
of the breach and its impact on business, whether or not this is a first or repeat offence, whether or not
the violator was properly trained, relevant legislation, business contracts and other factors as required.

The disciplinary process should also be used as a deterrent to prevent employees from violating the
organization’s information security policies and procedures and any other information security
breaches. Deliberate breaches may require immediate actions.

Other information

The disciplinary process can also become a motivation or an incentive if positive sanctions are defined
for remarkable behaviour with regards to information security.
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7.3 Termination and change of employment

Objective: To protect the organization’s interests as part of the process of changing or terminating
employment.

7.3.1 Termination or change of employment responsibilities

Control

I £ 43 14 - P DS YR oot 3 1:1 £ 4+ 3 43 I,1 f
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ethployment should be defined, communicated to the employee or contractor and enforced.

Implementation guidance

The communication of termination responsibilities should include on-going -Ainformation|security
rgquirements and legal responsibilities and, where appropriate, responsibilitiés contained wjithin any
cqnfidentiality agreement (see 13.2.4) and the terms and conditions of employment (see 7.1.2) cgntinuing
for a defined period after the end of the employee’s or contractor’s employhient.

Responsibilities and duties still valid after termination of employment should be contain¢d in the
ethployee’s or contractor’s terms and conditions of employment (see %1.2).

Clhanges of responsibility or employment should be managed’as the termination of thg current
rgsponsibility or employment combined with the initiation ¢f the new responsibility or employment.

The human resources function is generally responsible for the overall termination process apd works
tagether with the supervising manager of the, person leaving to manage the information| security
agpects of the relevant procedures. In the case;of'a contractor provided through an external party, this
termination process is undertaken by the external party in accordance with the contract between the
orfganization and the external party.

Itfmay be necessary to inform employees, customers or contractors of changes to personnel and
operating arrangements.

8| Asset management

8/]1 Responsibility,for assets

Objective: To identify organizational assets and define appropriate protection responsibilities.

8/1.1 Imvéntory of assets

Cglznl;rol

Assets associated with information and information processing facilities should be identified and an
inventory of these assets should be drawn up and maintained.

Implementation guidance

An organization should identify assets relevant in the lifecycle of information and document their
importance. The lifecycle of information should include creation, processing, storage, transmission, deletion
and destruction. Documentation should be maintained in dedicated or existing inventories as appropriate.

The asset inventory should be accurate, up to date, consistent and aligned with other inventories.

Foreachoftheidentified assets, ownership ofthe asset should be assigned (see 8.1.2) and the classification
should be identified (see 8.2).
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Other information

Inventories of assets help to ensure that effective protection takes place, and may also be required for
other purposes, such as health and safety, insurance or financial (asset management) reasons.

ISO/IEC 27005[11] provides examples of assets that might need to be considered by the organization
when identifying assets. The process of compiling an inventory of assets is an important prerequisite of
risk management (see also ISO/IEC 27000 and ISO/IEC 27005[11]).

8.1.2 Ownership of assets

Control
Assets mpintained in the inventory should be owned.

Implemeptation guidance

Individudls as well as other entities having approved management responsibility for the asset lifecydle
qualify t¢ be assigned as asset owners.

A process to ensure timely assignment of asset ownership is usually implemented. Ownership should be
assigned|when assets are created or when assets are transferred to the organization. The asset ownpr
should b¢ responsible for the proper management of an asset over the whole asset lifecycle.

The asset owner should:

a) ensu[e that assets are inventoried;
b) ensufe that assets are appropriately classified and protected;

c) definje and periodically review access restrictionstand classifications to important assets, taking
into account applicable access control policies;

d) ensufre proper handling when the asset is déleted or destroyed.
Other infprmation

The identified owner can be eithefian individual or an entity who has approved managemept
responsibility for controlling the whole lifecycle of an asset. The identified owner does not necessarily
have any|property rights to the dsset.

Routine tasks may be delegated, e.g. to a custodian looking after the assets on a daily basis, but the
responsibility remains with'the owner.

In complgx informatiemrsystems, it may be useful to designate groups of assets which act together fo
provide 4 particular'service. In this case the owner of this service is accountable for the delivery of the
service, including:the operation of its assets.

8.1.3 Aceeptable use of assets

Control

Rules for the acceptable use of information and of assets associated with information and information
processing facilities should be identified, documented and implemented.

Implementation guidance

Employees and external party users using or having access to the organization’s assets should be made
aware of the information security requirements of the organization’s assets associated with information
and information processing facilities and resources. They should be responsible for their use of any
information processing resources and of any such use carried out under their responsibility.
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8.1.4 Return of assets
Control

All employees and external party users should return all of the organizational assets in their possession
upon termination of their employment, contract or agreement.

Implementation guidance

The termination process should be formalized to include the return of all previously issued physical and
electronic assets owned bv or entrusted to the organization

In| cases where an employee or external party user purchases the organization’s equipmenlt or uses
their own personal equipment, procedures should be followed to ensure that all relevant inforpnation is
trpnsferred to the organization and securely erased from the equipment (see 11.2.7):

Incases where an employee or external party user has knowledge thatisimportantto ongoing ogerations,
that information should be documented and transferred to the organization.

Dliring the notice period of termination, the organization should controel unauthorized cgpying of
rglevant information (e.g. intellectual property) by terminated employees and contractors.

812 Information classification

Objective: To ensure that information receives an appropriate level of protection in accordande with
s importance to the organization.

—n

8J2.1 C(lassification of information

Control

Infformation should be classified in teruis of legal requirements, value, criticality and sensitivity to

Classifications and associatediprotective controls for information should take account of busingss needs
for sharing or restricting information, as well as legal requirements. Assets other than informption can
also be classified in conformance with classification of information which is stored in, processed by or
otherwise handled or:protected by the asset.

Owners of informration assets should be accountable for their classification.

The classification scheme should include conventions for classification and criteria for review of
the classification over time. The level of protection in the scheme should be assessed by analysing
cqnfideptiality, integrity and availability and any other requirements for the information copsidered.
The-Scheme should be aligned to the access control policy (see 9.1.1).

Eachlevel should be given aname that makes sense in the contextofthe classification scheme’s application.

The scheme should be consistent across the whole organization so that everyone will classify information
and related assets in the same way, have a common understanding of protection requirements and apply
the appropriate protection.

Classification should be included in the organization’s processes, and be consistent and coherent across
the organization. Results of classification should indicate value of assets depending on their sensitivity
and criticality to the organization, e.g. in terms of confidentiality, integrity and availability. Results of
classification should be updated in accordance with changes of their value, sensitivity and criticality
through their life-cycle.

Other information

© ISO/IEC 2013 - All rights reserved 15


https://standardsiso.com/api/?name=1a5eece8fbf9972f2bf0aac272c6cdb6

ISO/IEC 27002:2013(E)

Classification provides people who deal with information with a concise indication of how to handle
and protect it. Creating groups of information with similar protection needs and specifying information
security procedures that apply to all the information in each group facilitates this. This approach reduces
the need for case-by-case risk assessment and custom design of controls.

Information can cease to be sensitive or critical after a certain period of time, for example, when the
information has been made public. These aspects should be taken into account, as over-classification can
lead to the implementation of unnecessary controls resulting in additional expense or on the contrary
under-classification can endanger the achievement of business objectives.

a) disclpsure causes no harm;

b) disclpsure causes minor embarrassment or minor operational inconvenience;
c) disclpsure has a significant short term impact on operations or tactical objectives;

d) disclpsure has a serious impact on long term strategic objectives or puts‘the survival of the
orgahization at risk.

8.2.2 Labelling of information
Control

An apprgpriate set of procedures for information labelling should be developed and implemented fin
accordanice with the information classification scheme adopted-by the organization.

“Impleméntation guidance”

Procedutes for information labelling need to cover information and its related assets in physical and
electronic formats. The labelling should reflect the classification scheme established in 8.2.1. The
labels shpuld be easily recognizable. The procedures should give guidance on where and how labgls
are attached in consideration of how the information is accessed or the assets are handled dependifng
on the types of media. The procedures can‘define cases where labelling is omitted, e.g. labelling of nop-
confidential information to reduce workloads. Employees and contractors should be made aware jof
labelling procedures.

Output fijom systems containinginfermation that is classified as being sensitive or critical should carry
an appropriate classification label

Other infprmation

Labelling of classifiedinformation is a key requirement for information sharing arrangements. Physidal
labels anfl metadata\are a common form of labelling.

Labelling of information and its related assets can sometimes have negative effects. Classified assets afe
easier tofidentify and accordingly to steal by insiders or external attackers.

8.2.3 Handling of assets
Control

Procedures for handling assets should be developed and implemented in accordance with the information
classification scheme adopted by the organization.

Implementation guidan

Procedures should be drawn up for handling, processing, storing and communicating information
consistent with its classification (see 8.2.1).
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The following items should be considered:

a)
b)

c)

d)

access restrictions supporting the protection requirements for each level of classification;

maintenance of a formal record of the authorized recipients of assets;

protection of temporary or permanent copies of information to a level consistent with the protection

of the original information;

storage of IT assets in accordance with manufacturers’ specifications;

e)

T}
of]
o]
cl

A
to
or

8

clear marking of all copies of media for the attention of the authorized recipient.

ne classification scheme used within the organization may not be equivalent to the scheme
her organizations, even if the names for levels are similar; in addition, information moving
ganizations can vary in classification depending on its context in each organization, eve
hssification schemes are identical.

breements with other organizations that include information sharing Should include pr
identify the classification of that information and to interpret the classification labels fr
ganizations.

3 Media handling

5 used by
between
n if their

ocedures
bm other

S

Opbjective: To prevent unauthorized disclosure, modificatienyremoval or destruction of infornjation

ored on media.

8

3.1 Management of removable media

Control

P1
cl

In

T]
a)

b)

ocedures should be implemented for.the management of removable media in accordance
hssification scheme adopted by the origanization.

iplementation guidance
1e following guidelines for the'management of removable media should be considered:

if no longer required,’the contents of any re-usable media that are to be removed
organization shouldbe made unrecoverable;

where necessary and practical, authorization should be required for media removed
organizationand a record of such removals should be kept in order to maintain an audit t1

all media should be stored in a safe, secure environment, in accordance with manuf
specifications;

with the

from the

from the
ail;

acturers’

if data confidentiality or integrity are important considerations, cryptographic techniqu

bs should

f)

g)
h)

©

be used to protect data on removanie media;

to mitigate the risk of media degrading while stored data are still needed, the data s
transferred to fresh media before becoming unreadable;

hould be

multiple copies of valuable data should be stored on separate media to further reduce the risk of

coincidental data damage or loss;

registration of removable media should be considered to limit the opportunity for data loss;

removable media drives should only be enabled if there is a business reason for doing so;

where there is a need to use removable media the transfer of information to such media should

be monitored.
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Procedures and authorization levels should be documented.

8.3.2 Disposal of media

Control

Media should be disposed of securely when no longer required, using formal procedures.

Implementation guidance

Formal pr

confiden
containir
following

a)

b)
‘)

d)

e)

med
incin

proc

it mg
atter

man)}
seled

disp@sal of sensitive items should be logged in order to maintain an audit trail.

When ac
can caus

Other inf

Damaged
items shq

8.3.3 Physical media transfer

items should be considered:

a containing confidential information should be stored and disposed of securely, e.g.
eration or shredding, or erasure of data for use by another application withinthe organizatio

bdures should be in place to identify the items that might require secure’disposal;

y be easier to arrange for all media items to be collected and disposed of securely, rather th{
npting to separate out the sensitive items;

/ organizations offer collection and disposal services for¢media; care should be taken
ting a suitable external party with adequate controls and €xperience;

fumulating media for disposal, consideration should be given to the aggregation effect, whi
 a large quantity of non-sensitive information to-become sensitive.

prmation

devices containing sensitive data mayrequire a risk assessment to determine whether tl
uld be physically destroyed rather than sent for repair or discarded (see 11.2.7).

l )

in

in

e

n

Control

Media containing informatipn.should be protected against unauthorized access, misuse or corrupti

during transportation.

Implemeptation guidance

Thefolloyving guidelines should be considered to protect media containinginformationbeingtransported:

a) reliapletransport or couriers should be used;

b) a listtefautherized-couriersshowld-beagreed-with-management

c) procedures to verify the identification of couriers should be developed;

d) packaging should be sufficient to protect the contents from any physical damage likely to arise
during transit and in accordance with any manufacturers’ specifications, for example protecting
against any environmental factors that may reduce the media’s restoration effectiveness such as
exposure to heat, moisture or electromagnetic fields;

e) logsshould be kept, identifying the content of the media, the protection applied as well as recording

18

the times of transfer to the transit custodians and receipt at the destination.

Other information
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Information can be vulnerable to unauthorized access, misuse or corruption during physical transport,
for instance when sending media via the postal service or via courier. In this control, media include
paper documents.

When confidential information on media is not encrypted, additional physical protection of the media
should be considered.

9

Access control

9

1 Business requirements of access control

Objective: To limit access to information and information processing facilities.

9,

Control

A

In

A

SH
reg

A
U
by

TI
a)
b)

f)

information security requirements.

1.1 Access control policy

h access control policy should be established, documented and reviewed based on busi

iplementation guidance

bset owners should determine appropriate access control trules, access rights and restrig
ecific user roles towards their assets, with the amount*of detail and the strictness of the
flecting the associated information security risks.

fcess controls are both logical and physical (see:Clause 11) and these should be considered
bers and service providers should be given a glear statement of the business requirements {
r access controls.

e policy should take account of the following:
security requirements of business applications;

policies for information dissemination and authorization, e.g. the need-to-know prin
information security levels'and classification of information (see 8.2);

consistency between the access rights and information classification policies of systems and 1

relevantlegislation and any contractual obligations regarding limitation of access to data o
(see 18.1);

managefrent of access rights in a distributed and networked environment which recog
types.of’connections available;

segregation of access control roles, e.g. access request, access authorization, access admin

ness and

tions for

controls

together.
0 be met

tiple and

etworks;

' services

rnizes all

stration;

g
h)
)
j)

k)

Tequirements for formal authorization of access requests (see 9.2.1 and 9.2.2);
requirements for periodic review of access rights (see 9.2.5);

removal of access rights (see 9.2.6);

archiving of records of all significant events concerning the use and management of user identities

and secret authentication information;

roles with privileged access (see 9.2.3).

Other information

©
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Care should be taken when specifying access control rules to consider:

a) establishingrulesbasedonthepremise “Everythingisgenerallyforbiddenunlessexpressly permitted”
rather than the weaker rule “Everything is generally permitted unless expressly forbidden”;

b) changes in information labels (see 8.2.2) that are initiated automatically by information processing

facili

ties and those initiated at the discretion of a user;

c) changes in user permissions that are initiated automatically by the information system and those
initiated by an administrator;

d) ruleg

Access c
responsil

Role basg¢
with bus

Two of th

a) Need
(diffe

b) Need

9.1.2 Access to networks and network services

Control

Users shguld only be provided with access to the netivork and network services that they have beg

specifica

Impleme

A policy
should ¢

a) then

b) auth
netw

c) man
d) then

e) user

which require specific approval before enactment and those which do not.

pntrol rules should be supported by formal procedures (see 9.2, 9.3, 9.4) anddefing
bilities (see 6.1.1, 9.3).

ness roles.
e frequent principles directing the access control policy are:

-to-know: you are only granted access to the information you meed to perform your tas
brent tasks/roles mean different need-to-know and hence differentaccess profile);

ly authorized to use.

htation guidance

should be formulated concerning the use of networks and network services. This poli
ver:

etworks and network seryices which are allowed to be accessed;

orked services;

heans used to access networks and network services (e.g. use of VPN or wireless network);

authentication requirements for accessing various network services;

d access control is an approach used successfully by many organisations to link’access righlts

-to-use: you are only granted access to the information precessing facilities (IT equipment,
applications, procedures, rooms) you need to perform your taskyjob/role.

brization procedures” for determining who is allowed to access which networks and

hgement controls and procedures to protectaccess to network connections and network servicgs;

bd

KS

En

Ly

f) mon

toring of the use of network services.

The policy on the use of network services should be consistent with the organization’s access control
policy (see 9.1.1).

Other information

Unauthorized and insecure connections to network services can affect the whole organization. This
control is particularly important for network connections to sensitive or critical business applications
or to users in high-risk locations, e.g. public or external areas that are outside the organization’s
information security management and control.
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9.2 User access management

Objective: To ensure authorized user access and to prevent unauthorized access to systems and ser-
vices.

9.2.1 User registration and de-registration

Control

AL‘ ] et A3 pa A | ot 43 L. 11 1 3 1 ad t 1] 3 tf
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adcess rights.
Implementation guidance
The process for managing user IDs should include:

a)l using unique user IDs to enable users to be linked to and held responsible for their actions; the
use of shared IDs should only be permitted where they are necessary'for business or oplerational
reasons and should be approved and documented;

b) immediately disabling or removing user IDs of users who have left the organization (see 9}2.6);
c)] periodically identifying and removing or disabling redundantuser IDs;
d] ensuring that redundant user IDs are not issued to otherusers.

Other information

Providing or revoking access to information orinformation processing facilities is usually a two-
stlep procedure:

a)l assigning and enabling, or revoking, a user ID;

b) providing, or revoking, access rights to such user ID (see 9.2.2).

9.2.2 User access provisioning

Control

Alformal user access proyisioning process should be implemented to assign or revoke access fights for
all user types to all systems and services.

Implementation‘guiidance
The provisiening process for assigning or revoking access rights granted to user IDs should influde:

a)l obtaining authorization from the owner of the information system or service for the use of the
information system or service (see control 8.1.2); separate approval for access rights from
management may also be appropriate;

b) verifying that the level of access granted is appropriate to the access policies (see 9.1) and is
consistent with other requirements such as segregation of duties (see 6.1.2);

c) ensuring that access rights are not activated (e.g. by service providers) before authorization
procedures are completed;

d) maintaining a central record of access rights granted to a user ID to access information systems
and services;

e) adapting access rights of users who have changed roles or jobs and immediately removing or
blocking access rights of users who have left the organization;
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f) periodically reviewing access rights with owners of the information systems or services (see 9.2.5).

Other information

Consideration should be given to establishing user access roles based on business requirements that
summarize a number of access rights into typical user access profiles. Access requests and reviews (see
9.2.4) are easier managed at the level of such roles than at the level of particular rights.

Consideration should be given to including clauses in personnel contracts and service contracts that
specify sanctions if unauthorized access is attempted by personnel or contractors (see 7.1.2, 7.2.3,
13.2.4, 1F

121

eav-y o

9.2.3 Management of privileged access rights

ation and use of privileged access rights should be restricted and controlleds

htation guidance

ation of privileged access rights should be controlled through a formal authorization proce

ance with the relevant access control policy (see control 9.1.1)»The following steps shoulld

ered:

the privileged access rights associated with each system or pro€ess, e.g. operating system, databa

e
manggement system and each application and the users to whom they need to be allocated shoulld

ntified;

privileged access rights should be allocated to users~on a need-to-use basis and on an event-b
evenf basis in line with the access control policy (see 9.1.1), i.e. based on the minimum requireme
for their functional roles;

Control
The allod
Impleme
The allog
in accord
be consiq
a)

be i
b)
c) ana

acces
d) requ
e)

busi
f) the d

verif]
g) spec

gene
h) forg

thorization process and a record of all(privileges allocated should be maintained. Privilegg
s rights should not be granted untilthe authorization process is complete;

jrements for expiry of privileged access rights should be defined;

priviﬂeged access rights shouldsbe assigned to a user ID different from those used for regul

ess activities. Regular business activities should not be performed from privileged ID;

ompetences of users with privileged access rights should be reviewed regularly in order
y if they are in linewith their duties;

fic procedures'should be established and maintained in order to avoid the unauthorized use
Fic administration user IDs, according to systems’ configuration capabilities;

eneric administration user IDs, the confidentiality of secret authentication information should |

5S

5

y_
nt

ed

to

of

he
bd

maintaiied when shared (e.g. changing passwords frequently and as soon as possible when a privileg
user Jeaves or changesjob, communicating them among privileged users with appropriate mechanism

5).

Other information

Inappropriate use of system administration privileges (any feature or facility of an information system
that enables the user to override system or application controls) is a major contributory factor to failures
or breaches of systems.

9.2.4 Management of secret authentication information of users

Control

The allocation of secret authentication information should be controlled through a formal
management process.
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Implementation guidance

The process should include the following requirements:

a) users should be required to sign a statement to keep personal secret authentication information
confidential and to keep group (i.e. shared) secret authentication information solely within the
members of the group; this signed statement may be included in the terms and conditions of
employment (see 7.1.2);

b) when users are required to maintain their own secret authentication information they should be
nravdaedinitiall vzt caciien faman ooy cncen 4 ot ot oot o T o i vahaioh Ay are forced
providedinitaty-with-seeuretemporary-secretanthentieationnformationrwhichtheyal
to change on first use;

c)] proceduresshould be established to verify the identity of a user prior to providing new, replacement
or temporary secret authentication information;

d] temporary secret authentication information should be given to users in asecure manner; the use
of external parties or unprotected (clear text) electronic mail messages,should be avoided};

e)] temporary secret authentication information should be unique to an’individual and should not
be guessable;

f)| users should acknowledge receipt of secret authentication infermation;

g) default vendor secret authentication information sheuld be altered following installation of
systems or software.

Other information

Passwords are a commonly used type of secret authentication information and are a common|means of

varifying a user’s identity. Other types of secretiauthentication information are cryptographic|keys and

ofher data stored on hardware tokens (e.g. smart cards) that produce authentication codes.

9.2.5 Review of user access rights

Control

Asset owners should review users’ access rights at regular intervals.

Implementation guidance

The review of accessrights should consider the following:

a)l users’accessrightsshould bereviewed atregularintervals and after any changes, such as pfomotion,
demotion.or termination of employment (see Clause 7);

b) user-access rights should be reviewed and re-allocated when moving from one role tq another
within the same organization;

o)L —utherizationsforprivileged-accessrights should bereviewedatmorefrequentintervals

d) privilege allocations should be checked at regular intervals to ensure that unauthorized privileges
have not been obtained;

e) changes to privileged accounts should be logged for periodic review.

Other information

This control compensates for possible weaknesses in the execution of controls 9.2.1, 9.2.2 and 9.2.6.

9

.2.6 Removal or adjustment of access rights

Control

©
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The accessrights of all employees and external party users to information and information processing
facilities should be removed upon termination of their employment, contract or agreement, or

adjusted

upon change.

Implementation guidance

Upon termination, the access rights of an individual to information and assets associated with
information processing facilities and services should be removed or suspended. This will determine
whether it is necessary to remove access rights. Changes of employment should be reflected in removal
of all access rlghts that were not approved for the new employment The access rlghts that should be

removed
by remoy
or subsct
reflect th
known p
of employ

Access rights for information and assets associated with information processing facilities should 1

reduced

factors siich as:

a) whet

man
b) thed
c) thev
Other inf]

In certaip circumstances access rights may be allocated on the basis of being available to more peop

than the
individug
all other
person d

In cases
deliberat
resigning

9.3 Us

e removal or adjustment of access rights. If a departing employee or external party user h

rment, contract or agreement.

br removed before the employment terminates or changes, depending efithe evaluation of ri

her the termination or change is initiated by the employee, thevexternal party user or |
hgement, and the reason for termination;

urrent responsibilities of the employee, external party useror any other user;
alue of the assets currently accessible.

prmation

departing employee or external party user, e.g. group IDs. In such circumstances, departii
Is should be removed from any group agcess lists and arrangements should be made to advi
employees and external party users-involved to no longer share this information with tl
pparting.

of management-initiated termination, disgruntled employees or external party users cj
ely corrupt information orSabotage information processing facilities. In cases of perso
or being dismissed, théy may be tempted to collect information for future use.

pr responsibilities

1pt10ns. Any documentation that 1dent1f1es access rights of employees and contractors.shoulld

hsswords for user IDs remaining active, these should be changed upon termination/or chang

AS

he
sk

by

le
g
se
he

in

Objective:

To make users accountable for safeguarding their authentication information.

931 U

Control

se of-secret authentication information

Usersshouldberequiredto followthe organization’s practicesinthe use of secretauthentication information.

Implementation guidan

All users

should be advised to:

a) keep secret authentication information confidential, ensuring that it is not divulged to any other
parties, including people of authority;

b) avoid keeping a record (e.g. on paper, software file or hand-held device) of secret authentication
information, unless this can be stored securely and the method of storing has been approved (e.g.
password vault);

24

© ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=1a5eece8fbf9972f2bf0aac272c6cdb6

d)

ISO/IEC 27002:2013(E)

changesecretauthenticationinformation wheneverthereisanyindication ofits possible compromise;

when passwords are used as secret authentication information, select quality passwo
sufficient minimum length which are:

1) easytoremember;

rds with

2) not based on anything somebody else could easily guess or obtain using person related

information, e.g. names, telephone numbers and dates of birth etc.;

3) notvulnerable to dictionarv attacks (i.e. do not consist of words included in dictionar

es);

Pi
th
th
au

9

ther information

4) free of consecutive identical, all-numeric or all-alphabetic characters;
5) iftemporary, changed at the first log-on;
not share individual user’s secret authentication information;

ensure proper protection of passwords when passwords are used- as’ secret authg
information in automated log-on procedures and are stored;

not use the same secret authentication information for business.and non-business purpos

ovision of Single Sign On (SSO) or other secret authentication information management tool
e amount of secret authentication information that users'dre required to protect and thus can
e effectiveness of this control. However, these tools canalso increase the impact of disclosursg
thentication information.

4 System and application access control

ntication

5 reduces
increase
of secret

Opbjective: To prevent unauthorized accessito systems and applications.

94.1 Information access restriction

Control

A
aqg

Implementation gtidance

fcess to information ard japplication system functions should be restricted in accordance
cess control policy.

bstrictions todccess should be based onindividual business application requirementsandinac
ith the defined access control policy.

ne following should be considered in order to support access restriction requirements:

with the

cordance

providing menus to control access to application system functions;

©

controlling which data can be accessed by a particular user;
controlling the access rights of users, e.g. read, write, delete and execute;
controlling the access rights of other applications;

limiting the information contained in outputs;

providing physical or logical access controls for the isolation of sensitive applications, application

data, or systems.
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9.4.2 Secure log-on procedures

Control

Where required by the access control policy, access to systems and applications should be controlled by
a secure log-on procedure.

Implementation guidance

A suitable authentication technique should be chosen to substantiate the claimed identity of a user.

Where sffrong authentication and identity verification is required, authentication methods alternati
to passwprds, such as cryptographic means, smart cards, tokens or biometric means, should be used.

The procedure for logging into a system or application should be designed to minimize the ppportuni
for unauthorized access. The log-on procedure should therefore disclose the minimum of‘informati
about thqg system or application, in order to avoid providing an unauthorized user with anyunnecessa
assistande. A good log-on procedure should:

1
j)
k)

D)

Other information

not
display a general notice warning that the computer should only be acceSsed by authorized users;
not grovide help messages during the log-on procedure that would did an unauthorized user;

validate the log-on information only on completion of all input-data. If an error condition arises, tl
systg@m should not indicate which part of the data is correctorincorrect;

prot¢ct against brute force log-on attempts;
log ulnsuccessful and successful attempts;

raisg a security event if a potential attempted or'successful breach of log-on controls is detected;
display the following information on completion of a successful log-on:

1) date and time of the previous successful log-on;

2) Ietails of any unsuccessful log-on attempts since the last successful log-on;
not display a password being entered;

not transmit passwordsin clear text over a network;

termfinate inactive §esSions after a defined period of inactivity, especially in high risk locations su
as pyblic or external areas outside the organization’s security management or on mobile devices;

restifict connieetion times to provide additional security for high-risk applications and reduce tl
window of’opportunity for unauthorized access.

isplay system orapplicationidentifiers until the log-on process has beensuccessfully completed;

ye

Ly
n

'y

&

e

e

Passwords are a common way to provide identification and authentication based on a secret that only the
user knows. The same can also be achieved with cryptographic means and authentication protocols. The
strength of user authentication should be appropriate for the classification of the information to be accessed.

If passwords are transmitted in clear text during the log-on session over a network, they can be captured
by a network "sniffer” program.

9.4.3 Password management system

Control

Password management systems should be interactive and should ensure quality passwords.
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Implementation guidance

A

a)
b)

‘)

password management system should:

enforce the use of individual user IDs and passwords to maintain accountability;

allow users to select and change their own passwords and include a confirmation procedure to

allow for input errors;

enforce a choice of quality passwords;

d]
e)
f)
g)
h)

force users to change their passwords at the first log-on;
enforce regular password changes and as needed;
maintain a record of previously used passwords and prevent re-use;
not display passwords on the screen when being entered;
store password files separately from application system data;
store and transmit passwords in protected form.
ther information

me applications require user passwords to be assigned bysan independent authority; in sy

ch cases,

points b), d) and e) of the above guidance do not apply. Inimost cases the passwords are selgcted and

mpintained by users.

94.4 Use of privileged utility programs

Control

The use of utility programs that might be(capable of overriding system and application contrdls should

b¢ restricted and tightly controlled.

Implementation guidan

The following guidelines for the'use of utility programs that might be capable of overriding system and

application controls should'be considered:

a)l use of identification,/authentication and authorization procedures for utility programs;

b) segregationofUtility programs from applications software;

c)| limitation’ef the use of utility programs to the minimum practical number of trusted, aythorized
users(see 9.2.3);

d] authorization for ad hoc use of utility programs;

e)—tHmitationofthe-availabilityofutility programs,e-gfor- the durationef anautherized-change;

f) logging of all use of utility programs;

g) defining and documenting of authorization levels for utility programs;

h) removal or disabling of all unnecessary utility programs;

i) not making utility programs available to users who have access to applications on systems where
segregation of duties is required.

Other information
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Most computer installations have one or more utility programs that might be capable of overriding
system and application controls.

9.4.5 Access control to program source code

Control

Access to program source code should be restricted.

Implementation guidan

Access td program source code and associated items (such as designs, specifications, verification,pla
and validation plans) should be strictly controlled, in order to prevent the introduction of unauthoriz:
functionality and to avoid unintentional changes as well as to maintain the confidentiality of valuah
intellectyal property. For program source code, this can be achieved by controlled central,storage
such codg, preferably in program source libraries. The following guidelines should theri.be considert¢
to contrql access to such program source libraries in order to reduce the potentialfor corruption
computef programs:

a) whete possible, program source libraries should not be held in operationaksystems;

b) the
esta

c) supp

d) they
to pr

e) prog
f) anai

g) main
proc

If the prg
its integny

10 Cry]

10.1 Cr)

rogram source code and the program source libraries should\be managed according
lished procedures;

ort personnel should not have unrestricted access to program source libraries;

pdating of program source libraries and associated,items and the issuing of program sourc
ogrammers should only be performed after appropriate authorization has been received;

Fam listings should be held in a secure environment;
(dit log should be maintained of all accesses'to program source libraries;

tenance and copying of program squrce libraries should be subject to strict change contr
bdures (see 14.2.2).

gram source code is intended to be published, additional controls to help getting assurance ¢n

ity (e.g. digital signature) sheuld be considered.

ptography

yptographiccontrols

NS
bd
le
of
pd
of

Lo

ol

Objectiv
ticity an

p: To ensre proper and effective use of cryptography to protect the confidentiality, authen-
1 /or integrity of information.

10.1.1

Control

lhicv onthencoe aof cruntaocranhic controlc
ll\'! VIl LIV oV UL \'IJPI—UBI ulllll\r CUIILI UIT

A policy on the use of cryptographic controls for protection of information should be developed and
implemented.

Implementation guidance

When developing a cryptographic policy the following should be considered:

a) the management approach towards the use of cryptographic controls across the organization,
including the general principles under which business information should be protected;
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based on a risk assessment, the required level of protection should be identified taking into account

the type, strength and quality of the encryption algorithm required;

the use of encryption for protection of information transported by mobile or removable media

devices or across communication lines;

the approach to key management, including methods to deal with the protection of cryptographic
keys and the recovery of encrypted information in the case of lost, compromised or damaged keys;

roles and responsibilities, e.g. who is responsible for:

f)

g)

W
re

ok
C1

01

M

1) the implementation of the policy;

2) the key management, including key generation (see 10.1.2);

the standards to be adopted for effective implementation throughout the ©xganization (which

solution is used for which business processes);

the impact of using encrypted information on controls that rely upon content insped
malware detection).

hen implementing the organization’s cryptographic policy, consideration should be givg
gulations and national restrictions that might apply to the use of«cryptographic techniques in
irts of the world and to the issues of trans-border flow of encrypted information (see 18.1.5)

yptographic controls can be used to achieve different information security objectives, e.g.:

confidentiality: using encryption of information to. protect sensitive or critical informati
stored or transmitted;

integrity/authenticity: using digital signatures or message authentication codes to v
authenticity or integrity of stored or tran§mitted sensitive or critical information;

non-repudiation: using cryptographic’techniques to provide evidence of the occurrenc
occurrence of an event or action;

tion (e.g.

n to the

different

bn, either

erify the

£ OI non-

authentication: using cryptographic techniques to authenticate users and other system entities

requesting access to or transacting with system users, entities and resources.

her information

king a decision as_to’ whether a cryptographic solution is appropriate should be seen a4

the wider process-of risk assessment and selection of controls. This assessment can then b
de¢termine whethera cryptographic control is appropriate, what type of control should be ap
for what purpoese and business processes.

Alpolicy onthe use of cryptographic controls is necessary to maximize the benefits and min
ripks ofusing cryptographic techniques and to avoid inappropriate or incorrect use.

s part of
b used to
plied and

Imize the

Specialist advice should be sought in selecting appropriate cryptographic controls to

meet the

information security policy objectives.

10.1.2 Key management

Control

A policy on the use, protection and lifetime of cryptographic keys should be developed and implemented
through their whole lifecycle.

Implementation guidance

The policy should include requirements for managing cryptographic keys though their whole lifecycle
including generating, storing, archiving, retrieving, distributing, retiring and destroying keys.
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Cryptographicalgorithms, key lengths and usage practices should be selected according to best practice.
Appropriate key management requires secure processes for generating, storing, archiving, retrieving,
distributing, retiring and destroying cryptographic keys.

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

A key management system should be based on an agreed set of standards, procedures and secure

methods

for:

a) gene
b) issui

c) disty

rating keys for different cryptographic systems and different applications;
hg and obtaining public key certificates;

ibuting keys to intended entities, including how keys should be activated when réeceived;

d) stori

e) changing or updating keys including rules on when keys should be changed andhow this will be dorle;

f) dealing with compromised keys;

g) revo

compromised or when a user leaves an organization (in which casé keys should also be archived)}

h) reco
i) back
j) desti

k) logging and auditing of key management relatedactivities.

Inordert
so that th

In additign to securely managing secret and private keys, the authenticity of public keys should also be
bd. This authentication proeess can be done using public key certificates, which are norma:Lly

consider
issued by
procedur

The cont
e.g. with
times for]

Other inf

The man

g keys, including how authorized users obtain access to keys;

king keys including how keys should be withdrawn or deactivated, e.g. when keys have beg

rering keys that are lost or corrupted;
ing up or archiving keys;

oying keys;

b reduce the likelihood of improper use,activation and deactivation dates for keys should be defin
e keys can only be used for the period of time defined in the associated key management policy.

En

pd

a certification authority; which should be a recognized organization with suitable controls a
es in place to providetherequired degree of trust.

ents of service leyel agreements or contracts with external suppliers of cryptographic servicg
a certification-authority, should cover issues of liability, reliability of services and respon
the provisiofof services (see 15.2).

prmation

ngemeént of cryptographic keys is essential to the effective use of cryptographic techniqug

D

d

v

ISO/IEC ]

1770121(3][4] provides further information on key management.

Cryptographic techniques can also be used to protect cryptographic keys. Procedures may need to be
considered for handling legal requests for access to cryptographic keys, e.g. encrypted information can
be required to be made available in an unencrypted form as evidence in a court case.

11 Physical and environmental security

11.1 Secure areas

Objective: To prevent unauthorized physical access, damage and interference to the organization’s
information and information processing facilities.
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11.1.1 Physical security perimeter
Control

Security perimeters should be defined and used to protect areas that contain either sensitive or critical
information and information processing facilities.

Implementation guidance

The following guidelines should be considered and implemented where appropriate for physical
security pprimpfprc-

a)l security perimeters should be defined, and the siting and strength of each of the\pgrimeters
should depend on the security requirements of the assets within the perimeter andthe results of
arisk assessment;

b) perimeters of a building or site containing information processing facilitiés-should be ghysically
sound (i.e. there should be no gaps in the perimeter or areas where a break-in could easily occur);
the exterior roof, walls and flooring of the site should be of solid construction and all exterpal doors
should be suitably protected against unauthorized access with conitfol mechanisms, (g.g. bars,
alarms, locks); doors and windows should be locked when unattended and external ppotection
should be considered for windows, particularly at ground level;

c)] amanned reception area or other means to control physical access to the site or building $hould be
in place; access to sites and buildings should be restrictédyto authorized personnel only;

d] physical barriers should, where applicable, be built.to prevent unauthorized physical a¢cess and
environmental contamination;

e)| allfire doors on a security perimeter should bealarmed, monitored and tested in conjunction with the
walls to establish the required level of resistance in accordance with suitable regional, natjonal and
international standards; they should operate in accordance with the local fire code in a failsaf¢ manner;

f)| suitable intruder detection systems’ should be installed to national, regional or intefnational
standards and regularly tested.fo'cover all external doors and accessible windows; unjoccupied
areas should be alarmed at all times; cover should also be provided for other areas, e.g. computer
room or communications xrooms;

g)] information processing.facilities managed by the organization should be physically separgted from
those managed by external parties.

Other information

Plysical protection can be achieved by creating one or more physical barriers around the organization’s
pfemises andinformation processing facilities. The use of multiple barriers gives additional prfotection,
ere thefailure of a single barrier does not mean that security is immediately compromised

Alsectre area may be a lockable office or several rooms surrounded by a continuous internal physical
sqcubity barrier. Additional barriers and perimeters to control physical access may be needed|between
areas with different security requirements inside the security perimeter. Special attention to physical
access security should be given in the case of buildings holding assets for multiple organizations.

The application of physical controls, especially for the secure areas, should be adapted to the technical
and economic circumstances of the organization, as set forth in the risk assessment.

11.1.2 Physical entry controls
Control

Secure areas should be protected by appropriate entry controls to ensure that only authorized personnel
are allowed access.
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Implementation guidance

The following guidelines should be considered:

a)

b) acces
auth
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the date and time of entry and departure of visitors should be recorded, and all visitors should be
supervised unless their access has been previously approved; they should only be granted access for
specific, authorized purposes and should be issued with instructions on the security requirements
of the area and on emergency procedures. The identity of visitors should be authenticated by an
appropriate means;
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facilities should beeonfigured to prevent confidential information or activities from being visih

P.2.5 and 9.2.6).
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brized individuals only by implementing appropriate access controls, e.g. by implementing
factor authentication mechanism such as an access card and secret PIN;

mployees, contractors and external parties should be required to wear somé\ form of visih
ification and should immediately notify security personnel if they encounter unescortg
brs and anyone not wearing visible identification;

nal party support service personnel should be granted restricted @dcess to secure areas

confl(;iential information processing facilities only when required; this\dccess should be authoriz¢

onitored;

srightstosecure areas should beregularly reviewed and updated, and revoked when necessa

ecuring offices, rooms and facilities

security for offices, rooms and facilities should be designed and applied.
htation guidance

ving guidelines should be considered to secure offices, rooms and facilities:
pcilities should be sited to avaid access by the public;

e applicable, buildings should be unobtrusive and give minimum indication of their purpog

Pssing activities;

iudible frof-the outside. Electromagnetic shielding should also be considered as appropriate

toriesand internal telephone booksidentifyinglocations of confidential information processii

facilTies should not be readily accessible to anyone unauthorized.

sicallogbookorelectronicaudittrail of all access should be securely maintained and monitored;

no obvious signs,-dutside or inside the building, identifying the presence of informatign
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11.1.4 Protecting against external and environmental threats

Control

Physical protection against natural disasters, malicious attack or accidents should be designed and applied.

Implementation guidance

Specialist advice should be obtained on how to avoid damage from fire, flood, earthquake, explosion,
civil unrest and other forms of natural or man-made disaster.
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11.1.5 Working in secure areas

Control

Procedures for working in secure areas should be designed and applied.

Implementation guidance

The following guidelines should be considered:

prevent

s, should

hal party

a) _personnel should only be aware of the existence of, or activities within, a secure area on a need-
to-know basis;

b) wunsupervised working in secure areas should be avoided both for safety reasons~and t
opportunities for malicious activities;

c)] vacantsecure areas should be physically locked and periodically reviewed;

d] photographic, video, audio or other recording equipment, such as cameras ih mobile devicg
not be allowed, unless authorized.

The arrangements for working in secure areas include controls for/the’employees and exter

ugers working in the secure area and they cover all activities taking'place in the secure area.

11.1.6 Delivery and loading areas

Control

Agcess points such as delivery and loading areas and other points where unauthorized pers

el
to

In

T]
a)

b}

ter the premises should be controlled and, if possible, isolated from information processing

iplementation guidance

ne following guidelines should be considered:

avoid unauthorized access.

ns could
facilities

access to a delivery and loading’area from outside of the building should be restricted to identified

and authorized personnel;

the delivery and loading area should be designed so that supplies can be loaded and
without delivery personnel gaining access to other parts of the building;

the external deorsof a delivery and loading area should be secured when the internal doors ar

incomingaterial should be inspected and examined for explosives, chemicals or other h
materjals; before it is moved from a delivery and loading area;

inceming material should be registered in accordance with asset management proced
Clause 8) on entry to the site;

unloaded

e opened;

hzardous

ires (see

f)
g)

incoming and outgoing shipments should be physically segregated, where possible;

incoming material should be inspected for evidence of tampering en route. If such tam
discovered it should be immediately reported to security personnel.

11.2 Equipment

pering is

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organiza-
tion’s operations.
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11.2.1 Equipment siting and protection

Control

Equipment should be sited and protected to reduce the risks from environmental threats and hazards,
and opportunities for unauthorized access.

Implementation guidance

The following guidelines should be considered to protect equipment:

pbment should be sited to minimize unnecessary access into work areas;

mation processing facilities handling sensitive data should be positioned carefully to\redu
isk of information being viewed by unauthorized persons during their use;

ge facilities should be secured to avoid unauthorized access;

5 requiring special protection should be safeguarded to reduce the, general level
pction required;

ols should be adopted to minimize the risk of potential physical and-environmental threats, e
fire, explosives, smoke, water (or water supply failure), dust, vibration; chemical effects, electrid

supply interference, communications interference, electromagnetic radiation and vandalism;

tablished;

onmental conditions, such as temperature and humidity, should be monitored for conditio
h could adversely affect the operation of information processing facilities;

hing protection should be applied to all buildings and lightning protection filters should |

fitteli to all incoming power and communications lines;

se of special protection methods, such as keyboard membranes, should be considered fi
bment in industrial environments;

pbment processing confidential-information should be protected to minimize the risk
mation leakage due to eleetfomagnetic emanation.

upporting utilities

ht should be{protected from power failures and other disruptions caused by failures
g utilities:

htation-guidance

blines for eating, drinking and smoking in proximity to infoxmation processing facilities shoulld
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Equipme
supporti
Impleme
Supporti

hgtilities (e g. electricity, telecommunications, water supply, gas, sewage, ventilation and

conditioning) should:

a)
b)

c)
d)

e)

34

conform to equipment manufacturer’s specifications and local legal requirements;

be appraised regularly for their capacity to meet business growth and interactions with other

supp

orting utilities;

be inspected and tested regularly to ensure their proper functioning;

if necessary, be alarmed to detect malfunctions;

if necessary, have multiple feeds with diverse physical routing.
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Emergency lighting and communications should be provided. Emergency switches and valves to cut off
power, water, gas or other utilities should be located near emergency exits or equipment rooms.

Other information

Additional redundancy for network connectivity can be obtained by means of multiple routes from
more than one utility provider.

11.2.3 Cabling security

CIntrol
Power and telecommunications cabling carrying data or supporting information services should be
ptotected from interception, interference or damage.

Implementation guidance
The following guidelines for cabling security should be considered:

a)l] power and telecommunications lines into information processing facilities should be undgrground,
where possible, or subject to adequate alternative protection;

b) power cables should be segregated from communications cables to prevent interference;
c)| for sensitive or critical systems further controls to considér include:

1) installation of armoured conduit and locked rooms,or boxes at inspection and terminati¢n points;
2) use of electromagnetic shielding to protect the cables;

3) initiation of technical sweeps and physical inspections for unauthorized devices beinglattached
to the cables;

4) controlled access to patch panels'and cable rooms.

11.2.4 Equipment maintenance

ntrol
EIuipment should be corfectly maintained to ensure its continued availability and integrity.
Implementation guidance
The following gudidélines for equipment maintenance should be considered:

a)l equipmentshould be maintained in accordance with the supplier’s recommended servicelintervals
and.specifications;

b) -only authorized maintenance personnel should carry out repairs and service equipment;

c) recordsshouldbekeptofallsuspected oractual faults,and ofall preventive and corrective maintenance;

d) appropriate controls should be implemented when equipment is scheduled for maintenance,
taking into account whether this maintenance is performed by personnel on site or external to the
organization; where necessary, confidential information should be cleared from the equipment or
the maintenance personnel should be sufficiently cleared;

e) all maintenance requirements imposed by insurance policies should be complied with;

f) before putting equipment back into operation after its maintenance, it should be inspected to ensure
that the equipment has not been tampered with and does not malfunction.
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11.2.5 Removal of assets

Control

Equipment, information or software should not be taken off-site without prior authorization.

Implementation guidance

The following guidelines should be considered:

a)

b)
‘)

d)

Other infprmation

Spot chegks, undertaken to detect unauthorized removal of assets, canyalso be performed to detect
unauthoijized recording devices, weapons, etc., and to prevent théir entry into and exit from, the
site. Such spot checks should be carried out in accordance withselévant legislation and regulations.
Individudls should be made aware that spot checks are carried out; and the verifications should only be
performgd with authorization appropriate for the legal and regulatory requirements.

11.2.6 Sgcurity of equipment and assets off-premises

Control

Security should be applied to off-site assets taking into account the different risks of working outsigle
the organization’s premises.

Implemeptation guidan

The use jof any information storifigand processing equipment outside the organization’s premisgs
should b¢ authorized by managément. This applies to equipment owned by the organization and thiat
equipment owned privately andyused on behalf of the organization.

The following guidelines §hould be considered for the protection of off-site equipment:

a)
b)

c)

d)

employees and external party users who have authority to permit off-site removal of assets should
be identified;

time|limits for asset removal should be set and returns verified for compliance;

whefte necessary and appropriate, assets should be recorded as being removed off-siteand recorded
when returned;

the iflentity, role and affiliation of anyone who handles or uses assets shouldcbe documented and
this §locumentation returned with the equipment, information or software.

equipment and m€dia taken off premises should not be left unattended in public places;

manyifacturers’ instructions for protecting equipment should be observed at all times, e.g. protecti¢n
against exposure to strong electromagnetic fields;

contralsfor off-premises locations, such as home-working, teleworking and temporary sites shoulld
be determined by a risk assessment and suitable controls applied as appropriate, e.g. lockable filing
cabinets, clear desk policy, access controls for computers and secure communication with the office
(see also ISO/IEC 27033[15][16][17][18][19]);

when off-premises equipment is transferred among different individuals or external parties, a log
should be maintained that defines the chain of custody for the equipment including at least names
and organizations of those who are responsible for the equipment.

Risks, e.g. of damage, theft or eavesdropping, may vary considerably between locations and should be
taken into account in determining the most appropriate controls.

Other information
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Information storing and processing equipment includes all forms of personal computers, organizers,
mobile phones, smart cards, paper or other form, which is held for home working or being transported
away from the normal work location.

More information about other aspects of protecting mobile equipment can be found in 6.2.

It may be appropriate to avoid the risk by discouraging certain employees from working off-site or by
restricting their use of portable IT equipment;

11.2.7 Secure disposal or re-use of equipment

dataand

Equipment should be verified to ensure whether or not storage media is contained prior to disposaljor re-use.

Storage media containing confidential or copyrighted information should be physically desfroyed or
the information should be destroyed, deleted or overwritten using-techniques to make the original
infformation non-retrievable rather than using the standard delete or format function.

Other information

Damaged equipment containing storage media may require a risk assessment to determine| whether
the items should be physically destroyed rather than"sent for repair or discarded. Informatign can be
cqmpromised through careless disposal or re-use-ofiequipment.

I addition to secure disk erasure, whole-disk-encryption reduces the risk of disclosure of confidential
information when equipment is disposed of.r redeployed, provided that:

a)l the encryption process is sufficiently'strong and covers the entire disk (including slack space, swap
files, etc.);

b) the encryption keys are long enough to resist brute force attacks;
c)| the encryption keys aré themselves kept confidential (e.g. never stored on the same disk).
Fgr further advice on engryption, see Clause 10.

Tg¢chniques for seCuyely overwriting storage media differ according to the storage media te¢hnology.
Oyerwriting tools)should be reviewed to make sure that they are applicable to the technology of the
stporage media.

11.2.8 Unattended user equipment

Contrvol
Users should ensure that unattended equipment has appropriate protection.
Impl : id

All users should be made aware of the security requirements and procedures for protecting unattended
equipment, as well as their responsibilities for implementing such protection. Users should be advised to:

a) terminate active sessions when finished, unless they can be secured by an appropriate locking
mechanism, e.g. a password protected screen saver;

b) log-off from applications or network services when no longer needed;
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c) secure computers or mobile devices from unauthorized use by a key lock or an equivalent control,
e.g. password access, when not in use.

11.2.9 Clear desk and clear screen policy

Control

A clear desk policy for papers and removable storage media and a clear screen policy for information
processing facilities should be adopted.

Impleme tation guidance

The clear desk and clear screen policy should take into account the information classifications (see 8.2),
legal and contractual requirements (see 18.1) and the corresponding risks and cultural aspects of the
organization. The following guidelines should be considered:

a) sensitive or critical business information, e.g. on paper or on electronic storage-media, should be
lockgd away (ideally in a safe or cabinet or other forms of security furniture}-when not requiregd,
espefially when the office is vacated.

b) comjputers and terminals should be left logged off or protected with a sereen and keyboard locking
mechanism controlled by a password, token or similar user authentication mechanism wh¢n
unatfended and should be protected by key locks, passwords or othér'controls when not in use;

c) unauthorised use of photocopiers and other reproduction technblogy (e.g. scanners, digital camerds)
shoulld be prevented;

d) medija containing sensitive or classified information should be removed from printers immediately.
Other infprmation

Acleardgsk/clearscreen policy reduces therisks ofunauthorized access, loss ofand damage to informatign
during axd outside normal working hours. Safes’or other forms of secure storage facilities might also
protect imformation stored therein against disasters such as a fire, earthquake, flood or explosion.

Consider]|the use of printers with PIN code function, so the originators are the only ones who can get
their prigt-outs and only when standing next to the printer.

12 Opedrations security

12.1 Operational proc¢edures and responsibilities

Objective: To ensurecorrect and secure operations of information processing facilities.

12.1.1 Documented operating procedures

Control
Operating procedures should be documented and made available to all users who need them.

Implementation guidance

Documented procedures should be prepared for operational activities associated with information
processing and communication facilities, such as computer start-up and close-down procedures, backup,
equipment maintenance, media handling, computer room and mail handling management and safety.

The operating procedures should specify the operational instructions, including:

a) theinstallation and configuration of systems;
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processing and handling of information both automated and manual;

backup (see 12.3);

scheduling requirements, including interdependencies with other systems, earliest job start and

latest job completion times;

instructions for handling errors or other exceptional conditions, which might arise during job

execution, including restrictions on the use of system utilities (see 9.4.4);

support and escalation contacts including external support contacts in the event of un

xpected

g)

do

C

C
a

Implementation guidance

In
a)
b)
‘)
d)
e)
f)

Operating procedures and the documented procedures for system activities should be treated

sHould be managed consistently, using the same procedures,tools and utilities.

12.1.2 Change management

operational or technical difficulties;

special output and media handling instructions, such as the use of special stationei
management of confidential output including procedures for secure disposal of-eutput fr
jobs (see 8.3 and 11.2.7);

system restart and recovery procedures for use in the event of system failure;
the management of audit-trail and system log information (see 12.4);

monitoring procedures.

cuments and changes authorized by management. Where-téchnically feasible, information

ntrol

anges to the organization, business processes, information processing facilities and syst
ect information security should be controlled.

particular, the following items should be considered:
identification and recording of significant changes;
planning and testing of changes;
assessment ofthepotential impacts, including information security impacts, of such chan
formal approeval procedure for proposed changes;
verification that information security requirements have been met;

cemmunication of change details to all relevant persons;

y or the
bm failed

hs formal
systems

ems that

bes;

g

h)

tati-back procedures, inctuding procedures and responsibitities for aborting and recover
unsuccessful changes and unforeseen events;

provision of an emergency change process to enable quick and controlled implementation o
needed to resolve an incident (see 16.1).

ing from

fchanges

Formal management responsibilities and procedures should be in place to ensure satisfactory control of
all changes. When changes are made, an audit log containing all relevant information should be retained.

ot

her information
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Inadequate control of changes to information processing facilities and systems is a common cause of
system or security failures. Changes to the operational environment, especially when transferring a
system from development to operational stage, can impact on the reliability of applications (see 14.2.2).

12.1.3 Capacity management
Control

The use of resources should be monitored, tuned and projections made of future capacity requirements
to ensure the required system performance.

Implemeptation guidance

Capacityrequirements should be identified, taking into account the business criticality of the concerng¢d
system. Jystem tuning and monitoring should be applied to ensure and, where necessary-improve the
availability and efficiency of systems. Detective controls should be put in place to indicdte problems [in
due time| Projections of future capacity requirements should take account of new business and systejm
requirenjents and currentand projected trends in the organization’s information pr¢cessing capabilitig

v

Particuldr attention needs to be paid to any resources with long procurementlead times or high costs;
thereforq managers should monitor the utilization of key system resources.(Fhey should identify trengds
in usage,|particularly in relation to business applications or information systems management tools.

Managers should use this information to identify and avoid potential bottlenecks and dependence ¢n
key personnel that might present a threat to system security or sepvices, and plan appropriate action

Providing sufficient capacity can be achieved by increasing capacity or by reducing demand. Exampl
of managing capacity demand include:

D
%]

a) deletlion of obsolete data (disk space);

b) decommissioning of applications, systems, databases or environments;

streaming).
A documented capacity management plan should be considered for mission critical systems.
Other infprmation

This confrol also addresses the capacity of the human resources, as well as offices and facilities.

12.1.4 Separation of development, testing and operational environments

Control

Development, testing, and operational environments should be separated to reduce the risks of
unauthorized access or changes to the operational environment.

Implementation guidance

The level of separation between operational, testing, and development environments that is necessary
to prevent operational problems should be identified and implemented.

The following items should be considered:

a) rules for the transfer of software from development to operational status should be defined and
documented;
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development and operational software should run on different systems or computer processors and
in different domains or directories;

changes to operational systems and applications should be tested in a testing or staging environment
prior to being applied to operational systems;

other than in exceptional circumstances, testing should not be done on operational systems;

compilers, editors and other development tools or system utilities should not be accessible from

operational systems when not required;

)

g)

D
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th
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D
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sq

1

users should use different user profiles for operational and testing systems, and meny
display appropriate identification messages to reduce the risk of error;

sensitive data should not be copied into the testing system environment unless gquivalent
are provided for the testing system (see 14.3).

her information

bvelopmentand testing activities can cause serious problems, e.g. unwanteddnodification of files
vironment or system failure. There is a need to maintain a known and\stable environment in|
rform meaningful testing and to prevent inappropriate developer acgess to the operational envi

here development and testing personnel have access to the.operational system and its infq
ey may be able to introduce unauthorized and untested-code or alter operational data.
stems this capability could be misused to commit fraud or introduce untested or malici
hich can cause serious operational problems.

bvelopment and testing personnel also pose a threabto the confidentiality of operational infc
bvelopment and testing activities may cause uniintended changes to software or informati
are the same computing environment. Separating development, testing and operational envi
therefore desirable to reduce the risk of\accidental change or unauthorized access to op
ftware and business data (see 14.3 for, the protection of test data).

p.2 Protection from malware

1s should

controls

br system
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ronment.

rmation,
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erational
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Objective: To ensure that infermation and information processing facilities are protected aga

alware.

nst

1’

p.2.1 Controls against malware

Control

D
Cq

In

mbined-with appropriate user awareness.

iplementation guidance

btection,/prevention and recovery controls to protect against malware should be implemented,

Protection against malware should be based on malware detection and repair software, information
security awareness and appropriate system access and change management controls. The following
guidance should be considered:

a)
b)

c)

©

establishing a formal policy prohibiting the use of unauthorized software (see 12.6.2 and

14.2);

implementing controls that prevent or detect the use of unauthorized software (e.g. application

whitelisting);

implementing controls that prevent or detect the use of known or suspected malicious web
blacklisting);
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d) establishing a formal policy to protect against risks associated with obtaining files and software
either from or via external networks or on any other medium, indicating what protective measures
should be taken;

e) reducing vulnerabilities that could be exploited by malware, e.g. through technical vulnerability
management (see 12.6);

f) conducting regular reviews of the software and data content of systems supporting critical business
processes; the presence of any unapproved files or unauthorized amendments should be formally
investigated;

g) instd
med

1) s
2)

3) {

h) defin
thein

i) prep
nece
j)  impl
verif]

k) impl
bullg

llation and regular update of malware detection and repair software to scan computers alLd

a as a precautionary control, or on a routine basis; the scan carried out should include:
can any files received over networks or via any form of storage medium, for malwarébefore us

can electronic mail attachments and downloads for malware before use; thiS\sean should |

arried out at different places, e.g. at electronic mail servers, desk top computers and whe

ntering the network of the organization;
can web pages for malware;

ing procedures and responsibilities to deal with malware protection on systems, training
use, reporting and recovering from malware attacks;

hring appropriate business continuity plans for recovering ffom malware attacks, including :
csary data and software backup and recovery arrangements (see 12.3);

bmenting procedures to regularly collect information, such as subscribing to mailing lists
ying websites giving information about new malware;

bmenting procedures to verify information“relating to malware, and ensure that warnil
tins are accurate and informative; managers should ensure that qualified sources, e.g. reputal

jourmals, reliable Internet sites or suppliers-producing software protecting against malware, a
used'[to differentiate between hoaxes:and real malware; all users should be made aware of t}
probjem of hoaxes and what to do on(receipt of them;

1) isolafing environments where catastrophic impacts may result.

Other infprmation

The use df two or more software products protecting against malware across the information processii

in

—_—

11
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12.3 Backup

Objective: To protect against loss of data.

12.3.1 Information backup

Control

42
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Backup copies of information, software and system images should be taken and tested regularly in
accordance with an agreed backup policy.

Implementation guidan

A backup policy should be established to define the organization’s requirements for backup of

in

formation, software and systems.

The backup policy should define the retention and protection requirements.

A

equate backup facilities should be provided to ensure that all essential information and soft

ware can
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recovered following a disaster or media failure.
hen designing a backup plan, the following items should be taken into consideration:

accurate and complete records of the backup copies and documented restordtion pr
should be produced;

the extent (e.g. full or differential backup) and frequency of backups Should reflect the

criticality of the information to the continued operation of the organization;

the backups should be stored in a remote location, at a sufficient distance to escape anjy
from a disaster at the main site;

backup information should be given an appropriate levehof physical and environmental p
(see Clause 11) consistent with the standards applied.at the main site;

backup media should be regularly tested to ensure that they can be relied upon for emerg
when necessary; this should be combined with' a test of the restoration procedures and
against the restoration time required. Testing the ability to restore backed-up data g
performed onto dedicated test media, not‘by overwriting the original media in case the i
restoration process fails and causes irreparable data damage or loss;

insituations where confidentiality isofimportance, backups should be protected by meansofen

berational procedures should menitor the execution of backups and address failures of s
lckups to ensure completeness of backups according to the backup policy.

ickup arrangements fof individual systems and services should be regularly tested to en
ey meet the requirements of business continuity plans. In the case of critical systems and
ickup arrangementsshould cover all systems information, applications and data necessary t
e complete systém in the event of a disaster.

ne retention, period for essential business information should be determined, taking into acq
quirementfor archive copies to be permanently retained.

2.4 Logging and monitoring

pcedures
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requirements of the organization, the security requirements of theinformation involved and the
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bjective: To record events and generate evidence.

12.4.1 Eventlogging

Control

Event logs recording user activities, exceptions, faults and information security events should be
produced, kept and regularly reviewed.

Implementation guidance
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Event logs should include, when relevant:

a) user IDs;

b) system activities;

c) dates, times and details of key events, e.g. log-on and log-off;
d) device identity or location if possible and system identifier;

e) records of successful and rejected system access attempts;

f) records of successful and rejected data and other resource access attempts;
g) chanjges to system configuration;

h) use qf privileges;

i) use df system utilities and applications;

j) files pccessed and the kind of access;

k) network addresses and protocols;

1) alarms raised by the access control system;

m) activiation and de-activation of protection systems, such as“anti-virus systems and intrusi¢n
dete¢tion systems;

n) recolds of transactions executed by users in applications.

Event logging sets the foundation for automated monitering systems which are capable of generating
consolidgted reports and alerts on system security.

Other information

Event logs can contain sensitive data and\personally identifiable information. Appropriate privagy
protectign measures should be taken (see-28.1.4).

Where pgssible, system administrators should not have permission to erase or de-activate logs of their
own actiyities (see 12.4.3).

12.4.2 Protection of log information
Control
Logging facilitiesand log information should be protected against tampering and unauthorized accesls.

Implemenptati idan

Controlslshould aim to protect against unauthorized changes to log information and operational
problems with the logging facility including:

a) alterations to the message types that are recorded;
b) log files being edited or deleted;

c) storage capacity of the log file media being exceeded, resulting in either the failure to record events
or over-writing of past recorded events.

Some audit logs may be required to be archived as part of the record retention policy or because of
requirements to collect and retain evidence (see 16.1.7).

Other information
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System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the copying of appropriate message types automatically to a second log, or the use of suitable system
utilities or audit tools to perform file interrogation and rationalization should be considered.

System logs need to be protected, because if the data can be modified or data in them deleted, their
existence may create a false sense of security. Real-time copying of logs to a system outside the control
of a system administrator or operator can be used to safeguard logs.

12.4.3 Administrator an ratorl
Control

System administrator and system operator activities should be logged and the logs'protected and
rdgularly reviewed.

Imiplementation guidan

Privileged user account holders may be able to manipulate the logs/on information processing
fakcilities under their direct control, therefore it is necessary to protect-and review the logs tomaintain
adcountability for the privileged users.

Other information
An intrusion detection system managed outside of the control of system and network admiristrators
cdn be used to monitor system and network administration activities for compliance.

12.4.4 Clock synchronisation

y domain

External and internal requiréments for time representation, synchronisation and accurady should
b¢ documented. Such requirements can be legal, regulatory, contractual requirements, standards
cqmpliance or requireménts for internal monitoring. A standard reference time for use wjithin the
orfganization should be& defined.

The organization’sapproachto obtainingareference time from external source(s) and howto synchronise
infternal clocks+'eliably should be documented and implemented.

Other information

The cofrect setting of computer clocks is important to ensure the accuracy of audit logs, which may

b¢ required for investigations or as evidence in legal or disciplinary cases. Inaccurate audit|logs may

h'nr‘nv cnuch inuactigatinne and damaan thao cradihility of cnch avidanca A clacl inlad £0 A V\dio tlme
nder-such-investigations-and-damage-the-eredibilityof such-evidence-A-clocklinkedtoa+

broadcast from a national atomic clock can be used as the master clock for logging systems. A network
time protocol can be used to keep all of the servers in synchronisation with the master clock.

12.5 Control of operational software

Objective: To ensure the integrity of operational systems.

12.5.1 Installation of software on operational systems

Control
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Procedures should be implemented to control the installation of software on operational systems.
Implementation guidance
The following guidelines should be considered to control changes of software on operational systems:

a) the updating of the operational software, applications and program libraries should only be
performed by trained administrators upon appropriate management authorization (see 9.4.5);

b) operational systems should only hold approved executable code and not development code or compilers;

c) applications and operating system software should only be implemented after extensive-amd
successful testing; the tests should cover usability, security, effects on other systems and"usqr-
frienldliness and should be carried out on separate systems (see 12.1.4); it should be ensured that 4ll
corrg¢sponding program source libraries have been updated;

d) a cogfiguration control system should be used to keep control of all implemented .software as well
as the system documentation;

e) arollback strategy should be in place before changes are implemented;
f) an auditlog should be maintained of all updates to operational prograntlibraries;
g) prevjous versions of application software should be retained as a cofitingency measure;

h) old versions of software should be archived, together with all réquired information and parameters,
procedures, configuration details and supporting software foraslong as the data are retained in archive.

Vendor styipplied software used in operational systems should be maintained at a level supported by the
supplier. Dver time, software vendors will cease to suppot€older versions of software. The organization
should cqnsider the risks of relying on unsupported software.

Any decifion to upgrade to a new release should take into account the business requirements for the
change ahd the security of the release, e.g. theifitroduction of new information security functionalify
or the number and severity of information se¢urity problems affecting this version. Software patchps
should b¢ applied when they can help to pemiove or reduce information security weaknesses (see 12.4).

Physical pr logical access should onlytbe given to suppliers for support purposes when necessary amd
with management approval. The supplier’s activities should be monitored (see 15.2.1).

Computef software may rely on,eXternally supplied software and modules, which should be monitor¢d
and controlled to avoid unauthorized changes, which could introduce security weaknesses.

12.6 Technical vulnérability management

Objective: To prevent exploitation of technical vulnerabilities.

12.6.1 Management of technical vulnerabilities

Control

Information about technical vulnerabilities of information systems being used should be obtained in a
timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate measures
taken to address the associated risk.

Implementation guidance

A current and complete inventory of assets (see Clause 8) is a prerequisite for effective technical
vulnerability management. Specific information needed to support technical vulnerability management
includes the software vendor, version numbers, current state of deployment (e.g. what software is
installed on what systems) and the person(s) within the organization responsible for the software.
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Appropriate and timely action should be taken in response to the identification of potential technical
vulnerabilities. The following guidance should be followed to establish an effective management process
for technical vulnerabilities:

a) theorganization should define and establish the roles and responsibilities associated with technical
vulnerability management, including vulnerability monitoring, vulnerability risk assessment,
patching, asset tracking and any coordination responsibilities required;

b) informationresources thatwill be used to identify relevant technical vulnerabilities and to maintain
awareness about them should be 1dent1f1ed for software and other technology (based on the asset
. - anges in the

inventory or when other new or useful resources are found;

c)] atimeline should be defined to react to notifications of potentially relevant technical vulnerabilities;

d] once a potential technical vulnerability has been identified, the organization-should idgntify the
associated risks and the actions to be taken; such action could involve| patching of viilnerable
systems or applying other controls;

e)] depending on how urgently a technical vulnerability needs to be addressed, the action tak¢n should
be carried out according to the controls related to change management (see 12.1.2) or by following
information security incident response procedures (see 16.1.5);

f)| ifapatchis available from a legitimate source, the risks assQeiated with installing the patch fhould be
assessed (the risks posed by the vulnerability should be compared with the risk of installing the patch);

g) patches should be tested and evaluated before they are installed to ensure they are effectiye and do
not result in side effects that cannot be tolerated; if no patch is available, other controls ghould be
considered, such as:

1) turning off services or capabilities related to the vulnerability;

2) adapting or adding access controls, e.g. firewalls, at network borders (see 13.1);
3) increased monitoring to detectf'actual attacks;

4) raising awareness of the vulnerability;

h) an auditlog should be Kept for all procedures undertaken;

i)| the technical vulnérability management process should be regularly monitored and evalluated in
order to ensure.its effectiveness and efficiency;

j)| systems athigh risk should be addressed first;

k) an effective technical vulnerability management process should be aligned with| incident
management activities, to communicate data on vulnerabilities to the incident response|function
and’provide technical procedures to be carried out should an incident occur;

A there is
no sultable countermeasure In this 51tuat10n the organlzatlon should evaluate risks relatlng to the
known vulnerability and define appropriate detective and corrective actions.

Other information

Technical vulnerability management can be viewed as a sub-function of change management and as
such can take advantage of the change management processes and procedures (see 12.1.2 and 14.2.2).

Vendors are often under significant pressure to release patches as soon as possible. Therefore, there is
a possibility that a patch does not address the problem adequately and has negative side effects. Also, in
some cases, uninstalling a patch cannot be easily achieved once the patch has been applied.
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If adequate testing of the patches is not possible, e.g. because of costs or lack of resources, a delay in
patching can be considered to evaluate the associated risks, based on the experience reported by other
users. The use of ISO/IEC 27031[14] can be beneficial.

12.6.2 Restrictions on software installation

Control

Rules governing the installation of software by users should be established and implemented.

Impleme

The orga
The prin
ability td
permitte
prohibitd
potentially malicious is unknown or suspect). These privileges should be granted-hiaving regard to t}
roles of t

Other inf
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12.7 Information systems audit considerations

tation guidance

ciple of least privilege should be applied. If granted certain privileges, users may, have t}
install software. The organization should identify what types of software installations a
d (e.g. updates and security patches to existing software) and what types ofiinstallations a
d (e.g. software that is only for personal use and software whose pedigreewith regard to beil

e users concerned.

prmation

al property rights.

hization should define and enforce strict policy on which types of software users may_inistall.

lled installation of software on computing devices can lead4o introducing vulnerabilities and
then to information leakage, loss of integrity or other informationssecurity incidents, or to violation
intellecty
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Objectiv

p: To minimise the impact of audit activities oh*operational systems.

12.7.1 Iy
Control

Audit requirements and activities invelving verification of operational systems should be carefully
planned

Impleme
The follo

a)
b)

‘)
d)

f)
g)
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audit
the s

audit

1formation systems audit controls

ind agreed to minimize dispuptions to business processes.
htation guidance

ving guidelines §hould be observed:

requirementsfor access to systems and data should be agreed with appropriate managemer
cope of teehnical audit tests should be agreed and controlled;

teSts'should be limited to read-only access to software and data;

It;

access other than read-only should only be allowed for isolated copies of system files, which should
be erased when the audit is completed, or given appropriate protection if there is an obligation to

keep

such files under audit documentation requirements;

requirements for special or additional processing should be identified and agreed;

audit tests that could affect system availability should be run outside business hours;

all access should be monitored and logged to produce a reference trail.
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13 Communications security

13.1 Network security management

Objective: To ensure the protection of information in networks and its supporting information pro-
cessing facilities.

13.1.1 Network controls

Control
Networks should be managed and controlled to protect information in systems and applicatiops.

Implementation guidance

Controls should be implemented to ensure the security of information in networks and the protection of
cqnnected services from unauthorized access. In particular, the following items should be conkidered:

a)l responsibilities and procedures for the management of networkingequipment should be estfablished;

b) operational responsibility for networks should be separated\from computer operations where
appropriate (see 6.1.2);

c)| special controls should be established to safeguardsthe confidentiality and integrity of data
passing over public networks or over wireless networks and to protect the connected| systems
and applications (see Clause 10 and 13.2); specialcontrols may also be required to maiptain the
availability of the network services and computegs connected;

d] appropriate logging and monitoring should:be applied to enable recording and detection ¢f actions
that may affect, or are relevant to, information security;

e)] management activities should bexEglosely coordinated both to optimize the servicp to the
organization and to ensure that controls are consistently applied across the information processing
infrastructure;

f)] systems on the network should be authenticated;
g) systems connection to the network should be restricted.

Other information

Adlditional information on network security can be found in ISO/IEC 27033.[15][16][17][18][19]

13.1.2 Security of network services

Control

Sdcurity mechanisms, service levels and management requirements of all network services should be
identified and included in network services agreements, whether these services are provided in-house
or outsourced.

Implementation guidance

The ability of the network service provider to manage agreed services in a secure way should be
determined and regularly monitored, and the right to audit should be agreed.

The security arrangements necessary for particular services, such as security features, service levels
and management requirements, should be identified. The organization should ensure that network
service providers implement these measures.

Other information
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Network services include the provision of connections, private network services and value added
networks and managed network security solutions such as firewalls and intrusion detection systems.
These services can range from simple unmanaged bandwidth to complex value-added offerings.

Security features of network services could be:

a) technology applied for security of network services, such as authentication, encryption and network

conn

ection controls;

b) technical parameters required for secured connection with the network services in accordance
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f information services, users and information systems should be segregated on networks.
ntation guidan

od of managing the security of large networks is to divide them into separate network domair
nins can be chosen based on trust levels (e.g. public access) domain, desktop domain, serv|
along organizational units (e.g. human resources, financeymarketing) or some combination (e
main connecting to multiple organizational units). The'segregation can be done using eith
y different networks or by using different logical networks (e.g.virtual private networking).

e controlled at the perimeter using a gateway (e.g. firewall, filtering router). The criteria f]
on of networks into domains, and the aceess allowed through the gateways, should be basg
essment of the security requirements efieach domain. The assessment should be in accordan

 and also take account of the relative cost and performance impact of incorporating suitab
technology.

networks require special treatment due to the poorly defined network perimeter. For sensiti

rate this access from internal networks until the access has passed through a gateway
ce with network comntrols policy (see 13.1.1) before granting access to internal systems.

entication, encryption and user level network access control technologies of modern, standar
reless networks may be sufficient for direct connection to the organization’s internal netwo
perly implemented.
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access control policy (see 9.1.1), access requirements, value and classification of informatign
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require the interconnection or sharing of information processing and networking facilities. Such
extensions can increase the risk of unauthorized access to the organization’s information systems that
use the network, some of which require protection from other network users because of their sensitivity
or criticality.

13.2 Information transfer

external

Objective: To maintain the security of information transferred within an organization and with any

entity.
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13.2.1 Information transfer policies and procedures
Control

Formal transfer policies, procedures and controls should be in place to protect the transfer of information
through the use of all types of communication facilities.

Implementation guidance

The procedures and controls to be followed when using communication facilities for information
transfer should consider the fnl]m/ving items:

a)l procedures designed to protect transferred information from interception, copying, modification,
mis-routing and destruction;

b) procedures for the detection of and protection against malware that may be fransmitted through
the use of electronic communications (see 12.2.1);

c)] procedures for protecting communicated sensitive electronic information that is in the¢ form of
an attachment;

d] policy or guidelines outlining acceptable use of communication facilities (see 8.1.3);

e)] personnel, external party and any other user’s responsibiliti€s hot to compromise the orggnization,
e.g. through defamation, harassment, impersonation, ferivarding of chain letters, unauthorized
purchasing, etc.;

f)| use of cryptographic techniques e.g. to protect the confidentiality, integrity and authepticity of
information (see Clause 10);

g)] retentionand disposal guidelines for all busitiess correspondence, including messages, in accordance
with relevant national and local legislatioand regulations;

h) controls and restrictions associated*with using communication facilities, e.g. automatic forwarding
of electronic mail to external mail'addresses;

i)| advising personnel to take appropriate precautions not to reveal confidential information

j)| notleaving messages containing confidential information on answering machines since these may
be replayed by unauthorized persons, stored on communal systems or stored incorrectly ds a result
of misdialling;

k) advising persennel about the problems of using facsimile machines or services, namely:
1) unauthbrized access to built-in message stores to retrieve messages;
2) déliberate or accidental programming of machines to send messages to specific numbgers;

3). ¥sending documents and messages to the wrong number either by misdialling or using the wrong
stored number.

In addition, personnel should be reminded that they should not have confidential conversations in public
places or over insecure communication channels, open offices and meeting places.

Information transfer services should comply with any relevant legal requirements (see 18.1).
Other information

Information transfer may occur through the use of a number of different types of communication
facilities, including electronic mail, voice, facsimile and video.

Software transfer may occur through a number of different mediums, including downloading from the
Internet and acquisition from vendors selling off-the-shelf products.
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The business, legal and security implications associated with electronic data interchange, electronic
commerce and electronic communications and the requirements for controls should be considered.

13.2.2 Agreements on information transfer
Control

Agreements should address the secure transfer of business information between the organization and
external parties.

Impleme tation guidance

Informatjon transfer agreements should incorporate the following:

a) management responsibilities for controlling and notifying transmission, dispatch and réceipt;
b) procgdures to ensure traceability and non-repudiation;

¢) minimum technical standards for packaging and transmission;

d) escrgw agreements;

e) courjer identification standards;

f) respgnsibilities and liabilities in the event of information securjtylincidents, such as loss of data;

g) use df an agreed labelling system for sensitive or critical information, ensuring that the meaning fof
the labels is immediately understood and that the information is appropriately protected (see 8.4);

h) technical standards for recording and reading informxation and software;
i) anygdpecial controls thatare required to protect sensitive items, such as cryptography (see Clause 10);
j) mairtaining a chain of custody for information while in transit;
k) acceptable levels of access control.

Policies, procedures and standards should be established and maintained to protect information and
physical media in transit (see 8.3.3),5%and should be referenced in such transfer agreements.

The infofmation security content of any agreement should reflect the sensitivity of the businefss
informatjon involved.

Other information

Agreements may beyelectronic or manual, and may take the form of formal contracts. For confidential
informatjon, the specific mechanisms used for the transfer of such information should be consistent fpr
all organjzations;and types of agreements.

13.2.3 Electronic messaging

Control

Information involved in electronic messaging should be appropriately protected.
Implementation guidance

Information security considerations for electronic messaging should include the following:

a) protecting messages from unauthorized access, modification or denial of service commensurate
with the classification scheme adopted by the organization;

b) ensuring correct addressing and transportation of the message;
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c) reliability and availability of the service;
d) legal considerations, for example requirements for electronic signatures;

e) obtaining approval prior to using external public services such as instant messaging, social
networking or file sharing;

f) stronger levels of authentication controlling access from publicly accessible networks.

Other information

There are many types of electronic messaging such as email, electronic data interchange,and social
ng¢tworking which play a role in business communications.

13.2.4 Confidentiality or non-disclosure agreements

Re¢quirements for confidentiality or non-disclosure agreements reflecting thé organization’s heeds for
the protection of information should be identified, regularly reviewed aid‘documented.

Imiplementation guidan

C;rnfidentiality or non-disclosure agreements should address,the’requirement to protect cg:llfidential
infformation using legally enforceable terms. Confidentiality or non-disclosure agreements are
applicable to external parties or employees of the organization. Elements should be selected|or added
in| consideration of the type of the other party and its-permissible access or handling of comfidential
infformation. To identify requirements for confidentiality or non-disclosure agreements, the following
elements should be considered:

a)l adefinition of the information to be protected (e.g. confidential information);

b) expected duration of an agreement; including cases where confidentiality might nepd to be
maintained indefinitely;

c)] required actions when an agreement is terminated;
d] responsibilities and actions.of signatories to avoid unauthorized information disclosure;

e)] ownership of information, trade secrets and intellectual property, and how this relatgs to the
protection of confidential information;

f)| the permittediuse of confidential information and rights of the signatory to use informatign;
g) the right fe’audit and monitor activities that involve confidential information;
h) procéssfornotification and reporting of unauthorized disclosure or confidential information leakage;

i)| Aerms for information to be returned or destroyed at agreement cessation;

j)  expected actions to be taken in case of a breach of the agreement.

Based on an organization’s information security requirements, other elements may be needed in a
confidentiality or non-disclosure agreement.

Confidentiality and non-disclosure agreements should comply with all applicable laws and regulations
for the jurisdiction to which they apply (see 18.1).

Requirements for confidentiality and non-disclosure agreements should be reviewed periodically and
when changes occur that influence these requirements.

Other information
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Confidentialityand non-disclosureagreements protectorganizationalinformationandinformsignatories
of their responsibility to protect, use and disclose information in a responsible and authorized manner.

There may be a need for an organization to use different forms of confidentiality or non-disclosure
agreements in different circumstances.

14 System acquisition, development and maintenance

14.1 Security requirements of information systems

Objectiv
entire |

ljecycle. This also includes the requirements for information systems which provide sényices
over publ

e: To ensure that information security is an integral part of information systems across-the

ic networks.

14.1.1 Information security requirements analysis and specification

Control

The info
informat

Implemeptation guidance

Informat
compliance requirements from policies and regulations, threat modelling, incident reviews, or u
of vulnefability thresholds. Results of the identification should be documented and reviewed by ¢
stakeholdlers.

Informat
(see 8.2)

Identificd
beintegr
requirenjents, e.g. at the design stage cantéad to more effective and cost efficient solutions.

Informatjon security requirementsshould also consider:

a)

b)

<)
d)

e)

f)

the level of confidence required towards the claimed identity of users, in order to derive us
acce$s provisioning and authorization processes, for business users as well as for privileged
technical users;

inforiming users and operators of their duties and responsibilities;

confidentiality, integrity;

fmation security related requirements should be included in &he” requirements for ng
on systems or enhancements to existing information systems.

jon security requirements should be identified using ‘warious methods such as derivil

onsecurity requirements and controls should ¥eflect the business value of the information involv
ind the potential negative business impact which might result from lack of adequate security.

hted in early stages of information systems projects. Early consideration of information securi

entication requirements;

required protection needs of the assets involved, in particular regarding availabilif

tion and management of informatipisecurity requirements and associated processes shoulld

W
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requirements derived from business processes, such as transaction logging and monitoring, non-
repudiation requirements;

requirements mandated by other security controls, e.g. interfaces to logging and monitoring or data
leakage detection systems.

For applications that provide services over public networks or which implement transactions, the
dedicated controls 14.1.2 and 14.1.3 should be considered.

If products are acquired, a formal testing and acquisition process should be followed. Contracts with
the supplier should address the identified security requirements. Where the security functionality
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in a proposed product does not satisfy the specified requirement, the risk introduced and associated
controls should be reconsidered prior to purchasing the product.

Available guidance for security configuration of the product aligned with the final software / service
stack of that system should be evaluated and implemented.

Criteria for accepting products should be defined e.g. in terms of their functionality, which will give
assurance that the identified security requirements are met. Products should be evaluated against these
criteria before acquisition. Additional functionality should be reviewed to ensure it does not introduce
unacceptable additional risks.

Other information

ISO/IEC 27005[11] and ISO 31000[2Z] provide guidance on the use of risk managemént pro
ntify controls to meet information security requirements.

14.1.2 Securing application services on public networks

Infformation involved in application services passing over public networks should be proteg
fraudulent activity, contract dispute and unauthorized disclosure ahd’'modification.

Implementation guidance

Infformation security considerations for application services passing over public networK
iniclude the following:

thelevel of confidenceeachpartyrequiresineachéther’sclaimedidentity,e.g.throughauthel

authorization processes associated withswho may approve contents of, issue or
transactional documents;

ensuring that communicating partners are fully informed of their authorizations for prg
use of the service;

determining and meeting requirements for confidentiality, integrity, proof of dispatch and recq
documents and the non-repudiation of contracts, e.g. associated with tendering and contract g

the level of trust required in the integrity of key documents;
the protection réequirements of any confidential information;

the confidentiality and integrity of any order transactions, payment information, deliver}
details and.confirmation of receipts;

the degree of verification appropriate to verify payment information supplied by a custon

selecting the most appropriate settlement form of payment to guard against fraud;

cesses to

ted from

s should

htication;

sign key

vision or

bipt of key
rocesses;

y address

ler;

the level of protection required to maintain the confidentiality and integrity of order information;

avoidance of loss or duplication of transaction information;
liability associated with any fraudulent transactions;

insurance requirements.

Many of the above considerations can be addressed by the application of cryptographic controls (see
Clause 10), taking into account compliance with legal requirements (see Clause 18, especially see 18.1.5
for cryptography legislation).
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Application service arrangements between partners should be supported by a documented agreement
which commits both parties to the agreed terms of services, including details of authorization (see b) above).

Resilience requirements against attacks should be considered, which can include requirements for
protecting the involved application servers or ensuring the availability of network interconnections
required to deliver the service.

Other information

Applications acce551b1e via pubhc networks are sub]ect to a range of network related threats such as
fraudulen - d
risk assessments and proper selectlon of controls are 1ndlspensable Controls requlred often 1nclu e
cryptogrpphic methods for authentication and securing data transfer.

Applicatipn services can make use of secure authentication methods, e.g. using public key cryptography
and digitpl signatures (see Clause 10) to reduce the risks. Also, trusted third parties can be-used, whefe
such seryices are needed.

14.1.3 Protecting application services transactions
Control

Informatjon involved in application service transactions should be protected to prevent incomplefte
transmisgion, mis-routing, unauthorized message alteration, unauthorized disclosure, unauthoriz¢d
message |duplication or replay.

Implemeptation guidan
Informatjon security considerations for application servicé\transactions should include the following
a) the yse of electronic signatures by each of the parties involved in the transaction;
b) all agpects of the transaction, i.e. ensuring that:
1) user’s secret authentication information of all parties are valid and verified;

2) the transaction remains confidential;

3) privacy associated with all parties involved is retained;
c) comipnunications path betWeen all involved parties is encrypted;
d) protocols used to communicate between all involved parties are secured;

e) ensufring that thedstorage of the transaction details is located outside of any publicly accessible
envifonment,/eg. on a storage platform existing on the organizational intranet, and not retain¢d
and ¢xposed-on a storage medium directly accessible from the Internet;

f)  whete a trusted authorlty is used (e g for the purposes ofissuing and ma1nta1n1ng dlgltal signaturgs
< ld

cert1f1cate/51gnature management process.

Other information

The extent of the controls adopted needs to be commensurate with the level of the risk associated with
each form of application service transaction.

Transactions may need to comply with legal and regulatory requirements in the jurisdiction which the
transaction is generated from, processed via, completed at or stored in.
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14.2 Security in development and support processes

Objective: To ensure that information security is designed and implemented within the development
lifecycle of information systems.

14.2.1 Secure development policy

Control

R 1 £, £l A | 1 £ o f £ pa| i L. 11 1 rollicle ol A | Liod s pa | t
HresSTortneaeveropmentror sortwatre anta systens—Ssnotrtoe-estansnetantappriecartoaevejopments

wijithin the organization.

Implementation guidance

S¢cure development is a requirement to build up a secure service, architecture, seftware an¢ system.
Within a secure development policy, the following aspects should be put under.Consideration:

a)l security of the development environment;

b) guidance on the security in the software development lifecycle:

1) security in the software development methodology;

2) secure coding guidelines for each programming language used;
c)| security requirements in the design phase;

d] security checkpoints within the project milestones;

e)] secure repositories;

f)] security in the version control;

g) required application security knowledge;

h) developers’ capability of avoiding, finding and fixing vulnerabilities.

S¢cure programming techniques should be used both for new developments and in code re-use $cenarios
where the standards applieéd)to development may not be known or were not consistent with current
bést practices. Secure codihg standards should be considered and where relevant mandated for use.
Developers should be-trained in their use and testing and code review should verify their use.

Ifdevelopment is-Qutsourced, the organization should obtain assurance that the external party[complies
wiith these rules for secure development (see 14.2.7).

Other infofmation

Development may also take place inside applications, such as office applications, scripting, prowsers
arrd databases.

14.2.2 System change control procedures
Control

Changes to systems within the development lifecycle should be controlled by the use of formal change
control procedures.

Implementation guidance

Formal change control procedures should be documented and enforced to ensure the integrity of system,
applications and products, from the early design stages through all subsequent maintenance efforts.
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Introduction of new systems and major changes to existing systems should follow a formal process of
documentation, specification, testing, quality control and managed implementation.

This process should include a risk assessment, analysis of the impacts of changes and specification of
security controls needed. This process should also ensure that existing security and control procedures
are not compromised, that support programmers are given access only to those parts of the system
necessary for their work and that formal agreement and approval for any change is obtained.

Wherever practicable, application and operational change control procedures should be integrated (see
12.1.2). The change control procedures should include but not be limited to:

a) maintaining a record of agreed authorization levels;

b) ensufring changes are submitted by authorized users;

«

c) revigwingcontrolsand integrity procedures to ensure thatthey will notbe compromised by the changg
d) identifying all software, information, database entities and hardware that require amendment;
e) identifyingand checkingsecurity critical codetominimizethelikelihood of knowsecurity weaknessgs;

f) obtalning formal approval for detailed proposals before work commences;

g) ensufring authorized users accept changes prior to implementation;

h) ensufring that the system documentation set is updated on the'coampletion of each change and thiat
old documentation is archived or disposed of;

i) maintaining a version control for all software updates;
j) mairtaining an audit trail of all change requests;

k) ensufing that operating documentation (see 1211.1) and user procedures are changed as necessaly
to remain appropriate;

1) ensu][ing that the implementation of changes takes place at the right time and does not disturb the
busifess processes involved.

Other infprmation
Changing software can impact the/operational environment and vice versa.

Good practice includes thé-festing of new software in an environment segregated from both the
productipn and developmént environments (see 12.1.4). This provides a means of having control over
new softvare and allowing additional protection of operational information that is used for testing
purposed. This should-include patches, service packs and other updates.

Where ajytomaticupdates are considered, the risk to the integrity and availability of the system shoufld
be weighpd agdinst the benefit of speedy deployment of updates. Automated updates should not be us¢d
on criticqdl'systems as some updates can cause critical applications to fail.

14.2.3 Technical review of applications after operating platform changes

Control

When operating platforms are changed, business critical applications should be reviewed and tested to
ensure there is no adverse impact on organizational operations or security.

Implementation guidan
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This process should cover:

a) reviewofapplicationcontrolandintegrity procedurestoensurethattheyhavenotbeencompromised
by the operating platform changes;

b) ensuring that notification of operating platform changes is provided in time to allow appropriate
tests and reviews to take place before implementation;

c) ensuring that appropriate changes are made to the business continuity plans (see Clause 17).

Other information

Operating platforms include operating systems, databases and middleware platforms."Thg control
sHould also be applied for changes of applications.

14.2.4 Restrictions on changes to software packages

Control

n
Mtdifications to software packages should be discouraged, limited to nece$sary changes and all changes
sHould be strictly controlled.

Implementation guidance

As$ far as possible and practicable, vendor-supplied software packages should be used| without
mjodification. Where a software package needs to be modifiedthe following points should be copsidered:

a)| the risk of built-in controls and integrity processes'being compromised;
b) whether the consent of the vendor should be abtained;
c)| the possibility of obtaining the required:cianges from the vendor as standard program updates;

d] theimpactifthe organization becomés responsible for the future maintenance of the softvare as a
result of changes;

e)] compatibility with other software in use.

Ifchanges are necessary theeriginal software should be retained and the changes applied to a d¢signated
cdpy. A software update mmanagement process should be implemented to ensure the most up-to-date
apgproved patches and-application updates are installed for all authorized software (see 12.6.1). All
changes should be fullytested and documented, so that they can be reapplied, if necessary, [to future
sqftware upgradesSalf required, the modifications should be tested and validated by an indgpendent
evaluation body"

14.2.5 Secure system engineering principles

Principies for engineering secure systems siould be ¢

g 2 and applied
to any information system implementation efforts.

Implementation guidan

Secure information system engineering procedures based on security engineering principles should be
established, documented and applied to in-house information system engineering activities. Security
should be designed into all architecture layers (business, data, applications and technology) balancing
the need for information security with the need for accessibility. New technology should be analysed for
security risks and the design should be reviewed against known attack patterns.

These principles and the established engineering procedures should be regularly reviewed to ensure that
they are effectively contributing to enhanced standards of security within the engineering process. They
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should also be regularly reviewed to ensure that they remain up-to-date in terms of combating any new
potential threats and in remaining applicable to advances in the technologies and solutions being applied.

The established security engineering principles should be applied, where applicable, to outsourced
information systems through the contracts and other binding agreements between the organization
and the supplier to whom the organization outsources. The organization should confirm that the rigour
of suppliers’ security engineering principles is comparable with its own.

Other information

Applicatigs

applicati
user auth
of debug

14.2.6 S

Control

Organiz;[

develop

Impleme

A secure

bns that have input and output interfaces. Secure engineering techniques provide guidanc¢ex
entication techniques, secure session control and data validation, sanitisation and eliniinatig
ring codes.

ecure development environment

ions should establish and appropriately protect secure developmentenvironments for syste|
ent and integration efforts that cover the entire system developméntiifecycle.

htation guidance

development environment includes people, processes and\technology associated with syste

develop

nt and integration.

:Le
Organizations should assess risks associated with individual system development efforts and establi

secure d¢

a) sens
b)

c) secu
d) trust
e) thed
f) then
g) cont
h) mon
i) back
j) cont

velopment environments for specific system deyelopment efforts, considering:

tivity of data to be processed, stored and transmitted by the system;

applicable external and internal requirements, e.g. from regulations or policies;

Fity controls already implemented By the organization that support system development;
worthiness of personnel workingin the environment (see 7.1.1);

egree of outsourcing assdciated with system development;

eed for segregation between different development environments;

‘ol of access to theydevelopment environment;

toring of change to the environment and code stored therein;

Lips are'stered at secure offsite locations;

rol’'over movement of data from and to the environment.

m

m

h

Once the level of protection is determined for a specific development environment, organizations
should document corresponding processes in secure development procedures and provide these to all
individuals who need them.

14.2.7 Outsourced development

Control

The organization should supervise and monitor the activity of outsourced system development.

Implementation guidance:
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Where system development is outsourced, the following points should be considered across the
organization’s entire external supply chain:

a) licensing arrangements, code ownership and intellectual property rights related to the outsourced
content (see 18.1.2);

b) contractual requirements for secure design, coding and testing practices (see 14.2.1);
c) provision of the approved threat model to the external developer;

d)__acceptance testing for the quality and accuracy of the deliverables;

e)] provision of evidence that security thresholds were used to establish minimum acceptabl¢ levels of
security and privacy quality;

f)] provision of evidence that sufficient testing has been applied to guard againstthé absende of both
intentional and unintentional malicious content upon delivery;

g) provision of evidence that sufficient testing has been applied to guard against the presence pf known
vulnerabilities;

h) escrow arrangements, e.g. if source code is no longer available;
i)| contractual right to audit development processes and controls;
j)| effective documentation of the build environment usedto)create deliverables;

k) the organization remains responsible for compliance with applicable laws and control ¢fficiency
verification.

Other information

Firther information on supplier relationships-can be found in ISO/IEC 27036.[21][22][23]

New and updated systems require thorough testing and verification during the development processes,
including the preparation of a detailed schedule of activities and test inputs and expected outputs
unpder a rangedf-conditions. For in-house developments, such tests should initially be performgd by the
d¢velopmentteam. Independent acceptance testing should then be undertaken (both for in-house and for
oytsourcéddevelopments) to ensure that the system works as expected and only as expected ($ee 14.1.1
and 141:9). The extent of testing should be in proportion to the importance and nature of the system.

14:279—Systenmracceptance testing
Control

Acceptance testing programs and related criteria should be established for new information systems,
upgrades and new versions.

Implementation guidance

System acceptance testing should include testing of information security requirements (see 14.1.1 and
14.1.2) and adherence to secure system development practices (see 14.2.1). The testing should also be
conducted on received components and integrated systems. Organizations can leverage automated tools,
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such as code analysis tools or vulnerability scanners, and should verify the remediation of security-
related defects.

Testing should be performed in a realistic test environment to ensure that the system will not introduce
vulnerabilities to the organization’s environment and that the tests are reliable.

14.3 Test data

Objective: To ensure the protection of data used for testing.

14.3.1 P|rotection of test data

Control
Test datal

Impleme

The use
informat
confiden

should be selected carefully, protected and controlled.

htation guidance

bf operational data containing personally identifiable information or any other confidenti
on for testing purposes should be avoided. If personally identifiable‘information or otherwi
ial information is used for testing purposes, all sensitive details and content should |

protectedl by removal or modification (see ISO/IEC 29101[26]).

The following guidelines should be applied to protect operational data, when used for testing purpose

a) the access control procedures, which apply to operational.application systems, should also apply
test application systems;

b) thergshouldbeseparateauthorization eachtime operationalinformationis copied toatestenvironmeint;

c) operptional information should be erased from'a-test environment immediately after the testing
complete;

d) the dopying and use of operational inforfoation should be logged to provide an audit trail.

Other infprmation

System alnd acceptance testing usually requires substantial volumes of test data that are as close

possible

15 Sup

o operational data.

plier relationships

15.1 Information'Security in supplier relationships

Objectivg

: To,.énsure protection of the organization’s assets that is accessible by suppliers.

e
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Control
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Information security requirements for mitigating the risks associated with supplier’s access to the
organization’s assets should be agreed with the supplier and documented.

Implementation guidance

The organization should identify and mandate information security controls to specifically address
supplier access to the organization’s information in a policy. These controls should address processes
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and procedures to be implemented by the organization, as well as those processes and procedures that
the organization should require the supplier to implement, including:

a) identifying and documenting the types of suppliers, e.g. IT services, logistics utilities, financial
services, IT infrastructure components, whom the organization will allow to access its information;

b) astandardised process and lifecycle for managing supplier relationships;

c) defining the types of information access that different types of suppliers will be allowed, and
monitoring and controlling the access;

d] minimum information security requirements for each type of information and type of pccess to
serve as the basis for individual supplier agreements based on the organization’s busingss needs
and requirements and its risk profile;

e)] processesandproceduresformonitoringadherenceto established informationsécurity requirements
for each type of supplier and type of access, including third party review and\product validation;

f)] accuracy and completeness controls to ensure the integrity of the information or infprmation
processing provided by either party;

g) types of obligations applicable to suppliers to protect the organization’s information;

h) handling incidents and contingencies associated with supplier access including responsibilities of
both the organization and suppliers;

i)| resilience and, if necessary, recovery and contingencjrarrangements to ensure the availability of the
information or information processing provided by éither party;

j)| awareness training for the organization’s personnel involved in acquisitions regarding applicable
policies, processes and procedures;

k) awareness training for the organization’s personnel interacting with supplier personnel rlegarding
appropriate rules of engagement ahd’ behaviour based on the type of supplier and the level of
supplier access to the organization’s systems and information;

)] conditions under which information security requirements and controls will be documerited in an
agreement signed by both parties;

m|) managing the necessary transitions of information, information processing facilities and fanything
else that needs to be moved, and ensuring that information security is maintained throughout the
transition periads

Other information

Informatiom¢an be put at risk by suppliers with inadequate information security management| Controls
sHould beidentified and applied to administer supplier access to information processing facilities. For
example;if there is a special need for confidentiality of the information, non-disclosure agreements can
b¢ dsed. Another example is data protection risks when the supplier agreement involves transfer of, or
accessto;mformatiomacross borders—Theor EAIiZation reeds to beaware thatthe lcgdl orcontractual
responsibility for protecting information remains with the organization.

15.1.2 Addressing security within supplier agreements
Control

All relevant information security requirements should be established and agreed with each supplier
that may access, process, store, communicate, or provide IT infrastructure components for, the
organization’s information.

Implementation guidan
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Supplier agreements should be established and documented to ensure that there is no misunderstanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.

The following terms should be considered forinclusion in the agreements in order to satisfy the identified
information security requirements:

a) description of the information to be provided or accessed and methods of providing or accessing
the information;

b) classifieation—efinformation—aceording—te—the—organization assification—scheme—{see—82}
necepsary also mapping between the organization’s own classification scheme and the classificatig
schemme of the supplier;

c) legall and regulatory requirements, including data protection, intellectual property rights amnd
copylright, and a description of how it will be ensured that they are met;

d) obligation of each contractual party to implement an agreed set of controls including access contrgl,
perf¢grmance review, monitoring, reporting and auditing;

e) ruleq of acceptable use of information, including unacceptable use if necessary;

f) eithgrexplicitlistofsupplier personnel authorized to access or receivethe organization’s information
or pfocedures or conditions for authorization, and removal of the ‘authorization, for access to pr
receipt of the organization’s information by supplier personnels

g) information security policies relevant to the specific contract;

h) inciclent management requirements and procedures{especially notification and collaboratign
duripg incident remediation);

i) trairfingandawarenessrequirementsforspecificproceduresandinformationsecurityrequirements,
e.g. fpr incident response, authorization procedures;

j) releyant regulations for sub-contractingsificluding the controls that need to be implemented;
k) relevant agreement partners, including a contact person for information security issues;

1) scre¢ning requirements, if any,\for supplier’s personnel including responsibilities for conducting
the screening and notificatidn procedures if screening has not been completed or if the results giye
causeg for doubt or concerf;

m) rightto audit the supplier processes and controls related to the agreement;

n) defe¢tresolution‘and conflict resolution processes;

0) supplier’s obligation to periodically deliver an independent report on the effectiveness of contrdls
and gagreement on timely correction of relevant issues raised in the report;

p) supplier’s obligations to comply with the organization’s security requirements.

Other information

The agreements can vary considerably for different organizations and among the different types
of suppliers. Therefore, care should be taken to include all relevant information security risks and
requirements. Supplier agreements may also involve other parties (e.g. sub-suppliers).

The procedures for continuing processing in the event that the supplier becomes unable to supply its
products or services need to be considered in the agreement to avoid any delay in arranging replacement
products or services.
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