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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IECJCT:

Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Par{ 2.

The main|task of the joint technical committee is to prepare International Standards. Draft lnternational
Standardp adopted by the joint technical committee are circulated to national bodies for voting.
Publicatipn as an International Standard requires approval by at least 75 % of th€)national bodies
casting avote.

Attention is drawn to the possibility that some of the elements of this document'may be the subject|of
patent rights. ISO and IEC shall not be held responsible for identifying any of-all such patent rights.

ISO/IEC 27001 was prepared by Joint Technical Committee ISO/IEC |TC 1, Information technology,
Subcomnyittee SC 27, IT Security techniques.

This secqnd edition cancels and replaces the first edition (ISO/IEC 27001:2005), which has begn
technically revised.
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Introduction

0.1 General

This International Standard has been prepared to provide requirements for establishing, implementing,
maintaining and continually improving an information security management system. The adoption of an
information security management system is a strategic decision for an organization. The establishment
and implementation of an organization’s information security management system is influenced by the
organization’s needs and objectives, security requirements, the organizational processes used and the

ver time.
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e information security management system preserves the confidentiality, integrity and-ay

ks are adequately managed.

railability

information by applying a risk management process and gives confidence to interested parties that

with the
nsidered

canization’s processes and overall management structure and that informatioh security is c
the design of processes, information systems, and controls. It is expected.that an informatio

e order in which requirements are presented in this International Standard does not ref
portance or imply the order in which they are to be implemented. The list items are enum
ference purpose only.

D/IEC 27000 describes the overview and the{vocabulary of information security ma
stems, referencing the information securitysmanagement system family of standards
D/IEC 27003[2], ISO/IEC 27004(3] and ISO/IEC 27005(4]), with related terms and definitions.

D Compatibility with other management system standards

plement, and thereforgmadintains compatibility with other management system standards
opted the Annex SL.

is common appreachdefined in the Annex SL will be useful for those organizations that choose
ingle managemerit system that meets the requirements of two or more management system s

security

hnagement system implementation will be scaled in accordance with-the needs of the organlization.

is International Standard can be used by internal and external parties to assess the organization’s
ablility to meet the organization’s own information security requitements.

lect their
brated for

hagement
including

is International Standard applies the high-level structure, identical sub-clause titles, idenkical text,

dated ISO
that have

ooperate
tandards.
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Information technology — Security techniques —
Information security management systems — Requirements
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Scope

information security risks tailored to the needs of the organization. The requirements set

len an organization claims conformity to this International Standard.

Normative references

ferences, the latest edition of the referenced document (in€luding any amendments) applies

D/IEC 27000, Information technology — Security techniques — Information security ma
ktems — Overview and vocabulary

Terms and definitions

Far the purposes of this document, the terms and definitions given in ISO/IEC 27000 apply.

4

4.

TH
af

N(
co

4.
T}

Context of the organization

1 Understanding theorganization and its context

TE Deterndining these issues refers to establishing the external and internal context of the or
hsidered in Clatse 5.3 of SO 31000:2009[5].

2 Understanding the needs and expectations of interested parties

elorganization shall determine:

[fs—termationat Stamdard Specifies the TeqUuiTements for estabiisting, Tmptenenting, mgintaining

d continually improving an information security management system within the centgxt of the
canization. This International Standard also includes requirements for the assessmenf.and §reatment

put in this

fernational Standard are generic and are intended to be applicable to all organizations, regardless
type, size or nature. Excluding any of the requirements specified in Clauses 4'to”10 is not acceptable

e following documents, in whole or in part, are normatively referenced in this document and are
lispensable for its application. For dated references, only/the edition cited applies. Foy undated

nagement

e organization shall detérmine external and internal issues that are relevant to its purpos¢ and that
fect its ability to achieve the intended outcome(s) of its information security management system.

banization

a)
b)

NOTE

interested parties that are relevant to the information security management system; and

the requirements of these interested parties relevant to information security.

contractual obligations.

4.3 Determining the scope of the information security management system

The requirements of interested parties may include legal and regulatory requirements and

The organization shall determine the boundaries and applicability of the information security
management system to establish its scope.

© ISO/IEC 2013 - All rights reserved
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When determining this scope, the organization shall consider:

a)
b)

<)

the external and internal issues referred to in 4.1;

the requirements referred to in 4.2; and

interfaces and dependencies between activities performed by the organization, and those that are
performed by other organizations.

The scope shall be available as documented information.

4.4 Inf

prmation security management system

The organpization shall establish, implement, maintain and continually improve an information secur

manageny

ent system, in accordance with the requirements of this International Standard.

5 Leadership

5.1 Lead

Top man

)dership and commitment

hgement shall demonstrate leadership and commitment witlx respect to the informati

security fnanagement system by:

a) ensu
and g
b) ensu
c) ensu
d) comn
the iy
e) ensu
f) dired
mans
g) prom
h) supp
areas
5.2 Pol
Top mana
a)
b)
c)
d)

ing the information security policy and the informatiofy sécurity objectives are establish
re compatible with the strategic direction of the organization;

ing the integration of the information security management system requirements into t

orgamization’s processes;

ing that the resources needed for the informydtion security management system are availab

hunicating the importance of effective information security management and of conforming
iformation security management system requirements;

[ing that the information security’management system achieves its intended outcome(s);

ting and supporting persons to contribute to the effectiveness of the information secur
gement system;

oting continual improvement; and

of responsibility.

icy

gement shall establish an information security policy that:

brting other relevant management roles to demonstrate their leadership as it applies to thei

he

le;

is appropriate to the purpose of the organization;

includes information security objectives (see 6.2) or provides the framework for setting information
security objectives;

includes a commitment to satisfy applicable requirements related to information security; and

includes a commitment to continual improvement of the information security management system.

The information security policy shall:

e) beavailable as documented information;

© ISO/IEC 2013 - All rights reserved
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f)
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be communicated within the organization; and

be available to interested parties, as appropriate.

5.3 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for roles relevant to information
security are assigned and communicated.

To

p management shall assign the responsibility and authority for:

a)

b)

N(

6.
A

iS4
th

a)
b)
‘)
T}
d)
e)

Jl Actions to address risks and opportunities

International Standard; and
reporting on the performance of the information security management system0'top mar

TE Top management may also assign responsibilities and authorities for reperting performa
ormation security management system within the organization.

Planning

1.1 General

hen planning for the information security management system, the organization shall cory

ht need to be addressed to:

prevent, or reduce, undesired effects;"and
achieve continual improvement.
e organization shall plan:
actions to address thése risks and opportunities; and
how to

1) integrate )and implement the actions into its information security managemen
processes; and

2) evaluate the effectiveness of these actions.

6.

ensure the information security management system can achieve its intended outcome(s);

ensuring that the information security management system conforms to the requiremelllts of this

agement.

nce of the

)sider the

uesreferredtoin4.1and therequirementsreferredtoin 4.2 and determine the risks and opprtunities

t system

1 2 "Information security risk assessment

The organization shall define and apply an information security risk assessment process that:

a)

b)

©

establishes and maintains information security risk criteria that include:
1) the risk acceptance criteria; and

2) criteria for performing information security risk assessments;

ensures that repeated information security risk assessments produce consistent, valid and

comparable results;

ISO/IEC 2013 - All rights reserved
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c) ident

27001:2013(E)

ifies the information security risks:

1) apply the information security risk assessment process to identify risks associated with the loss
of confidentiality, integrity and availability for information within the scope of the information

S

ecurity management system; and

2) identify the risk owners;

d) analyses the information security risks:

1) assess the potential consequences that would result if the risks identified in 6.1.2 c) 1) were

t
2) a
3) d

e) evaly
1) ¢
2) 1

The org
assessmg

b materialize;

ssess the realistic likelihood of the occurrence of the risks identified in 6.1.2 c¢) 1); and
etermine the levels of risk;

ates the information security risks:

ompare the results of risk analysis with the risk criteria established in61.2 a); and
rioritize the analysed risks for risk treatment.

inization shall retain documented information about they‘information security ri
nt process.

6.1.3 Il‘[formation security risk treatment

The orga

a) selec
asses

option(s) chosen;

b) deter
NOTH
c) comp

conty

NOTH
Stand

NOTH
contr

d) prod

ization shall define and apply an information security risk treatment process to:

[ appropriate information security risk treatment options, taking account of the ri
sment results;
mine all controls that are necessary to-implement the information security risk treatms

Organizations can design controls as required, or identify them from any source.

ols have been omitted;

ard are directed tg Aiinex A to ensure that no necessary controls are overlooked.

nt

are the controls determinedin 6.1.3 b) above with those in Annex A and verify that no necessary

1  AnnexA containsacomprehensivelistof control objectivesand controls. Users of this International

2 Control<objéectives are implicitly included in the controls chosen. The control objectives a

justii]ication for inclusions, whether they are implemented or not, and the justification for exclusi
of controls from Annex A;

e) formulate an information security risk treatment plan; and

d

bls listed in Atrhex A are not exhaustive and additional control objectives and controls may be needqd.

ice aStatement of Applicability that contains the necessary controls (see 6.1.3 b) and c)) apd

S

f) obtain risk owners’ approval of the information security risk treatment plan and acceptance of the
residual information security risks.

The organization shall retain documented information about the information security risk treatment

process.

NOTE

The information security risk assessment and treatment process in this International Standard aligns
with the principles and generic guidelines provided in ISO 31000151,

© ISO/IEC 2013 - All rights reserved
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6.2 Information security objectives and planning to achieve them

The organization shall establish information security objectives at relevant functions and levels.

The information security objectives shall:

a) be consistent with the information security policy;

b) be measurable (if practicable);

c) take into account applicable information security requirements, and results from risk assessment
and risk treatment;

d)| be communicated; and

e)| beupdated as appropriate.

The organization shall retain documented information on the information secudrity objectives

When planning how to achieve its information security objectives, the organization shall determine:

f)| what will be done;

g)| whatresources will be required;

h)| who will be responsible;

i)| when it will be completed; and

j)| how the results will be evaluated.

7| Support

7.1 Resources

Theorganizationshalldetermineandprovidetheresourcesneededfortheestablishment,implenjentation,

maintenance and continual improvement of the information security management system.

7. Competence

The organization shall:

a)| determine-the necessary competence of person(s) doing work under its control that 4ffects its
informatioh security performance;

b)[ ensurethatthese personsarecompetentonthebasisofappropriate education, training, or efperience;

c)| cwhere applicable, take actions to acquire the necessary competence, and evaluate the effgctiveness

TR TSP a
d) retain appropriate documented information as evidence of competence.
NOTE Applicable actions may include, for example: the provision of training to, the mentoring of, or the re-

assignment of current employees; or the hiring or contracting of competent persons.

7.

3 Awareness

Persons doing work under the organization’s control shall be aware of:

a)

the information security policy;

© ISO/IEC 2013 - All rights reserved
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b) their contribution to the effectiveness of the information security management system, including

theb

enefits of improved information security performance; and

c) theimplications of notconforming with the information security management system requirements.

7.4 Communication

The organization shall determine the need for internal and external communications relevant to the
information security management system including:

a) onw
b) whern
c) with
d) who

e) thep
7.5 Do
751 G

At tO COIMIMUTICAtE;

to communicate;
whom to communicate;
thall communicate; and

Focesses by which communication shall be effected.
rumented information

eneral

The organpization’s information security management system shalldnclude:

mented information required by this International Standard; and

mented information determined by the organization as being necessary for the effectiveness
formation security management system.

The extent of documented information for,an information security management system can dif]
rganization to another due to:

ve of organization and its type of activities, processes, products and services;
mplexity of processes and theirninteractions; and

mpetence of persons.

reating and updating
ating and updating documented information the organization shall ensure appropriate:
ification and description (e.g. a title, date, author, or reference number);

ht (e.gslanguage, software version, graphics) and media (e.g. paper, electronic); and

a) docu
b) docu
the if
NOTE
from one ¢
1) thesi
2) theca
3) thecd
752 C
When crg
a) ident
b) form
c) revie

w-and approval for suitability and adequacy.

7.5.3 Control of documented information

of

Fer

Documented information required by the information security management system and by this
International Standard shall be controlled to ensure:

a) itisa

b) itisa

vailable and suitable for use, where and when it is needed; and

dequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

© ISO/IEC 2013 - All rights reserved
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For the control of documented information, the organization shall address the following activities,

as
‘)
d)
e)
f)

applicable:
distribution, access, retrieval and use;
storage and preservation, including the preservation of legibility;
control of changes (e.g. version control); and

retention and disposition.

th
a

N(
pe
8

8.

Th
re

pl

TH
th

Th
ta

T}

8

T}
Sig

T}
ri

8.
T}

planning and operation of the information security management system, shall berdée
propriate, and controlled.

D}cumented Information of external origin, determined by the organization to be nece

TE Access implies a decision regarding the permission to view the documented information d
rmission and authority to view and change the documented information, etc.

Operation

1 Operational planning and control

gquirements, and to implement the actions determined in-6.1. The organization shall also i
hns to achieve information security objectives determined in 6.2.

e organization shall keep documented information to the extent necessary to have confid
e processes have been carried out as planned.

e organization shall control planned changes*and review the consequences of unintended
king action to mitigate any adverse effects,\as necessary.

e organization shall ensure that outsoutced processes are determined and controlled.

.2 Information security risk-assessment

e organization shall perfoym information security risk assessments at planned intervals

e organization shall retain documented information of the results of the information
k assessments.

3 Information security risk treatment

e organization shall implement the information security risk treatment plan.

pnificant changes are prioposed or occur, taking account of the criteria established in 6.1.2 a).

T}

é-organization shall retain documented information of the results of the information

risk treatment.

9

9.

Performance evaluation

1 Monitoring, measurement, analysis and evaluation

ssary for
htified as

nly, or the

e organization shall plan, implement and control the procesSes needed to meet informatioIlsecurity

plement

ence that

changes,

or when

security

security

The organization shall evaluate the information security performance and the effectiveness of the
information security management system.

The organization shall determine:

a) what needs to be monitored and measured, including information security processes and controls;

© ISO/IEC 2013 - All rights reserved
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b)

f)

the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure
valid results;

NOTE The methods selected should produce comparable and reproducible results to be considered valid.
when the monitoring and measuring shall be performed;
who shall monitor and measure;

when the results from monitoring and measurement shall be analysed and evaluated; and

who §$hall analyse and evaluate these results.

The orgapization shall retain appropriate documented information as evidence of the monitorihg ahd

measuremnent results.

9.2

Internal audit

The orgafpization shall conduct internal audits at planned intervals to provide information on whetHer

the information security management system:

a)

b)

The organization shall:

<)

d)
€)
f)
g)

9.3 Management réview

confqrms to
1) the organization’s own requirements for its information security’management system; and
2) the requirements of this International Standard;

is effectively implemented and maintained.

plan,|establish, implement and maintain an auditrogramme(s), including the frequency, methodls,
respdnsibilities, planning requirements and.reporting. The audit programme(s) shall take irto
consideration the importance of the processes concerned and the results of previous audits;

definle the audit criteria and scope for-each audit;
selecf auditors and conduct auditsithat ensure objectivity and the impartiality of the audit procefs;
ensufe that the results of thealidits are reported to relevant management; and

retaih documented information as evidence of the audit programme(s) and the audit results.

Top manggement shall review the organization’s information security management system at planngd

intervals|to ensure’its continuing suitability, adequacy and effectiveness.

The manggement review shall include consideration of:

a)
b)

c)

the status of actions from previous management reviews;

changes in external and internal issues that are relevant to the information security management
system;

feedback on the information security performance, including trends in:
1) nonconformities and corrective actions;
2) monitoring and measurement results;

3) auditresults; and

© ISO/IEC 2013 - All rights reserved


https://standardsiso.com/api/?name=d009789e381c74940789d2a969df9e89

ISO/IEC 27001:2013(E)

4) fulfilment of information security objectives;
d) feedback from interested parties;
e) results of risk assessment and status of risk treatment plan; and
f) opportunities for continual improvement.

The outputs of the management review shall include decisions related to continual improvement
opportunities and any needs for changes to the information security management system.

THe organization shallretain documented information as evidence of the results of managemengreviews.

10 Improvement

10.1 Nonconformity and corrective action
When a nonconformity occurs, the organization shall:
a)| react to the nonconformity, and as applicable:

1) take action to control and correct it; and

2) deal with the consequences;

b)| evaluate the need for action to eliminate the causes ofnonconformity, in order that it doesnot recur
or occur elsewhere, by:

1) reviewing the nonconformity;

2) determining the causes of the nonconformity; and

3) determining if similar nonconformities exist, or could potentially occur;

c)| implement any action needed;

d)| review the effectiveness ofiany corrective action taken; and

e)| make changes to the infermation security management system, if necessary.
Cdrrective actions shallbe appropriate to the effects of the nonconformities encountered.
The organization-shall retain documented information as evidence of:

f)| the naturelof the nonconformities and any subsequent actions taken, and

g)| the results of any corrective action.

1(0.2°Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the information
security management system.

© ISO/IEC 2013 - All rights reserved 9
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Annex A
(normative)

Reference control objectives and controls

The control objectives and controls listed in Table A.1 are directly derived from and aligned with those

listed in I

[SO/IEC 27002:2013[1], Clauses 5 to 18 and are to be used in context with Clause 6.1.3.

Table A.1 — Control objectives and controls

in project management

A.5 Information security policies
A.5.1 Management direction for information security
Objectivg: To provide management direction and support for information security i accordance with
business|requirements and relevant laws and regulations.
Control
A5.1.1 Policies for informa- | A set of policies for information securby shall be defined, approved
tion security by management, published and cetimunicated to employees and
relevant external parties.
) ) Control
Review of the poli- o _ ) ) _
A.5.1.2 |lcies for information  |The policies for information security shall be reviewed at planned
security intervals or if significant changes occur to ensure their continuing
suitability, adequacyrand effectiveness.
A.6 OQrganization of information security
A.6.1 Internal organization
Objectivg: To establish a management framéwork to initiate and control the implementation and
operation of information security within the organization.
Information security | Control
A.6.1.1 |Iroles and responsibili{"| Af] information security responsibilities shall be defined and allo-
ties cated.
Control
A.6.1.2 ||Segregatiomofduties Conflicting duties and areas of responsibility shall be segregated to
reduce opportunities for unauthorized or unintentional modifica-
tion or misuse of the organization’s assets.
A613 | Centactwithauthori- Control
ties Appropriate contacts with relevant authorities shall be maintained.
Control
A614 |Contactwithspecial | Appropriate contacts with special interest groups or other special-
Interest groups ist security forums and professional associations shall be main-
tained.
Inf ) ) Control
A6.15 nformation security

Information security shall be addressed in project management,
regardless of the type of the project.

A.6.2 Mobile devices and teleworking

Objective: To ensure the security of teleworking and use of mobile devices.

10
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Table A.1 (continued)

Control

A.6.2.1 |Mobile device policy  |A policy and supporting security measures shall be adopted to
manage the risks introduced by using mobile devices.
Control

A.6.2.2 |Teleworking A policy and supporting security measures shall be implemented to

protect information accessed, processed or stored at telew
sites.

orking

7

Human resource security

A
A{7.1 Prior to employment
0

pjective: To ensure that employees and contractors understand their responsibilities and ar
able for the roles for which they are considered.

e suit-

Al7.1.1

Screening

Control

Background verification checks on all:candidates for emp{;ﬁyment

shall be carried out in accordance with relevant laws, reg
and ethics and shall be proportiefial to the business requiry
the classification of the information to be accessed and th¢
ceived risks.

ations
ements,
per-

Al7.1.2

Terms and conditions
of employment

Control

The contractual agreements with employees and contractg

state their and the organization’s responsibilities for information

security.

rs shall

Al7.2 During employment

Opjective: To ensure that employees and contractors are aware of and fulfil their information|
rg¢sponsibilities.

security

Al7.2.1

Management responsi-
bilities

Control

Management shall require all employees and contractors t

information security in accordance with the established p¢licies

and procedures of the organization.

b apply

Informatien;security

Control

All employees of the organization and, where relevant, conltrac-

Al7.2.2 awarencsyy education |tors shall receive appropriate awareness education and trdining
and training and regular updates in organizational policies and procedures, as
relevant for their job function.
Control
Al7.23.° |Disciplinary process | There shall be a formal and communicated disciplinary process

fted an

in place to take action against employees who have commi

information security breach.

A.7.3 Termination and change of employment

Objective: To protect the organization’s interests as part of the process of changing or terminating
employment.

Termination or change

Control

A731 |of employment respon-|Information security responsibilities and duties that remain valid
sibilities after termination or change of employment shall be defined, com-
municated to the employee or contractor and enforced.
A.8 Asset management

A.8.1 Responsibility for assets

© ISO/IEC 2013 - All rights reserved
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Table A.1 (continued)

Objective: To identify organizational assets and define appropriate protection responsibilities.

A8.1.1

Inventory of assets

Control

Assets associated with information and information processing
facilities shall be identified and an inventory of these assets shall
be drawn up and maintained.

A.8.1.2

Ownership of assets

Control

A i et pn £l o i 1 111 |
ASSTLS TIIAITIUAITITU 11T UIIT 1IIVTIILUT y S11dIT UT UVVIICU.

A.8.1.3

Acceptable use of
assets

Control

Rules for the acceptable use of information and of assets asseciatdd
with information and information processing facilitiesshall be
identified, documented and implemented.

A.8.14

Return of assets

Control

All employees and external party users shallteturn all of the
organizational assets in their possession upon termination of theifr
employment, contract or agreement.

A.8.2 Information classification

Objective: To ensure that information receives an appropriate levelof protection in accordance with
its importftance to the organization.
Control
Ag21 ||Classification of infor- | |nformation shall be clasSified in terms of legal requirements,
mation value, criticality and sensitivity to unauthorised disclosure or
modification.
Control
A.8.2.2 L.abelling ofinforma- | An appropriate set of procedures for information labelling shall b¢
tion developedand implemented in accordance with the information
classifieation scheme adopted by the organization.
Control
A.8.2.3 ||Handling of assets Procedu'res for handling'assets §ha11 be Qevelopefi .and.imple-
mented in accordance with the information classification scheme
adopted by the organization.
A.8.3 Media handling
Objectivg: To preventtinauthorized disclosure, modification, removal or destruction of information
stored o media.
Control
A.8.3.1 IVILalmagezr_lent of remov- |procedures shall be implemented for the management of remov-
apremeara able media In accordance with the classiiication scheme adopted Dy
the organization.
Control
A.8.3.2 |Disposal of media Media shall be disposed of securely when no longer required, using
formal procedures.
T Control
A.8.3.3 ysical media trans-

fer

Media containing information shall be protected against unauthor-
ized access, misuse or corruption during transportation.

A9 Access control

A.9.1 Business requirements of access control

12
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Table A.1 (continued)

Objective:

To limit access to information and information processing facilities.

A9.11

Access control policy

Control

An access control policy shall be established, documented and
reviewed based on business and information security require-

ments.

Access to networks

Control

cation information

A q 1 7 and network services UDCI ) D}la}.l Ull}y ]L)C lJl UVidCd \AY it}l au.co-o tU t}lC llCtVVU.l }\ Cllld net‘
work services that they have been specifically authorized{o use.
Al]9.2 User access management
Opjective: To ensure authorized user access and to prevent unauthorized access toisystems and ser-
vices.
_ _ Control
Al 21 User registration and . . ) .
e de-registration A formal user registration and de-regi$tration process shall be
implemented to enable assignment©fjaccess rights.
Control
Alo.22 _User access provision- | A formal user access provisioning process shall be implemgnted to
ing assign or revoke access rights for all user types to all systems and
services.
~_ |Control
Alo 2.3 Management of privi- _ o )
L leged access rights The alllocatlon and-use of privileged access rights shall be
restricted and controlled.
Management of secret |Control
A[9.2.4  |authentication infor- | The allgcation of secret authentication information shall b con-
mation of users trolled through a formal management process.
Alo2s Review of user access ({Control
rights Asset owners shall review users’ access rights at regular iftervals.
Control
Alo2e Removal or 4djustment The access rights. of all employees ancll exter.n.al_ party user$ to
L of access ¢ights 1nf0rmat10_n an_d 1nform:_;1t10n processing facilities shall be femoved
upon termination of their employment, contract or agreement, or
adjusted upon change.
A]9.3 User'responsibilities
Opjective:To make users accountable for safeguarding their authentication information.
_ |Control
Alo34 Use of secret authenti- | o o . L .
e USETS SIIall DE Iredqulred to 10110W LIE OI'gdlllZdUOI S PrdCiic S1in the

use of secret authentication information.

A.9.4 System and application access control

Objective: To prevent unauthorized access to systems and applications.

Information access

Control

dures

A9AL | riction Access to information and application system functions shall be
restricted in accordance with the access control policy.
s | Control
ecure log-on proce-
A-9-4-2 ems and

Where required by the access control policy, access to syst

applications shall be controlled by a secure log-on procedure.

© ISO/IEC 2013 - All rights reserved
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Table A.1 (continued)

Password manage-

Control

A943 |k system Password management systems shall be interactive and shall
ensure quality passwords.
Control

A944 |Use of privileged util- | The use of utility programs that might be capable of overriding

Ity programs system and application controls shall be restricted and tightly

controlled.

A4S Access control to pro- |Control

o gram source code Access to program source code shall be restricted.

A.10 (ryptography

A.10.1 Cryptographic controls

Objectivg: To ensure proper and effective use of cryptography to protect the confidentiality, authen-

ticity and/or integrity of information.

) Control
A10.11 Policy on the use of _ _ _
=% || cryptographic controls |A Policy on the use of cryptographic céntrols for protection of

information shall be developed and implemented.
Control

A.10.1.2 | |Key management A policy on the use, protectigmrand lifetime of cryptographic keys
shall be developed and implemented through their whole lifecycld.

A.11 PRhysical and environmental security

A.11.1 Spcure areas
Objective: To prevent unauthorized physical access;"damage and interference to the organization’s
informatjon and information processing facilities:
Control
A11.1.1 Physical security Security perimeters shall be defined and used to protect areas thgt
perimeter centain either sensitive or critical information and information
processing facilities.
Control
A.11.1.2 | |Physical entry cohtrols |Secure areas shall be protected by appropriate entry controls to
ensure that only authorized personnel are allowed access.
] : Control
Securing,affices, _ _ ) L _
AI1113 rooms\awd facilities Physical security for offices, rooms and facilities shall be designed
and applied.
Protecting against Control
A.11.14 Texternal and environ- [physical protection against natural disasters, malicious attack or
mental threats accidents shall be designed and applied.
o Control
Working in secure o _
A11.15 areas Procedures for working in secure areas shall be designed and
applied.
Control
Delivery and loading Access points such as delivery and loading areas and other points
Allle areas where unauthorized persons could enter the premises shall be
controlled and, if possible, isolated from information processing
facilities to avoid unauthorized access.
14 © ISO/IEC 2013 - All rights reserved
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A.11.2 Equipment

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organiza-
tion’s operations.

Control
A1121 |Equipmentsitingand |Equipment shall be sited and protected to reduce the risks from
protection environmental threats and hazards, and opportunities for unau-
thorized access.
Control
A|11.2.2 |Supporting utilities Equipment shall be protected from power failures and-other dis-
ruptions caused by failures in supporting utilities:
Control
Al11.2.3 |Cabling security Power and telecommunications cabling carrying data or sypport-
ing information services shall be protected from interceptjon,
interference or damage.
Control
Equipment mainte- ) N ) )
Afll24 | o e Equipment shall be correctly miaintained to ensure its confinued
availability and integrity.
Control
Al11.2.5 |Removal of assets Equipment, information or software shall not be taken off-site
without prior authorization.
Security of equipment |Control
A[11.2.6 gnd assets off-prem- Security shall be applied to off-site assets taking into accoyint the
1ses differepnt risks of working outside the organization’s premifses.
Contirol
Al11.2.7 |Securedisposal orre- (aAjitems of equipment containing storage media shall be verified
use of equipment to ensure that any sensitive data and licensed software hag been
removed or securely overwritten prior to disposal or re-ude.
Control
Ali128 Unattended user ] ]
4%l equipment Users shall ensure that unattended equipment has approptiate
protection.
Control
Al1129 |Cleardeskandclear |A clear desk policy for papers and removable storage medip and
screen policy a clear screen policy for information processing facilities shall be
adopted.
A}12) Operations security

A.12.1 Operational procedures and responsibilities

Objective: To ensure correct and secure operations of information processing facilities.

Documented operating

Control

Al211 procedures Operating procedures shall be documented and made available to
all users who need them.
Control

A12.1.2 |Change management |Changes to the organization, business processes, information pro-

cessing facilities and systems that affect information security shall

be controlled.
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A12.1.3

Capacity management

Control

The use of resources shall be monitored, tuned and projections
made of future capacity requirements to ensure the required sys-
tem performance.

Al12.1.4

Separation of devel-
opment, testing and
operational environ-

Control

Development, testing, and operational environments shall be sepa-
rated to reduce the risks of unauthorized access or changes to the

ments

operational environment.

A.12.2 Pfrotection from malware

Objectivg: To ensure that information and information processing facilities are protected against
malware
Control
A12.2.1 ||Controls against mal- | petection, prevention and recovery controls tg protect against
ware malware shall be implemented, combined with appropriate user
awareness.
A.12.3 Backup
Objectivg: To protect against loss of data.
Control
A.12.3.1 ||Information backup  |Backup copies of information;'software and system images shall be
taken and tested regularnly in accordance with an agreed backup
policy.
A.12.4 Ljpgging and monitoring
Objectivg: To record events and generate evidence.
Control
A.12.4.1 ||Event logging Event logs recording user activities, exceptions, faults and infor-
matien Security events shall be produced, kept and regularly
reviewed.
_ ) Control
Protection of log infer- _ o _ ) _
A124.2 mation Logging facilities and log information shall be protected against
tampering and unauthorized access.
o Control
Administrator and o o
Al124.3 operatorJégs System administrator and system operator activities shall be
logged and the logs protected and regularly reviewed.
Control
A.12.4.4 UClocksynehronisation The clocks of all relevant information processing systems within

an organization or security domain shall be synchronised to a sin-
gle reference time source.

A.12.5 Control of operational software

Objective: To ensure the integrity of operational systems.

A12.51

Installation of soft-
ware on operational
systems

Control

Procedures shall be implemented to control the installation of soft-
ware on operational systems.

A.12.6 Technical vulnerability management

Objective: To prevent exploitation of technical vulnerabilities.

16
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Control
A12.61 |Management of techni- Information about technical vulnerabilities of information systems
44:0-1 1 a1 vulnerabilities being used shall be obtained in a timely fashion, the organization’s
exposure to such vulnerabilities evaluated and appropriate meas-
ures taken to address the associated risk.
o Control
A12.6.2 Restrictions on soft- _ _ _
2404 | vareinstallation Rules governing the installation of software by users shall be
established and implemented.
A{12.7 Information systems audit considerations
Opjective: To minimise the impact of audit activities on operational systems.
Control
Al12.71 Information systems | Audit requirements and activities involving Verification ofjopera-
audit controls tional systems shall be carefully plannéd’and agreed to mipimise
disruptions to business processes.
Al13 Communications security
A{13.1 Network security management
Opjective: To ensure the protection of information in networks'and its supporting informatiopn pro-
cgssing facilities.
Control
A{13.1.1 |Network controls Networks shall.bémanaged and controlled to protect infofjmation
in systems and applications.
Control
ali3.1 |Security of network  |Security mechanisms, service levels and management reqyire-

12 lservices ments of all network services shall be identified and included in
network services agreements, whether these services are provided
in-house or outsourced.

o Control
aAli313 Segregation in nét- _ _ _ _ )

3 I works Groups of information services, users and information sysfems

shall be segregated on networks.
A{13.2 Information transfer
Opjective: To maintain the security of information transferred within an organization and with any

external entity:

Information transfer

Control

Al132.X | policies and proce- Formal transfer policies, procedures and controls shall be |n place
dures to protect the transfer of information through the use of alll types
of communication faciifties:
) Control
A13.22 Agreements on infor- ) )
13.2. mation transfer Agreements shall address the secure transfer of business informa-
tion between the organization and external parties.
Control
A.13.2.3 |Electronic messaging

Information involved in electronic messaging shall be appropri-
ately protected.
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Control

A13.2.4 C_onfidentiality ornon- |Requirements for confidentiality or non-disclosure agreements
disclosure agreements | reflecting the organization’s needs for the protection of informa-
tion shall be identified, regularly reviewed and documented.

A.14 System acquisition, development and maintenance

A.14.1 Security requirements of information systems

Objective-TFeo-ensure-thatinformationsecurityisanintegral-partofinformationsystems-across-the
J 5 J

entire lifecycle. This also includes the requirements for information systems which provide services

over public networks.

) ) Control
Information security ) . . . . .
A14.1.1 ||requirements analysis The information security related requirements shallhbeincluded i

and specification the requirements for new information systems or eénliancements fo
existing information systems.

-

) o Control
Securing application o _ o _ ) _
A.14.1.2 ||services on public Information involved in application services passing over public
networks networks shall be protected from fraudulent activity, contract disf

pute and unauthorized disclosure and'modification.

Control

Protecting application |Information involved in application service transactions shall be
services transactions |Protected to prevent incomplete transmission, mis-routing, unau-
thorized message alteration, unauthorized disclosure, unauthor-
ized message duplication or replay.

A14.1.3

A.14.2 Security in development and support progésses

Objectivg: To ensure that information security is{designed and implemented within the development
lifecycle pf information systems.

Control
Secure development
Al4.2.1 policy Rules for the development of software and systems shall be estab

lished and applied to developments within the organization.

Control
A14.22 System change confrol . _
SH44 | procedures Changes to systems within the development lifecycle shall be con-
trolled by the use of formal change control procedures.
Technical feview of Control
A14.2.3 applica.tions after When operating platforms are changed, business critical applica-
operating platform tions shall be reviewed and tested to ensure there is no adverse
changes impact on organizational operations or security.
Cantral

A daas ol
INCTOUTICLIUILS UIT

A.14.2.4 |changes to software  |Modifications to software packages shall be discouraged, limited to

packages necessary changes and all changes shall be strictly controlled.
Control
A14.2.5 Seculre system engi- | principles for engineering secure systems shall be established,
neering principles documented, maintained and applied to any information system

implementation efforts.
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