INTERNATIONAL ISO/IEC
STANDARD 27001

Third edition
2022-10

Information security;, cybersecurit&
and privacy protection~— Information
security managementsystems —
Requirements

Sécurité de l'information, cybersécurité et protection de la vie

privée — Systémes de management de la sécurité de l'informatjon —
Exigences

Reference number
ISO/IEC 27001:2022(E)

© ISO/IEC 2022


https://standardsiso.com/api/?name=715a7cfa23e96fa767b83bc188a6f3d6

ISO/IEC 27001:2022(E)

/!\\ COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2022

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2022 - All rights reserved


https://www.iso.org
https://standardsiso.com/api/?name=715a7cfa23e96fa767b83bc188a6f3d6

ISO/IEC 27001:2022(E)

Contents Page
FOT@WOT ... iv
IIEETOAUICEION ... \%
1 SCOPI@ ... 1
2 NOIMATIVE FEFEI@IICES ...t o 1
3 Terms amd defimtonmS e e 1
Context of the Organization ... e o o
41 Understanding the organization and its context
4.2 Understanding the needs and expectations of interested parties ... LD ) 1
4.3 Determining the scope of the information security managenierit system. ...} 2
4.4 Information security management SYSEEM..........aliomrns Sy | 2
5 | T T 125 - 1 1) o OSSO S SOP s st ST W 2
5.1 Leadership and cOomMmItmMent. ... S s b 2
5.2 0] (OSSO O SV TR0, N0 SO SN S 3
5.3 Organizational roles, responsibilities and authorities ... b 3
6 Planmuing ... e e Gy s 0 e oo
6.1 Actions to address risks and opportunities: ... &St e
6. 1.1 GENETAL oo s e e S s
6.1.2 Information security risk assessment
6.1.3 Information security risKtreatment. ¥ ... i
6.2 Information security objectives and planning to.achieve them...........cc e 5
7 SUPPOTT ..o
7.1 Resources......tie,

7.2 Competence
7.3 Awareness
7.4 Communication

7.5 Documentedinformatjon:.....
7.5.1  General... .G
7.5.2 _Creating and Updating..........ccc e
7.5.3: ".Control of documerited information
8 L0307 o= L0 ) O (00 RO DSOS 7
8.1 Operational planning and CoONTrol ... | 7
8.2 Information security risk aSSESSMENT . ... e 8
8.3+ Information SEcurity riSK treatment ... e 8
9 Performance @VaAIUATION ... 8
9.1 Monitoring, measurement, analysis and evaluation............. e 8
92 TIEEITIAL AUAIE oo
9.2.1 General
9.2.2 Internal audit ProOgramime ... | 9
9.3 MaANAZEIMENT FEVIEW ...t | 9
9.3 1T General
9.3.2  Management FeVIEW TNPULS ...t 9
9.3.3  Management TEVIEW TESUILS ... e 9
10 TIMPIOVEIMIEIIL ........ooooo etk
10.1 Continual improvement..................
10.2  Nonconformity and corrective action
Annex A (normative) Information security controls reference.................———_ 11
BIDLEOZGIAPIY ...t 19

© ISO/IEC 2022 - All rights reserved iii


https://standardsiso.com/api/?name=715a7cfa23e96fa767b83bc188a6f3d6

ISO/IEC 27001:2022(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further.maintenance
are dgscribed in the ISO/IEC Directives, Part 1. In particular, the different_ approval- criteria
needed for the different types of document should be noted. This document was .drafted in
accordpnce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members_experts/refdocs).

Attent]on is drawn to the possibility that some of the elements of this document may be the subject
of pat¢nt rights. ISO and IEC shall not be held responsible for identifying dny or all such patent
rights.|Details of any patent rights identified during the development of the’decument will be in the
Introdfiction and/or on the ISO list of patent declarations received (see wwWw.iso.org/paterts) or the IEC
list of patent declarations received (see https://patents.iec.ch}:

Any trade name used in this document is information given for the cenvenience of users and does not
constifute an endorsement.

For ar explanation of the voluntary nature of standards,.the meaning of ISO specific terms and
expressions related to conformity assessment,~as well%as information about ISO's adherence to
the rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see

www.iso.org/iso/foreword.html. In the IEC, see www.iee.ch/understanding-standards.

This dpcument was prepared by Joint Technicak®€ommittee ISO/IEC JTC 1, Information Technology,
Subcormnmittee SC 27, Information security, cybersecurity and privacy protection.

This third edition cancels and. replaces the second edition (ISO/IEC 27001:2013), which has been
technigally revised. It also incorporates the Technical Corrigenda ISO/IEC 27001:2013/Cor 1:2014 and
ISO/IEL 27001:2013/Cor 2:2015.

The main changes are as follows:

— the text has‘been aligned with thie harmonized structure for management system standards
and ISQ/IEC 27002:2022.

Any fgedback or questions on<this document should be directed to the user’s national standards
body. |A~complete<listing of these bodies can be found at www.iso.org/members.html and
www.ipc.ch/nafiohal-committees.
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Introduction

0.1 General

This document has been prepared to provide requirements for establishing, implementing, maintaining

and continually improving an information security management system. The adoption

of an

information security management system is a strategic decision for an organization. The establishment
and implementation of an organization’s information security management system is influenced by the

H Ao 2 | | loa. 4o ads. M 4 41 a e 1 |
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size and structure of the organization. All of these influencing factors are expected to change-ovd

The information security management system preserves the confidentiality, inttegrity and-avai

nd the
r time.

ability

of information by applying a risk management process and gives confidence to interested parties that

risks are adequately managed.

It is important that the information security management system is part of and integrated wj|
organization’s processes and overall management structure and that information security is con
in the design of processes, information systems, and controls. It is.expected that an information s
management system implementation will be scaled in accordance withdheneeds of the organizg

This document can be used by internal and external parties to assess‘the organization's ability t
the organization’s own information security requiremerits.

The order in which requirements are presented. in this déeument.does not reflect their impd

ith the
idered
bcurity
tion.

0 meet

rtance

or imply the order in which they are to be implemented, The list items are enumerated for reference

purpose only.

[SO/IEC 27000 describes the overview. and the, vocabulary of information security manag
systems, referencing the information security<{management system family of standards (in
ISO/IEC 2700321, ISO/IEC 27004[3}and ISO/IEC 27005(41), with related terms and definitions.

0.2 Compatibility with other management system standards

This document applies the high{level structure, identical sub-clause titles, identical text, common|

pement
luding

terms,

and core definitions defined in Annex-SL-of ISO/IEC Directives, Part 1, Consolidated ISO Supplement,

and therefore maintains cempatibility. with other management system standards that have adop
Annex SL.

fed the

This common approaeh defined in the Annex SL will be useful for those organizations that chgose to

operatea singlemanagemerit system that meets the requirements of two or more management
standards.

bystem
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Information security, cybersecurity and privacy

protection — Information security management systems

— Requirements

1 Scope

This document specifies the requirements for establishing, implementing, maintaining and-cont|
improving an information security management system within the context of the organizatio
document also includes requirements for the assessment and treatment of information securit]
tailored to the needs of the organization. The requirements set out in this document are generic 3
intended to be applicable to all organizations, regardless of type, size or nature: Excluding any
requirements specified in Clauses 4 to 10 is not acceptable when an organization claims confor
this document.

2 Normative references

The following documents are referred to in the textin such@'way that some or all of their (
constitutes requirements of this document. For-dated refetences,-only the edition cited appli
undated references, the latest edition of the referenced document (including any amendments)

ISO/IEC 27000, Information technology — Security.techniques-— Information security mana
systems — Overview and vocabulary

3 Terms and definitions
For the purposes of this document, theterms and definitions given in ISO/IEC 27000 apply.

[SO and [EC maintain terminology.databases for use in standardization at the following address

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Context of the organization

4.1, Understanding the organization and its context

The organization shall determine external and internal issues that are relevant to its purpose a
affect’its ability to achieve the intended outcome(s) of its information security management syst|

inually
h. This
y risks
nd are
of the
mity to

ontent
s. For
plies.

jement

N

nd that
Em.

NOTE Datarmininag thaca iccuac vraforc to actabliching
T™NO-TTr et tHES eSS e T e 5O C5 A oTSH S

HRHRE fers
considered in Clause 5.4.1 of ISO 31000:2018[51.

tha aviarnal and intarnal contact oaftha oeaay
tHe-exteriaraierHteFiar-cohtexeor+tie-6rEat

4.2 Understanding the needs and expectations of interested parties
The organization shall determine:
a) interested parties that are relevant to the information security management system;

b) the relevant requirements of these interested parties;

ization

c) which of these requirements will be addressed through the information security management

system.
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NOTE The requirements of interested parties can include legal and regulatory requirements and contractual
obligations.

4.3 Determining the scope of the information security management system

The organization shall determine the boundaries and applicability of the information security
management system to establish its scope.

When determining this scope, the organization shall consider:

a) the external and internal issues referred to in 4.1;
b) the¢ requirements referred to in 4.2;

c) interfaces and dependencies between activities performed by the organization,and those that are
pefrformed by other organizations.

The scppe shall be available as documented information.

4.4 Information security management system

The organization shall establish, implement, maintain and continually impreve an.information security
management system, including the processes needed and their interactions, innaceordance with the
requirgments of this document.

5 Legadership

5.1 lLeadership and commitment

Top nagement shall demonstrate leadership, and commitment with respect to the information
securify management system by:

a) enpuring the information security policy ‘and the-information security objectives are established
and are compatible with the strategic/direction of the organization;

b) enpuring the integration of the information security management system requirements into the
organization’s processes;

c) enpuring that the resources’needed for the information security management system are available;

d) communicating the importance of effective information security management and of conforming
tolthe information.security management system requirements;

e) enpguring thatthe information security management system achieves its intended outcome(s);

f)~ diyectingsand supporting persons to contribute to the effectiveness of the information security
management system;

o b 1 i pa|
g) pr oTrotg cotttar i proveentant

h) supporting other relevant management roles to demonstrate their leadership as it applies to their
areas of responsibility.

NOTE Reference to “business” in this document can be interpreted broadly to mean those activities that are
core to the purposes of the organization’s existence.
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5.2 Policy
Top management shall establish an information security policy that:

a) is appropriate to the purpose of the organization;

b) includesinformation security objectives (see 6.2) or provides the framework for setting information

security objectives;

c) includesa commitment to satisfy applicable requirements related to information security;

4

d) includes a commitment to continual improvement of the information security. managemeént’g
The information security policy shall:

e) be available as documented information;

f) be communicated within the organization;

g) be available to interested parties, as appropriate.

5.3 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for roles relevant to infor
security are assigned and communicated within the organizatien.

Top management shall assign the responsibility-and authority for:

a) ensuring that the information security management system conforms to the requirements
document;

b) reporting on the performance of the inforimation security management system to top manag

NOTE Top management can (also assign-responsibilities and authorities for reporting performanc

information security management systemxwithin the organization.

6 Planning
6.1 Actionsto addressrisks and opportunities

6.1.1 <General

Wheri planning,for theé information security management system, the organization shall cq
the issues_referred to in*4.1 and the requirements referred to in 4.2 and determine the ris
opportunities that need to be addressed to:

a) ,ensure the information security management system can achieve its intended outcome(s);

ystem.

mation

of this

ement.

b of the

nsider
ks and

b)) prevent, or reduce, undesired effects;

c) achieve continual improvement.
The organization shall plan:
d) actions to address these risks and opportunities; and

e) howto

1) integrate and implement the actions into its information security management system

processes; and

2) evaluate the effectiveness of these actions.
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6.1.2
The or

Information security risk assessment

ganization shall define and apply an information security risk assessment process that:

a) establishes and maintains information security risk criteria that include:

1y
2)

the risk acceptance criteria; and

criteria for performing information security risk assessments;

b) enpures that repeated information security risk assessments produce consistent,. valid apd

co

mparable results;

c) identifies the information security risks:

1y

2)

apply the information security risk assessment process to identify risks associated with
the loss of confidentiality, integrity and availability for information‘within the‘scope of the
information security management system; and

identify the risk owners;

d) anplyses the information security risks:

1y
2)
3)
e) ev
iy
2)
The or
proces
6.1.3
The or
a) se
as

b) de

assess the potential consequences that would result if the risks‘identified.in.6.1.2 c) 1) were to
materialize;

assess the realistic likelihood of the occurrence of the risks identified in 6.1.2 c) 1); and
determine the levels of risk;

hluates the information security risks:

compare the results of risk analysis with therisk criteria established in 6.1.2 a); and
prioritize the analysed risks far'risk treatment.

panization shall retain documentedAnformation about the information security risk assessment
5.

Information security risk:treatment
banization shall define and apply aninformation security risk treatment process to:

ect appropriate_information. security risk treatment options, taking account of the risk
bessment results;

termine allseontrols that are necessary to implement the information security risk treatment

opltion(s) ehosen;

NG

TEA Y Organizations can design controls as required, or identify them from any source.

2

c) co
ne

cessary controls have been omitted;

+1 + 1 h - : h 4 12 1 P S | . A A 1 L P
opdic uUlc LCUILILTULS UTLCTIIIICU 111N D. 1.0 U) dDOVE WILIL LIUSC 11T ALTNICX A dIIU VETILy LUildl 110

NOTE2 Annex A contains a list of possible information security controls. Users of this document are
directed to Annex A to ensure that no necessary information security controls are overlooked.

NOTE 3 Theinformation security controls listed in Annex A are not exhaustive and additional information
security controls can be included if needed.

d) produce a Statement of Applicability that contains:

the necessary controls (see 6.1.3 b) and c));
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— justification for their inclusion;
— whether the necessary controls are implemented or not; and
— thejustification for excluding any of the Annex A controls.

e) formulate an information security risk treatment plan; and

f) obtain risk owners’ approval of the information security risk treatment plan and acceptance of the

residual information security risks.

The organization shall retain documented information about the information security risk’tre
process.

NOTE4  The information security risk assessment and treatment process in this.documentaligns v
principles and generic guidelines provided in ISO 31000[=1,

6.2 Information security objectives and planning to achieve them

The organization shall establish information security objectives at releyant functions and levels
The information security objectives shall:

a) be consistent with the information security policy;

b) be measurable (if practicable);

c) take into account applicable information security:requirements, and results from risk asse
and risk treatment;

d) be monitored;

e) becommunicated;

f) beupdated as appropriate;

g) Dbe available as documented information.

The organization shall retain documentéed.information on the information security objectives.
When planning how to achieve its information security objectives, the organization shall determ
h) what will-be done;

i) whatresouftees will'be required;

j)~-.who willbe responsible;

k) whelrit will be completed; and

1)~ “how the results will be evaluated.

htment

rith the

ssment

ine:

6.3 Planning of changes

When the organization determines the need for changes to the information security management

system, the changes shall be carried out in a planned manner.

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=715a7cfa23e96fa767b83bc188a6f3d6

ISO/IEC 27001:2022(E)

7 Support

7.1 Resources

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the information security management
system.

7.2 (ompetence
The organization shall:

a) defermine the necessary competence of person(s) doing work under its control that affects its
information security performance;

b) enpsure that these persons are competent on the basis of appropriate, education, training, or
experience;

c) where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken; and

d) refain appropriate documented information as evidence of competence.

NOTE Applicable actions can include, for example: the provision of training to, the:mentoring of, or the re-
assignrhent of current employees; or the hiring or contracting of competent persons:

7.3 Awareness
Persons doing work under the organization’s control shall be aware-of:
a) the information security policy;

b) their contribution to the effectiveness of the information security management system, including
the benefits of improved information security perfermance; and

c) the implications of not_conforming with, the information security management system
refuirements.

7.4 Communication

The orjganization shall détermine the need for internal and external communications relevant to the
informjation security nianagement system including:

a) onwhatto communicate;
b).. Wwhen to comymunicate;

c) ~with-whom to communicate;

d) how to communicate.
7.5 Documented information

7.5.1 General
The organization’s information security management system shall include:

a) documented information required by this document; and

6 © ISO/IEC 2022 - All rights reserved
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b) documented information determined by the organization as being necessary for the effecti
of the information security management system.

veness

NOTE The extent of documented information for an information security management system can differ

from one organization to another due to:
1) the size of organization and its type of activities, processes, products and services;

2) the complexity of processes and their interactions; and

3) the competence oI persons.

7.5.2 Creating and updating

When creating and updating documented information the organization shall.ensure appropriatg:

a) identification and description (e.g. a title, date, author, or reference number);
b) format (e.g.language, software version, graphics) and media (e:g. papenrelectronic); and

c) review and approval for suitability and adequacy.

7.5.3 Control of documented information

Documented information required by the information security management system and by this

document shall be controlled to ensure:

a) itisavailable and suitable for use, where and wheiit'is needed; and

b) itis adequately protected (e.g. from-loss of confidentiality; improper use, or loss of integrity).

For the control of documented infarmation, the orgarization shall address the following activi
applicable:

c) distribution, access, retrieval and=use;

d) storage and preservation, including the preservation of legibility;
e) control of changes'(e.g. version control); and

f) retention and disposition.

Documented. information of.external origin, determined by the organization to be necess{
the planning and\eperation. of the information security management system, shall be identi
appropriate, and-contreiled:

NOTE Aecess can imply a decision regarding the permission to view the documented information
the perntission and authority to view and change the documented information, etc.

8- Operation

Lies, as

iry for
fied as

pnly, or

8.1 Operational planning and control

The organization shall plan, implement and control the processes needed to meet requirements,
implement the actions determined in Clause 6, by:

— establishing criteria for the processes;

— implementing control of the processes in accordance with the criteria.

and to

Documented information shall be available to the extent necessary to have confidence that the

processes have been carried out as planned.
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The organization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that externally provided processes, products or services that are relevant
to the information security management system are controlled.

8.2 Information security risk assessment

The organization shall perform information security risk assessments at planned intervals.or when
signifi¢ant changes are proposed or occur, taking account of the criteria established in 6.1.2-a}.

The orjganization shall retain documented information of the results of the information security.pisk
assessments.

8.3 Information security risk treatment
The organization shall implement the information security risk treatment plan.

The orjganization shall retain documented information of the results'of the infermation security risk
treatment.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation
The organization shall determine:
a) what needs to be monitored and measured, including information security processes and controls;

b) the methods for monitoring, measurement, @analysistand evaluation, as applicable, to ensure
valid results. The methods selected should-produce. comparable and reproducible results to be
copsidered valid;

c) when the monitoring and measuringshall be performed;

d) who shall monitor and measure;

e) when the results from mopitoring and-measurement shall be analysed and evaluated;
f)  who shall analyse and.evaluate these results.

Docunjented informatief shallbe available as evidence of the results.

The organizationsshall evaluate the information security performance and the effectiveness of the
informfation se€urity management system.

9.2 Internal audit

9.2.1 General

The organization shall conduct internal audits at planned intervals to provide information on whether
the information security management system:

a) conforms to

1) the organization’s own requirements for its information security management system;

8 © ISO/IEC 2022 - All rights reserved
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2) therequirements of this document;

b) is effectively implemented and maintained.

9.2.2 Internal audit programme

The organization shall plan, establish, implement and maintain an audit programme(s), including the

frequency, methods, responsibilities, planning requirements and reporting.

Whemestabtishing theimtermataudit programme(s); the organization statt consider the mmport
the processes concerned and the results of previous audits.

The organization shall:
a) define the audit criteria and scope for each audit;
b) select auditors and conduct audits that ensure objectivity and the‘impartiality of the audit p

c) ensure that the results of the audits are reported to relevant management;

nnce of

Focess;

Documented information shall be available as evidence of the imiplementation of the audit progragnme(s)

and the audit results.
9.3 Management review

9.3.1 General

Top management shall review the organization's information security management system at p|
intervals to ensure its continuing suitability, adequacy and effectiveness.

9.3.2 Management review inputs
The management review shallinclude,considerationof:
a) the status of actions'from previous management reviews;

b) changes in external and internal issues that are relevant to the information security manag
system;

c) changes in needs‘and expectations of interested parties that are relevant to the infor
security management system;

d) feedback onthe information security performance, including trends in:
1) nenconformities and corrective actions;
2)—monitoring and measurement results;

3) auditresults;

[anned

Fement

mation

4) fulfilment of information security objectives;
e) feedback from interested parties;
f) results of risk assessment and status of risk treatment plan;

g) opportunities for continual improvement.

9.3.3 Management review results

The results of the management review shall include decisions related to continual improvement

opportunities and any needs for changes to the information security management system.
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Documented information shall be available as evidence of the results of management reviews.

10 Improvement

10.1 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the information
security management system.

10.2 Nonconformity and corrective action

h nonconformity occurs, the organization shall:
hct to the nonconformity, and as applicable:
take action to control and correct it;

deal with the consequences;

hluate the need for action to eliminate the causes of nonconformity, imerder thatit does not recur
occur elsewhere, by:

reviewing the nonconformity;
determining the causes of the nonconformity;-and

determining if similar nonconformities exist; or could*potentially occur;

imjplement any action needed;

Fiew the effectiveness of any corrective actigirtaken;and

ike changes to the information.securitymanagement-system, if necessary.

tive actions shall be appropriate to the effects of the nonconformities encountered.
ented information-shall be available as evidence of:

e nature of the nonconformities and any subsequent actions taken,

e results of'any corrective action.

When
a) re
1y
2)
b) ev
or
By
2)
3)
<)
d) re
e) mq
Corred
Docunj
f) th
g) th
10
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Annex A
(normative)

Information security controls reference

The information security controls listed in Table A.1 are directly derived from and aligned with those
listed in ISO/IEC 27002:2022[], Clauses 5 to 8, and shall be used in context with 6.1.3.

Table A.1 — Information security controls

Organizational controls

5.1 Policies for information secu- |Control
rity Information security policy andtopic-specific policies shall be fe-
fined, approved by management, published, communicated to gnd
acknowledged by relevant personneldnd relevant interested pprties,

and reviewed at planned'intervals'and if significant changes odcur.

5.2 Information security roles and|Control

responsibilities Information sécurity rolés)and responsibilities shall be defined and

allocated according te-the orgarization needs.

5.3 Segregation of duties Control
Conflicting duties'and conflicting areas of responsibility shall pe seg-
regated.

5.4 Management responsibilities | Control

Management shall require all personnel to apply information s¢curity
in accordance with the established information security polig¢y, top-
icyspecific policies and procedures of the organization.

5.5 Contact with authorities Control
The ‘organization shall establish and maintain contact with r¢levant
authorities.
5.6 Contact with speeial interest|{Control
groups The organization shall establish and maintain contact with §pecial
interest groups or other specialist security forums and profepsional
associations.
5.7 Threatntelligenice Control
Information relating to information security threats shall be cdllected
and analysed to produce threat intelligence.
5.8 Information security in project|Control
management

Information security shall be integrated into project managemknt.

Nl
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other associated assets

)]}

An inventory of information and other associated assets, including
owners, shall be developed and maintained.

5.10 Acceptable use of information|Control

and other associated assets Rules for the acceptable use and procedures for handling information and

other associated assets shall be identified, documented and implemented.

5.11 Return of assets Control

Personnel and other interested parties as appropriate shall return all
the organization’s assets in their possession upon change or termination
of their employment, contract or agreement.

© ISO/IEC 2022 - All rights reserved 11
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Table A.1 (continued)
5.12 Classification of information |Control
Information shall be classified according to the information security
needs of the organization based on confidentiality, integrity, availability
and relevant interested party requirements.
5.13 Labelling of information Control
An appropriate set of procedures for information labelling shall be
developed-andimplemented-inaccordancewith-the-infermaticrelas
sification scheme adopted by the organization.
5.14 Information transfer Control
Information transfer rules, procedures, or agreements shall lfesin place
for all types of transfer facilities within the organization.and between
the organization and other parties.
5.15 Access control Control
Rules to control physical and logical. access to ihformation and other
associated assets shall be established and implemented based on busi-
ness and information security requirements:
5.16 Identity management Control
The full life cycle of identities shalkbe.managed:
5.17 Authentication information Control
Allocation and management of authentication information shall be
controlled by a management process, including advising personnel on
appropriate handling of‘authentication information.
5.18 Access rights Control
Access rights to information and other associated assets shall be
provisioned, reviewed; modified and removed in accordance with the
erganizationr’s’topic<specific policy on and rules for access control.
5.19 Information security in supplier!{ Control
relationships Processes and procedures shall be defined and implemented to manage
the'information security risks associated with the use of supplier’s
products-or services.
5.20 Addressing information sectirity | Control
within suppli¢ragreements Relevant information security requirements shall be established and
agreed with each supplier based on the type of supplier relationship.
5.21 Managing information security | Control
Lr;cteﬁ?c::'igzlrﬂlﬁgm z}?ch)osrlrllm?- Processes and procedures shall be defined and implemented to manage
hain &Y PPY!the information security risks associated with the ICT products and
services supply chain.
5:22 Monitering, review and change | Control
magagement of supplier services The organization shall regularly monitor, review, evaluate and manage
change in supplier information security practices and service delivery.
5.23 Information security for use of|Control
cloud services N . .
Processes for acquisition, use, management and exit from cloud services
shall be established in accordance with the organization’s information
security requirements.
5.24 Information security incident|Control
Tai?jfement planningand prepa- The organization shall plan and prepare for managing information secu-
rity incidents by defining, establishing and communicating information
security incident management processes, roles and responsibilities.
12 © ISO/IEC 2022 - All rights reserved
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Table A.1 (continued)
5.25 Assessment and decision on in-|Control
formation security events The organization shall assess information security events and decide if
they are to be categorized as information security incidents.
5.26 Response to information security | Control
incidents . . . .
Information security incidents shall be responded to in accordance with
the documented procedures.
5.27 Learning from information se-|control
curity incidents Knowledge gained from information security incidents shall be psed to
strengthen and improve the information security controls:
5.28 Collection of evidence Control
The organization shall establish and implement procedures for thje iden-
tification, collection, acquisition and preservation of evidence related
to information security events.
5.29 Information security during|Control
disruption The organization shall plan how tommdintain information securify atan
appropriate level during disrupgien:
5.30 ICT readiness for business con- | Control
tinuity ICT readiness shail be plannhed, implemented, maintained and|tested
based on business contifwity objectives and ICT continuity requir¢ments.
5.31 Legal, statutory, regulatory and | Control
contractual requirements Legal, statutorysregulatory and contractual requirements releyant to
information security and the organization’s approach to meef these
requirements’shall he identified, documented and kept up to date.
5.32 Intellectual property rights Control
Theorganization shall implement appropriate procedures to protect
intellectual property rights.
5.33 Protection of records Control
Recoardssshall be protected from loss, destruction, falsification|, unau-
thorized access and unauthorized release.
5.34 Privacy and protectionof person- | Control
alidegtifiable ipfghation (R The organization shall identify and meet the requirements regarding
the preservation of privacy and protection of PIl according to applicable
laws and regulations and contractual requirements.
5.35 Indepehdent review of informa- | Control
tioppegurity The organization’s approach to managing information secur{ty and
its implementation including people, processes and technologi¢s shall
be reviewed independently at planned intervals, or when significant
changes occur.
5:36 Compliance with policies, rules|Control
and standards for information
; Compliance with the organization’s information security policy, top-
security ) . g .
ic-specific policies, rules and standards shall be regularly reviewed.
5.37 Documented operating proce-|Control
dures Operating procedures for information processing facilities shall be
documented and made available to personnel who need them.

© ISO/IEC 2022 - All rights reserved
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Table A.1 (continued)

People controls

Screening

Control

Background verification checks on all candidates to become personnel
shall be carried out prior to joining the organization and on an ongoing
basis taking into consideration applicable laws, regulations and ethics
and be proportional to the business requirements, the classificationof
the information to be accessed and the perceived risks.

6.2

Terms and conditions of em-
ployment

Control

The employment contractual agreements shall state the personnel's and
the organization’s responsibilities for information secuirity.

6.3

Information security awareness,
education and training

Control

Personnel of the organization and relevant interested parties shall receive
appropriate information security awareness, education and training
and regular updates of the organization's information security policy,
topic-specific policies and procedures, as relevant for their job function.

6.4

Disciplinary process

Control

A disciplinary process shall be formaliZed ‘and communicated to take
actions against personnel.and other rélevant.interested parties who
have committed an information security policy violation.

6.5

Responsibilities after termination
or change of employment

Control

Information security respansibilities and duties that remain valid after
termination or change of\employment shall be defined, enforced and
communicated to releivant personneland other interested parties.

6.6

Confidentiality or non-disclosure
agreements

Control

Confidentialityor non-disclosure agreements reflecting the organ-
ization’s needs for the protection of information shall be identified,
documented, regularly reviewed and signed by personnel and other
relevantinterested parties.

6.7

Remote working

Control

Security measures shall be implemented when personnel are working
remotely to protect information accessed, processed or stored outside
the organization’s premises.

6.8

Information.security event re-
porting

Control

The organization shall provide a mechanism for personnel to report
observed or suspected information security events through appropriate
channels in a timely manner.

Physical controls

Physical'security perimeters

Control

Security perimeters shall be defined and used to protect areas that
contain information and other associated assets.

7.2

Phvysical entry

Control

Secure areas shall be protected by appropriate entry controls and
access points.

7.3

Securing offices, rooms and fa-
cilities

Control

Physical security for offices, rooms and facilities shall be designed and
implemented.

7.4

Physical security monitoring

Control

Premises shall be continuously monitored for unauthorized physical
access.

14
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