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_ _Foreword

Cybercrime is on the rise, growing increasingly
severe and sophisticated as hackers develop ever
more advanced techniques. In this fast-changing
landscape, it can seem difficult or even impossible to
keep track of cyber-risks. At ISO, we are ready with
support and solutions to help small and mediums
sized enterprises (SMEs) safely navigate this
process.

This handbook focuses on guiding SMEs in developing'and implementing
an information security management system (ISMS) in.accordance with
ISO/IEC 27001, in order to help protect yourselves from cyber-risks.

SMEs account for the vast majority of businessés worldwide and often have
specific needs. International Standards help-you to compete on a level playing
field with bigger enterprises, gaining,access to global markets, reducing costs
and building customer confidence that your products are safe and reliable.
We understand the unique challenges you face as SMEs — whether due to
lack of money, resources or a‘full understanding of the issues —that can lead
to your security being compromised.

ISO/IEC 27001 is the world’s leading standard for ISMSs, providing
organizations with.guidance on establishing, implementing, maintaining and
continually improving an ISMS. It defines requirements for an ISMS and helps
organizations,secure their information assets by identifying and managing
risks — something which is vital in today’s digital world. The requirements that
ISO/IEC:27001 describes are generic and are designed to be both scalable
and<lexible, and hence apply to all types of organization, regardless of their
size or the nature of their business activities or sector.

Implementing ISO/IEC 27001 means that your organization or business has
put in place a system to manage risks related to the security of data owned or
handled by the company, and that this system respects all the best practices
and principles enshrined in the standard
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By using ISO/IEC 27001, you demonstrate to stakeholders and customers
that you are committed to managing information securely and safely. It is

a unique way to promote your organization, celebrate your achievements
and prove that you can be trusted. In addition, the holistic approach of
ISO/IEC 27001 means that the entire organization is covered, not just IT.
People, technology and processes all benefit.

This handbook was developed by experts from the joint ISO and

IEC technical community on information security, cybersecurity and
privacy protection. | sincerely hope it will support your enterprise’s
efforts in developing an ISMS that acts as a tool for risk management;
cyber-resilience and operational excellence. By doing so, we hope
your organization will set the standard and emerge as a leaderin your

industry.

Sergio Mujica
ISO Secretary-General
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About this handboaok

The aim of this handbook is to guide small and medium-sized enterprises
(SMEs) on developing and implementing an information security management
system (ISMS), based on the International Standard ISO/IEC 27001:2022,
Information security, cybersecurity and privacy protection — Information
security management systems — Requirement.

The remainder of this handbook will refer to this standard as ISO/IEC'27001
for brevity. The requirements that ISO/IEC 27001 describes are generic and
are designed to be both scalable and flexible, and hence apply.to all types of
organization, regardless of their size or the nature of their busSiness activities
or the sector. This handbook focuses on guiding SMEs.

Strictly speaking, an SME is in practice an organizatioh. However, SMEs do
not normally consider themselves as organizations, as the term typically
refers to an entity which is larger in size and complexity. Therefore, this
handbook frequently uses the term enterprise;’which is consistent with the
recognized concept of SMEs.

In this context, the term enterprise includes all organizations that use,
process, exchange and store information for their own internal needs and

on behalf of others, such as their customers or suppliers. Examples of
enterprises are small family businesses, manufacturers, distributors, schools,
retail outlets, law firms,charitable foundations, care homes and community
medical centres,

This handbook consists of a number of sections that readers can apply and
refer to separately, as the need arises. As such, the handbook is a supporting
document for SMEs applying ISO/IEC 27001. Therefore, this handbook neither
adds requirements, nor modifies existing ones.

6

ISO/IEC 27001:2022 - A practical guide


https://standardsiso.com/api/?name=39c061a0abd5afb76e85e0a231c04f16

When compared with larger entities, SMEs face particular challenges when
developing an ISMS, such as the availability of resources. With a limited

number of employees, an SME might not be able to dedicate a team to
manage an ISMS. Therefore, individuals within an SME would be expected to
include information security in addition to their main roles. Another challenge
is the cost involved in developing and maintaining an ISMS. There are many
factors that mean the costs can be lower than those in a large organization.
Communications, for example, can often be simple and more direct, decision?
making is usually simpler, involving just a few people, management can be
more straightforward due to simpler structures, and risk management.i$
generally less complicated.

From an SME's perspective, the time and money spent on an ISMS should

be seen as an investment, providing business opportunities while showing

a return on the investment, including protecting the enterprise’s information
and providing assurance and confidence to its customérs. As ISO/IEC 27001
is a flexible and scalable standard, these challenges stiould not be a barrier to
a small enterprise implementing the standard.
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inf . .

management systems

What is an ISMS?

A management system is defined as a set of interrelated or interacting
elements of an organization to establish policies and objectives, as well

as processes to achieve those objectives. In simple terms, a management
system is the way an enterprise directs and controls those business activities
that are related (either directly or indirectly) to achieving its\intended
objectives and results.

For an ISMS, the objectives are the preservation of thé.confidentiality,
integrity and availability of the information under<ts control. Your business
activities should be directed, controlled and mahaged in a way that

achieves these information security objectives? This needs to consider the
requirements of relevant interested parties-in the planning, operation and
management of your ISMS in order to.achieve these objectives. For example,
an interested party could be one ofsyour customers and their requirements
associated with your products and'services.

ISO/IEC 27001 specifies the requirements for establishing, implementing,
maintaining and continually improving an ISMS.

ISO/IEC 27001 should-not be confused with other security standards;

for example those.which specify explicit requirements and techniques for
protecting ITproducts, networks and services. ISO/IEC 27001 specifies
requirements)for good management practices in order to achieve information
security. management but without referencing any particular type of IT
product, network or service.

Implementing and using an ISMS should not result in excessive rules,
paperwork and documentation, or lack of flexibility, and it should not be
a financial burden. The implementation, use and maintenance of an ISMS
should be considered an investment that will provide a return in the form
of benefits and improvements to your information security.
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All enterprises will already have some form of management system in place
and this should be the basis on which their information management system

is built. Therefore, it is likely that your enterprise could already fulfil at least
some of the requirements included in ISO/IEC 27001 but has simply not yet
organized its activities into a formal ISMS.

Why have an ISMS?

It is a strategic decision of the enterprise whether to implement an ISMS.

It does so to protect its information against threats and risks. Such threats
can include, for example the online theft or unauthorized modification ot
information. Customers might also want assurances that an entergrise
protects their information. Moreover, there could be a law or regulation that
requires certain types of information be protected, such as personal data.

An ISMS provides a systematic approach to fulfilling the-itiformation
security objectives and requirements of an enterpris€ which should lead to
improvements to information security.
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_____Using the handbook

Target audience

The target audience for this handbook is SMEs. This includes all types of
small enterprise, covering all kinds of business activity and different styles, 6f
management and ownership that differentiates them from medium and farge
organizations.

Getting started

Initially, SMEs should use this handbook to understand both\the requirements
of ISO/IEC 27001, and what an ISMS is.

It is important to note that it is not the intention of ISO/IEC 27001 to impose
a totally new way of managing an enterprise. An eqterprise should continue
to use its existing management processes as much as possible and adapt or
extend them, if necessary, to implement an, effective ISMS. For an enterprise
to follow this advice, it should look at how it manages its business and how
it currently operates in order to custamise its systems where necessary, to
satisfy the requirements of ISO/IEC27001. Hence an enterprise does not
need to start from the very beginning; it should use what is already in place
and adapt this as necessary.

A small enterprise will havé many management aspects related to its
business that are more’straightforward and less complex than those of a
medium-to-largerorganization. For example, decision-making is often a less
complicated proeess. Therefore, for a small enterprise these examples can be
advantageous and make the implementation of ISO/IEC 27001 much easier.

Therefore, you will need to analyse which requirements of ISO/IEC 27001
applyto your enterprise and whether or not you are satisfying these
reguirements.

If you are using the 2013 version of ISO/IEC 27001, you will need to review
your current practices, and then update them to satisfy the requirements of
the 2022 version.
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Getting help and support

There are many sources that give information and advice (see Annex C):

» industry or professional associations, especially those that can provide
guidance to SMEs;

« government departments that specialise in SME support and advice;
« national standards bodies;

« Internet websites containing information about ISMS, for example, ISO
(iso.org/standard/27001, committee.iso.org/home/jtc1sc27);

« training course providers;
» certification bodies;
» consultants.

These sources may help you understand what your, erterprise needs to do
to implement an ISMS. Next, your enterprise needs,to decide whether to go
ahead with an ISMS. If your enterprise decides;to'go ahead, it then needs to
determine how much of the work it can doahd how much help it needs from
external sources.

Your enterprise will need to consider'what resources (people and time) it has
available to do the work and this . will determine how much additional help it
might need. Again, the sources.isted above may be able to provide additional
help but your enterprise will\need to take account of any associated costs.

Before using external sources of help, the following need to be noted and
considered:

« Your ISMS Will be unique to your enterprise; therefore, any generic
solutions provided by external sources cannot always be adapted to your
specificneeds and business requirements.

« Twoareas of misunderstanding and common failure are:

o Not all levels of management get involved — ISO/IEC 27001 requires
all levels of management to commit to the ISMS and get involved in
its operation.

o Your personnel do not get actively involved when implementing the

ISMS = ISQ/IEC 27001 mqnimq commitment and Innr'rir‘ilnn'rinn at all
levels of an enterprise. For example, consultants may not replace
your management or personnel, nor may consultants manage your
enterprise, speak, lead or make decisions on your behalf.

ISO/IEC 27001:2022 - A practical guide
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Implementing the ISMS yourself

Taking into account these requirements and the avallable resources, your
enterprise may either implement an ISMS with or without external support -
this is a decision that only an enterprise’s management can make.

It is important to remember that it is your enterprise that has overall
responsibility for its own ISMS. This responsibility cannot be delegated or
assigned outside your enterprise even if you use an external source, such as
a consultant.

There is no reason for you to make significant changes to the way\year
enterprise operates or manages its business. Some aspects ofiyour
enterprise may need to be adapted to meet the requirements.of

ISO/IEC 27001, but it is up to your enterprise how you are-geing to
implement the standard — ISO/IEC 27001 is flexible andrable to be used by all
organizations and enterprises. There is no requirement in ISO/IEC 27001 for
significant changes to be made to your current:way of doing business.

Using a consultant

If you decide to use a consultant to helpand guide you through implementing
the requirements in ISO/IEC 27001{then you need to be rigorous in your
selection. Also, you need to be c¢tear what a consultant can do for you and
what they should not do. A eonsultant could help you with a preliminary
assessment of your currentactivities compared with the requirements of
ISO/IEC 27001, and traihing and awareness and some aspects of
implementation. Howeéver, a consultant cannot be responsible or accountable
for implementing the ISMS, make management decisions, or take the
leadership or\ownership roles for your ISMS.

When selecting a consultant, your enterprise should undertake a thorough
and dareful examination of the qualifications, credentials, references and
knowledge and experience of ISMS.

There needs to be a clear understanding between your enterprise and the
consultant regarding scope of work, roles and responsibilities, milestones,
confidentiality agreements, impartiality, regular and effective communications
and reporting and any specific requirements of the enterprise. In order to
inspire ownership of the ISMS and commitment to it, people in your enterprise

chaorld ba activab s vaarleim vty +i ol ant
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Information security management system

certification

Certification is a demonstration that your ISMS conforms to the requirements
of ISO/IEC 27001 and is carried out by an independent third party.
Certification of an ISMS is not mandatory; it is the decision of your enterprise.
There are several factors that might influence your decision; for example,

one of the customers to whom you supply products or services could
request certification, there may be statutory or regulatory requirements

for certification or it might give you a competitive advantage if you gain
certification. Annex B of this handbook provides more details about
certification.

Guidance on what
ISO/IEC 27001 means
to SMEs

According to the World Bank', SMEs a¢Count for the vast majority of
businesses worldwide and are important contributors to global economic
development and job creation. SMEs represent about 90% of businesses
globally —and approximately(®9% in the European Union — while SMEs provide
more than half of all employment. Therefore, it can be said that, collectively,
SMEs form the largest set of businesses in the world.

The specialist, international working groups that write International Standards
have created such standards to assist SMEs, just as they do for larger
organizatiofis)In particular, SMEs should be able to share in the gains and
benefitsin’efficiency and effectiveness offered by ISO/IEC 27001.

Thisthandbook briefly summarises the requirements of each clause and
subclause of ISO/IEC 27001, and then provides guidance to help understand
these requirements. The guidance also includes examples and case studies.

1 https://www.worldbank.org/en/topic/smefinance
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____ Terminolagy

When using ISO/IEC 27001, note that certain words and phrases have
particular significance or meaning specific to their context. The following
verbal forms have a specific meaning in ISO and are applicable to all

ISO documents.

Verbal form Definition

shall to express requirements — alternative words are: is t@, needs to
should to express recommendations Q Os\
may to express permission \\QO
&
can to express possibility or capabili@s\
X

For most words used in ISO/IEC.27001 the dictionary definition applies,
particularly common terms.

Some terms specific to.infofmation security management systems are shown
below, while ISO 27000 describes the vocabulary applied to ISMS:

.

audit systematic and independent process for obtaining evidence and
%\ evaluating it objectively to determine the extent to which the audit
Q criteria are fulfilled
@zbility property of being accessible and usable on demand by an authorized
; entity
»
competence ability to apply knowledge and skills to achieve intended results
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Term Definition

confidentiality property that information is not made available or disclosed to
unauthorized individuals, entities, or processes

N
continual recurring activity to enhance performance QQ
improvement /\
corrective action action to eliminate the cause of a nonconformity and to frevent

recurrence

",

effectiveness extent to which planned activities are realize@p planned results

achieved <<

O
integrity property of accuracy and completenéss
L\
nonconformity non-fulfiment of a requirge\@
R\
objective result to be achieved
objective data supporﬂﬁ@the existence or verity of something
evidence - O
AN

performance measurable result

0N

requirement C) need or expectation that is stated, generally implied or obligatory

'ax
review. activity undertaken to determine the suitability, adequacy and
effectiveness of the subject matter to achieve established objectives
’vTSK effect of uncertainty on objectives

top management  person or group of people that directs and controls an organization at
the highest level

ISO/IEC 27001:2022 - A practical guide 15
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How to use this handbook

This handbook follows the same structure of ISO/IEC 27007, and reflects

the ten sections (or clauses of this International Standard. Each section and
subsection will begin with a short summary of the requirements of each
specific clause or subclause of ISO/IEC 27001, and then provides guidance on
what this means and what an enterprise needs to do. Additionally, there are
also case studies which provide examples of how organizations can meet'the
requirements of ISO/IEC 27001.

Lastly, this handbook does not duplicate the clauses in ISO/IEC 27001, so
a reader should refer to the applicable clauses of the standard swheh reading
the handbook.

The Foreword
of ISO/IEC 27004

The Foreword of ISO/IEC 27001 lists thetechnical details of ISO’s processes
of standards writing and approval. It also’explains that ISO/IEC 27001:2022
cancels and replaces the 2013 edition, which has been technically revised

to align with the Harmonized Structure for management system standards.
Annex A of ISO/IEC 27001 has-also been extensively revised and to align with
the information security controls described in ISO/IEC 27002:2022.

16
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Introduction

Introduction, 0.1 - General

The Introduction describes the purpose of ISO/IEC 27001, which is to
establish, implement, maintain and improve an ISMS. It then describes
the factors that influence the form, scale and function of an ISMS, and the
outcomes of implementing an effective ISMS.

This section adds that ISO/IEC 27001 is a foundation standard for ISMS,and
exists in a family of International Standards in the ISO/IEC 27000,series.

How you run your enterprise is unique to you. ISO/IEC 27001 gives you a
framework to create suitable management practices thatapplies to your
organization. The standard specifies requirements for an\ISMS that have
been recognized as being aligned with internationallf.accepted good practice
for running an organization.

The standard specifies a set of items that need'to be included in an ISMS,
but it does not specify how you do them. Hence, there is considerable
freedom and flexibility in meeting the infGrmation security requirements of
the standard.

You need to build your ISMS around your existing enterprise practices and
processes, i.e. the practices yau currently use, so that it becomes part of and
integrated within your current overall management structure and processes.

This subclause indicates that you do not need to align your documentation
with the clause structure of the standard, nor use the specific terminology in
it; instead, youcan-use the terms that you normally use in your organization.

An ISMS aims to give confidence that your enterprise is preserving the
confidentiality, integrity and availability of information by applying a risk
management process. This in turn provides assurance to interested parties
that.an enterprise is managing risks adequately, and that it is meeting any
associated statutory and regulatory requirements.

ISO/IEC 27001:2022 - A practical guide
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Introduction, 0.2 - Compatibility with other
—managementsystemstandards -

This part of the Introduction to ISO/IEC 27001 describes how the standard
uses the Harmonized Structure that is now applied within all management
system standards. This structure is specified in the ISO Directives, Part 1,
and sets out a format of ten sections containing mandatory text for all
management system standards.

Therefore, the Harmonized Structure provides a standard, harmonized
framework for all management systems. This in turn helps those enterprises
which want to implement a single management system based onjthe
requirements of two or more management system standards:

Following the Introduction, ISO/IEC 27001 specifies ten clauses which
conform to the ISO High Level Structure. The first three clauses, which are
the Scope, Normative references and Terms and{definitions, do not contain
mandatory requirements. The remaining seven:clauses do contain normative
or mandatory elements, and are therefore assessable for both internal and
external audits.

1. Scope

This describes the extent.of application of ISO/IEC 27001, for ISMS that
apply to all types and sizes of organization whose activities require the
management and control of information security.

Guidance

The Scopeexplains the purpose of the standard. This clause states that the
requirements of ISO/IEC 27001 are for an ISMS and focuses attention on the
preseryvation of the confidentiality, integrity and availability of information
byapplying a risk management process to give confidence to interested
parties that risks are adequately managed and that the ISMS meets customer
requirements and applicable statutory and regulatory requirements.

It also indicates that ISO/IEC 27001 is intended to be generic and applicable
to all organizations, regardless of their type or size or the products and
services they provide.

18 ISO/IEC 27001:2022 - A practical guide
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2. Normative references
This clause states which International Standards are mandatory and in this
case, there is only one such reference, which is ISO/IEC 27000, Information

technology — Security techniques — Information security management
systems — Overview and vocabulary.

Guidance

If a reference is normative, this means that users of ISO/IEC 27001 must refer
to the normative reference and apply it. ISO/IEC 27000 describes an qvefview
of ISMS and also describes the vocabulary for this field of application.
Therefore, your enterprise must know and understand the contents and
language of ISO/IEC 27000, and use the same language whenyreferring to
information security and ISMS.

ISO/IEC 27000 is a standard that contains a number of information security
definitions, including those terms used in ISO/IEC 27001.

Considering that ISO/IEC 27000 is a mandatory reference, it is advisable that
your enterprise at least has access to both'these International Standards.

Other references are listed in Annex C@f this handbook (References).

3. Terms and definitions

The activities described in-every International Standard have their own
terminology. ISO/IEC'27001 does not list any specific terminology, but instead
refers to ISO/IEC 27000, which includes the vocabulary applied to ISMS.

Guidance

In many IS©,standards, this clause contains a list of terms and their
definitions necessary for an understanding of the text; however, as all
terminology required for the use of ISO/IEC 27001 is given in ISO/IEC 27000,
you are directed to that standard instead.

The International Standards that ISO/IEC JTC 1/SC 27 has developed for both
information security management and ISMS use generic terms to describe
the relationship between the interested parties involved.

ISO hosts a useful online browsing platform (OBP) which includes a large
compendium of terms and definitions here: https://www.iso.org/obp.

ISO/IEC 27001:2022 - A practical guide 19
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4 Contextofthe
organization

This clause in ISO/IEC 27001 consists of four subclauses, which are:

4.1 Understanding the organization and its context

4.2 Understanding the needs and expectations of interested parties
4.3 Determining the scope of the ISMS

4.4 ISMS

Each of these is explored in turn.

Subclause 4.1 - Understanding thelorganization
and its context

The organization must determine the internal’and external issues that are
relevant to its business purpose and that.have an effect on its powers to
achieve the intended results of its ISMS:

The standard recommends that users refer to ISO 31000:2018, Risk
management Guidelines, subclause 5.4.1 of ISO 31000.

Guidance

The intent of this subclause is to understand the enterprise and its context by
determining the external and internal issues that are relevant to the business
purpose and strategic direction of your enterprise, and how this might have
an effect on its ability to achieve the intended results of its ISMS (i.e.. the
preservation of the confidentiality, integrity and availability of information).

Externaland internal issues can and do change - this can have an effect on
thezability of the ISMS to preserve the confidentiality, integrity and availability
of information. Therefore, you should make sure that the ISMS and its context
Wwithin the enterprise is monitored and reviewed at planned intervals and
through activities such as management review.

Information about external and internal issues can be gathered from many
sources, such as through internal documents, discussions and meetings
detailing inf . L - )
External sources of information might include national and international
press, relevant websites and government departments, small business and
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professional associations, professional and technical publications, workshops
and conferences and meetings with customers and other interested parties.
The information gathered from external sources needs to be understood and
adapted in the context of your enterprise; you need only consider that which
is important and relevant to your enterprise and not become overwhelmed

by the volume of information from external sources, such as the media and
websites. It is more important to take note of information from customers,
clients and suppliers that you do business with.

Examples of external issues can include, but are not limited to:

- economic factors, that may have an impact on the enterprise andhits
ISMS, such as national economy, money exchange rates, interest rates,
inflation, credit availability, wages, transportation costs;

» social factors, such as unemployment rates, safety requirements,
education levels, public, culture;

- political conditions, such as political stability, public investments, local
infrastructure, international trade agreements;

« technological trends that may have aniimpact on the enterprise and its
ISMS; this could be new technology and’its adoption by the enterprise,
new versions of software, materials’and equipment or patent expirations:

- contractual relationships, understanding your relationships with
customers and suppliers and ‘considering their requirements for
information security where appropriate to the provision of services and
products;

- market factorsgincluding market share, market trends, customer growth
trends, domestic and global issues, market stability, supply chain
relationships;

- statutoryand regulatory factors which affect the business, such as
pritacy regulations, cybersecurity laws, employment law, competition
regulations, import/export restrictions, intellectual property law, trade
union regulations and regulations related to a specific industry.

Internal issues can include:

« the overall performance of the enterprise;

: ncludinain . - .
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of the ISMS;

the enterprise, relationships with unions;

- operational factors, such as process/production and service provision
capabilities, performance of the ISMS, monitoring customer satisfaction;

- governance of the organization, such as rules and procedures for
decision-making or organizational structure.

The approach your enterprise takes to establish the context and determine
the issues is entirely yours to decide. A simple approach can be usefll for
your enterprise (dependent on the size and complexity of its busihess), such
as brainstorming meetings and asking ‘what if?’ questions. Your enterprise
may decide to use a SWOT analysis tool (strengths, weaknesses,
opportunities and threats).

E_c\)\ Case study \(\Q)

0
A small enterprise importing goods distribution for the car servicing trade
is a part of a supply chain. It ha;@ various type of information, including
that from foreign suppliers, ex ers, border control systems and customers.
The enterprise should deteh@e any external issues that may affect the
ability of the ISMS to pr@et this information.

')
—
E_C\)\ sg%tudy

A @I enterprise provides transport services to schools and is implementing
\SMS to protect all information related to the provision of these services and
\_Jts customers. The local government has various requirements related to the
~ security and safety of the children that the enterprise needs to comply with.
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(Y
EQ Case study

A small residential care-home for elderly people providing accommodation,
24-hour professional care, special medical needs and other support services.
The care home handles a lot of sensitive and personal information, including
medical data, financial data and personal data relating to its patients. The

care home is implementing an ISMS to protect all information related its /
patients, staff and carers. The enterprise might need to comply with several
government regulations and the ISMS would need to include provisions f%C)

these regulations.
o

Subclause 4.2 - Understanding the pe&eds and
expectations of interested parties

The organization has to determine which interested parties are relevant to
the ISMS, together with their requirements, and'which of these requirements
need to be addressed within the ISMS.

Guidance

The intent of this subclause is to make sure that your enterprise considers the
relevant requirements of all relevant interested parties. This covers more than
just those of your immediate{customers and helps to focus attention on those
parties that have an intefest’in your enterprise, which could have an impact

of your ISMS. Subclause. 4.1 of ISO/IEC 27001 helps to determine the relevant
interested parties-

Each enterprise.may generally have a different set of interested parties,
so your enterprise will have a relatively distinct set of interested parties.
An interested party may be identified by their possible influence or impact
on the performance of your enterprise and the decisions it needs to
makeY Of course, your enterprise may be affected by the decisions that an
interested party makes.

An interested party may create risks to your ISMS, for example, a member of
a supply chain connected to your system whose security is not good. Another
consideration in determining an interested party could be their potential

influence or impact on the market.
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Examples of interested internal parties include:

OWhers:
» shareholders;

« employees;

o staff.

Examples of interested external parties include:
« customers, clients;

» business partners;

- external providers and suppliers;

e Uusers;

« others working for the enterprise;

» bankers and insurance providers;

« statutory and regulatory authorities;

- owners of intellectual property;

e unions;

» trade associations;

« competitors.

Understanding the needs and expectations of interested parties can be
achieved in diffefent'ways. For example, consulting with customers and
suppliers, conducting user surveys, reviewing supply chain relationships,
reviewing regulatory requirements and consideration of feedback received
for interested parties, market surveillance and monitoring customer needs.
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—™
EQ Case study

A small international language school has students from around the world
learning English and French. The age of the students is 11 years and upwards.
The courses that the school offers are provided through classroom teaching

and online teaching. It handles various types of information related to its
students (including any special needs, expectations), admissions and the /
administration of the school. The school needs to ensure it understands

the needs and expectations of its students, parents and guardians and th C)
requirements of educational authorities, regulatory bodies and border Q@'l
agencies (e.g. student visas) in order to protect the information it hal@ in

an appropriate and suitable way. \%
(@)

Subclause 4.3 - Determining the.scope of
the information security management system

This subclause requires the organization to'determine its ISMS scope

by considering the context, interested parties and the connections and
dependencies of the activities the organization performs, and those of other
organizations.

Guidance

The intent of this subcladse\is for your enterprise to determine the boundaries
of your ISMS. These boundaries must be defined in a way that helps your
organization satisfy:the requirements of ISO/IEC 27001 and the objectives

of your ISMS.

This means(for that ISO/IEC 27001, 4.3, a) and b), your enterprise should
establish'the scope based on the external and internal issues as determined
by the'requirements of ISO/IEC 27001 4.1 and the relevant requirements
ofrelevant interested parties as determined in accordance with the
requirements in ISO/IEC 27001, 4.2.

For ISO/IEC 27001, 4.3, c), the enterprise should also establish the boundaries
of the ISMS by considering the infrastructure of the organization, whether
it has more than one site, its activities, any commercial policies it has and

—_whetherits activities, processes and Services are provided imtermattyor

externally.
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The scope should be recorded and maintained as documented information.
The scope should include details of all that is covered by an ISMS.

This documented information can be maintained in whatever method your
enterprise determines meets its needs, such as manual or electronic.

E_C\)\ Case study

A small independent book seller imports and sells books in many couptfigs.
When considering the scope of the ISMS of the book seller, relevant\{agtors
can include the following: there are two sites for its operations, i.€. ah office
and storage facility; it works with publishers (at home and ovefs&as), second-
hand booksellers, antique-book auctioneers, and other book suppliers,
logistics companies and customers.

Subclause 4.4 - ISMS

This subclause states that the organjzation has to establish, implement,
maintain and continually improve aiISMS, applying the requirements of
ISO/IEC 27001.

Guidance

The intent of this subclause is to ensure that you establish, implement,
maintain and continually improve an ISMS in accordance with ISO/IEC 27001.
This includes thetprocesses needed for the effective implementation of the
system, suchrasrisk assessment, risk treatment, monitoring, internal audit,
managementyreview and others, in accordance with the requirements of
ISO/IEC(27001.

A process is a series of actions or steps taken in order to achieve a particular
énd.’Each process will use a set of inputs in order to produce an intended
result. The level to which processes need to be detailed can vary according
to the context of the enterprise and the application of risk — taking into
consideration the extent to which the process affects the ability of your
enterprise to achieve its intended results, the likelihood of problems occurring
with the process and the potential consequences of such problems.
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A process is a set of interrelated or interacting activities that use inputs
and outputs to deliver intended results. For example, the inputs needed for

the planning of the ISMS (ISO/IEC 27001, subclause 6.1) include aspects
referenced in ISO/IEC 27001, subclause 4.1, and the requirements referred
to in ISO/IEC 27001, subclause 4.2. This will determine the risks and
opportunities that need to be addressed. Specifically, to:

« ensure the ISMS can achieve its objectives;
« prevent or reduce undesired effects;
« achieve continual improvement.

The output of this process includes actions needed to address the\risks and
opportunities. The processes required for risk assessments are‘covered in
detail under Clause 6.

Q h 4
N
E_a Case study s\o
A cheese manufacturer wants to meet the irements of ISO/IEC 27001.
It already has information security, including keeping some of its business

information in the form of papers, file\@ folders, which are kept physically
safe and secure, and its buildings, p and office are physically secure. It has
started to use IT to store and pt\@ss more of its information electronically
and has started to promote sell some of its cheeses online. It is also
expanding to open more_sk

The manufacturer has~i[1 ernal meetings to look at everything in its business to
determine the iss ISO/IEC 27001, subclause 4.1) and requirements
(ISO/IEC 27001@bclause 4.2) to understand its business and future

plans involved i its cheese-making activities or to record that tasks were
performe@‘required. This includes reviewing the information it has, both
paper. ed and electronic: what information is vital and necessary for

its f@ business, information that is not vital but should be retained and

@mation that can be discarded.
he review includes identifying what information is either sensitive or

)" confidential for the enterprise, and what information that is publicly available
(e.g. information on their Website promoting their products) and also includes
requirements for protecting the information.

ISO/IEC 27001:2022 - A practical guide

27


https://standardsiso.com/api/?name=39c061a0abd5afb76e85e0a231c04f16

5. leadership

Clause 5 of ISO/IEC 27001 includes three subclauses with requirements for
leadership, which are:

51 Leadership and commitment
5.2 Policy
5.3 Organizational roles, responsibilities and authorities

Subclause 5.1 - Leadership and commitment

This subclause specifies eight actions top management needto take in order
to provide leadership in order to ensure the overall effectiveness of the ISMS.

Guidance

The intent of this subclause is to demonstrate the,management leadership
and commitment to the ISMS. It does this by requiring management to be
directly involved in certain activities.

The enterprise’s management should knew what they want their enterprise to
achieve. The same should be true forinformation security, and there should
be a clear vision of what achieveiénts are desired from having an ISMS. It is
an investment because good jaformation security will cost money and time,
but the reward should be a safer, more successful business. ISO/IEC 27001
refers to what the enterpfise’s management wants to achieve as objectives,
and the policy is the overarching statement of intent describing what the
enterprise will do.to achieve these objectives. The requirement is that top
management,ofithe enterprise must ensure that the information security
policy for theenterprise reflects their intention and direction.

Examples

: An objective could be “no inappropriate disclosure of personal information”;
a corresponding policy could be “laptops must use hard disc encryption”.

28

ISO/IEC 27001:2022 - A practical guide


https://standardsiso.com/api/?name=39c061a0abd5afb76e85e0a231c04f16

Information security should never be an afterthought. This is what is meant
by “integration”. It should be a natural part of everyday operations. The

enterprise’s management should therefore encourage themselves (and
everyone who works under their direction) to “think security first” in all their
work.

Examples

Risk assessment should form a natural first step in any new undertaking.
Reviewing the results of any activity and seeking improvements should likewjse
be second nature.

Running an effective ISMS requires time and effort. The enterprise’s
management must therefore ensure that there are adeguate resources,
including budget for technology and people, and thatpeople have the
necessary competence to perform their work. If this.is'not done, planned
activities will not happen on time and the ISMS willkhever meet its objectives.
Of course, if the enterprise is a one-person ertity, then this person is
responsible for all the requirements in ISQ/IEC 27001, 5.1d), f) and h).

E_(\)\ Case study . C\}‘
A photographer runs a @\-person photographic enterprise and is responsible
for everything from,marketing, sales to taking the photographs and making
the tax returns. V&hotographer has invested in a high-end digital camera
and mobile @ing equipment and makes use of cloud services for
storage, pro ing and customer communications. Customers include
newsp and television companies.

Th \0 ographer operates a mobile ISMS to assist with information security
ement, which is considered integral to business operations. The
tographer employed a consultant to help build the ISMS and ensure that it
as fully integrated into the workflow and did not distract the photographer
) from concentrating on the business of taking newsworthy photographs and
making a profit.

The enterprise’s management should be fully aware of how the ISMS is
performing and act as necessary to ensure that it meets its objectives.
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—™
EQ Case study

A small medical practice consists of five doctors, four nurses, a practice

manager and three receptionists. The most senior doctor acts as management
for the ISMS and, being concerned about the confidentiality, integrity and
availability of medical data, has taken personal responsibility for the ISMS. (
Weekly meetings are held before the practice is opened for patients, at whi Q
the senior doctor ensures that all matters relevant to information securité)r

discussed.
N

In enterprises that consist of more than one person, it is jmportant for the
enterprise’s management to set an example of how management requires
other people to behave. It is also important for evefyone to know why the
enterprise has an ISMS and what can happen if.the enterprise does not
conform. The enterprise’s staff should understahd why things should be
performed in a certain way, as well as how-things should be performed.

By knowing why, people can use their initiative when something that they
are supposed to do cannot be done, but an alternative exists which achieves
the same result.

o=
E_& Case study ) C)\

An electronic@rrfpany has a government contract. The last person out must
store all do@wnts marked “confidential” in Safe Number 1. The purpose of
this procqg).lre is to safeguard government secrets. However, one evening the
staff@ﬂber discovers that this cannot happen because the lock is broken.

rstanding the purpose of the procedure, the employee looks for another
e with a working lock and sufficient space to accommodate the entire
-7 contents of Safe Number 1. Safe Number 3 is suitable.

The employee transfers the contents of Safe Number 1 to Safe Number 3,
together with the “confidential” documents to be put away and locks it. Finally,
the employee pins a note on Safe Number 1, explaining what they have done

they might falsely conclude that there has been a burglary and raise an alarm.
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The enterprise’s management should also encourage and support everyone
engaged in ISMS activities. Subordinate management should be encouraged

to emulate the behaviour of the enterprise’s management. In this way, the
benefits of leading by example cascade down throughout the enterprise.

\

E_& Case study

Having been taught how to perform a risk assessment, a senior police offj £)
decided to buy a safe and lock up all their confidential documents overwgf
News of what the senior officer had done quickly spread throughout@
department. Within a week, all the subordinate officers had boug"n\rI

for themselves and their staff, so that they could secure their d&g

overnight too.
,\0<<

ents

Such encouragement and support not only demonstrate the enterprise’s
management commitment to information seelrity but also provides

vital feedback to everyone that they are doing what is required of them.

It facilitates reward, when justified. The-enterprise’s management should also
encourage people to report mistakes) errors and incidents, as early detection
can avoid disasters, create awareness and lead to ISMS improvements.

Q-

E_el Case stud @ ‘

Office entry i§ cgntrolled by key card. Upon leaving a social gathering
after wor .employee discovered that they had lost their key card.
They ir&ﬁately phoned their line manager and reported what had happened.
Th manager was able to deregister the card immediately. It therefore
ot be used by anyone to gain access to the office. The next day, the
loyee was reminded to be more careful, but nevertheless congratulated for
heir prompt action in reporting the incident. No harm had been done.
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The enterprise’s management should always be looking for improvements:
more rewarding objectives, more efficient operations, greater personal and

customer satisfaction. Ideas for improvement can come from anywhere
and anyone.

Example

An enterprise’s management realizes that world events can have an impact on
their business operations. The management therefore adds an item to the regutar
management meetings to take note of recent world events and determige their
impact, if any, on the enterprise and its information security concerns, \\Wfile
there are many world events that do not have any impact on the gnterprise,

there is no longer a risk of missing those that do.

Subclause 5.2 - Policy

This subclause requires the organization to establish a policy and specifies
the details that must be included within the ISMS policy.

Guidance

The intent of this subclause is totgquire the enterprise’s management to
record what they wish their entérprise to achieve and how they want that to
be approached. The policy must be a true reflection of what the enterprise’s
management wants the ISMS to achieve and how they want it to be done. It
should be appropriate for their business purposes.

o
\J
study

Yo
T %rector of a one-person IT consultancy business has an ISMS. Its
icy has sections for cloud service providers; operation of the enterprise’s
‘ oftware as a service; the enterprise’s public Website; information back-up;
B password reminders; critical updates and malware; end-point and wireless
security; retention of records; disposal of media; information in transit;
working away from the office; and security breaches.
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The enterprise’s management can either include the enterprise’s information
security objectives in the policy or write down the way they are to be

determined.

E_C\)\ Case study /
The owner of a five-person motorcycle workshop reviews the performance (1,
of the workshop near the end of each budget year and sets new business C)
objectives for the coming year. The owner then sets new information \Q/
security objectives in support of these business objectives, taking a@nt
of incidents, and feedback from the workshop staff and custome

The workshop'’s information security policy describes the way irkkwhich

the enterprise’s management sets the information security bj@tlves for

the enterprise.
<P

While the enterprise’s management can best.demonstrate commitment
through action, a simple policy statement,along the lines of “[Name of the
enterprise] is committed...” is recommended. Likewise, the enterprise’s
management can best demonstrate their commitment to continual
improvement through action. Nevértheless, a simple policy statement like
“[Name of the enterprise] is committed...” is recommended.

The information policy mUstbe documented and the enterprise may decide
exactly how to do this, €.g. digitally, as a hard copy, or both forms.

Example

It can b&adocument called “Information security policy”. It can be part of a
docygpa@nt called the “Operations manual”, it could be a Webpage or even posted
oQ ayWwall.

~\
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In enterprises that consist of more than one person, since the enterprise’s
management wants everyone to obey the information security policy, they

must first be informed.

It is also possible that people outside of the enterprise might need to be
aware of the policy, either because they need to see it before they will trade
with the enterprise or because the enterprise wants them to comply with it.
Whichever the case, the enterprise should be able to decide which parts it is
willing to make available, how and to whom.

o~
E_c\)\ Case study \O)

A small taxi company has contracts with the local coungil for driving
|§

physically and mentally challenged children to vario ecial needs schools.
The drivers are appropriately vetted and are train? ow to take care of
their passengers in the event of an accident or ical emergency. The
council therefore has an interest in the detail&x} he taxi company’s ISMS
policy, which the company makes availabl@ its entirety to the council.

Oy

A\

Subclause 5.3 - Organizational roles,
responsibilities and authorities

This subclause requires top management to assign and communicate all
responsibilities ahd authorities for roles relevant to the ISMS. There are also
requirements/forensuring responsibility and authority such that the ISMS
conforms t0 the requirements of ISO/IEC 27001, and for reporting to top
management the performance of the ISMS.

34 ISO/IEC 27001:2022 - A practical guide


https://standardsiso.com/api/?name=39c061a0abd5afb76e85e0a231c04f16

Guidance

The intent of this subclause is to require the enterprise’s management to

assign responsibility for the ISMS.

The enterprise management can determine and assign whichever

responsibilities and authorities that they consider necessary for the smooth

operation of the ISMS. However, ISO/IEC 27001 does ask for two special
roles to be assigned. If the enterprise’s management takes day-to-day

responsibility for the ISMS, then the enterprise’s management should assign
these two special roles to themselves. If not, it would be appropriate toassign

them to the person that they put in charge of the ISMS.

&« N

O\
E_C\)\ Case study <(
In a sixty-person logistics business, the managing % or owns the ISMS

and chairs the management review meetings. How the quality manager
has the responsibility for ensuring conformity to f@quahty and information

security manual and for reporting formally t board of directors on quality

and information security performance. $

.
W\
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6. Planning

Clause 6 of ISO/IEC 27001 specifies the requirements for planning
and consists of three subclauses, which are:

6.1 Actions to address risks and opportunities
6.2 Information security objectives and planning to achieve them
6.3 Planning of changes

The first subclause is divided into three subsections, with the firsf\subsection
describing the general requirements, while the second and third_subsections
specify the requirements for risk assessment and treatmentespectively.

Subclause 6.1 - Actions to address&isks
and opportunities

6.1.1 General

The organization has to examine the context of the organization under
subclauses 4.1 and 4.2, and then ascertain the risks and opportunities

that the organization needs to address. This is to minimize or eliminate the
chances of risks compromising the effective operation of the ISMS, and also
to capitalize on any opportunities that would benefit the ISMS.

Guidance

This subclause requites an enterprise to determine and address the risks
and opportunities associated with the needs and expectations of interested
parties. These-parties include customers, clients, users and regulators.

Risk has many-definitions; however, for the purposes of this handbook, risk
can be understood as situations that can expose the enterprise to harmful
conséguences that could result in a negative impact. Such impacts in turn
could seriously affect the enterprise’s finances, reputation, operations,
customers, clients or users.

Risk can be expressed in terms of sources causing the risk, the effect or
consequences of this cause and the likelihood of this occurring. The cause
could be an incident such as an unauthorized attempt to access information,
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resulting in its theft. In simple terms, risk is typically expressed as the
potential for an incident (such as unauthorized access to your information)

to exploit the vulnerabilities (weaknesses) in your access control system
resulting in the theft of information.

It is important to note that business activities provide benefits and
opportunities and these should be considered along with information security
risks. Enterprises use information to carry out their business and to achieve
their business goals and objectives. For example, to increase business,
deliver faster and better services, or to present a competitive advantage

in the market. However, controlling risks to this information is important
Therefore, an enterprise needs to achieve a balance between controlling risks
to information security, but not do so to the extent that reduces opportunities.

Your enterprise needs to address the issues and requirements relevant

to its business determined in ISO/IEC 27001, subclauses-4{ and 4.2 and
subsequently determine the risks and opportunities imorder to ensure the
ISMS can achieve its intended outcome(s), to prevent or reduce undesired
effects and to achieve continual improvement.

E_C\l Case study

A newly established community health-clinic provides medical services to
29 000 patients. Some of its'gomputers are connected through the Internet
to pharmacies, other logal health centres, a local hospital and the central
government health service. One of the main requirements this clinic has is
the protection of th&¥medical records of its patients. Most of these medical
records are stofed electronically, but some older records from other health
clinics are in paper form. Another requirement is protecting the access to its
computers and Internet connections. The clinic will need to determine the
risks if ¥a@es by undergoing a risk assessment.

Your enterprise needs to adopt a plan that will specify actions to address the
risks and opportunities. The plan will also need to specify how it intends to
integrate and implement the actions into its ISMS processes and how it will
evaluate the effectiveness of these actions.
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6.1.2 Information security risk assessment

determining the information security risks to its business, and then assess
these risks by considering both the chances of an incident happening, and
the severity of the consequences. The enterprise needs to document this
process in a procedure.

Guidance

The intent of this subclause is to define an information security risk-
assessment process. Your enterprise needs to decide on what methods and
criteria it uses to identify, analyse and evaluate risks, including the criteria for
accepting the level of risk. Whatever method is adopted it mdst-enable risk
assessments and re-assessments to produce results in a tepeatable, valid,
consistent and comparable way. ISO/IEC 27001 provides.a lot of flexibility for
your enterprise to select the method most suited forits business. The method
used should give you an understanding of the risks the enterprise faces,
typically in terms of risk causes and effects (consequences and impacts) and
the likelihood of risk occurrence, the levels ofirisk and criteria to decide if the
level of risk is acceptable.

a) Define and document risk-acceptance criteria

ISO/IEC 27001 uses the term criteria to refer to a principle or standard by
which something may be judged or decided. The risk-acceptance criteria are
defined by your enterpriseand refer to the level of risk the enterprise is willing
to accept. These criteriawill depend on the risk appetite of the enterprise, i.e.
the level of risk the entérprise is willing to pursue and tolerate. It also depends
on the risks to the business objectives, which need to take account of internal
and external jnterests and requirements, any relevant standards that might
apply to thé enterprise and applicable laws and regulations.

The risk<acceptance criteria can be based on the likelihood of the risk
oceurring and consequence or impact, but it can be extended to consider
other factors such as the cost-benefit balance between prospective losses
and the cost of controls.
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b) Develop criteria for performing information security risk assessments

The criteria to perform a risk assessment will specify how the significance of
arisk is determined in terms of its consequences, likelihood and level of risk.

In ISO/IEC 27001 we are concerned with the consequences that directly
or indirectly have an impact on the preservation or loss of confidentiality,
integrity and availability of information. Therefore, consequence criteria
should be developed and defined in terms of the level of damage or loss,
or harm to the enterprise resulting from the loss of confidentiality, integrity
and availability of information.

When defining consequence criteria, the following should be particularly
considered:

« loss of life or harm to individuals or groups;
« loss of staff and intellectual capital;
» financial losses;

« operational losses, productivity losses, system/failures, damages
to a business process;

« loss of business advantage or marketishare;

- damage to public trust or reputation;

» breaches of legal, regulatory*or statutory requirements;
« breaches of contracts orservice levels.

An enterprise with an appétite for risk can set a higher threshold of
acceptance, meaning,it accepts more risks than an organization with
a lower-risk appetite.

The risk critéria should be reviewed and updated as necessary as a result
of any changes in the context of information security risk management.

Thegisk<acceptance criteria should be approved by the authorized
management level.
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Example

The risks associated with a data breach will depend on the type of data. If it is
sensitive data, then it can have an impact on personal data and can lead to non-
compliance with applicable legislation for protecting personal data, e.g. while

if it is critical data — such as financial data, such as access codes and account
numbers, then it can have a severe impact on a business process and operations.
Alternatively, the impact of a data breach might be a breach of contract, damagé
to customer trust or the loss of a business advantage.

The likelihood of the risk occurring will depend on different criteria.
For example, if itis a:

natural event;

accidental event or human error;
technology failure;

degree of exposure to a threat;

degree of vulnerability or weakness:

The likelihood of an incident can bé&’expressed in terms of the chances of
something occurring, for example, as a probability, frequency or possibility.
The chances of system failure;-hardware failure or network failure can be
expressed in numerical, tefms, whereas human error or degree of exposure or
weakness is more likelyto be expressed qualitatively.
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E_(\l Case study

A small consultancy business helps companies with project management
support. It undertakes a risk-assessment exercise for its own business and
it uses the following qualitative likelihood scale for their risk analysis:

Impact

o Very high (critical, threatens business survival)
» High (major or significant loss, damage, harm)
e Medium (moderate loss, damage, harm)

e Low (minor loss, damage, harm)

o Very low (very little loss, damage, harm)
Likelihood (description)

e Very high (80% — most certainly will occur)

o High (50%-60% — good chance of occurring)

e Medium (25% - a chance of occurring)

e Low (10% - occurring)

o Very low (less than 1% - very little €Aahce of occurring)

c) Risk identification

This stage of the assessment process involves identification of what could
happen that may have'an impact on the ISMS of your enterprise. You need
to consider the~various types of event that could occur that may result in

a risk. These.are-sometimes classified as security incidents, for example

a hackingrattack, potential breaches, such as a failure to keep your sensitive
or commefcial information secure in compliance with your information
secdrity policy resulting in leakage of this information to the public, or
a‘eompromise of security through lack of staff awareness.

Your enterprise will have information in various formats, stored and
processed in different ways, for example paper-based information stored
in filing cabinets, electronic formats such as databases, hard drives or USB
devices, on websites or in the cloud. All these different ways of storing

information are subject to security incidents, breaches or compromises that
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can result in the loss of confidentiality, integrity and availability of information.
A common way to identify risks is to consider the potential threats and

vulnerabilities that might be related to your information assets. A vulnerability
is a weakness that an attacker could exploit, for example, a hacker might
exploit the weakness in your access control method to gain unauthorized
access to your information.

q ‘\

O
E_C\)\ Case study \Q/
A small logistics firm highly reliant on IT and mobile devices to (®\business
has identified the following threats and incidents relevant to i siness:

« Virusincidents, meaning its system could be infect d@ a virus by e-mail,
clicking on Website links, using infected CDs and memory devices.

« Inappropriate usage by staff of the technolongs d by the enterprise,
including use of e-mail and the Internet for -work purposes.

+ Unauthorized access involves someor@g ining access to your computer
systems without your permission o@asent. This can be an internal or
external threat. In many countriegs\hacking into a computer is a criminal
offence. However, you should 0o ely on legislation alone to protect you.
Although the law might be &Nﬁterrent to hackers, you must implement
your own additional secufity controls to prevent unauthorized access.

The impact of this t occurring includes theft of information, deletion
of information, maegdifiéation of information, changing the settings on your
computer or gaiQilg access to personal information.

« Data Ioss%\iﬁvolve accidental or deliberate loss. Storage of data,
wheth aper form or electronic form, can be vulnerable to data theft
or pr@al damage. It is important to implement back-ups of your data
S at your enterprise can continue to do business even though the

\@mputer may be damaged and computer data lost.

O% Theft can take many forms, including theft of money, information,
equipment, copyright material, personal details, identity or credit card
details.

-~

External theft - Theft of information is a criminal offence and should be
reported to the police. These situations are not always straightforward;
for example, these types of threat could highlight the vulnerabilities of
the enterprise’s internal procedures and may result in a loss of reputation

This type of theft should be handled very carefully.
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Internaltheft — Intgrngl thaoft ngade cgrgful congidgration gond hondling
J

Internal procedures should cover what to do in such circumstances. Also,
human resources should be consulted.

+ System failures, disasters and disruptions can result from (i) IT hardware
and software failures, which may be due to lack of maintenance,
component malfunctions, out-of-date software patches, upgrades /
or physical hazards, (ii) virus infection, leading to destruction of files, (L
software, systems slowing down, overloads or crashes, (iii) a hacking C)
attack, resulting in unauthorized access to system files, deleting or %
destroying system data or causing a denial of service attack, (iv) Qx ge
by a member of staff with a grievance or grudge again the ent@

A system failure needs careful handling as it may be due to a s u\?ty breach
and this may involve the police. Reporting and recovering fr; er/stem failures
is important in order to get your business back to normaéoon as possible.
Such a system failure might only affect part of the en e or all of the
enterprise. The system failure may be minor and th%e very quick, or major
and the recovery takes much longer. The nature 9\nb|mpact of the failures will
determine what actions need to be taken to regoyer.

Also, the enterprise needs to consider if t é@ure will have an external
impact on those enterprises that depe you, for example, supply chain
and customers. Those external partj fected need to be included in the
reporting of the incident.

xO

N

The risk identification process involves gathering information, which can
involve interviews-with staff, individually or in a team. It might also include
feedback and epinions from interested parties such as suppliers, business
partners and~customers. It is important to note that risk perceptions vary
between people. What one person perceives as a risk another person may
view differently. Those in control of the identification process need to be
aware of the possible variations in opinion from a human perspective and also
from a business perspective.

There are many sources of information referencing types of threats,
vulnerabilities and risks that your enterprise may wish to consult to establish
what risks you face. Some of this information is generic and so will need to
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The output of the risk identification process should be a list of risks, which will
then be used during the risk analysis stage (d).

E_el Case study

A small publishing house specialising in technical publications and journals /\Q(
handles a large volume of copyrighted material of high commercial value.

It is carrying out a review of its information security and has identified

a number of vulnerabilities covering hardware, software, networks,@le

and infrastructure, including: O

e incorrect use of software and hardware; \GJ

< S
» inadequate access control procedures; QQ
A\

o insufficient training on security awareness;

o e-mail usage policy not developed;

o procedures for handling copyrighted matexjal insufficient;
» insufficient physical protection of tls@uilding and offices;
e lack of or incomplete back—up @&s;

e uncontrolled downloading ar'r&\use of software;

e poor password man Fﬁgt;

e unprotected sto 8

o lack of hardware maintenance;

o dispos use of storage media without proper erasure.

O

Yourenterprise needs to determine its risk owners. The risk owner is
accountable for the risks and they have the management authority for
managing the control of risks and for making decisions about the control

of the risks. Depending on the size and nature of the enterprise, your
enterprise may have one risk owner or several risk owners, each accountable
for different types of assets or business function, for example physical,
information or operational processes.
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Example

A small five-person enterprise might assign one member of staff as risk owner
of all information and processes and another member of staff as risk owner of all
other risks the enterprise needs to control.

d) Analyse information security risks

This stage of the process deals with determining the level of risk based on
the impacts (or consequences) of the risk and the likelihood of the risks
occurring. The impact concerns the loss of confidentiality, integrity-and
availability and its relationship with the business processes and 6bjectives
enabled by the use of information and related assets. For exafple, data
theft is a security issue relating to the loss of confidentiality but this also has
a wider impact on the business and its objectives.

The severity of this impact may affect some or all of the business; it may
represent a minor loss, a major loss or a serioust eritical loss. The loss
may be financial, fines or penalties or legal costs, loss of operations and
productivity, loss of services, loss of sales‘erorders, or loss of image or
reputation, all resulting from a comprise.forthe information security of the
enterprise. This loss might be minimal.having a minor or medium effect
on business, through to having some effect on the ability of the business
to function and operate normally 'and, in the worst case, a shut-down of
business activities.

As mentioned in a) to c), there are several methods that can be used for the
risk-assessment process. ISO/IEC 27001 does not prescribe any particular
method and leavésthe selection of an appropriate method for the enterprise
to decide. Any'méthod can be selected as long as it fulfils the requirement of
subclauses'6.).2 d) 1) to 3) in ISO/IEC 27001.

In ass€ssing the severity of the potential impacts, you can use either

a gualitative or quantitative approach. A qualitative approach involves
assigning severity levels (e.g. low, medium, high) to each impact.

A quantitative approach involves assigning a numerical or measurable value
to each impact, for example a financial amount, a productivity value (e.g.

a percentage loss) or a service loss in hours of unavailability.
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Assessing the likelihood of risk occurrence can be based on historical data
of past internal security problems, past incident reports, industry data and

statistics, and other sources of data that have recorded the likelihood of the
risk occurring.

In determining the level of risk, both the impact value and the likelihood value
need to be combined. The following case study example illustrates one way
of achieving this.

YA
= ¥
EC\)\ Case study
A small business uses the following table to calculate the Ie&#‘oé?)rlsk

(\,
Likelihood RS)
v
VL L M H ‘\\ H
VH |5 6 7 e
« | H 4 5 6 ,{(5’ 8
3
g M 3 4 5$ 6 7
E &
L 2 3 N\ 5 6
VL 1 2 \,O 3 4 5
\L klevel map 1
Legend: VL verylo low, M medium, H high, VH very high
In this tabl level map 1), 9 represents a very high level of risk and 1
represe ery low level of risk. As the impact increases from very low

in s: the higher the impact and likelihood the higher the risk, whereas
wer the impact and likelihood the lower the risk. If your enterprise uses
&s method, then it may decide on a different set of scales for its analysis,
-~ for example a three-point, four-point, six-point or higher scale. The examples
here and elsewhere in this handbook are generic illustrations to describe
the overall risk management process.

tc@n and the likelihood also increases in value, then the level of risk
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Another important part of the analysis process is to understand the events,
incidents and causes that are likely to have an impact on your information

assets. An accidental system failure will cause of loss of availability of
information; it may also cause deletion or modification of information.

A deliberate hacking attack on your systems many cause intentional deletion
of information, theft of information or the execution of a virus in the system,
causing a range of damage. The downloading of a file through an e-mail
system may cause damage if the file contains unsafe material. The lack of
regular back-ups of information may cause a range of business problems and
cause information security problems. These are just a few of the many cause
and effect examples that can have a damaging impact on your entérprise.

In assessing the level of risk, it is important to consider what existing
information security controls are in place.

S
E_d Case study Q;\O

A small design studio providing services tox‘\\@ﬁpanies wanting a Website
for its business is at the stage of risk an is. It decides to review their
existing controls as part of the analysi§éfprocess to check the relevance and
effectiveness of these controls. During the analysis the enterprise discovers
the following: L\

e An existing procedure f e of e-mail attachments which is badly written
and needs to be revised. For the experienced user, the procedure is not
used as they know how to handle sensitive information; however, to an
untrained me of staff there is a risk of sensitive information being
sent via

e Thea s§ control procedure is out-of-date, as it does not cover some
of @15 cent technology that has been introduced in the business.

. % existing processes for disposal or storage of information have resulted

01 several hardware failures. The enterprise needs to review this situation
?g and then implement a more reliable and effective storage system.
)
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Your enterprise should adopt the most suitable approach of doing this
analysis that is compatible with existing management processes and

practices. There are several different ways that might be considered,

for example group meetings with management and staff, interviews or
discussions with individual members of staff responsible for certain aspects
of security, staff questionnaires, reviewing reports of past incidents and
security reviews, discussing feedback from customers and business
partners. The risk-assessment process is a team effort and engagement
and involvement with as many staff members as possible would provjde the
best results as a greater range of feedback, views and experiences’ would be
available.

e) Evaluate the information security risks

After identifying the risks to information security using the results from

the risk analysis (subclause 6.1.2(c) in ISO/IEC 27001),.according to the risk
criteria (subclause 6.1.2(a) in ISO/IEC 27001), the next'step is to determine
the scale of these identified risks.

One method of illustrating risk is in terms of likelihood of the threat to your
information and the impact of this occurritg. These can be represented in a
diagram, sometimes referred to as a heat map. The heat maps in Figures 1
and 2 illustrate levels of risk groupedinto three colours: dark grey, light grey
and white. The dark grey represents a high-risk level, the light-grey medium
risk and the white low risk.

Likelihood
N L M H VH
VH
o |H
o
®.
o
£
L
VL

Figure 1 - Risk-heat map 1
Legend: VL very low, L low, M medium, H high, VH very high
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Likelihood

VL L

VH

Impact

L

P
VL

O
Figure 2 - Risk-heat map 2 \\@

Legend: VL very low, L low, M medium, H high, VH very high O

Risk-heat map 1in Figure 1 has a lower-risk acceptable level Rﬁpared to

that of risk-heat map 2 in Figure 2, and so one enterprise@i@t choose to use
map 1 whereas another might choose map 2.

The risk-heat maps are merely examples to iIIustr&é%e theory behind risk
evaluation. &Q

Other heat maps may have larger or smalle&@les for impacts, for example
4, 6, 7 or 8-point scales or a greater numbenrof different grey areas. See, for
example, Figure 3.

Likelihood .
N
e
VH R \"
\
s1H [ O
8 | M-H ,\S)
E "/
M.
N\
<Y
i
VL

Figure 3 - Risk-heat map 2
Legend: VL very low, L low, M medium, H high, VH very high
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Your enterprise defines its own heat map based on its appetite for risk. It
is also for your enterprise to decide whether it uses this method; it could

choose a different method.

At the risk evaluation stage, your enterprise needs to decide whether

the risks are acceptable, or whether you need to reduce the risks to an
acceptable level through risk treatment. Using the example of Figure 1, your
enterprise decides that the risks in the dark grey are not acceptable; howeyver,
in the light-grey area your enterprise might want to do a cost-benefit analysis
for any proposed risk treatment and the business opportunities, and then
compare this against the business impacts. After this analysis of tfé€ light-
grey areas, your enterprise might decide to leave some risks in(thjs area

and take an action to closely monitor the situation for an earlyfeview and
reassessment, to check whether the situation does not chhiange and the risk
does not move into the dark grey area.

Of course, after this analysis of the light-grey risks) you might decide it

is a business benefit to move some risks into thie white area through risk
treatment. A cost-benefit analysis is a usefuktechnique to determine whether
the costs of risk treatment are proportionate, when considering the costs of
incidents. Additionally, risk treatment canr itself create opportunities, and the
cost-benefits of these opportunities-should be included in the cost-benefit
analysis.

Creating a risk register is good-practice. This will be a list of all the risks that
you have identified as a result of your risk assessment. It is a good idea to
prioritize the list according to the severity of risk from very high to low. Figure
4 shows an example of prioritization in terms of low, medium, high and very
high risks.

Likelihood
VL L M H VH
VH very high risk
~ | H high risk
?
g. M medium risk
L low risk
VL

Figure 4 - Risk-heat map 1
Legend: VL very low, L low, M medium, H high, VH very high
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The prioritization of the treatment of risks helps your enterprise allocate
its resources according to this prioritization. For example, risks considered

critical might be those associated with severe impacts, which in turn could
have a critical effect on the business systems, processes or services of your
enterprise. Conversely, incidents with low risks, and with low probabilities

of occurrence would most likely not be regarded as critical, high-impact
risks, on the other hand, typically require immediate or timely action to either
eliminate such risks, or reduce them to acceptable levels.

ISO/IEC 27001, subclause 6.1.2 requires organizations to identify risks, assess
them, and document both the process and results of the risk assessment:
Arisk register is a proven and effective way of doing these tasks. Your
enterprise has the freedom to decide how it organizes its risk register.

The following is just an example of risk register:

Description Assets affected Comments

Very high risks

[risk name]

[risk name]

High risks

[risk name]

[risk name]

Medium risks

[risk name]

[risk name]

Low risks

[risk name]

[risk hame]

Eigdre 5 - Example risk register

The risk name is a label given to the risk by your enterprise for easy
reference. The description could include the threats, incidents, vulnerabilities
and impacts associated with the risk. The assets affected could be classified

by type of information affected, physical assets, technology, services or
processes.
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6.1.3 Information security risk treatment

EFirstly this clause requires the enterprise to select the relevant treatment
options for the risks it has determined for information security, and then to
determine all those necessary controls for the risk treatment option selected.
Finally, your enterprise needs to check the set of determined controls with
the set of reference controls in ISO/IEC 27001, Annex A to establish whether
any controls have been left out.

Guidance
a) Risk-treatment options

The intent of this subclause is to define the process for treating-information
risks, such that the risks are either eliminated, or reduced toractical levels
so that the residual risks are acceptable. The first step in this:process is to
determine the appropriate risk-treatment options, which'could be used by
your enterprise to deal with the results of your risk assessment

(ISO/IEC 27001, subclause 6.1.2 and subsection 8:2'0f this handbook).

The selection of the treatment options should be consistent with the criteria
established in subsection 6.1.2 a of this handbook), and the business
objectives.

Risk-treatment options include:

- Knowingly and objectively.accept the risk — it may be that your
enterprise may not be ableto identify suitable security controls for
some risks or the cost of implementing controls outweighs the potential
loss of the risk o¢cuyrring. In these cases, a decision needs to be made
whether or not to accept the risk and live with the consequences if the
risk occurs.SYou should document these decisions so that management
is aware-of.its risk position and knowingly accepts the risk.

« Share or transfer the risk — transferring or sharing the risk is an option
where it might be more difficult to reduce the risk or control it to an
acceptable level, or where it might be more economically transferred
to a third party. There are several methods for transferring risk to
another organization, for example through insurance or via outsourcing.
Insurance companies can provide insurance cover once all the relevant
underwriting information is supplied (insurance in this case is where an
indemnity is provided if the risk falls within the policy cover provided).
| L isk-shari hani \d identif

much of the actual risk is reduced, and so in practice there will always
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be some residual risk that you are accountable for. Insurance does not
in general provide immediate mitigation in the event of an incident or

cyberattack, for example a hacker disrupting your systems.

« Avoid the risk - risk avoidance describes any action where your
enterprise business activities are changed to avoid the risk occurring.
For example:

o discontinuing certain planned activities such as no longer using
the Internet for certain business activities;

o moving assets from an area of risk, such as no longer storing
sensitive files in a certain location as they are not sufficiently
protected;

o deciding not to process sensitive information, such as with a third
party, if sufficient protection cannot be guaranteed.

Risk avoidance should be balanced against the busingss and financial needs
of your enterprise. For example, it might be essential to use the Internet
because of business demands, despite concerns.apout hackers, or it might
not be feasible to move certain information assets and their storage facilities
to a safer place. In such cases, one of the other options, risk transfer or risk
reduction, should be considered.

« Reduce the risk - this involves implementing a set of security controls
according to the results of yourrisk assessment. A set of controls should
be selected for all those risks you have decided should be reduced to
the level identified as-aceeptable or at least to a level in accordance with
the acceptance criteria of your enterprise. In identifying and selecting
controls it is important to consider the security requirements related to
the risks, for éxample the threats and vulnerabilities, legal and regulatory
requirements) contractual obligations and all other findings from the risk
assessment.

There i5-n0 universal or standardized approach to the selection of controls.
The'process is likely to involve a number of decision-making steps and
intérnal consultations and discussions. The process should produce an
outcome that best suits your enterprise and its business objectives, needs
and requirements for the protection of information.
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—
EQ Case study

A small manufacturing business provides products and spare parts through
several supply chains. It has a range of different information assets to protect,
including those relating to customers, supply chain partners, payment
transactions, internal business information and personal information relating

to staff. /\Q
Based on its risk assessment, the business decides that it must deal Wi,g q’

the higher risks, such as the risks to sensitive information, by imple g
controls to reduce the risk level. In the case of information asset \rc are
not considered as sensitive, but still essential to its business, siness will
outsource the management of the information assets throug\ﬁ\q sk-sharing

scheme. @)
&

b) Determine all controls that are necessary to implement the information
security risk-treatment option(s) chosen

The selection of controls to reduce identified risks ideally should be a team
approach, involving individuals from-your enterprise with different areas of
knowledge and expertise, for exahple someone involved with management
aspects and someone involvediin the day-to-day operations and possibly
someone with technical knowledge.

The process of selection'can involve several steps:

» Your team sheuld review each individual identified risk and select a
security centrol, or a combination of controls, for each risk.

» The selection should be on the basis of reducing the risk to an
acceptable level.

- CAfter selecting an appropriate set of controls, your team should
recalculate the risk level in relation to the reduction achieved.

« If the recalculated risk level is not below the level defined as acceptable,
then your team should consider further controls.
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This iterative approach should continue until the desired level of risk
acceptance, frequently referred to as the residual risk, is reached. It is

important to remember that the level of risk can never be reduced to
zero; there will always be a level of residual risk.

This process is applied to all the identified risks.

There is no single set of controls that can solve all your risk problems.
For example, an IT security control is unlikely on its own to solve your risk
problems. What is needed is a combination of controls from the following

types:

organizational and management controls;
people controls;

operational controls;

technical controls;

physical and environmental controls;

legal and regulatory controls.

This combination of controls is the essence behind establishing and
implementing an effective ISMS.

)

E_(\)\ Case study C)\
’business provides a range of products and services
wo travel shops in different towns and uses a range of
different info, On assets which it needs to protect, relating to customers,
suppliers eftravel services (e.g. airlines, train companies, car hire companies,
hotels, ncy exchange), payment transactions, internal business

info® n and personal information relating to staff.

A small travel booki
to customers. |

&Iecting a set of controls to manage its information security risks, the
?\ nterprise needs to consider:

» technical controls to secure access to computers processing business
information;

e physical security controls to protect unauthorized access to buildings

froy by £ ££1 aal bl Lotoraaa.:
gt ot S, (O OTHoeS aita Pty orear Stotagcy
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a oroceduras for staff \with instructions an how carrvy gut thgir iohs and
™ T Y T

tasks in a secure manner;
e management security policies;

o legal controls to ensure the information processed is in accordance with
legislation, for example to protect personal information, whether it be staff (
or customer information. Q

This is a sample of controls; there are likely to be others the enterprise @g{

to consider.
¥

Sets of controls can be found in industry best-practice afid'standards,
International Standards and other sources. Controls-may also be designed as
required by your enterprise as best suits your business. These may be a set
of controls from a standard modified for your business.

Information security controls should be implemented so they complement
each other, so no single control is the splution for all risks. Technical controls
need to be supported by management and people controls, and vice versa.
Operational controls need to be supported by technical and people controls.
A successful and effective approach to reducing risk is to have a suitable
combination of controls.

56 ISO/IEC 27001:2022 - A practical guide


https://standardsiso.com/api/?name=39c061a0abd5afb76e85e0a231c04f16

—

EQ Case study

A primary school (5 to 11-year-olds) already has a number of security
controls in place, including: (i) physical security of school gates, buildings
and staff offices, and also filing cabinets, and (ii) use of passwords for all
school computers used by administration staff, teachers and students.

After conducting a risk assessment, the school determines the following /

additional controls (this list is not comprehensive):

o procedures for the use of the Internet, for example to ensure safe onlé)
use and to avoid downloading of undesirable material or maliciou \\
software (such as a virus); %b

o data back-up procedures for all information used and proce%& by
the school;

o procedures on the use of e-mails, including how to ct against
the sharing of sensitive school information;

o procedures on the secure use of school Iaptd@y teachers working from
home; Q)

o procedures on the protection of perso ’a\mformation;
o staff and teacher awareness of th@mportance of information security;

e use of anti-virus software aq@gular updates of the software.

oF

c) Compare the listof necessary controls with those in Annex A
of ISO/IEC 27001:to avoid omissions

Annex A of ISO/IEC 27001 is a reference set of information security controls.
These are hiest=practice controls that have been developed and adopted by
many businesses across many market sectors and in many countries. These
controlshave therefore been used and tested in many different business
environments. The list is not exhaustive but can be applied to a wide range
of-security situations. There could be other lists of controls or checklists with
a more extensive set of elements, but Annex A of ISO/IEC 27001 is derived
from ISO/IEC 27002 and has a proven track record of applicability and
international use as a code of best practice.
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The comparison of the necessary controls determined in the risk-assessment
process against the content of Annex A is to ensure that no necessary

information security controls are overlooked, so the function of this
comparison is a control on itself, in case the risk-assessment process is
immature or has failed to identify a risk or a necessary control to address it.

There could be controls in Annex A of ISO/IEC 27001 that are unnecessary
for an enterprise, according to their activities, technology, people or business
type and the information it uses. The determination of the need for a control
is the responsibility of the enterprise itself, for example from the results;of the
risk-assessment process or via the need to comply with contractual er legal
obligations.

O
E_C\)\ Case study QQQ

A small law firm of 11 staff provides legal advice a %aelp to small businesses
has a basic level of security already in place to é&ct client information.

After carrying out a risk assessment it hawmined it needs additional controls,
in particular to deal with its increased use'®f*the Internet and mobile devices. After
comparing its list of controls with tho Annex A of ISO/IEC 27001, the law firm
found that some other controls ari essary, such as:

 procedures to cover safg@hd secure remote working — more work is being
carried out away from,E.be office, at home or at the site of a client;

e improved netw?}curity for those working remotely and wanting to
connect to the rmation systems in the office;

i
. improve&urity awareness and training regarding information security
as it @ s to their business.

m.

d))Produce a statement of applicability

A statement of applicability is a document that contains the list of controls
that you have determined from the process in (b) and the controls resulting
from the comparison process in (c). In addition, it should contain justification
for why they are included in the statement of applicability, whether they are
implemented or not, and the justification for any Annex A controls that are

excluded. The document provides a useful record of the results of the risk
assessment and treatment processes.
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e) Formulate an information security risk-treatment plan with the risk
owner'’s approval

Your enterprise needs to produce a risk-treatment plan, which should detail
how the risk-treatment options have been selected and will be implemented.
The plan should include the reasons why specific treatment options have
been selected and the benefits your enterprise expects to gain. The plan
should also detail the priorities for action to be taken to implement the
treatment options, the allocation of the resources needed for implementation
and a schedule for the delivery of the implementation.

f) Obtain risk owner’s approval of the information security risk-treatmeént
plan and acceptance of the residual information security risks

The risk owners are those people in your enterprise who are accountable for
the risks and the overall authority for decisions regarding the management of
the risks. They are responsible for approval of the residuaklevels of risk and
the risk-treatment plan.

Subclause 6.2 - Information seéurity objectives
and planning to achieve them

This subclause requires the organizationto establish a set of information
security objectives and specifies several criteria that the organization has to
consider and apply when setting €ach objective.

Guidance

The intent of this subclalse'is to establish information security objectives that
are relevant to the enterprise and aligned to those identified in ISO/IEC 27001,
Clause 4 and subgclause 6.1.1.

This includes:

- Ensuring-the objectives are consistent with the information security
policy~of your enterprise. This policy should state the commitment
and direction of management of your enterprise, and its purpose
and objectives in protecting its business and assets from loss of
confidentiality, integrity and availability. This objective will help the
enterprise minimize any business damage, maximize its business
opportunities and investments and ensure the continuity and availability
of its business. This type of policy is a high-level management policy and

as such 1t may only be one to three pages long;
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The objectives being measurable - it is important to take measurements
to verify and check that the information security objectives and

requirements are being met and that the ISMS remains effective. This
may not always be practicable in all cases;

Ensuring that applicable information security requirements (Clause 4)
and the risk assessment (subclause 6.1.2) and risk treatment (subclause
6.1.3) results are taken into account;

Monitoring, reviewing and updating the objectives as and when
necessary;

Communicating the objectives to all those in your enterprise; especially
where they apply to individual job roles, responsibilities and tasks.
Communications is an important aspect of information, security
management, as managers and staff need to be aware and kept up-to-
date on information security matters that might affect their work role and
the business;

Documenting the objectives as a recordifer managers and staff to use,
for reference, and assuring compliancg’.

Your enterprise needs a plan that will.outline how it is going to achieve its
information security objectives, including:

Defining what needs doingy- specific activities and actions to be
implemented, roles and responsibilities.

Determining what-resources are required to implement the plan, such as
personnel, budget-and technology.

Identifying-who will be responsible for carrying out each task action in
the plam.

Establishing a timeline for when each action in the plan will be
completed.

Defining how to evaluate the results of the plan and adjust it as
necessary to ensure the information security objectives are achieved.
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Subclause 6.3 - Planning of changes

This subclause requires the organization to plan any changes to the ISMS,
when it considers that it need to make such changes.

Guidance

The intent of this subclause is to plan for changes to the ISMS. Changes are
always needed whether they be planned changes your enterprise needs

to make, for example adopting a new technology or a new way of doing
business, or unplanned changes not under its control, for example supply
chain changes, new legislation or a security incident that needs changes

or improvements to your system. For both these types of change you need
to consider your information security in how your enterprise will adapt or
respond to the change. You need to consider your current information
security and what needs to be done to your information sécurity to maintain
or improve its effectiveness.

When a change or changes have been identified you need to determine how
the change fits into your business environment and'your business operations,
making sure the changes work for your entergrise and that there are no
conflicts. You should check that the changes'do not introduce any additional
risks or impacts and, if they do, how you-are going to address these. You
need to make sure there is sufficient'@awareness and training of staff with
respect to these changes, including information security training. You

should communicate all changgs to interested parties where appropriate, for
example business partners.
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™
EQ Case study

A small warehousing and storage company proposed to upgrade all its IT

and introduce more automation in its storage facilities. These changes could
introduce new information security risks and so the company needed to

reassess its risks and decide on an appropriate set of controls to manage (
those risks that are above the level of acceptance. Also, the company need Q
to update its information security policies and procedures to take account

of these changes, and provide training and awareness in the use of t

IT. The changes may have an impact on existing operations and busi

practices, which may be related to information security. These c@ es could
have an impact on the legal and regulatory requirements, the € any non-

compliance issues need assessing. The company would ha discuss any
implications with staff, for example, the introduction of u@nation, and gain
support from staff for these changes. QQ

L

After your enterprise has approved a prop@sal, then its implementation needs
to be carried out in a planned and contrelled manner to avoid any disruption
and system failures from the old IT toithe new IT. This should involve some
form of testing and validating the\néw technology before its use in day-to-
day business operations. Alsg] it is useful to monitor and review the changes
to check their effectiveness.and that they do not introduce any new risks or
vulnerabilities.
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/. Support

This Section consists of five subclauses, with subclause 7.5 consisting of
three further subclauses, covering the following aspects:

71 Resources
7.2 Competence
7.3 Awareness
7.4 Communication
7.5 Documented information
7.51  General
7.5.2  Creating and updating
7.5.3  Control of documented information

Subclause 7.1 - Resources

The organization has to provide the necessary resources to establish,
implement, monitor, review and continually improve the ISMS.

Guidance

The intent of this subclause is forthe enterprise to determine and allocate
the resources it needs for itsdSMS. The term resources can apply to people,
infrastructure, technology, budgets, physical equipment, buildings and
offices. ISO/IEC 2700Q1,'subclause 7.1 is about the determination and provision
of resources specifically for the establishment, implementation, maintenance
and continual improvement of the ISMS.

It is importantjthat your enterprise has the right types of people resources
for the work that has to be done. Your enterprise needs staff with the right
competence, for example customer services needs staff who can deal with
customers and technical support needs staff who have technical knowledge
and skills to resolve technical problems, and the same applies to information
security management. ISO/IEC 27001 does not require that the roles and
responsibilities for information security management be full-time jobs or
tasks. What is required is that roles and responsibilities are clearly defined
and that they are carried out as and when needed. The types of resources

required for the information security management may need to be dedicated
to specific information security management tasks and some may be related
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to general tasks undertaken by staff. The staff time the enterprise allows for
carrying out these roles and responsibilities is for the enterprise to decide,
and staff time is likely to be needed to carry out other tasks and work
assignments unrelated to information security management.

S
E_C\)\ Case study ('{/\Q

A small transport business provides transport services for schools, ai@gﬁs
and hospitals. The business decides to consider the resources nee% ih the

following areas: O
» information security policy, procedures, reviews, monitcgi\??g nd
improvements; @)

o information risk management; 0<<
o information security auditing; Q
o IT security; 5\

e physical security. \\'Q
Determining what resources will be @ded includes identifying the necessary

budget and whether internal sta ffave the competences to cover most of
these areas. If not, then externalsupport will ne be required.

Subclause %2 - Competence

ISO defines-competence as the ability to apply knowledge and skills to
achieve,intended results. This subclause specifies four specific requirements
for an‘organization to demonstrate competence for staff involved in
establishing, implementing, operating and maintaining the ISMS.

Guidance

The intent of this subclause is to determine the required competence for

the jobs, tasks or activities in your enterprise for its ISMS. The objective is

to ensure that the managers and staff carrying out those jobs or activities

are competent to perform them. The definition of competence is the ability
. : tfici _Thi . inskills.

knowledge and expertise, and other things that could support competence.
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For example, someone engaged in risk assessment should have knowledge
and expertise in the principles of risk and related topics, the relationship to

information security management, how to engage with management and risk
owners on risk acceptance and risk-assessment criteria, how to undertake
the identification, analysis and evaluation of risk, how to engage and
communicate with other staff to discuss risks related to the business of the
enterprise and how to produce risk assessment documentation.

Once your enterprise has determined what types of competencies are
required, it should consider its existing staff and their skills, work experiehce,
education and training in information security management. Where theréis

a gap between what is needed and what is available, the enterpris€ needs
to determine how it is going to fill this gap and to take the necessaby action.
It may be that some training is required, more work experience.js required or
external help is required on a short-term basis.

It is important to note that being educated and having)qualifications does
not mean you are competent. Having the ability to:do something correctly,
efficiently and effectively is competence. Work experience, practical
knowledge and skill in doing a job is highly relévant and essential to having
competence; at the same time having education and training is important
support for gaining knowledge.

It is important to check to see whether actions taken to acquire the skills and
experience necessary to supportithe ISMS have been effective. If any gaps
between the competence you fiave available and the competence you need
remain, you can then make sure they are addressed. For example, if a staff
member has done a course in information security management and has now
taken on a new rolesrelevant to the ISMS, it is important for this staff member
to be able to gainpractical work experience in applying the knowledge gained
during the course.

Competence requirements will change over time, so it will be necessary to
conduetperiodic reviews of existing competence and new requirements and
totake action to address any gaps that are identified.
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(Y
EQ Case study

The owner of a one-person IT consultancy business has an ISMS. This

director has significant experience helping other organizations develop, run

and improve their ISMSs, and has experience managing the technical controls,
physical controls and organizational controls. The director also subscribes to (
a service that provides regular information security threat intelligence updat: Q
and spends time each week keeping their knowledge up-to-date. The dire

has a professional network of experts who can provide further infoer/ or

expertise if needed. O\\

, O
- X
E& Case study QQ

A family-owned bakery and patisserie with fiv %’(Iets in different towns has
adopted an ISMS approach across the whol its business. One of the family
members has a technology backgroun?ﬁthis has led to the adoption of
good IT security practices for the ent e. The business does, however,
need to gain staff competence in t anagement aspects of using the ISMS.
Some staff have been given in-hg awareness training to increase their
competence with respect to '6ormation security management, and some
have been given specific\rﬁ&s and responsibilities.

RS

Subclause“/.3 - Awareness

This subelaliSe requires that all people working under the control of

the organization shall be aware of the information security policy, their
contribution to the ISMS, and the consequences of not conforming with the
requirements of the ISMS.

Guidance

The intent of this subclause is to ensure that staff in your enterprise are
aware of the information security policy, relevant information security
objectives, their contribution to the effectiveness of your ISMS and the

H IH 1 £ + £ H HA el W lal H +
Tuncduulio UT TIUL CUTTTUTTITITTY WILTT TOIVIO TCTUYUITTITTITTINS .
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All staff working for the enterprise should be made aware of the information
security risks and have sufficient understanding of these risks and their

consequences, to support the information security policy and to be able
to undertake their work activities. An important aspect of awareness is
for all staff to understand their own contribution to information security
management and be aware that this contribution is essential to the overall
effectiveness of information security management.

Staff should participate in some general information security awareness
training as part of their induction when they join the enterprise. On-the-
job awareness training can also take place, which can be specific to the
job function of the individual. In addition, annual refresher awareness
training might also be given to make sure staff are up-to-date witfhany new
developments related to the information security management policies and
procedures within the enterprise and as a reminder of existing information
security management procedures.

All your enterprise staff should also make sure that'they aware of the
implications of not following the ISMS requireménts. For example,
nonconformity problems start with people notfollowing the information
security policy or procedures, and this can‘ead to consequences that result
in harm or damage to the enterprise, which affects all staff. As mentioned

in Clause 6, the consequences of a breach of security could lead to theft of
information, loss of confidentiality; integrity or availability of information, loss
of business, legal actions or damage to image and reputation. Depending on
the severity of the nonconformity, the enterprise needs to take action that

is proportionate to the degree of nonconformity. For example, this may be a
warning in the less sévere cases through to disciplinary action or termination
for the critically severe cases. The enterprise may decide what action to take
in line with its gwn'internal rules on discipline.

Subclanse 7.4 - Communication

This.subclause requires the organization to determine the needs for internal
and external communications for the ISMS, specifically on what, when, with
whom and how to communicate.
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Guidance

The intent of this subclause is to establish the internal and external

communications your enterprise needs and which are relevant to your ISMS.

Communications are essential to the overall success of the ISMS. If only
one or two staff understand the importance, relevance and role of the ISMS,
then this is of no use to the enterprise. At all management and staff levels in
the enterprise, there needs to be sufficient communication about the ISMS.
For example, the information security policy needs to be communicated to
everyone, understood and applied by everyone. Procedures dealing with

IT access, back-ups, protection of sensitive information, reporting.security
incidents, physical access, visitor access and other activities.need to be
communicated to and known by all staff.

The enterprise needs to decide what needs to be communicated and to
whom, for example what needs to be communicated-te staff and what needs
to be communicated to external parties. Enterpri§g policies and procedures
and their updates need to be communicated td.all staff.

Information on security incidents that may-affect the enterprise need to be
communicated to all staff where they are.generally applicable and to some
staff where the incident may impact. their area of work. Reporting of incidents
needs to be communicated to allrelévant people. A serious breach of security
of a criminal nature should be,communicated to law enforcement authorities,
and where it may affect business partners, suppliers or customers. Likewise,
external parties might communicate incidents affecting their business to you
if the incident is likely to*have an impact on your enterprise.

How you communicate is a decision for your enterprise. For example, you
might decide(to)have staff meetings, to use e-mails, newsletters, internal
notices or reports or other means of communicating with staff. Depending
on the Urgency of the communication, such as an incident that requires
immediate action, then the communication might be phoning the relevant
persons.

Communications should be documented or recorded, especially in the case
of a security incident, as this provides evidence of what was communicated,
when it was communicated and to whom it was communicated.
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Example

It may be helpful to create a table with each of the interested parties listed in the
first column and the information about what to communicate, when, with whom
and how as subsequent columns, so that this information is specific to each
interested party. However, you decide to document this information, it should be
made available to those persons in the enterprise responsible for communicating
with the different internal and external interested parties.

Subclause 7.5 - Documented information

This subclause is in three parts, covering: general requirementsycreating
and updating documented information, and; the control of dggumented
information. The subclauses are:

7.51 General

7.5.2 Creating and updating

7.5.3 Control of documented information

7.51 General requirements
This subclause requires the organization to have documented information

that is appropriate to the scale of.its ISMS, its complexity, size of the
organization, and competences of its staff.

Guidance

The intent of this subtlause is to ensure that your enterprise controls the
documented infofmation needed for conformity to the requirements of
ISO/IEC 27001,\as needed for the effectiveness of your ISMS (see
ISO/IEC 27001, subclause 4.4.2). For example, documented policies and
procedures; risk assessment and risk-treatment results, management
reportS,-audit reports and performance records.

The following are some specific examples required by ISO/IEC 27001 - the
numbers in parentheses represent the applicable clauses of the standard:

« the information security policy (5.2);

« information about the risk-assessment process for information security

(6.1.2);
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« statement of applicability (6.1.3);

treatment plan and acceptance of the residual information security risks
(6.1.3);

- documented evidence of the competence of people doing work under
the control of the organization (7.2);

- information to provide confidence that processes to meet information
security requirements are carried out (8.1);

« the results of information security risk assessments (8.2);

« the results of the information security risk treatment (8,3);

« monitoring and measurement results (9.1);

« audit programme(s) and the audit results (9.2);

 results of management reviews (9.3);

- nonconformities identified and any subseduent actions taken (10.2);
- records of any corrective action (10.2):

ISO/IEC 27001 is not prescriptive.insterms of the content or extent of
documented information needed\ This will vary from one enterprise to
another according to their size.and the complexity of their business,
operations and processeg;land the customer, statutory and regulatory
requirements. For example, documented information for a small transport
business will be simplef and less extensive than that of a much larger
enterprise. Thelatter might have more external requirements and whose
document information needs to cover more complex business operations.

To make-sure that the ISMS reflects the needs of your enterprise and helps
in maKing'it as effective as possible, there will need to be documented
infarmation to ensure consistency and visibility of what is being done to
support information security, by whom and how.
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7.5.2 Creating and updating documented information

This subclause rpquirpq the organization to have appmpria'fp fnrm::a'rc,
identification, review and approval processes, when creating documented
information.

Guidance

The intent of this subclause is to ensure that when you create and update
documented information for your ISMS you have used appropriate
identification, format and media, and that this is reviewed and approved.

Documented information needs to have some form of identification, for
example, title, date, author/document owner or reference number (Used in
some combination that is appropriate to your enterprise). This will'enable
your enterprise to determine the information and its current status.

Additionally, your enterprise needs to decide on an approptiate format and
media for documented information; for example, hargicopies, electronic
formats or both. If electronic versions are used thep.your enterprise needs to
make sure that all staff are using the same software version for creating and
updating documented information.

Your enterprise needs to have a process for the review and approval of
documented information, and someong€’in the enterprise should be given the
authority of approving documentedinformation.

7.5.3 Control of documentedinformation

This subclause is highly préscriptive with several detailed requirements for
controlling documented information. This is to ensure that applicable staff
and external stakKeholders are provided with, or have access to relevant
documented information that is up-to-date.

Guidancé

The intent of this subclause is to ensure that documented information is
ayailable in a suitable format and medium whenever needed. Additionally, it
heeds to be adequately protected to ensure its confidentiality, integrity and
availability are maintained.

ISO/IEC 27001:2022 - A practical guide

71


https://standardsiso.com/api/?name=39c061a0abd5afb76e85e0a231c04f16

Documented information needs to be available to all those that need access
to such information and this may include externally interested parties. The

documented information needs to be in a form that is appropriate for its

use. Documented information in electronic form is much easier to use and
share, which is helpful to external parties and your staff that work remotely.

It is important that there are suitable controls in place, including for the
distribution of, protection of and access to documented information. Your
enterprise needs to ensure controls are in place to protect against information
loss, improper use, unintended changes and loss of confidentiality.

In order to make sure that your documented information remains,up-to-date,
complete and relevant over time, these documents should be given a review
date. Your organization should then validate that its documented information
has been reviewed and approved within that time frame, for example annually
or within two years. This is important because the organization will change
over time and the information in these documents €an become out-of-date,
which can lead staff to either not trust the documeénted information or to
follow out-of-date procedures or guidelines,

Information has different levels of sensitivity or confidentiality and criticality.
For example, financial records or persohal information about employees
would generally be considered more-confidential or sensitive than publicly
advertised information about a product or service. There are many ways of
classifying information, including for public use (not sensitive), internal only,
and confidential or restrictéd, which are only accessible to specific individuals
in the enterprise, for example financial information, human resources
information or information that gives your enterprise competitive advantage,
such as informatien about product development.

Your enterprise/should determine how and where documents with different
levels of sensitivity or confidentiality are made available. For example,
information you are happy for everyone to see about your products or
sepvices can be made available on your Website or posted on the wall of your
shop. Documents for internal use can be made available in your organization’s
electronic document repository or in a filing cabinet. Restricted documents
are documents that should only be made available to the specific individuals
or teams that are allowed to view them, for example, finance information only
made available to the finance team or information about information security
incidents only made available to the security operations team.
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It is possible to allow some information to be made available for some people
to read but not make changes to that information. Consideration should be
given to how and when access to certain documents may be needed. For
example, if the business continuity plan that explains what to do if there is a
disaster is only available electronically on a system that is brought down by
a disaster, it cannot be accessed and used, so it may be necessary to store a
hard copy offline or have access to printed copies of some documents.

Documents should be controlled so that only the people allowed to see them
are given access to them, people are prevented from making unauthorizéd
changes and they are prevented from sharing documents with anyone'riot
authorized to see them.

Certain types of documented information may need to be protected by
encryption when it is transferred from one party or location toyanother, for
example via e-mail, or when it is stored.

It may be helpful for your organization to list what doements or document
types should be distributed to whom, so it is clearwho should have access
to what information. Your enterprise can then organize the distribution of
documents by document type or by who willbe receiving it, as well as the
date distributed. Where possible, information should only be visible to those
with a need to view or use it. For example, your enterprise can allow only
specific people to see or open specific file folders or documents.

As regards storing and preserving documents, there are a number of
considerations. Documentscah be securely stored at another location or in
the cloud and either physically or virtually transferred to another location to
ensure preservationsSome enterprises digitise their printed documents so
they can be madgmore easily accessible. Archived documents should retain
relevant acces$ controls information so that even once the document is
archived it is still always clear who is allowed to see it.

Your enterprise should have a defined process for managing changes

to documents and version control. This process should be applied in a
consistent way, so that there is clarity about what constitutes a complete
version change (e.g. from version 1 to version 2) as opposed to a partial
version change (e.g. from version 1.1 to 1.2). Approvals of new versions of
documents should also be carried out in a timely way so that new versions
are not prevented from being used for months while approval from a senior

. - |
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alert staff and other relevant persons about new versions of documents, for
example the latest version of a policy.

Different types of information, for example financial information or information
that includes personally identifiable information about employees or clients,
can have different required retention periods. These retention periods are
often required in accordance with legal, regulatory or statutory requirements
and contractual obligations, so it is essential to understand what these
retention periods are and adhere to them.

Your enterprise should determine what the different retention periods-for
different document types are and document these so that there.is'clarity
about the required retention period for each document type.Regular reviews
should then be done to ensure that your enterprise is retaining'documents

in alignment with the documented retention periods. Yourenterprise should
also determine the final disposition of documents at-the end of their retention
period, which means whether they will be destroyedyarchived, provided to
another party, etc.

Your enterprise should ensure that documents remain legible throughout
their retention period. For example, ensuring that a document can be read
by available software or, if printed, that the printed copy is complete and
readable.

It can be useful to create a common template for all internal documents that
ensures classification markings are always included and visible. For example,
the footer of the document can include something that says Internal Use
Only or Commercial in.Confidence for different document types. Determining
location and access to internal documents can be easily defined. Retention
periods for internal documents can also be defined and managed. Documents
of external(origin that are necessary for the planning and operation of the
ISMS, for'example a performance report from a supplier that lists potential
information security vulnerabilities, also require a consistent process to
ensare that there is clarity about classification, access, storage, retention and
other considerations regarding these documents.

Some organizations collect, register and manage documents of external
origin, such as reports from suppliers or proposals from customers, in the
same way they manage internal documents. For example, the organization
may add a cover sheet with relevant classification markings to show the

: : ) ) ) | |

74 ISO/IEC 27001:2022 - A practical guide


https://standardsiso.com/api/?name=39c061a0abd5afb76e85e0a231c04f16

include it in the same document management system used for internal
documents. Other organizations use a separate process to store and manage
documents of external origin, for example International Standards, which
may have copyright requirements or contain customer data, which can have
confidentiality, privacy or other contractual considerations.

8. Operations

This clause consists of three subclauses, which are:

8.1 Operational planning and control
8.2 Information security risk assessment
8.3 Information security risk treatment

Subclause 8.1 - Operational planning and control

This subclause requires the organization toplan, implement and control the
processes required to meet the objectives of the ISMS, and manage the risks
identified under Clause 6, Planning, inhlSO/IEC 27001.

Guidance

The intent of this clause is to-efsure that you plan, implement and control
the processes that are ngeded for your ISMS. Risks and opportunities are
determined during the planning stage in Clause 6, for planning.

Your enterprise needs to have a plan of action for the implementation and
control of the processes according to the criteria for the processes needed to
meet the requirements and actions determined in Clause 6. Depending on the
size and Complexity of your enterprise, you should determine what resources
are needed and if the current set of resources is sufficient. The controls
needed should confirm that criteria are met, ensure the objectives of the
ISMS are met and determine where improvements are needed.

The risk-assessment process described under Clause 6 will result in a set
of risks prioritized for action and documented in a risk register, according
to the severity of these risks. The planning process in turn will determine
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enterprise will need a plan to apply each of the applicable control techniques
and tools in a systematic and controlled manner.

Additionally, establish the necessary activities to control planned changes to
the information security processes. This includes changes to the processes
themselves and changes to the criteria and rules used to evaluate the
processes and should be aligned with the actions to fulfil the requirements
described in subclause 6.3 of ISO/IEC 27001.

Review unintended changes and the consequences of such changes, to the
information security processes, taking action to mitigate any adversg effects.
This includes identifying and mitigating any potential risks that may.arise as
a result of unintended changes to the ISMS, its context, policies,foles and
responsibilities and the ability to achieve the objectives established.

Ensure externally provided processes, products or services that are relevant
to the ISMS are controlled. This includes ensuring that these processes
comply with the rules established for the enterprise’s internal processes.

Subclause 8.2 - Information,security risk
assessment

This subclause requires the organization to perform periodic risk
assessments, either at planned intervals, or when there are significant
changes that in turn result in‘changes to the ISMS.

Guidance

Your enterprise needs-to perform information security risk assessments at
planned intervalsier when significant changes are proposed or occur, taking
account of the ¢riteria established through applying subclause 6.1.2 of
ISO/IEC 27001. Conducting regular information security risk assessments is
an important and essential activity to ensure your ISMS is up-to-date and
effective.

There are many different types of change that will need a review of the risks.
For example, changes to the needs and requirements of interested parties

as discussed and determined in Clause 4. Your enterprise may introduce

new technologies or change the way it does business, such as using more
online transactions and processing. It might change its service provider or
use new services, and the level of security threat might change. All these may

introduce new risks and consequences in your business. Reassessing your
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risks is therefore necessary to make sure your ISMS is still able to control the
risks it faces.

The frequency of these assessments will depend on the size and complexity
of your enterprise, the type of information being protected and the level

of risk associated with the information and the technology used to store,
transmit and process it. There is no defined period of when to do a risk
assessment, it is for your enterprise to decide the frequency. Your enterprise
needs to determine, for example, whether a yearly risk assessment is needed
or whether the period should be shorter or longer.

Outside of this defined period there will always be cases that may require a
risk assessment when significant changes have been made or when.a serious
security incident has occurred.

As discussed in the section of this handbook for Clause 6; you need to
identify and prioritize risks for information security, takinhg into account their
likelihood and impact. Include in this assessment the'current controls and
actions to mitigate these risks and evaluate their effectiveness.

Document the results of the information security risk assessments. This
documentation should include the risks idehtified, the likelihood and impact
of these risks, the current controls in place and any additional controls
determined to address these risks.

Review and update the results of.the information security risk assessments
regularly to ensure that the risks for information security are being
effectively managed. This'may include updating the risk-treatment plan and
implementing additional controls as necessary.

By conducting regular information security risk assessments, an enterprise
can ensure it is'éffectively managing information security risks and protecting
its information assets. This documented information on the results of the
assessmentsis also a valuable resource for understanding the information
securityrisks and the actions taken to mitigate these risks.
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Subclause 8.3 - Information security risk

treatment

This subclause requires the organization to implement the information
security risk-treatment plan and then document the results of the risk
treatment for information security.

Guidance

The information security risk treatment plan created by applying subclause
6.1.3 e) of ISO/IEC 27001 should be implemented. Your enterprise should
assign sufficient resources for the implementation. The purpose ofithe
risk-treatment plan is to address the risks identified in the risk-assessment
process; in most cases this would mean reducing the risk by.controls that
modify the likelihood of an event or reducing the impact on‘assets. Your risk-
treatment plan needs to be approved by relevant decision-makers and risk
owners to ensure it aligns with the enterprise's business objectives and the
risk management process established.

The treatment plan should include risks and their impact and likelihood, level
of risk, treatment options for each unacgeeptable risk, necessary controls,
responsibilities for implementing specific controls and the activities for
appropriate individuals or teams.

There should be a timeline forimplementing the plan that considers the
availability of resources and the activities that depend on others involved in
the implementation.

Monitor and track the implementation of the plan, considering if the timeline
is met, if the resources are sufficient and if staff are competent enough to
carry out the'activities and implement the controls.

Your engerprise should retain documented information of the results

of implementing the information security risk treatment, including any
changes made to the risk treatment plan, the status of implementation

and any residual risks that remain. This should also include evidence of the
implementation of controls and any residual risks. This documentation should
be available for review by relevant decision-makers and auditors.

Review the results of the information security risk treatment and update the

risk-treatment plan as necessary to reflect changes in the enterprise's risk
il h
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9. Performance
evaluation

This clause describes the requirements for evaluating the effectiveness of
the ISMS and consists of three subclauses, which are:

9.1 Monitoring, measurement, analysis and evaluation
9.2 Internal audit

9.3 Management review

Subclauses 9.2 and 9.3 each consists of further subclauses.

Subclause 9.1 - Monitoring, measurement, analysis
and evaluation

This subclause requires the organization to determine what to monitor, when,
how and where, including provisions for analysis and review of the results of
monitoring.

Guidance

The intent of this clause is for your énterprise to determine what processes
for measuring and monitoring aré.required, when to perform these processes,
who is responsible for them and how to carry out the analysis and evaluation
of the results of these activjties.

Subclause 9.1 of ISOAEC:27001 is highly prescriptive in that it states in five
parts exactly whatan'enterprise needs to do.

Subclause 9.1 a)~ what needs to be monitored and when: The top
management.should first explain what will be convincing evidence that the
information’security management system is meeting its objectives (clause
5.2 b)), ‘For example, failure to meet an objective such as there should be no
inappropriate disclosure of personal information, could result in an incident,
such as the loss of a laptop. An appropriate measure in this case is the
number of incidents. The enterprise owner might also want other information
such as whether risk assessments and meetings are being conducted as
scheduled.
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In some cases, measurements are made over a period. ISO/IEC 27001 refers
to such a series of measurements as monitoring.

Subclause 9.1 b) - methods for monitoring, measurement, analysis and
evaluation: Measurements can be simple numeric values, such as numbers
of people who attended an event or the number of incidents. They can be
ratios, such as the number of people who attended divided by the number of,
invitees, or a more complex formula. Regardless of the methodology, it should
be defined for all measures before the corresponding measurements aré
made.

Care should be taken when making quantitative measurements 1o avoid
measurement errors. One might, for example, take the average-of several
measurements. Care should also be taken when making qualitative
measurements to avoid subjectivity. Such errors can be réduced by giving
instructions for the assignment of values. For example; poor means a score of
less than 10%.

Subclause 9.1 c) - when to perform the monitoring and measuring: the
times and frequencies at which measurements are made can be different for
different measures. For example, meastitements for one activity might be
made once a month, whereas anothefimight be made annually.

Subclause 9.1 d) - who performs the monitoring and measuring: this
process should be assigned,toiindividuals, while management may decide
who this is.

Subclause 9.1 e) - when'to analyse and evaluate the results of monitoring
and measuring: the schedule for analysis and evaluation should be
determined by eriticality of the process being measured and monitored.
For exampleg,is.it data that will inform immediate action? Otherwise, it

is not always‘hecessary to analyse and evaluate the results as soon as
measurements are made. In some cases, it is preferable to make a series of
measurements and then analyse the results.

Subclause 9.1 f) - who analyses and evaluates the results of monitoring
and measuring: different skill sets can be required for measuring, analysis
and evaluation. Such differences should be borne in mind when allocating
responsibility for analysis and evaluation.

standard places the emphasis on the results. It is these that will inform the
business as to whether the ISMS is meeting its objectives.
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Subclause 9.2 - Internal audit

This clause consists of two further subclauses, which are:

9.21 General
9.2.2 Internal audit programme

Subclause 9.2.1 - General

This subclause specifies that the organization must perform internal audits at
intervals to provide information on whether the ISMS is effective, maintained
and conforms to the requirements of ISO/IEC 27001.

Guidance

The intent of this clause is for your enterprise to gain information through
conducting internal audits about the performance and effectiveness of your
ISMS. An internal audit should be an impartial view ofwhether your ISMS has
been effectively implemented and maintained. This\audit is used to determine
whether your ISMS conforms to the requirements.of ISO/IEC 27001 as well as
the requirements of the enterprise.

Sl
%)
A\
E_el Case study \O
An online florist business ¢ cts internal audits on a yearly basis. However,
it has recently experien everal security incidents that have disrupted the
business, resulting in a medium level of impact. The enterprise then decides
to conduct an int audit to determine whether the ISMS is still effective

and operatin @ ected. The enterprise’s management aim to determine
the cause of §hé disruptions, thus enabling management and risk owners to
make apn'ate improvements.

o\

%v
=
E& Case study

The reception staff in a health clinic have daily contact with patients and take
the opportunity to get feedback on whether the patients are satisfied with

TNe Service they receive. ATter collecting the Teedback, the stail note the
suggestions and share these in staff meetings.
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Subclause 9.2.1-Internal audit programme

This suf fips 1 . : : lishi .

and maintaining an internal audit programme.

Guidance

Your enterprise needs to establish, implement and maintain an audit
programme. The programme should set up a series of audits for a specific
time frame. This should include how frequently an audit should be carried
out (e.g. monthly, quarterly, yearly). The audit programme should define
the methods to be used, which might include observation of the ISNS-in
operation, interviews with relevant staff, sampling of processes.in place and
examination of documented information.

When assigning staff to undertake the audits, your enterprise needs to
ensure objectivity and impartiality during the audit pracess. In general, a
member of staff should not audit their own work.

Your enterprise should determine the scope ofleach audit and the audit
criteria to be used. The scope might specify‘areas of the business, processes
or activities. The criteria might include specific standards to be used, specific
requirements to be checked or when cotrective action is needed and the time
frame for making corrections and improvements. An internal audit is a good
opportunity for observing weaknesses and areas for improvement.

The audit should result in an*audit report detailing the findings of the audit,
evidence of nonconformity;areas for correction and improvement. This report
is needed as input tothe'management review, which is described in the next
section.
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Subclause 9.3 - Management review

This subclause Is divided Into three further subclauses, which are:

9.3.1 General
9.3.2 Manage review inputs
9.3.3 Management review results

Guidance

The intent of this clause is to ensure that your enterprise conducts
management reviews.

The purpose of the review is to check that your ISMS is:
» suitable — does it still fulfil its purpose?

- adequate —is it still sufficient?

- effective — does it still achieve the intended results?

The enterprise’s management should review.the ISMS at planned intervals
to ensure that it is working as intended. Reviews can take place at intervals
defined by management, although comprehensive management reviews are
typically at annual intervals, while more complex organizations often have
smaller reviews more frequently, €.g. once per month or every quarter.

This management review cap-bé stand-alone or in combination with other
management review meetings. For example, they could be carried out weekly,
monthly or around the same time that management has other meetings, for
example business planning, strategic planning or operational meetings. This
can add value and avoid redundant multiple meetings.

The review Mmeetings will have a number of inputs to consider:

» Actions“decided upon at previous meetings need to implemented.
Réviewing the status of actions from previous review meetings is
therefore an important first step as in any formal meeting with minutes.

= External and internal issues, for example changes to the market in which
the business operates and world events, can affect the ISMS. Such
changes can modify the likelihood of cyber-attacks; also, changes in
the law can affect what businesses must do to preserve the security

and privacy of information. There can be internal changes, such as staff
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turnover, response to new business opportunities and adoption of new
technologies, that affect the ISMS.

« Customers can also have new requirements that can affect the ISMS.

« The results of measurements and audits provide information concerning
how well the ISMS is meeting its objectives. Nonconformities, especially
repetitious nonconformities, can highlight areas of weakness where
improvements can be desirable.

« Comments from customers and staff can also identify areas of the ISMS
where improvements can be made.

« Risks are forever changing, which is why risk assessmentssmust be
conducted at planned intervals and when significant changes are
proposed or occur. Such changes can necessitate acchange in the
information security controls that are used to mitigate risk. Because
such changes affect the ISMS, it is importanttoninclude them in the
management review.

« Management is committed to continual improvement and the review
meeting is a good time to demonstratethat commitment.

The most important outputs of a management review concern opportunities
for improvements and changes thatare to be made to the ISMS.

The management review mihnutes serve as a permanent record of the review
meeting and the decisions:taken.
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10. Impmyement

There are two subclauses to this final clause, which are:

10.1 Continual improvement
10.2 Nonconformity and corrective action

Subclause 10.1 - Continual improvement

An enterprise has to implement a continuous improvement process to‘ensure
the suitability, adequacy and effectiveness of its ISMS.

Guidance

The aim of this subclause is to ensure that your enterprise\identifies
opportunities for improvement of your ISMS. Improvements can help your
enterprise keep its ISMS up-to-date, improving théperformance and
effectiveness, correcting or preventing undesirable effects of risks and
their consequences, and meeting the needsand requirements of interested
parties.

Improvements might be identified thiedgh different methods, for example:

« results of risk assessments (Clauses 6 and 8 of ISO/IEC 27001), security
incident activities and reperts of emerging threats that might have a
potential impact on theé-enterprise;

« actions resulting from monitoring, internal audit and review activities
(Clause 9 of ISQHEC 27001);

- actions to avoid recurrence of nonconformities (Subclause 10.2 of
ISO/IEC(27001);

- feedback from management, staff and other interested parties;

« ~ changes due to the introduction of new business processes and
technologies.
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Improvements should be carried out to ensure that your ISMS continues to
be effective, appropriate and suitable for your enterprise and the protection

of its information. Improvements will be necessary over a period of time to
ensure all changes that affect your enterprise are considered from a risk and
impact point of view.

A0
\
E_(\)\ Case study C)
A small architectural practice is highly dependent on the use of teckg;\gdgy

to produce designs for buildings, offices and houses, and to co icate
with its customers on design specifications. It periodically revj its needs
and requirements for information security, taking account eedback and
reports on current and emerging risks, and its current igformation security
controls and the performance and effectiveness of é controls. It has

regular monthly meetings with staff to discuss any_8e€urity related issues
encountered in order to identify any opportunit%for improvement.

(o

Subclause 10.2 - Nonconformity and corrective
action

This subclause requires the enterprise to identify nonconformities, respond
to them, analyse the root.causes, and then take steps to either minimize
the chances of a recurrence of the nonconformity, or to eliminate them
happening againif possible.

Guidance

The intent ofthis subclause is to ensure that your enterprise manages any
noncenformities it has identified and that it takes appropriate corrective
action'to address the nonconformities.

A.nonconformity is a failure to conform with the requirements given in
ISO/IEC 27001; this can include issues related to these requirements, such
as non-compliance with statutory or regulatory requirements, breach of
contractual obligations, breach of information security policy or problems
arising from external interested parties. Your enterprise should take the
necessary action to investigate what has gone wrong and the causes of

the problem, correct the problems and prevent any future recurrence. Your
enterprise should seek to eliminate the causes and effects of the problem.
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