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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
[SP/TECTTC T

The procedures used to develop this document and those intended for its further maintenance are
ddscribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria ngeded for
the different types of document should be noted. This document was drafted in_accordancd with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Afttention is drawn to the possibility that some of the elements of this doCument may be the subject
of| patent rights. ISO and IEC shall not be held responsible for identifying any or all suth patent
rights. Details of any patent rights identified during the development of the document will[be in the
Infroduction and/or on the ISO list of patent declarations received (se® www.iso.org/patents)

Any trade name used in this document is information given for thle convenience of users and does not
cojnstitute an endorsement.

Fgr an explanation on the meaning of ISO specific terms and expressions related to c¢nformity
aspessment, as well as information about ISO’s adherence to the WTO principles in the [Technical
Bdrriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this documentdis ISO/IEC JTC 1, Information technology, [SC 27, IT
Security techniques.

This fourth edition cancels and replacés’the third edition (ISO/IEC 27000:2014), which [has been
tethnically revised.
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Information technology — Security techniques —
Information security management systems — Overview
and vocabulary

0

Introduction

In
0f
ha
ex
in
of

T}

for

p1]
st

p1]

0.

Th
to

ge

1 Overview

fernational Standards for management systems provide a model to follow{in settin
erating a management system. This model incorporates the features on which’experts ir
ve reached a consensus as being the international state of the art. ISO/IECJTIC 1/SC 27 mai

formation security, otherwise known as the Information Security Management System (ISM
standards.

rough the use of the ISMS family of standards, organizations canpidevelop and implement a fx
operty, and employee details, or information entrusted to‘them by customers or third part

otection of information.

2 ISMS family of standards

e ISMS family of standards (see Clause 4):\§intended to assist organizations of all types

neral title Information technology — . Security techniques (given below in numerical order):
ISO/IEC 27000, Information security management systems — Overview and vocabulary
ISO/IEC 27001, Informatiensecurity management systems — Requirements
ISO/IEC 27002, Code ¢f practice for information security controls
ISO/IEC 27003, Infarmation security management system implementation guidance
ISO/IEC 27004, Information security management — Measurement
ISO/IEC.27005, Information security risk management

ISOLIEC 27006, Requirements for bodies providing audit and certification of informatio
management systems

y up and
the field
ntains an

pert committee dedicated to the development of international management systems stanfdards for

S) family

amework

managing the security of their information assets including financial information, intellectual

es. These

hndards can also be used to prepare for an independent assessment of their ISMS applied to the

and sizes

implement and operate an ISMS and censists of the following International Standards, yinder the

@ security

ISO/IEC 27007, Guidelines for information security management systems auditing
ISO/IEC TR 27008, Guidelines for auditors on information security controls

ISO/IEC 27009, Sector-specific application of ISO/IEC 27001 — Requirements

ISO/IEC 27010, Information security management for inter-sector and inter-organizational

communications

ISO/IEC 27011, Information security management guidelines for telecommunications organizations

based on ISO/IEC 27002

ISO/IEC 27013, Guidance on the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1
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EC 27014, Governance of information security
EC TR 27015, Information security management guidelines for financial services

EC TR 27016, Information security management — Organizational economics

— ISO/IEC 27017, Code of practice for information security controls based on ISO/IEC 27002 for cloud
services

— ISO/IEC 27018, Code of practice for protection of personally identifiable information (PII) in public
clouds acting as PII processors

— ISO/IlEC 27019, Information security management guidelines based on ISO/IEC 27002 for procg

contn

NOTE
Standards
SC27,ITS

Internati
standard

— IS0 2

0.3 Pu

This Inte
defines r¢

NOTE
in the ISM

The ISMS

ol systems specific to the energy utility industry
were prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,Subcommitf
bcurity techniques.

bnal Standards not under the same general title that are also part.ef the ISMS family
5 are as follows:

7799, Health informatics — Information security management in health using ISO/IEC 27002

'pose of this International Standard

Fnational Standard provides an overview of information security management systems a
lated terms.

Annex A provides clarification on how verbal forms are used to express requirements and/or guidai
5 family of standards.

family of standards includes standards that

a) defiT requirements for an ISMS and for those certifying such systems,
d

b) prov
imple

c) addr
d) addr
The term
— covel

— do nd

e direct support, detailed guidance and/or interpretation for the overall process to establi
ment, maintain, and improyexan ISMS,

ss sector-specific guidélines for ISMS, and

ss conformity assessment for ISMS.

5 and definitionis)provided in this International Standard
commonlyised terms and definitions in the ISMS family of standards,

t coverall terms and definitions applied within the ISMS family of standards, and

SS

The general title “Information technology — Security techniques” indicates that these Internationpal

ee

of

.h’

— do nd

t4imit the ISMS family of standards in defining new terms for use.

1 Scope

This International Standard provides the overview of information security management systems, and
terms and definitions commonly used in the ISMS family of standards. This International Standard is
applicable to all types and sizes of organization (e.g. commercial enterprises, government agencies, not-

for-profit

organizations).

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
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2.1

access control
means to ensure that access to assets is authorized and restricted based on business and security
requirements (2.63)

2.2

analytical model
algorithm or calculation combining one or more base measures (2.10) and/or derived measures (2.22)
with associated decision criteria (2.21)

2.3

attack

atfempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make una
use of an asset

2.

attribute

prpperty or characteristic of an object (2.55) that can be distinguished quantitatively or quz
byl human or automated means

[SPURCE: ISO/IEC 15939:2007, 2.2, modified — “entity” has been replaced by “object” in the d
2.p

aydit

syktematic, independent and documented process (2.61) fap obtaining audit evidence and evz
oljectively to determine the extent to which the audit criteria are fulfilled

Ng
an|

Ng

2.
au
ex

[S

2.
auy

p1
2.
au
pr
2.
av

d it can be a combined audit (combining two or more.disciplines).
te 2 to entry: “Audit evidence” and “audit criteri@” are defined in ISO 19011.

b
dit scope
tent and boundaries of an audit (2:5)

DURCE: ISO 19011:2011, 3.14smodified — Note 1 to entry has been deleted.]

/
thentication
ovision of assurance-that a claimed characteristic of an entity is correct

B
thenticity
operty thatan entity is what it claims to be

D
ailability

ithorized

litatively

efinition. ]

luating it

te 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or thjird party),

pr

pnrfy nfhning accessible and usable upon demand hy anauthorized nnfify

2.10
base measure
measure (2.47) defined in terms of an attribute (2.4) and the method for quantifying it

[SOURCE: ISO/IEC 15939:2007, 2.3, modified — Note 2 to entry has been deleted.]

Note 1 to entry: A base measure is functionally independent of other measures (2.47).

2.11
competence
ability to apply knowledge and skills to achieve intended results

© ISO/IEC 2016 - All rights reserved
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2.12

confidentiality

property that information is not made available or disclosed to unauthorized individuals, entities, or
processes (2.61)

2.13
conformity
fulfilment of a requirement (2.63)

Note 1 to entry: The term “conformance” is synonymous but deprecated.

2.14
consequ¢nce
outcome pf an event (2.25) affecting objectives (2.56)

[SOURCE]ISO Guide 73:2009, 3.6.1.3, modified]

Note 1 to ¢ntry: An event (2.25) can lead to a range of consequences.

—

Note 2 to pntry: A consequence can be certain or uncertain and in the context of informdtion security (2.33) is

usually negative.
Note 3 to ¢ntry: Consequences can be expressed qualitatively or quantitatively.
Note 4 to ¢ntry: Initial consequences can escalate through knock-on effects:

2.15
continuall improvement
recurring activity to enhance performance (2.59)

2.16
control
measure fhat is modifying risk (2.68)

[SOURCE]ISO Guide 73:2009, 3.8.1.1]

Note 1 to|entry: Controls include any process (2.61), policy (2.60), device, practice, or other actions which
modify risk (2.68).

Note 2 to ¢ntry: Controls may not always exert the intended or assumed modifying effect.

2.17
control dbjective
statemen}t describing whatis to be achieved as a result of implementing controls (2.16)

2.18
correctign
action to pliminate a detected nonconformity (2.53)

2.19
corrective action
action to eliminate the cause of a nonconformity (2.53) and to prevent recurrence

2.20
data
collection of values assigned to base measures (2.10), derived measures (2.22) and/or indicators (2.30)

[SOURCE: ISO/IEC 15939:2007, 2.4, modified — Note 1 to entry has been added.]

Note 1 to entry: This definition applies only within the context of ISO/IEC 27004.

4 © ISO/IEC 2016 - All rights reserved
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2.21

decision criteria

thresholds, targets, or patterns used to determine the need for action or further investigation, or to
describe the level of confidence in a given result

[SOURCE: ISO/IEC 15939:2007, 2.7]

2.22
derived measure
measure (2.47) that is defined as a function of two or more values of base measures (2.10)

[SDURCE: ISO/IEC 15939:2007, 2.8, modified — Note 1 to entry has been deleted.]

2.23

dqcumented information
information required to be controlled and maintained by an organization (2.57)~and the medium on
which it is contained

Ndte 1 to entry: Documented information can be in any format and media and frem any source.
Ndte 2 to entry: Documented information can refer to

—| the management system (2.46), including related processes (2.61);

—| information created in order for the organization (2.57) to operdte (documentation);

—| evidence of results achieved (records).

2.p4
effectiveness
exitent to which planned activities are realized and planned results achieved

2.p5
event
ogcurrence or change of a particular setof circumstances

[SDURCE: ISO Guide 73:2009, 3.5.1:3; modified — Note 4 to entry has been deleted.]
Ndte 1 to entry: An event can be.ore or more occurrences, and can have several causes.
Ndte 2 to entry: An event can-consist of something not happening.

Ndte 3 to entry: An event'can sometimes be referred to as an “incident” or “accident”.

2.6

eXecutive management
pdrson origroup of people who have delegated responsibility from the governing body (2.29) for
infplementation of strategies and policies to accomplish the purpose of the organization (2.57)

Ndte~1 to entry: Executive management is sometimes called top management (2.84) and can indlude Chief
Executive Officers, Chief Financial Officers, Chief Information Officers, and similar roles.

2.27
external context
external environment in which the organization seeks to achieve its objectives (2.56)

[SOURCE: ISO Guide 73:2009, 3.3.1.1]
Note 1 to entry: External context can include the following:

— the cultural, social, political, legal, regulatory, financial, technological, economic, natural and competitive
environment, whether international, national, regional or local;

— key drivers and trends having impact on the objectives (2.56) of the organization (2.57);

© ISO/IEC 2016 - All rights reserved 5
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— relationships with, and perceptions and values of, external stakeholders (2.82).

2.28

governance of information security
system by which an organization’s (2.57) information security (2.33) activities are directed and controlled

2.29

governing body
person or group of people who are accountable for the performance (2.59) and conformance of the
organization (2.57)

Note 1 to ¢

2.30
indicatoy
measure
analytica

2.31

ntry: Governing body can in some jurisdictions be a board of directors.

[2.47) that provides an estimate or evaluation of specified attributes (2.4) derived from
model (2.2) with respect to defined information needs (2.31)

informatlion need

insight ne
[SOURCE
2.32

cessary to manage objectives (2.56), goals, risks and problems

ISO/IEC 15939:2007, 2.12]

information processing facilities

any infor

2.33

mation processing system, service or infrastructure, or'the physical location housing it

information security

preservat

Note 1 to
and reliab

2.34

ion of confidentiality (2.12), integrity (2.40) and availability (2.9) of information

entry: In addition, other properties, such,a8)authenticity (2.8), accountability, non-repudiation (2.54

lity (2.62) can also be involved.

information security continuity

processes

2.35

(2.61) and procedures for.€nsuring continued information security (2.33) operations

information security event

identified
security |
security 1

2.36

occurrence of a-system, service or network state indicating a possible breach of informati
2.33) policy (2603 or failure of controls (2.16), or a previously unknown situation that may
elevant

informafion security incident

single or

h series of unwanted or unexpected information security events (2.35) that have a significg

probabili

=
‘;/

on
be

nt

v af compramising business operations and fhrpnfpning infnrmnﬁnn security (7 '2'2)

2.37

information security incident management
processes (2.61) for detecting, reporting, assessing, responding to, dealing with, and learning from
information security incidents (2.36)

2.38

information sharing community
group of organizations (2.57) that agree to share information

Note 1 to entry: An organization (2.57) can be an individual.

© ISO/IEC 2016 - All rights reserved
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2.39
information system
applications, services, information technology assets, or other information handling components

2.40
integrity
property of accuracy and completeness

241
interested party
patrserror-organizatt

d

cted by a

internal context
infernal environment in which the organization (2.57) seeks to achieve its objectives

[SDURCE: ISO Guide 73:2009, 3.3.1.2]
Ndte 1 to entry: Internal context can include the following:
—| governance, organizational structure, roles and accountabilities;

—| policies (2.60), objectives (2.56), and the strategies that are in place‘to achieve them;

—| the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, procefses (2.61),
systems and technologies);

—| information systems (2.39),information flows and decigion-making processes (2.61) (both formal and|informal);
—| relationships with, and perceptions and values of, internal stakeholders (2.82);
—/| the organization’s (2.57) culture;

—| standards, guidelines and models adopted by the organization (2.57);

—| form and extent of contractual relationships.

2.43
ISMS project
structured activities undértaken by an organization (2.57) to implement an ISMS

2.44

leyel of risk
magnitude of axisk (2.68) expressed in terms of the combination of consequences (2.14) pnd their
lielihood (2.45)

[SDURCEISO Guide 73:2009, 3.6.1.8, modified — “or combination of risks” has been delefed in the
ddfinitioft.]

2.45
likelihood
chance of something happening

[SOURCE: ISO Guide 73:2009, 3.6.1.1, modified — Notes 1 and 2 to entry have been deleted.]

2.46

management system

set of interrelated or interacting elements of an organization (2.57) to establish policies (2.60) and
objectives (2.56) and processes (2.61) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

© ISO/IEC 2016 - All rights reserved 7
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Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities,

planning,

operation.

Note 3 to entry: The scope of a management system may include the whole of the organization (2.57), specific and
identified functions of the organization (2.57), specific and identified sections of the organization (2.57), or one
or more functions across a group of organizations (2.57).

2.47
measure

variable to which a value is assigned as the result of measurement (2.48)

[SOURCE

Note 1 to 4
and indica

2.48
measure
process (2

Note 1 to

informatid
associated
(2.2),and

2.49
measure
algorithny

[SOURCE

2.50
measure
logical se

to a specified scale (2.80)

[SOURCE

Note 1 to
attribute (|

— subje
— objec

2.51
measure
one or mg

2.52

ISO/IEC 15939:2007, 2.15, modified]

tors (2.30).

ment
.61) to determine a value

entry: In the context of information security (2.33), the process (2.61) of determining a value requif
n about the effectiveness (2.24) of an information security (2.33) mandgement system (2.46) and
controls (2.16) using a measurement method (2.50), a measurement function (2.49), an analytical mo
Hecision criteria (2.21).

ment function
or calculation performed to combine two or more base measures (2.10)

ISO/IEC 15939:2007, 2.20]

ment method
uence of operations, described generieally, used in quantifying an attribute (2.4) with resp¢

ISO/IEC 15939:2007, 2.22, modified — Note 2 to entry has been deleted.]

entry: The type of measurement method depends on the nature of the operations used to quantify
.4). Two types can be distingtiished as follows:

Ctive: quantification jnvolving human judgment;

ive: quantification’based on numerical rules.

ment results

ntry: The term “measures” is used to refer collectively to base measures (2.10), derived measures (2.2

re indicators (2.30) and their associated interpretations that address an information need (2.31

es
its
el

ct

monitor

8

determining the status of a system, a process (2.61) or an activity

Note 1 to entry: To determine the status, there may be a need to check, supervise or critically observe.

2.53

nonconformity

non-fulfil

2.54

ment of a requirement (2.63)

non-repudiation

ability to

prove the occurrence of a claimed event (2.25) or action and its originating entities

© ISO/IEC 2016 - All rights reserved
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2.55
object
item characterized through the measurement (2.48) of its attributes (2.4)

2.56
objective
result to be achieved

Note 1 to entry: An objective can be strategic, tactical, or operational.

Note_ 2 to entry: Ohjprfi\mQ can relate to different diQ{‘ip]inPQ (Qll(‘h as financial health and fety, and
enfvironmental goals) and can apply at different levels (such as strategic, organization-wide, project;pfoduct and
prpcess (2.61).

Ndte 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a pyirpose, an
oplerational criterion, as an information security (2.33) objective or by the use of other words with similar
meaning (e.g. aim, goal, or target).

Ndte 4 to entry: In the context of information security (2.33) management systems (2.46), informatign security
(2]33) objectives are set by the organization, consistent with the information.security (2.33) policy| (2.60), to
achieve specific results.

2.p7

onganization

pdrson or group of people that has its own functions with responsibilities, authorities and reldtionships
tolachieve its objectives (2.56)

Ndte 1 to entry: The concept of organization includes but is iot'limited to sole-trader, company, corpordtion, firm,
enferprise, authority, partnership, charity or institution,(or part or combination thereof, whether indqorporated
orfnot, public or private.

2.p8

oytsource

mpke an arrangement where an externalorganization (2.57) performs part of an organizatidn’s (2.57)
fuhction or process (2.61)

Ndte 1 to entry: An external organization is outside the scope of the management system (2.46), alghough the
ouftsourced function or process (2:61) is within the scope.

2.p9

pgrformance

measurable result

Ndte 1 to entry: Pérformance can relate either to quantitative or qualitative findings.

Ndte 2 to entry: Performance can relate to the management of activities, processes (2.61), products |(including
services),systems or organizations (2.57).

2.60

paliey

intentions and direction of an organization (2.57) as formally expressed by its top management (2.84)
2.61

process

set of interrelated or interacting activities which transforms inputs into outputs

2.62
reliability

pr

operty of consistent intended behaviour and results

© ISO/IEC 2016 - All rights reserved
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2.63
requirement
need or expectation that is stated, generally implied or obligatory

Note 1 to entry: “Generally implied” means that it is custom or common practice for the organization (2.57) and
interested parties that the need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, for example in documented information (2.23).

2.64
residual risk
risk (2.68]) remaining after risk treatment (2.79)

Note 1 to ¢ntry: Residual risk can contain unidentified risk (2.68).
Note 2 to ¢ntry: Residual risk can also be known as “retained risk”.

2.65

review
activity undertaken to determine the suitability, adequacy and effectiveness (2.24)of the subject matter
to achiev¢ established objectives (2.54)

[SOURCE]ISO Guide 73:20009, 3.8.2.2, modified — Note 1 to entry has been deleted.]

2.66
review opject
specific ifem being reviewed

2.67
review opjective
statemenf describing what is to be achieved as a result-of a review (2.65)

2.68
risk
effect of yncertainty on objectives

[SOURCE{ISO Guide 73:2009, 1.1, modified]
Note 1 to ¢ntry: An effect is a deviatiof from the expected — positive or negative.

Note 2 to gntry: Uncertainty is theystate, even partial, of deficiency of information related to, understanding|or
knowledgg¢ of, an event (2.25), its\consequence (2.14), or likelihood (2.45).

Note 3 to ¢ntry: Risk is offen characterized by reference to potential events (2.25) and consequences (2.14), of a
combinatipn of these.

Note 4 to pntry: Risk/s often expressed in terms of a combination of the consequences (2.14) of an event (2.45)
(including|changes'in circumstances) and the associated likelihood (2.45) of occurrence.

Note 5 to [enfry: In the context of information security (2.33) management systems (2.46), information securjty
(2.33) risks can be expressed as effect of uncertainty on information security (2.33) objectives (2.56).

Note 6 to entry: Information security (2.33) risk is associated with the potential that threats (2.83) will exploit
vulnerabilities (2.89) of an information asset or group of information assets and thereby cause harm to an
organization (2.57).

2.69
risk acceptance
informed decision to take a particular risk (2.68)

[SOURCE: ISO Guide 73:2009, 3.7.1.6]

Note 1 to entry: Risk acceptance can occur without risk treatment (2.79) or during the process (2.61) of risk
treatment (2.79).
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Note 2 to entry: Accepted risks (2.68) are subject to monitoring (2.52) and review (2.65).

2.70
risk analysis
process (2.61) to comprehend the nature of risk (2.68) and to determine the level of risk (2.44)

[SOURCE: ISO Guide 73:2009, 3.6.1]
Note 1 to entry: Risk analysis provides the basis for risk evaluation (2.74) and decisions about risk treatment (2.79).

Note 2 to entry: Risk analysis includes risk estimation.

tinual and iterative processes (2.61) that an organization conducts to provide, share pr obtain
information, and to engage in dialogue with stakeholders (2.82) regarding the management of ffisk (2.68)

Ndte 1 to entry: The information can relate to the existence, nature, form, likelihood (2.45), significance,
evpluation, acceptability and treatment of risk (2.68).

Ndte 2 to entry: Consultation is a two-way process (2.51) of informed communication between an organization
(2]57) and its stakeholders (2.82) on an issue prior to makingadecision or determining a direction on|that issue.
Consultation is

—| aprocess (2.61) which impacts on a decision thrgugh influence rather than power and
—| aninput to decision making, not joint decision making.

2.73
risk criteria
terms of reference against which the significance of risk (2.68) is evaluated

[SPDURCE: ISO Guide 73:2009,3.3.1.3]
Ndte 1 to entry: Risk criteria‘are based on organizational objectives, and external (2.27) and internal confext (2.42).
Ndte 2 to entry: Risk eriteria can be derived from standards, laws, policies (2.60) and other requiremerfts (2.63).

2.V4

risk evaluation
prpcess (2461) of comparing the results of risk analysis (2.70) with risk criteria (2.73) to determine
whetherthe risk (2.68) and/or its magnitude is acceptable or tolerable

[SPURCE: ISO Guide 73:20009, 3.7.1]

Note 1 to entry: Risk evaluation assists in the decision about risk treatment (2.79).

2.75
risk identification
process (2.61) of finding, recognizing and describing risks (2.68)

[SOURCE: ISO Guide 73:2009, 3.5.1]

Note 1 to entry: Risk identification involves the identification of risk sources, events (2.25), their causes and their
potential consequences (2.14).

Note 2 to entry: Risk identification can involve historical data, theoretical analysis, informed and expert opinions,
and stakeholders’ (2.82) needs.
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2.76
risk management
coordinated activities to direct and control an organization (2.57) with regard to risk (2.68)

[SOURCE: ISO Guide 73:2009, 2.1]

2.77

risk management process
systematic application of management policies (2.60), procedures and practices to the activities of
communicating, consulting, establishing the context and identifying, analysing, evaluating, treating,
monitorims aud review ius T l.ol'\ (M)

[SOURCE]ISO Guide 73:2009, 3.1, modified — Note 1 to entry has been added.]

Note 1 to ¢ntry: ISO/IEC 27005 uses the term “process” (2.61) to describe risk management overall -Fhe elements
within the risk management (2.76) process (2.61) are termed “activities”.

2.78
risk ownler
person o1 entity with the accountability and authority to manage a risk (2.68)

[SOURCE{ISO Guide 73:2009, 3.5.1.5]

2.79
risk treafment
process (3.61) to modify risk (2.68)

[SOURCE] ISO Guide 73:2009, 3.8.1, modified — “decision” has“been replaced by “choice” in Note 1|to
entry.]

Note 1 to ¢ntry: Risk treatment can involve the following:
— avoid|ng the risk (2.68) by deciding not to start orcontinue with the activity that gives rise to the risk (2.6B);
— taking or increasing risk (2.68) in order to pursue an opportunity;
— remoyYing the risk (2.68) source;

— changing the likelihood (2.45);

— changing the consequences (2.14);

— shariIg the risk (2.68) withranother party or parties (including contracts and risk financing);
— retaining the risk (2.68) by informed choice.

Note 2 to ¢ntry: Risktreatments that deal with negative consequences (2.14) are sometimes referred to as “r{sk

by« » o«

mitigation’, “risk elimination”, “risk prevention” and “risk reduction”.

Note 3 to ¢ntrys Risk treatment can create new risks (2.68) or modify existing risks (2.68).

2.80
scale
ordered set of values, continuous or discrete, or a set of categories to which the attribute (2.4) is mapped

[SOURCE: ISO/IEC 15939:2007, 2.35, modified]

Note 1 to entry: The type of scale depends on the nature of the relationship between values on the scale. Four
types of scale are commonly defined as follows:

— nominal: the measurement (2.48) values are categorical;

— ordinal: the measurement (2.48) values are rankings;
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interval: the measurement (2.48) values have equal distances corresponding to equal quantities of the

attribute (2.4);

ratio: the measurement (2.48) values have equal distances corresponding to equal quantities of the attribute

(2.4), where the value of zero corresponds to none of the attribute.

These are just examples of the types of scale.

2.

81

security implementation standard
document specifying authorized ways for realizing security

2.
st

B2
hkeholder

pdrson or organization (2.57) that can affect, be affected by, or perceive themselvesto be affe
ddcision or activity

[S
2.

DURCE: ISO Guide 73:2009, 3.2.1.1, modified — Note 1 to entry has been deléted.]
B3

threat
pdtential cause of an unwanted incident, which may result in harm te-a system or organizatio

2.

B4

top management
pdrson or group of people who directs and controls an organiZation (2.57) at the highest level

Ndte 1 to entry: Top management has the power to delégate authority and provide resources \

or,

janization (2.57).

Ndte 2 to entry: If the scope of the management system (2.46) covers only part of an organization (2.57

m

2.
tr
a

inagement refers to those who direct and contrdlthat part of the organization (2.57).

B5
isted information communicationentity
onomous organization (2.57) ;supporting information exchange within an informatio

conmunity (2.38)

2.86

unit of measurement

pdrticular quantity, defihed and adopted by convention, with which other quantities of the s
are compared in ordértto express their magnitude relative to that quantity

[S
2.

DURCE: ISO/IEC15939:2007, 2.40, modified]
B7

vdlidatien
confirmation, through the provision of objective evidence, that the requirements (2.63) for

in
[S
2.

cted by a

1 (2.57)

vithin the

), then top

h sharing

ame kind

h specific

renided use or application have been fulfilled

OURCE: IS0 9000:2015, 3.8.12, modified]
88

verification
confirmation, through the provision of objective evidence, that specified requirements (2.63) have
been fulfilled

[S

OURCE: IS0 9000:2015, 3.8.4]

Note 1 to entry: This could also be called compliance testing.
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vulnerability
weakness of an asset or control (2.16) that can be exploited by one or more threats (2.83)

3 Information security management systems

3.1 General

Organizations of all types and sizes:

a) colle

b) recog
asset]

c) facez
d) addr

All inforn
example,
security
appropriz
Enabling
authorizg

Protectinfg information assets through defining, achievingymaintaining, and improving informati

security
enhance
suitable @
of inform|

As information security risks and the effectiveness of controls change depending on shifti

circumst

a) monifor and evaluate the effectiveness of implemented controls and procedures;

b) ident
c) selec
To interr¢

its policy
managen

3.2 WH

't, process, store, and transmit information;

nize that information, and related processes, systems, networks and people are.importa
s for achieving organization objectives;

range of risks that may affect the functioning of assets; and

ss their perceived risk exposure by implementing information security{eontrols.

nt

nation held and processed by an organization is subject to threatsof-attack, error, nature (

or

flood or fire), etc., and is subject to vulnerabilities inherent in its\use. The term informatipn
s generally based on information being considered as an asséb which has a value requiring
ite protection, for example, against the loss of availabjlity, confidentiality and integrify.

accurate and complete information to be available in a™imely manner to those with
d need is a catalyst for business efficiency.

effectively is essential to enable an organization\to achieve its objectives, and maintain a
ts legal compliance and image. These coordinated activities directing the implementation
ontrols and treating unacceptable information security risks are generally known as elemer
ation security management.

Ances, organizations need to:

ify emerging risks to be tpeated; and
[, implement and imptove appropriate controls as needed.

late and coordinate such information security activities, each organization needs to establi
and objectives for information security and achieve those objectives effectively by using
ent system:

atds'an ISMS?

AN

bn
hd
of
ts

sh

3.2.1 Overview and principles

An Information Security Management System (ISMS) consists of the policies, procedures, guidelines,
and associated resources and activities, collectively managed by an organization, in the pursuit of
protecting its information assets. An ISMS is a systematic approach for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an organization’s information security
to achieve business objectives. It is based upon a risk assessment and the organization’s risk acceptance
levels designed to effectively treat and manage risks. Analysing requirements for the protection of
information assets and applying appropriate controls to ensure the protection of these information
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assets, as required, contributes to the successful implementation of an ISMS. The following fundamental
principles also contribute to the successful implementation of an ISMS:

a) awareness of the need for information security;
b) assignment of responsibility for information security;
c) incorporating management commitment and the interests of stakeholders;

d) enhancing societal values;

e)[ risk assessments determining appropriate controls to reach acceptable levels of risk;
f)| security incorporated as an essential element of information networks and systems;
g)| active prevention and detection of information security incidents;

h)[ ensuring a comprehensive approach to information security management;

i)| continual reassessment of information security and making of modifi¢ations as approprigte.

3.2.2 Information

Information is an asset that, like other important business assets, is.essential to an organization’s business
arld consequently needs to be suitably protected. Information,can be stored in many forms, |ncluding:
digital form (e.g. data files stored on electronic or optical média), material form (e.g. on paper),jas well as
urfrepresented information in the form of knowledge of the employees. Information may be tragnsmitted
by| various means including: courier, electronic or verbal communication. Whatever form information
takes, or the means by which the information is transmiitted, it always needs appropriate protegtion.

In|many organizations, information is dependent upon information and communications tefchnology.
This technology is often an essential elementiirthe organization and assists in facilitating the creation,
prjocessing, storing, transmitting, protection and destruction of information.

3.2.3 Information security

Information security ensures the confidentiality, availability and integrity of information. Information
sefurity involves the application and management of appropriate controls that involves congideration
offa wide range of threats,,with the aim of ensuring sustained business success and continuity, and
m|nimizing consequences-of information security incidents.

Information security s achieved through the implementation of an applicable set of controlg, selected
thirough the chosen risk management process and managed using an ISMS, including policies, grocesses,
priocedures, erganizational structures, software and hardware to protect the identified information
askets. These'controls need to be specified, implemented, monitored, reviewed and improvied where
negcessary;-to ensure that the specific information security and business objectives of the organization
arg met! Relevant information security controls are expected to be seamlessly integrated with an
organization’s business processes.

3.2.4 Management

Management involves activities to direct, control, and continually improve the organization within
appropriate structures. Management activities include the act, manner, or practice of organizing,
handling, directing, supervising, and controlling resources. Management structures extend from one
person in a small organization to management hierarchies consisting of many individuals in large
organizations.

In terms of an ISMS, management involves the supervision and making of decisions necessary to achieve
business objectives through the protection of the organization’s information assets. Management of
information security is expressed through the formulation and use of information security policies,

© ISO/IEC 2016 - All rights reserved 15


https://standardsiso.com/api/?name=f4115fb3da1ad2bc28e4692f4407dff7

ISO/IEC 27000:2016(E)

procedures and guidelines, which are then applied throughout the organization by all individuals
associated with the organization.

3.2.5 Management system

A management system uses a framework of resources to achieve an organization’s objectives. The
management system includes organizational structure, policies, planning activities, responsibilities,
practices, procedures, processes and resources.

In terms of information security, a management system allows an organization to:

a) satisfy the information security requirements of customers and other stakeholders;
b) imprpve an organization’s plans and activities;

c) meet|the organization’s information security objectives;

d) comply with regulations, legislation and industry mandates; and

e) mandge information assets in an organized way that facilitates contihual improvement aphd
adjudtment to current organizational goals.

3.3 Prgcess approach

Organizafions need to identify and manage many activities i erder to function effectively aphd
efficiently. Any activity using resources needs to be managed to €nable the transformation of inputs irjto
outputs ysing a set of interrelated or interacting activities; this-is also known as a process. The outgut
from one| process can directly form the input to another.frocess and generally this transformatipn
is carried out under planned and controlled conditions. The application of a system of procesges
within ar] organization, together with the identification'and interactions of these processes, and their
managenjent, can be referred to as a “process approach”.

3.4 Why an ISMS is important

Risks asspciated with an organization’s infermation assets need to be addressed. Achieving informatipn
security fequires the management of r'isk, and encompasses risks from physical, human and technology
related threats associated with all forms of information within or used by the organization.

The adopftion of an ISMS is expected to be a strategic decision for an organization and it is necessary
that this |decision is seamléssly integrated, scaled and updated in accordance with the needs of the
organization.

The design and implementation of an organization’s ISMS is influenced by the needs and objectives of the
organizafion, the security requirements, the business processes employed and the size and structyre
of the organization. The design and operation of an ISMS needs to reflect the interests and informatipn
security fequirements of all of the organization’s stakeholders including customers, suppliers, busingss
partners,[shareholders and other relevant third parties.

Inaninterconnected world, information and related processes, systems, and networks constitute critical
business assets. Organizations and their information systems and networks face security threats from
a wide range of sources, including computer-assisted fraud, espionage, sabotage, vandalism, fire and
flood. Damage to information systems and networks caused by malicious code, computer hacking, and
denial of service attacks have become more common, more ambitious, and increasingly sophisticated.

An ISMS is important to both public and private sector businesses. In any industry, an ISMS is an
enabler that supports e-business and is essential for risk management activities. The interconnection of
public and private networks and the sharing of information assets increase the difficulty of controlling
access to and handling of information. In addition, the distribution of mobile storage devices containing
information assets can weaken the effectiveness of traditional controls. When organizations adopt
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the ISMS family of standards, the ability to apply consistent and mutually-recognizable information
security principles can be demonstrated to business partners and other interested parties.

Information security is not always taken into account in the design and development of information
systems. Further, information security is often thought of as being a technical solution. However, the
information security that can be achieved through technical means is limited, and may be ineffective
without being supported by appropriate management and procedures within the context of an ISMS.
Integrating security into a functionally complete information system could be difficult and costly.
An ISMS involves identifying which controls are in place and requires careful planning and attention
to detail. As an example, access controls, which may be technical (logical), physical, administrative
(nfanagerial) or a combination, provide a means to ensure that access to Information assets i1s.apthorized
arld restricted based on the business and information security requirements.

The successful adoption of an ISMS is important to protect information assets allowingan erganjzation to:

a)| achieve greater assurance that its information assets are adequately protected)against thfeats on a
continual basis;

b)[ maintain a structured and comprehensive framework for identifyiiig and assessing information
security risks, selecting and applying applicable controls, and measuring and improving their
effectiveness;

c)| continually improve its control environment; and

d)| effectively achieve legal and regulatory compliance.
3.5 Establishing, monitoring, maintaining and.improving an ISMS

3.p.1 Overview

An organization needs to undertake the folowing steps in establishing, monitoring, maintajining and
infproving its ISMS:

a)| identify information assets and-their associated information security requirements (see 3.5.2);

b)[ assess information security risks (see 3.5.3) and treat information security risks (see 3.54);

c)| selectand implementrelevant controls to manage unacceptable risks (see 3.5.5);

d)| monitor, maintain{ahd improve the effectiveness of controls associated with the organization’s
information assets’(see 3.5.6).

Td ensure the ISMS is effectively protecting the organization’s information assets on an ongding basis,
it is necessaty-for steps (a) to (d) to be continually repeated to identify changes in risks|or in the
organization’s strategies or business objectives.

3.52 ™ Identifying information security requirements

Within the overall strategy and business objectives of the organization, its size and geographical spread,
information security requirements can be identified through an understanding of the following:

a) identified information assets and their value;
b) business needs for information processing, storage and communication;
c) legal, regulatory, and contractual requirements.

Conducting a methodical assessment of the risks associated with the organization’s information assets
will involve analysing threats to information assets, vulnerabilities to and the likelihood of a threat
materializing to information assets, and the potential impact of any information security incident
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on information assets. The expenditure on relevant controls is expected to be proportionate to the
perceived business impact of the risk materializing.

3.5.3 Assessing information security risks

Managing information security risks requires a suitable risk assessment and risk treatment method
which may include an estimation of the costs and benefits, legal requirements, the concerns of
stakeholders, and other inputs and variables as appropriate.

Risk assessments should identify, quantify, and prioritize risks against criteria for risk acceptance
and objedtives relevant to the organization. The results should guide and determine the appropridte
managenjent action and priorities for managing information security risks and for implementipg
controls delected to protect against these risks.

Risk assgssment should include the systematic approach of estimating the magnitude ofyrisks (risk
analysis)|and the process of comparing the estimated risks against risk criteria te\determine the
significarjce of the risks (risk evaluation).

Risk assgssments should be performed periodically to address changes in theinformation security
requiremgents and in the risk situation, for example in the assets, threats, vulnerabilities, impacts, the
risk evalyation, and when significant changes occur. These risk assessmentszshould be undertaken i a
methodidal manner capable of producing comparable and reproducible results.

The information security risk assessment should have a clearly defined scope in order to be effective
and should include relationships with risk assessments in other areas, if appropriate.

ISO/IEC 27005 provides information security risk management guidance, including advice on risk
assessmepnt, risk treatment, risk acceptance, risk reporting,#isk monitoring and risk review. Examples
of risk assessment methodologies are included as well.

3.5.4 Treating information security risks

Before cohsidering the treatment of a risk, the g¥ganization should decide criteria for determining whetHer
or notrisks can be accepted. Risks may be accepted if, for example, it is assessed that the risk is low or that
the cost of treatment is not cost-effective forthe organization. Such decisions should be recorded.

For each [of the risks identified follewing the risk assessment, a risk treatment decision needs to pe
made. Pogsible options for risk tnéatment include the following:

a) applyfing appropriate controls to reduce the risks;

b) knowingly and objettively accepting risks, providing they clearly satisfy the organization’s policy
and driteria for risk-dcceptance;

c) avoiding risks'by not allowing actions that would cause the risks to occur;

d) sharilng the associated risks to other parties, for example insurers or suppliers.

For those T1sks where the risk treatment decision has been to apply appropriate controls, these controls
should be selected and implemented.

3.5.5 Selecting and implementing controls

Once information security requirements have been identified (see 3.5.2), information security risks to
the identified information assets have been determined and assessed (see 3.5.3) and decisions for the
treatment of information security risks have been made (see 3.5.4), then selection and implementation
of controls for risk reduction apply.

Controls should ensure that risks are reduced to an acceptable level taking the following into account:

a) requirements and constraints of national and international legislation and regulations;
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operational requirements and constraints;
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their cost of implementation and operation in relation to the risks being reduced, and remaining

proportional to the organization’s requirements and constraints;

their objectives to monitor, evaluate and improve the efficiency and effectiveness of information
security controls to support the organization’s aims. The selection and implementation of controls

should be documented within a statement of applicability to assist with compliance requi

rements;

f)

Th
or|

the need to balance the investment in implementation and operation of controls againg
likely to result from information security incidents.

e controls specified in ISO/IEC 27002 are acknowledged as best practices applicablg
canizations and readily tailored to accommodate organizations of various sizes)and con

t the loss

to most
Iplexities.

Other standards in the ISMS family of standards provide guidance on the selection and application of
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A organization~1ieeds to maintain and improve the ISMS through monitoring and

p€
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D/IEC 27002 controls for the information security management system.

formation security controls should be considered at the systems\and projects requ
ecification and design stage. Failure to do so can result in additional costs and less effective
d maybe, in the worst case, inability to achieve adequate secutrity. Controls can be sele
D/IEC 27002 or from other control sets, or new controls can beydesigned to meet the spec
the organization. It is necessary to recognize that some_¢gntrols may not be applicable
formation system or environment, and might not be practicable for all organizations.

hy be higher than can be tolerated on a long-term basis. Risk criteria should cover tolet
ks on a short-term basis while controls are:being implemented. Interested parties {
formed of the levels of risk that are estimated\or anticipated at different points in time aj
e progressively implemented.

should be kept in mind that no set of centrols can achieve complete information security. 4

fectiveness of information securjty.controls to support the organization’s aims.

e selection and implementatien of controls should be documented within a statement of apj
assist with compliance requirements.

.6 Monitor, maintain and improve the effectiveness of the ISMS

rformance against organizational policies and objectives, and reporting the results to ma
" review. This ISMS review will check that the ISMS includes specified controls that are s
pat risks.within the ISMS scope. Furthermore, based on the records of these monitored arg
ovide-evidence of verification and traceability of corrective, preventive and improvement a

irements
solutions,
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fic needs
to every
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hnagement actions should be implemented to monitor, evaluate and improve the efficiency and
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tions.

3.

7 Continualimnrauvaniant
L4

bt
I CUTITITITOAaT I pPpToOveTIICIIT

The aim of continual improvement of an ISMS is to increase the probability of achieving objectives
concerning the preservation of the confidentiality, availability and integrity of information. The focus
of continual improvement is seeking opportunities for improvement and not assuming that existing
management activities are good enough or as good as they can.

Actions for improvement include the following:

a)
b)

‘)

analysing and evaluating the existing situation to identify areas for improvement;
establishing the objectives for improvement;

searching for possible solutions to achieve the objectives;
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d) evaluating these solutions and making a selection;
e) implementing the selected solution;

f) measuring, verifying, analysing and evaluating results of the implementation to determine that the
objectives have been met;

g) formalizing changes.

Results are reviewed, as necessary, to determine further opportunities for improvement. In this way,
improvement is a continual activity, i.e. actions are repeated frequently. Feedback from customers and
other intdrested parties, audits and review of the information security management system can also pe
used to identify opportunities for improvement.

3.6 ISMS critical success factors

A large mumber of factors are critical to the successful implementation of an ISMS to allow pn
organizafion to meet its business objectives. Examples of critical success factors in€lude the followin

3

o
a) information security policy, objectives, and activities aligned with objectives;

b) an agproach and framework for designing, implementing, monitoring, maintaining, and improvipng
information security consistent with the organizational culture;

c) visible support and commitment from all levels of management;especially top management;

d) an understanding of information asset protection requirenieénts achieved through the applicatipn
of information security risk management (see ISO/IEC 27005);

e) an efffective information security awareness, training and education programme, informing pll
emplpyees and other relevant parties of their. information security obligations set forth in the
information security policies, standards, etc., and motivating them to act accordingly;

f) an effective information security incident management process;
g) an effective business continuity management approach;

h) a mepsurement system used tosevaluate performance in information security management ahd
feedhack suggestions for improvément.

An ISMS [increases the likelihood that an organization will consistently achieve the critical succdgss
factors rdquired to protectitsinformation assets.

3.7 Benefits of theISMS family of standards

The benefits of implementing an ISMS will primarily result from a reduction in information securijty
risks (i.e} reducing the probability of, and/or impact caused by, information security incidents).
Specifically; benefits realized for an organization to achieve sustainable success from the adoption|of

th ISMS | £ ok pa | dai Lodo +1L o £.11 H
e auul_y Ul oltdIlludl Uuo ITICIuuCT LT 1UIIuUVvyY Alls.

a) a structured framework supporting the process of specifying, implementing, operating and
maintaining a comprehensive, cost-effective, value creating, integrated and aligned ISMS that
meets the organization’s needs across different operations and sites;

b) assistance for management in consistently managing and operating in a responsible manner
their approach towards information security management, within the context of corporate risk
management and governance, including educating and training business and system owners on the
holistic management of information security;

c) promotion of globally-accepted good information security practices in a non-prescriptive manner,
giving organizations the latitude to adopt and improve relevant controls that suit their specific
circumstances and to maintain them in the face of internal and external changes;
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provision of a common language and conceptual basis for information security, making it easier to
place confidence in business partners with a compliant ISMS, especially if they require certification
against ISO/IEC 27001 by an accredited certification body;

increase in stakeholder trust in the organization;
satisfying societal needs and expectations;

more effective economic management of information security investments.

4.1 General information

T}

ISMS family of standards

e ISMS family of standards consists of inter-related standards, already‘published for under

dgvelopment, and contains a number of significant structural components(|These compohents are
fofused upon normative standards describing ISMS requirements (ISO/IEC 27001), certificafion body
reguirements (ISO/IEC 27006) for those certifying conformity with IS@/EC 27001, and 4dditional
reguirement framework for sector-specific implementations of the¢ ISMS (ISO/IEC 2700P). Other
standards provide guidance for various aspects of an ISMS implementation, addressing p generic

process as well as sector-specific guidance.

Rglationships between the ISMS family of standards are illustrated in Figure 1.

Vocabulary standard - | 27000 |
4.2
2 Requirement
o
= standards - 27001 | 27006 | | 27009 |
= 43
<
e — B i s (NS s s ot ! ] e, il [ [ ), s Pt i ke
Py
°©
= | 27002 ] | 27003 | | 27004 | | 27005 | | 27007 | |TR27008 |
E Guideline standards -
%) 4.4
= | 27013 I | 27014 l |TR27016 I
n
V.
Sector-spe 'fi§~)
guidelinesrﬂs— | 27010 | | 27011 | | 27015 | | 27017 | | 27018 | | 27019 I
— -
TN
Co@ cific guideline standards* | 2703x | | 2704x l
[ T
T T
S,

# out of the scope of this International Standard

b)
‘)
d)

Figure 1 — ISMS family of standards relationships

Each of the ISMS family standards is described below by its type (or role) within the ISMS family of
standards and its reference number. The applicable clauses are: standards describing an overview
and terminology (see 4.2);

standards specifying requirements (see 4.3);

standards describing general guidelines (see 4.4); or

standards describing sector-specific guidelines (see 4.5).
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4.2 Standards describing an overview and terminology

4.2.1 ISO/IEC 27000 (this International Standard)

Information technology — Security techniques — Information security management systems — Overview

and vocabulary
Scope: This International Standard provides to organizations and individuals:

a) an overview of the ISMS family of standards;

b) an infroduction to information security management systems; and
c) termp and definitions used throughout the ISMS family of standards.

Purpose] This International Standard describes the fundamentals of information securitymwanagemse
systems, fhich form the subject of the ISMS family of standards and defines related terms.

4.3 Standards specifying requirements

4.3.1 I$0/IEC27001

nt

Informatipn technology — Security techniques — Information security mapagement systems — Requireme:[ts

Scope: This International Standard specifies the requirements for establishing, implementi
operating, monitoring, reviewing, maintaining and improving formalized information secur
managenjent systems (ISMS) within the context of the organization’s overall business risks. It specif
requiremients for the implementation of information security controls customized to the needs
individuall organizations or parts thereof. This International Standard can be used by all organizatio1
regardleds of type, size and nature.

Purpose{ ISO/IEC 27001 provides normative.fequirements for the development and operation
an ISMS, |including a set of controls for the ‘dentrol and mitigation of the risks associated with t

information assets which the organization-seeks to protect by operating its ISMS. Organizati(Ils

operating an ISMS may have its conformity audited and certified. The control objectives and contr
from ISOfIEC 27001, Annex A shall be.selected as part of this ISMS process as appropriate to coy
the identified requirements. The céntrol objectives and controls listed in ISO/IEC 27001, Table A.1 g
directly derived from and aligned with those listed in ISO/IEC 27002, Clauses 5 to 18.

4.3.2 1I$0/IEC27006

Informatipn technology)=~Security techniques — Requirements for bodies providing audit and certificati
of informqtion security-management systems

Scope: This International Standard specifies requirements and provides guidance for bodies providi
audit and ISMS certification in accordance with ISO/IEC 27001, in addition to the requiremer

g’
ty
es
of
1S,

of
he

Is
er
re

ng
ts

contained within ISO/IEC 17021. It is primarily intended to support the accreditation of certificati

bodies providing ISMS certification according to ISO/IEC 27001.

Purpose: ISO/IEC 27006 supplements ISO/IEC 17021 in providing the requirements by which
certification organizations are accredited, thus permitting these organizations to provide compliance

certifications consistently against the requirements set forth in ISO/IEC 27001.
4.4 Standards describing general guidelines

4.4.1 ISO/IEC27002

Information technology — Security techniques — Code of practice for information security controls
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Scope: This International Standard provides a list of commonly accepted control objectives and best
practice controls to be used as implementation guidance when selecting and implementing controls for
achieving information security.

Purpose: ISO/IEC 27002 provides guidance on the implementation of information security controls.
Specifically, Clauses 5 to 18 provide specific implementation advice and guidance on best practice in
support of the controls specified in ISO/IEC 27001, A.5 to A.18.

4.4.2 ISO/IEC27003

Information tTechnology — Security techniques — Information security managemenf system
implementation guidance

Sdope: This International Standard provides practical implementation guidance and:provid¢s further
information for establishing, implementing, operating, monitoring, reviewing,)ymaintaihing and
infproving an ISMS in accordance with ISO/IEC 27001.

Pyrpose: ISO/IEC 27003 provides a process-oriented approach to the successful implementatfion of the
ISMS in accordance with ISO/IEC 27001.

4.4.3 ISO/IEC 27004
Information technology — Security techniques — Information security management — Measurefnent

Sdope: This International Standard provides guidance_and advice on the development and use of
measurements in order to assess the effectiveness of ISMS, control objectives, and controls used to
implement and manage information security, as specified in ISO/IEC 27001.

Pyrpose: ISO/IEC 27004 provides a measurement framework allowing an assessment| of ISMS
effectiveness to be measured in accordance with ISO/IEC 27001.

4.4.4 ISO/IEC27005
Information technology — Security techhiques — Information security risk management

Sgope: This International Standard provides guidelines for information security risk marjagement.
The approach described within'this International Standard supports the general concepts specified in
ISP/IEC 27001.

Pyrpose: ISO/IEC 27005 provides guidance on implementing a process-oriented risk mahagement
a]jlproach to assist,Nin satisfactorily implementing and fulfilling the information secyrity risk
management requirements of ISO/IEC 27001.

44.5 ISO/IEC27007

Information technology — Security techniques — Guidelines for information security mapagement
syktems auditing

Scope: This International Standard provides guidance on conducting ISMS audits, as well as guidance
on the competence of information security management system auditors, in addition to the guidance
contained in ISO 19011, which is applicable to management systems in general.

Purpose: ISO/IEC 27007 will provide guidance to organizations needing to conduct internal or
external audits of an ISMS or to manage an ISMS audit programme against the requirements specified
in ISO/IEC 27001.

4.4.6 ISO/IECTR 27008

Information technology — Security techniques — Guidelines for auditors on information security controls
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Scope: This Technical Report provides guidance on reviewing the implementation and operation of
controls, including technical compliance checking of information system controls, in compliance with
an organization’s established information security standards.

Purpose: This Technical Report provides a focus on reviews of information security controls, including
checking of technical compliance, against an information security implementation standard, which
is established by the organization. It does not intend to provide any specific guidance on compliance
checking regarding measurement, risk assessment or audit of an ISMS as specified in ISO/IEC 27004,
ISO/IEC 27005 or ISO/IEC 27007, respectively. This Technical Report is not intended for management
systems audits.

4.4.7 1$0/IEC27013

Informatipn technology — Security techniques — Guidance on the integrated implementation |of
ISO/IEC 2001 and ISO/IEC 20000-1

Scope: This International Standard will provide guidance on the integrated implementation |of
ISO/IEC 27001 and ISO/IEC 20000-1 for organizations intending to either:

a) implgment ISO/IEC 27001 when ISO/IEC 20000-1 is already implemented or vice versa;
b) implg¢ment both ISO/IEC 27001 and ISO/IEC 20000-1 together;
c) integfrate existing ISO/IEC 27001 and ISO/IEC 20000-1 management systems.

This Intefnational Standard focuses exclusively on the integrated implementation of an informatipn
security management system (ISMS) as specified in ISO/IEC 27001 and a service management systém
(SMS) as ppecified in ISO/IEC 20000-1.

Purpose{ To provide organizations with a better understanding of the characteristics, similarities ahd
differences of ISO/IEC 27001 and ISO/IEC 20000-1 toassist in the planning of an integrated managemgnt
system tHat conforms to both International Standards.

4.4.8 1I$0/IEC27014
Informatipn technology — Security techniques — Governance of information security

Scope: This International Standard will provide guidance on principles and processes for the
governance of information security, by which organizations can evaluate, direct and monitor the
managenjent of information security.

Purpose{ Information sectrity has become a key issue for organizations. Not only are there increasipg
regulatorly requiremefits’but also the failure of an organization’s information security measures cpn
have a djrect impact-on an organization’s reputation. Therefore, governing bodies, as part of their
governanice respensibilities, are increasingly required to have oversight of information security [to
ensure tT objegtives of the organization are achieved.

4.4.9 ISOHEECTRZ27616

Information technology — Security techniques — Information security management — Organizational
economics

Scope: This Technical Report will provide a methodology allowing organizations to better understand
economically how to more accurately value their identified information assets, value the potential
risks to those information assets, appreciate the value that information protection controls deliver to
these information assets, and determine the optimum level of resources to be applied in securing these
information assets.

Purpose: This Technical Report will supplement the ISMS family of standards by overlaying an
economics perspective in the protection of an organization’s information assets in the context of the
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wider societal environment in which an organization operates and providing guidance on how to apply
organizational economics of information security through the use of models and examples.

4.5 Standards describing sector-specific guidelines

4.5.1 ISO/IEC27010

Information technology — Security techniques — Information security management for inter-sector and
inter-organizational communications

Sdope: This International Standard provides guidelines in addition to guidance given in the
ISP/IEC 27000 family of standards for implementing information security management within
information sharing communities and additionally provides controls and guidance spécificallly relating
to|initiating, implementing, maintaining, and improving information security in inter-organizational
an|d inter-sector communications.

Pyrpose: This International Standard is applicable to all forms of exchange, and sharing of] sensitive
information, both public and private, nationally and internationally, withid the same industry pr market
sector or between sectors. In particular, it may be applicable to information exchanges anfl sharing
relating to the provision, maintenance and protection of an orgamization’s or nation states critical
infrastructure.

4.5.2 ISO/IEC27011

Information technology — Security techniques — Information security management guidglines for
telecommunications organizations based on ISO/IEC 27002

Sgope: This International Standard provides guidelines supporting the implementation of information
sefurity controls in telecommunications organizations.

Pyrpose: [SO/IEC 27011 allows telecommunications organizations to meet baseline information
sefurity management requirements of confidentiality, integrity, availability and any othey relevant
sefurity property.

4.5.3 ISO/IECTR 27015

Information technology - Security techniques — Information security management guidglines for
financial services

Sgope: This Technical Report provides guidelines in addition to the guidance given in the ISO/JEC 27000
family of standdrds for initiating, implementing, maintaining, and improving information] security
within organizations providing financial services.

Pyrpose:This Technical Report is a specialist supplement to ISO/IEC 27001 and ISO/IEC 2702 for use
by orgdiizations providing financial services to support them in:

a)lnitiating. implementing, maintaining, and improving of an information security mahagement
system based upon ISO/IEC 27001;

b) designing and implementing controls defined in ISO/IEC 27002 or within this International Standard.

4.5.4 ISO/IEC27017

Information technology — Security techniques — Code of practice for information security controls based
on ISO/IEC 27002 for cloud services

Scope: ISO/IEC 27017 gives guidelines for information security controls applicable to the provision and
use of cloud services by providing:

— additional implementation guidance for relevant controls specified in ISO/IEC 27002;
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— additional controls with implementation guidance that specifically relate to cloud services.

Purpose: This International Standard provides controls and implementation guidance for both cloud
service providers and cloud service customers.

4.5.5 ISO/IEC27018

Information technology — Security techniques — Code of practice for protection of personally identifiable
information (PII) in public clouds acting as PII processors

Scope: IS > or
implementing measures to protect personally identifiable information (PII) in accordance withCthe
privacy principles in ISO/IEC 29100 for the public cloud computing environment.

Purpose] This International Standard is applicable to organizations, including publiccand private
companigs, government entities and not-for-profit organizations, which provide information processing
services 3s PII processors via cloud computing under contract to other organizations.‘The guidelines|in
this Interjnational Standard may also be relevant to organizations acting as PII controllers; howevgr,
PII contr¢llers may be subject to additional PII protection legislation, regulatiens.and obligations, rjot
applying fo PII processors, and these are not covered in this International Stafidard.

4.5.6 I$0/IECTR 27019

Informatipn technology — Security techniques — Information security management guidelines based pn
ISO/IEC 2f002 for process control systems specific to the energy utility industry

Scope: IS0/IEC TR 27019 provides guidelines on information“Security controls to be implemented|in
process cpntrol systems used by the energy utility industryfor'controlling and monitoring the generatign,
transmisgion, storage and distribution of electric power, gas and heat in combination with the control|of
supportirfg processes. This includes in particular the-following systems, applications and components:

— the dverall IT-supported central and distributed process control, monitoring and automatipn
technology as well as IT systems used for their operation, such as programming ahd
parameterization devices;

— digit4l controllers and automation.components such as control and field devices or programmalple
logic(controllers (PLC), including digital sensor and actuator elements;

— allfufther supporting IT systéms used in the process control domain, for example for supplementary
datayisualization tasks andfor controlling, monitoring, dataarchiving and documentation purposgs;

— the operall communications technology used in the process control domain, for example networks,
telemetry, telecontrel applications and remote control technology;

— digityl metering and measurement devices, for example for measuring energy consumptign,
generation-er emission values;

— digitgl protection and safety systems, for example protection relays or safety PLCs;

— distributed components of future smart grid environments;
— all software, firmware and applications installed on above mentioned systems.

Purpose: In addition to the security objectives and measures that are set forth in ISO/IEC 27002, this
Technical Report provides guidelines for systems used by energy utilities and energy suppliers on
information security controls which address further, special requirements.

4.5.7 1S0 27799

Health informatics — Information security management in health using ISO/IEC 27002
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Scope: This International Standard provides guidelines supporting the implementation of information
security management in health organizations.

Purpose: 1SO 27799 provides health organizations with an adaptation of the ISO/IEC 27002 guidelines
unique to their industry sector which are additional to the guidance provided towards fulfilling the
requirements of ISO/IEC 27001, Annex A.
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