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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establish i izati i i i i v =C
technical fommittees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

The main| task of the joint technical committee is to prepare International Standards.,Draft Internatiopal
Standardq adopted by the joint technical committee are circulated to national bodies fér yoting. Publication fas
an International Standard requires approval by at least 75 % of the national bodies easting a vote.

Attention [s drawn to the possibility that some of the elements of this document'may be the subject of patent
rights. ISQ and IEC shall not be held responsible for identifying any or all such_patent rights.

ISO/IEC 27000 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,
Subcommiittee SC 27, IT Security techniques.
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0 Introduction

0.1 Overview

committee
dedicated to the development of international management systems standards for ipformatiorn security,
otherwise known as the Information Security Management System (ISMS) family of standards.
THrough the use of the ISMS family of standards, organizations can develop and implement a framework for
managing the security of their information assets and prepare for an independentiassessment of their ISMS

applied to the protection of information, such as financial information, intellectual property, and [employee
details, or information entrusted to them by customers or third parties.

0.2 ISMS family of standards

THe ISMS family of standards?) is intended to assist organizations of all types and sizes to implément and
operate an ISMS. The ISMS family of standards consists,of-the following International Standards,|under the
general title Information technology — Security techniques:

— ISO/IEC 27000:2009, Information security management systems — Overview and vocabulary
— ISO/IEC 27001:2005, Information security management systems — Requirements

— ISO/IEC 27002:2005, Code of pragctice for information security management

— ISO/IEC 27003, Information security management system implementation guidance

— ISO/IEC 27004, Informatien security management — Measurement

— ISO/IEC 27005:2008;Information security risk management

— ISO/IEC 2700632007, Requirements for bodies providing audit and certification of information security
managementsystems

— ISOAEE27007, Guidelines for information security management systems auditing

— dSO/IEC 27011, Information security management guidelines for telecommunications organizatipns based
—OImtSOAEC 27002

NOTE The general title “Information technology — Security techniques” indicates that these standards were prepared
by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.

International Standards not under the same general title that are also part of the ISMS family of standards are
as follows:

— IS0 27799:2008, Health informatics — Information security management in health using ISO/IEC 27002

1) Standards identified throughout this subclause with no release year indicated are still under development.
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0.3 Purpose of this International Standard

This International Standard provides an overview of information security management systems, which form
the subject of the ISMS family of standards, and defines related terms.

NOTE

Annex A provides clarification on how verbal forms are used to express requirements and/or guidance in the
ISMS family of standards.

The ISMS family of standards includes standards that:

defingTequirements foramrtSMSand-forthosecertifyimgsuchsystems,

a)
b) provig
proce
c) addre
d) addre
The terms
— cover
— willn
— dono
Standards
ISO/IEC 2
To reflect
continuall
Vi

e direct support, detailed guidance and/or interpretation for the overall Plan-Do-Check-Act\(PDQ
sses and requirements;

ss sector-specific guidelines for ISMS; and

ss conformity assessment for ISMS.

and definitions provided in this International Standard:

commonly used terms and definitions in the ISMS family of standards;

bt cover all terms and definitions applied within the ISMS family. of 'standards; and

t limit the ISMS family of standards in defining terms for.own use.

7002 are excluded from the ISMS family of standards.

the changing status of the ISMS family of standards, this International Standard is expected to
updated on a more frequent basis than would normally be the case for other ISO/IEC standards.

A)

addressing only the implementation of controls;(as opposed to addressing all controls, from

be
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Information technology — Security techniques — Information
security management systems — Overview and vocabulary

1| Scope

THis International Standard provides:

a)| an overview of the ISMS family of standards;

b)| an introduction to information security management systems (ISMS);
c)| a brief description of the Plan-Do-Check-Act (PDCA) process; and
d)| terms and definitions for use in the ISMS family of standards.

THis International Standard is applicable to all types of organizatioh (e.g. commercial enterprises, g
agencies, non-profit organizations).

2| Terms and definitions
Fdr the purposes of this document, the following\terms and definitions apply.

NQTE A term in a definition or note which-is defined elsewhere in this clause is indicated by boldface foll
enfry number in parentheses. Such a boldface’term can be replaced in the definition by its complete definition.
Fof example:

atfack (2.4) is defined as “attempt to destroy, expose, alter, disable, steal or gain unauthorized access
unputhorized use of an asset (2.3)";

aspet is defined as “anything.that has value to the organization”.

If the term “asset” is réplaced by its definition:

atfack then becomes “attempt to destroy, expose, alter, disable, steal or gain unauthorized access f
unputhorized use-of anything that has value to the organization”.

2.
adgcess control

means to ensure that access to assets (2.3) is authorized and restricted based on business an

bvernment

bwed by its

0 or make

b or make

d security

requirements
2.2

accountability
responsibility of an entity for its actions and decisions
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23
asset
anything t

NOTE

27000:2009(E)

hat has value to the organization

There are many types of assets, including:

a) information (2.18);

b) software, such as a computer program;

c) physical, such as computer;

d) servic

ES,

e) peoplé¢, and their qualifications, skills, and experience; and

f)  intangjibles, such as reputation and image.

2.4
attack

attempt td destroy, expose, alter, disable, steal or gain unauthorized access to or mak€ unauthorized use

an asset

2.5

2.3)

authenticiation

provision

2.6

pf assurance that a claimed characteristic of an entity is correct

authenticjty
property that an entity is what it claims to be

2.7

availabilify

property of being accessible and usable upon demand_ by-an authorized entity

2.8
business
processe

2.9

continuity
5 (2.31) and/or procedures (2.30)for ensuring continued business operations

confidenllliality

property t
(2.31)

2.10
control
means of
organizati
NOTE

2.11

managing-risk (2.34), including policies (2.28), procedures (2.30), guidelines (2.16), practices
bnal structures, which can be administrative, technical, management, or legal in nature

Control is also used as a synonym for safeguard or countermeasure.

control objective
statement describing what is to be achieved as a result of implementing controls (2.10)

212

corrective action
action to eliminate the cause of a detected nonconformity or other undesirable situation

[1SO 9000:2005]

of

at information is not made“available or disclosed to unauthorized individuals, entities, or processes

or
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213
effectiveness
extent to which planned activities are realized and planned results achieved

[ISO 9000:2005]
214

efficiency
relationship between the results achieved and how well the resources have been used

2;15
event
oceurrence of a particular set of circumstances

[ISO/IEC Guide 73:2002]

2.16
gdideline
recommendation of what is expected to be done to achieve an objective

297

impact
adverse change to the level of business objectives achieved

2.18
information asset
knowledge or data that has value to the organization

219
information security
preservation of confidentiality (2.9), integrity (2:25) and availability (2.7) of information

NQTE In addition, other properties, suchias” authenticity (2.6), accountability (2.2), non-repudiation
reliability (2.33) can also be involved.

(2.27), and

formation

significant

processes (2.31) for detecting, reporting, assessing, responding to, dealing with, and learning from

information security incidents (2.21)

2.23
information security management system
ISMS

part of the overall management system (2.26), based on a business risk approach, to establish, implement,

operate, monitor, review, maintain and improve information security (2.19)
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2.24

information security risk
potential that a threat (2.45) will exploit a vulnerability (2.46) of an asset (2.3) or group of assets and thereby

cause har

2.25
integrity

m to the organization

property of protecting the accuracy and completeness of assets (2.3)

2.26
managen
frameworlk
objectives

2.27
non-repu
ability to
resolve di
entities in

2.28

policy
overall int

2.29
preventiv
action to 6

[1SO 9000

2.30

procedurg

specified
[1ISO 9000

2.31
process
set of inte

[1SO 9000
2.32

record
document

'y
rent-system

of the organization

Hiation

brove the occurrence of a claimed event (2.15) or action and its originating entities, in order
5putes about the occurrence or non-occurrence of the event (2.15) or actiof and involvement
the event (2.15)

pntion and direction as formally expressed by management
e action
liminate the cause of a potential nonconformity or other’undesirable potential situation

-2005]

vay to carry out an activity or a process( (2:31)

:2005]

related or interacting aetivities which transforms inputs into outputs

-2005]

stating.results achieved or providing evidence of activities performed

[1SO 9000

-2005]

2.33
reliability
property o

2.34
risk

f consistent intended behaviour and results

combination of the probability of an event (2.15) and its consequence

[ISO/IEC Guide 73:2002]

of policies (2.28), procedures (2.30), guidelines (2.16) and associated resources to achieve llhe

to
of
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2.35
risk acceptance
decision to accept a risk (2.34)

[ISO/IEC Guide 73:2002]

2.36
risk analysis
systematic use of information to identify sources and to estimate risk (2.34)

[«YaVilul oS aYnN| Zo.00N01
[l UNMLL TUIUT 70.2UVUZ]

NQTE Risk analysis provides a basis for risk evaluation (2.41), risk treatment (2.43) and risk acceptange (2.35).

ders

rmine the

[ISO/IEC Guide 73:2002]

NOTE Risk management generally includes risk assessment (2.37), risk treatment (2.43), risk acceptance (2.35),
risk communication (2.38), risk monitoring and risk review.

2.43
risk treatment
process (2.31) of selection and implementation of measures to modify risk (2.34)

[ISO/IEC Guide 73:2002]

© ISO/IEC 2009 — All rights reserved 5
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2.44

statement of applicability
documented statement describing the control objectives (2.11) and controls (2.10) that are relevant and

applicable

2.45
threat

to the organization's ISMS (2.23)

potential cause of an unwanted incident, which may result in harm to a system or organization

2.46

vulnerabitity

weakness|

3 Info
3.1 Intn
Organizat
a) colleg
b) recog

achie

of an asset (2.3) or control (2.10) that can be exploited by a threat (2.45)

'mation security management systems

oduction
ons of all types and sizes:
t, process, store, and transmit large amounts of information;

nise that information, and related processes, systems, networks.and people are important assets
ving organization objectives;

range of risks that may affect the functioning of assets{and

information assets through defining, achieving, maintaining, and improving information secu
is essential to enable anerganization to achieve its objectives, and maintain and enhance its le
and image. These ‘coordinated activities directing the implementation of suitable controls a

for

ble,

Iy
for

SS

ity
jal
nd

ity

b) identify emerging risks to be treated; and

c) select, implement and improve appropriate controls as needed.

To interrelate and coordinate such information security activities, each organization needs to establish its
policy and objectives for information security and achieve those objectives effectively by using a management

system.
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3.2 Whatis an ISMS?

3.2.1 Overview and principles

An ISMS (Information Security Management System) provides a model for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving the protection of information assets to achieve
business objectives based upon a risk assessment and the organization's risk acceptance levels designed to
effectively treat and manage risks. Analysing requirements for the protection of information assets and
applying appropriate controls to ensure the protection of these information assets, as required, contributes to
the successful implementation of an ISMS. The following fundamental principles also contribute to the
successtul iImplementation of an ISMS:

a)| awareness of the need for information security;

b)[ assignment of responsibility for information security;

c)| incorporating management commitment and the interests of stakeholders;

d)| enhancing societal values;

e)| risk assessments determining appropriate controls to reach acceptable’levels of risk;
f) | security incorporated as an essential element of information nétworks and systems;
g)| active prevention and detection of information security incidents;

h)| ensuring a comprehensive approach to information security management; and

i) | continual reassessment of information securitysand making of modifications as appropriate.

3.2.2 Information

Information is an asset that, like other.important business assets, is essential to an organization's business
and consequently needs to be suitably‘protected. Information can be stored in many forms, includjng: digital
form (e.g. data files stored on, electronic or optical media), material form (e.g. on paper), as well as
unrepresented information in the\form of knowledge of the employees. Information may be trangmitted by
ious means including: courier, electronic or verbal communication. Whatever form information takes, or the
means by which the information is transmitted, it always needs appropriate protection.

An organization's infermation is dependent upon information and communications technology. This technology
is|an essential element in any organization and assists in facilitating the creation, processing, storing,
trgnsmitting, pratection and destruction of information. Where the extent of the interconnected global business

ironment.expands so does the requirement to protect information as this information is now eleosed to a
wifler variety.of threats and vulnerabilities.

3.2.3_ 'Information security

Information security includes three main dimensions: confidentiality, availability and integrity. With the aim of
ensuring sustained business success and continuity, and in minimising impacts, information security involves
the application and management of appropriate security measures that involves consideration of a wide range
of threats.

Information security is achieved through the implementation of an applicable set of controls, selected through
the chosen risk management process and managed using an ISMS, including policies, processes, procedures,
organizational structures, software and hardware to protect the identified information assets. These controls
need to be specified, implemented, monitored, reviewed and improved where necessary, to ensure that the
specific security and business objectives of the organization are met. Relevant information security controls
are expected to be seamlessly integrated with an organization's business processes.

© ISO/IEC 2009 — All rights reserved 7
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3.2.4 Management

Management involves activities to direct, control and continually improve the organization within appropriate
structures. Management activities include the act, manner, or practice of organizing, handling, directing,
supervising, and controlling resources. Management structures extend from one person in a small
organization to management hierarchies consisting of many individuals in large organizations.

In terms of an ISMS, management involves the supervision and making of decisions necessary to achieve
business objectives through the protection of the organization's information assets. Management of
information security is expressed through the formulation and use of information security policies, standards,
procedure PR PPN Py Hpp ',, P PP HP PP e - PP PP Ty NP - alo—acaceia

with the ofganization.

arnta—guorG v cl apPp C wivivinjwie Orga atio oy—a arvTraoa a O -l

NOTE The term “management” may sometimes refer to people (i.e. a person or group of people with authority gnd
responsibilfty for the conduct and control of an organization). The term “management” addressed in this clause is nof in
this sense.

3.2.5 Management system
A managpment system uses a framework of resources to achieve an organization's objectives. The
managemient system includes organizational structure, policies, planning activities; responsibilities, practicgs,
procedures, processes and resources.

In terms of information security, a management system allows an organization to:
a) satisfly the security requirements of customers and other stakeholders;

b) imprdgve an organization's plans and activities;

c) meetjthe organization's information security objectives;

d) comply with regulations, legislation and industry(mandates; and

—

e) mangdge information assets in an organized-way that facilitates continual improvement and adjustment{ to

currept organizational goals and to the environment.

3.3 Prdcess approach

Organizatlons need to identify and manage many activities in order to function effectively and efficiently. Any
activity usjng resources needsto be managed to enable the transformation of inputs into outputs using a get
of interrelated or interacting”activities — this is also known as a process. The output from one process gan
directly form the input to,another process and generally this transformation is carried out under planned and
controlled| conditions>the application of a system of processes within an organization, together with the
identification and interactions of these processes, and their management, can be referred to as a “procgss
approach’].

The procgss”approach for the ISMS presented in the ISMS family of standards is based on the operating
principle adopted in ISO's management system standards commonly known as the Plan — Do — Check — Act
(PDCA) process.

a) Plan — establish objectives and make plans (analyze the organization's situation, establish the overall
objectives and set targets, and develop plans to achieve them);

b) Do —implement plans (do what was planned to do);

c) Check — measure results (measure/monitor the extent to which achievements meet planned objectives);
and

d) Act - correct and improve activities (learn from mistakes to improve activities to achieve better results).

8 © ISO/IEC 2009 — All rights reserved
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3.4 Why an ISMS is important

As part of an organization's ISMS, risks associated with an organization's information assets n
addressed. Achieving information security requires the management of risk, and encompasses

eed to be
risks from

physical, human and technology related threats associated with all forms of information within or used by the

organization.

The adoption of an ISMS is expected to be a strategic decision for an organization and it is necessary that this
decision is seamlessly integrated, scaled and updated in accordance with the needs of the organization.

networks and the sharing of information assets increases the difficulty of controlling access to and h
information. In addition, the distribution of mobile storage devices containing information assets cz

a)| achieve greater assurance that its information assets are adequately protected against i
security-risks on a continual basis;

b)] maintain a structured and comprehensive framework for identifying and assessing informatio
risks, selecting and applying applicable controls, and measuring and improving their effectivene

ives of the

ire of the
n security
partners,

bm a wide
. Damage
of service

abler that
nd private
andling of
n weaken
b ability to
business

systems.
y that can
ported by

ing which
5 controls,
means to
d security
on to:

hformation

n security
5S;

c) continually improve its control environment; and

d) effectively achieve legal and regulatory compliance.
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3.5 Establishing, monitoring, maintaining and improving an ISMS

3.5.1 Overview

An organization needs to undertake the following steps in establishing, monitoring, maintaining and improving
its ISMS:

a) identify information assets and their associated security requirements (see 3.5.2);

b) assess information security risks (see 3.5.3);

c) selecf and implement relevant controls to manage unacceptable risks (see 3.5.4); and

d) monifor, maintain and improve the effectiveness of security controls associated with the ofganizatioh
information assets (see 3.5.5).

S

To ensurg the ISMS is effectively protecting the organization's information assets on an ongoing basis, if| is
necessary for steps (a) — (d) to be continuously repeated to identify changes in risks0r-in the organizatiop's
strategies|or business objectives.

3.5.2 Identify information security requirements

Within thg overall strategy and business objectives of the organization,<ts size and geographical spread,
informatioh security requirements can be identified through an understanding of:

a) identified information assets and their value;
b) busingess needs for information processing and storage; and
c) legal,|regulatory, and contractual requirements.

Conducting a methodical assessment of the risks,associated with the organization's information assets Will
involve analyzing: threats to information assets; vulnerabilities to and the likelihood of a threat materializing| to
informatiop assets; and the potential impact of:any information security incident on information assets. The
expenditufe on relevant security controls is expected to be proportionate to the perceived business impact| of
the risk materialising.

3.5.3 Asgsess information security risks

Managing|information securityCrisks requires a suitable risk assessment and risk treatment method which may
include an estimation of the-costs and benefits, legal requirements, social, economical and environmental
aspects, the concerns of ‘stakeholders, priorities, and other inputs and variables as appropriate. The results| of
the infornpation security, fisk assessment will help to guide and determine the appropriate management
treatment[decisions for action and prioritisation for managing information security risks, and for implementing
relevant qecurityseontrols to protect against these risks. ISO/IEC 27005 provides information security r(sk
managemient gdidance, including advice on risk assessment, risk treatment, risk acceptance, r[sk
communidation; risk monitoring and risk review.

3.5.4 Select and implement information security controls

Once information security requirements have been identified and information security risks to the identified
information assets have been determined and assessed (including decisions for the treatment of information
security risks having been made), appropriate controls need to be selected and implemented to ensure that
information security risks are reduced to a level acceptable to the organization. Controls may be selected from
ISO/IEC 27002, from other relevant control sets, or new controls designed to meet specific needs as
appropriate. The selection of security controls is dependent upon security requirements taking into account
the criteria for information security risk acceptance, risk treatment options, and the general risk management
approach applied by the organization. The selection and implementation of controls may be documented
within a statement of applicability to assist with compliance requirements.

10 © ISO/IEC 2009 — All rights reserved
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The controls specified in ISO/IEC 27002 are acknowledged as best practices applicable to most organizations
and readily tailored to accommodate organizations of various sizes and complexities. Other standards in the
ISMS family of standards provide guidance on the selection and application of ISO/IEC 27002 information

security controls for the management system (ISO/IEC 27001).

3.5.5 Monitor, maintain and improve the effectiveness of the ISMS

An organization needs to maintain and improve the ISMS through monitoring and assessing performance
against organization policy and objectives, and reporting the results to management for review. This ISMS
review will allow evidence of validation, verification, and traceability of corrective, preventive and improvement

adquons based on the records of these monitored areas, Including the monitoring ofr Informatiol

controls.

3.6 ISMS critical success factors

A |arge number of factors are critical to the successful implementation of an ISMS to allow an orga
meet its business objectives. Examples of critical success factors include:

a)| information security policy, objectives, and activities aligned with objectives;

b)| an approach and framework for designing, implementing, monitoring, maintaining, and
information security consistent with the organizational culture;

c)| visible support and commitment from all levels of management, especially top management;

d)| an understanding of information asset protection fequirements achieved through the app
information security risk management (see ISO/IEC27005);

e)| an effective information security awareness, training and education programme, informing all 6
and other relevant parties of their informatioh security obligations set forth in the informatio
policies, standards etc., and motivating them to act accordingly;
f) | an effective information security incident management process;

g)| an effective business continuity management approach; and

h)] a measurement system-lUsed to evaluate performance in information security management and
suggestions for improvement.

An ISMS increasesthe“likelihood that an organization will consistently achieve the critical succe
required to protectits-information assets.

3.f Benefits of the ISMS family of standards

THe bengfits of implementing an ISMS will primarily result from a reduction in information security
regucing the probability of, and/or impact caused by, information security incidents). Specifically

h security
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a) support for the process of specifying, implementing, operating and maintaining a comprehensive and
cost-effective integrated and aligned ISMS that meets the organization's needs across different

operations and sites;

b) assistance for management in structuring their approach towards information security management,
within the context of corporate risk management and governance, including educating and training

business and system owners on the holistic management of information security;
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c) promotion of globally-accepted good information security practices in a non-prescriptive manner, giving
organizations the latitude to adopt and improve relevant controls that suit their specific circumstances and
to maintain them in the face of internal and external changes; and

d) provision of a common language and conceptual basis for information security, making it easier to place

confidence in business partners with a compliant ISMS, especially if they require certification against
ISO/IEC 27001 by an accredited certification body.

4 ISMS family of standards

4.1 General information

The ISM$ family of standards consists of inter-related standards, either already published) or under
developmegnt, and contains a number of significant structural components. These components-are focused
upon normative standards describing ISMS requirements (ISO/IEC 27001) and certification body requirements
(ISO/IEC 27006) for those certifying compliance with ISO/IEC 27001. Other standards provide guidance for
various agpects of an ISMS implementation, addressing a generic process, control-related guidelines as well
as sector-ppecific guidance. Relationships between the ISMS family of standards?) are illustrated in Figure 1.
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g A
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n : Health
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Figure 1 — ISMS Family of Standards Relationships

Standards that provide direct support, detailed guidance and/or interpretation for the overall PDCA processes
and requirements specified in ISO/IEC 27001 (see 4.3.1) are: ISO/IEC 27000 (see 4.2.1), ISO/IEC 27002
(see 4.4.1), ISO/IEC 27003 (see 4.4.2), ISO/IEC 27004 (see 4.4.3), ISO/IEC 27005 (see 4.4.4) and
ISO/IEC 27007 (see 4.4.5).

2) ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27007 are currently under development.
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ISO/IEC 27006 (see 4.3.2) addresses requirements of bodies providing ISMS certifications. ISO/IEC 27011
(see 4.5.1) and ISO 27799 (4.5.2) addresses sector-specific guidelines for ISMS.3)

The ISMS family of standards maintains relationships with many other ISO and ISO/IEC standards and are
classified and further described as being either:

a) standards describing an overview and terminology (see 4.2);

b) standards specifying requirements (see 4.3);

, o L , \
c) standardsdesctribing generatguidetimes(see44);or

d)| standards describing sector-specific guidelines (see 4.5).
4.2 Standards describing an overview and terminology

4.21 ISO/IEC 27000 (this document)

Information technology — Security techniques — Information security management systems — Ovgrview and
vocabulary

Sdope: This International Standard provides to organizations and individuals:
a)| an overview of the ISMS family of standards;

b)| an introduction to information security management systems (ISMS);

c)| a brief description of the Plan-Do-Check-Act (PDEA) process; and

d)| terms and definitions used throughout the ISMS family of standards.

Pyrpose: ISO/IEC 27000 describes the fundamentals of information security management systegms, which
fofm the subject of the ISMS family of standards, and defines related terms.

4.8 Standards specifying requirements

4.3.1 ISO/IEC 27001
Information technology=- Security techniques — Information security management systems — Requirements

Sdope: This International Standard specifies the requirements for establishing, implementing, joperating,
monitoring, réyiewing, maintaining and improving formalized information security managemenf systems
(ISMS) within 'the context of the organization's overall business risks. It specifies requirements for the
implementation of security controls customized to the needs of individual organizations or parts the¢reof. This
Infernational Standard is universal for all types of organizations (e.g. commercial enterprises, gpvernment
agencies, non-profit organizations).

Purpose: ISO/IEC 27001 provides normative requirements for the development and operation of an ISMS,
including a set of controls for the control and mitigation of the risks associated with the information assets
which the organization seeks to protect by operating its ISMS. Organizations operating an ISMS may have its
conformity audited and certified. The control objectives and controls from Annex A (ISO/IEC 27001) shall be
selected as part of this ISMS process as appropriate to cover the identified requirements. The control
objectives and controls listed in Table A.1 (ISO/IEC 27001) are directly derived from and aligned with those
listed in ISO/IEC 27002 Clauses 5 to 15.

3) ISO/IEC 27008, ISO/IEC 27009 and ISO/IEC 27010 are reserved for future standards associated with the ISMS family
of standards that have not yet been defined when this International Standard was published.
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4.3.2 ISO/IEC 27006

Information technology — Security techniques — Requirements for bodies providing audit and certification of
information security management systems

Scope: This International Standard specifies requirements and provides guidance for bodies providing audit
and ISMS certification in accordance with ISO/IEC 27001, in addition to the requirements contained within
ISO/IEC 17021. It is primarily intended to support the accreditation of certification bodies providing ISMS
certification according to ISO/IEC 27001.

Purpose:
organizati

consistenfly against the requirements set forth in ISO/IEC 27001.

4.4 Standards describing general guidelines

441 IS

Information technology — Security techniques — Code of practice for information security management

Scope: This International Standard provides a list of commonly accepted conirolobjectives and best pract

controls t
informatio,

Purpose:

Specifical
of the con

442 IS

Information technology — Security techniques — Iaformation security management system implementat

guidance

Scope: This International Standard will provide practical implementation guidance and provide furth

informatio,
ISMS in a

Purpose:
ISMS ina

443 IS

Information technology — Security techniques — Information security management — Measurement

Scope: This<International Standard will provide guidance and advice on the development and use

measuremeénts " in order to assess the effectiveness of ISMS, control objectives, and controls used
implemen ; C 27001

Purpose:

14
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bns are accredited, thus permitting these organizations to provide compliance certificatio

D/IEC 27002

b be used as implementation guidance when selecting and implementing controls for achievi
N security.

ISO/IEC 27002 provides guidance on the implementation of information security contrg

y Clauses 5 to 15 provides specific implementation advicerand guidance on best practice in supp
rols specified in Clauses A.5 to A.15 of ISO/IEC 27004

D/IEC 27003

h for establishing, implementing,.operating, monitoring, reviewing, maintaining and improving
ccordance with ISO/IEC 27001

ISO/IEC 27003 will-provide a process oriented approach to the successful implementation of
ccordance with ISO/IEEC-27001.

D/IEC 27004

Is.
ort

of

to

ISO/IEC 27004 will provide a measurement framework allowing an assessment of ISMS
effectiveness to be measured in accordance with ISO/IEC 27001.
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