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Introduction

This International Standard specifies the ultra wideband (UWB) physical layer (PHY) and

medium

access control (MAC) sublayer for a high-speed, short-range wireless network, utilizing all or part of

the spectrum between 3 100 MHz and 10 600 MHz, supporting data rates of up to 480 Mb/s.

This International Standard divides the spectrum into 14 bands, each with a bandwidth of 5
The first 12 bands are then grouped into four band groups consisting of three bands. The

firpt four, consistent with usage within worIdW|de regulatory regulations.

A [MultiBand Orthogonal Frequency Division Modulation (MB-OFDM) scheme is used to
information. A total of 110 sub-carriers (100 data carriers and 10 guard carriers) are-used per

28 MHz.
last two
m of the

transmit
band. In

addition, 12 pilot subcarriers allow for coherent detection. Frequency-domain spfeading, timg-domain

spreading, and forward error correction (FEC) coding are provided for optimum performance
valriety of channel conditions.

THe MAC sublayer is designed to enable mobility, such that a group“of devices may
cammunicating while merging or splitting from other groups of devices. To maximize flexil
fupctionality of this MAC is distributed among devices. These functions’include distributed coo
to| avoid interference between different groups of devices by appropriate use of chanr
distributed medium reservations to ensure Quality of ServicesThe MAC sublayer provides p
schemes for isochronous and asynchronous data transfer./10.do this, a combination of Carrig
Multiple Access (CSMA) and Time Division Multiple Access (TDMA) is used. A Distributed Res

under a

continue
ility, the
dination
els and
Fioritized
r Sense
ervation

Protocol (DRP) is used to reserve the medium for TDNAraccess for isochronous and other traffic. For

ngtwork scalability, Prioritized Contention Access (PCA) is provided using a CSMA scheme. T
hgs policies that ensure equitable sharing of the bandwidth.

he MAC

Talken together, the PHY and MAC specified.in,this Ecma standard are well-suited to high rate, zero

infrastructure communications between a mixed population of portable and fixed electronic de

THis International Standard is not intended to represent the regulatory requirements of any cq
region.

ices.

untry or
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INTERNATIONAL STANDARD

ISO/IEC 26907:2009(E)

Information technology — Telecommunications and information
exchange between systems — High-rate ultra-wideband PHY
and MAC standard

1| Scope

THis International Standard specifies a distributed medium access control (MAC) sublaygr and a
physical layer (PHY) for wireless networks.

2| Conformance

Conforming devices implement the MAC sublayer and the PHY layeras specified herein and qupport:
1.| data rates of 53,3 Mb/s, 106,7 Mb/s, and 200 Mb/s for transmitting ‘and receiving;

2.|at least one of the band groups;

3.|time-frequency codes using both TFI and FFI.

Injaddition, conforming devices may implement the MAC/PHY Interface as specified in ISO/IEC 26908.
3| Normative references

THe following referenced documents aresifidispensable for the application of this document. Hor dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
ddcument (including any amendments)-applies.

IEEE 100, The Authoritative Dictionary of IEEE Standard Terms, Seventh Edition

NQTE 1 IEEE publications aré™available from the Institute of Electrical and Electronics Engineers, 445 Hoes
Lane, P.O. Box 1331, Piscataway, NJ 08855-1331, USA (http://standards.ieee.org/).

NOTE 2 The IEEE standards referenced are trademarks belonging to the Institute of Electrical and Electronics
Engineers, Inc.

4 Terms and definitions

FQgr the purposes of this document, the terms and definitions given in IEEE 100 and the followinlg apply.
4.1

aceess—eategoty

AC

label for the common set of prioritized contention access (PCA) parameters that are used by a device
to contend for the medium in order to transmit MAC protocol data units (MPDUSs) with certain priorities

4.

2

beacon group
BG
set of devices from which a device receives beacons that identify the same beacon period start time

(B

PST) as the device

© ISO/IEC 2009 - All rights reserved
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4.3

beacon period

BP

period of time declared by a device during which it sends or listens for beacons

4.4

beacon period start time

BPST
start of

4.5

channgl
medium|over which cooperating entities exchange information

assurante that the data has not been modified from its original form

4.6
data in
4.7
device

entity cqntaining an implementation of this International Standard

4.8

distrib

DRP

protocol| implemented in each device to support negotiation and maintenance of channel tir
reservatjons binding on all neighbours of the reservation participants

4.9

extend
union offa device's beacon group and the béacon groups of all devices in the device's beacon group

4.10
frame

unit of data transmitted by a device

4.11

frame protection
security| service provided“for a frame, including (but not limited to) payload encryption, messa
authentication, and replay attack protection

4.12

MAC C
entity a

entities
4.13

t|he beacon period

egrity

ted reservation protocol

bd beacon group

ient

je

tljove the MAC sublayer that generates MAC service data units for delivery to correspondi

MAC command data unit

MCDU

unit of data exchanged between peer medium access control sublayers in order to manage medium

access

4.14

control functions

MAC protocol data unit

MPDU

unit of data exchanged between two peer medium access control sublayers using the physical layer

© ISO/IEC 2009 - All rights reserved
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4.15

MAC service data unit

MSDU

information that is delivered as a unit between medium access control service access points (SAPs)

4.16
message integrity code
MIC

cryptographic checksum generated using a symmetric key that is typically appended to dataCinforder to
prpvide data integrity and source authentication similar to a digital signature

417

ngighbour
arnly device in a device's beacon group

418
ngtwork allocation vector
NAV

inglicator, maintained by each device capable of using PCA, ‘ef ‘time periods when PCA-based
trgnsmission onto the wireless medium will not be initiated bythe-device, whether or not the|device's
clg¢ar-channel assessment function senses that the wireless medium is busy

4.(19

prioritized contention access

PCA

prloritized CSMA/CA access mechanism used by\devices for medium access

4120

pgeudo-random number generation
prpcess of generating a deterministic\sequence of bits from a given seed that has the dtatistical
prpperties of a random sequence of bits when the seed is not known

421

random number generatoy,
method or design that provides a sequence of bits that is unpredictable

NQTE A cryptographicrrandom number generator is one specific type.

4122

re[servation
ngmed set of\one or more medium access slots (MASs) within a superframe during which a degvice has
preferentialNaccess to the medium

423

relseérvation block
one or more temporally contiguous medium access slots (MASs) within a reservation not adjacent to
other MASs in the reservation

4.24

secure frame

frame in which frame protection is applied

4.25

stream
logical flow of MSDUs from one device to one or more other devices
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superframe
periodic time interval used in this International Standard to coordinate frame transmissions between

devices,

4.27
symme

which contains a beacon period followed by a data period

tric key

secret key shared between two or more parties that may be used for both encryption and decryption as
well as formessagemtegrity codecomputationmand-verification

4.28
transm
TXOP

interval
onto the

4.29
TXOP h
device t

4.30

user pn
value as

5 Not

The use
is requir

The use
possibili

The use

The usdg
possibili

All floati

6 Abl

AC
ACK
AES

ssion opportunity

bf time obtained by a device using prioritized contention access (PCA) to initiateytransmissio
medium

older
nat has successfully contended for a TXOP

iority
signed to an MSDU by the MAC client that determines the MSDU's transfer priority

ational conventions

of the word shall is meant to indicate a requirement which is mandated by the Standard, i.e
pd to support that particular feature with nodeviation in order to conform to the Standard.

of the word should is meant to recommend one particular course of action over several oth
lies, however without mentioning orexcluding these others.

of the word may is meant to indicate that a particular course of action is permitted.

of the word can is synonymous with is able to — it is meant to indicate a capability or
L.
hg-point values havesbeen rounded to 4 decimal places.

previations and’'acronyms

Access Category
Acknowledgment

Advanced Encryption Standard

er

AIFS
ASIE
B-ACK
BcstAdd
BM

BP
BPOIE
BPST

Arbitration INter-Frame space
Application-Specific Information Element
Block Acknowledgment
r Broadcast Device Address
Burst Mode
Beacon Period
Beacon Period Occupancy Information Element

Beacon Period Start Time
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CBC-MAC Cipher Block Chaining-Message Authentication Code

CCA Clear Channel Assessment

CCM Counter Mode Encryption and Cipher Block Chaining Message
Authentication Code

CPE Common Phase Error

CRC Cyclic Redundancy Check

C$SMA/CA Carrier Sense Multiple Access with Collision Avoidance

CTS Clear To Send

DAA Detect And Avoid

DAC Digital-to-Analog Converter

DCM Dual Carrier Modulation

DestAddr Destination Device Address

DevAddr Device Address

DME Device Management Entity

DRP Distributed Reservation Protocol

EOQ Encryption Offset

EWI Extended Unique Identifier

FCS Frame Check Sequence

FDS Frequency-Domain Spreading

FHC Forward Error Correction

FER Frame Error Rate

FRI Fixed-Frequency'Interleaving

FHT Fast Fourier Transform

Gl Galois'Eield

GTK Group Temporal Key

HCS Header Check Sequence

ID Identifier

IDFT Inverse Discrete Fourier Transform

IE Information Element

IFFT Inverse Fast Fourier Transform

IFS Inter-Frame Space

Imm-ACK Immediate Acknowledgment

KCK Key Confirmation Key

LQE Link Quality Estimator

LQI Link Quality Indicator

LSB Least-Significant Bit

MAC Medium Access Control

MAS Medium Access Slot

© ISO/IEC 2009 - All rights reserved 5


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

MCDU
McstAddr
MIB

MIC
MIFS
MKID

MAC Command Data Unit
Multicast Device Address
Management Information Base
Message Integrity Code
Minimum Interframe Spacing

Master Key ldentifier

MLME
MPDU
MSB
MSDU
NAV
No-ACK
OFDM
oul
PAL
PAN
PCA
PDU
PER
PHY
PHY-SAP
PLCP
PLME
PMD
PMD-SAP
PMK
PPDU
PPM
PRBS
PRF

MAC Sublayer Management Entity
MAC Protocol Data Unit
Most-Significant Bit

MAC Service Data Unit

Network Allocation Vector

No Acknowledgement

Orthogonal Frequency Division Multiplexing
Organizationally Unique Identifier
Protocol Adaptation Layer

Personal Area Network

Prioritized Contention Access
Protocol Data Unit

Packet Error Rate

Physical (layer)

Physical Layer ServicecAccess Point
Physical Layer Convergence Protocol
Physical LayersManagement Entity
Physical Medium Dependent
PhysicalMedium Dependent-Service Access Point
Pair-wise Master Key

PECP Protocol Data Unit

Parts Per Million

Pseudo-Random Binary Sequence

Pseudo-Random Function

PSD
PSDU
PT
PTK
QPSK
RF
RMS

Power Spectral Density

PHY Service Data Unit
Preamble Type

Pair-wise Temporal Key
Quadrature Phase Shift Keying
Radio Frequency

Root Mean Squared
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RS Reed-Solomon

RSSI Received Signal Strength Indicator

RTS Request To Send

RX Receive or Receiver

SAP Service Access Point

SFC Secure Frame Counter

SFEN Secure Frame Number

SIFS Short Interframe Spacing

SrcAddr Source Device Address

TDHS Time-Domain Spreading

TH Time-Frequency

THC Time-Frequency Code

THI Time Frequency Interleaving

THI2 Time-Frequency Interleaving over 2 bands

THID Temporal Key Identifier

TN Tone-Nulling

TRC Transmit Power Control

T Transmit or Transmitter

TXOP Transmission Opportunity

UDA Unused DRP ReservationZAnnouncement

UDR Unused DRP Reseryation Response

U\vB Ultra Wideband

ZRS Zero Padded ‘Suffix

7| General description

71 PHY geferal description

THis International/Standard specifies the ultra wideband (UWB) physical layer (PHY) for a |wireless
pdarsonal areasnetwork (PAN), utilizing the unlicensed 3 100 — 10 600 MHz frequency band, sypporting
dgta rates.0f/53,3 Mb/s, 80 Mb/s, 106,7 Mb/s, 160 Mb/s, 200 Mb/s, 320 Mb/s, 400 Mb/s, and[480 Mb/
s.[Suppert for transmitting and receiving data rates of 53.3, 106.7, and 200 Mb/s shall be manfatory.
THeClWWB spectrum is divided into 14 bands, each with a bandwidth of 528 MHz. The first 12 bands are
themgroupedimto4band groups cornsisting of - 3—bands— T e tasttwo banmdsare grouped—mto a fifth

band group. A sixth band group is also defined within the spectrum of the first four, consistent with
usage within worldwide spectrum regulations. At least one of the band groups shall be supported.

This International Standard specifies a MultiBand Orthogonal Frequency Division Modulation (MB-
OFDM) scheme to transmit information. A total of 110 sub-carriers (100 data carriers and 10 guard
carriers) are used per band to transmit the information. In addition, 12 pilot subcarriers allow for
coherent detection. Frequency-domain spreading, time-domain spreading, and forward error correction
(FEC) coding are used to vary the data rates. The FEC used is a convolutional code with coding rates
of 1/3, 1/2, 5/8 and 3/4.

The coded data is then spread using a time-frequency code (TFC). This International Standard
specifies three types of time-frequency codes (TFCs): one where the coded information is interleaved

© ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

over three bands, referred to as Time-Frequency Interleaving (TFI); one where the coded information
is interleaved over two bands, referred to as two-band TFI or TFI2; and one where the coded
information is transmitted on a single band, referred to as Fixed Frequency Interleaving (FFI). Support
for TFI, TFI2 and FFI shall be mandatory.

Within the first four and the sixth band groups, four time-frequency codes using TFI and three time-
frequency codes using each of TFI2 and FFI are defined; thereby, providing support for up to ten
channels in each band group. For the fifth band group, two time-frequency codes using FFI and one
using TEI2 are defined. For the sixth band group, the FFI channels and one of the TFI2 channels

overlap fully with channels in the third and fourth band groups.

A mechénism is provided to allow individual OFDM subcarriers to be nulled. This, together Wwith t
choice df frequency bands and of TFI, TFI2 and FFI time frequency codes, provides substantial’cont
over thg use of spectrum by the transmitted signal, allowing the PHY to be used .ifn“a range

regulatofy and radio coexistence scenarios.

7.2 MAC general description

7.2.1 |General description of the architecture

As illustfrated in Figure 1, the MAC is a sublayer of the Data Link Layer defined in the OSI baf
referende model [2]. The MAC service is provided by means of the MAC service access point (MA

ol
of

ic

SAP) to a single MAC service client, usually a higher layer protocol or adaptation layer. In this
Standargl the MAC sublayer is represented by a device address.

Presentation Layer

Session Layer

Transport Layer

Network Layer

Figure 1 - Architectural reference model

Logdical
Link
Data Link Cortiol MSDU MSDU
U
- YA MAC SAP MAC SAP
MAC MAC MAC Protocol MAC
MPDU
PSDU PSDU
L
PHY SAP PHY SAP
Physical Layer PHY PHY Protocol PHY
PPDU

The MAC sublayer in turn relies on the service provided by the PHY layer via the PHY service access

point (PHY SAP). The MAC protocol applies between MAC sublayer peers.

8
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7.2.2 Device address

Individual MAC sublayers are addressed via an EUI-48 [1], and are associated with a volatile
abbreviated address called a DevAddr. Unicast frames carry a destination DevAddr that identifies a
single MAC sublayer.

DevAddrs are 16-bit values, generated locally, without central coordination. Consequently, it is possible
for a single value to ambiguously identify two or more MAC entities. This Standard provides
mechanisms for resolving ambiguous DevAddrs.

THe MAC addressing Scheme Mciudes muiticast and broadtast address values. A mutticast]jaddress
identifies a group of MAC entities. The broadcast address identifies all MAC entities.

7..3 Features assumed from the PHY
A MAC sublayer is associated with a single PHY layer via the PHY SAP as specifiedhin Clausq 15.

THe MAC sublayer requires the following features provided by the PHY:

¢ | Frame transmission in both single frame and burst mode

« | Frame reception for both single frame and burst mode transmission

* | PLCP header error indication for both PHY and MAC header structures

¢ | Clear channel assessment for estimation of medium activity

* |Range measurement timestamps if MAC range measurement.is) supported.
Figure 2 defines the structure of a PHY frame.

¢ | There are two types of preamble: Standard and burst,

¢ | The PLCP header including MAC and PHY Headers'is protected by a header check sequence (HCS).

» | The Frame Payload is followed by its frame check sequence (FCS).

Preamble PLCP Header. Frame Payload Frame Check T_aul Pgd
Sequence Bits Bits
PHY Tail MAC HCS Tall Reed-Solomon Tail
Header Bits Header Bits Parity Bytes Bits

Figure 2 - PHY Frame Structure

Frames are transmitted by the PHY from the source device and delivered to the destination dlevice in
identical bit order. (Phe start of a frame refers to the leading edge of the first symbol of the PHY frame
at|the local antenpa and the end of a frame refers to the trailing edge of the last symbol of the PHY
frgme.

Frame transmission and reception are supported by the exchange of parameters between the MAC
S\})Iayer and the PHY layer. These parameters allow the MAC sublayer to control, and be infgrmed of,

the frame transmission mode, the frame payload data rate and length, the frame preamble, the PHY
chiannel and other PHY-related parameters

In single frame transmission, the MAC sublayer has full control of frame timing. In burst mode
transmission, the MAC sublayer has control of the first frame timing and the PHY provides accurate
timing for the remaining frames in the burst.

7.2.4 Overview of MAC service functionality
The MAC service defined in this Standard provides:

« Communication between cooperating devices within radio range on a single channel using the PHY;
« Addistributed, reservation-based channel access mechanism;

e A prioritized, contention-based channel access mechanism;
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» A synchronization facility for coordinated applications;

* Mechanisms for handling mobility and interference situations;

» Device power management by scheduling of frame transmission and reception;

» Secure communication with data authentication and encryption using cryptographic algorithms;
* A mechanism for measuring the distance between two devices.

The architecture of this MAC service is fully distributed. All devices provide all required MAC functions
and optipnal functions as determined by the application. No device acts as a central coordinator.

Coordingtion of devices within radio range is achieved by the exchange of beacon frames. Periodic
beacon fransmission enables device discovery, supports dynamic network organization, and provides
support [for mobility. Beacons provide the basic timing for the network and carry reservation aphd
scheduling information for accessing the medium.

7.2.4.1] Logical groups

The MAC protocol is specified with respect to an individual device, which hds its own individyal
neighbolirhood. All MAC protocol facilities are expressed with respect to this individual neighbourhoqd.

In a network formed with fully distributed medium access coordinationylegical groups are formgd
around ¢ach device to facilitate contention-free frame exchanges while~exploring medium reuse oJer
different] spatial regions. In this Standard, these logical groups are & beacon group and an extendgd
beacon proup, both of which are determined with respect to an individual device.

7.2.4.2] Control algorithms

MAC prgtocol algorithms attempt to ensure that no membegr, of the extended beacon group transmity a
beacon |frame at the same time as the device. Informyation included in beacon frames facilitates
contentipn-free frame exchanges by ensuring that a device does not transmit frames while a neighbdur
is transritting or receiving frames.

To permjt correct frame reception, MAC protocolalgorithms attempt to ensure that a device's DevAddr
is unique within the device's extended beacon.group.

7.2.4.3 Channel selection

When aldevice is enabled, it scans one or more channels for beacons and selects a channel. If ho
beaconq are detected in the selected channel, the device creates its beacon period (BP) by sendingd a
beacon.

If one onfmore beacons are detected in the selected channel, the device synchronizes its BP to existihg
beaconq in the selected channel. The device exchanges data with members of its beacon group usiphg
the samg channel the device selected for beacons.

Each ddvice operatesTin a dynamic environment and under unlicensed operation rules. Thus, it|is
subject o interference from licensed users, other networks, and other unlicensed wireless entities|in
its chanpel. Toehable the device to continue operation in this type of environment, each device has the
capability te. dyhamically change the channel in which it operates without requiring disruption of links
with its peess.

If at any time a device determines that the current channel is unsuitable, it uses the dynamic channel
selection procedure, as described in 17.10, to move to a new channel.
7.2.4.4 Beacon period protection

Each device protects its and its neighbours' BPs for exclusive use of the beacon protocol. No
transmissions other than beacons are attempted during the BP of any device. Protection of the
device's BP is implicit.

A device may protect an alien BP, detected by reception of a beacon frame unaligned with the device's
own BP, by announcing a reservation covering the alien BP in its beacon.
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7.2.4.5 The superframe

The basic timing structure for frame exchange is a superframe. The superframe duration is specified as
mSuperframelLength. The superframe is composed of 256 medium access slots (MASs), where each
MAS duration is mMMASLength.

Each superframe starts with a BP, which extends over one or more contiguous MASs. The start of the
first MAS in the BP, and the superframe, is called the beacon period start time (BPST).

Superframe N Superftanfe N+1
- (256 Medium Access Slots = 65 536[s) T
Start timing of Superframe N Start timing o Superframe N+1
BPST ;
(Time =0)
‘ ‘ Time
-
Medium Access Slot (MAS) = 256us
R I —_ -
Beacon Period Beacon Period
(Variable Length) (Variable Length)

Figure 3 - MAC superframe structure

7.R.4.6 Medium access
THe medium is accessed in one of three ways:

« | During the BP, devices send only beacon frames, according to the rules specified in 17.2.

« | During reservations, devices participating’in the reservation send frames according to rules spgcified in
17.4.

« |Outside the BP and reservationsydevices may send frames using a prioritized contention-basefl access
method, as described in 17.3.

7.0.4.7 Data communjcation between devices

Data is passed between thé MAC sublayer and its client in MSDUs qualified by certain parameters.
MEDUs are transported between devices in data frames. To reduce the frame error rate of a marginal
link, data frames can bé fragmented and reassembled, as described in 17.6. Fragments are niimbered
with an MSDU segquence number and a fragment number.

If the source device wishes to verify the delivery of a frame, then one of the acknowledgemen{ policies
is lJused, as‘described in 17.8. This Standard provides for three types of acknowledgements tp enable
different-applications. The No-ACK policy, described in 17.8.1, is appropriate for frames thgt do not
refuire guaranteed delivery, or are delay sensitive and a retransmitted frame would arrive too late. The
mM-ACK pollcy, descrlbed in 17. 8 2, prowdes an acknowledgement process in WhICh each frame is
indivioualty a ng t f f 117.8.3,
lets the source send multiple frames without intervening ACK frames Instead, the acknowledgements
of the individual frames are grouped into a single response frame that is sent when requested by the
source device. The B-ACK process decreases the overhead of the Imm-ACK process while allowing
the source device to verify the delivery of frames to the destination.

If the source device does not receive the requested acknowledgement, then it may retransmit the
frame, as described in 17.3.7 and 17.4.10 or it may discard the frame. The decision to retransmit or
discard the frame depends on the type of data or command that is being sent, the number of times that
the source device has attempted to send the frame, the length of time it has attempted to send the
frame, and other implementation-dependent factors.
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7.2.4.8 MAC frame data rates

MAC beacon frames are intended to be received and interpreted by all devices and hence their frame
payloads are transmitted at pBeaconTransmitRate, which can be decoded by all recipients. Other
frames are exchanged in a more restricted context and their frame payloads may be transmitted at
higher data rates if possible. Frame headers are always transmitted at the lowest data rate supported
by the PHY.

7.2.4.9 Security

uuuuuuuuuuuuuuuuuuu

and shiglding. Distributed wireless networks present additional challenges due to the wide rangé|of
applications and use models that they must support. To name a few, eavesdroppers can overhéar‘dgta
exchangdes not intended for them, whereas imposters can send forged data not using its ownlidentity,
can replay previously transmitted data, and can transmit modified data captured from~a previous
transmigsion.

This Standard (Clause 18) defines two levels of security: no security and strong/security protectign.
Security| protection includes data encryption, message integrity, and replay attack-protection. Secyre
frames are used to provide security protection to data and aggregated data frames as well as selectgd
control and command frames.

Three s¢curity modes are defined to control the level of security for devices in their communications.
This Stgndard allows for a device to use one of the two security levels or a combination of them|in
commurnjicating with other devices by selecting the appropriate security mode (18.2).

This Standard further specifies a 4-way handshake mechanism\to enable two devices to derive their
pair-wis¢ temporal keys (PTKs) while authenticating their identity to each other. A secure relationship
is estaljlished following a successful 4-way handshakebetween two devices (18.3.1). A 4-wphy
handshgke between two devices is conducted based on™a'shared master key. How two devices obtain
their shared master keys is outside the scope of this, Standard.

In additipn, this Standard provides means for the solicitation and distribution of group temporal kelys
(GTKSs).|While PTKs are used for protecting unicast frames exchanged between two devices, GTKs dre
employdqd for protecting multicast and hrepadcast frames transmitted from a source device to|a
multicast or broadcast group of recipientdevices (18.3.2).

A pseudo-random function (18.3.3) is.defined based on the message integrity code (MIC) generatipn
by CCM|using AES-128 that is defiged in ISO/IEC 18033-3:2005. It can be made available to entities
outside the MAC sublayer for random number generation.

Secure frame counters and\replay counters are set up on a per-temporal key basis to guarantpe
message freshness (18.4)xNo specific mechanisms are created in this Standard to address denial|of
service attacks given thie @pen nature of the wireless medium.

In this $tandard, 128-bit symmetric temporal keys are employed based on AES-128 with CCM |[to
provide payload.encryption and message integrity code (MIC) generation (18.5).

In gene

7.2.4.1p*Information discovery

The protocols and facilities of this Standard are supported by the exchange of information between
devices. Information can be broadcast in beacon frames or requested in Probe commands. For each
type of information, an Information Element (IE) is defined. IEs can be included by a device in its
beacon at any time and may optionally be requested or provided using the Probe command.

[, this-Standard specifies security mechanisms, not security policies.

A device uses the MAC Capabilities IE and PHY Capabilities IE to announce information about its
support of variable or optional facilities. Declaration of capabilities is especially useful when a device
detects changes in its immediate neighbourhood.

7.2.4.11 Support for higher-layer timer synchronization

Some applications, for example, the transport and rendering of audio or video streams, require
synchronization of timers located at different devices. Greater accuracy (in terms of jitter bounds) or
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finer timer granularity than that provided by the synchronization mechanism described in 17.5 may be
an additional requirement. In support of such applications, this Standard defines an optional MAC
facility that enables layers above the MAC sublayer to accurately synchronize timers located in
different devices. The facility is usable by more than one application at a time.

7.2.4.12 Rate adaptation

A mechanism for data rate adaptation is provided in 17.11. A receiver may use this mechanism to
inform a transmitter of the optimal data rate to increase throughput and/or reduce the frame error rate
(FER)

7..4.13 Power management

An important goal of this Standard is to enable long operation time for battery powered-devices. An
effective method to extend battery life is to enable devices to turn off completely or'reduce power for
lopg periods of time, where a long period is relative to the superframe duration.

THis Standard provides two power management modes in which a device can”operate: adtive and
hibernation. Devices in active mode transmit and receive beacons in evety)superframe. Dgvices in
hibernation mode hibernate for multiple superframes and do not transmit or receive [|n those
superframes.

In| addition, this Standard provides facilities to support devices ‘that sleep for portions |of each
superframe in order to save power.

Td coordinate with neighbours, a device indicates its intention)to hibernate by including a Hilgernation
Mode IE in its beacon. The Hibernation Mode IE specifies the number of superframes in which the
dgvice will sleep and will not send or receive beacons orany other frames.

P@wer management mechanisms are described in 1743.

7.2.4.14 Range measurement

A device may contain provisions to support gne-dimensional ranging measurements between| devices
uging two-way time transfer techniques. Ahis Standard describes methods in the MAC sublayer to
make range measurements in 17.15.

7.2.5 MUX sublayer

Inforder to enable the coexistence of concurrently active higher layer protocols within a single device, a
muiltiplexing sublayer is defined\*This sublayer routes outgoing and incoming MSDUs to and flom their
cdrresponding higher layers. The mandatory MUX sublayer is described in Annex A.

7.2.6 MAC policies

It |s desirable to allowZand facilitate equitable and efficient coexistence of devices with varying|medium
adgcess requirements. For this purpose, Annex B specifies policies governing sharing of bandwidth.
THese policies/impose, among other things, certain restrictions on the number and configufation of
MASs in DRPreservations, and on the location of reserved MASs within a superframe.

—

7.0.7 Fest vectors

Td facilitate implementation and interoperability, Annex B provides examples of field encoding in MAC
frgmes and the corresponding octet sequences passed to the PHY SAP. The examples includp results
from security operation and FCS calculation.

8 PHY layer partitioning

This Clause describes the PHY services provided to the MAC. The PHY layer consists of two protocol
functions:

a. A PHY convergence function, which adapts the capabilities of the physical medium dependent (PMD)
device to the PHY service. This function is supported by the physical layer convergence protocol
(PLCP), which defines a method of mapping the PLCP service data units (PSDU) into a framing format
suitable for sending and receiving user data and management information between two or more
stations using the associated PMD device.
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b. A PMD device whose function defines the characteristics and method of transmitting and receiving data
through a wireless medium between two or more stations, each using the Ecma PHY.

8.1 PHY function

The PHY contains three functional entities: the PMD function, the PHY convergence function, and the

layer management function. The PHY service is provided to the MAC through the PHY service

primitives.

8.2 PLCP sublayer

In orderf to allow the MAC to operate with minimum dependence on the PMD sublayer, the RHY
convergence sublayer is defined. This function simplifies the PHY service interface to the WMAC
services.

8.3 PMD sublayer
The PMD sublayer provides a means to send and receive data between two or more stations.

8.4 PHY layer management entity (PLME)

The PLNIE performs management of the local PHY functions in conjunction withnthe MAC managemgnt
entity.

9 Degcription of signal

9.1 Mathematical framework
The transmitted RF signal can be written in terms of the complex baseband signal as follows:

N 1

packet —

srr(f) =Re ¢ > sp(t- nTgymexp(2pfe(a)) 1)
n=20

where Re(’) represents the real part of the.signal, Tgyy is the symbol length, Npacket is the number|of
symbols|in the packet, f.(m) is the centre frequency for the mh frequency band, gq(n) is a function tHat

maps thle nth symbol to the appropriate frequency band, and s,(t) is the complex baseband signal

represerLtation for the nt symbol’which must satisfy the following property: s,(t) = 0 for t ¢[0, TgyN)-

nth

The exalt structure of the symbol depends on its location within the packet:

sync, n(t) O<n< Nsync

Si® = 9 Shar,n-ng, (D) Noync SN <Ngync + Npg, 2)

Strama o N (D) Nevoe PN SN<N s
L "sync vhdr JrT T | e -

S

where Sgync n(t) describes the n" symbol of the preamble, Shdr,n(t) describes the n" symbol of the

header, Sfame n(t) describes the nth symbol of the PSDU, Ngypnc is the number of symbols in the
preamble, Npg, is the number of symbols contained in the header, and Npacket = Nframe * Nsync + Nhar
is the number of symbols in the payload. The exact values of Ngync, Nhdr, Nframe, @and Npacket Will be
described in more detail in Clause 10.
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The potentially complex time-domain signal s,(t) shall be created by passing the real and imaginary
components of the discrete-time signal s,[K] through digital-to-analog converters (DACs) and anti-alias
filters as defined in Figure 4. When the discrete-time signal s,[K] is real, only the real digital-to-analog
converter and anti-aliasing filter need to be used. Clause 10 describes how to generate sy[K].

Figure 5 shows one realization of the transmitted RF signal using three frequency bands, where the
first symbol is transmitted on a centre frequency of 3 432 MHz, the second symbol is transmitted on a
centre frequency of 3 960 MHz, the third symbol is transmitted on a centre frequency of 4 488 MHz, the
folirth symbol is transmitted on a centre frequency of 3 432 MHz, and so on. In addition, it js_ apparent
frgm Figure 5 that the symbol is created by appending a zero-padded suffix (ZPS) to the {FFT output,
or| equivalently, to the OFDM symbol. The zero-padded suffix serves two purposes) ‘it provides a
mechanism to mitigate the effects of multi-path; and, it provides a time window (a“guard interval) to
allow sufficient time for the transmitter and receiver to switch between the differentycentre frequencies.

A pymbol is defined as an OFDM symbol (IFFT output) plus a zero-padded,suffix.

Anti-
Re{s,[k]} ——{ DAC »| Aliasing ———Re{sn(t)}
Filter

Anti-
Aliasing |—Im{s,(1)}
Filter

v

Im{s,[k]} —— DAC

Figure 4 - Conversion from-discrete-time signals to continuous-time signals

Symbol
3168
Band# 1
3696
Band #2
4224
Band # 3
4752 » Time
I | [
v | I 1
IFFT Output Zero-padded
Freq (MHz) (OFDM Symbol) Suffix

Figure 5 - Example realization of a transmitted RF signal using three bands

9.2 Tone-Nulling

In order to support avoidance of other users of the UWB band, the transmitted signal is sent in the
context of a configured array TN of 384 tone-nulling elements. These correspond to the subcarriers of
each band within the current band group, so that TN[O to 127] apply to the subcarriers of the lowest
frequency band in the current band group, TN[128 to 255] to the middle band, and TN[256 to 383] to
the highest band, if present. See 11.1.2 for a description of bands and band groups.
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Each tone-nulling element can take the value ONE or ZERO. If the value is ZERO, then the transmitter
should take steps to minimize the transmitted signal energy at the frequency of the corresponding
subcarrier. If the value is ONE, then the signal is unaffected by tone-nulling. No specific reduction in
energy for any tone null is specified in this document. Tone-nulling is an optional feature. Tone-nulling
applies to all symbols, including the preamble sequence.

A device shall transmit at least 86 useful tones per band, where useful tones relate to tones containing
data, pilot, the preamble or the channel estimation sequence. This limit prevents unacceptable
degradation of packet detection performance, and other receive performance. If more tones in a band

must be

A devic
symmet
transmit
packet.

The sim

generatg¢ the sync symbols through the same IFFT process as other symbols.

10 PLCP sublayer

This Clguse provides a method for converting a PSDU into a PPBU.~“During the transmission, t

PSDU s
At the r
and deli

10.1

Figure g defines the format for the PPDU, which is ecomposed of three components: the PL(

preambl

The PLCP preamble is the first component of the RPDU and can be further decomposed into a pack
frame synchronization sequence, and a channelestimation sequence (see 10.2). The goal of the PL(

preambl
estimati

The PLCP header is the second component of the PPDU. The goal of this component is to conyv
necessdry information about boththé PHY and the MAC to aid in decoding of the PSDU at t

receiver

sequende (HCS), tail bits, and, Reed-Solomon parity bits (see 10.3). Tail bits are added between t
PHY hegader and MAC header;HCS and Reed-Solomon parity bits, and at the end of the PLCP head

in order

The PSDU is the last.component of the PPDU (see 10.4). This component is formed by concatenati
the fran

inserted

When transmlttlng the packet the PLCP preamble is sent first, foIIowed by the PLCP header, a

finally by

avoided, the entire band cannot be used for transmission.

e may null additional tones beyond those specified, for instance to improve or preser
y within the transmitted symbols, subject to the constraint that at least 86 useful tonesishall
ed per band. If additional tones are nulled then this shall be done consistently throughout t

blest possible implementation is to set to zero the corresponding values of-FFT inputs, and

nall be pre-appended with a PLCP preamble and a PLCP_keader in order to create the PPD
bceiver, the PLCP preamble and PLCP header serve as+aids in the demodulation, decodin
yery of the PSDU.

PPDU

E, the PLCP header, and the PSDU. The components are listed in the order of transmissig

e is to aid the receiver in timingl\synchronization, carrier-offset recovery, and chann
DN,

The PLCP header can be-further decomposed into a PHY header, MAC header, header che

in order to align the data stream on the boundary of the symbol interleaver.

he
U.

g;

CP
n.
bt/
P
el

2
he
ck
he
er

to return the convolutional encoder to the “zero state”. The Reed-Solomon parity bits gre
added in order to imprgvethe robustness of the PLCP header.

9

e paylead with the frame check sequence (FCS), tail bits, and finally pad bits, which gre

with tail bits as explalned above. As deflned in Figure 6, the systematlc part of the PLCP header is
always sent at a data rate of 39,4 Mb/s. The PSDU is sent at the desired data rate of 53,3 Mb/s, 80 Mb/

s, 106,7

Mb/s, 160 Mb/s, 200 Mb/s, 320 Mb/s, 400 Mb/s or 480 Mb/s.

The least-significant bit (LSB) of an octet shall be the first bit transmitted.

16
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10.1.1 PSDU rate-dependent parameters
The PSDU data rate-dependent modulation parameters are listed in Table 1.

Table 1 - PSDU rate-dependent Parameters

Data Rate Coding Coded Bits / Info Bits /
(Mb/s) Modulation Rate FDS | TDS | 6 OFDM Symbol | 6 OFDM Symbol
(R) (Ncepes) (Nigpes)
53,3 QPSK 1/3 YE YE 300 100
S S
80 QPSK 1/2 YE YE 300 150
S S
106,7 QPSK 1/3 NO | YE 600 200
S
160 QPSK 1/2 NO | YE 600 300
S
200 QPSK 5/8 NO | YE 600 375
S
320 DCM 1/2 NO | NO 1200 600
400 DCM 5/8 NO | NO 1200 750
480 DCM 3/4 NO .|oNO 1200 900

10.1.2

Timing-related parameters
The timihg parameters associated with thee ©@FDM PHY are listed in Table 2.

Table 2- Timing-related Parameters

Parameter Description Value
fs Sampling frequency 528 MHz
Nepr Jotal number of subcarriers (FFT 128
size)
Np Number of data subcarriers 100
Np Number of pilot subcarriers 12
[N Numabaoar of caard oA e 10
A ©] NuitTTitocerT Ul 9uu|u SUMNUAUITICTO J
Ny Total number of subcarriers used 122 (= Np + Np + Ng)
D¢ Subcarrier frequency spacing 4,125 MHz (= fg / Nggt)
Teer IFFT and FFT period 242,42 ns (4
Nzps Number of samples in zero-padded 37
suffix
Tzps Zero-padded suffix duration in time 70,08 ns (= Nypg / f5)

18
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Table 2 - Timing-related Parameters(concluded)

Parameter Description Value
Tsym Symbol interval 312,5ns (= Tger + Tzps)
Fsym Symbol rate 3,2 MHZ (= Tsym ™)
Nsym Total number of samples per sym- 165 (= Npet + Nzps)
bol
19.1.3 Frame-related parameters
THe frame parameters associated with the PHY are listed in Table 3, where [ -] is the\ceiling function,
which returns the smallest integer value greater than or equal to its argument.
Table 3 - Frame-related Parameters
Parameter Description Value
Npt Number of symbols in the Standard Preamble: 24
packet/frame synchronization Burst Preamble: 12
sequence
Tof Duration of the Standard Preamble: 7,5 us
packet/frame synchronization Burst Preamble: 3,75 us
sequence
Nee Number of symbols-in the 6
channel estimation'sequence
Tee Duratiorr of the 1,875 us
channel estimation sequence
Nsync Number of symbols in the PLCP pre- Standard Preamble: 30
amble Burst Preamble: 18
Tsync Duration of the PLCP preamble Standard Preamble: 9,375 us
Burst Preamble: 5,625 us
Nhar Number of symbols in the PLCP 12
header
Thdr Duration of the PLCP header 3,75 us
Nframe Number of symbols in the PSDU
6 x [8 x LENGTH + 38"|
l NiBP6s |
Tirame Duration for the PSDU
6 x {8 x LENGTH + 38] % Taym
Nigpes
Npacket Total number of symbols in the Nsync+NndrtNirame
packet
Tpacket Duration of the packet (Nsync+tNpartNirame) X Tsym

© ISO/IEC 2009 - All rights reserved
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10.2 PLCP preamble

A PLCP preamble shall be added prior to the PLCP header to aid the receiver in timing
synchronization, carrier-offset recovery, and channel estimation. In this Clause both a Standard PLCP
preamble and a burst PLCP preamble are defined. A unique preamble sequence shall be assigned to
each time-frequency code (TFC).

The preamble is defined to be a real baseband signal, which shall be inserted into the real portion of
the complex baseband S|gnal Tone nulllng (see 92) if |mplemented is the applled The PLCP
! e)

e.
d,
, gl
AN
e
nd

used in the next packet.

10.2.1 [Standard PLCP preamble

Figure 7] defines the structure of the Standard PLCP preamble. The preamble can be sub-divided into
two dist|nct portions: a packet/frame synchronization sequence and a channel estimation sequenge.
The packet/frame synchronization sequence shall be constructed as defined in Figure 8:

1. Fdr a given time-frequency code, select the appropriate-base time-domain sequence Sy,5e[l] from Talple
4 through Table 10 and the appropriate Standard cover’'sequence S¢qye/[m] from Table 21.

2. Fdrm an extended time-domain sequence Sg,[I\by appending Nzpg “zero samples” to the length Nget
seguence Spyaselll-

3. THe k" sample of the nth symbol in the-Standard preamble sgc n[K], corresponding to the packet/frame
syhchronization sequence, is given by:

Ssync,nlK] = Scover[N] % SextlKl, 3)

where nfe [0, Np¢- 1], k € [0;.Ngyp - 1], Ny is defined in Table 3 and Ngyy is defined in Table 2.

Packet/Frame Channel Estimation
. } _)(—
Synchronization Sequence Sequence
Ssync,O[k] Ssync,l[k] e Ssync,za[k] Ssync,24[k] ¢ Ssync,zg[k]

\ 4

A

Tsyne = 9,375 w8, Nsync = 30

Figure 7 - Block diagram of the Standard PLCP preamble
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Extended Base Sequence  Channel Estimation Sequence

TH
es
freg
Nz

th
se

as

TH

carrier frequency ‘éstimation, coarse symbol timing, and for synchronization within the p

w
re

ch

m

where n e [Ny, Ngyne - 1], K €710, Ngyy - 1], Nyt is defined in Table 3 and Ngyy is defined in Tab

Sexd[ I, | € [0, Nsym-1] Sest[l], I € [0, Nsym-1]
Cover Sequence Cover Sequence
SeoveM], M € [0, 23] —>»] SPREADER SPREADER [e— [111111]
ssync,n [k], Ssync,n[k]n
n e [0, 23], k € [0, Nsym-1] n e [24, 29], k < [0, Nsyu-1]

A \ 4

Packet/ Frame

Synchronization Sequence Channel Estimation Sequence

l¢—————— Standard PLCP Preamble —————)

Figure 8 - Block diagram of standard PLCP-pfeamble construction

e channel estimation sequence shall also be constructed as defined in Figure 8. A base
timation sequence S4[l] is created by taking the inverse discrete Fourier transform (IDF]

guency-domain sequence defined in Table 23.and appending a zero-padded suffix cons
ps “zero samples” to the resulting time-domain output. The channel estimation sequence p

e Standard preamble is created by successively appending Ng periods of the base eg

quence, or equivalently, spreading the base channel estimation sequence with a sequence g
|]. Mathematically, the channel estimatian sequence portion of the Standard preamble can b

Ssyn(:,n[k] = Sest[k]a

e packet/frame synchronization sequence can be used for packet acquisition and detection

nereas, thechannel estimation sequence can be used for estimation of the channel fr
5ponse, Aine carrier frequency estimation, and fine symbol timing. The first sample of

annel_estimation symbol, Ssync N f[0] , shall be used as the timing reference point f
o}

pasurements, as described in Clause 14.

:2009(E)

channel
[) of the
isting of
ortion of
timation

fli111
b written

(4)

e 2.

, coarse
eamble.
equency
the first

DI range

The time-domain sequences in Table 4 through Table 10 and the frequency-domain channel estimation
sequence defined in Table 23 should be normalized (as needed) to ensure that these sequences have
the same average power as the PLCP header and the PSDU.

10.2.2 Burst PLCP preamble

The burst PLCP preamble, which is defined in Figure 9, is similar in structure to the Standard PLCP
preamble. This preamble can also be sub-divided into two distinct portions: a packet/frame
synchronization sequence and a channel estimation sequence. The packet/frame synchronization

se

guence shall be constructed as defined in Figure 10:

© ISO/IEC 2009 - All rights reserved
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1. For a given time-frequency code, select the appropriate base time-domain sequence Sp,se[l] from Table 4

through Table 10 and the appropriate burst cover sequence S.qye[m] from Table 22.

2. Form an extended time-domain sequence sqy[l] by appending Nzpg “zero samples” to the length Ngpt

sequence Spasell]-

3. The ki sample of the nth symbol in the burst preamble sgync o[K], corresponding to the packet/frame

synchronization sequence, is given by:

Ssync,nlKl = Scover[N] x SextlK],

where nle [0, Ny - 1], k € [0, Ngypm - 1], Npy is defined in Table 3 and Ngyy is defined in Table\2:

The construction method used to create the channel estimation sequence portign~of the bu

)

st

preamblg is identical to the method used to construct the channel estimation sequence portion of the
Standargl preamble. Mathematically, the channel estimation sequence portion of\the burst preamble

can be Written as:
Ssync,n[k] = Sest[k]v

where nfe [Npf, Ngyne - 1], K € [0, Ngyp - 1], Nt is defined in Table 3-ahd Ngyy is defined in Table 2.

Packet/Frame Channel Estimation
Synchronization Sequence Sequence
Ssync,O[k] Ssync,l[k] e Ssync,ll[k] Ssync,lz[k] ¢ Ssync,17[k]

A

\ 4

Tsync = 5!625 ﬂSa Nsync = 18

Figure 9 - Block diagram of the burst PLCP preamble

(6)

The time-domain sequences for TF codes 1-7, defined in Table 4 through Table 10, have been

spectrally flattened for a 4,125 MHz resolution bandwidth. The time-domain sequences for TF codes
10, defined in Table 11 through Table 13, have been flattened for a 1 MHz resolution bandwid
Alternate base time-domain sequences for TF codes 1-7, which are flattened for a 1 MHz resoluti

8-
th.
on

bandwidth, are defined in Table 14 through Table 20. Devices using TF codes 1-7 shall use time-

domain sequences in Table 4 through Table 10 or the sequences in Table 14 through Table 20.
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Extended Base Sequence
Sexd[ I, | € [0, Nsym-1]

Cover Sequence
SCOVEI’[m]! me [0! 11]

—_—

SPREADER

ISO/IEC 26907:2009(E)

Channel Estimation Sequence
Sest[l], I € [0, Nsym-1]

|

SPREADER [e=—

[111111]

Cover Sequence

Ssync,n[k]y

ne [0, 11], k e [O, NSYM'l]

A 4

A

Ssync,n[k]x
ne [12, 17], ke [0, NSYM'l]

y

Packet/ Frame

Synchronization Sequence

Channel Estimation Sequénce

r

Burst PLCP Preamble

A\ 4

Figure 10 - Block diagram of burst PLCP preamble construction
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Table 4 - Base time-domain sequence for TF code 1

I Spasel!] | Spasell] | Spasell] | Spasel]
0 0,656 4 32 -0,084 4 64 -0,209 5 96 0,423 2
1 -1,367 1 33 1,197 4 65 1,164 0 97 -1,268 4
2 -0,995 8 34 1,226 1 66 1,2334 98 -1,8151
3 -1,398 1 35 1,4401 67 1,533 8 99 -1,482 9
4 0,848 1 36 -0,'398 8 68 -0,884 4 100 1,030 2
5 1,089 2 37 -0,467 5 69 -0,3857 101 0,941 9
6 -0,862 1 38 0,852 0 70 0,773 0 102 -1,147 2
7 1,151 2 39 -0,892 2 71 -0,975 4 103 1,485y8
8 0,960 2 40 -0,560 3 72 -0,2315 104 -0,679 4
9 -1,358 1 41 1,188 6 73 0,557 9 105 0,957 3
10 -0,8354 42 1,112 8 74 0,403 5 106 1,080 7
11 -1,324 9 43 1,083 3 75 0,424 8 107 1,144 5
12 1,096 4 44 -0,907 3 76 -0,3359 108 -1,231 2
13 1,333 4 45 -1,622 7 77 -0,9914 109 -0,664 3
14 -0,737 8 46 1,001 3 78 0,597 5 110 0,383 6
15 1,356 5 47 -1,606 7 79 -0,840 8 111 -1,148 2
16 0,936 1 48 0,336 0 80 0,358 7 112 -0,0353
17 -0,821 2 49 -1,313 6 81 -0,960 4 113 -0,674 7
18 -0,266 2 50 -1,444 7 82 -1,000 2 114 -1,165 3
19 -0,686 6 51 -1,723 8 83 -1,163 6 115 -0,889 6
20 0,843 7 52 1,028 7 84 0,959 0 116 0,241 4
21 1,123 7 53 0,6100 85 0,713 7 117 0,116 0
22 -0,326 5 54 -0,9237 86 -0,677 6 118 -0,698 7
23 10511 55 1,261 8 87 0,982 4 119 0,478 1
24 0,792\ 56 0,597 4 88 -0,545 4 120 0,182 1
25 -0,3836 3 57 -1,097 6 89 1,102 2 121 -1,067 2
26 20,134 2 58 -0,977 6 90 1,648 5 122 -0,967 6
27 -0,154 6 59 -0,998 2 91 1,3307 123 -1,2321
28 0,695 5 60 0,896 7 92 -1,285 2 124 0,500 3
20| 10608 | 61 | 17640} 03 | 126501 125 | 07410
30 -0,1600 62 -1,0211 94 0,943 5 126 -0,893 4
31 0,944 2 63 1,691 3 95 -1,680 9 127 0,8391
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Table 5 - Base time-domain sequence for TF code 2

| Spasel] | Spasell] | Spasell] | Spasell]
0 09679 | 32 | -1,2905 | 64 | 15280 | 96 0,519 3
1 -1,0186 | 33 | 1,040 | 65 | -0,9193 | 97 -0,343 9
2 04883 | 34 | -1,2408 | 66 | 11246 | 98 0,142 8
3 05432 | 35 | -08062 | 67 | 12622 | 99 0,625 1
4 1,4702 | 36 | 15425 | 68 | -1,4406 | 100 | -1,0468
5 1,4507 | 37 | 1,0955 | 69 | -1,4929 | 101 | -0,5798
6 1,1752 | 38 | 1,4284 | 70 | -1,1508 | 102 | -0)823 7
7 00,0730 | 39 | 04593 [ 71 | 04126 | 103 | 00266 7
8 12445 | 40 | -10408 | 72 | -1,0462 | 104 |} -0,956 4
9 03143 | 41 | 10542 | 73 | 0,7232 | .405 | 0,6016
10 | -1,3951 | 42 | 04446 | 74 | -1,1574 ()106 | -0,996 4
11 | 09694 | 43 | 0,7929 | 75 | -0,7102-| 107 | -0,3541
12 | 04563 | 44 | 16733 | 76 | 08502 | 108 | 0,3965
13 | 03073 | 45 | 1,7568 | 77 06260 | 109 | 0,5201
14 | 06408 | 46 | 1,3273 | 784 09530 | 110 | 0,4733
15 | -0,9798 | 47 | 02465 | 79 | -04971 | 111 | -0,2362
16 | -1,4116 | 48 | 1,6850. | 80 | -0,8633 | 112 | -0,6892
17 | 06038 | 49 | -0,7091 | 81 | 06910 | 113 | 04787
18 | -1,3860 | 50 | 41396 | 82 | -0,3639 | 114 | -0,2605
19 | -1,0888 | 51 J-15114 | 83 | -0,8874 | 115 | -0,588 7
20 | 11036 | 52| -14343 | 84 | 15311 | 116 | 09411
21 | 0,706 7 |+.53 | -15005| 85 | 11546 | 117 | 0,7364
22 1,166,7| 54 | -1,2572 | 86 | 1,1935 | 118 | 0,6714
23 | -,0225 | 5 | 08274 | 87 | -02930 | 119 | 0,1746
24 | -1,2471| 56 | -15140| 88 | 13285 | 120 | 11776
25 10,7788 | 57 | 1,1421 | 89 | -0,7231 | 121 | -0,8803
26~ | -1,2716 | 58 | -1,0135 ] 90 | 12832 | 122 | 12542
27 | 08745 | 59 | -10657 | 9L | 0,7878 | 123 | 05111
28 1,2175 | 60 | 14073 | 92 | -0,8095 | 124 | -0,82009
20 108101 &1 T 18106 1 03 ' o763 | 100 | (0gg75 |
30 | 12881 | 62 | 1,1679 | 94 | 08973 | 126 | -0,909 1
31 | 08210 | 63 | 04131 ] 95 | 05560 | 127 | 0,2562
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Table 6 - Base time-domain sequence for TF code 3

I Spasel!] | Spasell] | Spasell] | Spasel]
0 0,404 7 32 -0,967 1 64 -0,729 8 96 0,242 4
1 0,579 9 33 -0,981 9 65 -0,966 2 97 0,570 3
2 -0,3407 34 0,798 0 66 0,969 4 98 -0,6381
3 0,434 3 35 -0,8158 67 -0,805 3 99 0,786 1
4 0,097 3 36 -0,918 8 68 -0,905 2 100 0,917 5
5 -0,763 7 37 1,514 6 69 1,593 3 101 -0,4595
6 -0,6181 38 0,813 8 70 0,841 8 102 -0,220 7
7 -0,653 9 39 1,377 3 71 1,536 3 103 -0,7755
8 0,376 8 40 0,210 8 72 0,308 5 104 -0,296 5
9 0,724 1 41 0,924 5 73 1,301 6 105 -1,122 0
10 -1,209 5 42 -1,213 8 74 -1,554 6 106 1,715 2
11 0,602 7 43 1,125 2 75 1,534 7 107 -1,275 6
12 0,458 7 44 0,966 3 76 1,093 5 108 -0,7731
13 -1,387 9 45 -0,841 8 77 -0,89/.8 109 1,072 4
14 -1,059 2 46 -0,6811 78 -0;971 2 110 1,173 3
15 -1,405 2 47 -1,300 3 79 -1,376 3 111 14711
16 -0,843 9 48 -0,3397 80 -0,636 0 112 0,488 1
17 -1,599 2 49 -1,1051 81 -1,294 7 113 0,752 8
18 1,197 5 50 1,240.0 82 1,643 6 114 -0,641 7
19 -1,952 5 51 -1,39%5 83 -1,656 4 115 1,036 3
20 -1,5141 52 c0,746 7 84 -1,1981 116 0,800 2
21 0,721 9 53 0,270 6 85 0,871 9 117 -0,007 7
22 0,698 2 54 0,729 4 86 0,999 2 118 -0,233 6
23 1,292 4 55 0,744 4 87 1,487 2 119 -0,465 3
24 -0,946'0 56 -0,397 0 88 -0,458 6 120 0,686 2
25 -1,2407 57 -1,071 8 89 -0,8404 121 1,271 6
26 0,457 2 58 0,664 6 90 0,698 2 122 -0,888 0
27 -1,2151 59 -1,103 7 91 -0,7959 123 14011
28 -0,986 9 60 -0,571 6 92 -0,569 2 124 0,953 1
29 12792 61 0;900-1 93 1362-8—1—125 11210
30 0,688 2 62 0,7317 94 0,953 6 126 -0,948 9
31 1,258 6 63 0,984 6 95 1,178 4 127 -1,256 6

© ISO/IEC 2009 - All rights reserved



https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Table 7 - Base time-domain sequence for TF code 4

| Spasel] | Spasell] | Spasell] | Spasell]
0 1,154 9 32 -1,238 5 64 1,309 5 96 -1,009 4
1 1,007 9 33 -0,788 3 65 0,667 5 97 -0,759 8
2 0,7356 34 -0,7954 66 1,258 7 98 -1,078 6
3 -0,743 4 35 1,087 4 67 -0,999 3 99 0,669 9
4 -1,393 0 36 1,1491 68 -1,00§ 2 100 0,981 3
5 1,281 8 37 -1,478 0 69 0,660 1 101 -0,556'3
6 -1,103 3 38 0,887 0 70 -1,022 8 102 1,054 8
7 -0,252 3 39 0,469 4 71 -0,748 9 103 0,892 5
8 -0,7905 40 1,506 6 72 0,508 6 104 -1,365 6
9 -0,4261 41 1,126 6 73 0,156 3 105 -0,847 2
10 -0,9390 42 0,9935 74 0,067 3 106 -1,311 0
11 0,434 5 43 -1,246 2 75 -0,837 5 107 1,189 7
12 0,443 3 44 -1,786 9 76 -1,074 6 108 1,512 7
13 -0,307 6 45 1,746 2 77 0445 4 109 -0,747 4
14 0,564 4 46 -1,488 1 78 -0,783 1 110 1,467 8
15 0,257 1 47 -0,4090 (9 -0,362 3 111 1,029 5
16 -1,003 0 48 -1,4694 80 -1,365 8 112 -0,921 0
17 -0,782 0 49 -0,792°3 81 -1,085 4 113 -0,478 4
18 -0,406 4 50 -1,460 7 82 -1,492 3 114 -0,502 2
19 0,903 5 51 0,911 3 83 0,423 3 115 1,2153
20 1,540 6 52 0,845 4 84 0,674 1 116 1,578 3
21 -1,461 3 53 -0,886 6 85 -1,0157 117 -0,771 8
22 1,2745 54 0,885 2 86 0,830 4 118 1,238 4
23 0,3745 55 0,491 8 87 0,487 8 119 0,669 5
24 1,813 4 56 -0,609 6 88 -1,499 2 120 0,882 1
25 0,943 8 57 -0,432 2 89 -1,188 4 121 0,780 8
26 1,3130 58 -0,132 7 90 -1,400 8 122 1,0537
27 -1,307 0 59 0,495 3 91 0,7795 123 -0,0791
28 -1,346 2 60 0,970 2 92 1,292 6 124 -0,284 5
29 1.686-8—1—61—1—0,866-+F 93 12049 125—1—0.649-0—
30 -1,2153 62 0,680 3 94 1,293 4 126 -0,466 4
31 -0,677 8 63 -0,024 4 95 0,812 3 127 -0,109 7
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Table 8 - Base time-domain sequence for TF code 5

| Spasel!] | Spasell] | Spasell] | Spasell]
0 09574 | 32 | 08400 | 64 | 05859 | 96 -0,852 8
1 05270 | 33 | 13980 | 65 | 0,3053 | 97 -0,697 3
2 15929 | 34 | 11147 | 66 | 0,8048 | 98 1,247 7
3 20,2500 | 35 | 04732 | 67 | 06744 | 99 0,624 6
4 00,2536 | 36 | -1,7178] 68 | 08901 | 100 | 0,768 7
5 03023 | 37 | 08477 69 | -0,8133 | 101 | 0,7966
6 1,2007 | 38 | 15083 | 70 | 0,9201 | 102 | -1,2809
7 20,4258 | 39 | -14364 | 71 | -1,0841 | 103 | 1,1023
8 17,0002 | 40 | 03853 | 72 | -0,8036 | 104 | 04250
9 1,7704 | 41 | 15673 | 73 | -0,3105 | 105 { -0,1614
70 | 08593 | 42 | 00295 | 74 | -1,0514 | 106)] 0,754 7
11 | 03719 | 43 | 04204 | 75 | 0,7644 |.107 | -0,6696
12 | -1,3465 | 44 | -1,4856 | 76 | 0,730 %, 108 | -0,3920
13 | -0,7419 | 45 | -0,8404 | 77 | 09788 | 109 | -0,75809
14 | 15350 | 46 | 10121 [ 78 | -L.1305 [ 110 | 06701
15 | -1,2800 | 47 | -1,4269 [ 79 | 1.3257 [ 111 | -0,9381
16 | 06955 | 48 | 03033 | 80-| 0,7801 | 112 | -0,7483
17 | 1,7204 | 49 | 0,7757 f.c81 | 0,7867 | 113 | -0,96509
18 | 0,1643 | 50 | -0,13705] 82 | 1,0996 | 114 | -0,9192
19 | 03347 | 51 | 05250 | 83 | 05623 | 115 | 0,3925
20 | -1,7244 | 52 |cL1589 | 84 | 12227 | 116 1,286 4
21 | -0,7447 | 53 ] 08324 8 | 08223 | 117 | 06784
22 11141 | .54 | 06336 | 86 | 12074 | 118 | -1,0909
23 | -1,354 1 55 | -1,2608 | 87 | -1,2338 | 119 1,114 0
24 | -0,72937] 56 | -0,7853 | 88 | 02957 | 120 | -0,6134
25 | 02682 | 57 | -0,7031 | 89 | 10999 | 121 | -1,5467
26 | o1,2401 | 58 | -1,1106 | 90 | 00201 | 122 [ -0,303 1
27—V 10527 | 59 | 06071 | 9L | -05860 | 123 | 0,9457
28 0,1109 | 60 | 0,764 | 92 | -1,2284 | 124 | 1,9645
20 1 13206 | 61 108305 | 03 | 0o215 | 105 I 17549
30 | -1,0544 | 62 | -12355| 94 | 0,7941 | 126 | -1,2760
31 | 13176 | 63 | 1,1754 | 95 | -1,4128 | 127 | 2,2102
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Table 9 - Base time-domain sequence for TF code 6

| Spasel] | Spasell] | Spasell] | Spasell]
0 1,29047 | 32 | 09973 | 64 | 1,003 | 96 0,951 6
1 10,8188 | 33 | 0,8548 | 65 | -0,8625 | 97 -1,259 3
2 00007 | 34 | -0693]| 66 | 06986 | 98 0,459 4
3 0,7786 | 35 | -06874 | 67 | 10989 | 99 1,303 8
4 06301 | 36 | 05015 | 68 | 04600 | 100 | 0,1090
5 10,1283 | 37 | 0,7003 | 69 | 06559 | 101 | -0,5082
6 10,7972 | 38 | 03582 | 70 | 06087 | 102 | -18181
7 10,3897 | 39 | 05772 | 71 | 04206 | 103 | 07747
8 11794 | 40 | 07421 | 72 | 08454 [ 104 | 0,7678
9 12502 | 41 [ 06766 73 | 10317 | 405 | -1,5342
70 | 08136 | 42 | 06242 | 74 | -0,7624 ()106 | 04914
11 08872 | 43 | 04241 | 75 | 0,06L9.| 107 | 0,7197
12 | 05797 | 44 | 05891 | 76 | -0,7311 | 108 | 0,3353
13 | -1,2304 | 45 | -00045 | 77 13634 | 109 | -1,5832
14 | 05628 | 46 | 0,1625 | 78 -0,1379 | 110 | -0,9947
15 | -0,8272 | 47 | 05105 | 79 | 08401 | 111 | -1,0329
16 | -1,5418 | 48 | -1,4187 | 80 | 16371 | 112 | -1,9669
17 1,2804 | 49 | 15169 | 81 | -1,0201 | 113 | 09946
18 | -1,1524 | 50 | 09580 | 82 | 09243 | 114 | -1,3273
19 | -0,9846 | 51 J-~1,1237 | 83 | 20931 | 115 | -15572
20 | 09178 | 52, | 06782 | 84 | 04511 | 116 | -0,.8746
21 1,1834 |+53 | 13557 | 85 | 0,0768 | 117 | 00579
22 | 0,4293-] 54 | 1,0229 | 86 | -1,7974 | 118 1,226 9
23 | 09021 | 55 | 0,9490 | 87 | -0,4685 | 119 | 0,4497
24 12152 | 56 | 1,6308 | 88 | 14727 | 120 | 14751
25 <1)-0,9828 | 57 | 09325 | 89 | -1,3387 | 121 | 1,3897
26— | 0,7801 | 58 | 11461 | 90 | 0,7779 | 122 [ -0,9922
27 | 09391 | 59 | 1,1675 | 91 | 20080 | 123 | -1,2950
28 | 05944 | 60 | 08163 | 92 | 03026 | 124 | -0,68309
29 08376 | 61 | 0315511 03 | o263 [ 108 12113
30 | 05320 | 62 | 08657 94 | -1,9751 | 126 | 1,0559
31 | 06335 | 63 | 03696 [ 95 | 08421 | 127 | 08147
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Table 10 - Base time-domain sequence for TF code 7

I Spasel!] | Spasell] | Spasell] | Spasel]
0 08147 | 32 | 08421 | 64 | -0,3696 | 96 -0,633 5
1 1,0559 | 33 | -1,9751| 65 | 08657 | 97 -0,532 0
2 12113 | 34 | 04263 | 66 | 01551 | 98 -0,837 6
3 06839 | 35 | 03026 | 67 | 08163 | 99 0,594 4
4 1,050 | 36 | 20080 | 68 | 1,1675 | 100 | 0,9391
5 00922 | 37 | 07779 | 69 | 11461 | 101 | 0,7891
6 1,3897 | 38 | 13387 | 70 | 09325 | 102 | -0,9828
7 1,4751 | 39 | 14727 | 71 | 16308 | 103 1,1152
8 04497 | 40 | 04685 | 72 | 0,9490 | 104 | 09021
9 12269 | 41 | -1,7974 | 73 | 1,0229 | 105 {,0.4293
70 | 00579 | 42 | 00768 | 74 | 13557 | 106)| 1,1834
11 | 08746 | 43 | 04511 | 75 | 06782 |. 107 | -0,9178
12 | -15572 | 44 | 2,0031 | 76 | -1,1237.|- 108 | -0,9846
13 | -1,3273 | 45 | 0,9243 | 77 | -0,9580 | 109 | -1,1524
14 | 09946 | 46 | -10201| 78 | 15169 | 110 | 1,2804
15 | -1,9669 | 47 | 16371 | 79 L-14187 | 111 | -1.5418
16 | -1,0329 | 48 | 0,8401 | 80~ -0,5105 | 112 | -0,8272
17 | -0,9947 | 49 | -0,1379 @81 | 0,1625 | 113 | -0,5628
18 | -1,5832 | 50 | 1,3634-| 82 | -0,9045 | 114 | -1,2304
19 | 03353 | 51 | -0,73t1| 83 | 05891 | 115 | 05797
20 | 0,7197 | 52 |©0619 | 84 | 04241 | 116 | 0,8872
21 | 04914 | 53 ] 07624 | 85 | 06242 | 117 | 08136
22 | 165342 | .54 | 10317 | 86 | 06766 | 118 | -1,2592
23 | 0,7678 (55 | 08454 | 87 | 0,7421 | 119 1,179 4
24 | -0,7747] 56 | 04206 | 88 | 05772 | 120 | -0,389 7
25 | 18181 | 57 | 06087 | 89 | 03582 | 121 | -0,7972
26 | 05082 | 58 | 06559 | 9 | 0,7003 | 122 | -0,1283
2717 0,1090 | 59 | 0,4600 | 91 | -05015 | 123 | 06301
28 | 13038 | 60 | 1,0980 | 92 | 06874 | 124 | 0,7786
20 1 04504 | 61 106086 | 03 | 06963 | 125 | 00007
30 | -1,2593 | 62 | 08625 | 94 | 0,8548 | 126 | -0,8188
31 | 09516 | 63 | 1,003 | 95 | -0,9973 | 127 | 12947
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Table 11 - Base time-domain sequence for TF code 8

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 -1,541 8 32 1,599 1 64 1,272 4 96 -1,085 3
1 -1,869 3 33 0,9815 65 1,182 6 97 -1,157 8
2 0,737 6 34 -0,397 2 66 -1,062 4 98 0,500 2
3 0,705 3 35 -0,6359 67 -0,870 3 99 0,783 7
4 -0,389 4 36 0,995 2 68 0,678 5 100 -0,5400
5 0,151 3 37 -0,720 2 69 -0,960 8 101 0,428 9
6 -0,880 5 38 0,776 5 70 0,480 1 102 -0,610 1
7 -0,377 9 39 -0,565 1 71 -0,794 7 103 0,417°0
8 -1,961 0 40 -0,850 1 72 -0,835 3 104 1,676 4
9 -2,446 4 41 -0,726 7 73 -0,782 2 105 -1,307 0
10 1,854 8 42 0,799 5 74 0,495 3 106 1,419 8
11 1,366 2 43 0,7100 75 0,506 8 107 1,1201
12 -0,356 1 44 -0,365 7 76 -0,389 2 108 -1,063 0
13 0,681 6 45 1,1825 77 0,345 5 109 1,6335
14 -0,8745 46 -0,2209 78 -0¢337-1 110 -0,419 7
15 0,1451 47 0,9133 79 0,232 7 111 1,450 9
16 -1,292 6 48 1,355 6 80 -0,401 3 112 1,400 5
17 -1,922 8 49 1,378 1 81 -0,382 6 113 1,3187
18 2,112 7 50 -0,867 7 82 0,422 4 114 -1,205 1
19 1,3233 51 -0,601 8 83 0,122 6 115 -1,234 3
20 -0,149 2 52 0,749% 84 -0,253 4 116 0,635 4
21 0,852 0 53 -1;151 0 85 0,504 9 117 -0,932 8
22 -0,309 7 54 0,385 6 86 -0,047 4 118 0,556 5
23 0,618 9 55 -0,8235 87 0,319 7 119 -0,883 4
24 -0,492 3 56 -1,2252 88 1,722 4 120 0,627 8
25 -0,970 4 57 -0,861 1 89 1,4156 121 0,559 1
26 1,804 2 58 0,908 0 90 -1,265 0 122 -0,9759
27 0,807 6 59 0,9312 91 -1,249 4 123 -0,744 2
28 -0,041 8 60 -0,848 6 92 0,955 6 124 0,416 7
29 1,186 9 61 1,274 6 93 -1,622 7 125 -1,174 9
30 0,246 4 62 -0,450 0 94 0,454 0 126 -0,086 5
31 1,049 1 63 1,081 8 95 -1,3700 127 -1,138 2
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Table 12 - Base time-domain sequence for TF code 9

| shase[l] | shase[l] I shase[l] I sbase[l]
0 -0,450 4 32 1,503 3 64 0,795 4 96 1,3196
1 -0,020 4 33 0,580 0 65 0,398 4 97 0,305 1
2 0,603 8 34 -1,132 4 66 -0,711 4 98 -1,4177
3 0,003 7 35 0,885 8 67 0,311 2 99 0,4358
4 0,545 4 36 -0,964 2 68 -0,584 5 100 -1,2758
5 0,697 5 37 -1,750 0 69 -0,906 4 101 -1,653 4
6 0,9859 38 -1,4395 70 -0,695 6 102 -1,753 1
7 -0,303 2 39 0,8150 71 0,374 1 103 0,552 2
8 1,038 8 40 -0,606 2 72 -0,398 1 104 -0,855 4
9 1,170 3 41 -1,347 9 73 -0,8359 105 -1,237'7
10 -0,773 3 42 0,782 5 74 0,634 3 106 0,166 7
11 1,3224 43 -1,3437 75 -0,758 1 107 «1,573 9
12 -1,313 8 44 1,837 4 76 1,334 8 108 0,686 1
13 -1,396 5 45 1,434 8 77 0,690 2 109 1,0134
14 -1,136 2 46 1,623 3 78 1,518 3 110 -0,074 2
15 1,104 8 47 -1,328 4 79 -1,070/4 111 -0,655 5
16 -0,363 5 48 0,946 1 80 1,3250 112 -1,243 8
17 -0,886 9 49 1,2935 81 1,020 8 113 -0,379 8
18 0,327 4 50 -0,317 1 82 -0,364 3 114 0,8051
19 -0,691 7 51 1,464 7 83 1,406 8 115 -1,059 8
20 1,3433 52 -1,265 1 84 -0,864 2 116 0,196 9
21 1,0400 53 -1,289.4 85 -1,837 7 117 1,102 1
22 1,127 8 54 -0,210-3 86 0,060 4 118 0,073 9
23 -0,899 2 55 0,903 5 87 0,4115 119 -0,008 6
24 0,916 0 56 1,076 7 88 1,693 3 120 -1,573 2
25 1,0211 57 0,403 2 89 0,332 6 121 -0,606 3
26 -0,1955 58 -1,128 7 90 -1,309 5 122 1,057 5
27 1,066 2 59 1,006 6 91 1,2839 123 -0,8190
28 -0,6752 60 -0,369 2 92 -0,7327 124 0,8400
29 -0,987 6 61 -0,937 7 93 -1,962 3 125 1,708 4
30 0,160 0 62 -0,663 5 94 -0,870 1 126 0,751 4
31 0,413 7 63 0,284 2 95 0,192 7 127 -0,250 7
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Table 13 - Base time-domain sequence for TF code 10

I shase[l] | sbase[l] I shase[l] | shase[l]
0 -0,809 9 32 1,028 7 64 -0,091 1 96 -0,704 8
1 0,816 6 33 -1,7755 65 0,038 7 97 0,163 2
2 0,398 2 34 -2,049 8 66 -0,458 7 98 1,589 6
3 0,8259 35 -1,220 7 67 0,142 6 99 1,053 1
4 -0,763 4 36 1,1135 68 0,737 7 100 -1,793 1
5 0,160 7 37 -1,505 3 69 -0,685 3 101 0,573 8
6 -0,649 1 38 0,700 0 70 0,152 5 102 -1,422 5
7 0,006 2 39 1,746 8 71 0,818 2 103 -1,475 1
8 0,3393 40 0,528 4 72 1,092 1 104 0,682 5
9 -1,080 1 41 -0,089 1 73 -0,464 2 105 -1,705 3
10 -1,385 2 42 -1,588 6 74 -1,2317 106 -1,138 5
11 -0,541 0 43 -0,876 9 75 -1,270 4 107 -1,284 0
12 0,663 0 44 1,466 2 76 1,869 0 108 0,2915
13 -1,148 5 45 -0,545 1 77 -0,557 109 -1,058 3
14 0,1131 46 1,070 8 78 1,6865 110 0,393 5
15 1,172 7 47 1,476 5 79 1,141 3 111 0,7718
16 0,822 7 48 -0,8321 80 -0,564 0 112 -0,086 3
17 -0,429 8 49 1,271 6 81 1,686 9 113 -0,459 3
18 -1,778 5 50 0,387 8 82 1,690 4 114 -0,853 3
19 -1,382 6 51 11351 83 1,388 6 115 -0,223 6
20 1,538 5 52 -0,477:3 84 -0,604 9 116 0,330 8
21 -0,579 1 53 0,423 9 85 1,370 8 117 -0,670 4
22 1,416 8 54 -0,720 4 86 -0,530 6 118 -0,172 9
23 1,144 5 55 0,116 2 87 -1,365 7 119 0,740 0
24 -1,294 2 56 0,465 7 88 0,040 4 120 0,220 6
25 1,520 8 57 -0,564 4 89 04111 121 -0,182 5
26 1,3324 58 -1,3117 90 1,228 4 122 -1,356 7
27 1,542 7 59 -0,656 9 91 0,348 9 123 -0,694 7
28 -1,066 3 60 0,590 8 92 -1,041 0 124 0,658 6
29 0,365 6 61 -0,639 9 93 1,100 2 125 -0,306 6
30 -1,089 1 62 0,663 8 94 -0,246 7 126 0,482 3
31 -0,4340 63 1,218 3 95 -1,372 0 127 0,876 6

© ISO/IEC 2009 - All rights reserved

33


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Table 14 - Alternate base time-domain sequence for TF code 1

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,720 5 32 0,054 5 64 -0,227 3 96 0,379 9
1 -1,552 6 33 1,048 5 65 1,104 4 97 -1,174 6
2 -1,260 4 34 1,1810 66 1,158 1 98 -1,7011
3 -1,564 0 35 1,358 3 67 15211 99 -1,4319
4 0,972 3 36 -0,535 5 68 -0,895 4 100 0,966 6
5 1,366 4 37 -0,366 3 69 -0,352 3 101 0,796 3
6 -1,068 0 38 0,805 2 70 0,7411 102 -1,071 0
7 1,428 1 39 -0,8357 71 -0,926 7 103 1,327 7
8 0,9722 40 -0,514 7 72 -0,3157 104 -0,675 4
9 -1,368 0 41 1,141 6 73 0,666 7 105 0,907 4
10 -0,820 3 42 1,116 5 74 0,471 0 106 1,069 9
11 -1,297 5 43 1,027 9 75 0,490 8 107 1,087 0
12 1,0359 44 -0,880 0 76 -0,410 6 108 -1,195 6
13 1,398 5 45 -1,653 8 77 -1,072 5 109 -0,727 8
14 -0,781 3 46 0,994 9 78 0,6315 110 0,427 0
15 1,3388 47 -1,629 9 79 -0,926,8 111 -1,194 4
16 1,046 2 48 0,247 4 80 0,4670 112 0,051 9
17 -1,054 8 49 -1,196 4 81 1,165 5 113 -0,737 2
18 -0,4917 50 -1,3109 82 -1,218 4 114 -1,162 6
19 -0,897 3 51 -1,6109 83 -1,327 9 115 -0,9210
20 0,961 4 52 0,900 0 84 1,1136 116 0,377 9
21 1,297 4 53 0,4191 85 0,953 1 117 0,1775
22 -0,489 5 54 -0,834-1 86 -0,813 9 118 -0,6310
23 1,2113 55 10763 87 1,2429 119 0,5395
24 0,9397 56 0,4772 88 -0,4808 120 0,1006
25 -0,5617 57 -1,0323 89 1,0782 121 -0,6751
26 -0,2846 58 -0,9790 90 1,6726 122 -0,4944
27 -0,2956 59 -0,9650 91 1,3107 123 -0,7774
28 0,8050 60 0,8004 92 -1,2466 124 0,3183
29 1,2805 61 1,6412 93 -1,1728 125 0,4327
30 +0,2843 62 -1,0196 94 0,9184 126 -0,5049
31 1,0961 63 1,5773 95 -1,6176 127 0,4425
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Table 15 - Alternate base time-domain sequence for TF code 2

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 0,808 0 32 -1,357 7 64 1,574 2 96 0,512 7
1 -0,858 1 33 1,104 1 65 -1,014 4 97 -0,418 3
2 0,410 3 34 -1,263 9 66 1,1335 98 0,136 9
3 0,3750 35 -0,829 2 67 1,298 4 99 0,617 9
4 -1,1453 36 1,555 8 68 -1,581 0 100 -1,128 7
5 -1,203 7 37 1,1352 69 -1,624 1 101 -0,649 2
6 -0,9100 38 1,455 2 70 -1,227 0 102 -0,842 0
7 -0,138 3 39 -0,475 8 71 0,383 4 103 0,197'1
8 -0,910 3 40 -0,982 1 72 -1,2225 104 0,981 6
9 0,1211 41 1,0277 73 0,8418 105 0,606 6
10 -1,080 7 42 -0,4314 74 -1,357 3 106 -1,118 0
11 -0,798 4 43 -0,753 7 75 -0,845 7 107 -0,402 0
12 0,2775 44 15726 76 1,000 6 108 0,392 6
13 0,053 4 45 1,7216 77 0,8114 109 0,463 3
14 0,441 9 46 1,240 9 78 12478 110 0,511 7
15 -0,888 5 47 -0,211 7 79 x0,5715 111 -0,304 1
16 -1,406 6 48 1,626 2 80 -0,811 7 112 -0,915 6
17 0,5815 49 -0,667 7 81 0,7199 113 0,597 2
18 -1,386 9 50 1,1157 82 -0,321 3 114 -0,437 6
19 -1,099 4 51 1,461 4 83 -0,887 7 115 -0,7959
20 1,091 4 52 -1,3852 84 1,568 8 116 1,187 9
21 0,6750 53 1,859 6 85 1,198 4 117 0,981 7
22 1,1587 54 -1,163 2 86 1,176 0 118 0,942 4
23 -1,043 6 55 0,809 0 87 -0,248 2 119 -0,316 8
24 -1,3499 56 -1,202 3 88 1,469 5 120 1,279 4
25 0,845 2 57 1,005 6 89 -0,849 4 121 -0,850 0
26 -1,359 5 58 -0,810 6 90 1,453 4 122 1,264 8
27 -0,936 7 59 -0,8955 91 0,887 5 123 0,608 9
28 13111 60 1,166 8 92 -0,955 6 124 -0,8259
29 0,897 8 61 1,618 6 93 -0,921 2 125 -0,954 4
30 1,3377 62 0,932 7 94 -1,075 1 126 -0,937 3
31 -0,842 0 63 -0,313 3 95 0,606 1 127 0,345 4
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Table 16 - Alternate base time-domain sequence for TF code 3

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,484 2 32 -1,036 8 64 -0,749 8 96 0,292 2
1 0,776 1 33 -1,058 0 65 -1,040 8 97 0,650 5
2 -0,4555 34 0,795 7 66 1,1121 98 -0,723 8
3 06411 35 -0,816 0 67 -0,893 1 99 0,833 9
4 0,232 9 36 -0,852 2 68 -1,019 1 100 0,9231
5 -0,921 0 37 1,6805 69 1,678 1 101 -0,688 5
6 -0,757 2 38 0,962 6 70 0,839 7 102 -0,369 0
7 -0,815 4 39 1,457 5 71 1,654 4 103 -0,920 6
8 0,384 6 40 0,253 5 72 0,158 3 104 -0,252 6
9 0,672 6 41 0,934 7 73 1,2150 105 -1,099'8
10 -1,027 0 42 -1,167 6 74 -1,537 7 106 1,728 9
11 0,454 9 43 1,188 7 75 1,4870 107 1,364 2
12 0,293 6 44 1,097 9 76 0,997 7 108 -0,934 3
13 -1,397 7 45 -0,738 5 77 -0,752 6 109 0,948 9
14 -1,020 9 46 -0,566 2 78 -0,930 2 110 1,0754
15 -1,268 6 47 -1,2756 79 -1,243.8 111 1,461 9
16 -0,7915 48 -0,249 7 80 -0;667°7 112 0,480 8
17 -1,518 5 49 -1,020 3 81 1,303 6 113 0,823 0
18 1,084 6 50 1,199 2 82 1,7219 114 -0,909 0
19 -1,9135 51 -1,2291 83 -1,7171 115 1,090 2
20 -1,517 2 52 -0,5531 84 -1,259 9 116 0,799 8
21 0,650 1 53 0,257 7 85 0,884 6 117 -0,188 4
22 0,640 4 54 0,784-8 86 1,025 3 118 -0,3517
23 1,247 0 55 0,697 2 87 1,541 2 119 -0,605 6
24 -1,002 5 56 -0,067 2 88 -0,460 7 120 0,672 4
25 -1,319 8 57 -0,666 1 89 -0,896 2 121 1,187 4
26 0,512 4 58 0,402 0 90 0,846 5 122 -0,893 7
27 -1,301 7 59 -0,728 4 91 -0,909 2 123 1,234 2
28 -1,058\1 60 -0,243 8 92 -0,6700 124 0,862 8
29 1,403 4 61 0,5755 93 1,3787 125 -1,1059
30 0,784 4 62 0,491 9 94 0,979 7 126 -0,856 4
31 1,376 1 63 0,614 4 95 1,2407 127 -1,188 7
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Table 17 - Alternate base time-domain sequence for TF code 4

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 0,942 3 32 -1,005 4 64 1,3254 96 -0,968 7
1 0,7879 33 -0,672 2 65 0,764 0 97 -0,7245
2 0,563 4 34 -0,628 5 66 1,428 5 98 -1,0307
3 -0,587 3 35 0,948 1 67 -0,986 5 99 0,6409
4 -1,103 8 36 0,989 5 68 -1,016 8 100 0,9355
5 0,996 1 37 -1,3717 69 0,691 0 101 -0,469 3
6 -0,861 1 38 0,727 0 70 -1,069 7 102 1,032 3
7 -0,171 3 39 0,364 0 71 -0,770 7 103 0,930°0
8 -0,609 3 40 1,504 4 72 0,797 4 104 1,427 2
9 -0,3209 41 1,1055 73 0,353 0 105 -0,854 4
10 -0,768 2 42 0,952 6 74 0,274 1 106 -1,407 2
11 0,330 1 43 -1,303 8 75 -1,072 8 107 1,2758
12 0,316 6 44 -1,856 8 76 -1,382 3 108 1,529 2
13 -0,156 5 45 1,7911 77 0,750 2 109 -0,794 1
14 0,402 8 46 -1,518 1 78 -1,0819 110 1,506 0
15 0,190 9 47 -0,390 8 79 20535 4 111 1,105 2
16 -1,030 3 48 -1,693 6 80 -1,579 3 112 -0,866 8
17 -0,746 2 49 -0,943 1 81 -1,217 7 113 -0,407 1
18 -0,412 3 50 -1,686 6 82 -1,612 4 114 -0,506 1
19 0,9157 51 1,059 8 83 0,522 1 115 1,187 0
20 1,491 8 52 1,0296 84 0,852 9 116 1,466 0
21 -1,388 6 53 -1,061 6 85 -1,174 5 117 -0,730 6
22 1,216 7 54 1,090 1 86 0,993 5 118 1,152 4
23 0,378 8 55 0,6131 87 0,509 1 119 0,663 2
24 1,695 3 56 -0,630 7 88 -1,407 9 120 0,857 7
25 0,911 6 57 -0,458 3 89 -1,164 9 121 0,773 3
26 1,267 0 58 -0,146 6 90 -1,266 2 122 0,980 3
27 -1,203 2 59 0,546 4 91 0,732 9 123 -0,1235
28 -1,222 2 60 1,047 6 92 1,308 0 124 -0,3459
29 1,584 7 61 -0,8735 93 -1,176 9 125 0,663 1
30 -1,0791 62 0,658 9 94 1,2555 126 -0,526 2
31 -0,621 8 63 -0,0717 95 0,758 0 127 -0,1395
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Table 18 - Alternate base time-domain sequence for TF code 5

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,780 5 32 0,953 5 64 0,580 6 96 -0,873 9
1 0,599 4 33 1,154 5 65 -0,048 3 97 -0,369 7
2 1,4392 34 1,248 8 66 1,0337 98 -1,300 3
3 -0,049 2 35 -0,520 4 67 -0,7325 99 0,725 3
4 -0,306 2 36 -1,576 9 68 -0,660 4 100 0,460 1
5 -0,111 9 37 -0,8400 69 -0,7215 101 0,768 0
6 1,1318 38 1,498 2 70 0,841 7 102 -1,228 5
7 -0,237 9 39 -1,389 5 71 -0,883 9 103 0,953 8
8 1,0310 40 0,320 6 72 -0,750 7 104 0,327 3
9 1,988 8 41 15175 73 -0,351 0 105 -0,084'8
10 0,996 9 42 -0,161 2 74 -0,904 8 106 0,612 9
11 -0,284 8 43 -0,497 1 75 0,691 8 107 «0,672 7
12 -1,4350 44 -1,556 1 76 0,860 1 108 -0,482 7
13 -0,718 9 45 -0,850 2 77 0,893 3 109 -0,787 0
14 1,7156 46 1,057 5 78 -1,163 2 110 0,783 8
15 -1,344 0 47 -1,485 2 79 1,322-7 111 -1,052 2
16 0,458 2 48 0,2959 80 0,8024 112 -0,547 2
17 1,6358 49 0,644 0 81 0,758 7 113 -1,000 2
18 -0,157 4 50 -0,265 5 82 1,268 8 114 -0,6155
19 -0,1059 51 -0,650 2 83 -0,452 5 115 0,378 0
20 -1,378 3 52 -1,106 0 84 -1,153 3 116 1,4913
21 -0,583 5 53 -0,937.3 85 -0,812 5 117 0,665 2
22 0,907 6 54 0,452-5 86 1,1291 118 -0,995 8
23 -1,153 4 55 =1,3191 87 -1,1752 119 1,114 6
24 -0,804 7 56 -1,1201 88 0,356 8 120 -0,4421
25 -0,148 1 57 -1,248 6 89 1,3055 121 -1,421 3
26 -1,349 8 58 -1,427 9 90 0,160 4 122 -0,132 4
27 1,113 0 59 0,739 3 91 -0,509 9 123 0,694 3
28 0,487.8 60 1,176 8 92 -1,480 4 124 1,7816
29 12275 61 1,0735 93 -0,961 0 125 1,114 4
30 21,197 5 62 -1,7301 94 0,942 5 126 -0,884 9
31 1,461 6 63 1,605 8 95 -1,540 2 127 1,708 3
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Table 19 - Alternate base time-domain sequence for TF code 6

I sbase[l] | sbase[l] I shase[l] | shase[l]
0 0,808 0 32 -0,490 3 64 1,080 4 96 0,908 0
1 -0,511 6 33 0,444 2 65 -1,022 3 97 -1,172 2
2 0,520 4 34 -0,379 9 66 0,706 0 98 0,443 1
3 0,633 7 35 -0,235 7 67 1,102 4 99 1,300 4
4 0,367 1 36 -0,295 3 68 0,531 2 100 0,031 3
5 0,054 2 37 0,532 7 69 -0,826 3 101 -0,469 7
6 -0,688 7 38 -0,039 4 70 -0,565 3 102 -1,834 6
7 -0,187 5 39 0,3871 71 -0,529 9 103 -0,757 3
8 0,9309 40 0,778 3 72 -1,1357 104 0,769 3
9 -1,028 9 41 -0,764 1 73 1,257 6 105 -1,553 3
10 0,657 7 42 0,599 8 74 -0,921 9 106 0,501 8
11 0,774 0 43 0,616 3 75 -0,263 2 107 0,691 7
12 0,478 5 44 0,541 0 76 -0,824 6 108 0,338 4
13 -1,095 5 45 -0,986 7 77 1,4339 109 -1,667 3
14 -0,413 4 46 -0,045 6 78 04602 110 -1,005 6
15 -0,723 8 47 -0,546 5 79 0,951 7 111 -1,092 2
16 -1,624 9 48 -1,5629 5 80 15319 112 -1,825 8
17 1,376 9 49 1,605 5 81 -0,868 0 113 0,854 5
18 -1,1916 50 -1,098 9 82 0,868 7 114 -1,213 4
19 -1,0910 51 -0,988 8 83 1,950 8 115 -1,5335
20 -0,927 2 52 -0,8032 84 0,418 9 116 -0,7312
21 1,1771 53 1,595 5 85 0,253 2 117 -0,034 2
22 0,554 9 54 0,854 6 86 -1,6350 118 1,259 6
23 0,9013 55 1,036 4 87 -0,321 2 119 0,359 0
24 1,2194 56 1,947 4 88 1,588 2 120 -1,403 7
25 -1,0155 57 -1,248 3 89 -1,337 6 121 1,3295
26 0,831.0 58 1,352 3 90 0,877 1 122 -0,897 7
27 1,000 3 59 1,471 4 91 2,1033 123 -1,374 1
28 0,642 9 60 0,959 4 92 0,3300 124 -0,581 6
29 -0,691 4 61 -0,426 3 93 -0,378 0 125 1,148 1
30 -0,610 8 62 -1,1915 94 -1,998 1 126 1,1815
31 -0,602 9 63 -0,6151 95 -0,817 2 127 0,770 2
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Table 20 - Alternate base time-domain sequence for TF code 7

| shase[l] | shase[l] I shase[l] I sbase[l]
0 0,770 2 32 -0,817 2 64 -0,615 1 96 -0,602 9
1 1,1815 33 -1,998 1 65 -1,1915 97 -0,610 8
2 1,148 1 34 -0,378 0 66 -0,426 3 98 -0,691 4
3 -0,581 6 35 0,3300 67 0,959 4 99 0,642 9
4 -1,374 1 36 2,103 3 68 14714 100 1,000 3
5 -0,897 7 37 0,877 1 69 1,352 3 101 0,831 0
6 1,3295 38 -1,337 6 70 -1,248 3 102 -1,0155
7 -1,403 7 39 1,588 2 71 1,947 4 103 1,2194
8 0,359 0 40 -0,321 2 72 1,036 4 104 0,901 3
9 1,259 6 41 -1,6350 73 0,854 6 105 0,554'9
10 -0,034 2 42 0,253 2 74 1,5955 106 1,177 1
11 -0,7312 43 0,418 9 75 -0,803 2 107 0,927 2
12 -1,5335 44 1,950 8 76 -0,988 8 108 -1,0910
13 -1,213 4 45 0,868 7 77 -1,098 9 109 -1,1916
14 0,854 5 46 -0,868 0 78 1,605 5 110 1,376 9
15 -1,825 8 47 1,5319 79 -1,529.5 111 -1,624 9
16 -1,092 2 48 0,9517 80 -0;546'5 112 -0,723 8
17 -1,005 6 49 0,160 2 81 0;045 6 113 -0,413 4
18 -1,667 3 50 1,4339 82 -0,986 7 114 -1,095 5
19 0,338 4 51 -0,824 6 83 0,5410 115 0,478 5
20 0,691 7 52 -0,263 2 84 0,616 3 116 0,774 0
21 0,501 8 53 -0,921.9 85 0,599 8 117 0,657 7
22 -1,553 3 54 1,257-6 86 -0,764 1 118 -1,028 9
23 0,769 3 55 -1135 7 87 0,778 3 119 0,930 9
24 -0,757 3 56 -0,529 9 88 0,387 1 120 -0,187 5
25 -1,834 6 57 -0,565 3 89 -0,039 4 121 -0,688 7
26 -0,469 7 58 -0,826 3 90 0,532 7 122 0,054 2
27 0,031 3 59 0,531 2 91 -0,295 3 123 0,367 1
28 1,3004 60 1,102 4 92 -0,2357 124 0,633 7
29 0,443 1 61 0,706 0 93 -0,379 9 125 0,520 4
30 21,172 2 62 -1,022 3 94 0,444 2 126 -0,511 6
31 0,908 0 63 1,080 4 95 -0,490 3 127 0,808 0
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Table 21 - Cover sequence for Standard preamble

m Scover[M] ScoverlM] ScoverM] Scover[M]
for TF codes 1,2 for TF codes 3,4 for TF codes 5,6,7 for TF codes 8,9,10
0 1 1 -1 1
1 1 1 -1 1
2 1 1 -1 -1
3 T T i =t
4 1 1 -1 1
5 1 1 -1 1
6 1 1 -1 -1
7 1 1 1 -1
8 1 1 -1 1
9 1 1 -1 1
10 1 1 1 -1
11 1 1 -1 -1
12 1 1 31 1
13 1 1 1 1
14 1 1 -1 -1
15 1 1 -1 -1
16 1 1 1 1
17 1 1 -1 1
18 1 1 -1 1
19 1 -1 1 1
20 1 1 -1 1
21 -1 -1 1 1
22 -1 1 1 -1
23 -1 -1 1 -1
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Table 22 - Cover sequence for burst preamble

m Scover[M] Scover[M] ScoverlM] ScoverlM]
for TF codes 1,2 for TF codes 3,4 for TF codes 5,6,7 | for TF codes 8,9,10
0 1 1 -1 1
1 1 1 -1 1
2 1 1 -1 -1
3 T t T =t
4 1 1 1 1
5 1 1 -1 1
6 1 1 -1 1
7 1 -1 1 1
8 1 1 -1 1
9 -1 -1 1 1
14 -1 1 -1
11 -1 -1 -1
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Table 23 - Base frequency-domain channel estimation sequence

Tone Value Tone Value Tone Value Tone Value
-61 (-1+)) /N2 | -30 (1-) /2 1 (1+) [ V2 32 (1+j) [ V2
-60 (-1+) /N2 | -29 (-1+j) [ V2 2 (1+) [ V2 33 (1+j) V2
-59 (-1+)) /N2 | -28 (-1+j) [ V2 3 (-1-j) [ V2 34 (-1-j) [ V2
-58 (-1+)) /N2 | -27 (1-) I'~2 4 (1+j) [ V2 35 (-1-j) N2
57 | (-14)/V2 | -26 (L)) 7 V2 5 1) 1 N2 36 (1+)) [ 2
-56 (1-) /N2 -25 (1-) N2 6 (-1-j) [ V2 37 (-1-j) N2
-55 (1-) /N2 -24 (-1+j) [ V2 7 (1+j) [ V2 38 A+jyT V2
-54 (-1+) /N2 | -23 (1-) /2 8 (-1-j) [ \2 39 A+j) [ V2
-53 (1-) /N2 -22 (1-)) [\2 9 (1+j) [ V2 40 (1+j) [ V2
-52 (1-) /N2 -21 (1) /2 10 (-1-j) /2 41 (-1-) I \2
-51 (1-)) /N2 -20 (-1+j) /2 11 (1+j) [ V2 42 (-1-) N2
-50 (1) /N2 -19 (1-j) /N2 12 (1+)) L2 43 (1+) [ V2
-49 (1-) /N2 -18 (-1+j) [ V2 13 (-2-j) V2 44 (1+j) [ V2
-48 (-1+) /N2 | -17 (1-) /2 14 (1-j) /N2 45 (-1-j) [ V2
-47 (1-) /N2 -16 (1) /2 15 (-1-j) I \2 46 (-1-) I \2
-46 (-1+) /N2 | -15 (-1+j) [ V2 16 (1+j) [ V2 47 (1+j) [ V2
-45 (-1+) /N2 | -14 (-1+j) [ 2 17 (1+j) [ V2 48 (-1-j) N2
-44 (1-) /N2 -13 (-1+j) F 2 18 (-1-) /N2 49 (1+) [ V2
-43 (1-) /N2 -12 (1-py V2 19 (1+) [ V2 50 (1+j) V2
-42 (-1+) /N2 | -11 @-j) /2 20 (-1-j) [ \2 51 (1+j) [ V2
-41 (-1+j) /N2 | -10 (-1+j) /2 21 (1+j) V2 52 (1+j) [ V2
-40 (1-) /N2 <9 (1-j) /N2 22 (1+j) [ V2 53 (1+) [ V2
-39 (1-) /N2 -8 (-1+j) /2 23 (1+j) [ V2 54 (-1-j) N2
-38 (1-) I~2 -7 (1-j) /N2 24 (-1-j) /N2 55 (1+) [ V2
-37 (-1 N2 -6 (-1+j) [ V2 25 (1+)) /2 56 (1+j) [ V2
-36 (A7) /N2 -5 (-14j) [ V2 26 (1+j) [ V2 57 (-1-j) /' \2
-35 (-1+j) /N2 -4 (1-j) /2 27 (1+j) [ V2 58 (-1-j) [ \2
-34 (-1+j) /N2 -3 (-14j) [ V2 28 (-1-j) [ V2 59 (-1-j) [ V2
-33 (1-) /N2 -2 (1) /2 29 (-1-j) /2 60 (-1-) I \2

32 P A2 1 AW AND) 30 (A [a2 61 AW D)
-31 (1-) /N2 31 (1+) [ V2

10.3 PLCP header

A PLCP header shall be added after the PLCP preamble to convey information about both the PHY and
the MAC that is needed at the receiver in order to successfully decode the PSDU. The scrambled and
Reed-Solomon encoded PLCP header shall be formed as defined in Figure 11:

1. Format the PHY header based on information provided by the MAC.
2. Calculate the HCS value (2 octets) over the combined PHY and MAC headers.
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3. The resulting HCS value is appended to the MAC header. The resulting combination (MAC Header +
HCS) is scrambled according to 10.5.

4. Apply a shortened Reed-Solomon code (23,17) to the concatenation of the PHY header
(5 octets), scrambled MAC header and HCS (12 octets).

5. Insert 6 tail bits after the PHY header, 6 tail bits after the scrambled MAC header and HCS, and append
the 6 parity octets and 4 tail bits at the end to form the scrambled and Reed-Solomon encoded PLCP
header.

The redulting scrambled and Reed-Solomon encoded PLCP header is encoded, as defined |in
Figure 12, using a R = 1/3, K = 7 convolutional code (see 10.7), interleaved using a bit interleavérysge
10.8), mapped onto a QPSK constellation (see 10.9), and finally, the resulting complex values gre
loaded gnto the data subcarriers for the IDFT (see 10.10) in order to create the baseband signal. Torle-
nulling (pee 9.2), if implemented, is the applied.

10.3.1 |PHY header

The PHY header contains information about the data rate of the MAC frame hody, the length of the
frame ppyload (which does not include the FCS), the seed identifier for the.'data scrambler, aphd
informatjon about the next packet — whether it is being sent in burst mode. and whether it employq a
burst prgamble or not.

The PHY header field shall be composed of 40 bits, numbered fromr 0*t0 39 as defined in Figure 13.
Bits 3-7[shall encode the RATE field, which conveys the informatiafmabout the type of modulation, the
coding rpte, and the spreading factor used to transmit the MAC ffanie body. Bits 8-19 shall encode the
LENGTH field, with the least-significant bit being transmitted-first. Bits 22-23 shall encode the sepd
value fdr the initial state of the scrambler, which is used™to synchronize the descrambler of the
receiver| Bit 26 shall encode whether or not the packet ischeing transmitted in burst mode. Bit 27 shgll
encode the preamble type (Standard or burst preamble) used in the next packet if in burst mode. Bjts
28-30 shall be used to indicate the lower 3 LSBs ofcthe TFC (T1 - T3) used at the transmitter. Bit B1
shall be|used to indicate the LSB of the band greup used at the transmitter. Bit 34 shall be used|to
indicate|the MSB of the TFC (T4) used at thesxtransmitter. All other bits which are not defined in this
Clause $hall be understood to be reserved for-future use and shall be set to ZERO.The receiver shgll
ignore reserved bits on receive. The receiver shall not assume that reserved bits are ZERO pn
receive,[for instance to assist the Viterbi-algorithm or to decode the RATE quickly.

44 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

T0oNIISUOD Japeay dJ 1d JO Weibeip %20[g - 11 2/nDig

19pESH dO71d P3poduUs SY pue pajquelds

suq v suq 8y sHg 9 suq 96 sHg 9 SN ov
sig sug Aed sig sug 18pesH
Ire1 uowo|0S-pasy frey SOH + 19PESH OVIN PolUEs et AHd
A A A
sigoiaz v || epoo uowojos-pesy | sugosez g sug 0187 9
(L1'€2)
pausuoys
N
aquieins
SOH + JapesH JVIN pue puaddy
pajquIeIS
y A
SOH
uonenaed
aouanbasg
¥oayD JopeaH
A F
Jopeaty
OVIN
18PE3H AHd
Ul

Ohar[K]

> Shar n [k]

OFDM
Modulator

QPSK

Mapper

Bit
Interleaver

Convolutional

Encoder

Scrambled and

RS Encoded —>

PLCP Header

Figure 12 - Encoding process for the scrambled, Reed-Solomon encoded PLCP header
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I Data rate field (RATE)
ng on the data rate (RATE), bits R1-R5 shall be set according to the values’in Table 24.

Table 24 - Rate-dependent parameters

Rate (Mb/s) R1-R5
53,3 00000

80 00001
106,7 00010
160 00011
200 00100
320 00101
400 00110
480 00111

Reserved 01000 - 11111

P PLCP lengthyfield (LENGTH)
CP length field shall be an unsigned 12-bit integer that indicates the number of octets in t

frame payload (which does not include the FCS, the tail bits, or the pad bits).

10.3.1.
The MA

B3 PLERYscrambler field (SCRAMBLER)
C shall set bits S1-S2 according to the scrambler seed identifier value. This two-bit val

correspq

nds to the seed value chosen for the data scrambler.

10.3.1.4 Burst mode (BM) field
The MAC shall set the burst mode (BM) bit, as defined in Table 25, to indicate whether the next packet
is part of a packet “burst”, i.e. burst mode transmission. Support for transmission and reception of burst
mode is mandatory. In burst mode, the inter-frame spacing shall be equal to pMIFS (see 11.3).

46

Table 25 - Burst Mode field

Burst Mode (BM) bit Next Packet Status

ONE Next packet is not part of burst
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Table 25 - Burst Mode field(concluded)

Burst Mode (BM) bit Next Packet Status

ZERO Next packet is part of burst

:2009(E)

In burst mode, the minimum value of LENGTH shall be 1; while, in standard mode, the minimum value

reamble
Ib/s and

notin a

nsmitter

of LENGTH shall be 0.
10.3.1.5 Preamble type (PT) field
THe MAC shall set the preamble type (PT) bit in burst mode to indicate the type of PLEP {
(standard or burst) used in the next packet according to Table 26. For data rates of 200 N
bglow, the PT bit shall be always set to ZERO (consistent with 10.2).
THe preamble type bit only has meaning during a burst mode transmission. When devices are
byrst mode transmission, the value of the preamble type bit shall be set to ZERO.
Table 26 - Preamble Type field
Preamble Type (PT) bit Type of Preamble Used for Next Packet
ZERO Standard Preamble
ONE Burst Preamble
19.3.1.6 TF code used at the transmitter (FX_TFC) field
THe MAC shall configure the TX_TFC field to indicate the time-frequency code used at the trg
fof the current packet. Depending on the timeifrequency code used, bits T1-T4 shall be set afcording
to[the values in Table 27.
Table'27 - Encoding of the TX_TFC field
TR Code T1-T4
1 1000
2 0100
3 1100
4 0010
5 1010
6 0110
7 1110
8 0001
9 1001
10 0101
Reserved all other values
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10.3.1.7 LSB of band group used at the transmitter (BG_LSB) field

The MAC shall configure the BG_LSB field to indicate the LSB of the Band Group used at the
transmitter for the current packet. Depending on the Band Group used at the transmitter, bit BG_LSB

shall be

set according to the values in Table 28.

Table 28 - Encoding of the BG_LSB field

Band Group Band Group LSB (BG_LSB)
1,3,5 1
2,4,6 0
10.3.2 |Reed-Solomon outer code for the PLCP header
The PLCP header shall use a systematic (23, 17) Reed-Solomon outer code to-improve upon the
robustngss of the R = 1/3, K = 7 inner convolutional code. The Reed-Solomon’coede is defined oVer
GF(28) with a primitive polynomial p(z) = 28+ 2% + 2% + 2 + 1, where a is the root.of the polynomial p(g).
For breyity, this Galois field is denoted as F. As notation, the element M Zb3z” + bgz® + bsz® + b,z +
bsz® + b)z? + byz + by, where M TF, has the following binary representation b;bgbsb,bsb,b,bg, where |b;
is the MBB and by is the LSB.
The gernerator polynomial is obtained by shortening a systematic (255, 249) Reed-Solomon code,
which is|specified by the generator polynomial
6
g0 = [T x- a') = x8 + 126x3F 4x* + 158x3 + 58x?% + 49x + 117, 7)
i=1
where g[x) is the generator polynomial over'F, x T F and the coefficients are given in decimal notatiof.
The mapping of the information octets m = (My4g, Mo47, ..., My) to codeword octets ¢ = (Myag, Mog7, 1.,
Mo, I's, 1§, ..., fp) IS achieved by coniputing the remainder polynomial r(x)
5
)=y rx = x8m(x) mod g(x), 8)
i=0
where n(x) is_the information polynomial
248
me) =" mx, 9)
i=0
andr;, i=0,...,5 and m;, i=0, ..., 248, are elements of F.

The shortening operation pre-appends 232 zero elements to the incoming 17 octet message as follows

48

m =0,i=17, ..., 248, (10)
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where the 17 octet message is formed by concatenating the 5 octets from the PHY header to the 12
octets from the scrambled MAC header and HCS. The message order is as follows: myg is the first

octet of the PHY header, my5 is the second octet of the PHY, my, is the last octet of the PHY, mq; is
the first octet of the scrambled MAC header and HCS, my; is the first octet of the scrambled MAC
header and HCS and mg is the last octet of the scrambled MAC header and HCS. The bit mapping
within the PLCP header is LSB first, such that the first bit of the PLCP header (or PHY header) is
mapped to the LSB of my4, the 9" bit of the PLCP header is mapped to the LSB of mys, and so on. The

or

octet of

th
Pl
th
im
m
in

dar of narityvy actate 1c ac faollowmc: v 1o tha firct netat r _1c tha cacand actat and v 1c tha laoc
uuuuuu Sy —OEtetS 1SS HoHOW S5 1S tHEH SO ete 1S tHe-—SeeonraBeterana—tg1ote—asS

p Reed-Solomon parity section. Again, the mapping within the Reed-Solomon parity sectig
CP header is LSB first, such that the first bit of the Reed-Solomon parity is mapped to'the L
b 9" pit of the Reed-Solomon parity is mapped to the LSB of rg, and so oni A shift

plementation of this operation is defined in Figure 14, with additions and multiplications ove
has been inserted into the shift register, the switch shall be moved from the.message po

but connection to the shift register output connection (right-to-left).

n of the
SB of rg,

-register

[ F. After
lynomial
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Message Polynomial: m(x)x®
(input my4g first, my last)
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Figure 14 - Shift-register implementation of systematic Reed-Solomon encodér

D
fo

10.3.3 Header check sequence

The combination of PHY header and the MAC header shall be protected with a 2 octet CCITT CRC-16
header check sequence (HCS). The CCITT CRC-16 HCS shall be the ones complement of the
remainder generated by the modulo-2 division of the combined PHY and MAC headers by the

polynomial: x1® + x12 + x5 + 1. The HCS bits shall be processed in the transmit order. All HCS
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calculations shall be made prior to data scrambling. A schematic of the processing order is defined in
Figure 15. The registers shall be initialized to all ONEs.

Preset
Register
to ONES
Serial Serial
CCITT
Data — — Data
Input CRC-16 Output
Serial
Dat:
input @0 {0 {0 {0 @< oD D | D Df{ Of¢{ 0 [-@®{D|{ D] D] O] D]'J
MSB LSL
Serial
ONES
e
(MSB First)
Figure 15 - CCITT CRC-16 block diagram
10.4 RPSDU
THe PSDU is the last major component of the PPDU and shall be constructed as defined in Figure 16:
1. Mﬁmmmmw%%mjm& and

a sufficient number of pad bits (see 10.4.1) in order to ensure that the PSDU is aligned on the
interleaver boundary.

The resulting combination is scrambled according to 10.5.

3. The six tail bits in the PSDU shall be produced by replacing the six scrambled “ZERO” bits with six non-
scrambled “ZERO” bits (see 10.6).

The resulting scrambled PSDU is encoded, as defined in Figure 17, using a R = 1/3, K = 7
convolutional code and punctured to achieve the appropriate coding rate (see 10.7), interleaved using
a bit interleaver (see 10.8), mapped onto either a QPSK or DCM constellation (see 10.9), and finally,
the resulting complex values are loaded onto the data subcarriers of the OFDM symbol (see 10.10) in
order to create the real or complex baseband signal, depending on the desired data rate. Tone-nulling
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(see 9.2), if implemented, is then applied.

When the PLCP length field (i.e., the length of the frame payload) is zero, the length of the PSDU shall
also be zero.

6 Zero Bits .
Frame Payload FCS (Tail Bits) Pad Bits
A4 A 4 A 4 A\ 4
Append and
Scramble
6 Zero Bits
y A\ 4 \ 4
Scrambled Scrambled Unscrambled Scrambled
Frame Payload FCS Tail Bits Pad Bits
32 bits 6 bits
I: Scrambled PSPU :I

Figure 16 - Block diagram of PSDU construction

dframe[k]
Convolutional : QPSK
Sc';aSnI;bLljed —] Encoder/ ol I|3|t »| or DCM > MOCIJ:DIM ——> Sramen[K]
PURCturer nterleaver Mapper odulator

Figure 17-\Block diagram of the encoding process for the scrambled PSDU

10.4.1 |Pad bits

Pad bits|shall bexappended after the 6 tail bits prior to scrambling and encoding in order to ensure that
the resujting PSDU is aligned with the boundaries of the bit interleaver defined in 10.8. The number|of
pad bitg, MNpaq, that shall be inserted is a function of the number of information bits per 6 OFOM

symbols N gpgs @and the number of octets mn the frame payload:

Npad = Nigpes * [8 x LENGTH + 38} _ (8 x LENGTH + 38), (11)
NlBPGS

where LENGTH specifies the number of octets in the frame payload and is defined according to
10.3.1.2, and where the value 38 represents the length in bits of the FCS and tail bits section when the
length of the PLCP length field is non-zero (LENGTH > 0). The appended pad bits shall be set to
ZEROs and scrambled with the rest of the PSDU.
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10.5 Data scrambler

A side-stream scrambler shall be used to whiten only portions of the PLCP header, i.e., the MAC
header and HCS, and the entire PSDU. In addition, the scrambler shall be initialized to a seed value
specified by the MAC at the beginning of the MAC header and then re-initialized to the same seed
value at the beginning of the PSDU.

The polynomial generator, g(D), for the pseudo-random binary sequence (PRBS) generator shall be:
g(D) = 1 + D + D1° where D is a single bit delay element. Using this generator polynomial, the

CO

W:[ere “@” denotes modulo-2 addition. The following sequence defines the initialization veq

rresponding-RPRBS«rl-s-generated-as
—*{pl—s-generated-as

x[n]=x[n-141@® x[n-15],n=0,1, 2, ...

ich is specified by the parameter “seed value” in Table 29:

Xinit = [Xi[—l]xi[—Z] . X[-14] Xi[-15]] ,

w
d

where s[m] represents the non-scrambled data bits. The side-stream de-scrambler at the recei

be
ve

TH
29

ere x;[-k] represents the binary initial value at the output of the Kth

ta bits, vy, are obtained as defined in Figure 18:

delay element. The sa

vim] =s[m] @ x[m];m=0,1,2, ...

initialized with the same initialization vector, X;,i;vused in the transmitter scrambler. The initi
ctor is determined from the seed identifier contained in the PLCP header of the received fra

e 15-bit initialization vector or seed value shall correspond to the seed identifier as defined
. The MAC shall set the seed identifier value to 00 when the PHY is initialized and this value

(12)

tor, Xinit:

(13)

rambled

(14)

ver shall
alization
me.

in Table
shall be
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incremented in a 2-bit rollover counter for each frame sent by the PHY.

Table 29 - Scrambler Seed Selection

Seed Seed Value PRBS Output
Identifier _ " First 16 bits
Xinit = Xi[-1] Xi[-2]... %;[-15]
(81, S2) X[0] X[1] ... X[15]
00 0041 1441 1441 141 0000 000000001000
01 0111 1111 1111 111 0000 0000 0000 0100
10 1011 1111 1111 111 0000 0000 0000 1110
11 1111 1111 1111 111 0000 0000 0000 0010

All consgcutive packets, including retransmissions, shall be sent with a different initial’seed value.

Unscrambled Scrambled
Data Data
sin] —>€9—> v[n]
x[n] x[n-1] x[n-13] xX[n-14] x[n-15]
D D * o o D D

fan)
U

Figure 18 - Block diagram of the side-stream scrambler

10.6 Tail bits

The tail bit fields are required to return the convolutional encoder to the “zero state”. This procedure
improves the error probability of the convolutional decoder, which relies on the future bits when
decoding the message stream. The tail bit fields after the PHY header and the HCS shall consist of six
non-scrambled ZEROs, and the tail bit field after the Reed-Solomon parity bit field shall be a punctured
tail bit sequence consisting of four non-scrambled ZEROs.

The tail bit field following the scrambled frame check sequence shall be produced by replacing the six
scrambled ZERO bits with six non-scrambled ZERO bits.
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10.7 Convolutional encoder
The convolutional encoder shall use the rate R = 1/3 code with generator polynomials, gg = 1334, g1 =
165g, and g, = 1714, as defined in Figure 19. The bit denoted as “A” shall be the first bit generated by
the encoder, followed by the bit denoted as “B”, and finally, by the bit denoted as “C”. Additional coding
rates are derived from the “mother” rate R = 1/3 convolutional code by employing “puncturing”.
Puncturing is a procedure for omitting some of the encoded bits at the transmitter (thus reducing the
number of transmitted bits and increasing the coding rate) and inserting a dummy “zero” metric into the
decoder at the receiver in place of the omitted bits. The puncturing patterns are defined in Figure 20
thfough Figure 22. In each of these cases, the tables shall be filled in with encoder output bits [from left
tolright. For the last block of bits, the process shall be stopped at the point at which encodéroutput bits
arg exhausted, and the puncturing pattern applied to the partially filled block.

THe PLCP header shall be encoded using a coding rate of R = 1/3. The encoder shalkstart from the all-
zelro state. After the encoding process for the PLCP header has been completed;-the encoder|shall be
reget to the all-zero state before the encoding starts for the PSDU; in other words, the encodifpg of the
P$DU shall also start from the all-zero state. The PSDU shall be encoded using the appropriate coding
rate of R =1/3, 1/2, 5/8, or 3/4.

Decoding by the Viterbi algorithm is recommended.
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Source Data

x
)

¢ e GEE«

Encoded Data

D Stolen Bit

°

Bit Stolen Data
(sent/received data)

S

Bit Inserted Data

|:| Inserted\Dummy Bit

°

Decoded Data o

5 | ¢

Figure 20 - An example of bit-stealing and:bit-insertion for R = 1/2 code

Source Data | Xo. | X1 | X2 | X3 | X4 |

4

Ao AL Ao | As | As

Encoded Data Bo|B:|B:]|B:|Bs DStoIenBit

C|1C|C |GG

¥

|Ao|Bo|C1|A2|Bz|C3|A4|B4|

.

Ao | Acf Az | As | As

Bit Stolen Data
(sent/received data)

Bit Inserted Data By |B,|B:|Bs]| B, |:||nsened Dummy Bit

GGG |GG

Decoded Data | Yo | Y1 | Y2 | Y3 | Ya

Figure 21 - An example of bit-stealing and bit-insertion for R = 5/8 code
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Source Data

Al A A
Encoded Data Bo| B | B |:| Stolen Bit
Glclc

Bit Stolen Data
(sent/received data ) E

Al Al A
Bit Inserted Data By | B | B |:| Inserted Dummy Bit
G| Ci|Ce

Decoded Data

Figure 22 - An example of bit-stealing and bit-insertion for R = 3/4 code

10.8 |[Bit interleaving
The coded and padded bit stream shall be interleaved prior to modulation to provide robustness
against purst errors. The bit interleaving operation\is performed in three distinct stages, as defined|in
Figure 23:

1. Syimbol interleaving, which permutes the bits across 6 consecutive OFDM symbols, enables the PHY
to lexploit frequency diversity within a’band group.

2. Infra-symbol tone interleaving, which permutes the bits across the data subcarriers within an OFQ)M
symbol, exploits frequency diyersity across subcarriers and provides robustness against narrow-bahd
interferers.

3. Infra-symbol cyclic shifts;-which cyclically shift the bits in successive OFDM symbols by deterministic

amounts, enables mades that employ time-domain spreading and the fixed frequency interleaving (FFI)
modes to better exploit frequency diversity.

The additional parameters needed by the interleaver are listed in Table 30 as a function of the ddta
rate.

ag[i] ar[i]
Symbol - Tone .| Cyclic
Interleaver "1 Interleaver "l Shifter

a[i] ——> — bfi]

Figure 23 - A block diagram of the various stages of the bit interleaver
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Table 30 - Parameters for the Interleaver

TH
bit
6

re
SY|

w
v

is
Th
pe
ar,
TH

D?S bllqsa)lte TD(E fsgor o?r%dladslsfb/o | Toréelcl)zlt(ersliaever Cycliclsr;]tie]:ctrleaver
(Ncgps) (Nint) (Neye)

53.3 2 100 10 33

80 2 100 10 33
106,7 2 200 20 66

160 2 200 20 66

200 2 200 20 66

320 1 200 20 33

400 1 200 20 33

480 1 200 20 33

e symbol interleaving operation is performed by first grouping the coded bits into blocks o
s (corresponding to six “on-air” OFDM symbols) and<then using a block interleaver of size |
Ntps to permute the coded bits. Let the sequences afi] and agli], where i = 0, ..., N¢

Imbol block interleaver is given by the following relationship:

agli] = a uNcinsJ ¥ (NTGDS) x mod(i, NCBPS)} ,

lue, and mod(a,b) is thefmodulus operator, which returns the non-negative integer remainde
divided by b.

e output of the,symbol interleaver, which is grouped together into blocks of N¢gps bits
rmuted using & regular block intra-symbol interleaver of size Nj,; x 10. Let the sequences
[j], where j='0,"..., Ncgps - 1, represent the input and output bits of the tone interleaver, resp
e outputlof the tone interleaver is given by the following relationship:

f Ncepss
lceps by
Bpes - 1,

bresent the input and output bits of the symbol”block interleaver, respectively. The outp(it of the

(15)

ere | -] is the floor functiop;-Which returns the largest integer value less than or equal to its drgument

r when a

is then
Asli] and
ectively.

(16)

arlll = ag || L |+ 10 x mod(j, Nmo} .

[ Nint |

The output of the tone interleaver is then passed through an intra-symbol cyclic shifter, which consists
of a different cyclic shift for each block of Ncgpg bits within the span of the symbol interleaver. Let the

sequences ag[i] and b[i], where i = 0, ..., Ncgpgs - 1, represent the input and output bits of the cyclic

sh

ifter, respectively. The output of the cyclic shifter is given by the following relationship:

blil = at [M(i) x Ncgpg + mod(i + m(i) x Neye Negps)]

where m(i) =i/ NegpsJ, where i =0, ..., Negpes - 1.
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10.9 Constellation mapping

This Clause describes the techniques for mapping the coded and interleaved binary data sequence
onto a complex constellation. For data rates 200 Mb/s and lower, the binary data shall be mapped onto
a QPSK constellation. For data rates 320 Mb/s and higher, the binary data shall be mapped onto a

multi-dimensional constellation using a dual-carrier modulation (DCM) technique.
10.9.1 QPSK

The coded and interleaved binary serial input data, b[i] where i=0, 1, 2, ..., shall be divided into groups

of two hits—ant—convertetinto—a—complex—number—representing—one—of-the—fourQPSik—consteltat
points. The conversion shall be performed according to the Gray-coded constellation mapping, defin
in Figure 24, with the input bit, b[2k] where k=0,1, 2, ..., being the earliest of the two\in t
stream. |The output values, d[k] where k=0, 1, 2, ..., are formed by multiplying (2xbJ2k]-1
i(2xb[2k+1]-1) value by a normalization factor of Ky,op, as described in the following equation:

dIK] = Kyop % | (2xb[2K]-1) + j(2xb[2k+1]-1) |, where k = 0%, 2, ..., (1

The nofmalization factor Kyop = 1/42 for a QPSK constellatiofs. An approximate value of t
normalijation factor may be used, as long as the device conforms to the modulation accura
requirenpents. For QPSK, b[2k] determines the | value, and b[2k+1] determines the Q value, as defin
in Table|31.

Q A
QPSK (b[2K], b[2k+1])
[ ) + 1t [ ]
01 11
—'1 +'1 'I
o 2l 10

Figure 24 - QPSK constellation bit encoding

n
b d
he
+

8)

Cy
pd

Table 31 - QPSK Encoding Table

(b[zlrIZ]F,) lét[zli'i 1) I-out Q-out
00 -1 -1
01 -1 1
10 1 -1
11 1 1

60 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

10.9.2 Dual-carrier modulation (DCM)

The coded and interleaved binary serial input data, b[i] where i=0, 1, 2, ..., shall be divided into groups
of 200 bits and converted into 100 complex numbers using a technique called dual-carrier modulation.
The conversion shall be performed as follows:

1. The 200 coded bits are grouped into 50 groups of 4 bits. Each group is represented as (b[g(k)], b[g(k)+1],
b[g(k) + 50], b[g(k) + 51]), where k € [0, 49] and

o(k) = { 2k ke[0,24] 19)
2k +50 ke [25,49]

2.|Each group of 4 bits (b[g(k)], b[g(k)+1], b[g(k) + 50], b[g(k) + 51]) shall be mapped onto-a four-dinpensional
constellation, as defined in Figure 25, and converted into two complex numberns—(d[k], d[k + $0]). The
mapping between bits and constellation is enumerated in Table 32.

3.| The complex numbers shall be normalized using a normalization factor Kyop*
THe normalization factor Kyop = 1/./10 is used for the dual-carrier ‘modulation. An approximdte value

of|the normalization factor may be used, as long as the device conforms to the modulation @ccuracy
refluirements.
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62

DCM dolK]
(b[g(K)], blg(k)+1], b[g(k)+50], b[g(k)+51])
° ° +3 4 ° °
0011 0111 1011 1111
° ° +1 <4 ° °
0010 0110 1010 1110
(@) : : : — dy[K]
-3 -1 +1
L] [ ] -1 =+ [ ] [ ]
0001 0101 1001 1101
. . -3+ ° .
0000 0100 1000 1100
do[k+50
bCM olk+50]
(blg®)], blg(k)+11, b[g(k)+50], b[g(k)+51])
[ [ +3 =+ ° °
0110 1110 0010 1010
° ° +1 4 ° °
0100 1100 0000 1000
(b) : : : — Gi[k+50]
=3 -1 +1 +3
L] [ ] -1 [ ] L]
0111 1111 0011 1011
. . -3 <4 ° )
0101 1101 0001 1001

Figure 25 - DCM encoding: (a) mapping for d[k]; (b) mapping for d[k+50]
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Table 32 - Dual-carrier Modulation Encoding Table

Input Bit d[k] dik] | dlk+50] | d[k+50]
(b[g(K)1, blg(k)+1], blg(k) + 50)], b[g(k) + 51]) [-out Q-out I-out Q-out
0000 -3 -3 1 1
0001 -3 -1 1 -3
0010 -3 1 1 3
0011 -3 3 1 -1
0100 -1 -3 -3 1
0101 -1 -1 -3 -3
0110 -1 1 -3 3
0111 -1 3 -3 -1
1000 1 -3 3 1
1001 i\ -1 3 -3
1010 1 1 3 3
1011 1 3 3 -1
1100 3 -3 -1 1
1101 3 -1 -1 -3
1110 3 1 -1 3
1111 3 3 -1 -1
10.10 OFDM moddhation
THe discrete-time signal, sy[k], shall be created by taking the IDFT of the stream of complex vgplues as
follows:
ND
snlk] = - > Copnllexp(2pMplllk / Negr) +
Neer | 2
Ng Np
S Conlllexp(2oMglilk / Negr) + 3 Cpplllexp(2pMplilk / Negr) |, (20)
=0 =0

where k € [0, Nepr- 1], n € [Ngyne, Npacket - 11, Np is the number of data subcarriers, Ng is the number of
guard subcarriers, Np is the number of pilot subcarriers, Nggt is the number of total subcarriers, and

Cpnlll; Caplll, Cppll] are the complex numbers placed on the " data, guard, and pilot subcarriers of the
nt" OFDM symbol, respectively. The relationship between Cp, [I] and Cgy[l], and the stream of complex
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values is defined in 10.10.2 and 10.10.3. The values for Cp[l] are defined in 10.10.4. The functions
Mplll, Mg[l], and Mp[l] define a mapping from the indices [0, Np-1], [0, Ng-1], and [0, Np-1] to the logical
frequency subcarriers [-N1 /2, Nt/ 2] excluding O, respectively. The exact definitions for the mapping
functions Mp|l], Mg[l], and Mp[l] are given below:

1-56 I=0
| - 55 1<1<9
I-54 10<1<18
I-53 19<1<27
I-52 28<1<36
I-51 37<I1<45
Mafl1= ] 1-50 46<1<49 ’ a1
D[] I-49 50<I1<53 (v
1-48 54<1<62
1-47 63<I<71
1-46 72<1<80
I-45 81<1<89
1-44 90<1<98
1-43 =99
N
—61+1 |e[o,—2@-1}
Mglll = : (22)
Ng
52410\ e [7, NG—lJ
Mplll= =85 +101 | e [0,Np—1]. (43)
The mapping of the data, pilot and guard subcarriers within an OFDM symbol is defined in Figure 28§.
Finally, the discrete-time signals(for the PLCP header, spq ,[k], and the PSDU, sqamenlkl, shall pe
created ps follows by appending-a zero-padded suffix (ZPS) to every IDFT output:
sn[K] k e[0,N -1]
Sharnlkl = 7 " FET : (24)
for n € [Nsyde: Noyne + Npgr - 1], and

s, [K ke[0, Ngpr—-1
Strame,nlk] = L] [ Frr— , (25)
0 K€ [Nepr Nsym — 11

for n € [Ngync + Nhdr, Npacket - 1]. The zero-padded suffix is typically used to mitigate the effects of multi-

path as well as to provide a time window or guard interval to allow the transmitter and receiver
sufficient time to switch between the different centre frequencies.
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Within the OFDM modulation process, frequency-domain spreading within a symbol and time-domain
spreading across two consecutive symbols is used to obtain further bandwidth expansion, beyond that
provided by the forward error correction code and the time-frequency codes. Frequency-domain
spreading entails transmitting the same information (complex number) on two separate subcarriers
within the same OFDM symbol. Time-domain spreading involves transmitting the same information
across two consecutive OFDM symbols. This technique is used to maximize frequency-diversity and to
improve the performance in the presence of other non-coordinated devices.
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A common way to implement an inverse discrete Fourier transférm is by using an inverse Fas
Transform (IFFT) algorithm. In this example, the logical frequency subcarriers [-Nt /2, Nt/ 2]

m

numbered IFFT inputs, while the logical frequency subearriers —61 to —1 are mapped into IFH

6

subcarrier falling at DC (Oth subcarrier) is not used to avoid difficulties in DAC and ADC off
carrier feed-through in the RF chain. In Figure27, d, indicates logical frequency subcarrier n

14
TH

Pa
st

1d
Bd

n
Cco

OFDM symbal,Cp, [l], as follows:

this case, the stream of complex values, dyg[k], where k=0, 1, 2, ..., shall be the sequence d[k

NULL— 0 0 fF—
d; 1 1 —
d; 2 2 —
2 A I I
a . . . . =
£ des 61 61— 3
< NuLL—]62 62— O
E  nNull—e63 63— 3
i NULL—] 64 o4l— =
&  NuLL—65 es— 9
g NULL— 66 66— B
g <
o d.e1 67 67— n
LL L] [ ] L] L]
[ ] [ ) [ ] [ ]
L] L ] L] L]
d. 126 126 |—
ds 127 127 —

Figure 27 - Input and outputs relationship of-the IFFT

.10.1 Implementation considerations

pped according to Figure 27. The logical frequency subcarriers 1 to 61 are mapped to t

to 127, respectively. The rest of the inputs, 626’ 66 and the 0 (DC) input, are set to z

.10.2 Data subcarriers

e mapping between the stream of Complex values and the data subcarriers is depender
rtion of the PPDU and the data rate. In the following Clauses, a detailed mapping betw
eam of complex values and the data subcarriers is provided.

.10.2.1 Mapping for PEEP header

:2009(E)

I Fourier
shall be
e same
T inputs
bro. The
ets and

t on the
een the

th frequency-domain and jtime-domain spreading techniques shall be used for the PLCP header. For

10.9.1 for the PLCP Header data. The stream dyg[k] shall be grouped into sets of Np

defined
2 =50

mplex numbers.)This group of complex values shall be mapped onto the I data subcarrier ¢f the nt"

(26)

ND
CD,Zn[l] = dhdr[T x (zn_Nsync) + I]

©l

N «N N
CD,Zn[H_—ZQ} - dhdr [ZQX(Zﬂ_NSync)"_(—éQ_l_OJ’

ND
CD,Zn + l[l] = pspread[n] x dhdr|:—i— X (Zn - Nsync) + Ij| )

SO/IEC 2009 - All rights reserved
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Np «Np Np
CD,2n + 1|:I + 7} = pspread[n] x dhdr [T X (2n - Nsync) + (7 -1- DJ , (29)

where
(1 _ Nsync \
n = nrmnd n——YNt 4 g NFF*_1 —| (20)
Spreaout—d T |_ \ 2 T /J <
and whgre p[n] is a length 127 pseudo-random sequence, whose values are defined in Table/33, ||

2
symbols

N N N +N . . .
[O, b L} ,n e [ Syne _Sync hdr—l} , Np is the number of data subcarriers, Ngypnc is-the number (of

2’ 2
in the PLCP preamble and Ny, is the number of symbols in the PLCP header.

68
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Table 33 - Length 127 pseudo-random sequence

n p[n] n p[n] n p[n] n p[n]
0 1 32 1 64 -1 96 -1
1 1 33 1 65 -1 97 -1
2 1 34 -1 66 1 98 -1
3 1 35 1 67 -1 99 -1
4 -1 36 1 68 1 100 -1
5 -1 37 -1 69 -1 101 1
6 -1 38 -1 70 1 102 -1
7 1 39 1 71 1 103 1
8 -1 40 1 72 -1 104 1
9 -1 41 1 73 -1 105 -1
10 -1 42 -1 74 -1 106 1
11 -1 43 1 75 1 107 -1
12 44 -1 76 1 108 1
13 1 45 -1 77 -1 109 1
14 -1 46 -1 78 -1 110 1
15 1 47 1 79 -1 111 -1
16 -1 48 -1 80 -1 112 -1
17 -1 49 1 81 1 113 1
18 50 -1 82 -1 114 -1
19 51 -1 83 -1 115 -1
20 -1 52 1 84 1 116 -1
21 1 53 -1 85 -1 117 1
22 1 54 -1 86 1 118 1
23 1 55 1 87 1 119 1
24 1 56 1 88 1 120 -1
25 1 57 1 89 1 121 -1
26 1 58 1 90 -1 122 -1
27 1 59 1 91 1 123 -1
28 1 60 -1 92 -1 124 -1
29 1 61 1 93 1 125 1
30 -1 62 1 94 -1 126 -1
31 1 63 1 95 1

10.10.2.2 Mapping for data rates of 53,3 Mb/s and 80 Mh/s

Both frequency-domain and time-domain spreading techniques shall be used when the PSDU is
encoded at a data rate of 53,3 Mb/s or 80 Mb/s. For this case, the stream of complex values, damelK]

where k=0, 1, 2, ..., shall be the sequence defined in 10.9.1 for the PSDU. The stream dg,me[K] shall

© ISO/IEC 2009 - All rights reserved
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be grouped into sets of N /2 = 50 complex numbers. This group of complex values shall be mapped
onto the I data subcarrier of the n'" OFDM symbol, Cp, ,l], as follows:

N
CD, Zn[l] = dframe|:—4I2 X (2n - Nsync - thr) + IJ ) (31)

r Np «Np (Np N
(’D,ZnLH'?J = Uframe LT X(Zn_NsynC_thr)-l'K?_l_l J , (32)

ND
Cp, 2n+1[11 = Pspread[n] x dframe[—ﬂr— x (2N =Ngyne = Npgr) + q ’ (33)

ND
CD, 2n+ 1[' + 7:| = Pspreadln] x

*N N
dframe [TD X (Zn_NsynC_thr)"'(?D_l_l)} , (34)

N
where Pgpreagn] is defined in (30), pln] is defined in: Table 33, | « [0,7'3_1] n|e

+ \lhdr Npacket_l
2 ’ 2

PLCP pfeamble, Npq, is the number of symbols in the'PLCP header and Npacket is the total number fof
symbolg|in the packet.
10.10.2.3 Mapping for data rates of 106,7 Mb/s, 160 Mb/s, and 200 Mb/s

Only time-domain spreading techniques_ shall be used when the PSDU is encoded at a data rate [of
106,7 Mp/s, 160 Mb/s, or 200 Mb/s. For this case, the stream of complex values, dgamelk], Wwhere k =|0,

1, 2, ...,|shall be the sequence defined in 10.9.1 for the PSDU. The stream dgmelk] shall be groupgd
into setq of Np = 100 complex numbers. This group of complex values shall be mapped onto the I ddta

N . ( : :
[ Sane } , Np is the number of data subcafriers, Ngync is the number of symbols in the

subcarrigr of the n" OFDM symbol, Cp y[l], as follows:

N
CD,Zn[I] = dframe[—zl:—)X(Zn_NsynC_thr)-'_q J (33)

. N ]
CD, 2n + l[l] = pspread[n] x {Imag(dframe[?D X (2n - Nsync - thr) + (ND -1- l)

Ay

N
+ ] real (dframe[—zg x (20 = Ngyne = Npg) + (Np -1 - |)D } (36)

where Pgpread[n] is defined in (30), pI[n] is defined in Table 33, | € [0,Np-1], n €

|:Nsync *+ Npgr Npacket_1

2 2
PLCP preamble, Ny, is the number of symbols in the PLCP header and Np,cket is the total number of
symbols in the packet.

} » Np is the number of data subcarriers, Ngync is the number of symbols in the
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10.10.2.4 Mapping for data rates of 320 Mb/s, 400 Mb/s, and 480 Mb/s

No spreading techniques shall be used when the PSDU is encoded at a data rate of 320 Mb/s, 400
Mb/s, or 480 Mb/s. For this case, the stream of complex values, dyamelk]l, where k=0, 1, 2, ..., shall be
the sequence defined in 10.9.2 for the PSDU. The stream dg,mnelk] shall be grouped into sets of Np =

|th

100 complex numbers. This group of complex values shall be mapped onto the I'' data subcarrier of the

n" OFDM symbol, Cp ,[l], as follows:

CD,n[l] = dframe[ND>< (n_NsynC_thr)+ l]’ (37)

where | € [0,Ny-1], N € [Ngypc+Npgp Npacker=11, Np is the number of data subcarriers, Ngy, is the

nymber of symbols in the PLCP preamble, N4, is the number of symbols in the)PLCP hedder and

Nacket is the total number of symbols in the packet.

1Q.10.3 Guard subcarriers

Fqr each OFDM symbol, starting with the channel estimation sequence' within the PLCP pfeamble,
there shall be ten subcarriers, 5 on each edge of the occupied frequency band, allocated as guard
subcarriers. The relationship between the power levels of the guard subcarriers and that of the data
sHbcarriers shall be implementation dependent. This relationship shall remain constant within & packet,
i.g., from the start of the channel estimation sequence to the.end of the packet. In addition, the power
leyels for the guard subcarriers shall be chosen in such a way as to ensure that the transmitted signal
meets the local regulatory requirements of minimum¢occupied bandwidth and any other ne¢cessary
repulatory conditions.

THe 10 guard subcarriers are located on either~edge of the OFDM symbol; at logical frequency
subcarriers -61, -60, ..., -57, and 57, 58, ..., 615 The data on these carriers shall be created by| copying
over the five outermost data-bearing subcarriers from the nearest edge of the OFDM symbol ag defined
below:

Cp.nll] | e [o,%-l}
Conlll = , (38)

Conll +90] e [—2—, NG—l}

Z

where Cgp[l] is-the I guard subcarrier of the n'" OFDM symbol, n [Neynes Npacker=11 s Ngync is the

nymber of symbols in the PLCP preamble and Np,cket is the total number of symbols in the pagket.

Individuakimplementations may exploit the guard subcarriers for various purposes, including|relaxing
the specs on analog transmit and analog receive filters, and possibly improving performance.

10.10.4 Pilot subcarriers

In all of the OFDM symbols following the PLCP preamble, twelve of the subcarriers shall be dedicated
to pilot signals in order to allow for coherent detection and to provide robustness against frequency
offsets and phase noise. These pilot signals shall be placed in logical frequency subcarriers -55, -45, -
35, -25, -15, -5, 5, 15, 25, 35, 45, and 55. The mapping between actual pilot sequence and the pilot
subcarriers is dependent on the data portion of the PPDU and the data rate. In the following Clauses, a
detailed mapping between the stream of complex values and the data subcarriers is provided.

10.10.4.1 Mapping for PLCP header

During the PLCP header portion of the PPDU, the information for the |th pilot subcarrier of the nth
OFDM symbol shall be defined as follows:
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N
Co.2nll] = p[mod(n - =22 Nepr - 1) | x dyjorcsll (39)
stnc
Cpan+1lll = p[mod(n =% »Nepr— 1)} * Pspreadln] * dpilot,cslll, ~ (40)
where
1-] 1=0.3
/\/é 9
‘17” 1=1,2,4,5
ool = { +2_ , 1)
=] =8 11
J2
-1-] | = 6, 79,710
/\/é b b b

N N +N
and where p[n] is defined in Table 33, pgyreaq[n] is defined i (30), n e [ L hd’—l} » Ngynd|

2’ 2

the numper of symbols in the PLCP preamble and Ny4xis the number of symbols in the PLCP heade

10.10.4.2 Mapping for data rates of 53,3 Mh/s and 80 Mb/s

When tHe PPDU is encoded at a data rate of ‘53,3 Mb/s or 80 Mb/s, the information for the I pi

subcarripr of the n" OFDM symbol shall be.defined as follows:

N
Cp 2nlth= p[mod(n - _szm Nepr = 1)} x dpijot,cs{ll;

N
Ceomvilll = p[mod(n - _Szmga Nepr — 1” x PspreadlN] * dpilot,cs(l];

where dyijor,cs[His defined in (41), p[n] is defined in Table 33, Pgpreaq[n] is defined in (30), n

|:Nsync + thr Npacket_l
2 > 2

“4

“

J, Nsync is the number of symbols in the PLCP preamble, Npq, is the number

S

ot

2)

3)

of

symbolsmthePHEPheaderantd Npacket rsthetotatmumberof symbotsrthepacket:

10.10.4.3 Mapping for data rates of 106,7 Mb/s, 160 Mb/s, and 200 Mb/s

When the PPDU is encoded at a data rate of 106,7 Mb/s, 160 Mb/s, or 200 Mb/s, the information for

the I pilot subcarrier of the n" OFDM symbol shall be defined as follows:

N
CP, Zn[l] = p[mOd(n - _szm:’ Nepr— 1)} x dpilot,ncs[l]v

(44)
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N y
CP, on+1ll] = [mOd(n - sznc’ Nepr— 1)} x pspread[n] X dpilot,ncs[l]-

:2009(E)

(45)

where
[ 1] 1=0.3,8,11
dpilot,ncs[l] = ,\]{L . )
—=-] |=1,2,4,5,6,7,9, 10
J2

a

-

th

Ny

1d

W
|th

nu

Ny

11

11
11
TH

11
TH
eq

where dyjjot nes[l] is defined in (46), p[n] is defined in Table 33, n € [N

Nsync + thr Npacket_1:|

d where p[n] is defined in Table 33, Pgpreaq[N] is defined in (30), n e [ 5 )

acket 1S the total number of symbols in the packet.

.10.4.4 Mapping for data rates of 320 Mb/s, 400 Mb/sssand 480 Mb/s
nen the PPDU is encoded at a data rate of 320 Mb/s, 400 Mbfs, or 480 Mb/s, the informatio
pilot subcarrier of the n” OFDM symbol shall be defined@sfollows:

_ thr
CP,n[l] = p[mOd n_Nsync_T’ NFFT_l } X dpilot,ncs[l]v

+Npgps N 1], Ng
mber of symbols in the PLCP preamble) Nyg, is the number of symbols in the PLCP heg
acket 1S the total number of symbols intthe packet.

sync packet™

General requirements

.1 Operating banhdfrequencies
.1.1 Operating ffeguency range
is PHY operates-in.the 3 100 — 10 600 MHz frequency band.

.1.2 Band-nuwmbering
e relationship between centre frequency, f,, and BAND_ID number, ny, is given by the {
uation;

(46)

Nsync is

e number of symbols in the PLCP preamble, Nyq, is the number of symbofs in the PLCP header and

n for the

(47)

nc is the
der and

ollowing

fe(np) = 2904 +528 xn, (MHz) n.=1,....14.

(48)

This definition provides a unique numbering system for all channels that have a spacing of 528 MHz
and lie within the band 3 100 — 10 600 MHz. As defined in Figure 28, six band groups are defined. Band

©l
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groups 1 to 4 consist of 3 bands each, spanning the bands 1 to 12. Band group 5 contains the two bands 13
and 14. Band group 6 contains the bands 9, 10 and 11. The band allocation is summarized in Table 34.

Band Group #1

Band Group #2

Band Grouf) #3

Band Group #6

Band Grouﬁ #4

Band Group #5

Band Band B
#1 #2

and Band
#3 #4

Band
#5

Band iBand Band
# 1 # #8

Band Band
#9 #10

Band
#11

Band
#12

Band
#13

Band
#14

e s emas

T T R VR TR T
Figure 28 - Diagram of the band group allocation
Table 34 - Band Group Allocation
GBIi)rlljdp BAI(\lnDb)_I D | Lowe EI\E |[|e2<:1)uency Frggﬂ;?]rcy Fr(LeJ (iho: r:cy

(MH2z) (MH2z)

1 1 3168 3432 3 696
2 3 696 3960 4224

3 4224 4)488 4752

2 4 4752 5016 5280
5 5280 5544 5808

6 5808 6 072 6 336

3 7 6.336 6 600 6 864
8 6 864 7128 7 392

9 7 392 7 656 7920

4 Ly 7920 8 184 8 448
11 8448 8712 8 976

12 8976 9 240 9 504

5 13 9504 9 768 10 032
14 10 032 10 296 10 560

§) 9 (392 /600 920
10 7920 8 184 8 448

11 8448 8712 8976

11.2 Channelization

Unique logical channels are defined by using up to ten different time-frequency codes for each band
group. The TFCs and the associated base sequences (and corresponding preambles) for band group 1
are defined in Table 35 as a function of BAND_ID values. Similarly, the definitions for the TFCs and the
associated base sequences (and corresponding preambles) for band groups 2, 3, 4, 5, and 6 are
enumerated in Table 36 through Table 40.

74 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

Table 35 - Time-Frequency Codes and Preamble Patterns For Band Group 1

ISO/IEC 26907:2009(E)

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble

1 1 1 2 3 1 2 3
2 2 T 3 2 T 3 2
3 3 1 1 2 2 3 3
4 4 1 1 3 3 2 2
5 5 1 1 1 1 ! 1
6 6 2 2 2 2 2 2
7 7 3 3 3 3 3 3
8 8 1 2 1 2 1 2
9 9 1 3 1 3 1 3
10 10 2 3 2 3 2 3

Table 36 - Time-

Frequency Codes and

Preamble Patterns For Band Groug

TFC Base Sequence / Pre* BAND_ID (np) for TFC
Number amble

1 1 4 5 6 4 5 6
2 2 4 6 5 4 6 5
3 3 4 4 5 5 6 6
4 4 4 4 6 6 5 5
5 5 4 4 4 4 4 4
6 6 5 5 5 5 5 5
7 7 6 6 6 6 6 6
8 8 4 5 4 5 4 5
9 9 4 6 4 6 4 6
10 10 5 6 5 6 5 6

Table 37- Time-Frequency Codes and Preamble Patterns For Band Group 3

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble
1 1 7 8 9 7 8 9
2 2 7 9 8 7 9 8

© ISO/IEC 2009 -

All rights reserved
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Table 37- Time-Frequency Codes and Preamble Patterns For Band Group 3

T

(concluded)

[

[«

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble

3 3 7 7 8 8 9 9
4 4 7 7 9 9 8 8
5 5 7 7 7 7 7 7
6 6 8 8 8 8 8 8
7 7 9 9 9 9 9 9
8 8 7 8 7 8 7 8
9 9 7 9 7 9 L 9
10 10 8 9 8 9 8 9

lble 38 - Time-Frequency Codes and Preamble Patterns For Band Group 4

TFC Base Sequence / Pre- BANDCID (ny) for TFC
Number amble
1 1 100411 | 12 | 10 | 11 | 12
2 2 M0|l12|]11]10)]12 ] 11
3 3 10| 10| 12 | 12|12 ] 12
4 4 ojl10)12j12 1111
5 5 10 | 10 | 10 | 10 | 10 | 10
6 6 1111111111211
7 7 12 | 12 | 12 | 12 | 12 | 12
8 8 |11 101110 12
9 9 10| 12 | 10 | 12 | 10 | 12
10 10 11 112 111 |12 ] 11| 12
1blen39 - Time-Frequency Codes and Preamble Patterns For Band Group 5

TFC Base Sequence / Pre- BAND_ID (ny) for TFC
Number amble
5 5 13 1 13| 13| 13 | 13 | 13
6 6 14 1 14 | 14 |1 14 | 14 | 14
8 8 13 114 |13 | 14| 13| 14
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Table 40 - Time-Frequency codes and preamble patterns for Band Group 6
MAC MAC PHY Base
TFC Band TFC PI-(|3Y Band Sequence / BAND_ID (n,) for TFC
Number | Group number roup Preamble
1 6 1 6 3 9 10 11 9 10 11
2 6 2 6 4 9 11 10 9 11 10
3 6 3 6 1 9 9 10 10 11 11
4 6 4 6 2 9 9 11 11 10 10
5 6 7 3 7 9 9 9 9 9 9
6 6 5 4 5 10 10 10 10 10 10
7 6 6 4 6 11 11 11 11 11 11
8 6 9 6 9 9 10 9 10 9 10
9 6 10 6 10 9 11 9 11 9 11
10 6 8 4 8 10 11 10 11 10 11
Band group 6 requires special consideration due to_owverlap with band groups 3 and 4. Referring to
ijle 40, the MAC TFC number and MAC BG are-the ones used by the MAC when sele¢ting the
current channel. If the MAC-PHY interface is implemented then the MAC TFC number and MAC BG are
used in the TXCHAN and RXCHAN registers((see ISO/IEC 26908 for definitions of these rdgisters).
THe MAC TFC number also indicates the hopping pattern and cover sequence to be used. The PHY
TRC number and the PHY BG are the/values encoded in the PHY Header, TXVECTOR and
RXVECTOR. The mapping in Table 40ensures that fully overlapping channels appear ident|cal over
the air.
THe PHY layer channelization scheme is based on the definition of band groups, as defined|in Table
34, and the definition of TFCs, as defined in Table 35 through Table 40, and is summarized in Table 41.
THe PHY channels are identified by channel numbers as defined in this table. The channell number
takes on values from 0255 (decimal). The values not defined in Table 41 are reserved for fujure use.

Channels using TFCs-4-4 are also referred to as time-frequency interleaved (TFI) channels, a

us
TH

ing TFCs 5-7 areyalso referred to as fixed-frequency interleaved (FFI) channels. Channe

nd those
Is using

Code

© ISO/IEC 2009 - All rights reserved

Cs 8-10 are réferred to as two-band time-frequency interleaved (TFI2) channels.
Table 41,¢ Mapping of Channel Number to Band Group and Time-Frequency
Channel Channel
Numter Nurmter (Bard-Group, T Code)
(decimal) (octal)
9-15 011 - 017 a,1-7)
17 - 23 021 - 027 2,1-7)
25-31 031 - 037 3,1-7)
33-39 041 - 047 4,1-7)
45 - 46 055 - 056 (5,5-6)
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Table 41 - Mapping of Channel Number to Band Group and Time-Frequency Code
(concluded)

Channel Channel
Number Number (Band Group, TF Code)
(decimal) (octal)
49 - 55 061 - 067 6,1-7)
72-74 110 - 112 (1,8-10)
80 - 82 120 - 122 (2, 8-10)
88 -90 130 - 132 (3, 8-10)
96 - 98 140 - 142 (4, 8-10)
104 150 (5, 8)
112 - 114 160 - 162 (6, 8-10)
A band group is supported if all channels in the band group are supported.
For bandl group 6, the Band Group and TFC in Table 41 indicate the MAC Band Group and MAC TF
The curfent channel number for transmit or receive indicatés-an intended band group, which in tyrn
indicate$ the use of bits in the Tone-Nulling mask.
11.3 [PHY layer timing
The valdes for the PHY layer timing parameters are defined in Table 42.
Table 42 - PHY,layer timing parameters
PHY Parameter Value
pMIES 6 xTgym = 1,875 ms
pPSIFS 32 xTgym = 10,0 ms
pECADetectTime 18 xTgym = 5,625 ms
pBandSwitchTime 9,47 ns
11.3.1 |Interframe spacing
The intefframe~spacing parameters are given in Table 43.
Table 43 - Interframe spacing parameters

11.3.2 Receive-to-transmit turnaround time

MAC Parameter Value
MIFS pMIFS
SIFS pSIFS

The RX-to-TX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the leading edge of the last received symbol,
where a symbol is composed of the OFDM symbol (IFFT output) and a zero-padded suffix, to the
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leading edge of the first transmitted symbol of the PLCP preamble for the next frame shall not be
greater than pSIFS + Tgyp.

11

.3.3 Transmit-to-receive turnaround time

The TX-to-RX turnaround time shall not be greater than pSIFS. This turnaround time shall be
measured at the air interface. The time elapsed from the leading edge of the last transmitted symbol
until the receiver is ready to begin the reception of the next PHY frame shall not be greater than pSIFS

ing after

+ Tym-

11.3.4 Time between successive transmissions

Fqr uninterrupted successive transmissions by a device in standard mode, the interframe-spad

the packet shall be pSIFS if PLCP length field is zero, and shall not be less than pMIES’if the PLCP

lepgth field is non-zero. The interframe spacing time shall be measured at the air interface. V|

PL

leqding edge of the first transmitted symbol of the PLCP preamble for the fallowing packet

€q
of
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Fd
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inferface. The time elapsed from the leading edge of the last#ransmitted symbol to the leading

th
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sample of a symbol on one band frequency, until it is ready to receive the next symbol on a n

freg
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freg
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CP length field is zero, the time elapsed from the leading edge of the last transmitted symh

ual to pSIFS + Tgyy. When the PLCP length field is non-zero, the time elagsed from the lead
the last transmitted symbol to the leading edge of the first transmitted sytnbol of the PLCP ¢
the following packet shall not be less than pMIFS + Tgyp.

r burst mode transmissions, the interframe spacing between uninterrupted successive trans
a device shall be fixed to pMIFS +1 ns. The interframe spacing time shall be measured 3
b first transmitted symbol of the PLCP preamble for the<following packet shall be fixed to
VM +1 ns.

e 10.3.1.4 for details on LENGTH constraints for burst mode.

.3.5 Band frequency switch time
e band frequency switch time is defined ds<he interval from when the PHY receives the |

guency. For best performance, the_switching time between band frequencies should nof
andSwitchTime.

b Transmitter specifications

.1 Transmit PSD_mask
e transmitted spectral)mask shall have the following break points: an emissions level of O

guency, -12 dBf at 285 MHz frequency offset, and -20 dBr at 330 MHz frequency offset an
r all other intermediate frequencies, the emissions level is assumed to be linear in the dB sg
nsmitted spectral density of the transmitted signal shall fall within the spectral mask, as d
jure 29:

hen the
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Figure 29 - Transmit power spectral density\mask

12.2 |[Transmit centre frequency tolerance
The transmitted centre frequency tolerance shall bex*20 ppm maximum.

12.3 |Symbol clock frequency tolerance
The synjbol clock frequency tolerance shall be +20 ppm maximum.

12.4 ([Clock synchronization

The trapsmit centre frequencies and\.the symbol clock frequency shall be derived from the same
referende oscillator.

12.5 Phase coherence

The trarjsmit carrier frequencies shall be phase coherent within a single band over the duration of a

single packet. Lack of phase coherence may contribute to Transmitter Constellation Error as describgd
in 12.7.

Phase doherence~in TFI mode or TFI2 mode means that the phase of the LO is coherent when it
returns fo the same frequency. For example, let o, = radian frequency and 6,=phase, k={1,2,3}. Tpe

LO can |beaepresented as sin(oyt + 0,). Let the hopping pattern be 1,2,3,1,2,3,... Frequency hops
occur whemt = NT, T=symbol duration. Thus at the hopping points, the LO is sin(o,T + 0), sin(w,27] +
05), sin(w33T + 03), sin(w14T + 07), sin(w,5T + 05), sin(w36T + 63),... which is phase coherent by
definition since the LO returns to the same phase 0, for N=1,4,...; 8, for N=2,5,...; 65 for N=3,6,...

12.6 Transmit power control

A device shall provide support for transmit power control (TPC). The objective of a power control
algorithm is to minimize the transmit power spectral density, while still providing a reliable link for the
transfer of information.

When the device is using time-frequency interleaving, the monotonic dynamic range for the attenuation
of the transmit power shall be 0 — 12 dB, with a step size granularity of 2 dB. When the device is using
time-frequency interleaving over 2 bands, the monotonic dynamic range for the attenuation of the
transmit power shall be 0 — 10 dB, with a step size granularity of 2 dB. When the device is using fixed-
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frequency interleaving, the monotonic dynamic range for the attenuation of the transmit power shall

be 0 — 8 dB, with a step size granularity of 2 dB. Table 44 summaries the mapping between the
TXPWR_LEVEL and the associated transmit power attenuation.

Table 44 - Mapping between TXPWR_LEVEL and transmit power attenuation

TXPWR_LEVEL TX Power Attenuation TX Power Attenuation TX Power Attenuation
for TFI Modes for TFI2 Modes for FFI Modes
T o | os. | _ o | odo|
1 2dB 2dB 2.dB
2 4 dB 4 dB 4 dB
3 6 dB 6 dB 6 dB
4 8 dB 8 dB 8 dB
5 10 dB 10 dB RESERVEL
6 12 dB RESERVED RESERVEL
7 RESERVED RESERVED RESERVEL
Infeither case, the relative accuracy of change in transmitipower attentuation shall be the maximum of
11 dB or £20% of the change in the attenuation (in the dB scale). As an example, for an attEnuation

change of 4 dB and an attenuation change of 8 dBy the allowed relative accuracy is 1,0 dB and *+1,6

dB, respectively.

Fipally, the device shall support a value for the signal-to-carrier leakage at transmitter output port of at

le@st 20 dB.
12.7

Transmitter constellation error

THe relative constellation RMS err@r,javeraged over all data and pilot subcarriers of the OFDM
and over all of the frames, shall not exceed the values given in Table 45. Note that the
canstellation error values areta function of the transmit power attenuation. The relative cons
erfor values are based on-a~multi-path margin of 2,5 dB for data rates of 200 Mb/s and lower

symbols
relative
tellation
and 3,6

dB for data rates 320 Mb/sand higher, and an implementation loss of 2,5 dB. In addition, it is agssumed

that the degradation due-to the relative constellation error can be no more than 0,5 dB for datg
200 Mb/s and lower,~and 1,0 dB for data rates of 320 Mb/s and higher.

Table 45 - Permissible Relative Constellation Error

Relative Constellation RMS Error

rates of

No TX

TX Attenuation of

TX Attenuation of

Data Rate Attenuation 2,4,6dB 8,10,12dB
(All TFCs) (All TFCs)
53,3 Mb/s, 80 Mb/ -17,0 dB -15,5dB -14,5 dB
S,
106,7 Mb/s, 160
Mb/s,
200 Mb/s
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Table 45 - Permissible Relative Constellation Error (concluded)

Relative Constellation RMS Error

The relative constellation RMS error calculation shall be performed using a devicé capable
converting the transmitted signal into a stream of complex samples at 528 Msample(s,or more, w|
accuracy in the I/Q imbalance, DC offset, phase noise, etc. The sampled signal shall then pe
processed in a manner similar to that of an ideal receiver including adding the first-32 samples of t

sufficient

zero-padl

minimum steps necessary for receiver processing is listed below:
1. De¢tect the start of the packet and frame boundary.

Edtimate the correct sampling time and frequency offset. Correct as/needed.

Fdr each symbol estimate the common phase error (CPE)_ffom the pilot sub-carriers, then filter {
sequence of CPE estimates using a single-pole low-passfilter with a 3 dB cut-off frequency as defin
in[Table 46. De-rotate each OFDM symbol with the filtered phase estimate.

27 corrg

TFI12 Mddes. The value-for Fgy), is defined in Table 2.

2
3. Edtimate the channel frequency response.
4

No TX TX Attenuation of TX Attenuation of
Data Rate Attenuation 2,4,6dB 8,10, 12 dB
(All TFCs) (Al TFCs)
320 Mb/s_400 Mb/ -195dB -18 0 dB -170dB
Sl
480 Mb/s

ded suffix to the received OFDM symbol via the overlap-and-add metfiod. An example of the

Table 46 - CPE measuremegnt 3 dB cut-off frequency

e
4 1,2,3,4
/12 5, 6,7
/6 8,9, 10

sponds to the/filter update rate of Fgyy for FFI Modes, Fgy\/3 for TFI Modes and Fgyp/2 1

he
ed

5. Equalize.the channel with the estimated channel frequency response.
6. Fgrceach of the data and pilot subcarriers, find the closest constellation point and compute the
E uctideandistance:
7. Compute the RMS error, averaged over all the data and pilot subcarriers and over all frames, as
follows:
Np Np
2 2
\P Npacket Z ’RD,n[k]_CD,n[k” + Z ’RP,n[k]_CP,n[k”
1 = -
RMS = = k=1 k=1 ’ 4
error Nf Z Z (ND + NP)NframePO ( 9)
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where Nt is the number of packets under test, Npacket IS the number of symbols in the packet, Ngync is
the number of symbols in the PLCP preamble, Nyq, is the number of symbols in the PLCP header,
Nframe = Npacket = Nsync = Nhgr is the number of symbols in the PSDU, Np is the number of data
subcarriers, Np is the number of pilot subcarriers, Py is the average power over all payload symbols of

kth

the data and pilot constellations, Cp, 4[k] and Cp,[K] are the transmitted k" data subcarrier and pilot

kth

subcarrier for the n'™ OFDM symbol, respectively, and Rp y[k] and Rp[K] are the observed data

subcarrier and ki pilot subcarrier for the n® OFDM symbol, respectively. The values for Ny and Np are
ddfined in Table 2, while the values for Ngync, Nhgr Nirame, @nd Npacket @re defined in Table 3:Jlhe RMS
erfor shall be computed over the payload portion of the packet only. Pq is re-computed foreach packet.

THe test shall be performed over a minimum of Ny = 100 packets, where the PSDU of 'each pagket is at
least 30 symbols in length and is generated from random data.

THe RMS error shall be measured without any tone-nulling applied.

13 Receiver specification

13.1 Receiver sensitivity

Fgr a packet error rate (PER) of less than 8% with a PSDU<f 1 024 octets, the minimum |receiver
sensitivity numbers in AWGN for the different data rates are.fisted in Table 47 for Band Group [L, where
a noise figure of 6,6 dB (referenced at the antenna), an implementation loss of 2,5 dB, and a margin of
3 pB have been assumed. For band groups 2 - 6 an additional 1 - 2 dB noise figure degradation can be
expected. In addition, the sensitivity numbers are subjegt to variations in noise figure over procesq, voltage
and temperature.

Table 47 - Minimum Recej¥er Sensitivities for Band Group 1

Data Rate (Mb/s) Minimum Receiver Sensitivity (dBm)
53,3 -80,8
80 -78,9
106, 7 -77,8
160 -75,9
200 -74,5
320 -72,8
400 -71,5
480 -70,4

13.2 Receiver CCA performance

The start of a valid OFDM transmission at a receiver level equal to or greater than the minimum
sensitivity for a 53,3 Mb/s transmission (-80,8 dBm) shall cause CCA to indicate that the channel is
busy with a probability > 90% within pCCADetectTime.

13.3 Link quality indicator

A device shall be capable of estimating the link quality of the received channel, where the link quality
shall be defined as an estimate of the SNR available after the FFT and will include all implementation
losses associated with that particular receiver architecture (quantization noise, channel estimation
errors, etc.). Devices capable only of data rates up to 200Mbps shall be capable of estimating values in
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the range from -2 dB to +7 dB. Devices capable of data rates above 200Mbps shall be capable of
estimating values in the range from —2 dB to +12 dB. Estimating values below —2 dB or above +12 dB is
optional. All estimated values, when measured under static channel conditions, shall be monotonically
increasing with signal strength over the entire reporting range. Note that the estimates may exhibit
saturation behaviour at values higher than +12 dB. Finally, the link quality estimates shall be made on
a packet-by-packet basis.

When reporting the estimates of the link quality, the device shall quantize these values to the nearest
dB in the range from —6 dB to +24 dB and report them as the link quality estimate (LQE). The accuracy

of the L
channel
as a fun
the SNR
intendeq

Tabl

ction of the reporting range. Even though the reported estimates should be nominally equal

or implied by this specification.

b 48 - Allowed Standard Deviation for the LQE with a payload,of 1 024 Bytes

Link Quality Estimate (LQE) Standard Deviation for Estimate (o)
-6dB, ...,-4dB 1,3dB
-3dB, ...,0dB 1r.dB
1dB,...,6dB 0,9dB
7dB, ..., 24 dB 0,7 dB

The ma
encodin

LQE is
the rand
informat

The test
Ng=10
from ran

DE is defined as the standard deviation of the packet-by-packet estimates for a static AWGN
and a fixed SNR value. Table 48 enumerates the allowed standard deviation of the estimates

after the FFT, no bounds on absolute accuracy with respect to an external reference plane gre

ping between LQE and the Link Quality Indicator (LQI) is summarized in Table 49. A Standgrd
is used to report the estimates in the range from —6 dB (0000 0001) to +24 dB (0001 111}1).
The all-XERO bit representation implies that reporting of LQE is not supported by the device, or that

o small to be measured accurately.Additionally, the range from 1000 0000 to 1011 1111 a
e from 1100 0000 to 1111 1111fare defined to allow vendors to report additional link qual
on. All other bit representatiens. are reserved for future use.

for the accuracy of the link)quality estimate shall be performed over a minimum of
DO packets, where the PSDU of each packet is at least 1 024 bytes in length and is generat

dom data.

Table 49 - Encoding for the Link Quality Estimates

hd
y

—

13.4

LQI Description
0000 0000 Link Quality is too low to be measured
0000 0001 — 0001 1111 LQI = (LQE + 7dB)
0010 0000 — 0111 1111 RESERVED
1000 0000 — 1011 1111 Vendor specific Link Quality encoding
1100 0000 — 1111 1111 Vendor specific Link Quality encoding

Receive Signal Strength Indicator

A device may indicate the strength in decibels of the incoming signal. The RSSI is a monotonically
increasing function of the energy received at the antenna. It is a value between 0 and RSSIMaximum.
RSSIMaximum is implementation defined, up to 255.
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14 Ranging and location awareness

A device may support the capability to determine the round trip delay between itself and another
device, hereafter referred to as ranging. This round trip delay may be used to calculate the distance
between the devices. The distance can be estimated by multiplying the speed of light by the measured
propagation delay between the devices.

14.1 Ranging requirements

If ranging is supported, all devices shall support ranging capabilities with an accuracy and precision of
+d0 cm or better.

14.2 Ranging reference signal

THe propagation delay between two devices should be measured with respect to a reference ppint. The

rahging reference point is the beginning of the first channel estimation symbol in¢the PLCP pfeamble,
i.g., the first sample of the first channel estimation sequence f[O] (see 10.2.1, Figure 7,

Figure 8 and (4)).

Ssync,Np

14.3 PHY ranging resources

If ranging is supported, the PHY shall contain a MIB attribute pRangingTimer to capture thg time of
ggneration or detection of the ranging reference signal. This attribute captures the value of a [15-bit to
32-bit ranging counter which is running at the clock frequency_Specified in Table 59. See Tablg 59 for a
list of valid ranging timer configurations.

If fanging is supported, implementations shall support at least a pRangingTimer containing the|value of
a 15-bit counter in the Active Timer Bits [17:3] clocked at.528 MHz. Bits [31:18] and [2:0] shall bel ZERO.

Implementations may provide more timer bits and higher clock frequencies to increase pregision as
dgscribed in 2.4.

Tq support MAC algorithms that use multiple ranging transactions to correct for frequengy offset
bgtween two stations, longer counters may be provided in PHY hardware. If supported in the PHY,
more of the bits [31:18] will be active. All-inactive bits shall be ZERO.

14.4 PHY ranging operation

If fanging is supported, the PHY. shall set the pRangingTimer to the ranging counter value when either
ofthe following occurs:

1. PHY is in transmitinode, and the PHY reaches the ranging reference point.
2. PHY is in receiveimode, and the PHY recognizes the ranging reference point

14.5 Rangiqg-calibration constants

If fanging is supported, the following constants shall be made available. These values allow thg MAC to
cdrrect the(pRangingTimer values for delays in the PHY and associated circuits.

1. RANGING_TRANSMIT_DELAY = the time from the PHY sampling the ranging counter corregponding

to its processing the ranging reference point to the time that ranging reference point is emitted from the
local antenna

2. RANGING_RECEIVE_DELAY = the time from the arrival of the ranging reference point at the local
antenna to the time that ranging reference point is first recognised in the PHY, corresponding to its
sampling the ranging counter.

These constants are 16-bit unsigned integer values, in units of 4 224 MHz clock periods. These values
allow the MAC to correct the pRangingTimer values for delays in the PHY and associated circuits.
14.6 Example range measurement (informative)

Figure 30 shows a pair of ranging frames being exchanged between two devices. Ry, is designated as
the initial ranging measurement frame transmitted by device #1, whereas Ry, is designated as the
reply ranging measurement frame transmitted by device #2. Each device must take two measurements:
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one when the ranging measurement frame is sent (T;, where i =1, 2), and one when the ranging
measurement frame is received (R;, where i = 1, 2). Next, each device must apply the ranging

calibration constants (see 14.5) to account for signal processing delays through the transmit and
receive chains:

Tic = T; + RANGING_TRANSMIT_DELAY, (50 a)

Rie=R;- RANGING RECEIVE DEIAY. (50 b)

where i F 1, 2 and where Tj. and R;. are the calibrated time measurements. Finally, device #2-myst
deliver the measurement values T,. and R, to device #1.

o e

Tic Ric
Device #1 Preamble Header | Payload Préamble Header | Payload
4
1
[]
(]
H
,' TZc
[
[
[

]
[
]
'
', RZC
.
.
]
3

l l

Device #2 Preamble Header | Payload Preamble Header | Payload

_’l |‘_Propagation _’l |‘_Propagation
Time Time

Figure 30 - Example ranging measurement frame pair

Given the four compensated time measurements, a simple range estimate, D, can be calculated ps
follows:

o | (Roc = T1¢) = (Toc = Ry) | L
u—bAL 2 Jy \ 1)

where c is the speed of light.

15 PHY and MAC service access points (informative)
This informative clause presents one conceptual interface to illustrate the functionality of a device that

implements this specification. It is not intended for physical implementation or as a computer language
interface.
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Service access points (SAPs) are provided for data transfer and for management of the physical (PHY)
layer and medium access control (MAC) sublayer.

The reference model in Figure 31 illustrates the logical entities and the relationships between them.

All SAPs are logical interfaces and do not necessarily imply a particular implementation or an exposed
interface.

The PHY provides data services to the MAC sublayer through the PHY service access point (SAP).
These services are described in this Clause in terms of PHY primitives exchanged between the MAC
and the PHY via the PHY SAP.

THe MAC provides data services to the MAC client through the MAC SAP. These(servijces are
dgscribed in this Clause in terms of MAC primitives exchanged between the MAC and the MAC client
vig the MAC SAP.

Bgth the MAC sublayer and the PHY layer conceptually include management entities, called the MAC
sublayer management entity (MLME) and physical layer management entity (PLME). Thesq entities
prpvide the layer management service interfaces for the layer management functigns. For
management of the MAC and PHY, a device management entity (DME)-should be present within each
dgvice. The PLME and MLME provide management services to the DME“through the PLME and MLME
SAPs. The DME is a layer-independent entity that may be viéewed as residing in a peparate
management plane or as residing "off to the side.” The DME is,outside the scope of this Standard, but
this entity may be viewed as being responsible for such functions as the gathering of layer-dgpendent
sjitus from the various layer management entities and similarly setting the value of layer-specific
parameters. The DME typically performs such functions :on behalf of the general system manggement
entities and implements Standard management protocols

MAC client
MAC SAP
A |
|
| o
M Medium -access : MAC sublayer 3
A control (MAC) 1 management g
C sublayer : entity (MLME) s DeMice
| managlement
" :
\ 4 PHY SAP ! entity (DME)
4 :
| . o
P 1 Physical layer s
H PHY layer | management w
Y ! entity (PLME) 3
|
A 4 I

Figure 31 - The SAP reference model used in this Standard

15.1 Generic MIB management primitives

The management information specific to the PHY layer or the MAC sublayer is represented in a
management information base (MIB). Devices are not intended to be managed across a network.
Devices use the management information to ascertain and control certain characteristics of the PHY
layer and MAC sublayer.

The management entity is viewed as "containing" the MIB. The MIB-related management primitives
exchanged across the management SAP allow the DME to either "GET" the value of a MIB attribute, or
to "SET" the value of a MIB attribute. The invocation of a SET.request primitive may require the PHY
layer or the MAC sublayer to perform defined actions.
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The GET and SET primitives are represented as requests with associated confirm primitives.

The primitives for the PHY layer management SAP are prefixed by PLME and for the MAC sublayer
are prefixed by MLME. XX in the table and following Clauses denotes MLME or PLME. The primitives
are summarized in Table 50.

Table 50 - Summary of generic management primitives

Name Request Confirm
XX-GET 15.1.1 15.1.2
XX-SET 15.1.3 15.1.4

The parameters used for these primitives are defined in Table 51.

Table 51- Generic management primitive parameters

Name Type Valid range Description
MIBattrib- | Octetstring | Any MIB attribute as defined in The name of the MIB
ute 15.3 or 15.5 attribute
MIBvalue Variable As defined in 15.3 or 15.5 The value of the MIB
attribute
ResultCode Enumera- SUCCESS, Indicates the result of the
tion INVALID_MIB_ATTRIBUTE_N | PLME or MLME request
AME;
INVALID_MIBAATTRIBUTE_V
ALUE,
READ_ONLY_MIB_ATTRIBU
TE,
WRITE_ONLY_MIB_ATTRIBU
TE

15.1.1 [ XX-GET.request
This prirpitive requests infermation about a given attribute. The definition of this primitive is:

XX-GET.reguest(
MEBattribute

D)

The primitive parameter is defined in Table 51.

15.1.1.L “When generated

This primitive is generated by the DME to obtain information from the PHY or MAC.
15.1.1.2 Effect of receipt

The PLME or MLME attempts to retrieve the requested PHY or MAC attribute from its database and
responds with XX-GET.confirm that gives the result.

15.1.2 XX-GET.confirm

This primitive reports the results of an information request about the PHY or MAC. The definition of this
primitive is:

XX-GET.confirm(
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ResultCode,
MIBattribute,
MIBvalue

)

The primitive parameters are defined in Table 51.

15.1.2.1 When generated
This primitive is generated in response to an XX-GET.request by the DME.

15
TH
ot
W(
15
TH
pr

TH
15
TH
18
TH

.1.2.2 Effect of receipt

e primitive returns the appropriate MIB attribute value if the ResultCode is SUCCESS;
nerwise it returns an error indication in the ResultCode. Possible values of the,ResultC
uld indicate an error are INVALID_MIB_ATTRIBUTE_NAME and WRITE_ONLY_MIB_ATTR

.1.3 XX-SET.request
is primitive attempts to set the indicated MIB attribute to the given valtue.” The definitio
mitive is:

XX-SET.request(

MIBattribute,
MIBvalue

)

e primitive parameters are defined in Table 51.

.1.3.1 When generated
is primitive is generated by the DME to set the indiCated MIB attribute.

.1.3.2 Effect of receipt
e PLME or MLME attempts to set the requested MIB attribute in its database. If this MIB

implies a specific action, then this requests that the action be performed. The PLME ¢

re

15

Th
of

TH

15
TH

5ponds with XX-SET.confirm that gives-the result.

.1.4 XX-SET.confirm

is primitive reports the results of an attempt to set the value of an attribute in the MIB. The ¢
this primitive is:

XX-SET.caonf¥rm(

ResubhtCode,
MiBattribute

)

e primitive \parameters are defined in Table 51.

1.4, 55" When generated
is-primitive is generated in response to an XX-SET.request by the DME.

pde that
BUTE.

n of this

attribute
r MLME

efinition

15717272 Effectofr receipt

If the ResultCode is SUCCESS, this confirms that the indicated MIB attribute was set to the requested
value; otherwise it returns an error condition in the ResultCode. If this MIBattribute implies a specific
action, then this confirms that the action was performed. Possible ResultCodes for an error are:

©l

- INVALID_MIB_ATTRIBUTE_NAME
- INVALID_MIB_ATTRIBUTE_VALUE
- READ_ONLY_MIB_ATTRIBUTE
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15.2 PHY SAP interface

Table 52 lists the PHY SAP primitives for peer-to-peer interactions. Table 53 lists the PHY SAP
primitives for sublayer-to-sublayer interactions only.

Table 52 - PHY-SAP Peer-to-Peer Service Primitives

Primitive Request Indication Response Confirm

DL D ATA
LI B B =/ an W I g ¥

Table 53 - PHY-SAP Sublayer-to-Sublayer Service Primitives

Primitive Request Indication Response Confirm
PHY-TX-START x x
PHY-TX-END x x
PHY-CCA-START x x
PHY-CCA-END x x
PHY-RX-START x X x
PHY-RX-END X X x

The remainder of this sub-clause describes the services provided using these PHY primitives.

15.2.1 |Data transfer

This mefhanism supports the procedure of transferring an octet of data from the MAC sublayer to the
PHY laygr or vice versa. Table 54 lists the parameters that appear in the primitives of this Clause.

Table 542 "PHY-DATA Primitive Parameters

Name Type Valid Range Description

DATA Bit. String 0x00 - OxFF Appears in PHY-DATA.request and
PHY-DATA.indication; specifies an
octet of bit string for transfer from the
MAC to the PHY or vice versa.

15.2.1.1 RHY-DATA.request
This primiiive reque he tran
primitive is as follows:
PHY-DATA.request(
DATA
)
15.2.1.1.1 When generated

This primitive is generated by the MAC to request the transfer of a single octet of data from the MAC to
the PHY. It may only be issued following a transmit initialization confirmation (PHY-TX-START.confirm)
from the PHY.
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15.2.1.1.2 Effect of receipt

The PHY transfers a single octet of data from the MAC. It subsequently issues a PHY-DATA.confirm to
the MAC.

15.2.1.2 PHY-DATA.confirm

This primitive reports the transfer of an octet of data from the MAC to the PHY. The definition of this
primitive is as follows:

PHY-DATA_confirm(

)
15.2.1.2.1 When generated

THe primitive is generated by the PHY following the transfer of an octet of data frem, the MAC to the
PHY.

13.2.1.2.2 Effect of receipt

THe MAC generates the next PHY-DATA.request to transfer the next a@ctet of data to thel PHY, if
agplicable.

14.2.1.3 PHY-DATA.indication

THis primitive indicates a transfer of an octet of data from the PHY: to the MAC. The definitign of this
pr|mitive is as follows:

PHY-DATA.indication(
DATA
)

13.2.1.3.1 When generated

THis primitive is generated by a receiving PHYZlayer to transfer an octet of available data to the local
MAC sublayer. It may only be issued _following a receive initialization confirmation (PHY-RX-
START.confirm) from the PHY.

15.2.1.3.2 Effect of receipt

THe MAC transfers a single octet of’data from the PHY. It subsequently issues a PHY-DATA.response
to[the PHY.

13.2.1.4 PHY-DATA.response

ThHis primitive responds™to-the transfer of an octet of data from the PHY to the MAC. The defnition of
this primitive is as follews:

PHY+DATA _response(

)

15.2.1.4.14v When generated
THe primitive is generated by the MAC to respond to the PHY after an octet of data hps been
trgnsferred from the PHY to the MAC.
15.2.1.4.2 Effect of receipt

The PHY will generate the next PHY-DATA.indication for the transfer of the next available octet of data
to the MAC, if applicable.

15.2.2 PHY transmission control

This mechanism supports the procedure of controlling the start or end of a PHY transmission. Table 55
lists the parameters that appear in the primitives of this Clause via TXVECTOR.
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Table 55 - TXVECTOR Parameters

Name Type Valid Range Description
LENGTH Integer 0 .. pMaxFramePayloadSize tSlr»]pt%fcifies. the r?urr&b(er r?‘f %c(tjets in
. € Trame payload (wnhic oes
for standard mode; not include the FCS, tail bits,

and nad hitc\ that tha MAC ic
requesting the PHY to transmit

1 .. pMaxFramePayloadSize
for burst mode

RATE Bit String 5 bits Specifies the data rate.at which
the frame body is tobe
transmitted (see Table 24).

BURST_MODE | Enumera- ZERO = Standard Mode, Indicates whether the

tion transmission Js in the middle of
a burst,.i.e\,'wWhether the current

ONE = Burst Mode PPDUwiIll be followed by

anagther PPDU transmitted by

this device with a MIFS

Separation.

PREEAMBLE_TY | Enumera- | ZERO = Standard Preamble;) | Specifies the type of preamble
PE tion for the next PPDU when

BURSTMODE is set to ONE;
ONE = Burst Preamble Reserved when BURSTMODE
is set to ZERO.

SCRAMBLER Bit String 2 bits Provides a 2-bit value to
initialize the scrambler for the
current PPDU transmission (see
Table 29).

TXRPWR_LEVEL Integer 0-7 Specifies a transmit power

- attenuation for the current
PPDU transmission (see Table
44).

TX_TFC Bit String 4 bits Specifies the TFC code used for
- transmission of the current
packet (see Table 27).

BG Bit-String 3 bits Specifies the Band Group used
for transmission of the current
packet (see Table 28).

MAC HEADER Octet 10 octets Provides the MAC header for
- Strin the current PPDU for
g transmission.

TN Bit String 384 bits Specifies nulled frequency
carriers (see 9.2)

15.2.2.1 PHY-TX-START.request

This primitive requests the local PHY layer to start the transmission of a PPDU onto the wireless
medium. The definition of this primitive is as follows:

PHY-TX-START.request(

TXVECTOR
)

15.2.2.1.1 When generated

The primitive is generated by the MAC sublayer to initiate the transmission of a PPDU by the local PHY
layer onto the wireless medium.
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15.2.2.1.2 Effect of receipt

The PHY begins transmitting a PLCP preamble. It subsequently issues a PHY-TX-START.confirm to
the MAC.

15.2.2.2 PHY-TX-START.confirm

This primitive reports the start of the PLCP preamble transmission by the PHY. The definition of this
primitive is as follows:

PHY-TX-START.confirm(

15
TH
on
15
TH
if

trg
15

Th
fo

15
TH
fo
15
Th
15
Th

15
TH
15
TH

)
.2.2.2.1 When generated

is primitive is generated by the PHY to indicate to the MAC the start of transmjssion of th
to the wireless medium.

.2.2.2.2 Effect of receipt

e MAC proceeds to issue PHY-DATA.request primitives to transfer the TXYECTOR and frar
hny, to the PHY when they are available, or to issue a PHY-TX-ENDéquest primitive to er
nsmission.

.2.2.3 PHY-TX-END.request

lows:
PHY-TX-END.request(

)

.2.2.3.1 When generated

is primitive is generated by the MAC following reception of the last PHY-DATA.confirm from
the current MPDU transfer.

.2.2.3.2 Effect of receipt
e PHY stops the transmission and\subsequently issues a PHY-TX-END.confirm to the MAC
.2.2.4 PHY-TX-END.confirm

is primitive reports the PHY.s exit from the transmission. The definition of this primitive is as

PHY-TX-END.confirm(

))
.2.2.4.1 When‘generated
is primitive.is.generated by the PHY upon stopping the local transmission.

.2.2.4:2) Effect of receipt
e MAC-is in a position to initiate the next transmit, receiver, or power management operatio

15

e PPDU

he body,
d PHY'’s

is primitive requests the local PHY layer to end the transmisSion. The definition of this primifive is as

the PHY

follows:

=]

.228 PHY reception control

This mechanism supports the procedure of controlling the start or end of a PHY reception. Table 56
lists the parameters that appear in the primitives of this Clause via RXVECTOR.

©l

SO/IEC 2009 - All rights reserved

93


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Table 56 - RXVECTOR Parameters

Name

Type

Valid Range

Description

LENGTH

Integer

0 .. pMaxFramePayloadSize
for standard mode;

Specifies the number of octets in
the frame payload (which does
not include the FCS, tail bits,

1 .. pMaxFramePayloadSize
for burst mode

and-padhits) that the P Y-wit—
be transferring to the MAC.

RATE

Bit String

5 bits

Specifies the data rate at'which
the frame body is received (see
Table 24).

BUR

5T _MODE

Enumera-
tion

ZERO = Standard Mode;

ONE = Burst Mode

Indicates whether the reception
is in the middle of a burst, i.e.,
whether the current PPDU will
be fellowed by another PPDU
transmitted by the same device
with a MIFS separation.

PREA

MBLE_TY
PE

Enumera-
tion

ZERO = Standard Preambl€;

ONE = Burst Preamble

Specifies the type of preamble
for the next PPDU when
BURSTMODE is set to ONE;
Reserved when BURSTMODE
is set to ZERO.

X_TFC

Bit String

4 hits

Specifies the TFC code used for
transmission of the current
packet (see Table 27).

BG

Bit String

3 bits

Specifies the Band Group used
for transmission of the current
packet (see Table 28).

MAC

| HEADER

Octet
String

10 Octets

Provides the MAC header for
the received PPDU.

HEAD

ER_ERRO
R

Integer

0-255

Value = 0: HCS and all fields
valid

Bit 4 = 1: HCS invalid

Bit 3 = 1: Unsupported data rate
Bit 2 = 1: wrong channel

RSSI

Integer

0 .. RSSIMaximum

Provides the receive signal
strength indication, in decibels,

a measure of the energy
observed at the antenna used to
receive the PLCP preamble of
the current PPDU, and a mono-
tonically increasing function of
the received power.

LQI

Bit String

8 bits

Provides a monotonically
increasing measure of the link
quality as assessed by the PHY
(see Table 49).
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15.2.3.1 PHY-RX-START.request

This primitive requests the local PHY layer to start reception. The definition of this primitive is as
follows:

PHY-RX-START .request(

)

15.2.3.1.1 When generated

The—p
preamble by the local PHY layer for an anticipated PPDU reception.

15.2.3.1.2 Effect of receipt

THe PHY begins PLCP preamble acquisition. It subsequently issues a PHY-RX-START.confirm to the
MAC.

14.2.3.2 PHY-RX-START.indication

THis primitive indicates acquisition of a PLCP preamble by the local PHY layer. The definitign of this
pr|mitive is as follows:

PHY-RX-START. indication(

)
15.2.3.2.1 When generated

THis primitive is generated by a receiving PHY layer upon detecting the end of the synchrgnization
sgiguence of a PLCP preamble.

13.2.3.2.2 Effect of receipt

THe MAC is provided with a reference time for determining the start of the received frame on the local
aiff interface.

15.2.3.3 PHY-RX-START.confirm

THis primitive reports reception of the*PLCP header by the PHY. The definition of this primit|ve is as
follows:

riitina 1o aanaratad by tha MAC cublaviar 0 initiata Ar caontiniia tha
Tty o g e e rate ooy e Vi ro—Su ety St rrtrette— O corttma e e

acgtisitten—efa PLCP

PHY-RX-START .caonfirm(
RXVECTOR
)
13.2.3.3.1 When generated
THis primitive is generated by the PHY following complete reception of the PLCP header or a fimeout.
15.2.3.3.2 Effect of receipt
If the valueef HEADER_ERROR is zero and the value of LENGTH is non-zero then the MAL is in a
pdsition to-réceive PHY-DATA.request primitives for the transfer of the RXVECTOR and framg body, if
anly, or issue a PHY-RX-END.request to abort the receive operation.
15.22.3.4 PHY-RX-END.request

This primitive requests the local PHY layer to end reception. The definition of this primitive is as
follows:

—

PHY-RX-END.request(

)
15.2.3.4.1 When generated

This primitive is generated by the MAC following reception of the last PHY-DATA.indication from the
PHY for the anticipated receive MPDU transfer.

15.2.3.4.2 Effect of receipt
The PHY stops the reception and issues a PHY-TX-END.confirm to the MAC.
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15.2.3.5 PHY-RX-END.indication

This primitive indicates completion of a PPDU reception from the wireless medium. The definition of
this primitive is as follows:

PHY-RX-END. indication(

)
15.2.3.5.1 When generated

Thls pri-nii-iun e aganaratad hy, o racanzina DLIN Iaoviay pinon racanina tha camnlata DDN from the
Hrerye—ro—gererartc ooy ——reecv g Tty o recervy g e —comprete—T 1o oo

cHooTt

wireless|medium.

15.2.3.p.2 Effect of receipt

The MAC is provided with a reference time for determining the end of the received frame-on the logal
air interface.

15.2.3.p PHY-RX-END.confirm
This prirpitive reports the PHY’s exit from reception. The definition of this primitive js as follows:

PHY-RX-END.confirm(

)

15.2.3.p.1 When generated

This prirpitive is generated by the PHY upon stopping reception.

15.2.3.p.2 Effect of receipt

The MAC is in a position to initiate the next transmit, receiver,”or power management operation.
15.2.4 [PHY CCA control

This mechanism supports the procedure of controlling the start or end of a PHY CCA. There are po
parameters that appear in the primitives of this Clause.
15.2.4.1 PHY-CCA-START.request

This primitive requests the local PHY layet:to’ start its CCA operation. The definition of this primitive
as followys:

is

PHY-CCA-START . reguest(

)
15.2.4.1.1 When generated
This prirpitive is generated,by the MAC sublayer to initiate the CCA by the PHY layer.

15.2.4.1.2 Effectof’receipt

The PHY starts its\€CA operation and reports the CCA result in the PHY MIB pCCAStatus attribute] It
subsequently issues a PHY-CCA-START.confirm to the MAC. The PHY updates the CCAStatus valpie
whenever the\€CA result is changed, until a subsequent PHY-CCA-END.request is issued by the MA

15.2.4. P~ PHY-CCA-START.confirm

This primitive reports the start of the CCA operation by the PHY. The definition of this primitive is as
follows:

\J

PHY-CCA-START.confirm(

)
15.2.4.2.1 When generated
This primitive is generated by the PHY to indicate to the MAC the start of the CCA.

15.2.4.2.2 Effect of receipt

The MAC/MLME may proceed to issue generic management primitives PLME-GET (CCAStatus) to
obtain and update the CCA result.
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.2.4.3 PHY-CCA-END.request

This primitive requests the local PHY layer to end the CCA operation. The definition of this primitive is

as

15
Th

follows:
PHY-CCA-END.request(

)
.2.4.3.1 When generated

15
TH
15
TH

follows:

15
TH
15
TH

repult.

19
TH

e-primitina 1o aanaratad b tha MAC \whanavar COA 1c no lananyr nandad
TSPty o g e e rate ooy tre v Ty e oo oo gt e e atos

.2.4.3.2 Effect of receipt
e PHY stops the CCA operation.

.2.4.4 PHY-CCA-END.confirm
is primitive reports the end of the CCA operation by the PHY. The definition\©f this primit

PHY-CCA-END.confirm(

)
.2.4.4.1 When generated
is primitive is generated by the PHY upon stopping the CCASgperation.

.2.4.4.2 Effect of receipt
e MAC stops issuing generic management primitives\PLME-GET (pCCAStatus) to obtain

.3 PLME SAP interface

ve is as

he CCA

e PHY management service is provided using the generic management service primitive$ PLME-

©l

GET and PLME-SET operating on PHY MIB-attributes defined in Table 57 and Table 58, and the PLME
SAP Service Primitives operating on not-specific PHY MIB attributes as listed in Table 60.
Table 57 - PHY MIB Attributes
Name Type Valid Range Description
pMaxFramePayload- Integer 4 095 Specifies the maxi-
Size mum allowed length
of the frame payload
(which does not
include an FCS) in
any MPDU.
pPowerState Enumera- SLEEP, STANDBY, Specifies the power
Tion READY State of the PHY.
pCCAStatus Enumera- CHANNEL_BUSY, | Indicatesthe medium
tion CHANNEL_CLEAR | activity of the chan-
nel.
SO/IEC 2009 - All rights reserved 97
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Table 58 - PHY MIB Ranging Attributes

Name Type | Valid Range Description
pRCLKOp- Inte- | See Table Specifies the ranging support capabilities.
tions ger 59
Value set to 0 if ranging is not support
bit O: set if ranging is supported,;
bit 1: set if a 528 MHz timer is used;
bit 2: set if a 1 056 MHz timer is used;
bit 3: set if a 2 112 MHz timer is used;
bit 4: set if a 4 224 MHz timer. is used;
bit 5: set if pRangingTimer bits,[23:18] are
active;
bit 6: set if pRangingTimer bits [31:24] are
active.
pRCLKToler- Inte- 0-255 Specifies the PHY-r&nging timer accuracy in
ance ger PPM.
pRanging- Inte- | O- (231-1) Specifies the'yanging timer value via a 32-bit
Timer ger unsigned integer.
If bit4 of pPRCLKOptions is 0, Timer[0] = 0.
If\bit 3 of pPRCLKOptions is 0, Timer[1] = 0.
If bit 2 of pPRCLKOptions is 0, Timer[2] = 0.
If bit 5 of pPRCLKOptions is 0, Timer[23:18] =
0x00.
If bit 6 of pPRCLKOptions is 0, Timer[31:24] =
0x00.
Table 59 - Ranging pRCLKOptions Valid Values
Value (HeX) Active Timer Bits Clock Frequency (MHz) Timer Span
Q0 N/A N/A N/A
03 [17:3] 528 62,1 ms
05 2 1056 621-ms
09 [17:1] 2112 62,1 ms
11 [17:0] 4224 62,1 ms
23 [23:3] 528 3,97 ms
25 [23:2] 1 056 3,97 ms
29 [23:1] 2112 3,97 ms
31 [23:0] 4224 3,97 ms
63 [31:3] 528 1,02 s
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Table 59 - Ranging pRCLKOptions Valid Values (concluded)

15
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TH

Value (Hex) Active Timer Bits Clock Frequency (MHz) Timer Span
65 [31:2] 1 056 1,02s
69 [31:1] 2112 1,02s
71 [31:0] 4 224 1,02s
Table 60 - PLME SAP Service Primitives
Primitive Request Indicate Response Confirm
PLME-RESET X X
PLME-RANGING-TIMER-START X X
PLME-RANGING-TIMER-END X X

.3.1 PHY reset

is mechanism supports the procedure of resetting the PHY layerand its management entity.
[s the parameters that appear in the primitives of this Clause,

Table 61 - PLME-RESET Primitive Parameters

Table 61

Name Type Valid Range Description
ResetResultCode Enumera- ~SUCCESS, FAILED | Indicates the result of
tion the PHY reset proce-
dure.

.3.1.1 PLME-RESET.request

is primitive requests to reset.the PHY data path and its management entity and MIB. The
this primitive is as follows:

PLME-RESET. request(

)

.3.1.1.1 When/generated

is primitive is‘generated by the MLME on behalf of itself or the DME whenever the PHY nee
set.

.3.1.152 Effect of receipt
e-PHY resets both the transmission and reception, the CCA operation, and its manageme

efinition

ds to be

nt entity

a

d MIB. The PI ME subsequently issues a PHY-RESET confirm to the MI ME

15.3.1.2 PLME-RESET.confirm
This primitive reports the results of a reset procedure. The definition of this primitive is as follows:

PLME-RESET .confirm(

ResetResultCode
)

15.3.1.2.1 When generated
This primitive is generated by the PLME as a result of a PLME-RESET.request.
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15.3.1.2.2 Effect of receipt
The DME or MLME is notified of the results of the PHY reset procedure.

15.3.2 PHY ranging timer control

This mechanism supports the procedure of enabling or disabling the PHY ranging timer. There are no
parameters that appear in the primitives of this Clause.

15.3.2.1 PLME-RANGING-TIMER-START.request
This primitive requests to enable the PHY ranging timer, The definition of this primitive is as follows:

PLME-RANGING-TIMER-START . request(

)

15.3.2.1.1 When generated
This primitive is generated by the MLME on behalf of itself or the DME to enable the PHY ranging
timer.
15.3.2.1.2 Effect of receipt

The PLNIE enables the PHY ranging timer. The PHY captures the value of the_ranging timer in the MIB
attributel] pRangingTimer. It subsequently issues a PHY-RANGING-TIMER-START.confirm to the
MLME.

15.3.2.2  PLME-RANGING-TIMER-START.confirm

This primitive reports the enabling of the PHY ranging timer, The definition of this primitive is ps
follows:

PLME-RANGING-TIMER-START .confirm(

)
15.3.2.p.1 When generated
This prirpitive is generated by the PLME as a result of a PLME-RANGING-TIMER-START.request.

15.3.2.p.2 Effect of receipt
The DME or MLME is notified of the enabling of the PHY ranging timer.

15.3.2.3  PLME-RANGING-TIMER-END.request
This prirpitive requests to disable the PHY ranging timer. The definition of this primitive is as follows

PLME-RANGING3TIMER-END. request(

)

15.3.2.B.1 Whensgenerated
This primitive is generated by the MLME on behalf of itself or the DME to disable the PHY ranging
timer.
15.3.2.B.24 _Effect of receipt
The PLMEZ disables the PHY ranging timer. It subsequently issues a PHY-RANGING-TIMER-
END.confirm to the MLME.

15.3.2.4 PLME-RANGING-TIMER-END.confirm

This primitive reports the disabling of the PHY ranging timer. The definition of this primitive is as
follows:

PLME-RANGING-TIMER-END.confirm(

)

15.3.2.4.1 When generated
This primitive is generated by the PLME as a result of a PLME-RANGING-TIMER-START.request.
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15.3.2.4.2 Effect of receipt

The DME or MLME is notified of the disabling of the PHY ranging timer. The DME or MLME ceases to
get the value of the MIB attribute pRangingTimer.

15.4 MAC sublayer management primitives

The MAC sublayer management primitives are described in 15.1, Generic MIB management primitives.

15.5 MAC management information base (MIB)

The MAC MIB objects listed in Table 62 may be read and written using the MLME-GET and MLME-SET
primitives.

Table 62 - MAC MIB attributes

Managed Object Range
mDevAddType {Private, Generated}
mSecurityModeSelected {0,1,2}

1%.6 MLME SAP interface
13.6.1 Reset

THe service primitives in this Clause are provided for the~DME to reset the MAC sublayer. The
pr|mitives covered in this Clause are listed in Table 63.

Table 63 - Reset<primitives

Service Primitive Request Indication Response Confirm

MLME-RESET 15.6.1.3 15.6.1.2

Table 64 lists the parameters that appear in the primitives of this Clause.

Table 64 - Reset primitive parameters

Name Type Valid range Description
ResultCode Enumeratioh SUCCESS, Appears in MLME-RESET.confirm only; indicates the [result
FAILURE of the corresponding MLME RESET.request.

15.6.1.1 MLME-RESET.request
THis primitive_fequests to reset the MAC sublayer data path and its management entity and MIB.

THe definition ‘of this primitive is:
MLME-RESET .request(

))

15.6.1.1.1 When generated
This primitive is generated by the DME when it needs to reset the MAC sublayer.

15.6.1.1.2 Effect of receipt

The MAC sublayer resets both the transmit and receive state machines, its management entity and
MIB to the default power on states or default values. The MAC sublayer discards all MSDUs and their
fragments, if any, that are buffered for transmission to a peer MAC sublayer or delivery to the MAC
client. Until the MLME receives other primitives, the MAC sublayer will not perform any transmit or
receive operations. The MLME issues an MLME-RESET.confirm when the reset has completed, to
reflect the results of the reset request.
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15.6.1.2 MLME-RESET.confirm
This primitive reports the results of a reset procedure.

The definition of this primitive is:
MLME-RESET .confirm(

ResultCode
)
15.6.1.p°1 Whem generated
This prirtuitive is generated by the MLME as a result of an MLME-RESET.request at the completion|of

the reset operation.
15.6.1.p.2 Effect of receipt
The DME is notified of the results of the reset procedure.

15.6.2 | Scan

The seryice primitives in this Clause are provided for the DME to perform channel scan operations.
The prinitives covered in this Clause are listed in Table 65.

Table 65 - Scan primitives

Service Primitive Request Indication Response Confirm
MLME-SCAN 15.6.2.1 15.6.2.2
MLME-SCAN-PLCP-HEADER-RECEIVED 15.6.2.3

Table 64 lists the parameters that appear in the primitives of this Clause.

Table 66 - Scan_ primitive parameters

Ngme Type Valid range Description
ChannelNumber | Enumeration PHY dependent The physical channel to be scanned.
BPST|Offset Integer 0-65535 The offset of the start of a received frame relative t¢

the BPST of the device, measured in
microseconds.

LRI Integer 0-255 Link quality indication.
PLCPHeader PLCP The PLCP header of the received frame.
header
ResultCode Enumeration SUCCESS, FAILURE Indicates the result of the corresponding request,
R$SH Integer 0-255 Receive signal strength indication.
ScanState Enumeration SCAN_ONLY, Sets the scan state in the MLME-SCAN primitive.

SCAN_OUTSIDE_BP,
SCAN_WHILE_INACTIVE,
SCAN_DISABLED

15.6.2.1 MLME-SCAN.request
This primitive begins a scan operation.

The definition of this primitive is:
MLME-SCAN.request(
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ChannelNumber,
ScanState

)

anState indicates the requested scanning state. Table 67 shows the possible scan types:

Table 67 - Scan State parameter values

:2009(E)

ScanState Value Description
SCAN_ONLY Scan only. No other transmit or receive operation is performed until the.Scgn is
completed.
SCAN_OUTSIDE_BP Scan at all times except in the BP.
SCAN_WHILE_INACTIVE Scan only when not scheduled to transmit or_receive.
SCAN_DISABLED Scanning is disabled. This is the default scanning state an power up or aftef an
MLME-RESET request completes suceessfully.

TH
15
TH
15
TH
15

THh
su

TH

e ChannelNumber indicates the PHY channel to use during the seap.
.6.2.1.1 When generated

is primitive is generated by the DME to change the scanning, state.
.6.2.1.2 Effect of receipt

e MLME initiates a change of the scanning state to the’new state indicated by the request.

.6.2.2 MLME-SCAN.confirm

is primitive confirms that a scanning state chiange initiated by the MLME-SCAN request R
ccessfully completed or that the state changé’attempt has failed.

e definition of this primitive is:
MLME-SCAN.confirm(

ResultCode
)

as been

ResultCode indicates whether the operation to change the scan state has successfully completed. If

ch
og
15
Th
sC
15
TH

anging the scan state, does not succeed, it is a vendor specific decision when to time
eration and return EAHLURE.

.6.2.2.1 When/generated

is primitive is-generated by the MLME as a result of an MLME-SCAN.request once the re
an state has been entered or the operation has failed.

.6.2,252° Effect of receipt
e fecipient is notified of the results of the procedure of changing the scan state.

out the

gquested

©l
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3 MLME-SCAN-PLCP-HEADER-RECEIVED.indication

This indication informs the DME that a PLCP header was received. This indication only occurs when
the scan state is not SCAN_DISABLED.

The defi

Channe
15.6.2.
This ind
sublaye
15.6.2.
The reci

15.6.3

The ser
receptio

nition of this primitive is:
MLME-SCAN-PLCP-HEADER-RECEIVED. indication(

PLCPHeader,
ChannelNumber

BPSTOffset,
LQl,
RSSI

)

Number is the PHY channel on which the PLCP header was received.

3.1 When generated

is not in the SCAN_DISABLED state.

3.2 Effect of receipt
pient is notified that a PLCP header has been received.

Beacon transmission and reception

ice primitives in this Clause are provided for the DME to control beacon transmission a
n. The primitives covered in this Clause are listed in“Table 68.

Table 68 - Beacon*primitives

Service Primitive Request Indication Response Confirm
MLME-BEACON-START 15.6.3.1 15.6.3.2
MLME-BEACON-STOP 15:6.3.3 15.6.3.4

MLME-BEACON-CHANGE- 15.6.3.5 15.6.3.6
CHANNEL
MLME-BEACON 15.6.3.7
MLME-BEACON-MERGE-BP 15.6.3.8 15.6.3.9 15.6.3.10

ication is generated by the MLME when the device receives a PLCP. header and the MAC

104
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Table 69 lists the parameters that appear in the primitives of this Clause.

Table 69 - Beacon primitive parameters

Name Type Valid range Description
Beaconinfo Array Variable A variable size array containing all information
for a transmitted or received beacon
ChaIIIIU:ChGIIgU:ECUUIIt :Iltcl‘.’cl C 255 Thc Ilulllbcl Uf Qupclflalllcc ;II \l\lh; h to
include a Channel Change IE-priof to
changing channels
ChannelNumber Enumeration PHY dependent The physical channel on.which the bpacon
will be transmitted-erwas received
BPMoveCountdown Integer 0-255 The number of superframes before p BP
merge commences, based on a neighbour's
BP Switch IE
BPSTOffset Integer 0-65535 The offSet™of the start of a received bpacon
relative to the BPST of the device, mejasured
in microseconds
BeaconType Enumeration NEIGHBOR, The type of beacon reported, indicating
ALIEN, whether a received beacon was classffied as
OWN a neighbour or an alien, or if the beacpn was
transmitted by the device
LQI Integer 0-255 The relative value of the PHY-dependpnt link
quality indication associated with a refceived
frame
ResultCode Enumeration SUCCESS, Indicates the result of the corresporjding
FAILURE, MLME-BEACON-START or MLME-BHACON-
FAILURE_NO_SLOTS STOP request
RSSI Integer 0-255 The relative value of the PHY-depemndent
received signal strength indication asspciated
with a received frame

TH
TH

.6.3.1 MLMEBEACON-START.request

e definition of this primitive is:

MLME-BEACON-START . request(

ChannelNumber

is primitive-nstructs the MAC sublayer to begin beacon transmission on the specified chanrel.

)

ChannelNumber is the physical layer channel on which beacon transmission will begin.

15.6.3.1.1 When generated
This primitive is generated by the DME to instruct the MAC sublayer to begin beacon transmission.

15.6.3.1.2 Effect of receipt
When the MLME receives the request it initiates the process of starting to transmit beacons on the
indicated channel.

© ISO/IEC 2009 - All rights reserved
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15.6.3.2 MLME-BEACON-START.confirm

This primitive confirms the completion of an MLME-BEACON-START request. This confirmation
indicates whether the first beacon has been transmitted.

The definition of this primitive is:
MLME-BEACON-START.confirm(

ResultCode
)

ResultCpde indicates whether beacons have begun to be successfully transmitted. If an operation|to
start befcon transmission is not succeeding, it is a vendor specific decision when to time‘out the
operation and return FAILURE.

15.6.3.p.1 When generated

This primitive is generated by the MLME as a result of an MLME-BEACON-START.request to indicdte
that the [first beacon has been successfully transmitted or that the operation has failed.

15.6.3.p.2 Effect of receipt

The recipient is notified of the results of the procedure of starting to transmit beacons.
15.6.3.B MLME-BEACON-STOP.request

This primitive causes the MAC sublayer to stop transmitting beaeons.

The definition of this primitive is:

MLME-BEACON-STOP.request(

)
15.6.3.B.1 When generated

This prifnitive is generated by the DME to stop<beacon transmission that was started with the MLMIE-
BEACON-START request.

15.6.3.B.2 Effect of receipt
The MLME immediately initiates ending the transmission of beacons.

15.6.3.4 MLME-BEACON-STOP.confirm

This prirpitive confirms that beacon transmission has been stopped by the MLME after the DME issu
the MLME-BEACON-STOPequest.

9%
o

The defipition of this primitive is:
MLME=BEACON-STOP.confirm(

ResultCode
)

ResultCpde) indicates whether the beacon operation successfully stopped. If ending beacpn
transmisSon 15 Mot SUCCESSIUt, 1T 1S a VEendor Specific decision When to ume out the operauon and
return FAILURE.

15.6.3.4.1 When generated

This primitive is generated by the MLME as a result of an MLME-BEACON-STOP.request once beacon
transmission has been successfully stopped or the operation has failed.

15.6.3.4.2 Effect of receipt

The recipient is notified of the results of the procedure of stopping beacon transmission. A successful
confirmation indicates at least one BP has passed without a beacon being transmitted.

106 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

15

ISO/IEC 26907

.6.3.5 MLME-BEACON-CHANGE-CHANNEL.request

:2009(E)

This primitive causes the MAC sublayer to change the channel on which it transmits beacons (and all
other frames).

Th

e definition of this primitive is:
MLME-BEACON-CHANGE-CHANNEL . request(

ChannelNumber,
ChannelChangelECount

15
TH
15
TH

chlanges the PHY channel it uses to the channel indicated by the ChannelNumber parameter a

of

superframe if the ChannelChangelECount parameter is zero.

15
TH

CHANGE-CHANNEL request.

TH

R4
ch
FA

15
TH
CH
15
TH

)

.6.3.5.1 When generated
is primitive is generated by the DME to select a new channel for transmission.

.6.3.5.2 Effect of receipt
e MLME includes Channel Change IEs in zero or more superframes as_specified by the

the superframe in which the Channel Change Countdown field was zero, 0r at the end of thg

.6.3.6 MLME-BEACON-CHANGE-CHANNEL.confirm
is primitive confirms that the MLME has changed PHY charnnels as a result of a MLME-B

e definition of this primitive is:
MLME-BEACON-CHANGE-CHANNEL . confirm(

ResultCode
)

annel is not successful, it is a vendor‘specific decision when to time out the operation ar
ILURE.

.6.3.6.1 When generated

is primitive is generated* by the MLME as a result of an MLME-BEACON-C
HANNEL.request once the) PHY channel has been changed or the operation has failed.
.6.3.6.2 Effectcofreceipt

e recipient is notified of the results of the procedure of changing channels. A successful con

DME. It
the end
b current

EACON-

sultCode indicates whether the PHY channel was changed successfully. If changing the PHY

d return

HANGE-

irmation

inglicates at least\one BP has passed with beacon transmission and reception on the new chamnel.

15
TH

time theddevice receives a beacon or transmits its own beacon.

.6.3.7 MEME-BEACON.indication
is indieation informs the DME that a beacon was received or transmitted. The indication oc

Curs any

TH

e definition of this primitive is:

©l

MLME-BEACON. indication(

BeaconlInfo,
ChannelNumber,
BPSTOffset,
BeaconType,
LQl,

RSSI

)
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Beaconinfo is an array including the MAC Header, beacon parameters, and all information elements for
the received or transmitted beacon. Channel Number is the PHY channel on which the beacon was
received or transmitted.

If the device is active, the MAC sublayer always indicates at least one beacon, its own, during its BP.

15.6.3.7.1 When generated
This indication is generated by the MLME when it determines it has transmitted or received a beacon
frame. Beacon indications for received beacons can occur any time a device's receiver is enabled,
whether[stanning 15 enapfed or not.

15.6.3.y.2 Effect of receipt

The recipient is notified that a beacon has been received and provided with all information contained
the beagon.

15.6.3.8 MLME-BEACON- MERGE-BP.request

This pripitive allows the DME to request initiation of the merging process of two(previously separdte
BPs.

n

The defipition of this primitive is:
MLME-BEACON-MERGE-BP . request(

BPSTOffset
)
BPSTOffset identifies the BPST of the alien BP where the device will move.

15.6.3.B.1 When generated
This primitive is generated by the DME to instruct the MAC sublayer to merge its BP with an alien BP.

15.6.3.B.2 Effect of receipt

When the MLME receives this primitive, the device relocates its BP to the alien BP according |to
17.2.6.3

15.6.3.p MLME-BEACON-MERGE-BP.indication

This ind|cation informs the DME that-a -neighbour has announced it will change its BPST as a result|of
a BP mgrge operation.

The defipition of this primitiveTis:
MLME-BEACON-MERGE-BP . indication(

BPSTOffset,
BPMoveCountdown

)
15.6.3.p.1, \When generated

This ind|cation is generated by the MLME when the device receives a BP Switch IE in a beacon fron] a
neighbolr.

15.6.3.9.2 Effect of receipt
The recipient is notified that a BP Switch IE was received and a BP merge may result.

15.6.3.10 MLME-BEACON-MERGE-BP.confirm
This primitive confirms that a BP merge has completed or terminated.

The definition of this primitive is:
MLME-BEACON-MERGE-BP.confirm(

ResultCode
)
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ResultCode indicates whether the merge operation successfully completed or was terminated.

15

.6.3.10.1 When generated

:2009(E)

This primitive is generated by the MLME as a result of an MLME-BEACON-MERGE-BP.request once
the BP merge operation has completed or terminated.

15
Th

15-6

.6.3.10.2 Effect of receipt
e recipient is notified of the results of the BP merge procedure.

64
—er

TH

IEB, for use by higher layers. The primitives covered in this Clause are listed in Table 70,

=—rrrorroeygeTrre Tt

e service primitives in this Clause provide access to and control of information contained-i

Table 70 - IE Management primitives

N certain

Service Primitive Request Indication Response Confirm
MLME-SET-CAPABILITY-IE 15.6.4.1 15.6.4.2
MLME-IDENTIFICATION-IE 15.6.4.3 15.6.4.4

Table 71 lists the parameters that appear in the primitives of this Clause.

Table 71 - IE Management prinlitive parameters

Name Type Valid range Description
CaplEData Array Variable A variable size array containing Capabilities IE data
dentification|EData Array Variable A variable size array containing the Identification |IE data
ResultCode Enumeration | SUCCESS, | Indicates the result of the MLME-SET-CAPABILITIES-IH request
FAILURE
13.6.4.1 MLME-SET-CAPABILITIES-IE.request
THis primitive changes the content of the Capabilities IE in the beacon.

THe definition of this primitive“is:

MLME-SET+CAPABILITIES-IE.request(

CaplEData
)

CaplEData is\the data to use in the Capabilities IE in subsequent beacons.

13.6.4.%3>" When generated
This_primitive is generated by the DME to instruct the MAC sublayer to change the Capahjlities IE
content in the beacon.
15.6.4.1.2 Effect of receipt
When the MLME receives the request it initiates changing the Capabilities IE content in the beacon.
15.6.4.2 MLME-SET-CAPABILITIES-IE.confirm

This primitive confirms the result of an operation to change the Capabilities IE content in the beacon in
response to an MLME-SET-CAPABILITIES-IE request.

The definition of this primitive is:
MLME-SET-CAPABILITIES-I1E.confirm(

ResultCode
)
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ResultCode indicates the result of the attempt to change the Capabilities IE content in the beacon. If
the Capabilities IE content can not be changed the primitive is generated with a FAILURE status.

15.6.4.2.1 When generated

This primitive is generated by the MLME as a result of an MLME-SET-CAPABILITIES-IE.request with a
successful return status to indicate that the first beacon has been transmitted with the changed
Capabilities IE content. If MLME-SET-CAPABILITIES-IE.request was called when beacons were not
being transmitted, a successful status indicates that the new Capabilities IE content will be in the
beacon when the next beacon is sent

15.6.4.p.2 Effect of receipt

The recipient is notified of the results of the procedure of changing the Capabilities IE content’in the
beacon.

15.6.4.3 MLME-IDENTIFICATION-IE.request

This prirpitive controls the contents of the Identification IE in the beacon.
The defipition of this primitive is:
MLME-IDENTIFICATION-IE.request(

IdentificationlEData
)

15.6.4.B.1 When generated

This primitive is generated by the DME to instruct the *MAC sublayer to change the device's
Identification IE content.

15.6.4.B.2 Effect of receipt
When the MLME receives the request it changes thefdentification IE content.

15.6.4.4 MLME-IDENTIFICATION-IE.confirm
This prirpitive confirms the result of an operation to change the Identification IE content.

The definition of this primitive is:
MLME-IDENTIFICATION-1E._confirm(
ResultCode
)

ResultCpde indicates the\result of the attempt to change the Identification IE content. If the
Identification IE content cannot be changed the primitive is generated with a FAILURE status.

15.6.4.4.1 When,generated

This priitive is\generated by the MLME as a result of an MLME-IDENTIFICATION-IE.request witH a
successful return status to indicate that the new content is stored and will be used in the next beacpn
to contaln-an.ldentification IE.

15.6.4.47Z2 Effecrofreceipt
The recipient is notified of the results of the procedure of changing the ldentification IE content.

15.6.5 PTK establishment

The mechanism supports the procedure of establishing a new PTK with a peer MAC sublayer. The
primitives covered in this Clause are listed in Table 72.

Table 72 - PTK establishment primitives

Service Primitive Request Indication Response Confirm

MLME-PTK 15.6.5.1 15.6.5.2 15.6.5.3 15.6.5.4
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Table 73 lists the parameters that appear in the primitives of this Clause.

Table 73 - PTK establishment primitive parameters

Name Type Valid range Description
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the device
rnnlllncfing to establish a new PTK by a 4-
way handshake as described in Clguse 18
DestEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the’dev|ce
requested to establish a'hew PTK lby a 4-
way handshake as described in Clguse 18
MessageNumber Integer Any valid positive number as | Specifies the numbgrof the messagé being
specified in Clause 18 conveyed (in the 4-way handshgke
StatusCode Integer Any valid value as specified in Specifies the status of the 4-way
Clause 18 handshake
PTKID Integer A non-zero number as Specifies the TKID of the new HTK
specified in Clause 18 established by the 4-way handshake
MKID Octet string 16 octets as specified in Identifies the master key used to egtablish
Clause 18 a new PTK by a 4-way handshgke
PTK Octet string 16 octets as spegcified in Specifies the new PTK established|by the
Clause<18 4-way handshake
PTKFailureTimeout Integer >1 Specifies a time limit in microseconds after
which the procedure of establishingla new
PTK must be terminated
ResultCode Enumeration RESPONSE_RECEIVED, Indicates the result of the correspdnding
INVALID_PARAMETERS, MLME-PTK.request
TIMEOUT
159.6.5.1 MLME-PTK.request
TRHis primitive requests establishment of a new PTK with a specified peer MAC sublayer as desgribed in
Clause 18.

TH

e definition of<¢his primitive is:

MLME-PTK . request(

DestEUI,

MessageNumber,

StatusCode,

PTKID,
MKID,

PTKFailureTimeout

)

15.6.5.1.1 When generated

This primitive is generated by the DME for the local MAC sublayer to start a 4-way handshake
procedure to establish a new PTK with a specified peer MAC sublayer. This primitive is also generated
by the DME for the local MAC sublayer to continue with an ongoing 4-way handshake procedure upon
receiving a valid PTK command containing a Message Number of 2 and a StatusCode of zero.

©l
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15.6.5.1.2 Effect of receipt

The MAC sublayer initiates or continues with a 4-way handshake using the master key specified by the
MKID parameter to establish a new PTK with a specified peer MAC sublayer specified by the DestEUI.
If the MessageNumber in the MLME-PTK.request is 1, the MAC sublayer generates a new random
number as the I-Nonce and transmits a PTK command containing the first message of the 4-way
handshake to the peer MAC sublayer. If the MessageNumber in the MLME-PTK.request is 3, the MAC
sublayer uses its I-Nonce generated for the first message of the same 4-way handshake and transmits
a PTK command containing the third message of the 4-way handshake to the peer MAC sublayer. The

MLME spbSequentty 1SSues an MECME-P TR confiri to reffect the Tesutits.

15.6.5.2  MLME-PTK.indication
This priritive reports the request or establishment of a new PTK with a specific peer MAC sublayer.

The definition of this primitive is:
MLME-PTK.indication(

SrcEul,
MessageNumber,
StatusCode,
PTKID,

PTK,

MKID

)

15.6.5.p.1 When generated

This prirnitive is generated by the MLME as a result of the request or establishment of a new PTK wijth
a specific peer MAC sublayer via a 4-way handshake procedure. Specifically, the primitive is generatgd
by the MLME upon receiving a valid PTK command containing a Message Number of 1 or 3.

15.6.5.p.2 Effect of receipt
The DME is notified of the request or establishiment of a new PTK. The DME subsequently issues fan
MLME-HTK.response to reflect the actions. taken.

If the M@ssageNumber in the MLME-PTK.indication is 1, the DME verifies that the proposed PTKID|is
not being used by the local MAC subtayer for any temporal key and that establishing a new PTK usipg
the MKID with the requesting DMEVis an acceptable action. The DME includes the results of the
verificatfon in the StatusCode parameter of MLME-PTK.response.

If the MessageNumber in-‘\the MLME-PTK.indication is 3 and the StatusCode in the MLME-
PTK.response is zero, the'DME follows to issue an MLME- KEY-UPDATE.request.
15.6.5.p MLME-PAK/response

This primitive responds to the request or establishment of a new PTK with a specific peer MAC
sublayer.

The definitign\of this primitive is:

MIME-PTK . response(

SrcEul,
MessageNumber,
StatusCode,
PTKID,

MKID

)

15.6.5.3.1 When generated

This primitive is generated by the DME as a result of an MLME-PTK.indication reporting a valid request
or establishment of a new PTK with a specific peer MAC sublayer via a 4-way handshake procedure.
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.6.5.3.2 Effect of receipt

:2009(E)

If the MessageNumber is 2, the MAC sublayer generates a new random number as the R-Nonce and
transmits a PTK command containing the second message of the 4-way handshake to the specific peer
MAC sublayer. If the MessageNumber is 4, the MAC sublayer uses its R-Nonce generated for the
second message of the same 4-way handshake and transmits a PTK command containing the fourth
message of the 4-way handshake to the specific peer MAC sublayer. The PTK command carries the
StatusCode parameter in its Status Code field.

1E

6.5.4 MLME-PTK.confirm

TH
syl

TH

Th
wi
re
IN
195
Th
sp
If
th
15
Th
pe

is primitive reports the results of the attempt to establish a new PTK with a specified'pg
blayer.

e definition of this primitive is:
MLME-PTK.confirm(

DestEUI,
MessageNumber,
StatusCode,
PTKID,

PTK,

MKID,
ResultCode

)
.6.5.4.1 When generated

is primitive is generated by the MLME as a result of an MLME-PTK.request to establish a 1
th a specified peer MAC sublayer. Specifically; 'the primitive is generated by the MLN
Ceiving a valid PTK command containing a Message Number of 2 or 4; or generated in
VALID PARAMETERS or PTKFailureTimeaout.

.6.5.4.2 Effect of receipt

e DME is notified of the intermediate;or final results of the procedure to establish a new PT|
ecified peer MAC sublayer.

he MessageNumber is 4, the StatusCode is zero, and the ResultCode is RESPONSE_RE
b DME follows to issue an'MLME-KEY-UPDATE.request.

.6.6 GTK solicitation/distribution
e mechanism supports the procedure of soliciting a new GTK from, or distributing a new G

er MAC sublayer.-Fhe primitives covered in this Clause are listed in Table 74.
Table 74 - GTK solicitation/distribution primitives
Service Primitive Request Indication Response Confirm
MLME-GTK 15.6.6.1 15.6.6.2 15.6.6.3 15.6.6.4

er MAC

ew PTK
IE upon
case of

K with a

CEIVED,

TK to, a
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Table 75 lists the parameters that appear in the primitives of this Clause.

Table 75 - GTK request/distribution primitive parameters

Name Type Valid range Description
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the device soliciting
or distributing a new GTK.
QestEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the device
requested to distribute or receive a new
GTK.
TKID Integer A non-zero number as Identifies the PTK used to distribute the
specified in Clause 18 new GTK.
MesspgeNumber Integer Any valid positive number as | Specifies the number ofthe’message being
specified in Clause 18 conveyed in the{GTK solicitation or
distribution process.
StatusCode Integer Any valid value as specified Specifies the Status of the GTK solicitation
in Clause 18 ar.distribution process.
GTK Octet string 16 octets as specified in Spetcifies the new GTK being distributed.
Clause 18
5TKID Integer A non-zero number as Specifies the TKID of the new GTK being
specified in Clause 18 solicited or distributed.
GfoupEUI EUI-48 Any valid multicast\or Specifies the multicast group for which the
broadcast EUI748 GTK is being solicited or distributed, or
specifies the GTK is for broadcast.
Global Boolean FALSE; TRUE If TRUE, indicates that the GTK update
applies to all broadcast and multicast traffic
from the device that distributed this GTK. If
FALSE, indicates the update applies only to
the specific GroupEUI identified.
GTKF3ailureTimeout Integer >1 Specifies a time limit in microseconds after
which the procedure of soliciting or
distributing a new GTK must be terminated.
RessultCode Enumeration RESPONSE_RECEIVED, Indicates the result of the corresponding
INVALID_PARAMETERS, MLME-GTK.request.
TIMEOUT
15.6.6.l MEME-GTK.request

This primitive requests that the MAC sublayer solicit a new GTK from, or distribute a new GTK to

specified peer MAC sublayer as described in Clause 18.

The defi

114

nition of this primitive is:

MLME-GTK.request(

DestEUIL,
TKID,

MessageNumber,

StatusCode,
Global,
GTK,

GTKID,
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GroupEUIL,
GTKFailureTimeout

)
.6.6.1.1 When generated

:2009(E)

This primitive is generated by the DME for the local MAC sublayer to solicit a new GTK from, or
distribute a new GTK to, a specified peer MAC sublayer.

15

.6.6.1.2 Effect of receipt

TH

MessageNumber. If MessageNumber is zero, the MAC sublayer transmits a GTK command so
w GTK from the specified peer MAC sublayer. If MessageNumber is one, thecMAC Bublayer

ng

e MAC sublayer initiates a new GTK solicitation or distribution procedure, based on the

value of
liciting a

distributes a new GTK to the specified peer MAC sublayer. The MLME subsequently“issues af MLME-

GTK.confirm to reflect the results.

15
TH

TH

15
Th
ne
15
Th
ze
G
iS9
.
If
UH

15

.6.6.2 MLME-GTK.indication
is primitive reports the solicitation or distribution of a new GTK by a spegific’peer MAC subl

e definition of this primitive is:
MLME-GTK. indication(

SrcEUl,

TKID,
MessageNumber,
StatusCode,
Global,

GTK,

GTKID,
GroupEUI

)
.6.6.2.1 When generated

w GTK from a specific peer MAC_sublayer.

.6.6.2.2 Effect of receipt
e DME is notified of the-selicitation or distribution of a new GTK. If the received MessageN

ro, and if the DME_ accepts the solicitation for a new GTK, it subsequently issues an
[K.request to distripute a new GTK. If the received MessageNumber is one, the DME subs
[K.

the StatusCede in the MLME-GTK.response is zero, the DME follows to issue an MLI
PDATE.request.

.6,6.3° MLME-GTK.response

hyer.

is primitive is generated by the MLME as a result of receiving a valid solicitation or distribution of a

imber is
MLME-
pquently

ues an MLME-GTK response to reflect the actions taken with respect to the distribution ¢f a new

NE-KEY-

TH

is7primitive responds to the solicitation or distribution of a new GTK by a specific peer MAC 9

ublayer.

The definition of this primitive is:

©

MLME-GTK . response(

SrcEUlI

TKID,
MessageNumber,
StatusCode,
GTK,

GTKID,
GroupEUI

)
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15.6.6.3.1 When generated

This primitive is generated by the DME as a result of an MLME-GTK.indication reporting a distribution
of a new GTK from a specific peer MAC sublayer.

15.6.6.3.2 Effect of receipt

The MAC sublayer transmits a GTK command responding to the distribution of a new GTK from the
specific peer MAC sublayer. The GTK command carries the StatusCode parameter in its Status Code

field.

15.6.6.
This prin

specifiedl peer MAC sublayer.

The defi

15.6.6.

from, or
by the

success
also ger

15.6.6.
The DM
to, a sp4
15.6.7

The me
covered

This prirlnitive is generated by the MLME as a result of an MLME-GTK.request to solicit a new G]

1 MLME-GTK.confirm
nitive reports the results of the attempt to solicit a new GTK from, or distribute a new GFK to

hition of this primitive is:
MLME-GTK.confirm(

DestEUIL,

TKID,
MessageNumber,
StatusCode,
GTK,

GTKID,
GroupEUI,
ResultCode,

)
1.1 When generated

distribute a new GTK to, a specified peer MAG sublayer. Specifically, the primitive is generat
MLME upon successfully transmitting_a*GTK command soliciting a new GTK or up
fully receiving a GTK command responding to the distribution of a new GTK; the primitive
erated in case of INVALID _PARAMETERS or GTKFailureTimeout.

.2 Effect of receipt

cified peer MAC sublayer.

Temporal key update

hanism supports the)procedure of installing or deleting either a PTK or a GTK. The primitiv
in this Clause arelisted in Table 76.

Table 76 - Temporal key update primitives

E is notified of the results of the procedure to solicit a new GTK from, or distribute a new GT

[K
bd

S

Service Primitive Request Indication Response Confirm
MLME-KEY- 15.6.7.1 15.6.7.2
UPDATE.

116
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Table 77 lists the parameters that appear in the primitives of this Clause.

Table 77 - Temporal Key update primitive parameters

Name Type Valid range Description
PeerEUI EUI-48 Any valid unicast EUI-48 For a PTK, specifies the EUI-48 of the peer device
sharing the PTK being updated. For a GTK,
specifies the EUI-48 of the device which
gistributed e G TR ey updated:
GroupEUI EUI-48 Any valid multicast or Specifies the multicast or broadcast'EUI-48 to
broadcast EUI-48 which the new GTK applies.
KeyType Enumeration PTK, GTK Indicates whether the updatecsfor a PTK off GTK.
Global Boolean FALSE, TRUE If TRUE, indicates that the GTK update applies to
all broadcast and multicast traffic from the device
that distributed this\GTK. If FALSE, indicatgs the
update applieS anly to the specific GroupEUI
identified.
TKID_Old Integer A non-zero number as Specifies.the TKID of the old PTK or GTK being
specified in Clause 18, or 0 replaced. If zero, indicates no old PTK or GTK is
being replaced.
TKID Integer A non-zero number as Specifies the TKID of the new PTK or GTK peing
specified in Clause 18, or O installed. If zero, indicates no new PTK or §TK is
being installed.
KEY Octet string 16 octets as specified in Specifies the new PTK or GTK being instdlled.
Clause. 18
ResultCode | Enumeration SUCEESS, Indicates the result of the corresponding M| ME-
INVALID ;PARAMETERS KEY-UPDATE.request.
13.6.7.1 MLME-KEY-UPDATE.request
THis primitive requests an update of a specified PTK or GTK.
THe definition of this primitive is:
MLME-KEY-UPDATE . request(
Peertul,
GroupEUI,
KeyType,
Global,
TKID_Old,
TKID,
KEY-
)

15.6.7.1.1 When generated
This primitive is generated by the DME for the local MAC sublayer to update a PTK or GTK.

15.6.7.1.2 Effect of receipt

The MLME removes the keying credential identified by TKID_Old that was previously installed if
TKID_OId is not zero. The MLME then installs the new PTK or GTK along with the TKID for the
specified (PeerEUI, GroupEUI) if TKID is not zero. The MLME subsequently issues an MLME-KEY-
UPDATE.confirm to reflect the results.
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15.6.7.2 MLME-KEY-UPDATE.confirm
This primitive reports the results of the attempt to update a PTK or GTK.

The definition of this primitive is:
MLME-KEY-UPDATE .confirm(

Peertul,
GroupEUI,
IKID Old
TKID,

KEY,
ResultCode

)

15.6.7.p.1 When generated
This primitive is generated by the MLME as a result of an MLME-KEY-UPDATE request to updatd a
PTK or GTK.

15.6.7.p.2 Effect of receipt

The DME is notified of the results of the procedure to update a specified,PIK or GTK.

15.6.8 [ Security violation report

The meghanism supports the procedure of reporting a security violation. The primitives covered in this
Clause are listed in Table 78.

Table 78 - Security violation report primitives

Service Primitive Request Indication Response Confirm

MILME-SECURITY-VIOLATION 15.6.8.1

Table 79 lists the parameters that appear in the primitives of this Clause.

Table 79 - Security'\wiolation report primitive parameters

Name Type Valid range Description
ViolationCode Enumeration INVALID_MODE, Indicates the cause of a
INVALID_MIC, security violation.
INVALID_TKID,
REPLAYED_FRAME

15.6.8.1 MLME-SECURITY-VIOLATION.indication
This prirpitive_reports a security violation.

The definition of this primitive is:

MLME-SECURTTY-VIOLATION. rndrcation(

ViolationCode

)

15.6.8.1.1 When generated
This primitive is generated by the MLME as a result of encountering a security violation.

15.6.8.1.2 Effect of receipt
The DME is notified of the cause of the security violation.
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15.6.9 Pseudo-random function (PRF)

This mechanism provides higher layers through the DME with access to the MAC PRF. For simplicity,
this primitive only provides 256-bit random numbers. Smaller quantities may be extracted from the
result without compromising the randomness of the result. The primitives covered in this Clause are
listed in Table 80.

Table 80 - PRF primitives

fa H [ PR T R + Laali 41 n o £i
SCTVICCT T ve negutSt TarcaaoTT RESPOTTST SO

MLME-PRF 15.6.9.1 15.6.9.2

Table 81 lists the parameters that appear in the primitives of this Clause.

Table 81 - PRF primitive parameters

Name Type Valid range Description
Key Octet string A 16-octet symmetric key The key-to be used for generating §
as specified in Clause 18 random number
Nonce Octet string 13 octets as specified in Thée nonce to be used for generatind a
Clause 18 random number
DataBlocks Octet string 0 - 65 535 octets Arbitrary data to be used as input to the
MAC PRF
DatalLength Integer 0 - 65535 Length in octets of DataBlocks
RandomNumber Octet string 32(octets The generated 256-bit random number
ResultCode Enumeration SUCCESS, The result of the MLME-PRF.requeft
INVALID_PARAMETERS

15.6.9.1 MLME-PRF.request
THis primitive requests generation of a 256-bit pseudo-random number using the MAC PRF.

THe definition of this primitive’is:
MLME-RRE. request(

key,

Nonce,
DataBlocks,
DatalLength

)
13.6.9.1.1 When generated

Ha - e - b L bl DA AL b ) R ) AAAL lal - l
Thisprimitivetsgeneratedby-the BitEtorequest-that the MAC—subtayergenerate—aranmdom number

using the MAC PRF facility.

15.6.9.1.2 Effect of receipt

The local MAC sublayer calls the PRF defined in Clause 18 with the parameters contained in the
primitive to generate a 256-bit random number. The semantics of the call to the PRF are:

PRF-256(Key, Nonce, "MLME_PRFrequest™, DataBlocks, DatalLength)

15.6.9.2 MLME-PRF.confirm
This primitive returns the result of the previously initiated MLME-PRF.request.

The definition of this primitive is:
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MLME-PRF.confirm(

RandomNumber,
ResultCode

)

15.6.9.2.1 When generated
This primitive is generated by the MLME as a result of an MLME-PRF.request to generate a 256-hit
random number using the MAC PRF.
15.6.9.p.2 Effect of receipt
The DME is notified of the results of the procedure of generating a 256-bit random number using the
MAC PHF facility.

15.6.14 Application-specific IE (ASIE) management

The serpice primitives in this Clause allow the DME to add or remove an ASIE (frem the beacpn
content.|The primitives covered in this Clause are listed in Table 82.

Table 82- ASIE management primitives

Service Primitive Request Indication Response Confirm
MLME-ASIE-ADD 15.6.10.1 15.6.10.2
MLME-ASIE-
REMOVE 15.6.10.3 15.6.10.4
MLME-ASIE 15.6.10.5

Table 83 lists the parameters that appear in the primitives of this Clause.

Table 83 - ASIE manag@ment primitive parameters

Name Type Valid range Description
ASIEData Array Variable A variable size array containing ASIE data
ASIEHandle Integer 0-255 A handle associated with an ASIE that has
been added to the beacon content
PesitionAdvice Integer 0-255 The recommended position of the ASIE in
the beacon
ResultCode Enumeration SUCCESS, Indicates the result of the MLME-ASIE-
FAILURE ADD or MLME-ASIE-REMOVE requests

15.6.140.1 MKUME-ASIE-ADD.request
This priritive changes the beacon content by adding an ASIE.

The definition of this primitive is:
MLME-ASIE-ADD.request(

ASI1EHandle,
ASI1EData,
PositionAdvice

)

ASIEData is the data to be added to the beacon as an ASIE. PositionAdvice indicates the position
where the new ASIE is added to the beacon. The ASIE is added after any IEs with Element ID less
than or equal to PositionAdvice, and before any IEs with Element ID greater than PositionAdvice.
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15.6.10.1.1 When generated

This primitive is generated by the DME to instruct the MAC sublayer to add an ASIE to the beacon
contents.

15.6.10.1.2 Effect of receipt
When the MLME receives the request it initiates adding the ASIE to the beacon contents.

15.6.10.2 MLME-ASIE-ADD.confirm

This primitive confirms the result of an operation to add an ASIE to the beacon in response to an
MLME-ASIE-ADD request.

THe definition of this primitive is:
MLME-ASIE-ADD.confirm(

ASIEHandle,
ResultCode

)

Ré¢sultCode indicates the result of the attempt to add an ASIE to the beacon. If an operation tp add an
A$IE to the beacon is not succeeding, it is a vendor specific decisiemWwhen to time out the dperation
and return FAILURE. If the ASIE has been successfully added to the*beacon contents, ASIEHandle is
refurned with a handle to the ASIE. This handle can be used with the MLME-ASIE-REMOVE rgquest to
remove the ASIE from the beacon content.
13.6.10.2.1 When generated

THis primitive is generated by the MLME as a result of<an MLME-ASIE-ADD.request with a syccessful
refurn status to indicate that the first beacon has.been successfully transmitted with the [ASIE. If
MLME-ASIE-ADD.request was called when beacons were not being transmitted, a successfl status
inglicates that the ASIE will be in the beacon when'the next beacon is sent. If the ASIE cannot Qe added
to[the beacon content the primitive is generated with a FAILURE status.

15.6.10.2.2 Effect of receipt
THe recipient is notified of the results. 0f the procedure of adding an ASIE to the beacon conteft.

13.6.10.3 MLME-ASIE-REMQVE.request
THis primitive instructs the MAC 'sublayer to remove an ASIE from the beacon content.

THe definition of this primitiveis:
MLME-ASLE-REMOVE . request(

ASI1EHandle
)

A$IEHandle.\js the handle of an ASIE that was successfully added to the beacon.

15.6410.3.1 When generated
THis-primitive is generated by the DME to remove an ASIE from the beacon

15.6.10.3.2 Effect of receipt

The MAC sublayer immediately initiates removing the ASIE indicated by ASIEHandle from the beacon
content.

15.6.10.4 MLME-ASIE-REMOVE.confirm

This primitive confirms that the attempt to remove an ASIE from the beacon in response to an MLME-
ASIE-REMOVE request has completed.

The definition of this primitive is:
MLME-ASIE-REMOVE.confirm(
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ASI1EHandle,
ResultCode

)

ResultCode indicates the status of the operation to remove an ASIE from the beacon content.

15.6.10.4.1 When generated
This primitive is generated by the MLME as a result of an MLME-ASIE-REMOVE.request. If beacons
are being transmitted a beacon must have been sent without the ASIE for a successful confirmation. If
beacongare mot bemg transmitteda successiuconfirmation maicates that the next beacon sent will
not inclde the ASIE.

15.6.1(0.4.2 Effect of receipt

The recipient is notified of the results of the procedure of removing an ASIE from the beacan.

15.6.10.5 MLME-ASIE.indication
This prirpitive indicates the reception of an ASIE from a neighbour.

The defipition of this primitive is:
MLME-ASIE. indication(

ASI1EData

)

15.6.10.5.1 When generated

This priritive is generated by the MLME when a beacon is received that contains an ASIE.
15.6.1(4.5.2 Effect of receipt

The recipient is notified of reception of an ASIE.

15.6.11 Multicast address binding

The meghanism supports binding of multicast EU1-48s to McstAddrs for transmission and activating|or
deactivagting specific multicast EUI-48s for reception. The primitives covered in this Clause are listed|in
Table 84.

Table 84 - Multicast Address Binding primitives

ServicePrimitive Request Indication Response Confirm
MLME-MULTICAST- 15.6.11.1 15.6.11.2
REGISTER
MLME-MULTCAST- 15.6.11.3 15.6.11.4
DEREGISTER
MLME-MULTICAST- 15.6.11.5 15.6.11.6
ACTIVATE
MLME-MULTICAST- 156.11.7 15.6.11.8
DEACTIVATE
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Table 85 lists the parameters that appear in the primitives of this Clause.

Table 85 - Multicast Address Binding primitive parameters

Name Valid range Description

Type

DestEUI EUI-48 Any valid multicast

EUI-48 which the primitive applies

Specifies the multicast group address to

Lacl + ik I of 14: + el
TroncatCSeToSaurt o a riorcasSt adaurcy
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E2A>A>]

n reod ot i At
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binding request

14.6.11.1 MLME-MULTICAST-REGISTER.request
THis primitive binds the multicast EUI-48 DestEUI to a McstAddr.

THe definition of this primitive is:
MLME-MULTICAST-REGISTER.request(

DestEUI
)

13.6.11.1.1 When generated

THis primitive is generated by the DME for the device to bind-the multicast EUI-48 specifie
parameters of the primitive to a McstAddr selected by thel MAC sublayer. Multicast EUI-48s

repistered before being used in any MAC-DATA.request atithe MAC SAP.
15.6.11.1.2 Effect of receipt

THe MAC sublayer generates a binding between DestEUI and a McstAddr and declares the bin

Multicast Binding IE.

THe MAC sublayer will use the bound McstAddr as the DestAddr for MSDUs passed to it via t
DATA.request primitive with corresponding DestEUl. The MAC sublayer subsequently is

MLME-MULTICAST-REGISTER.confiraitto reflect the results.

14.6.11.2 MLME-MULTICAST-REGISTER.confirm

THis primitive reports the result of a specified multicast address registration request.
THe definition of this primitive is:

MLME<MULTICAST-REGISTER.confirm(

ResultCode
)
15.6.11.2>31)When generated

THis ptimitive is generated by the MAC sublayer as a
REGISTER.request to bind the multicast EUI-48 specified in that request to a McstAddr.

result of an MLME-MUL|

0 by the

must be

ding in a

ne MAC-
sues an

TICAST-

15.6.11.2.2 Effect of receipt
The DME is notified of the results of the multicast address binding.

15.6.11.3 MLME-MULTICAST-DEREGISTER.request
This primitive invalidates the binding between the multicast EUI-48 DestEUI and a McstAddr.

The definition of this primitive is:
MLME-MULTICAST-DEREGISTER. request(

DestEUI
)
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15.6.11.3.1 When generated

This primitive is generated by the DME for the device to release the binding of the multicast EUI-48
specified by the parameters of the primitive to a McstAddr.

15.6.11.3.2 Effect of receipt
The MAC sublayer invalidates its binding between DestEUI and a McstAddr.

The MAC sublayer subsequently issues an MLME-MULTICAST-DEREGISTER.confirm to reflect the
results.

15.6.14.4 MLME-MULTICAST-DEREGISTER.confirm
This prirpitive reports the result of a specified multicast address de-registration request.

The defipition of this primitive is:
MLME-MULTICAST-DEREGISTER.confirm(
ResultCode
)

15.6.11{.4.1 When generated

This prmitive is generated by the MAC sublayer as a result¢ of” an MLME-MULTICAYT-
DEREG|STER.request to release any binding between the multicast EUI-48 specified in that requgst
and a MgstAddr.

15.6.11.4.2 Effect of receipt
The DME is notified of the results of the multicast address de=registration request.

15.6.143.5 MLME-MULTICAST-ACTIVATE.request
This prirpitive activates the multicast EUI-48 for receptian of multicast traffic.

The definition of this primitive is:
MLME-MULTICAST-ACTIVATE . request(
DestEUI
)

15.6.11{.5.1 When generated

This prifitive is generated by the~BME for the device to activate reception of traffic on the multicgst
EUI-48 $pecified by the parameters of the primitive. A multicast address must be activated before the
MAC suplayer will deliver @any MSDUs with the multicast DestEUI to the MAC client via the MALC-
DATA.inflication at the MAC SAP.
15.6.11].5.2 Effectof'receipt
The MAL sublayer modifies its receive multicast filters to receive traffic addressed to a McstAddr that
the source of thestraffic has announced is bound to the multicast EUI-48 specified by the primitive.

The MAC ublayer subsequently issues an MLME-MULTICAST-ACTIVATE.confirm to reflect the
results.

15.6.11.6 MLME-MULTICAST-ACTIVATE.confirm
This primitive reports the result of a multicast traffic activation request.

The definition of this primitive is:
MLME-MULTICAST-ACTIVATE.confirm(

ResultCode
)

15.6.11.6.1 When generated

This primitive is generated by the MAC sublayer as a result of an MLME-MULTICAST-
ACTIVATE.request to activate the multicast EUI-48 specified in that request.
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15.6.11.6.2 Effect of receipt
The DME is notified of the results of the procedure of activating the specified multicast EUI-48.

15.6.11.7 MLME-MULTICAST-DEACTIVATE.request

This primitive deactivates the multicast EUI-48 for reception of multicast traffic. If the multicast EUI-48
is the NULL address (FF FF FF FF FF FF) all multicast EUI-48s are deactivated.

The definition of this primitive is:

MLME MU TICACT NCACTINATE o
= oo Tr vy -1t

] ]
TYrE=TvT vrot—t

DestEUI
)

15.6.11.7.1 When generated

THis primitive is generated by the DME for the device to deactivate reception of raffic on the fnulticast
EWI-48 specified by the parameters of the primitive.

13.6.11.7.2 Effect of receipt

THe MAC sublayer modifies its multicast receive filters to discard MSDUs)received with DestAddr set to
a McstAddr that the source of the MSDU has announced is bound te'the multicast EUI-48 spefified by
the primitive.

THe MAC sublayer subsequently issues an MLME-MULTICAST-DEACTIVATE.confirm to reflect the
repults.

14.6.11.8 MLME-MULTICAST-DEACTIVATE eonfirm
THis primitive reports the result of a multicast traffic deactivation request.

THe definition of this primitive is:
MLME-MULTICAST-DEACGFIVATE .confirm(

ResultCode
)

15.6.11.8.1 When generated

THis primitive is generated by the MAC sublayer as a result of an MLME-MUL[TICAST-
DEACTIVATE.request-to.deactivate the multicast traffic specified in that request.

15.6.11.8.2 Effelet of receipt
THe DME is natified of the results of the procedure of deactivating the specified multicast traffi

14.6.12 Link events

ThHe service primitives in this Clause are provided for the DME to monitor events related to] the link
stTtus. The primitives covered in this Clause are listed in Table 86.

o

lable oo - Link event primitives

Service Primitive Request Indication Response Confirm

MLME-LINK-EVENT 15.6.12.1 15.6.12.2 15.6.12.3

© ISO/IEC 2009 - All rights reserved 125


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Table 87 lists the parameters that appear in the primitives of this Clause.

Table 87 - Link event primitive parameters

Name Type Valid range Description
AccessMethod Enumeration PCA, DRP The access method used for transmission or
receipt of a frame
Ber CUTT EI TuarrmreT at;ull :_ALSE, TRUE :I Id;\;atcc VVthhCI A IC\;C;VUd fl ATTIC VWWdo g
beacon
BPST|Offset Integer 0-65535 The offset of the start of a received frame
relative to the BPST of the devicé, measured
in microseconds
RemqteEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the remote device i
the'link
LinkEveneType | Enumeration RECEIVE_SUCCESS, The type of link'event that occurred on a lin
RECEIVE_ERROR, being monitored
TRANSMIT_SUCCESS,
TRANSMIT_ERROR
MonitgrState Enumeration DISABLED, Specifies whether link event observation ig
ENABLED active for the specified link
PayloadSize Integer 0 to pMaxPayloadSize Size of a transmitted or received frame
payload
PHYRate Enumeration RATE_53_3, PHY data rate at which a frame was
RATE_80; transmitted or received
RATE_106) 7,
RATE_160,
RATE_200,
RATE_320,
RATE_400,
RATE_480
ResultCode Enumeration SUCCESS, Appears in MLME-LINK-EVENT.confirm ang
FAILURE indicates the result of the corresponding
MLME-LINK-EVENT request
RetryCount Integer Variable Retry count for this transmission
ReceiveErrorinfo. §, Enumeration PAYLOAD_ERROR, Provides additional information for an
UNSUPPORTED_RATE_ERROR, RECEIVE_ERROR
GENERAL_ERROR
Deliverb eger As-defned-r1t621-5 Fhe-Delverytb-associated-witho
transmitted or received frame

15.6.12.1 MLME-LINK-EVENT.request
This primitive enables or disables the observation of link events for a specified link.

The definition of this primitive is:

MLME-LINK-EVENT .request(
RemoteEUI,
MonitorState

)
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RemoteEUI is the EUI-48 for the remote device for which the link monitoring state is to be changed.
MonitorState indicates whether monitoring link events is to be enabled or disabled for the specified link.
Links are not monitored by default.
15.6.12.1.1 When generated

This primitive is generated by the DME to enable or disable link monitoring for the specified link.

15.6.12.1.2 Effect of receipt
The MLME initiates enabling or disabling observation of link events for the specified link.

15.6.12.2 MLME-LINK-EVENT.indication

THis indication informs the DME that an event occurred for a link with monitoring enabled.

THe definition of this primitive is:

AdcessMethod indicates if the frame associatediwith this event occurred during a DRP reser
dyring PCA access time. Beacon indicates\whether the event is associated with the rece

MLME-LINK-EVENT . indication(

AccessMethod,
Beacon,
BPSTOffset,
LinkEventType,
PayloadSize,
PHYRate,
RemoteEUI,
RetryCount,
ReceiveErrorinfo,
DeliverylD

)

ation or
ipt of a

bdacon. AccessMethod is undefined if Beaeon is TRUE. RemoteEUI is the EUI-48 of the remote device

agsociated with the link event. LinkEventType indicates the type of event that has occurred fof the link
that is being monitored. The possible.link event types and their meaning for frames that are re¢eived in
different ways are summarized and described in Table 88.
Table 88 - Link event types
DRP/PCA IMM-ACK, B-

Beacon

DRP/PCA No-ACK

ACK

RECEIVE_SUCCESS

Beacon from RemoteEUI
received correctly

Frame received correctly
from RemoteEUI

Frame received corfectly
from RemoteEU]I

RECEWEIERROR

Beacon from RemoteEUI
received with
RECEIVE_ERROR

Frame received from
RemoteEUI with
RECEIVE_ERROR

Frame received frpm
RemoteEUI with
RECEIVE_ERRQR

TRANSMIT_SUCCESS N/A Frame transmitted to Frame transmitted to
RemoteEUI RemoteEUI and
acknowledgement
received
TRANSMIT_ERROR N/A N/A Frame transmitted to

RemoteEUI and no
acknowledgement
received

PayloadSize is the size of the frame associated with the link event (not including the FCS). PHYRate is

the

rate at which the frame associated with the

link event was transmitted or

received.

ReceiveErrorinfo provides additional information if the even type is an RECEIVE_ERROR - it is
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undefined for other event types. RetryCount is number of times the transmission was attempted.
DeliverylD is the Delivery ID associated with the frame that produced the link event if the event
occurred during a reservation.

15.6.12.2.1 When generated

This indication is generated by the MLME when it determines a link event has occurred for a link that is
being monitored.

15.6.12.2.2 Effect of receipt
The recipient is notified that an event has occurred for a link that is being monitored.

15.6.12.3 MLME-LINK-EVENT.confirm

This cornfirmation indicates that a request to enable or disable link monitoring initiated by.the”"MLME-
LINK-EJENT request has been completed.

The defipition of this primitive is:
MLME-LINK-EVENT .confirm(

ResultCode
)

ResultCpde indicates whether the operation to change whether a linkds monitored has successfully
completed. If changing the state is not succeeding, it is a vendor spetific decision when to time out the
operation and return FAILURE.
15.6.14.3.1 When generated
This primitive is generated by the MLME as a result of.an MLME-LINK-EVENT.request once the
requested state has been entered or the operation has failed.
15.6.13.3.2 Effect of receipt

The recipient is notified of the results of the procedure of changing whether events are monitored for
the spedified link.

15.6.13 Probe

The seryice primitives in this Clause are.provided for the DME to request Information Elements frgm
another |device. The primitives covered in this Clause are listed in Table 89.

Table 89 - Probe primitives

Service Primitive Request Indication Response Confirm

MLME-PROBE 15.6.13.1 15.6.13.2 15.6.13.3 15.6.13.4
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Table 90 lists the parameters that appear in the primitives of this Clause.

Table 90 - Probe primitive parameters

2009(E)

Name Type Valid range Description
Explicit Boolean FALSE, Controls whether a probe request is implicit or
TRUE explicit
DCQtEU: EU: 48 I'\II_)' Va:ld EU: 48 \)HU\JIfIUO LhU EU: 48 Uf LhU I.Cl.IHUL Uf LhU probe
request
IEElelementID Integer 0 - 255 The element ID of an IE beingirequested
SpecifierlD Integer 0-65535 The “Specifier ID” des¢ribed in Annex C
IASIERequestinformation Array Variable Specifies the contents ofithe Application-gpecific
Request Inforgratien field to include in|the
Application-specific Probe IE
IEInfo Array Variable A variable'size array containing all the dgta for
an |E sent or received via the probe mechanism
ResultCode Enumeration SUCCESS, Indicates the result of the corresponding fequest
TIMEOUT
SrcEUI EUI-48 Any valid unicast " Specifies the EUI-48 of the source of a rdceived
EUI-48 probe request
RequestTimeout Duration 0 -65535 The time, in milliseconds, allotted for the
completion of an MLME request. If this|time
elapses while the request is pending, Jit is
terminated with a ResultCode of TIMEPUT

19.6.13.1 MLME-PROBE.requgest
THis primitive begins a request to arnother device for an IE.

THe definition of this primitive\is:
MLME-PROBE/. request(

Explicit,
DestEUI,
IEElementliD,
SpecifierliD,
RequestTimeout

)

EXphicit |nd|cates Whether the probe request is to be performed through beacons or using cpmmand

2 ; . A . requests
are made through beacons DestEUI is the deV|ce ID of the target deV|ce for the probe request The
IEElementID is the element ID for the Information Element that is being requested through the probe
request. If IEElementID specifies an ASIE, then SpecifierlD and ASIERequestinformation must be
provided. SpecifierlD identifies the organizational definer of the ASIE, and ASIERequestinformation
specifies the organization-specific information to include in the request. RequestTimeout is the
maximum time a device should wait to complete the probe request, and should account for request and
response delays up to mMaxLostBeacons superframes if the request is implicit.

The definition of the request primitive to request a single IE does not prohibit an implementation from
requesting multiple IEs in a single request.
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15.6.13.1.1 When generated
This primitive is generated by the DME to initiate a probe request. A probe request is only sent to a
device that indicates it supports probe requests in its Capabilities IE.

15.6.13.1.2 Effect of receipt

The MLME initiates the probe request through the specified mechanism. If implicit, the request must be
attempted in the next beacon transmitted. If the mechanism is explicit, the MAC sublayer issues the
probe request using command frames, using an immediate acknowledgement policy.
15.6.13.2 MLME-PROBE.indication

This ind|cation informs the DME that a probe request was received from another device.

The defipition of this primitive is:
MLME-PROBE. indication(

IEElementlID,
SpecifierliD
Explicit
SrcEUl

)

SrcEUI is the device ID of the device that sent the probe request. The YEElementID is the element |ID
for the Information Element that is being requested through the prabe‘request.
15.6.13.2.1 When generated

This ind|cation is generated by the MLME when it receives a*Qrobe request.

15.6.13.2.2 Effect of receipt
The recipient is notified that a probe request was received.

15.6.13.3 MLME-PROBE.response

In respgnse to a probe request, this primitive” causes the requested Information Element to pe
transmitfed to the requestor.

The definition of this primitive is:
MLME-PROBE . response (

Explicit,

DestEUI¢

IEInfo4
TransmissionTimeout

)

Explicit |ndicates-wheéther the probe request is to be performed through beacons or using command
frames. [The use of Explicit must be set to the same value as what was delivered in the corresponding
probe rgquest~DestEUI is the device ID of the target device for the probe request. The IEInfo arrpy
containg the fuII IE to be transmitted. Transmission timeout is the timeout for the probe responsgq if

explicit &ceessHisused—HansmisstontimeoutshotusedHthereguestisHrphett
15.6.13.3.1 When generated

This primitive is generated by the DME in response to receipt of a Probe Request IE, whether received
in the beacon or signalled by MLME-PROBE.indication.

15.6.13.3.2 Effect of receipt

The MLME initiates the probe response through the specified mechanism. If mechanism is through the
beacon, the response is attempted in the next beacon transmitted. If the mechanism is explicit, the
MLME issues the probe response using an immediate acknowledgement policy.

15.6.13.4 MLME-PROBE.confirm
This indication informs the DME that a probe response was received from another device.
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The definition of this primitive is:

MLME-PROBE .confirm(

IEInfo,
SrcEUIl,
ResultCode

)

:2009(E)

SrcEUI is the device ID of the device that sent the probe response. The IEInfo is the information

el
re
th
15
Th
pr
15
Th

15

Th
an
in

Ceived within the RequestTimeout period, or TIMEOUT if RequestTimeout expired befare
b confirmation.

.6.13.4.1 When generated
is indication is generated by the MLME when it receives a probe response_thteugh PCA

.6.13.4.2 Effect of receipt
e recipient is notified that a probe response was received.

.6.14 Hibernation and sleep cycle

e service primitives in this Clause are provided for the DME“to control hibernation, hib
chor support, and sleep cycles during a superframe. The primitives covered in this Clause 3
Table 91.

Table 91 - Hibernationh primitives

bbe response through a beacon is received by the DME through a MLME-BEACON.indication.

bment data provided in the probe response. ResultCode indicates SUCCESS if the confir|;|1ation is

eceiving

raffic. A

ernation
re listed

Service Primitive Request Indication Response Confirm
MLME-HIBERNATE 15.6.141 15.6.14.2
MLME-WAKE 16:6.14.3 15.6.14.4 15.6.14.5
MLME-HIBERNATION-ANCHOR 15.6.14.6 15.6.14.7 15.6.14.8
MLME-SLEEP-SCHEDULE 15.6.14.9 15.6.14.10
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Table 92 lists the parameters that appear in the primitives of this Clause.

Table 92 - Hibernation primitive parameters

Name Type Valid range Description
Start Integer 0-N The number of superframes before the
device will enter hibernation mode. N is
implementation-specific
nitialCountdown Integer 1-255 The number of superframes a devicg
will indicate its intent to hibernate before
hibernation begins
HibernationDuration Integer 1-255 The number of superframes the devicg
intends to hibernate
Repetitive Boolean FALSE, TRUE TRUE if the device)will enter hibernate
mode periadically based on the
HibernationDuration and WakeDuratiofn
parameters
WakeDuration Integer 1-N The number of superframes that a
device will be in active mode after
leaving hibernation mode, if Repetitivd
is used. N is implementation-specific
AnchorOperation Enumeration ACTIVATE, Specifies whether device will start or
DEACTIVATE stop operating as a hibernation ancho
OnInNe|ghborHardReservations Boolean FALSE, TRUE Indicates if a device in ON_PER_LOAL
sleep mode should be on during
neighbours' hard reservations
OnInNgighborSoftReservations Boolean FALSE, TRUE Indicates if a device in ON_PER_LOAL
sleep mode should be on during
neighbours' soft reservations
OnForPCA Boolean FALSE, TRUE Indicates if a device in ON_PER_LOAL
sleep mode should be on during MAS$
available for PCA
PCAMASCount Integer 0-255 Indicates the maximum number of
MASSs per superframe that the device
should be on for PCA
ResultCede Enumeration SUCCESS, Indicates the result of the corresponding
FAILURE, MLME-HIBERNATE or MLME-WAKH
FAILURE_NO_SLOTS request
S:ccpfv‘ludc EI TUriict at;UI 1 AL‘V‘V’A‘I’S_C?\:, :I ldi\,atco t: 1T typc Uf a:ccp UMCIT ati\.n T
ON_PER_SCHEDULE, device should perform
ON_PER_LOAD
SleepSchedule Bitmap one bit per MAS Each bit indicates if the device should
sleep or receive traffic during the
corresponding MAS

15.6.14.1 MLME-HIBERNATE.request

This primitive instructs the MAC sublayer to begin the hibernation process. During hibernation the
MAC sublayer ceases all operations on the medium including transmission of beacons.
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The definition of this primitive is:
MLME-HIBERNATE . request(

Start,
InitialCountdown,
HibernationDuration
Repetitive,

WakeDuration

AY
7

Before hibernation begins the MAC sublayer adds the Hibernation Mode IE to. (its”|beacon.
InftialCountdown indicates how many superframes the Hibernation Mode IE will be dneludgd in the
bgacon before hibernation begins. HibernationDuration indicates the number of/'superframes the
hilbernation is intended to last. HibernationDuration is used in the Hibernation Modg-1E which fincludes
the number of superframes the device intends to hibernate.

15.6.14.1.1 When generated
THis primitive is generated by the DME to instruct the MAC sublayer to_begin the hibernation process.
THis request may be made at any time after the MLME-WAKE.indication is received if|another
hibernation request was previously active.

13.6.14.1.2 Effect of receipt

When the MLME receives the request it initiates the hibernation process.

15.6.14.2 MLME-HIBERNATE.confirm

THis primitive confirms the result of the hibermation operation started by the [ MLME-
HIBERNATE.request.

THe definition of this primitive is:
MLME-HIBERNATE . confirm¢

ResultCode
)

Ré¢sultCode indicates the result of the attempt to begin the hibernation process. If an operation to start
the hibernation process is noti\succeeding, it is a vendor specific decision when to time| out the
oderation and return FAILURE. A return code of SUCCESS indicates that a beacon has bg¢en sent
cdntaining the Hibernation Mode IE.

15.6.14.2.1 When generated
ThHis primitive is génerated by the MLME as a result of an MLME-HIBERNATE.request to indigate that
the first beaconshas been transmitted with the Hibernation Mode IE or that the operation has failed.
15.6.14.2 2 \Effect of receipt

THe recipient is notified of the results of the procedure of starting the hibernation process.

15.6°34.3 MLME-WAKE.request

T[—in nreite—natrote  tha MAC  cobhlovary 0 dmamandiatalhy At hhibharnation panda  ~nd resume
TSPty C— St o Cto—trie— v T o ouioTaty ©f O ety — C/ ottt o ot t—aro

transmission of beacons as soon as possible, regardless of a previously-scheduled hibernation period
length. This primitive also cancels any previous hibernation mode request and instructs the MAC
sublayer to remain in active mode until further notice.

The definition of this primitive is:
MLME-WAKE . request(

)

15.6.14.3.1 When generated

This primitive is generated by the DME to end the hibernation process and resume transmission of
beacons.
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15.6.14.3.2 Effect of receipt

The MAC sublayer immediately ends hibernation and resumes transmission of beacons. If this
primitive is used before the MAC sublayer has begun hibernation (while it is still transmitting beacons
with the Hibernation Mode IE) the MAC sublayer attempts to remove the Hibernation Mode IE from the
beacon and does not continue the hibernation process.

15.6.14.4 MLME-WAKE.indication
This indication informs the DME that the MAC sublayer has begun the process of exiting hibernation.

The definition of this primitive is:

MLME-WAKE . indication(

)
15.6.14.4.1 When generated
This indication is generated by the MLME when it begins to scan the channel. in/preparation {or
resumin transmission of beacons after a hibernation period. This indication issgenerated even if an
MLME-WAKE request was not issued.
15.6.14.4.2 Effect of receipt
The reclpient is notified that the MAC sublayer is scanning the channel and is preparing to resume
transmigsion of beacons. The DME may make another MLME-HIBERNATE request at any time affer
receiving a MLME-WAKE indication.
15.6.14.5 MLME-WAKE.confirm

This prirpitive confirms that the attempt to end hibernation in reSponse to an MLME-WAKE request hps
completed. Upon successful completion of this request the“device will have resumed transmission |of
beacong.

The defipition of this primitive is:
MLME-WAKE .confirm(

ResultCode
)

ResultCpde indicates whether transmission of beacons has successfully resumed. A BP must haye
passed |with a beacon being transmitted for the confirmation to complete successfully. If endiphg
hibernatjon is not succeeding, it\is'a vendor specific decision when to time out the operation and retyrn
FAILURE.

15.6.14.5.1 When generated
This primitive is generated by the MLME as a result of an MLME-WAKE.request. The operation|is
successfully completed once a beacon has been transmitted. If the wake request occurred before the
last bealcon with{the Hibernation Mode IE was transmitted, the operation is completed successfully
once a peacon.is transmitted without the Hibernation Mode IE. If transmission of beacons canrjot
resume,|a eenfirmation is generated with a status of FAILURE.

15.6. 1452 FHeetott+eeceipt

The recipient is notified of the results of the procedure of exiting hibernation.
15.6.14.6 MLME-HIBERNATION-ANCHOR.request

This enables the transmission of the Hibernation Anchor IE in the beacon.

The definition of this primitive is:
MLME-HIBERNATION-ANCHOR . request(

AnchorOperation

)
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15.6.14.6.1 When generated
This primitive is generated by the DME to enable support for the Hibernation Anchor IE.

15.6.14.6.2 Effect of receipt

The MAC sublayer indicates support for acting as a hibernation anchor in its Capabilities IE and
includes a Hibernation Anchor IE in its beacon after receiving a Hibernation IE from any neighbour.

15.6.14.7 MLME-HIBERNATION-ANCHOR.indication
This indication informs the DME of reception of a Hibernation Anchor IE

THe definition of this primitive is:
MLME-HIBERNATION-ANCHOR . indication(

)
13.6.14.7.1 When generated
ThHis primitive is generated by the MLME when a Hibernation Anchor IE is received in the beadon.
15.6.14.7.2 Effect of receipt

THe recipient is notified of the reception of a Hibernation Anchor IE.

19.6.14.8 MLME-HIBERNATION-ANCHOR.confirm
THis primitive indicates the result of an MLME-HIBERNATION-ANCHOR.request.

THe definition of this primitive is:
MLME-HIBERNATION-ANCHOR . confirm¢
ResultCode
)

Re¢sultCode indicates the result of the request to act as a hibernation anchor. Possible cqdes are
SYCCESS and FAILURE.

15.6.14.8.1 When generated
THis primitive is generated by the MLUME in response to a MLME-HIBERNATION-ANCHOR.reduest.

15.6.14.8.2 Effect of receipt
THe recipient is notified of the)completion of the request to act or cease acting as a hibernatior] anchor.

14.6.14.9 MLME-SLEEP-SCHEDULE.request

THis request informs.the device in what MASs it should be available to receive traffic and when it can
turn off its receivet;

THe definition_of this primitive is:
MLME-SLEEP-SCHEDULE. request(

SleepMode,
OnlnHardReservations,
oninSoTtREServations,
OnForPCA,
PCAMASCount,
SleepSchedule

)

SleepSchedule specifies the MASs during which the device should be capable of receiving a
transmitted frame.

15.6.14.9.1 When generated
This primitive is generated by the DME to control reception in the MAC sublayer.
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15.6.14.9.2 Effect of receipt
When the MLME receives this request, it updates its sleep schedule and PCA Availability IE.

15.6.14.10MLME-SLEEP-SCHEDULE.confirm
This primitive indicates the result of an MLME-SLEEP-SCHEDULE.request.

The definition of this primitive is:
MLME-SLEEP-SCHEDULE .confirm(

ResultCode
)

ResultCpde indicates the result of the request to change the sleep schedule.

15.6.14.10.1 When generated
This prirpitive is generated by the MLME as a result of an MLME-SLEEP-SCHEDULE yYequest.

15.6.14.10.2 Effect of receipt
The recipient is notified of the results of the request.

15.6.19 Higher layer synchronization support

This mefhanism supports the process of synchronization among higher¢layer protocol entities residipg
within different devices. The actual synchronization mechanism in the higher layer is out of the scope
of this Standard. In principle, the MLME indicates the transmission/reception of frames with a specific
multicagt address in the DestAddr field of an MSDU of type data, The primitives covered in this Clauge
are listefl in Table 93.

Table 93 - Higher layer synchronization support primitives

Service Primitive Request Indication Response Confirm

MLME-HL-SYNC 15.6.15.1 15.6.15.2

Table 94 lists the parameters that appear in the primitives of this Clause.

Table 94 - Higher-Layer Synchronization primitive parameters

Name Type Valid range Description

GroupEUI EUI-48 Any valid multicast EUI-48 Specifies the multicast group to which
the synchronization frames are
addressed. A synchronization frame is a
data type frame with higher layer
synchronization information

ResultCode Enumeration SUCCESS, Indicates the result of the MLME-HL-
NOT_SUPPORTED SYNCTequest
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the device that

transmitted the higher layer
synchronization frame

SequenceNumber Integer As defined in the frame format | Specifies the Sequence Number of the
higher layer synchronization frame
received or transmitted

MLME-HL-SYNC.request

This primitive requests activation of the synchronization support mechanism.
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The definition of this primitive is:

MLME-HL-SYNC.request(

GroupEUI
)

15.6.15.0.1 When generated
This primitive is generated by the DME when a higher layer protocol initiates a synchronization

pr

Ccess

15
TH
isq
re
h3
SY|
re
15
TH

.6.15.0.2 Effect of receipt

is request activates the synchronization support mechanism at the device. The MLME" subs
ues an MLME-HL-SYNC.confirm that reflects the results of the higher layer synchronizatior
juest. If the request has been successful, and the higher layer synchronization-support me
s been activated, the MLME issues an MMLE-HL-SYNC.indication wherever a high
nchronization frame, which is a data type frame with the specified McstAddr in"the DestAdd
Ceived or transmitted.

.6.15.1 MLME-HL-SYNC.indication
is primitive indicates the transmission or reception of a higherMayer synchronization fra

inglication is delivered with respect to the start of the frame on the medium, whether transi

re
Th

15
TH
lay
fra
D
15
TH
15
TH

TH

ceived by the MAC sublayer.
e definition of this primitive is:
MLME-HL-SYNC. indication(

GroupEUI,
SrcEUl,
SequenceNumber

)

.6.15.1.1 When generated
is primitive is generated by the MLME when the successful reception or transmission of

me is identified by the McstAddr registered by an earlier MLME-HL-SYNC.request primitivj
stAddr field of a data type-frame.

.6.15.1.2 Effect of. receipt
e DME is notified af-the reception or transmission of a higher layer synchronization frame.

.6.15.2 MLME-HL-SYNC.confirm
is primitive €éenfirms the activation of the higher layer synchronization support mechanism.

e definition'of this primitive is:

MLME-HL-SYNC.confirm(

pquently
support
chanism
er layer
[ field, is

me. The
hitted or

a higher

er synchronization frame is detected, as indicated by the PHY. The higher layer synchrgnization

e, in the

ResultCode

)

15.6.15.2.1 When generated

This primitive is generated by the MLME as a result of an MLME-HL-SYNC.request to activate the
higher layer synchronization support mechanism for a particular multicast address.

15.6.15.2.2 Effect of receipt
The DME is notified of the activation of the higher layer synchronization support mechanism. The result
code of NOT_SUPPORTED is issued if the MLME does not support the higher layer synchronization
support mechanism or if the address provided by the MLME-HL-SYNC.request is not a multicast
address.
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15.6.16 Reservation management

The DRP provides methods for devices to establish, modify and release reservations. Reservation
negotiations are requested by the DME and confirmed by the MLME via the service primitives defined
in this Clause. There are two conceptual interface options between the DME and MLME defined in this
Clause. The MLME-RESOURCE primitives provide a high-level interface where resource allocation is
handled within the MLME. The MLME-DRP primitives provide a low-level interface where resource
allocation is handled in the DME using information obtained from the MLME using the MLME-LINK-
EVENT primitives. Clause 15.6.16.1 illustrates a reference model and indicates the interface locations.

Table 95 suUmMMarizes the TEServation management SETVice primitives.
Table 95 - DRP service primitives
Service primitive Request Indication Response Confirm
MLME-RESOURCE 15.6.16.2 15.6.16.3 15.6.16.4 15.6.16.5
MLME-DRP 15.6.16.6 15.6.16.7 15.6.16.8 15.6716.9
Table 94 defines the parameters used by the DRP service primitives.
Table 96 - DRP service primitive paraméters
Name Type Valid range Description
AvaijabilityBitmap Implementation-dependent Specifies the MASs available for DRP
reservation.
DestEUI EUI-48 Any valid EUI-48, or NULL for Identifies the respondent (either a
PCA reservations single device or a multicast group) in
the DRP negotiation initiated by the
device identified by SrcEUI.
Explicit Boolean FALSE, TRUE Controls whether DRP negotiation is
implicit or explicit.
FingIReservation Boolean FALSE, TRUE Valid for multicast reservations, only.
When TRUE, the final reservation is
signaled to the multicast recipients.
MinBW Integer 0 - 480 000 Minimum required bandwidth for the
reservation, in Kbps.
DesiredBW Integer 0 - 480 000 Desired bandwidth for the reservation,
in Kbps. Shall not be lower than the
MinBW parameter.
AvailableBW Integer 0 - 480 000 Bandwidth estimated to be available for
the reservation, in Kbps. For the initiator
UIr lilt IUDUIVaLiUII b;la“ "ot U)\LEUU. I.i 1S4
DesiredBW parameter and shall not be
below MinBW.
ReasonCode Enumeration ACCEPTED, CONFLICT, Additional completion status information
PENDING,DENIED for the MLME request.
MaxServicelnterval Integer 1-255 Maximum service interval acceptable
for the reservation, in units of MASs.
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Table 96 - DRP service primitive parameters (concluded)

Name Type Valid range Description
QoSGoal Enumeration PREMIUM, The Quiality of Service goal of the
HIGH, connection to be served by the
BEST_EFFORT reservation. May be mapped to target
Packet Error Rate (PER) and margins
(SNR, reservation time) for the
connection.
ReservationBitmap Implementation-dependent Specifies the MASs desired©r.ebtained
for the reservation.
ReservationType Enumeration HARD, SOFT, PRIVATE, or Reservation'type
PCA as specified by Table
118
ResultCode Enumeration FAILURE, SUCCESS, Completion‘status of the MLME refjuest
TIMEOUT, MODIFIED
SrcEUI EUI-48 Any valid unicast EUI-48 Identifies the DRP negotiation inifjator
StreamIndex Integer 0 - 7, as specified in 16.2.1.5 Identifies a stream from the dev|ce
identified by SrcEUI to the devicg(s)
identified by DestEUI
TE For the recipient of the reservation request the estimation of the available bandwidth may diffef from the
e at the initiator side due to asymmetric link conditions.

hough the actual format of AvailabilityBitmap-and ReservationBitmap is implementation-dependent,
nceptually it is an array of 256 entries, each of which corresponds to one of the 256 MASs|within a

superframe. The zero entries identify MASs that are to be excluded from the reservation while non-
ro entries identify MASs that are to be_included.

z¢
15

Fi
R¢

.6.16.1 Resource allocatiom and rate adaptation reference model

jure 32 shows a reference ,nodel for the resource allocation and rate adaptation arch

itecture.

guirements for resources, coming from an application are expressed in terms of required bandwidth
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and quality of service parameters. Depending on the specific implementation of higher layer functions,
specific functionality may be allocated either in the MAC sublayer or in the DME.

Resource Requests from Applications

DME /

Arbitration / AIIocatlorll Rules .
. . & Policies Resource Allocation M AC
ecision MakinQ =/ ee A T om0 oo
~J \r TTUTIUC O, ATvirativrt aruu T\UITO OL'T UIIVITO .
Logic preemption rules) Cl lent
- s c— - eess e MLME-RESOURCE interfaceons o @ o oo oo oo ooss o o
ESOURCES. MASs Allocation Polic
Request REiOO:#;iES' y

MAC

PHY Data Rates,

QoS Target———

Rate Adaptation +

: ACK Policy,

Resource Allocation «—Effective Data Rate—| TPC Number of retries,

Aggregation Policy|

JLME-DRP interfac n Fragmentation Policy,
\ LQI, RSSI TPC.
Re-Allocation.Request PESRt 8; R;_e-TX fgzg E/w((:;
MAS Map to MAC | anshes
Interference As. Perfermance
Mitigation Monitoring

To / From PHY

Figure 32 - Resource allocation and rate adaptation reference model

15.6.14.2 MLME-RESOURCE.request

This prinitive requests the creation of alnew reservation or the modification or release of an existi
reservatjon. The primitive's semantics are as follows:

MLME-RESOURCE. request(

DestEUI 4
Streamindex,
ReservationType,
MLABW,

DesiredBW,
MaxServicelnterval,
QO0SGoal,

Explicit

)

The MinBW and DesiredBW parameters define the BW requirements for the reservation. If these
parameters are set to zero, this indicates the release of the reservation.

15.6.16.2.1 When generated

The DME signals this primitive to the MLME in order to create a new reservation, modify an existing
reservation or release an existing reservation.

15.6.16.2.2 Effect of receipt

Based on the parameters of the resources request primitive and the condition of the link with the
respondent of the reservation, the MLME constructs one or more DRP IEs that provide the desired new
reservation or changes to the reservation and either a) includes the DRP IEs in a subsequent beacon
transmission or b) transmits the DRP IEs in a command frame to the device identified by DestEUI.
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Once DRP negotiation, either implicit or explicit, respectively, is initiated, the MLME completes it as
specified in 17.4.

If the source is not able to support the requested resource reservation with the parameters included in
the MLME-DRP.request, the MLME responds with an MLME-RESOURCE.confirm with ResultCode set
to FAILURE and does not initiate the DRP negotiation process.

15.6.16.3 MLME-RESOURCE.indication

This primitive indicates a request from a peer DME to create a new reservation or to modify or release
A EXISUNY TESETVAation. THE Primmtive 'S SEmarntics are as 1oiftows:

MLME-RESOURCE . indication(

DestEUI,

SrcEUl,
Streamlndex,
ReservationType,
AvailableBW,
ReservationBitmap,
Explicit

)

THe ReservationBitmap identifies the MASs proposed by the resefrvation owner to be included in the
ngw or modified reservation. If no MASs are identified in the ReservationBitmap, the reseryation is
released.

13.6.16.3.1 When generated
THe MLME generates this primitive either when a DRP request to create a new reservation dr modify
ar existing reservation is received, or when changes in PHY channel conditions cause a dedrease in
AvailableBW. Note that the MLME also generates'this primitive when a reservation is released.
15.6.16.3.2 Effect of receipt
THe DME evaluates the reservation request in terms of the device's availability and genefates an
MLME RESOURCE.response.

13.6.16.4 MLME-RESOURCE.response
ThHe DME uses this primitivesto respond to a request for the creation of a new reservation or the
modification or release of an_existing reservation. The primitive's semantics are as follows:
MLME-RESOURCE . response(

DestEUI,
SrcEUl,
Streamlndex,
ReasonCode,
ResultCode

)
15.6216.4.1 When generated
The DME generates this primitive in order to trigger a response to a reservation request.

15.6.16.4.2 Effect of receipt

The MLME constructs one or more DRP IEs that describe the DRP reservation response and either a)
includes the DRP IEs in a subsequent beacon transmission or b) transmits the DRP IEs in a command
frame to the device identified by DestEUI.

15.6.16.5 MLME-RESOURCE.confirm

This primitive signals the completion, successfully or in error, of DRP negotiations initiated by a
corresponding MLME-RESOURCE.request. The primitive's semantics are as follows:

MLME-RESOURCE .confirm(
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AvailableBW,
ResultCode,
ReasonCode

)
15.6.16.5.1 When generated

The MLME signals this primitive to the DME in order to confirm the success or failure of DRP
negotiations initiated by a corresponding MLME-RESOURCE.request, or to indicate to the DME that
there is a_change in available bandwidth (AvailableBW)

For expljcit unicast negotiations, if a DRP reservation response command frame is not receivedwithin
an applifation-specific timeout after the DRP reservation request is sent, the MLME informs the DNIE
by issuifng a MLME-RESOURCE.confirm with ResultCode equal to TIMEOUT. Once a DRP.tesé€rvatipn
responsg command frame is received, the source informs the DME by generating an MLME-
RESOURCE.confirm with the appropriate ResultCode.

For implicit unicast negotiations, if a DRP reservation response is not received within a time interyal
equal tolmMaxLostBeacons after the final DRP reservation request is sent, the MEME informs the DNIE
by issuipg an MLME-RESOURCE.confirm with ResultCode equal to TIMEOUT:

Once a PRP reservation response is received, the source informs the DME‘by generating an MLME-
RESOURCE.confirm with the appropriate ResultCode.

If the PHIY channel conditions change in a way that modifies the effective bandwidth available for this
reservatjon (AvailableBW), the MLME will also issue the MLME-RESOURCE.confirm with ResultCofle
equal to|MODIFIED, and the new estimated AvailableBW parameter.

15.6.14.5.2 Effect of receipt

Depending on the value of ResultCode and ReasonCodej-the DME should take appropriate action. Hor
examplqg, if the reservation was established successfully, the DME may signal the MAC client |to
transfer|data to the MAC for that stream. If the DRP-negotiation failed, or the available bandwidth hps
changed, the DME should signal the lack of resaurces to the MAC client.

15.6.14.6 MLME-DRP.request

This primitive requests the creation of alnew reservation or the modification or release of an existipg
reservatjon. The primitive's semantics are as follows:

MLME-DRP . requesty(

DestEUI ;4
Streamindex,
ReservationType,
ReservationBitmap,
FinalReservation,
Explicit

)

The RedervationBitmap parameter defines the MASs to include in a new or modified reservation. If ho
MASs ate_identified in the ReservationBitmap, that indicates the reservation is released

15.6.16.6.1 When generated

This DME signals this primitive to the MLME in order to create a new reservation, modify an existing
reservation or release an existing reservation.

15.6.16.6.2 Effect of receipt

The MLME constructs one or more DRP IEs that describe the desired new reservation or changes to
the reservation and either a) includes the DRP IEs in a subsequent beacon transmission or b)
transmits the DRP IEs in a command frame to the device identified by DestEUI. Once DRP negotiation,
either implicit or explicit, respectively, is initiated, the MLME completes it as specified in 17.4.

In order to negotiate a reservation, the MAC sublayer constructs DRP IEs according to the parameters
of the MLME-DRP.request provided by the DME. If the source is not able to support the requested DRP
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reservation with the parameters included in the MLME-DRP.request, the MLME responds with an
MLME-DRP.confirm with ResultCode set to FAILURE and does not initiate the DRP negotiation
process.

15.6.16.7 MLME-DRP.indication

This primitive indicates a request from a peer DME to create a new reservation or to modify or release
an existing reservation. The primitive's semantics are as follows:

MLME-DRP . indication(

DestEUI,

SrcEUl,
Streamlndex,
ReservationType,
ReservationBitmap,
Explicit

)

THe ReservationBitmap identifies the MASs proposed by the reservation~owner to be included in the
ngw or modified reservation. If no MASs are identified in the ReservationBitmap, the reseryation is
released.

13.6.16.7.1 When generated
ThHe MLME generates this primitive when a DRP request_to create a new reservation or modify an
exlisting reservation is received. It also generates this primitive when a reservation is released
15.6.16.7.2 Effect of receipt

THe DME evaluates the reservation request in terms of the device's availability and genefates an
MLME DRP.response.

13.6.16.8 MLME-DRP.response
ThHe DME uses this primitive to respond(to a request for the creation of a new reservation or the
modification or release of an existing reservation. The primitive's semantics are as follows:
MLME-DRP . response(

DestEUI,

SrcEUI g
Streamindex,
ReservationType,
RéservationBitmap,
Explicit,
ReasonCode,
ResultCode

)
15.6.1628.1 When generated
THeCBME generates this primitive in order to respond to a reservation request.

15.6.16.8.2 Effect of receipt
The MLME constructs one or more DRP IEs that describe the DRP reservation response and either a)
includes the DRP IEs in a subsequent beacon transmission or b) transmits the DRP IEs in a command
frame to the device identified by DestEUI.
15.6.16.9 MLME-DRP.confirm
This primitive signals the completion, successfully or in error, of DRP negotiations initiated by a
corresponding MLME-DRP.request. The primitive's semantics are as follows:

MLME-DRP .confirm(

AvailabilityBitmap,
ResultCode,
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ReasonCode

)

15.6.16.9.1 When generated

The MLME signals this primitive to the DME in order to confirm the success or failure of DRP
negotiations initiated by a corresponding MLME-DRP.request.

For explicit unicast negotiations, if a DRP reservation response command frame is not received within
an application-specific timeout after the DRP reservation request is sent, the MAC sublayer informs the

DME by
respons
DRP.cor

For imp
equal td
sublaye

Once a
DRP.cor

15.6.14

Depend
For exa
transfer
the lack

15.6.17

This meg
covered

b command frame is received, the source informs the DME by generating an MLM
firm with the appropriate ResultCode.

icit unicast negotiations, if a DRP reservation response is not received within a-time inter
mMaxLostBeacons superframes after the final DRP reservation request is.sent, the MA
informs the DME by issuing an MLME-DRP.confirm with ResultCode equal to "IMEOUT.

DRP reservation response is received, the source informs the DME by _generating an MLM
firm with the appropriate ResultCode.
.9.2 Effect of receipt

bnt upon the value of ResultCode and ReasonCode, the DME should take appropriate actid
mple, if the reservation is established successfully, the DME may signal the MAC client
data to the MAC sublayer for that stream. If the DRP negotiation failed, the DME should sign
of resources to the responsible MAC client (higher-layer éntity).

Connection configuration primitives

chanism provides control over the rate adaptation algorithm and metrics. The primitiv
in this Clause are listed in Table 97.

Table 97 - Connection-gonfiguration primitives

Service primitive Request Indication Response Confirm

N

ILME-CONNECTION-CONFIG 156.17.1 15.6.17.2

n
E-

al
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Table 98 defines the parameters that appear in the primitives of this Clause.
Table 98 - Connection configuration primitive parameters
Name Type Valid range Description
DestEUI EUI-48 Any valid EUI-48 Specifies the EUI-48 of remote
responding device
DC:IVCI’:D :I IthCI C 15 SpU\alflCO thU UotTl rJI ;UI Ity Uf the
MSDU for a value in range O-tfrough
7, or the stream index af\the NISDU
for a value in range,8/through 15
PHYRate Enumeration RATE_53 3, PHY data rate atwhich packetqare to
RATE_80, be transmitted for the givgn
RATE_106 7, connection
RATE_160,
RATE_200,
RATE_320,
RATE_400,
RATE_480
ACKPolicy Enumeration No_ACK /Imm-ACK / B;ACK ACK policy to be used on the [given
connection
NOfReTX Integer 1 - MaxNOfReTX Number of re-transmissions allowed
for a given connection
OptimalMPDUSize Integer PHY dependent Optimal MPDU size for a giyen
connection
AggregationPolicy Enumeration ENABLED, DISABLED Aggregation policy enabled / disabled
for a given connection
FragmentationPolicy Enumeration ENABLED, DISABLED Fragmentation policy enabl¢d /
disabled for a given connec}ion
ResultCode Enumeration FAILURE, SUCCESS Completion status of the MUME
request
13.6.17.1 MLME-CONNECTION-CONFIG.request
THis primitive issused to configure the rate adaptation parameters of a particular connectjon. The
ddfinition of thiSiprimitive is:

MLME-CONNECTION-CONFIG. request(

DestEUI,
DeliverylD,

PHYRato 5

ACKPolicy,

NOFfReTX,
OptimalMPDUSize,
AggregationPolicy,
FragmentationPolicy

)

15.6.17.1.1 When generated

The primitive is generated by the DME whenever there is a need to update the parameters of the
connection related to PHY rate adaptation.
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15.6.17.1.2 Effect of receipt

Upon reception of the primitive, the MLME will update the configuration of the specific connection with
the parameters of the primitive, and will generate the MLME-CONNECTION-CONFIG.confirm
response.

15.6.17.2 MLME-CONNECTION-CONFIG.confirm

The definition of this primitive is:

MLME-CONNECTION-CONFIG.confirm(

DestEUIL,
DeliverylD,
ResultCode

)
15.6.17.2.1 When generated
This prirpitive is generated by the MLME in response to the MLME-CONNECTION¢CONFIG.request.

15.6.17.2.2 Effect of receipt

Upon regeption of this primitive, the DME is notified of the success or failure.0of‘the updated connectipn
configurption.

15.6.1§ Range measurement

This mdchanism supports range measurement between a device/and a neighbour. The primitives
covered|in this Clause are listed in Table 99.

Table 99 - Range measurementsservice primitives

Service primitive Request Indication Response Confirm

MLME-RANGE-MEASUREMENT 15.6.18.1 15.6.18.2 15.6.18.3

Table 100 defines the parameters used by thetrange measurement service primitives.

Table 100 - Ranhge measurement parameters

Name Type Valid Range Description
Result Enumeration FAILURE, SUCCESS Indicates the result of the range
measurement operation
LREnable Boolean FALSE, TRUE If TRUE, enable local range
measurement, otherwise disable
DestEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the remote
responding device
SrcEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 of the remote
ICL{UCDt;I LLY) UICV;L;C
RMN Integer 0-255 Number of measurements
requested
MeasurementResultSet Array As described in Figure 55 Range measurement results
MeasurementResultSetCount Integer 0 - 255 Number of measurement results in

MeasurementResultSet

15.6.18.1 MLME-RANGE-MEASUREMENT.request
This primitive is used to initiate one or more consecutive ranging measurements.
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MLME-RANGE-MEASUREMENT . request(

DestEUI,
RMN

)
15.6.18.1.1 When generated
The DME signals this primitive to the MLME to initiate range measurement with a neighbour of the
device. Parameter RMN may be one (for a simple estimate) or greater than one, so that the results of
repeated MeasSurements can De USed 10 IMprove accuracy.
154.6.18.1.2 Effect of receipt
THe MLME generates frames to deliver over the medium to carry out the requestefd range
measurements, and then delivers the result data to the DME.
14.6.18.2 MLME-RANGE-MEASUREMENT.indication
THis primitive is used to inform the DME that a range measurement request was received.

MLME-RANGE-MEASUREMENT . indication(

SrcEUl,
RMN

)
13.6.18.2.1 When generated
THe MLME signals this primitive to the DME when it receives a range Measurement commaid frame
with Range Type set to Range Measurement Request.

15.6.18.2.2 Effect of receipt

THe DME is advised that a range measurement.@peration has started.

139.6.18.3 MLME-RANGE-MEASUREMENT.confirm
THis primitive reports the results of a range“measurement operation.

MLME-RANGE-MEASUREMENT .confirm(

Result,
MeasurementResultSet,
MeasurementResultSetCount

)
15.6.18.3.1 Whenfgenerated
THe MLME signalsthis primitive to the DME when it has completed a requested range meagqurement
oderation.

15.6.18.372\'Effect of receipt

Ag specified in Annex G, the DME may use a single measurement result to calculate a single range
egtimate. Local and remote ranging clock options may be used to calculate confidence levelq or error
prpbabilities. Multiple measurements may be used to detect and correct for frequency errors petween
the local and remote clock frequencies.

15.6.19 Application-specific command management

The MAC sublayer provides application-specific command frames for sending control information for
the MAC client. At the sending device, command data is passed via the primitives in this Clause, along
with the parameters describing the attributes of the command, to the MAC sublayer for transfer to a
peer MAC sublayer for unicast traffic or a group of MAC entities for multicast or broadcast traffic. At the
recipient device, the MAC sublayer delivers received application-specific command data to the MAC
client.

Application-specific commands may be fragmented for transfer between peer MAC entities.

Application-specific commands may be transmitted using PCA or within DRP reservations.
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The primitives covered in this Clause are listed in Table 101.

Table 101 - Application-specific command management primitives

Service primitive Request Indication Response Confirm

MLME-AS-COMMAND 15.6.19.1 15.6.19.2 15.6.19.3

Table 102 lists the parameters that appear in the MLME-AS-COMMAND primitives defined in_this
Clause.

Table 102 - Application-specific command management parameters

Name Type Valid range Description
DgstEUI EUI-48 Any valid EUI-48 Specifies the EUI-48 of the recipient device of the
MCDU!
SicEUI EUI-48 Any valid unicast EUI-48 Specifies the EUI-48 ofithe sending device of the
MCDU.
TKID Integer Any valid TKID as defined Specifies a PTiKyor GTK used for protecting the
in 16.2.6.1, or zero MCDU. If zetg, indicates no security protection fo
this MCDU.
ACKPolicy Enumeration ACK, NO_ACK Specifies whether or not the MCDU requires

acknowledgement.

TxTimeout Duration 0-65535 Specifies the amount of time in milliseconds in
which the MCDU needs to be successfully sent.

ASConfmandData Array Variable Specifies the data passing the MLME-AS-
COMMAND before transmission or after reception
ResliltCode Enumeration SUCCESS, Indicates the result of the MCDU transfer attempt
TX\TIMEOUT,

OTHER_REASONS

15.6.19.1 MLME-AS-COMMAND.request

This primitive requests the transfer of an application-specific command to a peer MAC sublayer off a
group ofl peer MAC entities.

The defipition of this primitive is:
MLME=AS-COMMAND . request(

DestEUI,
TKID,
ACKPolicy,
TxTimeout,
ASCommandData

)
15.6.19.1.1 When generated
This primitive is generated by the MAC client when an application-specific command is to be
transferred to a specified recipient.
15.6.19.1.2 Effect of receipt

The MAC sublayer attempts to transmit the application-specific command frame using PCA or in a
DRP reservation based on the other parameters provided in the primitive. The MAC sublayer
subsequently issues a MLME-AS-COMMAND.confirm to reflect the results.
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15.6.19.2 MLME-AS-COMMAND.indication
This primitive reports the reception of an application-specific command from a specified sender.

The definition of this primitive is:
MLME-AS-COMMAND. indication(

SrcEUI,
DestTEUT,
TKID,
ACKPolicy,
ASCommandData

)
15.6.19.2.1 When generated
THis primitive is generated by the MAC sublayer to deliver to the MAC client a correctly receiyed valid
application-specific command frame addressed to this device.
15.6.19.2.2 Effect of receipt

THe MAC client is provided with a valid application-specific comniand frame addressed to this device
frgm a specified sender.

14.6.19.3 MLME-AS-COMMAND.confirm

THis primitive reports the result of an application-specific command frame transfer attempt to a
specified recipient.

THe definition of this primitive is:
MLME-AS-COMMAND . confirm(

DestEUI,
ResultCode

)

15.6.19.3.1 When generated

THis primitive is generated hy‘\the MAC sublayer as a result of a MLME-AS-COMMAND.reguest to
trgnsfer an application-specific'command frame to a specified recipient.

13.6.19.3.2 Effect of~receipt

ThHe MAC client is notified of the results of the attempt by the MAC sublayer to transfer an apglication-
specific command) ‘frame based on the parameters specified in an earlier MIME-AS-
COMMAND.reqguest.

1%.7 MAC SAP interface

THe MAC sublayer provides a data transfer service to the MAC client via the MAC SAP, the logfical data
inferface between the MAC client and the MAC sublayer. At the sending device, data is passef via the
M}xC SAP in MSDUs, along with the parameters describing the attributes of the MSDU, to the MAC
sublayer for transfer to a peer MAC sublayer for unicast traffic or a group of MAC entities for multicast
or broadcast traffic. At the recipient device, the MAC sublayer delivers received data also in MSDUs to
the MAC client.

Each MSDU is tagged with a user priority or stream index as indicated by the Delivery ID parameter
passed along with the MSDU at the MAC SAP. There are eight levels for user priority, and eight values
for Stream Index designating up to eight possible streams between the sender and recipient. Legal
values for the Delivery ID parameter are in the range of 0 to 15. A number in the range between 0 and
7, inclusive, denotes a user priority as defined by the IEEE 802.1D priority tag. A number in the range
between 8 and 15, inclusive, identifies a stream from the sender to the recipient. The Delivery ID
parameter is propagated across the wireless medium in the Delivery ID field of the Frame Control field
of the MAC header.
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Each device has an EUI-48 that, if non-NULL, uniquely identifies the device. This identifier is included
in beacon frames, along with a 16-bit DevAddr selected by the device.

When an MSDU is delivered to the MAC sublayer by the MAC client, the device determines the
DevAddr of the intended recipient based on the EUI-48 provided with the MSDU and information it
receives in neighbours' beacons.

Before passing an MSDU to the MAC client, a device determines the EUI-48 of the sender of the
MSDU using information it receives in neighbours' beacons.

All MSOUs labelled with the same Delivery ID and addressed to the same destination EUI-48-dre
transmitfed in the order in which they arrived at the local MAC SAP when they are subject to thé Immn-
ACK or No-ACK acknowledgement policy. They may be transmitted out of order due to retriesawhen the
B-ACK gcknowledgement policy is applied. However, MSDUs labelled with different Delivery 1D valuges
and/or dddressed to different destination EUI-48s are not necessarily transmitted in thecgrder in which
they arrived at the local MAC SAP, since the MAC sublayer may reorder them for transmission basgd
on their [priorities and other considerations or constraints.

MSDUs [of the same Delivery ID received by the recipient MAC sublayer are released to the MAC clignt
via the Ipcal MAC SAP in the same order as they arrived at the MAC SAP of the sending device. The
recipienf MAC sublayer delivers MSDUs bearing different Delivery ID values to the MAC client inf a
fashion that preserves the respective orders of the MSDUs carrying the,same Delivery ID values.

MSDUs |may be fragmented or aggregated for transfer between peer MAC entities, but are alwalys
passed through the MAC SAP in whole MSDUs.

The MAC sublayer provides contention and reservation-based frame transfers. Contention basgd
transfer$ use the prioritized contention access (PCA) methed as specified in 17.2.3, while reservatign-
based tfansfers use the distributed reservation protocol. (DRP) method as specified in 17.2.4. MSDUs
tagged ith a user priority are transmitted using PCA. MSDUs tagged with a Stream Index gre
transmitfed primarily in a reservation and optionally.by PCA.

The prinpitives covered in this Clause are listed. inyTable 103.

Table 103> MAC-SAP primitives

Service primitive Reguest Indication Response Confirm

MAC-DATA 15.7.1 15.7.2 15.7.3
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Table 104 lists the parameters that appear in the MAC SAP primitives defined in this Clause.

Table 104 - MAC-SAP primitive parameters

Name Type Valid range Description
DestEUI EUI-48 Any valid EUI-48 Specifies the EUI-48 of the recipient device of the
MSDU
MSDU
TKID Integer Any valid TKID as defined Specifies a PTK or GTK used for protectipg the
in 16.2.6.1 or zero MSDU. If zero, indicates no security protedtion for
this MSDRY
DeliverylD Integer 0-15 Specifies the user priority of the MSDU for p value

in range 0 through,7, or the stream index|of the
MSDU for a value in range 8 through [L5

ransmitTimeout Duration 0-65535 Specifies the-amount of time in millisecofds in
which the MSDU needs to be successfully sent

MSDU Octet string Spetifies the data passing the MAC SAP pefore
transmission or after reception

ResultCode Enumeration SUCCESS, Indicates the result of the MSDU transfer attempt
TRANSMIT_TIMEOUT,
OTHER_REASONS

13.7.1 MAC-DATA.request

THis primitive requests the transfer of an-MSDU to a peer MAC sublayer or a group of pger MAC
entities.

THe definition of this primitive is:
MAC-DATA.request(

DestEUI,

TKID,
DeliverylD,
TranSmitTimeout,
MSDU

)
13.7.1.1 When generated

THis primitive is generated by the MAC client when an MSDU is to be transferred to a $pecified
retipient.

1872412 Effect of receipnt
L

The MAC sublayer attempts to transmit the MSDU based on the other parameters provided in the
primitive. The MAC sublayer subsequently issues a MAC-DATA.confirm to reflect the results.

15.7.2 MAC-DATA.indication
This primitive reports the reception of an MSDU from a specified sender.

The definition of this primitive is:
MAC-DATA.indication(

SrcEUl,
DestEUI,
TKID,
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DeliverylD,
MSDU

)
15.7.2.1 When generated

This primitive is generated by the MAC sublayer to deliver to the MAC client a received MSDU
addressed to this device.

15.7.2.2 Effect of receipt

The MAC client is provided with an MSDU addressed to this device from a specified sender.

15.7.3 [MAC-DATA.confirm
This prirpitive reports the result of an MSDU transfer attempt to a specified recipient.

The defipition of this primitive is:
MAC-DATA.confirm(

DestEUI,
DeliverylD,
ResultCode

)

15.7.3.1. When generated
This primitive is generated by the MAC sublayer as a result offa"MAC-DATA.request to transfer pn
MSDU tp a specified recipient.
15.7.3.p Effect of receipt

The MAL client is notified of the results of the attempt:by the MAC sublayer to transfer an MSDHU
based oh the parameters specified in an earlier MAC-RATA.request.

16 MAIC frame formats

This Clquse specifies the format of MAC-frames. An overview of the MAC frame with descriptions|of
common fields is followed by Clauses foreach frame type and subtype. The final Clause contains a ljst
of information elements that may appear in beacon frames and some command frames.

16.1 |Frame format conventions
The follgwing conventions and definitions apply throughout this Clause.

16.1.1 |Figures

MAC frgmes are described as a sequence of fields in a specific order. Figures in Clause 16 depjct
fields in|the order they are delivered to the PHY SAP, from left to right, where the left-most field|is
transmitfed first_in“time. In field figures, bits within the field are numbered from the least-significant pit
on the right to the most-significant bit on the left.

An exanrple sequence of fields is defined in Figure 33.

octets: 2 1 4

First field transmitted (2 octets) | Second field transmitted (1 octet) | ... | Last field transmitted (4 octets)

Figure 33 - Example sequence of fields

16.1.2 Octet order

Unless otherwise noted, fields longer than a single octet are delivered to the PHY SAP in order from
the octet containing the least-significant bits to the octet containing the most-significant bits.
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An example of a bitmap specification for a two-octet field is defined in Figure 34.

:2009(E)

bits: b15-b13 b12-b8 b7-b0

Most-significant bits of second octet transmitted | Least-significant bits of second octet transmitted | First octet transm

itted

Figure 34 - Example bitmap specification for a field

14.1.3 Encoding
Vdlues specified in decimal are encoded in unsigned binary unless otherwise stated.

A

that bit[0] corresponds to the least-significant bit of the field and subsequent-bitmap ¢
cdrrespond to subsequent significant bits of the field. Octets of the field are presented to the P
injorder from least-significant octet to most-significant octet.

Reserved fields and subfields are set to zero on transmission and igneréd on reception. Fi

S
th

vallues are ignored on reception.

14

A
TH

Th
ddg

In

itmap is a sequence of bits, labelled as bit[0] through bit[N-1]. A bitmap is encaoded-in a fi

bfields are not set to reserved values on transmission. Unless othérwise noted, fields or §
nt are set to reserved values or are defined based on other fields orsubfields that are set to

b.2 General MAC frame format

MAC frame consists of a fixed-length MAC Header and\an optional variable-length MAC Frar
e MAC Header is defined in Figure 35.

octets: 2 2 2 2 2

Frame Control | DestAddr | SrcAddr | Sequence Control | Access Information

Figure 35 - MAC Header format

e MAC Frame Body, when present, contains a Frame Payload and Frame Check Sequence
fined in Figure 36.

octets: L, 4

Frame Payload FCS

Figure 36 - MAC Frame Body format

secure frames the Frame Payload includes security fields as defined in Figure 37. The left-n

eld such
lements
HY SAP

blds and
ubfields
eserved

he Body.

FCS) as

nost four

fie

lds‘in Eignrn 37 are r‘nllnr‘fi\/nly referred to as the Qnmlrify Header
octets: 3 1 2 6 P 8
Temporal Key Security Encryption Offset Secure Frame Secure Message Integrity
Identifier Reserved (EO) Number (SFN) Payload Code (MIC)
(TKID)

Figure 37 - Frame Payload field format for secure frames
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The Frame Payload length ranges from zero to pMaxFramePayloadSize. If the Frame Payload length
is zero, the FCS field is not included, and there is no MAC Frame Body. The Frame Payload length
includes the length of the security fields for a secure frame.

In this Clause, a reference to the payload of a frame indicates the Frame Payload field of a non-secure
frame, or the Secure Payload field of a secure frame. The payload is a sequence of octets labelled as
payload[0] through payload[P-1]. Octets are passed to the PHY SAP in ascending index-value order.

16.2.1 Frame control

The Frame Comntrot fietd s defimed i Figure 38

bits: b15-b14 | b13 b12-b9 b8-b6 b5-b4 b3 b2-b0

Reserved Retry | Frame Subtype / Delivery ID | Frame Type | ACK Policy | Secure | Protocol Version

Figure 38 - Frame Control field format

16.2.1.l Protocol version
The Profocol Version field is invariant in size and placement across all revisions of this Standard. Hor
this revision of the Standard, Protocol Version is set to zero. All other values are reserved.
16.2.1.p Secure

The Sedure bit is set to ONE in a secure frame, which is protected using the temporal key specified py
the Temporal Key Identifier (TKID). The Secure bit is set to ZERO otherwise. Frames with the Secyre
bit set t¢ ONE use the Frame Payload format for secure frames as defined in Figure 37. Valid settings
for the Secure bit in each frame type are listed in Table 1817in 18.2.

16.2.1.B ACK policy

The AdK Policy field is set to the type of ~acknowledgement requested by the transmitter.
Acknowledgement procedures are described in'17.8. The allowed values for the ACK Policy field gre
defined |n Table 105.

Table105 - ACK Policy field encoding

Value ACK policy type Description

0 No-ACK The recipient(s) do not acknowledge the transmission, and the sender treats
the transmission as successful without regard for the actual result. The use
of this policy is defined in 17.8.1.

1 Imm-ACK The addressed recipient returns an Imm-ACK frame after correct reception,
according to the procedures defined in 17.8.2.

2 B-ACK The addressed recipient keeps track of the frames received with this policy
until requested to respond with a B-ACK frame, according to the procedures
defined in 17.8.3.

3 B-ACK Request The addressed recipient returns a B-ACK frame after reception, according
to the procedures defined in 17.8.3.
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16.2.1.4 Frame type

The Frame Type field is set to the type of frame that is being sent. Table 106 lists the valid frame type
values, descriptions, and the Clauses that describe the format and use of each of the individual frame

:2009(E)

types.
Table 106 - Frame type field encoding
Value Frame type Clause
0 Beacon frame 16.3
1 Control frame 16.4
2 Command frame 16.5
3 Data frame 16.6
4 Aggregated data frame 16.7
5-7 Reserved
14.2.1.5 Frame subtype / delivery ID

Th
frg
16
as

16
TH
an
14
TH
sp
a

16

e Frame Subtype / Delivery ID field is used to assist a receiver in the proper processing of
mes. In control or command frames, this field is used as’ Frame Subtype, as defined in Tab
.4 and Table 112 in 16.5. In data frames and aggregated.data frames, this field is used as Ds¢
defined in Table 107.

Table 107 - Delivery ID encoding in Frame Control

b12 b11-b9
0 User Priority
1 Stream Index

nis field is reserved in all other frame types.

.2.1.6 Retry
e Retry bit is set to ONE in any data, aggregated data, or command frame that is a retransm
earlier frame. It is“réserved in all other frame types.
.2.2 DestAddr

e DestAddr field is set to the DevAddr of the intended recipient(s) of the frame. The
ecifies asingle device for a unicast frame, a group of devices for a multicast frame, or all de
broadcast frame. DevAddr values are described in 17.1.1.

.2.3v SrcAddr

received
e 110 in
livery ID

ission of

DevAddr
vices for

Tl
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16.2.4 Sequence control

The Sequence Control field identifies the order of MSDUs/MCDUs and their fragments. The Sequence
Control field is defined in Figure 39. The Sequence Control field is reserved in control frames.

©l

bits: b15 b14 b13-b3 b2-b0

Reserved | More Fragments | Sequence Number | Fragment Number

Figure 39 - Sequence Control field format
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16.2.4.1 Fragment number

The Fragment Number field is set to the number of the fragment within the MSDU or MCDU. The
fragment number is zero in the first or only fragment of an MSDU or MCDU and is incremented by one
for each successive fragment of that MSDU or MCDU.

16.2.4.2 Sequence number

The Sequence Number field is set to the sequence number of the MSDU or MCDU, as defined in
17.1.9.3.

The Sequence Number field is used for duplicate frame detection, as described in 17.1.7, and |to
preservg frame order when using the B-ACK mechanism, as described in 17.8.3.

The Sequence Number field is reserved in control frames.

16.2.4.B More fragments
The Mofe Fragments field is set to ZERO to indicate that the current fragment is“the sole or final
fragment of the current MSDU or MCDU; otherwise the field is set to ONE.
16.2.5 |Access information

The Access Information field is defined in Figure 40.

bits: b15 b14 b13-b0

Access Method More Frames Duration

Figure 40 - Access Information field format

16.2.5.[l Duration

The Durgtion field is 14 bits in length and is set t0~an expected medium busy interval after the end|of
the PLCP header of the current frame in units gf:microseconds. The duration value is set as defined|in
17.1.9.1] and used to update the network allogation vector (NAV) according to the procedures defingd
in 17.3.3.

16.2.5. More frames
In framgs sent with the Access Method bit set to ONE, the More Frames bit is set to ZERO if the
transmitfer will not send further_frames to the same recipient during the current reservation blogk;
otherwige it is set to ONE.

In framgs sent with the Access Method bit set to ZERO, the More Frames bit is set to ZERO if the
transmitfer will not send further frames to the same recipient during the current superframe; otherwigse
it is set fo ONE.

The More Frames, bit is reserved in beacon and control frames. Additional rules regarding the Mdre
Frames ffield are specified in 17.1.9.2.

16.2.5.BC-Access method

The Access Method bit is set to ONE in all frames transmitted within a hard or private DRP reservation
block by the reservation owner or target prior to the release of the reservation block, including the UDA
and UDR control frames that release the reservation block.

The Access Method bit may be set to ONE in frames transmitted within a Soft DRP reservation block
without backoff by the reservation owner.

The Access Method bit in an Imm-ACK, B-ACK or CTS control frame is set to the same value as the
Access Method bit in the corresponding received frame.

The Access Method bit is set to ZERO in frames transmitted at all other times, other than in beacon
frames.

The Access Method bit is reserved in beacon frames.
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16.2.6 Frame payload

The Frame Payload field is a variable length field that carries the information that is to be transferred to
a device or group of devices. In a secure frame, it includes the required security fields as defined in
Figure 37 and defined below.

16.2.6.1 Temporal key identifier (TKID)

The TKID field is an identifier for the temporal key used to protect the frame. The TKID uniquely
identifies this key from any other temporal keys held by the sender and the recipient(s) of the frame. It

d acnat naond ta oy adantifv tha leav, far dovicanc nat haoldina tha leavy
CoTorrecaTtourgutry—ratroat Yy ek ey ooty e e o ortam gt ke Yy

14.2.6.2 Security reserved
THe Security Reserved field is reserved, but included in authentication of the frame.

14.2.6.3 Encryption offset (EO)

THe Encryption Offset field indicates where encryption starts, in octets, relative~to)the beginning of the
Sgqcure Payload, as defined in Figure 37. A value of zero indicates that the-entire Secure Payload is
encrypted. A non-zero value in this field indicates that the first EO octets{of the Security Paylload are
ndt encrypted. Regardless of the value of this field, the entire Secure:Payload, along wi{th other
appropriate fields, is authenticated by the MIC.
14.2.6.4 Secure frame number (SFN)

THe SFN field provides message freshness as a defence against replay attacks. The SFN field in a
seglcure frame is set to the next value of the sender's secure,ftame counter (SFC) for the temporal key
uged by this frame. SFC setting and replay protection aresdescribed in 18.4.2.
14.2.6.5 Secure payload

ThHe Secure Payload field in secure frames is the egunterpart of the Frame Payload field in nop-secure
frgmes. It contains the information specific to individual frame types and protected by the symmetric
kely identified in the TKID field of the same frafde.

14.2.6.6 Message integrity code (MIC)

THe MIC field contains an 8-octet cryptegraphic checksum used to protect the integrity of the MAC
He¢ader and Frame Payload.

14.2.7 FCS
THe FCS field contains a 32<bit'value that represents a CRC polynomial of degree 31.

THe CRC is calculated. over a calculation field, which is the entire Frame Payload field| for this
specification. The caleulation field is mapped to a message polynomial M(x) of degree k-1, where Kk is
the number of bits-inthe calculation field. The least-significant bit of the first octet presentgd to the

PHY SAP is theCoefficient of the x*1 term, and the most-significant bit of the last octet transpitted is
the coefficient,6f the x° term.

ThHe CRC.is\calculated using the following Standard generator polynomial of degree 32:
GX) 2P + x26 + x2Z3 + x22 4+ x16 4 %12 4 511 4 10 4 5B 4 37 + x5+ x* + X2+ x + 1
The€RE€puotynomiatistheome's tomptement of themoduto2-sumrof thefottowimg Termamders:

- The remainder resulting from x* x (x31 + x30 + .. + x + 1) divided (modulo 2) by G(x).

- The remainder resulting from x32 x M(x), divided (modulo 2) by G(x).

The FCS field value is derived from the CRC polynomial such that the least-significant bit is the

coefficient of the x3! term and the most-significant bit is the coefficient of the x0 term. Figure 41 defines
the encoding of the FCS field for the CRC polynomial:
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a31X31 + 330X30 + azgng + ...

+ a2X2 + ax + ap

bits: b31

b30

b29

b2

bl

b0

2N

a

a

A

Figure 41 - FCS field encoding

In a cor
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all ONE
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value is

31 4 x3

16.3

MAC He
referred

Beacon frames

ader field settings for beacon frames are described in Table‘208. Beacon frames are also
to as beacons throughout this specification.

Table 108 - MAC Header field values for beacon frames

Header field Value
Protocol Version 0
Secure 0
ACK Policy 0 (No-ACK)
Frame Type 0 (beacon frame)
Frame Subtype / Delivery ID Reserved
Retry Reserved
DestAddr BcstAddr
SrcAddr DevAddr of the transmitter

Sequence Control

As defined in 16.2.4 and 17.1.9.3

+ %26 4 325 4 324 4 418 L (15 014 12 L 11 L 10 4 o8 4 (6 5 A ed g

hmon implementation, at the transmitter, the initial remainder of the division is preset.to)gll
nd is then modified via division of the calculation field by the generator polynomial G(x) The
mplement of this remainder is the FCS field. At the receiver, the initial remainder js preset|to
5. The serial incoming bits of the calculation field and FCS, when divided by~G(x) in the

of transmission errors, results in a unique non-zero remainder value. The upigue remainder
the polynomial:

Duration As defined in 16.2.5.1 and 17.1.9.1
More Frames Reserved
Access Method Reserved
The beacon frame payload is defined in Figure 42.
octets: 8 [ Ln

158

Beacon Parameters | Information Element 1

Information Element N

Figure 42 - Payload format for Beacon frames
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The information elements (IEs) that may be included in a beacon frame are listed in Table 116 in 16.8.
IEs are included in order of increasing Element ID, except for ASIEs. ASIEs do not appear prior to any
IE with Element ID zero through seven, but may appear anywhere after those IEs. DRP IEs that have
the same Target DevAddr and Stream Index are adjacent to each other in the beacon.

The Beacon Parameters field is defined in Figure 43.

octets: 6 1 1

Device ldentifier Beacon Slot Number Device Control

Figure 43 - Beacon Parameters field format

THe Device Identifier field is set to the EUI-48 [1] of the device sending the beacon. A device nlay use

a
a

arp the manufacturer's OUI, and the last three octets (eui[3] through_eui[5]) are the manu
selected extension identifier. Octets of the EUI are passed to the PHY SAP in ascending ind
orfler.

The Beacon Slot Number field is set to the number of the beacgon slot where the beacon is se

th

THe Device Control field is defined in Figure 44.

TH
ot

TH
an

TH

sequence of 6 octets, labelled as eui[0] through eui[5]. The first three\eetets (eui[0] throug

bits: b7-b6 b5-b2 b1l b0

Security Mode Reserved Signaling Slot Movable

Figune 44 - Device Control field format

d is set to ZERO etherwise.

e Security Mode field is set to the security mode at which the device is currently operating.

NULL EUI-48 value (all bits set to ONE) to indicate it does not have a unigue/EUI-48 value.TTje EUl is

eui[2])
acturer-
px-value

Nt within

b beacon period (BP), in the range of [0, mMaxBPLength-1], except in beacons sent in gignaling
slots. In signaling slots it is set to the number of the devicé's non-signaling beacon slot.

e Movable bit is set to ONE'if the beacon is movable according to 17.2.5, and is set o ZERO
herwise.
e Signaling Slot bit is set to ONE if the beacon is sent in a signaling beacon slot according t

D 17.2.3,

©l
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16.4 Control frames

Default MAC Header field settings for control frames are listed in Table 109. Specific MAC Header field
settings and payload descriptions for each of the control frames are defined in the following Clauses.

Table 109 - MAC Header field values for control frames

Header field

Value

Protocaol \ersion

Q

Secure As defined in 16.2.1.2
ACK Policy 0 (No-ACK)
Frame Type 1 (control frame)

Frame Subtype

Value from Table 110

Retry Reserved
DestAddr DevAddr of the recipient
SrcAddr DevAddr of the transmitter

Sequence Control

Reserved

Duration

As described in 16.2.5.1 and 17.1.9.1

More Frames

Reserved

Access Method

As-described in 16.2.5.3

160
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ble 110 lists valid values for the Frame Subtype field for control frames.

Table 110 - Frame Subtype field encoding for control frames

Value Control frame subtype Description

0 Imm-ACK Acknowledges correct receipt of the
previously-received frame

Aal laal S H S it
ACRTTOWTICUgCSCOM Tt U TC O e e T CeTPTOT

H

16
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16
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TH

pr
B-l

one or more preceding frames

2 RTS Announces to a recipient device that a frame
is ready for transmission and requests
confirmation of ability to receive

3 CTS Responds to an RTS control frame that the
recipient is able to receive

4 UDA Announces to neighbeurs of the transmitting

device that the remainder of a reservation

block it owns is.available for use by other
devices via PCA

5 UDR Announges to neighbours of the transmitting
device that the remainder of a reservation
bleck,of which it is the target is available for
use by other devices via PCA

6-13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

4.1 Immediate acknowledgement (Imm-ACK)

Imm-ACK frames, the DestAddr field is set to the SrcAddr of the received frame
knowledged. Imm-ACK frames have no frame payload.

.4.2 Block acknowledgement (B-ACK)

B-ACK frames, the-DestAddr field is set to the SrcAddr of the frame that requested the B-A
e B-ACK frame. dacknowledges correct or incorrect receipt of the previous sequence of fra

bvides information for the transmission of the next sequence of frames as described in 17.
ACK frame\payload is defined in Figure 45.

that is

CK.
mes and
8.3. The

octets: 2 1 1 2 0-n

Buffer Size Frame Count | Reserved Sequence Control Frame Bitmap

Figure 45 - Payload format for B-ACK frames

The Buffer Size field specifies the maximum number of octets in the sum of the frame payloads of all
frames in the next B-ACK sequence.

The Frame Count field specifies the maximum number of frames in the next B-ACK sequence.

The Sequence Control and Frame Bitmap fields together specify an acknowledgement window of
MSDU fragments and their reception status. The Sequence Control field specifies the Sequence
Number and Fragment Number that start the acknowledgement window.

©l
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bits: b15-14 b13-b3 b2-b0

Reserved Sequence Number Fragment Number

Figure 46 - Sequence Control field format

The Frame Bitmap field varies in length. A zero-length Frame Bitmap field indicates)ypn
acknowl,rdgement window of length zero. Otherwise, the least-significant octet of the Frame(Bitmpp
field cofresponds to the MSDU indicated by the Sequence Control field, and each bit of-'the ocfet
correspgnds to a fragment of that MSDU. The least-significant bit in each octet corresponds'to the fifst
fragment and successive bits correspond to successive fragments. Successive octets ‘present in the
Frame Bitmap field correspond to successive MSDUs, and each bit corresponds to ‘@ fragment of the
MSDU. [The acknowledgement window ends at fragment seven of the MSDU that_corresponds to the
most-significant octet in the Frame Bitmap.

For all Rits within the Frame Bitmap, a value of ONE indicates that the cprresponding fragment wps
received in either the current sequence or an earlier one. A value(of"ZERO indicates that the
correspgnding fragment was not received in the current sequence (althaugh it may have been received
in an egrlier one). Bits of the least-significant octet of the Frame Bitmap field corresponding |to
fragmenits prior to the start of the acknowledgement window are/undefined. Frames with a Sequenge
Number|earlier than the Sequence Number indicated in the Seguence Control field were not received
in the lapt B-ACK sequence. Such frames were previously received or are no longer expected.

16.4.3 [Request to send (RTS)
In RTS frames, the DestAddr field is set to the DevAddr of the device to receive the following frame
from thel transmitter. RTS frames have no frame payléad.
16.4.4 [Clear to send (CTS)

In CTS {rames, the DestAddr field is set to the SrcAddr of the received RTS frame. CTS frames haje
no fram¢ payload.

16.4.5 [Unused DRP reservation announcement (UDA)
The UDA frame is used to explicitly* release the remaining time of the current Hard or Private DRP
reservatjon block. The DestAddr field is set to BcstAddr.

The UDA frame payload inc¢ludes a list of DevAddrs of the devices that will respond with a UDR frane,
as defingd in Figure 47.

octets: 2 2

DevAddr 1 DevAddr N

Figure 47 - Payload format for UDA

16.4.6 Unused DRP reservation response (UDR)

The UDR frame is used to respond to UDA frames to explicitly release the remaining time of the
current Hard or Private DRP reservation block. The DestAddr field is set to the SrcAddr of the received
UDA frame. UDR frames have no frame payload.

16.4.7 Application-specific
The payload format for Application-specific control frames is defined in Figure 48.
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Figure 48 - Payload format for Application-specific

octets: 2

Specifier ID Data

ISO/IEC 26907:2009(E)

THe Specifier ID field is set to a 16-bit value that identifies a company or organization. See)4nnex C.
THe owner of the Specifier ID defines the format and use of the Data field.

16.5 Command frames
Default MAC Header settings for command frames are defined in Table 111.

Table 111 - Default MAC Header field values for command frames

Header field

Value

Protocol Version

0

Secure As defined in16:2.1.2
ACK Policy 0 (No-ACK) o1 (Imm-ACK)
Frame Type 2¢(ecommand frame)

Frame Subtype

Value from Table 112

Retry As defined in 16.2.1.6
DestAddr DevAddr of the recipient
SrcAddr DevAddr of the transmitter

Sequence.Control

As defined in 16.2.4

BPuration

As defined in 16.2.5.1 and 17.1.9.1

More Frames

As defined in 16.2.5.2

Access Method

As defined in 16.2.5.3
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Table 112 contains a list of valid values for the Frame Subtype field for command frames.

Table 112 - Frame Subtype field encoding for Command frames

Value Command frame subtype Description

0 DRP Reservation Request Used to request creation or modification
of a DRP reservation

PpRERR i n Ll At At nRR 41
DT \CSCTvator \CSpoTTSt OSCOUTOTCSPUNO O ar O TC3CTvatorT

request command

H

2 Probe Used to request for, or respond with,
information elements

3 Pair-wise Temporal Key (PTK) Used to derive a PTK via a 4-way.
handshake between two devices

4 Group Temporal Key (GTK) Used to solicit or distribute @' GTK within a
secure relatignship

5 Range Measurement Used to exchange timing information for
range measurement

6-13 Reserved Reserved
14 Application-specific At discretion of application owner
15 Reserved Reserved

16.5.1 |[DRP reservation request

The DRP Reservation Request command frame isiused to create or modify a DRP reservation. The
DRP Refgervation Request command frame paylead is defined in Figure 49.

octets: M, M, Mn

DRP IE-1 DRP IE-2 DRP IE-N

Figure 49 - Payload format for DRP Reservation Request command frames

Each DRP IE field in€luded in the command frame corresponds to a reservation request identified py
the Target/Owne( DevAddr, Stream Index, and Reservation Type in the IE. The DRP IE is defined]in
16.8.6.

16.5.2 [DRPreservation response

The DRPReservatiomResponsecommand-framets—used-torespond-toaDRPReservatiomReqguest
command frame. The DRP Reservation Response command frame payload is defined in Figure 50.

octets: M; M, My 2to 34

DRP IE-1 DRP IE-2 DRP IE-N DRP Availability IE

Figure 50 - Payload format for DRP Reservation Response command frames

164 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

The DRP Reservation Response command frame includes all the DRP IEs from the reservation
request. The DRP Availability IE is included according to the rules defined in 17.4.
16.5.3 Probe

The Probe command frame is used to request information from a device or respond to a Probe request.
The payload format is defined in Figure 51.

Octets: My M> My,

Information Element 1 Information Element 2 Information Element N

Figure 51 - Payload format for Probe command frames

If [the payload includes a Probe IE, the command requests information \from the recipiept. Each
Information Element field contains one information element.

14.5.4 Pairwise temporal key (PTK)

ThHe PTK command frame is used in a 4-way handshake by a pair of devices, as described in 18.3.1, to
adthenticate each other and to derive a shared symmetric PTK for securing certain unicalst traffic
bgtween the two devices. The PTK command frame is definedin Figure 52.

octets: 1 1 3 11 16 16 8
Message Status PTKID Reserved MKID I-Nonce / PTK MIC
Number Code R-Nonce

Figure 52 - Paylead format for PTK command frames

THe Message Number is set to 1{ 2, 3, or 4, respectively, in the PTK command containing the first,
seglcond, third, or fourth message ‘of the 4-way handshake. The other values of this field are regerved.

THe Status Code in a PTK cormmand indicates the current status of the 4-way handshake at the device
seinding this command. It isencoded as defined in Table 113.

Tab'te 113 - Status Code field encoding in PTK commands

Value Meaning
0 Normal-the 4-way handshake proceeds
1 Aborted-the 4-way handshake is aborted per

security policy

2 Aborted-the 4-way handshake is aborted in order
to yield to a concurrent 4-way handshake using
the same master key

3 PTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device

4 - 255 Reserved

The PTKID is set to a non-zero number as the TKID of the PTK to be derived from this 4-way
handshake procedure. The initiator of the 4-way handshake chooses this value after determining that
this value is different from the TKID of the PTK, if any, that is to be replaced by the new PTK, and the
TKID of any PTK or GTK it currently possesses.
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The MKID identifies the master key used in this 4-way handshake as described in 18.3.1.

The I-Nonce/R-Nonce is a random number generated by the initiator or responder for this 4-way
handshake. This field is set to I-Nonce, the random number generated by the initiator in the command
containing a Message Number of 1 or 3, and is set to R-Nonce, the random number generated by the
responder in the command containing a Message Number of 2 or 4.

The PTK MIC in the PTK command containing a Message Number of 1 is set to zero on transmission
and is ignhored on reception.

The PTK MIC in the PTK command containing a Message Number of 2, 3, or 4 is set to the MIC-that
protects| the fields in the payload of this command using the KCK generated from the firsttyo
messages of the 4-way handshake as specified in 18.3.1.

The MAC Header for the PTK command frame is set as indicated in Table 111, with the ACK\Policy det
to Imm-ACK.

16.5.5 [Group temporal key (GTK)

The GTK command frame is used to solicit or distribute a GTK following a PTK update. The GTK|is
used to [secure certain multicast traffic from a sending device to a group ofrecipient devices, and|is
chosen py the sending device. The GTK command frame is always in sgeure form, and the Secyre
Payload|field is defined in Figure 53.

octets: 1 1 3 3 2 6 16
Message Status GTKID | Reserved GroupAddr | GTK SFC GTK
Number Code

Figure 53 - Payload format fgrGTK command frames

The Megsage Number is set to 0 in the GTK;,command transmitted by a multicast recipient device|to
solicit alnew GTK from a multicast sender. The Message Number is set to 1 in the GTK commahd
transmitfed by a multicast sender to distribute a new GTK to a multicast recipient. The Messape
Number|is set to 2 in the GTK command transmitted by a multicast recipient device to respond to the
distributjon of a new GTK command.

The Stalus Code in a GTK cammand indicates the current status of the GTK solicitation or distributipn
at the de¢vice sending this.<command. It is encoded as defined in Table 114.

Table 114 - Status Code field encoding in GTK commands

Value Meaning
0 Normal-GTK solicitation or distribution
proceeds
1 Rejected-GTK solicitation or distribution is

rejected per security policy

2 GTKID not accepted-it is the TKID of a PTK or
GTK being possessed by this device

3-255 Reserved

The GTKID in the GTK command containing a Message Number of 0 is set to the TKID of the GTK
being solicited. It is set to zero if the soliciting device does not know the TKID of the GTK it is soliciting.

The GTKID in the GTK command containing a Message Number of 1 is set to a non-zero number as
the TKID of the GTK being distributed. The distributor chooses this value after determining that this
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value is different from the TKID of the GTK, if any, that is to be replaced by the new GTK, and the TKID
of any PTK or GTK the distributor or recipient currently possesses.

The GTKID in the GTK command containing a Message Number of 2 is set to the GTKID in the last
received GTK command containing a Message Number of 1.

The GroupAddr is set to the McstAddr or BestAddr for which the GTK is being solicited or distributed. It
is set to 0x0001 if the GTK is applied to all broadcast and multicast traffic from the device distributing
this GTK.

THe GTK SFC in the GTK command containing a Message Number of 0 is set to zero on trangmission
and ignored on reception.

ThHe GTK SFC in the GTK command containing a Message Number of 1 is set to the current|value of
the secure frame counter set up for the GTK being distributed.

ThHe GTK SFC in the GTK command containing a Message Number of 2 is set-fa)the GTK SHC in the
lagt received GTK command containing a Message Number of 1.

THe GTK is the GTK distributed by the multicast sender for the McstAddr.\ln.a GTK command $oliciting
a GTK, the GTK is set to zero prior to encryption.

THe MAC Header for the GTK command frame is set as indicated in Table 111, with the ACK Holicy set
to[lmm-ACK.

14.5.6 Range measurement
THe Range measurement command frame payload is defined in Figure 54.

octets: 1 N

Range_Type Range Payload

Figure 54 - Payload format for Range Measurement command frames

THe Range Payload field format.definition depends on the Range Type as defined in Table 115.

Table 115 - Range Type field encoding

Value Range Payload
0 Range Measurement Request
1 Range Measurement
2 Range Measurement Report
3-255 Reserved

The Range Payload field for Range Measurement Request type is defined in Figure 55.

octets: 1

Requested Measurement Number

Figure 55 - Range Payload field format for Range Measurement
Request type
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The Requested Measurement Number field contains the number of consecutive two-way time transfer
measurements.

The Range Payload field for Range Measurement type contains zero octets.

The Range Payload field for Range Measurement Report type is defined in Figure 56.

octets: 1

1

1

4 4

4

4

Measurement Count

Range Supported

PHYClockAccuracy

R1C; | T2C,

R1Cy

T2Cy

Figure 56 - Range Payload field format for Range Measurement Report type

The MeIsurement Count field indicates the number of measurements reported.

The Ra

feature is not supported.

ge Supported field is defined in Figure 57, and indicates range measurement support a
range nmeasurement precision. Bits are set to ONE to indicate support or to\ZERO to indicate t

bitst b7 b6 b5 b4 b3 b2 bl b0
Resgrved 32-bit 24-bit 4224 MHz | 2112 MHz 1056 MHz 528 MHz Range
counter counter sample sample sample sample measurements
supported supported precision precision precision precision supported

Figure 57 - Range Suppofted field format

PHYClogkAccuracy indicates the accuracy of the-PHY clock in units of ppm.

Each pair of R1C and T2C fields contains the range measurement reception timer and ran

measurgment transmission timer value respectively.

16.5.7

Application-specific
The pay|oad format for Applicatien-specific command frames is defined in Figure 58.

octets: 2

Specifier ID

Data

Figure 58 - Payload format for Application-specific command

frame

e

The Specifier ID field is set to a 16-bit value that identifies a company or organization. See Annex C.

The owner of the Specifier ID defines the format and use of the Data field.

16.6

Data frames

MAC Header and Frame Payload fields in data frames are set as described in 16.2.

168
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16.7 Aggregated data frames
In aggregated data frames, the payload contains an Aggregation Header and multiple MSDUs, each

aligned to a 4-octet boundary. The aggregated data frame payload is defined in Figure 59.
octets: 2+(2xN) Oor?2 My 0-3 M, 0-3 My
Aggregation Pad to 4-octet MSDU Pad to 4-octet MSDU Pad to 4-octet MSDU
Header boundary 1 boundary 2 boundary N
Figure 59 - Payload format for aggregated data frames
THe Frame Payload size for aggregated data frames is subject to the same maximum sizg as any
Frame Payload.
THe Aggregation Header field is defined in Figure 60.
octets: 1 1 2 2
MSDU Count Reserved Length of MSDU 1 Length of MSDU N

Figure 60 - Aggregation Header field format
THe MSDU Count field contains the number of MSBUs included in the aggregated frame.
THe Length fields in the Aggregation Header dield indicate the length in octets of the corregponding
MEDUs. The lengths do not include the Pad-octets.
16.8 Information elements
THis Clause defines the information“elements (IEs) that can appear in beacons and certain cpommand
frgmes.
THe general format of all IEs-is:defined in Figure 61.

octets: 1 1 N

Element ID Length (=N) |E-specific fields

Figure 61 - General IE format

ThecElement ID field is set to the value as listed in Table 116 that identifies the information elegment.

The Length field is set to the length, in octets, of the |E-specific fields that follow.

The |IE-specific fields contain information specific to the IE.

Ta

©l

ble 116 contains a list of IEs defined in this Standard.
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Table 116 - Information elements

Element ID Information element Description
0 Traffic Indication Map (TIM) IE Indicates that a device has data buffered for transmission via
PCA
BCQ\:UII PCI IUd C‘/\Jupa' l\Jy :E PI UVIdCQ ;I IfUI Illat;\.lll A\l IIU;thUuI Jl BP U\;L’upal Iby ;II thc
(BPOIE) previous superframe
p PCA Availability IE Indicates the MASs that a device is available to receive PCA
frames and transmit the required response
317 Reserved Reserved
B DRP Availability IE Indicates a device's availability for new DRP reservations
D Distributed Reservation Indicates a reservation with'\another device
Protocol (DRP) IE
10 Hibernation Mode IE Indicates the device will go to-hibernation mode for one or morg
superframes but intends toavake at a specified time in the futurg
11 BP Switch IE Indicates the device\will'change its BPST at a specified future
time
12 MAC Capabilities IE Indicates’which MAC capabilities a device supports
13 PHY Capabilities IE Indicates which PHY capabilities a device supports
14 Probe IE Indicates a device is requesting one or more IEs from another
device or/and responding with requested IEs
15 Application-specific Probe |E Indicates a device is requesting an Application-specific 1E from
another device
16 Link Feedback./E Provides data rate and power control feedback
17 Hibernation(Anchor IE Provides information on devices in hibernation mode
18 Channet-Change IE Indicates a device will change to another channel
19 Identification IE Provides identifying information about the device, including a
name string
40 Master Key Identifier (MKID) IE | Identifies some or all of the master keys held by the transmitting
device
41 Relinquish Request IE Indicates that a neighbour requests that a device release one o
moeta-MASC fraonm it racan/ationc
22 Multicast Address Binding Indicates an address binding between a multicast EUI-48 and a
(MAB) IE McstAddr
23 Tone-nulling IE Announces tone-nulling information for DAA operation
24 Regulatory Domain |IE Announces regulatory domain information
25 - 249 Reserved Reserved
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Element ID Information element Description
250 WiMedia Logical Link Control
Protocol IE
251 WiMedia Platform Test IE
252 Bluetooth Protacol IE For use by Bluetooth protacals.
253 - 254 Reserved Reserved
255 Application-Specific IE (ASIE) Use varies depending on the application

14.8.1 Application-specific IE (ASIE)
THe ASIE is defined in Figure 62.

THe Specifier ID field is set to a 16-bit value that identifies a company or organization. See An

THe owner of the Specifier ID defines the format and use of the Application-specific Data field.

octets: 1

1

2

N

Element ID (=255)

Length (=2+N)

Specifier ID

Application-specific Data

Figure 62 - ASIE format

14.8.2 Application-specific probelE

THe Application-specific Probe IE is ¢iSed to request an application-specific IE from a dev

dgfined in Figure 63.

octets: 1 1 2 2 N
Element Length Target Specifier ID Application-specific Request
ID (=15) (=4+N) DevAddr Information

THe Target DevAddr field is set to the DevAddr of the device from which an ASIE is requested

THe-Specifier ID is set to a 16-bit value that identifies a company or organization. See Annex €

Figure 63 - Application-specific Probe IE format

hex C.

ce. It is

-

The owner of the Specifier ID defines the format and use of the Application-specific Request
Information field.
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16.8.3 Beacon period occupancy IE (BPOIE)

The BPOIE provides information on the BP observed by the device sending the IE. The BPOIE is
defined in Figure 64.

octets: 1 1 1 K 2 2
Element ID (=1) Length (=1+K+2xN) BP Length Beacon Slot Info Bitmap DevAddr 1 DevAddr N
Figure 64 - BPOIE format
The BP Length field is set to the length of the BP, measured in beacon slots, as defined in~17.2.2.
The Beacon Slot Info Bitmap field consists of K octets of 2-bit elements to indicate,the beacon s|ot
occuparicy and movability in the BP, where K = Ceiling (BP_Length/4). Each element nY numbered frgm
0 to 4xHK-1, corresponds to beacon slot n and is encoded as defined in Table 117+ Element zero is the
least-significant two bits of the field. Unused elements, if any, are set to zero,
Table 117 - Beacon Slot Info Bitmap elementcencoding
Element i
Beacon slot status DevAddr encoding
value
0 Unoccupied (non-movable) No DevAddr is included in the DevAdd
No PHY indication of medium activity was received injthe fields for this beacon slot.
corresponding beacon slot in the last superfranje.
1 Occupied & non-movable The corresponding DevAddr field is se
A beacon frame aligned to the device's BPST was received in o the_ Srgﬁddr n t?e MAC hgadetrtof tt:e
the corresponding beacon slot in the last superframe, and the rgCEIde eftalt(;]onh_rtz)ame,tc_)r IS se h% €
Movable bit in that beacon was set to,ZERO, or a beacon ev rorine hibérnating neighbor.
frame was received in the correspending beacon slot in a
previous superframe that indicated a hibernation period that
has not expired, as‘\described in 17.13.4.
2 OccCupied & movable If a beacon frame header was received
A PHY indication\of)medium activity was received in the V;;;T'fonrgfruagd??ﬁg ?rfatr:2 E(;ZC::
corresponding beacon slot in the last superframe, but did not FCS er;Jor ch‘ ngAddr field is set to
Iti i f f li h ice' -
result in reception of a beacon frame aligned to the device's the SrcAddr in the MAC header of the
BPST.
beacon frame. In all other cases, the
DevAddr field is set to BcstAddr.
3 Occupied & movable The corresponding DevAddr field is se
A beacon frame aligned to the device's BPST was received in tothe SrcAd(_jr in the MAC header of the
the corresnondina-beacaon-slotinthe last sunerframe and the received beacon frame.
Movable bit in that beacon was set to ONE.

The DevAddr fields correspond to beacon slots encoded as occupied in the Beacon Slot Info Bitmap.
They are included in ascending beacon slot order.
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16.8.4 BP switch IE
The BP Switch IE indicates a device will change its BPST to align with an alien BP. It is defined in
Figure 65.
octets: 1 1 1 1 2
Element ID (=11) Length (= 4) BP Move Countdown Bee(l)cf?:etSIot BPST Offset

TH
BH
by

TH
ny
ng

TH
m

14
A

TH

th

Wi

A
th

Figure 65 - BP Switch IE format

PST. If BP Move Countdown is zero, the next beacon frame transmitted will be-at the time 9
this IE.

e BP Move Countdown field is set to the number of superframes after which theCdevice will @djust its

pecified

e Beacon Slot Offset field is set to a positive number by which the device will adjust its begcon slot

mber when changing its BPST or is set to zero to indicate the device will join the alien BP using
rmal BP join rules.
e BPST Offset field is set to the positive amount of time“the device will delay its BPST, in
croseconds.
.8.5 Channel change IE
Channel Change IE announces that a device is preparing to change to another channel.
e Channel Change IE is defined in Figure 66.
octets: 1 1 1 1
Element ID (=18) Length (22)./| Channel Change Countdown | New Channel Number
Figure 66 - Channel Change IE format
THe Channel Change Countdown field is set to the number of superframes remaining until the device
chlanges to the new channel. If this field is zero, the device will change to the new channel at tHe end of
b current superframe.
THe New Channel®Number field is set to the channel number of the new channel to which the device
| change.
14.8.6 Disfributed reservation protocol (DRP) IE
DRP |Eis used to negotiate a reservation or part of a reservation for certain MASs and to aphnounce
b reSefved MASs. The DRP IE is defined in Figure 67.
octets: 1 1 2 2 4 4
Element ID (=9) | Length (=4+4xN) | DRP Control | Target/Owner DevAddr | DRP Allocation 1 | ... [ DRP Allocation N
Figure 67 - DRP IE format
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The DRP Control field is defined in Figure 68.

bits: b15-b13 b12 bll b10 b9 b8-b6 b5-b3 b2-b0
Unsafe Conflict Tie- Owner Reservation Reason Stream .
Reserved breaker Status Code Index Reservation Type

pnho o & Lfialdl
UNE CUTItrur ity

= o £ +
rTyurcuo = TUTTiTat

The Regdervation Type field is set to the type of the reservation and is encoded as defined in, Table 118.

Table 118 - Reservation Type field encoding

Value Reservation Type
0 Alien BP
1 Hard
2 Soft
3 Private
4 PCA
5-7 Reserved

The Strdam Index field identifies the stream of data.to’be sent in the reservation. This field is reservged
if the Rgservation Type is Alien BP or PCA.

The Regson Code is used by a reservation target to indicate whether a DRP reservation request wps
successful and is encoded as defined in_Table 119. The Reason Code is set to zero in a DRP IE sgnt
during negotiation by a reservation owner.and by a device maintaining an established reservation. The
Reason|Code is set to Modified by a device if some of the MASs claimed in the reservation have bepn
removed or if DRP IEs have beencembined, split or both. The field is reserved if the Reservation Type
is Alien BP or PCA.

Table 119 - Reason Code field encoding

Value Code Meaning
0 Accepted The DRP reservation request is granted
1 Conflict The DRP reservation request or existing reservation is in

conflict with one or more existing DRP reservations

4 Pending I'ne DRP reservation request IS being processed

3 Denied The DRP reservation request is rejected or existing DRP
reservation can no longer be accepted

4 Modified The DRP reservation is still maintained but has been
reduced in size or multiple DRP |IEs for the same reservation
have been combined

5 Cancelled The DRP reservation has been cancelled

6-7 Reserved Reserved
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The Reservation Status bit indicates the status of the DRP negotiation process. The Reservation
Status bit is set to ZERO in a DRP IE for a reservation that is under negotiation or in conflict. It is set to
ONE by a device granting or maintaining a reservation, which is then referred to as an established
reservation.

The Owner bit is set to ONE if the device transmitting the DRP IE is the reservation owner, or to ZERO
if the device transmitting the DRP |E is a reservation target. The bit is reserved if the Reservation Type
is Alien BP.

quest is
IEs that

ade. The same value selected is used as long as the reservation is in effect. For all DRB
represent the same reservation, the Conflict Tie-breaker bit is set to the same value.

THe Target/Owner DevAddr field is set to the DevAddr of the reservation target-'if thg device
trgnsmitting this DRP IE is the reservation owner. The reservation target may be a-unicast or fnulticast
DgvAddr. The field is set to the DevAddr of the reservation owner if the device transmitting thd DRP IE
is ja reservation target. The field is reserved if the Reservation Type is Alien BP or PCA.

THe Unsafe bit is set to ONE if any of the MASs identified in the DRP Allocation fields is consjdered in
excess of reservation limits.

A [DRP IE contains one or more DRP Allocation fields. Each DRP, Allocation field is encoded using a
zdne structure. The superframe is split into 16 zones numbered from 0 to 15 starting from the BPST.
Egqch zone contains 16 consecutive MASs, which are numbered.from 0 to 15 within the zone.

ThHe format of a DRP Allocation field is defined in Figure 69+

octets: 2 2

Zone Bitmap MAS Bitmap

Figure 69.<{DRP Allocation field format

THe Zone Bitmap field identifies the zones that contain reserved MASs. If a bit in the field fis set to
OINE, the corresponding zone eontains reserved MASs, where bit zero corresponds to zone zgro.

ThHe MAS Bitmap specifies.which MASs in the zones identified by the Zone Bitmap field are part of the
regervation. If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the
Zgne Bitmap is included.in the reservation, where bit zero corresponds to MAS zero within the| zone.

14.8.7 DRP avdilability IE

THe DRP Availability IE is used by a device to indicate its view of the current utilization of MASs. The
DRP Availability IE is defined in Figure 70.

octets: 1 1 N (0 to 32)

Element ID (=8) | Length (=N) | DRP Availability Bitmap

Figure 70 - DRP Availability IE format

The DRP Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superframe, where
the least-significant bit of the field corresponds to the first MAS in the superframe and successive bits
correspond to successive MASs. Each bit is set to ONE if the device is available for a DRP reservation
in the corresponding MAS, or is set to ZERO otherwise. If the DRP Availability Bitmap field is smaller
than 32 octets, the bits in octets not included at the end of the bitmap are treated as ZERO.

16.8.8 Hibernation anchor IE
The Hibernation Anchor IE is defined in Figure 71.
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The Hib

The Hib
mode.

octets: 1

3

Element ID (=17)

Length
(=3xN)

Hibernation Mode
Device Information 1

Hibernation Mode
Device Information
N

Figure 71 - Hibernation Anchor IE format

brnation Mode Device Information field is defined in Figure 72.

octets: 2

1

Hibernation Mode Neighbour DevAddr

W akeup Countdown

Figure 72 - Hibernation Mode Device Information field

format

ernation Mode Neighbour DevAddr field is set to the DevAddr of the neighbour in hibernatipn

The Wakeup Countdown field is set to the number of remaining superframes before the device|in

hibernat
in active
16.8.9
The Hib

Hibernation mode IE
brnation Mode IE is defined in Figure 73.

on mode is expected to wake up. A value of zero indicates that the device is scheduled to
mode in the next superframe.

octets: 1

L

1

1

Element ID (=10)

Length (=2)

Hibernation Countdown

Hibernation Duration

The Hibernation Countdown field is set to the number of superframes remaining until the device begins
on. A valué of zero indicates that the device will enter hibernation mode at the end of the

hibernat

current $uperframe.

The Hibermation Duration field is set to the number of superframes for which the device intends
hibernate.

Figure 73 - Hibernation Mode IE format

16.8.10 Identification |IE

The ldentification IE provides identifying information about the device, including a name string. The
Identification IE is defined in Figure 74.
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octets:1 1 M, My
Element ID (=19) Length (=M1+...+ My) Device Device
Information 1 Information N

Figure 74 - Identification IE format

THe general format of the Device Information field is defined in Figure 75.

octets: 1 1 N

Device Information Type Device Information Length (=N) DeviceAnformation Data

Figure 75 - Device Information field format

THe encoding for the Device Information Type field is defined i, Table 120.

Table 120 - Device Information Type field encoding

Device Information Data
Value ;
field contents
0 PHY ID
1 Vendor Type
2 Name String
3+ 255 Reserved

THe Device Information Length+field indicates the length, in octets, of the Device Information Dpata Field
that follows.

THe Device Informatien-Data field, if Device Information Type is PHY ID, is defined in Figure 7

©

octets: 3

Vendor ID

Figure 76 - Device Information Data field format for PHY ID

The PHY ID is set to an OUI that indicates the vendor of the device. The OUl is a sequence of 3 octets,
labelled as oui[0] through oui[2]. Octets of the OUI are passed to the PHY SAP in ascending index-
value order.

The Device Information Data field, if Device Information Type is Vendor Type, is defined in Figure 77.
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octets: 3 3

Vendor ID Device Type ID

Figure 77 - Device Information Data field format for Vendor Type

The PHY ID field is set to an OUI that indicates the entity that assigns the values used in the-Devige
Type ID|field. The Device Type ID field indicates the type of device.

The Deice Information Data field, if Device Information Type is Name String, contains thé hame of the
device gncoded in Unicode UTF-16LE format, and is defined in Figure 78.

octets: 2 2
Name String Name String
Unicode Char 1 Unicod€ €har N

Figure 78 - Device Information Data fieldformat for Name
String

16.8.11Link feedback IE

The Link Feedback IE contains information on the~recommended change to the data rate and transrit
power lgvel by a recipient device for one or mere source devices. The Link Feedback IE is defined|in
Figure 79.

octets: 1 1 3 3

Element ID (=16) Length (=3xN) Link 1 Link N

Figure 79 - Link Feedback IE format

The Link field is defined in Figure 80.

bits: b23-b20 b19-b16 b15-b0

Data Rate Transmit Power Level Change DevAddr

Figure 80 - Link field format

The DevAddr field is set to the DevAddr of the source device for which the feedback is provided.
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The Transmit Power Level Change field is set to the change in transmit power level that the recipient
recommends to the source device. The Transmit Power Level Change field encoding is defined in Table
121.

Table 121 - Transmit Power Level Change field encoding

Value Power level change
1000 - 1101 Reserved
1110 -2
1111 -1
0000 no change
0001 +1
0010 +2
0011 - 0111 Reserved

THe Data Rate field is set to the data rate that the recipient device-recommends that the source device
uge. The Data Rate field is encoded as defined in Table 122.

Table 122 - Data Rate field encoding

Value Data Rate (Mbit/s)
0 53,3
1 80
2 106,7
3 160
4 200
5 320
6 400
7 480
8-15 Reserved

14.8.12,MAC capabilities IE
THe-MAC Capabilities IE is defined in Figure 81.

octets: 1 1 2 X

Element ID (=12) Length (=2+X) MAC Capability Bitmap Reserved

Figure 81 - MAC Capabilities IE format

The MAC Capability Bitmap field indicates capabilities supported by the MAC entity. A bit is set to ONE
if the corresponding attribute is supported, or is set to ZERO otherwise. This field is encoded as
described in Table 123. Subsequent octets are reserved and may or may not be present.
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Table 123 - MAC Capability Bitmap

Octet Bit Attribute Description
0 PCA Capable of transmitting and receiving frames using the PCA
mechanism
4 Here-DRP Capable-ofbeing-the-ownerand-targetof-Hard-DRP-reservations
0 2 Soft DRP Capable of being the owner and target of Soft DRP reservations
3 Block ACK Capable of transmitting and acknowledging frames using.the.B-ACK
mechanism
4 Explicit DRP negotiation | Capable of negotiating a DRP reservation using command frames
5 Hibernation anchor Capable of acting as a hibernation anchor
6 Probe Capable of responding to Probe IEs received in command frames
7 Link feedback Capable of generating and interpreting a Link Feedback IE
1 0 Range measurement Capable of initiating and¢participating in range measurement
calculations
1-7 Reserved Reserved
16.8.13 Master key identifier (MKID) IE

The MK
is define

Each Mk

16.8.14

Each de
declareq

D IE is used to identify some or all of the master keys possessed by the device. The MKID

d in Figure 82.
octets: 1 1 16 16
Element ID (=20) } Length (=16xN) MKID 1 MKID N
Figure 82 - MKID IE format
ID field is set'to'the identifier of a master key possessed by the device.
Multicastaddress binding (MAB) IE

vice maps multicast EUI-48s to McstAddrs in the 16-bit DevAddr address range. The MAB
the binding between a multicast EUI-48 and the McstAddr that the device will use wh

transmit

ling) frames destined for that multicast EUI-48.

9%
=}

The format of the MAB IE is defined in Figure 83.

octets: 1

1

8 8

Element ID (=22)

Length (=8xN)

Multicast Address Binding
Block 1

Multicast Address Binding
Block N

Figure 83 - MAB IE format

The format of the Multicast Address Binding Block field is defined in Figure 84.
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octets : 6 2

MEUI MDevAddr

Figure 84 - Multicast Address Binding Block format

Th

TH
M

16
TH
an

TH

e MDevAddr field is set to the multicast DevAddr bound to the MEUI field by the MAC entity
cstAddr address range.

.8.15 PCA availability IE

e PCA Availability IE identifies the MASs in which a device will be available(te-receive PQ
d transmit the required response.

e PCA Availability IE is defined in Figure 85.

octets: 1 1 1 N (0 to 32)

Element ID (=2) Length (=N+1) Interpretation PCA Availability Bitmap

Figure 85 - PCA Availabijlity IE format

2009(E)

from the

A traffic

The Interpretation field contains information that specifies the meaning of each bit in the PCA
AVailability Bitmap field. The Interpretation fiel&is defined in Figure 86.

bits:\b7-b1 b0

Reserved TIM IE Required

Figure 86 - Interpretation field format

e TIM IE Required-bjt’is set to ONE if the device will only be available to receive PCA traf
ecified MASs aften receiving a TIM IE that addresses it. The bit is set to ZERO if the devic
ailable to receive PCA traffic in the specified MASs regardless of TIM IE reception.

THh
Sp
av
THh
th
co
ar

e PCA Availability Bitmap field is up to 256 bits long, one bit for each MAS in the superfram
b |eastzSignificant bit of the field corresponds to the first MAS in the superframe and succeg
rrespond to successive MASs. Each bit is set to ONE if the device is available to receive P(

ic in the
e will be

b, where
sive bits
A traffic
the PCA

d-transmit the required response in the corresponding MAS, or is set to ZERO otherwise. If

Av B 2P
are treated as ZERO.

16.8.16 PHY capabilities IE
The PHY Capabilities IE pertaining to the PHY is defined in Figure 87.
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octets: 1 1 3 X

Element ID (=13) Length (=3+X) PHY Capability Bitmap Reserved

Figure 87 - PHY Capabilities IE format

The PHY Capability Bitmap field indicates capabilities supported by the PHY, as defined in the Physigal
Layer Clauses of this specification (Clauses 7 - 15). A bit is set to ONE if the corresponding,attribute|is
supported, or is set to ZERO otherwise. This field is encoded as described in Table 124CSubsequgnt
octets afe reserved and may or may not be present.
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Table 124 - PHY Capability Bitmap

Octet Bit Attribute Description
0 0 Band group 1 TFI Capable of transmitting and receiving frames using TFI channels
in band group 1
1 Dalld 3IUU'J 1 :—:—: Cﬂvab:C Uf tl allclll;tt;lly Al Id IU\.;C;V;II\‘.’ fl arnico UQ;II\‘.’ :_:_: \,hanmels
in band group 1
2 Band group 2 TFI Capable of transmitting and receiving frames using THI chanpels
in band group 2
3 Band group 2 FFI Capable of transmitting and receiving frames using FFI chanipels
in band group 2
4 Band group 3 TFI Capable of transmitting and receiving\frames using TFI chanipels
in band group 3
5 Band group 3 FFI Capable of transmitting and«eeeiving frames using FFI chanipels
in®and group 3
6 Band group 4 TFI Capable of transmitting)and receiving frames using TFI chanipels
in band group 4
7 Band group 4 FFI Capable of trahsmitting and receiving frames using FFI chanpels
in band group 4 T
1 0 Band group 5 TFI Capable of transmitting and receiving frames using TFI2 charlmel
in band group 5
1 Band group 5 FFI Capable of transmitting and receiving frames using FFI chanpels
in band group 5
2 Band group 6_TFI Capable of transmitting and receiving frames using TFI chanipels
in band group 6
3 Band.group 6 FFI Capable of transmitting and receiving frames using FFI chanpels
in band group 6
4-6 Reserved Reserved
7 TFI2 Capable of transmitting and receiving frames using TFI2
channels in any band group for which TFI capability is indicgted
2 0 53,3 Mb/s Capable of receiving frames using the 53,3 Mb/s PHY data fate
1 80 Mb/s Capable of receiving frames using the 80 Mb/s PHY data rerte
2 1067 Mbrs Capabteof receiving frames using-the106; 7 vbrs P‘H‘?“dalajrate
3 160 Mb/s Capable of receiving frames using the 160 Mb/s PHY data rate
4 200 Mb/s Capable of receiving frames using the 200 Mb/s PHY data rate
5 320 Mb/s Capable of receiving frames using the 320 Mb/s PHY data rate
6 400 Mb/s Capable of receiving frames using the 400 Mb/s PHY data rate
7 480 Mb/s Capable of receiving frames using the 480 Mb/s PHY data rate
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16.8.17 Probe IE
The Probe IE is used to request information from a device. It is defined in Figure 88.

The Tar
device t

Each Rgquested Element ID field is set to the element ID of a requested IE.

16.8.1§ Regulatory Domain IE

The Re

The Redulatory Domain Control field is defined in, Figure 90.

octets: 1 1 2 1 1
_ _ Requested Requested
Element ID (=14) Length (=2+N) Target DevAddr Element ID 1 Element ID N

Figure 88 - Probe IE format for standard IEs

jet DevAddr field is set to the DevAddr of the device from which IEs are requested or t
hat requests IEs.

octets: 1 1 2

Element ID (=24) | Length (=2) | Regulataory ‘Demain Control

Figure 89 - Regulatory Demain IE format

Bits : b15-b9 b8-b7, b6-bl b0

Reserved Mains Conhection Status Regulatory Domain Number Location-aware

The Lodation-aware bit\js’set to ONE if the transmitting device knows the device is located in t

regulato
ZERO 0

The Re
numbers

WWW.ecpa-international.orq/DubIications/standards/Ecma-368.htm to view the Regulatory Dom3

Figure-90 - Regulatory Domain Control field format

ry domain indicated in the Regulatory Domain Number field through external means. It is set
herwise,

julatory=Domain Number field is set to a number indicating the regulatory domain. T
for regulator domains can be found in the Regulatory Domain Register. Use the link at httg

gulatory Domain IE is used to announce the operational regulatory domain and otHer
informatjon potentially relevant to regulatory requirements. It is defined in Figure 89.

ne

he
wii

Register.

n

The Mains Connection Status field indicates the minimum number of hops from the sending device to a
device that is connected to a mains power source. It is set to zero by a device that is connected to a
mains power source. If a device is not connected to a mains power source, it is set to one greater than
the minimum value found in this field of a Regulatory Domain IE received from any neighbour, but not
more than mMaxMainsHopCount. If a device is not connected to a mains power source and no
Regulatory Domain IE is received from any neighbour, the field is set to mMaxMainsHopCount.
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16.8.19 Relinquish request IE

The Relinquish Request IE is used to request that a device release one or more MASs from one or
more existing reservations. It identifies the target device and the desired MASs, and is defined in
Figure 91.

octets: 1 1 2 2 4 4

Element ID (=21) | Length (=4+4xN) | Relinquish Request Control | Target DevAddr | Allocation 1 | ... | Allocatign N

Figure 91 - Relinquish Request IE format

THe Relinquish Request Control field is defined in Figure 92.

bits: b15-b4 b3-b0

Reserved Reason Code

Figure 92 - Relinquish Request Control field format

THe Reason Code field indicates the reason for the requést, and is encoded as defined in Table 125.

Table 125 - ReasonCode field encoding

Value Code Meaning

0 Non-specific No reason specified

1 Over-allocation The target device holds more MASs than permitted by policy
2-15 Reserved Reserved

UJ

THe Target DevAddr field js ‘'set to the DevAddr of the device that is requested to release MAS

A Relinquish Request IE contains one or more Allocation fields. Each Allocation field is encodpd using
a rone structure. TheSuperframe is split into 16 zones numbered from 0 to 15 starting from ttje BPST.
Egqch zone contains’16 consecutive MASs, which are numbered from 0 to 15 within the zone.

THe general format of an Allocation field is defined in Figure 93.

octets: 2 2

Zone Bitmap MAS Bitmap

Figure 93 - Allocation field format

The Zone Bitmap field identifies the zones that contain requested MASs. If a bit in the field is set to
ONE, the corresponding zone contains requested MASSs, where bit zero corresponds to zone zero.

The MAS Bitmap specifies which MASSs in the zones identified by the Zone Bitmap field are part of the
request. If a bit in the field is set to ONE, the corresponding MAS within each zone identified by the
Zone Bitmap is included in the request, where bit zero corresponds to MAS zero within the zone.
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16.8.20 Tone-nulling (TN) IE

The TN IE is used to announce which PHY tones are not used (nulled) when transmitting frames from
this device and to request neighbour devices to null specific tones in frames they transmit. To null a
tone, a device transmits with reduced energy on that tone. The TN IE is defined in Figure 94.

The TN

octets: 1 1 2 2xN
Element 1D (=23) | Lengih (=2+2xN) TN Control TN Map
Figure 94 - Tone-nulling IE format
Control field is defined in Figure 95.
Bfts : b15-b7 b6 b5-b4 b3 b2 B1 b0

Reserved Avoided Avoided Protected Tone Avoided Tone Origin Co-located

Symmetric Adjacent Request Indication. Indication Radio

Tones Tones Indication

The Co-
device W
to ZER(
frequen

The Origin Indication bit is set to ONE.if'the transmitting device is the originator of the information

the TN |

The Avo
TN Map

The Pro
null the

The Avo
the TN 1

The PH
Avoided

Figure 95 - Tone-nulling Control field format

ocated Radio Indication bit is set to ONE if\the tone-nulling announcement is transmitted by
ith a co-located radio and the TN Map requests to null tones because of that radio, and is 3
D otherwise. A co-located radio is another radio in the same end product for which certd
ies must be protected or avoided.

F, and is set to ZERO otherwise.

ided Tone Indication bit/ds set to ONE if the transmitting device nulls the tones identified in t
field in frames it transmits, and is set to ZERO otherwise.

fected Tone Request/bit is set to ONE if the transmitting device is requesting its neighbors
ones identified-in.the TN Map field in frames they transmit, and is set to ZERO otherwise.

nap field¢that are nulled by the transmitting device.

portian of this specification identifies certain tones to have associated symmetric tones. T
Symmetric Tones bit is set to ONE to indicate that the transmitting device will also null ton

ided Adjacent Tones field contains the number of tones adjacent to each side of each notch|i

et
n

n

symmet

icto those indicated in the Tone-nulling Map field

The Avoided Adjacent Tones field and Avoided Symmetric Tones bit permit a device to indicate that it
nulls tones in frames it transmits in addition to those tones that it requests to be nulled by a neighbour.

The TN Map field consists of one or more TN Map Segment fields identifying disjoint subsets of tones
in the operational band group. The TN Map Segment fields of a TN Map field are ordered successively
from the lowest-numbered to the highest-numbered TN elements identified in the TN Map Segment
field. The format of each TN Map Segment field is defined in Figure 96.
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Bits : b15 b14-b6 b5-b0

Reserved Tone Offset Tone Count

Figure 96 - TN Map Segment field format

E geh—FN—vtap v d—ererrtiftes set-of-e6 R d—FN—etermrents: +elements
cdrrespond to tones in the operational band group as defined and numbered in the Physigal Layer
Specification.

Y

THe Tone Count field is set to the number of TN elements identified by the TN Map Segment field.
THe Tone Offset field is set to the smallest TN element number identified by the TN"Map Segment field.

THe set of TN elements identified by the TN Map Segment field consists of the TN elements ifentified
bylthe Tone Offset field and the following (Tone Count - 1) consecutive highet-numbered TN elemnjents.
14.8.21 Traffic indication map (TIM) IE

ThHe TIM IE is used to indicate that an active mode device has data buffered for transmission Yia PCA.
THe TIM IE is defined in Figure 97.

octets:1 1 2 2

Element ID (=0) Length (=2xN) DevAddr 1 DevAddr N

Figure 972~ TIM IE format

Eqch DevAddr field is set to a valid target*\DevAddr for which PCA traffic is buffered.

17 MAC sublayer functional description

THis Clause specifies MA€ sublayer functionality. The rules for transmission and reception|of MAC
frgmes, including setting“and processing MAC header fields and information elements, are spégcified in
17.1.

annel time js divided into superframes, with each superframe composed of two major pprts, the
bgacon period-(BP) and the data period. Beacon transmission and reception in the BP and merging of
BRs are specified in 17.2

Ddring the data period devices send and receive data using prioritized contention access (PCA) or in
regervations established using the distributed reservation protocol (DRP). PCA permits [multiple
dewt f f f tfrecH -3—he DRP
enables a device to gain scheduled access to the medium within a negotiated reservation, and is
specified in 17.4.

Device synchronization is specified in 17.5. The fragmentation and reassembly of MSDUs is specified
in 17.6. Aggregation of multiple MSDUs in a single frame is specified in 17.7. Acknowledgement
mechanisms are specified in 17.8. Clauses 17.9 through 17.15 specify probe commands, dynamic
channel selection, multi-rate support, transmit power control, power management mechanisms, use of
ASIEs and range measurement. Clause 8.16 specifies values for all MAC sublayer parameters.

17.1 Frame processing

This Clause provides rules on preparing MAC frames for transmission and processing them on
reception. The rules cover MAC header fields and information elements.
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17.1.1 Frame addresses

Frames are addressed using DevAddrs. There are four types of DevAddrs: Private, Generated,
Multicast, and Broadcast. Table 126 defined the range for each type of DevAddr.

Table 126 - DevAddr types and ranges

Type Range
Private 0x0000 - Ox00FF
Generated 0x0100 - OXFEFF
Multicast 0xFFOO0 - OXFFFE
(McstAddr)
Broadcast OxFFFF
(BcstAddr)

A device shall associate a Generated DevAddr with its local MAC sublayer and,use that DevAddr in Jts
beacon.|A device shall select the a Generated DevAddr from the Generated-DevAddr range at randgm
with egyal probability and should ensure that the generated value is uhique among all devices in jts
extendefl beacon group.

Except ih Private reservations, in all frames transmitted, a device-shall set the SrcAddr field to its oyn
DevAddf. In unicast frames, the DestAddr field shall be set to the DevAddr of the recipient. In multicgst
frames, the DestAddr field shall be set to an address from the:Multicast DevAddr range, as specified|in
17.1.10.[14. In broadcast frames, the DestAddr field shall be’set to the Broadcast DevAddr.

A device shall not transmit frames addressed with a_Private DevAddr at any time outside a Privgte
reservatjon.
17.1.1.1 DevAddr conflicts

A device with a Generated DevAddr shall recggnize that its DevAddr is in conflict if any of the followipg
conditions occurs:

* It recgives a frame header in which the SrcAddr is the same as its own DevAddr; or

» It recgives a beacon frame in whichvthe BPOIE contains a DevAddr that is the same as its own but does
not cgrrespond to a beacon slot in‘which the device transmitted a beacon in the last superframe, and does
not cgrrespond to a beacon’slot in which the device transmitted a beacon containing a Hibernation Mofe
IE with a hibernation duration that has not yet expired.

A device that recognizes-that its DevAddr is in conflict shall generate a new DevAddr to resolve the
DevAddf conflict andwse that DevAddr starting in its next transmitted beacon.

17.1.2 [Framefreception
Unless ¢therwise indicated, a frame is considered to be received by the device if it has a valid header

check sg¢quence (HCS) and frame check sequence (FCS) as defined in 16.2.7 and indicates a protogol
version W&WWWM i i i ich indi or

not a header error occurred.

A frame header is considered to be received by the device if it has a valid HCS and indicates a
protocol version supported by the device, regardless of the FCS validation.

17.1.3 Frame transaction

A frame transaction consists of an optional RTS/CTS frame exchange, a single frame, and the
associated acknowledgement frame if requested by the ACK policy.

Figure 98 shows some frame transaction examples.
NOTE For the PHY, header errors are reported in the RXVECTOR parameter, as defined in Table 56.

188 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

Frames < Frame transaction . p Frame transactlonﬁ
transml'([jted_by - Frs 3 —
source device (I-ACK) (1-ACK)
Frames CTS I-ACK] I-ACK
IEvanSmiLLUU Ll_y
cipient device
. Frame _
Frames < Frame transaction , tr<ansact|o;n < Frame transaction >
transm|ged_by RTS Frame 3| | Frame 4 | | Frame 5
source device e-Ack)| |B-ack)| | B-RrEO)

Frames CTS B-ACK
fransmitted by
recipient device

Frame Frame Frame
Frames . Frame transaction | fransacfigny fransaction) fransaction
transmitted by Frame 3| [ Frame 4 | [ Frame 5 | [ Frame 6
source device [ RTS (N-ACK)| Jen-Ack)] |(n-Ack)f [ (N-ACK)
Frames CTS

transmitted by

s : I-ACK = Imm-ACK
fecipient device

N-ACK = No-ACK
B-REQ = B-ACK Request

Figure 98 - Frame transaction examples

11.1.4 Frame transfer

A [source device shall transmit MSDUs associated with the same Delivery ID and addressdd to the
same destination EUI-48/in the order in which they arrived at the local MAC SAP. The device shall treat
egch MSDU of lepgth”n as a sequence of octets, labelled MSDU[0] to MSDU[n-1], and shall place
these octets in thieypayload field in ascending index-value order. The device shall transmit fragments of
an MSDU or MEDBU in order of increasing fragment number.

THe MAC.entity shall translate the EUI-48 provided by the MAC client along with an MSDQ to the
D¢vAddr ef the target for use in the transmission of the MSDU over the medium.

When, using the B-ACK mechanism, a source device may retransmit some previously trapsmitted
fr 1S, L’Club;llg thc DCqUCIIbC IIUIIIIIJCID (lllL_.lI fIClHIIICIIt IIUIII:JCID Uf t:-lC ICtIQIIDIII;tth fIQIIICD tU e OUt Of

order with respect to previously transmitted frames.

A source device may reorder MSDUs for transmission if their associated Delivery IDs or destination
EUI-48s are different.

A recipient device shall release MSDUs to the MAC client that were transmitted by the same source
device with the same Delivery ID in order of increasing sequence number values.

A source device may fragment or aggregate MSDUs for transfer between peer MAC entities, but the
recipient device shall deliver whole individual MSDUs through the MAC SAP to the MAC client.
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17.1.5 Frame retry

A frame retry is a retransmission of a previously transmitted frame from the same source device to the
same recipient device. In a frame that is retransmitted, the source device shall set the Retry bit to
ONE.

Unless otherwise stated, in this specification "transmission” means transmission of a new frame or
retransmission of a previously transmitted frame.

A device may retransmit a frame as needed, taking into consideration such factors as delay
require T Tai [CIES, fti ; i Traifity: i he
medium| access rules for new frame transmissions when retransmitting frames, unless statpd
otherwige.

17.1.6 |Inter-frame space (IFS)

Three types of IFS are used in this Standard: the minimum inter-frame space (MIFS)the short inter-
frame space (SIFS), and the arbitration inter-frame space (AIFSJ[i]). There are four values of AIFS
dependipg on the access category of the traffic. The actual values of the MIFS, SIFS, and AIFS gre
PHY-dependent. The derivation of the values of AIFS[i] is described in 17.3.4.1;

A device shall not start transmission of a frame on the medium with non-zero length payload earller
than MIFS, or with zero length payload earlier than SIFS, after the end~of a frame it transmittpd
previoudly on the medium. A device shall not start transmission of a frameé on the medium earlier thpn
SIFS dufation after the end of a previously received frame on the medium.

17.1.6.L MIFS

Burst frgme transmissions are those frames transmitted fromcthe same device where the timing of each
frame in| the burst after the first is related to the precedingdrame through use of the PHY burst mode.
In this caise a MIFS duration will occur between frames in'the burst, as defined in Figure 99. All framgs
in a burgt except the last frame shall be sent with thetACK Policy field set to No-ACK or B-ACK. The
last frame in a burst may be sent with any ACK Policy.

MIFS MIFS MIFS
<> <> <>
Frame 1 Frame 2 Frame 3 Frame 4
PCA TXOP or DRP reservation block

Figure 99 - Use of MIFS

Within @ burst, the Duration field shall cover only consecutive frames addressed to the same
destinat|on’ 'if the burst continues after the Duration is exhausted, the next frame shall use a Standdrd

preamble_The length of MIES is given by the pMIFS parameter defined in Table 130, |
17.1.6.2 SIFS
Within a frame transaction, all frames shall be separated by a SIFS interval.

The length of SIFS is given by the pSIFS parameter defined in Table 130.

17.1.6.3 AIFS

The AIFS is the minimum time that a device using PCA defers access to the medium after it determines
the medium to have become idle.

17.1.7 Duplicate detection

Because a device might not receive an Imm-ACK or B-ACK response for a frame it transmitted, it might
send duplicate frames even though the intended recipient has already received and acknowledged the
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frame. A recipient device shall consider a received frame to be a duplicate if the Retry bit is set to ONE
and the Sequence Control field has the same value as the previous frame received with the same
SrcAddr, DestAddr, and Delivery ID field values. A recipient device shall not release a duplicate frame

to

the MAC client.

17.1.8 RTS/CTS use

An RTS/CTS exchange, when used, precedes data, aggregated data, or command frames to be
transferred from a source device to a recipient device. Without a frame body, the RTS frame allows the

SO
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appropriately set Duration field as specified in 17.1.9.1, the RTS and CTS frames pre
ighbours of the source and recipient devices from accessing the medium while thessoy
Cipient are exchanging the following frames.

source device may transmit an RTS frame as part of one or more frame transactions with
vice in an obtained PCA TXOP or an established reservation block. In a PCA TXOP, a devic
nsmit an RTS frame prior to transmitting a sequence of frames using the No:ACK acknowl|
licy or the B-ACK mechanism if those frame transmissions would othepwise not be covere

vices.

ervation owner, it shall transmit a CTS frame pSIFS after the eAd of the received frame, re
its NAV setting. If a device receives an RTS frame addressed to it outside a reservation bloc
nsmit a CTS frame pSIFS after the end of the received“rame if and only if its NAV is zero
'S frame transmission will be completed pSIFS beforeithe start of the next BP or before thg
own or a neighbour’s established reservation block:\However, a device should not transm
me if the Duration indicated in the RTS frame extefds beyond a point in time pSIFS prior to
the next BP or the start of its own or a neighbour’s established reservation block.

mes, for which it transmitted the preceding RTS frame pSIFS after the end of the recei

vent the
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recipient

a reservation target receives an RTS frame addressed to it ih a reservation block, from the

pardless
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b start of
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me. If the source device does not _receive the expected CTS frame pSIFS plus the CT]

CA TXOP, it shall invoke a backoffyas specified in 17.3. If it transmitted the RTS frame in
Servation blocks, it shall not retransmit the RTS frame or transmit another frame earlier th
er the end of the expected-€TS frame.

.1.9 MAC header fields
.1.9.1 Duration
Hevice shall set thesDuration field in beacon frames to one of the following:

The time remaining in the BP measured from the end of the PLCP header of the beacon f
determined by the largest BP length announced by neighbours of the device in the previous supe|

The transmission time of the frame body of the beacon frame; or

ZEro.,

S frame

ne of its
n pSIFS

nsmission time after the end of the(RTS frame transmission, and it transmitted the RTS frj:me in a

ame, as
Iframe;

©l

evice shnall set the Duration rreld 1in xKls, comimmand, dala, O agdgregated dalta Irames 1o the

The transmission time of the frame body of the current frame;

sum of:

The transmission time of the expected response frame for the current frame (CTS, Imm-ACK, or B-ACK

frame), if any;

The transmission time of subsequent frames, if any, to be sent to the same recipient up to and incl
the next RTS frame or frame with ACK Policy set to Imm-ACK or B-ACK Request or (b) the last

uding (a)
frame in

the PCA TXOP or reservation block, whichever is earlier; or, alternatively, the transmission time of the next

frame in the PCA TXOP or reservation block to be sent to the same recipient, if any; and

All the IFSs separating the frames included in the Duration calculation.
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A device shall not set the Duration field in an RTS, command, data, or aggregated data frame to a
value that extends beyond the end of its current TXOP or reservation block.

The calculated value for Duration has a required accuracy of +/- one microsecond per frame included
in the calculation.

A device may estimate the transmission time of a B-ACK frame body based on the expected length and
data rate, or may assume a zero-length frame body.

A device shall set the Duration field in CTS, Imm-ACK and B-ACK frames to the larger of zero or a
value edual to the duration value contained in the previous frame minus pSIFS, minus the transmissipn
time of the frame body of the received frame to which the CTS, Imm-ACK or B-ACK is respondir|g,
minus the transmission time up to the end of the PLCP header of this CTS, Imm-ACK or B-ACK-frane.

The follgwing exceptions to previous rules are allowed:

transinission time of the frame body of the B-ACK Request frame plus a SIFS-plus the estimated

* For fEEmes with ACK Policy set to B-ACK Request, a device may set the Duration toCthe sum of the
transmission time of the expected B-ACK response frame.

» A deVice may set the Duration for any frame sent in a Hard or Private reservation block other than UDA|or
UDR frames to zero.

A device shall set the Duration field in UDA and UDR frames to a time interval extending from the epd
of the PLCP header of the current frame to the time when the remaining DRP reservation block is to pe
released.

Examplgs of Duration field values are defined in Figure 100.
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17.1.9.2 More frames

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to ONE, it shall
not transmit additional frames to the same recipient(s) within the reservation block.

If a device sets the More Frames bit to ZERO in a frame sent with Access Method set to ZERO, it shall
not transmit additional frames using PCA to the same recipient(s) within the current superframe unless
the recipient did not include a PCA Availability IE in its beacon or included a PCA Availability IE in its
beacon with the TIM IE Required bit set to ZERO.

17.1.9.—Seguence Nnumper

The Seduence Number field value is used for duplicate detection for frames sent using the Imm=ACK
acknowledgement policy. It is used for both duplicate detection and reordering for frames sent’'usipg
the B-ACK mechanism.

A device shall assign each MSDU or MCDU transmitted a sequence number from a modulo 2 O#8
counter.

A device shall assign the same sequence number to each fragment of an MSDU{er-MCDU.

A single[sequence number applies to all MSDUs contained in an aggregated data frame. A device shpll
increment the sequence number counter by one for each transmitted aggredated data frame.

A devicg shall use a dedicated counter for MCDUSs.

A device shall use a dedicated counter for each sequence of MSDUs)addressed to the same DestAddr
with the[same Delivery ID using B-ACK acknowledgement policy.

A device may use one counter for all other MSDUs, or may*use a dedicated counter for MSDUs wijth
the sampg Delivery ID field value addressed to the same DestAddr.

In each peacon frame transmitted in a superframe, a dévice shall set the Sequence Number field frgm
a dedicgted counter that increments once per superftame, modulo 2 048, or shall set it to zero.
17.1.1dInformation elements

IEs are |[contained in beacon and command\frames. They convey certain control and managemgnt
informatjon. IEs may be explicitly requested-using Probe command frames.
The remainder of this Clause describes when each IE is generated.

17.1.14.1 Application-specific)lE (ASIE)

A device may include an ASIE in-its beacon for each of its applications which have made the requegt,
as descfibed in 17.14. The-'scope of the ASIE is dependent on the application that requested the
inclusion of the ASIE.

17.1.14.2 Application-specific Probe IE

A devicg may send‘an Application-specific Probe IE in order to request a specific ASIE. The scope ahd
required response,is dependent on the application that defines the ASIE.

17.1.14.3,Beacon period occupancy IE (BPOIE)

A device shall always include a BPOIE in its beacon. In the BPOIE the device shall indicate beacops
received from neighbours in the previous superframe, as well as information retained based on
hibernation mode rules. It shall also indicate PHY medium activity that resulted in HCS errors, beacon
frame headers received and alien beacons received within its BP in the previous superframe. It may
also indicate non-beacon frames received within its BP. If the device receives a beacon within
2xmGuardTime of the start of a signaling slot with the Signaling Slot bit set to ONE, it shall also
indicate that beacon as if it were aligned to its BPST. The device shall encode all indicated information
in the BPOIE as described in 16.8.3, except a device is not required to indicate any activity in its own
beacon slot.

17.1.10.4 BP switch IE
A device should include a BP Switch IE in its beacon prior to changing its BPST, as specified in 17.2.6.
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17.1.10.5 Channel change IE

A device should include a Channel Change IE in its beacon prior to changing to a different channel. A
device that includes a Channel Change IE should change channels as indicated in the IE.

17.1.10.6 Distributed reservation protocol (DRP) IE

A device shall include DRP IEs in its beacon for all reservations in which it participates as a reservation
owner or target, as described in 17.4.

If a device receives a frame containing a DRP IE with the Reservation Type field set to a reserved
value, it shall not respond to the DRP IE, but shall treat the DRP IE as if the Reservation-Type field
were set to Private.

A [device shall interpret a DRP IE transmitted or received in the current superframe,to.grant| or deny
agcess to the medium in the next superframe, depending on the access rules specific to the ihdicated
Re¢servation Type in the IE.
147.1.10.7 DRP availability IE
A [device shall include a DRP Availability IE in its beacon as required.t0,support DRP regervation
nggotiation, as described in 17.4. A DRP Availability IE received in the current superframe reflects
availability prior to that superframe.
14.1.10.8 Hibernation anchor IE
A |device that indicates it is capable of acting as a hibernation anchor should include a Hiljernation
Anchor IE in its beacon to provide information on neighbours that are currently in hibernation mode as
dgscribed in 17.13.5.

147.1.10.9 Hibernation mode IE

A [device shall include a Hibernation Mode IE injits beacon before entering hibernation nmode, as
specified in 17.13.4. A device that receives a Hibernation Mode IE shall report the beacon sipt of the
trgnsmitter as occupied and non-movable insthe BPOIE included in its beacons during the feported
hilbernation duration.
14.1.10.10ldentification IE
A [device may include an Identification IE in its beacon to provide its own identifying information to
ngighbours.

17.1.10.11Link feedback~E
A [device may include a Link Feedback IE in its beacon to provide feedback on a link with a] specific
ngighbour.

17.1.10.12MAC capabilities IE

A pdevice may include a MAC Capabilities IE in its beacon.

17.1.10.13Master key identifier (MKID) IE
A fevicesmay include a MKID IE in its beacon to identify some or all of the master keys it posgesses.

17.1°20.14Multicast address binding (MAB) IE

A dalueca nmaanv, nolidn A AMAD I fAy ~nng etivapmulticact hindinac hathvaaan malticaact I 83 and
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McstAddrs. A device should include a MAB IE in its beacon for at least mMaxLostBeacons+1
superframes on activating a multicast address binding for transmission and upon detection of a change
in the beacon group.

A device shall not transmit frames with a McstAddr destination address in the current superframe
unless a binding to a multicast EUI-48 has been declared by inclusion of a corresponding MAB IE in its
beacon in the prior and current superframes.

On receipt of a MAB IE the MAC sublayer shall establish an association between the source of the
MAB IE and the multicast DevAddr and multicast EUI-48 in each Multicast Address Binding Block, to
be used in address translations for the bound multicast addresses.
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The MAC entity shall deliver received MSDUs addressed to an activated multicast DevAddr to the MAC
client on the multicast EUI-48 bound to that multicast DevAddr by the source device of the MSDU.

17.1.10.15PCA availability IE

A device may include a PCA Availability IE in its beacon as needed to facilitate PCA in the presence of
reservations or power constraints. Information in a PCA Availability IE received in the current
superframe indicates availability of the device in that superframe.

17.1.10.16 PHY capabilities IE
A device may include a PHY Capabilities IE in its beacon.

17.1.14.17Probe IE

A device may include a Probe IE in its beacon to request certain IEs from another deviceAlf . devige
receiveq a beacon containing a Probe IE in the current superframe, and is required to respopd
according to 17.9, it shall respond in the next superframe.

17.1.1¢.18Regulatory Domain IE

A device that has information about the operational regulatory domain shouldinclude a Regulatqry
Domain|IE in its beacon at least once every mDAAAnnouncelnterval superftames, with the Locatidn-
aware b|t set to ONE and the Regulatory Domain Number field set as defined in 16.8.18. A device that
does nof have information about the operational regulatory domain shalliinclude a Regulatory Domain
IE with fhe Location-aware bit set to ZERO in its beacon at least onCe every mDAAAnnouncelnteryal
superframes if in the last mDAAIEPersistence superframes it received a beacon from a neighbdur
containing a Regulatory Domain IE with the Location-aware bit Set to ONE. The device shall set the
Regulatpry Domain Number field to the most recent value\received in that field within the Igst
mDAAIHPersistence superframes from a neighbour with the,Location-aware bit set to ONE.

—

A device that is operating in a regulatory domain that requires actions based on connection to a maips
power spurce shall act as follows: If the device is ip;active mode and is connected to a mains power
source [it shall include a Regulatory Domain IE in its beacon at least once evary
mDAAARnouncelnterval superframes, with the,Mains Hop Count field set to zero. If the device isl|in
active mode and is not connected to a mains. power source or its power source is unknown it shpll
include § Regulatory Domain IE in its beacon’at least once every mDAAAnnouncelnterval superframes
if in the [ast mDAAIEPersistence superframes it received a Regulatory Domain IE. The device shall get
the Maips Hop Count field to one greater than the lowest value in the Mains Hop Count field in the
latest Regulatory Domain IE~\received from each neighbour, but not greater than
mMaxMainsHopCount.

If a devipe determines that any/information in its Regulatory Domain IE has changed, it should inclufle
the IE in its beacon in the-next mMaxLostBeacons+1 superframes.

17.1.14.19Relinguish request IE

A devicg may inclu@e-a Relinquish Request IE in its beacon to request that a neighbour release onefor
more MASs fromteservations.

If a resdrvationtarget receives a request to relinquish certain MASs included in a reservation, it shgll
include |[nCits ' beacon a DRP Availability IE and a Relinquish Request IE identifying those MASs w|th
the Targer DevAdOr field Set 1o the DevATUr of The Teservation owner. The device shalt nciude the TEs
in its beacon for mMaxLostBeacons+1 superframes following the superframe in which it received the
relinquish request, unless the reservation owner changes the reservation such that it does not contain
the requested MASSs.

17.1.10.20Tone-nulling IE

An active mode device that nulls one or more tones during its transmissions shall include a Tone-
nulling IE that identifies the nulled tones and has the Avoided Tone Indication bit set to ONE in its
beacon at least once every mDAAAnnouncelnterval superframes. An active mode device may request
neighbour devices to null tones in frames they transmit by including a Tone-nulling IE with the
Protected Tone Request bit set to ONE in its beacon at least once every mDAAAnnouncelnterval
superframes.
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The required response to reception of a Tone-nulling IE is dependent on the operational regulatory
domain and other factors, and is out of scope of this standard.

A device should minimize the number of Tone-nulling IEs sent in a beacon by combining tone-nulling
information into a single IE.

If a device determines that any information in its Tone-nulling IEs has changed, it should include Tone-
nulling IEs in its beacon in the next mMaxLostBeacons + 1 superframes.

A device that did not receive a Tone-nulling IE from a neighbour in the last mDAAIEPersistence

superframes shall discard the Tone-nulling information previously received from that neighbeu
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7.2 Beacon period

Iexgth of each beacon slot is mBeaconSlotLength. Beacon slots in the BP are numbered in sg

tlude IEs in its beacon as required for an active mode device. A device that enters hibernati
a period equal to or longer than mDAAAnnouncelnterval superframes shall inclode requiré
last beacon prior to hibernating and its first beacon after hibernating.

.1.10.21 Traffic indication map (TIM) IE

device shall include a TIM IE in its beacon in the current superframeif it has frames qu
nsmission to one or more recipients that require a TIM IE. A device,'shall consider a reg
nuire a TIM IE if the most recent beacon received fromCthe recipient, within
MaxLostBeacons+1 superframes, contained a PCA Availability |E with the TIM IE Required
NE. The TIM IE shall include the DevAddrs of all such recipients:

ch superframe starts with a BP, which has a maximum.length of mMaxBPLength beacon s

rting at zero. The first mSignalSlotCount beaconstots of a BP are referred to as signaling {
e used to extend the BP length of neighbours.

active mode device shall transmit and-féceive beacons as described in this clausg

ginning of that beacon slot.

all not exceed mMaxBeaconLength. This allows for a guard time of at least mGuardTime an
tween the end of a beacon ahd the start of the next beacon slot.

pure 101 illustrates an example of a BP observed by a device in a given superframe.

[

Hevice that enters hibernation mode for a period less than mDAAAnnouncelnterval superframes shall
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nsmitting in a beacon slot, a device shall start transmission of the frame on the medium at the

device shall transmit beacons at\pBeaconTransmitRate. The transmission time of beacon frames
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Figure 101 - Example BP structute

17.2.1 |Beacon slot state

A device shall consider a beacon slot unavailable ifci any of the latest mMaxLostBeaconsj1
superfragmes:

» The beacon slot was considered to be occupied (aceording to Table 117); or

» The beacon slot was encoded as occupied (aceording to Table 117) in the BPOIE of any beacon received
by th¢ device.

A devicg shall consider a beacon slot available in all other cases.

17.2.2 [BP length

A devic¢ shall consider a beacon_slot to be monitored if in any of the latest mMaxLostBeaconsf1
superframes:

* The device received a beacon frame in that beacon slot that is aligned to its BPST;

 The device received a-beacon frame with an invalid FCS within 2xmGuardTime of that beacon sjot
boundlary; or

» The beacon slét was encoded as occupied (according to Table 117) with a DevAddr not equal to BestAddr
in the| BPOIE 0f any beacon received by the device.

4T
e—b)
All monitored beacon slots in the BP of the prior superframe and c) The beacon slot indicated in any
beacon received in a signaling slot in the prior superframe.

The announced BP length shall not include more than mBPExtension beacon slots after the latest of a,
b, and ¢ above, unless otherwise indicated in 17.2.6. The announced BP length shall not exceed
mMaxBPLength. Power-sensitive devices generally should not include any beacon slots after the last
monitored beacon slot in their announced BP length.

The BP length reported by a device varies, as new devices become members of its extended beacon
group, and as the device or other devices in its extended beacon group choose a new beacon slot for
beacon slot collision resolution or BP contraction.
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17.2.3 Beacon transmission and reception

17.2.3.1 Beacon transmission

Before a device transmits any frames, it shall scan for beacons for at least one superframe, or at least
two superframes if no beacon frame is received. If the device receives no frame headers during the
scan, it shall create a new BP and send a beacon in the first beacon slot after the signaling slots. If the
device receives one or more frame headers, but no beacon frames with a valid FCS during the scan,
the device should scan for an additional superframe.

|f hao dovica racaivac aona or maora hoacanc durina tha coan it chall hat araatn o nowvy RD Inct nd rior
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tolcommunicating with another device, the device shall transmit a beacon in a beacon slot)jselected
fram up to mBPExtension beacon slots located after the highest-numbered unavailable beacqgn slot in
the last superframe and within mMaxBPLength after the BPST.

W|th the exception of transmitting its own beacon as described in 17.2.3, a device-shall not|transmit
frgmes in the current superframe during the BP length indicated in the most recent beacon feceived
frgm of any neighbour in the previous mMaxLostBeacons+1 superframes. A device shall nof change
bgacon slots to a slot earlier than the highest-numbered unavailable beacan stot in the last superframe
except as specified in 17.2.5.

147.2.3.2 Neighbours

A device shall consider another device to be a neighbour if it hasfeceived a beacon from that device
within the last mMaxLostBeacons+1 superframes, and the latest beacon from the device indicated a
BRST aligned with its own. If a device has not received a‘beacon from another device for|the last
mMaxLostBeacons+1 superframes, it shall not consider the device a neighbour.

A pevice shall not consider a received beacon with the ‘'Signaling Slot bit set to ONE as receivgd from a
ngighbour.

11.2.3.3 Beacon slot collision

If o device detects a beacon slot collision as\described in 17.2.4, it shall select a different beacon slot
fol its subsequent beacon transmissions(from up to mBPExtension beacon slots located gfter the
highest-numbered unavailable beacon-slot in the last superframe and within mMaxBPLength gafter the
BRST.

17.2.3.4 Use of signaling_slots

If the beacon slot in which a,device will transmit its beacon in the current superframe is locateq beyond
the BP length indicatedin—any beacon the device received from a neighbour in the previous
superframe, the device-shall also transmit the same beacon, except with the Signaling Slot bit set to
OINE, in a randomly selected signaling slot, except as follows:

¢ | A device should-follow 17.2.6.4 if applicable.

« |If a device transmits a beacon in a signaling slot for mMaxLostBeacons+1 consecutive superframes, it
shall not/transmit a beacon in a signaling slot in the next mMaxLostBeacons+1 superframes, and|it should
not transmit a signaling slot beacon for an additional aperiodic interval that does nof exceed
mMaxSignalingSlotBackoff superframes.

to abnormal conditions, “such as fallure to receive a beacon from a nelghbour that preV|oust did not
include the device's beacon slot in its BP Length, or failure of a neighbour to report reception of the
device's beacon in its BPOIE.

A device may consider a beacon received in a signaling slot as if it were not a received beacon, except
to report reception as required in 17.1.10.3 and to process the Beacon Slot Number field as required in
17.2.2 and 17.2.4.

17.2.3.5 Required reception interval

An active mode device shall listen for neighbours’ beacons in the first N beacon slots in each
superframe, where N is the greater of its BP Length values for the current and previous superframes,
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as defined in 17.2.2. At a minimum, the device shall listen for intervals such that it would receive a
frame with a reception time within mGuardTime of the start of any of the N beacon slots.

If a device received a beacon with invalid FCS, or detected a medium activity that did not result in
reception of a frame with valid HCS in a signaling slot in the previous superframe, no BP length
adjustment is required, but it shall listen for beacons for an additional mBPExtension beacon slots after
its BP length indicated in the current superframe, but not more than mMaxBPLength beacon slots.

17.2.3.6 Skipping beacon transmission

Ve pue device Mt a Deacorn 1m e Operframe, excep OTOW M orde

detect beacon slot collisions with neighbours, a device shall skip beacon transmission aperiodically,

A device¢ shall consider itself involved in a beacon slot collision with another device in its extendgd

» Its bejpcon slot is reported as occupied in the BPOIE in any beacon it receives-in the current superframe,
but the corresponding DevAddr is neither BcstAddr nor its own DevAddr used in the previous superfrane.

kipping beacon transmission in the previous superframe, its bedcon slot is reported as occupied|in
the BPOIE in any beacon it receives in the current superframe, ahd the corresponding DevAddr is not

gives a signaling slot beacon aligned with one of its,own signaling slots, with the Beacon Slot Number
field get to its own beacon slot.

Certain pvents indicate a potential beacon slot collision. A device should consider the possibility of a
beacon [slot collision and take appropriate action if one or more of the following anomalous eveijts
occurs, pr occurs consistently over multiple.superframes:

» The device's beacon slot was reported as occupied and the corresponding DevAddr was BcstAddr in the
BPOIE of a beacon it received in the current superframe, and it sent a beacon in its beacon slot in the
previgus superframe.

» After Bkipping beacon transmission in the previous superframe, its beacon slot is reported as occupied|in
the BPOIE in any beacomn)it receives in the current superframe and the corresponding DevAddr|is
BcstAddr.

» When skipping beacen transmission in the current superframe, it receives a PHY indication of mediym
activity in its beacon slot that does not result in correct reception of a frame header.

In reactipn to.events that indicate a potential beacon slot collision, a device should:

» consifleritself involved in a beacon slot collision and change slots as required in 17.2.3.3;

» skip beacon transmission; or
» send a beacon in a signaling slot, subject to requirements in 17.2.3.4.

At a minimum, a device shall execute at least one of these recommended reactions in the next
superframe if in mMaxBeaconSlotCollisionDetectionLatency consecutive superframes one or more of
the anomalous events described above occurs, and the device has not executed a recommended
reaction in those mMaxBeaconSlotCollisionDetectionLatency superframes.

Other events can also indicate a potential beacon slot collision. For example, if a device's beacon slot
is frequently reported as unoccupied in the BPOIE of a beacon it receives, it could indicate a collision,
and the device may take action as described above.
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17.2.5 BP contraction

A device shall consider its beacon to be movable if in the previous superframe it found at least one
available beacon slot between the signaling slots and the beacon slot it indicates in its beacon in the
current superframe. However, for purposes of BP contraction, a device may consider an unoccupied
beacon slot to be occupied for up to mMaxMovableLatency superframes, if it detects conditions that
indicate contraction into that beacon slot might lead to a beacon slot collision, such as a previous
beacon slot collision or indication of poor link conditions in that beacon slot.

A device that includes a Hibernation Mode IE in its beacon shall consider its beacon to be non-movable
dyring the announced hibernation period.

A [device not involved in a beacon slot collision or a BP merge shall shift its beacon into) thg earliest
available beacon slot following the signaling beacon slots in the BP of the next superframé, if i each of
the latest mMaxLostBeacons+1 superframes:

* | The device’s beacon was movable; and

« |the device did not receive a beacon from a neighbour that indicated a beacon slot after its own angl had the
Movable bit set to ONE; and

« |the device did not receive a beacon from a neighbour that contained a&-BPOIE that encoded a bepcon slot
after its own as Movable (per Table 127).

However, if in the last mMaxLostBeacons+1 superframes_the device received a beacon from a
ngighbour that indicated a BP Length that did not include the’ device's beacon slot, and tha{ beacon
had the Movable bit set to ONE, the device should not.change to an earlier beacon slot in [the next
superframe.

Figure 102 shows some examples of BP contraction:

Y

«——— mMaxBPLength —————> <«— mMaxBPLength
Movable Not Movab

\ R
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Figure 102 - lllustration for BP contraction by example devices

149.2.6 Mergenrof multiple BPs

Due to changes in the propagation environment, mobility, or other effects, devices using two|or more
uraligned-BPSTs may come into range. This causes overlapping superframes. A received begcon with
vdlid HES and FCS that indicates a BPST that is not aligned with a device's own BPST is referfed to as
an alien'beacon. The BP defined by the BPST and BP length in an alien beacon is referred [to as an
alien-BP

Synchronization problems could cause the beacon of a fast device to appear to be an alien beacon. A
device shall consider a BPST to be aligned with its own if that BPST differs from its own by less than
2xmGuardTime. A device shall consider an alien BP to overlap its own if its BPST falls within the alien
BP or if the alien BPST falls within its own BP. A device shall not consider a beacon that has the
Signaling Slot bit set to ONE to be an alien beacon.

If a device does not receive an alien beacon for up to mMaxLostBeacons superframes after receiving
one in a previous superframe, it shall use information contained in the most-recently received beacon
as if the alien beacon were received at the same offset within the current superframe.
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17.2.6.1 Overlapping BPs

If the BPST of a device falls within an alien BP, the device shall relocate its beacon to the alien BP
according to the following rules:

1. The device shall change its BPST to the BPST of the alien BP.

2. The device shall adjust its beacon slot number such that its new beacon slot number is its old
beacon slot number plus one, plus the number of the highest occupied beacon slot indicated in any
beacon received in the alien BP, minus mSignalSlotCount. Alternatively, it shall follow normal BP join

rules as[specified T 17.2-3- 110 retocate 15 beacon o the atien BF:

3. Theldevice shall not send further beacons in its previous BP.

17.2.6. Non-overlapping BPs

If a device detects an alien BP that does not overlap in time with its own BP, it shall-merge BPs
according to the following rules.

1. The|device shall include in its beacon a DRP IE with Reservation Type set to,Alien BP for the alien
BP. Sinde the MAS boundaries may not be aligned, the device may need to include an additional MAS
in the rgservation to completely cover the alien BP. If the device received multiple beacons from the
alien BH, it shall include all MASs used by the largest reported BP lengtlin the reservation. If the
MASSs o¢cupied by the alien BP change over time, the device shall update the DRP IE accordingly.

2. The| device shall start the relocation process to the alien BP, according to 17.2.6.3, within
mBPMefgeWaitTime if the alien BPST falls within the firstChalf of the superframe, or within
1.5xmBPMergeWaitTime if the alien BPST falls within the second half of the superframe, but shall rfot
start the|relocation process if a beacon received in that alienBP includes a BP Switch IE.

A device that transmits or receives a beacon in its own:BP that contains a DRP |IE with Reservatipn
Type set to Alien BP shall observe the following rules:

1. The|device should not change beacon slots except as required by merge rules in 17.2.6, unlesq a
collision|is detected.

2. If the device transmits the beacon that.contains the Alien BP reservation, it shall listen for beacops
during the MASs indicated in the reservation. If the device receives the beacon that contains the Alien

If a device starts or has started.the beacon relocation process and receives an alien beacon, it shgll
follow these rules:

A. If thie device did notdnclude a BP Switch IE in its last beacon, it shall include a BP Switch IE in jts
beacon |n the following, superframe with the fields set as follows:

Al. Thie device shall set the BP Move Countdown field to minitialMoveCountdown.

A2. The devieesshall set the BPST Offset field to the positive difference in microseconds between the
alien BHST«<and the device's BPST. That is, the field contains the number of microseconds that the
device must delay its own BPST to align with the alien BPST. If multiple alien beacons are receivdd,
the devi

A3. The device shall set the Beacon Slot Offset field to:

a. One plus the number of the highest occupied beacon slot indicated by any beacon received in the
alien BP, based on the Beacon Slot Number field and BPOIE, minus mSignalSlotCount; or

b. Zero to indicate the device will join the alien BP using normal join rules as specified in 17.2.3.

B. If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE in the
following superframe as follows:

B1. If the elapsed time between the device's BPST and the following alien BPST is larger than the
device's BPST Offset field + 2xmGuardTime, the device shall set the BP Move Countdown field, the
BPST Offset field, and the Beacon Slot Offset field as described in A1, A2 and A3 above respectively.
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B2. If the elapsed time between the device's BPST and the following alien BPST is larger than the
device's BPST Offset field - 2xmGuardTime and smaller than the device's BPST Offset field +
2xmGuardTime, the device shall set the BPST Offset field as described in A2. It shall set the Beacon
Slot Offset field as described in A3 if the value in the field would be increased, or leave it unchanged
otherwise. It shall set the BP Move Countdown field to one less than the value used in its last beacon if
the Beacon Slot Offset field is unchanged, or set it as described in Al if the Beacon Slot Offset field is
changed.

If a device receives a neighbour’s beacon that contains a BP Switch IE, it shall follow these rules:

C.| If the device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its
bgacon in the following superframe with the fields set as follows:

C1. The device shall set the BP Move Countdown field to the BP Move Countdown field of the
ngighbour's BP Switch IE.

C2. The device shall set the BPST Offset field to the value of the same [field contained in the
ngighbour’s beacon.

C3. The device shall set the Beacon Slot Offset field to:

a.| The larger of: one plus the number of the highest occupied béacon slot indicated by gny alien
bgacon received in the alien BP identified by the neighbour’s BP Switch IE, based on the Begcon Slot
Nymber field and BPOIE, minus mSignalSlotCount; or the Beacon Slot Offset field containgd in the
ngighbour’s beacon; or

b.| Zero, to indicate the device will join the alien BP\using normal BP join rules as sp€cified in
17.2.3.1.

D[ If the device included a BP Switch IE in its lasf‘0eacon, it shall modify the BP Switch IE aq follows:

D1. If the BPST Offset field contained in thesneighbour’'s beacon is larger than the devicels BPST
Offset field + 2xmGuardTime, the device shall'set the BP Move Countdown field, the BPST Offfet field,
and the Beacon Slot Offset field as descrilbed in C1, C2 and C3 above respectively.

D2. If the difference between the BPST Offset field contained in the neighbour’s beacon|and the
dgvice's BPST Offset field is smaller;than 2xmGuardTime, the device shall modify its BP Swifch IE as
follows:

a.| If the Beacon Slot Offset\field contained in the neighbour’s beacon is larger than the [device's
Beacon Slot Offset field, the device shall set the BP Move Countdown field, the BPST Offset fleld, and
the Beacon Slot Offset(field as described in C1, C2 and C3 above respectively.

b.| If the Beacon Slet-Offset field contained in the neighbour’s beacon is equal to or smaller [than the
dgvice's Beacon~Slot Offset field, the device does not receive alien beacons from the @lien BP
inflicated by dts-current BPST Offset field, and the BPMoveCountdown field contained in the
ngighbour's-beacon is less than the device's BPMoveCountdown field, then the device shall set the
BRPST Offsetfield as described in C2 above. It shall not change the Beacon Slot Offset field. It|shall set
the BP Wlove Countdown field to one less than the value used in its last beacon.

If f'device included a BP Switch IE in its beacon of the previous superframe and none of the conditions
within B or D apply, the device shall not change the BPST Offset field or the Beacon Slot Offset field,
and shall set the BP Move Countdown field to one less than the value used in its beacon of the
previous superframe.

If a device includes a BP Switch IE in its beacon, it shall continue to do so until it completes or halts the
relocation process.

If a device receives an alien beacon that indicates relocation earlier than its planned relocation, the
device shall halt the relocation process.

To halt the relocation process, a device shall include a BP Switch IE in its beacon with BPST Offset
field set to 65 535, Beacon Slot Offset field set to zero, and BP Move Countdown field set to
minitiaIMoveCountdown. In following superframes, it shall follow the rules above. In the superframe
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after sending a BP Switch IE with BPST Offset set to 65 535 and BP Move Countdown set to zero, the
device shall remove the BP Switch IE from its beacon, but shall not change its beacon slot and shall
continue to synchronize to current neighbours.

At the end of the superframe in which a device includes a BP Switch IE with a BP Move Countdown
field equal to zero, the device shall adjust its BPST based on its BPST Offset field. It may transmit a
beacon in that superframe, or delay one superframe to begin beacon transmission in its new BP. After
relocating its beacon to the alien BP, the device shall include neither the BP Switch IE nor the alien BP
DRP IE in its beacon. If the Beacon Slot Offset field was non-zero, the device shall transmit a beacon
in the bgacon slot with number equal to its prior beacon slot humber plus the value from the Beacpn

Slot Offget field. If this beacon slot number is greater than or equal to mMaxBPLength, the device shpll

follow the normal BP join rules as described in 17.2.3 to relocate its beacon to the alien BP.

17.2.6.4 Use of signaling slots after BP merge

After changing its BPST, regardless of whether due to overlapping or non-overlapping BPs, if a devige
is requifed to send a beacon in a signaling slot according to 17.2.3.4, it should.wait for a randgm
number [of superframes before sending a beacon in a signaling slot. The deviee-should choose the
random [number with equal probability in the range zero to the BP Length declared in its last beacpn
before r¢locating to the alien BP.

17.2.6.p BP extension

A device that receives an alien beacon with a BP Switch IE with Beacon Slot Offset field greater than
zero shall set its BP length to at least the sum of the Beacon_Slot Offset field and the BP lendth
reported in the alien beacon, but not greater than mMaxBPLength:

17.3 |[Prioritized contention access (PCA)

The PCA mechanism provides differentiated, distributed>contention access to the medium for fqur
access ¢ategories (ACs) of frames buffered in a device for transmission. A device employs a prioritized
contentipn procedure for each AC to obtain a TXOP. for the frames belonging to that AC using the PCA
parameters associated with that AC.

For datgd and aggregated data frames, the four ACs are mapped from eight user priorities as defined
Table 147.

n

Table 127 - User Priority to access category mappings

iy | amesizin | 20| e | pesoon
User-Priority)
Lowest 1 BK AC_BK Background
2 - AC_BK Background
0 BE AC _BE Best Effort
3 EE AC_BE Best Effort
4 CL AC_VI Video
5 VI AC_VI Video
v 6 VO AC_VO Voice
Highest 7 NC AC_VO Voice

For command frames, any appropriate AC may be selected.
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17.3.1 PCA medium availability
A device shall consider the medium to be unavailable for PCA at all of the following times:

At
17
A
th
dsg
fie
N/

A
up
A

17
Fd

At
17
A
fo
in
17

Within the device's BP or neighbours' BPs;

Within alien BP reservation blocks announced by itself or its neighbours;

:2009(E)

Within hard and private reservation blocks with Reservation Status set to ONE announced by itself or its

neighbours, unless the reservation block has been released;

and the reservation owner is not a neighbour, unless the device is the reservation owner; and

For a zero-length interval at the start of soft or PCA reservation blocks with Reservation Statts se
if a neighbour is the reservation owner, for purposes of determining TXOP limits.

all other times, a device shall consider the medium available for PCA.

.3.2 NAV

device that transmits or receives frames using PCA shall maintain a netwerk allocation vect
ht contains the remaining time that a neighbour device has indicated)it will access the me
vice that receives a frame header not addressed to it shall update\itS'NAV with the received
Id if the new NAV value is greater than the current NAV value. A.device shall consider the
\V value to start at the end of the PLCP header on the medium.

pevice that receives a frame header with invalid HCS ouiSide its unreleased reservation blo
date its NAV as if the frame were correctly received with, Duration equal to zero.

.3.3 Medium status
r PCA purposes, a device shall consider the' medium to be busy for any of the following con

When its CCA mechanism indicates that the medium is busy;

When the device's NAV is greater than zero;

When the device is transmitting or receiving a frame on the medium;

When the Duration annouriced in a previously transmitted frame has not yet expired; and
When the medium is ynavailable for PCA.

all other times a device shall consider the medium to be idle.

.3.4 PCA parameters

device shaltl,Use the set of PCA parameters defined for an AC to obtain a TXOP or perforn
this AC{ These parameters are summarized below. The parameter values are specified in T|
17.16.

8.41 AIFS[AC]

pn target

t to ONE

Dr (NAV)
dium. A
Duration
updated

ks shall

device shall reduce its NAV as time elapses until ityeaches zero. The NAV shall be maintaiped to at
leqst mClockResolution.

ditions:

backoff
Able 129

A

device shall wall 10 the medlium to becomme Idie Tol AIFS[AL] Derore obtalning a 1AUF or

resuming decrementing the backoff counter for the AC. AIFS[AC] is defined below:

Al

©l

FS[AC] = pSIFS + mAIFSN[AC] x pSlotTime
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AIFS[AC] is related to other timings as defined in Figure 103 and Figure 104.

<7AIFS[AC_BE]4ﬂ /

€« AIFS[AC_VI
«—AIFS[AC_VO}>| /

17.3.4.

A device
backoff
variable

17.3.4.

A devic
transact
mGuard

17.3.5
A device

e Thed
this A

e Thed

—————Contention window———  »|
«—SIFS
/ Busy medium W / Back}z{ﬁ slot/sZ / Next frame
—» FpSIotTim%

Select slot and decrement backoff

Defer access——— ST
as long as medium is idle

Figure 103 - IFS relationships for PCA

P mMCWmin[AC] and mCWmax[AC]

shall set CW[AC] to an appropriate integer in the range{mCWmin, mCWmax] after invoking
or the AC, and shall set the backoff counter for the A€ to an integer sampled from a randg
uniformly distributed over the interval [0, CW[AC]].

B mTXOPLimit[AC]
p shall not initiate a frame transaction in a>TXOP it obtained for an AC unless the frar

Time before the medium becomes unayailable for PCA.

Obtaining a TXOP
shall consider itself to have obtained a TXOP for an AC if it meets the following conditions:

evice has one or more newly_arrived data frames or newly generated command frames belonging
C;

evice had a backoff countef of zero value for this AC and had no frames belonging to this AC prior

the arrival or generation of the new frames;

 Thed

e Thed
some|
those

The dev|

evice determines that the medium has been idle for AIFS[AC] or longer; and

evice has no“backoff counters of zero value for other ACs, or has backoff counters of zero value
other ACs;but such ACs have a lower priority than this AC or the device has no frames belonging
ACs thatare ready for transmission.

ce’shall start transmitting a frame belonging to this AC, which may be an RTS frame, as so

as the a

QO

on can be completed within mTXOPLimitfAC] of the start of the TXOP and pSIFS plus

—

(]

—

(0]

ove conditions are satisfied. subject to the criteria stated in 17.3.6. The device shall treat t

start of the frame transmission on the wireless medium as the start of the TXOP.

A device shall also consider itself to have obtained a TXOP for an AC if it meets the following
conditions:

e Thed

evice has one or more frames belonging to this AC buffered for transmission, including retry;

* The device set the backoff counter for this AC to zero in the last backoff for this AC and determines that the
medium has been idle for AIFS[AC] since that backoff at the end of the current PCA slot, or the device

decre

ments its backoff counter for this AC from one to zero in the current PCA slot; and

* The device has no backoff counters of zero value for other ACs, or has backoff counters of zero value for
some other ACs, but such ACs have a lower priority than this AC or the device has no frames belonging to

those

206

ACs that are ready for transmission.

© ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

The TXOP shall start at the end of the current PCA slot, i.e., the start of the next PCA slot.
Figure 104 illustrates the timing relationships in obtaining a TXOP.

- AIFS[AC] for mAIFSN[AC] =2- >

———————AIFS[AC] for MATFSN[AC] = I——————

Medium b («¢———————pS|F S———p»«¢—pSlotTime——p»g¢——pSlot Time——p——pSlot Time~——m
edium busy

CCA CCA CCA
MACDelay MACDelay MACDelay
~ PHYDelay PHYDelay N PHYDelay
For mAIFSN[AC] =1 and T For.mAIFSN[AC] = 2 and W
backoff counter = 0, if backoff counter = 1, if

CCA_Result = Idle, MAC PHY transmits the ¢ ~5a" Result = Idle, MAC
=—> frame into medium

prepares for a frame prepares for a frame
transmission transmission

PHY trapsmits the
=> frame injo medium

CCA = pCCADetectTime
MACDelay = Time required by MAC for preparing a frame transmission and transfering the frame to PHY SAP
PHYDelay = Time required of PHY to transfer the frame from PHY -SAP toiwireless medium

Figure 104 - PCA timing relationships

A fgevice shall ensure that the TXOP it has obtained for an AC is not longer than mTXOPLimit|AC] and
ends pSIFS plus mGuardTime before the*medium becomes unavailable for PCA.

147.3.6 Using a TXOP

A pevice that has obtained a TXQP-is referred to as a TXOP owner. A TXOP owner shall initiar one or
more frame transactions that.belong to the same AC without backoff, in the TXOP it has obtained for
this AC, subject to the following criteria:

Each transaction in the-T)XOP will be completed within the obtained TXOP; and

The recipient devicewill be available to receive and respond during that frame transmission.

A [device may retry a frame in a new TXOP that will result in a frame transaction that exc¢eds the
mTXOPLimit[A€] restriction under the following circumstances:

The frame/is the sole frame transmitted by the device in the current TXOP; and

The frame transaction will be completed pSIFS and mGuardTime before the medium becomes unjavailable
forPCA.

A recipient device shall not transmit a CTS frame in response to a received RTS frame if its NAV is
greater than zero. A recipient device shall not transmit a CTS, Imm-ACK or B-ACK response to a
received frame requiring such a response if the response will not be completed pSIFS before the
medium becomes unavailable for its PCA.

Under the rules stated above, the following timings apply to transmissions, including responses, in a
TXOP (these timings are referenced with respect to transmission to or reception from the wireless
medium):

¢ The TXOP owner shall transmit the first frame of the first or sole frame transaction in the TXOP at the start
of the TXOP.
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After transmitting a frame with the ACK Policy set to No-ACK or B-ACK, the TXOP owner shall transmit
any subsequent frame pMIFS or pSIFS after the end of that transmitted frame.

After receiving an RTS frame or a non-RTS frame with the ACK Policy set to Imm-ACK or B-ACK Request,
the recipient device shall transmit a CTS frame or an Imm-ACK or B-ACK frame pSIFS after the end of the
received frame.

After receiving an expected CTS, Imm-ACK or B-ACK response to the preceding frame it transmitted, the
TXOP owner shall transmit the next frame, or retransmit a frame it transmitted earlier in the case of

recei\ ma-a-RACK if avallahla QI C aftar tha and of tha racan/ad frama
g oot ooy oo POt e -t Srmerectrveorares

After freceiving a requested B-ACK frame with a valid HCS but an invalid FCS, the TXOP ownerishall
retrarjsmit the last frame it transmitted, or transmit the next frame, if available, pSIFS after the end\of'the|B-
ACK frame.

If a device cannot transmit its next frame according to these timing requirements, it shalbconsider the

TXOP enpded.

A device shall not transmit frames using PCA to a recipient device within a MAS if the recipient hps
indicatefl in a PCA Availability IE in the current superframe that it is unavailablg'in that MAS. A device
that indicates available MASs in a PCA Availability IE in the current superframe and does not set the
TIM IE Required bit shall be available to receive frames during those MASS in that superframe if the
medium|is available for PCA. If the device sets the TIM IE required bit{_it shall listen during indicatpd
MASs where the medium is available for PCA in a superframe in which it received a TIM IE containipg
its DevAddr. If a device does not include a PCA Availability IE 4n‘its beacon, it shall be available |to

receive frames during all MASs available for PCA.

17.3.7 [Invoking a backoff procedure

A device shall maintain a backoff counter for each AC‘to transmit frames belonging to the AC usihg

PCA.

A devicg shall set the backoff counter for an AC"to an integer sampled from a random varialjle
uniformly distributed over the range [0, CW[AC]}inclusive, when it invokes a backoff for this AC. The
device $hall initialize CW[AC] to mCWminJAC] before invoking any backoff for the AC, adjustiphg
CWIAC]|in the range [MCWmIn[AC], mCWmaXx[AC]], inclusive, in the course of performing PCA for the

AC as dpscribed below.

The deVice shall set CW[AC] backite mCWmin[AC] after receiving a CTS or Imm-ACK frame or the
frame he¢ader of a B-ACK frame-expected in response to the last transmitted frame that belonged|to
the AC, jor upon transmitting a~frame with ACK Policy set to No-ACK or B-ACK that belongs to the AC.
A devicg shall also set CW[AC] back to mCWMIn[AC], but shall not select a new backoff counter valye,

after disfarding a buffered.frame belonging to the AC.
A device shall invoke a*backoff procedure and draw a new backoff counter value as specified below
1.

A device shaftinvoke a backoff for an AC, with CW[AC] set to mCWmin[AC], when it has an MSDU

arriving jat its MAC SAP, or a command generated at the MAC sublayer that belongs to this AC, under

the following c¢onditions:

2.

The device had a backoff counter of zero value for this AC but is not in the middle of a frame transactibn
belonging to the same AC; and

The device determines that the medium is busy, or the device has a backoff counter of zero value for
another AC, and such an AC has a higher priority than this AC and the device has frames belonging to that
AC that are ready for transmission.

A device shall invoke a backoff for an AC, with CW[AC] set to mCWmIn[AC], at the end of

transmitting a frame with the ACK policy set to No-ACK or B-ACK, or at the end of receiving an
expected Imm-ACK or B-ACK response to its last transmitted frame, under the following condition:

The device has no other frames belonging to this AC for transmission in the current TXOP obtained for this
AC.
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3. A device shall invoke a backoff for an AC, with CW[AC] set to mCWmin[AC], at the end of
transmitting a frame with the ACK policy set to No-ACK or B-ACK, or at the end of correctly receiving
the frame header of an expected Imm-ACK or B-ACK response frame to its last transmitted frame,
under the following conditions:

« The device has one or more frames belonging to this AC that need to be transferred over the wireless
medium; and

e The device finds that there is not enough time remaining in the current TXOP obtained for this AC to

complatatha naxt frama trancaction halonaina o thic AC
CoOMmpPretCTreTeXT ot et oot Cn o o e Iongmg oo 7 vor

4.1 A device shall invoke a backoff for an AC, with CW[AC] (but not the backoff countet in’'[general)
kept to the same value for this AC, at the start of a TXOP obtained for the AC underthe following
condition:

» | The device finds that there is not enough time to complete a pending frame transaction belonging to this
AC in the obtained TXOP.

5. A device shall invoke a backoff for an AC, with CW[AC] set to the Smaller of mCWmak[AC] or
24CWI[AC]+1 (the latter CW[AC] being the last CW value for this AC), at-the end of the current PCA slot
under the following conditions:

« | The device has one or more frames belonging to this AC buffered fortransmission, including retry;

* | The device set the backoff counter for this AC to zero in the lastbackoff for this AC and determinep that the
medium has been idle for AIFS[AC] since that backoff at the“end of the current PCA slot, or the device
decrements its backoff counter for this AC from one to zero.in the current PCA slot; and

* | The device has a backoff counter of zero value for another AC, and such an AC has a higher priprity than
this AC and the device has frames belonging to that AC that are ready for transmission.

6.| A device shall invoke a backoff for an AC;swith CW[AC] set to the smaller of mCWmak[AC] or
24CWI[AC]+1 (the latter CW[AC] being the.last CW value for this AC), at pSIFS plus the Iinm-ACK
frgme transmission time after the end of thg last frame it transmitted, under the following condjtion:

« | The device does not receive an expected CTS or Imm-ACK frame, or does not correctly receive the frame
header of a requested B-ACK franie by this time.

14.3.8 Decrementing a backoff counter
U}Oh invoking a backoff forlan' AC, a device shall ensure that the medium is idle for AIFS[A{] before

starting to decrement the'backoff counter for the AC. To this end, a device shall define the fjrst PCA
slgt to start at the time when the medium has been idle for pSIFS after the backoff invocation, as
ddfined in Figure 104, with subsequent PCA slots following successively until the medium Bpecomes
bysy. All PCA slotshave a length of pSlotTime.

A [device shall\reat the CCA result at pCCADetectTime after the start of a PCA slot to be the CCA
regult for that'PCA slot. If the medium is idle in a PCA slot, and the medium has been idle fof at least
MAIFS[AC); "the device shall decrement the backoff counter for that AC by one at that tifne. This
prpceduré is also defined in Figure 104.

TH ) a device
shall treat the residual backoff counter value as if the value were set due to the invocation of a backoff
for the AC, following the above procedure to resume decrementing the backoff counter.

17.4 Distributed reservation protocol (DRP)

The DRP enables devices to reserve one or more MASs that the device can use to communicate with
one or more neighbours. All devices that use the DRP for transmission or reception shall announce
their reservations by including DRP IEs in their beacons (see 16.8.6). A reservation is the set of MASs
identified by DRP IEs with the same values in the Target/Owner DevAddr, Owner, Reservation Type,
and Stream Index fields.
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Reservation negotiation is always initiated by the device that will initiate frame transactions in the
reservation, referred to as the reservation owner. The device that will receive information is referred to
as the reservation target.

A reservation defined by DRP IEs with the Owner/Target DevAddr field set to a McstAddr and the
Owner bit set to ONE is referred to as a multicast reservation. A reservation defined by DRP IEs with
the Owner bit set to ZERO and made in response to a multicast reservation is also referred to as a
multicast reservation.

17.4.1 Reservatientype
Each DRP IE, whether included in a beacon or separately transmitted during explicit DRP negotiatign,
specifie$ a reservation type. A device shall decode all DRP IEs in the most recent beaconteceived
from ea¢h neighbour within the last mMaxLostBeacons+1 superframes, and shall not transmit’framgs
within the MASs indicated in the reservation except as permitted by the reservation type. A devige
shall interpret DRP IEs in beacons sent or received in the current superframe to pefmit or restrjct
access fo the medium in the following superframe. For all reservation types, a devicelshall not initigte
a framg transaction in a reservation block if that transaction would not gomplete pSIFS plus
mGuard[lime before the end of the reservation block.

Reservdtion types are defined and summarized in Table 128.

Table 128 - Reservation Types

Rpservation Type Description Reference
Alien BP Prevents transmission during MASs oceupied by an alien BP. 174.1.1
Hard Provides exclusive access to the medium for the reservation owner 17.41.2

and target; unused time should be released for PCA.

Soft Permits PCA, but the reservation owner has preferential access. 17.4.1.3

Private Provides exclusive access to the medium for the reservation owner 17.4.1.4

and target. Channel access methods and frame exchange sequences

are out of scope ofthis specification; unused time should be released
for PCA.

PCA Reserves time for PCA. No device has preferential access. 17.4.1.5

17.4.1.L Alien BP reservations

A device shall announce-an-alien BP reservation to protect alien BPs as described in 17.2.6. A devige
shall not transmit frames, during an alien BP reservation except possibly to send a beacon in the align
BP.

17.4.1.p Hard\reservations

In a hard reservation, devices other than the reservation owner and target(s) shall not transmit framgs.
Devices| other' than the reservation owner shall not initiate frame transactions. If there is remainipg
time in dreservation block that will not he used, the reservation owner and target(s) should release the
reservation block by transmitting UDA and UDR frames as described in 17.4.9. A device may consider
the remainder of a reservation block available, subject to other medium access rules, after it has
received a UDA or UDR frame that releases the reservation block and the duration indicated in that
received frame has expired.

A device shall not transmit a data or aggregated data frame in a hard reservation unless the Delivery
ID field is set to a Stream Index that is the same as the Stream Index for the reservation and the
DestAddr of the frame is the same as the Target DevAddr for the reservation or the DestAddr of the
frame matches the DevAddr of any target of an established multicast reservation. A device may
transmit any command or control frame in a hard reservation.
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17.4.1.3 Soft reservations

In a soft reservation, devices access the medium following PCA rules. The reservation owner may
access the medium with the highest priority AIFS and without performing backoff. It may begin
transmission at the beginning of each reservation block. It may initiate an additional frame transaction
after any transaction it initiated but shall not initiate such a transaction later than pSIFS after the end of
the previous frame transaction. The reservation owner shall not transmit a data or aggregated data
frame without backoff unless the Delivery ID field is set to a Stream Index that is the same as the
Stream Index for the reservation and the DestAddr of the frame is the same as the Target DevAddr for
the f blished
multicast reservation. The reservation owner may transmit any command or control framg without
bgckoff. neighbours of a reservation owner shall follow PCA rules to access the medium-‘neighbours of
a [eservation target that are not neighbours of the reservation owner shall not access\the med

11.4.1.4 Private reservations

THe channel access method and frame exchange sequences used during a private reservatiof are out
of[the scope of this Standard. A device shall use standard frame formats and frame type anpd frame
subtype field values in frames transmitted within a private reservation. In.@private reservation| devices
other than the reservation owner and target(s) shall not transmit frames. If there is remaining time
urjused during a reservation block, the reservation owner and target(s) should release the reqervation
blpck by transmitting UDA and UDR frames. A device may consider the remainder of the reqervation
blpck available, subject to other medium access rules, after itdhas received a UDA or UDR frame that
releases the reservation block and the duration indicated{in that received frame has expired, as
dgscribed in 17.4.9.

17.4.1.5 PCA reservations
Ddring a PCA reservation, any device may access-theé’medium using PCA rules.

11.4.2 Medium access

A pevice shall not transmit a unicast frame within a reserved MAS in a hard, soft, or private regervation
infthe current superframe unless:

« |itincluded a DRP IE with the Reservation Status bit set to ONE that included that MAS in its beadon in the
previous superframe;

 |the destination device is a neighbour; and

 |the most-recently received beacon from the destination device included a DRP IE with the Repervation
Status bit set to ONE that-included that MAS.

A [device shall not.transmit a multicast frame within a reserved MAS in a hard, soft, of private
regervation in the €urrent superframe unless:

* |itincluded a‘DRP IE with the Reservation Status bit set to ONE that included that MAS in its beadon in the
previous,superframe;

17.4.3. DRP availability IE
THe .DRP Availability IE identifies the MASs where a device is able to establish a new DRP resgrvation.

The combination of formation from DRP AvVaiabiiity TES and DRP TES alfows an oOwner 10 determine
an appropriate time for a new DRP reservation. In order to facilitate the DRP negotiation process,
devices that are aware of existing neighbours' DRP reservations should mark the reserved MASs as
unavailable.

A device should mark a MAS unavailable if the device includes it in a DRP IE with the Reservation
Status bit set to ONE. It should mark a MAS unavailable if a neighbour includes it in a DRP IE with a
target other than the device, whether the Reservation Status bit is ZERO or ONE. It shall mark a MAS
unavailable if any BP occupies any portion of that MAS, based on information in any beacon received
in the latest mMaxLostBeacons+1 superframes.
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17.4.4 DRP reservation negotiation

There are two mechanisms used to negotiate a reservation: explicit and implicit. For explicit
negotiation, the reservation owner and target use DRP Reservation Request and DRP Reservation
Response command frames to negotiate the desired reservation. For implicit negotiation, the
reservation owner and target use DRP IEs transmitted in their beacons. For either negotiation
mechanism, the reservation owner completes the negotiation by including an appropriate DRP IE in its
beacon.

A device_shall not negotiate for MASs that are included in a DRP |E received from a neighbour or any
other DRP IE included in the device's beacon, unless the MASs are referenced only in a DRP IECw|th
Reason|Code set to Denied.

A device shall announce in the MAC Capabilities IE in its beacon whether it is capable of explicit DRP
negotiatjon. A device shall not initiate an explicit DRP negotiation with devices that do not support it

A device shall only initiate negotiation for a reservation as the reservation owner.

For resdrvations of type Alien BP, there is no negotiation with neighbours. A device shall include the
appropriate DRP |IE with Reservation Status set to ONE on detection of an alien BP, as specified|in
17.2.6.

For res¢rvations of type PCA, there is no negotiation with neighbours.*A device may select ahy
availabl¢ MAS to include in a reservation of type PCA. The device shall*\Aot set the Reservation Status
bit to ONE in a PCA reservation unless it included a DRP IE in its¢beacon in the previous superframe
that identified the same MASSs, with Reservation Type set to PCA@and Reservation Status set to ZERO
or ONE.

17.4.4.1 Negotiation

When ng¢gotiating a reservation, the reservation owner shall set the Target/Owner DevAddr field of the
DRP IE [to the DevAddr of the reservation target. It shall set the Reservation Status bit to ZERO apd
the Reakon Code to Accepted in the DRP IE. For 'fiew streams, the Stream Index shall be set tg a
value that is currently not used with this Target DevAddr and has not been used as such for
mMaxLqgstBeacons+1 superframes. To negotiaté additional MASs for an existing stream, the Stregm
Index stall be set to the value used for the existing stream.

When negotiating a reservation, a reservation target shall set the Target/Owner DevAddr field of the
DRP IE|to the DevAddr of the reservation owner. If a unicast reservation is granted, it shall set the
Reservdtion Status bit to ONE and.the Reason Code to Accepted. If a multicast reservation is grantgd,
it shall $et the Reservation Status bit to the same value included in the DRP IE by the reservatipn
owner, and shall set the Reason Code to Accepted. If the reservation is not granted, it shall set the
Reservdtion Status bit to,ZERO. If the reservation cannot be granted due to a conflict with its own or Jts
neighbolirs' reservations;” the reservation target shall set the Reason Code to Conflict. If the
reservatjon is not granted, it shall set the Reason Code to Denied. If the reservation target canrjot
grant the¢ reservation immediately, it may set the Reason Code to Pending, and deliver a final responge
later. FQr a unicast reservation, the reservation target shall set the DRP Allocation fields to matgch
those in| the request. For a multicast reservation, it shall set the DRP Allocation fields to match the
request,| or.to include a subset of the MASs included in the request.

17.4.4.2 Explicit negotiation

To start explicit DRP negotiation, the reservation owner shall send a DRP Reservation Request
command frame to the target device, as defined in 16.5.1.

On reception of a DRP Reservation Request command the reservation target shall send a DRP
Reservation Response command, as defined in 16.5.2, to the reservation owner. The fields in the DRP
IE shall be set according to 17.4.4.1. If the reservation cannot be granted due to a conflict with its own
or its neighbours' reservations, the reservation target shall include a DRP Availability IE in the DRP
Reservation Response command frame.

In a DRP Reservation Response command frame for a multicast reservation, the reservation target
shall include a DRP Availability IE for a Reason Code other than Denied. Final multicast reservations
are established implicitly, as described in 17.4.4.3.
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17.4.4.3 Implicit negotiation

Implicit negotiation is carried out by transmitting DRP IE(s) in beacon frames. A device that supports
the DRP shall parse all beacons received from neighbours for DRP IE(s) whose Target/Owner DevAddr
field matches either the device's DevAddr or a multicast DevAddr for which the device has activated
multicast reception. From this initial selection, the device shall process the DRP IE(s) that are new with
respect to DRP IE(s) included in the most recently received beacon from the same device as a DRP
reservation request or a DRP reservation response.

To_start implicit negotiation, a reservation owner shall include a DRP |E that describes the proposed
regervation in its beacon. The device should continue to include the DRP IE fonft least
mMaxLostBeacons+1 consecutive superframes or until a response is received.

On reception of a unicast DRP reservation request in a beacon, the reservation target shall ihclude a
DRP reservation response in its beacon no later than the next superframe, with fields set as described
in]| 17.4.4.1. If the Reason Code indicates Conflict, the reservation target (shall include| a DRP
Ayailability IE in its beacon.

Ag long as the reservation owner includes a unicast DRP reservation‘¢equest in its beafon, the
regervation target shall continue to include the DRP reservation (response in its beacpn. The
regervation target shall not change the Reservation Status bit to ONE~if there is a reservation conflict
with its neighbours.

reception of a multicast DRP reservation request, a reservation target shall include a regervation
regponse DRP |E in its beacon no later than the next supetframe if it is a member of the ftargeted
multicast group. The fields in the DRP IE shall be set aceording to 17.4.4.1. If the Reservatign Status
in the response is ZERO, the reservation target shall’ include a DRP Availability IE in it beacon

A pevice that elects to receive traffic in an already established multicast reservation does not rjegotiate
reservation. To join an established multicast' reservation that does not conflict with other| existing
regervations, a device shall include correspending DRP IE(S) in its beacon with Reservation Status bit
to ONE and Reason Code set to Accepted.

A [device that cannot join an established multicast reservation because of an availability conflict may
inform the source by including the{ corresponding DRP IE(S) in its beacon with Reservation Status bit
to ZERO, and the Reason Code set to Conflict. The device shall also include the DRP Availability
IE|in the beacon.

17.4.4.4 Negotiationconclusion

Td conclude negotiation.for a unicast reservation, the reservation owner shall set Reservation Htatus to
OINE in the DRP IEin-its beacon after receiving a beacon from the reservation target that cqntains a
cdrresponding DRP-IE with Reservation Status set to ONE. To conclude negotiation for a fnulticast
regervation, thé/réservation owner may set Reservation Status to ONE in a DRP IE in its beacpn in the
ngxt superframe after transmitting the same DRP IE with Reservation Status set to ZERO, repardless
of|responses’ from potential multicast recipients. If a reservation conflict exists, the reservatign owner
shall potset the Reservation Status bit to ONE except as specified in 17.4.6.

11.456 DRP reservation announcements

Once negotiation for a reservation successfully completes, the reservation owner and target shall
include DRP IE(s) in their beacons that describe the reservation. Within each DRP IE, the Reason
Code shall be set to Accepted and the Reservation Status bit shall be set to ONE. The devices shall
include the DRP IEs in each beacon transmitted until the reservation is modified or terminated.

17.4.6 Resolution of DRP reservation conflicts

Devices engaged in independent DRP negotiation could attempt to reserve the same MAS, or due to
mobility, devices could have reserved the same MAS. A conflict exists between DRP reservations if a
MAS is included in both reservations. A device might detect a conflict during a DRP negotiation or after
a reservation has been established. Reservations of type Alien BP never conflict with other
reservations of type Alien BP. Reservations of type PCA never conflict with other reservations of type
PCA.
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A device shall apply the following rules to a conflict between a DRP IE included in its beacon and
another DRP IE included by a neighbour, unless the neighbour's DRP IE Owner/Target DevAddr field
identifies the device, or the neighbour's DRP IE has the same Stream Index, Reservation Type, Owner,
and Owner/Target DevAddr fields as the device's DRP IE and the device's DRP IE is in response to a
multicast reservation:

1) If the device's reservation is of type Alien BP, the device shall maintain the reservation.
2) If the neighbour’s reservation is of type Alien BP, the device shall not transmit frames in conflicting
MASs in-the—fellewing-superframe—H-the-deviceisthereservationtarget—tshalalse-set-the-Reaspn
Code inlits DRP IE to Conflict in its beacon in the following superframe.

3) If the device's DRP IE has the Reservation Status bit set to ZERO and the neighbour’s DRP-IE hps
the Resgrvation Status bit set to ONE, the device shall not set the Reservation Status bit to ONE aphd
shall nof transmit frames in conflicting MASs. If the device is the reservation target, it shallalso set the
Reason|[Code in its DRP IE to Conflict.

4) If the device's DRP IE has the Reservation Status bit set to ONE and the neighbour’'s DRP IE hps
the Resgrvation Status bit set to ZERO, the device may maintain the reservation:

5) If the device's DRP IE and neighbour’s DRP IE have the Reservation Status bit set to the same
value arld one of the following conditions is true, the device may maintain the reservation.

a) The|device's DRP IE and neighbour’'s DRP IE have the Confliet Tie-breaker bit set to the same
value anmd the device's occupied beacon slot number is lower than'the beacon slot number of the
neighbolr; or

b) The|device's DRP IE and neighbour’s DRP IE have theConflict Tie-breaker bit set to differgnt
values gnd the device's occupied beacon slot number is.higher than the beacon slot number of the
neighbolir.

6) If thie device's DRP IE and neighbour’'s DRP IE(have the Reservation Status bit set to ZERO apd
one of the following conditions is true, the device_ shall not set the Reservation Status bit to ONE. If the
device i$ the reservation target, it shall set the Reason Code in its DRP IE to Conflict.

a) The|device's DRP IE and neighbour’ssBRP IE have the Conflict Tie-breaker bit set to the same
value amd the device's occupied beacon_slot number is higher than the beacon slot number of the
neighbolir; or

b) The|device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to differgnt
values and the device's occupied beacon slot number is lower than the beacon slot number of the
neighbolir.

7) If the device's DRPUE "and neighbour’'s DRP IE have the Reservation Status bit set to ONE ahd
one of the following eonditions is true, the device shall not transmit frames in conflicting MASs in the
following superframexlt shall remove the conflicting MASs from the reservation or set the Reservatipn
Status t¢ ZERO.in its beacon in the following superframe. If the device is the reservation target, it shgll
also set|the Reason Code in its DRP IE to Conflict.

a) The|device's DRP IE and neighbour’'s DRP IE have the Conflict Tie-breaker bit set to the same

Va|Ue an dtha daovicn'c aconind haaoan clat by 1o hiabhay thaon tha haaonan colat by of the
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neighbour; or

b) The device's DRP IE and neighbour’s DRP IE have the Conflict Tie-breaker bit set to different
values and the device's occupied beacon slot number is lower than the beacon slot number of the
neighbour.

When a reservation owner withdraws a reservation or part of a reservation due to a conflict, it shall
invoke a backoff procedure prior to requesting additional MASs in any reservation. The device shall
initialize the backoff window BackoffWin to mDRPBackoffWinMin. When the backoff algorithm is
invoked, the device shall select a random number N uniformly from [0, BackoffWin-1]. The device shall
not request additional MASs for N superframes. If a further negotiation fails due to a conflict, the
device shall double BackoffWin, up to a maximum of mDRPBackoffWinMax. After a negotiation
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completes, the device shall generate a new backoff N. If a device does not request any MASs for
4xBackoffWin superframes, the device may terminate this backoff procedure and request MASs at any
time unless another conflict occurs.

If a reservation target sets Reason Code to Conflict in any DRP IE in its beacon, it shall include a DRP
Availability IE in the same beacon.

17.4.7 BPST realignment and existing DRP reservations
A deV|ce that reallgns its BPST as descrlbed in 17.2.6 may assert new DRP reservauons with

regervations are equivalent if their target and owner are the same, their correspondlng Stream Index
arld Reservation Type fields are the same and the number of MASs claimed by the new‘reserjation is
legs than or equal to the number claimed by the old reservation.

A fevice that realigns its BPST shall not assert DRP reservations with MASs that'conflict with any BP it
announced or detected. The device shall not assert DRP reservations with ;MASs that conflict with
regervations with Reservation Status equal to one announced in the new BP unless no other MASs are
available. Any conflict with existing reservations shall be resolved—according to the prdcedures
specified in 17.4.6.

17.4.8 Modification and termination of existing DRP reservations

A [reservation owner may reserve additional MASs for a stt€am by negotiating an addition to the
regervation using a DRP IE with the same Target/Owner DevAddr, Stream Index, and Regervation
Tylpe. Once negotiation has completed successfully, the reservation owner should combine the DRP
IEE. When combining DRP IEs, the reservation ownershall set the Reason Code to Modifield until a
DRP IE is received from the reservation target that describes the combined reservation.

A [reservation owner may remove MASs fronl, an established reservation without changing the
Re¢servation Status bit in the DRP IE. If a resetvation owner removes some MASs from an established
regervation, it shall set the Reason Code_in*its DRP IE to Modified until the reservation target has
chlanged its DRP IE to match.

A |reservation target may remove:MASs from an established reservation without changing the
Re¢servation Status bit in the DRPME due to a conflict, as described in 17.4.6 or due to reception of a
Re¢linquish Request IE. If the feservation target is unicast, the reservation owner shall renmpove the
same MASs from the reservation or terminate the reservation in the current or following superframe.

To terminate a reservation;-the reservation owner shall remove the DRP |E from its beacon.

If p reservation owngr-changes or removes a DRP |E, the reservation targets shall update off remove
the corresponding ®RP IE from their beacons in the current or following superframe. This alsq permits
a feservation owner and target that decide to modify or drop a reservation through other nmpeans to
modify or remeve the relevant DRP IEs from their beacons in the same superframe.

To terminate”’a reservation, a reservation target shall set the Reservation Status bit to ZERO|and the
Re¢ason>Code to an appropriate value, as if responding to an initial reservation requést. The
regervation owner shall terminate the corresponding reservation or set the corresponding Regervation
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If a reservation owner or target does not receive a beacon or any other frame from the other participant
in the reservation for more than mMaxLostBeacons superframes, it shall consider the reservation
terminated, and shall remove the corresponding DRP IE(s) from its beacon.

17.4.9 Release of hard or private DRP reservation blocks

If time remains in a hard or private DRP reservation block after a reservation owner completes
transmission of associated buffered traffic, it should release the reservation block by sending a UDA
frame. If the remaining time in the reservation block is not sufficient for the exchange of UDA and UDR
control frames, no action should be taken. The transmitter of the UDA control frame shall include a list
of device(s) that shall respond to this announcement. The list should consist of those devices that have
previously included the corresponding DRP IE(s) in their beacons. The order in which the DevAddrs of
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the devices are mentioned in the list is the order in which they shall respond with a UDR control frame.
This allows devices around the transmitter as well as the devices in the list to be informed about the
early end of the reservation block.

On reception of a UDA control frame that includes its DevAddr in the device list, a device should
respond with a UDR control frame. A device shall transmit a UDR control frame after a delay given by:

Time to send Response = pSIFS + pSlotTime + (Position_in_list_in_UDA) x
(UDR_control_frame_duration + pSIFS)

Time to|send Response is calculated from the end of reception of the UDA control frame. Possiljle
values df Position_in_list_in_UDA are in the range [0, N-1], inclusive.

UDA and UDR control frames release the time between the end of PLCP header of the-last UDR
control frame, as indicated by the Duration value in the MAC header of UDA and UDR cantrol framgs,
and the|end of the reservation block. Other MASs described by the reservation that do-not belong|to
the curient reservation block, either in the same superframe or following supérframes, are rot
released.

The Durption value in the UDA control frame shall cover the UDA control as well as all expected UDR
control frames. The Duration value in the UDR control frames shall be set tothe Duration value in the
UDA control frame minus the time between the end of the PLCP header¢of\the UDA control frame ahd
the end pf the respective UDR control frame. This value is given by thefollowing equation:

Duratior] value in UDR = Duration value in UDA - (UDA_frame_body )transmission_time + pSIFS +
pSlotTinpe + (Position_in_list_in_UDA) x (UDR_control_frame_transmission_time + pSIFS)) -
UDR_cdntrol_frame_transmission_time.

17.4.1J Retransmit procedures in DRP reservations

In a hard DRP reservation block, if the reservation owner transmits a frame with ACK Policy set|to
Imm-ACK or B-ACK, but does not receive the expected acknowledgement frame, it may retransmit the
frame within the same reservation block if the reservation block has not been released.

In a soff DRP reservation block, the reservation owner may retransmit a frame with no backoff, ps
describdd in 17.4.1.3. Devices other than the 'reservation owner that retransmit frames in a soft DRP
reservatjon block shall follow the PCA rules defined in 17.3.

A devige shall not retransmit a ‘frame earlier than pSIFS after the end of an expectgd
acknowledgement or CTS frame,(whether or not it receives the expected frame. A device shall rjot
retransr:Ft a frame in the current reservation block if there is not enough time remaining in the
reservatjon block for the entife frame transaction.

17.5 |Synchronization of devices

Each dgvice shall maintain a beacon period start time (BPST). The device shall derive all times for
commurjication with»its neighbours based on the current BPST. The device shall adjust its BPST|in
order to| maintain\superframe synchronization with its slowest neighbour. A device shall synchronige
with such a device before it sends its first beacon.

When aldevijce receives a beacon from a neighbour, the device determines the difference between the
beacon'sactuat reteptiomtimeandtheexpected reception time— T e beacom's actuat receptiom time is
an estimate of the time that the start of the beacon preamble arrived at the receiving device's antenna.
The expected reception time is determined from the Beacon Slot Number field of the received beacon
and the receiving device's BPST. If the difference is positive, then the neighbour is slower. In order to
maintain superframe synchronization with a slower neighbour, the device shall delay its BPST by the
difference, but shall limit the adjustment to a maximum of mMaxSynchronizationAdjustment per
superframe. This might require adjustment of its BPST in multiple superframes, based on the latest
BPST observed via any beacon received from a neighbour in the last mMaxLostBeacons+1
superframes. A device must consider its own sampling and round-off error in calculating the BPST
difference, and shall ensure that the BPST it indicates via its beacon is not later than the known or
estimated BPST of its slowest neighbour in the previous superframe. The adjustment to BPST may

216 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

occur at any time following the detection of a slower device, but shall be done before the end of the

Su

perframe.

A device shall not use a beacon with the Signaling Slot bit set for synchronization.

If a device does not receive a beacon from a neighbour, the device may use historical measurements
to estimate the impact on superframe synchronization and increment its BPST accordingly. This

es

timate may be applied for up to mMaxLostBeacons consecutive superframes.

Beacon transmit time and measured beacon receive time shall be accurate to at least
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ClockResolution.

.5.1 Clock accuracy
\C sublayers shall maintain a clock at least as accurate as mClockAccuracy. All time'nreasu

solution of mClockResolution.

.5.2 Synchronization for devices in hibernation mode
vices in hibernation mode may become unsynchronized beyond the<mGuardTime valu

ilke up at least one superframe plus the maximum possible drift-during its hibernation, 3
blign its BPST to its slowest neighbour without regard to the mMaxSynchronizationLimit.

.5.3 Guard times

nsmissions in adjacent MASs, the devices shall maintain at least a SIFS interval and guard
the end of a reservation block. Guard times applyto all boundaries of DRP reservation blg
PS.

jure 105 is an illustration of how a devic€”/uses the guard interval to maintain a SIFS
tween transmissions in adjacent reservation blocks.

Slower DEV \
MAS boundary

Slower DEV TX SIFS | Guard

Faster DEV

ements,

ch as MAS boundary and frame reception time measurements, shall be measured ‘with a minimum

b during

bernation. Prior to returning to active mode and sending a beacon, a deyice in hibernation m¢de shall

nd shall

e to inaccuracies in superframe synchronization and drift’ between synchronization events, MAS
start times for different devices are not synchronized petfectly. To ensure a full SIFS interval

pbetween
interval
cks and

interval

MAS boundary

Faster DEV TX

Figure 105 - Guard Time

The length of the guard interval, mGuardTime, depends on the maximum difference between devices'
MAS boundary times. The difference arises from synchronization error and drift. The guard time is
determined as follows:

mGuardTime = MaxSynchronizationError + MaxDrift,
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where MaxSynchronizationError is the worst case error in superframe synchronization and MaxDirift is
the worst case drift.

Synchronization is achieved during the BP as described in 17.5. For purposes of determining guard
time, MaxSynchronizationError is calculated as twice mClockResolution.

Drift is a function of the clock accuracy and the time elapsed (Synchronizationinterval) since a
synchronization event. The maximum drift, MaxDrift, is calculated using the worst case value for clock
accuracy, mClockAccuracy, and the longest Synchronizationinterval:

MaxDriff = 2 x mClockAccuracy (ppm) x 1E-6 x Synchronizationinterval,
where
Synchrophizationinterval = (mMaxLostBeacons+1) x mSuperframeLength.

Propagdtion delay will also affect timing uncertainty, but in a short-range network propagation delalys
are small. At 10 m range, the propagation delay is around 33 ns. This is much smaller thpan
mClockResolution and it is ignored in calculating the length of the guard interval,

A device transmitting in a reservation block may start transmission of the preamble for the first frame|at
the point where it calculates the start of the reservation block to be based on.its local clock. For frames
that use|No-ACK or B-ACK acknowledgement policy, the transmitting device shall ensure that there|is
enough |time remaining in the reservation block to transmit the framé and allow for a SIFS plus
mGuard[lime before the end of the reservation block as calculated by<that device.

Start of End of
reservation block reservation block >
SIFS SIFS
Frame or Frame or Frame SIFS |Guard
MIFS MIFS

Figure 106 - SIFS and.guard time in a DRP reservation block - No-ACK

If Imm-ACK is used, or a B-ACK iswrequested by the last frame, the transmitting device shall al
ensure there is enough time for a SIES interval, the ACK, another SIFS interval, and the guard time, ps
defined |n Figure 107.

172
o

Start of End of

- . .
reservation block reservation block

4>

Frame' | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS | Frame | SIFS | ACK | SIFS |Guard

Figure 107 - SIFS and Guard Time in a DRP reservation block - Imm-ACK

A device shall be able to receive a frame that is transmitted within the bounds of allowable
transmission, accounting for the worst case drift. A device shall begin listening mGuardTime prior to
the start of a DRP reservation block, the start of a BP, or the start of a MAS in which the device
announced it would be available.

17.6 Fragmentation and reassembly
A source device may fragment each MSDU/MCDU.

A device shall not fragment any MSDU/MCDU to more than mMaxFragmentCount fragments.
Fragments may be of varying sizes. Once a device transmits a frame containing a whole MSDU/MCDU
or a fragment thereof, the device shall not fragment or refragment the frame. The device shall not
create frame fragments smaller than mMinFragmentSize.
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The device shall set the Fragment Number field in the first fragment to zero. It shall set each
subsequent fragment to the Fragment Number field in the previous fragment plus one. The device shall
not increment the Fragment Number field when a fragment is retransmitted.

A device shall assign the same Sequence Number to all fragments of an MSDU/MCDU.

The device shall completely reassemble an MSDU/MCDU in the correct order before delivery to the
MAC client. The device shall discard any MSDU/MCDU with missing fragments. If the No-ACK policy is
used, the recipient device shall discard an MSDU/MCDU immediately if a fragment is missing.
Otherwise—a—+ecipient-device—shall-discard-thefragments—efan-MSBU-the-MSBU-isreteagmpletely

received within an implementation-dependent timeout.

If B-ACK is used, unacknowledged fragments from multiple MSDUs belonging to the same’strgam may
bg retransmitted in the same sequence. In this case it is the responsibility of the récipient device to
dgliver the MSDUs in the correct order to the MAC client.

If & source device discards a fragment of an MSDU/MCDU, the device shall discard all fragmerjts of the
MEDU/MCDU.

17.7 Aggregation

A fransmitter may aggregate multiple MSDUs with identical Delivery“D into a single frame pdyload. A
dgvice shall aggregate no more than mAggregationLimit MSDUs into an aggregated data frame.

A [single MAC header is associated with an aggregated payldad and it shall apply equally|to each
MEDU in the aggregated payload. In terms of acknowledgement and retransmission, both the
trgnsmitter and receiver shall treat the aggregated payload‘as a single indivisible entity. On feceiving
arn aggregated data frame, the recipient shall deliver MSDUs from the aggregated payload tolits MAC
client maintaining the ordering from the payload.

THe aggregated MSDUs shall be aligned on 4-octet boundaries. Prior to each MSDU, 0 to 3 pad octets
shlall be inserted such that the MSDU starts onza 4-octet boundary.

17.8 Acknowledgement policies

THis Clause defines three acknowledgement policies: no acknowledgement (No-ACK), immediate
adknowledgement (Imm-ACK) andblack acknowledgement (B-ACK).

A device shall acknowledge alkreceived unicast frames with the ACK Policy field set to Imm4{ACK, B-
ACK or B-ACK Request and<the DestAddr field set to the DevAddr of this device. The devjce shall
adknowledge the receptionm without regard to security validation. A device that receives a frame with a
higher Protocol Version-than it supports shall discard the frame without acknowledgement.

17.8.1 No-ACK

A [frame with ACK)policy set to No-ACK, as defined in 16.2.1.3, shall not be acknowledgefl by the
regipient. The transmitting device MAC sublayer assumes the frame has been successfully trapsmitted
arnd proceedsc(to the next frame upon completion of current frame. All broadcast and multicagt frames
shall have*ACK Policy set to No-ACK.

17.872 'Immediate ACK
Omnreception of a frame with ACK Policy set to Imm-ACK a device shall respond with an iinm-ACK
frame, as defined in 16.4.1, transmitted pSIFS after the end of the received frame.

17.8.3 Block ACK

The B-ACK mechanism allows a source device to transmit multiple frames and to receive a single
acknowledgement frame from the recipient indicating which frames were received and which need to
be retransmitted.

A source device initiates the use of the B-ACK mechanism with a recipient device for frames either
from the same stream or of the same user priority. If the recipient device accepts use of the B-ACK
mechanism, it indicates the maximum number and size of the frames it can buffer. The source device
transmits a sequence of frames to the recipient, each from the same stream or of the same user
priority, limited by the announced buffer size and maximum number of frames. The initial frames in the
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sequence are all transmitted with ACK Policy set to B-ACK. The final frame in the sequence is
transmitted with ACK Policy set to B-ACK Request. On receipt of such a frame, the recipient device
returns a B-ACK frame giving feedback on the frames received and indicating the buffer space
available for the next B-ACK sequence.

A source device may invoke multiple instances of the B-ACK mechanism with the same recipient
device, each for a different stream or user priority. A source device may also invoke the B-ACK
mechanism with multiple recipient devices.
17.8.3. p—tritatien

A sourcg device may activate the B-ACK mechanism independently for any stream or user priofjty
traffic tq any potential recipient device advertising B-ACK capability in its MAC Capabilities)ITE.[ A
source device shall initiate use of the B-ACK mechanism by transmitting a frame with ACK Pgolicy set|to
B-ACK Request to the recipient device. A source device shall use a dedicated Sequénce Number

counter |for each stream or user priority traffic using the B-ACK mechanism with a(recipient. Affer
transmitfing the frame, the source device shall follow the rules of operation as described in 17.8.3.2

When rdceiving a frame with ACK Policy set to B-ACK Request from a source.@évice for a stream (or
user priprity traffic not currently using the B-ACK mechanism, the recipientdevice shall respond gs
follows:

- To agknowledge receipt of the frame but reject the request for starting a new instance of B-ACK
mechan|sm, the recipient device shall respond with a B-ACK frame with no frame payload.

- To adcept the request for starting a new instance of B-ACK mechanism, the recipient device shgll
respond|with a B-ACK frame with a frame payload indicating thevallowed maximum size (in frames ahd
octets) fpr the next B-ACK sequence. The recipient shall acknowledge the received frame by indicatipg
its receftion in the acknowledgement window.

A recipig¢nt device may also accept a request to use the B-ACK mechanism even if the request frame
has an ipvalid FCS. To accomplish this, the recipient’device shall respond with a B-ACK frame with a
frame ppyload that indicates the allowed maximum size for the next B-ACK sequence, but withqut
acknowledgement of the frame with the invalid FCS.

A recipient device, even though it advertises B-ACK capability in its MAC Capabilities IE, may reject a
request fo use the B-ACK mechanism for-any reason, including a temporary unavailability of resourcps
or a lengthy setup process requiring ‘a. delayed start time. Thus, after being rejected, a source device
may kegp trying to initiate use of theyB-ACK mechanism by sending the next frame with ACK Policy get
to B-ACK Request.

17.8.3.p Operation
After trahsmitting a framé-with ACK Policy set to B-ACK Request, the source device expects to receiye
a B-ACH frame in respense and takes one of the following actions:

» If the|source device does not receive a B-ACK frame, it shall assume that the recipient device did not
receiye the reguest frame. To continue B-ACK operation, the source device shall retransmit the requést
framg with the' same ACK Policy using applicable medium access rules as described in 17.3 and 17.4.

» If the |[soUrce device receives a B-ACK frame with no frame payload, it shall treat the transmitted frame jas
received and consider this use of the B-ACK mechanism to be terminated. The B-ACK provides no
acknowledgement of any other frames.

» If the source device receives a B-ACK frame with a frame payload and with either Frame Count or Buffer
Size set to zero, it shall process the acknowledgement as described below. To continue the B-ACK
operation, the source device shall retransmit the requesting frame with the same ACK Policy,
independently of whether the frame was indicated as received or not. If the requesting frame was indicated
as received, the source device alternatively may transmit a zero-length payload frame with the same
Sequence Control and Delivery ID to the recipient device.

» If the source device receives a B-ACK frame with a frame payload containing non-zero values for both
Frame Count and Buffer Size, then it shall process the acknowledgement as described below. To continue
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the B-ACK operation, the source device shall send frames with ACK Policy set to B-ACK or B-ACK
Request as described below.

The source device processes the B-ACK frame acknowledgement as follows:

* Frames being held for retransmission with a sequence number earlier than the one indicated by the
Sequence Control field were not received in the last B-ACK sequence, but shall not be retransmitted.

* Frames being held for retransmission with sequence and fragment number within the acknowledgement
window (specified by the Sequence Control field and the Frame Bitmap field) with corresponding bit set to
ONE were received and shall not be retransmitted.

e |Other frames being held for retransmission shall be retransmitted withiny~' the next
mMaxBlockACKSequences sequences, ordered by increasing sequence and fragment -numberp, unless
the frames will never be retransmitted.

After receiving a B-ACK frame with non-zero values for Frame Count and Buffér Size, th¢ source
dgqvice may transmit a sequence of frames. Each sequence of frames shall consist of zero|or more
frgmes with ACK Policy set to B-ACK followed by a single frame with, ACK Policy set tg B-ACK
Request. The total number of frames must not exceed the Frame Coupt\value specified in th¢ B-ACK
frgme and the sum of the lengths of the frame payloads shall ngt;exceed the Buffer Size value
specified in the B-ACK frame. The sequence of frames may be transmitted in multiple PCA TKOPs or
DRP reservation blocks and may be interleaved with frames to, other recipients or of other stjeams or
uger priorities, subject to all the medium access rules. Within-a‘sequence, the frames shall be|ordered
byl increasing sequence and fragment numbers. Due to refpansmissions, this ordering might [not hold
frgm one sequence to the next and frames transmitted within a sequence might not have consecutive
sgiquence and fragment numbers.

When the recipient device receives a frame with ACK Policy set to B-ACK Request, it shall|respond
uging SIFS with a B-ACK frame. To continue opetation, the B-ACK frame shall contain a frame payload.
If the recipient device receives a frame with a.alid HCS but an invalid FCS and with ACK Policy set to
B-ACK Request, the device shall also respond with a B-ACK frame with a frame payload. Withjn the B-
ACK frame payload, the recipient device*shall set the Frame Count and Buffer Size fields to[limit the
size of the next sequence of frames..It-shall also set the Sequence Control and Frame Bitmap|fields to
inglicate to the source device whichrframes should be retransmitted.

A [recipient device may implement a timeout that indicates when to stop waiting for missing| frames,
allowing some MSDUs to be-released to the MAC client and B-ACK buffer resources to be [freed. A
retipient device may alsq implement a timeout to expire an instance of the B-ACK mechanism that
appears to be inactive.

11.8.3.3 Termination

To terminate use)of the B-ACK mechanism, the source device shall transmit a frame from the
afpropriate stream or of the appropriate user priority to the recipient device with ACK Poligy set to
anything other than B-ACK or B-ACK Request.

THe recipient device may terminate use of the B-ACK mechanism by responding to a frame With ACK
Pqlicy~set to B-ACK Request with a B-ACK frame with no frame payload. To terminate cleanly, a
retipient device should send one or more B-ACK frames with the Frame Count field set to ond, so that
the sending device can transmit remaining unacknowledged frames and receive acknowledgements for
them.

17.9 Probe

The Probe IE and Application-specific Probe IE may be used in beacons and probe commands to
request one or more |IEs from the target device identified in the probe IE. Target devices are not
required to respond with all requested IEs. If a target device supports the Probe command frame for
one or more IEs, it shall set the Probe bit in its MAC Capabilities IE to ONE, or otherwise it shall set the
bit to ZERO.

© ISO/IEC 2009 - Al rights reserved 221


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

A device shall include a MAC Capabilities IE or a PHY Capabilities IE in its beacon if it is the target of
a Probe IE received in a beacon that includes the MAC Capabilities IE Element ID or the PHY
Capabilities IE Element ID, respectively.

On reception of either probe IE in a beacon, a target device shall include a response in its beacon for
the next mMaxLostBeacons superframes.

On reception of either probe IE in a Probe command frame, a target device should respond with a
Probe command frame addressed to the sender within one superframe or include a response in its

beacon ortha navt mhMavl nctRaacanc conarframanc
Bt e X T HvVaX O StE e CoOSSupeHaries:

In the Pfobe command frame or beacon, the target device shall include:

1. A |Probe IE, with Target DevAddr set to the DevAddr of the requestor, that includes no, Requested
Element IEs to reject the probe; or

2. One or more requested IEs.

17.10 Dynamic channel selection

Dynami¢ channel selection is a process that allows a group of devices to\chiange channels in| a
coordingted manner.

A devicg may initiate dynamic channel selection after it has performed a-¢hannel scan, as described|in
17.2.3. |f a device initiates dynamic channel selection, it shall include”a Channel Change IE in Jts
beacon gent in the current channel, as described in 16.8.5.

In a Chgnnel Change IE, the device shall set the New ChannelNumber field to the number of the ngw
channel] It shall set the Change Channel Count field to the ‘‘emaining number of superframes befgre
the devite will move to another channel. In successive supérframes, the Change Channel Count figld
should Qe decremented.

If the vajue set in the Change Channel Count field is@ero, the device shall move to the new channell|at
the end pf the current superframe.

On recgption of the Channel Change IE,.@a device that also intends to change channels in|a
coordingted manner should include a Channel Change IE with the same field values in its beacon.

17.11 [Multi-rate support
A devicg shall transmit beacons at-pBeaconTransmitRate.

Devices| shall transmit non-beacon frames only at data rates supported by the intended recipiept,
based op information from the pecipient's PHY Capabilities IE.

A recipignt device may Use the Link Feedback IE to suggest the optimal data rate to be used by| a
source device, for exafmple, to increase throughput and/or to reduce the frame error rate. The data rgte
in the Liphk FeedbaeKE should be interpreted as the maximum data rate that the source device shoyld
use for this partiCular link, for an acceptable frame error rate. The source device is not required |to
follow the recommendation. The method to determine the optimal data rate in the recipient is beyopd
the scope of this Standard.

it t |
17.12 Uransmit power control

A device shall not transmit frames at a higher transmit power level than that used for its most-recently
transmitted beacon.

A recipient device may recommend a transmit power level change to be used by a source device by
including a Link Feedback IE in its beacon. A device that receives a Link Feedback IE is not required to
change its transmit power level. The method to determine transmit power recommendations is out of
the scope of this Standard, but the recipient device might use the signal to noise ratio, received signal
strength, frame error ratio or other parameters to determine the transmit power change to recommend
to the source device.
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17.13 Power management mechanisms
17.13.1 Power management modes
A device may be in one of two power management modes in each superframe:

Active mode: the device will send and receive beacon(s) in the current superframe.

Hibernation mode: the device will not send a beacon or other frames in the current superframe.

:2009(E)

Before entering hibernation mode, a device shall announce in previous superframe(s) that it is entering
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.13.2 Device power states

tive mode devices may be in one of two power states within a superframe:
Awake: device is able to transmit and receive.

Sleep: device does not transmit or receive.

device that is changing from Sleep to Awake state and has a frame in queue to transmit ug
all perform CCA for mAccessDelay time, or until a frame header is received, before determ
bdium state.

e value of mAccessDelay is equal to the time required to transmit one maximum lengt
nsmitted at the lowest mandatory data rate, plus the time todransmit an Imm-ACK plus pSIH
.13.3 Power state transitions

tive mode devices shall transition between Awake and:Sleep states according to the followi

A device shall be in the Awake state mGuardTime prior to its BPST in every super

If a device has data traffic pending to>be transmitted in DRP reservations in the

transmission. The device may go into. Sleep state for the rest of the reservation block
nding transmissions completed succéssfully. The device should release the DRP reservati
fore entering Sleep state. A device shall set the More Frames bit to ZERO in the last
nsmits during a reservation block-

If a device has data trafficipending to be transmitted via PCA in the current superframe

vice may go into Sleep state for the rest of the superframe, subject to other rules in this G
vice shall set the More Frames bit to ZERO in the last frame it transmits to a particular
ing PCA during azsuperframe.

b reservation block for the reception of the planned transmission. It may go into Sleep state
b end-of the reservation block or when all the pending data has been received, as indicatg
bre”‘krames bit. If the device receives a UDA frame, it shall not go into Sleep state u

ing PCA
ning the

h frame,
S.

ng rules:

rame to

current
to start
f all the
bn block
frame it

, it shall
bted, the
lause. A
recipient

If a devicess eXxpecting to receive transmissions from other devices in a DRP reservation block, as

start of
either at
d by the
ntil after

trg

nsmitting a corresponding UDR frame.

5)

If a device is expecting to receive transmissions from other devices via PCA, it may includ

e a PCA

Availability IE in its beacon and shall be in Awake state mGuardTime prior to the announced MASs. A
device that does not include a PCA Availability IE in its beacon shall be in Awake state in all MASs
available for PCA in the current superframe. Once all pending data has been received, as indicated by
the More Frames bit, the device may go into Sleep state for the rest of the superframe.

©l

SO/IEC 2009 - All rights reserved

223


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

BPST BPST
- B03CONn DRP |

period Y AB T

transmit frame

’ transmit beacon| receive ACK

T

DEVA ]

’transmitbeacon ’ ’ transmit ACK
DEYB _ | I ‘ N

transmit beagon
DEYC _ |

transmit frames
receive ACK

receive frames
transmit beacon transmit ACK
DEVD | M
transmit beacon
DEY E M

Figure 108 - Power state transitign*for devices in active mode

Figure 1J08 illustrates the power state transition for-devices in active mode.

» DEV A is a device that has data traffic pending to be transmitted in a DRP reservation block in the currgnt
superframe.

» DEV B is a device that is expecting to réceive a planned transmission from DEV A in a DRP reservatipn
block|in the current superframe.

« DEV C is a device that has data traffic pending to be transmitted via PCA in the current superframe.

« DEV D is a device that is expecting to receive a planned transmission from DEV C via PCA in the currgnt
superframe.

« DEV E is a device that’does not have any traffic pending in its transmission queues, and is not expecting
any planned transmiission from other devices.

17.13.4Hibernation mode operation
A device using hibernation mode shall operate according to the following rules:

» A device’/shall signal its intent to go into_hibernation mode by including a Hibernation Mode |E in Jits
beacon, as defined in 16.8.9. The Hibernation Duration field in the Hibernation Mode IE shall contain a
non-zero value that specifies the duration of the hibernation period.

A device may signal its intent to go into hibernation mode in several superframes. The value of the
Hibernation Countdown field in the Hibernation Mode IE shall be set to indicate the number of
remaining superframes before the device enters hibernation mode. In each successive superframe, the
device shall reduce the value of the Hibernation Countdown field by one. If this field is set to zero, the
device enters hibernation mode at the start of the next superframe.

* When in hibernation mode, the device shall not send a beacon or other traffic. The device should terminate
all established DRP reservations before entering hibernation.
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« A device may leave hibernation mode prior to the end of its announced hibernation period by sending its
beacon.

e A device in hibernation mode shall scan for beacons during the BP for one or more superframes
immediately prior to the end of its hibernation period, in order to re-establish synchronization.

« If a device exiting hibernation mode finds that its former beacon slot is neither occupied (per Table 127) nor
encoded as occupied (per Table 127) with a DevAddr not its own in the BPOIE of any beacon received by
the device in the last superframe, the device may transmit a beacon in that beacon slot. Otherwise, the

davicachall trancmit o4 haacan ac if it vpara dana oo for tha firet i
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Agtive mode devices in the presence of hibernation mode devices shall operate as follows:

« |If an active mode device receives a neighbour’s beacon that includes a Hibernation Mode/IE, the device
shall consider all DRP reservations with that neighbour to be terminated at the start‘of its hibernation
period. An active mode device shall not commence any communication with a hibernation mode device
until that device leaves hibernation mode. After receiving a beacon that includés a Hibernation|Mode IE
with Hibernation Countdown less than or equal to mMaxLostBeacons, an active)mode device that misses
the remaining expected beacons shall consider the device to be in hibernation mode as indicated in the
Hibernation Mode IE.

« |If a device does not receive a beacon from a neighbour at the end of thie hibernation duration indicated in
the neighbour’s Hibernation Mode IE, it shall treat the neighbour’s.beacon slot as occupied, but|shall not
indicate it as occupied in its BPOIE, for up to mMaxHibernationProtection after the neighbouf entered
hibernation or until any beacon is received in the neighbour:$beacon slot.

Dyring a neighbour’s hibernation period an active mode“device shall continue to mark the higernation
mode device's beacon slot as occupied and non-mevable in its BPOIE. If the active mod¢ device
reteives another neighbour’s beacon in the hiberfation mode device's beacon slot, the devjce shall
still advertise the hibernation mode device's DevAddr in its BPOIE.

« | If an active mode device has unicast traffic for'a hibernation mode device, it should buffer its traffi¢ until the
hibernation mode device enters active mode.

« |If an active mode device has multicast-or broadcast traffic it should not delay transmission of the traffic,
even if it is aware that some intended recipients are in hibernation mode. It may buffer its multicpst traffic
for a hibernation mode device until'the intended recipient enters active mode, and then deliver thg buffered
multicast data.

17.13.5 Hibernation anchor operation

Adtive mode devices that are capable of acting as a hibernation anchor should indicate hibjernation
arlchor capability in«\itS’MAC Capabilities IE. A device that indicates such capability should ipclude a
Hipernation Ancher_lE in its beacon to convey information about neighbours in hibernation mode. A
dgvice may terminate its role as a hibernation anchor at any time, but at that time it should remove
inglication of the capability from its MAC Capabilities IE.

Dgvices,sstich as those that were recently off or in hibernation mode, may not have informatipn about
the hibernation state of their neighbours. These devices may use the information proyided by
Hipérnation Anchor IEs for scheduling communication with neighbours in hibernation mode.

Upon reception of a beacon containing a Hibernation Mode IE in which the Hibernation Countdown is
set to zero, a hibernation anchor should include a Hibernation Anchor IE. It shall set the Wakeup
Countdown field in the Hibernation Anchor IE based on the Hibernation Duration field in the received
Hibernation Mode IE. It shall decrement the Wakeup Countdown field in each successive superframe
until the field reaches zero. After it transmits a beacon with a Hibernation Anchor IE that contains a
Hibernation Mode Device Information field with Wakeup Countdown set to zero, it shall remove the
corresponding Hibernation Mode Device Information field from the Hibernation Anchor IE. It shall not
include a Hibernation Anchor IE if there are no Hibernation Mode Device Information fields in the IE.

If the hibernation anchor receives a beacon from a hibernation mode device prior to the end of the
announced hibernation duration, the hibernation anchor shall remove the corresponding Hibernation
Mode Device Information field from the Hibernation Anchor IE in the next beacon.
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After receiving a neighbour’s beacon that includes a Hibernation Mode |IE with Hibernation Countdown
less than or equal to mMaxLostBeacons, a hibernation anchor device that misses the remaining
beacons from the neighbour shall consider the device to be in hibernation mode as indicated in the
Hibernation Mode IE and should include that device in the Hibernation Anchor IE.

17.14 ASIE operation

Zero or more ASIEs may be included in each beacon. ASIEs may appear within the IE area in a
beacon as defined in 17.1.10. Unrecognized ASIEs shall be ignored. The format of the ASIE payload is

defined \V; the owner of the value in the Qpamﬁor 1D field (Qon Annex {‘) and-is outside the scope of

this docyiment.

17.15|Range measurement operation
This Clause describes the support for cooperative two-way time transfer measurements.

The support of range measurement is optional. A device that is capable of initiating and-participating|in
range measurements shall declare Range Measurement capability in its MAC Capabilities IE. A device
shall not initiate a range measurement with a neighbour that does not declare t'is' capable of range
measurgment.

If the MIAC sublayer is instructed to initiate one or more consecutive ranging measurements withf a
specified remote device, it shall use Range Measurement command framies as described in 16.5.6.

In order|to perform a range measurement, the initiator device shall’turn on the PHY range timer apd
send a Range command frame of type Range Measurement Request to the recipient device. The ACK
Policy field shall be set to Imm-ACK in the Range command frames of type Range Measuremgnt
Requesty. The request contains the number of range measurermients to be performed in the Requestgd
Measurgment Number field. Upon acknowledgement of therequest, the initiator shall send the Ranpe
commard frame of type Range Measurement to the recipient device with the ACK Policy field set|to
Imm-ACK.

For eaclh Range command frame of type Range Measurement the initiator device shall:

1) Capture the PHY range timer value at the time of transmission of the Range command frame |of
type Range Measurement, Tl and add the calibration constant:

Tlc = T1 + pRangingTransmitDelay.

2) Capture the PHY range timerivalue, R2, at the time of reception of the Imm-ACK and subtract the
calibration constant:

R2c = RR - pRangingReceiveDelay.

Upon regeption of.the'Range command frame of type Range Measurement Report, the initiator passes
the valugs in thereport to the DME. The PHY range timer may be turned off.

If a deyice{supports range measurement and receives a Range command frame of type Ranpe
Measurgment Request, it shall turn on the PHY range timer. For each Range command frame of type
Range Measurement received, the recipient shall:

1) Capture the PHY range timer value = R1 at the time of reception of the Range command frame of
type Range Measurement and subtract the calibration constant:

R1c = R1 - pRangingReceiveDelay.

2) Capture the PHY range timer value at the time of transmission of the Imm-ACK, T2 and add the
calibration constant:

T2c = T2 + pRangingTransmitDelay.

The recipient shall further send a Range command frame of type Range Measurement Report to the
initiator after reception of all Range command frames of type Range Measurement. The number of
Range command frames of type Range Measurement is specified in the Requested Measurement
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Number field in the Range command frame of type Range Measurement Request. After the report

command frame is sent, the PHY range timer may be turned off.

Initiating Device (Devl) sends RM1 frame

preamble RM1 preamble RM2
Sest[0] Sest[0]
flight times
Sest[0] Sest[0]
[ SIFS [
preamble RM1 |<¢——p»| preamble RM2

Responding Device (Dev2) replies with ACK (RM2)

Figure 109 - Example of range measurement frame pair
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DEV1 DEV1 DEV1 DEV2 DEV2
DME MAC PHY PHY MAC
Range
Measurement
set request
> turn on
range timer
g >
Send RRQ
turn on o1
IMM-ACK < range timer
to RR
< Q
Send RM1
to DEV2 Send RM1
-
Read T1 Read R1
IMM-ACK -
to RM1
Read R2 Read T2
l P
Compute: Compute:
Tlc =T1+TRD Ric = R1-RRD
R2c = R2-RRD T2c =T2-TRD
Send RMR
< turn off
Range range timer -
Measurement ”;/IMR_':\A(I:?K
set confirm 0 >
turn off
< | g—(2nge timer
Bigure 110 - Single pair range measurement transaction
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Table 129 contains the values for the MAC sublayer parameters.

Table 129 - MAC sublayer parameters

Parameter Value

mAccessDelay 652 ps
mAggregationLimit 63

mBeaconSlotLength 85 us

mBPEXxtension

8 beacon slots

mBPMergeWaitTime 128 superframes
mClockAccuracy 20 ppm
mClockResolution Lus
mDAAAnnouncelnterval 16
mDAAPersistence 256
mDRPBackoffWinMax 16 superframes

mDRPBackoffWinMin

2 superframes

mGuardTime

12 ps

minitialMoveCountdown

3 x mMaxLostBeacons

mMasLength

256 ps

mMaxBeaconLength

mBeaconSlotLength - pSIFS -
mGuardTime

mMaxBeaconSletCollisionDetectionLatency 16

mMaxBlockACKSequences 2
mMaxBPLength 96 beacon slots

mMaxFragmentCount 8

mMaxHibernationProtection

128 superframes

mMaxLostBeacons 3
mMaxMainsHopCount 3
mMaxMovableLatency 32

mMaxNeighborDetectionInterval

128 superframes

mMaxSignalingSlotBackoff 128
mMaxSynchronizationAdjustment 4 us
mMinFragmentSize 1

mSignalSlotCount

2 beacon slots

mSuperframeLength

256 x mMasLength
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Table 129 - MAC sublayer parameters (concluded)

Parameter Value
mCWMIin[AC_BK] 15
mCWMIin[AC_BE] 15
mCWMIin[AC_VI] 7
mCWMiIn[AC VO] 3
mCWMax[AC_BK] 1023
mCWMax[AC_BE] 1023
mCWMax[AC_VI] 511
mCWMax[AC_VO] 255

MAIFSN[AC_BK] 7
MAIFSN[AC_BE] 4
MAIFSN[AC_VI] 2
MAIFSN[AC_VO] 1

MTXOPLIMItAC_BK] 512 pus
MTXOPLImitAC_BE] 512 pus
MTXOPLIMitAC_VI] 1024 ps
MTXOPLImit[AC_VO] 256 s

Table 130 contains the values of the PHY dependent parameters used by the MAC sublayer for the
PHY.

Table 130 - PHY-dependent-MAC sublayer parameters for the PHY

Parameter Value
pBeaconTransmitRate 53,3 Mbps
pCCADetectTime 5,625 ps
pElockAccuracy 20 ppm
pMaxFramePayloadSize 4 095 octets
PMIFS 1,875 ps
pRangingReceiveDelay Implementation-dependent
pRangingTransmitDelay Implementation-dependent
pSIFS 10 ps
pSlotTime 9us

18 Security

This Clause specifies available security mechanisms. 18.1 reviews these security mechanisms. 18.2
defines security modes that govern the security operation of devices. 18.3 specifies the 4-way
handshake procedure for two devices to establish pair-wise temporal keys (PTKs) and a secure
relationship. This Clause also describes how a device may solicit or distribute group temporal keys
(GTKs) within a secure relationship. 18.4 describes the procedures for frame reception and replay
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prevention. 18.5 provides the parameters needed in applying the AES-128 CCM cryptography to
compute the message integrity code (MIC) and encrypt the secure payload for secure frames.

18.1 Security mechanisms

The security mechanisms specified in this Standard control the security operation of devices by setting
appropriate security modes. They allow devices to authenticate each other, to derive PTKs, and to
establish secure relationships. They also enable devices to solicit or distribute GTKs within established
secure relatronshrps In addrtron the securrty mechanisms provide replay attack preventron measures
thro : Secy meghanisms
secrfy the parameters needed in applyrng the AES 128 CCM to protect the prrvacy and mgrrty of
urficast and broadcast/multicast traffic using PTKs and GTKs, respectively. Privacy isTprotgcted by

Two devices use a shared master key to establish a secure relationship. Theyestablishment and
management of master keys are additional security facilities that need to be proyvided outside the MAC

Sgcurity modes are defined to control the level of security required oftfa)device in its communmications

device announces its selected security mode in the Beacon Parameters field in its beacons.

.1.2 4-way handshake

THe 4-way handshake mechanism enables two devices to use a shared master key to authent|cate the
ideéntity of each other and to establish a new PTKfor protecting certain frames exchanged betyween the
0 devices. By way of a successful 4-way handshake, the two devices establish a secure relationship
with each other.

A |device initiates a 4-way handshake-with another device only if it has determined that it $hares a
master key with that device. The master key is not exposed in the 4-way handshake; it is specified by a
master key identifier (MKID).

14.1.3 Key transport

Two devices establish a new PTK via a 4-way handshake. The PTK is derived from a sharedl master
key and two new random)numbers generated by the two devices. A PTK is never transmitted djrectly in
arnly frame, encrypted-or not.

Two devices, afterestablishing a secure relationship via a successful 4-way handshake, distrigute their
regpective GTKsfor protecting their broadcast traffic to each other, if applicable. Additionally, p device
may distribute GTKs for protecting certain multicast traffic addressed to those devices with which the
dgvice hassva valid secure relationship. A device may also request, or solicit, GTKs used t¢ protect
multicast traffic from the multicast source devices.

A GTK is sent in encrypted form.

18.1.4 Freshness protection

Freshness protection insures that no parties can successfully replay previously captured messages as
an attack. This Standard defines secure frame counters and replay counters on a per-temporal key
basis to provide freshness protection.

18.1.5 Data encryption

Data encryption uses a symmetric cipher to protect data from access by parties not possessing the
encryption key. This key is a PTK for unicast traffic transmitted between two devices and a GTK for
broadcast/multicast traffic transmitted from a sender to a group of recipients.

AES-128 counter mode is used for data encryption in this Standard.
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18.1.6 Frame integrity protection

Frames are protected from modification by other parties by message authentication using a MIC. The
MIC also provides assurance that the sender of the frame possesses the correct temporal key. This
key is shared among a group of devices or only between two devices. The MIC is a cryptographic
checksum of the message to be protected.

AES-128 cipher block chaining - message authentication code (CBC-MAC) is used for MIC calculation
in this Standard.

18.2 [Security modes

The seg¢urity mode indicates whether a device is permitted or required to establish a~secyre
relationghip with another device for data communications.

Two delices establish a secure relationship by a 4-way handshake based on a shared master key ps
describgd in 18.3.

Once two devices establish a secure relationship, they shall use secure frames for'frame transfgrs
betweer] them as specified in Table 131 and Table 132. Either device shall discard a received frame
from thel other device if the frame is required to be a secure frame but was transmitted as a non-secyre
frame.

Data anfl aggregated data frames shall be transmitted using the temperal key specified by the TKID
passed through the MAC SAP along with the corresponding MSDWs Command and control framegs,
when transmitted as secure frames in a secure relationship, shall Jemploy a temporal key currently
possessied in that secure relationship.
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In Table 131, "N" indicates a non-secure frame, and "S" indicates a secure frame.

Table 131 - Frame protection in a secure relationship

Frame

Frame type or subtype . Meanin
yp yp protection 9
Beacon frame N Beacon frames shall be sent as non-secure frames.
1 AL 4+ £, Dl L AL £ balll + £,

T AT CUTITUUT ITAanrmme ™ T AaANCT MANTICO OTlTAIll U OCTIN Ao TTIUTTTOU CUTT ITAITICT O,
B-ACK control frame N B-ACK frames shall be sent as non-secure frames)
RTS control frame N RTS frames shall be sent as non-secureAtanies.
CTS control frame N CTS frames shall be sent as non-secute frames.
UDA control frame N UDA frames shall be sent as nonssecure frames.
UDR control frame N UDR frames shall be sent.as\ion-secure frames.

Application-specific control N, S Application-specific control frames may be sent as
frame secure or-non-secure frames.
DRP Reservation Request N, S DRP ReservatiopRequest frames may be sent as secure
command frame or non-secure frames.
DRP Reservation Response N,S DRP Reservation Response frames may be sent as
command frame secure or non-secure frames.
Probe command frame N, S RProbe frames may be sent as secure or non-secure
frames.
PTK command frame N, S PTK frames may be sent as secure or non-secure
frames.
GTK command frame S GTK frames shall be sent as secure frames.
Range Measurement N, S Range Measurement frames may be sent as secure or
command frame non-secure frames.
Probe commaned-frame N, S Probe frames may be sent as secure or non-secure
frames.
Application-specific N, S Application-specific command frames may be sent as
command frame secure or non-secure frames.
Data frame S Data frames shall be sent as secure frames.
Aggregated data frame S Aggregated data frames shall be sent as secure frames
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Table 132 specifies the values of the Encryption Offset (EO) field in secure frames

Table 132 - EO values in secure frames

Frame type or subtype

EO value

Application-specific control frame

Application defined

DRP Reservation Request command

Length of Secure Payload

£
Tarte

DRP Reservation Response command

Length of Secure Payload

frame
PTK command frame 0
GTK command frame 0

Range Measurement command frame

Length of Secure Payload

Probe command frame

Variable

Application-specific command frame

Application défined

Data frame

Variable

Aggregated data frame

Length of\(Aggregation Header +

Aggregation Header Pad octets)

18.2.1 | Security mode O

A devicg operating in security mode 0 shall use non-secure frames to communicate with other devicgs.
Such a @levice shall not establish a secure relationship with any other device.

If a devifpe operating in this mode receives a secure frame, the MAC sublayer shall discard the fram

18.2.2 [ Security mode 1

A device operating in security mode 41 Shall use non-secure frames to communicate with devices
operating in security mode 0. Thewdevice shall also use non-secure frames to communicate wjth
devices joperating in security mode_1 with which it does not have secure relationships. The device shpall
use sedure frames according to' Table 131 and Table 132 to communicate with another device
operating in security mode-1_with which it has a secure relationship. It shall not establish secyre
relationghips with other deviees unless those devices are also operating in security mode 1.

\172

A device operating insecurity mode 1 may or may not respond to command frames received frgm
other dejvices with which it does not have a secure relationship.

If a device operating in security mode 1 receives a secure frame from a device with which it does rjot
have a decuré&relationship, the MAC sublayer shall discard the frame.

If a device’operating in mode 1 receives a non-secure frame from a device with which it has a secyre
relationship, but the frame is required to be a secure frame per Table 131, the MAC sublayer shall
discard the frame.

18.2.3 Security mode 2

A device operating in security mode 2 shall not establish a secure relationship with devices operating
in either security mode 0 or security mode 1. The device shall use secure frames based on Table 131
and Table 132 to communicate with another device operating in security mode 2 and having a secure
relationship with it. A device operating in security mode 2 shall establish a secure relationship with
another device operating in the same security mode by a 4-way handshake prior to data exchanges.

If a device operating in mode 2 receives a secure frame from a device with which it does not have a
secure relationship, the MAC sublayer shall discard the frame.
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If a device operating in mode 2 receives a non-secure frame that is required to have frame protection
per Table 131, regardless of whether the device has a secure relationship with the device transmitting
the frame, the MAC sublayer shall discard the frame.

18.3 Temporal keys

Two devices establish a secure relationship based on a shared master key by employing a 4-way
handshake to derive a PTK as described in this Clause. They may establish a PTK for each master key
they share Two dewces have a secure relatlonshlp as Iong as they possess a currently installed PTK.

K plished, it

pscribed

Master keys are identified by MKIDs. A device is not required to include an MKIBME In its begcon, nor
is|it required to advertise every MKID it possesses in the MKID IE included)in its beacor. It may
advertise some or all of the MKIDs it possesses in an MKID IE in its bedcon. A device may probe
anjother device for the MKIDs possessed by that device by addressing.an appropriate Prob¢ IE in a
bdacon or Probe command to that device. If a device responds to a Pfobe request for MKIDg, it shall
report all the MKIDs it possesses.

14.3.1 Mutual authentication and PTK derivation

THis Standard uses a 4-way handshake to provide mutual authentication and PTK generatiof for two
dgvices sharing a master key. To perform a 4-way handshake, the two devices assume the|roles of
“initiator" and "responder", respectively. A 4-way handshake consists of four messageg, called
message 1, message 2, message 3, and message 4,“that are sent back and forth between| the two
dgvices. The device sending message 1 become$’ the initiator. The other device becomes the
regponder.

14.3.1.1 4-way handshake message 1

THe initiator shall begin a 4-way handshake,by composing and sending message 1 in a PTK cpmmand
to|the responder. In this command, the.initiator shall specify the MKID for use in the 4-way handshake,
prppose a TKID for the PTK to be derived, and include a unique 128-bit cryptographic random|number,
I-Nlonce. The proposed TKID shallbe different from any TKID currently installed in the initiatgr's local
MAC sublayer or being used in.an in-progress 4-way handshake involving this initiator devicge. The I-
Nonce shall be generated apew'each time the initiator starts a new 4-way handshake.

OJ\ reception of message.l, the responder shall verify that the requested TKID is unique {i.e., not
cUrrently installed for\an active temporal key or requested by an in-process 4-way hanhdshake
eXchange). The responder shall perform the following steps:

1.] Generate anew 128-bit cryptographic random number, R-Nonce.
2.| Derive the PTK and KCK as specified in 18.3.4.
3.| Construct and send message 2 in a PTK command.

14.3.1n2 4-way handshake message 2

TheTespomder—stattsenmd—message 2 tothemitiator as specifred i 18-8 -1t thistommand, the
responder shall include an appropriate Status Code, the newly generated R-Nonce, and the PTK MIC
value computed for the message using the newly derived KCK according to 18.3.5. If the proposed
TKID in message 1 is not unique, the responder shall so indicate in the Status Code.

On reception of message 2, the initiator shall perform the following steps:
1. Derive the PTK and KCK as specified in 18.3.4.

2. Recalculate the PTK MIC for the received message using the KCK according to 18.3.5. If the
recalculated PTK MIC does not match the PTK MIC field from this message, discard and disregard
message 2 and abort the 4-way handshake. Otherwise, consider this message a proof that the
responder holds the correct master key, and proceed to the next step.
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3. Check the Status Code returned in the received message. If the Status Code indicates an abortion
of the 4-way handshake by the responder, stop the 4-way handshake as well. If the Status Code
indicates a conflict of the proposed TKID at the responder, restart the 4-way handshake with a different
TKID. If the Status Code indicates a normal status, proceed to the next step.

4. Construct and send message 3 in a PTK command.

18.3.1.3 4-way handshake message 3
The initiator shall send message 3 to the responder as specified in 18.3.1.2. In this command, the

initiator phattnmciude the same =-Nonce as contaned m message L and a P TR MiC computed for_this

message using the newly derived KCK according to 18.3.5.
On reception of message 3, the responder shall perform the following steps:

1. Verify the PTK MIC for this message using the KCK according to 18.3.5. If the calculated PTK MIC
does nof match the PTK MIC field from this message, discard and disregard message(3,and abort the
4-way handshake. Otherwise, consider this message a proof that the initiator holds. thie correct master
key, and proceed to the next two steps.

2. Conpstruct and send message 4 in a PTK command.
3. Savp the PTK for future use with this secure relationship.

18.3.1.4 4-way handshake message 4

The responder shall send message 4 to the initiator as specified.in"18.3.1.3. In this command, the
respondgr shall include the same R-Nonce as contained in message 2 and a PTK MIC computed {or
this megsage using the KCK according to 18.3.5.

On reception of message 4, the initiator shall perform the fellowing step:

1. Verify the PTK MIC for this message using the KCK\according to 18.3.5. If the calculated PTK MIC
does nof match the PTK MIC field from this message) discard and disregard message 4 and abort the
4-way handshake. Otherwise, save the PTK for future use with this secure relationship.

18.3.2 |GTK exchange

Upon syccessful completion of a 4-way handshake and installation of the resulting PTK, the initiajor
and responder each shall use GTK command frames (with Message Number set to 1) to distribute their
respectiye GTKs for broadcast traffic to each other. Each may also use a GTK command to distributg a
GTK for|protecting certain multicasttraffic to an intended recipient with which it holds a valid PTK.

On reception of a valid GTK cgmmand frame marked as Message Number 1, a device shall verify that
the GTKIID is a unique TKID;~Fhe device shall then respond with a GTK command frame with Messape
Number|set to 2 and Status-Code set to the appropriate value.

A recipient may request a GTK for certain multicast traffic in the form of a GTK command (wjth
Messageé Number_setto 0) from the source device if it holds a valid PTK with the source.

On reception of-a’valid GTK command marked as Message Number 0, the multicast source device
shall redponpd'\with a GTK command marked as Message Number 1, which may or may not contain the
request¢gd-GTK. The requesting device, upon receiving this GTK command and verifying the
uniqueness of The proposed TKID, shaltfurther Teturn a G TR command wWith Message NUMber Setto 2
and Status Code set to the appropriate value.

A source device distributing a GTK shall check the Status Code indicated in the returned GTK
command (Message Number set to 2). If the Status Code indicates a conflict of the proposed TKID at
the recipient device, the source device shall propose a new TKID and re-distribute the GTK to the
recipient. After receiving a returned GTK command from the recipient with the Status Code indicating a
normal status, the source device shall use the new TKID to re-distribute the GTK to each of the
devices to which it has previously distributed the GTK and with which it maintains a secure
relationship.

236 © ISO/IEC 2009 - All rights reserved


https://standardsiso.com/api/?name=b8b0964792bf6fb451479ca47b37710c

ISO/IEC 26907:2009(E)

A GTK shall be a 128-bit cryptographic-grade random number. A fresh GTK shall be generated when
the distributing device establishes a new group relationship. 18.3.6 provides an example means of
generating a fresh GTK.

18.3.3 Pseudo-random function (PRF) definition

A PRF is used in several places in the security specification. Depending on the use, the PRF may need
to output values of 64 bits, 128 bits, and 256 bits. This Clause defines three PRF variants:

¢ PRF-64, which outputs 64 bits,
e |PRF-128, which outputs 128 bits, and
« |PRF-256, which outputs 256 bits.

In[the following, K denotes a 128-bit symmetric key, N denotes a 13-octet nonce yalue, A dénotes a
unfigue 14-octet ASCII text label for each different use of the PRF, B denotes theyinput datal stream,
Blen specifies the length of this data stream, and || denotes concatenation. Blocks are each 16 octets
lopg, and are defined as inputs to the AES-128 CCM for the MIC generation@@as specified in 18,.5.

CCM-MAC-FUNCTION(K, N, A, B, Blen)

bdgin

Fqrm authentication block B_0 from flags = 0x59, N, and I(m) =0
Fqrm authentication block B_1 from I(a) = 14 + Blen and A

Fgrm additional authentication blocks from B

(wWith last block zero padded as needed)

Fgrm encryption block A_0 from flags = 0x01, N.tand Counter_0 =10
Rk-MIC (K,B_0,B_1, ..., A_0)

refurn R

PRF(K, N, A, B, Blen, Len)

fof i < 1to (Len + 63)/64 do

R k- R || CCM-MAC-FUNGTION(K, N, A, B, Blen)
NkN+1

refurn L(R, 0, Len)= Len most-significant bits of R

PRF-64(Ky'N) A, B, Blen) = PRF(K, N, A, B, Blen, 64)
PRF-128(K, N, A, B, Blen) = PRF(K, N, A, B, Blen, 128)
PRE256(K, N. A, B, Blen) = PRE(K, N, A, B, Blen, 256)

18.3.4 PTK and KCK derivation

PRF-256 shall be employed to generate the PTK and KCK associated with a 4-way handshake as used
in 18.3.1 based on the following parameters as defined in Table 133.

K- The PMK
N - B12-11= InitiatorDevAddr, B10-9= ResponderDevAddr, B8-6 = PTKID, B5-0 = zero

A - "Pair-wise keys"
B - I-Nonce || R-Nonce
Blen - 32
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Table 133 - PTK and KCK generation parameters

Name Size (octets) Description

InitiatorDevAddr 2 DevAddr of device with role of initiator

ResponderDevAddr 2 DevAddr of device with role of responder

-Nonce 16 Random number selected by initiator (in message 1)

- Nonce 16 Random number selected by responder (in message 2)

PTKID 3 Negotiated TKID value for the PTK to be derived (in message 1)

PMK 16 A pre-shared pair-wise master key identified by the MKID (in message 1)

The PRK-256 is called with these parameters to compute a 256-bit key stream:
KeyStream « PRF-256(K, N, A, B, Blen)

This key

KeyStream become the KCK while the most-significant 16 octets¢pecome the PTK, as defined in Talk

134.

18.3.5

The 4-w
messag
shall be

K- ThH
N - BI]
A- "o
B- Fid

stream is then split to form the desired PTK and KCK.~Fhe least-significant 16 octets

Table 134 - KCK and PTK Source

Key Source

KCK KeyStream octets 0 through 15

PTK KeyStream octets 16 through 31

PTK MIC generation

ay handshake uses an_'jout-of-band MIC" calculation for the PTK MIC field in handsha
bs 2-4. PRF-64 shall be used to provide the PTK MIC calculation. The PRF-64 parametq
defined as follows ‘based on Table 133:

e KCK
| 2-11 = InitiatorDevAddr, B10-9 = ResponderDevAddr, B8-6 = PTKID, B5-0 = zero
it-of-bandMIC"

plds from Message Number to I-Nonce/R-Nonce contained in the PTK command

of
le

L H £ D V. Wal
Blen - Lengthriroctetsof B=48

PTK MIC « PRF-64(K, N, A, B, Blen)

18.3.6

Random number generation

To implement the cryptographic mechanisms outlined in this Standard, devices need to generate

cryptographic grade random numbers. RFC 4086 [4] gives a detailed explanation of the notion of

cryptographic grade random numbers and provides guidance for collecting suitable randomness. It
recommends collecting random samples from multiple sources followed by conditioning with PRF. This
method can provide a means for an implementation to create an unpredictable seed for a pseudo-
random generation function. The example below shows how to distill such a seed using random
samples and PRF-128.
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LoopCounter =0

Nonce =0

while LoopCounter < 32 begin
result = PRF-128(0, Nonce, "InitRandomSeed", DevAddr || Time || result || LoopCounter, dataLen)
Nonce « Nonce + 1

result « result || <randomness samples>
end

GlobalSeed = PRF-128(0, Nonce, "InitRandomSeed", DevAddr || Time || result |)'LoopCounter,
ddtaLen)

Once the seed has been distilled, it can be used as a key for further random numbet generation. The 4-
way handshake requires each party to supply a 128-bit random number. This ndmber can be g¢nerated
uging the seed and PRF-128.

GénerateRandomNonce

bggin

N E DevAddr || DevAddr || zero
Collect randomness samples
repult = PRF-128(Global Seed, N, "Random Numbers", <tandomness samples>, length of samples)
refurn result

18.4 Frame reception steps and replay prevention measures
A frecipient device shall carry out the receptiof;steps and replay prevention measures as spgcified in
this Clause.

18.4.1 Frame reception

ThHe MAC sublayer shall perform the\following validation steps when receiving frames:

1.| Validate the FCS. If this validation fails, discard the frame. Otherwise, acknowledge the feceived
frgme using the appropriate acknowledgment rules, and proceed to the next step.

2.| Validate the Secure bit setting in the MAC Header and take the appropriate actions accordjng to its
selcurity mode as specified in 18.2. If the frame is not discarded and the Secure bit is set [fo ONE,
prpceed to the next step.

3.| Validate the{TKID. If the TKID does not identify a currently installed PTK or GTK, disgard the
frgme. Otherwise; proceed to the next step.

4.] Validate the MIC using the identified PTK or GTK as specified in 18.5. If this validation fails,
digcardsthe frame. Otherwise, proceed to the next step.

5.| (Detect frame replay as specified in 18.4.2. If replay is detected, discard the frame. Oinerwise,
up ' cified in

18.4.2, and proceed to the next step.

6. Process the frame as specified in Clause 17, including duplicate frame filtering. If the frame was
already received, discard it. Otherwise, proceed to the next step.

7. Decrypt the frame. This step may be taken in parallel with the MIC validation step.

18.4.2 Replay prevention

Each transmitting MAC sublayer shall set up a 48-bit SFC and initialize it to zero when a temporal key,
PTK or GTK, is installed to it. The MAC sublayer shall increment the SFC by one before transmitting a
secure frame - whether a new frame or a retry - that uses the temporal key, and shall set the SFN in
that secure frame to the value of the SFC after the increment.
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Each recipient MAC sublayer shall set up a 48-bit replay counter when a temporal key, PTK or GTK, is
installed to it. The MAC sublayer shall initialize the replay counter to zero for an installed PTK, and to
the GTK SFC for an installed GTK which was contained in the GTK command distributing the GTK.

Upon receipt of a secure frame with valid FCS and MIC, the recipient shall perform replay attack
detection and protection as follows:

The recipient shall compare the SFN extracted from the received frame with the reading of the replay
counter for the temporal key used by the frame. If the extracted SFN is smaller than or equal to the

| untar roaadina tha raciniant MAC ciihlavnar chall dAicoard tha framana Othanmaicn tha racinia t
replay cpunpterreadirg—the—recipiert-MAGC—sublayershal-discard-the—frame—Otherwise—the—reeipign

shall sef the corresponding replay counter to the received SFN.

The recipient shall insure that the frame passes FCS validation, replay prevention, and MIC verificatipn
before using the SFN to update its replay counter.

18.4.3 [Implications on GTKs

Becausg a recipient maintains only one replay counter per installed temporal key, that recipient chn
receive fraffic from only one source using a given temporal key. A scheme that allews multiple sourte
devices|to use the same GTK will result in frames sent from some of those ‘squrces being seen ps
replay artacks. To avoid this problem, each source device in a group is requited to distribute a unigle
GTK to the recipients in the group.

18.5 |AES-128 CCM Inputs

AES-128 CCM provides confidentiality, authentication, and integrity/for secure frames defined in this
Standargl. This Clause specifies the various fields required for AES-128 CCM operation.

18.5.1 |Overview

AES, the¢ Advanced Encryption Standard, is specified in,KIPS PUB 197. AES-128 defines a symmetfic
block cipher that processes 128-bit data blocks using\128-bit cipher keys. CCM, counter with CB[C-
MAC, is|specified in RFC 3610. CCM employs counter mode for encryption and cipher block chainiphg
for authentication. AES-128 CCM combines AES-128 with CCM to encrypt and authenticgte
messages.

Encryptipn is done on part or all of the Secure Payload, while authentication is provided by a message
integrity|code (MIC) that is included in each secure frame. MIC also protects the integrity of the MAC
Header find Frame Payload in a secufe frame.

CCM hak two input parameters - M (number of octets in authentication field) and L (number of octets|in
length field). For this Standard, M/= 8 and L = 2.

CCM repguires the use ofCaytemporal key and a unique Nonce for each transmitted frame to pe
protected. The SFN is combined with frame addressing and temporal key identification information|to
provide fa unique Nonce’for every secure frame. Since every frame protection with a key requireq a
unique Nonce, temporal keys have a known lifetime. Each temporal key can be used to protect up tq n
frames, where nds)the maximum value of the SFN. All security guarantees are void if a nonce value|is
used mgre thantonce with the same temporal key.

In the fpllowing figures in this Clause defining the format of Nonce and CCM blocks, the mogt-
Signiﬁcapf actet is rapraconfnrl to the loft of the aothor octets

18.5.2 Nonce

The CCM Nonce is a 13-octet field, consisting of the 2-octet SrcAddr, 2-octet DestAddr, 3-octet TKID,
and 6-octet SFN for the current frame. The Nonce is used as a component of authentication block B_0,
an input to CBC-MAC. It is also used as a component of input block A_i for CCM encryption. It provides
the unigqueness that CCM requires for each instance of authentication/encryption. The CCM Nonce
shall be formatted as defined in Figure 111. In this figure, each component of the Nonce is represented
with the most-significant octet on the left and the least-significant octet on the right.
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octets: 2

2

SrcAddr

DestAddr

SFN

Figure 111 - Nonce input to the CCM algorithm

14.5.3 CCM bl

TH

bdlow.

ocks

e CCM authentication blocks shall be formatted as defined in Figure 112 and further d

escribed

octets: 1| 13

2

2 10 2 1 EO

0-15

P -EO

0-15

Flags (= | Nonce

0x59)

Encrypted

data length

I(m)=P—
EO

Secure
Payload
portion not
to be
encrypted

MAC
Header

Additional
authenticated
data length
(@) =14 +
EO

Security
Reserved

Encryption
Offset (EO)

Zero
padding

Secure
Payload
portion to
be
encrypted

Zero
padding

B 1

B 2, ..., B_(M-1)

B_M, .|, B_

1§

Al
de
th
0g

1§

Al
dd
th

a)

Figure 112 - Input to CCM authentication blocks

.5.3.1 Authentication block B_0
thentication block B_0 is the first input block to the CBC-MAC algorithm. It shall be form
fined in Figure 113. The component I(m).is represented with the most-significant octet on thg
b |east-significant octet on the right."Jhe Nonce component is represented with the least-si
tet on the left and the most-signifieant octet on the right.

octets: 1 13 2

I(m)

Nonce

Flags = 0x59

Figure 113 - Format of authentication block
B O

.5.3.2 AUthentication block B_1

thenti¢ation block B_1 is the second input block to the CBC-MAC algorithm. It shall be form
fined in Figure 114. In this block, the I(a) component is represented with the most-significant
left and the least-significant octet on the right. The EO and MAC Header compon

atted as
left and
pnificant

atted as
octet on
bnts are

octet on the right.

octets: 2 10 1

EO

I(a) MAC Header Security Reserved

Figure 114 - Format of authentication block B_1
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18.5.3.3 Authentication blocks B_2, ..., B_N

Authentication blocks B_2, ..., B_(M-1) and B_M, ..., B_N, if any, are additional input blocks to the
CBC-MAC algorithm. They shall be formatted as defined in Figure 115. They are formed by breaking
the Secure Payload portion not to be encrypted into 16-octet blocks and the Secure Payload
portion to be encrypted into 16-octet blocks. The last block constructed from the Secure Payload
portion not to be encrypted is padded with zero values as needed to insure 16-octet block length.
Likewise, the last block constructed from the Secure Payload portion to be encrypted is padded with
zero values as needed to insure 16-octet block length. The padding octets are not transmitted onto the
wireless[TediumT.

octets: EO 0-15 P-EO 0-15
Secure Payload Zero Secure Payload Zero
portion not to be padding portion to be padding

encrypted encrypted

B_2,..,B_(M-1) B_M, ..., B_N

Figure 115 - Format of authentication blocks
beginning from B_2

In each pf the blocks B_2, ..., B_(M-1) or B_M, ..., B_N, the Secure Payload portion not to be, or to Qe,
encryptdd shall be represented with the earliest octet transmitted into the wireless medium on the Igft
and the Jatest transmitted octet on the right. When needed, B *(M-1) and B_N are padded with zeros|to
the rightl.

18.5.3.4 Encryption blocks A_0, A_1, ..., Azm

CCM usps encryption blocks A_0, A_1, ..., A_m to-generate key stream blocks that are used to encrypt
the CBG-MAC and the Secure Payload portienjto be encrypted. These blocks shall be formed ps
defined |in Figure 116. In this figure, Countéi-i is a 2-octet monotonically incrementing counter that
shall be| initialized to 0 for each secure-frame. It shall be incremented by one for each successiyve
encryptipn block. The Counter i component of A_i shall be represented with the most-significant octet
on the lgft and the least-significant oCtet on the right. The Nonce component shall be represented wjth
the leasi-significant octet on the leftyand the most-significant octet on the right.

octets: 1 13 2

Flags = 0x01 Nonce Counter i

Figure 116 - Format of A_i blocks
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Annex A
(normative)

MUX sublayer

The MUX sublayer is the MAC client as depicted in Figure 31 and routes data between the MAC sublayer

and MUX clients.
Afl MUX service
THe MUX sublayer is expressed in terms of the MUX SAP, the MUX service, and the MUX client. Each MUX
clipnt is associated with a unique protocol. Service data units presented at the MUX(SAP by the M{UX client
are therefore associated with that protocol.
THe protocol is encoded in a MUX header as either:
« | A protocol identifier and an OUI; or
* [An IEEE Ethertype value [6].
THe MUX service adds a MUX header to the MUX service data.unit to construct a MUX protocol ¢lata unit.
THe MUX sublayer makes use of the service provided by theMAC sublayer for the transfer of itq protocol
data units.
On receipt of a MUX protocol data unit from the MAC sublayer, the MUX service removes the MUK header
and delivers the transported service data unit to the appropriate MUX client based on the identified grotocol.
A2 MUX protocol data unit format
A [IMUX protocol data unit consists of a MUX Header and a MUX Payload and is illustrated in Figure
AL

octets: 2or 5 N

MUX Header MUX Payload

Figure A.1 - MUX protocol data unit format

THe MUX Payload field contains the MUX service data unit that is a payload data unit of the| protocol
identified inthe MUX Header.
THe fifst{two octets of the MUX Header are encoded as unsigned binary values, and are delivergd to the
MAC sublayer in order from the octet containing the most-significant bits to the octet containing the least-

significant bits. The octet order for this field is the reverse of that for most fields in this specification.

The MUX Payload is a sequence of octets labeled as MUX Payload[0] through MUX Payload[M-1]. Octets
are passed to the MAC sublayer in ascending index-value order.

The MUX Header and MUX Payload together form the payload of the MAC sublayer, which appears to the
MAC as a sequence of octets labelled as payload[0] through payload[P-1], as specified in 16.2.

There are three versions of the MUX Header, which are distinguished based on the value of the first two

oC

tets of the header.
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A.2.1 MUX Header - OUI version

The first version has a length of five octets and is defined in Figure A.2.

octets: 2 3

Protocol ID oul

(00000 - OXO0FF)

Figure A.2 - Format of first version of MUX Header

The Profocol ID field is restricted to values from 0 through 255 and is set to a value that identifies a protogol
defined by the owner of the OUI specified in the OUI field. The OUI is a sequence of 3 octets, labelled jas
oui[0] thrjough oui[2]. Octets of the OUI are passed to the MAC sublayer in ascending index-value order.

A.2.2 MUX Header - reserved version

The secgnd version of the MUX Header has a length of two octets and’is defined in Figure A.3

octets: 2

Protocol 1D

(0x0100 - 0xO5FF)

Figure A.3 - Format of second version of MUX Header

The Protpcol ID field has values-between 256 and 1 535 as defined in Table A.1.

Table A.1 - Protocol ID in the MUX Header

Value Description
0-255 Defined by the OUI owner
256 Protocol 1D value for WiMedia | aogical | ink Caontral
Protocol
257 Protocol ID value for Bluetooth
258 - 1535 Reserved for future use
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A.2.3 MUX Header - Ethernet type version

The third version of the MUX Header has a length of two octets and is defined in Figure A.4.

octets: 2

Ethernet Type

(00600 - OXFFFF)

Figure A.4 - Format of third version of MUX Header

THe Ethernet Type field is restricted to values from 1 536 through 65 535.and is set to the value of an
Ethernet type [6] identifying a protocol.
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Annex B
(normative)

MAC Policies

B.1 Beacon slot selection

When a fevice selects an initial beacon slot after scanning for beacons as described in 17.2.3, the devicq
shall trarjsmit a beacon only if it selected a slot within mMaxBPLength/2 after the BPST.

B.2 Reservation limits

A reservgtion consists of a row component and a column component.
Row corpponent: A portion of a reservation that includes an equal number of MASs, at' the same offset(s)
within every zone, optionally excluding zone zero, as indicated in the DRP IEs.
Column fomponent: The portion of the reservation that is not a row component.
Rules stated in this Clause apply independently to a device whether it is a reServation owner or a reservatipn
target. They do not apply to DRP IEs with Reservation Type set to Alien BP.
A device| may consider contiguous reservation blocks from multiple column components in the same zone s
if they were a single reservation block in a single column component.
A device|shall not allocate more channel time than necessary for<its optimal operation.
A device|shall set the Unsafe bit of the DRP Control field of a/DRP IE according to the following rules:
A) Aldevice shall not identify more than mTotalMASLimit MASs in DRP IEs with the Unsafe bit set|to
ZHRO.

B) A device shall not identify more than Y consecutive MAS in the same zone within a column compongnt
in[DRP IEs with the Unsafe bit set to ZERO, Where Y is a function of the MAS number within the zohe
(cpunting from zero) of the earliest reserved MAS within the set of consecutive MASs, as defined|in
Taple B.1.

Fable B.1 - Reservation block size limits

First MAS number Y

a| | wWI|IN|EFL,]| O
Al |l OO V]|
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Table B.1 - Reservation block size limits (concluded)

First MAS number Y

O ||| N O

11

12

13

14

=
o
RPIN WD

15

C)| A device shall not set the Unsafe bit to ONE in DRP IEs:except to comply with A) or B).
A flevice shall not include MASs in zone zero in the column:component of a reservation.

A fevice may at any time send a Relinquish Request}E in its beacon where the Target DevAddr identifies a
dgvice transmitting its beacon with one or more DRP IEs with the Unsafe bit of the DRP IE Contro| field set
to|ONE (unsafe DRP IEs). The device shall not set the Target DevAddr field to identify a device if that device
ddes not include any unsafe DRP IEs in its beacon, unless forwarding a received Relinquish Reqyest IE to
its|reservation owner, as specified in 17.1.10.19.

THe Allocation fields of the Relinquish-Request IE should identify MASs in one or more unsafe DRP |Es.
THe Reason Code of the Relinquish Request Control field should be set to a valid Reason Code indicating
the reason for requesting the identified MASSs.

If p device receives a beacon“that contains a Relinquish Request IE with Target DevAddr set t¢ its own
DgvAddr that identifies MASS it includes in an unsafe DRP IE, it shall:

¢ | Modify its DRP IEs-t0 remove the identified MASSs; or

¢ [ Modify its DRPJIEs such that the Unsafe bit in any DRP IE that includes one or more identifiefl MAS is
set to ZERO per the previous rules in this Clause.

THe deviceyshall make this adjustment within mUnsafeReleaseLimit superframes after first receiving the
Relinquish'Request IE.

If fdevice requests a neighbour to release MASs in an unsafe DRP IE, the device shall not incluqie a new
unsafe DRP IE In its beacon or change a DRP IE to set the Unsafe bit to ONE until mOwnerUnsafeHoldoff
has passed.

If a device includes an unsafe DRP IE in its beacon and it receives a Relinquish Request IE that identifies
MASSs included in the DRP IE, it shall not include a new unsafe DRP IE in its beacon or change a DRP IE to
set the Unsafe bit to ONE until the neighbour requesting release establishes a new DRP IE or
mTargetUnsafeHoldoff has passed.

B.3 PCA reservations

If a device initiates frame transactions in PCA reservations established by its neighbours, it should also
establish PCA reservations that include the MASs it uses. A device shall not initiate frame transactions in
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