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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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stract

is specification provides guidance on the proper encoding of

responses to OAuth 2.0 Authorization Requests in which the request
uses a Response Type value that includes space characters.

Furthermore, this specification registers several hew Response Type
values in the OAuth Authorization Endpoint Response Types registry.

Th

i$ specification also defines a Response Mode Authorization Request

pargameter that informs the Authorization Server of the mechanism to

be

sed for returning Authorization Response parameters from the

Authorization Endpoint.
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Information technology — OpenID Connect — OAuth 2.0
Multiple Response Type Encoding Practices

1. Introduction

1.1. Requirements Notation and Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL
NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED,""MAY", and

"OPTIONAL" in this document are to be interpreted,as described in RI
2119 [RFC2119].

In the .txt version of this document, values are quoted to indicate th:
they are to be taken literally. When using these values in protocol
messages, the quotes MUST NOT be used as part of the value. In theg
HTML version of this document, values to be taken literally are indica
by the use of this fixed-width font.

1.2. Terminology

This specification uses the terms "Access Token", "Authorization Code

"Authorization Endpoint", "Authorization Grant", "Authorization Servg
"Client", *Client Identifier", "Client Secret", "Protected Resource",
"Redirection URI", "Refresh Token", "Resource Owner", "Resource
Server", "Response Type", and "Token Endpoint" defined by OAuth 2
[REC6749] and the term "User Agent" defined by RFC 2616 [RFC261
This specification also defines the following terms:

Multiple-Valued Response Types

The OAuth 2.0 specification allows for registration of space-
separated response type parameter values. If a Response
Type contains one of more space characters (%20), it is
compared as a space-delimited list of values in which the
order of values does not matter.

© ISO/IEC 2024 - All rights reserved
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Response Mode

The Response Mode determines how the Authorization
Server returns result parameters from the Authorization
Endpoint. Non-default modes are specified using the
response mode request parameter. If response mode is
not present in a request, the default Response Mode
mechanism specified by the Response Type is used.

2. Response Types and Response Modes

Thg Response Type request parameter response type informs the
Authorization Server of the desired authorization processing flow,

incl

uding what parameters are returned from the endpoints used. The

Regponse Mode request parameter response modécinforms the
Authorization Server of the mechanism to be used for returning
Authorization Response parameters from the Authorization Endpoint.
Eagh Response Type value also defines a default Response Mode

me
reqg

2.1.

This
par

chanism to be used, if no Response Mode is specified using the
Lest parameter.

Response Modes

5 specification défines the following OAuth Authorization Request
pmeter:

response-mode

OPTIONAL. Informs the Authorization Server of the
mechanism to be used for returning Authorization Response

parameters from the Authorization Endpoint. This use of this

TO

TO

parameter is NOT RECOMMENDED with a value that specifies
the same Response Mode as the default Response Mode for
the Response Type used.

© ISO/IEC 2024 - All rights reserved
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This specification defines the following Response Modes, which are
described with their response mode parameter values:

query

In this mode, Authorization Response parameters are
encoded in the query string added to the redirect uri
when redirecting back to the Client.

rragment

In this mode, Authorization Response parameters @re
encoded in the fragment added to the redirect uriwhen

redirecting back to the Client.

For purposes of this specification, the default Response Mode for the
OAuth 2.0 code Response Type is the query encoding. For purposes pf
this specification, the default Response Mode for-the OAuth 2.0 token
Response Type is the fragment encoding.

See OAuth 2.0 Form Post Response Mode{OAuth.Post] for an example
of a specification that defines an additional Response Mode. Note that it
is expected that additional Response Modes may be defined by other
specifications in the future, including possibly ones utilizing the HTMU5
postMessage API and Cross Origin*Resource Sharing (CORS).

2.2. Multiple-Valued-Response Types TOC

When a multiple-valued Response Type is defined, it is RECOMMENDED
that the folowing encoding rules be applied for the issued response
from the‘Authorization Endpoint.

1”4

All parameters returned from the Authorization Endpoint SHOULD us¢
the:Same Response Mode. This recommendation applies to both succgss
and error responses.

Rationale: This significantly simplifies Client parameter processing. It
also can have positive performance benefits, as described below.

For instance, if a response includes fragment encoded parts, a User
Agent Client component must be involved to complete processing of the
response. If a new query parameter is added to the Client URI, it will
cause the User Agent to re-fetch the Client URI, causing discontinuity of
operation of the User Agent based Client components. If only fragment
encoding is used, the User Agent will simply reactivate the Client
component, which can then process the fragment and also convey any

© ISO/IEC 2024 - All rights reserved
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parameters to a Client host as necessary, e.g., via XmlIHttpRequest.
Therefore, full fragment encoding always results in lower latency for
response processing.

3. IpTokenResponseType —————————————— S0

Thi$ section registers a new Response Type, the id token, in
accprdance with the stipulations in the OAuth 2.0 specification, Section
8.4 The intended purpose of the id token is that it MUST provide an
assertion of the identity of the Resource Owner as understood by the
Authorization Server. The assertion MUST specify a targete@ audience,
e.g| the requesting Client. However, the specific semantics  of the
assertion and how it can be validated are not specified.in this
dogument.

id_token

When supplied as the responseXtype parameter in an
OAuth 2.0 Authorization Request, a successful response
MUST include the parameter id token. The Authorization
Server SHOULD NOT returh an OAuth 2.0 Authorization
Code, Access Token, or Access Token Type in a successful
response to the grant-request. If a redirect uri is
supplied, the User Agent SHOULD be redirected there after
granting or denying access. The request MAY include a
state parameter, and if so, the Authorization Server MUST
echo its value)as a response parameter when issuing either
a successful response or an error response. The default
Response’Mode for this Response Type is the fragment
encoding and the query encoding MUST NOT be used. Both
successful and error responses SHOULD be returned using
the supplied Response Mode, or if none is supplied, using
the default Response Mode.

Returning the id token in a fragment reduces the likelihood that the
id token leaks during transport and mitigates the associated risks to
the privacy of the user (Resource Owner).

© ISO/IEC 2024 - All rights reserved
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4. None Response Type TOC

This section registers the Response Type none, in accordance with the
stipulations in the OAuth 2.0 specification, Section 8.4. The intended
purpose is to enable use cases where a party requests the Authorization
Servertoregisteragrantof-accesstoaProtectedResourceonbehatf of
a Client but requires no access credentials to be returned to the Client
at that time. The means by which the Client eventually obtains the
access credentials is left unspecified here.

One scenario is where a user wishes to purchase an application from|a
market, and desires to authorize application installation.and grant th¢
application access to Protected Resources in a single\step. However,
since the user is not presently interacting with the(not yet active)
application, it is not appropriate to return access credentials
simultaneously in the authorization step.

19%4

none

When supplied as the regponse type parameter in an
OAuth 2.0 Authorization ‘Request, the Authorization Server
SHOULD NOT return_an OAuth 2.0 Authorization Code,
Access Token, Access Token Type, or ID Token in a
successful respofse to the grant request. If a
redirect uritis supplied, the User Agent SHOULD be
redirected there after granting or denying access. The
request MAY include a state parameter, and if so, the
Authorization Server MUST echo its value as a response
parameter when issuing either a successful response or an
error- response. The default Response Mode for this
Response Type is the query encoding. Both successful and
error responses SHOULD be returned using the supplied
Response Mode, or if none is supplied, using the default
Response Mode.

The Response Type none SHOULD NOT be combined with other
L_Response Types.

© ISO/IEC 2024 - All rights reserved
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5. Definitions of Multiple-Valued Response Type Combinations

This section defines combinations of the values code, token, and
id token, which are each individually registered Response Types.

cade token

TOC

When supplied as the value for the response type
parameter, a successful response MUST include an Access
Token, an Access Token Type, and an Authorization Code!:
The default Response Mode for this Response Type is-the
fragment encoding and the query encoding MUST NOT"be
used. Both successful and error responses SHQULD be
returned using the supplied Response Mode, or-if. none is
supplied, using the default Response Mode.

code id_token

When supplied as the value for .the response type
parameter, a successful response«:MUST include both an
Authorization Code and an id_token. The default Response
Mode for this Response Type is‘the fragment encoding and
the query encoding MUST NOT be used. Both successful and
error responses SHOULD~be returned using the supplied
Response Mode, or if hone is supplied, using the default
Response Mode.

id_token token

When supplied as the value for the response type
parameter,: a successful response MUST include an Access
Token,Zan Access Token Type, and an id token. The
default Response Mode for this Response Type is the
fragment encoding and the query encoding MUST NOT be
used. Both successful and error responses SHOULD be
returned using the supplied Response Mode, or if none is
supplied, using the default Response Mode.

code 1d_token token

When supplied as the value for the response type
parameter, a successful response MUST include an
Authorization Code, an id token, an Access Token, and an
Access Token Type. The default Response Mode for this
Response Type is the fragment encoding and the query
encoding MUST NOT be used. Both successful and error
responses SHOULD be returned using the supplied Response

© ISO/IEC 2024 - All rights reserved
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Mode, or if none is supplied, using the default Response
Mode.

For all these Response Types, the request MAY include a state
parameter, and if so, the Authorization Server MUST echo its value as a

response parameter when issuing either a successful response or an
error response.

iccnnd/racaivad by Hh
ToouUuLTuU/ T UL UTrvou lJy il

e £ afple—as
ith extra line breaks for display purposes only) is:

(]

GET /authorize?
response type=id token%20token
&client id=s6BhdRkgt3
&redirect uri=https$3A%2F%2Fclient.example.orgs2F
&state=af0ifjsldkj HTTP/1.1

Host: server.example.com

@)
o

HTTP/1.1 302 Found

Location: https://client.example.org/cb#

access token=S1AV32hkKG

&token type=bearer

&id token=eyJ0 ... NiJ9,eyJlc ... I6IjIifX0.DeWt4Qu
ZXs0

gexpires 1in=3600

&state=af0ifjsldkj

6. IANA Considerations

6.1:-0Auth Authorization Endpoint Response Types Registration

This specification registers the response type values defined by this
specification in the IANA OAuth Authorization Endpoint Response Types
registry defined in RFC 6749 [RFC6749].

© ISO/IEC 2024 - All rights reserved
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TOC

Response Type Name: id token

Change Controller: OpenlID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

Specification Document(s):
http://openid.net/specs/oauth-v2-multiple-response-
types-1_0.html

Response Type Name: none

Change Controller: OpenID Foundation ArtifactBinding
Working Group - openid-specs-ab@lists.openid.het

Specification Document(s):
http://openid.net/specs/oauth-v2-multiple-response-
types-1_0.html

Response Type Name: code token

Change Controller: OpenID:Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

Specification Document(s):
http://openid.net/specs/oauth-v2-multiple-response-
types-1_0.html

Response Type Name: code id token

Change €ontroller: OpenlID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

Specification Document(s):
http://openid.net/specs/oauth-v2-multiple-response-
types-1_0.html

Response Type Name: id token token

Change Controller: OpenlID Foundation Artifact Binding

Working Group - openid-specs-ab@lists.openid.net

Specification Document(s):
http://openid.net/specs/oauth-v2-multiple-response-
types-1_0.html

Response Type Name: code id token token

Change Controller: OpenlID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net
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