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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Abstract

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0
protocol. It enables Clients to verify the identity of the End-User based
on the authentication performed by an Authorization Server, as well as
to obtain basic profile information about the End-User in an
interoperable and REST-like manner.

This$ specification defines a logout mechanism that uses direct back-
channel communication between the OP and RPs being logged out; this
differs from front-channel logout mechanisms, which communicate
logput requests from the OP to RPs via the User Agent.

© ISO/IEC 2024 - All rights reserved
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Information technology — OpenID Connect — OpenlID
Connect Back-Channel Logout 1.0 incorporating errata set 1

1. Introduction TOC

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0
[RFC6749] protocol. It enables Clients to verify the identity of the End-

User based on the authentication performed by an Authorization'Seryer,
as well as to obtain basic profile information about the End-User in an
interoperable and REST-like manner.

This specification defines a logout mechanism that usés direct back-
channel communication between the OP and RPs being logged out; th
differs from front-channel logout mechanisms, which communicate
logout requests from the OP to RPs via the User;Agent.

S

An upside of back-channel communication-is’that it can be more religble
than communication through the User Agent, since in the front-channel,
the RP's browser session must be active for the communication to
succeed. (If the RP's browser tab was subsequently used to navigate|to
an unrelated page, the RP sessionwill be active unless the user uses
the back button to return to it.)Both the OpenID Connect Session

Management 1.0 [OpenID.Session] and OpenlID Connect Front-Channel
Logout 1.0 [OpenID.Front€hannel] specifications use front-channel
communication, which communicate logout requests from the OP to RPs
via the User Agent.

A downside of back-channel communication is that the session state
maintained between the OP and RP over the front-channel, such as

cookies and-HTMLS local storage, are not available when using back-
channel ecommunication. As a result, all needed state must be explicitly
communicated between the parties. Furthermore, RPs must implemept
an application-specific method of terminating RP sessions with the OF
upon receiving back-channel logout requests; this can be more
complicated than simply clearing cookies and HTMLS5 local storage state,

amhich ic Aaftan Al that hac +A harnnAan +A imanlAr~ AN Ir\flf\llt N racnonco to
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front-channel logout requests.

Another significant limitation of back-channel logout is that the RP's
back-channel logout URI must be reachable from all the OPs used. This
means, for instance, that the RP cannot be behind a firewall or NAT
when used with public OPs.

© ISO/IEC 2024 - All rights reserved
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The OpenID Connect RP-Initiated Logout 1.0 [OpenID.RPInitiated]
specification complements these specifications by defining a mechanism
for a Relying Party to request that an OpenlID Provider log out the End-
User.

This specification can be used separately from or in combination with
OpenID Connect RP-Initiated Logout 1.0, OpenID Connect Session
Management 1.0, and/or OpenID Connect Front-Channel Logout 1.0.

Thg previous version of this specification is:

e OpenID Connect Back-Channel Logout 1.0 (final)
[OpenID.BackChannel.Final]

1.1.| Requirements Notation and Conventions TOC

Thg key words "MUST", "MUST NOT", "REQUIREDY, "SHALL", "SHALL
NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT
RECOMMENDED", "MAY", and "OPTIONAL" in‘this document are to be
intgrpreted as described in RFC 2119 [REC2119].

In fhe .txt version of this specificationy values are quoted to indicate
that they are to be taken literally, When using these values in protocol
mesgsages, the quotes MUST NOT.be used as part of the value. In the
HTML version of this specification, values to be taken literally are
indicated by the use of this fixed-width font.

1.2.| Terminology TOC

This specification uses the terms "Authorization Server", "Client", and

"Client\Identifier" defined by OAuth 2.0 [RFC6749], the term "User
AgeEnt—deﬁﬁed—by—R-FH—Z%e—&FeH&Gﬂr&re—tefm—Sesﬁeh—ahdi

"Session ID" defined by OpenID Connect Front-Channel Logout 1.0
[OpenlID.FrontChannel] and the terms defined by OpenID Connect Core
1.0 [OpenlID.Core] and JSON Web Token (JWT) [JWT].

This specification also defines the following term:

Logout Token

JSON Web Token (JWT) [JWT] similar to an ID Token that
contains Claims about the logout action being requested.

© ISO/IEC 2024 - All rights reserved
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2. Back-Channel Logout

2.1. Indicating OP Support for Back-Channel Logout

If the OpenID Provider supports OpenID Connect Discovery 1.0

[OpenlID.Discovery], it uses this metadata value to advertise its supp

for back-channel logout:

backchannel_logout_supported

OPTIONAL. Boolean value specifying “whether the OP

supports back-channel logout, with £ rue indicating support.
If omitted, the default value is fadse.

It SHOULD also register this related metadata value:

backchannel_logout_session_supported

The sid (session-ID) Claim used in ID Tokens and as a Logout Token

OPTIONAL. Boolean-\value specifying whether the OP can
pass a sid (sessief’ID) Claim in the Logout Token to identify
the RP session-with the OP. If supported, the sid Claim is

also included in ID Tokens issued by the OP. If omitted, the
default value is false.

parameter has-the following definition (which is identical to the

corresponding definition in OpenID Connect Front-Channel Logout 1.

ort

[OpenID.FrontChannel]):

sid

OPTIONAL. Session ID - String identifier for a Session. This

ranracantc 3 CSaccinn nf 3 llcar Aaant or davica for a3 loaaad
e O+ e gertor—aevree

PreoTTito oo TooToOTT T A== S ) T U aroggctT

in End-User at an RP. Different sid values are used to
identify distinct sessions at an OP. The sid value need only
be unique in the context of a particular issuer. Its contents
are opaque to the RP. Its syntax is the same as an OAuth
2.0 Client Identifier.

© ISO/IEC 2024 - All rights reserved
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2.2. Indicating RP Support for Back-Channel Logout TOC

Relying Parties supporting back-channel-based logout register a back-
channel logout URI with the OP as part of their client registration.

The_back-channel logout URT MUST be an absolute URI as defined by
Sedtion 4.3 of [RFC3986]. The back-channel logout URI MAY include an
apdlication/x-www-form-urlencoded formatted query component,
per|Section 3.4 of [REFC3986], which MUST be retained when adding
additional query parameters. The back-channel logout URI MUST NOT
include a fragment component.

If the RP supports OpenID Connect Dynamic Client Registration 1.0
[OpenlID.Registration], it uses this metadata value to register the back-
channel logout URI:

backchannel_logout_uri

OPTIONAL. RP URL that will cause the RP to log itself out
when sent a Logout Token by the OR-This URL SHOULD use
the https scheme and MAY contain port, path, and query
parameter components; however, it MAY use the http
scheme, provided that the Client Type is confidential, as

defined in Section 2.1 of OAuth 2.0 [RFC6749], and provided
the OP allows the use.of http RP URIs.

It YHOULD also register this.related metadata value:

backchannel_logout/session_required

OPTIONAL. Boolean value specifying whether the RP
requires that a sid (session ID) Claim be included in the
Logout Token to identify the RP session with the OP when
the backchannel logout uri is used. If omitted, the
default value is false.

2.3. Remembering Logged-In RPs TOC

OPs supporting back-channel logout need to keep track of the set of
logged-in RPs so that they know what RPs to contact at their back-
channel logout URIs to cause them to log out. Some OPs track this state

© ISO/IEC 2024 - All rights reserved
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using a "visited sites" cookie. OPs are encouraged to send logout
requests to them in parallel.

2.4. Logout Token TOC
OPs send a JWT similar to an ID Token to RPs called a Logout Token to
request that they log out. ID Tokens are defined in Section 2 of
[OpenlID.Core].
The following Claims are used within the Logout Token:
iss
REQUIRED. Issuer Identifier, as specified in Section 2 of
[OpenID.Core].
sub
OPTIONAL. Subject Identifier;oas specified in Section 2 of
[OpenID.Core].
aud
REQUIRED. Audience(s), as specified in Section 2 of
[OpenID.Core].
iat
REQUIRED. Issued at time, as specified in Section 2 of
[OpeniD.Core].
exp
REQUIRED. Expiration time, as specified in Section 2 of
[OpenID.Core].
jti
REQUIRED. Unique identifier for the token, as specified in
Section 9 of [OpenID.Core].
events

REQUIRED. Claim whose value is a JSON object containing
the member name
http://schemas.openid.net/event/backchannel-

logout. This declares that the JWT is a Logout Token. The

© ISO/IEC 2024 - All rights reserved
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corresponding member value MUST be a JSON object and
SHOULD be the empty JSON object {}.

sid

OPTIONAL. Session ID - String identifier for a Session. This
represents a Session of a User Agent or device for a logged-
in End-User at an RP. Different sid values are used to

identify distinct sessions at an OP. The sid value need only

AL

be unique in the context of a particular issuer. Its contents
are opaque to the RP. Its syntax is the same as an OAuth
2.0 Client Identifier.

pgout Token MUST contain either a sub or a sid Claim, and-MAY

contain both. If a sid Claim is not present, the intent is that@ll sessions

at t
loge

The

he RP for the End-User identified by the iss and sub Cldaims be
ped out.

following Claim MUST NOT be used within the Logout Token:

nonce

PROHIBITED. A nonce Claim MUST<NOT be present. Its use
is prohibited to make a Logout TeKen syntactically invalid if
used in a forged Authentication Response in place of an ID
Token.

Logout Tokens MAY contain other. Claims. Any Claims used that are not

undg

AL
key
TokK
(iss
of ]

It ig
acc
of 1

erstood MUST be ignored:

pbgout Token MUST be.sighed and MAY also be encrypted. The same
s are used to sign and encrypt Logout Tokens as are used for ID
ens. If the Logout Token is encrypted, it SHOULD replicate the iss
uer) claim in the JWT Header Parameters, as specified in Section 5.3

JWT].

5 RECOMMENDED that Logout Tokens be explicitly typed. This is
pmplished by including a typ (type) Header Parameter with a value
ogout+jwt in the Logout Token. See Section 4.1 for a discussion of

the

security and interoperability considerations of using explicit typing.

NOTE: The Logout Token is compatible with the Security Event Token

(SE

T) [RFEC8417] specification, but uses a more specific typ (type)

value.

A non-normative example JWT Claims Set for a Logout Token follows:

{

"iss": "https://server.example.com",
"sub": "248289761001",

© ISO/IEC 2024 - All rights reserved
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"aud": "s6BhdRkgt3",
"iat": 1471566154,
"exp": 1471569754,

"jti" : "bWJq"’
"sid": "08a5019c-17el1-4977-8f42-65a12843ea02",
"events": {

"http://schemas.openid.net/event/backchannel-
logout": {}
}

}

2.5. Back-Channel Logout Request

The OP uses an HTTP POST to the registered back=channel logout UR
trigger the logout actions by the RP. The POST body uses the
application/x-www-form-urlencoded encoding and must include a
logout token parameter containing a Logout Token from the OP for
RP identifying the End-User to be logged out.

The POST body MAY contain other values in addition to logout toke

Values that are not understood by:‘the implementation MUST be
ignored.

The following is a hon-normative example of such a logout request (v
most of the Logout Token contents omitted for brevity):

POST /baekchannel logout HTTP/1.1
Host: Xp.example.org
Content-Type: application/x-www—-form-urlencoded

TOC

[ to

the

vith

Yogout token=eyJhbGci ... .eyJpc3Mi ... .T3BlbklE .|..

The OP-should not retransmit a Back-Channel Logout Request unless
the ‘OP suspects that previous transmissions may have failed due to
potentially recoverable errors (such as network outage or temporary
service interruption at either the OP or RP). In this case, the OP

SHOULD delay retransmission for an appropriate amount of time to
avoid overwhelming the RP. In all other cases, the OP SHOULD NOT

retransmit a Back-Channel Logout Request. (Note that this is the same

retransmission logic as specified in Push-Based Security Event Token
(SET) Delivery Using HTTP [RFC8935].)

© ISO/IEC 2024 - All rights reserved
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2.6. Logout Token Validation

Upon receiving a logout request at the back-channel logout URI, the RP

MUST validate the Logout Token as follows:

1.

If the Logout Token is encrypted, decrypt it using the

TOC

keys and algorithms that the Client specified during
Registration that the OP was to use to encrypt ID
Tokens. If ID Token encryption was negotiated with the
OP at Registration time and the Logout Token is not
encrypted, the RP SHOULD reject it.

. Validate the Logout Token signature in the same 'way

that an ID Token signature is validated, with the
following refinements.

Validate the alg (algorithm) Header Parameter in the
same way it is validated for ID Tokens. Like ID Tokens,
selection of the algorithm used is governed by the

id token signing alg valu&s supported
Discovery parameter and the

id token signed respotise alg Registration
parameter when they aretused; otherwise, the value
SHOULD be the default'of RS256. Additionally, an alg
with the value noneUST NOT be used for Logout
Tokens.

Validate the iss, aud, iat, and exp Claims in the same
way they are validated in ID Tokens.

Verify that the Logout Token contains a sub Claim, a sid
Clair, or both.

< Verify that the Logout Token contains an events Claim

whose value is JSON object containing the member name
http://schemas.openid.net/event/backchannel-

logout.

. Verify that the Logout Token does not contain a nonce

Claim.

. Optionally verify that another Logout Token with the

same jti value has not been recently received.

. Optionally verify that the iss Logout Token Claim

matches the iss Claim in an ID Token issued for the

current session or a recent session of this RP with the
OP.

© ISO/IEC 2024 - All rights reserved
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10.Optionally verify that any sub Logout Token Claim
matches the sub Claim in an ID Token issued for the

current session or a recent session of this RP with the
OP.

11.Optionally verify that any sid Logout Token Claim
matches the sid Claim in an ID Token issued for the
current session or a recent session of this RP with the
OP.

If any of the validation steps fails, reject the Logout Token and returt
an HTTP 400 Bad Request error. Otherwise, proceed to perform the
logout actions.

2.7. Back-Channel Logout Actions

After receiving a valid Logout Token from<he OpenID Provider, the R
locates the session(s) identified by the iss and sub Claims and/or th
sid Claim. The RP then clears any state associated with the identifieg
session(s). The mechanism by which the RP achieves this is
implementation specific. If the .identified End-User is already logged (¢
at the RP when the logout request is received, the logout is considere
to have succeeded.

In the case that the RR’is also an OP serving as an identity provider t
downstream logged-in-sessions, it is desirable for the logout request
the RP to likewisectrigger downstream logout requests. This is achiev
by having the RR/OP send logout requests to its downstream RPs as
part of its logout actions.

Refresh tokens issued without the offline access property to a
session being logged out SHOULD be revoked. Refresh tokens issued

with{the offline access property normally SHOULD NOT be revoked.

put
d

lo)
to
~d

2.8. Back-Channel Logout Response

If the logout succeeded, the RP MUST respond with HTTP 200 OK.

However, note that some Web frameworks will substitute an HTTP 204

No Content response for an HTTP 200 OK when the HTTP body is
empty. Therefore, OPs should be prepared to also process an HTTP 2
No Content response as a successful response.

© ISO/IEC 2024 - All rights reserved
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If the logout request was invalid or the logout failed, the RP MUST
respond with HTTP 400 Bad Request. The response MAY include an
HTTP body consisting of a JSON object with error and

error description parameters conveying the nature of the error that
occurred, which can assist with debugging. These error response
parameters are used as specified in Section 5.2 of OAuth 2.0
[RFC6749]. Like in OAuth 2.0, the parameters are included in the
entity-body of the HTTP response using the application/json media
typge. Also like in OAuth 2.0, the error parameter is REQUIRED when a
response body is present and the error description parameter is
OPTIONAL. An error value of invalid request MAY be used to
indicate that there was a problem with the syntax of the logout request.
Note that the information conveyed in the response body is intended to
help debug deployments; it is not intended that implementations use
different error values to trigger different runtime behaviots:

Thg RP's response SHOULD include the cache-ContreNHTTP response
hegder field with a no-store value, keeping the response from being
cached to prevent cached responses from interfeting with future logout
requests. An example of this is:

Cache-Control: no-store

3. Implementation Considerations TOC

This specification defines features used by both Relying Parties and
OpenID Providers that-choose to implement Back-Channel Logout. All of
thege Relying Parties’and OpenID Providers MUST implement the
features that aré’listed in this specification as being "REQUIRED" or are
degcribed with-a "MUST". No other implementation considerations for
implementations of Back-Channel Logout are defined by this
specification.

4. Security Considerations TOC

The signed Logout Token is required in the logout request to prevent
denial of service attacks by enabling the RP to verify that the logout
request is coming from a legitimate party.

© ISO/IEC 2024 - All rights reserved
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The kinds of Relying Parties that can be logged out by different
implementations will vary. Implementations should make it clear, for
instance, whether they are capable of logging out native applications
only Web RPs.

OPs are encouraged to use short expiration times in Logout Tokens,
preferably at most two minutes in the future, to prevent captured
Logout Tokens from being replayable.

or

4.1. Cross-JWT Confusion

As described in Section 2.8 of [RFC8725], attackers.may attempt to

a JWT issued for one purpose in a context that it was not intended fof.

The mitigations described for these attacks can‘be applied to Logout
Tokens.

One way that an attacker might attempt.te repurpose a Logout Tokel
to try to use it as an ID Token. As described in Section 2.4, inclusion
a nonce Claim in a Logout Token is pfohibited to prevent its misuse 3
an ID Token.

Another way to prevent cross-JWT confusion is to use explicit typing,
described in Section 3.11 of\[RFC8725]. One would explicitly type a
Logout Token by including a typ (type) Header Parameter with a valt
of logout+jwt (which is’registered in Section 5.3.1. Note that the
application/ portion of the application/logout+jwt media type
name is omitted-when used as a typ Header Parameter value, as
described in the typ definition in Section 4.1.9 [JWS]. Including an
explicit type.in issued Logout Tokens is a best practice. Note howeve
that requiring explicitly typed Logout Tokens will break most existing
deployments, as existing OPs and RPs are already commonly using
untyped Logout Tokens. However, requiring explicit typing would be
geod idea for new deployment profiles where compatibility with exist
deployments is not a consideration.
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5. IANA Considerations TOC

5.1. OAuth Dynamic Client Registration Metadata Registration ﬁ

This specification registers the following client metadata definitions.in
the|IANA "OAuth Dynamic Client Registration Metadata" registry
[IANA.OAuth.Parameters] established by [RFC7591]:

5.1.[1. Registry Contents TOC

o Client Metadata Name: backghannel logout uri

e Client Metadata Description: RP URL that will cause the
RP to log itself out when’sent a Logout Token by the OP

e Change Controller; "OpenID Foundation Artifact Binding
Working Group_-(openid-specs-ab@lists.openid.net

e Specification Document(s): Section 2.2 of this
specification

o Client Metadata Name:
backchannel logout session required

o { Client Metadata Description: Boolean value specifying
whether the RP requires that a sid (session ID) Claim be
included in the Logout Token to identify the RP session
with the OP when the backchannel logout uri is
used

e Change Controller: OpenlID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

e Specification Document(s): Section 2.2 of this
specification

© ISO/IEC 2024 - All rights reserved
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5.2. OAuth Authorization Server Metadata Registry TOC
This specification registers the following metadata names in the IANA
"OAuth Authorization Server Metadata" registry
[IANA.OAuth.Parameters] established by [RFC8414].

TOC

5.2.1. Registry Contents

e Metadata Name: backchannel logout “Supported

e Metadata Description: Boolean value.specifying whether
the OP supports back-channel lpgout, with true

indicating support

e Change Controller: Openlb-Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

e Specification Document(s): Section 2.1 of this
specification

« Metadata Name:
backchanpgel logout session supported

e Metadata Description: Boolean value specifying whether
the<OP can pass a sid (session ID) Claim in the Logout
Token to identify the RP session with the OP

+.—Change Controller: OpenID Foundation Artifact Binding
Working Group - openid-specs-ab@lists.openid.net

e Specification Document(s): Section 2.1 of this
specification
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