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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

High-quality software products and computer systems are crucial to stakeholders. Quality models,
quality requirements, quality measurement, and quality evaluation are standardized within the
International Standards on SQuaRE, see Annex A for further information.

Al systems require additional properties and characteristics of systems to be considered, and
stakeholders have varied needs. Al systems have different properties and characteristics. For example,
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systems can:

replace human decision-making;

be based on noisy, or incomplete data;
be probabilistic;

adapt during operation.

cording to ISO/IEC TR 24028,[2] trustworthiness has been understood andtreated as both a
canizational process as well as a non-functional requirement specifying emergent propsd
stem — that is, a set of inherent characteristics with their attributes — within the context
use as indicated in ISO/IEC 25010.

D/IEC TR 24028 discusses the applicability to Al systems of that have been developed for con
ftware. According to ISO/IEC TR 24028, does not sufficiently address the data-driven unpi
ture of Al systems. While considering the existing body of work, ISO/IEC TR 24028 ider
ed for developing new International Standards for Aksystems that can go beyond the chara
d requirements of conventional software development.

D/IEC TR 24028 contains a related discussion on different approaches to testing and ¢
Al systems. It states that for testing of an-Al system, modified versions of existing soft
rdware verification and validation techfiiques are needed. It identifies several conceptual d
tween many Al systems and conventional systems and concludes that “the ability of the [A
achieve the planned and desired result ... may not always be measurable by conventional af
software testing”. Testing of Al systems is addressed in ISO/IEC TR 29119-11:2020.[3]

is document outlines an~application-specific Al system extension to the SQuaRE qual
ecified in ISO/IEC 25010:

specified for thezevaluation of task fulfilment.

e quality model is considered from two perspectives, product quality as described in Cla
ality in usedn Clause 6. The relevance of these terms is explained, and links to other standa
liverablese.g. the ISO/IEC 24029 series[#I[3]) are highlighted.
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systems perform tasks. One or more tasks can be defined for an Al system. Quality requirements can
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D/IEC'25012:2008[6] contains a model for data quality that is complementary to the model dlefined in
s document. [SQ/IEC 25012:2008 is being extended for Al systems by the ISQ/IEC 5259 series.[zl
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Software engineering — Systems and software Quality
Requirements and Evaluation (SQuaRE) — Quality model
for Al systems

1
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is document outlines a quality model for Al systems and is an application-specifie., ext
e standards on SQuaRE. The characteristics and sub-characteristics detailed in thee|modg

copsistent terminology for specifying, measuring and evaluating Al system qualitys Fhe charg

an
st

2
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d sub-characteristics detailed in the model also provide a set of quality charactebistics agai
hted quality requirements can be compared for completeness.

Normative references

e following documents are referred to in the text in such a waythat some or all of thei

ension to
| provide
cteristics
hst which

r content

copstitutes requirements of this document. For dated referencés, only the edition cited applies. For
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dated references, the latest edition of the referenced document (including any amendmentg

D/IEC 25010:2011, Systems and software engineering < Systems and software Quality Req
d Evaluation (SQuaRE) — System and software qualityinodels

D/IEC 22989:2022, Information technology — Artificial intelligence — Artificial intelligencé
d terminology

D/IEC 23053:2022, Framework for Artificiabntelligence (Al) Systems Using Machine Learning

Terms and definitions

Far the purposes of this decument, the terms and definitions given in ISO/IEC 22

IS
IS

3.
3.

D/IEC 23053:2022 and the-following apply.
D and [EC maintain terminology databases for use in standardization at the following addrg

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electrgpedia: available at https://www.electropedia.org/

1 General

L1

) applies.

liirements

concepts

(ML)

p89:2022,

SSes:

m

EasHEeHOtH
e-HouH

variable to which a value is assigned as the result of measurement

Note 1 to entry: The term “measures” is used to refer collectively to base measures, derived measures, and
indicators.

[SOURCE: ISO/IEC/IEEE 15939:2017, 3.15]

3.1.2
measure, verb
make a measurement

[SOURCE: ISO/IEC 25010:2011, 4.4.6]
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software quality measure

measure

of internal software quality, external software quality or software quality in use

Note 1 to entry: Internal measure of software quality, external measure of software quality or software quality
in use measure are described in the quality model in ISO/IEC 25010.

[SOURCE: ISO/IEC 25040:2011, 4.61]

3.14
risk tre
protectiv
action or

[SOURCE
3.1.5

transparnency

degree to

Note 1 to

componenits, procedures, measures, design goals, design choices and assumptions.

3.2 Pro¢duct quality

3.21
user con
degree to

3.2.2
function
degree to

actions, ajnd use that information in future predictions

ment measure

b measure
means to eliminate hazards or reduce risks

[SO/IEC Guide 51:2014, 3.13, modified — change reduction to treatment.]

which appropriate information about the Al system is communicated tofelevant stakeholdg

entry: Appropriate information for Al system transparency can include aspects such as featur

[rollability
which a user can appropriately intervene in an Alsystem’s functioning in a timely manner

h] adaptability
which an Al system can accurately acquire information from data, or the result of previo

de

nt

3.2.3

functiongl correctness

degree tofwhich a product or system.provides the correct results with the needed degree of precisiof
Note 1 to|entry: Al systems, and particularly those using machine learning models, do not usually prov
functionallcorrectness in all obsefved circumstances.

[SOURCE{ISO/IEC 25010:2011, 4.2.1.2, modified — Note to entry added.]

3.2.4

intervenpbility

degree to which.anvoperator can intervene in an Al system’s functioning in a timely manner to prevg
harm or Qazard

3.2.5

robustness

degree to which an Al system can maintain its level of functional correctness under any circumstances

© ISO/IEC 2023 - All rights reserved
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3.3 Quality in use

3.3.1
societal and ethical risk mitigation

degree to which an Al system mitigates potential risk to society

ISO/IEC 25059:2023(E)

Note 1 to entry: Societal and ethical risk mitigation includes accountability, fairness, transparency and
explainability, professional responsibility, promotion of human value, privacy, human control of technology,
community involvement and development, respect for the rule of law, respect for international norms of
behaviour and labour practices.

4| Abbreviated terms
Al artificial intelligence
ML machine learning
5( Product quality model
5.1 General
An Al system product quality model is detailed in Figure 1. The'model is based on a modified yersion of
a general system model provided in ISO/IEC 25010. New arfd modified sub-characteristics are jdentified
uging a lettered footnote. Some of the sub-characteristics have different meanings or contexts as
compared to the ISO/IEC 25010 model. The modifications, additions and differences are degcribed in
thjs clause. The unmodified original characteristiessare part of the Al system product model{and shall
bq interpreted in accordance with ISO/IEC 25010,
Al system product
quality
Fu1.1cti<.)r.131 Perf(.)r.mance Comipatibility Usability Reliability Security Maintainability Pprtability
suitability efficiency
Functional Time behaviour| | Co-existence | |Appropriateness Maturity Confidentiality Modularity Injtallability
let recognisabilit
ormpleteness Resource [nteroperability] & Y Availability Integrity Reusability Replaceability
Functional ufilisation Learnabiility
orrectness ™ Fault tolerance| [Non-repudation| | Analysability Adaptability
Capacity Operability
Functional Recoverability | | Accountability | | Modifiability
Afjpropriateness User error - s
protection Robustness Authenticity Testability
Funetional . ‘. .
daptability 2 User interface [ntervenability 3
aesthetics
Accessibility
User
contrallability 2
Transparency 2

a

m

New sub-characteristics.

Modified sub-characteristics.

Figure 1 — Al system product quality model

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=c3fa8d17b95463fe44c3c35209b07fbe

ISO/IEC 25059:2023(E)

Each of these modified or new sub-characteristics are listed in the remainder of this clause.

5.2 User controllability

User controllability is a new sub-characteristic of usability. User controllability is a property of an Al
system such that a human or another external agent can intervene in its functioning in a timely manner.
Enhanced controllability is helpful if unexpected behaviour cannot be completely avoided and that can
lead to negative consequences.

User controllability is related to controllability, which is described in ISO/IEC 22989:2022, 5.12.

5.3 Funpctional adaptability

Functional adaptability is a new sub-characteristic of functional suitability. Functional adaptability|of
an Al system is the ability of the system to adapt itself to a changing dynamic environmentitis deployed
in. Al sysftems can learn from new training data, production data and the results ofprevious actions
taken by [the system. The concept of functional adaptability subsumes that of continuous learning, [as
defined i ISO/IEC 22989:2022, 5.11.9.2.

Continuopis learning is not a mandatory requirement for functional adaptability. For example| a
system that switches classification models based on events in its environment can also be considered
functiondlly adaptive.

Functiongl adaptability in Al systems is unlike other quality charaeteristics as there are system specific
consequefces that cannot be interpreted using a straight-line linear scale (e.g. bad to good). Generally,
higher fupctional adaptability can result in improvements forithe outcomes enacted by Al systems.

For some systems, high functional adaptability can cause*additional unhelpful outcomes to becomne
more lik¢ly based on the system’s previous choices.\Weightings of a decision path with relativ¢ly
high uncgrtainty, reinforced based on previous Al system decisions, can result in higher likelihood|of
unintendgd negative outcomes. In this fashion, functional adaptability can reinforce negative humpn
cognitivel|biases.

While copventional algorithms usually produice the same result for the same set of inputs, Al systems,
due to coptinuous learning, can exhibit différent behaviour and therefore can produce different resulfs.

5.4 Functional correctness

Functiongl correctness exists-in ISO/IEC 25010. The Al system product quality model amends the
descriptipn since Al systemrs, and particularly probabilistic ML methods, do not usually provide
functiondql correctness¢because a certain error rate is expected in their outputs. Therefore, it|is
necessary to measure‘¢orrectness and incorrectness carefully. Numerous measurements exist for these
purposes|in the context of ML methods and examples of these as applicable to a classification model chn
be found n ISOAEETS 4213.[11]

Additionglly, ‘there can be a trade-off between characteristics such as performance efficiency,}2]
robustnessZ3l and functional correctness

Annex C provides further information about why functional correctness is preferred to other terms
such as the more general performance to describe the correctness of the model.

5.5 Robustness

Robustness is a new sub-characteristic of reliability. It is used to describe the ability of a system to
maintain its level of functional correctness (see Annex C for discussion on the term performance) under
any circumstances including:

— the presence of unseen, biased, adversarial or invalid data inputs;

— external interference;

4 © ISO/IEC 2023 - All rights reserved
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— environmental conditions encompassing generalization, resilience, reliability;
— attributes related to the proper operation of the system as intended by its developers.

The proper operation of a system is important for the security of the system and safety of its
stakeholders in a given environment or context. Information about functional safety in the context of Al
systems can be found in ISO/IEC TR 5469:—1).[14]

Robustness is discussed in ISO/IEC TR 24028:2020, 10.7,[21 and methods for assessment are described
in ISO/IEC TR 24029-114] and defined in ISO/1EC 24029-2.[5]

5.6 Transparency

Trnsparency is sub-characteristic of usability in the product quality model and a sub-characeristic of
safisfaction in the quality in use model.

It [relates to the degree to which appropriate information about the Al system' is commuijicated to
stakeholders.

Trpnsparency of Al systems can help potential users of Al systems t0,choose a system t¢ fit their
refquirements, improving stakeholders’ knowledge about the applicability and the limitationf of an Al
system, and assisting with the explainability of Al systems.

The transparency information can include a description of-an Al system functionality, theg system’s
dgcomposition, interfaces, ML models used, training data, verification and validation data, performance
bgnchmarks, logs and the management practices of an organization responsible for the system.

Trpnsparent Al systems document, log or display their, internal processes using introspection|tools and
dqta files. The flow of data can be trackable at each'step, with applied decisions, exceptions jand rules
ddcumented. Log output can track processes in the pipeline as they permute data, as well as sy$tem level
calls. Errors are logged explicitly, particularljxid transform steps. Highly transparent Al systems can be
byilt of well-documented subcomponentswhose interfaces are explicitly described. The trarsparency
of|Al systems eases investigations of system malfunctions.

A| system with low transparency has internal workings which are difficult tg inspect
extternally. Unavailability of detailed processing records can impair testability and societal and ethical
impact assessment and risk treatment.

Ultimately, transparency. Jof Al systems contributes to establishing of trust, accopintability
arld communication.(among stakeholders. Some aspects of transparency are discpissed in
ISP/1EC TR 24028:2020, 10.2.2]

5.7/ Intervemability

The extentof intervenability can be determined depending on the scenarios where the Al system can
bg usedThe key to intervenability is to enable state observation and transition from an unpafe state
tolacsafe state. Operability is the degree to which an Al system has attributes that enable operjation and

Yol ahich aal o oo tho don ot of S AT curctana’c o s anfo sy Cosoan o d o o blt
C ICTUIL, VVIIICIT \/llll_llluoll‘l\ad CIIC lllllJ\.ll CUATICC Ul a1l 111 J)’J\r\'lllo UOCT ITIILC I ITAUCC, \J\.Illll_lul \Av Ea v Ullera 1 1 y,

intervenability is more fundamental from a quality perspective and is intended to prevent an Al system
from doing harm or hazard.

Intervenability is related to controllability, which is described in ISO/IEC 22989:2022, 5.15.5.

1) Under preparation. Stage at the time of publication ISO/IEC CD TR 5469:2023.
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6 Quality in use model

6.1 General

An Al system quality in use model is detailed in Figure 2. The model is based on a modified version of a
general quality in use model provided in ISO/IEC 25010. New sub-characteristics are identified using a
lettered footnote. Some of the sub-characteristics have different meanings or contexts as compared to
the ISO/IEC 25010 model. The additions and differences are described in this clause. The unmodified
characteristics are part of the quality in use model and shall be interpreted as defined in ISO/IEC 25010.

Al system
quality in use

Effectiveness Efficiency Satisfaction Freedc?m Context
from risk coverage
Effectiveness Efficiency Usefulness Economie risk Context
mitigation completeness
Trust
Health and Flexibility
Pleasure safety
risk mitigation
Comfort
Environment
Transpaiéncy risk mitigation
Societal and
ethical risk
mitigation @

a New qub-characteristics.

Figure 2 — Al system quality in use model

6.2 Sogietal and ethical risk mitigation

Societal gdnd ethical risk mitigation is a new sub-characteristic of freedom from risk.

ISO/IEC TR 24368:2022,[15] explores this topic and outlines the following themes:
— accountability;

— fairness and non-discrimination;

— transparency and explainability;

— professional responsibility;

— promotion of human values;

— privacy;

6 © ISO/IEC 2023 - All rights reserved
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— safety and security;

— human control of technology;

— community involvement and development;
— human-centred design;

— respect for the rule of law;

— respect for international norms of behaviour;

—| environmental sustainability;
— labour practices.

These themes should be considered along with the information in ISO/IEC TR 24368;with regprd to the
dgsirable characteristics of systems in order to mitigate societal and ethical risk.

Sdfety and security as well as sustainable environments are included ¢<within the existing SQuaRE
chlaracteristics health and safety risk mitigation, and environment risk\mitigation, and thegefore are
ndt outlined in this document.

Annex B describes how a risk-based approach relates to a quality;based approach and quality models
arld, through examples, demonstrates how the two can be useddn support of each other.

Bips, including in the context of fairness and non-discrimination, is described in ISO/IEC TR 2{+027.116]

6.3 Transparency

Trpnsparency is also a sub-characteristic of satisfaction in the product quality model. See 5.6 fpr further
information.

© ISO/IEC 2023 - All rights reserved 7
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SQuaRE

uaRE divisions

.1 (adapted from ISO/IEC 25000:2014[1) illustrates the organization of the~SQual
nal Standards, further called divisions.

Quality Model Division

ISO/IEC 2501n
Ql.lahty Quality Management Quall‘Fy
Requirements o Evaluation
Division Division Division
ISO/IEC 2303n [S0/IEC 2500n ISAYIEC 2304n

Quality Measurement
Division
ISO/IEC 2502n

Extension Division ISO/IEC 25050 to ISO/IEC 25099

Figure A.1 — Organization'ef SQuaRE International Standards

ons within SQuaRE are:

EC 2500n - Quality,-Management Division. The International Standards that fou
livision define all common models, terms and definitions further referred to by all otH
hational Standardsreldating to SQuaRE. The division also provides requirements and guidan
supporting functionthat is responsible for the management of the requirements, specificati
valuation of seftware product quality.

EC 2501n\*Quality Model Division. The International Standards that form this divisi
nt detailed quality models for computer systems and software products, quality in use a
Practieal guidance on the use of the quality models is also provided.

bhn
hd

IS0/

EC2502n - Quality Measurement Division. The International Standards that form this

division include a software product quality measurement reference model, mathematical definitions
of software quality measures, and practical guidance for their application. Examples are given
of internal and external measures for software quality and measures for quality in use. Quality

Meas

ure Elements (QME) forming foundations for these measures are defined and presented.

ISO/IEC 2503n - Quality Requirements Division. The International Standards that form this
division help specify quality requirements based on quality models and software quality measures.
These quality requirements can be used in the process of quality requirements elicitation for a
software product to be developed or as input for an evaluation process.

ISO/IEC 2504n - Quality Evaluation Division. The International Standards that form this division
provide requirements, recommendations and guidelines for software product evaluation, whether

© ISO/IEC 2023 - All rights reserved
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performed by evaluators, acquirers or developers. The support for documenting a measure as an
Evaluation Module is also present.

— ISO/IEC 25050 to ISO/IEC 25099 - SQuaRE Extension Division. These International Standards
currently include requirements for quality of Commercial Off-The-Shelf software and Common
Industry Formats for usability reports, as well as for this document.

© ISO/IEC 2023 - All rights reserved 9
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Annex B
(informative)

How a risk-based approach relates to a quality-based approach
and quality models

B.1 Geheral

Risk-basdd and quality-based approaches use two complementary methodologies to contribute to the
specificafion of systems requirements, developing systems in accordance with the requirements ahd
evaluatinig system functionality. In most cases a combined approach is necessary to cover all aspects|of
a specific|system behaviour. The applicability and exact use of each methodology relies on many factofs,
including} but not limited to the maturity of technologies in use, the role of the system in the value
chain, anfl the field of application. Such factors are taken into considerationwhen specifying prodyct
or regulafory requirements or a framework for the development and evaluation of a certain system|in
order to dchieve practical results and appropriately manage customer or.liser expectations.

Using a quality model is most effective in situations where quantifiable or clearly qualifiable system-
specific mheasures are established for all characteristics as well<asfor many sub-characteristics. Hor
mature technologies in a context of a specific application field; the values of the measures can pe
specified[as a part of the system requirements.

For new technologies or new applications, using a partial'quality model can still be effective in high
negative risk situations. In such cases, only the measurevalues for high negative risk sub-characteristics
are specified and evaluated.

For new :tr evolving technologies, software quality measures are often subject to active research ahd
collaboration between academia and industry.

A risk-baged approach is better suited for situations where quantifiable measures are not established
for many|characteristics or importantisub-characteristics. In addition, and by definition, a risk-basgd
approach|is uniquely suited to deal\with unexpected events.

B.2 Relationship withother International Standards

1SO 310001121 defines arisk management framework and process applicable to any kind of organizatipn
and any jctivity, inéluding decision-making at all levels. ISO/IEC 23894[18] is based on I1SO 31000j it
customizpes the risk management framework and process to managing risks to organizations ahd
projects dealingwith Al.

ISO/IEC 45010 defines two quality models. A product quality model contains characteristics and syb-
characteristics of a software or a computer system. A quality in use model contains characteristics and
sub-characteristics describing the interaction of a system with its environment. This can be viewed as
a two-layered approach with the product quality properties providing the foundation for many of the
properties demonstrated during the use of the product.

“Freedom from risk” is identified as one of the quality characteristics under the quality in use model.
Its sub-characteristics are called “risk mitigations” and correspond to common high-level societal
concerns about economy, health, safety, environment, and ethics. In comparison, according to the risk-
based approach, the essential societal properties related to economy, health, safety, environment, and
ethics are called “objectives”. Furthermore, in a risk-based approach, objectives are not limited to
societal considerations. They include all relevant engineering considerations, for example, those related
to system security, reliability, and transparency. Subsequently, for each identified objective, potential
risks are identified and mitigated by applying selected risk treatment measures or “controls”. Therefore,

10 © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=c3fa8d17b95463fe44c3c35209b07fbe

ISO/IEC 25059:2023(E)

each relevant property (societal, system, etc.) can be expressed both in terms of characteristics and in
terms of objectives.

B.3  Comparison of approaches

The main challenge of specifying or evaluating systems using a quality-based approach alone is that
quality sub-characteristics are often not specific enough and do not directly correspond to accepted
qualifying or quantifying measures.[19]

Looklng at’ falrness asan Al system quallty model sub characterlstlc bemg “fair” can carry drastically

' | e.l16l No
sipgle falrness measure exists to measure a system “falrness Moreover, the avallablllty and| maturity
of| fairness measures depends on the system type and the technology used. For example} fairness
measures for classification systems are better understood than fairness measures-for‘reinforcement
learning systems.

The risk-based approach allows the specification and assessment of objectives, including [those for
which no direct measures are available, by shifting the task to a set of new @bjectives. These ¢bjectives
dd not necessarily have corresponding measures. In a risk-based approach; potential negatiye effects,
sometimes referred to as repercussions or consequences, are identified and quantified or qualffied. As a
pqrt of risk treatment, risk sources leading to negative repercussionsare examined, and risk freatment
measures to reduce (or eliminate) the risk sources are selected.An iterative process of selection and
implementation of risk treatment measures and the assessmeit of the residual risk continueg until the
rigk is reduced to an acceptable level (as specified in the sysfern requirements).

In| comparison to the two defined quality models, risk management is a multi-layered fop-down
approach. This means that risk treatment measures ‘(or “controls”) at one layer selected |by a risk
management process become the objectives of a, ¥isk management process at a layer below. In turn,
these new objectives correspond to a set of different sub-characteristics, for which software quality
measures or their values can be available or not.

Agsuming that “fairness” was stated as oné.of the Al system requirements, as a result of risk asfessment,
the following potential risks sources weére identified:

—|{ lack of experience in the application field;

—|{ biased training data.

The selected mitigation risk treatment measures (or “controls”) included:

— afunctional specification review by experts in the application field;

— reducing selection bias in the training data using appropriate data quality methods.
The next layer of objectives is:

— implementing the experts’ review recommendations;

lrnnping the data bias at an ahr‘npfah]n level 3¢ cpnt‘ifinr] ncing selected statistical measur S of data

quality.

The risk-based approach can also assist with developing new software quality measures. It can be used
to assess the behaviour or the value of a new measure under various conditions and risk levels as a
function of existing “proxy” measures.

Suppose that in the process of requirements specification for an Al classification system used for
people hiring, Demographic Parity and Equality of Opportunityl16] have been identified as suitable
measures for judging a system’s fairness. Nevertheless, currently no sufficient experience exists to
determine the required measure’s values. In such a situation, the risk-based approach will still allow
the implementation of the Al system by identifying the appropriate risk mitigation risk treatment
measures and assessing their results.
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