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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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ISO/IEC 25020:

Introduction

0.1 General

2019(E)

This document is a part of the SQuaRE series of International Standards. It provides a framework
for measuring the quality characteristics and sub-characteristics (defined in ISO/IEC 2501n). This
document serves as a guideline for developing and selecting quality measures for quality in use
(in conjunction with ISO/IEC 25022), system and software product quality (in conjunction with
ISO/IEC 25023), data quality (in conjunction with ISO/IEC 25024) and IT service quality (in conjunction

w
0.
T}

copnsists of the following International Standards:

Fij
di

L ICA/IDC TC 2EN2C1N
CIr IJU/ ITLGUG 1T oJVULJ )-

P Quality measurement division

is document is a part of ISO/IEC 2502n Quality Measurement Division of the SQuaRE s

ISO/IEC 25020 — Quality measurement framework: provides a framewerk/for developit
measurement;

ISO/IEC 25021 — Quality measure elements: provides a format for specifying QMEs (Quality
Elements) and a few examples of QMEs that can be used to construct software quality me

ISO/IEC 25022 — Measurement of quality in use: prgvides measures, including a
measurement functions for the quality characteristics in the quality in use model;

ISO/IEC 25023 — Measurement of system and  software product quality: provides 1

product quality model;

ISO/IEC25024 — Measurementofdata quality: provides measures, includingassociated mea
functions and QMEs for the quality characteristics in the data quality model;

ISO/IEC TS 25025 — Measurement of IT service quality: provides measures for the |
quality model.

bure 1 shows the relationship between this document and other standards in the 1SO/I
yision.

ISO/IEC 25020:
Quality measurement framework

ISO/IEC 25020 provides framework for developing

/ _______________ / Quality Measures \ ___________ \

bries that

g quality
r Measure
hsures;

ssociated

neasures,

including associated measurement functions and”"QMEs for the quality characteristics in the

surement

[ service

HC 2502n

N s
ISO/IEC 25021 is used for developing and
specifying QME for measurement

ISO/IEC 25021:
Quality measure
elements

Figure 1 — Structure of the Quality Measurement Division

1

To be developed.
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0.3 Outline and organization of the SQuaRE series

The SQuaRE series consists of five main divisions and one extension division. The outlines of each
division within the SQuaRE series are as follows.

— ISO/IEC 2500n - Quality Management Division. The standards comprising this division define
all common models, terms and definitions referred further by all other standards in the SQuaRE
series. The division also provides requirements and guidance for the planning and management of

apro

— 150/

ject.

EC2501n - Qn:ﬂify Model Division The standards r‘nmpricing this division present r}nn]

ty

mode
publi

— 150/
asys

and practical guidance for their application. This division presents QMs on intermal and exterr

prop
IT se
and 1

— 150/

specify quality requirements. These quality requirements can be Used in the process of qual

requi
achie

— IS0/
requi
perfo
quali

— IS0/
exter
to IS

Is for system/software products, quality in use and data. The IT service quality model
shed as a Technical Specification.

EC 2502n - Quality Measurement Division. The standards comprising this diviSion inclu
fem/software product quality measurement reference model, definitions of quality measur

erty of a system and software product, QMs for quality in use, QMs for dataqudlity and QMs
vice. Quality measure elements forming the foundations of the quality‘measures are defin
resented.

EC 2503n - Quality Requirements Division. The standards coniprising this division he

ving necessary quality, or as inputs for an evaluation pregess.

EC 2504n - Quality Evaluation Division. The standards comprising this division provi
rements, recommendations and guidelines for system/software product evaluation, wheth
rmed by independent evaluators, acquirers or<developers. The support for documenting
Ly measure as an Evaluation Module is presented as well.

EC 25050-25099 - SQuaRE Extension Division. These standards are reserved for SQual
sion International Standards, which ctirrently include ISO/IEC 25051 and ISO/IEC TR 250
/1EC 25069.
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rements elicitation for a system/software product to be_ détveloped, designing a process for
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Quality Requirements and Evaluation (SQuaRE) — Quality
measurement framework
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(Alnnex D) and the measurement informationanodel in ISO/IEC/IEEE 15939 (Annex E).
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is document provides a framework for developing quality measurement.
e contents of this document are as follows:

quality measurement reference model;

relationships among different types of quality measures;

guidelines for selecting quality measures;

guidelines for constructing quality measures;

guidelines for planning and performing measurements;

guidelines for the application of measurement results,

includes considerations for selecting quality measures and quality measure elements (}
sessing the reliability of measurement and thewalidity of quality measures (Annex B), ele
cumenting quality measures (Annex C), norimalized measurement function for quality

is document can be applied for designing, identifying, evaluating and executing the mea
pdel of system and software produet quality, quality in use, data quality and IT servic
is reference model can be used-by developers, acquirers, quality assurance staff and ind
aluators—essentially by people résponsible for specifying and evaluating the quality of inf
d communication technology (ICT) systems and services.

Normative references

e following documients are referred to in the text in such a way that some or all of thei

Annex A),
ments for
measures

surement
e quality.
ependent
ormation

r content

copstitutes reguirements of this document. For dated references, only the edition cited applies. For

ur
IS
IS

dated references, the latest edition of the referenced document (including any amendments
D/IECAEEE 15939, Systems and software engineering — Measurement process

DAEE 25000, Systems and software engineering — Systems and software Quality Requiren

) applies.

hents and

E
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Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 25000 and
ISO/IEC/IEEE 15939 and the following apply.

[SO and IEC maintain terminological databases for use in standardisation at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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attribute
inherent property or characteristic of an entity that can be distinguished quantitatively or qualitatively
by human or automated means

Note 1 to entry: ISO 9000 distinguishes two types of attributes: a permanent characteristic existing inherently in
something; and an assigned characteristic of a product, process or system (e.g. the price of a product, the owner of
a product). The assigned characteristic is not an inherent quality characteristic of that product, process or system.

[SOURCE: ISO/IEC 25000:2014, 4.1, modified — Note 1 to entry has been removed; Note 2 to entry has

become

ote 1l toentrvl
Jod

3.2
base mes:
measure

Note 1 to ¢

Note 2 to
and Gener]

[SOURCE
3.3

jsure
3.6) defined in terms of an attribute (3.1) and the method for quantifying it

ntry: A base measure is functionally independent of other measures.

entry: Based on the definition of “base quantity” in the International Vocabulary.ef Metrology - Ba
bl Concepts and Associated Terms, 2012.

ISO/IEC/IEEE 15939:2017, 3.3]

derived measure

measure

Note 1 to 4
Basic and

[SOURCE

3.4
indicator
measure
with resp

[SOURCE
3.5

3.6) defined as a function of two or more values of base faedsures (3.2)

ntry: Adapted from the definition of “derived quantity” in'the International Vocabulary of Metrolog
General Concepts and Associated Terms, 2012.

ISO/IEC/IEEE 15939:2017, 3.8]

3.6) that provides an estimate or evaluation of specified attributes (3.1) derived from a mog
ect to defined information needs/(3.5)

ISO/IEC/IEEE 15939:2017,3110]

informatlion need

insight nq
[SOURCE

3.6
measure
variable ]

cessary to managge-objectives, goals, risks and problems

ISO/IEC/IEEE.15939:2017, 3.12]

noun
0 whiceh'a value is assigned as the result of measurement (3.8)

Kic

lel

Note 1 to d

ntry: The p]nrq] form “measures” isused to refer collectively to hase measures (? 7) derived measu

(3.3) and indicators (3.4).

[SOURCE:

3.7
measure
make am

[SOURCE:

ISO/IEC/IEEE 15939:2017, 3.15]

, verb

easurement (3.8)

ISO/IEC 25000:2014, 4.19]

res
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measurement

se

t of operations having the objective of determining a value of a measure (3.6)

2019(E)

Note 1 to entry: Measurement can include assigning a qualitative category such as the language of a source
program (ADA, C, JAVA, etc.).

[SOURCE: ISO/IEC 25000:2014, 4.20]

39

m

asurement function

al
[S

3.
m
lo
to

Ng
at

Ng

porithm or calculation performed to combine two or more base measures (3.2)
DURCE: ISO/IEC/IEEE 15939:2017, 3.20]

10

pasurement method

bical sequence of operations, described generically, used in quantifying an attribute (3.1) wif
a specified scale

ribute. Two types can be distinguished:
subjective: quantification involving human judgment;

objective: quantification based on numerical rules.

te 2 to entry: Based on the definition of “method of measurement” in the International Vocabulary of

- Basic and General Concepts and Associated Terms, 2012;

wn

[

3.
pr
prj
by
Nd
[S

3.
qu
de
g0
Ng

en|
Ad

DURCE: ISO/IEC/IEEE 15939:2017, 3.21]

11

operty to quantify

operty of a target entity that is related-to a quality measure element (3.14) and which can be ¢
a measurement method (3.10)

te 1 to entry: A software artifagt is an example of a target entity.
DURCE: ISO/IEC 25023:2016, 4.7

| 2

ality in use

gree to which aproduct or system can be used by specific users to meet their needs to achiey
als with effectiveness, efficiency, freedom from risk and satisfaction in specific contexts of

te 1 to entry: Before the product is released, quality in use can be specified and measured (3.7
vironment designed and used exclusively by the intended users for their goals and contexts of us
ceptance Testing Environment.

h respect

te 1 to entry: The type of measurement method depends on the nature of the operations used to quantify an

Metrology

uantified

e specific
1se

in a test
p, e.g. User

[S

OURKCE: I50/1EC 25000:2014, 4.24

3.13

quality measure
QM

derived measure (3.3) that is defined as a measurement function (3.9) of two or more values of quality
measure elements (3.14)

[SOURCE: ISO/IEC 25021:2012, 4.13, modified — The abbreviated term “QM” has been added.]
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3.14

quality measure element

QME

measure (3.6) defined in terms of a property and the measurement method (3.10) for quantifying it,
including optionally the transformation by a mathematical function

Note 1 to entry: The system or software quality characteristic or subcharacteristic of the entity is derived
afterwards by calculating a software quality measure (3.13).

[SOURCE: ISO/IEC 25000:2014, 4.26, modified — The abbreviated term “QME” has been added.]

3.15
quality measure on external property
QM on external property

measure [3.6) of the degree to which a system or software product enables its behaviourito satigfy
stated anf implied needs for the system including the software to be used under specifiédyconditiong

Note 1 to entry: Attributes (3.1) of the behaviour can be measured (3.7), verified and/or validated by executing
the systenp or software product during testing and operation.

EXAMPLE The failure density against test cases found during testing is a guality measure on extermpal
property felated to the number of faults present in the computer system. The twe neasures are not necessarjily
identical sjnce testing may not find all faults, and a fault may give rise to appareritly different failures in differ¢nt
circumstapces.

[SOURCE]ISO/IEC 25000:2014, 4.11, modified — The term has beén changed from “external measure|of
system of software quality"” to "quality measure on external property”; "QM on external property" Has
been addgd as an alternative; in Note 1 to entry, the word "measured"” has been added; in EXAMPILE,
"number pf failures"” has been changed to "failure density.against test cases".]

quality lI.Ieasure on internal property
QM on internal property

measure (3.6) of the degree to which a set of static attributes (3.1) of a software product satisfies statpd
and implied needs for the software product.te’be used under specified conditions

Note 1 to| entry: Static attributes include those that relate to the software architecture, structure and fits
componenfts, data structure and its forniats, structure and appearance of graphical display on screen and merjus
for users dr recipients of service.

Note 2 to ¢ntry: Static attributes'can be verified by review, inspection, simulation and/or automated tools.

Note 3 to pntry: Quality measures on internal property are typically associated with quality requirements jon
static properties and attributes that can be specified in or derived from requirements.

EXAMPLE Complexity measures and the number, severity, and failure frequency of faults found in a wglk
through aye typicalqtality measures on internal property made on the product itself.

[SOURCE ISO/IEC 25000 2014 4.16, mod1f1ed — The term has been changed from * mternal measurefof
softwarelg , C
as an alternatlve in Note 1 to entry, more 1nformat10n on static attrlbutes has been added Note 3 to
entry has been added.]

3.17

system and software product quality

product quality

capability of a system and/or software to satisfy stated and implied needs when used under specified
conditions

Note 1 to entry: Product quality model refers to the system and software product quality model defined in
[SO/IEC 25010.

4 © ISO/IEC 2019 - All rights reserved
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4 Abbreviated terms

ICT Information and Communication Technology
QM-RM Quality Measurement Reference Model
QM Quality Measure

QME Quality Measure Element

5| Conformance

Ay measurement process for system and software product quality and quality in use; data qiality and
[T|service quality that conforms to this document shall fulfil the requirements of Clause 6.

6| Quality measurement

6.1 Quality measurement reference model

The Quality Measurement Reference Model (QM-RM) describes-the relationship between |a quality
mpdel and the construction of QMs from QMEs, as shown i Figure 2. The relationship cgnstitutes
the reference model for the measurement of system and software product quality, quality injuse, data
quality and IT service quality. The measurement information model presented in Annex E desg¢ribes the
re]ationship between attributes and measurement.

© ISO/IEC 2019 - All rights reserved 5
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Product quality/Quality in use/ Data quality/
IT Service quality model

Quality
Characteristic/Sub-Characteristic

quantifies for
evaluation

Quality Measure

| s defined by Algorithm using one of*
more QMEs
Measurement

Base.nieasure or
derived measure
¢ombining two or
more base measures

QME QME

| is defined by is defined by

Measurement Measurement
Method Method
" A

is measured by

is measured by

Ta

Fgets to be measured
| Property to quantify | | Property;to quantify |
? has f has
| Target entity | | Target entity |

NOTE

The quali
and impl
requirem
in the SQ
are furth
method. 4
specified

QMs are
an algorit

Target entity can be a system, a software'product, data or IT service.
Figure 2 — Quality Measurement Reference Model (QM-RM)

Ly of a system, software product, data or IT service is the degree to which it satisfies the stat
ed needs of various, stakeholders, and thus provides value. User needs for quality inclu
ents for system quality.in specific contexts of use. These stated and implied needs are represent]
1aRE series of standards by quality models that categorise quality into characteristics, whi
br subdivided into’sub-characteristics. Quality properties are measured using a measuremse
. measuremént-method is a logical sequence of operations used to quantify a property agains
scale. Theresult of applying a measurement method is called a QME.

onstructed by applying a measurement function to a set of QMEs. A measurement function| i

hm used to combine QMEs. The result of applying a measurement function is called a QM.

this way,

ed
de
ed
ch
nt
[ a

QMQ serve as qnnnfifir‘qfinnc of nlnn]ify characteristics (nnd th-r‘hararfnricfir‘c) More th

one QM may be used for measuring a quality characteristic (and sub-characteristics).

In the special case where the QME serves as a QM as well, the measurement function applied would
be the identity function. QMEs may either be base or derived measures. Annex B provides assessment
information for the validation and verification of the measure. QMEs are constructed based on the
guidance provided in ISO/IEC/IEEE 15939. Refer to ISO/IEC 25030 for guidance on selecting quality
characteristics and sub-characteristics of interest in conjunction with the specification of quality
requirements and ISO/IEC 25040 for guidance on using software QMs for software product evaluation.
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6.2 Different QMs and their relationships
There are four quality models in the SQuaRE series:

a) the quality in use model in ISO/IEC 25010 that can be applied to software products, systems and IT
services;

b) the product quality model in ISO/IEC 25010 that can be applied to systems and software products;

c) the data quality model in ISO/IEC 25012 that can be applied to data within a computer system and
used by humans and systems:

d)| the IT service quality model defined in ISO/IEC/TS 25011 that can be applied to IT'ser}ices that
support the needs of an individual user or a business.

These models provide a set of quality characteristics and sub-characteristics, as well as their d¢finitions.
The relationships among various QMs for different quality models from the SQuAaRE series are[shown in
Figure 3.

pul T o

Development and maintenance process

Pragess

quality

v

Process quality measures

depends on influences

Effect of system, software product,|data

System, software product, data and IT service
and IT service

QMs on Internal Property QMs on External Propexty
of system and software of system and software
product product

QMs for IT Service Contexts of use

-
| |
| |
| |
| |
| |
| |
| |
| |
quality | !
| |
System and d, I I
software prodiigt €Penqy on : :
quality \
I ! influences
| influences | s
yystem and
g IT Service | — | software product qulZi: in use
—§ influences quality | ¢ | quality in use (|
S | | depends on |
by | dependson | )
- / & : ! [
& ! ' |
< I I
Data quality ¥ | | :
) ) I
: | | |
I | | |
I | | |
I | | |
I | | |
I | | |
I ! : !
QMs for data quality QMs for data quality | - |
: (inherent) (system dependent) : : QMs for Quality in Use |
|
: | | |
I | | |
| |

Figure 3 — Relationships among different QMs

© ISO/IEC 2019 - All rights reserved 7


https://standardsiso.com/api/?name=1a6c4215b77d03707da1b37bbd6acffc

ISO/IEC 25020:2019(E)

QMs for quality in use are defined or selected to specify stakeholder requirements in a specific context
of use, when quality requirements are derived from user needs by analysing the concept of operation.
QMs for quality in use are to measure the extent to which a product meets the needs of specific
users with respect to their specific personal or business goals by means of quantifying outcomes of
interaction between a user and a system or of effects to stakeholders, including indirect users as well as
direct users. These measures can only be prepared in a realistic and operational system environment.

QMs on external and internal property of product are for the user (including executing testing
engineer) and the developer, respectively. There is no distinction between the two, even at the level of
characteristics and sub-characteristics. However, when users apply the QMs depending on the purpose
and stagdo € related and suitable

System-glependent”, to detect potential quality problems related to the data and database. These QMs
can be applied during the development, testing and operationstages. Data quality has a big influence pn
quality inf use, in particular for effectiveness, usefulness andrisks management.

QMs for Il service quality quantify the degree to which\the properties of an IT service can satisfy the
stated anfd implied needs of the IT service when used@nder specified conditions. IT service has its oywn
provision| system. QMs for IT service quality typically measure interactions between the system ahd
service re¢cipients.

Process quality (the quality of any life cycle\process defined in ISO/IEC/IEEE 12207) contributes to the
improverpent in system and software product quality, data quality and IT service quality. Evaluating
whether poftware products can satisfy users’ quality needs is one of the processes in the softwdre
developnlent life cycle. Software product, IT service and data in different contexts influence quality
in use. Therefore, assessing and\ithproving a process is a means for improving system and softwdre
product quality, and evaluating and improving system and software product quality is one meapns
of improying quality in use,-Similarly, evaluating quality in use can provide feedback for improvipg
a software product, and~evaluating a software product can provide feedback to improve a procefs.
System ahd software{product quality can be evaluated using QMs on internal and external property.
System ahd software’product quality influences IT service quality and data quality. IT service qualjty
can be evpluatedusing IT service quality measures. IT service quality depends on system and softwdre
product dualitiyand data quality. In the specific context of use (when system, software product and [T
service afe-in'real or simulated use), IT service quality in use depends on system and software product
quality inluse

Figure 4 illustrates the quality life cycle as a set of coordinated QMs which can be used to specify
quality requirements in detail and evaluate quality by means of measuring the degree of achievement
of the required quality for verification and validation, through the life cycle, covering development,
operation and maintenance of the system and software product, data and IT service. From user and/
or stakeholder’s point of view, the quality life cycle consists of 3 layers: user layer, runtime layer and
implementation layer. Quality requirements and target entity validate and/or verify each other in
different layers. Users and/or stakeholder’s quality needs for any of various target entities including
system, software product, data and IT service can be elicited and transformed into quality in use
requirements, and then into quality requirements using external property (i.e. behaviours) and into
quality requirements using internal property (i.e. static attributes). Correspondingly, target entity can
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be implemented from the requirements. Conducting and iterating the quality life cycle leads to evolving
and improving the quality.

QMs include QMs for quality in use, QMs on external property and QMs on internal property.
Stakeholders' impact and influence in a context of use can be measured by QMs for quality in use. QMs
on external property are measures of behavioural attributes. QMs on internal property are used to
measure technical/structural attributes of software and/or system. Quality property of target entity
includes external quality property and internal quality property. Internal quality property influences
external quality property when the software and/or system are in the status of runtime, while outcome
or consequence of software and/or system in a certain context of use is influenced by external quality

property.

Users / Stakeholders
Quality needs
Elicit
Ms f Quality Requirements | InuUseLayer’,| Quality of Target Entity
QMs for (contextof use)
Quality in Use Specifying Quality Quality in Use .
(measures® of Reaui & R - t Quality Influgnce
inpacts and influences equirements based eql:lren/len . (outcome/
. ; : ased on outcome/consequence . .
on stakeholdersina [ Evaluating Quality R e | Validation consequencd
context of use) complete specific intended tasks *
] L Sl
derived fi
1 ;@/ Tom Runtime Layer —| |_ jinfluences
QMs on External| Specifying Quality Quality Requirements litv of
Property |Requirements & using Exteriial Property, . Qual IIt’y Y
(measures®of ] Evaluating Quality S0 TR Validation xternal Property
behavioral attributes) Jgsponse time, etc. Verification
S\ ] ] = ~
derived from lmplel:nentation influences
— AVClL
uality Requirements
QMs on Internal . . Q. ty Req - !
Property Specifying Quali using Internal Property Quality o
(measures? of Requirements & . e.g. Complexity of program Internal Property
fechnical/structural SEEITE, CXa
attributes)

Implement

a | Measures are.constructed using measurement functions applied.

Figure 4 — QMs in the quality life cycle

Quattty imuserequirenrentsare basedorrtheexpectedoutconme/comsequernce of systenramd/or software
product (e.g. time spent for user to complete specific intended tasks), considering effectiveness,
efficiency, satisfaction, freedom from risk and context coverage. Quality requirements using external
property (e.g. throughput, response time, etc.) can be derived from quality in use requirements. Quality
requirements using external property should be stated quantitatively in the quality requirements
specification by using QMs on external property that are used when a target entity is evaluated. Quality
requirements using internal property (e.g. complexity of program structure, etc.) can be derived from
quality requirements using external property. Quality requirements using internal property reflect the
technical/structural property. They may be used to specify properties of deliverable, non-executable
software products such as documentation and manuals. They can also be used as target entity for
verification, and to define the criteria for verification at various stages of development.
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Throughout the quality life cycle, measuring the degree of achievement to the required quality for
verification and validation can be done in different layers. In use layer, the context of use plays an
important role in validation between quality in use requirements and quality influence. In runtime
layer, the quality requirements using external property are validated and verified based on quality
of external property, and vice versa. In implementation layer, the quality requirements using internal
property are verified based on quality of internal property, and vice versa.

NOTE QMs for quality in use indicate quality explained by the effect to stakeholders; QMs on external
property indicate quality explained by the behaviour of the target entity, during prototyping test, product
test, and when actually used; QMs on internal property indicate quality explained as a result of reviewing
specificatl'[..o andfor-seureecode:

6.3 Selecting QMs

QMs are ppecified to satisfy the needs of developers, acquirers, managers, direct and ifdirect usgrs
and other stakeholders for information. Candidate QMs that potentially satisfy qualitysrequirements
should beidentified from standards providing specific QMs in Quality measurement division of SQuaRE
series, sufh as ISO/IEC 25022, ISO/IEC 25023 or ISO/IEC 25024. And then, candidate.QMs can be further
refined af applicable. At a minimum, one of the criteria for selecting QMs, including their employing
combinatfions of measures, shall be stated that provides the reason why the 'selected QMs are chosgn.
Many different combinations of base measures and derived measures may’be selected to constryct
additiongl QMs, that act as indicators or address specific quality requirements. The following factdrs
are to be|considered when selecting among the alternatives: relevance to the prioritised informatipn
needs; fegsibility of collecting data in the organizational unit; avaitability of human resources to collg¢ct
and mangge data; and ease of data collection. When QMs are used to define quality requirements, the
criticality of such quality requirements or risk of their insuffigiency can be considered as one of the
criteria fgr selecting QMs. When QMs are used to evaluate quality, applicable rigorousness and timipg
can be copsidered as criteria.

The meapures selected will influence human behdavior. In many cases the behavior may lead [to
dysfunctional outcomes, from individuals trying.to' “game the system”. Users should anticipate sulch
challenggs and take actions to mitigate risks, including training, mentoring and additional strategic
governanje.

Criteria fpr selecting QMs to fulfil those information needs shall be documented.
Annex A provides examples of criterig for selecting QMs.

NOTE ISO/IEC 25030 and ISQ/IEC 25040 provide guidance on quality requirements specifications and
product qyality evaluations, reSpectively.

When using a modified 0r‘a new measure that is not identified in all specific quality measuremgnt
standard§, such as [SQ/EC 25022, ISO/IEC 25023 or ISO/IEC 25024, the user shall specify how the
measure felates to1its corresponding quality model and how it is constructed from QMEs.

Annex C provides an example of how to document a QM.

NOTE ISO/IEC 25010 provides guidance on defining and using a system and software product quality model.

6.4 Constructing QMs

6.4.1 Identify QMs needed to be constructed

The quality of a system is the degree to which the system satisfies the stated and implied needs of
its various stakeholders and thus provides value. These stated and implied needs are represented
in the SQuaRE series of International Standards by quality models that categorize quality into
characteristics, which, in a few cases, are further subdivided into sub-characteristics. The full set of
quality characteristics across these models will not be relevant to every stakeholder. Nonetheless, each
category of stakeholder shall be represented in reviewing and considering the relevance of the quality
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characteristics in each model before finalising the set of quality characteristics that will be used, for
example, to establish software product and system performance requirements or evaluation criteria.

Applicable QMs are not limited to those listed in ISO/IEC 25022, ISO/IEC 25023 and ISO/IEC 25024. If
needed, a new QM may be constructed and included in the QM set of a specific characteristic or sub-
characteristic to satisfy a user’s additional quality requirements. The new QM should be described
according to 6.4.2, and appropriate QMEs should be selected and combined using the measurement
function (See Annex D).

Definitions of any new QMs, including QMs in ISO/IEC 2502n that are modified, shall be documented.

The definition of the QM should contain information included in the example format pxpvided in
Annex C.

NOTE1 A suggested set of quality in use measures along with their definitions is given in\ISO/IEC 25022.

NOTE 2  Asuggested set of system and software product quality measures along with/their definitiopns is given
in[[SO/IEC 25023.

NOTE3  Asuggested set of data quality measures along with their definitions$\s.given in ISO/IEC 25p24.

6.4.2 Description of the QM

The following information is important to document the definition of each QM, when the user[performs
the measurement of system, software product, data and IT seryvice. The user should document gdditional
dgtailed information, when describing the QM for more opérational. Such more detailed information of
the QM is provided in Annex C.

a)| ID: Identification code of the QM. Each ID consists of the following three parts:

— abbreviated alphabetic representing gitality characteristics and possibly sub-charagteristics.
(for example, “PTb” denotes “Time-behaviour” which measures for “Performance efficiency”,
“Acc” denotes measures for accuracy);

— serial number of sequentialorder within the quality sub-characteristic.
— usage tag:
— G: generally applicable, could be used in a wide range of situations;
— S: specialised for specific needs.

NOTE The¥D)can include additional parts (e.g. PTb-1-G-IT-1 identifies a modification of PTb-]

G).
b)| Name: Nartie of the QM.

c)| Deseription: The information including the information needed (purpose of the measure) and
quality characteristic/sub-characteristic provided by the QM and (when useful) the purppse of the
measure.

d) Measurement function: Formula showing how the QMEs are combined to produce the QM.

e) Measurement method: The type of method that can be used to obtain the measure.

6.4.3 Definitions of the QMEs

QME:s are used throughout the ICT system life cycle to construct QMs of system and software product
quality, quality in use, data quality and IT service quality by applying measurement methods to specified
attributes and, when necessary, the measures combining QMEs via a measurement function shall be
documented. The QMEs are used to measure the attributes of the system and software product itself,
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effects of using the system and software product in a specific context and the resources consumed or

activities
NOTE 1

NOTE 2

performed during system and software product development, testing and maintenance.
The ICT system is a system that uses information and communication technologies.

A suggested set of QMEs along with their definitions is given in ISO/IEC 25021.

6.5 Plan and perform measurement

The user of the ISO/IEC 2502n division of standards shall plan and perform measurement to determine

the value

The qual
automati
tasksto t

NOTE 1

sof QMEsamd-QMs foltowing the Teference modetim Figure=2:

ty measurement shall be scheduled considering resources such as personnel, measureme
bn, software and hardware environments. The measurement plan should contain no.duplicat
hke the same measures to address different information needs.

Some of QMEs and QMs are often planned to be taken repeatedly, iteratively or periodically to moni

trends or improvements of quality, during specific stage or along with the product life cycle:

The crite
risk of er

a) meas
b) thep
c) schec
d) appli
e) ther
NOTE 2

an organi
measuren

The main

a) ident
chard

b) ident

c) comr
with

d) genel

[ia for selecting QMs and QMEs should be considered in the measurementplan to decrease t
rors and reduce the planned effort, considering at least the following;

urement budget;

Fiority and strictness of QMs and QMEs that reflect critical.quality requirements;

lule and resources involved;

ration of measurement result;

blevance and importance of QMs based on thequality requirements and context of use.

The above concerns in an individual project'are often resolved by coordinating and sharing w
vational measurement strategy providing.trainings, tools, environments, personnel and so on
ent and analysis.

activities associated with performing measurement are as follows:

ify the quality model aecording to the different information needs relating to qual
cteristics of systems on/seftware product, IT service, data or quality in use;

fy candidate and select QMs with QMEs to construct these QMs, for the identified quality mod

hunicate meastxer or data provider to take adequately QMs and QMEs, plan and collabor3
relevant stakeholders to capture QMs and QMEs;

ate thevalues of QMEs by using the measurement method;

nt
ed

or

e) calcullate the value of QMs by using the measurement function;

f) verify and store the values of QMs and their QMEs with context information of measurement;

NOTE 3

range and type of values, singular values, classification errors, or large fluctuation.

g) meas

ure quality characteristics and/or sub-characteristics by using QMs;

Verification of the values of QMs and QMEs can be done using various techniques, for example,

h) record results and inform the users who need information relating to quality for decision makings
during the project or operation.

Users of the ISO/IEC 2502n division of standards for quality measurement are encouraged to comply
with the quality evaluation procedures contained in the ISO/IEC 2504n division of standards and the
quality requirements definition contained in the ISO/IEC 2503n division of standards.

12
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6.6 Application of the measurement results

The measurement results can be interpreted according to quality requirements, which include system
and software product quality requirement, quality in use requirement, data quality requirement and
IT service quality requirement. Quality requirements are defined by using quality models and quality
measures. Detailed information about the relationships among quality models, and among quality
requirements, is provided in ISO/IEC 25030 respectively.

The measurement results provide information for quality evaluation. Rigorous measurements are
requ1red to make rellable comparlsons between systems software products data and IT service
regpe 'n values.

sufitable components to which they are related in such a way that it is possible to defineeach appropriate
qyality measure used to evaluate quality. Decision criteria should be defined for the|selected individual
measures. The selected quality measures should be applied to the object of evaluation acgording to
the evaluation plan, resulting in values on the measurement scales. General requirements for the
specification and evaluation of software quality are provided in ISO/IEC 25040.

A few QMs can be difficult to interpret in isolation. The following aré the ways in which QMs can be
appplied so that they are easier to understand and interpret:

a)[ Conformance: comparing the measurement result with a specific business or usage requifement

EXAMPLE1 The maximum acceptable response time)is” 10 min in a specific business| or usage
requirement.

b)| Benchmarks: comparing the measurement result with a benchmark for the same or|a similar
product or system used for the same purpose

EXAMPLE 2 It is possible to complete tasksywith the new system in no more time than it took with the
old system.

c)| Time series: comparing the measurement result over time and analysing trends
EXAMPLE 3  The reduced number of errors made by users with each new prototype version of p system.

d)| Proficiency: comparing the. measurement result with the values obtained when used by|a trained
or expert user

EXAMPLE4  How{much longer does it take a new user compared with an experienced user?

e)| Population norms for satisfaction: when there is a database of previous values, the measurement
result can be.expressed as the percentage of users who have previous given a rating of at|least this
value. Thislis more suitable for the interpretation of measures of quality in use.

NOTE Measurement interpreter(s) draw some initial conclusions based on the results. However, |if they are
noft direetly involved in the technical and management processes, such conclusions should be reviewed by other
stakeholders who are. All interpreters are encouraged to consider the context of the measures. Fof example,
the—iter Pt eter (D) catrbe aua}yat{o), measutrer (o), trser (o) of = a_yatcux, Pt UjCLt nratraget (a), Liua}it_y € 1gineer(s),
developer(s) and tester(s). When these interpreters belong to an acquiring or an evaluating organization that
is independent from the development or maintenance, it is very important to consider the context during
interpretation and to review the initial conclusion from the interpretation.
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Annex A
(informative)

Considerations for selecting QMs and QMEs

A.1 Cri
Many dif
specified
Standard
for consig
— reley|
— abilit
— repe:
— valid
— feasil
— avalil
— ease
— avail
— priva
— ease

— appli

orgamnizational unit) of the measure’s fitness for purpose;

The costs
include th

— Meas

teria for selecting QMs and QMEs

ferent combinations of quality measure elements and software quality measuresymay
to address a specific information need by a user of the ISO/IEC 2502n division of Internatior
5 for system and software product quality measurement. The following criteria-dane suggest
eration:

hnce to prioritized quality requirements;

y to address all relevant quality characteristics and sub-characteristics;
itability and reproducibility of the measurement;

ty of the QM;

bility of collecting data in the organizational unit;

hbility of human resources to collect, analyse and manage data;

bf data collection;

hbility of appropriate tools;

cy protection;

bf interpretation by the user of the measurement result;

Cability to the context of use and/or life cycle stage evidence (internal or external to t

of collecting, managing, and analysing the data at all levels should also be considered. Cos
e following:

ures utilizatigh.¢osts: associated with each measure are the costs of collecting data, automati

the c
resul

hlculation ef.the measure values (when possible), analysing the data, interpreting the analy
s, and cémmunicating the information products;

be
al
ed

he

ng
1S

— Procégss.change costs: the set of measures may imply a change in the development process, for

examniple; through the need for new data acquisition;

— Special equipment: system, hardware, or software tools may have to be located, evaluated,
purchased,

— Training: the quality management/control organization or the entire development team may need
adapted or developed to implement the measures; and training in the use of the measures and
data collection procedures. If the implementation of measures causes changes in the development
process, the changes need to be communicated to the staff.

NOTE

14

Some of the criteria are selected from the ISO/IEC/IEEE 15939 of which some are modified.
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A.2 Issues affecting the reliability of measurement and the validity of QMs

A.2.1 Issues affecting the reliability of measurement
The following issues may affect the measurement reliability when applying QMEs:
a) Procedures and instruments used for collecting data
— automatically with tools or facilities/manually collection/questionnaires or interviews.

b)—Qualiboldata

— perspective of or bias in the data (e.g. developers' self-reports, reviewers' reports; eyaluators'
reports);

— skills and abilities of those performing data collection (e.g. proper~sampling, [selecting
relevant data).

AR.2 Issues affecting the validity of QMs
QMEs and the associated measurement function used to produce QMs.may affect the validity pf QMs:
—| measurement reliability of the QMEs used to construct the QM;

—| QMEs sharing strong correlations with measures of othér gquality characteristics may conffound the
interpretation of the concerned/desired QM.
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Annex B
(informative)

Assessing the reliability of measurement and the validity of QMs

B.1 Assessing the validity of QMs

B.1.1

Methods [for demonstrating the validity of measures typically involve both a logical argument and
statistical evidence. Face validity is one type of validity. Face validity is based on a logi¢al argument

assertion
has face v
simply d¢
measure

Statisticall evidences of validity can take several forms. However, they @ll tend to share the idea tH

there is
hypothes

Face valic
be exerci

NOTE

B.1.2 C

Content v

quality measure cover the domain of contentreferenced in the definition of the QM.

B.1.3 C

Construc
elements

B.14 C

The squ:;r'e of the_cGorrelation coefficient indicates the percentage of variation in the values of t

quality c
the value

NOTE

neral

that a measure is valid. The number of failures per unit time to representsoftware reliabil
alidity because it is logically related to the purported underlying concept,Tn many instanc
cumenting the rationale for the validity of a measure may be sufficient to ensure that t
will yield meaningful results.

bystematic variation of the measure with a known standaid, be it another measure ot
ized reference set of values. A few examples of systematicvariation are described below.

lity is mentioned for didactic purposes. Owing to itslimited technical soundness, care shoy
bed when it is used in real professional scenarios.

Validity is the degree to which an indicator measuxes what it is intended to measure.

pntent validity

alidity describes the extent to which'the QMEs included in a measurement function to creat

pnstruct validity

f validity describes the extent to which the measurement function and its associated measy
can be demonstrated to measure the concept described in the definition of the QM.

prrelation

aracteristics (the results of principal measures in operational use) explained by variation
5 of asguality measure.

ty
S,
he

at

E d

ATneasurement user can predict quality characteristics without measuring them directly by using

correlated

B.15 O

measures.

rder preserving relationship over time

If a measure M is directly related to a quality characteristic value Q (the results of principal measures
in operational use) for a given product, a change from value Q(T1) to Q(T2) would be accompanied by
a change in measure value from M(T1) to M(T2) in the same direction (for instance, if Q increases, M
increases).

NOTE

16

A measurement user can detect the movement of quality characteristics along a period without
measuring directly by using those measures that have tracking ability.
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B.1.6 Order preserving relationship across products

If quality characteristics values (the results of principal measures in operational use) Q1, Q2,..., Qn,
corresponding to products 1, 2,..., n, have the relationship Q1 > Q2 > ...> Qn, the corresponding measure
values would have the relationship M1 > M2 > ...> Mn. This is an important form of the statistical
evidence of reliability.

NOTE A measurement user can notice exceptional and error-prone components of software by using those
measures that are capable of being consistent.

D ] I
B.i.; rIcuituyc vaiiuily

If a measure is used at time T1 to predict a quality characteristic value Q (the results of|principal
measures in operational use) at time T2, the prediction error, which is {[predicted|Q(T2) -
actual Q(T2)] / actual Q(T2)}, would be within the allowed prediction error range.

NQTE A measurement user can predict the movement of quality characteristics ifi the future by ysing those
measures that are within the allowed prediction error range.

B.[1.8 Discrimination

A measure should be able to discriminate between high and lowiquality for software chardcteristics
arld sub-characteristics.

NQTE A measurement user can categorize software components and rate quality characteristiq values by
usfng those measures that can be used to discriminate between high and low quality.

B{2 Assessing the reliability of measurement

The measurement reliability is most important with respect to collecting base measures. Mdthods for
establishing the reliability of a measure typically involve taking repeated measurements yinder the
same or similar conditions and assessing‘the variation in those measurements. The relevant donditions
influde the instrumentation to collect”the measure such as automation, survey, human|counting
or human judgement, as well as thée'conditions within which the instrumentation is appli¢d. In the
SQuaRE series, the measurement reliability is primarily a concern for the selection and coal\llt;action of
the QMEs defined in ISO/IEC 25021. As noted in ISO/IEC/IEEE 15939:2017, Annex D, the reliapility of a
measurement method should be approached from two perspectives:

— Repeatability: the(degree to which repeated use of the base measure in the same organpizational
unit following the’same measurement method under the same conditions (e.g. tools, individuals
performing thé-measurement) produces results that can be accepted as being identical.

— Reprodugcjbility: the degree to which repeated use of the measure in the same organpizational
unit following the same measurement method under different conditions (e.g. tools, infdividuals
performing the measurement) produces results that can be accepted as being identical.

Rgpeatability characterizes the extent of variation inherent in a single measurement] method.
Reproducibility characterizes the amount of variation in the measures due to other sources such as
choice of tools, extent of training and personal differences. Various statistics have been developed
to characterize the measurement reliability. For measures using an ordinal or nominal scale, the
Kappa statistic can be used. For measures using an interval or absolute scale, Cohen’s alpha or other
correlation-based measures can be used. More information about the measurement reliability can be
found within the field of measurement system evaluation.

NOTE Reliability is the degree to which a measure repeatedly and consistently produces the same result.
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Annex C
(informative)

Elements for documenting QMs

Table C.1 provides elements for documenting the QMs. The ITEM column indicates the recommended

content fgr a system and software product quality measure definition. The CONTENT column describ
what shopld be included in this field, as well as suggestions about where to find content withint
SQuaRE series of standards. The MANDATORY column shows whether the item is mandatery

optional.

Table C.1 — Elements for documenting QMs

es
he
or

CONTENT

MANDATORY (Y/N}

Identification code of the QM. Each ID consists of the following
three parts:

— abbreviated alphabetic representing quality
characteristics and possibly sub-characteristics. (for
example, “PTb” denotes “Time behaviour” afid)ymeasures
for “Performance efficiency”, “Acc” denoteS¢measures for
accuracy);

— serial number of sequential order within the quality sub-
characteristic.

— usage tag:

— G: generally applicable} could be used in a wide range
of situations;

— S:specialised for specific needs.

NOTE The ID cafinclude additional parts (e.g. PTb-1-G-IT-1
identifies a mogdification of PTb-1-G).

Y

System and software
quality m¢asure name

Assigned name of the QM. This is taken from ISO/IEC 25022
through ISO/IEC 25024 or is provided by the user.

EXAMPLE Estimated latent fault density.

Y

System and software
product quality char-
acteristic

Quality characteristic from the quality model used. This is taken
from ISO/IEC 25022 through ISO/IEC 25024 or is provided by the
user based on the quality model being used.

EXAMPLE System and software product quality-reliability.

Y

Sub-charjctéristic

Quality sub-characteristic, if applicable. This is taken from ISO/
IEC 25022 through ISO/IEC 25024 or is provided by the user based

Y

on the quality model being used.

EXAMPLE System and software product quality-maturity.

Measurement focus

Applicable portion of product quality life cycle; QM on internal
property, QM on external property, or quality in use. These
correspond to product quality life cycle phases, as described in
ISO/IEC 25010. If a user is using a different system and software
product quality model, the user should provide this information
as applicable.

EXAMPLE System and software products quality (testing phase).

Y

18
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Table C.1 (continued)

ITEM

CONTENT

MANDATORY (Y/N)

Description of system
and software quality
measure (information
need)

Should be a declarative statement. Often the purpose of the QM
will be for evaluation against criteria established as part of the
definition of a quality requirement. A specific question that the
quality measure answers may also be included as part of the
purpose.

The following may be used as a template for this statement:

<Verb> the <nh}'nr1— of interest> to <statement of urhy make the

measurement>.

EXAMPLE Evaluate code quality by monitoring the test process
and the resulting fault density to determine the probability of
satisfying the reliability requirements. Question: How many
future faults might we find?

pcision criteria

Decision criteria are numerical thresholds or targets used. to
determine the need for action or further investigation, or to.de-
scribe the level of confidence in a given result. These are‘often
set with respect to quality requirements and the corrésponding
evaluation criteria. Moreover, users may use benchmarks, sta-
tistical control limits, historical data, customer’*requirements
or other techniques to set decision criteria. If thisinformation is
documented elsewhere, a reference to thatlocation is adequate.

EXAMPLE If the estimated defect density exceeds the accept-
able threshold, perform additional defect detection and removal
activities.

Masurement function

Equations showing how quality:méasure elements are combined
to produce a quality measures

EXAMPLE Estimated latent'defect density = (C1-C2)/S.

1ality measure ele-
mfents used

Name and definition efithe quality measure element used. If the
quality measure elément is defined elsewhere, a reference to
that location is adequate. Add as many rows as are needed. See
Annex A for critéria to specify QMEs.

EXAMPLE

C1: Tetalnumber of predicted latent faults in a system and soft-
ware product.

€2: Cumulative number of unique faults detected.

S: Product size.

Mleasurementmethod

Describe the measurement method for the QMEs. If these are
described elsewhere such as in ISO/IEC 25021, areference to that
description can be provided instead of a full description.

EXAMPLE

C1: Predicted number of fanlts using historical defect density.

C2: Count of defects reported in defect tracking system.

S: Count of non-comment lines of code.

Data source(s)

Describe the data source(s) of the QMEs. If these are described
elsewhere, such as in ISO/IEC 25021, a reference to that descrip-
tion can be provided instead of a full description.

EXAMPLE
C1: Organization historical database.
C2: Defect tracking system.

S: Software source code file in configuration management system.
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Table C.1 (continued)

ITEM CONTENT MANDATORY (Y/N)
Evidence of validity of | A statement about the extent to which the QM meets this selection | N
measures criterion and a description of the method and evidence used to

make the determination. An ordinal scale of high, medium or
low with respect to the relationship between the measure and
the purpose may be used. See Annex B for information regarding
the measurement validity.

The following template can be used: “The validity of <measure>
IS <rating> dependent on <evidence ot validity> ....

EXAMPLE The validity of code maturity is highly dependent on
the logical association between the fault density and the code
maturity: the lower the fault density, the higher the assumed
maturity of the code and the more reliable the code maturity.

Reliability evidence of | A statement about the extent to which the QM satisfies this se-|N
measurerhent lection criterion and a description of the method and evidence
used to make the determination. An ordinal scale of high, medium
or low based on the measurement method and the underlying
assumptions may be employed. Moreover, there are statistical
methods for assessing the measurement reliability, See Annex B
for additional information on methods for establishing the reli-
ability of a measure.

The following template can be used: “The reliabilitfof<measure>
is <rating> dependent on <evidence of reliability>"....”

EXAMPLE The reliability of defects per function point is highly
dependent on counting of number of defects’and functional size,
furthermore, adherence to testing methods and functional size
measurement standards. See ISO/IEE 14143-6, ISO/IEC 20926,
ISO/IEC 19761, ISO/IEC 29881, ISO/IEC 20968, ISO/IEC 24570
for different functional size methods.

Cost of m¢asurement | A statement about the extehtto which the QM satisfies this selec-|N
tion criterion and a description of the method and evidence used
to make the determination. An ordinal scale of high, medium or
low based on an analysis of the costs associated with collecting
the QMEs may beused. Examples of cost considerations include
whether the data are already being collected, whether the col-
lection willrequire new tools or be performed manually and the
volumeof'data to be collected.

EXAMBLE Low. Such tools or environments are usually available
to,calculate the prediction model and size measurement. (Some
additional cost may be incurred if a new prediction model will
be developed.)

Usage scenjarios byole | A description of how the QM would be used to fulfil the measurement | N
purpose. This should include who will use the measure, when they
would use it and who would be affected by the various types of
decisions that might be made based on the Mmeasurement results.

EXAMPLES Software Quality Assurance personnel can use this
QM to evaluate the estimated fault density during qualification
testing. Trends in this measure can be used to evaluate the status
of defect removal activities and improvement in the reliability of
the software as a part the of quality assurance process.

Developers or testers can use this QM to evaluate the estimated
fault density during software integration testing. Trends in this
measure can be used to evaluate the status of defect removal
activities and improve the reliability of the software as a part
of the decision to release the code for the next phase of testing.
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Annex D
(informative)

Normalized measurement function for QMs

2019(E)

The range of QM values and the trends of changes in them possibly vary too widely to be displayed

he
m
an

TH
a)

b)

concisely. Such a problem can be resolved by employing examples of the measurement funeti

re. The values of measure elements can be transformed to QM values ranging from 0 to-1
basurement functions to acquire quantitative and comparable values for evaluating)charg
d sub-characteristics.

e formulas of the measurement function are expressed below:

The user provides the maximum requirement, the real result is always a subset of f
requirement. For example, the Fault Correction measure in Maturity is used to des
proportion of detected reliability-related faults that have been cortedted. In this case, Forr
is suitable for describing the measurement function. x is the namber of reliability-rela
corrected in the design/coding/testing phase and R is thesnumber of reliability-relat

coding/testing phase always belong to the reliability-rélated faults detected. In this cas
maximum requirement. The value of x never exceeds:the value of R. The following measurs
will be used for the measurement in this scenario:

M=f(x)=—

ere

M is the value of the QM;

x  isthe result value of the QME;

R isthe expected value/of the QME.

example, the Mean Throughput Measure of Time behaviour stands for the mean numb
completed per unit time. The popular expression of this requirement is similar to “the th
should be tnere than 100 transactions per second”. The higher the throughput, the better

calculated by the measure function. Formula (D.2) is suitable for describing the measurg
in thisss¢enario. Figure D.1 shows the measure function curve when R equals 100.

bn shown
by using
cteristics

he user’s
cribe the
nula (D.1)
fed faults
ed faults

detected in the design/coding/testing phase. The reliability-related faults corrected in the design/

b, R is the
 function

(D.1)

The user provides.the upper bound of requirement but no lower bound of requirement. For

er of jobs
roughput
the result
function

[ Ex>(0<x<R)
R

1—(1—E)><§(X>R)

M is the value of the QM;
x istheresult value of the QME;

R isthe expected value of the QME;

(D.2)

E isthe value of the measure index corresponding to R, decided by the user (e.g. E = 0,6).
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