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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The prodedures used to develop this document and those intended for its further maintexance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval (criteria

needed
accordan
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r the different types of document should be noted. This document was .drafted |i

e with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives
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use of (a)

ch/members_experts/refdocs).
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not be he
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constitut
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expressio

ters are cautioned that this may not represent the latest information, which may be obtain
patent database available at www.iso.org/patents and httpsy//pdtents.iec.ch. ISO and IEC sh
d responsible for identifying any or all such patent rights.

b an endorsement.

kplanation of the voluntary nature of standards, the meaning of ISO specific terms a
ns related to conformity assessment, as well as information about ISO's adherence
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eceived notice of (a) patent(s) which may be required to implementthis document. Howevgr,
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e name used in this document is information given for:the convenience of users and does rjot

the World Trade Organization (WTO) principles\in the Technical Barriers to Trade (TBT) gee

WWW.iso,

org/iso/foreword.html. In the IEC, see wwww.iec.ch/understanding-standards.

This doc
Subcomn

This seca
edition of

The main

— This
moved
use 1
revis
and d

— Thet

hment was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technolo,
ittee SC 7, Software and systemslengineering.

changes are as folloWws!

Hocument revisésthe product quality model part of ISO/IEC 25010:2011. The other parts 3
d to ISO/IEG25002 on quality models overview and usage and ISO/IEC 25019 on quality-
nodel. Thetguality characteristics and subcharacteristics of the product quality model 3
ed for thie purpose of better understanding and fitting the state of the art of ICT (informati
ommunication technology).

arget of the product quality model has been extended to include various types of ICT prody

nd edition of ISO/IEC 25010, together with the first edition of ISO/IEC 25002 and the fifst
ISO/IEC 25019, cancels,and'replaces ISO/IEC 25010:2011, which has been technically revisgd.

ct

and information system.

— Safety has been added as a quality characteristic with subcharacteristics, i.e. operational constraint,
risk identification, fail safe, hazard warning and safe integration.

— Usability and portability have been replaced with interaction capability and flexibility respectively.

— Inclusivityand self-descriptiveness, resistance,and scalability have been added as subcharacteristics

of int

eraction capability, security, and flexibility respectively.

— User interface aesthetics and maturity have been replaced with user engagement and faultlessness
respectively.

— Accessibility has been split into inclusivity and user assistance.
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— Several characteristics and subcharacteristics have been given more accurate names and definitions.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

ICT (information and communication technology) products, including software products, are
increasingly used to perform a wide variety of organizational and personal activities. Realization of
goals and objectives for personal satisfaction, organizational success and/or human safety relies on
high-quality ICT products. High-quality ICT products are essential to providing value and avoiding
potential negative consequences for the stakeholders. The term “product” is used for ICT products which
can include software, data, hardware and communication facilities, and other ICT products throughout
this document. A product has a variety of influences on many classes of stakeholders including those
who devé q P

product, fs well as the public under the 1nf1uence of information systems using the product under rg¢al
operation.

A comprghensive specification and evaluation of the target product is a key factor in ensuring value
to stakeholders. This can be achieved by defining the necessary and desired quality,characterist]cs
associated with the stakeholders' goals and objectives for the system. This " includes quality
characteifistics related to the product and data as well as the impact the system has.oh its stakeholdefs.
Itis impoftant that the quality characteristics be specified, measured, and evaluated whenever possile
using valjdated or widely accepted measures and measurement methods, The quality model in this
documenf can be used to establish requirements, their criteria for satisfaction and the correspondipg
measureq. A comparison with the product quality model in ISO/IEC 25018:2011 is given in Annex A.

This docyment is intended to be used in conjunction with the otherddocuments in the SQuaRE family|of
Internatipnal Standards (ISO/IEC 25000 to ISO/IEC 25099).

This docfiment is a part of the SQuaRE family of Internatiohal Standards. Figure 1 illustrates the
organizatlion of the SQuaRE family of International Stamdards. Similar standards are grouped ifto
divisions| Each division provides guidance and resqurces for performing a different function |in
ensuring[system and software product quality. Thisgdocument belongs to the quality model divisipn
and is aligned with ISO/IEC 25002 belonging to the-quality management division.

\L\'

Quality Model Division
2501n

Ql.lahty Quality Management Quallt.y
Requirements . Evaluation
s G Division .
DiviSion 2500n Division
2503n 2504n

Quality Measurement
Division
2502n

=7y

Extension Division 25050 - 25099

Figure 1 — Organization of SQuaRE family of International Standards

The divisions within the SQuaRE family are;

— ISO/IEC 2500n - quality management division. The International Standards that form this division
define all common models, terms, and definitions referred to by all other International Standards
from the SQuaRE family. This division also provides requirements and guidance for a supporting
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function that is responsible for the management of the requirements, specification, and evaluation
of software product quality. Practical guidance on the use of the quality models is also provided.

— ISO/IEC 25000: Guide to SQuaRE
— ISO/IEC 25001: Planning and management
— ISO/IEC 25002: Quality models overview and usage

ISO/IEC 2501n - quality model division. The International Standards that form this division present
detailed quality models for computer systems and software products, data, IT services and quality-

T}
pa
dd
IS
ev

in-use.

— ISO/IEC 25010: Product quality model

— ISO/IEC TS 25011: Service quality models
— ISO/IEC 25012: Data quality model

— ISO/IEC 25019: Quality-in-use model

ISO/IEC 2502n - quality measurement division. The InternationatStandards that form this division
include a quality measurement framework, mathematical defifiitions of quality measpres, and
practical guidance for their application. Examples are given(of quality measures for intprnal and
external property of product, data, IT services and quality:in-use. Quality measure elements (QME)
forming foundations for quality measures for internal d@nd’external property of product ate defined
and presented.

ISO/IEC 2503n - quality requirements division. The International Standards that form this division
help specify quality requirements based on quality models and quality measures. Thege quality
requirements can be used in the process of€liciting quality requirements for information systems
and IT services to be developed or as inptif-for an evaluation process.

ISO/IEC 2504n - quality evaluation division. The International Standards that form this division
provide requirements, recommendations and guidelines for software product evaluation, whether
performed by evaluators, acquisers or developers. The guideline for documenting a meagure as an
evaluation module is also provided.

ISO/IEC 25050 to ISQ/IEC 25099 - SQuaRE extension division. These International §tandards
currently include requirements for quality of ready-to-use software product (RUSP) and ingtructions
for testing, Common/Industry Format (CIF) for usability reports, and quality models and measures
for new technologies such as cloud services and artificial intelligence.

e SQuaRE standards can be used in conjunction with ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288,
rticularly the processes for the specification and evaluation of quality requirements. ISO/IEC 25030
scribesshow quality models can be used for systems and software quality requiremgnts; and
D/IEG525040 describes how the quality models can be used for systems and software quality
aluation.

The SQuaRE standards can also be used in conjunction with ISO/IEC 33000 family of International
Standards which are concerned with software process assessment to provide:

a framework for software product quality definition in the customer-supplier process;

support for quality review, verification, and validation, as well as a framework for establishing
quantitative quality characteristics;

support for setting organizational quality goals in the management process.

The SQuaRE standards can be used in conjunction with ISO 9001 (which is concerned with quality

as

surance processes) to provide:

support for setting quality goals;
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— support for design review, verification, and validation.
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Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Product
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uality model
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is document defines a product quality model, which is applicable to ICT (inferm3

communication technology) products and software products. The product quality model is ¢
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nine characteristics (which are further subdivided into subcharacteristics) thatirelate {
operties of the products. The characteristics and subcharacteristics provide a reference
e quality of the products to be specified, measured and evaluated.

TE1 Inthisdocument, a productrefers to an ICT product that is part of an information system. |
mponents include subsystems, software, firmware, hardware, data, communication infrastructure
ments that are part of the ICT product.

is model can be used for requirements specification and evaluation of the target product
roughout their lifecycle by several stakeholders, including developers, acquirers, quality 3

e use of this model include:
eliciting and defining product and information system requirements;
validating the comprehensiveness of requirements definition;

identifying product and information system design objectives, and design necessary pi
achieving quality;

identifying product and informatjon system testing objectives;

identifying quality control criteria as the part of quality assurance;

identifying acceptance criteria for a product and/or an information system;
establishing measures of product quality characteristics in support of these activities.

TE2  Usage of the'quality model for measurement is explained in Annex C.

Normative references

ere-are no normative references in this document.

tion and
omposed
o quality
model for

T product
and other

s’ quality
jssurance

d control staff and independent evaluators. Activities in~the product lifecycle that can benpefit from

ocess for

3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/
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31

functional suitability

capability of a product to provide functions that meet stated and implied needs of intended users when
it is used under specified conditions

Note 1 to entry: Functional suitability is concerned with whether the functions meet not only stated and implied
needs, but also the functional specification (see C.1).

3.1.1
functional completeness
capability-efa—producttoprovide-a—set-offunctionsthat-covers—al-the-specifiedtasks-and-intended

users’ objectives

3.1.2
functiongl correctness
capability of a product to provide accurate results when used by intended users

Note 1 to ¢ntry: Precision is one of the attributes of correctness.

EXAMPLE In case of the products requiring high precision such as scientific saftware, the product dan
provide pijecise results with the needed degree as well as accurate results.

3.1.3
functiongl appropriateness
capability of a product to provide functions that facilitate the accémplishment of specified tasks ahd
objectivep

EXAMPLE A product provides the necessary and sufficient\steps to complete a task, excluding any
unnecessqry steps.

Note 1 to ¢ntry: Functional appropriateness corresponds to-Suitability for the task in ISO 9241-110.

3.2
performance efficiency
capability of a product to perform its functions within specified time and throughput parameters ahd
be efficiept in the use of resources under specified conditions

Note 1 to ¢ntry: Resources can be CPU, memory, storage, and network devices.

Note 2 to ¢ntry: Resources can include other software products, the software and hardware configuration of ghe
system, erlergy, and materials (e.g. print paper, storage media).

3.21

under specified conditions

3.2.3
capacity
capability of a product to meet requirements for the maximum limits of a product parameter

Note 1 to entry: Parameters can include the number of items that can be stored, the number of concurrent users,
the communication bandwidth, the throughput of transactions, and the size of a database.

3.3

compatibility

capability of a product to exchange information with other products, and/or to perform its required
functions while sharing the same common environment and resources

2 © ISO/IEC 2023 - All rights reserved
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3.31
co-existence
capability of a product to perform its required functions efficiently while sharing a common
environment and resources with other products, without detrimental impact on any other product

3.3.2
interoperability
capability of a product to exchange information with other products and mutually use the information

th
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in
Ng

Ng
inf

3.4.1

af

capability of a product to be recognized by users as appropriate for their needs

Ng
pr

Ndte 2 to entry: The information canbe provided by the product to assist users in making decisions

ad|

dojcumentation or, for a website, the information on the home page.

3.4.2

le
ca

amount of time

3.4.3
opfjerability
capability of a product to have functions and attributes that make it easy to operate and contf

N

outcomes of use to determine whether tasks are achieved by users with effectiveness, efficiency and s

at has been exchanged

eraction capability
pability of a product to be interacted with by specified users to exchange information betwyg
d a system via the user interface to complete the intended task

te 1 to entry: Interaction capability in the product quality model and its subCharacteristics focus
ributes that enable interaction by users (or operators) to complete specifictasks in a variety of conté
the other hand, usability as defined in the quality-in-use model (ISO/IEE 25019) comprehensively
A specific context of use.

te 2 to entry: Interaction capability is a prerequisite for usability.

te 3 to entry: Interaction itself is defined in ISO TR 25060 as\“exchange of information between a u|
eractive system via the user interface”.

propriateness recognizability

te 1 to entry: Appropriateness recognizability depends on the ability to recognize the appropriate
bduct functions from initial impressions;of the product or system and/or any associated documenta

pption, acquisition, or use of products prior to the start of full-scale use, through demonstrations

hrnability
jpability of a product to have specified users learn to use specified product functions within a

2023(E)

pf data for

PEN a user

bn a set of
xts of use.
focuses on
htisfaction
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with user

expectations as defined in ISO 9241-110. It is also related to the effectiveness and efficiency of physical interface

de

vices (e.g. mouse, touch pen).

344
user error protection
capability of a product to prevent operation errors
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3.4.5

user engagement

capability of a product to present functions and information in an inviting and motivating manner
encouraging continued interaction

Note 1 to entry: This refers to properties of the product that increase the pleasure and satisfaction of the user,
such as harmonious colour, intuitive user interface and friendly voice guidance.

3.4.6
inclusivity

blt‘ ofanraducttaobaontilicad by naanla of vaionc haclgrandc
capabili product-to-be-utilised-bypeople-ofvariousbackarounds

Note 1 to gntry: Backgrounds include (and are not limited to) people of various ages, abilities, cultures, ethnicitigs,
languages| genders, economic situations, education, geographical locations and life situations.

3.4.7
user assistance

capability of a product to be used by people with the widest range of characteristics and capabilities
achieve specified goals in a specified context of use

(=g

(0]

Note 1 to gntry: The range of capabilities includes language differences and disabilities associated with age, sight,
hearing, upe of hands, arms and legs, etc.

Note 2 to [entry: A set of specific rules and methods for software accessibility’can be applied to ensure “uger
assistancq’ in this document and in ISO/IEC 25019.

EXAMPLE A system that can interact with users using multiple input/output methods, such as voice, gafe,
and touch| in addition to visual display, in order to accommodate differences in vision, hearing, and body pafts
that can b¢ moved, or changes in these areas.

Note 3 to pntry: Inconveniences or less effectiveness for useks caused by differences or changes in their actfial
contexts df use beyond those initially specified in the requirements can be resolved by repeating the qualjty
improvemgnt cycle to find and resolve problems through iterative evaluation and requirements definition fr¢m
this qualitly characteristic perspective.

Such diffefences or changes in the context of use\can include, for example, the following cases:
— when|using the system while drivinga car or flying in an airplane;

— when|using the system interactively for emergency within short-time use and small screen view due to fan
accid¢nt or a disaster;

— when|a user is a beginner brjis changing own task goal of use, usage, or skill and knowledge;

— when|a user having different physical capabilities due to the type of injury or illness, or changes in time due
to hedling or progression.

Also, othgr quality™(sub)characteristics, typically such as adaptability (3.8.1) or flexibility (3.8), can |be
collaboratjvely applied to improve user assistance and interaction capability (3.4).

3.4.8
self-descriptiveness

capability of a product to present appropriate information, where needed by the user, to make its
capabilities and use immediately obvious to the user without excessive interactions with a product or
other resources

Note 1 to entry: Other resources include user documentation, help desks, other users and other sources of
assistance.

EXAMPLE Instructions for user operation are divided and displayed or talked through step-by-step
interactively at the helpful timing of operation, in order to help users understand easily what is going on with the
system/software and to prevent users from becoming confused by receiving too many instructions at once.

4 © ISO/IEC 2023 - All rights reserved
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3.5

reliability

capability of a product to perform specified functions under specified conditions for a specified period
of time without interruptions and failures

Note 1 to entry: Wear does not occur in software. Limitations in reliability are due to results from faults in
requirements, design and implementation, or from contextual changes.

Note 2 to entry: Dependability is often used as a synonym for reliability. However, dependability has a larger
scope in that it includes security (3.6), performance efficiency (3.2), and continuing support and others in addition
to the subcharacteristics of reliability as discussed in Annex B

[SDURCE: ISO/IEC/IEEE 24765:2017, 3.3387, modified — "degree to which a system,) product or

component performs” has been changed to "capability of a product to perform"; "witheutintefruptions
arld failures" has been added; the original note 1 to entry has been replaced by two riew notes|to entry.]

3.p.1
fapltlessness
capability of a product to perform specified functions without fault undersiormal operation

Ndte 1 to entry: The concept of faultlessness can also be applied to other quality characteristics to ijdicate the
degree to which they meet required needs under normal operation.

3.p.2
avjailability
capability of a product to be operational and accessible when required for use

Ndte 1 to entry: Externally, availability can be assessed by the' proportion of total time during which the system,
prpduct or component is in an up state. Availability is thérefore a combination of faultlessness (whi¢h governs
the frequency of failure), fault tolerance (3.5.3) and recoverability (3.5.4) (which governs the length of flown time
following each failure).

Ndte 2 to entry: Failover or duplication of systems can be applied to support availability.

[SPURCE: ISO/IEC/IEEE 24765:2017, 3-:313, modified — "degree to which a system or compongnt is" has
bden changed to "capability of a preduct to be"; the original note to entry has been replaced by two new
ndtes to entry.]

3.p.3
faplt tolerance
capability of a productto)operate as intended despite the presence of hardware or software faults

[SPURCE: ISO/IECGAEEE 24765:2017, 3.1574, modified — “degree to which a system, product or
component operates” has been changed to “capability of a product to operate”.]

%)

3.p.4

relcoverability
capability of a product in the event of an interruption or a failure to recover the data directly affected
arld’re-establish the desired state of the system

Note 1 to entry: The length of the unavailable period following a failure, during which a product is not available
at the same level of use as before the failure, is determined by its recoverability. However, the recoverability of
a product depends on the recoverability of the computer system on which the product operates or a subset of its
functions.

3.6

security

capability of a product to protect information and data so that persons or other products have the
degree of data access appropriate to their types and levels of authorization, and to defend against attack
patterns by malicious actors

Note 1 to entry: As well as data stored in or by a product or system, security also applies to data in transmission.

© ISO/IEC 2023 - All rights reserved 5
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3.6.1
confidentiality
capability of a product to ensure that data are accessible only to those authorized to have access

3.6.2

integrity

capability of a product to ensure that the state of its system and data are protected from unauthorized
modification or deletion either by malicious action or computer error

3.6.3

non-repydiation

capability of a product to prove that actions or events have taken place, so that the events or actiolns
cannot bg repudiated later

3.6.4
accountdbility
capability of a product to enable actions of an entity to be traced uniquely to the entity

[SOURCE] ISO 7498-2:1989, 3.3.3, modified — "The property that ensures that“has been changed |to

"capabilitly of a product to enable"; "may be" has been changed to "to be".]

3.6.5
authentigity
capability of a product to prove that the identity of a subject or resout€e is the one claimed

[SOURCE] ISO/IEC/IEEE 24765:2017, 3.302, modified — “degree to which” has been changed to”
capability of a product”; the structure of the sentence has beenchanged accordingly.]

3.6.6
resistange
capability of a product to sustain operations while unider attack from a malicious actor

Note 1 to gntry: A malicious attack can include a denial-of service attack, a ransomware attack, or other maliciqus
actions. Then, the following approaches can be applied to improve the capability of a product for the qualjty
subcharacteristic:

ot

— to coftinuously protect itself from well-known attacks by removing potential flaws or weaknesses of ghe
prodyct with the use of security (3.6)tools such as a security weakness diagnostic tool, vulnerability scanijer
and sfatic analysis tool;

— to minimize vulnerability.oef a product with secure software coding and/or by incorporating securjty
enhanjcement functions or mechanisms;

— to majfintain productyipdates during its life time for security reasons.

in environment, and in requirements and functional specifications. Modifications include those carried out by
specialized support staff, and those carried out by business or operational staff, or end users.

Note 2 to entry: Maintainability includes installation of updates and upgrades.
Note 3 to entry: Maintainability can be interpreted as either an inherent capability of the product to facilitate

maintenance activities, or the quality-in-use experienced by the maintainers for the goal of maintaining the
product.

6 © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=e578f05c05f41ef9dd8564cac5490485

ISO/IEC 25010:2023(E)

3.71
modularity
capability of a product to limit changes to one component from affecting other components

Note 1 to entry: Modularity implies that the product is composed of discrete modules or components with
cohesive content and minimal coupling to other modules or components.

3.7.2
reusability
capability of a product to be used as assets in more than one system, or in building other assets

3.7.3

analysability
capability of a product to be effectively and efficiently assessed regarding the impact of an|intended
nge to one or more of its parts, to diagnose it for deficiencies or causes of failures, or tp identify
pdrts to be modified

Ndte 1 to entry: Implementation can include providing mechanisms for the productto dnalyse its own|faults and
prpviding reports prior to a failure or other event.

ability of a product to be effectively and efficiently modified without introducing defects or
ddgrading existing product quality

Ndte 1 to entry: Implementation includes coding, designing, doctimenting and verifying changes.
Ndte 2 to entry: Modularity (3.7.1) and analysability (3.7.3) can influence modifiability.
Ndte 3 to entry: Modifiability is a combination of changeability and stability.

3.7.5

testability
capability of a product to enable an. objective and feasible test to be designed and perfprmed to
ddtermine whether a requirement is thet

[SDURCE: ISO/IEC/IEEE 24765;2017, 3.4271, modified — “extent to which an objective and fegsible test
can be” has been changed tov“capability of a product to enable an objective and feasible tdst to be”;
“designed” has been changed.to “designed and performed”.]

3.

flexibility
capability of a product to be adapted to changes in its requirements, contexts of use, qr system
enfvironment

Ndte 1 to-entry: Flexibility to context of use should consider two distinguished aspects, i.e. technical and
nopn-technical. The technical aspect is related with the execution environment of products, such ag software,
hardware and communication facility; and the non-technical aspect is related with the social environnent, such
asfuseér and task, and the physical environment, such as climate and nature.

3.8.1

adaptability

capability of a product to be effectively and efficiently adapted for or transferred to different hardware,
software or other operational or usage environments

Note 1 to entry: Adaptations include those carried out by specialized support staff, and those carried out by
business or operational staff, or end users.

Note 2 to entry: If the product is to be adapted by the end user, adaptability corresponds to suitability for
individualization as defined in ISO 9241-110.
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Note 3 to entry: Ineffectiveness or inefficiencies for users caused by differences or changes in their actual
contexts of use beyond those initially specified in the requirements can be resolved by repeating the quality
improvement cycle, in which evaluation and requirements definition are iterated from the perspective of this
quality characteristic, and problems are discovered and solved.

Also, other quality subcharacteristics, typically such as inclusivity (3.4.6) and user assistance (3.4.7), can be
collaboratively applied to improve adaptability and flexibility (3.8).

Such differences or changes in the context of use can include, for example, the following cases:

— when using the system initially unintended circumstances, e.g. underwater or in outer space;

— when|using the system in limited operation mode with less energy supplies or no communication netwgrk
conndctivity due to an accident or a disaster;

— when|initially unintended types of users are involved or influenced.

3.8.2
scalability
capability of a product to handle growing or shrinking workloads or to adaptdts-capacity (3.2.3) |to
handle vdriability

3.8.3
installahility
capability of a product to be effectively and efficiently installed successfully and/or uninstalled in} a
specified|environment

Note 1 to entry: If the product is to be installed by an end user, installability can affect the resulting functiopal
appropriateness (3.1.3) and operability (3.4.3).

3.8.4
replaceabpility
capability of a product to replace another specified product for the same purpose in the saie
environnjent

Note 1 to entry: The replaceability of a new versian-of a software productis important to the user when upgradipg.

Note 2 to [entry: Replaceability can include attributes of both installability (3.8.3) and adaptability (3.8.1). Tihe
concept hds been introduced as a subcharacteristic of its own because of its importance.

Note 3 to ¢ntry: Replaceability reduces lock-in risks, so that other software products can be used in place of the
present orle, for example by the use)of standardized file formats.

3.9
safety
capability of a produstunder defined conditions to avoid a state in which human life, health, proper
or the enyironment is endangered

(54

Y,

Note 1 to gntry: Inthis document, safety is defined to describe capability of product to be able to avoid exposufes
which is nottplerable. Then, the definition is different from the other standards relating to safety that def1r1e
safety as freedonr fromrumacceptable Tisks:

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48, modified — “expectation that a system” has been changed
to “capability of a product”; “does not, under defined conditions, lead to a state” has changed to “under
defined conditions to avoid a state”; note to entry has been added.]

3.9.1

operational constraint

capability of a product to constrain its operation to within safe parameters or states when encountering
operational hazard

Note 1 to entry: Operational hazard is a hazardous situation, a circumstance in which people, property or the
environment are exposed to an unacceptable risk during operation.
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EXAMPLE1 A constraint that prevents an airplane from entering a stall condition caused by environmental
conditions or pilot error.

EXAMPLE 2 A constraint that limits the amount of radiation released by a radiology device to a safe threshold
regardless of the operator input.

3.9.2

risk identification

capability of a product to identify a course of events or operations that can expose life, property or
environment to unacceptable risk

3.9.3

fajl safe
capability of a product to automatically place itself in a safe operating mode, or torpevert|to a safe
condition in the event of a failure

Ndte 1 to entry: When the fail safe quality subcharacteristic is applied to a complex{system or sofffware, it is
often very difficult to determine which behaviour is safer. In such a case, functional safety (3.9) concept can be
uspd and then, hazard analysis and safety risk assessment can be conducted to-derive safety goals pnd safety
refluirements to be achieved.

Ndte 2 to entry: The following approaches can be applied to improve the €apability of a product for fhe quality
supcharacteristic:

—| to operate in a manner that eliminates or minimizes damage caused by a failure;

—| to implement a mechanism to transfer control of a sufficient.set of operations to continue safe pefformance
when a failure occurs.

%]

EXAMPLE A traffic light that reverts to blinking redyiffall directions when normal operation fails
[SPURCE: ISO/IEC/IEEE 24765:2017, 3.1558, madified — “pertaining to” has been changed to “¢apability

off; “a system or component that” has been.changed to “a product to”; “or to revert to a safe dondition”
hds been added; the notes to entry and EXAMPLE have been added.]

394

hgzard warning
capability of a product to provide.warnings of unacceptable risks to operations or internal c¢ntrols so
thpt they can react in sufficienttime to sustain safe operations

EXAMPLE A pedestrian-traffic light gives a warning sign, such as showing the remaining seconds, before
reyerting from green to-yellow or red.

9.5

e integration
ability of{a" product to maintain safety (3.9) during and after integration with one|or more
ponents

o0 wnw

4| ‘Product quality model

4.1 Product quality model structure

The product quality model categorizes product quality properties into nine characteristics:
functional suitability, performance efficiency, compatibility, interaction capability, reliability,
security, maintainability, flexibility and safety. Each characteristic is composed of a set of related
subcharacteristics (Figure 2).
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Product Quality Functional suitability

Functional completeness

Functional correctness

4.2 Tai

Figure 3 ¢
IT service

of quality
ICT produ
model de
collection

Functional appropriateness

Time behaviour

—  Performance efficiency

Resource utilization

Capacity

Co-existence

[1 [T1 [T]

— Compatibility

Interoperability

Appropriateness recognizability

— Interaction capability

Learnability

Operability

Ilser error protection

User engagement

Inclusivity

User assistance

Self-descriptiveness

Faultlessness

— Reliability

Availability

Fault tolerange

Recoverability

— Security

Confidéntiality

Integrity

Non-tepudiation

Accountability

Authenticity

Resistance

Modularity

— Maintainability

Reusability

Analysability

Modifiability

Testability

Adaptability

- Flexibility

Scalability

Installability

[TT]

Replaceability

Operational constraint

— Safety

Risk identification

Fail safe

Hazard warning

Safe integration

Figure 2 — Product quality model

rgets of the product quality model

ofinteracting factors including:

lepicts how different quality models apply to different components of an information system
system. The‘quality models together serve as a framework to ensure that all relevant asped
are conSidered in specifying requirements, developing, or evaluating information systen
[cts, data; or IT services. However, the priorities assigned to the quality characteristics in ea
bend on the context in which the information system is used. The context of use represent

or
ts
1S,
ch

b d

— Users: types of people who will be using the system

— Goals: users’ intention to achieve by using the system

— User

environment: situation in which users are using the system

— System context: nature and technical context of the system being used

The product quality model focuses on the target ICT product that includes the target software product.
The target ICT product also includes hardware and communication facilities, as well as data which is
the subject of the data quality model. The target ICT product is included in an information system that
can also include one or more ICT products.

10
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Data
quality

model

Information system

/ ICT product
Product :

quality Software Data

I PN |
muuci

communication facility

Hardware and

RRRERRRRRRPAN ' Quality-
in-use
rnodel

IT service system

IT service i Context of use |
quality Service provision system b I
model . User i
environment
NOTE Arrows indicate the target entities within information systems or IT services to which 25Q1n quality

médels apply.
Figure 3 + Quality models and their target entities
NOTE1 When an IT servige\does not contain an ICT product and its components, the IT service can be

evhluated separately from them.

NOTE 2  The productigirality model is indirectly applied to hardware and communication facilities when they
arg a component of ab-ICT product.

NQTE 3  Servige-provision system is an information system to provide IT service to users, including people,
prpcesses, techmiology, facilities and information.

5| Relationship to the quality-in-use model

The properties of the product determine the product quality in particular contexts of use (Table 1).

The functional suitability, performance efficiency, compatibility, interaction capability, reliability,
security, flexibility and safety have a significant influence on the quality-in-use for primary users.
Functional suitability, performance efficiency, interaction capability, reliability, security, flexibility and
safety can also be specific concerns of other stakeholders who specialize in these areas.

Performance efficiency, compatibility, reliability, security, maintainability, flexibility and safety have a
significant influence on quality-in-use for secondary users who maintain the system.

NOTE Types of users and stakeholders are explained in Annex D.
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Table 1 — Influence of the quality characteristics

Product quality Influence on Influence on Information
characteristics | quality-in-use for | quality-in-use system quality
primary users | for maintenance |concerns of other

tasks stakeholders

Functional suita-

bility X X

P_erformance effi- X X X

ciency

Compatibility X X

Interaction capa-

bility X X

Reliability X X X

Security X X X

Maintainability X

Flexibility X X X

Safety X X X

Key

X  product quality influences quality-in-use for these stakeholders
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Annex A
(informative)

Comparison with the product quality model in
ISO/IEC 25010:2011

This document revises ISO/IEC 25010:2011 and incorporates the same quality charactérigtics with
sojme amendments.

—|{ Safety hasbeenadded as a quality characteristic with subcharacteristics, i.e. operational cpnstraint,
risk identification, fail safe, hazard warning and safe integration.

— Usability and portability have been replaced with interaction capabilityandflexibility respectively.

— Inclusivityand self-descriptiveness, resistance,and scalability have beerradded as subchardcteristics
of interaction capability, security, and flexibility respectively.

— User interface aesthetics and maturity have been replaced with user engagement and faultlessness
respectively.

— Accessibility has been split into inclusivity and user assistance.

—|{ Definitions have been based on those from existingISO/IEC documents when possible; gdnd terms
defined in this document have been worded torépresent the general meaning of the term

—|{ Several characteristics and subcharacteristics have been given more accurate names and d¢finitions.

Table A.1 lists the differences of the charaeteristics and subcharacteristics between this document and
ISP/IEC 25010:2011.

wn

Table A.1 — Comparison with.the previous product quality model in ISO/IEC 250102011

Clause [ISO/IEC 25010:2023 ISO/IEC 25010:2011 Notes
31 Functional suitability Functional suitability

3.1 Functional completeness Functional completeness

3.2 Functional correctness Functional correctness

3.3 Functional appropriateness Functional appropriateness

32 Perfoermance efficiency Performance efficiency

3.1 Time behaviour Time behaviour

3R2.2 Resource utilization Resource utilization

323 Capacity Capacity

3.3 Compatibility Compatibility

3.3.1 Co-existence Co-existence

3.3.2 Interoperability Interoperability

3.4 Interaction capability Usability Renamed
341 Appropriateness recognizability |Appropriateness recognizability

3.4.2 Learnability Learnability

3.4.3 Operability Operability

344 User error protection User error protection

3.4.5 User engagement User interface aesthetics Renamed

© ISO/IEC 2023 - All rights reserved 13


https://standardsiso.com/api/?name=e578f05c05f41ef9dd8564cac5490485

ISO/IEC 25010:2023(E)

Table A.1 (continued)
Clause [ISO/IEC 25010:2023 ISO/IEC 25010:2011 Notes
3.4.6 Inclusivity o )
: Accessibility Split and renamed
3.4.7 User assistance
3.4.8 Self-descriptiveness New subcharacteristic
3.5 Reliability Reliability
3.5.1 Faultlessness Maturity Renamed
3.5.2 Availability Availability
3.5.3 Fault tolerance Fault tolerance (\03
3.5.4 Recoverability Recoverability QQ v
3.6 Security Security r\6 v
3.6.1 Confidentiality Confidentiality (’\Q N
3.6.2 Integrity Integrity _ q}‘)
3.6.3 Non-repudiation Non-repudiation ‘(/S-)
3.6.4 Accountability Accountability (-\\\v
3.6.5 Authenticity Authenticity Cy~
3.6.6 Resistance (%\ New subcharacteristic
37 Maintainability Maintainability PRY
3.71 Modularity Modularity . QV
3.7.2 Reusability Reusability Q\\}\
3.7.3 Analysability Analysability AQ\
374  [Modifiability Modifiability >
3.7.5 Testability Testabilitx@w
3.8 Flexibility Portal;_'kl'rg Renamed
3.81  [Adaptability Adaptability
3.8.2 Scalability ,,’\\Q\ New subcharacteristic
3.8.3 Installability . \-fnstallability
3.84 Replaceability A@ Replaceability
39 Safety C ,\) New characteristic
39.1 Operational constrainf ™) . New subcharacteristic
3.9.2 Risk identificatiop.‘\cO New subcharacteristic
3.9.3 Fail safe AOVJ New subcharacteristic
394 Hazard wa@ﬁ{ New subcharacteristic
3.9.5 Safe int@‘cion New subcharacteristic
X
S
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Annex B
(informative)

Example of mapping to dependability

This annex gives an example of how an organization can map its own model of software quality to the
prioduct quality model in this document.

D¢pendability is defined in IEC 60050-192 as the “ability to perform as and whenyrequired”. One
example of an alternative categorization of product qualities based on dependabilityf] is:

—|{ Availability: ability to be in a state to perform as required [SOURCE: IEC 60050*192-01-23]

— Reliability: ability to perform as required, without failure, for a given(time interval, under given
conditions [SOURCE: IEC 60050-192-01-24]

—| Recoverability: ability to recover from a failure, without gorrective maintenance [SOURCE:
IEC 60050-192-01-25]

— Maintainability: ability to be retained in, or restored to a-state to perform as required, urlder given
conditions of use and maintenance [SOURCE: IEC 60050-192-01-27]

— Maintenance support performance: effectiveness~of an organization in respect of majntenance
support [SOURCE: IEC 60050-192-01-29]

— Durability: ability to perform as required, under given conditions of use and maintenance} until the
end of useful life [SOURCE: IEC 60050-192<01-21]

—{ Safety: This term is not defined as vo¢abulary of dependability in IEC 60050-192.
— Security: This term is not defined:as vocabulary of dependability in IEC 60050-192.

Td conform to this documentsthis definition of dependability can be mapped onto the pafts of the
ISP/IEC 25010 quality modekshown in Table B.1.

Table B.1 — Mapping of dependability

Clause ISO/IE€25010:2023 Dependability

31 Funectional suitability *

312 Performance efficiency *

313 Compatibility *

34 Interaction capability *

35 Reliability Reliability

3.5.2 Availability Availability

3.5.3 Fault tolerance Durability

3.5.4 Recoverability Recoverability

3.6 Security Security

3.7 Maintainability Maintainability
Maintenance support performance

3.8 Flexibility *

3.9 Safety Safety

If this definition of dependability was used as part of a wider assessment of product quality, it would
also be necessary to consider functional suitability, performance efficiency, compatibility, interaction
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capability, flexibility and quality-in-use characteristics and subcharacteristics, although these are not
explicitly described to contribute to dependability defined in IEC 60050 (they are indicated by asterisk
in Table B.1).
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Annex C
(informative)

Using the quality model for measurement

Software properties

duct. The quality of a software product in a particular context of use is determined”by its

C.
Sdme software properties are inherent in the software product; some are assignedcto-the
p
properties. Also, system properties can be often similar to software properties.

NOTE Examples of inherent properties are number of lines of code and the accurady of a numeric
prpvided by the software. Examples of assigned properties are the owner of a software product, a wa
the price of a software product.

Inherent properties can be classified as either functional propertie$-of quality properties. H
prpperties determine what the software is able to do. Quality ‘properties determine how
software performs. Quality properties are inherent to a software product and associated sy
aspigned property is therefore not considered to be a quality*characteristic of the softwar
can be changed without changing the software. Figure G4 illustrates this classification of
prioperties.

Fynctional properties and quality properties are needed to be distinguished to be consistent tg
concept that quality requirements are identified enhes of non-functional requirements, dist
from functional requirements, required to besachieved, evaluated and improved. Both of p
can support mutually. For examples, some-of functional properties emerge sufficiently by

software
inherent

alculation
'ranty and

unctional
well the
rstem. An
b, since it
software

the basic
nguished
roperties
supports

from quality properties such as of faultlegss) fault tolerant, enough real time processing etc. Conversely,

qyality properties can be fleshed out with functional properties.

Software properties Inberent properties Domain-specific functional properties

Quality properties (functional
suitability, reliability, performance
efficiency, interaction capability, security,
compatibility, maintainability, flexibility,
safety)

Assigned properties Business properties like, for example,
price, delivery date, future product,
product supplier

Figure €:t—Software properties

C.2 Quality measures on internal properties, quality measures on external

properties and quality-in-use measures

For each subcharacteristic, the capability of the software is determined by a set of static internal
properties that can be measured. Examples of quality measures on internal properties (i.e. internal
measures) are given in ISO/IEC 25023 and ISO/IEC 5055. The characteristics and subcharacteristics

can be measured externally by the extent to which the capability is provided by the system c

ontaining

the software. Examples of quality measures on external properties (i.e. external measures) are also

given in ISO/IEC 25023.

© ISO/IEC 2023 - All rights reserved

17


https://standardsiso.com/api/?name=e578f05c05f41ef9dd8564cac5490485

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Product quality model 
	4.1 Product quality model structure 
	4.2 Targets of the product quality model 

	5 Relationship to the quality-in-use model 
	Annex A (informative)  Comparison with the product quality model in ISO/IEC 25010:2011 
	Annex B (informative)  Example of mapping to dependability 
	Annex C (informative)  Using the quality model for measurement 
	Annex D (informative)  Quality from different stakeholders’ perspectives 
	Bibliography 

