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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establishe h_\,/ the respective nrgani7afinn to deal with particular fields of technical Qr‘fi\/ih/ 1ISQ _and IEC
technical gommittees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,"Part 2.

The main| task of the joint technical committee is to prepare International Standards.,Draft Internatiopal
Standardq adopted by the joint technical committee are circulated to national bodies fér yoting. Publication [as
an Interngtional Standard requires approval by at least 75 % of the national bodies gasting a vote.

Attention s drawn to the possibility that some of the elements of this document'may be the subject of patent
rights. ISQ and IEC shall not be held responsible for identifying any or all such_patent rights.

ISO/IEC 25010 was prepared by Joint Technical Committee ISO/MNEC JTC 1, Information technology,
Subcommittee SC 7, Software and systems engineering.

This first gdition of ISO/IEC 25010 cancels and replaces ISO/IEC 9126-1:2001, which has been technics
revised.

y

ISO/IEC 25010 is a part of the SQuaRE series of Intetnational Standards, which consists of the following
divisions:

¢ Quality Management Division (ISO/IEC 2500n),

¢ Quality Model Division (ISO/IEC 2504n),

e Quality Measurement Division ({SO/IEC 2502n),
e Quality Requirements Division (ISO/IEC 2503n),
e Quality Evaluation Division (ISO/IEC 2504n),

e SQuaRE Extension Division (ISO/IEC 25050 — ISO/IEC 25099).

iv © ISO/IEC 2011 — All rights reserved
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Introduction

Software products and software-intensive computer systems are increasingly used to perform a wide variety
of business and personal functions. Realization of goals and objectives for personal satisfaction, business
success and/or human safety relies on high-quality software and systems. High-quality software products and

S

tware-intensive computer svystems are essential to _provide value —and avoid _paotential
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ftware products and software-intensive computer systems have many stakeholders including f{
velop, acquire, use, or who are customers of businesses using software-intensive \computer
mprehensive specification and evaluation of the quality of software and software-intensive
stems is a key factor in ensuring value to stakeholders. This can be achieved by defining the nece
sired quality characteristics associated with the stakeholders' goals and objectives for the syg
ludes quality characteristics related to the software system and data as well.as the impact the s
its stakeholders. It is important that the quality characteristics are specified, measured, and
enever possible using validated or widely accepted measures and measurement methods. T
pdels in this International Standard can be used to identify relevant quality characteristics that can
ed to establish requirements, their criteria for satisfaction and the, corresponding measures.

is International Standard is derived from ISO/IEC 9126:1991/ Software engineering — Prody
ich was developed to support these needs. It defined six guality characteristics and described
bduct evaluation process model.

D/IEC 9126:1991 was replaced by two related multipart standards: ISO/IEC 9126, Software engi
bduct quality and ISO/IEC 14598, Software engineering — Product evaluation.

is International Standard revises ISO/IEC 9126-1:2001, and incorporates the same softwa
aracteristics with some amendments.

a system perspective.

Context coverage has béen added as a quality in use characteristic, with subcharacteristi
completeness and flexibility.

Security has beeh~added as a characteristic, rather than a subcharacteristic of function
subcharacteristiCs)confidentiality, integrity, non-repudiation, accountability and authenticity.

Compatibility (including interoperability and co-existence) has been added as a characteristic.

protection, accessibility, availability, modularity and reusability.

hose who
systems.
computer
ssary and
tem. This
ystem has
evaluated
he quality
be further

ct quality,
h software

heering —

re quality

The scope of the quality models (has been extended to include computer systems, and quality if use from

LS context

ality, with

The following subcharacteristics have been added: functional completeness, capacity, Wser error

The compliance subcharacteristics have been removed, as compliance with laws and regulation

5 is part of

Fu

overall system requirements, rather than specifically part of quality.
The internal and external quality models have been combined as the product quality model.
When appropriate, generic definitions have been adopted, rather than using software-specific de

Several characteristics and subcharacteristics have been given more accurate names.

Il details of the changes are in Annex A.

finitions.

This International Standard is intended to be used in conjunction with the other parts of the SQuaRE series of
International Standards (ISO/IEC 25000 to ISO/IEC 25099), and with ISO/IEC 14598 until superseded by the
ISO/IEC 2504n series of International Standards.
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Figure 1 (adapted from ISO/IEC 25000) illustrates the organization of the SQuaRE series representing
families of standards, further called divisions.

The divisipns within the SQuaRE series are:

Vi

CQuality Model
Division
2501n

Quality Quality Management Quality
Requirements Division EV?'PE?UDH

Division 2500n Division

2503n 2504n

Quality Measurement
Division
2502n

Extension Division 25050 - 25099

Figure 1 — Organization of SQuaRE series(of International Standards

ISO/IEC 2500n - Quality Management Division. The International Standards that form this division
defing all common models, terms and definitions further referred to by all other International Standards
from the SQuaRE series. The division also provides requirements and guidance for a supporting functipon
that ig responsible for the management of the requirements, specification and evaluation of softwdre
produgt quality.

=4

ISO/IEC 2501n - Quality Model Division. The International Standards that form this division present
detailed quality models for.computer systems and software products, quality in use, and data. Practi¢al
guidance on the use of the.quality models is also provided.

ISO/IEC 2502n -_Quality Measurement Division. The International Standards that form this division
include a software product quality measurement reference model, mathematical definitions of quality
measlires, and.*practical guidance for their application. Examples are given of internal and external
measlires-far-software quality, and measures for quality in use. Quality Measure Elements (QME) forming
foundgtions for these measures are defined and presented.

ISO/IEC 2503n - Quality Requirements Division. The International Standards that form this division help
specify quality requirements, based on quality models and quality measures. These quality requirements
can be used in the process of quality requirements elicitation for a software product to be developed or as
input for an evaluation process.

ISO/IEC 2504n - Quality Evaluation Division. The International Standards that form this division provide
requirements, recommendations and guidelines for software product evaluation, whether performed by
evaluators, acquirers or developers. The support for documenting a measure as an Evaluation Module is
also present.

© ISO/IEC 2011 — All rights reserved
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o ISO/IEC 25050 — 25099 SQuaRE Extension Division. These International Standards currently include
requirements for quality of Commercial Off-The-Shelf software and Common Industry Formats for usability
reports.

The quality models in this International Standard can be used in conjunction with ISO/IEC 12207 and
ISO/IEC 15288, particularly the processes associated with requirements definition, verification and validation
with a specific focus on the specification and evaluation of quality requirements. ISO/IEC 25030 describes

how the quality models can be used for software quality requirements, and ISO/IEC 25040 describes how the
quality models can be used for the software quality evaluation process.

This—tnternationat-Standard—camatsobeused-imconjunctiomwith 1 SOHEC-15564—(which—is—concgrned with

software process assessment) to provide:
o | aframework for software product quality definition in the customer-supplier process;

¢ | support for review, verification and validation, and a framework for quantitative quality evaluafjon, in the
support process;

e | support for setting organizational quality goals in the management process.

THis International Standard can be used in conjunction with ISO 9001’ (which is concerned wjth quality
aspurance processes) to provide:

o | support for setting quality goals;

e | support for design review, verification and validation.

© ISO/IEC 2011 — All rights reserved Vi
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TERNATIONAL STANDARD ISO/IEC 25010:2011(E)

Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — System and
software quality models

Th

b)

TH
ch

Sy
qu

NQ
the

IS

TH
su

Th
an
ag
an
an

qu

Scope
is International Standard defines:

A quality in use model composed of five characteristics (some of which.are further subdi
subcharacteristics) that relate to the outcome of interaction when a produetis used in a particu
of use. This system model is applicable to the complete human‘computer system, incly
computer systems in use and software products in use.

A product quality model composed of eight characteristics™ (which are further subdi
subcharacteristics) that relate to static properties of software and dynamic properties of the
system. The model is applicable to both computer systems<and software products.

e characteristics defined by both models are relevant to-all software products and computer sys
aracteristics and subcharacteristics provide consistent'terminology for specifying, measuring and
stem and software product quality. They also provide a set of quality characteristics against wh
ality requirements can be compared for completeness.

TE Although the scope of the product quality model is intended to be software and computer systen;
characteristics are also relevant to wider systems and services.

D/IEC 25012 contains a model for'data quality that is complementary to this model.

e scope of the models exeludes purely functional properties (see C.6), but it does include
tability (see 4.2.1).

e scope of application-of the quality models includes supporting specification and evaluation o
d software-intensive computer systems from different perspectives by those associated

quisition, requirements, development, use, evaluation, support, maintenance, quality assurance a
d audit. The_ models can, for example, be used by developers, acquirers, quality assurance and ¢
d independéent evaluators, particularly those responsible for specifying and evaluating softwa
ality. Aetivities during product development that can benefit from the use of the quality models incl

vided into
ar context
ding both

ided into
computer

tems. The
evaluating
ich stated

s, many of

functional

f software
with their
nd control,
bntrol staff
e product
ude:

identifying software and system requirements;

validating the comprehensiveness of a requirements definition;

identifying software and system design objectives;

identifying software and system testing objectives;

identifying quality control criteria as part of quality assurance;

identifying acceptance criteria for a software product and/or software-intensive computer system

establishing measures of quality characteristics in support of these activities.

© ISO/IEC 2011 — All rights reserved
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2 Conformance

Any quality requirement, quality specification, or evaluation of quality that conforms to this International
Standard shall either:

a) use the quality models defined in 4.1 and 4.2; or

b) tailor the quality model giving the rationale for any changes and provide a mapping between the tailored
model and the standard model.

3 Quality model framework

3.1 Quality models

The quality of a system is the degree to which the system satisfies the stated and implied néeds of its variqus
stakeholdgrs, and thus provides value. These stated and implied needs are represented in the SQuaRE series
of Internafional Standards by quality models that categorize product quality into charactéristics, which in so:re
cases are further subdivided into subcharacteristics. (Some subcharacteristics are divided ipto
sub-subct{aracteristics.) This hierarchical decomposition provides a convenient breakdown of product quality.
However,| the set of subcharacteristics associated with a characteristi¢. have been selected to pe
representative of typical concerns without necessarily being exhaustive.

The meadurable quality-related properties of a system are called quality properties, with associated quality
measures| To arrive at measures of the quality characteristic or subcharacteristic, unless the characteristic|or
subcharagteristic can be directly measured, it will be necessary\to identify a collection of properties that
together qover the characteristic or subcharacteristic, obtain quality measures for each, and combine thgm
computatipnally to arrive at a derived quality measure ‘eorresponding to the quality characteristic |or
subcharagteristic (see Annex C). Figure 2 shows the -felationship between quality characteristics and
subcharagteristics, and quality properties.

Quality
|
¥ ¥ ! ¥
l Characteristic 1 | | Characteristic 2 | | Characteristic 3 | -------- ‘ Characteristic n I
! b
[ Subcharacteristic 1 I | Subcharacteristic 2 | neennenn [ Subcharacteristic n I
!
\ Quality property 1 I | Quality property 2 | eennean l Quality property n I
¥ 1 l l
Quality property 1 ! [ Quality property 2 ! | Quality property 3 !-"----- | Quality property n !

Figure 2 — Structure used for the quality models

Currently there are three quality models in the SQuaRE series: the quality in use model and the product
quality model in this International Standard, and the data quality model in ISO/IEC 25012. The quality models
together serve as a framework to ensure that all characteristics of quality are considered. These models
provide a set of quality characteristics relevant to a wide range of stakeholders, such as: software developers,
system integrators, acquirers, owners, maintainers, contractors, quality assurance and control professionals,
and users.

2 © ISO/IEC 2011 — All rights reserved
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The full set of quality characteristics across these models will not be relevant to every stakeholder.
Nonetheless, each category of stakeholder should be represented in reviewing and considering the relevance
of the quality characteristics in each model before finalizing the set of quality characteristics that will be used,
for example to establish product and system performance requirements or evaluation criteria.

3.2 Quality in use model

The quality in use model in 4.1 defines five characteristics related to outcomes of interaction with a system:
effectiveness, efficiency, satisfaction, freedom from risk, and context coverage (Figure 3 and Table 3). Each
characteristic can be assigned to different activities of stakeholders, for example, the interaction of an operator

or[the maintenance of a developer.

Quality
In Use

Environmental
risk mitigation

Effectiveness Efficiency Satisfaction Freedofy Context covprage
fromrisk
Effectiveness Efficiency Usefulness Econhomic risk Contex
Trust miligalion complelengss
Health and ibili
Pleasure ea 9" Flexibility
safety risk
Comfort mitigation

Figure-3 — Quality in use model

THe quality in use of a system characterizes the impact that the product (system or software product) has on

chiaracteristics of the users,tasks and social environment. All these factors contribute to the quality in use of

th¢ system.

Definitions and explanations of each quality characteristic for quality in use are given in 4.1.

st}keholders. It is determined_by:the quality of the software, hardware and operating environment, and the

ExXamples of quality in use measures are given in ISO/IEC TR 9126-4 (to be replaced by ISO/IEC 25024).

3.8 Product quality model

THeCproduct quality model in 4.2 categorizes system/software product quality properties

nto eight

characteristrcs—functiormat—suitabitity, performance—efficiency, —compatibitity, —usabitity,Tetiabitity, security,
maintainability and portability. Each characteristic is composed of a set of related subcharacteristics (Figure 4

and Table 4).

© ISO/IEC 2011 — All rights reserved
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System/Software
Product Quality

I

NOTE

but these afe outside the scope of the quality model.

The prody

software, fis most of the subcharacteristics are relevant to both software and systems.

Definitions

3.4 Targets of the quality models

Figure 5l

The prody

ZL:HQLOH?SI Pirffrféirggg;e Compatibility | | Usability Reliability Security Msé’?lti?;"' Portability
Functional Time-behaviour Co-existence Appropriateness Maturity Confidentiality Modularity Adaptability
completeness Resource utlisation | | Interoperability recognisability Availability Intesgrity Reusabillity Installability
Functional Capacity Learnability Fault tolerance Nen-repudiation Analysability Replaceability
wrr"_‘n.“ peratily Recoveranity ACCountanity TAOEMmaGy
Func _Onﬂl User error Authenticity Testability
appropriatenass prolection
User interface
acsthetics
Accessibility

Figure 4 — Product quality model

The need for compliance with standards or regulations can be identified as.part of requirements for a systgm,

ct quality model can be applied to just a software product/erto a computer system that includes

and explanations of each quality characteristic for product quality are given in 4.2.

ustrates the targets of the quality models,and the related entities.

ct quality model focuses on the target’computer system that includes the target software product,

and the qgdiality in use model focuses on the'whole human-computer system that includes the target computer

system ar
software f
The targe

d target software product. Thettarget computer system also includes computer hardware, non-target
roducts, non-target data, and\target data, which is the subject of the data quality model (see C.B).
computer system is included in an information system that can also include one or more compuger

systems gnd communication systems, such as a local area network and the Internet. The information systg¢m

is within &
control sy
boundary
who the u

EXAMPLE
then the sy
control sys
of the airfrg

wider human-computef system (such as an enterprise system, embedded system or large-scale
stem) and can include users and the technical and physical usage environment. Where the
pof the system is judged to be, depends upon the scope of the requirements or evaluation, and uppon
Sers are.

If the Users of an aircraft with a computer-based flight control system are taken to be the passengqrs,
5tem. (pen which they depend includes the flight crew, the airframe, and the hardware and software in the flight
em, Whereas if the flight crew are taken to be the users, then the system upon which they depend consists oply
me-and the flight control system.

Other sta

keholders, such as software developers, system integrators, acquirers, owners, maintainers,

contractors, quality assurance and control professionals, will also be concerned with the quality.

© ISO/IEC 2011 — All rights reserved
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Quality Models

NQTE
vefsion that focuses on quality models.

3.p Using a quality model

osition of requirement

S

Product Data Quality
Quality Model Quality Model in Use Model
\\ -
Human-Computer Sys\
[ A\N ENPPIL - ®
' A\ o e % Primary,
Information System e ﬂmfﬂ(
" | Communication or indifect
- System user
| N %
| e B
Target Computer System \ ®
- Usa
Computer | | Non-target Target Target Non-target environment
Hardware Software Software Data Data i
Key: Other
&—— What is measured by the model: Stakeholders
2 TTCLEEETED e Some of the factors that influence quality in use

This is conceptually the same as Figure 2 in ISOAEC 25012 and Figure 5 in ISO/IEC 25030, but

Figure 5 —Targets of quality models

THe product quality and quality in_use models are useful for specifying requirements, establishing
and performing quality evaluations (see Annex C). The defined quality characteristics can be ysed as a
checklist for ensuring a comprehensive treatment of quality requirements, thus providing a basis for
e consequent effort and-activities that will be needed during systems development. The characteristics in the
ality in use model and.product quality model are intended to be used as a set when specifying or
puter system or'software product quality.

tem or gsoftware product. Similarly it is not usually practical to specify or measure quality in
sible user-task scenarios. The relative importance of quality characteristics will depend on the
Is .and- objectives for the project. Therefore the model should be tailored before use as part of the
to identify those characteristics and subcharacteristics that

3.6 Quality from different stakeholder perspectives

a different

neasures,
pstimating
pvaluating
computer
ise for all

high-level

are most|important,
goals and

The quality models provide a framework for collecting stakeholder needs. Stakeholders include the following

types of user:

1. Primary user: person who interacts with the system to achieve the primary goals.

2. Secondary users who provide support, for example

© ISO/IEC 2011 — All rights reserved
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a)

b)

3. Indirect user: person who receives output, but does not interact with the system.

content provider, system manager/administrator, security manager;

maintainer, analyzer, porter, installer.

Table 1 — Examples of user needs for quality in use and product quality

User Primary user Secondary users Indirect user
needs Content provider Maintainer
Interacting Interacting Maintaining or porting Using output

Effectivengss How effective does the | How effective does the | How effective does the | How effectivé)does the
user need to be when | content provider need |person maintaining or | person usihg-Output
using the system to to be when updating porting the system from the'system neegl
perform their task? the system? need to be? to be?

Efficiency How efficient does the |How efficient does the |How efficient does the |How‘efficient does the
user need to be when |content provider need |person maintaining or/ | person using the
using the system to to be when updating porting the system output from the systgm
perform their task? the system? need to be? need to be?

Satisfaction How satisfied does the | How satisfied does the | How satisfied dees the | How satisfied does the
user need to be when | content provider need |person maintaining or | person using the
using the system to to be when updating porting the system output from the systgm
perform their task? the system? need {o be? need to be?

Freedom ffom risk How risk free does How risk free does How risk free does How risk free does
using the system to updating the content ofdmaking maintenance |using the output fromi
perform their task the system need to changes to the system |the system need to
need to be for the be? or porting the system |be?
user? need to be?

Reliability How reliable does the [How reliable.does How reliable does How reliable does th¢
system need to be updating the\system maintaining or porting |output from the systgm
when the user uses it | with new.content need |the system need to need to be?
to perform their task? |to be2 be?

Security How secure does the [How secure does the |How secure does the |How secure does thg
system need to be system need to be system need to be output from the systgm
when the user usesfit_ |after the content after maintenance need to be?
to perform their task? | provider updates it? changes are made or

when it is ported?

Context cdverage To what extent does To what extent does | To what extent does To what extent does
the systémyneed to be |providing content need | maintaining or porting |[using the output of the
effective) efficient, risk |[to be effective, the system need to be |system need to be
fre€ and satisfying in efficient, risk free and | effective, efficient, risk | effective, efficient, rigk
allthe intended and satisfying in all the free and satisfying in | free and satisfying in
potential contexts of intended and potential |all the intended and all the intended and
use? contexts of use? potential contexts of potential contexts of

use? use?

Learnability To what extent does To what extent does | To what extent does To what extent does
learning to use the learning to provide learning to maintain or |learning to use the
system need to be content need to be port the system need | output from the system
effective, efficient, risk | effective, efficient, risk |to be effective, need to be effective,
free and satisfying? free and satisfying? efficient, risk free and | efficient, risk free and

satisfying? satisfying?

Accessibility To what extent does [ To what extent does | To what extent does | To what extent does
the system need to be |providing content for | maintaining or porting |using the output of the
effective, efficient, risk |the system need to be [the system need to be |system need be
free and satisfying to | effective, efficient, risk |effective, efficient, risk | effective, efficient, risk
use for people with free and satisfying for |free and satisfying for [free and satisfying for
disabilities? people with people with people with

disabilities? disabilities? disabilities?
6 © ISO/IEC 2011 — All rights reserved
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Each of these types of user has needs for quality in use and product quality in particular contexts of use, as
illustrated for some examples of users and quality characteristics by the questions shown in Table 1.

NOTE The content provider will also have user needs for data quality.

The user needs in Table 1 provide examples of starting points for requirements, and can be used as a basis
for measuring the impact of the quality of the system on use and maintenance.

Prior to software development or acquisition, quality requirements should be defined from the perspective of
stakeholders. Analysis of the in use requirements will result in derived functional and quality requirements

Ct maturity,
ectiveness,

particular

significant
influence on the quality in use for primary users. Performance efficiency, reliability and security can also be
specific concerns of other stakeholders who specialize in these areas.

Campatibility, maintainability and portability will have a sighnificant influence on quality in use for econdary
users who maintain the system.

Table 2 — Influence of the quality characteristics

Spftware product Computer Product quality Influence on Influence on Information
properties system characteristic quality in use for | quality in use for | system quality
properties primary users maintenance concerns of
tasks other
stakeholders
- - Fu.ncti.o_nal *
suitability
- )N Pe-rf_ormance %* ™
efficiency
- - Compatibility %*
- - Usability *
- - Reliability * il
- - Security * |'*
- - Maintainability *
- - Portability %*
Key: = These properties influence product quality.

¥ Product quality influences quality in use for these stakeholders.
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4 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

NOTE Definitions of quality characteristics and subcharacteristics are given in 4.1 and 4.2, general definitions in 4.3
and the essential definitions from ISO/IEC 25000 are reproduced in 4.4.

4.1 Quality in use model

Quality in use is the degree to which a product or system can be used by specific users to meet their needs to
achieve specific goals with effectiveness, efficiency, freedom from risk and satisfaction in specific contexts|of
use.

The propgqrties of quality in use are categorized into five characteristics: effectiveness, efficiency,(satisfaction,
freedom fifom risk and context coverage (Figure 3 and Table 3).

Table 3 — Quality in use characteristics and subcharacteristics

Effectiveness
Efficiency
Satisfaction
Usefulness
Trust
Pleasure
Comfort
Freedom from risk
Economic risk mitigation
Health and safety risk mitigation
Environmental risk,mitigation
Context coverage
Context completeness
Flexibility

NOTE Usability (4.2.4) is defined as assubset of quality in use consisting of effectiveness, efficiency and satisfactipn,
for consistgncy with its established meaning!

411
effectiveness
accuracy and completenessWwith which users achieve specified goals

[1SO 9241411]
4.1.2

efficiency
resources|expended in relation to the accuracy and completeness with which users achieve goals

[1ISO 9241-11]

NOTE Relevant resources can include time to complete the task (human resources), materials, or the financial cost
of usage.

41.3
satisfaction
degree to which user needs are satisfied when a product or system is used in a specified context of use

NOTE 1 For a user who does not directly interact with the product or system, only purpose accomplishment and trust
are relevant.
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NOTE 2  Satisfaction is the user’s response to interaction with the product or system, and includes attitudes towards
use of the product.

41.31

usefulness

degree to which a user is satisfied with their perceived achievement of pragmatic goals, including the results
of use and the consequences of use

4.1.3.2
trust

d gree towhich a user or other stakeholder has confidence that a prnrh 1ctor cycfnm will behave as-intended

41.3.3
pleasure
degree to which a user obtains pleasure from fulfilling their personal needs

NQTE Personal needs can include needs to acquire new knowledge and skills, to communicate personal ({dentity and
to provoke pleasant memories.

4.1.34
cgmfort
degree to which the user is satisfied with physical comfort

4

edom from risk
ree to which a product or system mitigates the potential.risk'to economic status, human life, health, or the
ironment

4,
fri
d
e

N
th

TE Risk is a function of the probability of occurrenee.of a given threat and the potential adverse consgquences of
t threat's occurrence.

4.1

nomic risk mitigation
ree to which a product or system-mitigates the potential risk to financial status, efficient [operation,
mercial property, reputation or othetresources in the intended contexts of use

Q0 M

4.2
alth and safety risk mitigation
ree to which a product or system mitigates the potential risk to people in the intended contexts of use

4.3

vironmental risk-mitigation
ree to which-a‘product or system mitigates the potential risk to property or the environment in th¢ intended
texts of use

QO Q0 b~

.5

ntext 'coverage
ree to which a product or system can be used with effectiveness, efficiency, freedom from risk and
satisfaction in both specified contexts of use and in contexts beyond those initially explicitly identified

NOTE Context of use is relevant to both quality in use and some product quality (sub)characteristics (where it is
referred to as “specified conditions”).

41.51

context completeness

degree to which a product or system can be used with effectiveness, efficiency, freedom from risk and
satisfaction in all the specified contexts of use

© ISO/IEC 2011 — All rights reserved 9
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NOTE

Context completeness can be specified or measured either as the degree to which a product can be used

by

specified users to achieve specified goals with effectiveness, efficiency, freedom from risk and satisfaction in all the
intended contexts of use, or by the presence of product properties that support use in all the intended contexts of use.

EXAMPLE

The extent to which software is usable using a small screen, with low network bandwidth, by a non-exp

user; and in a fault-tolerant mode (e.g. no network connectivity).

41.5.2
flexibility

ert

degree to which a product or system can be used with effectiveness, efficiency, freedom from risk and

satisfactio

n_in contexts beyond those initially specified in the requirements

NOTE 1

NOTE 2
had not beg

NOTE 3

NOTE 4

achieve ad
contexts off
and suitabi

4.2 Product quality model

Flexibility enables products to take account of circumstances, opportunities and individual preferences t
bn anticipated in advance.

If a product is not designed for flexibility, it might not be safe to use the product in unintended contexts.

Flexibility can be measured either as the extent to which a product can be used by additional types of userg
ditional types of goals with effectiveness, efficiency, freedom from risk and satisfaction in additional types
use, or by a capability to be modified to support adaptation for new types of-users, tasks and environmer
ity for individualization as defined in ISO 9241-110.

Flexibility can be achieved by adapting a product (see 4.2.8.1) for additional user groups, tasks and cultures.

The prodyct quality model categorizes product quality properties into eight characteristics (functional suitabi
reliability, | performance efficiency, usability, security, compatibility, maintainability and portability). Ea
characterigtic is composed of a set of related subcharacteristics\(Figure 4 and Table 4).
Reliability
(Sub)Characteristic Maturity
Fungtional suitability Availability

Functional completeness

Fault tolerance

Functional correctness

Recoverability

Functional appropriateness Security
Performance efficiency Confidentiality
[ime behaviour Integrity

Resource utilization

Non-repudiation

hat

to
of

ity,
ch

Capacity Accountability
Compatibility Authenticity
Co-existence Maintainability
nteroperability Modularity
Usability Reusability
Appropriateness recognizability Analysability
| edrnability Modifiability
Dperability Testability
User error protection Portability
User interface aesthetics Adaptability
Accessibility Installability

4.21

functional suitability
degree to which a product or system provides functions that meet stated and implied needs when used under
specified conditions

10

Replaceability
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NOTE Functional suitability is only concerned with whether the functions meet stated and implied needs, not the
functional specification (see C.6).

4211
functional completeness
degree to which the set of functions covers all the specified tasks and user objectives

421.2
functional correctness
degree to which a product or system provides the correct results with the needed degree of precision

EXAMPLE A user is only presented with the necessary steps to complete a task, excluding\any unnecesspry steps.

NOTE Functional appropriateness corresponds to suitability for the task in ISO 9241-110.

ystem, and

prming its

users, the

ystems or
ironment

NOTE Adapted from ISO/IEC/IEEE 24765.

4231

co-existence

degree to which a product can perform its required functions efficiently while sharing a common environment
and resources with other products, without detrimental impact on any other product

© ISO/IEC 2011 — All rights reserved 11
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4.2.3.2

interoperability
degree to which two or more systems, products or components can exchange information and use the
information that has been exchanged

NOTE

4.2.4
usability

Based on ISO/IEC/IEEE 24765.

degree to which a product or system can be used by specified users to achieve specified goals with

effectiven

NOTE 1

NOTE 2
subcharact

4241

appropridteness recognizability

degree to
cf. functig

NOTE 1
system’s fu

NOTE 2
a web site,

4.24.2

learnability

degree to
use the p
context of

NOTE
users to ag
and satisfa
1ISO 9241-1

4243

operability

degree to

NOTE
defined in |

4244

aco affinianoy and oaticfantinn 1n o onanifind ~antavt ~Af Lo
P oo CTCIe Gy art—Satroa o oo p et SO eTo—ust

Adapted from ISO 9241-210.

Usability can either be specified or measured as a product quality characteristic in, ‘terms of
bristics, or specified or measured directly by measures that are a subset of quality in use.

which users can recognize whether a product or system is appropriate for-their needs
nal appropriateness (4.2.1.3).

Appropriateness recognizability will depend on the ability to recognize(the appropriateness of the product
nctions from initial impressions of the product or system and/or any-associated documentation.

The information provided by the product or system can include . demonstrations, tutorials, documentation or,
the information on the home page.

which a product or system can be used by specified users to achieve specified goals of learning
roduct or system with effectiveness, efficiency, freedom from risk and satisfaction in a specifi
use

Can be specified or measured either-as the extent to which a product or system can be used by specif]

Ction in a specified context of useor by product properties corresponding to suitability for learning as defined
10.

which a product or'system has attributes that make it easy to operate and control

Operability~corresponds to controllability, (operator) error tolerance and conformity with user expectations
50 92412110.

user erro
degree to

4245

its

or

for

to
ed

ed

hieve specified goals of learning to use the product or system with effectiveness, efficiency, freedom from rjisk

in

L protection

which a system protects users against making errors

user interface aesthetics

degree to

NOTE
as the use

12

which a user interface enables pleasing and satisfying interaction for the user

This refers to properties of the product or system that increase the pleasure and satisfaction of the user, such

of colour and the nature of the graphical design.
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4.2.4.6

accessibility

degree to which a product or system can be used by people with the widest range of characteristics and
capabilities to achieve a specified goal in a specified context of use

NOTE 1 The range of capabilities includes disabilities associated with age.
NOTE 2  Accessibility for people with disabilities can be specified or measured either as the extent to which a product

or system can be used by users with specified disabilities to achieve specified goals with effectiveness, efficiency, freedom
from risk and satisfaction in a specified context of use, or by the presence of product properties that support accessibility.

ree to which a system, product or component performs specified functions under specified cond|tions for a
specified period of time

NOQTE 1  Adapted from ISO/IEC/IEEE 24765.

NQTE 2  Wear does not occur in software. Limitations in reliability are due to faults”in requirements, glesign and
implementation, or due to contextual changes.

NQTE 3 Dependability characteristics include availability and its inherent“or/external influencing factorp, such as
availability, reliability (including fault tolerance and recoverability), security. (including confidentiality and integrity),
maintainability, durability, and maintenance support.

4.2.51
maturity
degree to which a system, product or component meets needs for reliability under normal operation

NOTE The concept of maturity can also be applied\to-other quality characteristics to indicate the degr¢e to which

ree to which a system, product or cemponent is operational and accessible when required for us

W

[ISO/IEC/IEEE 24765]

NOTE Externally, availability-can be assessed by the proportion of total time during which the system,| product or
component is in an up state. Availability is therefore a combination of maturity (which governs the frequency| of failure),
faylt tolerance and recoverability (which governs the length of down time following each failure).

ree to which-a system, product or component operates as intended despite the presence of hgrdware or
software faults

TE "\ 'Adapted from ISO/IEC/IEEE 24765.

4254

recoverability

degree to which, in the event of an interruption or a failure, a product or system can recover the data directly
affected and re-establish the desired state of the system

NOTE Following a failure, a computer system will sometimes be down for a period of time, the length of which is
determined by its recoverability.

4.2.6

security

degree to which a product or system protects information and data so that persons or other products or
systems have the degree of data access appropriate to their types and levels of authorization
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NOTE 1 As well as data stored in or by a product or system, security also applies to data in transmission.

NOTE 2  Survivability (the degree to which a product or system continues to fulfil its mission by providing essential
services in a timely manner in spite of the presence of attacks) is covered by recoverability (4.2.5.4).

NOTE 3  Immunity (the degree to which a product or system is resistant to attack) is covered by integrity (4.2.6.2).
NOTE 4  Security contributes to trust (4.1.3.2).
4.2.6.1

confidentjality
degree to which a product or system ensures that data are accessible only to those authorized to have aceepgs

4.2.6.2

integrity
degree td which a system, product or component prevents unauthorized access to, or, modification [of,
computer programs or data

[ISO/IEC/IEEE 24765]

4.2.6.3
non-repugliation
degree to|which actions or events can be proven to have taken place, so thatthe events or actions cannot pe
repudiated later

NOTE Adapted from ISO 7498-2:1989.

4.2.6.4
accountapility
degree to which the actions of an entity can be traced uniquely to the entity

NOTE Adapted from ISO 7498-2:1989.

4.2.6.5
authenticjty
degree to which the identity of a subject or resource can be proved to be the one claimed

NOTE Adapted from ISO/IEC 1333541:2004.

4.2.7
maintainability
degree of| effectiveness and’ efficiency with which a product or system can be modified by the intended
maintainefs

NOTE 1 Modificatiens can include corrections, improvements or adaptation of the software to changes in environmgnt,
and in reqyirements.and functional specifications. Modifications include those carried out by specialized support staff, gnd
those carrig¢d odt by business or operational staff, or end users.

NOTE 2 "Mamiainability Includes Installation of updates and upgrades.

NOTE 3  Maintainability can be interpreted as either an inherent capability of the product or system to facilitate
maintenance activities, or the quality in use experienced by the maintainers for the goal of maintaining the product or
system.

4271

modularity

degree to which a system or computer program is composed of discrete components such that a change to
one component has minimal impact on other components

[ISO/IEC/IEEE 24765]
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4.2.7.2
reusability
degree to which an asset can be used in more than one system, or in building other assets

NOTE Adapted from IEEE 1517-2004.

4273

analysability

degree of effectiveness and efficiency with which it is possible to assess the impact on a product or system of
an intended change to one or more of its parts, or to diagnose a product for deficiencies or causes of failures,

or fe-dentify-partis-te-bernedified

NQTE Implementation can include providing mechanisms for the product or system to analyse its\own faults and
provide reports prior to a failure or other event.

42.7.4

meodifiability
degree to which a product or system can be effectively and efficiently modified without introducing [defects or
degrading existing product quality

NOTE 1 Implementation includes coding, designing, documenting and verifying.changes.
NOTE 2  Modularity (4.2.7.1) and analysability (4.2.7.3) can influence madifiability.
NOTE 3  Modifiability is a combination of changeability and stability:

42.7.5

testability
degree of effectiveness and efficiency with which test criteria can be established for a system, product or
component and tests can be performed to determine\whether those criteria have been met

NQTE  Adapted from ISO/IEC/IEEE 24765.

4.2.8

partability
degree of effectiveness and efficiency with which a system, product or component can be transferred from
one hardware, software or other operational or usage environment to another

NOQTE1  Adapted from ISONEC/IEEE 24765.

NQTE 2 Portability can’be interpreted as either an inherent capability of the product or system to facilifate porting
acjivities, or the quality-in‘use experienced for the goal of porting the product or system.

4.2.81

adaptability
degree te-which a product or system can effectively and efficiently be adapted for different of evolving
hardware, software or other operational or usage environments

ansactiomvotames, report

NGO RUJP 0TIy aue e oIy O eTTTda apa VACACH 1S era apre

formats, etc.).

NOTE 2  Adaptations include those carried out by specialized support staff, and those carried out by business or
operational staff, or end users.

NOTE 3  If the system is to be adapted by the end user, adaptability corresponds to suitability for individualization as
defined in ISO 9241-110.

4.2.8.2

installability

degree of effectiveness and efficiency with which a product or system can be successfully installed and/or
uninstalled in a specified environment
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NOTE If the product or system is to be installed by an end user, installability can affect the resulting functional
appropriateness and operability.

4.2.8.3

replaceability

degree to which a product can replace another specified software product for the same purpose in the same
environment

NOTE 1 Replaceability of a new version of a software product is important to the user when upgrading.

NOTE 2 5
a subcharagteristic of its own because of its importance.

NOTE 3 Replaceability will reduce lock-in risk: so that other software products can be used in place of the présent ope,
for examplg by the use of standardized file formats.

4.3 General

4.31
asset
anything that has value to a person or organization

NOTE 1 Adapted from ISO/IEC 13335-1:2004.

NOTE 2 |In this International Standard assets are work products such aas\requirements documents, source cqde
modules, njeasurement definitions, etc.

4.3.2
benchmark
standard against which results can be measured or assessed

[ISO/IEC/IEEE 24765]
4.3.3
component
entity with discrete structure, such as an assembly or software module, within a system considered a{ a
particular |evel of analysis

[ISO/IEC 15026:1998]

4.3.4
direct us¢r
person who interacts with the product

NOTE 1 This includes primary and secondary users.

NOTE 2 This.is the ISO 9241-11 definition of “user”.

4.3.5

external measure of software quality

measure of the degree to which a software product enables the behaviour of a system to satisfy stated and
implied needs for the system including the software to be used under specified conditions

NOTE 1  Attributes of the behaviour can be verified and/or validated by executing the software product during testing
and operation.

EXAMPLE The number of failures found during testing is an external measure of software quality related to the
number of faults present in the computer system. The two measures are not necessarily identical since testing might not
find all faults, and a fault can give rise to apparently different failures in different circumstances.
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NOTE 2  Adapted from the definition of external software quality in ISO/IEC 25000:2005.

4.3.6
indirect user
person who receives output from a system, but does not interact with the system

4.3.7

internal measure of software quality

measure of the degree to which a set of static attributes of a software product satisfies stated and implied
needs for the software product to be used under specified conditions

NOTE 1 Static attributes include those that relate to the software architecture, structure and its components.

TE 2 Static attributes can be verified by review, inspection, simulation and/or automated tools.

MPLE Complexity measures and the number, severity, and failure frequency of faults found in a wpalk through
internal software quality measures made on the product itself.

TE 3  Based on the ISO/IEC 25000:2005 definition of internal software quality.

.8

ality in use
ree to which a product or system can be used by specific users(to meet their needs to achieye specific
Is with effectiveness, efficiency, freedom from risk and satisfaction in specific contexts of use

9
ality property
asurable component of quality

P

10
ality measure
asure that is defined as a measurement function of two or more values of quality measure elements

O/IEC TR 25021]

A1

ality measure element
asure defined in terms of @n attribute and the measurement method for quantifying it, including| optionally
transformation by a mathematical function

O/IEC TR 25021]

A2
k

ction of the probability of occurrence of a given threat and the potential adverse consequendes of that
thieat's @ccurrence

[I9O/EC 15026:1998]

4.3.13
software quality
degree to which a software product satisfies stated and implied needs when used under specified conditions

NOTE 1 This definition differs from the definition of quality in ISO 9000:2000 in that it refers to the satisfaction of stated
and implied needs, while the ISO 9000 quality definition refers to the satisfaction of requirements.

NOTE2  Adapted from ISO/IEC 25000:2005.
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4.3.14

software quality requirement

requireme

4.3.15

nt that a software quality attribute be present in software

stakeholder
individual or organization having a right, share, claim or interest in a system or in its possession of
characteristics that meet their needs and expectations

4.3.16

user
individual

NOTE
(see 3.6).

4.4 Ter

4.41

attribute
inherent
human or

NOTE 1
NOTE 2
and an asg
assigned ¢

[ISO/IEC ?

44.2

pr group that interacts with a system or benefits from a system during its utilization

Primary and secondary users interact with a system, and primary and indirect users can benefit from_a syst

ms and definitions from ISO/IEC 25000

roperty or characteristic of an entity that can be distinguished quantitatively or qualitatively
automated means

Adapted from ISO/IEC 15939:2002.

ISO 9000 distinguishes two types of attributes: a permanent characteristic existing inherently in somethi

haracteristic is not an inherent quality characteristic of that ptoduct, process or system.

p5000:2005]

users, ta
which a p

context q use

[1SO 9241

4.4.3
end user
individual

NOTE
public.

[ISO/IEC

ks, equipment (hardware, software:and materials), and the physical and social environments
oduct is used

-11:1998]

person who ultimately’benefits from the outcomes of the system

The end user can be a regular operator of the software product or a casual user such as a member of

P5000:2005]

44.4

g;

igned characteristic of a product, process or system (e.g. the‘price of a product, the owner of a product). Tlhe

n

implied needs
needs that may not have been stated but are actual needs

NOTE

EXAMPLE

Some implied needs only become evident when the software product is used in particular conditions.

Implied needs include needs not stated but implied by other stated needs and needs not stated because
they are considered to be evident or obvious.

[ISO/IEC 25000:2005]

18
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4.4.5
measure, noun
variable to which a value is assigned as the result of measurement

NOTE The term “measures” is used to refer collectively to base measures, derived measures, and indicators.

[ISO/IEC 15939:2007]

4.4.6
measure, verb
make a measurement

[I9O/IEC 14598-1:1999]

of operations having the object of determining a value of a measure
O/IEC 15939:2007]

TE Measurement can include assigning a qualitative category such as the-language of a source program (ADA, C,
BOL, etc.).

oz

.8

ality model
ined set of characteristics, and of relationships between thém, which provides a framework for [specifying
lity requirements and evaluating quality

O/IEC 25000:2005]

9
ftware product
of computer programs, procedures, and*possibly associated documentation and data

O/IEC 12207:1998]
TE 1 Products include intermediate products, and products intended for users such as developers and maintainers.
TE 2 In SQuaRE standards, software quality has the same meaning as software product quality.
10

ftware quality characteristic

caftegory of software quality attributes that bears on software quality

NQTE Software quality characteristics can be refined into multiple levels of subcharacteristics and [finally into
software quality attributes.

[ISQ@HEC 25000:2005]

4.4.11
system
combination of interacting elements organized to achieve one or more stated purposes

NOTE 1 A system may be considered as a product or as the services it provides.
NOTE 2 In practice, the interpretation of its meaning is frequently clarified by the use of an associative noun, e.g.
aircraft system. Alternatively, the word system may be substituted simply by a context-dependent synonym, e.g. aircraft,

though this may then obscure a system principles perspective.

[ISO/IEC 15288:2008]
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4412
user
individual or group that benefits from a system during its utilization

[ISO/IEC 15939:2007]

4413

validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or
application have been fulfilled

NOTE 1 “Validated” is used to designate the corresponding status.
[1SO 9000:2000]

NOTE 2 |In design and development, validation concerns the process of examining a product to determine confornjity
with user ngeds.

NOTE 3 [ Validation is normally performed on the final product under defined operating conditions. It can be necessary
in earlier stpges.

NOTE 4 |Multiple validations might be necessary if there are different intended uses.
4414
verificatign

confirmatipn, through the provision of objective evidence, that specified‘requirements have been fulfilled

NOTE 1 “Verified” is used to designate the corresponding status.

[1SO 9000:2000]

—

NOTE 2 |In design and development, verification concerns the process of examining the result of a given activity]
determine ¢onformity with the stated requirement for that'aetivity.

(o]
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Annex A
(informative)

Comparison with the quality model in ISO/IEC 9126-1

This International Standard revises ISO/IEC 9126-1:2001, and incorporates the same software quality
characteristics with some amendments.

e Context coverage has been added as a quality in use characteristic, with subcharacteristics context
completeness and flexibility.

e Security has been added as a characteristic, rather than a subcharacteristie, of functionality, with
subcharacteristics confidentiality, integrity, non-repudiation, accountability and-authenticity.

o Compatibility (including interoperability and co-existence) has been added as a characteristi

Y

e The following subcharacteristics have been added to existing~product quality characteristics:
functional completeness, capacity, user error protection, accessjbility, availability, mod{larity and
reusability.

e Compliance with standards or regulations that were subeharacteristics in ISO/IEC 9126-1 are now
outside the scope of the quality model as they can be identified as part of requirements for g system.

¢ When appropriate, generic definitions have been adopted to extend the scope to computef systems,
rather than using software-specific definitions.

e To comply with ISO/IEC Directives, definitions'have been based on existing ISO/IEC when possible,

and terms defined in this International Standard have been worded to represent the genergl meaning
of the term.

e Several characteristics and subcharacteristics have been given more accurate names.

Tgble A.1 lists the differences betweenythe characteristics and subcharacteristics in this International Standard,
and ISO/IEC 9126-1:2001.

Table A.1 -— Comparison with the previous model in ISO/IEC 9126-1:2001

Clause |ISO/IEC 25010 ISO/IEC 9126-1 Notes

41 Qualityin-use Quality in use Quality in use is now a syptem
quality

411 Effectiveness Effectiveness

41.2 Efficiency Productivity Name aligned with efficiefcy in
ISO/IEC 25062 and I1ISO 9241-11

413 Satistaction Satistaction

4.1.3.1 [Usefulness No previous subcharacteristics

4.1.3.2 |Trust ?

4.1.3.3 |Pleasure i

4.1.3.4 |Comfort ?

41.4 Freedom from risk Safety

4.1.4.1 |Economic risk mitigation No previous subcharacteristics

4.1.4.2 |Health and safety risk mitigation ?
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Clause |ISO/IEC 25010 ISO/IEC 9126-1 Notes
4.1.4.3 |Environmental risk mitigation ?
4.1.5 Context coverage Implicit quality issue made explicit
4.1.5.1 |Context completeness New subcharacteristic (it is
important that a product is usable
in all required contexts of use)
4.1.5.2 |Flexibility New subcharacteristic (enables a
product to be used in new contexts
Of USE)
4.2 Product quality Internal and external Internal and external quality
quality combined as product quality
4.21 Functional suitability Functionality New name is more accurate, and
avoids confusion wjth-other
meanings of “functionality”
4.2.1.1 ||Functional completeness Coverage ofthe’stated needs
4.2.1.2 ||Functional correctness Accuracy More general than accuracy
4.2.1.3 |[Functional appropriateness Suitability Coverage of the implied needs
Interoperability Moved to Compatibility
Security Now a characteristic
4.2.2 Performance efficiency Efficiency Renamed to avoid conflicting with
the definition of efficiency in
ISO/IEC 25062
4.2.2.1 ||[Time behaviour Time behaviour
4.2.2.2 |[Resource utilization Resourcentilization
4.2.2.3 ||Capacity New subcharacteristic (particularly
relevant to computer systems)
4.2.3 Compatibility New characteristic
4.2.3.2 |[Co-existence Co-existence Moved from Portability
4.2.3.3 |[Interoperability Moved from Functionality
424 Usability Implicit quality issue made explicif
4.2.4.1 ||Appropriateness recognizability Understandability New name is more accurate
4.2.4.2 ||Learnability Learnability
4.2.5.3 |[Operability Operability
4.2.4.4 ||User error-protection New subcharacteristic (particularlly
important to achieve freedom from
risk)
4.2.4.5 ||User interface aesthetics Attractiveness New name is more accurate
4.2.4.6 |Accessibility New subcharacteristic
425 Reliability Reliability
4.2.5.1 |Maturity Maturity
4.2.5.2 |Availability New subcharacteristic
4.2.5.3 |Faulttolerance Fault tolerance
4.2.5.4 |Recoverability Recoverability
4.2.6 Security Security No previous subcharacteristics
4.2.6.1 | Confidentiality ?
22 © ISO/IEC 2011 — All rights reserved



https://standardsiso.com/api/?name=acc8c7346b30fa11d073a75731d8e331

ISO/IEC 25010:2011(E)

Clause |ISO/IEC 25010 ISO/IEC 9126-1 Notes
4.2.6.2 |Integrity ?
4.2.6.3 |Non-repudiation ?
4.2.6.4 |Accountability ”
4.2.6.5 |Authenticity
4.2.7 Maintainability Maintainability
4.2.7.1 |Modularity New subcharacteristic
4[2.7.2 TReusability New subcharacteristic
412.7.3 |Analysability Analysability
4[2.7.4 | Modifiability Stability More accurate name compining
changeability and’stabilityf
412.7.5 |Testability Testability
412.8 Portability Portability
412.8.1 | Adaptability Adaptability
412.8.2 |Installability Installability
Co-existence Moved to Compatibility
412.8.3 |Replaceability Replaceability
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Annex B
(informative)

Example of mapping to dependability

This annex gives an example of how an organization could map its own model of software quality to the
ISO/IEC 25010 model.

Dependah

an alternaive categorization of product qualities based on dependability [1] is:

e Availability. The availability of a system for a period (0,t) is the probability that the system'is availalj
fof use at any random time in (0O,t).

o Reliability. The reliability of a system for a period (0,t) is the probability that the system is

cdq

o Confidentiality: The confidentiality of a system is a measure of the degree\to which the system can|

er

o Integrity and Trustworthiness. The integrity of a system is the probability that errors or attacks wil

l¢

ility is defined in IEC 60050-191 as the “ability to perform as and when required”. One example|of

ntinuously operational (i.e., does not fail) in time interval (0,t) given that it is:operational at time 0.
sure that an unauthorized user will not be able to understand protected information in the system,

t lead to damage to the state of the system, including data, codey.etc.

e

of

e Mpintainability: The maintainability of a system is a measure‘ef the ability of the system to undergg
mpintenance or to return to normal operation after a failure,
o SEety. The safety of a system for a period (0,t) is theprobability that the system will not incur gny
cdtastrophic failures in time interval (0,t).
To conforin with this International Standard, this definition’of dependability could be mapped onto the parts
the ISO/IHC 25010 quality model shown in Table B.1.
Table B.1 —Mapping of dependability

Clauseg ISO/IEC 25010 Dependability

411 Effectiveness *

41.2 Efficiency *

41.3 Satisfaction *

41.4 Freedom-from risk Safety

41.5 Context coverage *

421 Functional suitability *

4.2.2 Performance efficiency *

4.2.3 Compatibility *

42.4 Usability *

4.2.5 Reliability Reliability

4252 Availability Availability

4.2.6 Security

4.2.6.1 Confidentiality Confidentiality

4.2.6.2 Integrity Integrity

4.2.7 Maintainability Maintainability

4.2.8 Portability *
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If this definition of Dependability was being used as part of a wider assessment of software quality, it would
also be necessary to consider effectiveness, efficiency, satisfaction, usability, context of use, functional
suitability, performance efficiency, compatibility, and portability.
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C.1 General

Informatio

C.2 Software quality measurement model

Quality pr
categorize

Quality pr
sequence

measurement method is called a quality measure element. The quality characteristics and subcharacterist

can be q
combine @
measure.
subcharag
or subcha

Figure C.1
in ISO/IEC

Annex C
(informative)

Using the quality model for measurement

h in this annex may be moved to future revisions of other standards in the ISO/IEC 25000 series.

bperties are inherent properties of the software that contribute to quality. Quality properties can
d into one or more (sub)-characteristics.

pperties are measured by applying a measurement method. A measurement method is a logi
of operations used to quantify properties with respect to a specified'scale. The result of applying

hantified by applying measurement functions. A measurement “function is an algorithm used
uality measure elements. The result of applying a measurement function is called a software qua
In this way software quality measures become quantifications of the quality characteristics a
teristics. More than one software quality measure may be used to measure a quality characteris
racteristic.

from ISO/IEC 25020 shows the relations between the ISO/IEC 25010 quality model, the measy
2502n, and the measurement model suggested in ISO/IEC 15939.
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26

Figure C.1 — Software product quality measurement reference model
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3 Approaches to quality

Effect of software
product

Process Software product

influences

—_—>

influences

influences

—

Uq

Process Internal External Quality
quality properties properties in use
2 R f===o=e
depends on ~— depends on ~—7 depends on
* * * Cor
of
Process Internal External Quality in‘use
measures measures measures measures

Figure C.2 — Quality in the lifecycle

id
q

Sqftware product quality can be evaluated by measuringlinternal properties (typically static me

in
wh
(F

Im
IS
im
qu
Si
pr

Ag
an

Cc

er needs for quality include requirements for system quality in dse in specific contexts of u
ntified needs can be used when specifying external and internaliheasures of quality using softwa
lity characteristics and subcharacteristics.

rmediate products), or by measuring external properties (typically by measuring the behaviour o
en executed), or by measuring quality in use preperties (when the product is in real or simu
gure C.2).

proving process quality (the quality of any of the lifecycle processes defined in ISO/IEC 1
proving system quality in use. Therefore; assessing and improving a process is a means to impro
ality, and evaluating and improving ,product quality is one means of improving the system qua
milarly, evaluating system quality in use can provide feedback to improve a product, and ev
pduct can provide feedback te.mprove a process.

propriate internal properties of the software are a pre-requisite for achieving the required external
d appropriate externalbehaviour is a pre-requisite for achieving quality in use (Figure C.2).

4 Quality influences

Figure C.3xilldstrates the relationships among target entities of the quality model. The softwarg

pr

bcesses- (such as the quality requirements process, design process and testing process) infl

texts
use

5e. These
re product

asures of
f the code
ated use)

2207 and

D/IEC 15288) contributes to improving “product quality, and improving product quality confributes to

e product
ity in use.
pluating a

behaviour,

lifecycle
lence the
software

ality ‘of the software product and the system The quality of resources, such as human resources,

product quallty

uence the

Software product quality, as well as the quality of other components of a system, influences the quality of the
system. The system quality has various influences (effects) depending on the contexts of use. The context of
use can be defined by a set of a user, a task, and the environment. Some examples of context of use are

sh

©lI

own in Table 1 (see 3.6).
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