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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. ISO and [ELC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,/Part 2.

The maip task of the joint technical committee is to prepare International Standards. |Praft International

Standardg

an International Standard requires approval by at least 75 % of the national bodies castihg a vote.

Attention

rights. ISO and IEC shall not be held responsible for identifying any or all suchpatent rights.

ISO/IEC|24791-3 was prepared by Joint Technical Committee ISO/EC JTC 1, Information technology,
Subcommittee SC 31, Automatic identification and data capture techniques.

ISO/IEC 24791 consists of the following parts, under the general title Information technology — Rad
frequendy identification (RFID) for item management — Software system infrastructure:

—  Part

—  Part

—  Part

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

is drawn to the possibility that some of the elements of this documentimay be the subject of patent

[

1: Architecture
2: Data management
3: Device management

5: Device interface
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Introduction

RFID air interface technology is based on non-contact electro-magnetic communication among interrogators
and tags. RFID software systems are composed of RFID interrogators, intermediate software systems, and
applications that provide control and coordination of air interface operation, tag information exchange, and
ealth and performance management of system components. RFID technology 1S expected 1o |increase
ectiveness in many aspects of business by further advancing the capabilities of Automatic Identification and
ata Capture (AIDC). To achieve this goal through the successful adoption of RFID technelogy |into real
usiness environments, RFID devices, software systems, and business applications must provide secure and
teroperable services, interfaces, and technologies. This is the goal of the standards-defined for RFID
oftware System Infrastructure (SSI), ISO/IEC 24791.

(0=
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INTERNATIONAL STANDARD ISO/IEC 24791-3:2014(E)

Information technology — Radio frequency identification (RFID)

for item management — Software system infrastructure —

Part 3:

evice management

1 Scope

This part of ISO/IEC 24791 defines interfaces for device management of RFID&ystems. Interfaces ar
that provide for discovery, configuration, initialization and monitoring of(RFID systems within the
System Infrastructure (SSI).

his standard only deals with devices that provide RFID related, services. It does not distinguish
factor of such RFID devices.

his part of ISO/IEC 24791 provides two distinct interface. sets, one based on the EPCglobal D
Configuration, and Initialization (DCI) standard and theMETF SNMP RFCs and the other base
Qrganization for the Advancement of Structured Information Standards (OASIS) Device Profile
Services (DPWS) standard. The definition of the Device Profile for RFID will be referred to in this p4
RFID Device Management Profile, or RDMP.

m

ach interface option set provides interface) definitions that provide ISO/IEC 24791-3 Client Endp
ervices Endpoints with the mechanisms for:

(@)

e discovery of the RFID devices and services on a local or remote subnet

o afirmware upgrade service

e a management service that implements configuration related functions

e a monitoring service for reporting alerts, diagnostics, and performance information.

he two interface-s€t definitions provided by this part of ISO/IEC 24791 allow for clients and services
ndpoints to implement and provide the services based on the specific characteristics of the RFID syg
e implemented. Clause 2 defines the Conformance requirements for systems that implement compo
ne or both of the interface sets.

OO O -

Conformance

N

e defined
Software

the form

scovery,
i on the
for Web
rt as the

bints and

tem to
hents of

This part of ISO/IEC 24791 provides two interface sets; the DCI and SNMP Interface Set and th
interface Set. If a certain implementation conforms to the mandatory functions of at least one of the
sets, that implementation is conformant to this part of ISO/IEC 24791.

2.1 DCI and SNMP Interface Set
This version of this International Standard divides the DCI capabilities into two Conformance Groups:

® Discovery, Configuration, and Initialization Conformance Group

© ISO/IEC 2014 — All rights reserved
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This Conformance Group is defined in Clause 8.2.1. It specifies the protocols and operational
procedures that are required for conforming Interrogator Implementations and Device Management

mplementations, as defined in this part of ISO/IEC 24791 as well as in ISO/IEC 24791-1.

® Performance Monitoring and Diagnostics Conformance Group

This Conformance Group is defined in Clause 8.2.2. It specifies the SNMP MIBs that may be

i
t

mplemented by Interrogator Implementations and Data Management Implementations as defined in
his part of ISO/IEC 24791 as well as in ISO/IEC 24791-1. Conforming implementations claim

conformance to the MODULE COMPLIANCE statements in the SNMP MIBs appropriate for the

particular implementation.

A confor
particula

22 RI
This verd
o
o

o

q

o
A confor

A confor|
FUS, its

A confor|

it shall implement the mandatory requirements of the management service.

A confor

it shall inpplement the mandatory requirements of the monitoring service.

3 Noi

The follpwing documents, in whole or in part, are normatively referenced in this document and are

indispen
the lates

ming implementation must implement all of the requirements of each Conformance Group“for if
r function in the SSI, but an implementation is not required to claim conformance to either greup.

[

DMP Interface Set

ion of the International standard specifies the following device management capabilities in RDMP
Discovery of devices and hosted services in devices

\ Firmware Upgrade Service to initialize and manage firmware on devices

A Management service to set and get device configuration and to*perform specific device operations,
uch as reboot

A monitoring service to monitor the health of a device using events and statistics
ming RDMP implementation shall implement DEVICE as defined in DPWS

ming RDMP implementation may implement-the firmware update service (FUS). If it does implement
hall implement the mandatory requirements_of the firmware update service

ming RDMP implementation may implement the management service (MS). If it does implement M$,

ming RDMP implementationmay implement the monitoring service (MNS). If it does implement MN$,

mative references

bable forts'application. For dated references, only the edition cited applies. For undated references,
edition-of the referenced document (including any amendments) applies.

ISO/IEC

19762-1, Information technology — Automatic identification and data capture (AIDC) techniques

Harmonized vocabulary — Part 1: General terms relating to AIDC

ISO/IEC

19762-3, Information technology — Automatic identification and data capture (AIDC) techniques —

Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

ISO/IEC
Software

24791-5, Information technology — Radio frequency identification (RFID) for item management —
system infrastructure — Part 5: Device interface

Devices Profile for Web Services Version 1.1, OASIS Standard July 2009- http://docs.oasis-open.org/ws-
dd/dpws/1.1/os/wsdd-dpws-1.1-spec-0s.pdf.
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Control and Provisioning of Wireless Access Points - Protocol Specification - http://www.rfc-
editor.org/rfc/rfc5415.txt

EPCglobal, Reader Management Standard, http://www.epcglobalinc.org/standards/rm.

EPCglobal, Discovery, Configuration, & Initialisation Standard for Reader
Operations, http://www.epcglobalinc.org/standards/dci.

Internet  Engineering Task Force, RFC3418 - Simple  Network Management Protocol
(SNMP), http://www.fags.org/rfcs/rfc3418.html

5—

ternet Engineering Task Force, RFC 2011 — SNMPv2 Management Information Base for''thel Internet
rotocol using SMIv2, http://www.fags.org/rfcs/rfc2011.html

-

nternet Engineering Task Force, RFC 2863 — The Interfaces Group
1B, http://www.fags.org/rfcs/rfc2863.html

=

AML Schema Part 2: Datatypes: http://www.w3.0rg/TR/2001/REC-xmiIschema-2-20010502/

4 Terms and definitions

1

or the purposes of this document, the terms and definitions given indSO/IEC 19762-1, ISO/IEC 19762-3, and
ne following apply.

—

.1
omponent
identifiable part of a larger program that provides specific functionality

.2
evice
FID Interrogator implementation

finctions or mechanisms that provide communications to or from a component

ata management
evice functionality that-includes or is a combination of reading, writing, collection, filtering, grouping, and
ent subscriptionandnotification of RFID tag data to higher level applications and interfaces

.5

evice management
functionality” that includes or is a combination of monitoring and control of discovery, configuration,
erformance and diagnosis of one or more RFID interrogators

6
Endpoint
component that implements or exposes an interface to other components or uses the interface of another
component

4.7
Implementation
software and hardware that provides the reduction to practice of particular functionality

© ISO/IEC 2014 — All rights reserved 3
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4.8

Interrogator controller

software

capability possibly embodied in a distinct physical device, within the Data Management

implementation of the architecture in ISO/IEC 24791-1 and capable of exercising the data, control, and
management of interrogators over the device interface defined in ISO/IEC 24791-5

4.9
CLIENT

network endpoint that sends MESSAGEs to and/or receives MESSAGEs from a SERVICE.

410
SERVIC
software
network

4.1

DEVICE
distingui
types of

412
HOSTEL
distingui
a subset
separate

5 Symbols and abbreviated terms

For the
ISO/IEC

AC

DCI

DPWS

IETF

RFC

RM

SNMP

Ssi

system that exposes its capabilities by receiving and/or sending MESSAGEs on one or\several
endpoints.

thed type of SERVICE that hosts other SERVICEs and sends and/or receives-oné or more specifi
MESSAGEs.

[¢)

) SERVICE

shed type of SERVICE that is hosted by another SERVICE. The lifetime of the HOSTED SERVICE
of the lifetime of its host. The HOSTED SERVICE is visible (not encapsulated) and is addresse|
y from its host. Each HOSTED SERVICE has exactly one host. (The relationship is not transitive.)

[oNN77)

purposes of this document, the symbols and* abbreviated terms given in ISO/IEC 19762-1,
19762-3, and the following apply.

Access Controller

EPCglobal Discovery, Configuration;nitialization Standard
Devices Profile for Web Services Standard

Internet Engineering Task-Force

Request For Comment

Reader Management

Simple Network Management Protocol

Software System Infrastructure

UML

FUS

MS

MNS

Unified Modelling Language
RDMP Firmware Update Service
RDMP Management Service

RDMP Monitoring Service

© ISO/IEC 2014 — All rights reserved
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6  Software System Infrastructure Architecture Overview

ISO/IEC 24791-1 defines the architecture for the Software System Infrastructure. The basic relationship
among the interfaces and implementations of the Software System Infrastructure is depicted in Figure 1.

Device Management Implementation End Systermn Implementation
Device Management Data Management
24791-3 24791-2
| |
ISOVIEC 24791

Interface Data Management mplefmentation
ERLTICAY :I> (including 15962124753 prigdingidecoding
including

Security _ﬁ"_\*lh‘
Considerations
Deviice Interface

23791-5
] l

Interrogator Implementation

_l—_'|—_'_H__‘—'=|__
18000 |

s I e

RFID
Tag

Figure. 1 — Architecture Overview including Relationships to Other RFID Standards

he Partsof)ISO/IEC 24791 that define Data Management, Device Interface, and Device Management each
rovide ‘one or more interfaces which allow a client to communicate with a service-providing implemnentation,
ither within the same computing device or across a network. These client and service implementagtions are
nsistently referred to as Client Endpoints and Services Endpoints, respectively, and in general, the Client
' ftiti i i it it specific
standard to define the formats, procedures, operations, and conformance requirements of each interface.

Device Management is concerned with providing discovery, configuration, initialization, performance
monitoring, and diagnostics of Software System Infrastructure components and interrogators. As shown in
Figure 1, Device Management defines interfaces that provide pairwise communications between Interrogator
implementations, Data Management implementations, and Device Management Implementations.

In addition to defining interfaces for providing configuration and control of the implementations in the network,
Device Management may also define requirements for basic initial operation of interrogators, particularly
related to initialization in networked environments. This is necessary in order to achieve the SSI goal of
providing scalable deployment and management of large numbers of interrogators in a system.

© ISO/IEC 2014 — All rights reserved 5
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Although Figure 1 depicts the Device Management Implementation residing outside of the boundary of the
SSI, the Device Management Implementation may be implemented within any device in a system. For
example, it may reside within a standalone network management application or it may be just one component
within a device that is also providing a Data Management Implementation. It may also be one component of
an application that is also providing the End System Implementation. As with all other components of the SSI
as defined in ISO/IEC 24791 Part 1, the platform on which the standard interfaces are implemented is not
important; it is conformance to the interfaces and procedures defined in the ISO/IEC 24791 that is important.
Examples of different deployment models of this part of ISO/IEC 24791 are provided in Annex A.

7 UML Modelling

Although Figure 1 provides a general overview of the relationship between the interfaces and implementations
in the S$I, Unified Modeling Language (UML) is used for the figures in this document to graphically_répresent
the orgapization and operation of the Device Management interfaces and implementations so-that a precisge
and common understanding of the relationships among the components can be defined.

UML is a very rich language, but for simplicity only the Physical Diagram subset of the language is used f
represent the architecture of the Software System Infrastructure. Physical .diagrams, comprised (
Compongnt Diagrams and Deployment Diagrams, represent the relationships among the functions and th
interfacep provided by the SSI architectural elements as well as how these functions might exist in standard
compliart solutions, respectively. Refer to ISO/IEC 24791-1 for a more complete description how UML
used in the part standards of 24791.

»w »n O =50

8 Deyice Management

8.1 Arnchitecture

D

Device Nlanagement defines the interface(s) that provide discovery, configuration, initialization, performanc
monitoring, and diagnostics of Software System “Infrastructure components and interrogators. Devic
Manageinent also defines a set of standardized operational procedures that must be executed by conforming
devices, [typically related to the initial operation 6f-a device in a networked environment.

D

Specific Pevice Management interface capabilities are provided by a Device Management Services Endpoint.
A Devicg¢ Management Client Endpointiaccesses the Services Endpoint in a component that provides th
desired gervice(s). Figure 2 provides the representation of the Device Management interface in a component;

|
| | Device Management 24791-3
| | Services Endpoint 4@

[¢]

Figure 2 — Device Management Representation

The software programs that provide Device Management Client and Services Endpoints may reside within any
of the Implementations that may exist in the SSI, as shown in Figure 1. This part of ISO/IEC 24791 does
define requirements on the how the implementations are developed or packaged within computing or network
platforms; requirements are only defined for the operation that is provided.

Device Management is distinct from the data and control interfaces provided by other parts of ISO/IEC 24791.
It is possible that the implementation of the Device Management interface utilizes the same network interface

6 © ISO/IEC 2014 — All rights reserved
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as the implementation of one of the data and/or control interfaces in the implementation. It is also possible
that for a specific operation or interface, a component may be both a Client and Services Endpoint, essentially
resulting in peer-to-peer operation or a negotiated Client/Server relationship. This does not change the
architecture defined in this part of ISO/IEC 24791 or in ISO/IEC 24791-1.

The functions covered by Device Management may be grouped and defined as follows:

Discovery: the process of automatically finding components and devices in a system as well as dynamically
identifying Service Endpoints and enabling connections between the components and services.

onfiguration: the process of setting operational parameters for components that are loadedial system
initialization and that change relatively infrequently, primarily through user interaction.

Initialization: the process of providing initial deployment of network and operating parameters, for intefrogators
s well as installing, updating, maintaining software images at desired versions through a-dynamic, pptentially
utomated process.

onitoring: the gathering of statistics and state data useful for determining the historic and current ogerational
ate of a component, in particular an interrogator or an SSI component that provides a Data Management
plementation function, such as an interrogator controller within the Data” Management implementation
epicted in Figure 1.

iagnostics: the mechanism to aid in the detection and isolation (of faults or abnormal operation| within a
mponent of the Software System Infrastructure. Where the diagnostics involve the computing platform, they
re applicable to an interrogator only. Diagnostic capabilies may be defined for other SSI |software
mponents, but diagnostic capabilities for general purpose.computing platforms will not be defined.

he interfaces defined by this International Standard will provide extension mechanisms [o allow
implementations to expose management services beyond those specifically defined in this standard. This is
nsistent with standards-based approaches currently used in the management of telecommunication devices.

I{ is important to note that not all of the above capabilities are required to be deployed in all implementations of
Device Management Services Endpoint:\.For example, interrogators may implement and expose g| different
t of ISO/IEC 24791-3 capabilities from:Data Management Implementations. Furthermore, different classes
interrogators may implement apdxexpose different sets of ISO/IEC 24791-3 capabilities. Conformance
requirements for implementations.of'the Device Management Services Endpoint are defined in Clause¢ 2.

DCI and SNMP Interface Set

.1 Discovery/Configuration, and Intialization Conformance Group

.1.1 General

onforming devices implement discovery, configuration, and initialization capabilities through the
plementation of the protocols and procedures defined in this Conformance Group. This subclause of this
Intefnational Standard references the EPCglobal Discovery, Configuration, and Initialization (DCI) for Reader
Operations standard for the normative requirements for this SSI capablility. The EPCglobal DCI standard,
references the IETF CAPWAP (Configuration and Provisioning for Wireless Access Points) standard for the
core network protocol, security, and communication operations and interfaces.

9.1.2 Interrogator Implementations

Interrogators that conform to this International Standard for discovery, configuration, and initialization
capabilities shall implement all requirements, indicated with “shall”, for the Reader function as defined in the
EPCglobal DCI standard. Conforming implementations may implement any requirements for the Reader
function indicated with “may” in the EPCglobal DCI standard.

© ISO/IEC 2014 — All rights reserved 7
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9.1.3 Device Management Implementations

Device Management Implementations that conform to this part of ISO/IEC 24791 shall implement all
requirements, indicated with “shall” for the Access Controller (AC) function as specified in the EPCglobal DCI
standard. Conforming implementations may implement any requirements indicated with “may” in the
EPCglobal DCI standard.

It is not required that implementations of the Access Controller also implement the RO Client function, which is
equivalent to the ISO/IEC 24791-5 Device Interface Client functionality, although it is possible and likely that
the implementations will be co-resident in computing or network systems. Note that in such cases, the Device
Management Implementation and Data Management Implementation from Figure 1 will coexist in the same
device. This example is demonstrated in Annex A.

9.2 Pgrformance Monitoring and Diagnostics Conformance Group

9.2.1 General

Performance monitoring and diagnostic information access within of SSI componentsiis provided by Device
Manageinent Services Endpoints that expose SNMP MIBs within one or more of the.implementations defined
in ISO/IHC 24791-1 and illustrated in Figure 1 of this International Standard. SNMP clients (Client Endpoints
in the | architecture) access the exposed device management information) using the Simple Network
Management Protocol (SNMP). Implementations claim conformance to one or more
MODULE_COMPLIANCE statements within the specific SNMP MIBs normatively referenced in the following
subclauges.

[oN

Conformpnce requirements for implementations that expose an SNMP MIB for performance monitoring an
diagnost|c information access according to this International Standard are defined in the following subclauses.
It is not required that an implementation implement or claim cenformance to both of the following subclauses [if
it claims conformance to one of them.

9.2.2 Interrogator Implementations

The EPCglobal Reader Management specification Version 1.0.1 defines an SNMP MIB for performanc
monitoring and diagnostic information access\for Interrogator Implementations.

D

The MIB groups specified as MANDATORY-GROUPS in the SNMP MODULE-COMPLIANCE statement
referencéd in the EPCglobal Reader Management Version 1.0.1 specfication shall be implemented by
interroggtors that claim conformanice to this subclause of this International Standard.

Implemeptation of non-SNMP) bindings or transports described in the EPCglobal Reader Management
standard|is not required by-this International Standard.

In additign, the network-attached devices in which the interrogator implementations execute shall implement:

1. The MIB-IL.System Group, defined in the SNMPv2-MIB module in RFC 3418

2. The MiIBHI IP Group, defined in the IP-MIB module in RFC 2011

3. The MIB-II Interfaces Group, defined in the IF-MIB in RFC 2863

9.2.3 Data Management Implementations providing Interrogator Controller Functionality

Annex B of this International Standard provides an SNMP MIB for performance monitoring and diagnostic
information access of Data Management Implementations that implement a Device Interface (ISO/IEC 24791-
5) Client Endpoint for the control and data access of interrogators. These implementations have been
defined as interrogator controllers.

8 © ISO/IEC 2014 — All rights reserved
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The MIB groups specified as MANDATORY-GROUPS in the SNMP MODULE-COMPLIANCE statement in
Annex B of this International Standard shall be implemented by interrogator controller functions within Data
Management Implementations that claim conformance to this subclause of this document. Note that other
functions that may be implemented by a Data Management Implementation, such as the Data Management
Services Endpoint, may provide performance monitoring and diagnostic information access by additions the
the MIB in Annex B in a future version of this International Standard.

In addition, the network-attached devices in which the data management implementations execute shall
implement:

1. The MIB-II System Group, defined in the SNMPv2-MIB module in RFC 3418
2. The MIB-II IP Group, defined in the IP-MIB module in RFC 2011

3. The MIB-II Interfaces Group, defined in the IF-MIB in RFC 2863

10 RDMP Interface Set

10.1 Non Normative Text

Non normative text is formatted as below in the RDMP Interface set.

This is non normative text

NOTE the Project Editor is aware that this clause 8.3-14s both incorrect and redundant, now that the text|has been
reformatted to follow ISO drafting rules for non-normative Notes. During the next ballot, the Project Editor Will submit
a PE comment to remove this subclause 8.3.1 andrenumber the subsequent subclauses.

10.2 XML Namespace
I addition to the namespaces definedirn’ DPWS, this standard defines the following XML namespace

http://standards.iso.org/iso/24794/-3/2013/01/rdmp

Tlable 1 lists XML namespaces that are used in this specification. The choice of any namespace| prefix is
grbitrary and not semantically significant.

Rrefix | XML Namespace Specification(s)
r{dmp http.//standards.iso.org/iso/24791/-3/2013/01/rdmp This specification
dpws http://docs.oasis-open.org/ws—-dd/ns/dpws/2009/01 DPWS

soap http://www.w3.0rg/2003/05/soap-envelope See DPWS

wsa http://www.w3.0rg/2005/08/addressing See DPWS

Table 1 — XML Namespaces

10.3 Device Discovery
A conformant RDMP device shall implement DEVICE, as defined in DPWS.

A conformant RDMP device shall advertise the rdmp: ISO/IEC 24791-3 type in discovery messages.

© ISO/IEC 2014 — All rights reserved 9


http://standards.iso.org/iso/24791/24791-3/2013/01/rdmp
http://standards.iso.org/iso/24791/24791-3/2013/01/rdmp
https://standardsiso.com/api/?name=285d40f17b34bf3d98bf51d451f3c27d

ISO/IEC 24791-3:2014(E)

NOTE DPWS uses WS-Discovery as the device discovery protocol. WS-Discovery defines a multicast discovery
protocol. To be discovered by RDMP clients, RDMP devices should implement WS-Discovery as per the
requirements of DPWS and as per the additional type requirement defined above. In summary, a RDMP device that
implements DEVICE would include dpws:device and rdmp:1S024791-3 in the Types section of the hello and probe
match messages. A transport address may be sent by a device in the hello and probe match messages.

10.4 Device Metadata

10.4.1 General

(]

This parf of ISO/IEC 24791 does not specify requirements for exchanging device metadata in additiorf to'thos
already gpecified in DPWS.

NOTE 1 DPWS defines a standard mechanism for retrieving device metadata from a device\ Metadata wou
include information such as manufacturer name, model name, firmware version etc. This mechanism is documente
in th¢ Description Section in the DPWS spec. We describe it briefly here for illustration.

o O

NOTE 2 An RDMP client interested in getting metadata about a RDMP device would“send a SOAP envelop
containing a WS-Transfer Get message to the transport address of the chosen device, The RDMP device would the
send a WS-Transfer GetResponse message containing the device metadata.

= 0]

NOTE 3 Please refer to the DPWS specification, section titled Description/for more details and requirements.

10.4.2 Service Discovery

An RDMP conformant device may advertise services\that are not specified in this standard in the
dpws:Rejationship/dpws:Host/dpws: Types

NOTE 1 In addition to device discovery, DPWS 'specifies mechanisms for discovery of HOSTED SERVICES on
devi¢e. Some examples of HOSTED SERVICES:are a stock quote service, firmware update service, a print servicg
a calendar service etc. An RDMP client discovers a HOSTED service by parsing the Metadata section of the W{
Trangfer GetResponse.

[\

An ekample response that advertises.a Printer Service is below:

<?xml version="1.0" encoding="utf-8"?>

<wsg@ap12:Envelope
xmins:wsoap12="http’//www.w3.0rg/2003/05/soap-envelope"”
xmins:mex="http.//Schemas.xmlsoap.org/ws/2004/09/mex"
xmins:wsa="http://www.w3.0rg/2005/08/addressing"
xmIns:dpws="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01"

<mek:¥etadataSection

D' ldet="ltt~-//A o aic-opbep-oraina-ddlnaldoauc /20N0INA /D Aloti Ao bt
laleet= TP 77O OCSTOaSTSOP TR OTgrvw oGO TISTUP WO ZUU IO 1T T CTatroTTSTY

<dpws:Relationship Type="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/host">
<dpws:Hosted>

<wsa:EndpointReference>

<wsa:Address>
http://192.168.0.101:80/SamplePrintService0

</wsa:Address>

</wsa:EndpointReference>

<dpws:Types
xmins:spt="http://example.com/wsdp/sample/print">
spt:PrinterServiceType

</dpws:Types>

<dpws:ServiceId>
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http://example.com/sample/print/PrintService
</dpws:ServiceId>
</dpws:Hosted>
</dpws:Relationship>
</mex:MetadataSection>
</wsoap12:Envelope>

An example for advertising ISOIEC24791-5 (LLRP) service by RDMP devices:-

<mex:MetadataSection
ninlpr‘fz"hﬂln'//rlnr‘c oasis-open nl"g/\l\lQ-(‘lr‘l/hQ/d!’\\AIQ/?ﬂﬂan1 /Rnln’rinnchip">

<dpws:Relationship Type="http://docs.oasis-open.org/ws-dd/ns/dpws/2009/01/host">
<dpws:Hosted>
<wsa:EndpointReference>
<wsa:Address> ISOIEC24791-
5://192.168.0.101:5084/ </wsa:Address>
</wsa:EndpointReference>
<dpws:Types
ISOIEC24791-5
</dpws:Types>
<dpws:ServiceId>
http://example.com/sample/ISO24791-5/
</dpws:ServiceId>
</dpws:Hosted>
</dpws:Relationship>
</mex:MetadataSection>

NOTE 2 Note that, the types sent in the dpws:Relationship/dpws:Host/dpws:Types element are the portTypes of
services that are supported by this device. In contrastthe types element in WS-Discovery messageg contains
discovery-layer portTypes that are implemented by the deyice.

10.5 Firmware Update Service

J0.5.1 General

his part of ISO/IEC 24791 describes a Firmware Update Service that is used to initialize and update ffirmware
for RFID devices. The client is responsible for initiating a firmware update. The device downloads the
firmware from the location‘presented by the client.

JO.S.Z Firmware Update Service state machine

he FirmwareUpdate Service on the device shall maintain the states as described in the firmware upglate
tate machine-"Figure 3 illustrates the state machine for a firmware update service.

(7))
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Download Progress Events
-160%

Downloading

DownloadedEvent
DownloadAndCommit
DownloadAndScheduleCommit

Error

Cancel

Downloaded

CommitErrorEvent

. At Commit Time
CommittedEvent

CommitProgressEvents

Figure 3 — Service State Machine
Firmware States

Ready - [The ready state is the initial state. The firmware service state is ready if the service is not
downloagling or committing firmware currently.

DownIoning +~ The service is currently downloading firmware to the device.

Downloaded: Firmware was successfully downloaded to the device. The firmware may be immediately
committed or scheduled for a commit based on the client request.

Committing - Firmware is currently being applied to the target.

Fatal Error - There was an error during commit of firmware and the RF module is nhow unusable.

10.5.3 FUS Operations
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10.5.3.1 OperationNotPermittedinCurrentState

Any of the operations defined in FUS may return the OperationNotPermittedinCurrentState fault. This fault
is sent when the FUS is not in one of the allowed states for this operation.

Table 2 lists the details for an operation fail in current state.

Field Value

[Code] soap:Receiver
[Bubcode] | rdmp:OperationNotPermittedInCurrentState
[Reason] The service is not in one of the allowed states for this operation.

[Detail] Current state of the service. Allowed states for this operation.

Table 2 — Fault Details for‘Operation Fail
10.5.3.1.1 DownloadandCommit

:|0.5.3.1.2 General

his method shall be supported by the FUS.

{ this operation is invoked in a state other than Ready, the FUS shall return
QperationNotPermittedinCurrentState €rror. Once the FUS responds successfully to this operation, it ghall
hove into the Downloading state.

=

NOTE It is best practice to ifveke CheckFirmwareApplicability before invoking DownloadandCommit method

10.5.3.1.3 Request Elements [Method Parameters for DownloadandCommit]

10.5.3.1.4 FirmwarelLocation
he URL from.Where the firmware is available for download.

he FUSshall support downloading firmware using HTTP. The FUS may support downloading firmwgre using
HTTRS!

If tThe URL has an unsupported scheme, the FUS shall return an UnsupportedFirmwareLocafionScheme fault.
If the URL is invalid for other reasons, the FUS may return the InvalidRequestElement fault. The [Reason]
element may have additional text to explain why the URL is invalid. Table 3 lists the details for the Firnware
location.
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Field

[Code]

24791-3:2014(E)

Value

soap:Sender

[Subcode] rdmp:UnsupportedFirmwarelLocationScheme

[Reason

[Detail]

Faults dqg

syntactically. FUS provides another mechanism to address other errors such as the FirmwareLocation being
unreachable. Since the firmware download is attempted in the Downloading state, if download fails, the FUS

shall mo

NOT]
heur

NOT]
resp

When th

NOT

The supplied FirmwareLocation has an unsupported URI scheme.

<SupportedUriSchemes>
<!-- One or more supported URL schemes-->
<SupportedUriScheme>HTTP</SupportedUriScheme>

<SupportedUriScheme>HTTPS</SupportedUriScheme>

</SupportedUriSchemes>

Table 3 — Details for FirmwareLocation

fined in this method may be generated by the EUS just by examining the FirmwareLocation URL

=}

e into the Ready state. The error may-be recorded by the FUS and reported in a GetStatus operation.

[

E 1 The device may use HTTP Range headers to control the rate at which the download happens. Th
stics used to determine the size ofithe range and timing of (partial) HTTP(S) GET requests is left to the device.

[

E 2 In case of error prone(Canhections, range headers may be used to resume a download. It is the device
bnsibility to determine the-resume location in the firmware update file.

b FUS does apartial HTTP GET, it shall use “bytes" as the Range Unit.

Unit.| It-is)the responsibility of the HTTP Server serving the firmware download request to specify and implement a

download. requests should support partial HTTP GET using the Range header. It should support “bytes” as a Ran
polichmmmmm‘URL.

10.5.3.2

e

E 3 As‘best practice, this standard recommends the following:- The HTTP server that serves firmware
%y

Post Download

Once download is completed successfully, the FUS may raise a DownloadedEvent.

Once download is completed successfully, the FUS shall move into the Downloaded state.

14
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The FUS is recommended to validate the firmware binary prior to committing. The mechanism used for
validation is out of scope for this document. If the binary is found to be invalid, the FUS may record the error
and report this in a GetStatus operation.

The FUS is expected to commit the firmware immediately once the download is complete.

NOTE The HTTP Server for FUS may be implemented in the same host as the RDMP client or hosted on a remote
server.

10.5.3.3 DownloadAndScheduleCommit

:|0.5.3.3.1 General

his method may be supported by the FUS.

{ this operation is invoked in a state other than Ready, the FUS shall return
perationNotPermittedinCurrentState error. Once the FUS responds successfdlly to this operation, it shall
hove into the Downloading state.

2 0

10.5.3.3.2 Request Elements [Input Parameters]

10.5.3.3.2.1 FirmwareLocation

Rlease see the DownloadandCommit section for descriptien-of requirements.
10.5.3.3.2.2  AtTime

Tlhis is the date & time at which to commit theloaded firmware. If the AtTime is in the past, the FUS shall
return an InvalidRequestElement error. Additional text may be added to the [Reason] element of the JOAP
fault.

10.5.3.3.2.3 PostDownload
Once download is completed successfully, the FUS may raise a DownloadedEvent.

Once download is completed successfully, the FUS shall move into the Downloaded state.

he FUS is recommended to validate the firmware binary prior to committing. The mechanism used fqr
lidation is outyof/scope for this document. If the binary is found to be invalid, the FUS may record the error
nd report thisin a GetStatus operation.

10.5.3:4.. CheckFirmwareApplicability

1

This method requests the device firmware update service to checks if specified firmware is applicable for the
device. This method shall be supported by the FUS.

10.5.3.4.2 Request Elements [Method Parameters]

10.5.3.4.2.1 FirmwareVersionToCompare

The FirmwareVersion is the version of the firmware that the client wishes to compare with the committed
firmware version on the FUS.
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This part of ISO/IEC 24791 does not mandate any specific requirements for the FirmwareVersion string.
Implementations are recommended to construct a string that enables the device to determine

a) If the firmware being supplied is applicable to the FUS

b) If the firmware being supplied is newer or older

10.5.3.4.3 Response Elements

The met

Newer —

Older - f|

SameVe[sion - firmware is applicable to FUS and is the same version as the currently installed version
I

NotApp
to parse

10.5.3.5

10.5.3.5,

This met
the FUS

10.5.3.5.
The resp

State — ¢
The resp

qg

q

o~ 0N~

[

NOT
error

TimeofError: the time dat which the last error occurred.

od-returns ona of the following
J

firmware is applicable to FUS and is more recent than the currently installed version

rmware is applicable to FUS and is less recent than the currently installed version

cable - firmware is not applicable for the device or the supplied string is invalid or the FUS is unable]
the string

GetStatus

1 General

hod returns current state of firmware update service on the device.This method shall be supported b

2 Response Elements
onse shall contain the following field

ne of Ready, Downloading, Downloaded, €ommitting, or FatalError

onse may contain the following fields:-

© downloaded - If state is Dowhloading, the FUS may return the % of firmware downloaded.
o committed - If state is commiitting, the FUS may return the % committed.

Error: The FUS may persist an error string from a previous operation or error situation.

Description — Ajlocalizable string. It applies to any state.

EF Letws>say that while committing firmware there is an error and the service goes into the Ready state. Th
maybe stored in the service to be retrieved later by the client. The error string may also be used to diagnog

error:

<

® O

efhcountered by the FUS.

10.5.3.6

10.5.3.6.

Cancel

1 General

This method may be supported by the FUS.

16
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If this operation is invoked in the Ready state, it may be ignored. If the FUS is in the Downloading or

Downloaded states, it shall move to the Ready state. In the Commiitting state, the FUS may reject th

e Cancel

operation by returning the CancelNotPermittedNow error. Table 4 lists the details of the cancel method.

Field Value

[Code] soap:Receiver

[Bubcode] | rdmp: CancelNotPermittedNow

[Reason] | Cancel operation not permitted at this point.

[Detail] None

Table 4 — Details of Cancel Method

10.5.3.7 Events from FUS

10.5.3.7.1 General

—

he FUS shall implement eventing as .defined in the DPWS requirements for eventing. Please se
titled Eventing in the DPWS specification.

10.5.3.7.2 DownloadProgressEvent
10.5.3.7.2.1 General
DownloadProgressEvents may be generated only in the Downloading state.

10.5.3.7.2.2 PércentCompleted

Rercentage./of download completed may be provided with the DownloadProgressEvent by the s
provided, this shall be an integer between 0 and 100.

19-53- 73 PewnloadedEvent

P section

ervice. If

DownloadedEvent may be generated when the service transitions from the Downloading state to the

Downloaded state.
10.5.3.7.4 CommitProgressEvent

10.5.3.7.4.1 General

CommitProgressEvents may be generated only in the Committing state.

© ISO/IEC 2014 — All rights reserved
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10.5.3.7.

4.2 PercentCompleted

Percentage of update completed may be provided with the CommitProgressEvent by the service. If provided,

this shall

10.5.3.7.

This is a

10.5.3.7,

Committ

10.5.3.7,

10.5.3.7,

If there ig an error during firmware commit, it may be reported using the CommitErrorEvent.

10.5.3.76.2 Description
This is allocalizable string containing a description of what went wrong during-the firmware commit.
10.5.3.7.6.3 Time

This is the time at which this particular error took place.

10.5.3.7,

If there ig an error during firmware download, it may.bé'reported using the DownloadErrorEvent.
10.6 Management Service (MS)

10.6.1 General

This segtion describes a Managefment Service (MS). The management service provides the followin
functionglity:-

a.
I

b. 1
The MS

impleme
devices.

be an integer between 0 and 100

4.3 Description

descriptive localizable string about the status of the commit.

5—CommittedEvent

6 CommitErrorEvent

6.1 General

7 DownloadErrorEvent

Configuring a deviee' with standard properties. In this document, we include the ability to configur
ISO/IEC 24791-5 properties on the device.

Implementing common operations like device reboot and reset to factory settings.

specifies a set of configuration properties that are commonly understood among RFID device

pdEvent may be generated when the service transitions from the Committing state to the Ready state.

[0

htations. The MS also allows for custom configuration properties to be retrieved and applied on

Ine VIS also proviges a mechanisim to advertse metadata 10r contiguration properties.

Each configuration property has a unique identifier and a value associated with the identifier.

10.6.2 Property Identifier

A prope

rty identifier has two parts:-

1. Group URI - (example: http://standards.iso.org/24791-3/rdmp/Configuration/RF). The Group URI acts as
a namespace.

18
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A Property Name shall be of type token as defined in XML Schema Part 2.

2014(E)

Token: token represents tokenized strings. The value space of token is the set of strings that do not contain
the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no leading or trailing spaces
(#x20) and that have no internal sequences of two or more spaces. The lexical space of token is the set of
strings that do not contain the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no
leading or trailing spaces (#x20) and that have no internal sequences of two or more spaces.

A

property identifier used by MS shall NOT have null value for either the group URI or the Property N3

0.6.3 Property Value Metadata

letadata of the property value is made up of the following:-

0.6.4 Device Property Profile

property profile.is a collection of properties.

Description — Friendly description of the property. It is of type string. A MS service shall include
description in the metadata.

Writeable — A property is writeable if it may be modified on the device. Itis*of type Boolean. MS n
include this field in the metadata. If this is not specified, the client may\assume the property to be
writeable.

Persisted — A property is persisted if the device stores the property in permanent storage. . ltis s
as a Boolean. MS may include this in the metadata. If this isnot specified, the client may assume
property to be persisted.

RestartRequired - Does device requires a restart for.the change in the property to take effect — T
specified as a Boolean. MS may include this in the metadata. If this is not specified, the client ma
assume that restart is not required.

Type — the type of the property, indicating if;the property is of the type string, int, boolean, or so
complex type. The MS shall include theltype in the metadata. The type shall be a XML QN
defined in the XML Schema as defined in XML Schema Part 2: Datatypes.

DefaultValue — The value that the device uses if the client has not modified. It may be ing
included, it shall conform to the/Type specified in the metadata.

NOTE The type metadata is-critical for clients to interpret and process configuration data sent by the device

NOTE(Using a collection of properties is useful in many scenarios. Management software may want to

me

hay

pecified
the

his is
me other

ame, as

luded. If

bring the

devicesto a base configuration, when it is first discovered. When a device changes role, role specific coffiguration

may-need to be applied to the device. Using a property profile enables device and clients to store a co
properties together.

lection of

10.6.5 Sources and Source Types

Sources in RDMP may refer to the device or the antennas or physical ports connected to the device. The
standard source types are antenna, GPI, GPO and Barcode.
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10.6.6 MS Operations

10.6.6.1

10.6.6.1.

GetSources

1 General

This method is invoked by the client to get the list of sources on the device and the types of the sources. This
method shall be supported by MS.

10.6.6.1.
None

10.6.6.1,
This met
SourceN
Type — §
10.6.6.2

10.6.6.2.

This met
propertie

NOT]

recommended that the Management Service provide~comprehensive metadata information about all the propertig

confi

prop
warn

10.6.6.2.
SourceN

If the Sg
propertie

If the Sq
propertie

2 Request Elements

3 Response Elements
hod returns a collection of the following tuples. Each tuple shall have
ame — of type token, as defined in XML Schema

ource Type
GetAllPropertyMetadata

1 General

hod shall be supported by MS. This is the mechanism for.a client to obtain a list of supported
s and property metadata.

E GetAllPropertyMetadata is the key method for a.client to discover device and source related configuration. It

gurable via RDMP. Metadata enables the maragement software to correctly display configuration (example:
brty may be shown disabled in the user interface if it is not writeable). It also enables management software f
the user to reboot the device if the property) change requires a restart to take effect.

2 Request Elements
ame - this is of type_string. This field is optional.

urceName parameter is not specified, this method shall return the metadata associated with all th
s of the device.

urceName parameter is specified, this method shall return the metadata associated with all th
s of«the specified source.

[O RSNV

[

10.6.6.2.

3 Response Elements

The method returns a collection of property identifiers and property value metadata.

10.6.6.3

10.6.6.3.

This met

20

GetPropertyMetadata

1 General

hod may be supported by MS.
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10.6.6.3.2 Request Elements

This method takes Property Identifier and a source name. The SourceName is an optional parameter.

10.6.6.3.3 Response Elements

2014(E)

If the SourceName parameter is not specified, this method shall return the property metadata associated with

the specified property of the device.

al) alallla aalayfal aal=ViaTaVa

specified property of the source.

10.6.6.4 GetAllPropertyValues
10.6.6.4.1 General

his method may be supported by MS.
10.6.6.4.2 Request Elements

JourceName — an optional parameter

10.6.6.4.3 Response Elements
I{ the SourceName parameter is not specified, this method shall return a property profile of the device

I{ the SourceName parameter is specified, this method shall return a property profile of the source.

—

0.6.6.5 GetPropertyValue

—

J0.6.6.5.1 General

his method may be supported by the"MS.

—

J0.6.6.5.2 Request Elements

his method takes an optional SourceName and a Propertyldentifier as input.

10.6.6.5.3 Response Elements

his methodéturns a PropertyValue.

I{ the SourceName parameter is not specified, this method shall return the property value associateq
ecified property of the device.

| with the

with the

specified property of the source.

10.6.6.5.4 Errors

the

If the property is not supported by the MS, it shall return rdmp:PropertyNotSupported fault as defined below.

Table 5 lists the details of an error.

© ISO/IEC 2014 — All rights reserved
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Field

[Code]

Value

soap:Sender

[Subcode] rdmp:PropertyNotsupported

[Reason

[Detail]

10.6.6.6
10.6.6.6.
This met

10.6.6.6.
This met
If the So

If the So

10.6.6.6.

None

10.6.6.6.4 Errors

If the prd

lists the ¢letails of\an error.

The requested property is not supported.
Propertyldentifier
Table 5 — Error Details
SetPropertyProfile
1 General
hod shall be supported by MS.

2 Request Elements
hod takes a PropertyProfile as input and an optional*SourceName parameter.
irceName parameter is not specified, this method shall set the property profile on the device.

IrceName parameter is specified, this miethod shall set the property profile on the source.

3 Response Elements

perty is not'writeable, the MS shall return rdmp:PropertyNotWriteable fault as defined below. Table 6

22
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Field Value

[Code] soap:Sender

[Subcode]  rdmp:PropertyNotWriteable

[Reason] ' The requested property is not writeable.

[Detail] Propertyldentifier

Table 6 — Error Details

I{ the MS service was unable to apply all properties, the MS shall return rdmp:UnableToApplyAllR
fault as defined below. MS may include more details about the error inthe Reason. The Detail ma
ne PropertyProfile of the actual Properties MS as shown in Table 7 was unable to apply.

—

Hield Value

[Code] soap:Sender

—

Subcode] rdmp:UnableToApplyAllProperties

—

Reason]  The reason for being unable to apply the property.

[Detail] PropertyProfile

Table 7 — Error Details

10.6:6.7 GetPropertyValuesByGroup

roperties
y contain

10.6.6.7.1 General

This method may be implemented by MS.

10.6.6.7.2 Request Elements

This method takes an xs:anyURI as GroupURI and an optional parameter SourceName.

© ISO/IEC 2014 — All rights reserved
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10.6.6.7.3 Response Elements

If the SourceName parameter is not specified, this method shall return a property profile for the specified
property group of the device.

If the SourceName parameter is specified, this method shall return a property profile for the specified property
group of the source.

10.6.7 Standard Properties

The follqgwing group names and properties as shown in Table 8 shall be supported by the Managemeriut
Service.

GroupNgme URI: http://standards.iso.org/24791-3/rdmp/configuration/General

Property Name Type R/IW Applicable Notes
Targets
(Read
Only or | (Antenna,
Read- Device)
Write)
Name token R/W AD Friendly Name of the
source/device
ReaderRegulatoryRegion | token R D kegal regulatory region of the
device

Table 8 —General Configuration Properties

The follopving RF properties as shown in Table 9imay be supported by the by the Management Service.

GroupNdme URI: http://standards.iso.orq/24791-3/rdmp/configuration/RF

Property Name | Type R/IW Applicable Targets Notes

AirProtog¢olsSup | tokens R A D Protocols (tag types) supported by
ported this device/source

PowerlLgvel Float w A A % that designates the antenna’s

power setting for reading tags.

OperatiopEnviro<*token R AD Reader operation mode. Example
nment values:
single, multiple and dense

Table 9 —RF Configuration Properties

The following group names and properties as shown in Table 10 may be supported by the Management
Service.

GroupName URI: http://standards.iso.org/24791-3/rdmp/configuration/ISO24791-5
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NOTE RDMP clients are allowed to configure certain properties and capabilities of 24791-5 conformant devices. The
reason we want to allow this is to enable management software to set default configuration values that are not
specific to a LLRP client session. One cannot expect LLRP clients to set all default values every time they connect. In
terms of capabilities, the ability to get this information by RDMP clients will help enterprise management software
provide data for reporting applications. It is to be noted that when a LLRP client sets a value during a session and the
RDMP client sets the same value, the new value does not take effect until a reboot is performed.

The following 24791-5 properties (capabilities and configuration) may be supported by the Management
Service.

Rroperty Name Type R/W Applicable | Notes
Targets

ULRPStatus LLRPStatus R D 'V

GeneralDeviceCapabilities GeneralDeviceCapabilities R D { :

RegulatoryCapabilities RegulatoryCapabilities R D

Antenna Properties AntennaProperties R/W A (

Antenna Configuration AntennaConfiguration R/W i A )

HeepaliveSpec KeepaliveSpec R/W ) D

HventsAndReports EventsAndReports R/W - D

I¢ientification Identification SR D

LLRPServers anyURI ' R/W D The URI spedfied used

this  property should
have the UR] scheme
ISOIEC2479115.

Example:
ISOIEC24791
5://192.168.0.1101:5555/

Table 10 —ISO 24791-5 Properties
Tlhe following RDMR ‘properties as shown in Table 11 may be supported by the by the Management Service.

GroupName URIhttp://standards.iso.org/24791-3/rdmp/Configuration/General
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Property Name | Type R/IW Applicable Notes
Targets
Location String w AD Location of the source
Description String w AD
TimeServer String W D Time server used hy the

device for time syncs

Role String w D Role of the device

Dev|ceEPC String R D Manufacturer assigned EPG
URI

TimegServers tokens w D Time servers used by the

device for time syries

DH(¢PServers Tokens | W D DHCP server-currently used
by the device'for DHCP.

Conjact String w D Thectextual identification of
the/ contact person for this
device, together with
information on how to contact
this person.

Table 11 —General Properties
The follojving RDMP properties as shown in Table 12 may be supported by the by the Management Service.

GroupNgme URI: http://standards.iso.o0xq/24791-3/rdmp/Configuration/RF

Property Name Type R/IW Applicable Notes
Targets
Frequency Double w A Frequency used by the
source in MHz
EffeptiveRange Float R A Range of antenna in metres
AntgnnaSequence | tokens w D Sequence of antennas for
reading The arder is
important.

Table 12 —RF Properties
The following RDMP properties as shown in Table 13 may be supported by the by the Management Service.

GroupName URI: http://standards.iso.org/24791-3/rdmp/Configuration/Notification
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Property Name Type R/W Applicable Notes
Targets
EventMode Boolean w D Boolean to indicate if the

device can send
notifications to the host

2014(E)

Table T3 —Notification Properties
10.6.8 Other Management Operations

10.6.8.1 Reboot

10.6.8.1.1 General

By invoking this method, a client initiates reboot of a device. This method shall’be’supported by MS.

10.6.8.1.2 Request Elements

None

10.6.8.1.3 Response Elements

None
10.6.8.2 ResetToFactorySettings

10.6.8.2.1 General

—

sing this method, the client instructs,the device to reset any settings such as configuration t
pecified defaults. This method shall'be supported.

(7))

10.6.8.2.2 Request Elements

None

10.6.8.2.3 Response Elements

None

10.6.8:3 . ResetToFactorySettingsExceptNetwork

10.6:8 3.1 General

b factory

Using this method, the client instructs the device to reset any settings such as configuration to factory

specified defaults EXCEPT the network settings.

This method may be supported.

10.6.8.3.2 Request Elements

None

© ISO/IEC 2014 — All rights reserved
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10.6.8.3.3 Response Elements
None
10.7 Operation Error Reporting

10.7.1 General

Mechanisms and artifacts defined in this section are used by operations in all the services defined in this
documenjt 1o communicate errors to the client.

SOAP fqults are the defined mechanism to communicate errors. Fault messages are correlated as'replies
using thI [relationship] property as defined in Web Services Addressing 1.0 — Core [WS-Addressing Cor¢]
recommendation.

10.7.2 Qommon Operation Error Codes

10.7.2.1| General

Operatiops defined in the specification may return any of the faults defined in [Common Operation Faults]. In
addition,|operations may define additional SOAP faults.

10.7.2.2| Action Not Supported

—

When af optional operation of any service defined in this specification is invoked by a client but is nq
supported by a service it shall generate a wsa:ActionNotSupported fault. The fault is defined in [Web Service
Addressing 1.0 — SOAP Binding].

[

10.7.2.3| InvalidRequestElement

This faulf is sent when a Client sends an invalid>request element as part of an operation. Table 14 lists the
details of the error message.

Field Value

[Code] soap:Sender

[Subcod¢] rdmp: InvalidRequestElement

[Reason At Jeast one request elements is invalid
[Detail] Name of the invalid request element.

Table 14 —InvalidRequestElement Description

10.7.2.4 InternalError
This fault is sent when the service encounters an unexpected condition such as out of memory that prevented

it from fulfilling the request. Additional text may be appended to the [Reason] element to provide more
information about the internal error. Table 15 lists the details of the error message.
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Field Value

[Code] soap:Receiver

[Subcode] | rdmp: InternalError

[Reason] The service had an unexpected error

[Detail] None

Table 15 —InternalError Description

10.8 Monitoring Service (MNS)

J0.8.1 General

he monitoring service (MNS) is used to monitor the health of the device. The monitoring service puljlishes
vents and statistics to enable RDMP monitoring clients to aetively monitor the device health.

D

10.8.2 Monitoring Event Structure
HBach monitoring event has the following structure,
Hields: Each event contains these standard.fields

o TimeofOccurrence: Date and\time that the event was generated. This is of type xs:datetime.[The
TimeofOccurrence field shall-be implemented by MNS.

o Level: Critical, Error, Warning or Informational. It is of type string that allows only the above Values.
Level indicates severity of the event. Level shall be implemented by the MNS.

o Description:-@ localizable string. Describes the event in friendly terms to the user. This| may be
implemented.

>~

n event mayshave additional fields. Additional fields are described in specific events below.

1‘0.8.3 Events

EventName Additional Fields Type Description

BatteryEvent % of battery remaining — | Integer The service shall send a battery event
this field shall be at Informational level upto 15% of
included for the Battery battery left. Between 14- 10%
Event remaining, it shall send a warning level

event. Between 9 - 5%, it shall send an
error level event. Less than 5% it shall
raise a Critical level event. Within the
same battery level, the frequency of
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sending events is not defined in this
standard.

MemoryEvent % of free memory Integer The service shall send a memory event
remaining on device - at Informational level upto 15% of
this field shall be memory left. Between 14- 10%
included for the Memory remaining, it shall send a warning level
Event event. Between 9 - 5%, it shall send a
error level event. Less than 5% it shall
send a Critical level event. Within the
same memory level, the frequency of
sending events is not defined in this
standard
Source§tateEvent SourceName - this field String Indicates the state of the source. Leve¢l
shall be included shall be Error when down, shall bge
Informational when Up
State — values are Up or | enum
Down. This field shall be
included
SourceNpiselLevelEvent | SourceName - this field | String
shall be included
Noiselevel - This field | integer
shall be included
PowerSypplyEvent State — values are enum Down event raised when power supply

(applies [to devices that
support battery backup)

Up/Down. This field shall
be included

to device is cut. Up event when powsq
is restored. Level — shall be Warnin
when down, shall be
when Up

Information§

r
0

PrinterEvent

A printer|event, in addition to the standard fields contains an error code and an error string. The possible errg

codes arp :-

=

PrinterEvent

ErrorCode

rdmp:CutterFault
rdmp:GapNotFound
rdmp:Jam

rdmp:OutOfMedia

QName

rdmp:NoCurrentTemplate

rdmp:RibbonFault

TagOperationalEvent

A Tag Operation event, in addition to the standard fields may contain an error code a Taglnfo structure and an
error string. The possible error codes are:-

TagOperationalEvents

ErrorCode

Type

30
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rdmp:TaglLocked QName Locked when accessing the tag

rdmp:TaglLockFailed

rdmp:InvalidPasscode

rdmp:PartiallyLocked

rdmp:ReadOnly Trying to write to a region that is read-

only
J

rdmp:CorruptTag

rdmp:WriteFailed

rdmp:KillFailed

rdmp:FailedLock

rdmp:FailedErase

rdmp:FailedMemoryRead

rdmp:FailedRead

HardwareErrorEvent

This event consists of an error code in addition to the standard fields. Errg
vendor dependent. Error code 'shall be a QName.

r code is

10.8.4 Statistics

10.8.4.1 General

he MNS supports reporting of the following statistics information.

10.8.4.2 GetStatisticsMetadata

10.8.4.2.1“General

his'method shall be supported by the MNS

Table 16 —Event Details

10.8.4.2.2 Request Elements

SourceName - this is of type string. This field is optional.

If the SourceName parameter is not specified, this method shall return the metadata associated with all the

statistics of the device.

If the SourceName parameter is specified, this method shall return the metadata associated with all the
statistics of the specified source.
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10.8.4.2.3 Response Elements

This method shall return a collection of Statisticsldentifier and StatisticsMetadata.

10.8.4.3 GetStatistics

10.8.4.3.1 General

This method shall be supported by the MNS.

10.8.4.3.2 Request Elements

This method takes an optional SourceName as input.

10.8.4.3.3 Response Elements

This method shall return a StatisticsProfile, which is a collection of Statisticsldentifier and StatisticsValue.

The GrolipName URI for the identifiers used in this service shall be: http://standards.iso.org/24791-

3/rdmp/Mlonitoring/Statistics

Vendors|extending statistics shall NOT use this group name for custom statistics.

10.8.4.4| ResetStatistics

10.8.4.41 General

This method may be supported by the MNS

10.8.4.42 Request Elements

This method takes an optional SourceName as-input.

10.8.4.4.3 Response Elements

None

10.8.4.5| Standard Statistics

Table 17|lists the standard statistics details.

Name Property Remarks
Value Type

BatteryPpwetRemaining Positive Percentage of battery power remaining. Not resettable
integer in

the range of
0-100

BatteryTimeRemaining

Positive
integer in
the range of
0-100

Remaining time remaining in minutes. Not resettable

DeviceUptimeTicks Positive Time in ticks for which the device has been up. Not
double resettable.

FailedKillCount Positive
integer

FailedLockCount Positive

32
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integer
FailedReadCount Positive
integer
FailedWriteCount Positive
integer
KillCount Positive
integer
LockCount Positive
integer
ReadCount Positive
integer
WriteCount Positive
integer
NlemoryReadCount Positive
integer
HraseCount Positive
integer
HailedEraseCount Positive
integer
RrintedCount Positive
integer
HailedPrintedCount Positive
integer
TlimeSinceLastTagNotification Integer, in Enables troubleshooting of why no tag readls for a
minutes duration:

Table 17 —Standard Statistics
10.9 Security

Rarties involved in message exchanges defined in this specification fall into the following categories

1. CLIENT: To elaborate this~category covers both clients that invoke operations on the de
clients that act as an Event Sink i.e. receive events from the device.

2. DEVICE

3. Firmware Server
Security between-CLIENT and DEVICE is covered in the Security section of [DPWS]. Firmware is doy
flom the Firmware Server as explained in FUS. This communication may be secured by using
t

ansport suéh-as HTTPS.

NQTE Security encompasses

vice and

vnloaded
H secure

a) Authentication of device and client: Authentication is the process by which the identity of the sender is d

etermined

by the recipient. A client may need o authenficate the devices it can communicate with or vice versa.

b) Integrity and confidentiality of messages exchanged between device and client.

Briefly, transport Layer Security may be used to provide mutual authentication of client and device as well as the
establishment of a secure channel over which messages are exchanged. Integrity and Confidentiality are achieved by
using the secure channel. The policy assertions carried in the messages exchanged during discovery may contain
the client security requirements as well as the security protocols supported by client and device for authentication and
establishment of a secure channel. Since Discovery precedes setting up of a secure channel, the integrity of

discovery messages is protected using message-level signatures, while the integrity of other messages is
using a secure channel
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10.10 Extensibility

10.10.1

General

Messages defined by this specification may include constructs to be extensible by conforming
implementations. Clients or devices that do not understand a custom extension to a type may choose to

ignore it.

The XML/XSD notation for types shall be:-

The follg
extensio

10.10.2
RDMP in
standard
client to

The XML

A similar

<xs:complexType name="PropertyMetadata">
<xs:sequence>
<xs:element name="Type" type="xs:QName" minOccurs="1" maxOccurs="1"
nillable="false"/>
<xs:element name="Description" ../>

<xs:any namespace="#f#other" processContents="lax" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

wing example shows an extension to PropertyMetadata that conforms)to the above schema. The
N adds a new element called lowerBound.

<PropertyMetadata xmlns="http://schemas.xmlsoap.org/ws/2008/ rdmp"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<Type>xs:int</Type>

<Description>some description</Description>

<lowerBound xmlns="http://www.example.org/rdmpextensions">5</lowerBound>
</PropertyMetadata>

Extending Monitoring events

plementations of the Monitoring serviee may choose to implement custom events outside of the
specification. This part of ISO/IEC.24791 provides a way to describe a custom event in order for any
Iinderstand and interpret the event.

/XSD notation for extensjon-events shall be:

<xs:complexType name="VendorDefinedEvent">

<xs:any namespace=xl#ffother" processContents="lax" minOccurs="0" maxOccurs="unbounded" />
<xs:anyAtftvibute namespace="##other" processContents="lax" />

</xs:complexType>

notation-shall be followed for extending statistics for the monitoring service

NOT

E 1 Management Service and Monitoring Service can be extended to support custom types as values for

properties and statistics. The following example shows how the management service can be extended to support a
custom type for properties. Similar changes can be done to monitoring service schema to support custom types for
Statistics.In the Management Service schema, within the PropertyValue complex Type, add the text that is in bold:

34

<xs:complexType name="PropertyValue">
<xs:choice>
<xs:element name="String" type="xs:string" />
<xs:element name="Integer" type="xs:int" />
<xs:element name="TagDataSelector" type="tns:TagDataSelector" />
<xs:element name="QName" type="xs:QName" />
<xs:element name="Boolean" type="xs:boolean"/>
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<xs:element name="Float" type="xs:float"/>
<xs:element name="Double" type="xs:double"/>
<xs:element name="Uri" type="xs:anyURI"/>
<xs:element name="DateTime" type="xs:dateTime"/>
<xs:element name="NewComplexType" type="myns:NewComplexType"/>
</xs:choice>
</xs:complexType>

Where “myns” is the prefix defined for the namespace containing the “NewComplexType” xml type.

NOTE 2 RDMP services can be extended to support custom defined events. The following example!shows how to
add a custom event to Firmware Service.

To add a new event for FUS called FirmwareUpdate_CustomEvent, do the following:
1. In the FirmwareUpdate wsdl message definition section, add this:

<wsdl:message name="FirmwareUpdate CustomEvent OutputMesgsage">
<wsdl:part name="parameters" element="myns:CustomEyent" />
</wsdl:message>
2. In the port binding section of the FirmwareUpdate wsdl, add the following:

<wsdl:operation name="CustomEvent">

<wsdl:output wsaw:Action="<Custom Event Wamespace>/CustomEvent"
message="tns:FirmwareUpdate CustpmiEvent OutputMessage"/>

</wsdl:operation>

3. In the soap binding section of the FirmwareUpdate wsdl, add the following:

<wsdl:operation names)*CustomEvent ">
<soapl?idperation soapAction="http://customnanespace/CustomEvent"
style="document" />
<wsdl:output>
<soapl:body use="literal"/>
</wsdl:¢tUtput>
</wsdl:opgration>

Where mynsdqs‘the prefix of the namespace containing the xml schema definition of “CustomEvent”.
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Annex A
(informative)

Implementation Examples

A.1 Gdneral

There arg many possible organizations of the implementations of the software components referenced-in this
Internatignal Standard, including how the components are distributed among different physicalceomputing
platformg. This Annex provides informative examples of the different organizations utilizing UML, deployment

diagrams.

The figufes in this Annex do not show any of the data or control interfaces of ISO/IEC 24791 that may be
implemepted on the devices because the implementation-specific logic provides any’interaction between the
interfacep, making them functionally independent. In certain deployment scenaries, the instances of the
Device Interface or Data Management Services Endpoint could receive commands or requests from the
Device Management Implementation logic in response to commands, or-requests from the Device

e

Manageinent Services Endpoint.

monitoring, and/or diagnostics, and not for tag or sensor data as defined itr this International Standard.

These requests would be for configuration, provisioning, performanc

36
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A.2 DCI and SNMP Interface Set Implementation Examples

Figure A1 illustrates a node that implements the Device Management Services Endpoint in an interrogator. In
this example Services Endpoint would conform to Clause 8.2.1.2 by implementing discovery, configuration,
and initialization capabilities as defined in this International Standard, which references IETF RFC 5415
(CAPWAP) and EPCgIobaI DCI AIso |IIustrated in thls example the Servrces Endpornt wouId conform to
grnational

Standard WhICh references the EPCgIobaI Reader Management SNMP MIB and the IETF MIBII MIBs

Tlhe separation between the Services Endpoint and the Implementation in the Figure A.1 illustrates| how the
standards-based interfaces are logically distinct from the implementation that provides the managenent data
ar achieves the specified device management result.

Interrogator

ISO/IEC 24791-3 ?
|

Device Management Services
Endpoint:

o W\CAPWAP WTP Endpoint

e SNMP Agent with standard
MIB schema
A

Device Management
Implementation:

e EPCglobal DCI Reader
implementation

e EPCglobal Reader
Management MIB data

Figure A.1 — Node Diagram with DCI and SNMP Interface Set Implementation on Interrogator

Figure A.2 illustrates nodes in a system that implements the Device Management Endpoints on an
interrogator controller as well as on interrogators. The interrogator controller is one example of a Data
Management Implementation as shown in Figure 1 of this document. Other examples of deployment models
providing conforming implementations are possible.

In this example, the interrogators provide the same services as in the example of Figure A.1.
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The Services Endpoint on the interrogator would conform to Clause 8.2.1.2 by implementing discovery,
configuration, and initialization capabilities as defined in this International Standard, which references IETF
RFC 5415 (CAPWAP) and the EPCglobal DCI Specification. The DCI Access Controller provides a Services
Endpoint to the interrogators, which, as defined in the specific standards, provide peer-level services back to
the interrogator controller.

Also illustrated in this example, the Services Endpoint would conform to Clause 8.2.1.3 by implementing
monitoring and diagnostics capabilities as defined in this International Standard and the referenced IETF MIBII
MIBs.

Figure A|2 shows the Node Diagram with ISO/IEC 24791-3 Endpoints on Interrogator Controller and
Interroggtors In this deployment diagram (Figure A.2), there is no Device Management Client endpoint on'the
interrogagtor controller to request monitoring and diagnostic Device Management services from the
interroggtors. While this is possible, in this deployment example, a management application would @ccess the
performgnce monitoring and diagnostic data directly using the SNMP MIBs referenced in Annex B.of this part
of ISO/IHC
24791.
Interrogator controller or
ISO/IEC 24791-3 O middleware device
Device Management Services
Endpoint:
e CAPWAP AC Endpoint
¢ SNMP Agent with MIB
definedin Annex B
A
Device:Management Implementation:
e EPCglobal DCI AC
Implementation
e Interrogator Controller MIB
data
ISOfIEC 24791-3 Interrogator ISO/IEC 24791-3 Interrogator
Device Management Device Management
Services Endpoint Services Endpoint
(as shown in Figure A.1) (as shown in Figure A.1)

Figure A.2 — Node Diagram with ISO/IEC 24791-3 Endpoints on Interrogator Controller and
Interrogators
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Annex B
(normative)

SSI Device Management MIB

50-24791-3-MIB DEFINITIONS ::= BEGIN

ISO/IEC 24791-3 MIB for Software System Infrastructure Device Management

IMPORTS

Counter32, IpAddress
FROM SNMPv2-SMI

DisplayString, TimeStamp
FROM SNMPv2-TC

MODULE-IDENTITY
FROM SNMPv2-SMI

iso

FROM SNMPv2-SMl;

rfidSsiDeviceManagementMIB MODULE-IDENTITY

LAST-UPDATED "2012121221002"

ORGANIZATION "ISO"

CONTACT-INFO
"Convener, ISO WG4/SG1"

DESCRIPTION
"This module defines a MIB that represents that manageable entities
described in the RFID Software System Infrastrueture International
Standard ISO/IEC 24791, specific Part 3, Device Management"

= {iso(1) standard(0) is024791(24791) part3(3) }

=N

idSsiDeviceManagementObjects OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementMIB 0 }
idSsiDeviceManagementConformance OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementMIB 1}

-

rfidSsiDeviceManagementDescription OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only.
STATUS mandatory
DESCRIPTION
"A textual'description of this RFID Network."
= { rfidSsiDeviceManagementObjects 1 }

rfidSsiDeviceManagementLocation OBJECT-TYPE

SYNTAX nicpln\J/ering (QI7|: (n 9RR))

ACCESS read-only

STATUS mandatory

DESCRIPTION
"A textual identification of the location of this RFID Network. This may
be a GLN or other structured identifier represented in the URI format."

== { rfidSsiDeviceManagementObjects 2 }

-- RFID Interrogator Controller (RIC) infrastructure representation MIB in
-- the SSI Device Management MIB tree. The RFID Interrogator Controller
-- is a function that requests ISO/IEC 24791-5 Device Interface services
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-- to one or more interrogators.

-- It is expected that more than one RIC will be deployed in an RFID Network to
-- provide for redundancy, load balancing, and scaling. This is represented
-- by the ricControllerTable that may contain more than one RIC.

ricMIB OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementObjects 10 }

ricNotifications OBJECT IDENTIFIER ::= { ricMIB 0 }
ricObjects OBJECT IDENTIFIER ::={ricMIB 1}

ricControllerTable OBJECT-TYPE
SYNTAX SEQUENCE OF RicControllerEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"A table of information about the RICs in the RFID Network."
::={ricPbjects 1}

ricControllerEntry OBJECT-TYPE
SYNTAX RicControllerEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"An éntry containing information about a particular RIC."
INDEX| { ricControllerName }
::={ricControllerTable 1}

RicContrdllerEntry ::=
SEQUHENCE {
ricCgntrollerName
DisplayString,
ricControllerlpAddr
IpAddress,
ricCgntrollerDescription
DisplayString
}

ricControllerName OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DESCRIPTION
"A a@ministrative name of IP hostname for this RIC. Because this is used as the
index fof this table, it iSimandatory, but it is not necessary that the value is
a propef IP hostnameto be resolved. If it is not, another mechanism must be
used to jprovide awvalid value for ricControllerlpAddr"
::={ ricContrallerEntry 1}

ricControlleripAddr OBJECT-TYPE
SYNTAX TpAddress
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The main IP address of this RIC that will be used for
communication from outside the RFID Network, possibly resolved from
ricControllerName. The interrogators in the RFID Network will connect to this address,
but it is also possible that the readers will connect to another
address on the RIC. The IF-MIB on the RIC should be used
for access to the full set of interfaces."
::={ricControllerEntry 2 }

ricControllerDescription OBJECT-TYPE
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SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DESCRIPTION

"A textual description for this RIC."
::={ricControllerEntry 3 }

-- Notifications for the ricMIB

ISO/IEC 24791-3:2014(E)

-

cStartup NOTIFICATION-TYPE
STATUS  current
DESCRIPTION

"A notification for an RFID Network Controller startup event"
::= { ricNotifications 1 }

cShutdown NOTIFICATION-TYPE

STATUS  current

DESCRIPTION
"A notification for an RFID Network Controller shutdown event "
::= { ricNotifications 2 }

—

RFID RIC Interrogator representation MIB in the SSI Device Managenent MIB

This MIB provides the representation of the interrogator from¢he

the viewpoint of an RFID Interrogator Controller. The MIB for an
interrogator within SSI Device Management is provided by the EPCglobal
Reader Management MIB as described in ISO/IEC 24791-3.

-

cinterrogatorMIB OBJECT IDENTIFIER ::= { ffidSsiDeviceManagementObjects 11 }

—

clnterrogatorNotifications OBJECT IDENTIEIER ::= { ricInterrogatorMIB 0 }
cinterrogatorObjects OBJECT IDENTIFIER ::= {ricInterrogatorMIB 1 }

-

-

ClnterrogatorTable OBJECT-TIYBE

SYNTAX SEQUENCE OF RjclnterrogatorEntry

ACCESS not-accessible

STATUS mandatory

DESCRIPTION
"A table of informiation about the Interrogators in an RFID Network as
viewed by‘an-Interrogator Controller."

::={ ricInterrogatorObjects 1 }

-

cinterregatorEntry OBJECT-TYPE
SYNTAX RicInterrogatorEntry
ACCESS not-accessible

STATUS mandatory
DESCRIPTION
"An entry containing information about a particular interrogator."
INDEX ({riclnterrogatorName }
::={riclnterrogatorTable 1}

RicInterrogatorEntry ::=
SEQUENCE {
ricinterrogatorName
DisplayString,
ricinterrogatorlpAddr
IpAddress,
ricinterrogatorRiclpAddr
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IpAddress,
riclnterrogatorDescription
DisplayString,
riclnterrogatorConnectionAdminStatus
INTEGER,
ricinterrogatorConnectionOperStatus
INTEGER,
ricinterrogatorConnectionTime
TimeStamp,
riclnterrogatorFirmwareVersion
DisplayString,
ricinferrogatorAggregateReadReqs
Counter32,
ricinferrogatorAggregateTagReads
Counter32,
ricinterrpgatorLastTagReadTime
Gauge32,
ricinferrogatorAggregateGpiEvents
Counter32,
ricinferrogatorLastGpiEventTime
Gauge32,
ricinferrogatorErrorMessage
DisplayString

ricinterrodatorName OBJECT-TYPE
DisplayString

ACCESS read-only

STATUS mandatory

DESCRIPTION

"A agministrative name or IP hostname for this interrogator. Because this is used as the

index fof this table, it is mandatory, but it is not necessary that the value is

a propef IP hostname to be resolved. If it is not, another mechanism must be

used to jprovide a valid value for riclnterrogatorlpAddr."

::= {ric|nterrogatorEntry 1}

riclnterrodatorlpAddr OBJECT-TYPE

SYNTAX IpAddress

ACCESS read-only

STATUS mandatory

DESCRIPTION
IP address of the interrogator that is used for the network connection
en the RIC and the intefrogator."

resppnsible for control of the interrogator in the RFID Network. This

RIC [P address may not be the primary RIC TP address in the

ricControllerEntry if the controlling RIC has more than one interface."
::= { ricInterrogatorEntry 3 }

ricnterrogatorDescription OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DESCRIPTION
"A textual description for this interrogator.”
::= { ricInterrogatorEntry 4 }

ricinterrogatorConnectionAdminStatus OBJECT-TYPE
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SYNTAX INTEGER {
unknown(0),
enabled(1),
disabled(2)

}
ACCESS read-only
STATUS mandatory

DESCRIPTION
"The desired administrative status of the connection between

the RIC and the interrogator."

ISO/IEC 24791-3:2014(E)

.= { ricInterrogatorEntry 5 }

clnterrogatorConnectionOperStatus OBJECT-TYPE
SYNTAX INTEGER {

unknown(0),

connected(1),

disconnected(2)

-

}
ACCESS read-only
STATUS mandatory

DESCRIPTION
"The current operational status of the connection between

the RIC and the interrogator."
::={riclnterrogatorEntry 6 }

clnterrogatorConnectionTime OBJECT-TYPE

SYNTAX TimeStamp
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The amount of time the current RIC/interrogator connegction has been up."

-

::= {ricInterrogatorEntry 7 }

clnterrogatorFirmwareVersion OBJECT-TYPE

SYNTAX DisplayString
ACCESS read-only
STATUS mandatory

DESCRIPTION
"The firmware version running on this‘interrogator as retrieved from

the interrogator by the RIC. If the interrogator is unable to communicate
its firmware version over thesugtwork protocol, the value of

'Unknown’ will be displayed.”

::= {ricInterrogatorEntry 8 }

-

cinterrogatorAggregatéReadReqgs OBJECT-TYPE

SYNTAX Counter32
ACCESS read<only
STATUS mandatory

DESCRIPTION
"Aggregated read requests (sum across all read points) from the

RIE. to the interrogator.”
;:=YricinterrogatorEntry 9 }

riclnierrogatorAggregate TagReads OBJECT-TYPE
SYNTAX Counter32
ACCESS read-only
STATUS mandatory

DESCRIPTION
"Aggregated tag reads (sum across all read points) received by

the RIC from the interrogator.”
::= {ricInterrogatorEntry 10 }

ricinterrogatorLastTagReadTime OBJECT-TYPE

SYNTAX Gauge32
ACCESS read-only
STATUS mandatory
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DESCRIPTION
"Last tag read time of any read point received from this interrogator."
::= { ricInterrogatorEntry 11 }

ricinterrogatorAggregateGpiEvents OBJECT-TYPE

SYNTAX Counter32

ACCESS read-only

STATUS mandatory

DESCRIPTION
"Aggregated General Purpose Input events (sum across all inputs) received by
the RIC from the interrogator.”

::= {ric|nterrogatorEntry 12 }

ricinterrogatorLastGpiEventTime OBJECT-TYPE
SYNTAX Gauge32
ACCES$S read-only
STATUS mandatory
DESCRIPTION
"Lasj General Purpose Input event time of any input received from this interrogator.”
::= {ric|nterrogatorEntry 13 }

ricnterrodatorErrorMessage OBJECT-TYPE
SYNTAX DisplayString
ACCESS read-only
STATUS mandatory
DESCRIPTION
"Errgr message providing information if interrogator operational state-is
not conmected.”
::= { ric|nterrogatorEntry 14 }

-- Notifications for the interrogatorMIB

ricinterrogatorConnected NOTIFICATION-TYPE
OBJE(TS { ricInterrogatorIpAddr }
STATUS  current
DESCRIPTION
"A notification to be sent when the RIC connects to a interrogator."”
::= { ric|nterrogatorNotifications ("}

riclnterrodatorDisconnected NOTIFICATION-TYPE
OBJE(TS { ricinterrogateripAddr }
STATUS  current
DESCRIPTION
"A notification¢o be sent when the RIC loses a connection to
a interrogator.”
n={ ricrnterrogatorNotifications 2}

-- RFID RIC Read Point representation MIB in the SSI Device Management MIB
-- This MIB provides the representation of read points (necessary connected

-- to RFID interrogators) from the viewpoint of an RFID Interrogator

-- Controller. The MIB for an interrogator within SSI Device Management which
-- provide much more detail about read point operations is provided by the

-- EPCglobal Reader Management MIB as described in ISO/IEC 24791-3.

ricReadPointMIB OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementObjects 12 }
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ricReadPointObjects OBJECT IDENTIFIER ::= { ricReadPointMIB 1 }

ricReadPointTable OBJECT-TYPE
SYNTAX SEQUENCE OF RicReadPointEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"A table of information about the Read-Points in an RFID Network.
A Read-Point is one of the antennas on an RFID interrogator
represented in the riclnterrogatorTable of the rfidSsiDeviceManagementMIB."
= { ricReadPointObjects 1}

-

cReadPointEntry OBJECT-TYPE
SYNTAX RicReadPointEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"An entry containing information about a particular read-point."
INDEX {ricReadPointinterrogatorName, ricReadPointindex }
== { ricReadPointTable 1}

RicReadPointEntry ::=
SEQUENCE {
ricReadPointinterrogatorName
DisplayString,
ricReadPointindex
INTEGER,
ricReadPointAdminStatus
INTEGER,
ricReadPointOperStatus
INTEGER,
ricReadPointReadReqs
Counter32,
ricReadPointTagReads
Counter32,
ricReadPointErrorMessage
DisplayString
}

cReadPointinterrogatorName OBJECT-TYPE

SYNTAX DisplayString

ACCESS read-only

STATUS mandatory

DESCRIPTION
"The adminisfrative name or IP hostname of the interrogator associated with this read-point.
This is the<icinterrogatorName from the interrogatorTable in the RFID Network MIB."

::= { ricReadPointEntry 1}

—

cReadPRointindex OBJECT-TYPE

SYNTAX INTEGER

ACCESS read-only

STATUS mandatory

DESCRIPTION
"A unique index for this read-point. This value may be assigned
by the RIC or by the interrogator and communicated to the RIC. "

::={ ricReadPointEntry 2 }

-

ricReadPointAdminStatus OBJECT-TYPE
SYNTAX INTEGER {
unknown(0),
enabled(1),
disabled(2)

}
ACCESS read-only
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STATUS mandatory
DESCRIPTION

"The desired admin status of this read-point on the interrogator."
::={ ricReadPointEntry 3 }

ricReadPointOperStatus OBJECT-TYPE
SYNTAX INTEGER {
unknown(0),
up(1),
down(2)

!
ACCESS read-only
STATUS mandatory
DESCRIPTION
"The|current operational status of this read-point on the interrogator.”
::= { ricReadPointEntry 4 }

ricReadP¢intReadReqs OBJECT-TYPE

SYNTAX Counter32

ACCESS read-only

STATUS mandatory

DESCRIPTION
"Thelnumber of read requests issued for this read-point by the RNC
to the interrogator.”

::={ ricReadPointEntry 5 }

ricReadP¢intTagReads OBJECT-TYPE

SYNTAX Counter32

ACCESS read-only

STATUS mandatory

DESCRIPTION
"Thelnumber of tags read by this read-point and reported to the, RNC
by the interrogator.”

::={ ricReadPointEntry 6 }

ricReadPo¢intErrorMessage OBJECT-TYPE
SYNTAX DisplayString
ACCES$S read-only
STATUS mandatory
DESCRIPTION
"Errgr message if available if read-point operational state is down."
::= { ricReadPointEntry 7 }

-- Conforrance information

rfidSsiDeViceManagementCompliances OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementConformance 1 }
rfidSsiDeyiceManagementGroups  OBJECT IDENTIFIER ::= { rfidSsiDeviceManagementConformance 2 }

-- Compli1mce statements

rfidSsiDeviceManagementCompliances MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"The compliance statements for RFID SSI Device Management entities."
MODULE
MANDATORY-GROUPS { rfidSsiDeviceManagementNotificationGroup,

rfidSsiDeviceManagementSsiGroup,
rfidSsiDeviceManagementControllerGroup,
rfidSsiDeviceManagementinterrogatorGroup

::= { rfidSsiDeviceManagementCompliances 1 }
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-- Units of Conformance

rfidSsiDeviceManagementNotificationGroup NOTIFICATION-GROUP
NOTIFICATIONS { ricStartup,
ricShutdown,
riclnterrogatorConnected,
ricinterrogatorDisconnected

ISO/IEC 24791-3:2014(E)

!
STATUS current
DESCRIPTION
"The group of notifications about state changes in the SSI."
== { rfidSsiDeviceManagementGroups 1 }

rfidSsiDeviceManagementSsiGroup OBJECT-GROUP
OBJECTS ({ rfidSsiDeviceManagementDescription,
rfidSsiDeviceManagementLocation }
STATUS current
DESCRIPTION
"The group of data representing the overall SSI."
::={ rfidSsiDeviceManagementGroups 2 }

=

idSsiDeviceManagementControllerGroup OBJECT-GROUP
OBJECTS ({ricControllerlpAddr,
ricControllerName,
ricControllerDescription }
STATUS current
DESCRIPTION
"The group of data representing status of an RFID interrogator
controller."
::={ rfidSsiDeviceManagementGroups 3 }

rlidSsiDeviceManagementinterrogatorGroup OBJECT-GROUP
OBJECTS ({ricInterrogatorName,
ricinterrogatorlpAddr,
ricinterrogatorName,
ricinterrogatorDescription,
ricinterrogatorConnectionAdminStatus,
ricinterrogatorConnectienOperStatus,
ricinterrogatorConnectionTime,
riclnterrogatorFirmwareVersion,
ricinterrogatorAggregateReadReqs,
ricinterrogatorAggregateTagReads,
ricinterrogatorAggregateGpiEvents
ricnterrogatorLastGpiEventTime
riclnterrogatorErrorMessage
ricReadPointInterrogatorName,
ricReadPointindex,
ricReadPointAdminStatus,
ricReadPointOperStatus,
ricReadPointReadRegs,

ricReadPointTagReads,
ricReadPointErrorMessage

}
STATUS current
DESCRIPTION
"The group of data representing an RFID interrogator as
from the perspective of an interrogator controller."
.= { rfidSsiDeviceManagementGroups 4 }

END
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Annex C
(normative)

RDMP WSDLs and XSDs

C.1 DeYice WSDL

<?xml yersion="1.0" encoding="UTF-8"?>
<wsdl:definitions
xmlng:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlng:wsdp="http://docs.ocasis-open.org/ws-dd/ns/dpws/2009/01"
xmlng:wsp="http://www.w3.0rg/ns/ws-policy"
xmlng:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-ws$~wssecurity-
utility-1.0.xsd"
targ¢tNamespace="http://standards.iso.org/is0/24791/-3/2013 A0/ rdmp"
name$"WSDRFIDDevice">
<w¢$p:Policy wsu:Id="DevicePolicy">
<wsdp:Profile />
</fsp:Policy>
<w$dl:portType name="I1S024791-3" />
</wsdl|definitions>

C.2 Firmware Update Service WSDL

<?xml yersion="1.0" encoding="utf-8"?>

<wsdl:definitions
targ¢tNamespace="http://standards. i*se.org/is0/24791/-3/2013/01/rdmp"
xmlng:wsdl="http://schemas.xmlsoapsorg/wsdl/"
xmlng:soapl2="http://schemas.xmisdap.org/wsdl/socapl2/"
xmlng :wsaw="http://www.w3.0rg/2006/05/addressing/wsdl"
xmlng:tns="http://standardsWiso.org/is0/24791/-3/2013/01/rdmp"
xmlng:xsd="http://www.w3 (0rg/2001/XMLSchema">

<wsdl]:types>
<x¢$d:schema targetigmespace="http://standards.iso.org/iso/24791/~-
3/2013{01/rdmp">
xsd:includé gchemalocation="FirmwareUpdate.xsd"/>
</%sd:schemaX
</wsdl:typeg>

<wsd] :mesgage name="FirmwareUpdate DownloadAndCommit InputMessage">
<w$dl:part name="parameters" element="tns:DownloadAndCommit" />

</ wWsd—m SHeF

<wsdl:message name="FirmwareUpdate DownloadAndCommit OutputMessage">
<wsdl:part name="parameters" element="tns:DownloadAndCommitResponse"/>

</wsdl:message>

<wsdl:message name="FirmwareUpdate DownloadAndScheduleCommit InputMessage">
<wsdl:part name="parameters" element="tns:DownloadAndScheduleCommit"/>

</wsdl:message>

<wsdl:message name="FirmwareUpdate DownloadAndScheduleCommit OutputMessage">
<wsdl:part name="parameters"

element="tns:DownloadAndScheduleCommitResponse"/>
</wsdl :message>
<wsdl:message name="FirmwareUpdate GetStatus InputMessage">
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<wsdl:part name="parameters" element="tns:GetStatus"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate GetStatus OutputMessage'">
<wsdl:part name="parameters" element="tns:GetStatusResponse"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate CheckFirmwareApplicability InputMessage">
<wsdl:part name="parameters" element="tns:CheckFirmwareApplicability"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate CheckFirmwareApplicability OutputMessage'">
<wsdl:part name="parameters"
qdlement="tns:ChecklirmwareApplicabilityResponse”
</wsdl:message>
<wsdl:message name="FirmwareUpdate Cancel InputMessage">
<wsdl:part name="parameters" element="tns:Cancel"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate Cancel OutputMessage">
<wsdl:part name="parameters" element="tns:CancelResponse"/x
</wsdl:message>
<wsdl:message name="FirmwareUpdate CommittedEvent OutputMessage">
<wsdl:part name="parameters" element="tns:CommittedEwent"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate DownloadedEvent OuytputMessage'">
<wsdl:part name="parameters" element="tns:DownleadedEvent"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate CommitProgmé&ssEvent OutputMessage">
<wsdl:part name="parameters" element="tns{fommitProgressEvent"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate Commi{ErrorEvent OutputMessage">
<wsdl:part name="parameters" element#tns:CommitErrorEvent"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate.DownloadErrorEvent OutputMessage">
<wsdl:part name="parameters" el&fent="tns:CommitErrorEvent"/>
</wsdl:message>
<wsdl:message name="FirmwareUpdate DownloadProgressEvent OutputMessage">
<wsdl:part name="parameters" element="tns:DownloadProgressEvent"/>
</wsdl:message>

<wsdl:portType name=LFirmwareUpdate">
<wsdl:operation nfame="DownloadAndCommit">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/~-
4/2013/01/rdmp/FimwareUpdate/DownloadAndCommit"
essage="tns:FirMmivareUpdate DownloadAndCommit InputMessage"/>
<wsdl:oltput wsaw:Action="http://standards.iso.org/iso/24791/-
4/2013/01/rdmp/FirmwareUpdate/DownloadAndCommitResponse"
essage="tas:FirmwareUpdate DownloadAndCommit OutputMessage"/>
</wgdl: operation>
<wgal :operation name="DownloadAndScheduleCommit">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
4/2613/01/rdmp/FirmwareUpdate/DownloadAndScheduleCommit"
CSSage="TNS  FIIMWareUpdate DOWNIOadANaS CedUIeCommit INPpUtMessage
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/DownloadAndScheduleCommitResponse"
message="tns:FirmwareUpdate DownloadAndScheduleCommit OutputMessage"/>
</wsdl:operation>
<wsdl:operation name="GetStatus">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/GetStatus"
message="tns:FirmwareUpdate GetStatus InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/~-
3/2013/01/rdmp/FirmwareUpdate/GetStatusResponse”
message="tns:FirmwareUpdate GetStatus OutputMessage"/>

=

=
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</wsdl:operation>
<wsdl:operation name="CheckFirmwareApplicability">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/~-
3/2013/01/rdmp/FirmwareUpdate/CheckFirmwareApplicability"
message="tns:FirmwareUpdate CheckFirmwareApplicability InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/CheckFirmwareApplicabilityResponse"
message="tns:FirmwareUpdate CheckFirmwareApplicability OutputMessage"/>
</wsdl:operation>
<wsdl:operation name="Cancel">

3/2013

wsdl:1nput wsaw:Actlion="http: standards.150.0rg/1s0/24/91/—
01/rdmp/FirmwareUpdate/Cancel"

messag¢="tns:FirmwareUpdate Cancel InputMessage"/>

3/2013

wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
01/rdmp/FirmwareUpdate/CancelResponse"

messag¢="tns:FirmwareUpdate Cancel OutputMessage"/>
</fsdl:operation>

<w

3/2013

dl:operation name="CommittedEvent">
wsdl:output wsaw:Action="http://standards.iso.org/iso/24791y-
01/rdmp/FirmwareUpdate/CommittedEvent"

messag¢="tns:FirmwareUpdate CommittedEvent OutputMessage"/>
</Ysdl:operation>

<w

3/2013

dl:operation name="DownloadedEvent">
wsdl:output wsaw:Action="http://standards.iso.org¥iso/24791/-
01/rdmp/FirmwareUpdate/DownloadedEvent"

messag¢="tns:FirmwareUpdate DownloadedEvent OutputMéssage"/>
</Yfsdl:operation>

<w

3/2013

dl:operation name="CommitProgressEvent">
wsdl:output wsaw:Action="http://standar@s.iso.org/iso/24791/-
01/rdmp/FirmwareUpdate/CommitProgresskyent"

messag¢="tns:FirmwareUpdate CommitProgressBvent OutputMessage"/>
</%¥sdl:operation>

<w

3/2013
messag

dl:operation name="CommitErrorEwvent">

wsdl:output wsaw:Action="http:A/standards.iso.org/iso/24791/-
01/rdmp/FirmwareUpdate/CommitErrorEvent"
¢="tns:FirmwareUpdate CommitErrorEvent OutputMessage"/>

</Wsdl:operation>

<w

3/2013
messag

dl:operation name="DowmnloadErrorEvent">

wsdl:output wsaw:Acfiph="http://standards.iso.org/iso/24791/-
01/rdmp/FirmwareUpddte/DownloadErrorEvent"
¢="tns:FirmwareUgdate DownloadErrorEvent OutputMessage"/>

</Wsdl:operationx

<w

3/2013
messag

dl:operation“fieme="DownloadProgressEvent">
wsdl:output\wsaw:Action="http://standards.iso.org/iso/24791/~
01/rdmp/ElrmwareUpdate/DownloadProgressEvent"
¢="tns:¥rmwareUpdate DownloadProgressEvent OutputMessage"/>

</¥sdl ;6peration>

</ws
<wsd
<s

<w

3/2013

</

50

1ot tType>

oapl2:binding transport="http://schemas.xmlsoap.org/soap/http" />
sdl:operation name="DownloadAndCommit">
<soapl2:operation soapAction="http://standards.iso.org/iso/24791/-
/01/rdmp/FirmwareUpdate/DownloadAndCommit" style="document"/>
<wsdl:input>

<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>

<soapl2:body use="literal"/>
</wsdl:output>
wsdl:operation>
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<wsdl:operation name="DownloadAndScheduleCommit">
<soapl?2:operation soapAction="http://standards.iso.org/iso/24791/-

3/2013/01/rdmp/FirmwareUpdate/DownloadAndScheduleCommit" style="document"/>

<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>

Wsdl:operation name=rGetstatus’
<soapl2:operation soapAction="http://standards.iso.org/iso/24791/+
3/2013/01/rdmp/FirmwareUpdate/GetStatus" style="document"/>
<wsdl:input>
<soapl?2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="CheckFirmwareApplicability">
<soapl2:operation soapAction="http://standards.@sd.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/CheckFirmwareApplicabi&lity" style="document"
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="Cancel">
<soapl2:operation soapActionz="Http://standards.iso.org/iso/24791/~-
3/2013/01/rdmp/FirmwareUpdate/Cancel" style="document"/>
<wsdl:input>
<soapl2:body use="litexal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operatiOn ‘name="CommittedEvent">
<soapl2:op€ration soapAction="http://standards.iso.org/iso/24791/-
4/2013/01/rdmp/FirmwareUpdate/CommittedEvent”" style="document"/>
<wsdlsoutput>
<g@apl?2:body use="literal"/>
<fwgdl:output>
</S%redl:operation>
<{fsdl:operation name="DownloadedEvent">
<soapl2:operation soapAction="http://standards.iso.org/iso/24791/-

A

37203/ 0T/ TamMp/ T TMWareUpdate/ DOWN I OadedEvVent Y STy Ie="Q0CUmant
<wsdl:output>
<soapl?2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="CommitProgressEvent">
<soapl?2:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/CommitProgressEvent" style="document"/>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
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<wsdl:operation name="CommitErrorEvent">
<soapl?2:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/CommitErrorEvent" style="document"/>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="DownloadProgressEvent">
<soapl2:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/FirmwareUpdate/DownloadProgressEvent" style="document"/>
wsdl:output
<soapl2:body use="literal"/>
/wsdl:output>
</#wsdl:operation>
</wsdl:binding>

</wsdl{definitions>

C.3 Firmware Update Service XSD

<?xml yersion="1.0" encoding="utf-8"?>

<xs:schema
elem¢ntFormDefault="qualified"
targ¢tNamespace="http://standards.iso.org/iso/24793/-3/2013/01/rdmp"
xmlng:xs="http://www.w3.0rg/2001/XMLSchema"
xmlng:tns="http://standards.iso.org/is0/24791/-8¥2013/01/rdmp">

<xs:¢lement name="DownloadAndCommit">
<xg:complexType>

Xs:sequence>

<xs:element name="FirmwareLocatiph" type="xs:anyURI"/>

<xs:any minOccurs="0" maxOccuxdg="unbounded" namespace="##other"

procesg¢Contents="1lax" />

/xS :sequence>

xs:anyAttribute namespacesl##other" processContents="lax" />
</%s:complexType>

</xs{element>

<xs:¢lement name="DownloddAndCommitResponse">
<x$:complexType>

Xs:sequence>

<xs:any min@cetrs="0" maxOccurs="unbounded" namespace="##other"

procesgContents="Xax" />

/xs: sequefiee>

xs:anyAL¥ribute namespace="##other" processContents="lax" />
</%s:complexType>

</xs|element>

<xs:¢lement name="DownloadAndScheduleCommit">
<xs:complexType>
<xs:sequence>
<xs:element name="FirmwareLocation" type="xs:anyURI"/>
<xs:element name="AtTime" type="xs:dateTime"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>
</xs:element>
<xs:element name="DownloadAndScheduleCommitResponse">
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<xs:complexType>

<xs:sequence>

<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />

</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

</xs:element>

<xs:element name="GetStatus">
xs:complexType

<xXs:sequence> ;\b‘
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##othe ()
drocessContents="1lax" /> c.
</xs:sequence> fb

<xs:anyAttribute namespace="##other" processContents:"lax"C§>
</xs:complexType> b‘
</xs:element> CL
<xs:element name="GetStatusResponse"> ()
<xs:complexType> \Q/
<xs:sequence> \
<xs:element name="GetStatusResult" type="tns:GbrmwareUpdateStatus" >
</xs:sequence> AS
</xs:complexType> @)
</xs:element> <§k
<xs:element name="CheckFirmwareApplicabingg>
<xs:complexType>
<xs:sequence> (%)
<xs:element namez"FirmwareVersfSB" type="xs:string"/>
<xs:any minOccurs="0" maxOccQ§s="unbounded" namespace="##other"
drocessContents="1lax" /> ib
</xs:sequence>
<xs:anyAttribute namespa és}##other" processContents="1lax" />
</xs:complexType> .éﬁi
</xs:element> N
<xs:element name="CheckFITmwareApplicabilityResponse">
<xs:complexType> ’
<xs:sequence>
<xs:element me="CheckFirmwareApplicabilityResult"
type="tns:Firmwaré@dmparisonResult"/>
<xs:an nOccurs="0" maxOccurs="unbounded" namespace="##other"
processCont%§§§>"lax" />

</xs} uence>
<XSY§§§Attribute namespace="##other" processContents="lax" />

</ mplexType>
</>§s% ement>

@9s:element name="Cancel">
XS T COMPLIEXTYPE
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>
</xs:element>
<xs:element name="CancelResponse">
<xs:complexType>
<xs:sequence>
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<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>
</xs:element>

<xs:element name="CommittedEvent">
<xs:complexType>
<xs:sequence>
xs:rany minOccurs="0" maxOccurs=runbounded” namespace="##other”

procesgContents="1lax" /> y\b‘
/Xs:sequence> ()
xs:anyAttribute namespace="##other" processContents="lax" /> ~€L

</%¥s:complexType> '\fb

</xslelement>

<xs:¢lement name="DownloadedEvent"> (L

<x¢$:complexType> ()
Xs:sequence> Q/
<xs:any minOccurs="0" maxOccurs="unbounded" namespac \ #other"
proces$Contents="lax" /> %
/xs:sequence> N\
xs:anyAttribute namespace="##other" processCont nEs="1ax" />
</%¥s:complexType> <§?

<

</xslelement>

<xs:¢lement name="CommitProgressEvent"> &\
<x¢$:complexType> (%)
Xs:sequence> §$>

<xs:element name="CommltProgressEvéétInfo"
type="{ns:CommitProgressEventInfo"/> ib
/Xs:sequence> o
</%¥s:complexType> >
</xslelement> é$‘

N\
<xs:¢lement name—"CommltErroré;ént">
<x¢$:complexType>
Xs:sequence>

<xs:element name—(bommltErrorEventInfo" type="tns:ErrorEventInfo"/>
/xs:sequence> ()’

</%¥s: complexType\
</xslelement>

<xs:¢lement —"DownloadErrorEvent">
<X comp ype>
ence>
element name="DownloadErrorEventInfo" type="tns:ErrorEventInfo"/>
K%; sequence>
</XSTCOMPIeXTYDE
</xs:element>

<xs:element name="DownloadProgressEvent">
<xs:complexType>
<xs:sequence>
<xs:element name="DownloadProgressEventInfo"
type="tns:DownloadProgressEventInfo"/>
</xs:sequence>
</xs:complexType>
</xs:element>
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<xs:complexType name="FirmwareUpdateStatus">
<xs:sequence>

<xs:element name="CurrentFirmwareVersion" type="xs:string"/>

<xs:element name="CurrentState" type="tns:FirmwareUpdateState"/>

<xs:element minOccurs="0" name="PastErrors" nillable="true"
type="tns:ArrayOfErrorEventInfo"/>

<xs:element minOccurs="0" name="UploadedVersion" nillable="true"
type="xs:string"/>

<xs:element minOccurs="0" name="CommitProgress" nillable="true"
type="tns:CommitProgressEventInfo"/>

Xs:element minoccurs—=noUr name=rDownloadProgresst nillable=rtrue"
fype="tns:DownloadProgressEventInfo"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
drocessContents="1lax" />

</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax" /&
</xs:complexType>

<xs:simpleType name="FirmwareUpdateState">
<xs:restriction base="xs:string">
<xs:enumeration value="Ready"/>
<xs:enumeration value="Downloading"/>
<xs:enumeration value="Downloaded"/>
<xs:enumeration value="Committing"/>
<xs:enumeration value="FatalError"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="FirmwareComparisonResult">
<xs:restriction base="xs:string">
<xs:enumeration value="Newer"/>
<xs:enumeration value="0lder\G
<xs:enumeration value="SamgVersion"/>
<xs:enumeration value="NobtApplicable"/>
</xs:restriction>
</xs:simpleType>

<xs:complexType namez"ArrayOfErrorEventInfo">
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="unbounded" name="ErrorEventInfo'
rillable="true" type="tns:ErrorEventInfo"/>
</xs:sequencé>
</xs:complexType>

<xs:compdexType name="ErrorEventInfo">
<xs{sgquence>
txs:element name="Description" type="xs:string"/>
<xs:element name="Time" type="xs:dateTime"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"

TOCESSCONTtEnts="1a

</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

<xs:complexType name="CommitProgressEventInfo">
<xs:sequence>
<xs:element minOccurs ="0" name="Description" nillable="true"
type="xs:string" />
<xs:element name="PercentCompleted" type="xs:byte"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
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</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

<xs:complexType name="DownloadProgressEventInfo">
<xs:sequence>
<xs:element name="PercentCompleted" type="xs:byte"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax" />
</xs:sequence>
<xf§ranyAttribute namespace=-"#foLher" processconctents=rlax"
</xs{complexType>

</xs:s¢hema>

C.4 Mapagement Service WSDL

<?xml yersion="1.0" encoding="utf-8"?>
<wsdl:dlefinitions
xmlng:soap="http://schemas.xmlsoap.org/wsdl/soapl2/"

xmlhs:tns="http://standards.iso.org/is0/24791/-3/2013/0Ll+rdmp"
xmlhs:wsaw="http://www.w3.0rg/2006/05/addressing/wsdl™
xmlhs:xsd="http://www.w3.0rg/2001/XMLSchema"
tarpetNamespace="http://standards.iso.org/is0/24791/-3/2013/01/rdmp"
xmlhs:wsdl="http://schemas.xmlsoap.org/wsdl/">

<wsdl]:types>
<x$d:schema targetNamespace="http://standards.iso.org/iso/24791/~-
3/2013f01/rdmp">
xsd:include schemalocation="Management.xsd"/>
</%sd:schema>
</wsdll:types>

<wsd] :message name="Management_GetSources InputMessage">
<w$dl:part name="parameters'\_élement="tns:GetSources"/>

</wsdll :message>

<wsd] :message name="Management GetSources OutputMessage">
<w$dl:part name="parameters" element="tns:GetSourcesResponse"/>

</wsdll:message>

<wsd] :message name=Management GetAllPropertyMetadata InputMessage">
<w$dl:part nameFpdrameters" element="tns:GetAllPropertyMetadata"/>

</wsdl :message>

<wsd] :message fianle="Management GetAllPropertyMetadata OutputMessage">
<wg$dl:parg-Rame="parameters" element="tns:GetAllPropertyMetadataResponse"/>

</wsdl :message>

<wsd] :me§sage name="Management GetPropertyMetadata InputMessage">
<w$dd Mpart name="parameters" element="tns:GetPropertyMetadata"/>

</wsdlsmessage>

<wsdl:message name="Management GetPropertyMetadata OutputMessage'">
<wsdl:part name="parameters" element="tns:GetPropertyMetadataResponse"/>

</wsdl:message>

<wsdl:message name="Management GetPropertyValue InputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValue"/>

</wsdl :message>

<wsdl:message name="Management GetPropertyValue OutputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValueResponse"/>

</wsdl :message>

<wsdl:message name="Management GetPropertyValuesByGroup InputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValuesByGroup"/>

56 © ISO/IEC 2014 — All rights reserved


https://standardsiso.com/api/?name=285d40f17b34bf3d98bf51d451f3c27d

ISO/IEC 24791-3:2014(E)

</wsdl:message>
<wsdl:message name="Management GetPropertyValuesByGroup OutputMessage">
<wsdl:part name="parameters" element="tns:GetPropertyValuesByGroupResponse"/>
</wsdl:message>
<wsdl:message name="Management GetAllPropertyValues InputMessage'">
<wsdl:part name="parameters" element="tns:GetAllPropertyValues"/>
</wsdl :message>
<wsdl:message name="Management GetAllPropertyValues OutputMessage">
<wsdl:part name="parameters" element="tns:GetAllPropertyValuesResponse"/>
</wsdl :message>
wsdl:message name-"Management SetPropertyProrile InputMessage"
<wsdl:part name="parameters" element="tns:SetPropertyProfile"/>
</wsdl :message>
<wsdl:message name="Management SetPropertyProfile OutputMessage">
<wsdl:part name="parameters" element="tns:SetPropertyProfileRespense"/
</wsdl:message>
<wsdl:message name="Management Reboot InputMessage">
<wsdl:part name="parameters" element="tns:Reboot"/>
</wsdl:message>
<wsdl:message name="Management Reboot OutputMessage">
<wsdl:part name="parameters" element="tns:RebootRegppnse"/>
</wsdl:message>
<wsdl:message name="Management ResetToFactorySett&ngs InputMessage">
<wsdl:part name="parameters" element="tns:RegetToFactorySettings"/>
</wsdl:message>
<wsdl:message name="Management ResetToFactofySettings OutputMessage">
<wsdl:part name="parameters" element="tns:ResetToFactorySettingsResponde"/>
</wsdl:message>
<wsdl:message
rlame="Management ResetToFactorySettingsBxceptNetwork InputMessage">
<wsdl:part name="parameters"
dlement="tns:ResetToFactorySettingsExceptNetwork" />
</wsdl:message>
<wsdl:message
rlame="Management ResetToFactqrySettingsExceptNetwork OutputMessage">
<wsdl:part name="parameters"
dlement="tns:ResetToFactorySettingsExceptNetworkResponse" />
</wsdl:message>

<!--Service Definatlhion for Management-->
<wsdl:portType Qdme="Management">
<wsdl:operation name="GetSources">
<wsdl:inpnt wsaw:Action="http://standards.iso.org/iso/24791/-
4/2013/01/rdmp/Management/GetSources"
essage="tns :Management GetSources InputMessage"/>
<wWsgl:output wsaw:Action="http://standards.iso.org/iso/24791/-
4/2013%01/rdmp/Management/GetSourcesResponse”
esgage="tns:Management GetSources OutputMessage"/>
</wsdl:operation>
WSOIOpPeracion name="GetAIIPropertyMetadata
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetAllPropertyMetadata"
message="tns:Management GetAllPropertyMetadata InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/~-
3/2013/01/rdmp/Management/GetAllPropertyMetadataResponse"
message="tns:Management GetAllPropertyMetadata OutputMessage"/>
</wsdl:operation>
<wsdl:operation name="GetPropertyMetadata">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetPropertyMetadata"
message="tns:Management GetPropertyMetadata InputMessage"/>

=1

=
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<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetPropertyMetadataResponse”
message="tns:Management GetPropertyMetadata OutputMessage"/>
</wsdl:operation>
<wsdl:operation name="GetPropertyValue">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetPropertyValue"
message="tns:Management GetPropertyValue InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetPropertyValueResponse"
messagf="tns:Management GetPropertyvalue OutputMessage"
</fsdl:operation>
<w$dl:operation name="GetPropertyValuesByGroup">
wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013f01/rdmp/Management/GetPropertyValuesByGroup"
messag¢="tns:Management GetPropertyValuesByGroup InputMessage"/>
wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/+
3/2013f01/rdmp/Management/GetPropertyValuesByGroupResponse"
messag¢="tns:Management GetPropertyValuesByGroup OutputMessage"/%
</Wsdl:operation>
<wg$dl:operation name="GetAllPropertyValues">
wsdl:input wsaw:Action="http://standards.iso.org/isd/24791/-
3/2013f01/rdmp/Management/GetAl1PropertyValues"
messag¢="tns:Management GetAllPropertyValues InputMessage' />
wsdl:output wsaw:Action="http://standards.isosekg/iso/24791/-
3/2013f01/rdmp/Management/GetAllPropertyValuesRespafse"
messag¢="tns:Management GetAllPropertyValues OutputMessage"/>
</¥sdl:operation>
<wg$dl:operation name="SetPropertyProfile">
wsdl:input wsaw:Action="http://standakds.iso.org/iso0/24791/~
3/2013f01/rdmp/Management/SetPropertyProfile"
messag¢="tns:Management SetPropertyProfil&’ InputMessage"/>
wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013f01/rdmp/Management/SetPropertyRrofileResponse"
messag¢="tns:Management SetPropertyErofile OutputMessage"/>
</¥sdl:operation>
<wg$dl:operation name="Reboot">
wsdl:input wsaw:Actions'http://standards.iso.org/iso/24791/-
3/2013f01/rdmp/Management/Reboot" message="tns:Management Reboot InputMessage"/>
wsdl:output wsaw:Acfion="http://standards.iso.org/iso/24791/~-
3/2013)01/rdmp/Managemn&nt/RebootResponse™
messag¢="tns:Managemen® Reboot OutputMessage"/>
</Ysdl:operatiors
<w$dl:operation/name="ResetToFactorySettings">
wsdl:inpwts wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013)01/rdmp/Management/ResetToFactorySettings"
messag¢="tnsrManagement ResetToFactorySettings InputMessage"/>
wsdl¢ output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013) 0l rdmp/Management /ResetToFactorySettingsResponse"
message="tNsS  Management _RESELTOraCorySettings UUtpuUtMeEssage
</wsdl:operation>
<wsdl:operation name="ResetToFactorySettingsExceptNetwork">
<wsdl:input wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/ResetToFactorySettingsExceptNetwork"
message="tns:Management ResetToFactorySettingsExceptNetwork InputMessage"/>
<wsdl:output wsaw:Action="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/ResetToFactorySettingsExceptNetworkResponse"
message="tns:Management ResetToFactorySettingsExceptNetwork OutputMessage"/>
</wsdl:operation>
</wsdl:portType>
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<!--Binding for Management-->

<wsdl:binding name="DefaultBinding Management" type="tns:Management">

<soap:binding transport="http://schemas.xmlsoap.org/soap/http"/>

<wsdl:operation name="GetSources">
<soap:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetSources" style="document"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>

wsdl:output
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>

<wsdl:operation name="GetAllPropertyMetadata">
<soap:operation soapAction="http://standards.iso.org/isof24791/-
3/2013/01/rdmp/Management/GetAllPropertyMetadata" style="documgnt"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>

A

<wsdl:operation name="GetPropertyMetadata''>
<soap:operation soapAction="http://stendards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetPropertyMetadata" style="document™/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal™/>
</wsdl:output>
</wsdl:operation>

A

<wsdl:operation name="GetPropertyValue">
<soap:operatior( §dapAction="http://standards.iso.org/iso/24791/~-
4/2013/01/rdmp/Management/GetPropertyValue" style="document"/>
<wsdl:inputb
<soap:body use="literal"/>
</wsdl ;#iput>
<wsdlsbutput>
<ggap:body use="literal"/>
<fwsdl:output>
</W=dl:operation>

<wsdl:operation name="GetPropertyValuesByGroup">

SOAp 0PI ation SOapACTION="TTCTp://Standaras. 180.0rg/ 150/ 24 7917=
3/2013/01/rdmp/Management/GetPropertyValuesByGroup" style="document"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>

<wsdl:operation name="GetAllPropertyValues">
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<soap:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013/01/rdmp/Management/GetAllPropertyValues" style="document"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>

<wgdl:operation name="sSetPropertyProrile”
soap:operation soapAction="http://standards.iso.org/iso/24791/-
3/2013f01/rdmp/Management/SetPropertyProfile” style="document"/>
wsdl:input>
<soap:body use="literal"/>
/wsdl:input>
wsdl:output>
<soap:body use="literal"/>
/wsdl:output>
</Wwsdl:operation>

<wgdl:operation name="Reboot">
soap:operation soapAction="http://standards.iso.or¥g/1s0/24791/-
3/2013f01/rdmp/Management/Reboot" style="document"/>
wsdl:input>
<soap:body use="literal"/>
/wsdl:input>
wsdl:output>
<soap:body use="literal"/>
/wsdl:output>
</fsdl:operation>

<wgdl:operation name="ResetToFactoxySettings">
soap:operation soapAction="http?//standards.iso.org/iso/24791/-
3/2013f01/rdmp/Management/ResetToFactorySettings" style="document"/>
wsdl:input>
<soap:body use="literal"/>
/wsdl:input>
wsdl:output>
<soap:body use="14iteral"/>
/wsdl:output>
</Wwsdl:operationx

<w$dl:operation/name="ResetToFactorySettingsExceptNetwork">
soap:opegdtion soapAction="http://standards.iso.org/iso/24791/-
3/2013f01/rdmp/Management/ResetToFactorySettingsExceptNetwork" style="document"/
wsdl Saput>
<goap:body use="literal"/>
fwrgdl:input>
WSdITourput
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
</wsdl:definitions>

C.5 Management Service XSD

<?xml version="1.0" encoding="utf-8"?>
<xs:schema
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elementFormDefault="qualified"

targetNamespace="http://standards.iso.org/iso/24791/-3/2013/01/rdmp"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

xmlns:tns="http://standards.iso.org/is0/24791/-3/2013/01/rdmp">
<xs:include schemalocation="LLRP.xsd"/>

<xs:element name="GetSources">

<xs:complexType>

<xs:sequence>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"

processContents="1lax"/>
XS:sequence

<xs:anyAttribute namespace="##other" processContents="lax"/> NP‘
</xs:complexType>
</xs:element> Qﬁ‘
<xs:element name="GetSourcesResponse"> N(
<xs:complexType> ‘455

<xs:sequence>
<xs:element name="GetSourcesResult" type="tns:Source§1y§

</xs:sequence> ()
&

</xs:complexType>

</xs:element> O\
—_n n \%

<xs:complexType name="Sources"> x\

<xs:sequence> O

<xs:element minOccurs="0" maxOccurs—"unb2€§aed" name="Source"
rillable="true" type="tns:Source" /> <2

</xs:sequence> \\

</xs:complexType> §$>
%

<xs:complexType name="Source"> £S>

<xs:sequence>

<xs:element name="SourceNameNngpe="xs:token"/>

<xs:element name="SourceTy type="xs:QName" />

<xs:any minOccurs="0" ma bgiurs:"unbounded" namespace="##other"
drocessContents="1lax"/> .éﬁi

</xs:sequence> (g

<xs:anyAttribute namespace="##other" processContents="lax"/>
</xs:complexType> ’

<xs:element name=<§EtAllPropertyMetadata">

<xs:complexT >
<Xs:sequ >
<xs: ent minOccurs="0" nillable="true" name="SourceName"

type="xs:t22_ "/>
< any minOccurs="0" maxOccurs="unbounded" namespace="##other"
roces ents="lax" />
s:sequence>
‘AQPZXS:anyAttribute namespace="##other" processContents="1lax"/>
/xs:complexType>
STElement
<xs:element name="GetAllPropertyMetadataResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="GetAllPropertyMetadataResult"
type="tns:PropertyMetadataDictionary"/>
</xs:sequence>
</xs:complexType>
</xs:element>

el

<xs:complexType name="PropertyMetadataDictionary">
<xs:sequence>
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<xs:element minOccurs="0" maxOccurs="unbounded" name="PropertyMetadataPair"

nillable="true" type="tns:PropertyMetadataPair"/>

</xs:sequence>
</xs:complexType

<xs:complexType
<xs:sequence>
<xs:element
<xs:element
</xs:sequence>

>
name="PropertyMetadataPair">

name="Propertyldentifier" type="xs:QName"/>
name="PropertyMetadata™ type="tns:PropertyMetadata"/>

</xs[complexType

<xs:¢omplexType
<x$:sequence>
xs:element
xs:element
xs:element
xs:element
xs:element
xs:element
type="{ns:Property
xs:any minO
procesg¢Contents="1
</%s:sequence>
<x$:anyAttribu
</xs}complexType

<xs:¢omplexType

<x$:choice>
xs:element
xs:element
xs:element
xs:element
xs:element
xs:element
xs:element
xs:element
xs:element
xs:element
xs:element
type="{ns:GeneralD
xs:element
type="{ns:Reqgulafo
xs:element
xs:elefient
xs:element
xséelement
Xsyelement

name="PropertyMetadata">

name="Type" type="xs:QName" />

name="Description" type="xs:string" />
name="Writeable" type="xs:boolean" />
name="IsPersistent" type="xs:boolean" />
name="RequiresRestart" type="xs:boolean" />
minOccurs="0" maxOccurs="1" name="DefaultValu€)
Value" />

ccurs="0" maxOccurs="unbounded" namespacé={##other"
ax" />

te namespace="##other" processContgnfs="lax" />
>

name="PropertyValue">

name="String" type="xs:sfiring" />

name="Integer" type="xsint" />

name="TagDataSelectox'" type="tns:TagDataSelector" />
name="QName" type="xS:QName" />

name="Boolean" type="xs:boolean"/>

name="Float" type="xs:float"/>

name="Double" type="xs:double"/>

name="Uri". bype="xs:anyURI"/>

name="DateTime" type="xs:dateTime"/>

name="ILLRPStatus" type="tns:LLRPStatus"/>
name=#"GéneralDeviceCapabilities"

evic@Capabilities"/>

nafle="RegulatoryCapabilities"

ryCapabilities"/>

name="AntennaProperties" type="tns:AntennaProperties"/>
name="AntennaConfiguration" type="tns:AntennaConfiguration"/>
name="KeepaliveSpec" type="tns:KeepaliveSpec"/>
name="EventsAndReports" type="tns:EventsAndReports"/>
name="Identification" type="tns:Identification"/>

STany nane
</xs:choice>

</xs:complexType

<xs:complexType
<xS:sequence>
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

62

Space="#f#fOLtler processtontents=-1a

>
name="TagDataSelector">

name="ID" type="xs:boolean"/>

name="Data" type="xs:boolean"/>

name="SourceName" type="xs:boolean"/>
name="NumberingSystemIdentifier" type="xs:boolean"/>
name="Time" type="xs:boolean"/>
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<xs:element name="TagType" type="xs:boolean"/>
</xs:sequence>
</xs:complexType>

<xs:element name="GetPropertyMetadata">
<xs:complexType>
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="1" name="SourceName" nillable="true"

type="xs:token"/>
<xs:element name="Propertyldentifier" type="xs:QName"/>

xs:any minOccurs="0" maxOccurs=Tunpbounded” namespace="##other"”
drocessContents="1ax"/> y\b‘
</xs:sequence> Q
<xs:anyAttribute namespace="##other" processContents="lax"/> (Erb

-

</xs:complexType> N(
</xs:element> O
<xs:element name="GetPropertyMetadataResponse"> 63‘

<xs:complexType> (L

<xs:sequence> (}
<xs:element name="GetPropertyMetadataResult" \Q/
flype="tns:PropertyMetadata"/> CS\
</xs:sequence> %

</xs:complexType> x:\

</xs:element>

N4
<xs:element name="GetPropertyValue"> <i:>
<xs:complexType> \\
<xs:sequence> §$>
<xs:element minOccurs="0" maxOcc@ls="1" name="SourceName" nillableg"true"
ype="xs:token"/> §§>
<xs:element name="PropertyIdeﬁ&ifier" type="xs:QName" />
<xs:any minOccurs="0" maxqgégrs="unbounded" namespace="##other"
drocessContents="1lax"/> o
</xs:sequence> R\
<xs:anyAttribute namesgé#é="##other" processContents="1lax"/>
</xs:complexType> (3\
</xs:element> .
<xs:element name:"Ge§§§dpertyValueResponse">
<xs:complexType> C)
<xs:sequence>
<xs:eleme€§’name="GetPropertyValueResult" type="tns:PropertyValue" />

</xs:se ué%le>
</xs:coQ§§éx ype>
</xs:ele22~ >

<xs:: Ygit name="GetPropertyValuesByGroup">

<Xg*complexType>
&?sz :sequence>
QQ <xs:element minOccurs="0" maxOccurs="1" nillable="true" name="SourgeName"
YPe="X3S: COREN

<xs:element name="GroupURI" type="xs:anyURI"/>
<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"
processContents="1lax"/>
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax"/>
</xs:complexType>
</xs:element>
<xs:element name="GetPropertyValuesByGroupResponse">
<xs:complexType>
<xs:sequence>
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type='

<xs:element name="GetPropertyValuesByGroupResult"
'tns:PropertyProfile"/>
</xs:sequence>

</xs:complexType>
</xs:element>

<xXs:

complexType name="PropertyProfile">

<Xs:sequence>

<xs:element minOccurs="0" maxOccurs="unbounded" name="PropertyValuePair"

nillable="true" type="tns:PropertyValuePair" />

</fs:sequence
</xs{complexType> Q\b‘
<xs:¢omplexType name="PropertyValuePair"> Q;]/
<x$:sequence> N
xs:element name="Propertyldentifier" type="xs:QName"/> Cb
xs:element name="PropertyValue" type="tns:PropertyValue" nil%§éle="true"/
</%s:sequence> (L
</xs{complexType> Q/O
<xs:¢lement name="GetAllPropertyValues"> Cﬁb‘
<x$:complexType> %
Xs:sequence> N\
<xs:element minOccurs="0" maxOccurs="1" nillable©'true" name="SourceNamel|
type="%s:token"/>
<xs:any minOccurs="0" maxOccurs="unbounded%é;&espace="##other"
procesgContents="1lax"/> \\
/xs:sequence> &S)
xs:anyAttribute namespace="##other" p{ég@ssContents:"lax"/>
</%s:complexType> B\
</xsl|element> QS
<xs:¢lement name="GetAllPropertyValues g%ponse">
<x¢$:complexType> o)
Xs:sequence> >
<xs:element name:"GetAllPr@ﬁErtyValuesResult"
type="{ns:PropertyProfile"/> Cjb
/Xs:sequence> .
</%s:complexType> §§>’
</xslelement> C)O
<xs:¢lement name="Sed:)OpertyProfile">
<x¢$:complexType>
Xs:sequence
<xs:elem <§Hﬁn0ccurs="0" maxOccurs="1" nillable="true" name="SourceNamel|
type="%xs:token"
<xs: ent name="PropertyProfile" type="tns:PropertyProfile"/>
<xg ®gny minOccurs="0" maxOccurs="unbounded" namespace="4##other"
proces$C E@Bts:"lax"/>
K%;:sequence>

STAllYATLTITIDUTEe nNamespace="##fOtler processtontents=-1a

</xs:complexType>

</xs

:element>

<xs:element name="SetPropertyProfileResponse">

<x

s:complexType>

<xXs:sequence>

<xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other"

processContents="1lax"/>
</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax"/>
</xs:complexType>

</xs

64
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