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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

On-card biometric comparison provides a more secure biometric verification method than one where
a biometric comparison is carried outside a secure cryptographic device. Storing biometric reference
data in a secure ICC means that the reference is not available at any external interface once it has been
stored in the ICC, mitigating the risk of extraction and misuse by an unauthorised party.

ISO/IEC 7816-11 and ISO/IEC 19785-3 cover technologies for off-card and simple on-card biometric
comparison. ISO/IEC 17839 covers biometric system-on-card.
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INTERNATIONAL STANDARD ISO/IEC 24787:2018(E)

Information technology — Identification cards — On-card
biometric comparison

1 Scope

Thisdocumentestabiisties
—{ architectures of biometric comparison using an ICC,

— on-card biometric comparison, both in sensor-off-card systems and as part of biometrif system-
on-card,

— work-sharing on-card biometric comparison, and

—|{ security policies for on-card biometric comparison.

This document does not establish

—| requirements for off-card biometric comparison,

—| requirements for biometric system-on-card (as defined/An'ISO/IEC 17839), or

—| modality-specific requirements for storage and comparison.

2| Normative references

The following documents are referred to-in‘the text in such a way that some or all of thejr content
copstitutes requirements of this document. For dated references, only the edition cited applies. For
urldated references, the latest edition©ofthe referenced document (including any amendmentd) applies.

ISP/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, sedurity and
commands for interchange

ISP/IEC 7816-11, Identification cards — Integrated circuit cards — Part 11: Personal verificatiop through
bipmetric methods

ISP/IEC 19785-3, Information technology — Common Biometric Exchange Formats Framework|— Part 3:
Pdtron format specifications

ISP/IEC 19794 (all parts), Information technology — Biometric data interchange formats

ISP/IEC 24761, Information technology — Security techniques — Authentication context for biothetrics

ISOZEC 29794 (all parts), Information technology — Biometric sample quality

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2018 - All rights reserved 1
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31
action
action taken according to the results of the biometric decision (3.10)

EXAMPLE In the case of on-card biometric comparison, a change in the security status.

3.2

biometric auxiliary data

data that is dependent on the biometric modality and related to the biometric reference (3.7) but does
not include the biometric reference (3.7) or a biometric sample

EXAMPLE Data such as orientation, scaling, etc.

3.3
biometrilc comparison parameters
applicatign-level on-card comparison parameters associated with the appropriate enrelled biomet}ic
reference((3.7)

34
biometric data format
structurd for representing the biometric data

3.5
biometrifc functionality information
read-onlyf ICC biometric functionality capability information spécified by the provider of the ILC
operating system with on-card comparison

3.6
biometrilc information template
descriptiye information regarding the associated biometric data

3.7
biometrilc reference
one or ;rore stored biometric samples, biothetric templates or biometric models attributed to a
biometriq data subject and used as the objectof biometric comparison

Note 1 to dntry: A biometric reference is asset-of features extracted from the biometric samples during enrolmept.
This is completely different from the eencept of ‘template’ by the smartcard industry and standards (see IS0/
IEC 7816-4), which is a defined strugture of the value field of a constructed data object.

[SOURCE] ISO/IEC 2382-37:2017, 3.3.16, modified — The EXAMPLE and Notes to entry of SOURCE Has
been replpced by the above Note 1 to entry.]

3.8
biometric system-on-card
card-sizefl devicelincluding biometric acquisition, data processing, storage, comparison and decisipn
(3.10) to ¢ompose a complete biometric verification (3.9) system

3.9
biometric verification
process of confirming a biometric claim through biometric comparison

Note 1 to entry: The result of a biometric verification is taken by the ICC in order to make the final decision (3.10).
[SOURCE: ISO/IEC 2382-37:2017, 3.8.3, modified — The Note 1 to entry has been replaced.]

3.10

decision

process to compare a similarity score to a predefined threshold to decide whether the biometric claim
is from the genuine cardholder or an imposter

2 © ISO/IEC 2018 - All rights reserved
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3.11

signal processing

image processing

process to extract distinctive biometric properties from a given image or signal

3.12
on-card biometric comparison

2018(E)

comparison and decision making on an ICC where the biometric reference (3.7) is retained on-card in

order to enhance security and privacy

3.13

-card biometric comparison
bipmetric comparison performed outside the ICC by the biometric verification (3.9) system af
bigmetric reference (3.7) stored on the ICC

painst the

splitting the computational workload of the comparison process between the ICC and the IFD
3.15

sensor-off-card

sehsor located on the IFD outside of an ICC

4| Abbreviated terms

Al application identifier

AlE)U application protocol data unit

BHR basic encoding rules

BHT biometric header template

CBEFF common biometri¢ exchange format framework
DI dedicated file

ER elementary file

F(lI file eontrol information

FNR false match rate

ICC integrated circuit card

[FD interface device

MAC TTESSAgE duthemntication tode

PBO PERFORM BIOMETRIC OPERATION

RFU reserved for future use

SW1-SW2 status bytes

TLV tag length value

© ISO/IEC 2018 - All rights reserved
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5 Conformance

a) An on-card biometric comparison system claiming conformance to this document shall be
personalized with three sets of data:

1) biometric reference, as described in 7.3.2;

2) biometric functionality information, as described in 7.3.3.2;

3) biometric comparison parameters, as described in 7.3.3.3.

b) Supp
c) Supp

d) Comply with the requirements set forth in 74 to 7.6 for on-card biometricQeomparis
imple¢mentations.

e) Comply with the requirements set forth in Clause 9 for work-sharing implemeritations.

Biometri¢ verification can coexist with other authentication mechanisms, sueh“as PIN. The rules f
such coexistence shall comply with ISO/IEC 7816-4.

The handlling of biometric data shall comply with ISO/IEC 7816-4 and ISO/IEC 7816-11.

The enco

6 Architecture of biometric comparison using an 1CC

6.1 General

The follo
with a bi
mention

While off-card biometric comparison is out of scope for this document, the information in 6.2|i

presente
methods

The biomgtric reference is stoked in an ICC prior to the biometric verification execution.

6.2 Off[card biometric comparison

Off-card
verificati

The bio ) ficati bi . lo f . it] bi .

brt one biometric reference for multiple applications, as described in 7.3.4.

pbrt retry counter management, as described in 8.2.3.

ling of biometric data shall comply with ISO/IEC 19785-3-and ISO/IEC 7816-11.

ving subclauses define four architectures of biometric comparison using an ICC or an I
metric verification system. This document only specifies the requirements for architectur
in 6.3 and 6.4.

to enhance the understanding of the relationship between on-card biometric comparis
rovered in this document'and off-card biometric comparison methods.

iometricceomparison means the biometric verification is performed on the off-card biometfi
bn systemvThe ICC acts as a storage device to store the biometric reference(s) of the cardholdgr.
The procgss is'schematically represented in Figure 1.

pn

or

CC
es

pn

reference retrieved from an ICC. The biometric verification system changes its security status based on
the result of biometric comparison to perform subsequent transactions.

EXAMPLE

Consider an automated border control system. A facial image (biometric reference) is stored in

an

electronic machine readable travel document (eMRTD). An eMRTD is a passport with an embedded contactless
IC as an ICC. When this eMRTD is presented to an automated border control system, mutual authentication is
executed between the system and the e-passport. Then the stored facial image (biometric reference) is retrieved
from the e-passport and facial image recognition (biometric comparison) is executed by the system. When the
comparison is successful (the e-passport holder is verified), the system allows the passage of the e-passport holder.

© ISO/IEC 2018 - All rights reserved
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Biometric .| Image /Signal R ) _ s . ;
capture ™ Processing » Comparison > Decision > Action
A

IFD
Biometric
reference
\_ ICC /

Figure 1 — General architecture for biometric verification usingoff-card biometric comparison

6.3 On-card biometric comparison (sensor-off-card)

On-card biometric comparison means the biometric verification is performed in the ICC havirjg enough
prcessing power. The process is schematically represented in Figure 2. The capturing of the piometric
sample takes place outside the ICC. The enrolmentprocess is the same as or similar to that fofr off-card
comparison.

It |s recommended to transfer the biometric data into the ICC using secure messaging (see ISO/[EC 7816-
4)[between the biometric verification system and the ICC.

NOTE Annex C provides examples.ef-how to implement on-card biometric comparison methods|related to
the security status of the ICC. Annex D provides information on how security relationships can be implemented

infpn on-card biometric comparison’solution.

Biometric Image/Signal ) o )
capture =T Processing Comparison =P Decision — Action
IFD +
Biometric
reference

N =

Figure 2 — General architecture for biometric verification using on-card biometric comparison

NOTE Actions taken by the IFD based on the result of biometric on-card comparison within the ICC are not
within the scope of this document.

© ISO/IEC 2018 - All rights reserved 5
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6.4 Work-sharing on-card biometric comparison

Work-sharing on-card biometric comparison is similar to on-card biometric comparison except that the
comparison process is assisted by external processing. This type of comparison may be used by an
ICC that does not have sufficient processing capability (e.g. long processing time) to execute the entire
biometric data comparison.

This comparison process is divided into several sub-processes which are executed in an IFD and on
an ICC as presented in Figure 3. Biometric auxiliary data is stored in an ICC and a biometric reference
is stored in the different portlon on the ICC. The biometric aux111ary data can be retrieved from an
ICC Whll LIIC UlUIIlBLFlL relerence CdallIloOL. lIle UlUIIlBLrlL dqulldFy ude, W[ll(,[l LUIlLdlIlb LIIC UlUIIlt!L lC
property,|is provided for accelerating the biometric comparison.

The outlipe procedure for work-sharing on-card biometric comparison is:

— Dbeforfe the biometric comparison procedure is started, a biometric verification system on an IFD
captyres a biometric sample from a cardholder;

— beforfe the biometric comparison procedure, the biometric auxiliary data is rétrieved from an IC(;

— a biometric verification system on an IFD starts the first process ofthe biometric comparispn
proc¢dure and then triggers the execution of subsequent processes in axdaisy chain manner;

— the final process of the biometric comparison procedure is executed on an ICC;

— after|the final process of the biometric comparison procedureds done, subsequent processes, such
as defcision and action, are then executed.

Further details of biometric auxiliary data depend on biomettics modality and are not specified in this
document.

NOTE Annex C provides examples of how to implement on-card biometric comparison methods related|to
the security status of the ICC. Annex D provides information on how security relationships can be implemented
in an on-cgrd biometric comparison solution.

IFD

Biometric Image/Signal
cafture Processing

—» «Processing Processing

/ Feedback |CC\

Biometric Bi tri
- . iometric .
auxiliary » Processing [— —> . »| Decision
comparison
data
f A J'.
]
Biometric !
1 Action
reference

- /

Figure 3 — Example of architecture for work-sharing on-card biometric comparison

6 © ISO/IEC 2018 - All rights reserved
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6.5 Biometric system-on-card

Biometric system-on-card means that the whole biometric verification process from biometric sample
capturing to action is performed on an ICC. The process is schematically represented in Figure 4.

ISO/IEC 17839 specifies details of biometric system-on-card.

4 N

Biometric Tmage/Signal | g,
capture > Processing

Comparison ! Decision —p Action

*

Biometric
reference

K IcC

Figure 4 — General architecture for biometric verification using biometric system-on-card

7| Framework for on-card comparison

7.1 General
This clause is applicable to on-card biometric comparison (sensor-off-card) (see 6.3) and worfk-sharing
or]-card biometric comparison (see 6.4):'It may also be applicable to biometric system-on-card|(see 6.5).
7.2 Application selection(AID)

The on-card biometric compdrison may be implemented as an independent application. In tHis case, it
sh@ll be identified by arstandard AID according to ISO/IEC 7816-4. The on-card biometric comparison
appplication may be sélected by this standard AID using the object identifier ‘28 81 C1 53’ (i.e.|'E8 28 81
C1 53’ + [an application-specific application identifier extension]).

NOTE The standard AID is derived from the standard's document number according to ISO/IEC 7816-4.

7.3 Datafor on-card biometric comparison

7.8.1 General

The biometric information template defined in ISO/IEC 7816-11 shall be used for exchanging
biometric information with optional biometric reference data. This document defines data objects
for the configuration of the biometric verification (biometric functionality information and biometric
comparison parameters). These configuration data objects shall be encapsulated in the biometric
information template.

An excerpt of the biometric information template as defined in ISO/IEC 7816-11 is provided in Table 1
for the readability of this document.

© ISO/IEC 2018 - All rights reserved 7


https://standardsiso.com/api/?name=577a0840d6cfaa0c349324686c4a8fba

ISO/IEC 24787:2018(E)

Table 1 — Excerpt of the biometric information template

Tag | Len Value Note
‘7F60’ | Var |Biometric information template See ISO/IEC 7816-11.
Tag Len Value
‘ATl Var DOs other than DO‘91’, DO‘B1’

and DO‘B2’ encapsulated in this
template are specified in ISO/
IEC 19785-3.

Biometric header template (BHT)

T 1 al
Tag T e varte

-

‘78’ 7 |Compatible tag allocation author- | Mandatory if ‘A1’ is present at}d

ity the tag allocation is explicit.
4
Tag | Len Value ,{\ .
Meaning object identifier of ISP/
‘06 | 5 ['28819A4903' IEC 19785-3.
Only if tag'allocation is explicif.
Tag | Len Value ,.\\\V
‘70’ | Var |Template for nesting CBEFF TLV ovtonal
DOs defined in ISO/IEC 19785-3 |¢ P :
Tag | Len Value
91’ ] See Table 3 for DOs encapsulat¢d
or | var Algorithm_param-|ih DO‘B1..
R1’ eters
Bl Only if tag allocation is explicif.
Tag | Len Val&e\g
‘91’ | Var |Biometric comparison param- See Table 3 for DOs encapsu-
or eters lated in DO‘BYT".
‘BT Only if tag allocation is implicit.
‘B2’ | Var |Biometric functionality informa- |See Table 2 for DOs encapsu-
£ion lated in DO‘B2".
NS
Tag Len . Value
‘5F2E’ | Var |Biometric'data (primitive)
Tag Len C)V Value
‘7F2E’ | Var jBiometric data (constructed)
Jl‘ag Len Value
81 | Var Biometric data in primitive bi- DOs are specified in ISO/
nary standardized format IEC 19794.
82" | Var Biometl_‘ic _d:alta in propriety for-
mat (primitive)
A1 | Var Biometric data in constructed
standardized format
A Biometric data in propriety for-
AZ" | Var mat (constructed)

NOTE While DOA0’ and DO‘A1’ under DO‘7F60" are defined in ISO/IEC 7816-11, DO‘AQ’ is not used and DO‘A1’ is the
biometric header template for this document.

7.3.2 Format of biometric reference

For reasons of biometric reference interoperability, on-card biometric comparison shall use the
biometric data format as defined in the relevant part of the ISO/IEC 19794 series.

The biometric data template DO’7F2E’ under the biometric information template DO’7F60’ shall be
used for encapsulating biometric data. The value field of DO’81’ or DO’A1’ under DO’7F2E’ is a biometric

8 © ISO/IEC 2018 - All rights reserved
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data or a template for biometric data objects in standardized format (See ISO/IEC 7816-11). An example
is provided in Annex A.

Compact card formats as described in the relevant parts of ISO/IEC 19794 are recommended.

7.3.3 Data objects in the scope of biometric verification

7.3.3.1 General requirements

Al

orithm parameters may either be in the TLV data object format or a set of data elements

not in the

TI
in
bi

7.

Th
de
se
BE
in
in
Bi
oy

m
in

V data object format. The former is encapsulated in DO‘B1" under BHT DO‘A1’ under the

bmetric information template DO‘7F60".

8.3.2 Data objects for biometric functionality information

e biometric functionality information for biometric verification consists,of a set of dat
scribed in Table 2. Retrieval of biometric functionality information shallbésubjected to the g
curity attributes. If biometric functionality information is available; it shall be encapsulat
[T DO ‘Al’, which is under the biometric information template DO./ZE60’. This biometric fun
formation shall be coded when present, within the 'B2' tag of the’'BHT (see ISO/IEC 7816-11),
Table 2.

pbmetric functionality information is established before{IC€ issuance. This information ca
t of the ICC but cannot be modified during the ICC operational state. In case of multiple
bdalities supported by the ICC, each biometric modality shall have its own biometric fun
formation.

Table 2 — Data objects for biometric functionality information elements

biometric

formation template DO‘7F60’. The latter is encapsulated in DO‘91 under BHT DO‘AY ynder the

a objects
ssociated
ed in the
ctionality
as shown

h be read
biometric
ctionality

‘01’ : Re-enrolment possible
Other values: RFU

Tag | Length Valid va{ﬁ)s Description

‘80" |1-3 Maximum size of the biometric probe in
bytes

'81  |1-3 Maximum size of the biometric reference
in bytes

‘82" |1 '00-FF' Supported number of biometric references
('00" - no information given)

‘83" |1 '00' : No re-enrolment possible Flag indicating the possibility of re-
enrolment

‘85¢_)|Var As defined in ISO/IEC 29794-1 Minimum verification data quality sup-
ported by the comparison algorithm as
defined in the relevant parts of the ISO/
IEC 19794 and ISO/IEC 29794 series

‘87" |Var Minimum quality requirements for the
biometric probe for performing the com-
parison, which can be proprietary (e.g.

minimum number of fingerprint minutiae

IEC 19785-3

be present

required)
'8F' |Var Proprietary data
‘90’ |Var See Table 4 Types of biometric verification and, if ap-
plicable, performance of the ICC
‘A4 |8 As defined by the registration Identification of the comparison algorithm
authority described in ISO/ If ‘A4’ is present, both fields below shall

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=577a0840d6cfaa0c349324686c4a8fba

ISO/IEC 24787:2018(E)

Table 2 (continued)

Tag | Length Valid values Description
Tag | Length | Valid values
‘80’ 2 Vendor ID
‘81 2 Algorithm ID
7.3.3.3 Biometric comparison parameters
While the tretiorratity v atio > S omparispn
parametdrs are application-specific. These biometric comparison parameters should be stored-dy a
biometriqinformation template that contains a reference to the actual biometric data. These parametgrs
can be mpdified during enrolment. These parameters are related to a biometric reference,In ease the
ICC allowp for multiple applications to share one biometric reference, each application may‘have its oywn
set of biometric comparison parameters (see 7.3.4). An example is provided in Annex B.
Table 3 apd Table 4 define biometric comparison parameters in the biometric inforfmation template for
on-card Biometric comparison (tag ‘91’/’B1’ under the BHT which is DO'A1" in{SO/IEC 19785-3:2015,
Table 3).
Table 3 — Data objects for biometric comparison parameters
Tag ||Length | Valid values Des/@}ion
‘81 k * Minimum and maximum length.of the biometric probe
This value shall be compatiblé.with the one defined in tag ‘80" of DO ‘B2’
(see 7.3.3.2)
‘82’ k * Ordering, if applicable, of the features in the biometric probe
‘83’ k * Feature handling indicator
‘84’ k * Alignment information
‘85’ 1* ok Minimum verification data quality supported (see Table 2)
This value'shall be compatible with the one defined in tag ‘85" of DO ‘B2’
(see 7.3.372)
‘90’ | see Table 4 Bigmeétric verification type and algorithm strength
This value shall be compatible with the one defined in tag ‘90’ of DO ‘B2’
(see 7.3.3.2)
‘971’ p ‘0001" - ‘FFEF’ |Estimation from the ICC of its maximum response time in milliseconds, fo
be provided to the IFD
NOTE 1 “q” denotes thatthis*ariable is defined in the relevant part of the ISO/IEC 19794 series.
NOTE 2 “4*” denotegthat this variable is defined in the relevant parts of the ISO/IEC 19794 and ISO/IEC 29794 series.
On-card Biometric comparison may require security attributes to be fulfilled as described in Clause §.
Tabled4— Biometric verificationm type anmd discrimimative power (FMR grading)——

10

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
— | x x | Biometric verification type

— | -] = =]=1]1—10 0 |On-card biometric comparison

- -] —| =] —1]1—1060 1 |Work-sharing on-card biometric
comparison

- -] =] | —|— 1|1 0 |Biometric system-on-card

a  This value is provided to enable the system designer to set different comparison
levels for different applications with the specific on-card biometric comparison
product.
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Table 4 (continued)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
1 1 |[RFU

— | — |FMRaclaimed

— | — [Noindication given
— | — |FMR grade 1 (largest)
— | — |FMR grade 2

EMR grade 3

gr

7.

One biometric reference)for multiple applications may require for each application to hav

bi
a

m
D

7.

— | — |FMR grade 4

— | — |FMR grade 5

— | — |FMR grade 6 (smallest)
— | — |RFU

X X X | —| — | —1|—1]— |RFU

a  This value is provided to enable the system designer to set different-Comparison
levels for different applications with the specific on-card biometric comparison
product.

I

I

I
=== OO || X
=l k== N R K= =R ]
R O|R|[O|IR|IO|Rr|O]X®

I

I

manufacturer shall declare the FMR value for their stated grading. Table 5 is an example
nding scale.

Table 5 — Example for the FMR grading

FMR grade 7 FMR
<0,1 %
<0,01 %
<0,001 %
<0,000 1%
<0,000 01 %
<0,000 001 %

N | W N =

8.4 One biometric reference for multiple applications

bmetric comparisQi parameters. For this requirement, a biometric reference may be excly
biometric informhation template DO’7F60". A file reference DO‘51" indicating a biometric
hy be encapsulated in a biometric data template DO‘7F2E’ under the biometric information
‘7F60’. Antexample is provided in Annex B.

1 Processes

fan FMR

P its own
ded from
reference
template

7 41— Enrotment

Enrolment is the process through which a biometric reference is created and stored. The enrolment
mechanism specified in ISO/IEC 7816-11 shall be implemented.

Depending on the capabilities of the ICC, signal processing may be split between the IFD and the ICC. In
all cases, all biometric data shall be transferred to the ICC through a secure and trusted channel or in a
trusted environment, guaranteeing cardholders’ privacy. It is recommended to perform a verification

te

st after enrolment to verify the quality of the enrolled data.

Guidance on the enrolment of the biometric data onto the ICC is contained in ISO/IEC 7816-11.

©

ISO/IEC 2018 - All rights reserved
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7.4.2 Biometric verification

The biometric verification mechanism specified in ISO/IEC 7816-11 shall be implemented.

743 C

7.4.3.1

omparison process and result output

Comparison process

In case of work-sharing on-card biometric comparison, the last portion of the comparison process takes

place wit

hin the ICC. In any other cases, the comparison process shall fully take place within the ICC.

7.4.3.2

The decis
biometrid
than the |

7.5 Big

This sub
mechanis

Decision

ion is the result of the comparison between the biometric comparison similarity seore of givj
data and a predefined threshold to achieve the desired security level. If the sCore is not le
bredefined minimal matching score threshold, the biometric verification is sticcessful.

metric comparison parameter management

lause defines the policies for managing the biometric comparisoi parameters and relat|
ms. The following policies shall be followed.

a) The hiometric comparison parameters shall define a parameteffor internal quality requiremer

for p¢

b) The §
for tH

brforming comparisons.

iccess rules for the use case of one biometric referénce for multiple applications, especia
e context of different configurations (in particula’FMR grade as defined in Table 5), shall

definked before the first biometric verification.

bllowing biometric comparison parameters'as described in 7.3.3.3 shall be considered in ord
fermine the authenticity during the biometric verification:

hinimum quality for verification;
iometric verification type and discriminative power.

ecurity levels that can bejachieved as a result of a positive biometric verification shoy
ptained from both thelbiometric functionality information and the biometric comparis

paraIeters. The IFD shdll)select the security level that is required by its application befa

ing the biometric\Verification.

iometric comparison parameters described in this subclause shall not be changed during t
rd biometriciverification.

mination

c) Thef
to de
i) 1
ii) H
d) The
be ol
initi
e) Thel
on-cg
7.6 Tel
When te

SS

ly
be

er

rminating an on-card biometric_comparison application, the on-card biometric refere

ce

pertaining only to such application shall be made inaccessible. A possible way is to set a biometric

reference

as the logical erased state.

8 Security policies for on-card biometric comparison

8.1 General

This clause defines the minimum set of security policies for ICC applications using on-card biometric
comparison. As explained below, different approaches can be considered, and although some of the
policies can be common to all, there are other policies that are specific for certain approaches.

12
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Within this subclause, an overview to the different approaches is provided. Those different approaches
can be classified as:

a) Using biometric comparison parameters as global (categorised into SP1 as in 8.3). This includes the
following situations.

1) ICC with a single application that uses on-card biometric comparison.

2) ICC with multiple applications that use on-card biometric comparison with a single set of
biometric comparison parameters (i.e. same FMR grade, same retry counter, etc.).

b)| Using application-specific biometric comparison parameters (categorised into SP2 as in [8.4). This
case includes the following situations.

1) Each application has its own biometric reference structure, including the biontetric freference
and biometric comparison parameters such as retry counter, FMR grade\and maxinjum value
for the retry counter etc.

2) All applications only share the same biometric reference, but eacl’ application haf its own
biometric comparison parameters, which include the different EMR grades, retry cofinter, etc.
In this case, any changes to biometric comparison parameters will only apply to the¢ ones for
the specific application.

NQTE The terms ‘global’ and ‘application-specific’ are used incaccordance with basic security handling in
ISP/IEC 7816-4.

The following subclauses define the common security palicies, the SP1 policies, and the SP2 pplicies.
8.2 Common security policies for on-card.biometric comparison

8.2.1 Minimum security policy

In|all cases the following minimum security policies apply.

— No application shall be allowed te'send the biometric reference outside the ICC.
—{ Aretry counter mechanismshall be implemented according to 8.2.3.

— The integrity of all datajexchanged regarding on-card biometric comparison shall be assyred.

—|{ All biometric data-shall be enciphered for transmission to the ICC, to assure confidentiality in
accordance todSO/IEC 24761. The use of ISO/IEC 24761 is further specified in ISO/IEC 7816-11.

— The ICC operating system may have a mechanism to unblock the on-card biometric comparison. If
such is-the case, the unblocking process shall reset the retry counter. The specific implerpentation
may-additionally require a new enrolment.

8.2£2) Security requirements and biometric reference management policy

Security requirements are:

a) the biometric reference not including biometric auxiliary data and biometric comparison
parameters stored in an ICC shall not be read;

b) in order to update the biometric reference, the security rules applicable for enrolment shall apply;
c) retry counter management shall be applied to the biometric verification;

1) there may be an independent retry counter for each biometric reference;
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2) there may be an independent retry counter for each application (i.e. if one retry counter is
expired, the retry counters for other applications referring to the same biometric data remain
unchanged);

d) the cardholder of the biometric comparison process shall be under the control of a retry counter
which determines if the verification process may continue to be used with a given biometric
reference.

8.2.3 Retry counter management

Retry cof
policies a

a) anin

b) if the
conta

c) the number of allowed retries may be encoded in the status bytes SW1-SW2="63CX’ (where X]i

ther
accoy

d) ifthe

8.3 Sequrity policies (SP1) for global biometric comparison parameters

For those
there is n

for multi;Lle applications. The following policies shall apply.
|

— For
biom

uniqyie biometric comparison parametersishall be used by all applications and a single retry count

assod

— None
refer

— Asin
in 8.7

8.4 Sequrity policiés (SP2) for application-specific biometric comparison parameters

In the ca
comparis|

— Each

inter management defines the policies for managing the retry counter mechanisms..|
re:

tial value of the retry counter shall be associated to the on-card biometric referenee;

verification fails, the retry counter shall be decremented by one and an error status th
ins the remaining attempts shall be returned by the application;
bmaining number) of a response to a VERIFY or PBO command where,the data field is abs¢

ding to [SO/IEC 7816-4 and ISO/IEC 7816-11;

biometric verification is successful, the retry counter is reset.

applications where the biometric reference is to be used as a universal verification mechanis
b need for several sets of biometric comparison pat@meters related to one biometric referen

etric reference, if any application using the biometric reference is a high security applicati

iated to the biometric reference shall be used.

bnce shall change the biometric comparison parameters independently.

.3.

se of anc1€C whose applications request an independent control of the on-card biomet
pn, butsshare the same biometric reference, the following policies apply:

Cs with multiple applications conducting on-card biometric comparison using the sa:[le

of the applications using the on-card biometric comparison mechanism with such biometfi

at

nt

m,

n,
er

ble retry counter is used<That retry counter shall comply with the management as specified

Fic

application that uses on-card biometric comparison shall have its own set of biometfi

com

i 3 | A +£.1 4
dl' IoUIl lJal dIlICiTT S, uu,luulus, dl ICdoL.

— verification type and strength;

— T

etry counter, managed as indicated in 8.2.3.

Any application can change its biometric comparison parameters as desired, without modifying any
of the biometric comparison parameters of the other applications which share the same biometric

reference

14
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9 Work-sharing on-card biometric comparison procedure
The following requirements are applied to work-sharing on-card biometric comparison.

— Biometric auxiliary data for work-sharing on-card biometric comparison is stored separately from
a biometric reference. For example, biometric auxiliary data is stored in a working EF (Elementary
File) and a biometric reference is stored in an internal EF defined in ISO/IEC 7816-4.

— Biometric auxiliary data may be read from an ICC according to the needs of work-sharing on-card
biometric comparison.

—{ The biometric reference should be managed based on security policies.
Figure 5 illustrates the outline of the work-sharing on-card biometric comparison procedure.
O )
IFD 01) Data retrieving command IcC
(Biometric N
verification | 02) Biometric information template /
system) b including comparison algorithm parameters
excluding biometric reference
03) Data retrieving command
T
04) Biometric auxiliary data ,l
05) Biometric verification command
06) SW1-SW2 = ‘62xx’ :.
07) GET DATA command
: AY
08) Feedback )
09) Biometricverification command
> AY
10) Result'of biometric verification )
—
Figure 5 — Coammand-response APDU exchange for the work-sharing procedure
The following sequence is the outline of the work-sharing procedure.
01) An ICCxeceives a data retrieving command (e.g. READ BINARY) for extracting the piometric
information template excluding the biometric reference.
02) AnrICC returns the biometric information template for checking parameters.

03) An ICC receives a data retrieving command, e.g. READ BINARY for extracting biometric
auxiliary data.

04) An ICC returns auxiliary data for processing with a biometric sample.

05) An ICC receives a biometric verification command requiring work-sharing on-card biometric
comparison (e.g. PBO), and then starts the work-sharing on-card biometric comparison process.

06) An ICC returns status bytes as ‘62xx’ indicating ‘xx’ bytes of feedback available according to card-
originated byte string specified in ISO/IEC 7816-4.

07) An ICC receives GET DATA for extracting feedback.
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08) An ICC returns feedback.

09) An ICC receives PBO with continuing biometric comparison, then starts biometric comparison,
decision and action.

10) An ICC returns status bytes indicating the result of the biometric verification.
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ISO/IEC 24787:
Annex A
(informative)

Sample APDU for on-card biometric comparison

order to see examples on the use of the PBO command, refer to ISO/IEC 7816-11.

2018(E)

bmetric comparison.

e VERIFY command APDU is used to send a fingerprint minutiae template’to the ICC.
lowing structure.

Table A.1 — Command APDU structute

CLA INS P1 P2 Lc Data
‘00’ ‘20’ or ‘00’ ‘00’ Length | LcBytes of data
121la

NOTE 1 The Le field is empty, because no.résponse data is returned for
VERIFY in ISO/IEC 7816-4. Only the statusbytes are returned to the IFD.

NOTE 2 The biometric in-use is indicdted inside the biometric information
template.

a  INS code 20’ is used if the data¥field contains transparent plain data while
INS code ‘21’ indicates that the'data field is BER TLV-encoded.

e data field contains the verification“data. The ICC’s capabilities may be implicitly kn
commended way is to hold a biometfic information template that can publicly be read off thg
LET DATA command using tag ‘7F60’ and gives the outside world information on the ICC’s ca
- example, support of on-card biometric comparison, what data format and format type is
d whether the ICC wants thie-minutiae ordered or not. Details on the biometric information
e found in ISO/IEC 7816-13-and ISO/IEC 19785-3.

e biometric probe-in/the command data field should be BER-TLV-coded. The following
evant for encodjng;

‘7TF2E’ biometric reference;
‘5F2E! biometric data;

‘81L/'A1l” biometric data with standardized format (primitive/constructed);

ithout the use of the PBO command, this Annex provides examples of how to implement thL on-card

t has the

pbwn. The
e [CC with
pabilities,
expected
template

tags are

[Fata NIV WaY)

h - - e el L £, el - i L b= Fapaa Y
O4 [/ A4 DIUVHITLIIU Udtla WILIT PpIrOpricidl y 10T HIdt [ PITHIHUVE /CUIIS T UL icU J.

If sending a standard minutiae data set to the ICC, this encodes to the data field in Table A.2.

© ISO/IEC 2018 - All rights reserved
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Table A.2 — Data fields for standard minutiae

Tag biometric Length of Tag biometric Length of N
. data - Minutiae data
data data object . minutiae data
standardized
‘7TF2E’ L+2 ‘81’ L

NOTE In Table A.2, the reason for using the tag '7F2E' is because the value field contains a constructed
biometric data object. The constructed biometric data object begins with the tag '81', followed by the actual
biometric data value. Another potential implementation is to use the tag '5F2E' to encapsulate biometric data as
a primitiv

obiectexnlicitl
J r J

Figure A.l shows a fingerprint image with the minutiae positions marked.

Figure A.1 — Fingerprint image with minutiae positions

The minutiae are scaled to metric units and compressed into the compact card format for on-card
biometric comparison use. This results in the following data (hexadecimal):

‘255D 69 2D A1 43 2F AA 82 2F 6F 48 2F 43 49 35 96 45 37 AF 81 48 BO BF 48 96 48 48 5D 89 4A 9C 43
4D 7C 6A 4D 63 6A 4D 19 45 4F 73 8B 50 91 42 54 85 6B 57 6B AA 58 86 B2 58 7D 70 59 36 82 5B 8C 57
5E94 9C5F 73 71 61 61 66 64 4C 9C 69 97 9B 6F A5 9D 70 33 B9 72 50 96 74 92 58 7D 27 59 7E 9D 59
80669383 4A 5686 8E 56 903D 74 9A 3A 76’

Format type 6 of format owner ‘0101’ from ISO/IEC 19794-2 was used to encode the minutiae excluding
any extended data. The minutia positions are at the ridge skeleton bifurcation points and the ridge
skeleton end points. This is in analogy with ground truth as used by a manual fingerprint examiner and
common practice with most vendors of fingerprint algorithms. Every minutia is represented by a triplet
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of bytes. The first minutia has horizontal position ‘25’, vertical position ‘5D’, type ridge end bifurcation

and orientation 205° are stored in ‘69’

A total of 38 minutiae were detected, which results in a total minutiae size of 3 x 38 = 114 bytes,

hexadecimal ‘72".

The data added to the above structure results in the following command.

CLA INS P1 P2 Lc Data
‘00’ 21 ‘00’ ‘00’ 7T
Tag Length of Data | Tag Biometric Length of Minutiae data
Bi tri Object Data minutiae data
lometric Standardized
reference
‘TF2E’ T4 81’ 72

bE 94 9C 5F 73 71 61 61 66 64 4C 9C 69 97 9B 6F A5.9D 70 33 B9 72 50 96 74 92 58 7D 27 59 7E §
56 93 83 4A 56 86 8E 56 90 3D 74 9A 3A 76’

25 5D 69 2D A1 43 2F AA 82 2F 6F 48 2F 43 49 35 96 45.37 AF 81 48 BO BF 48 96 48 48 5D 89 4A 9C 43
(1D 7C 6A 4D 63 6A 4D 19 45 4F 73 8B 50 91 42 54 8506B 57 6B AA 58 86 B2 58 7D 70 59 36 82 5B 8C 57

D 59 80

Figure A.2 — Structure.0f APDU for on-card biometric comparison

Tdtal command:

‘00 2100 00 77 7F 2E 74 81 7225 5D 69 2D A1 43 2F AA 82 2F 6F 48 2F 43 49 35 96 45 37 AR
BH 48 96 48 48 5D 89 4A 90.43'4D 7C 6A 4D 63 6A 4D 19 45 4F 73 8B 50 91 42 54 85 6B 57 6B
B4 58 7D 70 59 36 82 5B 8C¢'57 5E 94 9C 5F 73 71 61 61 66 64 4C 9C 69 97 9B 6F A5 9D 70 33

94 74 92 58 7D 27 59,7E.9D 59 80 66 93 83 4A 56 86 8E 56 90 3D 74 9A 3A 76’

There are other possibilities to encode the minutiae and to construct the command. Optiona

or|proprietary/data may be used.

a

An application profile should give guidance to these options to ease the implementation of inte
Jplications using technology from a variety of vendors.

8148 BO
AA 5886
B9 72 50

| features

Foperable
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Annex B
(informative)

Example of one biometric reference for multiple applications

Thisannex provides an example of the structure of one biometric reference for two different applications.
Each application has its own biometric information template DO‘7F60’ defined in ISO/IEC 781611
including|its own biometric comparison parameters. These biometric information templates also\lave
biometriq data template DO‘7F2E’ defined in ISO/IEC 7816-11. A biometric reference is not encapsulated
in these Hiometric data templates but a file reference DO‘51" defined in ISO/IEC 7816-4 is encapsulated

for indic

Table B.1

ing one biometric reference.

indicates an example of the structure for a biometric information template.

Table B.1 — An example of the structure for a biometric informatjon template

Tag

Len

Value

A

Note

“7F60’

Var

Biometric information template

See ISO/IEC 7816-11

Tag Len Value

‘AT Var |Biometric header template (BHT)

Tag | Len Vahf@‘

‘B1” | Var |Biometric comparison parameters

Where applicable (see
Figure B.1)

‘B2’ | Var |Biometrigfinctionality information

Where applicable (see
Figure B.1)

Tag Len N “Value

‘7F2E’ | Var |Biometric datatemplate

Tag | Len'|) Value

‘51'(|yVar |File reference

This file reference in-
dicates the file storing
biometric reference

This example uses the file.Structure defined in ISO/IEC 7816-4 for hosting applications and stori

applicatig
applicatig

— Thel

(Mas

n data. Figure Bebillustrates an example of a file structure of one biometric reference for ty
ns. The overwiew of this figure is below.

iometrieTeference is stored in the internal EF (Elementary File) for protecting under the }
Ler File)-and this is referred from two different applications by using the file reference DO

encapsulated in its own biometric information template stored in the EF for each application.

verification functionality.

ng
VO

F
b1’

Fic

— Eachworking EF for retrieving under each application DF stores an application-dependent biometric
information template. Each application may provide its own biometric comparison parameters.

— The FCI (File Control Information) is provided to each EF storing the application-dependent
biometric information template. The FCI associated to the EF may include security attributes.
Security attributes may indicate security conditions for executing each command to this EF, e.g.
READ BINARY and VERIFY.

— The file reference DO'51" is encapsulated in each application-dependent biometric information
template. The absolute path to the file is encapsulated in the file reference DO‘51’ and it identifies

20
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the EF storing the biometric reference. This absolute path is a concatenation of the file identifier
from the MF to the objective EF.

The MF, DF, internal/working EF, FCI, security attribute, security condition, file reference and absolute
path are defined in ISO/IEC 7816-4.

MF

(Master File)

EF EF
(Elementary

File)

(Elementary
File)

Content of EF Content\of EF

Biometric information template Bi CAB
B Biometric header template lometric(Eyprence

® Biometric functionality information
Note: Biometric comparison parameters absent

Application DF #1
(Dedicated File)

Application DF #2
(Dedicated File)

FCI #1
(File Control
Information)

FCI #2
(File Control
Information)

EF EF

(Elementary Association (Elementary Association
File) File)
Content of EF Content of EF
Biometric information template #1 Biometric information template #2
B Biometric header template B Biometric header template
® Biometric reference number ® Biometric reference number
® Biometric comparison parameters ® Biometric comparison parameters
B Biometric data template B Biometric data template
® File reference -£-y%----------- | ® File reference ------------------ -ef---
Note: Biometric functionality information absent : Note: Biometric functionality information absent
]

Indicating the same biometric reference

Figure B{1--=~ Example of file structure of one biometric reference for two applications
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