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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
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Introduction

On-card biometric comparison provides a more secure biometric verification method than one where a
biometric comparison is carried out outside a secure cryptographic device. Storing biometric reference data
in a secure integrated circuit card (ICC) for on-card biometric comparison means that the reference is not
available at any external interface once it has been stored in the ICC, mitigating the risk of extraction and
misuse by an unauthorized party.

ISO/IEC 7816-11 and ISO/IEC 19785-3 cover technologies for off-card and simple on-card biometric
comparison. The ISO/IEC 17839 series covers biometric system-on-card.

© ISO/IEC 2024 - All rights reserved
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Information technology — On-card biometric comparison —

Part 1:
General principles and specifications

1 Scppe

This dgcument provides requirements and general principles and specifications for a biometric comparison
methodlology suitable for the on-card environment.

This dqcument establishes

— ar¢hitectures of biometric comparison using an ICC,
— onjcard biometric comparison, both in sensor-off-card systems and as part ofbiometric system-on-cgrd, and
— segurity policies for on-card biometric comparison.

This dgcument does not establish

— requirements for off-card biometric comparison,
— reIuirements for biometric system-on-card (defined jn the ISO/IEC 17839 series),
— wdrk-sharing on-card biometric comparison (defined in ISO/IEC 24787-2), or

— maddality-specific requirements for storage and comparison.

2 Ngrmative references

The following documents are referred to in the text in such a way that some or all of their content congtitutes
requir¢ments of this document. For-dated references, only the edition cited applies. For undated references,
the latgst edition of the refereneed’document (including any amendments) applies.

ISO/IE( 2382-37:2022, Information technology — Vocabulary — Part 37: Biometrics

[SO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, security and commands
for inteychange

ISO/IE(C 7816-14:2022, Identification cards — Integrated circuit cards — Part 11: Personal verification through
biometfic methods

ISO/IEC€ 49785-3:2020, Information technology — Common Biometric Exchange Formats Framework — Part 3:
Patron format specifications

ISO/IEC 19794 (all parts), Information technology — Biometric data interchange formats
ISO/IEC 29794 (all parts), Information technology — Biometric sample quality

ISO/IEC 39794 (all parts), Information technology — Extensible biometric data interchange formats

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following apply.

© ISO/IEC 2024 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
action

operation taken according to the results of the biometric decision (3.9)

EXAMPLE In the case of on-card biometric comparison (3.11), the action is a change in the security status.

Note 1
integra

3.2

biome
data th
include

EXAMP

3.3
biome

application specific parameters that are required to perform a biometric.comparison with the appr

enrolle

34

biome
capabil
operat

3.5
biome
descrif

Note 1 1
as defin
enrolm
and sta

3.6

biome
one or
data su

[SOUR
removg

3.7
biome

Foentry—Specificdetaitsof possibteactionsbasedomrtheresuttof omrcard-bionretriccomparisomrwi
ed circuit card (ICC) are not within the scope of this document.

'ric auxiliary data
at is dependent on the biometric modality and related to the biometric reference.(3.6) but d
the biometric reference or a biometric sample

LE Data such as orientation, scaling, etc.

[ric comparison parameters

d biometric reference (3.6)

ric functionality information
ity information of on-card biometric comparison (3.12) provided by the integrated circuit car
ng system

ric information template
tive information regarding the associated-biometric data

o entry: "Biometric template" defined in}SO/IEC 2382-37 is not the same as "biometric information te
ed in ISO/IEC 7816-11. A biometrictemplate is a set of features extracted from the biometric samples
ent. This is completely different from the concept of “template” by the integrated circuit card (ICC) i

'ric reference
more stored biometric samples, biometric templates or biometric models attributed to a big
bject and used as-the object of biometric comparison

[E: ISO/IEC<2382-37:2022, 37.03.16, modified — The EXAMPLE and Notes to entry hav]
d.]

ric system-on-card

card-si

ndards (see ISO/IEC 7816-4), which is a defined structure of the value field of a constructed data object.

thin the

bes not

ppriate

d (1CC)

mplate”
during
hdustry

metric

e been

ed device inr‘lnding biometric capture, data prnr‘pccing, storage, comparison, decision (3

9) and

action (3.1), to compose a complete biometric verification (3.8) system

[SOURCE: ISO/IEC 17839-1:2014, 3.1, modified — Replaced "acquisition" with "capture", deleted "action",
deleted Notes 1 and 2 to entry.]

3.8

biometric verification
process of confirming a biometric claim through comparison

Note 1 to entry: Biometric verification is performed through comparison, decision, and action.

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO/IEC 2382-37:2022, 37.08.03, modified — Notes 1 and 2 to entry have been replaced by a new

Note 1
39

to entry.]

decision
process that compares a similarity score to a predefined threshold to decide whether the biometric claim is
from the genuine cardholder or an imposter

3.10

image/signal processing
process that extracts distinctive biometric properties from a given image or signal

3.11
modal
combir]

ity
ation of a biometric characteristic type, a sensor type and a processing method

Note 1 fo entry: Adapted from the definition for the term "mode" in ISO/IEC 2382-37:2022, 37.02.05°

3.12

on-car
compa
retaing

3.13

d biometric comparison
[ison and decision making on the integrated circuit card (ICC) where the‘biometric reference
d on-card in order to enhance security and privacy

off-car|d biometric comparison

(3.6) is

biometjric comparison performed outside the integrated circuit card (ICC) by the biometric verificatign (3.8)

system| against the biometric reference (3.6) stored on the ICC

3.14

work-gharing

splittirlg the computational workload of the comparisgn“process between the integrated circuit card (ICC)

and the¢ interface device (IFD)

3.15

senso1f-off-card

sensor [located on the interface device (IFD)\outside of the integrated circuit card (ICC)

3.16

termination

permanent deactivation of an onscard biometric comparison application

4 Abbreviated terms

For thp purposes of this document, the symbols and abbreviated terms given in ISO/IEC 7B16-11,

ISO/IE( 7816-4 and<the following apply.

AID application identifier

APDU application protocol data unit

BER basic encoding rules

BHT biometric header template

BIDO biometric information data object

CBEFF-3 common biometric exchange formats framework - Part 3 - patron format specifications
(ISO/IEC 19785-3)

DF dedicated file

© ISO/IEC 2024 - All rights reserved
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DO BER-TLV data object

EF elementary file

eMRTD electronic machine-readable travel document
FCI file control information

FMR false match rate

ICC integrated circuit card

IFD interface device

Len length

MAC message authentication code
MF master file

OID object identifier

PBO PERFORM BIOMETRIC OPERATION
PIN personal identification number
RFU reserved for future use
SW1-SW2 status bytes

TLV tag length value

Var variable

5 Cdnformance

An onjcard biometric comparison system claiming conformance to this document shall follpw the

requir¢ments in Table 1:

Table 1 — Conformrance requirement for on-card biometric comparison systems

No. Description Requirement
1 |Conform to the requirements set forth in 8.3.1 for encoding of biometric data [ Mandatory
2 |$upport the storage of three sets of data: -

2a) |Biometricreférence, as described in 8.3.2 Mandatory

2b) |Biometricfunctionality information, as described in 8.3.3.2

Mandatory unless impliditly
known by IFD

2c) |Biemetric comparison parameters, as described in 8.3.3.3

Mandatory unless impliditly

Known by IFD for the specific
DF

comparison implementations

3 |Support the usage of one biometric reference by multiple applications, as Optional
described in 8.3.4
Support retry counter management, as described in 9.1.3 Mandatory
5 |Conform to the requirements set forth in 8.4 and 8.5 for on-card biometric Mandatory

© ISO/IEC 2024 - All rights reserved
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6 Biometric data handling and encoding
For handling of biometric data, 8.4 specifies the requirements, according to ISO/IEC 7816-11.

For encoding of biometric data, 8.3.1 specifies the requirements, according to ISO/IEC 19785-3 and
ISO/IEC 7816-11.

7 Architecture of biometric verification using an ICC

7.1 General

The following subclauses describe four biometric verification architectures using an ICC or an \I{{C with
a bionjetric verification system. This document only specifies the requirements for the @gchifecture
mentiTed in 7.3.

While o¢ff-card biometric comparison is out of scope for this document, the information in.%2 is presented to
enhande the understanding of the relationship between on-card biometric comparisgnmethods covered in
this dopument and off-card biometric comparison methods.

The bigmetric reference is stored in an ICC prior to the biometric verification exécution.

Biometric verification can coexist with other authentication mechanisms, such as PIN, as deflned in
ISO/IE( 7816-4.

7.2 (ff-card biometric comparison

Off-card biometric comparison means that the biometric verifieation is performed on the off-card bigmetric
verificgtion system outside of the ICC. The ICC acts as a storage device to store the biometric referenice(s) of
the cardholder. The process is schematically represented.n Figure 1.

The bigmetric verification system captures a biomettic sample for comparison with a biometric reference
retrieved from an ICC. The biometric verification\system changes its security status based on the result of
biometric comparison to perform subsequent transactions.

EXAMPLE In an automated border control system, a facial image (biometric reference) is stored in an el¢ctronic
maching-readable travel document (eMRTD)>An eMRTD is a passport with an embedded contactless IC as|an ICC.
When this eMRTD is presented to an automated border control system, mutual authentication is executed hetween
the sysfem and the eMRTD. Then the stored facial image (biometric reference) is retrieved from the eMRTD and facial
image recognition (biometric comparjson) is executed by the system. When the comparison is successful (the(feMRTD
holder i verified), the system allow’s the passage of the eMRTD holder.

|
|
| I
| . . .
| Biometrie Image/signal Biometric . . '
! | Image/ & > . » Decision »  Action !
I capture processing comparison |
|
| I
! |
|
! Biometric !
: sample :
I | Biometric :
.
I — reference :
I Sensor !
|

|
: IFD

|
|

NS

il

Card holder \ )

~—

Figure 1 — General architecture of off-card biometric comparison
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7.3 On-card biometric comparison (sensor-off-card)

On-card biometric comparison means that the biometric verification is performed in the ICC having enough
processing power. The process is schematically represented in Figure 2. The capturing of the biometric
sample takes place outside the ICC. The enrolment process is the same as, or similar to, that for off-card
comparison.

It is recommended to transfer the biometric data into the ICC using secure messaging (see ISO/IEC 7816-4)
between the biometric verification system and the ICC.

NOTE

Annex C provides examples of how to implement on-card biometric comparison methods related to the
security status of the ICC. Annex D provides information on how security relationships can be implemented i

1 an on-

card bigmetric comparison solution.

| | 7 T
I - \
: [ |
Biometri Image/signal| ! ! Biometric .. . '
i ometric > ge/ & — : »| Decision »  Action !
I capture processing [ | || comparison |
! [
! [ :
: [ |
. . | | . .
! Biometric - Biometric :
| |
! sample [ reference |
| | |
! [ |
: [ |
| |
! Sensor Lo Memory |
| | _— |
! [ |
! [ |
! [ |
| | \ /

Card holder

Figure 2 — General architecture of on-card biometric comparison (sensor-off-card)

7.4 Work-sharing on-card biometric.comparison

Work-dharing on-card biometric comparison is similar to on-card biometric comparison except t

compa
doesn
compa

[ison process is assisted by external processing. This type of comparison can be used by an |
bt have sufficient processingcapability (e.g. long processing time) to execute the entire biomet
rison.

NOTE 1| The requirements,-for this architecture for work-sharing biometric verification are spec
ISO/1E(Q 24787-2. This architécture is only applicable for sensor-off-card.

This bipmetric comparison process is divided into several sub-processes which are executed in an |

onanl
data is
auxilia

CC. Figure.3’shows an example of this process that has one iteration of feedback. Biometric au
stored.invan ICC and a biometric reference is stored in a different portion on the ICC. The bi
'y data-can be retrieved from an ICC while the biometric reference cannot. The biometric ay

data, which contains the biometric property, is provided for accelerating the biometric comparison.

The ou

hat the
CC that
fic data

fied in

FD and
xiliary
metric
xiliary

tline procedure for work-sharing on-card biometric comparison is:

— before the biometric comparison procedure is started, a biometric verification system on an [FD captures
a biometric sample from a cardholder;

— before the biometric comparison procedure, the biometric auxiliary data can be retrieved from an ICC;

— abiometric verification system on an IFD starts the first process of the biometric comparison procedure
and then triggers the execution of subsequent processes in a daisy chain manner;

— when such processing is carried out at the ICC side, the biometric reference is used by the ICC if

required;

© ISO/IEC 2024 - All rights reserved
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— when such processing is carried out at the IFD side, the ICC can pass feedback from the previous
biometric comparison process to the IFD as input;

— the final process of the biometric comparison procedure is executed on the ICC;

— after the final process of the biometric comparison procedure is done, subsequent processes, such as
decision and action, are then executed.

Further details of biometric auxiliary data depend on biometrics modality and are not specified in this

document.

This architecture shall be in conformity with ISO/IEC 24787-2 that specifies details of work-sharing on-card

biometjric comparison.

NOTE 2| Annex C provides examples of how to implement on-card biometric comparison methods-reldte
security status of the ICC. Annex D provides information on how security relationships can be implemernted i
card bigmetric comparison solution.

Biometric
capture

Biometric
sample

|

Sensor

Card
ho¢lder

. Biometric i i
Image/signal i BlOmet.I'lC
; —»| comparison comparison
processing o
(1%t process) (3 process)
A x

~— e —

IFD
.’
: Feedback
|
|
: Biometric
| auxiliar Biometric Biometric Decisi
Memor y ecision
| y data —®{ comparison [— —»| comparison >
| (2" process) (final process) l
|
|
: _ _ T (If required) T
: Memory Biometric Action
- — reference
|
l IcC

1 to the
N an on-

Figure 3 — Example of architecture for work-sharing on-card biometric comparison

7.5 Biometric system-on-card

Biometric system-on-card means that the whole biometric verification process from biometric sample
capturing to action is performed on an ICC. The process is schematically represented in Figure 4.

The ISO/IEC 17839 series specifies details of biometric system-on-card.

© ISO/IEC 2024 - All rights reserved
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8 Fr

8.1 (

This cl
biomet

8.2 /

The on
be iden
may be
[an apq

NOTE
8.3 1

8.3.1
This d

7 N
! \
| |
! I
! Biometric Image/signal Biometric . . !
| ge/ & > : Decision »  Action !
! capture processing comparison :
l l
|
| Biometric Biometric i
: sample reference |
|
: N :
! I
| Sensor Memory !
| T - |
: 1CC :
N )
m
Card holder

Figure 4 — General architecture of biometric system-on-card

amework for on-card biometric comparison

teneral

huse is applied to on-card biometric comparison (sensor-eff;card) (see 7.3) and work-sharing (
ric comparison (see 7.4). It can be applied to biometricsystem-on-card (see 7.5).

ipplication selection using AID

Lcard biometric comparison can be implemented as an independent application. In this case
tified by a standard AID according to ISO/IE€ 7816-4. The on-card biometric comparison app
selected by this standard AID using theobject identifier ‘28 81 C1 53 01’V (i.e. ‘E8 28 81 C1 §j
lication-specific AID extension]).

Application-specific AID extension'is RFU.
Data for on-card biometric comparison

General

pbcument definesZdata objects for the configuration of the biometric verification (i.e. big

functignality information and biometric comparison parameters) which can be encapsulated

biomet

ric informdtion template defined in ISO/IEC 7816-11.

1SO/IE

under

[ 7816511 allows for two types of data encoding, namely explicit tag allocation coding and i

n-card

it may
ication
301 +

metric
in the

mplicit
diately
y under

tag alchation coding. For this document, explicit tag allocation coding shall be used. DO'A1" immsg

he’biometric information template shall be used for ISO/IEC 19785-3 and DO'A2' immediately

the biometric information template shall be used for the BIDOs related to on-card biometric comparison.
Table 2 specifies a biometric information template using the explicit tag allocation coding specification
given in ISO/IEC 7816-11:2022, Table 9 with the inclusion of the DOs defined in this document and
[SO/IEC 19785-3:2020, Clause 19. Within this document, tag 'A0' under '7F60' is not considered, making it
arequirement to use tags 'A1l' and 'A2' for DOs defined by ISO/IEC 19785-3 and this document respectively.

Annex E contains a more comprehensive example of a biometric information template, which includes the
data elements defined by ISO/IEC 19785-3 under the biometric header template (BHT) at tag ‘A1".

1) This OID used in the standard AID represents ISO/IEC 24787-1 even when the on-card biometric comparison
application is in conformity with ISO/IEC 24787-2.

© ISO/IEC 2024 - All rights reserved
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For explicit tag allocation coding, refer to ISO/IEC 7816-11 and ISO/IEC 19785-3:2020, Clause 19.

Table 2 — Biometric information template with DOs defined for on-card biometric comparison

Tag Len Value Presence
‘7F60’ |Var |Biometric information template (see ISO/IEC 7816-11:2022,
Table 9)
Tag Len Value
‘80’ 1 |Algorithm reference for use in the VERIFY / Optional
EXT. AUTHENTICATE / MANAGE SE command
as definedin TQnI/TP(‘ 7816-4
‘83’ 1 |Reference data qualifier for use in the VERIFY / |Optional
EXT. AUTHENTICATE / MANAGE SE command
as defined in ISO/IEC 7816-4
‘AT Var |BIDOs specified by other than ISO/IEC 7816-11 |Mandatory iflany DOs spgci-
For this document, this DO is reserved for: fied in ISQMEC 19785-3:2020,
BIDOs for CBEFF-3 (ISO/IEC 19785-3:2020, Clause 19 are present
Clause 19)
‘A2’ Var |BIDOs specified by other than ISO/IEC 7816-11 |Mandatory
For this document, this DO is reserved for:
BIDOs for this document
Tag | Len Value (s\\ E
78’ 9 |Compatible tag allocation author- [ Mandatory
ity
Tag | Len \\\\Value
'06' 7 1'2881 C1 53 01 8F|Mandatory
68’ OID of this document
(1.0.24787.1.2024)
Tag | Len ‘\\Q‘ Value
70’ Var |BHDOs specified in this document | Mandatory
.\I"ag Len Value
‘91" | Var |Biometric compar- |Atleast one DO with tag ‘pP1’ or
or ison parameters ‘B1’ for biometric comparjison
‘BT’ See Table 4 for DOs | parameters or with tag ‘942’ or
encapsulated in ‘B2’ for Biometric functiopality
DO’BT’ information shall be presgnt.
‘92’ | Var |Biometric func-
or tionality informa-
‘B2’ tion
See Table 3 for DOs
encapsulated in
DO’B2’
Tag Len Value
‘5F2E’ or| Var |Biometric data (primitive/constructed) (see If biometric data is stored in
“FF2E ISOAEC 781611 DO 766" eitter DO 5F2EF’ or
DO’7F2E’ shall be present
NOTE The content of this biometric information template contains the tags specified in ISO/IEC 7816-11:2022

Table 9 with additional inclusion of ISO/IEC 24787-1 and ISO/IEC 19785-3:2020 Clause 19 DOs.

8.3.2 Format of biometric data

For reasons of biometric reference interoperability, the formats as defined in ISO/IEC 7816-11 shall be used
for biometric data to be sent to the ICC.
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If a biometric information template DO'7F60' encapsulates biometric data, either DO'5F2E' or DO'7F2E" shall
be used.

Compact card formats as described in the relevant parts of the ISO/IEC 19794 series or the ISO/IEC 39794
series are recommended.

There can be cases where the biometric data (primitive/constructed) are excluded from a biometric
information template. One such possible case is when a biometric reference is used by multiple applications
(see 8.3.4). Another possible case is when a biometric reference is not retrievable from an ICC with on-card

biomet

ric comparison mechanism due to security policy (see 9.2.1).

8.3.3

8.3.3.1

Biomet
object

When
DO'70'

When in a set of data elements not in the TLV data object format, they are encapsulated in DO'91" and

respec

8.3.3.2
To dec

functignality information is provided within the DO‘92’ or.DO'B2’ of a biometric information templ3

Table 2

The bi
ICC op
securit]

In casd

corresponding to each biometric modality.can be specified.

C =L 1. - .
DpCLlllL udid UU]CLtD
General

ric comparison parameters and biometric functionality information may either be’in the TI
format or a set of data elements not in the TLV data object format.

n the TLV data object format, they are encapsulated in DO'B1' and DO'B2’ [respectively, un
within BIDOs DO'A2' included in the biometric information template DQ/7E60'.

fively, under the DO'70' within BIDOs DO'A2" included in the biometric information template D(

Biometric functionality information

lare the limiting values for the biometric functionality of each modality on the ICC, big

). The data elements stored in the DO'B2'are defined in Table 3.

bmetric functionality information can be read 'out of the ICC but cannot be modified dur
brational state. Retrieval of biometric functionality information can be subjected to the ass
y attributes.

of multiple biometric modalities supported within the ICC, the biometric functionality infor

LV data
der the
D0'92’

'7F60".

metric
ite (see

ng the
bciated

mation

Re-enrplment capability of the ICC is notified by retrieving the DO’83". According to the value of DO’B3’, the
ICC sh3ll control re-enrolment ofthe'modality that the DO'83" associated with.
Table 3 — Data agbjects for biometric modality functionality information elements
Tag | Length A(b\v Value Presende
‘80’ 1-3 Maximum length (e.g. number of minutiae) of the biometric probe 2 Optiondl
'81 1-3 Maximum length (e.g. number of minutiae) of the biometric reference 2 Optiondl
‘82’ 1 Supported number of biometric references Optiondl
'00": no information given
‘83’ 1 Re-enrolment capability Optiondl
'00": Re-enrolment prohibited
'01": Re-enrolment supported
Other value: RFU
‘85 Var Minimum verification data quality as defined in ISO/IEC 29794-1, which is Optional
supported by the comparison algorithm as defined in the relevant parts of
the ISO/IEC 19794 series and the ISO/IEC 29794 series
‘87’ Var Minimum quality requirements for the biometric probe for performing the Optional
comparison, which can be proprietary (e.g. minimum number of fingerprint
minutiae required)

© ISO/IEC 2024 - All rights reserved
10


https://standardsiso.com/api/?name=f124e221e49aa5ed8951a46d786be0f5

ISO/IEC 24787-1:2024(en)

Table 3 (continued)

Tag | Length Value Presence
'8F' Var Proprietary data Optional
‘90’ Var Biometric verification type and discriminative power (FMR grading) (see Mandatory if SP2
Table 5) (see 9.2.3) is applied.
Optional otherwise.

a Each modality may have its own definition of length of the biometric probe/reference. For example, the length for
fingerprints is referring to the number of minutiae, while the length for face can be the number of bytes.

NOTE Some or all of the DOs in Table 3 can be made mandatory by a particular application profile.

8.3.3.3] Biometric comparison parameters

While the biometric functionality information is modality-specific, the biometric comparison parameters
are both modality-specific and application-specific. These biometric comparison parameters‘are stoyed in a
biometric information template that belongs to an on-card biometric comparison application. This bigmetric
informption template can be linked to the actual biometric data. These parameters ¢an be modified|during
enrolment. In case the ICC allows for multiple applications to share one biometric réference, each application
may hgve its own set of biometric comparison parameters (if the parameters atre different) or may|lhave a
commdn set of biometric comparison parameters in the MF (see 8.3.4). An examiple is provided in Anhex B.

Table 4 and Table 5 define biometric comparison parameters in the biomietric information template|for on-
card bipmetric comparison (tag '91' or 'B1' under DO'70’, which is under.the DO'A2").

If the biometric information template contains any biometric cothparison parameters, it shall influde a
parameéter for minimum verification data quality for performing comparisons (i.e. DO’85’ in Table 4 [in case
the palfameters are provided in the DO'B1").

Table 4 — Data objects for biometric comparison parameters

Tag || Length V@y@ Presence
‘817 1-3 Minimum and maximum length (e:g. number of minutiae) of the biometric Optiona

probe ¢

This value shall be compatible-with the one defined in tag ‘80" of DO’B2’

(see 8.3.3.2)
‘g2’ a 1 Ordering, if applicable, of the features in the biometric probe Optiona
‘83’4 1 Feature handling-indicator Optiona
‘84’ a Var |Alignment information Optiona
‘85’ b Var  |Minimumverification data quality as defined in ISO/IEC 29794-1, which is Mandato1ly

supported-by the comparison algorithm as defined in the relevant parts of
the ISO7IEC 19794 series and the ISO/IEC 29794 series

This.value shall be compatible with the one defined in tag ‘85’ of DO’B2’

(See 8.3.3.2)
‘90’ 1 Biometric verification type and discriminative power Mandatory if SP2 (see
This value shall be compatible with the one defined in tag ‘90’ of DO’B2’ 9.2.2) is applied.
(see 8.3.3.2) Optional othefrwise.
‘91 2 EsTimation from the ICC of itS Maximum response Time in milliSeconds, to Optiona
be provided to the IFD
‘0001’ - ‘FFFF’

a  The value is defined in the relevant part of the ISO/IEC 19794 series.
b The value is defined in the relevant parts of the ISO/IEC 19794 series and the ISO/IEC 29794 series.

¢ Eachmodality may have its own definition of length of the biometric probe/reference. For example, the length for fingerprints
is referring to the number of minutiae, while the length for face can be the number of bytes.

NOTE All or some DOs can be made mandatory by a particular application profile.
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Table 5 — Biometric verification type and discriminative power (FMR grading)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

- — | —|—|— x x |Biometric verification type

- - === —=10 0 |On-card biometric comparison

- - = —|—|—10 1 |Work-sharing on-card biometric
comparison

I
I
I
|
|
|
o

Biometric system-on-card
RFU

— | — |FMR2claimed

— | — |Noindication given

— | — |FMR grade 1 (largest)
— | — |FMR grade 2

FMR grade 3

— | — |FMRgrade 4

— | — |FMRgrade 5

— | — |FMR grade 6 (smallest]
— | — |RFU

X X X — | — | — | — | — |RFU

a  This value is provided to enable the system designer to set different comparison levels
for different applications with the specific on-card biometric€emparison product.

I

I

I
RlRr|Rr|r|lojlo|lolo|x
Rrlr|lo|lo|lr|r|lolo|x
Rlo|lr|o|lr|lo|lr|o|x

|

|

Table 6 — FMR grading

FMR grade o, FMR
<0,1
<0,01
<0,001
<0,000 1
<0,000 01
<0,000 001

DU [ D | W IN| -

If the FMR value is higher than FMR grade 1, the FMR grade shall be indicated as “No indication giver]”.
8.3.4 | Use of biometric réference for multiple applications (informative)

8.3.4.1 General

When multiple oni¢ard biometric comparison applications are stored in a single ICC, the data management
policy felated tovbiometric comparison can be designed by the location of the data storage and its access
contro] setting:

NOTE 8.3.4.2 through 8.4.3.3 refer to the biometric comparison application(s) while 8.3.4.4 can fefer to
applications making use of a single and shared biometric comparison application that has common reference and
common comparison parameters.

8.3.4.2 Multiple independent biometric comparison applications

If each on-card biometric comparison application uses its own biometric reference, the biometric reference
can be stored independently within a DF associated with the on-card biometric comparison application (i.e.
an application DF). This DF also stores a biometric information template to provide the biometric comparison
parameters of the application as shown in Figure 5. Refer to SP3 for security implementation requirements.
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8.3.4.3] Global biometric reference with application-specific parameters for biometrie compa
applications

In case|multiple on-card biometric comparison applications share a single biometricreference, the bi
referer]ce can be stored in a MF as a global biometric reference as shown in Eiguré 6. And if each

applic

actual

SP2 sp

8.3.4.
applic

In casq

global

param

Higure 6 — Global biometric reference management with application-specific compariso

ISO/IEC 24787-1:2024(en)

MF
Application DF #1 | Application DF #2 |
[Biometric reference| [Biometric reference]
|
[Biometric information template| [Biometric information template|

Figure 5 — Application-specific biometric reference management

biometric reference.

ecifies the security implementation requirements.

MF

[Biometric reference|

Application DF #1 | Application DF #2 |

[Biometric information template| [Biometric information template|

parameters

tions

multiple on-¢atd biometric comparison applications share both a single biometric referer

locatio

h(or qualifier) regarding the actual data elements stored in the MF as shown in Figure 7.

Global biometricreference with shared parameters for multiple biometric comparison

rison

metric
of the

ions manages its biometric comparison parameters independently, edch”application DF stores its
own biometric information template to provide the independent biometric\comparison parameter
biometfric information template can also provide information (e.g. link, lecation, or qualifier) regard

s. This
ing the

ce (i.e.
biometric reference) and a single set of biometric comparison parameters (i.e. global parameters),

both the biometric reference and a biometric information template to provide the biometric comparison

bters arestored in an MF. To guide the IFD to access necessary data elements for biometric comparison,

each application DF can store its own biometric information template that provides information (e|g. link,

SP1 specifies the security implementation requirements.
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MF
|Biometric reference|
1
[Biometric information template|
Application DF #1 Application DF #2
- Link to biometric - Link to biometric
information template information template

84 I

8.4.1

Enrolnj
enrolm
specifi

Depending on the capabilities of the ICC, image/signal processing can(be split between the IFD and f

Inall c
trusted

Guidan

8.4.2
The big
During
a) mi
b) big

The se
biomet
param
accord
to perf

8.4.3

igure 7 — Global biometric reference management with shared comparison parameter

rocesses

Enrolment and re-enrolment

ent or re-enrolment is the process through which a biometric reference is created and stor
ent mechanism specified in ISO/IEC 7816-11 shall be implemented~The re-enrolment mec
bd in ISO/IEC 7816-11 can be implemented according to the requirénients of the system.

hses, all biometric data shall be transferred to the ICC thretgh a secure and trusted channel

ce on the enrolment or re-enrolment of the biometrie,data onto the ICCis contained in ISO/IEC 7

Biometric verification
metric verification mechanism specified\in ISO/IEC 7816-11 shall be implemented.
biometric verification, the following biometric comparison parameters are included in the pr
himum verification data quality;
metric verification type and-discriminative power (if present).

curity status (verification succeeded or failed) can be set as a result of a biometric verificati
ric verification conSists of the biometric comparison and the decision using the biometric comj
pters. Before theCbiometric verification is initiated, these biometric comparison parameters
ng to the security level required by the application. A sample APDU for on-card biometric comj
brm fingerprint verification can be found in Annex A for reference.

Biometric comparison process and decision

bd. The
hanism

he ICC.
orina

environment, guaranteeing cardholders’ privacy. It is recemmended to perform a verification test
after eprolment or re-enrolment to verify the quality of the enrolled data.

816-11.

pCess:

bn. The
barison
are set
barison

8.4.3.1

—Biomelriccomparisonprocess
mparisonprecess

In case of work-sharing on-card biometric comparison, at least the final process of the biometric comparison
shall take place within the ICC. For on-card biometric comparison that does not perform work-sharing, the

biomet

8.4.3.2

ric comparison process shall fully take place within the ICC.

Decision

The decision is the result of the comparison between the biometric comparison similarity score of given
biometric data and a predefined threshold to achieve the desired security level. If the score is not less than
the predefined minimal matching score threshold, the biometric verification is successful.
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8.5 Termination

If termination of an on-card biometric comparison application is supported, the on-card biometric reference
pertaining only to such application shall be made inaccessible when it is terminated. A possible way is to set
the biometric reference used by the terminated application as the logical erased state.

9 Security policies for on-card biometric comparison

9.1 Minimum security policies for on-card biometric comparison

9.1.1 | General

This clause defines the minimum set of security policies for biometric comparison applications)

9.1.2 | Minimum security policies

In all cases, the following minimum security policies apply:

a) The ICC shall not send out any biometric reference.

b) Ailetry counter mechanism shall be implemented according to 9.1.3.

¢) Infhe message exchange, the integrity of data defined in 8.3 for on~card biometric comparison ghall be
asgured. On top of the integrity mechanism provided by the transmission protocol, additional inftegrity
mgchanisms shall be added (e.g. the use of secure messagingfor achieving integrity).

d) All biometric data shall be enciphered for transmission.te the ICC unless the trusted environment is
esfablished to keep confidentiality.

e) If the ICC has a mechanism to block the on-card,biometric comparison which is triggered by easons
otﬂ:er than the retry counter decrement (e.g. mralicious attack detection), the unblocking mechanism
shguld not recover the retry counter because\the recovery will provide more biometric attempts to the

attiacker who has already compromised the unblocking mechanism.

f) Inprdertore-enrol the biometric reference, the security rules applicable shall be, at least, the eqyivalent
ongs as the ones that apply for the enrolment.

9.1.3 | Retry counter management

9.1.3.1 General
A retry| counter determines if the biometric reference is available to be used for biometric verificatiop.
The following policies are applied:

a) thére may:be an independent retry counter for each biometric reference, with initial value asspciated
with thetbiometric reference;

b) if theverificationfaits; theretry counter shattbedecrenrented by orre;
c) ifthe biometric verification is successful, the retry counter shall be reset;

d) if the retry counter reaches the maximum limit of retries, the biometric reference associated with the
retry counter shall be blocked.

ISO/IEC 7816-4 defines key usage and retry counter DOs under key usage template DO’A3’ within appropriate
Control Parameter Reference Template DO and ISO/IEC 7816-4 maximum usage counter DO’94’and DO’95’
and remaining usage counter DO’96’ and DO’97’ under security parameter template DO’AD’ under control
parameter data objects DO’62’ for the ISO/IEC 7816-4 standard-conformant retry counter management
implementation.
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If the number of allowed retries is returned, it can be encoded in the status bytes SW1-SW2="63CX"' (where
X is the remaining number of retries) of a response to a verification command, or a response to a VERIFY
command where the data field is absent according to ISO/IEC 7816-4.

9.1.3.2

Resetting mechanism

The ICC operating system may have a mechanism to reset the retry counter of the on-card biometric
comparison. For those cases where blocking of the on-card biometric comparison mechanism has occurred
due to reaching the maximum limit of retries, the resetting process shall reset the retry counter. The specific
implementation can additionally require a new enrolment.

9.2 S

ecurity policies for multiple on-card biometric comparison applications

9.2.1 | Taxonomy of biometric comparison applications used in ICC

Within|this subclause, an overview to the different approaches is provided. Three different approaches can

be claskified as:

a) Forthose applications where the biometric reference is to be used as a univernsal verification mechanism,
th¢re is no need for several sets of biometric comparison parameters relateddo the usage of one bigmetric
reference by multiple applications. Applications using the on-card biometric comparison mechanism
with such biometric reference shall not change the biometric comparispn parameters independeptly.

b) Inpn ICC with multiple applications, on-card biometric comparisowis used with a single set of bigmetric
colnparison parameters (e.g. same FMR grade).

NOTE1  AnICC with single application can be a particular case,and therefore, SP1 (see 9.2.2) is applied.

¢) Us|ngapplication-specific biometric comparison parameters. This case includes the following sityations.
1) | Each application has its own biometric reference and related structure including bigmetric

comparison parameters.

2) | All applications only share the same hiometric reference, but each application has its own bigmetric
comparison parameters, which include for example the different FMR grades. In this case, any
changes to biometric comparisofnparameters for one application shall not affect the ones|for the
other application.

NOTE 2| The terms “global” and~“application-specific” are used in accordance with basic security hangling in

ISO/IEQ 7816-4.

The following subclauses define the minimum security policies, SP1 (see 9.2.2), SP2 (see 9.2.3) and SP3 (see

9.2.4). Table 6 lists the data’domain comparison among security policies.

Table 6 — Data domain comparison among security policies

Biometric reference Biometric comparison parameter Retry counter

SP1 Shared Shared Shared

Global Global Global
SP2 Shared Each App has own copy Each App has own copy

Global
SP3 Each App has own copy Each App has own copy Each App has own copy
9.2.2 Security policy for universal verification mechanism (SP1)

For those applications where the biometric reference is to be used as a universal verification mechanism as
shown in Figure 8, there is no need for several sets of biometric comparison parameters. To implement it,
the following configuration is applied:

— Assingle set of biometric reference and retry counter is shared by multiple applications.
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— Assingle set of biometric comparison parameters is shared by multiple applications.

For this configuration, the following security policy applies:

— None of the applications shall change the biometric comparison parameters independently unless it has
a privilege.

M |

| Biometric reference |

=

Figure 8 — Using global biometric comparison parameters-with shared biometric reference

9.2.3

In the ¢ase of an ICC the applications request an independent control of the on-card biometric comj
but shdre the same biometric reference as shown iii-Figure 9. To implement it, the following configur
applied:

EF

| Retry counter |

Biometric information template

BIDOs specified by ISO/IEC 24787-1
Biometric comparison parameters

BIDOs specified by other than ISO/IEC 7816-11

Application DF

retry counter

ApplicatiémDF

and

Security policy for shared biometric reference with independent verification mechanisn (SP2)

— A dingle set of biometric reference andetry counter is shared by multiple applications.

— Eath application has its own set of biometric comparison parameters.

For thif

configuration, the following security policy applies:

barison
htion is

— Anly application can changeits biometric comparison parameters as desired, without modifying any of the

bigmetric comparison-parameters of the other applications which share the same biometric refe

fence.
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|Biometric referencel

Application DF #1 \ Application DF #2 \

| Retry counter |

| Retry counter |

EF #1 EF #1
Biometric information template Biometric information template
BIDOs specified by other than ISO/IEC 7816-11 BIDOs specified by other than ISQ/TEC 7816-11
BIDOs specified by ISO/IEC 24787-1 BIDOs specified by ISO/IEC 24787-1

Biometric comparison paraméters

Biometric comparison parameters

Figure 9 — Using application specific biometric comparison parameters'with shared biometric

reference and retry counter

9.2.4 | Security policy for independent applications (SP3)

Figure|10 shows the security policy (SP3) using application spe€ific biometric comparison parametefs with
differept biometric reference and retry counter. In this case; each application can have its own spcurity
policy. [The developer may reference 9.1 to implement the;security policies to suit the requirements|for the

application.
| MF |

Application DF #1 \ Application DF #2 \

|Biometric referencel

| Retry counter |

|Biometric referencel

| Retry counter |

EF #1 EF #1

Biometric information template Biometric information template

BIDOs speciiied by other than [SO/IEC 7816-11 BIDOs specihied by other than ISO/IEC 7816-11

BIDOs specified by ISO/IEC 24787-1 BIDOs specified by ISO/IEC 24787-1
Biometric comparison parameters Biometric comparison parameters

Figure 10 — Using application-specific biometric comparison parameters with different biometric
reference and retry counter
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Annex A
(informative)

Sample APDU for on-card biometric comparison

Although rBo command is dedicated to performing biometric related operations, this annex provides another
example of how to implement the on-card biometric comparison by a conventional command defined in

ISO/IEC"78T16-4-The VErirY command 1s possible to send fingerprint minutiae data (i.e. biometric pfjobe) to

the ICQ

which is structured as in Table A.1.

Table A.1 — Example of Command APDU structure for on-card biometric comparison

Field Value
CLA ‘00’
INS ‘20’ or 217
P1 ‘00’
P2 ‘00’
Lc Length of command data field. Where length < 255.
Data Verification data 2
Le Absent
NOTE The "Le" field is empty, because no response data is returned for VERIFY in ISO/IEC 7816-4. Only the
status bytes are returned to the IFD.
a  INS code ‘20’ is used if the data field contains transparént plain data while INS code ‘21’ indicates that the
data field is BER TLV-encoded.

The data field contains the verification data.~The ICC’s capabilities can be implicitly known. The
recominended way is to hold a biometric information template that can publicly be read out of the I{C with
a GET [paTa command using tag ‘7F60’ and, gives the outside world information on the ICC’s capapilities,

for ex

ple, support of on-card biometricccomparison, what data format and format type is expected and

whethgr the ICC wants the minutiae ordered or not. Details on the biometric information template arg¢ found

in ISO/[EC 7816-11 and ISO/IEC 19785-3.

The bi

for encpding:

— ‘78
— ‘5B
— ‘81

— ‘8%

metric probe in the command data field should be BER-TLV-coded. The following tags are rglevant

2F’ biometric data template;
2E’ biemetric data;
"or ‘Al ‘biometric data with standardized format (primitive/constructed);

"or‘A2’ biometric data with proprietary format (primitive/constructed).

If sending a minutiae data set with the standardized format to the ICC, the data field is encoded as in
Table A.2.
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Table A.2 — Example of structure for minutiae data with standardized format

Tag

Len

Value

"7TF2E’

Var

Biometric data template

Len

Value

31"

Var

Biometric data with standardized format (primitive)
Minutiae data set

NOTE The reason for using the tag '7F2E' is because the value field contains biometric data as a data
object. The data object begins with the tag '81', followed by the actual biometric data value. Another
potential implementation is to use the tag '5F2E' to encapsulate biometric data as a byte string.

Figure|A.1 shows a fingerprint image with the minutiae positions marked.

Figure A.1 — Fingerprint image with minutiae positions

The minutiae are scaled to metric units and compressed into the compact card format for on-card biometric

comparison use. This results in the following data (hexadecimal):

‘25 5D 69 2D Al 43 2F AA 82 2F 6F 48 2F 43 49 35 96 45 37 AF 81 48 BO BF 48 96 48 48 5D 89 4A
9C 43 4D 7C 6A 4D 63 6A 4D 19 45 4F 73 8B 50 91 42 54 85 6B 57 6B AA 58 86 B2 58 7D 70 59 36 82
5B 8C 57 5E 94 9C 5F 73 71 61 61 66 64 4C 9C 69 97 9B 6F A5 9D 70 33 B9 72 50 96 74 92 58 7D 27

59 7E 9D 59 80 66 93 83 4A 56 86 8E 56 90 3D 74 9A 3A 76’

Format type 6 of format owner ‘0101’ from ISO/IEC 19794-2 was used to encode the minutiae excluding any
extended data. The minutia positions are at the ridge skeleton bifurcation points and the ridge skeleton end
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points. This is in analogy with ground truth as used by a manual fingerprint examiner and common practice
with most vendors of fingerprint algorithms. Every minutia is represented by a triplet of bytes. The first
minutia has horizontal position ‘25’, vertical position ‘5D’, type ridge end bifurcation and orientation 205°
are stored in ‘69’.

Atotal of 38 minutiae were detected, which results in a total minutiae size of 3 x 38 = 114 bytes, hexadecimal ‘72".

The data added to the above structure results in the following command shown in Figure A.2.

Total ¢

‘00 21
BO BF
58 86

B9 72

CLA | INS | P1 P2 LC Data

’00’ 121| ’00’ 'OO' r77r

Tag of Length of Tag of Length of Minutiae
biometric biometric biometric minutiae data
data data data data
template object standardized
‘7TE2FE’ 74 ‘81’ ‘72’

‘25 5D 69 2D Al 43 2F AA 82,2F 6F 48 2F 43 49 35 96
45 37 AF 81 48 BO BF 48 9¢ 48 48 5D 89 4A 9C 43 4D
7C 6A 4D 63 6A 4D 19 45)4F 73 8B 50 91 42 54 85 6B
57 6B AA 58 86 B2 58\lID 70 59 36 82 5B 8C 57 5E 94
9C 5F 73 71 61 6166 64 4C 9C 69 97 9B 6F A5 9D 70
33 B9 72 50 96 74.982 58 7D 27 59 7E 9D 59 80 66 93
83 4A 56 86 8EN56 90 3D 74 9A 3A 76’

Figure A(2)—~ Structure of APDU for on-card biometric comparison

bmmand:

00 00 772 F 2E 74 81 72 25 5D 69 2D Al 43 2F AA 82 2F 6F 48 2F 43 49 35 96 45 37 Aj
18 96 48\ 48 5D 89 4A 9C 43 4D 7C 6A 4D 63 6A 4D 19 45 4F 73 8B 50 91 42 54 85 6B 57
B2 58 _YD"70 59 36 82 5B 8C 57 5E 94 9C 5F 73 71 61 61 66 64 4C 9C 69 97 9B 6F A5 9]

b0 Q6874 92 58 7D 27 59 7E 9D 59 80 66 93 83 4A 56 86 8E 56 90 3D 74 9A 3A 76’

There are other possibilities toencode the minutiae and to construct tie command: Optional feat
proprietary data can be used.

81 48
6B AA
70 33

res or

An application profile should give guidance to these options to ease the implementation of interoperable
applications using technology from a variety of vendors.

The command messages written in this annex do not encipher the biometric data. These messages can
be used in a trusted environment or in a secure messaging mechanism (e.g. ENVELOPE command) for
confidentiality.
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Annex B
(informative)

Example for implementation of global biometric reference

B.1 General

When '

registered immediately under the MF and such biometric reference is shared by multiple on-card 'big
comparison applications under the MF. For this global biometric reference, the MF stores”a bi
informption template within an EF to introduce to an IFD about the detailed information of this big

referern

biometfric reference (see Table 2).

Accordfing to the policy of such applications, biometric comparison parameters are stored in different]

This ay
the apy

B.2 (Generic structure for global biometric reference

The bipmetric reference under the MF is accessible globally ffemi application DFs under the MF, a

accessé
illustrg

global biometric reference” (see ISO/IEC 7816-11) is adopted, an enrolled biometric referencg

ce. The biometric information template provides a biometric functionality information of thg

nex provides sample implementations of SP2 (see 9.2.3) to introduce uséful methods of linkag
lication to a distant data element.

d by specifying a biometric reference qualifier thatshows the link to this biometric refer
ted in Figure B.1.

can be
metric
metric
metric
global

places.
re from

nd it is
bnce as
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uE |
EF - —*l Biometric reference|¢‘\\\\\
Biometric information template S ? RN
| Biometric reference qualifier;—~ ~' NS
BIDOs specified by other than ISO/IEC 7816-11 /é’ \\\\\
BIDOs specified by ISO/IEC 24787-1 _ i N \
_}~~*Biometric functionality information | i )
* )
/ ‘ “l ///I [ ‘ ] A
) Application DF #1 ‘\ / // Application DF #2 } \
/// \\ /// / j’
A1 |FCI Sect‘l\rity environment JECL/ Security environthenit
// Security attributg EBT_\\/}T_ o B " [Security attributg CRTAT, , ™~ /I /I
Reference datd-==""| Refergnce datd” |
i Usage\\?uallﬁer byte // Usage qualifier byte
I| \ /7 /
| \ il J
|\ \\ e ,
7 7
\\ EF \/\x P EF /
\| | Biometric information template TN Biometric informatifitemplate "
| Biometric reference qualifier;-=~~"" | Biometric referefce qualifier;- =~~~
\\\ BIDOs specified by other than ISO/IEC 7816-11 \\\ BIDOs specified by other than ISO/IEC 7816-11
. BIDOs specified by ISO/IEC 24787-1 . BIDOS specified by ISO/IEC 24787-1
\\\ Bi<_)n_1e_tr_ic_flin_ct_iopgligy_igfgrmation h ~o Biemetric functionality information
~~\General reference template | AN General reference template)
Biometric comparison parameters and retry counter Biometric comparison parameters and retry counter
Figure B.1 — Example of generic structure for global biometric reference
Two application DFs are stored immediatelyxwhder the MF, and each of the application DFs is hogsting a
different on-card biometric comparison application. When an IFD initiates one of the applications, the
application DF is selected and a biometricinformation template is retrieved from its EF (see Table B.1).
The bigmetric information templatéprovides a biometric reference qualifier that shows a link to the¢ global
biometric reference to where the“biometric information template is based. The biometric information

templafe also provides a biometric functionality information that holds a general reference template (see
ISO/IEC 7816-4). This generalyreference template specifies the location of the actual biometric functionality
informption about the global biometric reference stored under the MF. Due to this location piovided
by an gpplication DF,.arDIFD becomes possible to retrieve the actual biometric functionality inforjmation

beforeland to preparefor biometric verification.
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Table B.1 — Biometric information template for global biometric reference sharing

Tag Len Value
'"7F60" | Var |Biometric information template
Tag | Len Value
'83' 1 |Biometric reference qualifier
‘A2’ Var |BIDOs specified by other than ISO/IEC 7816-11
Tag | Len Value
'78' 9 |Compatible tag allocation authority
Tag Len Value
'06' 7 OID of this document
'2881 C1 5301 8F 68' (1.0.24787.1.2024)
Tag | Len Value i '\ A
'70' Var |BIDOs specified in this document
Tag Len Va’l\qé‘\v
'91'or | Var |Biometric comparisonparameters
'B1' (Applied within applieation DF, see 8.3.3.3)
'92'or | Var |Biometric functignality information
‘B2 (Applied withiaMF, see 8.3.3.2)
‘B2’ Var |Biometric functionality information

(Appliedwithin application DF)

T@\« Len |Value

‘60’ Var |General reference template

Prior t
one to

securitly environment, and also by checking the value of usage qualifier byte in CRT AT specifyin
authentication, biometry based (AT)" (see ISO/IEC 7816-4). The SEID where identifies the s

enviro
an app

ication DF.

B.3 (lobal biometric reference shared through file reference DO

Each application has its own biemetric information template DO’7F60’ defined in ISO/IEC 7816-11, in
its owr] biometric comparispn parameters. These biometric information templates also have biometric data
templafe DO’7F2E’ defined-inISO/IEC 7816-11. A biometric reference is not encapsulated in these bigmetric

datate

biometric data template which contains the biometric reference qualifier and biometric reference da

Table H.2 indicates’an example of the structure for a biometric information template.

Talble B.2"— Example of biometric information template for global biometric reference sha

through file reference DO

h the preparation, an IFD becomes aware that the biometric information template is the apprppriate
be evaluated by matching the biometric reference qualifier value with the one in CRT AT| of the

b "User
pcurity

ment (see ISO/IEC 7816-4) is provided @s one of the security attributes from the FCI associat¢d with

rluding

plates, but a filexreference DO’51’ defined in ISO/IEC 7816-4 is encapsulated for indicating the actual

[a.

red

Tag Len Value Note
‘7F60° | Var |Biometric information template See ISO/IEC 7816-11
Tag Len Value
‘AT Var |BIDOs specified by other than ISO/IEC 7816-11 Mandatory if any DOs
BIDOs for CBEFF-3 specified in ISO/IEC

19785-3 are present

Tag Len Value

‘A2’ Var |BIDOs specified by other than ISO/IEC 7816-11
BIDOs for this document
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Table B.2 (continued)

Tag Len Value Note
Tag | Len Value
78’ 9 |Compatible tag allocation authority
Tag | Len Value

‘06’ 7 |2881C153018F68 OID of this docum

(1.0.24787.1.2024)

ent

Tag | Len Value
‘70’ | Var |BIDOs specified in this document
Tag | Len Value M
‘91’ or | Var |Biometric comparison Where applicable|(see
‘B1’ parameters Figure B.2)
‘92’ or| Var |Biometric functionality |Whevre applicable|(see
‘B2’ information Fighite'B.2)
Tag Len Value (\b‘\
‘7F2E’ | Var |Biometric data template
Tag | Len Value \{O
‘51" | Var |Filereference Indicating the location
of the file that stores
the actual biometric
reference
This ekample uses the file structure defined in ISO/IEC 7816-4 for hosting applications and ptoring
application data. Figure B.2 illustrates an example of a file structure where one biometric reference is|shared
by twolapplications. The following is the overview of Figure'B.2:
— The biometric reference is stored in the internal EF for protecting under the MF and this is referred

frdgm two different applications by using the file reference DO’51" encapsulated in its own big
information template stored in the EF for each*application.

— Two dedicated files (DFs) are under the MF and each DF hosts an application having the bic
verification functionality.

— Eafth working EF for retrieving under each application DF stores an application-dependent bic
information template. Each application may provide its own biometric comparison parameters.

— Th file control information’ (FCI) is provided to each EF storing the application-dependent bic
information template,~The FCI associated to the EF may include security attributes. Security att
indicate security conditions for executing each command to this EF, e.g. READ BINARY and VER

— The file referenCe’P0’51’ is encapsulated in each application-dependent biometric information te
Th file reference DO’51" points to the actual biometric data template which contains the bic
reference qualifier and biometric reference data.

metric

metric

metric

metric
ributes
IFY.

mplate.
metric

The MHK, DF, internal/working EF, FCI, security attribute, security condition, file reference and absol
are deffinéd in ISO/IEC 7816-4.

e path
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EF #1 |.p| EF#2 I
Biometric information template 7 Biometric data template (DO“7F2E’) i
BIDOs specified by other than lSO/IEC 7816-11 Biometric reference data |
BIDOs specified by ISO/IEC 24787-1," Biometric reference qualifier (D0O‘83’) |
Biometric functionality informatiofl

/
/

| I |
!
i
I

4 !

1 . Rt n i T
PHLALIUII DT 7 1

>

IEaY
kil

A 1 . hnt nl
ApPpHtauull Ur

'
'
| : |
1
'
'
'
1
|

EF #1 EF #1 !

Biometric information template
BIDOs specified by other than I,SIO/IEC 7816-11
BIDOs specified by 1SO/IEC 24787-1

Biometric information template
BIDOs specified by other than ISOAEC 7816 11

BIDOs specified by ISO/IEC 24787-1"
Biometric comparison pa’rameters and retry counter Biometric comparison paran},e‘eéi*s and retry counter
31ometr1c data templatﬁ

Biometric data template \ W

\\ FCI #1 \\ FCI #2

Security attribute

Security attribiite

Figure B.2 — Example of structure for global referénce-shared through file reference D
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Annex C
(informative)

Examples of security status transition model

C.1 General

This alllnex provides three examples of how to implement the on-card biometric comparison mechgnisms

related
circles

The st
more r

For simiplicity in order to explain the examples, thresholds are used. A thresligld is equivalent to a

FMR gi
If the
proces

C=

where

C
T

If the application in the ICC is using more thaf'ene threshold, T; and T, notation is used, where T, >

therefq

In all

previolisly established and used in further operations.

C2 §

The ea
level (S
not res
only pe
Within
operat

pstrictive the security status is.

following condition is fulfilled, a match is declared and the prgdeessing proceeds. Otherw
bing is not permitted.

T

is comparison score;

is threshold.

re, T, is more restrictive.

fases, no biometric verification“is allowed if no secure channel between the ICC and the

ingle application; homogeneous usage

ingle threshold)! In Figure C.1 the overall workflow is represented. While basic operations

rformed when S1 is achieved by the establishing of a secure channel between the ICC and 4
S1, thécardholder can perform a ver1Fy command. If a match is declared, S2 is achieved and 4§
ons.can be executed.

to the security status of the ICC. These examples are illustrated using state diagrams,where the
refer to security statuses, and the arrows refer to operations and results from operationjs, both
implying transitions among states.

ite is represented by "SX", where X=0 is the initial security status, and the larger the number, the

certain

ade. When a biometric comparison is done, the comparison score is compared to a certain thrjeshold.

se, the

T, and

IFD is

siest example toGstart with is the use of a single application within the ICC, with a single verification

that do

ult in elevation of security status can be executed in the initial state SO, biometric verification is

he IFD.
llowed

Iftheb

ometric verification is ot successtut, the Tetry courter for the biometric CoOmparisSorT s decre

in one unit, and if no further retries are allowed, no further biometric comparison can be executed.

ented

In any case, if a security error is reported or an unauthorized operation is requested, the state is changed
into the initial state SO and a new secure channel between the ICC and the IFD should be established to
proceed with restricted operations.
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