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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the |
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In thedIEC, see www.iec.ch/understanding-standards.

zation (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewond
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ment should be noted. This document was drafted in accordance with the editorial rules ofithe ISO/

lve the
(a) patent(s). ISO and IEC take no position concerning the evidence, validity orsapplicability] of any
| patent rights in respect thereof. As of the date of publication of this document; ISO and IEC had not
d notice of (a) patent(s) which may be required to implement this document-\However, implementers
tioned that this may not represent the latest information, which may bé gbtained from the| patent
e available at www.iso.org/patents and https://patents.iec.ch. ISQ%and IEC shall not he held

hde name used in this document is information given for the.convenience of users and dpes not

explanation of the voluntary nature of standards, the meaning of ISO specific terms and exprgssions

Trade
.html.

cument was prepared by Joint Technicalv:‘Committee ISO/IEC JTC 1, Information technology,

hmittee SC 7, Software and systems engineeting.
f all parts in the ISO/IEC 24773 series ¢an be found on the ISO and IEC websites.
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Introduction

The ISO/IEC 24773 series replaces and expands upon ISO/IEC 24773:2008.

The ISO/IEC 24773 series consists of the following parts.

— ISO/IEC 24773-1 serves as the basis for the ISO/IEC 24773 series. It contains terminology, concepts, and
requirements which are common to the remaining parts.

— This document contains guidance which can be used by certification bodies regarding the definition
of knowledge, skills and competencies that are to be incorporated into a certification scheme for

protessionals 1n software and systems engineering.
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Annex
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the requirements)of regulators.

By con
precise

/1EC 24773-3 provides specific requirements for certification schemes for professionals’if s
bineering.

/IEC 24773-4 provides specific requirements for certification schemes for professionals in sd
bineering.

D/IEC 24773 series is applicable across all organizations and for conducting assessments
of methods, techniques and tools.

ocument also contains additional discussion and guidance coiicerning the requireme
ation schemes defined in ISO/IEC 24773-1. It contains general guidance concerning the eleme
ation scheme, particularly as they apply within the domainof'software and systems enginesg

renced by the certification body:
Hy of knowledge (BOK);
Ils;

ion to addressing technical skills, knowledge and competence, ISO/IEC 24773-1:2019, 6.3.1 r
onformant certification scheme address other aspects of professionalism, such as professiona

ther aspects of professionalism te’be addressed by a conformant scheme.

cument is useful to certification bodies offering schemes for the certification of professional

ng the various elements of their respective certification schemes, as well as guidance for desd
b scheme elements

A contains further explanation about the distinction between certification and professional lic
A also contaifis additional guidance to encourage harmonization between a certification sche

description of their certification schemes. This in turn benefits the other stakeholders (p¢

ystems

ftware

1sing a

nts for
nts of a
ring. It

1s guidance for the description of several key elements of geftification schemes which are generated
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skills/
rarding
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sidering the guidance contained in this document, certification bodies can provide a clearer and more

tential
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certificarts,accreditatiom botdtes; PTOIESSIOIEAr dimd CECIIITAT groups, diid eIpPIOyers), dIIOWIITg

1em to

more accurately assess the certification scheme and compare to other schemes. This document is also
useful to (potential) applicants or candidates of certification schemes, in that they can obtain additional
background information concerning the requirements for certification schemes claiming conformance
to the ISO/IEC 24773 series. Understanding the requirements for a certification scheme (as expressed
in ISO/IEC 24773-1, ISO/IEC 24773-3, and ISO/IEC 24773-4) along with the guidance contained in this
document, helps the candidate to compare various schemes, and understand where/how such guidance
is reflected in and incorporated into the various schemes. Similarly, employers; evaluators of professional
personnel who are certificants; and evaluators of certification schemes in the domain of software and
systems engineering can also use the contents of this document to better understand the requirements, as

well as

the differences between various schemes.
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)rmative references

owing documents are referred to in the text in such a way that some or all of their content conj
ments of this document. For dated references, only the edition cited applies. For undated refé
st edition of the referenced document (including any amendments) applies.

[ 17024, Conformity assessment — General requirements for bodies operating certification of pen

[ 24773-1:2019, Software and systems engineering — Certification of software and systems engi
jonals — Part 1: General requirements

3 Terms and definitions

For thq

purposes of this document, the_-terms and definitions in ISO/IEC 17024, ISO/IEC 24773-1, §

followI'lg apply.

ISO an
— IS(
— IE

3.1
KA
knowle
sub-ar¢

[EC maintain terminology“databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

[ Electropediazayvailable at https://www.electropedia.org/

dge area
b3 Oorgrouping of related topics within a body of knowledge (BOK)

bodies
sed on

titutes
rences,

sons

neering

ind the

Note 1 to entry: See 5.2 and 5.3.

4 Major elements of certification and qualification scheme

This clause introduces the major elements of a certification and qualification scheme as listed in
ISO/IEC 24773-1.

Clauses 5 to 8 discuss the various elements in greater detail.

© ISO/IEC 2024 - All rights reserved
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Conforming certification schemes have the following major elements at a minimum:

— body of knowledge (BOK);

— skills;

— competencies.

Figure 1 depicts these elements and the relationship between them within the context of a certification scheme.

The body of knowledge (BOK) associated with a certification scheme contains items of knowledge which
are relevant to the engineer or professional in the domain being targeted by that certification scheme.

Recom
NOTE 1

Skills d
specifi
for des
knowle

NOTE 2

Compe
undert|
levels

compe

Clause

NOTE 3

Also see ISO/IEC 24773-1:2019, 5.3 for the explanation of knowledge, BOK and cognitive level

efined for a certification can represent various abilities of the certificant, such as the |ability t
 knowledge in the performance of an action, or a single step within a sequencei Recommen

ause 5.

p apply
Hations

cribing skills are explained in detail in Clause 6. Since skills are defined based on a certain set of

dge topics, Clause 6 also contains recommendations about relationship betwéen knowledge an
Also see ISO/IEC 24773-1:2019, 5.4 for the explanation of skill and performance level.

Lencies represent the ability to successfully complete tasks that eertified persons are expe
hke. Each competency required by the certification scheme is associated with appropriate prof
see ISO/IEC 24773-1:2019, 6.5.3). A competency area may be defined and may include various

1 skills.

cted to
iciency
related

encies. Recommendations for describing competencies for usé in a certification scheme are explained
in detalil in Clause 7. Since competencies are defined based on@certain set of knowledge topics and skills,
7 also contains recommendations about relationship aimong knowledge, skills and competencies.
Also see ISO/IEC 24773-1:2019, 5.5 for the explanatipn of competence and proficiency level.
Knowledge
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Figure 1 — Major elements of certification scheme and relationships among them
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Other relevant elements of a professional certification scheme are not depicted in Figure 1:

— individual attributes (refer to 8.1);

— pre-requisite education or other pre-requisite qualifications;

— other KAs not in the reference BOK (refer to Clause 5).

Clauses 5 to 8 in this document provide additional guidance related to these elements.

The CASCO document “How to Develop Schemes for the certification of persons”[11l provides useful introductory
information about and general guidance concerning certification schemes and certification bodies.

5 Rdgcommendations — Body of knowledge (BOK)

5.1 General

The fol

the dorpains of software and systems engineering.

Within|

The term “body of knowledge” is used within many contexts, both in industry, academia and profe

bodies

Accor

certifidation scheme. It may choose to adopt another (extetnally defined and controlled) BOK for
its certification scheme. In a pragmatic approach, the certification body may construct a unique |
assembling reference material from existing sources.

5.2 §Ycope and depth of a BOK

The purpose and scope of any BOK should be-¢larified - whether that BOK is utilized as an eleme
certifidation scheme; as a foundation for academic syllabus or curriculum; or as a basis for profe
regulation.

ABOK,

set of topics grouped into KAs (illustrated in Figure 1). The enumeration of topics, in a sound struc
hierardhy, is essential.

A certi

Howevpr, the BOK shotld*always be managed and treated as a whole; and the certification body

ensure

The sc

BOK agsociated>with a profession or a professional discipline, the BOK should at least cover the es
knowlddge: of the discipline. That is, the scope of the BOK should include all relevant KAs. See add

sugges

for ma;]]\y purposes.

lowing recommendations apply to the BOK as used within a certification scheme for professid

ISO/IEC 24773-1 and ISO/IEC 17024, a BOK is a required element of a ¢eftification scheme.

The scope and meaning of a BOK should be clarified, especially since any particular BOK may |

ingly, the certification body may choose to construct{and define a BOK specifically for i

for the purpose of this docunient, provides the underlying knowledge contained within an appr

fication body may, €hoose to assemble a BOK using several approaches (see subclauses in Cl3

the integritysaccuracy and currency of the BOK as a whole.

pe of the"BOK should be consistent with the purpose and intended use of the BOK. In the c{

nals in

ssional
be used

L[S own
use in
BOK by

nt of a
ssional

ppriate
ture or

use 5).
should

1se of a
sential
litional

Fions'in Clause 5 concerning coverage of “related disciplines” and “supporting disciplines”.

The scope and depth of knowledge contained in the BOK should be consistent with and sufficient to support
the various skills and competencies defined as other elements of the certification scheme. This completeness
and sufficiency should be validated.

The depth of the material covered by the BOK should also be consistent with the purpose and intended
use of the BOK. For the purpose of a professional discipline, if a KA is deemed essential and necessary for
the understanding and practice of that discipline, then the material provided may be extensive in order to
provide more detail. The knowledge provided in a given KA in the BOK should be provided in depth sufficient

for pro

fessional practice.

© ISO/IEC 2024 - All rights reserved
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A BOK may include or reference supporting KAs. Supporting KAs should be included in a BOK where such
knowledge is directly required for professional practice, or where such knowledge is originating in another
discipline (such as discrete mathematics, quality assurance or economics) and underlies the knowledge
contained in the primary KAs. The information included in these supporting KAs may not necessarily
be provided in depth and does not need to be repeated in the BOK if they are referenced to authoritative
external sources.

Existing reports of BOK development projects such as “The Guide to the Software Engineering Body of
Knowledge”[12] and “Towards a distinctive body of knowledge for Information Systems experts: coding ISD
process knowledge in two IS journals”[13] may help design the purpose, scope, and depth of a BOK.

See 5 concerning “sunnortinag orrelated discinlines”
=] o rr t=) r

5.3 (onstruction or assembly of BOK: content hierarchy and guides to BOK

A BOK [may consist of many KAs. A KA may in turn consist of specific topics, and even sub-topics, arranged
in a higrarchy.

The BQK should present information or knowledge for each defined KA. See fufrther guidance|in 5.4
concerhing the quality of the knowledge sources referenced or used within a BOK.

HowevEr, the assembly or presentation of the knowledge content for a givem KA or topic within that KA may
be via feference to an external source.

Thus, the BOK itself may contain source knowledge material for soméKAs, or it may provide references to
externgl knowledge sources and not contain the referenced external source knowledge material directly.
This agproach has the advantages of:

— mgddularity - new references may be added or substituted easily when the content for a KA (or topics
within) evolve;

— effjciency - external knowledge sources (providedithey also meet criteria for source information quality)
ar¢ already written and do not need to be re-written for the purposes of the BOK which incorporatejs them;

— exfernal reviews and validation - in seeking to adhere to the highest standards of information quality
anfl integrity, an external knowledge source may indeed have the benefit of thorough peer review and
wiflespread recognition.

However, regardless of whether the'\BOK contains knowledge which is specifically written for a giveh topic,
or whefther a topic is covered by @nappropriate external knowledge source, the integrity and accuracy of the
BOK remains the responsibility of the BOK developer.

The BOK topic section sheuld describe or summarize the objective knowledge inherent in the topic and
contain citations whichlpermit the reader to obtain more detailed information.

In the dase where a BOK is broad and contains many distinct KAs, and where the depth of a BOK is signlificant,
an overview or@asummary should be included within each KA, before going into detail or citing ref¢rences
for subl topics-This summary provides a useful overview of the scope and depth of each major topjc area.
This is|of great value for at least the following reasons:

P S P C T TP R B Aicoianlia Loz oo 3 £rloor DOVIZY oo ovr o o b e a3y 11 £ i dantl 1o ory s | d f
- pr CTIrarOTICT ST CrC—UTSCIpPTIIC—(OT OS5t S~ OT trdt DUIxJ Iltay ot Toquir Carr OT crc T UCP U nitovic ge (0}

every topic, but for the purposes of professional certification may need a certain amount of knowledge;

— the summary presents the nature and scope of the topic being treated (presumably by one or more
external knowledge sources) and provides a rationale for inclusion of each of the external knowledge
sources; this is helpful as a validation tool for readers and reviewers (and future maintainers) of the
content for that KA.

A BOK document does not need to be one self-contained, encyclopaedic work. It may achieve depth and
breadth by referring to other works, particularly when the cited works and their references are well
organized and structured.

© ISO/IEC 2024 - All rights reserved
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However, the BOK should have integrity in its resultant depth and breadth. A BOK should not simply cite a
comprehensive text which in turn contains numerous sections and topics. The BOK should itself contain the
structure of topics and subtopics, making specific references to specific topic areas in the comprehensive
text. This allows for clean separation of knowledge topics and subtopics and also allows for focused review.

In the event that a BOK is constructed or assembled using many external references to authoritative
knowledge sources, it may be considered a “Guide” to that BOK (e.g. Guide to the Software Engineering Body
of Knowledgel2l and INCOSE SE Handbook![3]).

In this case, even though the referenced articles and knowledge content are not written directly by the
developers of the BOK, the developers are still responSIble for the integrity and quahty of the BOK 1nclud1ng

selecti
that ev
should
compe
should
considg

The m3
an ovel
materi
materi

Along

en the content 1ncluded via reference should be ver1f1ed and rev1ewed The content of the ent'
be reviewed and validated against the other elements of the certification scheme, includingsk
encies. In addition, when the BOK incorporates material via external references, special at
be given to ongoing maintenance and updates to the external material. Refer to 5.11 for main{
brations.

terial within the BOK and even within each KA should be properly integrated:)Each KA should
view or a summary for each KA. An overview or a summary is especially important when inte
il from an external source or when blending original information with’such externally refe
h1.

vith an overview of the content (from various sources) contained in a KA, the rationale

selecti
“overl

Existi
on Soft
structy

54 K

The B(
profess

While s
schemg
knowlg

In the
requirg

— ind
—  pry
—  toq

— Cu

n(s) of the externally referenced content should be provided‘.See also guidance in 5.5 con
between multiple knowledge sources”.

o literature review and survey on BOKs in terms of their‘contents and structure such as “Op
ware Engineering Educational Context: A Systemati¢-Literature Review”[14] may help constr
re contents of a BOK.

rofessional orientation and style

K (topics or KAs and the knowledge therein) should be selected and described for the pur
ional use.

ome BOK may be created for othey purposes such as academic purposes, a BOK used in a certif
for software and systems, engineering professionals should be oriented towards profe

dge.

d by a practitionersheuld be considered. This can include:

ustry, technicahand commercial standards;

ctices, metheds and techniques;

Is;

ills and
tention
enance

rontain
brating
renced

for the
ferning

bn BOK
ict and

pose of

ication
ssional

case of knowledge relevant to a professional, not only “theory” but also the practical knowledge

fent quality criteria and evaluation or verification methods;

— currently well-accepted empirical evidence, statistical knowledge related to the domain (various kinds
and aspects).

The BOK should also contain information for each KA which reflects the detailed and precise knowledge
needed by the professional. Information and external references should be suitable for use by professionals.

© ISO/IEC 2024 - All rights reserved
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In the case of a BOK for a professional discipline or domain, the BOK should be reviewed by authorities
responsible for professional practice in that discipline. See also guidance in 5.10 concerning review and
validation of the BOK.

NOTE Validation of a BOK by a professional or regulatory body is not equivalent to validation or endorsement of a
certification scheme which utilizes that BOK.

For this reason, certification bodies considering the construction of a new BOK vs the adoption of an existing
BOK may determine that use of a recognized existing BOK may have an important advantage: the existing
BOK may already have achieved recognition and validation from professional bodies or regulatory bodies.

5.5

134
uualu,_y

Topics for a BOK should be orthogonal - the intention is to have little or no overlap between topics/or KAs.

Within| the discussion and presentation of each topic and sub topic area, the description|should femain
focusedl and not attempt to covey knowledge contained in other topic areas or sections.

HowevEr, the inter-dependencies and relationships between topics should be recognized and treated|within
the BOK. For example, a treatment of “systems integration” as a topic may containi an explanatior of the
relationship to (along with a reference to) the related topics “interfaces and subsystem/component design”,

The objective of a BOK for professionals in software engineering and systems engineering is to present
knowlgdge within the discipline. As mentioned in 5.4, the BOK should contain or present the knowledge
needed by a professional practicing with that discipline to.be fit for use from the professional standppint.

This presents a challenge to those who are responsible for the production of a BOK and to certification
bodies|because the scope of both should be determined with respect to supporting and related disciplines.

Within[a BOK written for the systems and software engineering discipline(s), it is impractical to include all
the knpwledge about the supporting disciplinés. Further, the knowledge regarding these disciplinep is not
unique|to or originating within the discipliés of systems and software engineering - they are authoritatively
maintafined elsewhere. Therefore, a BOK.covering the disciplines of systems and software engineering ghould:

— enpmerate the supporting djsCiplines;
— refler to existing authoritative BOKs or authoritative references for each supporting discipline;

— summarize within_thie’ software engineering or systems engineering BOK the relationship| of the
supporting disciplines to various topics and KAs in systems and software engineering;

— us¢ a more detailed explanation (and more specific reference) to a knowledge source in one of the related
diqciplineswhere one is needed within a systems or software engineering topic or KA.

Presentationfof knowledge within a supporting or related discipline domain may involve the inclusion of (or
refererjceto) knowledge from other disciplines, mathematics and sciences. Iﬂ

Concepts, terms and facts from other disciplines should be introduced or referenced in order to convey their
application in software or systems engineering KAs. The terminology and concepts from the other discipline
should be accurately used or referenced within a systems or software engineering BOK, but not covered in depth.

5.7 Objectivity and verifiability

Source knowledge material and references should be written as true factual statements, written objectively
and where possible backed up by supporting references, including origin and authorship of referenced
source materials.
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Subjective statements, opinions and unsupported or unverified content should be avoided.

5.8 Presentation of practical knowledge versus pure theory

Where a BOK is presenting information or knowledge relevant to professionals, it is possible that the
material is not entirely proven. It may be the case that practical topics or knowledge are presented as current
accepted practice, not as pure knowledge which has been proven beyond dispute. Such caveats should be
annotated to these descriptions.

In such cases where practical knowledge is presented, various approaches or applications of theory may
apply. Different schools of thought may exist and be accepted within the profession. Methods and techniques

While
5.3).T
for the

BOK may reference external documents and source materials, the referencing-should be prec

e complete bibliographic information should be contained within the BOK in order to make it

reader and reviewer.

The referenced external source materials should also be available to the public:

5.10

The B(
validat

Where
scholar
profess

Review

alidation of BOK

K for systems and software engineering disciplines should be authoritative and thus shq
ed.

possible and especially where BOK topics make wse of external reference materials (e.g

should

se (see
easier

uld be

texts,

ly papers, conference proceedings), such materials’should be reviewed and accepted in acaderpic and

jonal sense.

s should occur during development. A review

— sh¢uld include experts and various stakeholders;

NO
we|

— 14
ort

— of

— of
tha

TE Stakeholders for a BOK can.inglude academics, professional bodies, employers and industry gt
1 as technical experts and individualprofessionals.

y be done on a per KA basis, provided the BOK is well structured and the topics are reas
hogonal;

h KA should include-the summary text for that KA as well as the detailed content;

oups as

onably

h KA should include verification of all cited external references, and the rationale for inclusipn into

1t KA;

— should alse*be held at the time of BOK / KA integration, in order to:

check for dependencies, relationships, overlaps or contradictions between KAs;

Check for missing or dupticated CoTtent;

validate the BOK as a whole.

5.11 Maintenance of BOK

The BOK can contain (directly) a great deal of knowledge and factual information which is superseded or
made obsolete. For example, frequently changing knowledge can be related to:

— tools;

— techniques;
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— empirical evidence or statistical data related to the discipline and practice.

In order to be of value in the long term, the BOK should be modular in design and maintainable in the first
place. In addition, planning and preparation for maintenance (correction or addition of content), updates
and reviews should take place prior to the publication of the BOK. This strategy helps to keep the BOK up to
date on an ongoing basis and is preferable to an ad-hoc or irregular approach to updates.

Maintenance should include provision for feedback and corrections from BOK stakeholders and BOK users
after publication. Following the strategy of planning in advance for maintenance, the published BOK itself
should contain a declaration of BOK maintenance policies, and information which provides instructions for
users regarding the feedback mechanism.

The cgrtification body is responsible for maintaining all elements of a certification schenje. See
ISO/IEC 17024:2012, 8.5 for the relevant requirement.

Conseduently, the updates and maintenance of the BOK should be done under controlled(steps to |ensure
that the changes to the BOK are consistent with changes to the other elements of the ¢értification scheme
(includling scope). The certification body should evaluate the impact of any change to the BOK (including KAs
referercing external sources or BOKs which may have changed) upon their operational certification cheme.
The chpnges to BOK content should be reviewed and approved. Other elementsof the certification scheme
(examipations, job review, competency definitions and assessment methods) should be re validated pgainst
the updated BOK prior to implementing a change to the certification schemg-as‘a whole.

The issues to consider with respect to BOK updates and changes include:

— reyiew and approval of the new BOK version;

p—

— plgnning, scheduling and promotion of the introduction of athew version;

Yt

— plgdnning, scheduling and promotion of the retirement of'an old BOK version;

i}

— pldnning and support for any overlap in use of the 6ld and new BOK versions.

6 Recommendations — Description ef skills

6.1 SKills are related both to knowledge and competency

When ¢onsidering and defining skills in the domain of systems engineering and software engineering, the
relationship of each skill to bothrknowledge and to competency should be examined. Figure 1 depi¢ts this
relationship.

Skills dan be related to knowledge in the sense that a skill can represent the application of knowledgg.

Skills ¢an also be related to competency, which is the ability to apply knowledge and skills to achieve
intend¢d results.

Thus, if a certification body is considering skills definition, it can be helpful to use as a starting point

— a BOK,if it already exists; for each KA or topic in the BOK, one may consider: “how is this knolwledge
applied?”;

— a set of tasks, or work products as a starting point; for each task or work product, one may consider:
“what skills are involved or required in performing this task or producing this work product?”.

The required skills and their performance levels should be enough to fulfil the competencies required by
a scheme. The underlying BOK should cover the knowledge required to execute the skills at the required
performance levels.

“Generic competencies” and "Other professional competencies” are described in 7.6 and 7.7. The certification
body may define these specific abilities in the Scheme. The certification body may choose to define these
abilities as skills, following the guidance in this clause.
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6.2 SKkills are acquired and developed

Some general (abstract cognitive) skill categories include:

— reasoning;

— analytical skills;

— problem solving;

— innovation.

Howeve

as syst

related to specific KAs and competencies as appropriate for the certification scheme.

Skills qre not intended only to reflect pure knowledge, but they can be viewed as the successful app
of suchlknowledge.

For ex

certair] testing standards, testing techniques and testing tools, the practical skills associated with

may in
— ab
— ab
— ab

6.3 SKkills differ from individual (personal) attributes

Person

certifidation scheme and form part of assessment ofta candidate. However, while such personal att
may bd observable, they may be difficult to evaluate’consistently and objectively. These personal att]

are als

additional discussion of individual personal attributes, refer to 8.1.

6.4 SKkills have performance levels

Skills dre defined but the performance of a particular skill varies from individual to individual. Perfoj
levels dre defined for a given skill-and this relationship is depicted in Figure 1.

When defining and describing-an individual skill, levels of performance for that skill should be considere
it is asjumed that a skilt.¢an be acquired or developed,[3] it is expected that an individual may gain th
incrementally. In othér words, the description of a skill can take into account some ability at one perfo
level (say at a minimum performance level or nominal performance level), while the description th|

addres

6.5 (roups of skills and highly specific skills

, a CC Ca y—S110 O TaeY V Ca

O osePractrcars a
ems analysis, software construction, testing) in the professional domain which are mene

imple, while a BOK may contain a KA related to software testing, and mayinclude knowl

Clude:
lity to identify when a particular standard or test technique is needed;
lity to write a test conforming to a standard;

lity to successfully apply or use a tool to implement a test.

nl attributes like honesty, work ethic, cooperative attitude may be identified as part

b difficult to relate objectively to software engineering and systems engineering competenc

bes the highest ability, which corresponds to the highest performance level defined for that skill.

eas such

closely

ication

bdge of
testing

of the
ributes
ributes
es. For

fmance

d. Since
at skill
"mance
en also

Skills can be defined in groups or hierarchies, so that more specific skills can be addressed as part of a group
of skills. This flexibility allows the certification body to add detailed skills of interest to the certification
scheme. However, a certification scheme should contain not only very detailed and specific skills, but also
broad skills and competencies, since the nature of software engineering and systems engineering domains

is broa

d.
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Existing skill and competency frameworks in software and systems engineering (such as SWECOMUI and
INCOSE Competency Framework[13]) and general ICT (such as e-CF[16], SFIA Framework[17], and iCD[18]) may
help identify specific skills and competencies.

NOTE ISO/IEC 24773-3[19 contains requirements for skills in certification schemes for systems engineering

professionals. ISO/IEC 24773-4[20] contains requirements for skills in certification schemes for software engineering
professionals.

6.6 Maintenance of skills definitions and performance levels

The certification body is responsible for maintaining all elements of a certification scheme. See

ISO IE""I"II'\')A 200490 _Q L n ) 1 4= - 4=
L L/7ULZT.AU14, O.J 1TUT LIIT TTICTVAIIU TTYUIT TIIITIIT.

The certification body should plan for regular reviews, maintenance and re-validation of all elementp of the
certifidation scheme, including the skills definitions and performance levels. The detailed skills definitions
and aspociated performance level criteria defined and used in a certification scheme can depend [greatly
upon t¢chnical knowledge, tools and technology which may be superseded or made obsolete.

As witlh the other elements of the certification scheme, the skills definitions and should'be modular in/design
and maintainable in the first place. In addition, planning and preparation for maintenance (corredtion or
addition of content), reviews and updates of skills and performance levels should take place regularly.
Maintepnance should include provision for feedback and corrections from expeérts and stakeholders.

The chiinges to skills definitions, performance levels should be reviewed and approved. Other elements of the
certifidation scheme (examinations, job review, competency definitions and assessment methods) shpuld be
re validated against the updated skills definition prior to implementing a change to the certification $cheme
as a whole.

The issjues to consider with respect to skills definition updates and changes include:
— reyiew, validation and approval of the updates to:skills definitions;
— reyiew of any required changes to BOK KAs ex'competencies;

— validation of updated skills definitions “with respect to competency definitions and assessment
tedhniques;

— plgnning, scheduling and promgtion of the introduction of the updated skills with a new release of the
ceftification scheme;

— pldnning, scheduling and ‘promotion of the retirement of any older version of skills definition] (older
version of certification scheme);

— pldnning and support for any overlap in use of the old and updated skills definitions (new certification
scheme release).

7 Recomméndations — Description of competencies

7.1 General
Competencies are related to both knowledge and skills. This relationship is depicted in Figure 1.

A skill can represent the performance of a simple action, the production of a single work product, or
completion of a single step within a complex sequence. In contrast a competency can represent the
completion of a complex activity, or the achievement of a larger goal (with broader scope than a single action
or single step requiring the application of a skill).

Competencies can incorporate the application of multiple skills and knowledge, because these are all needed
in order to complete the more complex activities and achieve larger more complex outcomes/outputs.
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The certification body should take care to verify that all competencies defined are consistent with, and
sufficiently supported by the skills and KAs defined in the certification scheme.

The required competencies and their proficiency levels should be enough to fulfil the required tasks.

As defined in ISO/IEC 24773-1, competencies are closely related to major functions activities and tasks
performed by the professional.

Competency involves the successful completion of a set of activities or steps, where the output or result is as
expected at the professional level.

Merely performing a series of steps or activities, and completing them, does not imply competence. A person
who is non-competent may perform activities or steps and may apply certain skills and knowledge, Qut may
not achlieve the successful outcome defined for that competency.

In ord¢r to perform and complete an activity and successfully produce a result or outegme€, skills and
knowlddge are applied. Judgement may need to be applied to complete the activity successfully and with the
level of quality expected of a professional.

In some simple cases a competency may be described clearly by relating it to a|very specific sKill. For
example, “creating a class diagram” is a smaller scale competency which may involve skills quite spgcific to
UML: cpnventions and a diagramming tool.

In oth¢r cases, a competency may be defined which require various ‘¢broader higher level) skills and
knowlddge from several knowledge/topic areas. For example, “planning software assurance activitigs” may
be a cdmpetency which involves knowledge of security, software design, software construction, as [well as
verificgtion and validation. It may include knowledge of relevant)criteria and standards, and invdlve the
judgenient of the professional regarding the project specific context (scope of the system, the envirgnment,
risks and domain specific criteria).

A given) competency can be related to, or required in, a€grtain job. A given competency can be reqyired in
more than one job. However, the names and definition of jobs and the competencies required for a given job
title arp not defined in the ISO/IEC 24773 series and are not required elements of a conformant scherne. The
certifidation body should define competencies clearly without referring to specific jobs or job titles in the
description.

7.2 (eneral objectives in describing competencies

Since cpmpetencies are more closely related to specific tasks and specific work products, it can be helpful to
approach the competencies from the viewpoint of “what should the certificant be able to accomplish” — at a
profesdional level.

A certification scheme is«defined with respect to a certain scope, for a particular set of certificants working
as softvare engineerinig)or systems engineering professionals within a certain domain - the desdription
of the gertificationschéme itself should contain a declaration regarding the nature of the “task” or focus of
the certtification scheme (see ISO/IEC 24773-1:2019, 6.2.1 and 6.2.2). Then the set of competencies glefined
by the fertification scheme should be consistent with the nature of the activities to which the certification
schemg is foeuised.

Compefenicies may be grouped into competency areas. Competencies should be defined which apply
to professionals across the professions of systems engineering and software engineering, and not be
tied specifically to a specific concrete job title or job description (see 7.3). Professionals in the fields of
systems engineering and software may possess a set of competencies, regardless of their current job
title or employment. For this reason, a certification scheme should define and assess a broad spectrum of
competencies.

The scope declared for a given certification scheme may not cover all the systems engineering competencies
described in ISO/IEC 24773-3, or the software engineering competencies described in [SO/IEC 24773-4.

However, it is a general objective for a certification scheme that all competencies within the scope of that
scheme be declared and defined.
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A competency shall be associated with appropriate proficiency levels (see ISO/IEC 24773-1:2019, 6.5.3)
and see also 7.8 and 7.9). This also means that a given competency can be defined which allows for various
outputs or outcomes at various proficiency levels.

7.3 Separation of competencies from titles or roles within organizations

Competency definitions may be related to job titles/roles. Within the context of a competency definition
the system or software engineering professional who meets the criteria (proficiency level) defined for that
competency should:

— perform certain tasks;

— pr(l)duce certain deliverables;
— mdke decisions or evaluations;
— achieve results.

However, job descriptions within industry may also associate these tasks, deliverables and dgcisions
with a[particular role or job title. A role or job title may be associated with certain specific delivérables,
technologies, or even specific work products. However not all job titles are staridardized, and individual
employers may vary the particular job description over time. For this reason; it is appropriate to| define
competencies for software engineering and systems engineering professioenals in a manner which is not
tightly[bound to an industry job title or an employer specific job description.

Many jpb descriptions in industry are brief and may focus on listing specific tools or technologies required
for thejjob, and not the broader aspects of a software or systemsiengineering competency.

Certifi¢ation bodies may define skills in their schemes in erder to address the use and application pf such
specifig tools or technologies. A skill can be defined to coyer'the ability to apply a specific tool or technique;
and the¢ appropriate specific output from the applicatioii.of that tool or technique.

Howevgr, the certification body may define competéncies in order to address the broader tasks or activities,
which may involve the application of many skills;*and which may involve judgement in order to satisfy the
outconjes associated with that competency.

A role pr job title may also be associatediwith various management functions, and with decision-making
authorjty within an organization. At higher levels of competency, engineering professionals are exypected
to perfprm functions beyond the simple application of a skill. The higher-level competencies for sqftware
and systems engineering professionals may include making large scale strategic engineering deg¢isions;
reviewjing and improving quality; research and development; and mentoring of other professionals; defining
standafds; and evaluating theywork of other engineering professionals.

Howevpr, in some engineering organizations, managers are appointed to perform some or all of these
functigns. They may-begiven job titles and authority, which can imply a high level of engineering competence,
even ifthey do notactually possess the appropriate engineering competencies. For this reason, the job title
of amanager oremployee should not be used as an indicator of engineering competence, and the certification
body :hElould define competencies without direct reference to job titles.

7.4 llower-level competencies and work products

As mentioned in 7.1, skills can be defined by the certification body and associated with the production of
smaller individual work products. Work products in software and systems engineering vary in scale and
complexity. For example, the term work product can be used to refer to a simple configuration status report,
or it can be used to refer to a completed sub-system.

Competencies are suitable and appropriate when related specifically to larger broader outcomes and results
(such as the implementation of an engineering lifecycle process, or the successful completion of a sub-
system).
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The certification body defines specific skills and competencies for the certification scheme, and so may

choose

to associate a skill or a competency with a specific work product.

In order to be effective, a competency definition that refers to a specific engineering work product should

use an

industry standard definition of the work product, and any work product attributes.

7.5 Use of external competency definitions

The certification body is faced with the responsibility of defining competencies of software engineering or
systems engineering professionals covered within the scope of its certification scheme. However, if external
competency definitions already exist the certification body may reference them.

All c0141petency descriptions should be associated with proficiency levels and evaluation metheds
certifidation body should address these if referring to externally written competency descriptions:

7.6 (eneric competencies

A profdssional requires ability beyond the technical skills which are most frequently cited.

Generi

ISO/IE

All pro
or busi

generi¢ competence beyond those listed as requirements in ISOZIEC 24773-1.

A certi
work w

Generi

— communications skills, including writing and-presentations;

— ne

— tedm leadership, cultural sensitivity;
— tinpe management;
— awareness of professional regulations, obligations;41.[61.[7].[2].[10]

— awfareness of professional ethics;[4l.[6].[7].[9]

— Su
en

— awareness of equity, and other social development principles.[41.[Z].12]

These
they a

[ 24773-1:2019, 6.5.6 contains the requirement(s) for generic competencies at a minimum.
fessionals should possess generic competence, in order to work effectively with othersin a profé
hess environment. The certification body should include imrthe certification scheme some adg

ffication scheme can address relevant generic compéténce needed by the targeted professio

c competence can include:

potiations and business/professional\relationship management;

tainability and/environmental impact awareness, and incorporation of these consideratio
rineering practices;[41[71.[2]

so the

" competencies are generally non-technical in nature and can be acquired,\practiced and impr¢ved by
the indfividual professional. The competence may be essential in certain roles:

ssional
litional

nals to

rith colleagues, managers, clients, and peers in a business and professional engineering envirgnment.

ns into

hls, but

competences are not unique to systems engineering and software engineering profession

€ COITMIIMON O alt professionats and therefore snoutd be part of any certification SCheme witich

argets

professionals and therefore should be part of any certification scheme which targets professionals. For this
reason, not all generic competences are specified or listed in detail as requirements of ISO/IEC 24773-1.

See als

0 8.1.

The certification body may choose to treat generic competencies as "skills" rather than "competencies".
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7.7 Other professional competencies

ISO/IEC 24773-1 contains general requirements related to the inclusion of competencies in the certification
scheme. ISO/IEC 24773-3 and ISO/IEC 24773-4 contain specific technical competencies related to systems
and software engineering respectively.

Other professional competencies, similar to technical competencies, require the application of knowledge,
skill, experience, and judgement based on other professional disciplines outside of software and systems
engineering. Other professional competencies are related to the practice of engineering, not individual skills.

Certification bodies can define and incorporate into the certification scheme other professional competencies
beyondthase required hy ISO/IEC 24773-1

Other professional competencies can be included in the certification scheme to cover non-éngineering
competencies (in other disciplines) such as contracts, economics and finance, or marketing, if these
competencies are required for the activities of the targeted professionals in software or systéms engineering.

Other professional competencies can also be defined with an emphasis on the engoing practice and
application of certain skills, knowledge and judgement in making better decisions,and obtaining outcomes
which benefit the profession, stakeholders, the environment and society as a whole.

Exampl]es of other professional competencies include:

— competencies in other professional (non-engineering) disciplines such as contract law, economjics and
finpnce;

— regponsibility for planning, executing, managing one’s own GPD;learning and self-development;
— mdntoring, development of colleagues and other professionals;
— deyelopment and advancement of the profession.

The UK Standard for Professional Engineering Competence and Commitmentl8l contains a useful general
descrigtion of various “areas of professional competence”. These include technical competencies, professional
behavipur, responsibility and commitment.

The cdrtification body may choose to, treat other professional competencies as "skills" rathgr than
"compgtencies”.

7.8 Proficiency Levels

The ceqftification scheme shalldeclare and describe the proficiencylevel definitions.See ISO/IEC 2477341:2019,
5.5 and 6.5.3 for the relevantrequirement.

In addition to general~descriptions of proficiency levels, the certification scheme also describes, for each
specifi¢ competency,-the proficiency level(s) which apply to that competency, and also the specific njeaning
and asgessment criteria (at each proficiency level) for that competency.

For thg same.reason as explained in 7.3, proficiency levels should also be defined separately from titles and
roles wjithin organizations.

The certification scheme may use an externally defined competency model and may also use the proficiency
level definitions in an externally defined model.

NOTE One example of an externally defined competency model which contains proficiency level definitions is
SWECOM.[I In the SWECOM model, the proficiency levels are referred to as “competency levels” (named Technician,
Entry Level Practitioner, Practitioner, Technical Leader, and Senior Software Engineer). The general levels are
described in SWECOM and associated with typical roles and jobs. See also discussion about proficiency levels and
titles in 7.3.
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Proficiency levels can be defined and utilized in several ways by a certification body within a scheme:

a) astandard structure or rating for proficiency levels applies to all individual competencies (e.g. there is a
base definition for proficiency level “3” which is consistent across all individual competencies);

b) astandard for a summative proficiency level for the professional (i.e. at summative proficiency level “3”,
the professional is defined to have attained at least a minimum appropriate proficiency level in each of
the following individual competencies...).

Years of experience should be de-composed into meaningful activities, achievements, development of skills,
demonstration of appropriate judgement. This implies that the certification scheme should not directly

include “years of experience" in its competency definitions and proficiency level definitions.
particularly important for a certification scheme, which is meant to be valid across t]\e vast

This if

populafion of professionals in software engineering and systems engineering. The nominal y
experi¢nce reported by a given professional may be significant, but there is no method of ensuring
year oflexperience (for one given professional, with one given employer) is equivalent to ayéar of exp

for an

7.9

other professional.

Maintenance of competency definitions and proficiency levels

All elefhents of the certification scheme should be maintained, reviewed and, Kept up to date with iy
standafds (see also 5.11 for maintenance of the BOK).

When

assessient criteria, these should be reviewed, validated before jncorporation. Since an externally
competency definition may change, the certification body shoudd eonstantly monitor changes, and e
the impact of any changes.

Any u

dates or potential changes to the competency definition(s) and associated proficiency levels

be evaluated and all other elements of the certification.scheme should maintain consistency if an uy
to be itpplemented.

The cgrtification body is responsible for maintaining all elements of a certification schen
ISO/IEC 17024:2012, 8.5 for the relevant requirement.

The certification body should plan for reguilar reviews, maintenance and re-validation of all element
certifidation scheme, including the competency definitions and proficiency levels. The detailed comp
definitfons and associated proficiency level criteria defined and used in a certification scheme can

greatl

yl upon technical knowledge) a particular domain of practice, techniques and technology whi

supersgded or made obsolete.

As with the other elements of the certification scheme, the competency definitions and proficiency
should|be modular in.désign and maintainable. In addition, planning and preparation for maint
(corredtion or addition’ of content), reviews and updates of competency definitions and proficiency
should|take place Tegularly.

Maint

enanceshould include provision for feedback and corrections from experts and stakeholders.

The changes to competency definitions, proficiency levels should be reviewed and approved. Other el
of the certification scheme (BOK or KAs, job review, sKills detfinitions and assessment methnods) should be
re-validated against the updated competency definition prior to implementing a change to the certification
scheme as a whole.

bars of
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h certification body incorporates and references externally (defined competency definitions and
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The issues to consider with respect to competency definition updates and changes include:

— review, validation and approval of the updates to competency definitions;

— review of any required changes to BOK, KAs, or skills related to the changed competencies;

— validation of updated skills definitions with respect to competency definitions and assessment
techniques;
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— planning, scheduling and promotion of the introduction of the updated competency definitions
new release of the certification scheme;

with a

— planning, scheduling and promotion of the retirement of any older version of competency definition

(older version of certification scheme);

— planning and support for any overlap in use of the old and updated competency definition
certification scheme release).

8 Other general recommendations

s (new

8.1 Individual attributes

In gendral, individual personal attributes are those individual characteristics and behaviours which
specifigally addressed or required at the level of professional qualities or behaviour.

The popsession of such individual attributes enables the professional to work with others; and to parf
in a work environment. In some cases, the lack of such individual attributes)ecan prevent ad
perfor:lnance of work and professional activities.

Exampl]es of individual attributes include:
— hohesty, integrity or trustworthiness;
— inifiative;

— selff-control and self-awareness;

— pokitive attitude, enthusiasm;

— basic social skills and courtesy;

— basic communications;

— tedm or group interaction;

— regpect for others, cultural sensitivity;
— enjotional intelligence.

Individual personal attributesare-not directly addressed by the requirements in ISO/IEC 24773-1.

HowevEr, several “generic-competencies” are mentioned in ISO/IEC 24773-1:2019, 6.5.3, and some d

are not

icipate
equate

f these

can be described as individual attributes. Subclause 7.6 contains a discussion of the generic competencies or

individual attributes@vhich are required.

In constructing-the certification scheme, a certification body may (but is not required to) sped
define [individual attributes required of candidates. However, these should be considered and i
as reqiiirements in the certification scheme, if they play a valid role in the professional behavio
perforimance of a certificant in the domains of software engineering and systems engineering

ifically
icluded
ur and

If the

certifidation heme defines individual 2 butes—and-includes them g eguiremen hese ind
attributes should be expressed in a way that is observable and assessable.

NOTE Ethical and principled behaviour by an individual is not easily defined and is not included as a p

ividual

otential

individual attribute in the above list. The inclusion of a code of ethics in the certification scheme is mandatory (see
ISO/IEC 24773-1:2019, 6.6) and such a code can be simpler for the certification body to define than an individual

attribute relating to ethical and principled behaviour. The inclusion of such a code within the certification

scheme

implies an understanding of that code — and an agreement to comply with that code — on the part of the certificant.
However, such a code can cite principles, and is not necessarily written in the form of individual attributes to be

assessed. More guidance concerning the code of ethics is provided in 8.3.

© ISO/IEC 2024 - All rights reserved
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