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ISO (the International Organization for Standardization) and IEC (the International Electrotechn
Commission) form the specialized system for worldwide standardization. National bodies that are members of
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Scope

is International Standard defines a protocol for the physical layer (PHY) and the data link layer
nstruct a reliable and high-speed data transmission network between devices onlindustrial site|

Fious industrial devices to establish a simple, low-cost, energy-efficient, and, high-speed networ
em. In order to fulfil the service requirements of the factories and large plants, this network speg
sighed to enable devices to establish a network by themselves without help of any infrastru
iably exchange various kinds of data, including real-time audio and videe data, between them. In
h transmission rates, Quality of Service (QoS) for multimedia data <such as video - is also provid

e devices mentioned in this International Standard refer to equipment that is and can be used in
ntroller), and CNC (Computerized Numerical Controller).and manufacturing robots. However, be
nventional devices, devices mentioned in this International Standard include personal IT de

rkers may carry and use while working, including\ cellular phones, personal industrial digital
DA), and laptop PCs.

Normative references

e following documents, in whole or in part, are normatively referenced in this document
ispensable for its applicatiori:kor dated references, only the edition cited applies. For undated ré

D/IEC 9797-1, Informration technology — Security techniques — Message Authentication Codes
rt 1: Mechanisms-using a block cipher

D/IEC 18033<3;-Information technology — Security techniques — Encryption algorithms — Pa
hers

n order to
5 such as

ftories and plants. This network specification provides a standardized protocol tovprovide a frampework for

between
ification is
cture and
addition to
bd.

industrial

bs such as factories and automated assembly lines. Such devices include PLC (Programmable Logic

yond such
vices that
assistants

and are
pferences,

MACs) —

t 3: Block
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3 Terms and definitions, and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
311

Access control
control process to prevent unauthorized use of resources or bandwidth

3.1.2
Ad-hoc network
network that is spontaneously formed usually without system installation

NQTE  Such networks are mainly characterized by time and space limitations.

3.1.3
Agsociation
sefvice used to connect authorized devices in the network

3.14
Adthentication
dgvice verification process allowing devices within the network to connect to one another

3.15
Camellia
128-bits secure block algorithm defined in the ISO/IEC 18033-3 standard

3.1.6
Cgverage area
tefritory over which two devices can achieve acceptable quality and performance while exchanging data

3.1.7
Digsociation
sefvice used in an established network

3.1.8
Frame
fotmat of bits in a data exchange

3.1.9

K

prefix indicating-multiplication by 1024
3.1.10

Kds
unit'ef 1024 us

3.1.11
k
prefix indicating multiplication by 1000

3.1.12
Logical Channel
data link channel sitting distinctly above the physical layer

3.1.13

Master
station that manages the network by periodically transmitting a beacon frame

© ISO/IEC 2014 — All rights reserved 2


https://standardsiso.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

3.1.14

MAC Management Protocol data Unit

MMPDU

data unit exchanged between two media access control apparatuses in order to implement the media access
control management protocol

3.1.15

MAC Protocol data Unit

MPDU

data unit exchanged between two media access control apparatuses by means of utilizing the physical layer

SEPHEES

3.1.16
MAC Service data Unit
MEDU

data unit transmitted between media access control service access points
1.17

bbile Device

gvice that utilizes communication networks while in motion

o zw

3.1.18
Pqrtable Device
station that is normally portable but must be in a fixed location in.order to link to the communication network

3.1.19
SHED
128-bits secure block algorithm defined in the ISO/IEC ,18033-3 standard

3.1.20
Slave
station in the network other than the master,

3.1.21

Stption
dgvice that can operate according to. this International Standard

3.P List of Abbreviations

AES advanced encryption standard

ARQ automatic repeat request

ARQN automatic repeat request N

ASNGE abstractsymbotnotation=

BER bit error rate

CAP contention access period

CBC cipher block chaining

CBC-MAC cipher block chaining-message authentication code
CCA clear channel assessment
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CCM counter mode encryption and cipher block chaining message authentication code
CDMA code division multiple access

CODEC coder/decoder

CRC cyclic redundancy check

CTS clear to send

D gestimatiom address

DBPSK differential binary phase shift keying
DCE data communication equipment

DUL data link layer

DOQPSK differential offset quadrature phase shift keying
DOPSK differential quadrature phase shift keying
FQS frame check sequence

FHC forward error correction

FER frame error rate

HCS header check sequence

IE[TF internet engineering task force

IDU interface data unit

IP internet protocol

ISM industrial scientific medicine

IWN industrial wireless network

LAN loeal area network

LASR linear feedback shift register

LycC logical link control

LM link manager

LME layer management entity

LMP link manager protocol

LSB least significant bit

MAC medium access control

Master network coordinator

MC-CDMA multi-code CDMA
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MCDU MAC command data unit

MCPDU MAC command protocol data unit
MDF management-defined field

MIB management information base
MIC message integrity code

MIEVE MACTayer marnagenent entity
MiPDU MAC protocol data unit

M§EB most significant bit

MEC message sequence chart

M$DU MAC service data unit

MTU maximum transmission unit

NIp network 1D

PAN personal area network

PAR project authorization request

PDU protocol data unit

PHY physical layer

PIB PAN information base

PUME physical layer management entity
PN pseudo noise

PRDU PHY protocol data unit

PRM parts per million

PRNG pseudo random number generator
P$DU PHY service data unit

QAM quadrature amplitude modulation
QoS quality of service

QPSK guadrature phase shift keying
OQPSK offset quadrature phase shift keying
RF radio frequency

RFC request for comments

RSSI received signal strength indication
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RTS request to send

RTX response timeout expired
RX receive or receiver

SAP service access point

SDP service discovery protocol
Spuo SETVICE data urmt

SHC security

SHCID security identifier

SHON sequential numbering scheme
SHC security frame counter
SNE station management entity
SQ signal quality

SRC short retry count

SRES signed response

SS9 station service

STN station

TA transmitter address

TqM trellis coded modulation
TODD time division duplex

TODMA time division multiple access
T transmit or transmitter

TAE transmit enable

WAN wide area network

WLAN wireless local area network
WM wireless medium
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This section defines the general attributes of the industrial wireless network and describes the attributes of the

physical layer and data link layer. The physical layer is built upon a binary CDMA, and the data lin
composed of the media access control (MAC) layer.

4.1 Characteristics

k layer is

This International Standard is designed for the construction and management of an optimal network for

industrial use applications.

4.1.1 Ad-hoc network

THis International Standard is based upon an ad-hoc network that can be established even without|a network
infrastructure. A network is made up of two kinds of devices - a master and a slave, which are differentiated
according to their functions. All stations can function as a master or a slave and one of them is sel¢cted as a
master based on the device layout and its capabilities. An independent network-structure is feasiijle without

requiring infrastructure.

4.1.2 Quality of Service

THe number of devices participating in an industrial wireless network changes vastly over time :ﬂ}ue to the

channel conditions and industrial mobile device operation charaeteristics of a wireless environ
bandwidth allocated to each device and the transmission delay\time also have a significant effect,
difficult to support real-time multimedia traffic services that require a certain quality of service.

ent. The
making it

THis document requires one station in the network to be the master, which allocates and controls [resources

and thereby manages the connection quality of each néetwork traffic.

4.1.3 Binary CDMA technology

THis International Standard uses Binary-CDMA technology so that it has strong noise resistancg, inherent

advantage of CDMA, and has another good capability of changing bandwidth finely,

and thereby has the advantages of .noise resistance and finely tuned and flexible resource allocation

Fifst, Binary-CDMA possesses superior noise resistance that is characteristic of CDMA technology, pnd this is
an outstanding attribute in a wireless network environment which, unlike a wire-line network, has a high noise
fagtor. In addition, the nature of Binary CDMA makes it possible to adjust the bandwidth by changing the

number of codes used;thereby allowing flexible and finely-tuned resource allocation.

4.2 Components of network

ent is the

THe components of a network can be roughly depicted as shown in Figure 1. The primary compo
station. The first station trying to connect or establish a network becomes the master of the network|and helps

other stations to associate with it by periodically transmitting beacons. It also takes responsibilities such as
quality of service and power management. The network is made up of two or more stations operating on the

same wireless frequency channel in an industrial activity area.
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Beacon

..................... Data '-----...,...........
SIaD‘:

\ 44

Figure 1- Network

4.2.1 Station

THe station is the primary component of the network and, is classified as either master or slave depending on
its|role. The master assumes full management, and no~more than one can exist in a particular network. The
master controls slaves by broadcasting beacons. Slaves send or receive data as directed by the master. To
acguire time slots for data transfer, slaves make resource allocation requests to the master ¢luring the
contention period.

4.2.2 Resources
Stations in the network should acquire time slots from master to perform their aimed job — exchanging data.
After a station acquired rights totuse some time slots from master, it can transmit frames exclusively during
asiigned time slots. In this sense, this International Standard depicts time slots as resources, which can be

shared and/or competed ameng stations in the network. Time slots are supervised by the mastgr and are
digtributed according to reguests from slaves at the discretion of the master.

4.8 Functiofal overview

THe media access control layer provides the following services:

- Network synchronization

- Data transmission

- Power management

- Master handover

- Security

- Data transport with quality of service (QoS)

Data transmission and reception between stations are possible under different standards of quality of service.

© ISO/IEC 2014 — All rights reserved 8


https://standardsiso.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

4.3.1 Network synchronization

The network is established once the master transmits the beacon frame. The beacon frame co

ntains the

status information of the network, and all slaves in the network use this information to sync with the network.

The superframe is roughly composed of three parts as shown in Figure 2, and each period has
length. (The allocation period must be a multiple of the timeslot length.)

Beacon Contention Allocation period

period period ) ! .
Time slot 1 Time slot 2 Time slot n

a variable

Figure 2 - Superframe

a)|beacon period: the master transmits the beacon frame containing the network status informafion to the

slaves.

b)| contention period: the slaves and master send command frames such as associate/disasso
frames, resource request/grant frames, and connect request/grant frames in a random access fag

c)[allocation period: this is divided into multiple time slots, each allotted for-one“station. The station
the time slot can send synchronous/asynchronous data or command frames during that interval.

4.8.2 Datatransmission

Fgr data transmission, two types of connections — synchronous and asynchronous - are
Adynchronous connections, which have minimal overhead when establishing connections but do 1

Ciate/grant
hion.

receiving

supported.
ot have a

guaranteed bandwidth, are primarily used when transmitting general data that is relatively insgnsitive to

delays. Synchronous connections, which carry a large-overhead when establishing connections |
guaranteed bandwidth, are used to transmit data for real-time services such as audio and video.

THis International Standard manages communication quality in three characteristics — delay, data
E4ch device defines the communication quality-of data stream to send in these three parameters
th¢ defined quality parameters to master<to get channel time allocation. Master collects comr
reguest from slaves and allocate time slptsto streams in order that each stream can be transmitted
each one’s needed communication quality. Afterward a master monitors quality of communication of
check whether it meets initial QoS request. If the communication quality deteriorates below initi
guality, master changes time slot‘allocation to meet initial QoS request.

THis International Standard‘covers MAC-to-MAC QoS within 1-hop network that MAC layer can cont
4.83.2.1 QoS parameter

Data transfers 4n \this International Standard are differentiated as streams which are largely di
sypchronous Stream and asynchronous stream, depending on whether a stream has QoS character

ut have a

ate, BER.
hnd sends
nunication
satisfying
stream to
al request

ol.

vided into
stic or not.

Synchronols Jstream has 3 QoS parameter — Period, Data size to transmit per each period, BER, while

aslynchronous stream have only data size as a parameter.

Synehronous stream in this International Standard manages QoS with the following three parameter

1°Z

- Period: the period with which master allocates time slot. Each device is assigned at least a time
this period so that this value is equal to maximum delay.

- Data size to transmit per each period: the size of data that a slave will send during each period.
with period, this value decides data rate.

- BER: This value defines quality of communication in Bit Error Rate

slot within

Combined

Using above QoS parameters, devices can define their communication request with detail characteristics.
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4322 Maintenance of QoS

A master of a network manages communication resource (time slots) centrally. Master collects network
information (usage status of allocated time slots, channel quality of each channel) and communication request
by itself or from slaves and allocates time slots to slaves in order that each communication can meet its QoS
request. After allocating time slots, a master checks whether each communication meets its initial QoS
request. If communication does not meet its QoS requirements, a master makes communication to meet its
initial requirements by using the following actions.

4.3.2.2.1 Check and estimation of wireless channel environment

Melister continuously monitors BER and SNR value of current wireless channel environment. Wher| it detects
thg serious change of channel environment, a master takes an action to counterpart the change su¢h as data
rate change or frequency channel change

4.8.2.2.2 Dynamic link quality control

A |master continuously monitors actual communication status of data streadms in a network| When a
communication quality of a stream goes worse than its pre-determined levél a master changeg resource
allpcations in order that the communication quality should meet its pre-determined level. Tq increase
communication quality of a stream, a master decreases data rate of the Stream and allocates more|time slots
to[compensate reduced data rate through resource allocation and charige'mechanism.

4.3.2.2.3 Dynamic channel selection and change

When a master estimates that the network-wide communication quality of the current frequency chgnnel goes
wqrse than the acceptable level, it decides to change a frequency channel. Master notifies the neyw channel
where network will be re-established to slaves, slaves“leave current frequency channel and rejpin at the
ngtified new channel. This function provides not only the ability to maintain the certain network-wide
communication quality, but also interoperability toavoid collision with other kinds of wireless network.

4.83.3 Security

THis standard use 128-bits secure block algorithms such as ISO/IEC18033-3 encryption algor|thms and
regional regulated secure block algofithms. Security for the network is one of three modes as followg:

a)[Mode 0—open

Sgcurity membership is not fequired and payload protection (both data integrity and data encryptjon) is not
used by the MAC. The-master is allowed to use a list of slaves’ addresses to admit or deny entry to the
network.

b)|Mode 1— inclusive CCM secure membership and payload protection

Stptions establish secure membership with the master before they have access to the network’s fesources.
Data sent-in the network is allowed to use payload protection (data integrity and/or data encryptjon). Data
integrity is required for most of the frames that are sent in the network through the inclusive CCM security

5 e tthms—Nen-seeureframes—shall-be AR weeh a station
using security mode 0 and a station using security mode 1.

¢) Mode 2—exclusive CCM secure membership and payload protection

A device operating in security mode 2 shall not establish a secure relationship with devices operating in either
security mode 0 or security mode 1. Stations establish secure membership with the master before they have
access to the network’s resources. Data sent in the network is allowed to use payload protection (data
integrity and/or data encryption). When security mode 2 is enabled (the network adopts security mode 2), the
exclusive CCM security mode based on secure block algorithms shall be used to communicate among the
stations using security mode 2.
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When security is enabled, stations that wish to join the network are required to establish secure membership
with the master. The stations are also allowed to establish a secure relationship with other stations for secure
communications. A station has established a secure membership or a secure relationship when it gets a
management key for the security relationship. The process of establishing secure membership or a secure
relationship is outside of the scope of this standard. The master or station that generates and distributes the
key is called the key originator.

The payload protection protocol, as described in 8.5, uses a symmetric key that is generated by the key
originator and is securely distributed to stations that have established secure membership or a secure
relationship with the key originator, as described in 8.4.

4.3.4 Power management

Injorder to support mobile devices, efficient power management is critical. Each station is’ notified of the
présence and timing of the incoming data during the corresponding superframe by means of the beacon
frgme, and can reduce power consumption by disabling the physical layer when not transmitting data. During
a particular superframe, stations that are not transmitting data can be disabled @ntil the next spperframe
period starts. Stations receiving data are enabled only during beacon periods and intervals during Which they
regeive frames. Stations sending data or making requests are enabled duringtifitervals when there|is data to
trgnsmit.

4.8.5 Master handover

THe master can decide whether to appoint another slave as the master based on the information it possesses
about each slave’s capabilities. If a newly connected station<is ‘determined to be better for the master, the
master role may be handed over. Also, due to the nature of:an ad-hoc network, the master may ung¢xpectedly
cefse operating or depart from the established service area. In such an event, one of the remainjng slaves
which is most suitable for the master is selected to manage the network.

44 Summary of operations

THe superframe is divided into the beacen period, contention period, and allocation period, and tHe stations
operate in different modes depending.on the period.

4.4.1 Broadcasting duringthe*beacon period

Dyring the beacon periodithe master broadcasts a beacon frame to all slaves. The beacon framg includes
information about the Status and resource availability of the network, and the slaves receiving the beacon
frgme use this information to verify the correctness of the corresponding superframe as well as thg allocated
regources.

THe mastersplaces network status information into the beacon frame and sends it out to all slaves.

4.4.2 »Random access during the contention period
DLI;IIU t:lc bUIItCIItiUII ’JCI;Ud t=|c :»:avc G.Ild |||aotc| bUIIIIIIuII;batC via t:IC CS?V’:AIICA Db:ICIIIC. S: Ve SendS
command frames such as resource allocation requests to the master during this period, and the master sends
back an acknowledgement or response frame.

4.4.3 Exclusive access during the allocation period

During the allocation period, only the stations permitted by the master can communicate using the time slot
and code assigned to them in the beacon frame. The master evaluates the currently available resources and
decides whether or not to grant the slave’s service request and allocate the resources. Data services that use
asynchronous connections receive acknowledgements for the dispatched frames by default, and synchronous
connections receive acknowledgements selectively.
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4.5 Summary of states

A station has the following operational states.
- establishing the network

- associating with the network

- security membership and key establishment

- data transfer
- master handover

- disassociating from the network
- terminating the network

4.%.1 Establishing the network
THe master establishes the network by filling a beacon frame with synchronization information sych as the
length of the superframe, contention period, and allocation period, and sending it out. The beagon frame

in¢ludes the network ID as well as synchronization information, efhabling the stations to identify thie network
the¢y will connect with.

4%.2 Associating with the network

Stations attempting to associate with the network periodically scan each frequency channel to lisen for the
beacon frame from the master. If the received frame is the beacon frame for the desired nefwork, the
prpcess of associating with the relevant network’s master is started, and if this succeeds, the link to the
network is established.

When the station associates with the network, it sends its own capability information to the magter. This
capability information contains such information as the physical layer data transfer rate that can be $upported,
er management status, ability te’ function as the master, and size of memory, and based on this
rmation the master may decide_ to initiate the process of changing the master.

4.5.3 Security membershipand key establishment

Sgcurity mechanisms ‘provided by this standard allow security services to be implemented to dontrol the
admission of stations)into a security relationship between the master and a station or between twp ordinary
stations and protect the information and integrity of communications between stations in @ security
relationship. This standard also provides a symmetric cryptography mechanism to assist in providirjg security
seyvices. Additional security services need to be provided by the higher layers to ensure proper management
establishment of the symmetric keys used in this standard.

4.%.4~ Data transfer

A slave to send data first requests resources for the transmission from the master during the contention
period, and once it is allocated to the resources it uses them to send the data. Data transfer is possible
between any stations — not only between master and slave, but also between slaves themselves. The master
is involved only during the initial resource allocation process, thus enabling the stations to exchange data
freely afterwards.

455 Master handover

The nature of an ad-hoc network entails frequent changes of the master. The following cases are the two most
likely scenarios.
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- The current master is no longer able to service requests. (For example, it cannot meet the decided quality of
service.)

- The master abruptly vanishes from the network. (It loses power or moves out of the network.)
4.5.6 Disassociating from the network

Stations currently associated with the network can disassociate from the network either spontaneously or at
the will of the master.

In i TatioTT; 7 i i ster. If the
master wants to disassociate from the network, it first hands over the master role to the most,cappble slave
among the stations before disassociating.

If B certain slave is having trouble in receiving service due to network conditions, thé, master can forcibly
digassociate it by sending a disassociate command.

4.%.7 Terminating the network

Tdrminating of the network can be categorized in two ways: normal termination by station request and
abnormal termination due to unexpected events.

Ngrmal termination refers to the case where the master receives the request from a slave, decides Wwhether or
not to terminate, then broadcasts this decision to all slaves, therepy dissolving the network. The npaster can
algo initiate this request.

Ahnormal termination of the network refers to cases where.the network is dissolved due to situatior)s such as
a hetwork-wide power outage or exodus out of the industrial coverage area. However, such occurrences are
highly unlikely.
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5 Inter-layer interfaces
5.1 Summary

Both the MAC layer and the physical layer conceptually have management entities, called the MAC Layer
Management Entity (MLME) and the Physical Layer Management Entity (PLME) respectively. These entities
provide a service interface for layer management functions.

The physical layer provides an interface between the MAC sublayer and the wireless channel by means of the
PHY firmware and the PHY hardware. The physical layer includes a conceptual management entity called a
PUME. This entity provides a service interface by means of layer management functions. The PLME|maintains
a flatabase for managed objects in the physical layer, also called the PAN information base (PIB).”The Device
Management Entity (DME) is a layer independent from the other management entities and dts-funcfionality is
beyond the scope of this International Standard. Simply stated, however, it is responsible for the |inter-layer
interfaces providing device management functions. The physical layer provides services'through two Service
Adcess Points (SAP). Data services are provided through the PD-SAP and management sefvices are
provided through the PLME-SAP. In addition, the physical layer provides DME-PLME-SAP interface, which is
equivalent to the PLME-SAP interface except that it operates through DME ratherthan MLME.

Inorder for the MAC to operate correctly, each station must possess a-Device Management Entjty (DME).
DME exists in each layer and is layer-independent. The functions of\DME are beyond the scope of this
International Standard and vary depending on implementation, but jargeneral they carry out tasks such as
regceiving data from a layer or initializing another layer. GenerallyDME acts under the direction of a higher-
leyel management application. Figure 3 shows the relationships.between the various management gntities.

{Adaptation SAP }

Adaptation layer

» Device Management Entity (DME)
A

Media access v
control-sublayer MLME
(MAQ)
MLME-PLME SAP
o
<
PHY layer PLME o —>
>
o

Figure 3 - Protocol stack configuration

5.2 General format of management primitives

Each sublayer’s specific management information is organized into the relevant PAN information base (PIB).
Corresponding to the PIB of the PAN, the LAN/MAN contains the management Information Base (MIB) that
operates according to the Simple Network Management Protocol (SNMP). However, since management
within Network is restricted to an individual network (i.e. one network does not interfere in the management of
another) the PIB is used to define the specifications of each sublayer.
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MLME and PLME are assumed to have a PIB for each sublayer, and the management primitives of the PIB
are exchanged by means of management SAPs. The manager can “GET” or “SET” the value of the PIB
attribute via the primitives. The “SET” request primitive can also trigger certain actions within the relevant
layer.

A “GET” or “SET” primitive may be expressed in the form of a request accompanying a confirm primitive.
Such primitives have the prefix MLME or PLME depending on whether the point of exchange is the MAC SAP
or the PD SAP. DME utilizes the services provided by MLME through the MLME SAP.

In Table 1, “XX” stands for “MLME” or “PLME”, and the parameters of the primitives are defined in Table 2.

5-4

TH
pr

Th

Table 1 - General management primitive overview

Name Request Confirm
XX-GET Referto 5.2.1 Referto 5.2.2
XX-SET Refer to 5.2.3 Referto 5.2.4

Table 2 - MLME/PLME general management primitive’parameters

Name

Type

Valid range

Description

PIBattribute

octet string

Any PIB attribute

PIB attribute name

PIBValue

variable

PIB value

ResultCode

enumeration

SUCCESS,
INVALID_PIB: ATTRIBUTE,

READ_ONLY_PIB_ATTRIBUTE,
WRITE: ONLY_PIB_ATTRIBUTE

Result of MLME or
PLME request

P.1 MLME-GET.request and PLME*GET.request

ese primitives request information about the relevant MAC PIB or PHY PIB. The semantics

mitives are as follows.

-GET.request (

PiBattribute

)

e primitive parameters are defined in Table 2.

5.1

P.’1  Time of creation

of these

DME and MLME (in the case of a PLME-GET.request) create these primitives to retrieve information from the
MAC or PHY PIB.

5.21.2 Effect

The relevant management entity fetches the requested PIB attribute from the database and returns the value
as the result of XX-GET.confirm.
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5.2.2 MLME-GET.confirm and PLME-GET.confirm

These primitives return the result of an information request to the relevant MAC PIB or PHY PIB. The
semantics of these primitives are as follows.

XX-GET.confirm (
Status,

PIBattribute,

PIBattributevalue

)

THe primitive parameters are defined in Table 2.
5221 Time of creation

DME or MLME (in the case of a PLME-GET.confirm) create these primitives in response tp an XX-
GET.request.

5222  Effect
If {he status is SUCCESS, these primitives return the value of the relevant PIB attribute, otherwise they return
the error code in the status field. Valid error status_walues include INVALID_PIB_ATTRIBUTE and
WRITE_ONLY_PIB_ATTRIBUTE.

5.2.3 MLME-SET.request and PLME-SET.request

THese primitives attempt to set the value of the relevant MAC PIB or PHY PIB attribute to thg specified
parameter. The semantics of these primitives.is as follows.

XX-SET.request (

PIBattribute,
PIBattribytevalue

)

THe primitive parameters are defined in Table 2.
5.2.3.1 Time of creation

THeselprimitives are created when DME or MLME (in the case of PLME-SET.request) tries to set the relevant
MAC/PHY PIB attribute.

5.2.3.2 Effect

The relevant management entity tries to alter the value of the PIB attribute in the database. |If the PIB is a
reference to certain actions, this is interpreted as a request to execute the action. The management entity that
receives this command responds by returning the result through a call to XX-SET.confirm.

5.2.4 MLME-SET.confirm and PLME-SET.confirm

These primitives return the result of the attempt to set the MAC PIB or PHY PIB attribute. The semantics of
this primitive are as follows.
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XX-SET.confirm (
Status,
PiBattribute

)

The primitive parameters are defined in Table 2.

52471 Firme of creation

DME or MLME (in the case of PLME-SET.confirm) create these primitives in order to respond to the XX-
SHET.request.

5242 Effect

If the Status is SUCCESS, this means that the PIB attribute was set to the requested value. Othgrwise, the
Stptus field shows the error description. If the specified PIB attribute refers.to‘a certain action, the primitive
represents the success or failure of the execution of that action. Possible error status valugs include
INMALID_PIB_ATTRIBUTE and READ_ONLY_PIB_ATTRIBUTE.

5.8 MLME SAP

Infthis subclause, the services that MLME provides to DME are defined. These definitions are concéptual and
dd not specify a certain implementation or external interface.

THe MLME SAP primitive generally follows c¢the format of an ACTION.confirm in responge to an
ACTION.request. The ACTION.indication is used'to inform DME of events from other stations, and {he station
selectively sends an ACTION.response to the’ indication. DME uses the services provided by MLME through
MILME SAP, and those primitives are outlihed in Table 3.

Table 3 - MLME primitive summary

Name Request Indication Response Confirm
MLME-RESET 5311

MLME-SCAN 5321 5.3.2.2
MLME-START 5331 5.3.3.2
MLME:SYNCH 5341 5.3.4.2
MEME-ATP-EXPIRED 5343

MLME-ASSOCIATE 5351 5.35.2 5.3.5.3 5354
MLME-DISASSOCIATE 5.3.6.1 5.3.6.2 5.3.6.3
MLME-MASER-HANDOVER 5.3.10.1 5.3.10.2 5.3.10.3 5.3.10.4
MLME-MASTER-INFO 5.3.11.1 5.3.11.2 5.3.11.3 5.3.11.4
MLME-PROBE 5.3.12.1 5.3.12.2 5.3.12.3 5.3.124
MLME-CREATE-STREAM 5.3.13.10 5.3.13.2
MLME-MODIFY-STREAM 5.3.13.3 5.3.134
MLME-TERMINATE-STREAM 5.3.135 5.3.13.6 5.3.13.7
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MLME-CHANNEL-STATUS 53.14.1 5.3.14.2 5.3.14.3 5.3.144

MLME-REMOTE-SCAN 5.3.15.1 5.3.15.2 5.3.15.3 5.3.154

MLME-NETWORK-PARM- 5.3.16.1 5.3.16.2

CHANGE

MLME-TX-POWER-CHANGE 53.17.1 5.3.17.2 5.3.17.3

MLME-SLEEP 5.3.18.1 5.3.18.2 5.3.18.3 5.3.184
5.8.1 Reset

THis mechanism describes the process of resetting the MAC. The parameters of this primitive-are |defined in
Tgble 4.
Table 4 - MLME-RESET primitive parameters
Name Type Valid range Description
SetDefaultPIB | boolean TRUE, FALSE | If TRUE, all PIB attributes are reset to their default
values. If FALSE,.the MAC is reset but all PIB
values remain what they were prior to the executipn

of the MLME-RESET.request primitive

ResetTimeout | duration 0 ~ 65535 The timeyinwhich the reset process must be
completed, in msec

538.11 MLME-RESET.request

THis primitive requests a reset of the MAC entity,"\FThe semantics are as follows.
MILME-RESET.request (

SetDefaultBIB,

ResetTimeout

)

THe primitive parameters are defined in Table 4.

5.8.1.1.1 Time/of creation

DME sends.this message to MLME to restore the MAC to its initial state.

5.8.£.1.2 Effect

When the primitive is received, if the station is associated with the current network, MLME sends a
disassociate request command to the master (see 6.5.1.3). In all cases, the slave MLME sets the MAC to its

initial state, and resets all variables but is still consistent with the SetDefaultPIB (see Table 4).

When the master MLME receives this primitive, it behaves the same way as a slave MLME, except for cases
when it has been disassociated from the network after transferring the master role or is performing a

shutdown of network.

If the ResetTimeout occurs while MLME is still executing network disassociations, master handover, or

network shutdown, MLME resets the MAC and cancels the interrupted process.
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This mechanism determines the existence of the network in the communication channel. The parameters of
this primitive are defined in Table 5.

PiconetDescriptionSet is the set of PiconetDescriptions, and a PiconetDescription is composed of the

elements in Table 6.

Table 5 - MLME-SCAN primitive parameters

Name Type Valid range Description
OpenScan boolean TRUE, FALSE | Whether or not the scan is open (an open scan
refers to search for any beacon frame)
NID integer 0-65535 ID of the specific network to scan
ChannelList Array of 0 — maximum List of channels to search during & scan
integers channels

supported by

the physical

layer
Channel time 0-65535 The time it takes‘forthe station to scan one channel
scanDuration
NumberOfNet | integer 0-255 Number of discovered networks (number of
works PiconetBescriptions in the PiconetDescriptionSet
PiconetDescri | Network As defined in Theenset of all attributes of the discovered networks,
ptionSet Description set | Table 6 returned as the result of a scan request
NumberOfCha | integer 0 - maximum Number of channels to scan
nnels channels

supported-by

the physical

layer
ChannelRating | Array of Q=~maximum List of channels sorted by quality (best to worst)
List integers channels

supported by

the physical

layer
ResultCode enhumeration SUCCESS, Result of MLME request

INVALID_PAR

AMETERS

Table 6 - PiconetDescription elements
Name Type Valid range Description
MasterSTNAd | MACaddress afl MACaddress of the master of the discovered
dress MACaddress network
NID As defined in As defined in NID of the discovered network
Table 5 Table 5

ScannedFram | enumeration BEACON, Type of the discovered frame
eType NON-

BEACON
Channelindex | integer 0-255 Index of frequency channel on which the network

was discovered

SuperframeDu | time 0-65536 Length (msec) of the superframe of the discovered
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ration network

CPENdTime integer 0-65525 The end time of the contention period of the
discovered network

5321 MLME-SCAN.request

Th

MEME-SCAN I"DqIIDQf (

Th

5.

W
thi

TH
sq

M

3.2.1.2 Effect

3.2.2 MLME-SCAN.confirm

is primitive requests a scan of the MAC entity. The semantics are as follows.

OpenScan,

NID,

ChannelList

Channel scanDuration

)
e primitive parameters are defined in Table 5.
B.2.1.1 Time of creation

nen a manual SCAN is initiated for a search of a specified“NID or an arbitrary NID of a network, D,
5 message to MLME.

nen MLME receives this primitive from DME, it executes a manual SCAN of the channels in th
t. When this SCAN is completed, MLME ‘tesponds to DME with the result of the SCAN throug
L ME-SCAN.confirm.

is primitive and its parameters are collected during the SCAN and sent back upon the comple
LAN. The semantics are.asfollows.

| ME-SCAN.confinm (
NumberOfNetworks,
PiconetDescriptionSet,

NumberOfChannels,

ME sends

b Channel
h a call to

ion of the

ChannelRatingList,

ResultCode

)

The primitive parameters are defined in Table 5.
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This message is sent to DME when MLME completes the requested SCAN or when the parameters of MLME-

request are incorrect.

5.3.2.2.2 Effect

DME sends a notification of the result of the SCAN process.

5.3.3 Startup of network

THis mechanism supports the process of creating a new network. The parameters used in this_pfi

outlined in Table 7.

Table 7 - MLME-START primitive parameters

mitive are

Name Type Valid range Description
NID As defined in As defined in new network NID
Table 5 Table 5
Channellindex As defined in As defined in Index of frequeney channel on which to creatg
Table 6 Table 6 network
SuperframeDuration | As defined in As defined in As defined in Table 6
Table 6 Table 6
PiconetMaxTxPower | As defined in As defined in As. defined in 6.4.7
6.4.7 6.4.7
ResultCode enumeration SUCCESS, Result of MLME request
ALREADY.STA
RTED,
NETWORK_DE
TECTED,
INVALID_PARA
METER,
CHANNEL_INT
ERFE-RENCE
5.8.3.1 MLME-STARTxequest

THis primitive requests'the creation of a new network to the MAC entity. The semantics are as follow

MILME-START.request

(

NID,

Channelindex,

SuperframeDuration,

PiconetMaxTXPower

)

The primitive parameters are defined in Table 7.

5.3.3.1.1 Time of creation

This is created when DME requests that a station become the master and startup a new network.
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5.3.3.1.2 Effect

MLME begins the creation process described in 7.1, and invokes MLME-START.confirm to report the result.

5.3.3.2

MLME-START.confirm

This primitive reports the result of the network creation.

MLME-START.confirm

(

TH

Th

5.

DN

station is now the master. If all channels have already been takén)by another Network, the ResultQ

to
ne
th¢
se

M

5.

TH
ha

.3.3.2.1 Time of creation

ResuttCode

)

e primitive parameters are defined in Table 7.

is is created as a result of an MLME-START.request from DLME.
B.3.2.2 Effect

NE reports the result of the creation process of network. A ResultCode of SUCCESS indicate
NETWORK_DETECTED. If network is already started, ReSultCode is set to ALREADY_ST
twork cannot be started because the noise on the frequency channel indicated for the startup is t
e ResultCode is set to CHANNEL_INTERFERENCE. [f there is an error in a parameter, the Res
[ to INVALID_PARAMETERS.

L ME begins the creation process described in.7:1; then calls MLME-START.confirm to report the r

B.4  Synchronization

is mechanism is a preparatory step-for-a station to network. This primitive also notifies DME whe
s gone out-of-sync. The primitive parameters are defined in Table 8.

Table 8 - MLME-SYNCH primitive parameters

s that the
ode is set
ARTED. If
DO severe,
ultCode is

psult.

N a station

Name Type Valid range Description
NID As defined in As defined in ID of network to sync
Table 5 Table 5
Channéfindex As defined in As defined in The frequency channel on which to search
Table 6 Table 6 network
Channel scan- As defined in As defined in Time to scan network
Duration Table 5 Table 5
ResultCode enumeration SUCCESS, Result of MLME-SYNCH.request
TIMEOUT,
INVALID_PARA
METER
5341 MLME-SYNCH.request

This primitive initiates the process of synchronizing with a network. The semantics are as follows.

MLME-SYNCH.request

(
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NID,
Channellndex,

ChannelScanDuration

)

The primitive parameters are defined in Table 8.

5.

DN

TH
ar

M

Th

M

DN

5.

Th

M

A I T—Time of treation

NE creates this when initiating the process of synchronizing with a specific beacon.

3.4.1.2 Effect

nen MLME receives this primitive from DME, MLME scans until it finds the beacon correspond

NCH.confirm is sent to DME with the ResultCode set to SUCCESS. If the 'ehannel scan duratior
pxceeded the ResultCode is set to TIMEOUT.

.3.4.2 MLME-SYNCH.confirm

is primitive notifies DME of the success or failure of the requested network synchronization. The
b as follows.
| ME-SYNCH.confirm  (

ResultCode

)

e primitive parameters are defined in Table 8.

3.4.2.1 Time of creation

| ME creates this when the requested network synchronization task is completed.

3.4.2.2 Effect

NE is notified of theresult of the synchronization task.
B.4.3 MLME-ATP-EXPIRED.indication
is primitive indicates that the station is no longer able to hear the beacon. The semantics are as fa

| ME-ATP-EXPIRED.indication ()

ing to the

ecific channel or the channel scan duration time is exceeded. If the desired'béacon is found, an MLME-

time limit

semantics

llows.

5.3.4.3.1 Time of creation

An MLME other than the master creates this when it has been unable to receive a beacon for longer than the
Association Timeout Period (ATP).

5.3.4.3.2 Effect

DME receives notice that the ATP has timed out.
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The following primitives support the association of stations to network. The primitive parameters are defined in

Table 9.
Table 9 - MLME-ASSOCIATE.primitive parameters
Name Type Valid range Description
OriglD integer Valid addresses as | The address to associate or the address assigned by
defined-in6-2-1-3 the-master
$TNAddress MACaddress Valid MACaddress | The MACaddress of the station sending\the

associate request

CapabilityField

As defined in 6.4.5

As defined in 6.4.5

The capability of the station sending’the ass
request to the master

ociate

Association- duration As defined in Maximum association time as defined in 6.5(1.1

TimeoutPeriod 6.5.1.1

Vax-Associations | integer 0-255 Maximum number ofistations that the mastef can
manage

NaxRRBs integer 0-255 The maximum number of resource request blocks

that the. master can manage

TxPowerLevel

As defined in 6.4.7

As defined in 6.4.7

As defined in 6.4.7

$TNID integer Valid address as If.the association is successful, the assigned address
defined in 6.2.1.3 of the station, otherwise the assigned assocjation
address
Association-Status | enumeration DISASSOCIATED, | Indication of whether the station is newly asgociating
ASSOCIATED or disassociating
AssocTimeout time 0-65535 The time in which MLME must receive a reply to the
associate request
ReasonCode integer As defined in The explanation for the reply to the associate request
6.5.1.2
ResultCode enumeration SUCCESS, Indication of whether or not the request was|granted
DENIED, or denied, or whether the timeout was excegded
NEIGHBOR_UNS
UPPORTED,
TIMEOUT
5.8.5.1 MLME-ASSOCIATE.request
THis primitive initiates the association process with a network. The semantics are as follows.
MINMIE-ASSOCIATE.request (
PiconetType,
CapabilityField,
AssociationTimeoutPerid,
MAXRRBS,
TxPowerLevel,
Networkservicelnquiry,
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AssocTimeout

)
The primitive parameters are defined in Table 9.
5.3.5.1.1 Time of creation

This is created when DME attempts to associate with network.

5.8 51 2—FEffect

When DME receives this primitive through the MLME-SAP, it creates an associate request-comm
and sends it to the master MLME.

5.85.2 MLME-ASSOCIATE.indication

THis primitive reports that an associate request frame has been received.
MILME-ASSOCIATE.indication (

OrigID,

STNAddress,
CapabilityField,
AssociationTimeoutPeriod,
MaxAssociations

)

THe primitive parameters are defined.in‘Table 9.

5.8.5.2.1 Time of creation

THis is created to notify DME that the master MLME has received an associate request frame from
unassociated station.

5.8.5.2.2 Effect
When DME receives this primitive, if the OrigID is the UnassocIlD, DME determines whether to
aspociate request of the station, and sends back the result via MLME-ASSOCIATE.response throu

SAP.

WhéemDME receives this primitive, if OriglD is the STNID that has just been assigned to the statio

and frame

b currently

grant the
jh MLME-

n desiring

association, the master 1S being notified that the station has successfully received the assigned S
does not reply with MLME-ASSOCIATE.response.

5.35.3 MLME-ASSOCIATE.response

NID, and

This primitive is created as a response to an MLME-ASSOCIATE.indication. The semantics are as follows.

MLME-ASSOCIATE.response (
OriglD,

STNAddress,
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AssociationTimeoutPeriod,

ReasonCode

)

The primitive parameters are defined in Table 9.

5.3.5.3.1 Time of creation

T

5.

w
se)

TH
ca

M

Th

M

TH
w4
un

5.

STSTreated wherm the Taster MEME Teceives am MEME-AS SOCTAT E.mdicatior.

8.5.3.2 Effect

hds it back.

.3.5.4 MLME-ASSOCIATE.confirm

is primitive informs DME that initiated the association whether the associate request was sU
fried out. The semantics are as follows.

| ME-ASSOCIATE.confirm (
STNID,
AssociationTimeoutPeriod,
ReasonCode,
ResultCode

)

e primitive parameters are defined\in Table 9.

.3.5.4.1 Time of creation

| ME sends this to DME when the association is completed or the timeout is exceeded.

.3.5.4.2 Effect

e DME that-initiated the association receives this primitive and determines whether the associal
|s successfully carried out. If successful, it receives a unique STNID, otherwise it remal
associated state with no unique STNID.

.55 MLME-STN-ASSOCIATION-INFO.indication

hen the master MLME receives this primitive from DME, it creates an association”response frame and

ccessfully

le request
ns in an

This primitive informs all associated stations in network of the station association information in the beacon.
The semantics are as follows.

MLME-STN-ASSOCIATION-INFO.indication (

STNAddress,
STNID,

AssociationStatus
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)

The primitive parameters are defined in Table 9.
5.3.5.5.1 Time of creation
MLME sends this to DME when it receives the beacon containing the association information of other stations.

5.3.5.5.2 Effect

N network
ough this primitive.

5.8.6 Disassociation

THe following primitives are used when a station is disassociated from network or when‘the master |s trying to
digassociate a station. The primitive parameters are defined in Table 10.

Table 10 - MLME-DISASSOCIATE primitive parameéters

Name Type Valid range Description
TrgtiD integer Valid addresses Address ofdestination station of MLME reqqiest
as defined in
6.2.1.3
OrigID integer Valid addresses Address of station initiating the MLME requeést
as defined in
6.2.1.3
DisassocTimeout | time 0-65535 Time in which the task must be completed gnce
the MLME disassociate request is made
ReasonCode integer As(defined in Reason for disassociate request
6.5.1.2
ResultCode enumeration SUCCESS, Result of MLME request
ACK_TIMEOUT

5.8.6.1 MLME-DISASSOCIATE.request

THis primitive initiates\the disassociate request. The semantics are as follows.
MILME-DISASSOCYATE.request  (

TrgtID,

ReasonCode,

DisassocTimeout

)

The primitive parameters are defined in Table 10
5.3.6.1.1 Time of creation

DME sends this to MLME when attempting to start the disassociation process.
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5.3.6.1.2 Effect

When the slave MLME receives this primitive, the slave MLME sends a disassociate request command to the
master DME.

When the master MLME receives this primitive, it sends a disassociate request command to the DME of the
station to disassociate.

5.3.6.2 MLME-DISASSOCIATE.indication

Thisprimitive reports that adisassociate Tequest frametas beenrreceived—T e semantics areas fotjows.
MIEME-DISASSOCIATE.indication (

OriglD,

ReasonCode

)

THe primitive parameters are defined in Table 10.

5.8.6.2.1 Time of creation

MIME sends this to DME when the master or a station receives{a disassociate request frame.
5.8.6.2.2 Effect

THe target DME is notified of the reason for the disassociate request.

5.8.6.3 MLME-DISASSOCIATE.confirm

THis primitive reports the result of the disassociate request. The master MLME receives notification of the
station to disassociate by means of this\primitive. The semantics are as follows.

MIME-DISASSOCIATE.request (

TrgtlD,
ResultCode,
)

THe primitive parameters are defined in Table 10.

5.3.68.1 Time of creation

After the disassociate request command iIs sent, once the acknowledgement frame is received or the
acknowledgement timeout is exceeded, MLME sends this to DME. If the MLME initiating the disassociate
process receives the acknowledgement frame, it considers the disassociate process to have been
successfully carried out, and if the acknowledgement time limit has been exceeded, it considers the process
to have failed.

5.3.6.3.2 Effect

The result of the disassociation is reported through this primitive which initiated the disassociation.
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5.3.7 Key request

The following primitives are used when a station is requesting and receiving a key from the key originator. The
parameters used for these primitives are defined in Table 11.

Table 11 - MLME-REQUEST-KEY primitive parameters

Name Type Valid range Description
TrgtlD integer Any valid STNID Specifies the STNID of the target|\of the
as defined in MLME request.
6.2.1.3
OriglD integer Any valid STNID Specifies the STNID of 7/the station| that
as defined in initiated the MLME request.
6.2.1.3
SECID 2 octets As defined in As defined in 6.2:2.2
6.2.2.2
Key octet String Any valid key as The key to_be’used as the current pa load
defined by the protection“key for this security relatiorfship.
symmetric key The, MAC/MLME encrypts the key beforeg it is
securit_y placed in the Encrypted Key field| and
operations, decrypts the field before passing| the
received key to the DME.
KeyRequestTime- | duration 0-65535 The time in milliseconds in which| the
out operation initiated by the MLME request
needs to be completed before responding
with a ResultCode of TIMEOUT.
ResultCode enumeration SWCCESS, Indicates the result of the MLME request.
FAILURE,
TIMEOUT
53.71 MLME-REQUESF-KEY.request
THis primitive requests-the' transmission of a key from the key originator by a station. The semantics are as
follows.
MILME-REQUEST-KEY .request (
TrgtlD,
KeyRequestTimeout

)

The primitive parameters are defined in Table 11.

5.3.7.1.1 Time of creation

DME generates this for a station to obtain the designated key from the key originator.

5.3.7.1.2 Effect

The MLME creates a Request Key command, as described in 6.5.4.1, and sends it to the indicated station.
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5.3.7.2 MLME-REQUEST-KEY.indication

This primitive reports the request of a key from a station. The semantics are as follows.

MLME-REQUEST-KEY.indication (

THe primitive parameters are defined in Table 11.

THe MLME generates this after receiving a Request Key command, as desefibed in 6.5.4.2. If th
code is valid, then the ResultCode is set to SUCCESS. Otherwise, the ResultCode is FAILURE.

H

583.7.3 MLME-REQUEST-KEY.response
THis primitive responds to a key request from a station with the requested key by a station. The sem
ags|follows.
MILME-REQUEST-KEY.response (
origiD,
SECID,
Key

Th

5.

TH
to

B.7.2.1 Time of creation

B.7.2.2 Effect

OrigID,

TrgtID,

ResuttCode

)

)

e primitive parameters are defined in Table 11.
B.7.3.1 <Time of creation

e DME generates this after receiving an MLME-REQUEST-KEY .indication primitive with ResultG

e integrity

e DME issues an MLME-REQUEST-KEY.response to thesMLME if it receives the MLME-REQUEST-
KRY.indication with the ResultCode set to SUCCESS.

antics are

ode equal
r a secure

SUCCESS where the OriglD corresponds to a station that has established secure membership 0

rel

ationship with the key originator.

5.3.7.3.2 Effect

The MLME generates a Request Key Response command, as described in 6.5.4.2, and sends it to the

Sp

ecified station. The MLME encrypts the key before transmission.

5.3.74 MLME-REQUEST-KEY.confirm

This primitive reports the results of a key request and, if the response was received, the requested key to the
DME. The semantics are as follows.
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MLME-REQUEST-KEY .confirm (

THe primitive parameters are defined in Table 11.

5.

TrgtID,
SECID,
Key,
ResultCode

)

B.7.4.1 Time of creation

THe MLME generates this after receiving a Request Key Response command; as described in 6.3.4.2, from
th¢ key originator of this relationship or due to a timeout. If there is no responsé.Afrom the key originator within

IS

5.

KgyRequestTimeout, the ResultCode is set to TIMEOUT. If the integrity code)is not valid, then the ResultCode

et to FAILURE. Otherwise, the ResultCode is SUCCESS and the MLME)decrypts the key.

B.7.4.2 Effect

THe DME is informed of the results of a previously issued<key request and, if successful, obtains the

re

.3.8 Key distribution

uested key. The MLME generates MLME-MEMBERSHIP-UPDATE.request.

THe following primitives are used when a stationds acting as key originator sending a key to another station.

Th

e parameters used for these primitives are.defined in Table 12.

Table 12 - MUME-DISTRIBUTE-KEY primitive parameters

Name Type Valid range Description
TrgtiD integer Any valid STNID Specifies the STNID of the target of the
as defined in MLME request.
6.2.1.3
OrigID integer Any valid STNID Specifies the STNID of the station| that
as defined in | initiated the MLME request.
6.2.1.3
SECID 2 octets As defined in As defined in 6.2.2.2
6.2.2.2
ey oetetsiring Ary-validkey-as The key to be used as the current payload
defined by the protection key for this security relationship.
symmetric key The MAC/MLME encrypts the key before it is
securit_y placed in the Encrypted Key field and
operations, decrypts the field before passing the
received key to the DME.
DistributeKeyTime | duration 0-65535 The time in milliseconds in which the
-out operation initiated by the MLME request
needs to be completed before responding
with a ResultCode of TIMEOUT.
ResultCode enumeration SUCCESS, Indicates the result of the MLME request.
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FAILURE,
TIMEOUT

MLME-DISTRIBUTE-KEY.request

This primitive distribute a key to another station by a station. The semantics are as follows.

MLME-DISTRIBUTE-KEY.request (

TH

5.

TH
re

5.

TH

TrgtlD,

Key,

)

B.8.1.1 Time of creation

ationship with the key originator.

8.8.1.2 Effect

SECID,

DistributeKeyTimeout

e primitive parameters are defined in Table 12.

station. The MLME encrypts the key before transmission.

5.

Th

M

| ME-DISTRIBUTE-KEY .indication
OrigID,
SECID,

Key,

B.8.2 MLME-DISTRIBUTE-KEY.indication

is primitive reports the reception of a key from a key originator. The semantics are as follows.

(

ResultCode

e DME generates this to distribute a key to a station thatthas established secure membership of a secure

e MLME creates a Distribute Key Request command, as described in 6.5.4.3, and sends it to thg indicated

)

The primitive parameters are defined in Table 12.

5.3.8.2.1 Time of creation

The MLME generates this after receiving a Distribute Key Request command, as described in 6.5.4.3. If the
integrity code is not valid, then the ResultCode is set to FAILURE. Otherwise, the ResultCode is SUCCESS

an

d the MLME decrypts the key.
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5.3.8.2.2 Effect

If the ResultCode is SUCCESS, the DME will save the designated key and generate an MLME-DISTRIBUTE-
KEY.response to acknowledge successful receipt of the key.

5.3.8.3 MLME-DISTRIBUTE-KEY.response

This primitive responds to a key distribution from a key originator with an acknowledgement of successful
receipt of the key by a station. The semantics are as follows.

MIFME-BASTRIBUTEKEY-response t
OrigID,
SECID
)

THe primitive parameters are defined in Table 12.

5.8.8.3.1 Time of creation

THe DME generates this after receiving an MLME-DISTRIBUTE-KEY .indication primitive from a peef station. It

is hot generated by the DME as a result of the receipt of an MLME3DISTRIBUTE-KEY .indication primitive from
the¢ master.

5.8.8.3.2 Effect

THe MLME generates a Distribute Key Response.command, as described in 6.5.4.4, and sends it to the
specified station.

5.8.8.4 MLME-DISTRIBUTE-KEY.confirm
THis primitive reports the results of a distribute key process with a station. The semantics are as follqws.
MILME-DISTRIBUTE-KEY .confirmx, (

TrgtlD,
SECID,
ResultCode

)

THe primitive parameters are defined in Table 12.

5.3.8.4.1 Time of creation
The MLME generates this after receiving a Distribute Key Response command, as described in 6.5.4.4, from
another station. If there is no response from the station within DistributeKeyTimeout, the ResultCode is set to

TIMEOUT. If the integrity code is not valid, then the ResultCode is set to FAILURE. Otherwise, the
ResultCode is SUCCESS.

5.3.8.4.2 Effect

The DME is informed of the results of a previously issued key distribution.
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These primitives initialize, update or delete the security information of a membership or key change process or
a security event. Primitives are also provided to transfer security messages. These primitives can be used in

an authentication process.

The parameters used for the MLME-MEMBERSHIP-UPDATE are defined in Table 13 and MLME-SECURITY-

ERROR primitives are defined in Table 14, MLME-SECURITY-MESSAGE primitive are defined in Table 15.

Table 13 - MLME-MEMBERSHIP-UPDATE primitive parameters

Name Type Valid range Description

SeclD 2 octets As defined in As defined in 6.2.2.2
6.2.2.2

KeyType enumeration MANAGEMENT, Specifies the type of key\that is being
DATA, GROUP | updated.

TrgtiD integer Any valid STNID The STNID of thedarget station for this
as defined in relationship.
6.2.1.3 except for
the BestlID, the
McstID or the
UnassocID

MembershipStatus | enumeration MEMBER, Indicates the membership status of the
NON-MEMBER TrgtID for the provided SECID.

KeyOriginator boolean TRUE, FALSE This station is the key originator for this

relationship.

KeyDelete boolean TRUE, FALSE This key is deleted or installed.

Key octet string Any valid key as | The key used for protecting frames between
defined by the this station and the TrgtID station.
symmetric key
security
operations,

Table 14 - MLME-SECURITY-ERROR primitive parameters

Name Type Valid range Description

ReceivedMACHea octet String Any valid MAC The MAC header of the received frame that

der header, Figure 5. induced a failed security check or for which

the station is unable to find the designatqad
key.

ReceivedFramePa | octet string Any valid Frame The received Frame Payload that induces a

yload Payload, Figure 7 | failed security check or for which the station

is unable to find the designated key.

ReasonCode enumeration INVALID-MODE, | The reason for the security error.
UNAVAILABLE-

KEY, FAILED-
SECURITY-

CHECK, BAD-
TIME-TOKEN,
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REPLAYED-
FRAME

Table 15 - MLME-SECURITY-MESSAGE primitive parameters

Name Type Valid range Description

TrgtlD integer Any valid STNID Specifies the STNID of the target|of the
as defined in MLME request.
6.2.1.3

OriglD integer Any valid STNID Specifies the STNID of the Originator of the

as defined in MLME request.
6.2.1.3

VendorOUl As defined in As defined in 6.5.6 | As defined in 6.5.6

6.5.6

Securitylnformatio | octet string Any valid octet Security infosmation that will be passed from

n string one DME to another peer DME in the
network!

SecMsgTimeout integer 0-65535 The time in milliseconds in which the
operation initiated by the MLME request
needs to be completed before responding
with a ResultCode of TIMEOUT.

ReasonCode enumeration COMPLETED, Indicated if the MAC/MLME was success$ful

TIMEOUT in sending the security message.

5389.1 MLME-MEMBERSHIR-UPDATE.request

THis primitive requests the.membership status, SECID and keying information associated with p security
refationship to be included’or updated. The semantics are as follows.

MIME-MEMBERSHIP-UPDATE.request (
TrgtID,

MembershipStatus,

SECHD;
KeyType,
KeyOriginator,
KeyDelete,
Key

)
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The primitive parameters are defined in Table 14.

5.3.9.1.1 Time of creation

The DME sends this request to the MLME after completing a membership change or key update process with
the master or a station.

5.3.9.1.2 Effect

This primitive initiates the membership update procedure defined in 8.4.

5.

TH
TH

M

TH
5.
TH
ap

alg
W4

w
se)

Th

M

8.9.2  MLME-SECURITY-ERROR:.indication

is primitive allows the MLME of any station to indicate a failed security processing operation to
e semantics are as follows.
| ME-SECURITY-ERROR:.indication (
ReceivedMACHeader,
Received FramePayload,
ReasonCode
)
e primitive parameters are defined in Table 14.

B.9.2.1 Time of creation

e MLME issues this when it receives a frame, but security mode is not correct or it is unable
propriate key or fails the security check according to the symmetric key security operations. This

1S received.

.3.9.2.2 Effect

nen a station receives thisprimitive, the DME is promptly notified of a security error and the reag
curity error and then-analyze the reason for the security error.

.3.9.3 MLME<SECURITY-MESSAGE.request

is primitive.sehds a security message to a station in the network. The semantics are as follows.

L ME-SECURITY-MESSAGE.request (

the DME.

to find an
Drimitive is

o issued if the time token in the beacon was not within the range of valid time tokens, or replayed frame

on for the

TratlD
b A 1

VendorQOUI,
Securitylnformation,

SecMsgTimeout

)

The primitive parameters are defined in Table 15.
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5.3.9.3.1 Time of creation

The DME generates this to send security related information to another station in the network.

5.3.9.3.2 Effect

The MLME creates a Security Message command, as described in 6.5.5.1, and sends it to the appropriate
station.

5.3.9.4 MLME-SECURITY-MESSAGE.indication

THis primitive reports the reception of a Security Message command, as described in 6.5.5.1 from| a station.
THe semantics are as follows.

MIME-SECURITY-MESSAGE.indication (

TrgtlD,

TrgtlD,

OrigID,
VendorOUI,
Securitylnformation
)

THe primitive parameters are defined in Table 15.
5.8.9.4.1 Time of creation

THe MLME generates this after receiving-a-valid Security Message command from a station.

5.8.9.4.2 Effect

THe DME receives the security related information. The use of this information is outside of the scgpe of this
standard.

5.8.9.5 MLME-SECURITY-MESSAGE.confirm

THis primitive réports the result of an attempt send security information to another station. The semnfantics are
as|follows.

MEME-SECURITY-MESSAGE.confirm (
ResultCode
)

The primitive parameters are defined in Table 15.
5.3.9.5.1 Time of creation
The MLME generates this after receiving an Imm-ACK for the Security Message command or due to a

timeout. If the Imm-ACK is not received within SecMsgtTimeout, the ResultCode is TIMEOUT. Otherwise, the
ResultCode is COMPLETED.
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The DME is informed of whether the message was successfully sent and ACKed or not.

5.3.10 Master handover

The following primitives are used when the current master transfers its authority to the most capable station
within network. The primitive parameters are defined in Table 16.

Table 16 - MLME-Master-HANDOVER primitive parameters

Name Type Valid range Description
MasterCapable- integer Valid STNID as STNID of station to which the master wants
STNID defined in 6.2.1.3 to handover its authority
NumberOfSTNs integer 0-255 Number of stations in petwork
NmbrHndOvrBens | integer (1+maximum Number of times that a beacon containing
beacon loss)-255 the relevant information blocks must be
broadcastedprior to the actual handovel of
master autherity
HandoverTimeout | time 0-65535 Time limit in which the MLME request mpst
be dctually executed
HandoverStatus enumeration STARTED, Indicates whether the handover of the mgaster
CANCELLED role to another station has been started ¢r
cancelled
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT

5.8.10.1 MLME-MASTER-HANDOVER.reguest

THis primitive requests the start of theshandover of the master authority to another station. The semantics are
ag|follows.

MILME-MASTER-HANDOVERTequest (
MasterCapableSTNID
NmbrHdnOvrBcns,
HandoverStatus,
HandoverTimeout

)

The primitive parameters are defined in Table 16.

5.3.10.1.1 Time of creation

This primitive is sent to MLME when the master DME tries to handover its authority to another station or
cancels the handover operation.

5.3.10.1.2 Effect

When MLME receives this primitive, it sends a master handover command frame to the destination station.
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5.3.10.2 MLME-MASTER-HANDOVER:.indication

This primitive reports that a master handover command frame has been received. The semantics are as
follows.

MLME-MASTER-HANDOVER.indication (
NumberOfSTNSs,
HandoverStatus,

)

THe primitive parameters are defined in Table 16.

5.8.10.2.1 Time of creation

When MLME receives the master handover command frame from the master, it.sends this primitive to DME.
It also sends this primitive to DME the first time it broadcasts the beacon as the'‘héw master.

5.8.10.2.2 Effect

If HandoverStatus is STARTED, DME receives notice that MLME hasbegun the process of master handover,
and if HandoverStatus is CANCELED, DME learns that the mastérhandover process has been cangelled.

5.8.10.3 MLME-MASTER-HANDOVER.response

THis primitive initiates the response to an MLME-MASTER-HANDOVER.indication. The semantics are as
follows.

MILME-MASTER-HANDOVER.response 0
5.8.10.3.1 Time of creation

Omce the master DME receives. an’ MLME-MASTER-HANDOVER.indication with a Handovef[Status of
SUYCCESS and an MLME-MASTER-INFO.confirm, the master DME sends this primitive to MLME.

5.8.10.3.2 Effect

When the new master“MLME receives this primitive from DME, it is notified that DME is ready to take on the
role of master.

5.3.10.4 MLME-MASTER-HANDOVER.confirm
THis primitive notifies the requesting DME that the job is completed. The semantics are as follows.

MIEME-MASTER-HANDOVER.confirm (

ResultCode
)
The primitive parameters are defined in Table 16.
5.3.10.4.1 Time of creation
After the master MLME hands over its master function and sends its last beacon, it sets ResultCode to

SUCCESS and sends this primitive to DME. If the master was unable to send the desired data to the
destination station, it sends a primitive to DME with ResultCode set to TIMEOUT.
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5.3.10.4.2 Effect

The master DME is notified of the success or failure of the MLME-MASTER-HANDOVER:.request. If the
master sends the last beacon before the master handover timeout, ResultCode is set to SUCCESS, otherwise
it is set to TIMEOUT.

5.3.11 Datarequest

This mechanism is used when a station requests information from the master about a specific station or all
stations in network. The primitive parameters are defined in Table 17.

Table 17 - MLME-MASTER-INFO primitive parameters

Name Type Valid range Description
QueriedSTNID integer Valid addresses ID of the station about which information|is
as defined in being requested from the’master (if set tp the
6.2.1.3 broadcasting address, this indicates a
request for information about all stations
OrigID integer Valid addresses ID of station (nitiating the MLME request
as defined in
6.2.1.3
STNInfoSet As defined in As defined in Set.of information about the station being
6.5.7.2 6.5.7.2 Queried
MasterInfo- time 0-65535 Time in which the task must be completqd
Timeout once the MLME receives the request
ResultCode enumeration SUCCESS; Result of MLME request
TIMEOUT

58.11.1 MLME-MASTER-INFO.request

THis initiates the process of requestingiinformation concerning a specific station or all stations. The semantics
arg as follows.

MILME-MASTER-INFO.request (
QueriedSTNID,
MasterInfoTimeout

)

THe primitive parameters are defined in Table 17.

5.8.12.1.1 Time of creation

This primitive is sent to MLME when DME requests information from the master about a specific station or all
stations.

5.3.11.1.2 Effect
When MLME receives this primitive, it sends the station information request frame to the master.
5.3.11.2 MLME-MASTER-INFO.indication

This primitive indicates that the station information request command frame has been received. The
semantics are as follows.
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MLME-MASTER-INFO.indication  (

QueriedSTNID,
OrigID

)

The primitive parameters are defined in Table 17.

5

M

W

Th

M

TH

DN

w
re

TH
Cco

M

BTt Time of treation

| ME sends this to DME upon receiving the station information request frame.

.3.11.2.2 Effect

hen DME receives this primitive, it responds to MLME with MLME-MASTER-INFO.response.

.3.11.3 MLME-MASTER-INFO.response

is primitive initiates a response to MLME-MASTER-INFO.indication. Thie semantics are as follows
| ME-MASTER-INFO.response  (

OriglD,

STNInfoSet

)

e primitive parameters are defined in Table 1.

.3.11.3.1 Time of creation

NE sends this primitive to MLME as-a response to MLME-MASTER-INFO.indication.

.3.11.3.2 Effect

nen the master MLME)receives this primitive, it sends the station information response fra
Juesting station.

.3.11.4 MLME-MASTER-INFO.confirm

is primitive) informs the DME which initiated the station information probe that the process
mpleted. The semantics are as follows.

ne to the

has been

| ME-MASTER-INFO.confirm (

TrgtID,
InfoElementList,

ResultCode

)

The primitive parameters are defined in Table 17.
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5.3.11.4.1 Time of creation

MLME sends this primitive to DME when the station information response command frame is received or the
time limit has been exceeded.

5.3.11.4.2 Effect
When the DME requesting the station information receives this primitive, it learns the success or failure of the

station information request it sent to the master. If failure, it retransmits another MLME-MASTER-
INFO.request for the same information. If success, DME receives the information it requested.

5.8.12 Network node data probe

THe following primitives are used when a station requests information about another stationlin network. The
primitive parameters are defined in Table 18.

Table 18 - MLME-PROBE primitive parameters

Name Type Valid range Description
TrgtlD integer Valid addresses Address of-destination station of the MLME
as defined in request
6.2.1.3
OrigID integer Valid addresses Address of station initiating the MLME
as defined in fequest
6.2.1.3
InfoElementMap 2 octets 0x0000 — OxkFFFF | Information request as defined in 6.5.7.1
InfoElementList Variable length of | - Response to information request as defined
octet in 6.5.7.2
ProbeTimeout time 0-65535 Time limit in which the task must be
completed once the MLME has made the
request
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT

5.8.121 MLME-PROBE.request

THis primitive initiates.the process of requesting specific information from a destination station. The semantics
are as follows.

MILME-PROBE.request  (

Elamaonthdan
ULICTTIICT II.IVILA.'.I,
InfoElementList,

ProbeTimeout

)

The primitive parameters are defined in Table 18.
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5.3.12.1.1 Time of creation

This primitive is sent to MLME when DME requests information about another station in network.

5.3.12.1.2 Effect

When MLME receives this primitive, it sends an information request command frame to the destination station.
5.3.12.2 MLME-PROBE.indication

This—primmitive Teports that there has beerm a request ade for specific mformration througt—arm mformation
probe frame. The semantics are as follows.

MILME-PROBE.indication (

OriglD,

InfoElementMap

)

THe primitive parameters are defined in Table 18.

5.8.12.2.1 Time of creation

MIME sends this to DME when it receives the information probe frame.
5.8.12.2.2 Effect

When DME receives the MLME-PROBE.indicatiom, it responds to MLME through MLME-PROBE.regponse.
5.3.12.3 MLME-PROBE.response

THis primitive initiates a response to MEME-PROBE.indication. The semantics are as follows.
MILME-PROBE.response (

OnglD,

InfoElementMap,

InfoElementList,

ProbeTimeout

)

The primitive parameters are defined in Table 18.

5.3.12.3.1 Time of creation

DME sends this primitive to MLME as a response to MLME-PROBE.indication.
5.3.12.3.2 Effect

When MLME receives this primitive, it sends the information probe command frame to the station that initiated
the information probe.
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5.3.12.4 MLME-PROBE.confirm

This primitive notifies the DME that initiated the information probe that the process has completed. The

se

mantics are as follows.

MLME-PROBE.confirm  (

TrgtID,

InfoElementList,

TH

W
fai
If
5.

TH

stieams. The primitive parameters are defined)in Table 19.

1

.3.12.4.1 Time of creation

.8.12.4.2 Effect

ResultCode

)

e primitive parameters are defined in Table 18.

| ME sends this primitive to DME when it receives the information probé command frame or thg time limit

s been exceeded.

hen the DME that requested the information probe receives. this primitive, it is notified of the guccess or

ure of the information probe.
success, DME is notified of the requested information.

B.13 Strean creation, modification, termination

If failure, another MLME-PROBE.request for the same informatior] is resent.

is mechanism supports the creation, modification, and shutdown processes of the resources allpcated for

able 19 - MLME-CREATE-STREAM,\"MLME-MODIFY-STREAM, MLME-TERMINATE-STREAM primitive
parameters
Name Type Valid range Description
TrgtlD integer Valid addresses Address of destination station of MLME
as defined in request
6.2.1.3
RequestTimeout time 0-65535 Time limit in which the task must be
completed once MLME has made the
request
Streamindex integer 1-255 Index of stream to create, modify, or

terminate

AP el
ACINTTUINLY

.
CriurricTauurt

AL
TIVIIVI_ACTN,

1 Lol + L falo ol
ALRTTUWITUYTITITTIU JUINIL Y TU DT USTU Uy

NO_ACK, stream
DLY_ACK
RR-DesiredData integer As defined in 6.5.2 | As defined in 6.5.2
RR-Period time As defined in 6.5.2 | As defined in 6.5.2
RR-BER 2 octets As defined in 6.5.2 | As defined in 6.5.2
AllocatedTime integer 0-65535 Length of periodically allocated time slot, in
msec
StreamReq|D integer 0-255 As defined in 6.5.2
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ReasonCode integer As defined in As defined in 6.5.2
6.5.1.2

ResultCode enumeration SUCCESS, Result of MLME request
FAILURE,
ILLEGAL_DENIE
D, TIMEOUT

5.3.13.1 MLME-CREATE-STREAM.request

THis primitive is used to request the allocation of resources. The semantics are as follows.
MILME-CREATE-STREAM.request (

TrgtID,
StreamReqID,
ACKPalicy,
Priority,
RR-Period,
RR-DesiredData,
RR-BER

)

THe primitive parameters are defined in Tahle™19.
5.8.13.1.1 Time of creation

THis is created when DME triesto initiate the process of negotiating resource allocation between

and master. The purpose of this process is to create a synchronized data stream between ¢
network. If streams that are multicast or broadcast try to use an acknowledgment other than No-A(

nat send a resource alloeation request command frame to the master MLME and instead sets Res
ILLEGAL_ACK_ POLICY. and returns this in a MLME-CREATE-STREAM.confirm.

5.8.13.1.2 Effect

When MLME Xreceives this primitive through the MLME-SAP, it creates a resource allocatio
command-and sends it to the master MLME.

5.8.23.2 MLME-CREATE-STREAM.confirm

the slave
tations in
CK, it does
LltCode to

n request

This primitive is used to grant or deny a resource allocation request. The semantics are as follows.
MLME-CREATE-STREAM.confirm (

StreamReqID,

StreamlIndex,

AllocatedTime,

ResultCode
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)

The primitive parameters are defined in Table 19.
5.3.13.2.1 Time of creation
The MLME sends this primitive to DME when one of the following events occurs.

- Timeout exceeded

- Resourceaffocatiom response command-frame maicatng that the Tequesthas beemr demnied

- Resource allocation response command frame indicating that the request has been granted, and|a beacon
dontaining the resource allocation information

5.8.13.2.2 Effect

When DME receives this primitive, it learns the success or failure of the stream request.
5.3.13.3 MLME-MODIFY-STREAM.request

THis primitive is used to modify a stream that currently has allocated reSources. The semantics are as follows.
MILME-MODIFY-STREAM.request (

StreamID,

RR-Period,

RR-DesiredData,

RR-BER

)

THe primitive parameters are defined in Table 19.

5.8.13.3.1 Time of creation

THis primitive is created'when DME wants to modify current resource allocation for a stream.
5.8.13.3.2 Effeet

When MLME) ‘receives this primitive through the MLME-SAP, it creates a resource allocation request
command-and sends to the master MLME.

5.8.43.4 MLME-MODIFY-STREAM.confirm

This primitive is used to report the granting or denial of a resource allocation modification request. The
semantics are as follows.

MLME-MODIFY-STREAM.confirm (
StreamlIndex,
AllocatedTime,

ResultCode

© ISO/IEC 2014 — All rights reserved 46


https://standardsiso.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

)

The primitive parameters are defined in Table 19.

5.3.13.4.1 Time of creation

The MLME sends this primitive to DME when one of the following events occurs.

- Timeout exceeded

- R
c

W

Th

M

Th

Th

w
se)

Th

ESOUTCE affocation TESPOTTSE commarnd-frame maicating that the Tequesthas beemr demnied

Resource allocation response command frame indicating that the request has been granted, and
ontaining the modified resource allocation information

.3.13.4.2 Effect

nen DME receives this primitive, it learns the success or failure of the stream request.

.3.13.5 MLME-TERMINATE-STREAM.request

is primitive is used to request the termination of a stream. The semantics are as follows.
| ME-TERMINATE-STREAM.request (

StreamlIndex,

RequestTimeout

)

e primitive parameters are defined in Table-19.

.3.13.5.1 Time of creation

is is created when MLME requests the termination of an existing stream.

.3.13.5.2 Effect

nen the station MLME receives this primitive, it sets the parameters pertaining to the stream termi
nds a resource allogation request command.

.3.13.6 MLME-TERMINATE-STREAM.indication

is primitive reports to the station that the stream has been terminated. The semantics are as folloy

M

a beacon

hation and

S.

| ME-TERMINATE-STREAM.indication (

StreamIndex

)

The primitive parameters are defined in Table 19.

5.3.13.6.1 Time of creation

The station MLME sends this to DME after receiving a beacon containing resource allocation information
about a stream with not currently allocated resources. It also sends the primitive to the station when it is

un

able to allocate resources for a period exceeding the specified time limit.
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DME is notified of the termination of the resource allocation corresponding to the Streamindex by means of
this primitive.

5.3.13.7 MLME-TERMINATE-STREAM.confirm

This primitive is used to report the success or failure of the stream termination request. The semantics are as

fol

M

Th

5.

TH

lows.

VE-TERMINATE=STREAMcOonfirm

B.13.7.1 Time of creation

(
StreamlIndex,

ResultCode

)

e primitive parameters are defined in Table 19.

is primitive is sent to DME when the station MLME has received’an-acknowledgement frame for fhe stream
tefmination resource allocation request frame, or the request timé€ limit has been exceeded.

5.8.13.7.2 Effect
When DME receives this primitive, it learns the successor failure of the stream termination request.
5.8.14 Channel state
THis primitive provides the ability to verify a<frequency channel state. The primitive parameters are |[defined in
Tdble 20.
Table 20 - MLME-CHANNEL-STATUS primitive parameters
Name Type Valid range Description
TrgtlD integer As defined in STNID targeted by the MLME request
6.2.1.3
OrigID integer As defined in STNID initiating the MLME request
6.2.1.3
MeasurementWin | integer 0-65535 As defined in 6.5.7.4
dow-Size
TXFrameCount integer 0-65535 As defined in 6.5.7.4
RXFrameCount integer 0-65535 Asdefinedin 6 574
RXFrameErrorCo | integer 0-65535 As defined in 6.5.7.4
unt
RXFrameLostCou | integer 0-65535 As defined in 6.5.7.4
nt
ChannelStatus- time 0-65535 Time limit for the completion of the response
Timeout to the MLME request, in msec
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT
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5.3.141 MLME-CHANNEL-STATUS.request

This primitive initiates the process of verifying the channel between two stations in a network. The semantics
are as follows.

MLME-CHANNEL-STATUS.request(

TrgtID,

ChannelStatusTimeout

TH

DN

5.

W

)

e primitive parameters are defined in Table 20.

.3.14.1.1 Time of creation

B.14.1.2 Effect

nen MLME receives this primitive from DME, it sends a channel staté.request command frame to

station.

5.

TH
fol

M

Th

8.14.2 MLME-CHANNEL-STATUS.indication

OowWs.
| ME-CHANNEL-STATUS.indication (
OriglD,
)

e primitive parameters are defined in Table 20.

NE sends this to MLME when it wants to know the state of the channel between.itself and the Trgt|D station.

the TrgtlD

is primitive reports that a channel state request command frame has been received. The semantiics are as

5.8.14.2.1 Time of creatiof

MILME sends this primitive to DME when it receives a channel state request command frame.
5.8.14.2.2 Effeet

When DMEreceives this primitive, it sends a MLME-CHANNEL-STATUS.response to MLME.
5.8.14.3¢¥ MLME-CHANNEL-STATUS.response

This primitive indicates DME’s response to a MLME-CHANNEL-STATUS.indication. The semant
follows.

MLME-CHANNEL-STATUS.response (

OriglD,
MeasurementWindowsSize,
TxFrameCount,

RxFrameCount,
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RxFrameErrorCount,

RxFrameLostCount

)

The primitive parameters are defined in Table 20.

5.3.14.3.1 Time of creation

Th
Th

M

Th

5.

M
ling

5.

.3.14.3.2 Effect

.3.14.4 MLME-CHANNEL-STATUS.confirm

| ME creates a channel state response command frame and sends it to the requesting Station.

is primitive reports to the DME initiating the channel state request that the‘réquest has been g
e semantics are as follows.

| ME-CHANNEL-STATUS.confirm (
TrgtlD,
MeasurementWindewsSize,
TxFrameCouut,
RxFrameCount,
RxErameErrorCount,
RxFrameLostCount,
ResultCode
)

e primitive parametéers are defined in Table 20.

B.14.4.1 Timg-of.creation

| ME sends this primitive to DME when it receives the channel state response command frame d
it has.been exceeded.

B.14.4.2 Effect

The DME that initiated the request learns of the success or failure of the channel state request.

5.3.15 Remote scan

ompleted.

r the time

These primitives are used by a master to make a slave to perform channel scan on behalf of it. The primitive
parameters are defined in Table 21.

Table 21 - MLME-REMOTE-SCAN primitive parameters

Name Type Valid range Description
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TrgtiD integer As defined in STNID of target STNID
6.2.1.3

ChannelList As defined in As defined in List of channels to be scanned

Table 5 Table 5
Remote scan- time 0-65535 Time limit for responding to the master, in
Timeout msec
NumberOfNetworks integer 0-255 As defined in 6.5.7.7
RemotePiconet- RemotePiconetDe | As defined in Other network information in the response for

PeseriptionSet Seriptien-Set Table22 the-seanFesut
NumberOfChannels As defined in As defined in As defined in Table 5
Table 5 Table 5
ChannelRatingList As defined in As defined in As defined in 6.5.7.7
Table 5 Table 5
ReasonCode integer As defined in As defined in 6.5.7.7
6.5.7.7
ResultCode enumeration SUCCESS, Result of MLME fequest
TIMEOUT
Table 22 - RemotePiconetDescription elements
Name Type Valid range Description
MasterSTNAddress MACaddress valid MACaddress | Master MACaddress of discovered ngtwork
NID integer As defined in NID of discovered network
Table'5
ScannedFrameType | enumeration BEACON, NON- Discovered frame type
BEACON
Channelindex integer 0-255 Frequency channel of discovered netwprk

5.3.15.1 MLME-REMOTE-SCAN.request
THis primitive is used bythe'master to request the channel scan of a station. The semantics are as fpllows.
MILME-REMOTE-SEAN.request (

TrgtlD,

ChannelList,

Remote scanTimeout

)

The primitive parameters are defined in Table 21.

5.3.15.1.1 Time of creation

This primitive is sent to MLME when the master requests the remote channel scan of the TrgtID station.
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5.3.15.1.2 Effect

When MLME receives this primitive, it sends a remote channel scan request command frame to the specified
station.

5.3.15.2 MLME- REMOTE-SCAN.indication

This primitive reports that a remote channel scan request command frame has been received from the master.
The semantics are as follows.

MIpVME-REMOTE=-SCANdicatiom—t

ChannelList

)

THe primitive parameters are defined in Table 21.

5.8.15.2.1 Time of creation

MIME sends this primitive to DME when it receives a remote scan request.command frame.
5.8.15.2.2 Effect

DME sends MLME either a MLME-SCAN.request to execute the requested channel scan, or [a MLME-
REMOTE-SCAN.response with a ResultCode indicating that.the remote scan could not be executed

5.3.15.3 MLME- REMOTE-SCAN.response
THis primitive is DME’s response to a MLME-REMOTE-SCAN.indication. The semantics are as folloys.
MILME-REMOTE-SCAN.response (

NumberOfNetworks,
RemotePiconetDescriptionSet,
NumberOfChannels,
ChannelRatingList,
ReasonCode

)

THe pfimitive parameters are defined in Table 21.

5.3.15.3.1 Time of creation

This primitive is sent to MLME after either DME denies the MLME-REMOTE-SCAN.request or grants the
request, performs the MLME-SCAN.request, and receives a MLME-SCAN.confirm.

5.3.15.3.2 Effect

When MLME receives this primitive, it sends a remote channel scan response command frame to the
specified station.
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5.3.154 MLME- REMOTE-SCAN.confirm

This primitive reports the completion of the request to the master to perform a channel scan of a destination
station and obtain the results. The semantics are as follows.

MLME-REMOTE-SCAN.confirm (

TrgtID,

NumberOfNetworks,

TH

M
re

TH
R4

RemotePiconetDescriptionSet,
NumberOfChannels,
ChannelRatingList,
ReasonCode,

ResultCode

)

e primitive parameters are defined in Table 21.

.3.15.4.1 Time of creation

LME sends this primitive to DME when the remote<channel scan response command frame
ceived or the time limit has been exceeded.

.3.15.4.2 Effect

sultCode is TIMEOUT, the scan“request is resent to the same station, and if the Resl

has been

e DME initiating the request is notified-of the success of failure of its request. If unsuccessfyl and the

[tCode is

REQUEST_DENIED, it is resent to a‘different station. If successful, DME is notified of the result of the channel
scpn performed by the destinatioh.station.
5.8.16 Network parameter modification
THese primitives enable) the master to modify network attributes. The primitive parameters are fefined in
Tdble 23.
Table 23 - MLME-NETWORK-PARM-CHANGE primitive parameters
Name Type Valid range Description
NewChannellndex integer Dependent on the physical | New channel frequency of
:ayC| IIC‘L_VVUI:'\
NmbrOfChange- integer 0-255 Number of superframes to repeat
Beacons the information about the network
parameter modification
SuperframelLength time 0-65535 Superframe length, in msec
ChangeType enumeration CHANNEL, SIZE, Indicates what to modify
NID,POWER
NID integer 0-65535 network ID
PiconetMaxTX- As defined in 6.4.7 As defined in 6.4.7 Maximum transmit power allowed
Power within network
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ResultCode enumeration SUCCESS, TIMEOUT, Result of MLME request
INVALID_PARAMETERS

5.3.16.1 MLME-NETWORK-PARM-CHANGE.request

This primitive is used to initiate the process of changing the frequency channel, superframe length, maximum
network transmit power, or NID. The semantics are as follows.

MLME-NETWORK-PARM-CHANGE.request (

ChangeType,

NmbrOfChangeBeacons,

NewChannellndex,

SuperframelLength,

NID,

PiconetMaxTxPower

)

THe primitive parameters are defined in Table 23.

5.8.16.1.1 Time of creation

THis primitive is sent to MLME when the master BME decides to modify a network parameter.
5.8.16.1.2 Effect

If |IChangeType is Power, the master MLME sets the maximum transmit power field included in the
sypchronization information of the beacon to PiconetMaxTXPower. In all other cases the appropriatg action is
executed depending on the ChangeType parameter.

5.8.16.2 MLME-NETWORK-PARM-CHANGE.confirm

THis primitive verjfies~that the MLME-NETWORK-PARM-CHANGE.request has been execuyted. The
semantics are asfollews.

MEME-NETWORK-PARM-CHANGE.confirm (

ResultCode

)
7

The primitive parameters are defined in Table 23.

5.3.16.2.1 Time of creation

The master MLME sends out a beacon with the modified parameters, and sends this primitive to DME.
5.3.16.2.2 Effect

The master DME is notified through this primitive that the network parameter modification has been
completed.
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This mechanism supports the ability to increase or decrease the transmission power of the station. The

primitive parameters are defined in Table 24.

Table 24 - MLME-TX-POWER-CHANGE primitive parameters

TH
S€

M

TH

TH

M

5.

Name Type Valid range Description
TgrtiD integer As defined in 6.2.1.3 | STNID of destination station
TxPowerChange- integer -127-127 Requested amount of change to
Value transmit power, in dB
TxPowerChange- time 0-65535 Time limit for the response to the
Timeout MLME request to be,completed
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT

mantics are as follows.

.3.17.1.2 Effect

Th

| ME-TX-POWER-CHANGE.request

.3.17.1.1 Time of creation

$.17.1 MLME-TX-POWER-CHANGE.request

(

TrgtlD,
TxPowerChangeValue,

TxPowerChangeTimeout

e primitive parameters are defined in Table 24.

.17,25 - MLME-TX-POWER-CHANGE.indication

is primitive is sent to-MLME when DME wishes to modify the transmit power of the destination sta

L ME sends_a’transmit power change request command frame to the destination station.

is -primitive _indicates that the transmit power change request command frame has been rec

se

MLME-TX-POWER-CHANGE.indication

mantics are as follows.

(

TxPowerChangeValue

The primitive parameters are defined in Table 24.
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5.3.17.2.1 Time of creation

When MLME receives the transmit power change request command frame, it sends this primitive to the

station.

5.3.17.2.2 Effect

DME receives this primitive and depending on the request, either modifies the power or ignores the request.

5.3.17.3 MLME-TX-POWER-CHANGE.confirm

follows.

MEME-TX-POWER-CHANGE.confirm (
ResultCode
)

THe primitive parameters are defined in Table 24.
5.8.17.3.1 Time of creation

MIME sends this primitive to DME when it receives an acknowledgement or the acknowledgemen
has been exceeded.

5.8.17.3.2 Effect
THe requesting DME is notified of the success ordailure of the power adjustment request. In case

adjustment fails, such as in the event that the acknowledgement is not received within the time limit,
refransmit the MLME-TX-POWER-CHANGE\request. If successful, DME receives notification that

adjustment request task was successfullysearried out by receiving a primitive with a ResultCode of S

5.8.18 Power saving

THis primitive indicates that the transmit power change request has been completed. The semantlcs are as

time limit

the power
DME may
the power
UCCESS.

THis mechanism supports asmeans of saving power by putting a station into sleep state. The primitive
parameters are defined in Tahle 25.
Table 25 - MLME-SLEEP primitive parameters

Name Type Valid range Description

OrigID integer As defined in 6.2.1.3 | STNID making the MLME reques}

SleepPeriod time 0-65535 Period of sleep state

SleepReasonCode integer As defined in 6.5.3.2 | As defined in 6.5.3.2

SleepTimeout time 0-65535 Time limit for the completion of the task

once MLME makes the request
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT

5.3.18.1 MLME-SLEEP.request
This primitive requests the master to allow a station to go to sleep. The semantics are as follows.
MLME-SLEEP.request (
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SleepPeriod,

SleepTimeout

)

The primitive parameters are defined in Table 25.

5.3.18.1.1 Time of creation

Th

5.

w

TH
se

M

TH

TH

Th

M

.3.18.2 MLME-SLEEP.indication

.3.18.2.1 Time of creation

.3.18.2.2 Effect

.3.18.3 MLME-SELEEP.response

S1S Createt wheT a Stationm Sends a request to the Taster to go to Sieep.
B.18.1.2 Effect

hen this primitive is received from DME, MLME sends a sleep state request command-‘frame to thg

mantics are as follows.

| ME-SLEEP.indication (
OriglD,
SleepPeriod,

)

e primitive parameters are defined in Table 25

is is created when the master MLME receives a sleep state request command frame.

nen MLME receives this jprimitive, the master DME uses MLME-SLEEP.response to resq
bepPeriod is then readjusted to be a multiple of the current superframe length.

b master.

is primitive indicates that the master DME has received a sleep staterequest command fljame. The

ond. The

s follows.

is primitive is-executed by the master as a response to a sleep state request. The semantics are g
L ME-SCEEP.response  (

OriglD,

SleepPeriod,

SleepReasonCode

)

The primitive parameters are defined in Table 25.

5.3.18.3.1 Time of creation

This is created when the master DME receives a MLME-SLEEP.indication from MLME.
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5.3.18.3.2 Effect

W

hen MLME receives this primitive, it sends a sleep state request frame to the requesting station.

5.3.18.4 MLME-SLEEP.confirm

This primitive reports the completion of the sleep state request to the requesting DME. The semantics are as

fol

lows.

MLME-SLEEP.confirm (

Th

W
slg
of

5.

In
ad
sel

SleepPeriod,
SleepReasonCode,
ResultCode

)

e primitive parameters are defined in Table 25.

.3.18.4.1 Time of creation

| ME sends this primitive to DME when the sleep state request command frame is received or thg
s been exceeded.

.3.18.4.2 Effect

hen the DME sending the sleep state request receives this primitive, it learns the success or fai
ep state request. If TIMEOUT, it retransmits another MLME-SLEEP.request with a request for thq
information.

1 MAC management
order to manage the MAC Sublayers of a station, the MAC PIB is composed of managed object,

curity, and media accéss-list. In the following table, ‘static’ indicates that the parameter generally

time limit

ure of the
same set

attributes,

tions, and notifications. The MAC PIB is divided into six groups: master, attributes, association, network

does not

chiange, and ‘dynamic™indicates that when the station is active the parameter may change.

54.1 MAC PIBymaster group

THe MAC .RIB' master group in Table 26 incorporates the station’s master capability and current network

atiributes:

Table 26 - MAC PIB master group parameters

Managed object Octets | Definition Type
MACPIB_CFPDuration 2 CFP length dynamic
MACPIB_SuperframeDuration 2 Superframe length dynamic
MACPIB_MasterCapable 1 bit 1 if the station is capable of being master, otherwise 0 | static
MACPIB_MasterDesMode 1 bit 1 if the station desires to be master dynamic
MACPIB_MaxPSSets 1 The maximum number of PS sets supported by master | static
MACPIB_MaxAssociations 2 Maximum number of slaves that can be managed if the | static
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station becomes master

MACPIB_MaxCTBs 2 Maximum number of resource blocks that can be static
managed if the station becomes master

5.4.2 MAC PIB attributes group

The MAC PIB attribute group in Table 27 incorporates the station’s capabilities and attributes.

Tahle 27 - MAC PIB attribute group pnramnfnrc

Managed object Octets Definition Type
MACPIB_STNAddress 6 MACaddress of station stat|c
MACPIB_STNID 1 station ID dynamic
MACPIB_PowerManagementMode | 1 power management mode of the statjon. dynamic

0x00: ACTIVE

0x01: PSPS

0x02: SPS

0x03: PSPS and SPS
0x04: HIBERNATE

MACPIB_SleepSupported 1 0x00: does notsupport sleep mode static
0x01: supports sleep mode

MACPIB_MaxStreams 1 Maximum number of streams that the station statfc
candnanage

MACPIB_PowerSource 2 Ox00: wireline power supply dynamic

0x01: battery power supply

5.4.3 MAC PIB authentication group

THe MAC PIB authentication greup in Table 28 incorporates the authentication information of the stgtion in the
current network.

Table 28 - MAC PIB authentication group parameters

[Managed object Octets Definition Tyde

MACPIB_SeturityOptionImplemented | 1 0x00: security mode 0 stafic
0x01: security mode 1
0x02: security mode 2

MACPIB_AuthenticationResultCode 1 0x00: SUCCESS dyrnjamic
0x01: FAILURE
0x02: TIMEOUT

5.4.4 MAC PIB association group

The MAC PIB association group in Table 29 incorporates the association and disassociation information of the
station in the current network.
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Table 29 - MAC PIB association group parameters

Managed object Octets Definition Type

MACPIB_STNServicesBroadcast 1 0x00: station is sending information about its dynamic
own services

0x01: station is not sending information about its
own services

MACPIB_MasterServicesBroadcast 1 0x00: master is sending information about its dynamic
own services

0x01: master is not sending information about its
own services

5.4.5 MAC PIB network security group

THe MAC PIB network security group in Table 30 incorporates the network security information of the station
in the current network.

Table 30 - MAC PIB network security group parameters

Managed object Octets Definition Type

IMACPIB_encAlgorithm 1 0x00: AES-128 stafic
0x01: Camellia-128
0x02:SEED*128
0x03-0xFF:user defined

IMACPIB_MasterSTNAddress 6 MAC address of the master dyrfamic

MACPIB_ManagementSECID 2 current valid security session ID for dyrfamic
management key

MACPIB_DataSECID 2 current valid security session ID for data key dynamic

MACPIB_ManagementKeylnfo variable Agreed keys to protect command in dynamic
authentication process

MACPIB_DataKeylnfo variable Agreed keys to protect data in authentication dynamic
process

5p MAC SAP

THe MAC provides stream and non-stream services to the higher adaptation layer. This service |maps the
resoufee allocation request needed for the service of each traffic link to a particular stream. Streams provide
th¢ means by which resource allocation can be managed for uplink (slave to master), downlink {master to
slave), and peer-to-peer (slave to slave) data traffic. Resource allocation requests for uplink streams (slave to
master), downlink streams (master to slave) and peer-to-peer streams (slave to slave) can be managed.

A stream can be dynamically created, modified, or terminated. An existing stream may need to be changed
depending on its service type. Asynchronous traffic can also dynamically reserve resources or terminate. For
example, bursty IP services may need to change the resource allocation request.

The MAC SAP is the logical interface between the MAC and the higher adaptation layer. This logical interface
incorporates a set of primitives and their definitions. These primitives and definitions are described
conceptually here, but through this the process of the parameters exchanged between the MAC and
adaptation layer can be understood.
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Table 31 - MAC SAP primitive summary

Name Request Indication Response Confirm
MAC-ASYNC-DATA 55.1 55.3 5.5.2
MAC-ISOCH-DATA 55.4 5.5.6 5.5.5

THe primitive parameters are defined in Table 32.

Table 32 - MAC-ASYNC-DATA and MAC-ISOCH-DATA primitive parameters

Name Type Valid range Description
TrgtlD integer Values defined in 6.2.1.3 Target STNID of MAC request
OrigID integer Values defined in 6.2.1.3 STNID initiating the MAC request
Priority integer 0-7 Data priority
ACKPolicy enumeration immediate acknowledgement policy of relevagnt
acknowledgement, no MSDU
acknowledgement, delayed
acknowledgement
StreamIndex octet 0-255 Stream to which the data is being sent
Transmission- | time 0-65535 Time limit for data transfer (msec
Timeout
Length integer 0-2035 MSDU length
Data variable length octet Data portion of MSDU
ResultCode enumeration SUCCESS, TX_TIMEOUT, | Result of MAC request
DLY ACK_FAILED,
INVALID_ACK_POLICY,
INVALID_STREAM

551 MAC-ASYNC-DATA.request

THis primitive initiatés)the asynchronous data transfer from one MAC entity to another MAC entity ¢r entities.
THe semantics are. as follows.
MAC-ASYNC3DATA.request (
TrgtlD,
OrigiD,
Priority,
ACKPolicy,
TransmissionTimeout,
Length,
Data
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The primitive parameters are defined in Table 32.

5.,5.1.1 Time of creation

Once the adaptation layer receives the data transfer request from the higher layer, it sends it to the MAC SAP.

55.1.2 Effect

th¢ PD-SAP; then the MSDU passes through the wireless media and is sent to the peer MAE ‘ef
acknowledgement policy is set to delayed acknowledgement, the MAC does nothing and-feturn
indication with MAC-ASYNC-DATA.confirm.

552 MAC-ASYNC-DATA.confirm

THis primitive reports whether the frame has successfully been sent to the adaptation layer or faile
eout. The semantics are as follows.

MAC-ASYNC-DATA.confirm (

TrgtlD,

OriglD,

Priority,

ResultCode

)

THe primitive parameters are defined in Table 32.

5%.2.1 Time of creation

THis primitive is created when the MAC successfully completes the frame transfer or fails
TA_TIMEOUT event or (in the case of an immediate acknowledgement policy) an acknowledgeme
begen received by the/time the maximum retry limit is reached. If ACKPolicy is set td
acknowledgement, ResultCode is set to INVALID_ACK_POLICY.
55.2.2  Effect

When the adaptation layer receives this primitive it notifies the appropriate higher layer of the transfe

5.5.3 A MAC-ASYNC-DATA.indication

sends it to
tity. If the
5 an error

l due to a

due to a
nt has not
delayed

r result.

ThiS primitive TepOrTs 1o the adaptation layer that It has received an asynchronous MSDU. The sem
as follows.

MAC-ASYNC-DATA.indication (
TrgtID,
OriglD,
Length,

Data
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e primitive parameters are defined in Table 32.

5.5.3.1 Time of creation

This is created when the asynchronous MSDU received by the MAC has been successfully processed.

5.5.3.2 Effect

W

5.

TH
TH

M

TH

Af
St

TH
ar

Temthe adaptation tayer TECEIVES this primmitive, itTotifles the appropriate tigher fayer of the Teceiv
6.4  MAC-ISOCH-DATA.request

is primitive initiates the synchronous data transfer from one MAC entity to another MAC entity

e semantics are as follows.
\C-ISOCH-DATA.request (
Streamindex,
TransmissionTimeout,
Length,
Data
)
e primitive parameters are defined in Table 32,

541 Time of creation

eamlndex, it sends it to the MAC SAP.

5.4.2 Effect

hen this primitive is received, the MAC formats the MSDU according to the input parameters and
PD-SAP; then the MSDU passes through the wireless media and is sent to the peer MAC entity
station creating‘the requested stream, MLME does not send the frame, and instead responds
\C-ISOCH-DATA.confirm with a ResultCode of INVALID_STREAM.

5.5 MAC-ISOCH-DATA.confirm

is pfimitive indicates the success or failure of the frame transmission to the adaptation layer. The
b @s follows.

d frame.

Dr entities.

er the adaptation layer receives the data transfer request from the higher layer and sets the appropriate

sends it to
If it is not
through a

semantics

MAC-ISOCH-DATA.confirm (

StreamlIndex,

ResultCode

)

The primitive parameters are defined in Table 32.

©lI
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5.,5.5.1 Time of creation

:2014(E)

This primitive is created when the MAC successfully completes the frame transfer or fails due to a
TX_TIMEOUT event or (in the case of an immediate acknowledgement policy) an acknowledgement has not
been received by the time the maximum retry limit is reached. A delayed acknowledgement may be used, but
if the receiving end does not support this acknowledgement type the ResultCode is set to DLY_ACK_FAILED.

5,55.2 Effect

When the adaptation layer receives this primitive it sends the transmission result to the appropriate higher

Ia)
5.

Th
as

M

TH

Th

W

5.4

TH
33

5.6.1 Time of creation

5.6.2 Effect

.6 PHY speeification

CI.

6.6 MAC-ISOCH-DATA.indication

~

6.1 PD:SAP

describes the primitives supported by the PD-SAP. Each primitive is described in the referenced

Table 33 - PD-SAP primitives

PD-SAP Primitive Request Confirm Indication
PD-DATA 5.6.1.1 5.6.1.2 5.6.1.3
PD-CCA-START 5.6.14 5.6.1.5

PD-CCA-END 5.6.1.6 5.6.1.7

PD-CCA 5.6.1.8
PD-TX-START 5.6.1.9 5.6.1.10

© ISO/IEC 2014 — All rights reserved

is is created when the synchronous'MSDU received by the MAC has been successfully processed.

is primitive reports to the adaptation layer that a synchronous MSDU has been received. The senjantics are
follows.
\C-ISOCH-DATA.indication (
TrgtlD,
OriglD,
Length,
Data
)
e primitive parameters are defined in Table 32,

hen the adaptation layer rege€ives this primitive, it notifies the appropriate higher layer of the received frame.

lause.

e PD-SAP transports the MAC protocol data units (MPDUSs) between device MAC sublayer entilies. Table

64
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PD-TX-END 5.6.1.11 5.6.1.12
PD-RX-START 5.6.1.13 5.6.1.14 5.6.1.15
PD-RX-END 5.6.1.16 5.6.1.17 5.6.1.18
PD-PS 5.6.1.19 5.6.1.20
Table 34 - PD-SAP parameters
Name Type Valid range Description
psduLength Unsigned integer <aMaxPHYFrameSize Number of octets in the PSDU t@ he
transmitted by the physical layerentity
status enumeration SUCCESS, RX_ON, Result of frame transmitrequest
TRX_OFF
LQI octet PHY dependent Link quality index;
Varies accordingto implementation
ChannelStatus | enumeration BUSY or IDLE Executiorrresult of CCA request
TXDataRate, integer 0,1,2,3 See constant amplitude coding method in
RXDataRate Table-S5
00'= RATEL1, 01 = RATEZ2,
02 = RATES, 03 = RATE4
TXLength, 2 octets minimum payload length-= | MAC frame length
RXLength maximum payload length
TXPowerLevel | octet Varies according to PHY Transfer power
TXMACHead, | 2 octets valid MAC header MAC header excluding the sequence gheck
RXMACHead
TXAntSelect octet 0-255 Antenna used for transmission
0 is always valid but other values may pe used
depending on implementation
RSSI octet PHY dependent Receive signal strength
Varies according to implementation
RXERROR enumeration NO_ERROR, Receive error type
FORMAT_VIOLATION,
CARRIER_LOST,
UNSUPPORTED_RATE
PSLevel integer 0-PHYPIB_NumPSLevels Specifies the powersave mode
PSResultCode | enumeration SUCCESS, FAILED, Result of powersave mode request
UNSUPPORTED_MODE
5.6.1.1 PD-DATA.request

This primitive is sent from the MAC sublayer to the physical layer entity and is used to request transmission of
a MPDU (PSDU).

5.6.1.1.1 Definition of service primitives
The following interface is provided.

PD-DATA. request (
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psduLength,

)

Table 34 defines the PD-DATA.request primitive parameters.

5.6.1.1.2 Time of generation

This occurs when the MAC sublayer entity requests transmission of a MPDU to the physical layer entity.

5.6 13— Effect

w

trgnsceiver is activated (TX_ON), the physical layer creates a PPDU including the PSDU,and’send

the
SU
(R
pr
5.1

TH
en

5.4
TH

P

5.4

TH
pr

5.4
TH

5.4

hen it is received by the physical layer entity, it triggers the transmission of the given\PSI
b physical layer entity has completed the transmission it sends a PD-DATA.confirm primiti
CCESS indication to the MAC sublayer entity. If the primitive is received when the receiver is
X _ON) or the transceiver is deactivated (TRX_OFF) the physical layer entity sends a PD-DAT
mitive with an RX_ON or TRX_OFF status to the MAC sublayer entity.
5.1.2  PD-DATA.confirm

is is used to confirm that the MAC sublayer entity has sent a MPDU (PSDU) to another MAC
tity.

5.1.2.1 Definition of service primitives
e following interface is provided.
-DATA.confirm (
status
)
ble 34 defines the PD-DATA.confirm' primitive parameters.
5.1.2.2 Time of generatign

e physical layer entity“sends this to the MAC sublayer entity as a response to the PD-DAT
mitive when the requested PSDU is transmitted.

5.1.2.3 Effect
e MAC sablayer completes the data transmission.

5.1.3 PD-DATA.indication

DU. If the
s it. Once
ve with a
activated
[A.confirm

sublayer

[A.request

Th

e physical layer reports the MFDU (FSDU) transmission to the MAC sublayer entty.

5.6.1.3.1 Definition of service primitives

The following interface is provided.

PD-DATA.indication (

psduLength,

LQI

© ISO/IEC 2014 — All rights reserved
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Table 34 defines the PD-DATA.indication primitive parameters.
5.6.1.3.2 Time of generation

This takes place when the physical layer sends the received PSDU to the MAC sublayer entity. If the received
psduLength is lower than minimum payload length or greater than maximum payload length nothing happens.

5.6.1.3.3 Effect

THe MAC sublayer entity should process received data as a MPDU according to the MAC specificatipn.
5.6.1.4 PD-CCA-START.request

THe physical layer requests a clear channel assessment (CCA, 9.6.5).
5.6.1.4.1 Definition of service primitives

THe following interface is provided.

PI-CCA.request ()

THis primitive has no parameters.

5.6.1.4.2 Time of generation

Whenever the CSMA-CA algorithm needs to adjust:the’ channel, DME generates this and sends it to the
physical layer.

5.6.1.4.3 Effect

THe receive channel assessment is execuited.
5.6.1.5 PD-CCA-START.confirm

THe physical layer informs the"MAC layer that the receive channel assessment (CCA, 9.6.5) has begn started.
5.6.1.5.1 Definition of(Service primitives
THe following interface is provided.
PD-CCA.confirm: ()

THis primitive has no parameters.

5.6.5.2 Time of generation

Whenever a PD-CCA-START.request is received the physical layer generates and sends this to the MAC
layer.

5.6.1.5.3 Effect
The MAC may proceed to obtain and update the CCA result
5.6.1.6 PD-CCA-END.request

The MAC layer requests termination of the clear channel assessment (CCA, 9.6.5).
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5.6.1.6.1 Definition of service primitives

The following interface is provided.

PD-CCA.request ()

This primitive has no parameters.

5.6.1.6.2 Time of generation

ThisTsgeneratedwhenm the MAC tayer wants the physicat fayer to termminate the TECeive Charmet assessment.
5.6.1.6.3 Effect

THe receive channel assessment is terminated.

5.6.1.7 PD-CCA-END.confirm

THe physical layer informs the MAC layer that the receive channel assessment (CCA, 9.6.5) |[has been
tefminated.

5.6.1.7.1 Definition of service primitives

THe following interface is provided.

PIP-CCA.confirm ()

THis primitive has no parameters.

5.6.1.7.2 Time of generation

THis is generated by the physical layer asxa-response to PD-CCA-END.request and sent to the MAC layer
once the receive channel assessment is terminated.

5.6.1.7.3 Effect

THe MAC stops obtaining the (CCA result.

5.6.1.8 PD-CCA.indication

THe physical layer_reports the current channel state to the MAC layer.

5.6.1.8.1 Definition of service primitives

THe following interface is provided.

PD-E€CA.indication (

Channel Status

)

Table 34 defines the PD-CCA.indication primitive parameters.

5.6.1.8.2 Time of generation

Whenever the channel state changes from BUSY (IDLE) to IDLE (BUSY) the physical layer reports this to the
MAC layer. The physical layer keeps the channel in a BUSY state until the aCCADetectTime period ends.

© ISO/IEC 2014 — All rights reserved
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5.6.1.8.3 Effect

The MAC may use the channel status to perform the CSMA/CA algorithm.
5.6.1.9 PD-TX-START.request

The MAC layer requests the start of a MPDU transmission to the physical layer.

5.6.1.9.1 Definition of service primitives

ThHefottowmg nterface s provided:

PD-TX-START.request  (

TXDataRate,

TXLength,

TXPowerLevel,

TXAntSelect,

TXMACHead

)

Tgble 34 defines the PD-TX-START.request primitive parameters.
5.6.1.9.2 Time of generation

THe MAC layer sends this to the physical layer-whenever a MPDU needs to be sent. TXMACHead|is sent so
that the physical layer can calculate the sequence check.

5.6.1.9.3 Effect

THe physical layer starts the frame, transmission.

5.6.1.10 PD-TX-START.confirm

THe physical layer reports the frame transmission initiation to the MAC layer.
5.6.1.10.1 Definition of service primitives

THe following jinterface is provided.

PD-TX-START.confirm ()

This primitive has no parameters.
5.6.1.10.2 Time of generation

This is triggered by the physical layer when it receives a PD-TX-START.request and is ready to receive data
from the MAC layer.

5.6.1.10.3 Effect

The MAC layer sends data to the physical layer.
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5.6.1.11 PD-TX-END.request

The MAC layer requests the termination of a MPDU transmission to the physical layer.

5.6.1.11.1 Definition of service primitives

The following interface is provided.

PD-TX-END.request ()

Th

5.4

TH

5.4

Th

5.4

Th

5.4

TH

P

TH

5.4

TH

5.4

Th

5.4

M

5.4

Th

S Primitive Tas o parareters.

5.1.11.2 Time of generation

is is generated whenever a PD-DATA.confirm is received from the physical layer.

5.1.11.3 Effect

e current transmission is terminated.

5.1.12 PD-TX-END.confirm

e physical layer informs the MAC layer of the termination of the ffame transmission.

5.1.12.1 Definition of service primitives

e following interface is provided.

-TX-END.confirm ()

is primitive has no parameters.

5.1.12.2 Time of generation

e physical layer generates this aftera PD-TX-END.request is received and all data has been trang
5.1.12.3 Effect

e MAC can initiate the next transmit, receiver, or power management operation.

5.1.13 PD-RX-START.request

\C layer requests that the physical layer activate the receiver and select the specified antenna.

5.1.13. 1 Definition of service primitives

e-following interface is provided.

PD-RX-START.request  (

RXAntSelect,

)

Table 34 defines the PD-RX-START.request parameters.
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5.6.1.13.2 Time of generation

The MAC layer sends this to the physical layer whenever it anticipates a transmission of a MPDU to the

cu

rrent device.

5.6.1.13.3 Effect

The PHY begins PHY preamble acquisition. It subsequently issues a PD-RX-START.confirm to the MAC.

5.6.1.14 PD-RX-START.confirm

TH

5.4

TH

PL

Th

5.4

TH
ac

5.4

TH

5.4

TH
su

5.4

Th

PL

e physical layer reports to the MAC layer that the receiver has been activated.
b.1.14.1 Definition of service primitives

e following interface is provided.

-RX-START.confirm ()

is primitive has no parameters.

5.1.14.2 Time of generation

is is generated when PD-RX-START.request is received _and' the physical layer's receiver
tivated.

p.1.14.3 Effect
e MAC can receive a PD-RX-START.indication primitive.
5.1.15 PD-RX-START.indication

e physical layer generates this when-the physical layer header and MAC layer header
ccessfully transmitted.

5.1.15.1 Definition of service'primitives

e following interface is provided.

D-RX-START.indication (
RXDataRate,
RXLength,

RXMACHead,

has been

has been

RSSI

)

Table 34 defines the PD-RX-START.indication parameters.

5.6.1.15.2 Time of generation

The physical layer sends this to the MAC layer whenever the physical layer successfully completes a

se

quence check at the start of a new PPDU.
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5.6.1.15.3 Effect

The MAC can receive a PD-DATA.indication primitive

5.6.1.16 PD-RX-END.request

The MAC layer requests the deactivation of the receiver to the physical layer.

5.6.1.16.1 Definition of service primitives

Th

PL

TH

5.4

Th

5.4

Th

5.4

TH

5.4

TH

P

TH

5.4

Th

5.4

Th

5.4

Th

e foffowingnmterface is provided:

-RX-END.request ()

is primitive has no parameters.

5.1.16.2 Time of generation

is is generated when the MAC layer requests the deactivation of the receiver.te the physical layer
5.1.16.3 Effect

e PHY stops the reception and issues a PD-RX-END.confirm tothe MAC
5.1.17 PD-RX-END.confirm

e MAC layer is informed that the physical layer receiver has been deactivated.
5.1.17.1 Definition of service primitives

e following interface is provided.

-RX-END.confirm ()

is primitive has no parameters.

5.1.17.2 Time of generatigh

e physical layer generates this after receiving a PD-RX-END.request.

5.1.17.3 Effect

e MAC cantinitiate the next transmit, receiver or power management operation.

5.1.18. “PD-RX-END.indication

e-physical layer informs the MAC layer that the MPDU currently being received has been terminat

5.6.1.18.1 Definition of service primitives

The following interface is provided.

PD-RX-END.indication(

©lI

LQ!I,

RXERROR
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The primitive parameters are defined in Table 34.
5.6.1.18.2 Time of generation

The receive state machine indicates that the reception was completed, regardless of error. At this time,
RXERROR has one of the following values.

NO_ERROR : no error occurred in the processing of received data.

FORMAT_VIOLATION : incorrect format of the received PPDU.

CARRIER_LOST : MPDU processing impossible due to failure of carrier restoration.

UNSUPPORTED_RATE : unsupported data rate detected when receiving the PPDU.
THis is generated when the MAC layer requests to the physical layer that the receiver be\deactivated.
5.6.1.18.3 Effect

THe MAC is provided with a reference time for determining the end of the)received frame on the local air
interface.

5.6.1.19 PD-PS.request

THe MAC layer requests to the physical layer that the specifiedypowersave mode be instituted.
5.6.1.19.1 Definition of service primitives

THe following interface is provided.

PD-PS.request (

PSLevel

)

THe primitive parameters are defined in Table 34.

5.6.1.19.2 Time of generation

THis is generated by-the MAC layer when a change is needed to the powersave mode in the physical layer.
5.6.1.19.3 Effect

A [changéto the powersave mode is made if possible, and the result is sent through a PD-RFS.confirm
primitivey

5.0.1.20 PD-PS.confirm

The physical layer reports the result of the requested powersave mode change to the MAC layer.
5.6.1.20.1 Definition of service primitives

The following interface is provided.

PD-PS.confirm (

PSResultCode
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The primitive parameters are defined in Table 34.

5.6.1.20.2 Time of generation
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The physical layer receives the PD-PS.request primitive from the MAC layer and sends the result of the
specific powersave mode change to the MAC layer.

5.6.1.20.3 Effect

THe MAC use PSResultCode to the PD-PS.request primitive.

5.6.2 PLME-SAP

THe physical layer management object service access points (PLME-SAP) enable the\operational language
begtween MLME and PLME. Additional physical layer management object service access points (DNIE-PLME-
SAP) enable the operational language between DME and PLME, and this interfacejis equivalent to the PLME-

SAP interface. Table 35 defines the primitives supported by PLME-SAP.

Tgble 36 defines the individual parameters.

Table 35 - PLME-SAP primitives

PLME-SAP Primitive Request Confirm Indication
PLME-ED 5.6.2.1 5.6.2.2

PLME-GET 5.6.2.3 5.6.24

PLME-SET 5.6.2.5 5.6.2.6

PLME-RESET 5.6.2}7 5.6.2.8

PLME-TESTMODE 56.2.9 5.6.2.10

Table 36 - PLME-SAP primitive parameters

Name Type Valid range Comments
Edstatus enumeration SUCCESS, Result of energy detection request
TRX_OFF, or TX_ON
EnergyLevel integer 0x00-0xff Energy detection level of current channe|
PIBAttribute enumeration As defined Table 57 Desired physical layer PIB attribute
PIBStatus enumeration SUCCESS, Result of request for PIB attribute informition
INVALID_ATTRIBUTE,
INVALID _VALUL
PIBAttributeValue | Various Attribute specific Desired physical layer PIB attribute value
ResetResultCode | enumeration SUCCESS, FAILED Response to reset request
TEST_ENABLE boolean TRUE, FALSE if true the physical layer test mode is activated
according to the following parameters.
TEST_MODE integer 1,2,3 TEST_MODE is one of the following.

01 = receive mode
02 = continuous transmit mode
03 = 50% efficiency periode mode

© ISO/IEC 2014 — All rights reserved
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DataRate, integer 0,1,2,3 Refer to constant amplitude coding method in
Table 55

00 = RATE1, 01 = RATEZ,
02 = RATES, 03 = RATE4

SCRAMBLE_STA | boolean TRUE, FALSE if true the scrambler operational state is
TE activated
TestResultCode enumeration SUCCESS, FAILED, Test mode result
UNSUPPORTED_MOD
E

5.6.2.1 PLME-ED.request

PUME requests an energy detection measurement

5.6.2.1.1 Definition of service primitives

THe following interface is provided.

PUME-ED.request 0

THis primitive has no parameters.

5.6.2.1.2 Time of generation

DME generates this and requests an energy detection measurement to PLME.
5.6.2.1.3 Effect

If [the receiver is activated (RX_ON) PLME tells the physical layer to perform an energy|detection
measurement. When PLME completes the energy detection is generates a PLME-ED.confirm primitive.

5.6.2.2 PLME-ED.confirm

THe result of the energy detectioh*measurement is reported.
5.6.2.2.1 Definition of service primitives

THe following interfacens provided.

PUME-ED.confir (

EDstatus,

EnergyLevel

)

Table 36 defines the primitive parameters.

5.6.2.2.2 Time of generation

PLME generates this as a response to a PLME-ED.request and sends it to DME after the energy detection is
measured. The status value of a successful energy detection measurement is SUCCESS and a failed

measurement due to a faulty transceiver is reported as the current state of the transceiver (TRX_OFF or
TX_ON).
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5.6.2.2.3 Effect

The result of the energy detection measurement is reported to DME.
5.6.2.3 PLME-GET.request

Information about a physical layer PIB attribute is requested.

5.6.2.3.1 Definition of service primitives

ThHefottowmg nterface s provided:

PUME-GET.request (

PIBAttribute

)

Tdble 36 defines the primitive parameters.

5.6.2.3.2 Time of generation

DME generates this to obtain information from the physical layer PIB of PLME.
5.6.2.3.3  Effect

PUME extracts the requested PIB attribute from the .database and sends the results through|a PLME-
GET.confirm primitive.

5.6.24 PLME-GET.confirm

THe result of the requested information from:the physical layer PIB is reported.
5.6.2.4.1 Definition of service primitives

THe following interface is provideth

PUME-GET.confirm (

PlBstatus,

PIBAttribute,

PIBAttributeValue

)

Table 36 defines the primitive parameters.

5.6.2.4.2 Time of generation

PLME generates this as a response to a PLME-GET.request primitive and sends it to DME.
5.6.2.4.3 Effect

If the state parameter is SUCCESS the requested physical layer PIB value is sent, otherwise an error is
indicated.
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5.6.25 PLME-SET.request

A request is made to set the physical layer PIB attribute to the specified value.
5.6.2.5.1 Definition of service primitives

The following interface is provided.

PLME-SET.request (

PIBAtribUtE;

PIBAttributeValue

)

Tdble 36 defines the primitive parameters.

5.6.2.5.2 Time of generation

DME generates this to set the physical layer PIB attribute to the specified value and sends it to PLM
5.6.2.5.3 Effect

PUME attempts to store the specified physical layer PIB aftribute in the database and reports
thfough a PLME-SET.confirm primitive.

5.6.2.6 PLME-SET.confirm

THis reports the result of the attempt to set the physical layer PIB attribute to the specified value.
5.6.2.6.1 Definition of service primitives

THe following interface is provided.

PUME-SET.confirm (

PIBstatus,

PIBAttribute

)

T4ble 36 defines the primitive parameters.

5.6.26.2 Time of generation

the

PLME sends this to DME as the response to the PLME-SET.request primitive.

5.6.2.6.3 Effect

result

If the state value is SUCCESS it means the PIB attribute was set as requested, otherwise an error is indicated

if the PIB attribute was unable to be set for some reason.

5.6.2.7 PLME-RESET.request

This requests a reset of the physical layer. To prevent accidental data transmission while receiving, the state

must be changed to receive mode.
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5.6.2.7.1 Definition of service primitives

The following interface is provided.

PLME-RESET.request ()

This primitive has no parameters.

5.6.2.7.2 Time of generation

Th

5.6.2.7.3 Effect
THe physical layer resets all transceiver state machines to their initial states and converts'to receive

5.6.2.8 PLME-RESET.confirm

Th

state must be changed to receive mode.

5.4

TH

PL

5.4

Py

5.4

DN

5.4

A
ha

5.4

S TS generated whenever a physical tayer TESet 1S TEqUESTET.

is requests reset of the physical layer. To prevent accidental data transmission during receiving

5.2.8.1 Definition of service primitives
e following interface is provided.
ME-RESET.confirm (

ResetResultCode

)
ble 36 defines the primitive parameters.
5.2.8.2 Time of generation
ME generates this as the resultof a PLME-RESET .request.
5.2.8.3 Effect
NE or MLME is notified of the result of the reset.
5.2.9 PLME;TESTMODE.request

conversion of the physical layer to test operational mode is requested. The parameters mentione
ndled.as options when implemented.

5.279.1 Definition of service primitives

mode.

data, the

I here are

The following interface is provided.

PLME-TESTMODE.request (

TEST_ENABLE,
TEST_MODE,
SCRAMBLE_STATE,

DataRate
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)

Table 36 defines the primitive parameters.

5.6.2.9.2 Time of generation

This is generated whenever a request is made to convert the physical layer to test mode.

5.6.2.9.3 Effect

Th

5.4

TH
op

5.4

Th

PL

5.4

PL

5.4

DN

5.4

© physicattayer s Converted o testodE:
5.2.10 PLME-TESTMODE.confirm

is requests the physical layer to change to test operational. The parameters mentioned\here are H
tions when implemented.

5.2.10.1 Definition of service primitives
e following interface is provided.
ME-TESTMODE.confirm (
TestResultCode
)
ble 36 defines the primitive parameters.
5.2.10.2 Time of generation
ME generates this as the result of a PLME-TESTMODE.request.
5.2.10.3 Effect
NE or MLME is notified of the résult of test mode initiation.
5.3 Physical layer enufmerated description
ble 37 lists the validphysical layer protocol enumerated values

Table 37 - Physical layer enumerated values

andled as

Enumerated value Comments

BUSY 0x01 busy channel is detected through CCA

IDIE 0x02 idle channel is detected through CCA

INVALID_ATTRIBUTE 0x03 Recognition of an unsupported attribute is
requested

INVALID_VALUE 0x04 Invalid value for the setting of the
parameter is requested

RX_ON 0x05 Activation of receiver is requested

SUCCESS 0x06 When a SET/GET, energy detection,

modification of transceiver, or a
synchronous frame transfer succeeds

TRX_OFF 0x07 Transceiver is currently inactive or
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deactivation is requested

TX_ON 0x08 Transceiver is currently active or activation
is requested

NO_ERROR 0x09 No error has occurred

FORMAT_VIOLATION O0x0A Error in format

CARRIER_LOST 0x0B Carrier not found

UNSUPPORTED_RATE 0x0C unsupported data rate
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Mac frame format

This chapter describes the format of the MAC frames.

6.1 is an overview of the frames.

6.2 describes the general format of all frames.

6.3 details the format of each frame.

6.1

6.

TH
Cl
the

Al

a)
SO
dig

J  Overview

|l describes the format of information blocks used in the network to convey information.

b describes the command blocks carried by command frames.

e MAC frames in the MAC sublayer are described as a sequence of fields.in\a specific order. Eac
huse 6 depicts the fields as they appear in the MAC frame and in the order in which they are tran
e wireless medium, from left to right where the left-most bit is transmitted-first in time.

Transmission order

\j

Octets : 1 Octets : 2
Field A Field B
b0-b2 b3-b6 b7 b0-b7 b8-b15
Subfield 1 |.Subfield 2 | Subfield 3 Subfield 1 | Subfield 2

Figure 4 - Transmission order
MAC frames/are’composed of the following elements.
frame “header: frame control information needed to exchange data between stations

urce/destination station ID, frame sequence number, etc. Information located in this portion i
tinguish frame types and stations exchanging frames. Frame reliability can also be enhanced

ch

h figure in
smitted in

such as
5 used to
by error-

ecking of exchanged frames.

b) frame body: composed of actual payload carrying the data exchanged between stations and FCS to check
for payload errors.

6.2 General format of MAC frames

This International Standard uses the common frame formats shown in Figure 5, and each field is defined in
detail in the following clauses.
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2 2 1 1 1 1 variable 4

network ID Frame Source Destination | streamID Sequence payload FCS
control station ID station ID number

Frame header frame body

Figure 5 - Format of MAC frame

When the SEC bit is set to zero in the Frame Control field, the non-secure MAC frame body shall be formatted
as illustrated in Figure 6.

W

8.%

octet:Ln 4

Payload FCS

Non-secure MAC frame body

Figure 6 - Non-secure MAC frame body format

nen the SEC bit is set to one in the Frame Control field, the secure MAC frame body shall be foqmatted as
illystrated in Figure 7. The Secure Payload field in the secure MAC frame body is protected as irndicated in

D.

octet:2 2 2 Ln 8 4

SECID SFC Encryption Secure MIC FCS

offset payload
Secure frame header Integrity
code
Payload
Secure MAC frame body

6.2.1 Frame header

Fr
ch

6.2.1.1 NID

Figure @ Secure MAC frame body format

ecking.

ame header contains infermation for the transmission or reception of the frame, flow control,|and error

THe network ID\is-the ID that distinguishes a network. This is a unique value that does not overlap |with other

network IDs-and remains as long as the network continues to exist.

6.2.1.2 Frame control

Fra

me r\r\nfrr\l olnmnnfe are r\r\mnnond of flolrle Olll‘h as. frama hlnn flref frnnmnnf |ae+
typ g fragment,

acknowledgement policy, delayed acknowledgement request, protocol verS|on security, etc Their format is

sh

©lI

own in Figure 8.
bit 0-3 4-5 6 7 8 9-10 11 12-15
frame type | acknowled | First Last delayed Protocol SEC reserved
gement fragment fragment acknowled | version
policy gement
request

Figure 8 - Format of frame control fields
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6.2.1.2.1 Frame type

The frame type field is 4 bits in length. Table 38 shows the defined frame types and values. Examples of the
usage of these types are shown in 6.3.

Table 38 - Frame types

Value Frame type description
0000 beacon
0001 acknowledgement
0010 command
0011 data (stream or non-stream)
0100 RTS
0101 CTS
0110~1111 reserved

6.2.1.2.2 Acknowledgement policy

Adknowledgement policy field is 2 bits in length. In the case whete)the received frame is an acknowledgement
frgme it indicates the type of the acknowledgement frame, otherwise it indicates the acknowledgement policy
of the destination station of the frame.

Delayed acknowledgement policy can only be used fordata frames, and multicast or broadcast franjes do not
use acknowledgements. (When multicast or broadcastframes are received, the acknowledgement policy field
is [ignored and the destination station does not send an acknowledgement.) The following are th¢ possible
values of the acknowledgement method field.

0:[no acknowledgement: destination station does not acknowledge the transmitted frame, and the source
station considers the transmission.successful regardless of the actual result. This method can bg used for
frames that are transmitted 1:1 or'L:N, which do not require acknowledgement.

1:limmediate acknowledgement:The station that received the frame sends an acknowledgement ffame as a
response to the source station after a short frame interval. This acknowledgement policy can only be used
for 1:1 frame transmissions.

2:|delayed acknowlédgement: the station receiving the frame sends a delayed acknowledgement [frame per
6.3.2.2. This acknowledgement policy can only be used for 1:1 frame transmissions.

3:| implicit c@cknowledgement: This method is used when the receiving station sends an immediate
acknowledgement or other data frames as an acknowledgement. This acknowledgement policy can only
bewsed for 1:1 frame transmissions, and can only be used during the allocation period, not the gontention
pesiod.

6.2.1.2.3 First fragment

The first fragment field is 1 bit in length. ‘1’ indicates that frame is the start of a data or command
(MSDU/MCDU) from a higher layer, while ‘0’ means that it is not the start.

6.2.1.2.4 Last fragment

The last fragment field is 1 bit in length. ‘1’ indicates that frame is the end of a data or command
(MSDU/MCDU) from a higher layer, while ‘0’ means that it is not the end.

© ISO/IEC 2014 — All rights reserved 83


https://standardsiso.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

6.2.1.2.5 Delayed acknowledgement request

The delayed acknowledgement request field is 1 bit in length. This is only valid for data frames of streams
using the current delayed acknowledgement policy. This field is set to ‘1’ and sent when the source station of
the stream is requesting that a delayed acknowledgement frame be sent to the destination station.

6.2.1.2.6 Protocol version
Protocol version information is 2 bits in length. The size and location is fixed and independent of the protocol

version of the system. The current value is 0, and is incremented by 1 each time a new version is released.
Whe f i f f f i ft-ch ft-wot ifyimgthe source

ecurity 1D

ID — and
estination
when the

station is associated with network, and the possible values are‘as follows.

- Jx00: used by master of network
- xFF: used by broadcast frames
- OxFE: used by stations in the process of association which have not yet been assigned an ID by th¢ master
- JxFD: used by multicast frames
6.2.1.4  Stream ID

THis is composed of 8 hits and\iS' used to identify data streams. It is only valid for data frames, and in other
frgme types this is set to 0 and-ignored.

bit:7 6:4 3.0

Stream type priority stream index

Figure 9 - Format of stream ID field

THe fields composed of 3 parts.

THe stream index field is 4 bits in length. Each station may freely use any value other than ‘0’ (which indicates
non-stream data), but each value must be uniquely assigned by the master.

The priority field is 3 bits in length, and it indicates the stream priority.

The stream type field is 1 bit in length, and ‘1’ means isochronous service, while ‘0’ means asynchronous
service.

Frames that do not belong to an existing stream or which do not need a stream connection are non-stream

type data, and these are sent with a stream ID of 0. The relevant station determines whether to use an
isochronous stream or an asynchronous stream.
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6.2.1.5 Sequence number
The sequence number field is 8 bits in length and shows the frame sequence number.

In data frames, a sequence number between 0 and 255 is assigned by means of an incremental counter by
each stream, and once it reaches 255 it wraps back to 0.

For frames that are not data type frames, a sequence number between 0 to 255 is assigned by a counter.

6.2.2 Frame body

e frame body portion is variable length and is composed of the payload and FCS. The payload f(erat may
y depending on the frame type of the frame control field, and the FCS is used to check for erfors in the

2.1 Payload

e data that is actually exchanged between stations is carried in a variety of fortats. In the case df a secure
me, it also includes the required security information and the secure payload.

.2.2  Secure session ID (SECID)

e frame body of all secure frames shall include the SECID field, which contains a 2-octet identifier for the
that is used to protect the frame. In the lowest order octet ©fythe SECID for all keys except the network
group data key, the STNID of the key originator shall be set. The 'SECID for the network group data key shall
have the lowest order octet set to the BestID, as described in6.2.1.3. In the higher order octet, a unjque value
fof the key associated with the security relationship shall“be designated. The key originator in ja security
relationship selects the SECID for a given key, as describéed in 8.3.6.

.2.3  Secure frame counter (SFC)

THe frame body of all secure frames includes)the SFC field, which contains a 2-octet counter that|is used to
ensure the unigueness of the nonce in a.secure frame. A station shall not reuse a frame countgr with the
e beacon sequence number, as_described in 6.3.1.1, and key, as described in 8.3.6. The SF shall be
initialized to zero for the first frame 'sent and increment it for each successive secure frame sent. (When the
beacon sequence number, as deseribed in 6.3.1.1, is updated, the station may reset the SFC|to zero if
ired or allow the counter to-roll over. In the case where the station receives a new key, the statioh shall set

THe Encryption Offset field indicates where encryption starts, in octets, relative to the beginning of the Secure
Pgyload, as shown in Figure 7. A value of zero indicates that the entire Secure Payload is encrypted. A non-
zeyo value imthis field indicates that the first EO octets of the Security Payload are not encrypted. Regardless
of the value.of this field, the entire Secure Payload, along with other appropriate fields, is authenticated by the

The frame body of all secure frames shall include the integrity code field, which contains an 8-octet encrypted
integrity code that is used to cryptographically protect the integrity of the MAC header and frame payload. The
integrity code is computed as specified in 8.5.3.4.

6.2.2.6  Frame check sequence (FCS)

The Frame Check Sequence (FCS) is 32 bits in length, and is used to verify that the MPDU was received
without error. It is generated using the following standard generator polynomial of degree 32:

G(X):)(32+X26+X23+X22+Xle+Xlz+Xll+X10+X8+X7+X5+X4+X2+X+1
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The FCS is the 1's complement of the modulo 2 sum of the remainders in (a) and (b) below:

:2014(E)

a) The remainder resulting from (x* «(x* +x* +...)) divided (modulo 2) by g(x). The value k is the number of
bits in the calculation field.

b) The remainder resulting from the calculation field contents, treated as a polynomial, multiplied by x3? and
then divided by g(x).

At the transmitter, the initial remainder of the division shall be preset to all ones and is then modified via
division of the calculation fields by the generator polynomial g(x). The 1’s complement of this remainder is the

FJS Tield.
At[the receiver, the initial remainder shall be preset to all ones. The serial incoming bits ef\the ¢alculation
fieJds and FCS, when divided by g(x) in the absence of transmission errors, results inpa .Uniqug non-zero
remainder value. The unique remainder value is the polynomial;
XX+ X+ XX+ X X+ X2 X X XX xP X% 3 X
6.8 Frame formats
A fotal of six types of frames are defined, and each frame is coded with different usage codes ag shown in
Tdble 39, depending on type.
Table 39 - Usage codés.by frame type
Frame type Usage code
beacon network command code
Acknowledgement network command code
Command network command code
data (stream or non-stream) Variable depending on conditions
RTS network command code
CTS network command code
6.8.1 Beacon
6.8.1.1 Nonssecure beacon frame
THis is used during the beacon period to broadcast information to stations associated with network] The non-
securé.beacon frame structure is shown in Figure 10.
8 2 2 2 1 1 Variable 4
Frame beacon superframe | allocation network reserved | beacon FCS
header sequence length period start | standard payload
number time code
network synchronization information

Figure 10 - Non-secure beacon frame format

The beacon sequence number is used to tag each beacon and synchronize slave operations (such as
modifying frequency or sleep state). It is incremented by 1 on each transmission.

© ISO/IEC 2014 — All rights reserved

86


https://standardsiso.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

The superframe length field shows the superframe length in units of usec.

The allocation period start time field shows the start time of the allocation period in the superframe in units of
usec.

The network standard code field is used to show the code rates when a slave sends a command code.

The beacon frame payload holds the information blocks described in Table 40, and each is described in detail
in 6.4.

-

1l 40 £ 1 !
ravic 14U = BCCALUII mairic youy

Information block Content When {oaded

Station UID 48 hit master IEEE 802 address as’necessary

network synchronization parameter | Synchronization information needed by the as necessary
network stations to synchronize with network

Transmit power Maximum transmit power within network as necessary

channel modification Information needed when changing.channels | as necessary

Resource allocation Present state of current superframe resource | as necessary
distribution

THe non-secure beacon frame’s control field is set to values-as shown in Table 41.

Table 41 - Setting the control fieldn6f the non-secure beacon frame

Subfield ValueWwhen sent Action when receivpd
frame type \/alue of beacon frame in 6.2.1.2.1 decoded
Acknowledgement policy 0 ignored

First fragment 0 Ignored

Last fragment 0 Ignored

delayed acknowledgementrequest 0 Ignored

Protocol version Protocol version decoded

SEC 0 decoded

6.8.1.2 Secure beacon frame

THe sécure beacon frame structure is shown in Figure 11. The secure beacon frame format is used when the
network is operating in a secure mode.

8 2 2 2 8 Variable 8 4
Frame SECID SFC Encryption | Network Beacon Integrity FCS
header offset synchronization | payload code

information
Secure frame body

Figure 11 - Secure beacon frame format

The secure beacon frame’s control field shall be set and interpreted as described in Table 42.
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Table 42 - Setting the control field of the secure beacon frame

Subfield Value when sent Action when received
frame type Value of beacon frame in 6.2.1.2.1 decoded
Acknowledgement policy 0 ignored

First fragment 0 Ignored

Last fragment 0 Ignored
delayed-acknowledgementreguest g lgnored

Protocol version Protocol version decoded

SEC 1 decoded

6.8.2 Acknowledgement

Adknowledgement frames are of two types -
acknowledgement frames — and are encoded with the network standard  code rates. While the
acknowledgement frame is composed only of a frame header \with a frame body, thg

immediate acknowledgément frames and

delayed
mmediate
delayed

acknowledgement frame contains a payload and is thus composed of both frame header and frgme body.
Frame control fields in an acknowledgement frame are set as in Table43.

Table 43 - Setting the control field‘ef the beacon frame

Subfield Value when sent Action when receivpd
frame type Value of acknowledgement frame as decoded
shown in6:2:1.2.1
acknowledgement policy Value of frame type of acknowledgement | decoded
frame
First fragment 0 Ignored
Last fragment 0 Ignored
delayed acknowledgementfegquest | 0 Ignored
Protocol version Protocol version decoded

THe acknowledgement frame’s source station ID field is set to the Destination station ID of the receiyed frame,

and the Destination’station ID field is set to the source station ID of the received frame.

THe stream 1D and stream sequence number are set to 0 and ignored when received.

6.3.21

Immediate acknowledgement

The immediate acknowledgement frame is composed of only a frame header without a frame body as in
Figure 12, and can be used during any period. It is encoded using the network standard code rates.

2 2 1 1 1 1 4
network ID Frame source Destination streamID Sequence FCS
control station ID station ID number

Frame header

Figure 12 - Immediate acknowledgement frame format
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When the destination station receives a delayed acknowledgement request in a stream using delayed
acknowledgement, it uses delayed acknowledgement only during the allocation period. The frame format is as
shown in Figure 13, and is encoded using the standard codes.

8 2 7 7 7 4
Frame length Record of Record of Record of FCS
header (=7*m) stream-1 stream-2 stream-m

payload

frame body

Figure 13 - Delayed acknowledgement frame payload format

THe stream record field is as shown in Figure 14.

octet:1

1

1

4

stream ID

number

Starting sequence

number

Ending sequence

Bitmap of receive
status

Figure 14 - Format of record fof:stream-m

THe stream ID field is 2 octets and is used by the data to identify the stream using delayed acknowls
When 32 or more frames are being acknowledged in the stream, one or more information blocks car

THe starting sequence number is 2 octets and indicates the sequence number of the first frame corr
tothe receive status bitmap. Likewise, the ending.sequence number is 2 octets and indicates the
number of the last frame corresponding to the receive status bitmap.

THe receive status bitmap is 4 octets, and each bit represents the success or failure of each frame r
th¢ stream. The first bit of the receive,status bitmap corresponds to the frame containing th
seguence number and the rest of the hbits correspond in order to the frames with the following hum
vajue of ‘1’ in the receive status bitmap indicates a successful reception, and ‘O’ indicates that the
w3gs unsuccessful.

6.3.3 Command

THe command frame\is’used during the contention period for exchanges between master and 5
during the allocation-period for exchanges between slaves. It is sent during the relevant station’s
timeslot or theConhtention period, and one frame can hold one or more command blocks. O des
command types-in detail.

Non-secure command frame

bdgement.
be used.

bsponding
sequence

eceived in
e starting
bers. A bit
reception

slave, and
assigned
cribes the

described

octet:8 (1+2+L1) a+2+L2) | ... (1+2+Ln) 4
Frame header Command Command Command FCs
block-1 block-2 block-n
payload
frame body

Figure 15 - Non-secure command frame format
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The command block shall be formatted as shown in Figure 16.
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octet:1

2

L

Command type

length

Command payload

Figure 16 - Command block format

The frame header stream ID is set to 0 and ignored when received.

w

hile the command payload is of variable length, the command block is laid out in 2-octet increments in the

frgme body. If the command block length is not in 2-octet units when the command payload is erg¢ated, it is
padded with 0’s to fill the length and the length field indicates only the significant portion.
6.8.3.2  Secure command frame
THe secure command frame shall be formatted as shown in Figure 17. The command:types are dgscribed in
6.5.
ocfet:8 2 2 2 (1+2+L1) (1+2+L2) N (1+2+Ln) 4
Fr@gme SECID SFC Encryption | Command Command Command FCS
hepder offset block-1 block-2 block-n

secure frame header payload

frame body

Figure 17 - Format of seeure command frame

6.8.4 Data (stream or non-stream)

TH
to

Th

Th

341

.3.4.2

Non-secure

data frame

e format of non-secure dataframe is shown in Figure 18, and is encoded using a variety of codes

octet:8

variable

4

Erame header

Variable length data

FCS

Secure data

Figure 18 - Non-secure data frame format

frame

e format of secure data frame is shown in Figure 19, and is encoded using a variety of codes.

is is used primarily using the allocation peried to send data, and it may be used during the contention period
exchange data of short length as well.

octet:8 2 2 2 variable 4
Frame header SECID SFC Encryption | Variable length data | FCS
offset
Figure 19 - Secure data frame format
6.3.5 RTS (Request To Send)
The RTS frame format is shown in Figure 20.
octet:2 2 1 1 2 4
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NID Frame source Destination RTS time FCS
control station ID station ID

Figure 20 - RTS frame format
6.3.6 CTS (Clear To Send)

The CTS frame format is shown in Figure 21.

octet:2 2 1 2 4

NID Frame control source station ID | CTS time FCS

Figure 21 - CTS frame format

6.4 Information block
THe information block is detailed in Table 44, and each individual part is deseribed in the following clauses.

Table 44 - Information blocks

Information information
block ID

station UID

station name

station type

netwark synchronization

capability

maximum supported time slot

channel modification

power management parameter

maximum transmit power

oo N ||| W|IN|FL|O

resource allocation

[EnY
o

new master notification

[EEN
[ERN

sleep state notification

12-254 reserved

255 vendor specific

The format of the information block is shown in Figure 22. The first octet is the information block ID, and the
second octet is the data length (Ln) in octet units. The next Lnoctets are the data. More than one information
block may be included in a frame and there are no restrictions on the order.

The information block in a frame body is arranged in 2 octets units. When the frame body is made, if the
information block is not in units of 2 octets, 0’s are appended to the end of the data to fill the 2-octet length.
However, the length field of the information block indicates only the significant data length (excluding the
zeroes used for padding). When the frame body is opened and the payload read out, only the actual data is
read based on the field length, and the padded zeroes are ignored.

octet:1 1 Ln
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Information
block ID

length (=Ln)

data

Figure 22 - Information block format

The station UID information block is shown in Figure 23.

octet:1 1 6
Information length (=6) Station ID
block ID (=0)

Figure 23 - Station UID information block format

THe station UID is the 48 bit IEEE 802 address of the source station.

6.4.2 Station name

THe station name information block is shown in Figure 24.

THe station name is the name of the source station recognized by the user, and the maximum len

octets.

octet:1 1 variable
information length (<256) Station name
block ID (=1)

Figure 24 - Station name infermation block format

6.4.3 Station type

THe station type information block is shown in Figure 25.

THe station type-field represents the station type. The 3-octet representation of the station type h

bden defined.

ogtet:1 1 3
information length (=3) station type
block ID (=2)

Figure 25 - Station type information block format

6.4.4 Network synchronization

THelnetwork synchronization information block is shown in Figure 26.

gth is 256

s not yet

octet:1 1 1 1 2
information length (=4) Modification Counter Value to
block ID (=3) information change

Figure 26 - Network synchronization information block format

The modification information field indicates the network synchronization information to be changed in the
future. The value to change will be altered according to this field.
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If this field is 1, it means the superframe length will change, and if 2 it means that the channel in use will
change.

The counter field represents the point at which the modified network synchronization information applies. For
example, if the current beacon sequence number is 3 and the counter field is 2, the modified synchronization
information will take effect after a beacon sequence number of 5 is received.

The value to change field represents the value of the network synchronization information to be modified, and
its meaning varies according to the value of the modification information. If the modification information field is
1, it indicates the new superframe length in usec, and if 2 it indicates the new channel ID.

6.4.5 Capabilities

THe capability information block is shown in Figure 27, and its fields are laid out in Figure-28. The values of
the¢ capability information block do not change once a station is associated with network until the station
digassociates itself. The master’s capability field value does not change while it remains ‘master of n¢twork.

octet:1 1 2
information length (=2) capability
block ID (=4)

Figure 27 - Capability information block format

2 octets
bit:b0 bl b2 b3 b4a~b7 b8~b11 b12~b15
task master real-time Sleep-state | Amount of | Amount of | undefined
capable stream suppert available memory
support power

Figure 28 - Capability field format
THe task bit represents the current station’s role, and if the station is master it is set to ‘1°, otherwise |0’.
THe master capable bit is set to ‘1. if .the station is capable of becoming master of network, otherwisg
THe realtime stream supporthitis set to ‘1’ if the station supports real-time streams, otherwise ‘0.

THe sleep state support-bit is set to ‘1’ if the device uses sleep state for power saving, and in the case of the
master this bit is always 0.

THe available_pewer field indicates the amount of power left in the station. ‘1111 means that the| station is

being supplied{from a stable source of power.

THe memory field indicates the MAC memory size of the station in units of 258KB.

rradtiaa lat
oTteoTtrm T e—ST10T

6 o MNMaosc:
SO TVICCATT IO

The maximum supported time slot information block is shown in Figure 29.

octet:1 1 1
length (=1)

Maximum number of
supported time slots

Information
block ID (=5)

Figure 29 - Maximum support timeslot information block format
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The maximum supported time slot field indicates the maximum number of supported time slots that can be
allocated to a source station.

6.4.7 Maximum transmit power

The maximum transmit power information block is shown in Figure 30.

octet:1 1 1

information length (=1) Maximum

block ID (=8) fransmit
power

Figure 30 - Maximum transmit power information block format

THe maximum transmit power field shows the maximum transmit power allowed by network in 2’s cogmplement
fofm, in dBm units. For example, +2dBm is encoded as 0x02, and -2dBm is encoded*as OxFE. Also, Ox7F
means that the master does not restrict the transmit power.

6.4.8 Resource allocation

THe resource allocation information block is shown in Figure 31. Due.te restrictions on the length field a
information block can be a maximum of 256 octets, therefore if needed the master can divide the resource
allpcation information and load it into multiple information blocks i the beacon. The destination station puts
together all resource allocation information in the received beacon frame. To facilitate the combination of the
resource allocation information blocks, the master sequences_them by the channel time.

octet:1 1 6 6 e 6
information length resource resource e resource
block ID (=n*6) allocation allocation allocation
(=9) block-2 block-2 block-n

Figure 31 - Resource allocation information block format

Reasource allocation information blocks~are made up of many resource allocation blocks, and eadh block is
arfanged in the order of the start time of the time slot. The resource allocation block is shown in Figure 32.

octet:1 1 1 1 1 1
source station | Destination streamID Start of length of Allocated codle
ID station 1D allocated slot allocated slot

Figure 32 - Resource allocation block format
THe sourcegsstation ID indicates the station to which resources have been allocated.

THe destination station ID indicates the station to which the source station is sending the frame, ang if this ID
is the-broadcast ID, the source station sends broadcast frames during the time slot.

The start time field is composed of two parts, and the first four bits represent the start time slot index while the
last four bits represent the number of allocated time slots.

The stream ID field indicates the stream that is being used for transmission by means of the resources.
The allocated time slot field represents the starting slot for the allocated time slot. ‘1’ is for the first slot of the
allocation period, and ‘0’ is for the contention period. If this field is set to ‘0’, it means that the station with

destination station ID is waking up during its contention period.

The number of allocated time slots field represents the number of allocated time slots, and this number of time
slots is allocated to the source station from the time slots represented in the start time slot index field.
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The allocated code field represents the usage mode of the physical layer as shown in 9.3.3
6.4.9 New master notification

The new master notification information block is shown in Figure 33.

octet:1 1 6 1 2
information length (=9) new master | new master | Time limit
block ID station UID ID for handover
(=10)

Figure 33 - New master notification information block format

THe new master station UID field represents the unique number of the station to become master.
THe new master ID field represents the currently assigned ID of the station to become\master.

THe handover time limit field represents the time limit in which the station must beeome the master.
6.4.10 Sleep state notification

THe sleep state notification information block, which reports the entry~of a station into sleep state and the
wdkeup time, is shown in Figure 34.

octet:1 1 1 1 1 1
information length beacon sleeping beacon sleeping
block ID (=2*N) counter #1 statiomD #1 counter #N station 1D
(=11) #N

Figure 34 - Sleep state notification information block format
THe beacon counter field represents the number of superframes remaining until the sleeping station|can wake
and hear the beacon. For example, if this value is 2, it means that the station wakes up and hears the beacon
affer 2 superframes (including the stperframe of this beacon), and if 1 it means that it will receive the next
superframe in the contention period.

THe sleeping station ID fieldrepresents the ID of the station in a sleep state.

6.4.11 Vendor specifie

THe vendor specific\lE shall be formatted as illustrated in Figure 35.

octet:1 1 3 Ln
Element ID length (=3+Ln) VendorOUI Vendor specific information
(=255)

Figure 35 - Vendor specific information element format

The vendor specific information field is defined by the vendor identified in the VendorOUI field, which is
specified in IEEE RAC. Its use by a station is outside of the scope of this standard

6.5 Command block

Each command block is composed of a 2-octet command type field, a 2-octet length field, and a variable-
length command payload, as shown in Figure 36.

© ISO/IEC 2014 — All rights reserved 95


https://standardsiso.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

octet:1 2 Lx

command type length (=Lx) Command
load

type(4 bit) command(4bit) payloa

Figure 36 - Command block format

Commands are roughly divided into four types as shown in Table 45, and each command is described in
detail in the following clauses. The command type field is divided into two subfields — the type subfield and the

command subfield.

Table 45 - Command types

Type

(type subfield: 4 bits)

Command
(command value subfield: 4 bits)

(0x1)

network management

associate request (0x1)

associate response (0x2)

disassociate request (0x3)

master handovery(0x4)

(0x2)

stream management

resource allocation request(0x1)

resouree.allocation response(0x2)

resource allocation modify (0x3)

resource allocation termination (0x4)

delayed transmission verification
resynchronization (0x5)

power management

sleep state request (0x1)

(0x3) sleep state response (0x2)
activation notification (0x3)
transmit power adjustment (0x4)

other station information request (0x1)

(Ox4)

station information response (0x2)

data query (0x3)

channel status request (0x4)

channel status response (0x5)

remote channel scan request (0x6)

remote channel scan response (0x7)

key management

(0x5)

request key (0x1)

request key response (0x2)

distribute key request (0x3)

distribute key response (0x4)

(0Ox6)

security management

security message (0x1)

vendor specific
(OxF)

vendor specific command
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6.5.1 Network management

6.5.1.1

Associate request

This is the command block used to associate a new station with the network built by the master.

The acknowledgement policy is set to immediate acknowledgement, and the first fragment, last fragment,
retransmit, and delayed acknowledgement request fields are set to 0 and ignored when received.

The network ID field of an associate request sent by a disassociated station is set to 0, and for an associate

re

TH
se)

TH

TH
TH
Th
If

fig
re
re
6.

TH

Th

refransmit, and delayed acknowledgement request fields are set to 0 and ignored when received.

Th

TH

Figure 37 - Associate request command block format

e station UID field represents the 48 bit IEEE 802 address,of the station requesting association.

e allocation ID field is set to ‘OXFE’ and ignoredZwhen received.

b response to the associate request is not-received within the time specified by the association
d, the station is disassociated and antattempt is made to associate again. Also if the masten
ceive a frame from the station during this time, it disassociates the station and waits for an a
uest.

b.1.2  Association respanse

e acknowledgement policy is set to immediate acknowledgement, and the first fragment, last

e network ID field is set to the current network ID.

e capability field indicates the capability of the stationrequesting association as shown in Figure 28.

e source station ID is set to ‘O’ to indicate the master, and the destination station ID is set to ‘OxFH'.

HuceStL fIUIII d bl.d.liUll ailcau'y Il::gibll::lbuI il ib SCL WU l.i 1€ CUITETIL IIULVVUIk iD Vd.iul::.
e source station ID is set to ‘OXFE’ to indicate a station with no assigned ID, and the destination station ID is
t to ‘0’ to indicate the master.
e command block to be carried as the payload is shown in Figure 37.

octet:1 2 6 2 2

Command length Station UID | capability Time limit

type (variable) for

(=0x11) association

(usec)

time limit
does not
ssociation

is is the command block)that the master sends as a response to the station requesting the association.

fragment,

The command block to be carried in the payload is shown in Figure 38.

octet:1 2 6 1 1
command | length station Allocated reason
type (variable) | UID ID

(=0x12)

Figure 38 - Association response command block format

The station UID field represents the 48 bit unique number of the station requesting association. The master
uses the value in the previously received association request frame to fill this field. When two or more stations
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are awaiting an association response from the master, they use the station UID field of the association

response frame to determine whether the frame is intended for themselves.

The allocated ID field is filled with the ID to be assigned to the station requesting association. The station
begins communicating using the assigned ID, and it is retained until the station is disassociated. If the master
denies the association request, this field is set to ‘OXFE’ and the reason code field is set to the reason for

denial.

Valid reason codes are the following.

- Qrthemaximumnumber-of-stationshandted-by network-which-are—aiready-associated
- 2: no bandwidth exists for a new station

- 4: poor channel state

- 3: the master is terminating and no alternate master exists in network

- 4: station is attempting to disassociate

- §: channel is being changed

- g: master handover is taking place

- 1 station authentication is failed

- §-255: reserved

6.5.1.3 Disassociation request

THe master or slave can make a disassociation request, and the command block format in shown

39
octet:1 2 6 1
command.type | length (=7) station UID Reason code
(=0x13)

Figure 39 - Disassociation request payload format

THe station UID field-represents the 48 bit IEEE 802 address of the station requesting disassociation|.

V4lid reason codes are the following.
- (: station status is expired (must associate again)

- 1: poor channel state

- 2: station has exceeded its allotted channel time
- 3: master is terminating and there is no alternate master
- 4: station is attempting to disassociate

- 5-255: reserved
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6.5.1.4 Master handover

This command is used when the master hands over its authority to another master-capable station in the
network. The master compares the capabilities of the stations in the network and hands over its authority to
the most eligible station. The capabilities evaluated when selecting the master are laid out in order of
preference in Table 46.

Table 46 - Order of preference when comparing capability

sequence Information comments

1 Station status master state is preferred
2 RTC bit RTC =1 is preferred

3 SEC bit SEC = 1 is preferred

4 PS bit PS =0 is preferred

5 Power availability field Higher value is préferred
6 Memory field Higher value is\preferred
7 Storage type bit Higher value-is preferred
8 Station UID Highet valued is preferred

THe master handover command block format is shown in Figure*40.

octet:1 2 2 6 6. 2
command type | length Number of master station alternate Handover tjme
(=0x14) (=16) stations uiD master station | limit

uiD

Figure 40 - Master handover command block format
THe number of stations field is the total number of stations currently connected to the network.
THe master station UID represents the unique ID of the master station.

THe alternate master station UID represents the unique ID of the alternate master station to take on [the role of
master.

THe handover time limit field represents the interval in which the new master must inherit th¢ relevant
information fram‘the current master and generate a beacon frame, starting from the most recent beacon frame
sent by thecurrent master. The unit of time is 8us and the maximum is 524280us.

Oncethe current master sends the station information, it no longer transmits beacon frames.

6.572—Stream martagelnerit

6.5.2.1 Resource allocation request

The resource allocation request command block format is shown in Figure 41. The resource allocation request
record format is shown in Figure 42.

octet:1 2 6 6 6
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command type | length(=n*6) resource resource e resource

(=0x21) allocation allocation allocation
request record | request record request record
for stream-1 for stream-2 for stream-n

Figure 41 - Resource allocation request command block format

Th
ide

trgnsmitting or receiving frames later on.

Th

TH
pel

tefminates the stream services.

Th

octet:1 1 1 1 2
Destination Stream Resource Amount of Required
station ID request ID allocation data to BER level
period (Kus) transmit each
period
(octet)

Figure 42 - Resource allocation request record format
e stream request ID field is 1 octet and is generated to prevent duplication<of stream connectic
ntifiers. This identifier is used with the ID of the requesting station, and-is\maintained while the
e resource allocation period field represents the allocation period. of\the resources allocated to the
e minimum necessary data per period field represents the minimium amount of data that must be

riod for stream transmission, and if the resources to bexallocated are smaller than this size, t

e minimum transmitted data per period field indicates the appropriate amount of data to be sent

n request
stream is

stream.
sent each
he master

pber period

ed into a

fof stream transmission.

THe required BER level field indicates the (BER level required by the stream. This field is divig
mantissa (first octet) and an exponent (second octet), and the required BER is calculated by mantissa*10”\(-
1*exponent).

6.5.2.2 Resource allocation response

TH

is frame is sent as a response to a resource allocation request or modification request.
octet:1 2 1 1 1 1 1
command length stream streamID Number of Number of Reason
type (=0x22) (=5) request ID periodically | allocated code
allocated codes
time slots

Figure 43 - Resource allocation response command block format

Tt

- PRET N L N I Lo e o O 4
coucainrregquest TV TICTU 15 UcTiiieu 1T 0.0.2. 1.

The stream ID field enables the identification of many streams between source/destination stations. The
highest 4 bits show the media type, and the lowest 4 bits show the sequence number. The combination of

SO

urce station ID, destination station ID, and stream ID together identify a stream in network.

The periodic allocation time slot field shows the number of time slots requested by the slave to be allocated in
each period.

The number of allocated codes field indicates the number of codes to be assigned to the slave.
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The reason code field shows whether the resource allocation request was successfully executed, and the
values are as follows.

- 0: success
- 1: request from a station not associated with network
- 2: the requested priority is not supported

- 3: stream is terminated by the master

- 4: stream is terminated by the destination station
- 8: insufficient resources

- g: destination station is in powersave mode

- 1: request denied

- §-255: reserved

6.5.2.3

Resource allocation modification request

THe resource allocation modification command block format is<shown in Figure 44. The resource|allocation
madification request record format is shown in Figure 45.

octet:1 2 6 6 6

Command length (n*6) Resource Resource Resource

type (=0x23) allocation allocation allocation
modification modification modification
record for record for record for
stream-1 stream-2 stream-n

Figure 44 - Resousrceallocation modification command block format

octet:1 i 1 1 2
Destination StreamID Resource Amount of Required
station B allocation data to BER level

period (Kus)

transmit per

period (octet)

Figure 45 - Resource allocation modification request record format
THe streamD field indicates the ID of the stream requesting the resource allocation modification.

THe résource allocation period field represents the allocation period of the resources allocated to the| stream.

The minimum necessary data per period field represents the minimum amount of data that must be sent each
period for stream transmission, and if the resources to be allocated are smaller than this size, the master
terminates the stream services.

The minimum transmitted data per period field indicates the appropriate amount of data to be sent per period
for stream transmission.

The required BER level field indicates the BER level required by the stream. This field is divided into a

mantissa (first octet) and an exponent (second octet), and the required BER is calculated by mantissa*10”\(-
1*exponent).
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Resource allocation termination

This frame is sent as a response to a resource allocation request or modification request.

octet:1 2 1 1 1 1
command length Source Destination stream ID Reason
type (=0x24) (=4) station 1D station ID code

Figure 46 - Resource allocation termination command block format

ISO/IEC 24771:2014(E)

Th
be

Th
be

Th

Th

values are as follows.

Only stations that-are sending streams 1:1 to other stations using a delayed acknowledgement f

S€|

-255: reserved

: stream transmit terminated

: stream receive terminated

: stream transmit abnormally halted
: stream received abnormally halted
: stream terminated by master

: source station terminated

: destination station terminated

: destination station is in powersave mode

Delayed @acknowledgement resynchronization

e source station ID field is the ID of the station transmitting on the stream whose resource lal
ing terminated.

e destination station ID field is the ID of the station receiving on the stream whose resource al
ing terminated.

e stream ID field is the ID of the stream whose resource allocation is about to be terminated.

e reason code field indicates whether the resource allocation termination~request was successfu

ocation is

ocation is

I, and the

olicy may
47.

nd a delayed acknowledgement resynchronization. The command block format is shown in Figure
octet:1 2 3 3 3
command length stream-1 stream-2 stream-m
type (=0x25) (=3*m) record record record

Figure 47 - Delayed acknowledgement resynchronization command block format

The record format is shown in Figure 48.

Figure 48 - Delayed acknowledgement resynchronization command record format

octet:1

2

stream ID

Resynchronization sequence number
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The stream ID field is 2 octets and represents the stream to be resynchronized between the source station

an

d destination station.

The resynchronization sequence number field is 2 octets and represents the sequence number of the first
frame after the command.

6.5.3 Power management

6.5.3.1  Sleep state request

49.

TH
re

6.

TH
the

Th

ster to do so. This command is used to request permission to go to sleep and the format is show
octet:1 2 2
command type (=0x31) length (=2) Sleep period

Figure 49 - Sleep state request command block fofmat

e sleep period field represents the time from the entry into sleep state’/until the station wakg
Ceives a beacon.

b.3.2  Sleep state response

e master can grant or deny a sleep state request, and the.station can only go to sleep if the mas

e request.
octet:1 2 2 2 1
command length (=4) sleep period beacon sequence | reason code
type (=0x32) number at start of
sleep

Figure 50 - Sleep state response command block format

e sleep period field is the period of time until the sleeping station will wake and hear a beac

master denies the sleep requestithis field is set to ‘0’ and the reason code is set to the reason for th

thi

TH

s field is not ‘0’ the reasop-cede is ignored.

e beacon sequence number at start of sleep is the sequence number of the beacon that starts

state of the station./The station receives a beacon with this sequence number and begins to sleej

ne

TH

Xt superframe.
e reason.code values as are follows.

. hosresources

from the
in Figure

bs up and

ter grants

on. If the
b denial; if

the sleep
b from the

- 2: master handover in progress

- 3: unknown reason

- 4-255: reserved
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6.5.3.3  Activation indication

This command is used by a station in a sleep state or with a granted sleep state request, in order to request
reactivation from the master. After acknowledgement of this command, the master halts buffering for the
station and sends frames to the station.

octet:1 2

command type (=0x33) | length (=0)

Figure 51 - Activation indication command block format

TH
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5.3.4  Transmit power adjustment

5.4.1 Request key

5.4.2 _Request key response

is command is used to adjust transmit power for a station, and the format is shown in Figure 52.
octet:1 2 1
command type (=0x34) length (=1) Transmit power

Figure 52 - Transmit power adjustment command block format

mplement format, in dBm. For example +2dBm is encoded as 0x02; and -2dBm is encoded as 0
7F means that a transmit power adjustment has not been requested.

b.4  Key management

d between stations in the network.

is command requests a payload protection key from the key originator, and the SEC field in
htrol field shall be set to one.

aring the management key, the.requesting station and the key originator protect this command. T

this command is shown in Figure 53.
octet:1 2
Command type length (=0)

Figure 53 - Key request command format

e transmit power field shows the transmit power adjustment aplount requested by the stafjon in 2’'s

KFE. Also,

is set of commands is used to establish the security@nd privacy functions between a station and the master

the frame

'he format

g station,

and

iscommand sends the requested key in an encrypted format from a key originator to the requesti

format of this command is shown in Figure 54.

octet:1 2 2 16

Command type length (=2+16) SECID Encrypted key

Figure 54 - Request key response command format

etween the

requestmg stat|on and the key or|g|nator thIS command shall be protected and the mtegnty is generated The

The SECID is the unique identifier for the security relationship with which the key is associated. The SECID
identifies the type of key and the key originator and is defined in 6.2.2.2.The encrypted key field is defined in
the symmetric key security operations, as described in 8.3.6. The Encryption Offset field shall be set to five.
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Distribute key request

This command transmits a key to another station, and the SEC field in the frame control field shall be set to
one. If the source ID is the mastered, this command may have the ACK policy field set to no-ACK. Sharing the
management key between the requesting station and the key originator, this command shall be protected. The
format of this command is shown in Figure 55.

octet:1 2 2 16

command type length (=2+16) SECID Encrypted key

TH

Figure 55 - Request key response command format

e SECID is the unique identifier for the security relationship with which the key is associated. T

idgntifies the type of key and the key originator and is defined in 6.2.2.2.

TH
6.

TH
pr

bg
co

Th

e encrypted key field is defined in the symmetric key security operations, as described in 8.3.6.

b.4.4  Distribute key response

ptocol, and the SEC field in the frame control field shall be set to~ohe. Sharing the managq

tween the requesting station and the key originator, this command)shall be protected. The forn
mmand is shown in Figure 56.

octet:1 2 2

command type length (=2) SECID

Figure 56 - Request key response command format

e SECID is the unique identifier for the secutity relationship with which the key is associated. T

identifies the type of key and the key originator and is defined in 6.2.2.2.

6.

6.

TH
frg

b.5  Security management

b.5.1  Security message

me control field shall be\set to zero. The format of this command is shown in Figure 57.

octet:l

1

3

Ln

Element ID

length (=3+Ln)

VendorOUl

Security information

Figure 57 - Vendor specific security information format

he SECID

is command informs the key originator whether or not the key was properly received in a distribute key

ment key
hat of this

he SECID

is command sends secutity related information to another station in the network, and the SEC field in the

The security information field includes security related informafion defined by the vendor identif

ve

ndor OUI field. Its use by a station is outside of the scope of this standard.

6.5.6 Vendor specific

6.5.6.1

Vendor specific command

The format of the vendor specific IE is shown in Figure 58.

©lI

octet:1 1 Ln
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Element ID length (=3+Ln) VendorOUl Vendor specific information

Figure 58 - Vendor specific information element format

The vendor specific information field is defined by the vendor identified in the vendor OUI field, which is
specified in IEEE RAC. Its use by a station is outside of the scope of this standard

6.5.7 Other

6.

TH

fofmat is shown in Figure 59.

Th

b.7.1  Station information request

is is used when a slave requests information about a specific station or stations from the)masts

octet:1 2 1

command type length (=1) ID of target of

(=0x41) information
request

Figure 59 - Station information request command block format

e information request ID field represents the assigned ID of the\Station about whom the slave is

r, and the

equesting
ncerns all

d in data

information from the master. If this field is set to the broadcast’ID, it means that the request co
stations.
6.5.7.2  Station information response
THe station information response command block-format used by the master to respond to station ipformation
requests is shown in Figure 60.

octet:1 2 12 12 12

command length stationl station2 . stationl

type (=12*N) station station station

(=0x42) information information information

block block block
Figure 60 - Station information response command block format

THe requested infarmation about each station currently associated with the network is include
regords, and the-fermat is shown in Figure 61.

octet:6 1 1 2 2

station UID station ID state capability sleep period

I:igllrn 61 - Station information bhlock format

The station UID field represents the 48 bit IEEE address of the station.

The station ID field represents the ID assigned by the master.

If the state field is O it means that the station has been associated but not yet verified, and if 1, it means that
the station has been associated.

The capability field shows the station capability as in Figure 28.

The sleep period represents the sleep period if the station is sleeping.
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6.5.7.3 Data query

The data query command is used to request information from a station or respond to it. This command can be
exchanged between two stations in network. The components of this frame are shown in Figure 62. The
stream ID in the Frame header of the data query command is set to 0 and ignored when received.

octet:1 2 2 variable
command type length data request information block
(=0x43)

Figure 62 - Data query command block format

THe upper 15 bits of the data request field are a bitmap of the requested information. The reguesting station
sefs each bit corresponding to the requested information to 1. The location of bits in the data request field is
equivalent to that of the information block ID in the information block. In other words, the n-th bit gf the data
request field corresponds to the information block with an ID of ‘n’. If all data request«fields are set to 0, the
station is requesting no information but reporting its own information to the source-station.

THe data request field’'s MSB determines whether the rest of the bits are a_bittap or a representation of the
request information block ID.

THe information block field is a list of information blocks as explaineeiin 6.4. Each information block can be
fleibly arranged, and not all information blocks need to be containéd therein.

6.5.7.4  Channel state request

THis is sent to a station to find out its current channel state, ‘and the format is shown in Figure 63.

octet:1 2

command type (=0x44) length (=0)

Figure 63 - Channel state request command block format
6.5.7.5 Channel state response

THis command is sent as a response to the station requesting the channel state, and the format i shown in
Figure 64.

octet:1 2 2 2 2 2 2
command length(=10) | assessment | number of number of number of number o
type (=0x45) period (kus) | transmitted received erroneous lost frameps
frames frames frames
received

Figure 64 - Channel state response command block format

Theassessment period-fiefd Tepresentsthetimefor thechanmetassessmentimkps:
The number of transmitted frames represents the total number of frames sent by the station.

The number of received frames represents the total number of frames received by the station, and this
number includes only those frames with the source station ID set to this station.

The number of erroneous frames received represents the total number of erroneous frames received by the

station. Here an erroneous frame means a frame that passed the PHY header error-check but did not pass
the frame error-check.
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The number of lost frames represents the total number of frames whose existence is expected but have not
been received. If a received frame’s sequence number is not one higher than the previously received frame in
the stream, this indicates that a frame has been lost in the interim, and the difference between the consecutive
frames’ sequence numbers minus 1 is the number of lost frames. These differences are summed up across all
streams and placed into the number of lost frames field. Resent frames are excluded from this calculation.

6.5.7.6 Remote channel scan request

This is used by the master to request a remote channel scan to a slave to find out the channel state of a
different frequency. Only the master can send this command frame, and the format is shown in Figure 65.

octet:1 2 2

command type
(=0x46)

length (=N) channel bitmap

Figure 65 - Remote channel scan request command block-format

THe channel bitmap field shows the channels to be scanned in a bitmap-format. The Nth bit corresponds to
th¢ Nth channel, and if the bit is 1 the channel is scanned, otherwise it js\net scanned.

6.5.7.7 Remote channel scan response

THis is sent by a station to the master as a response to atemote channel scan request, and thg format is
shpwn in Figure 66.

octet:1 2 1 1 5 5 5
Command | length (=1 Reason Number,of | Channel Channel Channel
type or 3+5*N) code channels information | information information
(=0x47) EN) record #1 record #2 record #N

Figure 66 - Remote.channel scan response command block format

THe reason code field has the following values.

- 0: success

- 1: requested denied

- 4: invalid channél index was requested

- 3-255: reserved

If this field"is 0, no fields follow afterwards, and the length of the command is 1.

1 1 el b efiirardral el 1 ol [ ! ! P
Tl C THUTTTOCT UT CTalmi€is TITTU TEPTESETINS 1T TTUTTTUET UT Lhallric]ls tial are stariricu diia 1epgurted.

octet:1 1 2 1
Channel ID Channel Network 1D Scanned
quality frame type

Figure 67 - Channel information block format

The channel ID field represents the ID of the scanned channel.

The channel quality field represents the quality of the scanned channel.
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The network ID field represents the network ID discovered during the scan. If this field is O, it means that no
network was discovered.

The scanned frame type field represents the type of the frame discovered during the scan. This field only has
relevance when the network ID field is not 0.

6.5.7.8  Application specific

This purpose of this command is to allow vendors to perform the enhanced operation that is out of this
standard. For example, by using this command, devices in the network exchange more detailed information

S

1 I} £ [T +. H P~ .. ) £ £ P 1| PR I 1
Mas QuUTUT SIZT UT TIUTTITUTT UT CUNISIUTT TU PIruvIiuT YU O, TTIT TTallic TUTTTat 1o Thustratcu UTITUVY.

octet:1 3 1 variable
command type Vendor Unique | length (=3+N) Vendor defined
(=0x48) ID command

Figure 68 - Application specific command format
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7 MAC feature description
This chapter describes the role of the MAC layer.
7.1 describes how each station establishes or associates itself with the network.

7.2 describes how the stations individually access the media by period.

7.8 describes how the master and slave synchronize with the superframe by means of the beaconpfr
7.4 describes the means by which the quality of service of the streams between the stdtions ig
Edch stream is allocated to the resources to satisfy their individual quality of service, and\the resg

justed to support quality of service even if channel conditions change.
describes the process of fragmentation and defragmentation.

describes the acknowledgement of a transmitted frame and the.\retransmission procq
nsmissions have failed.

7.7 describes the efficient power saving method.

7.8 describes the dynamic channel changing method when/data communication becomes diffic
excessive channel noise or too many stations are occupying.ene frequency channel.

7.9 lists the values of the parameters used in the MAC layer.

7.1 Network formation and associatien

Fdr one station to communicate with angther, they must first be associated with network. Basically
station scans each frequency channel*to find a existing network, if one exists it associates its

ame.

ensured.
urces are

bSs  when

ult due to

, once the
eIf with it,
ing a new
Hepending
rm a new
5 on every

work.

e, and if it
frequency

frequency channel to scan.

D the next

When DME specifies a NID in its scan request, it ignores all beacons other than the beacon from the specified
network, and in the case of an open scan where no such designation is made, all beacons are received.

Most stations continuously scan each frequency channel to find an existing network, but stations whose DME

has determined not to become the master wake up one per channel scan period and perform on
scan in channel scan time in order to reduce power consumption.
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7.1.2 Network ID

The master ensures that its newly formed network ID does not overlap with another network. The method of
this generation is beyond the scope of this International Standard.

7.1.3 Association

Stations disassociated with a network may request network association during the contention period, and
when the master receives the request it responds with an associate request acknowledgement. The master
determines whether to grant the station’s network associate request and reports the result in an associate

re
wh
re
as

sponse-frame—if-associatiomhasbeengrantedtheassoctateresponseframe—contains-the—assign
en denied the reason for denial is reported. If the station wanting association does not receive an
Eponse within the associate response time limit, it retries the associate request. The(slave
Sociate response time limit.

pd ID, and
associate
sets the

MAC association

Master Slave
A4 _ Association Request
Short ReceiveT
Interval > Acknowledgement >

| En e e |

| ALT 11
1 o
I Process for A
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1 |
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1
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Figure 69 - Association Process

7.1.4 Disassociation

Stations desiring to disassociate from network send a disassociate request and reason code to the master,

an

d the master acknowledges this disassociate request with acknowledgement frame.
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7.1.5 Master handover

Since the master must receive resource allocation requests from associated stations and notify other stations
of the resource allocation result through beacon frames, its power consumption is large compared to slaves.
Also, since the capabilities of the whole network depend on the processing capabilities of the master station,
more hardware capabilities is required. Therefore, the station with the highest power capacity or hardware
performance needs to be selected as master of network.

If a station superior to the master exists among the associated stations, the current master may handover its
master role to that station.

7.2 Media access

THe superframe is divided into three periods — the beacon period, contention periodjand allocation period —
and each period uses different media access methods. During the beacon‘period the master uses
brpadcasting to send beacon frames, and during the contention period and allocation period the stations use
C$MA/CA and TDMA/CDMA respectively to access the media.

Infthe allocation period, media access is achieved by the pair of two resoutces — time and codes. This means
that in order to transmit a frame a station must be allocated a unique time slot and set of codes.

Stations use only the network standard code rates set by the qmaster in the beacon period and fontention
period of the superframe, and during the allocation period they‘use the code rates assigned by the master.

7.2.1 Code assignment
THe master can specify the codes to be used in network. All frames other than data frame are engoded with

b network standard codes set by the master, and*data frames are encoded with codes that the master has
Sighed to streams.

THerefore, frames other than data frames. which are exchanged during the beacon period and fontention
riod use the network standard code.rates, and in the allocation period several codes allocated by the

THere is a trade-off between bandwidth and interference resistance, so when interference is low and channel
ditions are good the/master maximizes data transfer rate by using as many codes as possible, while if
rference is high abd-Channel conditions are poor it improves interference resistance by reducing the
codes for data transfer. When the master assigns codes for a data stream it takes into considgration the

THreectypes of frame spaces exist - short inter-frame space (SIFS), backoff inter-frame space (BIFS), and
refransmission inter-frame space (RIFS). Short inter-frame space is shorter than backoff inter-frane space,
anc-the-actuat-valuesof-these are-tetermined-by physicaHayer-attributessuchasR Taround time
of RF module, frame processing time, etc.

a Wo—ateaete S{U A AR UIRY, car rayera ptte oCin—a »

Acknowledgement frames for all frames sent during the allocation period or contention period are sent after a
period of short inter-frame space. Even if an acknowledgement frame is not needed a short inter-frame space
may apply between two consecutive data frames.

BIFS is used during the backoff interval of the contention period. In the contention period, once all slaves have
determined that the media is idle, after BIFS they may decrement the backoff counter or send data.

RIFS is used to retransmit frames during the allocation period. (Retransmission of frames during the
contention period is also described in 7.2.3.)
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7.2.3 Access during the contention period

During the contention period, exclusive access to the media is not ensured through unique allocation of codes
and time from the master, therefore each station uses the competitive CSMA/CA method to access the media.

If the station has a frame to send and the media is idle during the backoff period as calculated in 7.2.3.1, the
frame is sent.

7.2.3.1 Backoff process

W a S OtIme a SH ediate—acknmowledoe S a e dle S corito S O eTTHO :)el"iodthe
following rules apply.

THe backoff algorithm uses the following information.
- retry _count: 0,1, 2,3

- Hackoff_window(retry_count): [7, 15, 31, 63]

- gBackoffSlot: as defined in 9.1.2

- | bw_random(retry_count): random integer selected from, ~the normal distribdtion [O.
backoff_window(retry_count)]. There is no statistical correlation between one station’s random nymber and
another. If a station does not have a random number generator) the station’s unique MACaddregs or other
information can be used with the pseudo-random number generator (PRNG) to generate the random number.
THe PRGN must be retained to maintain the pseudo-randomformat of numbers to be generated in the future.
It is important to ensure the non-inter-dependency of the random numbers between the stations.

THe backoff time in the contention period is measured-in the medium and indicates the time for the station to
send the data. Once the station determines thatthe media is idle, before beginning the backoff digorithm it
waits for the BIFS time. At the start of the conténtion period after the station sends the beacon frame it waits
during the SIFS time and then starts the backoff algorithm. If the beacon is divided such that twp or more
beacons occur in sequence, after the finalbeacon it waits for the SIFS time and then begins.

THe station calculates the backoff ‘count using the formula backoff_count = bw_random(retry_gount) and
maintains this using a counters The counter is decremented by 1 only when the media is idle during
pBackoffSlot. When the frame-is:first sent, the retry_count is set to 0. When a channel is in use, the backoff
counter is suspended. Wherrthe backoff counter reaches 0, it starts frame transmission.

THe backoff counter must be suspended during periods other than the contention period. It mugt also be
suspended during thecontention period when there is not enough time left to send the desired ffame. The
backoff counter is\maintained independent of the superframe period, which means that it is not res¢t for each
beacon. If the\time elapsed after the frame is queued for transmission exceeds the transmit tim¢ limit, the
backoff countef is reset and the frame transmission is aborted.

After a\frame needing acknowledgement frame is sent, if no acknowledgement frame is recgived, the
refry_count is incremented. However, the retry_count cannot exceed a maximum of 3, so an attempt to

retrahism REeraheatHame Raae-uptotWwHee—e-15a Gt 6t ecarCthateausthgaHew-+€ _COUnt.

7.2.4 Access during the allocation period

During this period each station has exclusive access to the media during the time slot assigned to itself. The
master distributes time slots in the allocation period to each station. In the assigned time slot each station can
have exclusive access to the media, and during this assigned slot the station can exchange data in a peer-to-
peer with other stations without intervention from the master. The master specifies the start time and length of
each time slot, source/destination station, and codes to be used in the beacon, thereby ensuring exclusive
access to the media for each station to send frames.
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In this period the station uses allocated codes to exchange data with other stations. Since the time slot and
code allocation is broadcasted to all stations by means of the beacon frame, each station can know its own
time for sending or receiving data.

The inter-frame interval in the allocation period uses SIFS as shown in Figure 70, and the frame transmission
must be completed within SIFS + Guard time from the end of the period. The Guard time is calculated as
follows.

Guard time = maximum superframe length * clock drift / 1,000,000 * 2

Allocated Timeslot

FS SIFS SIFS Guard

»| Data Frame |« o K e o Fimes

Frame

Data Frame |« > -
Frame

1
|
{
Ack. :
|
]
1

Figure 70 - Inter-frame space in the<@allocated time slots

7.8 Synchronization

All stations participating in a particular network-are synchronized by the beacon frame. In the beacon frame
trgnsmitted during the beacon period of each’superframe, the synchronization information for the associated
station is included.

7.83.1 Superframe synchronization

THe superframe is divided into three periods as shown in Figure 71, and slaves synchronize to th¢ master’s
superframe by using the information in the beacon frame received from the master. The superframe length is
sef to superframe length and the beacon is repeated by that time period, and the length of the|allocation
pefriod is variable or an’multiple of slot length. The time between a beacon frame and the allocation period is
used for the contention period.

THe length of the contention period must be greater than minimum contention period length.

Superframe Length Superframe Length

1
Allgcatidn Pefiod

Beacon [contention

Period

1 1 1

1 1 1

1 1 1
Beacon | Contention Period Allqcatiqn Pe:riod

o

1 1 1

[
»

> — «—> Time

Variable Variable Slot Length

Figure 71 - Superframe synchronization
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The beacon frame contains the start time of allocation period, and using this start time and the time the
beacon is received, slaves in network can determine start and end time of each superframe.

7.3.2 Beacon generation

The master fills the beacon frame with the allocation period start time and time slot allocation information and
sends it.

7.3

edacoIT receptron

Slave can determine the boundaries of the contention period and allocation period from the allogatign period’s
starting offset in the beacon, and determine the start and end time of the time slot allocated to them from the
time slot allocation information.

7.8.4 Synchronization

All stations in network synchronize by means of receiving beacon frames.frém the master. Disassociated
stations use manual scanning to hear beacon frames and synchronizé.)Therefore, stations wanting to
aspociate with network must hear a beacon frame at least once befgre being able to associate. If an
aspociated station cannot hear a beacon frame, it waits till it hears the next beacon frame if order to
syhchronize. If a beacon frame is not heard within connection time limit, slave determines that the hetwork is
minated and finishes all relevant exchange of network stream:

7.4 Resource allocation

D4ta transmitted is categorized as synchronous data and asynchronous data. Synchronous data, which has
QoS requirements, builds stream for transmission, and the master continuously monitors the transmission
status from connection till termination. On the other hand, for asynchronous data which does not have QoS
requirements there is no need of a stream-connection, and resources are requested and allocated as needed
for data transmission. An example_algerithm that allocates time slots to meet its QoS requirements is
issipn control

gdch station
gtreams is

ipn for the
e stream
S manage
the stream through al: 1 communication method A station receiving or sending a new stream sends a
resource allocation request command to the master, and the connection process is shown in Figure 72. The
master decides the time slot and codes for the stream based on the allocation period, size of data, and
required BER, and periodically allocates resources for the stream until data transfer for that stream
terminates.
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Station A Master Station B

Resource allocation request
- QoS requirements
: allocation period, size of data,
required BER
- the stream request ID is set to an
assigned value in a station

[
»

Resource allocation response
-number of time slots per period
-number of codes to use

- assigned stream ID allocation

A

Resource allocation through a beacon r\\\Y/

Stream transfer

- data transfer with assigned
stream ID

- policy discussion on receipt
notification, if required

v

Stream transfer
- data transfer with assigned
stream ID

v

Figure 72 - Stream cennection process for synchronized data transmission

7.4.1.2 Stream QoS medification

When changing the(stream’s QoS requirements, the station sending the stream can achieve this by|sending a
resource allocation request command to the master. In such a case, the stream request ID is sef to 0, and
the¢ stream ID.is(Set to the formerly assigned stream ID. When the master receives a stream mpdification
request, it sends the response in a resource allocation response command to the slave.

Whendthe master receives a request to change the QoS requirements, if the stream’s allocated resqurces can
begl modified, the resource allocation changes are put into a resource allocation response command| and sent,
and-the—changes—appty-from-themext-superframe—if-themaster-wants-todeny-thisrequestit-simply sets the
field of the resource to be allocated (number of time slots or codes) to O, populates the reason code with the
reason for denial, and sends the response.

7.4.1.3  Stream terminating

If the station sending the stream or the station receiving the stream wants to terminate it, it sends the master a
resource allocation response command with the reason code set to ‘request denied’. When the master
receives this stream response request, it stops allocating resources for the stream. When the sending and
receiving stream are not allocated resources for more than allocation period*maximum beacon loss, they
interpret this as a sign that the stream has been terminated and abandon service for that stream.
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7.4.1.4 Prioritization

The scheduler in the master determines the actual prioritization, and that is beyond the scope of this
International Standard, but here the guidelines for prioritization are presented.

The master gives preference to the connected stream in network with the highest priority when allocating
resources. The master remembers the priorities of all currently connected streams, and uses this to allocate
channel time and codes to streams.

Each station can decide upon its own transfer method within the allocated channel time, but with the exception
of fthrf fort f fort : nchronous
stileams or streams sent to sleeping stations must be transmitted according to a predetermined sche¢dule, and
are therefore excluded from the prioritization rules.

7.4.2 Asynchronous data transmission

When a slave transmits asynchronous data with no QoS requirements, it makes respurce allocation requests
during the contention period, and the master allocates resources enabling asynchronous data trapsmission.
THe slave’s resource allocation request does not contain the period or BER requirement information, and only
halds the size of the data to be sent.  The master first allocates resourcesfor synchronous data requiring a
stleam connection, and allocates any remaining resources for asynchronous data.

A Blave sends resource allocation request command to the master-during the contention period, ang waits for
a flesource allocation response command during the RequestTimeout time shown in 5.3.13.  While waiting for
a fesponse command the slave also stays awake during the contention period and waits for a response from
th¢ master. If the resource allocation response commandyis received or resources are allocatgd for the
stieam through a beacon even before a response is recéived, it interprets this as a response to ifs request
and sends the frame using the allocated resources.

7.5 Fragmentation and defragmentation

When the length of data to be sent exceeds the fragmentation limit, the data goes through a process of being
diyided into many smaller fragments before being sent. The receiving station reassembles| the data
frdgments by means of a defragmentation process and restores the data to its original length.

THe source station can freely déesignate the fragmentation limit depending on the type of transmissipn stream
and channel state, but all-fragments of this stream except the last must be of the same length, and pnce set it
muist be applied to thedragmentation limit of all fragments.

THe first bit of thetframe control field of the first fragment to be sent is set to 1, and the last fragment’s final bit
ispetto 1. (If'the fragment is both the first and last, both values are set to 1.) All other fragments besides
e first and-ast set their first/final bits to 0/0.

THe reassembly takes place in the MAC layer and is transparent to the higher layer. After the fragmented
dataCis completely reassembled in the MAC layer it is sent to the higher layer. The destination station must
did d—he—entt r—ever—one actrertts—tost retayet—atrKhowteaae e i3 tHSet—the receiving
station can request a retransmission of the fragment from the most recent fragment’s sequence number within
the retransmission window.

There is no theoretical limit on the fragmentation limit. However, the fragmentation limit is restricted by
implemental considerations to maximum fragment limit.
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7.6 Acknowledgement and retransmission

To receive acknowledgements for data transmitted, there are four methods: no acknowledgement, immediate
acknowledgment, delayed acknowledgement, and implicit acknowledgement. The acknowledgement method
to be used is recorded in the Frame header.

7.6.1 No acknowledgement

If the acknowledgement policy is no acknowledgement, the source station that sends the frame does not wait
an acknowledgement, and automatically assumes that the data transmission was successful.

7.6.2 Immediate acknowledgement

If Immediate acknowledgement is used, the source station expects an acknowledgement, frame impmediately
after sending the data, and the destination station sends an acknowledgement frame aftér a'SIFS ornjce data is
regeived. This acknowledgement method can be used in both the contention period and allocation period.

7.6.3 Delayed acknowledgement

When a delayed acknowledgement policy is adopted, once the $Source station sends (data, the
acknowledgement for the data is sent to the source station during the destination station’s time slot. | If such a
method is used the source station can continuously send data frames and receive a| one-time
acknowledgement afterwards. The source station must store frames up to the pre-decided size of| the delay
acknowledgement window in order to enable retransmission<until an acknowledgement is not| received.
Destination station should send the delayed acknowledgementdefore the delayed acknowledgement window
of jsource station is exhausted.

THe destination station can send an acknowledgement\frame at any time up till the retransmission jwindow is
exhausted, and the source station can request the transmission of an acknowledgement frame by setting the
delayed acknowledgement request field in the frame header to ‘1.

7.6.4 Implicit acknowledgement

THe implicit acknowledgement policy.iswenly allowed during the allocation period. It is similar to {mmediate
acknowledgement in that the station‘sending the data waits immediately for an acknowledgement, put differs
in that the destination station acknowledges by sending a data frame that is not a simple acknowledgement
frgme. Stations sending implieit~acknowledgements can request acknowledgement for their transnpitted data
using methods other than implicit acknowledgement.

7.6.5 Retransmissian
Dyring the contention period the acknowledgement method described in 7.2.3 is used.

When immediate acknowledgements or implicit acknowledgements are used during the allocation period, the
source station waits for acknowledgement frames after a short inter-frame space after sending|the data.
Whengreceiving an acknowledgement frame, it transmits other data after waiting for a SIFS| after the
acknowledgement frame it received, and if it does not receive an acknowledgement frame it retrapnsmits the

d £ DlEo
a arcr m\iro.

When delayed acknowledgement is used, the source station denies any retransmit request from a destination
station for data that is outside the retransmission window. In such cases, by sending a delayed
acknowledgement resynchronization command the relayed acknowledgement window between source and
destination station is resynchronized.

7.6.5.1 Duplicate frame detection
If the source station does not receive acknowledgement, it may send a duplicate frame to the destination

station even if the data has already been received. Such duplicate frames can be weeded out by using the
stream ID and sequence number in the frame.
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7.7 Power saving

Slaves can know when they transmit or receive frames decoding beacon frames, and can reduce
unnecessary power consumption by only activating their physical layer when needed. To reduce power
consumption even further, sleep mode can be used.

7.7.1 Saving power in a connected state

When there is no frame to transmit, a slave associated with network activates its physical layer and listens for
beacons only during the beacon period. When hearing a beacon frame, if the command or data frame is
inteTded—foritsetlf, it activates itsphysicat fayer T its—attocated—tmestotduring—thecortentiorn period or
allpcation period and receives the frame.

Stations to send a command frame activate the physical layer during the contention period tolsend the frame,
and if they need a response to the command frame they activate the physical layer and wait for a response
me during the contention period until the command response time limit runs out.Stations to sgnd a data

When the master has no frame to transmit/receive, it activates the physical:ayer and transmits or receives
mes during the beacon period and contention period. When the master has data to send to thg slaves, it
ifies them of the time they will receive it (the contention period or allocation period), and communijcates with

When a slave has no data to send or receive, it can go-te sleep by requesting to do so and| receiving
rmission from the master. After master and slave exchange sleep state request and response, the period
rameters relating to sleep state are set.

p

When a slave is granted permission to go into sleep state, it goes to sleep and cannot send or receive frames
during that time. Also, it wakes up and receives beacons once per period as arranged with the master, in
orfler to determine whether there is a data frame to receive. If there is data to receive, it receives it during the
allpcation period, otherwise it goes back ta.sleep.

Stptions that are not sleeping can determine the IDs of the stations that are asleep and their wakelip periods
listening to beacons. If they need to send data to stations that are asleep, they request resource|allocation
frdgm the master, and if successful; the master allocates resources to the sleeping station via the beacon heard
during its wakeup period. Thus-the sleeping station remains awake during its allocation period, and the station
wishing to transmit will send the data during that period. When data is received, this automatically indicates
at the sleeping station-has been awakened from its sleep.

7.8 Dynamic channel management

7.8.1 « Ghannel state probe

Stations T Tetwork Ay alsu use chanmet state Tequestconmmmardsto—fimdoutthethanmetstate  between
stations. Channel state request commands and channel state response commands both use an immediate
acknowledgement policy. Stations wanting to access channel quality send a channel state request command
to the destination station, and the receiving station reports the channel state information via a channel state
response command.

7.8.2 Remote Channel state probe
A remote channel state probe occurs when the master requests another slave in network to scan another
frequency channels on behalf of the master and the slave performs the requested channel scan and reports

the result. The master may adjust the maximum transmit power or change channels depending on the result
of this remote Channel state probe.
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The master is unable to scan other frequency channels because of having to periodically generate beacons
and allocate resources; therefore it makes use of capable slaves in network to assess the quality of other
frequency channels. The master may also use this feature to determine the existence of other networks that
are too remotely located to directly communicate with.

The master begins this process by sending a remote channel scan request command to a slave with the
frequency channel list. The slave must obey the master’'s request if possible, but if it cannot perform the
remote channel state scan it denies the request by sending a remote channel scan response command with
the response code set to “request denied”. If the request is denied, the master can send the remote channel
scan request to another slave.

f {he slave complies with the master’s request, it scans the requested channel one by one and putd the result
into a remote channel response command and sends it to the master. If the slave unexpectedly feceives a
beacon from another master, it informs the master that there is an overlap between two networks Hy sending
information about this received beacon in a remote channel response command.

7.8.3 Frequency channel change

If the master checks the current channel state through other slaves and detérimines that there is |excessive
interference, it notifies the stations of the new frequency channel and the“channel change time |imit via a
beacon so that they can migrate to the new frequency channel and starfa new network. If the fpeacon is
changing the channel, the channel change information must be repeated at least maximum bdacon loss
tines. As soon as the slave receives the channel change beacon, it-tries to change channels, and when it

regeives a new beacon on the newly changed channel it means\the channel change was complg¢ted. If no
beacon is received on the new channel by the specified time “imit, stations form a new netwofk on that
frgquency channel.
7.9 MAC parameters
Table 47 - MAC layer parameters

name value comments

Minimum contention period length 1 msec

Command response time limit 100 msec

Slot usage verification.time 250 usec

Slot length 1 msec

Connection termination time 400 msec

resource_allocation response time 100msec

Maximumi fragmentation 2047 octets

Maximum beacon loss 4

channel scan time =superframe length

channel scan period = 100 * channel scan time

minimum superframe length 5120 usec

maximum superframe length 65535 usec.

Minimum payload length 12 octets

Minimum allocation period start time 2048 usec

Maximum payload length 2047 octets

maximum allocation period start time 5000 usec

Clock drift 25ppm
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8 Security

Wireless networks need to protect data from cracking and eavesdropping, to check information integrity, to
manage key, and to establish a secure network. This standard supports three different modes of security: no
security, inclusive CCM, and exclusive CCM. The standard supports the protection of command, beacon, and
data frames using CCM mode based on block cipher algorithm, and the distribution of keys for command and
data frame protection.

Cryptographic algorithms to be applied to information security mechanism may be subject to the ISO/IEC
standardized encryption algorithms or regional regulations. They should conform to national laws and
refulations, and can be chosen according to specific requirements in different countries and regions] So, AES,
Cdamellia, SEED is recommended but it is optional.

8.l Security mechanisms

Sgcurity mechanisms specified in this standard control the security operation of devices by setting appropriate
security modes. This standard also provides a symmetric cryptography mechanism to assist in| providing
security services. Additional security services need to be provided by the higher layers to ensdre proper
management and establishment of the symmetric keys used in this standard. In addition, the security
mechanisms provide replay attack prevention measures through the use of'secure frame counters ($FCs) and
replay counters. The security mechanisms specify the parameters needed in applying the sequre block
algorithms to protect the data.

8.1.1 Security membership and key establishment
Td become a member of a security relationship and to obtain the master key between stations is |outside of

scope of this standard. The security message command has been included as a special command to
ist in the implementation of vendor specific protocols-for establishing security relationships and any related

THe MAC/MLME is informed of changes to the membership of a security relationship and the kg¢y for that

.2 Key transport

described in 8.4.2 for the keywrequest and in 8.4.1 distribute key protocols, all keys that are tfansmitted
m one station to another shall be encrypted. For example, key transport is used to provide a cppy of the
work group data key to & station.

.3 Data encryption

ta encryptionuses a symmetric cipher to protect data from access by parties not possessing the gncryption
. Data may,be encrypted either by using a key shared by all stations in the network or by using a key
shiared between only two stations. Secure data frames that are encrypted with unknown SECID are|notified to
th¢ DME ‘using MLME-SECURITY-ERROR:.indicate with the ReasonCode set to INVALID-KEY. Thi$ standard
adopts. counter mode security with secure block algorithms.

8.1. 4 Dataintegrity

Data integrity uses an integrity code to protect data from being modified by parties without the cryptographic
key. It provides assurance that data came from a party with the cryptographic key. Integrity may be provided
using a key shared by all stations in the network or using a key shared between only two stations. All secure
data frames that fail integrity checks are passed to the DME using MLME-SECURITY-ERROR:.indicate and no
other action is taken on the frame by the MLME. This standard adopts CBC-MAC mode integrity check with
secure block algorithms.
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8.1.5 Beacon integrity protection

The integrity of beacon may be protected. This provides evidence to all the stations in the network that the
master of the secure network transmitted the beacon. Under normal operations, the integrity check on the
beacon provides evidence that the network is operating properly and that no security changes have occurred.
If the integrity check on the beacon fails, the station is alerted that the station does not have its security state
synchronized with the master.

8.1.6 Command integrity protection

Theintegrity of commeandsmay-beprotectedjusttkeanyotherdata—sing-themaster=statiomrmgnagement
key, integrity protected commands sent between the master and a station shall be protectedx|f integrity
checks fail, then all secure commands are passed to the DME using MLME-SECURITY-ERROR inglicate and
ng other action is taken on the frame by the MLME.

8.1.7 Freshness protection

In[the beacon, a strictly-increasing time token is included to prevent replay of(old messages. If & received
beacon with a time token less than or equal to the current time token, then asstation may regard it jas invalid.
In[addition, the time token is included in the CCM nonce, as described i 85.2, for each secure|frame, as
described in 8.5.3, so the integrity check will fail if a frame is replayed in a-dijfferent superframe.

A [station in a secure network maintains time token and secure frame counter for freshness. The
CdrrentTimeToken is the time token value found in the beacormfor the current superframe and [s used to
protect all messages sent and check all messages received duting that superframe.

THe secure frame counter, which guarantees uniqueness‘within a superframe with a given key as|long as a
station does not send more than 65536 frames to.a'Pparticular destination within that superframe. If the
regeived secure frame counter is less than or equal to the expected secure frame counter, then the station
digcard the frame. Secure frame counter is managed for each SECID and it increments for each transmission
ing¢luding retransmission.

8.2 Security modes

THe security mode indicates whether a device is permitted or required to establish a secure relationship with
another device for data ;communications. The security mode in use is determined| by the
MACPIB_SecurityOptiondmplemented entry in the MAC PIB.

8.2.1 Security made0

A Btation operating in security mode 0 shall use non-secure frames to communicate with other statjons. Such
a station shall not establish a secure relationship with any other station.

If & station receives a frame with the SEC field set to one, the station shall discard the frame and the MLME
shall+return an MLME-SECURITY-ERROR.indication to the higher layer with the ReasonCofle set to

U LAMNLZALL AL I— 1/ I—\/
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8.2.2 Security mode 1

A station operating in security mode 1 shall use non-secure frames to communicate with stations operating in
security mode 0. The station shall also use non-secure frames to communicate with stations operating in
security mode 1 with which it does not have secure relationships. Secured frames shall be used between
stations using security mode 1 when the stations establish a secure relationship for secure communications
as given in Figure 7.
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