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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

A biometric verification process executed at a remote site is exposed to many risks, for example,
falsified reference, forged captured biometric data, and unreliable biometric products, etc. How can the
validator check whether a biometric verification process, carried out in a remote site, is trustworthy?
This document gives a mechanism to cope with this problem.

In general, the reliability of the result of a biometric verification process is dependent both on the
security of the process executed and on the functional performance of the biometric products used.

3 rie-a-better i SHRee—are—tSe e-more-rehaple. If the
een executed in an insecure environment, thén)the result

If visgsye OTTe =& tHrecrofrarPerto & —tre+tes v Of€ a

In| the Internet environment, the validator of a biometric verification process. usually [does not
difectly know about the biometric products used or about the process(es) executed at a renote site.
Aythentication Context for Biometrics (ACBio) provides a solution to the above problem and [mitigates
sefcurity risks of biometric authentication, by sending information abofit)the products psed and
processes executed at the remote site to the validator if the biomeétric processing haq resulted
cessfully.

Bio defines data formats for evidence data generated by biometric processing units (BPUY), such as

Bio specifies a trust and assurance mechanism based omdigital signature technology tp provide
ured information about the BPU and its execution of/the biometric enrolment and vegrification
ocesses where the assured information about the BRU is provided as BPU report issu¢d by the
veindor of the BPU. This is based on the Public Key hifrastructure (PKI) technology and PKIX (see
ISP/IEC 9594-8 and RFC 3852). An ACBio instanceatries information about the biometric pfrocessing
urjits (BPUs), biometric reference and biometric” verification results that together chardcterise a
bipmetric verification transaction. Assurancegof the information in an ACBio instance is provided by
digital certificates associated with the relevant elements of the information. These certificates are
isjued by trusted certification authoritieS’in registration processes which gather evidence pbout the
BRUs and their verification performange capabilities, and the biometric reference and the Hinding to
a known subject. The certificates-sérve two purposes. Firstly, to provide assurance of the¢ identity
of[the source of the biometric transaction (the BPUs) and the biometric reference, and serondly to
ovide assurance for the biometric verification result contained in the transaction. With all the ACBio

I-time information of presentation attack detection is not provided with this document|{The BPU
report may, however, contain the assurance information of the PAD mechanism. ACBio recoghizes that
priivacy requirements-concerned with the storage of biometric data must comply with localflaws and
legislation on data-privacy. ACBio ensures that the validator can validate the result of the piometric
verification process without receiving private data, such as the biometric sample acquired|from the
clagimant orthe-biometric reference used for comparison.

An ACBig.instance is a report that is encoded using the Basic Encoding Rules (BER) of ASN.1 [see
ISP/IEC" 8824 (all parts)], commonly supported by cryptographic tool kit vendors. The pyntax is
algorithm independent and supports provision of data integrity and data origin authentifation. In
regard to cryptographic algorithms, those specified by ISO/IEC JTC 1/SC 27 are recommended, though
any algorithm appropriate for use by a given community may be used.

This document reflects the progress in biometric technology for protection of biometric data such as
renewable biometrics specified in ISO/IEC 24745 and others by extending the variation of biometric
data types transmitted between biometric subprocesses, and in addition establishes a new biometric
capability model which makes the validation of ACBio instance(s) simpler. This has resulted in some
changes to the ASN.1 module which will give rise to inter-operational incompatibilities between
systems implementing different versions of the ASN.1 modules.
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Information technology — Security techniques —
Authentication context for biometrics

1 Scope
Thisdocument defines the structure and the dataelements of Authentication Comtext for Biometrics

(AICBio), which is used for checking the validity of the result of a biometric enrolment and vdrification
prpocess executed at a remote site. This document allows any ACBio instance to dccompany any
bipmetric processes related to enrolment and verification. The specification of ACBjo is"appljcable not
orlly to single modal biometric enrolment and verification but also to multimodalfusion. The|real-time
information of presentation attack detection is not provided in this document.*Only the gssurance
information of presentation attack detection (PAD) mechanism can be contained in the BPU report.

Bipmetric identification is out of the scope of this document.

This document specifies the cryptographic syntax of an ACBio instance. The cryptographic[syntax of
ar] ACBio instance is defined in this document applying a data structure specified in Crypfographic
Message Syntax (CMS) schema whose concrete values can be represented using a compact binary
encoding. This document does not define protocols to be usedbetween entities such as BPUs,|claimant,
arld validator. Its concern is entirely with the content ahd encoding of the ACBio instancgs for the
various processing activities.

2| Normative references

The following documents are referred to in\the text in such a way that some or all of their content
copnstitutes requirements of this document. For dated references, only the edition cited applies. For
urldated references, the latest edition ef the referenced document (including any amendmentd) applies.

ISP/IEC 2382-37, Information techhiology — Vocabulary — Part 37: Biometrics
ISP/IEC 9594-2, Information Technology — Open Systems Interconnection — The Directory: Modlels

ISP/IEC 9594-8, Informatioh technology — Open Systems Interconnection — The Directory: Public-key
arld attribute certificate frameworks

ISP/IEC 24745, Information technology — Security techniques — Biometric information protection

3| Terms$and definitions

Fdr the purposes of this document, the terms and definitions given in ISO/IEC 2382-37, ISO/IEC 9594-8,
ISPZHEC 24745, and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/
NOTE Terminology in this document has been updated where possible to conform to ISO/IEC 2382-37:2017.

However, to maintain maximum compatibility with the terminology and type names in ASN.1 module in the first
edition of this document, certain terms have been carried over from the previous edition.

© ISO/IEC 2019 - All rights reserved 1
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31

ACBio instance

report generated by a BPU compliant to this document to show the validity of the execution result of
one or more subprocesses executed in the BPU

3.2

biometric capability class

class of configurations for how the biometric enrolment/verification can be divided into single or
multiple BPU roles

Note 1 to gntry—TFherearefotrbiometriceapabitity-ctassesdefinedinrthisdocument:

— all-in{one (biometric capability) class;

— sensofr-and-comparator (biometric capability) class;

— storage-and-others (biometric capability) class; and

— sensojr-only (biometric capability) class.

Note 2 to ¢ntry: To express each biometric capability class, "biometric capability” is usually omitted.

3.3
biometric processing unit
BPU

trusted inplementation of a collection of biometric subprocesses implemented in a single physical unit

s

Note 1 to ¢ntry: A BPU commonly comprises biometric subprocesses.that are sequential in the process flow fof a
biometric perification.

Note 2 to pntry: Application/service requirements typically require BPU subprocesses to meet a uniform leyel
of security assurance. In ACBio, assurance is achieved threugh a BPU evaluation process that is authenticated [by
means of gn X.509 certificate embedded in an ACBio instance.

3.4
biometric processing unit certificate

BPU certfficate

X.509 certtificate that is issued to a BPU by a certification authority

3.5

biometrifc processing unit certification authority

BPU certjification authority

X.5009 certtification authority*which issues BPU certificates

3.6

biometric processing unit function report

BPU fungtion report

report on|the fumction of the BPU generated by the manufacturer of the BPU

3.7
biometric processing unit 10 Index

BPU IO Index

integer number uniquely assigned to each biometric data stream between BPUs by the subject which
utilizes the function of the BPU (e.g. a software) and used by the validator to reconstruct the data flow
among BPUs

3.8

biometric processing unit report

BPU report

report on a BPU, which consists of a BPU function report and a BPU security report

2 © ISO/IEC 2019 - All rights reserved
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3.9

biometric processing unit security report

BPU security report

report on the security of a BPU, which contains an assurance information of the security of the BPU

Note 1 to entry: The assurance information on PAD mechanism, if present in the BPU report, shall be included in
the BPU security report.

3.10
biometric reference

one—e¥r—moere ctorad hiomatric comanlac hiosaatrice tomanlatac o hioyaatris oo dale bt 'ted to a
e—eF—ore—Sterea—ioet i c—SapreS5—eiometHe—+te PratesS—er—sieomet e oaerS—attt =2

bipmetric data subject and used as the object of biometric comparison

EXAMPLE Face image stored digitally on a passport, fingerprint minutiae template on a National|ID card or
Gaussian Mixture Model for speaker recognition, in a database.

Ndte 1 to entry: A biometric reference may be created with implicit or explicit use-of<auxiliary data, such as
Urliversal Background Models.

Ndte 2 to entry: The subject/object labelling in a comparisonmight be arbitrary.n‘some comparisons, 4 biometric
reference might be used as the subject of the comparison with other biometri¢‘references or incoming samples
and input to an algorithm for biometric comparison. For example, in a duplicate enrolment check af biometric
reference will be used as the subject for comparison against all other biometric references in the dataljase.

Note 3 to entry: A term "biometric reference template” is alse-dsed to mean biometric referemce partly
infthis document. See NOTE at the beginning of Clause 3.

[SPURCE: ISO/IEC 2382-37:2017, 3.3.16, modified — Nate 3 to entry has been added.]

3.11

bipmetric reference template certificate
BRT certificate

ceftificate that is issued to a biometric reference by a BRT certification organization and erjables the
validator to determine the authenticity of\the biometric reference

ate signal

combination of biometric functionalities provided by a BPU whose combination of functionalities is
specified in this document

Note 1 to entry: A BPU role can be referenced by a name that describes the biometric functionality provided by the
BPU: all BPU role, sensor BPU role, comparator-with-storage BPU role, comparator BPU role, and storage BPU role.

3.15
captured biometric reference
captured biometric sample or combination of captured biometric samples used as a biometric reference

© ISO/IEC 2019 - All rights reserved 3
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control value
random number provided by a validator by which the validator can check whether an ACBio instance is
generated at the validator’s request or not

3.17

declaration expression
explicit expression of BPU function report in which information on the subprocesses and data flows are
contained

3.18
enrolme
organizat

3.19

nt organization
ion which handles enrolment and creates and stores biometric references

evaluatign organization

organizat

3.20
final sig
signal pr

Note 1 to 4

3.21

ion which evaluates a BPU function or security

al processing
cessing stage immediately preceding biometric comparison

ntry: See NOTE at the beginning of Clause 3.

intermediate biometric reference

intermed
reference

Note 1 to
compared

3.22

ate biometric sample or combination of intermediate biometric samples used as a biometri

entry: An intermediate biometric reference is progessed through biometric final processing and then

against a biometric sample.

intermediate signal processing

any mani

Note 1 to 4
defined in

Note 2 to
and used f]

3.23
on-card |
0OCBC

performi
on-card i

pulation of a biometric sample that:does not produce biometric features

place of "intermediate signalprocessing”. See NOTE at the beginning of Clause 3.

entry: The term "biometricfeature” is defined as numbers or labels extracted from biometric samp
pr comparison in ISQ/IE€ 2382-37:2017, 3.3.11.

piometric camparison

g comparison and decision making on an IC card where the biometric reference is retain
L orderto enhance security and privacy

3.24

ntry: In I[SO/IEC 2382-37, "intermediate biometric sample processing” (ISO/IEC 2382-37:2017, 3.5.9]

e

S

es

processed biometric reference
processed biometric sample or combination of processed biometric samples used as a biometric

reference

3.25

processed biometric sample
biometric sample or biometric feature set input to an algorithm for biometric comparison to a biometric
reference(s)

Note 1 to entry: ISO/IEC 2382-37, a term "biometric probe" (ISO/IEC 2382-37:2017, 3.3.14) is defined in place of
"processed biometric sample". See NOTE at the beginning of Clause 3.

© ISO/IEC 2019 - All rights reserved
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3.26

renewable biometric sample

biometric sample which has a property of a transform or process to create multiple, independent
transformed biometric data derived from one or more biometric samples obtained from the same data
subject and which can be used to recognize the individual while not revealing information about the
generative biometric data

Note 1 to entry: Renewablity is defined in ISO/IEC 24745:2011 as: property of a transform or process to create
multiple, independent transformed biometric references derived from one or more biometric samples obtained
from the same data subject and which can be used to recognize the individual while not revealing information

ort-the—originalreference—This—definitionis—only—appheable—tobiemetricreferenee—Fhe—definttion in this
ument is slightly modified from that in ISO/IEC 24745:2011 so that it can be applied to biometrig|sample as
wgll as biometric reference because the biometric sample in renewable biometrics should be so transfgrmed that

rdle expression
infplicit expression of BPU function report for BPU which has a BPU role

3.8
subprocess index
infeger uniquely assigned to each subprocess within a BPU by the manufacturer of the BPU

3.p9

subprocess 10 index
urfique integer assigned to each data stream between subprocesses in a BPU so that the validator can
refonstruct the data flow between subprocesses in the BPU

3.80

vdlidator
<df biometric verification> entity which makes a decision on whether the result of a piometric
verification process is acceptable or not, based on the policy, using one or more comparison|decisions
arld possibly other information, supportedby ACBio instances

4| Symbols and abbreviated'terms

A(Bio Authentication-Context for Biometrics

A§N.1 Abstract Syntax Notation One as defined in the ISO/IEC 8824 series

BHR Basic Ernicoding Rules (of ASN.1)
BIR Biometric Information Record
BRT Biometric Reference Template

CBEFF Common Biometric Exchange Formats Framework as defined in ISO/IEC 19785-1

CMS Cryptographic Message Syntax as defined in RFC 3852 and RFC 5911
FAR False Acceptance Rate

FRR False Rejection Rate

PAD Presentation Attack Detection

© ISO/IEC 2019 - All rights reserved 5
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PKI Public Key Infrastructure
STOC Store On Card

URI Uniform Resource Identifier

5 Model and framework of ACBio

5.1 Bio

(ACBio), which is used for checking the validity of the result of a biometric enrolment and verificatipn
process ekecuted at a remote site. An ACBio instance shall be accompanied witha biometric data outgut
processeged by a BPU for biometric enrolment and verification.

This doa{zment defines the structure and the data elements of Authentication Context for Bionietrjcs

ACBio’s dgsign is based on the following biometric subprocesses:

a) data [capture: this subprocess captures biometric information from a claimant and converts it|to
a cagtured biometric sample. The captured biometric sample is transmitted to the intermedigte
signdl processing subprocess for further processing;

b) intermediate signal processing: this subprocess receives a gaptured biometric sample ahd
trandforms it into an intermediate biometric sample. The dntermediate biometric sample|is
trangmitted to the final signal processing subprocess for further processing;

c) finalpignal processing: this subprocess receives an intermédiate biometric sample and transforins
it intp a processed biometric sample. The processed~biometric sample through the final signal
procgssing is transmitted either to the comparisomstbprocess (for verification) or to the storage
subprocess (for enrolment as the biometric reference). There is a variation of the output of the fijal
signal processing, a renewable biometric sample;

d) storage: this subprocess stores one of three types of biometric reference; captured biomettic
referpnce (Key item 1 in Figure 1 and-Figure 2), intermediate biometric reference (Key item 2|in
Figure 1 and Figure 2), or processed biometric reference (Key item 3 in Figure 1 and Figure 2). Ope
of th¢ three types of biometric reference will be compared with a biometric sample for verificatign.
As in|c), there is a variation foryproecessed biometric reference, renewable biometric reference;

e) complarison: this subprogess receives a biometric sample, which is acquired originally from a
claimant, and can be further processed or not, and a biometric reference. This subprocess compares
the bjometric sample@nd the processed biometric reference, and calculates the similarity, whicH is
calledl a comparisofiscore. The comparison score is transmitted to the decision subprocess.

NOTE The/pracessing of comparing a renewable biometric sample with a renewable biometric refererjce
is different from that of comparing a processed biometric sample with a processed biometric referenge.
However, they are not distinguished in this document. They are distinguished only by the data input igto
the s bprocess If a BPU A executes the comparlslon subprocess and another BPU B executes the fipal

process the data ‘submitted from the BPU B. In the ACBio framework, only the apphcatlon system knows the
compatibility of the data exchanged between the BPUs through the negotiation between them in advance.
See B.1.2.5 for details.

f) decision: this subprocess receives a comparison score from the comparison subprocess, evaluates
the score under rules determined by the security policy in use, decides the validity of the claimant’s
identity, and outputs the comparison decision, match or non-match, which is sent to the validator.

Besides the above six subprocesses biometric products generally have PAD mechanism. Figure 1 shows
a general model of biometric verification including PAD mechanism. However, PAD is not discussed
further in this document because it is dealt with only in the assurance information in the BPU reportin
this document. For more details of PAD, see ISO/IEC 30107-1.

6 © ISO/IEC 2019 - All rights reserved
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captured intermediate processed ) .
biometric biometric bi i comparison comparison
lometric score decision
sample /e o\ sample _
data 5 ! —comparison > decision
capture signal
processing
T * processed
i ' biometric
. ! reference

storage

----» presentation attack detectionf--------------------------------- '

Figure 1 — General model of biometric verification including PAD méchanism

Figure 2 shows three cases of biometric enrolment process where the storagejsubprocess stofes:
1)| captured biometric samples,
2)| intermediate biometric samples, and

3)| processed biometric samples.

storage storage storage

intermediate
biometric
reference

captured
biometric
reference

processed
biometric
reference

data A intermediate final 4
capture signal signal
P processing processing
— — pr—

P

intermediate
biometric
sample

captured
biometric
sample

processed
biometric
sample

- - -
Kdy

1 L_storage subprocess which stores captured biometric samples

2 storage subprocess which stores intermediate biometric samples

3  storage subprocess which stores processed biometric samples

2 Possible untrusted network.

Figure 2 — Biometric enrolment process model

The small black disks with Key a in Figure 2 mean that an untrusted network may intervene at the
points, i.e., a captured biometric sample, an intermediate biometric sample, and a processed biometric
sample can be transferred through untrusted networks.
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Figure 3 shows three cases of biometric verification process model where the storage subprocess
stores a captured biometric reference, an intermediate biometric reference, and a processed biometric
reference.

capture

1

~

data

storage

captured
biometric
reference

intermediate

signal

storage

intermediate
biometric
reference

storage

processed
biometric
reference

comparison

decision

b

captured
biometric
sample

captured
biometric
sample

P

b

A

intermediate
biometric
sample

intermediate

biometric
sample

processed

) 4

biometric
sample

processed
biometric
sample

Key

1  storag
2 storag
3  storag

[}

The smal

This docyment considerseonly biometric data flows in Figure 3 and does not consider any other nd
data flows suchyas auxiliary data in renewable biometrics.

biometrig

5.2 BP

521 O

e subprocess which stores captured biometric samples

e subprocess which stores processed biometric samples

Possilple untrusted network.

U role and biometric capability class

verview

e subprocess which stores intermediate biometric samples

comparison
score

Figure 3 — Biometric verification process model

black disks with Key-a in Figure 3 mean the same as in Figure 2.

comparison

decision

n-

When implementing biometric systems, the various biometric subprocesses that compose the system
are often grouped together into components called biometric processing units (BPUs). The groupings
reflect the physical and architectural details and the grouping of biometric subprocesses in the system
implementation. Commonly used combinations of BPU functionalities are described and defined as
BPU roles in this document. In principle, a BPU can include any grouping of biometric subprocesses
but, in practice, BPUs commonly comprise biometric subprocesses that are sequential in the overall
process flow for a biometric verification. BPU roles that equate to commonly used combinations of BPU
functionality are defined in 5.2.2.
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NOTE Only commonly used combinations of BPU functionalities are expressed as BPU role, i.e.
BPUs whose functionalities cannot be expressed as a BPU role. For example, a BPU does not have an expression
of a BPU role if it consists only of the decision subprocess. In such cases, declaration expression is used for the
BPU function report. In policy-based authorization where authorization is done based on defined policies which
include those on authentication, a service consuming the result of authentication can have a preference for the
configuration for biometric verification. Biometric capability classes are specified for this purpose. For the
benefits of BPU roles and biometric capability classes, see NOTE in 7.2.2.3, B.1.2.5, and B.1.3.5. See also B.3.

5.

2 BPU raola
Do Torc

there are

5.

Bi

supprocesses into BPUs typically matches the physical structure of the product or syste

ph
of
re

concept of BPUs and BPU roles can be applied to multimodal and multi-biometric systems, th

of]

5.

T}
en

P.2.1 General

pbmetric products and systems are often implemented using one or more BRUs. The gr
ysical sensor unit may contain the sensor itself plus signal processing elements. The typical
flect subprocess groupings that are commonly found in biometric products and systems. Alt
BPU roles is not extended to multimodal and multi-biometric systems in this document.

p.2.2 BPU role for biometric enrolment

e all-BPU-enrolment role is a BPU role which contains all the subprocesses used in
rolment, that is data capture, intermediate signal processing, final signal processing, an

puping of
m, e.g. a
grouping

biometric subprocesses into a BPU defines the BPU role. The BPU roles described in this locument

hough the
e concept

biometric
d storage

subpprocesses. The all-BPU-enrolment role is presented in Figure 4. There is a variation where processed

bi

T}

bmetric sample is replaced with renewable biomietric sample.
/ captured intermediate processed \
biometric . biometric biometric
data sample /G al\__sample
capture i / S|gnal_
processing processing

3

Figure 4 — All-BPU-enrolment role

A

e sensor BPU role is a BPU role which contains the data capture subprocess. It may contaif

1 the final
5 the final

Sig

riial processing subprocess and the intermediate signal processing subprocess. If it contain

sigmal processing subprocess, then It shall also contain the intermediate signal processing subprocess.
There are three patterns of sensor BPU role which are shown in Figure 5. There is a variation where

pr

ocessed biometric sample is replaced with renewable biometric sample.
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captured interinediate
biometric bigmetric
sgmple
data >
data capture signal
capture processing

processing

captured intermediate processed
biometric biometric biometric
sample sample
data »" final >
capture /_’ signal
e

Figure 5 — Patterns of sensor BPU role

The stordge-and-others-if-any BPU role is a BPU role which shal{ contain the storage subprocess 4
shall not|contain the capture subprocess. It may contain the intermediate signal processing and t
final signfal processing subprocess. If it contains the intermediate signal processing subprocess, th
it shall also contain the final signal processing subprocessThere are three patterns of storage-an
others-if-

sample is|replaced with renewable biometric sample.
/ \ .
captpred intermediate processed proces 5_ed
bigrr etric ‘o biometric biometric biomefric
sdmple m sample /o N sample sample
/ signal signal
processing processing

—— ——
/ N y

hny BPU role which are depicted in Figure 6. There are variations where processed biometfi

ut
he
en
d-

intermgate processed
biomegtric biometric
sample final\, sample

signal

nrocessing
T =

\ /

Figure 6 — Patterns of storage-and-others-if-any BPU role
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5.2.2.3 BPU role for biometric verification

The all-BPU-verification role is a BPU role which contains all the subprocesses used in biometric
verification. The all-BPU-verification role is presented in Figure 7. There are variations where
processed biometric sample is replaced with renewable biometric sample.

/ captured intermediate processed \ comparison

comparison

7 biometric biometric biometric ar
sample te sample /£ N sample score decision
data ediat ¥ na »&ompariso decision -
capire— signal signal ~
processing processing -

processed
biometric
reference

<

Figure 7 — All-BPU-verification role

/

The sensor BPU role, which is defined in 5.2.2.2, is used also in/biometric verification.

The comparator-with-storage BPU role is a BPU role whickshall contain the storage, compafison, and
ddcision subprocesses. But it shall not contain the capture.subprocess. It may contain the intgrmediate
signal processing and the final signal processing subprocess. If it contains the intermedigte signal
processing subprocess, then it shall also contain the-final signal processing subprocess. Therelare three
pdtterns of comparator-with-storage BPU role which are depicted in Figure 8. There are yariations
where processed biometric sample is replaced-with renewable biometric sample.

captured intermediate processed procpﬁ/sed ) .
) ; . ; i i h - Fomparison
bigmetric . o biometric biometric comparison, cc:jmp_a_rlson biometric comparison desision
ecision score
sqmple 7 iate. SAMPle Ao\ sample N\ SRE y sample . .
decision omparisor decision F——*

signal signal
processin processing

processed
biometric
reference

(i
\_
interphediate processed \

bigmetric biometric comparison codmp_a_rlson
sample sample score B ecision
decision ——

processed
biometric
reference

storage

.

final
signal
processing

omparisor

processed
biometric
reference

storage

Figure 8 — Patterns of comparator-with-storage BPU role

The comparator BPU role is a BPU role which shall contain the comparison and decision subprocessess
but shall not contain the storage subprocess. It may contain the data capture, intermediate signal
processing, and final signal processing subprocess. If it contains a subprocess of the three, then it
shall also contain the latter subprocess(es). There are four patterns of comparator BPU role which are
shown in Figure 9. There are variations where processed biometric sample is replaced with renewable

biometric sample.
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captured intermediate processed . X prccésed comparison \-om arison
biometric biometric biometric comparison co!;'n parison biometric ssore -deSision
sample te_ sample final sample score lecision sample ) -
data ediat i omparisor decision omparisor decision
capture signal 5|gna_|
rocessin processing
processed processed
biometric . biometric J/
| reference | reference
capﬁed intermediate processed ) N . interhediate processed ) \com arison
biometric biometric biometric comparison fomparisen - bigmetric biometric COTP:FLSCW* dsE‘ r
. sion
sample T REUL Ly sample - . T final SampE " —
. omparisor decision . omparisor decision
signal signal 5|gna_l
prpcessing processing S processing .
processed processed
g biometric J . biometric N
reference | reference

Figure 9 — Patterns of comparator BPU role

The stordge BPU role is a BPU role which consists only of the storage subprocess. There is only one
pattern fpr the storage BPU role as shown in Figure 10. There is a variation where processed the
biometriq sample is replaced with renewable biometric sample.

4 processed

4 biometric 5\

reference

storage

\ /

Figure 10 — Storage BPU role

5.2.3 Biometric capability class

5.2.3.1 |General

In this document, BPU.roles can be combined into a higher order structure representing the functional
capability of the cembination. This construct is named biometric capability class. The biometfic
capability classesdefined in this document are described in 5.2.3.2 and 5.2.3.3.

5.2.3.2 |Biometric capability classes for biometric enrolment

There are three classes. In the first and the second classes, all the subprocesses are executed at the
client side while the biometric reference is stored at the server side in the last class. The all-in-one
enrolment class is a biometric capability class which consists of an all BPU enrolment role.

Combination of sensor BPU role and sensor-and-others-if-any BPU role makes sensor-and-storage class.
There are three cases of sensor-and-storage class as depicted in Figure 11. There are variations where
processed biometric sample is replaced with renewable biometric sample.
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captured intgrmedi_ate prodelssed
biometric i biometric biometric
data sample »/mediat sample _/final\__Sample
capture signal signal
processing processing
storage
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captured inter: E@ processed \

biometric biometric biometric
data sarpple final\_ Sample
capture i / signal
processing processing
<
A /
apfured intermediate processed \
iometric m biometric biometric
sample, sample )
data P\ ediat ple final sample
capture / signal signal
processing processing

k j

Figure 11 — Three cases of sensor-and-storage class

arglexecuted at the server side. There are variations where processed biometric sample if replaced
WITh renewable DIOMetric sample.

ThHerelaxe three cases for sensor-only-enrolment class as depicted in Figure 12 where the shz;red parts
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captured intermediate prodessed
biometric biometric biomatric
data sample _/final\__Sample
capture S|gnal_
processing processing
storage
- J
captured intermediate processed
biometric bioretric biometric |
data sangl _/final\__ Sa@mple
capture i / S|gnal_
processing processing

storage

¢aptured intertnediate processed

biometric e Bjometric biometric
data sample fredi sample _/final sample

capture sighal signal
processing processing

storage

Figure 12 — Three cases of sensor-only-enrolment class

5.2.3.3 |Biometric capability classes for biometric verification

There are four classes. In the first three classes, all the subprocesses are executed at the client side
while the biometric comparison subprocesses is executed at the server side in the last class. The all-in-
one verification class is a biometric capability class which consists of an all BPU verification role.

A combination of sensor BPU role and comparator-with-storage BPU role makes sensor-and-comparator
class. There are three cases of sensor-and-comparator class as depicted in Figure 13. There are
variations where processed biometric sample is replaced with renewable biometric sample.
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Figure-13"— Three cases of sensor-and-comparator class
A fombination of storage’BPU role and comparator BPU role makes storage-and-others class. [[here are
fopr cases of storage-and-others class as shown in Figure 14. In three cases, the sensor BPU role also
plays arole in the'storage-and-others class. There are variations where processed the biometific sample
is replaced with*aTenewable biometric sample.
15
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Figure 14 — Four cases of storage-and-others class

There are three cases for sensor-only-verification class as shown in Figure 15 where the shaded parts
are executed at the server side. There are variations where the processed biometric sample is replaced
with a renewable biometric sample.
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Figure 15 — Three cases of sensor-only- verification class
NOTE The scope of this document is restricted to biometric enrolment and verification. Hoyever, the
te¢hnolegy can be applied to biometric identification where the configuration at the client side| is one of
the r‘nnfignraﬁnnc in Fiocure 15 The prnr‘pccing at the server side of biometric identification can validate the

processing at the client side with the ACBio instance generated at the client side.
5.3 Framework for use of ACBio

5.3.1 General

The technology in this document is designed to be used for remote biometric authentication for policy-
based authorization, for example, in on-line bankings/shoppings (see B.3). In such cases, the provided
service can change depending on how the authentication result can be trusted, that is the policy on
authorization of the service provider. The policy may contain the configuration of biometric enrolment/
verification process. In such a circumstance, the configuration is generally negotiated before the
enrolment/authtentication itself, i.e., in the negotiation phase of enrolment/authentication, and also
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checked at the enrolment/authentication phase whether the configuration satisfies the condition which
is already negotiated at the negotiation phase. The biometric capability classes are defined so that they
are used in the enrolment/authentication phases. See B.1.2.5 and B.1.3.5 for examples of how biometric
capability class is used.

ACBio val

idation information is provided by ACBio instances which are data structures that can provide

assurance concerning the recognition performance and security capabilities of the BPU. ACBio instances

contain X

.509 certificates that authenticate the BPU and assure the information it provides. The X.509

certificates are provisioned through a production process conducted between the BPU manufacturer
and the relevant certification authority.

ACBio giy
be done,
the enrol
process.
certificat
are gener

5.3.2 P

In the prg
with the
what sha

es information to the validator of a biometric verification process how it is done. For that|to
in 5.3.2 to 5.3.5 give an overview of what shall be done in the production process.6fyBPUs,
ment process of the biometric reference, the biometric verification process, and the validatipn
The ASN.1 module specified in this document uses the X.509 certificate ,dsy public-key
e but the concept itself is not limited to the X.509 certificate. In 5.3.2 to 5.3.5, the descriptions
alized by using the term “public-key certificate” instead of “X.509 certificate”|

reparation in the production process

duction process, the manufacturer of BPU prepares the BPU reportand stores it into the BPU
public key pair of the BPU and the public-key certificate of thepublic key. Figure 16 shoys
| be prepared in the production process of BPUs.

18
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storifig of BPU report, key pairs, and X.509 certificate in BPU

Figure 16 — Preparation in the production process

The manufacturer of a BPU shall generate a public/private key pair (1 in Figure 16) and request the
public-key certificate authority to issue a public-key certificate for the public key (2 in Figure 16) in
advance. The private key is used to digitally sign the BPU report.

If security evaluation of the BPU is done by an evaluation organization (4 in Figure 16), a BPU security
report (see 7.2.3) digitally signed using the private key of the evaluation organization is issued () in
Figure 16), which is to be a part of the BPU report.

The manufacturer of the BPU shall generate the BPU report which is digitally signed with the private
key of the manufacturer (6 in Figure 16). The BPU report provides trusted information about the BPU to
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the validator when ACBio instance is checked. Next, the manufacturer shall generate a public key pair of
the BPU (7 in Figure 16) and have a BPU certificate (see 7.1) issued by a BPU certification authority (8 in
Figure 16). The BPU certificate is a public-key certificate of the public key of the BPU. The private key of
the BPU is used later to digitally sign ACBio instances generated by the BPU.

The manufacturer should rotate keys to sign different BPU reports to anticipate the impact of any
potential leakage of previously used keys, and it is additionally recommended to embed a different
private key per product of the BPU, for example.

The BPU report or its referrer, the private key of the BPU, and the BPU certificate shall be stored in

the BPU

signature

Examples
and B.1.3
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In the en
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Figure 17

To use bi
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for digitally signing ACBio instances using the BPU’s private key.

2 for the OCBC model.

reparation in the subject enrolment process

J.

shows what shall be prepared in the enrolment process.

). Then the biometric reference is stored in a BPU with/storage subprocess (2 in Figure 17).

BRT certificate is digitally signed using the private key of the BRT certification organization. The B

certificat
The BRT

During th
enrolmen
organizat

NOTE

generated
BPU store
enrolment

ind its BRT certificate shall be managed’in the BPU as a couple.

t process. The validation with these ACBio instances may be done by the BRT certificati
ion to issue the BRT certifi¢ate as well as the validator of the biometric verification process

yet. Therefore, any ACBio instance sent to the BRT certificate contains no BRT certificate even if
b the biometric reference to which the BRT certificate is issued. Examples of preparation in the subj
process are provided in B.1.2.3 for the STOC model and B.1.3.3 for the OCBC model.

When the ACBio instances are sent to the BRT certificate organization, the BRT certificate is Eot

al

of preparation in the production process are provided in Annex B: B.1.2.2 for the STOG model

Folment process, the enrollee enrols his or her biometric reference, gets’the BRT certificdte
nding to the biometric reference, and stores the biometric reference and the BRT certificqte

bmetric verification, an enrollee shall enrol his or her biometric reference in advance under

ol of an enrolment organization or without such a control depending on the use case (1|i

Bio for validation of a biometric verification progess, a certificate of biometric reference called
tificate (see Clause 8) shall be issued by a BRT ¢eertification organization (3 in Figure 17). The

RT

b or its referrer shall be stored in the BRU where the certified biometric reference is storg¢d.

e enrolment process, ACBio instances should be generated to validate the reliability of the

pn

he
bCt
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2 | storing of BRT in BPU
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Figure 17 — Preparation in the enrolment process

5.8.4 ACBio instance generation in'the biometric verification process

A(Bio applies the challenge-respense mechanism to prevent the success of replay attagkes. The
validator shall send the challengeto the claimant and the claimant shall make all the BPUs that take a
pdrtin the biometric verification set the challenge into the ACBio instances they generate.

bure 18 outlines the(biometric verification process and its validation process when ACBip is used.
bure 18 shows three cases of biometric verification process models where the storage suibprocess

stpres a captured biometric reference, an intermediate biometric reference, and a processed piometric
reference.

Fij
Fij
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Figure 18 — Biometricverification process and its validation

| black disk in Figure 18 ‘means that an untrusted network may intervene at the points, 1.

The smal
data in Figure 18 cap-betransferred through untrusted networks.

biometrig

etric verification\process, each BPU shall pack the BPU certificate information (the BPU

ACBioCon ormetTo RarrarSo-cofttati—thRe—€n g 6 Re-vataaters<atted 6 e ,
and the hash value(s) of the input/output biometric data to/from the BPU, which enables the validator
to validate the consistency of the transmission of biometric data between BPUs.

By adding the digital signature to the data of type AcBioContentInformation with the private key of the
BPU, the ACBio instance is generated.

Examples of ACBio instance generation are provided in B.1.2.4 for the STOC model and B.1.3.4 for the
OCBC model.
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5.3.5 Validation of biometric verification process with ACBio instances

In this ACBio framework, the validator receives not only the comparison decision, the result of
biometric verification, but also the ACBio instance(s) with which the validator can validate the result of
the executed biometric verification.

The validator can validate the authenticity and integrity of ACBio instance by verifying the digital
signature with the BPU certificate. This shows also that the BPU has taken a part of the biometric
verification process. The validator can obtain the result of security evaluation of the BPU by referring
to the BPU report, and the authenticity of the biometric reference used in the biometric verification

If
th

EX
fo

6

6.

In
ng
as
th
0

An ACBio instance is dataef-‘ASN.1 type AcBioInstance as follows:

AC

T}

munication between BPUs and between the BPUs in the biometric verification process by
hash values in the biometric process blocks. By checking the control value in the ACBip in
validator can know whether there has been a replay attack or not. With all of thes€, the
decide the level of trust for the result of the executed biometric verification prdcess.

TE In the cheking process, two types of indexes are used, one from BPU repéiits and the othg
BPU reports while that of the latter is achieved by the digital signature of ACBig instances.

hecessary, the validator can connect to relevant organizations suchrasthe BPU certification
e evaluation organization, and the BRT certification organization, as shown in Figure 18.

amples of validation of biometric verification process with*ACBio instances are provided
" the STOC model and B.1.3.5 for the OCBC model.

ACBio instance

1 General

Clauses 6 to 8, data structures are defined and explained. The definitions are specified
tation, which is in line with ISO/IEC.8824. The whole specification of the data structures is
an ASN.1 module in Annex A, which-shall be used and encoded using BER in a system conf
is document. Examples of ACBio\instances are provided in B.1.2 for the STOC model and B.1
[BC model.

BioInstance ::= SEQUENCE ({

contentfype CONTENT-TYPE.&id({ContentTypeACBio}),

content CONTENT-TYPE.&Type
({ContentTypeACBio}{@contentType}) }

etype ACBioInstance corresponds to the type contentinfo of CMS. The latter is constrai

cy of the
checking
stance(s),
validator

r given by

b application program which calls BPUs. The integrity of the former is achieved by the digital signature given

huthority,

in B.1.2.5

in ASN.1
provided
brming to
.3 for the

hed by an
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object of class conTENT-TYPE is defined as follows:

Co

si

ntentTypeACBio CONTENT-TYPE ::= {signedDataACBio }
gnedDataACBio CONTENT-TYPE ::= {
SignedDataACBio

IDENTIFIED BY id-signedDataACBio }

id-signedDataACBio OBJECT IDENTIFIER ::=

{iso(l) standard(0) acbio(24761) contentType(2) signedDataACBio (1) }
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SignedDataACBio is specified as follows:
SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentInfoACBio }

The types signedpataacBio specified above replaces the CMS types signedpata together with the
following definitions:

SIGNEDDATA { EncapsulatedContentInfo } ::= SEQUENCE ({

version CMSVersion,

ligestAlgorithms SET OF DigestAlgorithmIdentifier,
EncapContentInfo EncapsulatedContentInfo,
fertificates [0] IMPLICIT CertificateSet OPTIONAL,
trls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
EignerInfos SignerInfos}

The folloyving types appeared in the above definition of steNEDDATA are imported from RFC 3852/5911:
CMSVersipn, DigestAlgorithmIdentifier, SignerInfos. version shall take’the value as specified|in
RFC 3857/5911.

The type EncapsulatedContentInfoisaparameter in the above definition and is notimported from CMS.
In the deffinition of the type signedpataacBio, the following type réplaces EncapsulatedContentInfo.

EncapsulptedContentInfoACBio ::= SEQUENCE ({
bContentType CONTENT-TYPE. &id ({ContentTypeA€BioContentInfo}),
Content [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type

({ContentTypeACBioContentInfo} {@eContentType})) }
ContentTypeACBioContentInfo CONTENT-TYPE ::= {acbioContentInformation}

As in thg¢ above definition, the(type EncapsulatedContentInfoACBio is constrained by an objgct
containinfg a single object acbiGGontentInformation of the class conTEnT-TYPE. This object is defined|as
follows:

acbioConfentInformation CONTENT-TYPE ::= {

AfBioContentInformation

=

DENTIBLED BY id-acbioContentInformation }

id-acbiofontentInformation OBJECT IDENTIFIER ::=

{iso(l) standard(0) acbio(24761) contentType(2) acbioContent (3)}

Therefore, an ACBio instance is a data of type AcBioInstance, essentially the same as the CMS type
ContentInfo,withthe contentoftype signedpataacBio onthe contentoftypeacBioContentInformation.

Table 1 shows the structure of type ACBioContentInformation. ACBioContentInformation consists of
five fields, version, BPU information block, control value, biometric process block, and BRT certificate
information where the first four fields are mandatory. An ACBio instance shall have the last field if and
only if the BPU contains the storage subprocess and stores the BRT used in the executed biometric
verification. The digital signature of signedpataacBio shall be generated with the private key of the BPU.

NOTE Any ACBio instance used in enrolment does not contain a BRT certificate because it is not issued yet.
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Table 1 — ACBioContentInformation

ACBioContentInformation

Version
BPU Information Block

BPU Certificate Referrer Information

BPU Report Information

Control Value

Riometric Process Rlack

ProcessIndex[1]

ProcessIndex[L]

BPUIOExecutionInformation[1] (for input)

BPUIOExecutionInformation[M] (for.input)
BPUIOExecutionInformation[1] (for output)

BPUIOExecutionInforination[N] (for output)

BRT Certificate Information

In[ASN.1 notation, the type AcBioContentInforiation is specified as follows:
ACRBioContentInformation ::= SEQUENCE ¢f

version Version DEFAULT «v@;

bpulnformation BPUInformation,

controlValue OCTET\STRING (SIZE(1l6..256)),

biometricProcéss BiometricProcess,

brtCertificateInformation BRTCertificateInformation OPTIONAL }
Vdrsion is the version of the format of AcBioContentInformation.

Velrsion &N/ INTEGER { v1(1l), v2(2) }

The type BrUInformation is defined in 6.2. The detail of each type in BPUInformation is defined in
Clhtise 7.

A control value is an octet string of 16 byte length which is sent from the validator and with which the
validator can check to which validator’s request the ACBio instance is generated to. It shall be set to
controlvalue field to make it infeasible to replay a biometric verification process.

The type BiometricProcess is defined in 6.3. The type BRTCertificateInformation is defined in 6.4.
The detail of the type in BRTCertificate, which is used in BRTCertificateInformation, is defined in
Clause 8.

6.2 BPU information block

BPU information block carries the static information of BPU, information which does not depend on
each execution. This block is mandatory and consists of two components, BPU certificate referrer
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information and BPU report information. ASN.1 type BpUInformation is defined for this block of
information:

BPUInformation ::= SEQUENCE {
bpuCertificateReferrerInformation BPUCertificateReferrerInformation OPTIONAL,
bpuReportInformation BPUReportInformation}

BPU certificate referrer information of type BPUCertificateReferrerInformation is the referrer
information to X.509 certificate for the public key of the BPU. If the ACBio instance contains the BPU
certificatp in the field of certificates in SignedbataacBio, BPU certificate referrer information can pe
omitted. BPU certificate is specified in 7.1.

BPUCertificateReferrerInformation ::= SEQUENCE ({
bpuCertificateReferrer URI,

ckrlsReferrer URI OPTIONAL}

URI ::= VisibleString (SIZE(1l..MAX))

BPU repdrt information of type BPUReportInformation is the BPUSreport itself or its referrer. BPU
report contains the information about functions implemented in-the BPU and the information of the
result of §ecurity evaluation of the BPU. BPU report is defined in:Z.2.

BPUReporfInformation ::= CHOICE ({
bpuReport BPUReport,

bpuReportReferrer URI}

6.3 Biqmetric process block

Biometri¢ process block carries the runtime information of BPU, information which depends on each
executior]. This block consists of three components: executedProcessIndexList, bpulnputExecutfio
nInformagpionList, and bpuOuputHxecutionInformationList. executedProcessIndexList iS the ljst
of indexep of the subprocesses exécuted in the BPU when declaration expression is used. When rg¢le
expressidn is used, executedProktessIndexList is the list of executionIndex (see 7.2.2.3) executed|in
the BPU. ppuInputExecutionEnformationList contains the information on the input data to the BPU
and bpuofputExecutionfnEérmationList contains the information on the output data from the BPU| If
the BPU gends/receivés-data to/from other BPUs, then the corresponding components in this block qre
mandatofy.

The ASN.I typeBiometricProcess is defined as follows:

BiometrigPfdcess ::= SEQUENCE {

executedProcessIndexList ProcessIndexList,

bpulnputExecutionInformationList BPUIOExecutionInformationList OPTIONAL,

bpuOuputExecutionInformationList BPUIOExecutionInformationList }
ProcessIndexList ::= SEQUENCE SIZE(l..MAX) OF ProcessIndex
BPUIOExecutionInformationList ::= SEQUENCE OF BPUIOExecutionInformation

executedProcessTndexList iS a list of data of type ProcessIndex. When declaration expression is
applied, this type is also used for subprocessIndex in type FunctionDefinition (See 7.2.2.2.2) which
describes the function of a subprocess in a BPU. A BPU report in an ACBio instance contains as many
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data of type FunctionDefinition as the number of subprocesses in the BPU. The subprocessIndex
in the type FunctionDefinition which corresponds to the executed subprocess shall be set to the
above executedProcessIndexList. When role expression is applied, this type processindex is used for
executionIndex in type ExecutionInformation (See 7.2.2.3) which describes an execution pattern of
a BPU. A BPU report in an ACBio instance contains as many data of type ExecutionInformation as the
number of execution patterns in the BPU. The executionIndex in the type ExecutionInformation which
corresponds to the executed execution pattern shall be set to the above executedProcessIndexList.

bpulnputExecutionInformationList consists of the elements of type BPUTOExecutionInformation as
many as the input data to the BPU.

bpuOuputExecutionInformationList consists of the elements of type BPUTOExecutionInforration as
many as the output data from the BPU.

Far example, in case of a BPU which contains only the storage subprocess such as;a'STOC card, there
1SN0 bpuInputExecutionInformationList butbpuOuputExecut1onInformatlonL1st with onp element
corresponding to the biometric reference from the storage subprocess.

The definition for type BPUTOExecutionInformation is given as follows:
BPUIOExecutionInformation ::= SEQUENCE ({

dataType DataType,

bpuIOIndex IOIndex,

subprocessIOIndex IOIndex,

hash Hash}

Halsh ::= SEQUENCE {

algorithmIdentifier AlgorithmIdentifier,

hashvalue OCTET STRING}

BHUIOInformation consists of four~eomponents, dataType, bpuIlOIndex, subprocessIOIndex, alffd hash.

daltaType indicates the type-ofithe input/output data to/from the BPU. The type pataType is defined in
7.2.2.2.3.

On execution, the application program, which utilizes the function of the BPU, shall uniquelyjassign an
infeger to each biometric data stream from/to BPUs. Such an integer given by the application program
shpll be set to_<ppurorndex. If another BPU generates an ACBio instance with the same integer in
bpuIoIndex indhe biometric process block, it means that there was a communication betwgen these
two BPUs lirthis way, the validator can reconstruct the data flow among BPUs.

The subprocessioIndex of the corresponding element of the bpulnputStaticInformationList/
bpuCitputStaticInformationList in the BPU information block shall be set to subprocedsIoIndex
Of DCOULUL CK/ULLUILLILLULILLQLJ‘_ULI. ThC \.Ulllb;llat;ull Uf bt)ui_ui_lldb aud l,ll)t)J_UL,C J_UJ_llk:lC I lakes the
connection between the data flow inside BPU and the data flow in the whole biometric verification
process.

hash contains the hash value of the input/output data to/from the BPU and the identifier of the hash
algorithm. The type aAlgorithmIdentifier is imported from ISO/IEC 9594-2.

6.4 BRT certificate information

BRTcertificateInformation contains a list of the BRT certificates or the list of the referrer to each of
the BRT certificate, as the following ASN.1 notation. A BRT certificate contains information about the
biometric reference stored in BPU. An ACBio instance generated in biometric verification shall contain
the BRT certificate Information if and only if the BPU contains the storage subprocess while an ACBio
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instance generated in enrolment contains no BRT certificate even if the BPU contains the storage
subprocess. A list of more than one element is used if multi-modal fusion biometric verification is used.
BRT certificate is specified in Clause 8.

BRTCertificateInformation ::= CHOICE {
brtCertificatelList BRTCertificatelist,
brtCertificateReferrerList BRTCertificateReferrerList}

BRTCertificatelist ::= SEQUENCE SIZE (l1..MAX) OF BRTCertificate

BRTCertificateReferrerList ::= SEQUENCE SIZE (1..MAX) OF URI

7 Definition of components in BPUInformationBlock

7.1 BPUU certificate

p— e

A BPU ceftificate is an X.509 certificate for the (public) key of BPU. The structure of BPU certificate]is

described in Table 2.

Table 2 — BPU certificate

fiield content
tbsCertificate version as ordinary
serialNumber as ordinary
signature as ordinary
validity as ordinary
issuer attusted third party or a public CA in the vendor which

produces/sells the product of the BPU

subject identifier of the subject including the serial number of prod
uct, the product name and version of the product, and the
name of the product vendor

subjectPublicKeyInfo as ordinary

issuerUniqueldentifier as ordinary

subjectUriiqueldentifier |as ordinary

extensions

signaturelAlgorithm as ordinary

signatureValue as ordinary

The basiq partiof BPU certificate consists of nine fields; version, serialNumber, signature, validity,
issuer, splrject, subjectPublicKeyInfo, issuerUniqueldentifier, and subjectUniqueldentifier, alljof
which aré-thesubfieldseofthefieldtrmter—fimr—otfthe typeec—trri—ot=rtorX5089—certificate-wlich
is defined in ISO/IEC 9594-8. Here the field issuer is a trusted third party or a public CA in the vendor
which produces/sells the product of the BPU. The field subject is the identifier whose description
shall conform to ISO/IEC 9594-2 and shall include the serial number of product, the product name and
version of the product, and the name of the product vendor. The serial number of product in the subject
field shall be the leaf entry of the identifier. The product name and version shall be the entry next to the
leaf. Other seven attributes in the basic field are used as ordinary.

The BPU certificate shall be stored in the certificates field of SignedbpataacBio or
AuthenticatedDataACBio type field of the ACBio instance, or the referrer to the BPU certificate shall be
stored in bpuCertificateReferrerInformation.
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BPUCertificateReferrerInformation consists of two components, bpuCertificateReferrer and
crlsReferrer. In ASN.1 notation, BPUCertificateReferrerInformation is described as follows:

BP

UCertificateReferrerInformation ::= SEQUENCE ({
bpuCertificateReferrer URI,

crlsReferrer URI OPTIONAL}

7.2 BPUReportinformation

7.

BH
or
BB

BH

BP
fie
of]

—

copsists of two components, bpuFunctionReport and bpuSecurityReport. The signature

ge

N(
ve
ve

laffter case is noted in 7.2.2.2.1.

.1  General

Ureportinformation contains information about function(s) implemented in the BRU anhd inf
the security of the BPU. Either the BPU report itself or the referrer informatignto it shal
UReportInformation. In ASN.1 notation, BPUReportInformation is described as follows:

UReportInformation ::= CHOICE {
bpuReport BPUReport,
bpuReportReferrer URI}

UrReport is defined in a similar way to AcBioInstance. BRUReport consists of two fields
1d of fixed value of id-contentBPUReport and the second)of type contentBPUReport, which
parameterized sTeNEDDATA with encapsulated contentlef type BPUReportContentInformat il

nerated using the private key of the product venddtiof the BPU.

TE The functions of and data flow in a BPUSin enrolment mcanay be different from those in
rification. In such a case, two BPUReports nmacdny be prepared, one for enrolment, another for
rification. Otherwise, one BPUReport can bhe prepared for both enrolment and biometric verifid

ormation
be set in

the first
is a type
on, which
shall be

biometric
biometric
ation. The

In|ASN.1 notation, BPUReport is des€ribed as follows:
BPUReport ::= SEQUENCE ({
contentType CONTPENP-TYPE.&id({ContentTypeBPUReport}),
content CONPZENP-TYPE.&Type
({ContentTypeBPUReport} {@contentType}) }
ContentTypeBPUReport CONTENT-TYPE ::= { contentBPUReport }
ContentBRUReport ::= SIGNEDDATA { EncapsulatedContentInfoBPUReport }
EncapsulatedContentInfoBPUReport ::= SEQUENCE ({
eContentType CONTENT-TYPE.&id({ContentTypeBPUReportContentInfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypeBPUReportContentInfo} {@eContentType})) }
ContentTypeBPUReportContentInfo CONTENT-TYPE ::= { bpuReportContentInformation }
BPUReportContentInformation ::= SEQUENCE ({

bpuFunctionReport BPUFunctionReport,
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bpuSecurityReport BPUSecurityReport}
BPUFunctionReport and BPUSecurityReport are defined in 7.2.2 and 7.2.3.

The types BPUReport and BPUReportContentInformation are constrained with object sets containing a
single object of class conTENT-TYPE. These objects are defined as follows:

contentBPUReport CONTENT-TYPE ::= {

ContentBPUReport

=

DENTIFIED BY id-contentBPUReport }
bpuReporfContentInformation CONTENT-TYPE ::= {

BPUReportContentInformation

=

DENTIFIED BY id-bpuReportContentInformation }
7.2.2 BPUFunctionReport

7.2.2.1 |General

BPU functfion report contains information about function(s) implemefited in the BPU and input/outgut
data to/fijom the BPU. There are two ways of expression for BPU fungtion report: declaration expressipn
and role pxpression. The role expression is a new expression intfoduced in this document while the
declaratipn expression is almost the same as in the first editionyof this document. BPU function repg¢rt
for a BPY of BPU role may be expressed in both expressions. If a BPU is not of any BPU role, the BPU
function feport can be expressed only in declaration expréssion. In ASN.1 notation, BPUFunctionRepdrt
is described as follows:

BPUFunctfonReport ::= CHOICE {
bpuFunctionReportDeclaration BPUEmMnctionReportDeclaration,

bpuFunctionReportRole BPUFunctionReportRole }
7.2.2.2 |BPUFunctionReportDeclaration

7.2.2.2.1] General

BPUFunctfonReportDeclaxation includes the definition of function of BPU and may include functional
performalnce level (quality) of the function. In ASN.1 notation, BPUFunctionReportDeclaration |[is
described as follows:

BPUFunctjionReportDeclaration ::= SEQUENCE ({

bpuSibprocessInformationList BPUSubprocessInformationList,

bpulnputStaticInformationList BPUIOStaticInformationList OPTIONAL,

bpuOutputStaticInformationList BPUIOStaticInformationList }

BPUSubprocessInformationList ::= SEQUENCE SIZE (l..MAX) OF BPUSubprocessInformation
BPUIOStaticInformationList ::= SEQUENCE SIZE(1l..MAX) OF BPUIOStaticInformation
NOTE The specification of BPUFunctionReportDeclaration in this document is the same as that of

BPUFunctionReport in ISO/IEC 24761:2009.
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bpuSubprocessInformationList is alist of elements of type BPUSubprocessInformation as many as the
number of the subprocesses implemented in the BPU. The type BPUSubprocessInformation is defined
in7.2.2.2.2.

bpulnputStaticInformationList 1S a list of elements of type BPUIOStaticInformation as many
as the number of the input data to the BPU. bpuoutputstaticInformationList 1is a list of elements
of type BPUTOStaticInformation as many as the number of the output data from the BPU. The type
BPUIOStaticInformation is defined in 7.2.2.2.3.

In enrolment, storage subprocess shall output the hash value of the input of biometric sample which is

—storedasthe-biometriereferenceand 3 —tstobe-setirthe certifieate—Therefore,
OutputStaticInformationList shall have such a member ifitis an expression for a BPUwith storage
bprocess in enrolment.

vineioars D10 5 aid vVart

When the function of and data flow in a BPU in enrolment are different from;those in piometric
verification, the number of the elements in bpusubprocessInformationList might not be| equal to
number of the subprocesses in the BPU. It might be the sum of the nunibér of the subprocesses
in| enrolment and that in biometric verification. In this case, bpuSubgdrocessInformatipnList iS
diyided into two groups, one for enrolment and another for biometric verification. subprocessName of
functionDefinition in @ member of a group of bpusubprocessInfornationList might have|the same
lue as the value of subprocessName of functionbDefinition in a m€mber in the other groyp but the
lue of the field subprocessindex shall be different from that of the corresponding member ¢f the list.
If the bpuSubprocessInformaitonList IS expressed as above,so are bpulnputStaticInformgtionList
arld bpuoutputStaticInformationList expressed in a similat way: there might be two membgers in the
where the value of subprocessI0Index of one member'is different from that of the other [while the
lues of dataType are the same.

7.2.2.2.2 BPUSubprocessinformation

BPUSubprocessInformation  contains information about the function and result of piometric
pdrformance evaluation for the subprocess, of type FunctionDefinition and PerformarjceReport
ddfined in 7.2.2.2.2 and 7.2.2.2.3 respectively.

BHUSubprocessInformation ::= SEQUENCE {
functionDefinition FunctionDefinition,
performanceReport " PerformanceReport OPTIONAL
FynctionDefinition

FuhctionDefinigier consists of seven Components; subprocessName, subprocessIndex, inputIjpdexList,
output IndexLigty and functionDescription.

suoprocessName is of type subprocessName and takes a value which represents the name of the
subprocess.

Tq each subprocess in the BPU, the vendor of the product of the BPU shall assign a unique integer.
subprocessIndex is such an index given to the subprocess.

A pair of components biometricType and biometricSubtype indicates the modality of biometric
data processed in the subprocess. The types BiometricType and BiometricSubType are defined in
[SO/IEC 19785-3. biometricType is mandatory if subprocessName does not take the value decision.

To each data stream which comes into or goes from any subprocess in the BPU, the vendor of the product
of the BPU shall assign an integer. These integers shall be assigned uniquely within the BPU. If an input/
output to/from a subprocess is given, then it is on one of the streams and is given the integer assigned
to the data stream naturally. Each member of inputIndexList and outputIndexList are given in this
way. Any subprocess except data capture shall have inputIndexList. Comparison subprocess shall have
two members in inputIndexList. In the case of multibiometrics, inputIndexList/outputIndexList may
have more than two members.
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descriptionFunction is for supplementary description of the function of the subprocess.
The ASN.1 notation for type FunctionDefinition is given as follows:
FunctionDefinition ::= SEQUENCE {

subprocessName SubprocessName,

subprocessIndex ProcessIndex,

biometricType BiometricType OPTIONAL,

bliometricSubtype BiometricSubtype OPTIONAL,

-

hputIndexList IOIndexList OPTIONAL,

optputIndexList IOIndexList,

Hh

inctionDescription OCTET STRING (SIZE(1l..MAX)) OPTIONAL}
SubprocegsName ::= ENUMERATED {

dpta-capture (1),

-

htermediate-signal-processing(2),
final-signal-processing(3),
sgorage (4),

cpmparison(5),

dgcision(6),

spmple-fusion(7),

H

Fature-fusion (8),
sfore-fusion(9),

dgcision-fusion (10),

ProcessIhdex ::= INTEGER) (0..65535)

IO0IndexLjst ::= SEQUENCE SIZE (l..MAX) OF IOIndex
IO0Index f:= INEEGER (0..65535)
PerformrnceReport

Performance report contains information about performance evaluation of the BPU and is given with
an ASN.1 type performanceRreport. This type is defined as parameterized s1eNEDDATA With encapsulated
contentoftype PerpformanceReportContentInformation, which consists oftwocomponentsnameproduct
oftype Name and resultPerformanceTest oftype ResultPerformanceTest. The value of nameProduct
shall take the same as subject in the BPU certificate. Type ResultPerformanceTest has four optional
components, testResultEnrol, testResultAcquire, testResultVerify and testResultExtension.
Appropriate components for the BPU shall be set. If testResultverify is set, testResultEnrol should
be also set to show the performance of enrolment under which the performance of verification is
accomplished. The last field is for extension. The types of other fields are defined in ISO/IEC 29120-1.
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The signature in performancereport shall be generated using the private key of the organization which
evaluated the performance of the BPU.

NOTE ISO/IEC 29120-1:2015 only specifies machine readable data formats for testing and reporting of
biometric recognition performance. The requirements are defined in the ISO/IEC 19795 series.

In ASN.1 notation, PerformanceReport is described as follows:
PerformanceReport::= SIGNEDDATA { EncapsulatedContentInfoPerformanceReport }

EncapsulatedContentInfoPerformanceReport ::= SEQUENCE ({

eContentType CONTENT-TYPE.&id ({ContentTypePerformanceReportContentInfo} )y,
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type

({ContentTypePerformanceReportContentInfo} {@eContentType}) )’}

ContentTypePerformanceReportContentInfo CONTENT-TYPE ::= { penfofmanceReportConflentInfor
maltion }
PelrformanceReportContentInformation ::= SEQUENCE ({

nameProduct Name,

resultPerformanceTest ResultPerformanceTesbN
RelsultPerformanceTest ::= SEQUENCE {

testResultEnrol TestResultEnrol QRTIONAL,

testResultAcquire TestResultAcgu®re OPTIONAL,
testResultVerify TestResultVerify OPTIONAL,
testResultExtension TestResultExtension OPTIONAL }
TelJstResultExtension ::= QCTBT STRING (SIZE(l..MAX)) -- For extension

The type performanceReportContentInformation is constrained with an object set containirlg a single
object of class conTENE Y PE. The object is defined as follows:

pejrformanceReportContentInformation CONTENT-TYPE ::= {
RedformanceReportContentInformation

TDENTIFIED BY id-performanceReportContentInformation }

7.2.2.2.3 BPUIOStaticInformation

BPUIOStaticInformation is a data type which gives information about input/output to/from the BPU,
and consists of two components; dataType and ioIndex.

BPUIOStaticInformation ::= SEQUENCE ({
dataType DataType,
ioIndex IOIndex}

A pair of components biometricType and biometricSubtype indicates the modality of biometric
data of input/output to/from the BPU. biometricType is mandatory if processedLevel of dataType
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field does not take either comparison-score Or comparison-decision. The types BiometricType and
BiometricSubType are defined in ISO/IEC 19785-3.

dataType is of type pataType which consists of two components, processedLevel and purpose. The
former takes a value which corresponds to one of captured data, intermediate data, processed data,
comparison score, or comparison decision. The latter takes a value which corresponds to biometric
reference or biometric sample.

There shall be the component purpose if the first component processedrevel takes the value raw-
data,intermediate—data,processed—data,Orrenewable—datafrhetyperenewable—dataShallbeapp“ed
purpose fthEprocessedLevel takesthe\EﬂueComparison—score,Comparison—decisionOrhashed—da;&

O10 C a v, airc wWan D10 C wion y a TOTO COMmMpPo nt

NOTE Raw data is the old term for captured data used in ISO/IEC 24761: 2009.

An input/output to/from a BPU is one of input/output to/from a subprocess in the BPU. iérndex shall pe
the value|of the corresponding member of a certain data of type Functionbefinition inBPU subprocgss
information.

DataType| : := SEQUENCE {
pkocessedLevel ProcessedLevel,
phrpose Purpose OPTIONAL}

ProcesseflLevel ::= ENUMERATED ({
rpw-data (1),
ihtermediate-data(2),
pkocessed-data (3),

bmparison-score (4),

Q

bmparison-decision (5),

Q

oy

bshed-data (6),

Pnewable-data (7),

-

Purpose [ := ENUMERATEB\{

-

Eference (1),

]

bmp le (2

7.2.2.3 |BPUFunctionReportRole

Type BPUFunctionReportRole isa sequence of type BPUFunctionReportRoleSingle:
BPUFunctionReportRole ::= SEQUENCE OF BPUFunctionReportRoleSingle
Type BPUFunctionReportRolesingle consists of two fields as follows:
BPUFunctionReportRoleSingle: := SEQUENCE ({

nameRole NameRole,

executionInformationList ExecutionInformationList }
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The first field namerRole of type NameRole is to show of which BPU role the BPU is, namely all-BPU-
enrolment role, all-BPU-verification role, sensor BPU role, storage-and-others-if-any-BPU-role,
comparator-with-capture BPU role, comparator BPU role, or storage BPU role. Type NameRo1e is defined

as

follows:

NameRole ::= ENUMERATED {

all-BPU-enrolment-role (1),

all-BPU-verification-role(2),

TH

sensor-BPU-role (3),
storage-and-others-if-any-BPU-role (4),
comparator-with-storage-BPU-role (5),
comparator-BPU-role (6),
storage-BPU-role(7) }

e second field executionInformationList of type ExecutionInformationLi

t in

BHUFunctionReportRolesingle shows the execution patterns of the'BPU. If the BPU does ndt support

mpiltibiometrics, the list consists of only one member. If the BPUis of sensor BPU role whic

fi
fi

—

1]
1]

—

Ty
(s¢
Se€
eX
T}
BH

gerprint and finger vein, then the list consists of two meitibers: one for fingerprint, the
gervehﬂ.EaChInenﬂoerOfExecutionInformationList iSOftypeExecutionlnformation

ecutionInformationList ::= SEQUENCE SIZE (1l..MAX) OF ExecutionInformation

pe ExecutionInformation consists of six fieldsxThe first field executionTIndex of type Prog
be 7.2.2.2.2.2) is the index assigned to this execution of all the execution patterns of the
cond field biometricType together with th€'third field piometricsubtype shows the mo
ecution processes. The fourth field performanceReport is information for performance e}
e fifth and sixth fields are information‘for the input and output of the BPU. They are the s3

UFunctionReportDeclaration.

lecutionInformation ::= SEQUENCE ({

executionIndex PrbOcesslIndex,

biometricType( BiometricType,

biometricSubtype BiometricSubtype,

perfofglanceReport PerformanceReport OPTIONAL,
bpulnputStaticInformationList BPUIOStaticInformationList OPTIONAL,

bpuOutputStaticInformationList BPUIOStaticInformationList }

h capture
other for

essIndex
BPU. The
lality the
Faluation.
me as for

N

TE Role expression of BPU function report using BPUFunctionReportRole s a black-box approach while

declaration expression using BPUFunctionReportDeclaration is a white-box approach. In role expression,
there is no explicit information about subprocess(es) in the BPU. The left part of Figure 19 illustrates role
expression of BPU function report for BPU of comparator-with-storage BPU role. The right part contains more
information than on the left but the information contained on the left is equivalent to that on the right since there
are more implicit information in role expression than in declaration expression. Accordingly, the validation of
ACBio instances in role expression becomes simpler than that in declaration expression.
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procgssed \ . processed \ .
bigmetric comparison bicfetric comparison

sample decision sample B decision
e — > : > decision ﬁ'
index 1 index 2 infex 1 naex
fingerprint
index 2
comparator-with-storage BPU role storage

/ N /

Figure 19 — Comparison between role expression and declaration expression for BRU of
comparator-with-storage BPU role

7.2.3 BPUSecurityReport

BPUSecurftyReport consists of three components, cmsSecurityReporty\bbSecurityReport, ahd
securityReportExtension.

BPUSecurlftyReport ::= SEQUENCE ({

SecurityReport CMSecurityReport OPTIONAL,

Q

o

bSecurityReport BPSecurityReport OPTIONAL,

0

bcurityReportExtension SecurityReportExtension OPTIONAL}

cMSecurifyReport carries information about security’ evaluation of the cryptographic module in the
BPU. Thid type is defined as parameterized s1GNERDATA with encapsulated content of type cMsecuritlyR
eportConfentInformation, which consists of two-Components nameProduct of type Name, 1evel119790|of
type Levd119790. The value of nameProduct shall take the same value as subject in the BPU certificafe.
The secopd component 1eve119790 is to show the level in ISO/IEC 19790 which the BPU satisfies. The
signaturd in Brsecurityreport shall be.generated using the private key of the organization which
evaluated the security of cryptographic module of the BPU.

In ASN.1 potation, cMSecurityRepert is described as follows:
CMSecurifyReport ::= SIGNEPDATA { EncapsulatedContentInfoCMSecurityReport }
EncapsulptedContent FpnfeCMSecurityReport: := SEQUENCE ({
efontent®ype CONTENT-TYPE.&id ({ContentTypePerformanceCMSecurityReportContentInfo}),

efongept [0] EXPLICIT OCTET STRING

( CONTZAINING CONTENT-_TVDE _cT7og
7T

({ContentTypePerformanceCMSecurityReportContentInfo }{@eContentType}))}

ContentTypePerformanceCMSecurityReportContentInfo CONTENT-TYPE ::= { cmSecurityReportConte
ntInformation }

CMSecurityReportContentInformation ::= SEQUENCE {
nameProduct Name,
levell9790 Levell9790 }

Levell9790 ::= ENUMERATED ({
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levell (1),

level2 (2),

level3 (3),

leveld (4) }

NOTE The four security levels of cryptographic modules and evaluation requirements for them a

in

TH
oh

cm

ISO/IEC 19790.

ject of class conTENT-TYPE. The object is defined as follows:
SecurityReportContentInformation CONTENT-TYPE ::= ({
CMSecurityReportContentInformation

IDENTIFIED BY id-cmSecurityReportContentInformation }

re defined

(&) EYISE CMSecurityReportContentlnformatcion [Sconstrained witlr an UHlECC Set Ciifit?ilfil[ilg a single

BHSecurityReport ::= OCTET STRING (SIZE(l..MAX))
Tylpe BPSecurityReport carriesinformation about security evaluation-of the biometric procesgingin the
BRU. This type is defined as parameterized steNEDDATA with encapsulated content of type BPsdcurityre
portContentInformation,MﬁﬁchCOHSBtSOfthree(XanonentSnameProduct OftypEName,reqLirements
of[type Requirements, and optional resultPerformanceTest\0f type ResultPerformanceTesy defined
in|7.2.2.2.3. The value of nameProduct shall take the same value as subject in the BPU certifjcate. The
sefond component requirements isto show a set of security requirements which the BPU satisfies. The
third component is used if the performance evaluatisn was done together with security evajuation of
the BPU. The signature in BPsecurityReport shall'be generated using the private key of the organization
which evaluated the security of the BPU.
InJASN.1 notation, BPSecurityReport is described as follows:
BHSecurityReport ::= SIGNEDDATA {,.EncapsulatedContentInfoBPSecurityReport }
EnjcapsulatedContentInfoBPSecuri&yReport: := SEQUENCE ({

eContentType CONTENTSTYPE.&id({ContentTypePerformanceBPSecurityReportContentInfo}),

eContent [0] EXPEICIT OCTET STRING

( .CONTAINING CONTENT-TYPE.&Type
({ContentTypePerformanceBPSecurityReportContentInfo }{@eContentType}))}

ContentTygePerformanceBPSecurityReportContentInfo CONTENT-TYPE ::= { bpSecurityRegortConte
ntfInformation }
BHSEcurityReportContentInformation ::= SEQUENCE ({

nameProduct Name,

requirements Requirements,

resultPerformanceTest ResultPerformanceTest OPTIONAL }
Requirements ::= SEQUENCE OF Requirement
Requirement ::= OBJECT IDENTIFIER
NOTE An example of Requirement is an identifier assigned to a Protection Profile which is a set of security

requirements specified to the product category (see ISO/IEC 15408-1). At the time of making this document, there
is a trend to specify Protection Profiles for biometric products. The ISO/IEC 19989 series is also standardized to
make security evaluation of biometric products based on ISO/IEC 15408 possible.
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The type BPSecurityReportContentInformation is constrained with an object set containing a single
object of class conTEnT-TYPE. The object is defined as follows:

bpSecurityReportContentInformation CONTENT-TYPE ::= {
BPSecurityReportContentInformation
IDENTIFIED BY id-bpSecurityReportContentInformation }

The last component securityReportExtension is for extension.

SecurityReportExtension ::= OCTET STRING (SIZE(l..MAX)) -- For extension

8 BRT|certificate

8.1 General

BRT certifficate is a non-X.509 certificate to the biometric reference issued by a certain BRT certificatipn
organizatiion. It contains information about the biometric reference stored in,a' BPU, such as the issyer
and validjty period, etc.

Type BrRTqertificate is defined similarly to BPUReport. BRTCertificatec€onsists of two fields; the fifst
field of fiqed value of id-contentBRTCertificate and the second of type contentBRTCertificate, which
is a type|of parameterized siGNEDDATA with encapsulated content,of type BRTCContentInformatipn.
The signdture shall be generated using the private key of the BRT cCertification organization.

In ASN.1 hotation, BRTCertificate iS described as follows:

BRTCertificate ::= SEQUENCE {

dontentType CONTENT-TYPE.&id ({ContentTypeBRTCertificate}),

dontent CONTENT-TYPE. &Type ({€ontentTypeBRTCertificate} {@contentType}) }

ContentfypeBRTCertificate CONTENT-TYPE s'= { contentBRTCertificate }

ContentHRTCertificate ::= SIGNEDDATA f{;*EncapsulatedContentInfoBRTCertificate }

EncapsullatedContentInfoBRTCertifilgate ::= SEQUENCE ({

qdContentType CONTENT-TYPE).'¢id ({ContentTypeBRTCertificateContentInfo}),

qContent [0] EXPLICLT “CTET STRING

CONTAINING CONTENTZTYPE.&Type
({ContentTypeBRTCertificateContentInfo}{@eContentType}))}

ContentTypeBRTCertificateContentInfo CONTENT-TYPE ::= { brtcContentInformation }

The folloyving dttributes bind the type contentBRTCertificate t0 id-contentBRTCertificate, and the
type BRTJContentInformation t0 id-brtcContentInformation.

The types BRTCertificate and EncapsulatedContentInfoBRTCertificate are constrained with object
sets containing a single object of class conTeEnT-TYPE defined as follows:

contentBRTCertificate CONTENT-TYPE ::= {
ContentBRTCertificate
IDENTIFIED BY id-contentBRTCertificate }
id-contentBRTCertificate OBJECT IDENTIFIER ::=

{iso(1l) standard(0) acbio(24761) contentType(2) brtCertificate (6)}
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brtcContentInformation CONTENT-TYPE ::= {
BRTCContentInformation
IDENTIFIED BY id-brtcContentInformation }
id-brtcContentInformation OBJECT IDENTIFIER ::=

{iso (1) standard(0) acbio(24761) contentType(2) brtcContent (7)}

8.2 _BRTCContentlnformation

BRTCContentInformation is expressed with CBEFF BIR (Biometric Information Recerfl) which
is|specified in ISO/IEC 19785-1. BRTCContentInformation consists of two parts, ‘sbhrorprTC and
bdpForBRTC. To express the former, SBH (Standard Biometric Header) of CBEFF is applied. The|latter is a
ngwly defined BDB (Biometric Data Block) format for BRT certificate.

Tylpe BRTCContentInformation is described as follows:
BRTCContentInformation ::= SEQUENCE ({
SPhForBRTC SBHFOrBRTC,

bdbForBRTC BDBForBRTC}

shhForBRTC is of type sBHForBRTC and has nine elementS; version, brtcIndex, brtcvalidifyPeriod,
bijometricType, biometricSubtype, brtQuality, bdbEntkyptionOptions, bdbIntegrityOptions, and
bdpFormatForBRC. The types for these elements are “specified in ISO/IEC 19785-3 besidey version,
bdbEncryptionOptionsEHHibdentegrityOption&

vejrsion is used for specifying the version of format of seBForBRTC.
brftcIndex indicates the index of the BRT certificate.
brftcvalidityPeriod contains the validity period of the BRT certificate.
bifpmetricType together with biometricsubtype shows the modality of the biometric referenice.
br{tQuality contains the quality of the biometric reference.

bdoEncryptionOptions/and bdoIntegrityOptions are encryptions option and integrity optiofs of type
BopLEAN, and shall bé set to FALSE. bdbFormatForBRTC indicates the format owner and format type of
BDBFOrBRTC.

In|JASN.1 notation, sBarForBRTC is described as follows:
SPEHForBRTEV: : = SEQUENCE ({

version Version DEFAULT vl,

brtcIndex BIRIndex,

brtcvalidityPeriod BDBValidityPeriod,
biometricType BiometricType,
biometricSubtype BiometricSubtype OPTIONAL,
brtQuality Quality OPTIONAL,
bdbEncryptionOptions BOOLEAN (FALSE) ,

bdbIntegrityOptions BOOLEAN (FALSE),
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bdbFormatForBRTC BDBFormat}

bdbForBRTC is of type BDBForBRTC and has nine elements; version, issuerAndSerialNumberBRTC,
originalBDBHashList, originalBIRReferrer, originalBIRpatronFormat, originalBDBPosition,
userInformation, pkiCertificateInformation, and enrolmentACBioInstances.

version is the version of the format BDBForBRTC.

Optional field issuerAndserialNumberBRTC oOf type IssuerAndSerialNumberBRTC imported from

RFC 3852/5911 is a pair of information, the issuer of the BRT certificate and the unique serial number
issued by the issuer QCSP may be qpplipd to check the vq]idify of the BRT certificate

originalpDBHashList is a list of Hash. Hash contains two fields, hash value and algorithm identifier
of hash allgorithm. The former is the hash value of the biometric reference. If originalBDEHashLilst
contains more than one element, they are of a single biometric reference and of different hashalgorithm.

originalpPIRReferrer isthe referrer to the original BIR.
originalBIRpatronFormat iSthe patron format of the original BIR, which is of typepatronFormat.

originalpDBPosition indicates the position of the biometric reference corresponding to this BRT
certificatp in the original BDB.

userInfofmation is an optional field of type userInformation whieh‘eontains identifier, name, ahd
unique identifier of a person whose biometric reference is the objectofthe BRT certificate.

pkiCertificateInformation is an optional field and contains.information about X.509 public-Key
certificatp of the user, the serial number of the certificate, theshame of issuer, and the unique identifjer
of the cerfificate. This field links BRT certificate to X.509 ce¥tificate.

enrolmenfACBioInstances is an optional list of ACBig*instances generated at the enrolment of the
biometriq reference.

In ASN.1 hotation, BDBForBRrTC is described as follows:

BDBForBRIC ::= SEQUENCE {

<

brsion Version DEFAULT vl1,

ipsuerAndSerialNumberBRTEC IssuerAndSerialNumber OPTIONAL,

O

riginalBDBHashList HashList,

[¢]

riginalBIRRefexrer URI OPTIONAL,
ofkiginalBIRPatronFormat PatronFormat,

orFiginalBDBPosition INTEGER,

o

EerInformation UserInformation OPTIONAL,

pkiCertificateInformation PKICertificateInformation OPTIONAL,
enrolmentACBioInstances SequenceOfACBioInstances OPTIONAL}
HashList ::= SEQUENCE SIZE(l..MAX) OF Hash
UserInformation ::= SEQUENCE {
userIdentifier OCTET STRING,
userName Name OPTIONAL,

userUniqueldentifier Uniqueldentifier OPTIONAL}
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ICertificateInformation ::= SEQUENCE ({
pkiCertificateSerialNumber CertificateSerialNumber,
pkiCertificateIssuerName Name OPTIONAL,
pkiCertificatelIssuerUniqueldentifier Uniqueldentifier OPTIONAL}

quenceOfACBioInstances ::= SEQUENCE SIZE(1..MAX) OF ACBioInstance

8.3 Fnrn1athyvn¢n*an(!Fnrwnat'ryty:valunc

T}
th
BD

T}

{ i

e Format Owner for the BDBForBrTC shall use the value 0102 hex (258 decimal). The Forma
e BDBForBRTC shall use the value 0001 hex (1 decimal), which has been registered as‘the val
BForBRTC.

us, te resulting ASN.1 Object Identifier value for the BDBForBRTC iS:
so registration-authority cbeff (19785) organization(0) iso-iec#jtel-SC27 (258)

bdbs (0) biometric-reference-template-certificate (1)}

© ISO/IEC 2019 - All rights reserved

Type for
e for the

41


https://standardsiso.com/api/?name=fc72f1e28056995e68775b0067ac1909

ISO/IEC 24761:2019(E)
Annex A
(normative)

ASN.1 module for ACBio

AuthenticationContextForBiometrics {iso(l) standard(0) acbio(24761) module(l) acbio(2) version2(2)}

DEFINITIONS AUTOMATIC TAGS ::= BEGIN \q

IMPORTS Q
v

-—- ASN.1 Module AlgorithmInformation in RFC 5912 h\¢

AldorithmIdentifier @

FRQM AlgorithmInformation-2009 {iso(l) identified-organization(3) dod(6) internet(l) s cﬁ;}ty

mechanisms (5) pkix(7) id-mod(0) id-mod-algorithmInformation-02(58)} <:;£L'

-- RFC 5240 revised as RFC 5912 @
Cefdtificate, Certificatelist, CertificateSerialNumber, Name, UniquelIdentifier \\

FRQM PKIX1Explicit-2009 { iso(l) identified-organization(3) dod(6) intern c%)

security(5) mechanisms (5) pkix(7) id-mod(0) id-mod-pkixl-explicit-0 )}

N
-- RFC 5795 revised as RFC 5912 QQ
AtfributeCertificate \\
FRQM PKIXAttributeCertificate-2009 { iso(l) identified- orgaéﬁ‘ tion(3) dod(6) internet (1)
security(5) mechanisms (5) pkix(7) id-mod(0) id—mod—a§<§?@ute—cert—02(47) }
-- ISO/IE]Q 19785 Common Biometric Exchange Formats Framewo€5§\
BidmetricType, BiometricSubtype, BIRIndex, *\Q)
BDHValidityPeriod,Quality, BDBFormat, PatronFo \é
FRQM CBEFF-DATA-ELEMENTS {iso standard 197§i;§9dules
types-for-cbeff-data-elements (1
-- ISO/IE(Q 29120-1 Machine readable test dat r blometrlc testing and reporting
TedtResultEnrol, TestResultAcqul£§§>?éstResultVer1fy
FRQM MachlneReadableBlometrlcT gAndReportingTestReport {
isq (1) standard(0) MRTDBTR 2 testReport (1) module(l) rev(0) }
-- RFC 3892 Cryptographic Mess yntax revised as RFC 5911
CM{Version, DigestAl \\ mIdentifier, SignerInfos,

I

o]

querAndSerialNu g CertlflcateSet, RevocationInfoChoices,

CONTENT-TYPE
FRQM Cryp MessageSyntaX2009(
1so ember body (2) us(840) rsadsi(113549)

22) ) pkcs-9(9) smime (16) modules(0) cms-2004-02(41) };

e SEQUENCE [

ACBiolInstad

contentType CONTENT-TYPE.&id ({ContentTypeACBio}),
content CONTENT-TYPE.&Type

({ContentTypeACBio}{@contentType}) }
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ContentTypeACBio CONTENT-TYPE ::= {signedDataACBio}
SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentInfoACBio }
EncapsulatedContentInfoACBio ::= SEQUENCE ({

eContentType CONTENT-TYPE.&id({ContentTypeACBioContentInfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypeACBioContentInfo}{C@eContentType})) }
ContentTypeACBioContentInfo CONTENT-TYPE ::= {acbioContentInformation}

ACBioContentInformation ::= SEQUENCE ({

ISO/IEC 24761:2019(E)

version Version DEFAULT v2,

bpulnformation BPUInformation,

controlValue OCTET STRING (SIZE(16..256)),

biometricProcess BiometricProcess,

brtCertificateInformation BRTCertificateInformation OPTIONAL}

Vgrsion ::= INTEGER { v1(1l), v2(2) }

BHUInformation ::= SEQUENCE {

bpuCertificateReferrerInformation BPUCertificateReferrerInformation
OPTIONAL, \%

bpuReportInformation BPUReportInformation} Os\

BHUCertificateReferrerInformation ::= SEQUENCE ({

bpuCertificateReferrer URI, QQ

crlsReferrer URI OPTIONAL} \\
UHI ::= VisibleString (SIZE(1l..MAX)) &::>
BHUReportInformation ::= CHOICE { \06
bpuReport BPUReport, $
bpuReportReferrer URT} .\@
BHUReport ::= SEQUENCE ({

contentType CONTENT—TYPE.&id({Contg&ﬁ?ypeBPUReport)),
content CONTENT-TYPE.&Type ’\C)

({ContentTypeBPUReport} {@ entType}) }
CdntentTypeBPUReport CONTENT—TYQ?é {contentBPUReport }
CdntentBPUReport ::= SIGNEDDAT@ EncapsulatedContentInfoBPUReport }
ErcapsulatedContentInfoBPURS;)rt ::= SEQUENCE {
eContentType CO g&;L%YPE.&id({ContentTypeBPUReportContentInfo}),
eContent [0] CIT OCTET STRING

( @TAINING CONTENT-TYPE. &Type

({ <2é5tTypeBPUReportContentInfo}{@eContentType}))}
CdntentTyp. “ﬂ eportContentInfo CONTENT-TYPE ::= { bpuReportContentInformation }
BHURepo %tentlnformation ::= SEQUENCE ({

X

FunctionReport BPUFunctionReport,

% ‘hrnf\‘ LritbuR Sal L RDIIS LribuR Lol ol

BPUFunctionReport ::= CHOICE ({

bpuFunctionReportDeclaration BPUFunctionReportDeclaration,
bpuFunctionReportRole BPUFunctionReportRole }

BPUFunctionReportDeclaration ::= SEQUENCE ({
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bpuSubprocessInformationList BPUSubprocessInformationList,
bpulnputStaticInformationList BPUIOStaticInformationList OPTIONAL,
bpuOutputStaticInformationList BPUIOStaticInformationList }
BPUSubprocessInformationList ::= SEQUENCE SIZE(l..MAX) OF BPUSubprocessInformation
BPUSubprocessInformation ::= SEQUENCE ({
functionDefinition FunctionDefinition,
performanceReport PerformanceReport OPTIONAL}
FunctionDefinition ::= SEQUENCE {

subprocessName SubprocessName,

sulprocessIndex ProcessIndex,
bidmetricType BiometricType OPTIONAL,

bidmetricSubtype BiometricSubtype OPTIONAL,

indqutIndexList IOIndexList OPTIONAL, /\%
oufjputIndexList IOIndexList, tx
furjctionDescription OCTET STRING (SIZE(1l..MAX)) OPTIONAL} (]/

SubprocesgName ::= ENUMERATED {
dafja-capture (1),

inflermediate-signal-processing(2),

firjal-signal-processing(3), Os\

stdrage (4),

corjparison (5), QQ

dedision (6), \\
sanple-fusion(7), %::>

fedture-fusion (8), \Q
scqre-fusion(9), $\

dedision-fusion (10), . Qb
J

’ 0
ProcessIndex ::= INTEGER (0..65535) | x\
I0IndexLidt ::= SEQUENCE SIZE(l..MAX) OF IOIndk X{;)
I0Index :{= INTEGER (0..65535) C)

o

PerformandeReport ::= SIGNEDDATA { EnatedContentInfoPerformanceReport }
EncapsulafledContentInfoPerformanceR t ::= SEQUENCE {

B
eCqntentType CONTENT—TYEEEZ)d({ContentTypePerformanceReportContentInfo}),
eCqntent [0] EXPLICI T STRING

( CONTAINI@CONTENT—TYPE. &Type

(ContentT erformanceReportContentInfo}(@eContentType}))}
ContentTydePerfor ortContentInfo CONTENT-TYPE ::= { performanceReportContentInformation }
PerformanceRepo ntentInformation ::= SEQUENCE {
nan t Name,
re H?EQ rformanceTest ResuliberformanceTogh |
ResultPerformanceTest ::= SEQUENCE ({

testResultEnrol TestResultEnrol OPTIONAL,
testResultAcquire TestResultAcquire OPTIONAL,

testResultVerify TestResultVerify OPTIONAL,
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testResultExtension TestResultExtension OPTIONAL }

TestResultExtension ::= OCTET STRING (SIZE(l..MAX)) -- For extension
BPUIOStaticInformationList ::= SEQUENCE SIZE (1l..MAX) OF BPUIOStaticInformation
BPUIOStaticInformation ::= SEQUENCE ({

dataType DataType,
ioIndex IOIndex}
DataType ::= SEQUENCE ({

processedLevel ProcessedLevel,

purpose Purpose OPTIONAL}
ProcessedLevel ::= ENUMERATED {
raw-data (1),
intermediate-data (2),
processed-data(3),
comparison-score (4),
comparison-result (5),
hashed-data(6),
renewable-data (7),

.}
Pyrpose ::= ENUMERATED ({

.. <k ()
reference (1), QQ
sample (2) } \\

BHUFunctionReportRole ::= SEQUENCE OF BPUFunctionReportRolé§$>§le
BHUFunctionReportRoleSingle: := SEQUENCE ({ V:gb
nameRole NameRole, \
executionInformationList ExecutionInforma\i@List }
NgmeRole ::= ENUMERATED { \x
all-BPU-enrolment-role (1), XSD

all-BPU-verification-role(2),

sensor-BPU-role (3),
.

storage—and—others—if—an%u—’role (4),
comparator—with—storag<:Ey -role(5),
comparator-BPU-role (

storage-BPU-rol

ExecutionInformatio \& ::= SEQUENCE SIZE(1l..MAX) OF ExecutionInformation
Executionlnformat<:) ::= SEQUENCE ({
execut$ dex ProcessIndex,
bio: IcType BiometricType,

‘z\ etricSubtype BiometricSubtype,

rformanceReport PerformanceReport OPTIONAL,

% %FnTnpanfnfi Informationlict BPUTQSEatdicInformationlict ODTIONATL
bpuOutputStaticInformationList BPUIOStaticInformationList }
BPUSecurityReport ::= SEQUENCE {
cmSecurityReport CMSecurityReport OPTIONAL,
bpSecurityReport BPSecurityReport OPTIONAL,
securityReportExtension SecurityReportExtension OPTIONAL}
CMSecurityReport ::= SIGNEDDATA { EncapsulatedContentInfoCMSecurityReport }

EncapsulatedContentInfoCMSecurityReport::= SEQUENCE ({
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eContentType CONTENT-TYPE.&id({ContentTypePerformanceCMSecurityReportContentInfo}),
eContent [0] EXPLICIT OCTET STRING
( CONTAINING CONTENT-TYPE.&Type
({ContentTypePerformanceCMSecurityReportContentInfo }{@eContentType}))}

ContentTypePerformanceCMSecurityReportContentInfo CONTENT-TYPE ::= { cmSecurityReportContentInformation }
CMSecurityReportContentInformation ::= SEQUENCE ({

nameProduct Name,

levell9790 Levell9790 }

Levell9790 ::= ENUMERATED {

leyell (1), O.)
leyel2 (2), (19'\

leyel3 (3), .

leyeld (4) '} %
A

BPSecurityjReport ::= SIGNEDDATA { EncapsulatedContentInfoBPSecurityReport } (]/

eCqntentType CONTENT-TYPE.&id( {ContentTypePerformanceBPSecurityReportContentInfo®

eCqntent [0] EXPLICIT OCTET STRING O\

EncapsulatfledContentInfoBPSecurityReport::= SEQUENCE {

( CONTAINING CONTENT-TYPE.&Type
({ContentTypePerformanceBPSecurityReportContentInfo }{@eContentType
ContentTygePerformanceBPSecurityReportContentInfo CONTENT-TYPE ::= { bpSecu<&tyReportContentInformation }
BPSecurityjReportContentInformation ::= SEQUENCE ({ <2

nanjeProduct Name, \\

requirements Requirements, &::>

requltPerformanceTest ResultPerformanceTest OPTIONAL } Qb
Requiremer]ts ::= SEQUENCE OF Requirement ~S§
Requiremert ::= OBJECT IDENTIFIER \\
SecurityRgportExtension ::= OCTET STRING (SIZE(l..MAXtS\é— For extension
BiometricHrocess ::= SEQUENCE { \
exdqcutedProcessIndexList ProcessIndexLi téi*r

bpyInputExecutionInformationList BPUI cutionInformationList OPTIONAL,

.

bpyOuputExecutionInformationList BRUIOExecutionInformationList }
ProcessIndexList ::= SEQUENCE SIZE (1. OF ProcessIndex
BPUIOExecytionInformationList ::= SgagENCE SIZE (1..MAX) OF BPUIOExecutionInformation
BPUIOExecytionInformation ::= 2§§EBNEE {

datjaType DataType, %\

bpyI0Index IOIndexO

suljprocessIOIn I0Index,

hagh Hash} SQ

Hash = MEQUEN§?~
aldo 45Nn dentifier AlgorithmIdentifier,

ha H%n QCTET STRING

BRTCertificateInformation ::= CHOICE {
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brtCertificatelList BRTCertificatelist,

brtCertificateReferrerList BRTCertificateReferrerList}

BRTCertificateList ::= SEQUENCE SIZE (1..MAX) OF BRTCertificate
BRTCertificateReferrerList ::= SEQUENCE SIZE(1l..MAX) OF URI
BRTCertificate ::= SEQUENCE ({

contentType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),
content

CONTENT-TYPE. &Type ({ContentTypeBRTCertificate} {QcontentType}) }

ISO/IEC 24761:2019(E)

ContentTypeBRTCertificate CONTENT-TYPE ::= { contentBRTCertificate }
CdntentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentInfoBRTCertificate } (2)
ErjcapsulatedContentInfoBRTCertificate ::= SEQUENCE ({ h\

eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentInfo}),
eContent [0] EXPLICIT OCTET STRING

( CONTAINING CONTENT-TYPE.&Type

({ContentTypeBRTCertificateContentInfo}{@eContentType})) }

CdntentTypeBRTCertificateContentInfo CONTENT-TYPE ::= { brtcContentInformation
BHTCContentInformation ::= SEQUENCE {
sbhForBRTC SBHForBRTC,
bdbForBRTC BDBForBRTC}
SHHForBRTC ::= SEQUENCE ({
version Version DEFAULT vl,
brtcIndex BIRIndex,
brtcvValidityPeriod BDBValidityPeriod,
biometricType BiometricType,
biometricSubtype BiometricSubtype OPTIONAL, «Sé
brtQuality Quality OPTIONAL, »\Q)
bdbEncryptionOptions BOOLEAN (FALSE), \x

bdbIntegrityOptions BOOLEAN (FALSE)

<

bdbFormatForBRTC BDBFormat}

BOBForBRTC ::= SEQUENCE { (:)
.

version Version DEFAULT v@ N

issuerAndSerialNumberB ssuerAndSerialNumber OPTIONAL,

originalBDBHashList é;;hList,

originalBIRRefe @UIRI OPTIONAL,

originalBIRP &

ormat PatronFormat,

originalBD ition INTEGER,

Q.
&
R
S
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userInformation UserInformation OPTIONAL,
pkiCertificateInformation PKICertificateInformation OPTIONAL,
enrolmentACBioInstances SequenceOfACBioInstances OPTIONAL}
HashList ::= SEQUENCE SIZE (1..MAX) OF Hash
UserInformation ::= SEQUENCE {
userIdentifier OCTET STRING,
userName Name OPTIONAL,
userUniqueldentifier Uniqueldentifier OPTIONAL}

PKICertificateInformation ::= SEQUENCE ({

pkijCertificateSerialNumber CertificateSerialNumber,
pkiCertificateIssuerName Name OPTIONAL,
pkijCertificateIssuerUniqueldentifier UniqueIdentifier OPTIONAL}

SequenceOflACBioInstances ::= SEQUENCE SIZE(l1..MAX) OF ACBioInstance

-- Useful |definitions

SIGNEDDATH { EncapsulatedContentInfo } ::= SEQUENCE ({
veysion CMSVersion,
didestAlgorithms SET OF DigestAlgorithmIdentifier,
endapContentInfo EncapsulatedContentInfo,
ceftificates [0] IMPLICIT CertificateSet OPTIONAL,
crlls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos}

-- contenfType object identifiers

id-signed}ataACBio OBJECT IDENTIFIER ::=

{ido (1) standard(0) acbio(24761) contentType (2) signequtggéBio(l)}

id-acbioCqntentInformation OBJECT IDENTIFIER ::=

{ido (1) standard(0) acbio(24761) contentType (2) aqé?bContent(B))

id-contenyBPUReport OBJECT IDENTIFIER ::=

{ido (1) standard(0) acbio(24761) contentTyQii bpuReport (4) }

id-bpuRepdrtContentInformation OBJECT IDENTIFI Ré;)z

{ido (1) standard(0) acbio(24761) conté;;kype( 2) bpuReportContent (5) }

id-contenyBRTCertificate OBJECT IDENTIF§
{ido (1) standard(0) acbio (2476 ntentType (2) brtCertificate(6)}

id-brtcCorftentInformation OBJECT IDS&jIFIER HEE
{ido (1) standard(0) acbi (Zbel) contentType (2) brtcContent (7)}
id-perfornanceReportContent mation OBJECT IDENTIFIER ::=

{ido (1) standard( cbio (24761) contentType (2) brtcContent (8)}
id-cmSecuq ityReportCo?gt‘Informatlon OBJECT IDENTIFIER ::=

{ido (1) sta (0) acbio(24761) contentType (2) brtcContent (9)}
id—bpSecu11tyRe§€~*Contentlnformation OBJECT IDENTIFIER ::=
n

{ido (1) andard (0) acbio(24761) contentType (2) brtcContent (10)}

-- ContentType objects

signedDataACBio CONTENT-TYPE ::= {
SignedDataACBio
IDENTIFIED BY id-signedDataACBio }

acbioContentInformation CONTENT-TYPE ::= {
ACBioContentInformation

IDENTIFIED BY id-acbioContentInformation }
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contentBPUReport CONTENT-TYPE ::= {

ContentBPUReport

IDENTIFIED BY id-contentBPUReport }

bpuReportContentInformation CONTENT-TYPE ::= {

co

BPUReportContentInformation

IDENTIFIED BY id-bpuReportContentInformation }
ntentBRTCertificate CONTENT-TYPE ::= {

ContentBRTCertificate

IDENTIFIED BY id-contentBRTCertificate }

ISO/IEC 24761:2019(E)

by

P9

[&3n(

by

EN

tcContentInformation CONTENT-TYPE ::= {
BRTCContentInformation
IDENTIFIED BY id-brtcContentInformation }
rformanceReportContentInformation CONTENT-TYPE ::= {
PerformanceReportContentInformation
IDENTIFIED BY id-performanceReportContentInformation }
SecurityReportContentInformation CONTENT-TYPE ::= {
CMSecurityReportContentInformation
IDENTIFIED BY id-cmSecurityReportContentInformation }
SecurityReportContentInformation CONTENT-TYPE ::= {
BPSecurityReportContentInformation

IDENTIFIED BY id-bpSecurityReportContentInformation }

D -- AuthenticationContextForBiometrics
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Annex B
(informative)

Implementation examples

B.1 Ex;

hamples of the implementation of ACB1o

B.1.1 General

In this do
of ACBio
case of O

B.1.2 A

B.1.2.1
In this ex
of two Bl

processin
the proce

B.1.2.2

B.1.2.2.1

Products

cument, the protocol for ACBio is not specified. In this Annex, two examples of implementati

hre given including protocols; one for a case of STOC (STore On Card) model,’the other for

[BC (On Card Biometric Comparison) model.

n Example of the implementation of STOC Model

General

hmple, the STOC model of a biometric verification process nieans a biometric system consisti
PUs: one is a biometric device which has the functions‘ef data capture, intermediate sigy
g, final signal processing, comparison and decision, and'the other is a STOC card which stor]
ssed biometric reference. This example is mainly focused on STOC card.

In production process

Case of declaration expression

of BPUs, i.e. STOC cards and biometfic devices used in a biometric verification process, shoy

be evalualted at a certain evaluation organization and issued their BPU security reports.

B.1.2.2.2

Vendors

subproce
Figure B.
card are
[0Index n

Case of declaration expression

bf BPUs indexes every, subprocess and stream in accordance with the rule in 7.2.2. If t
kses and streams dnthe biometric device and those in the STOC card are indexed as
| and Figure B.2 then the BPUFunctionReport of the biometric device and that of the ST
as shown in Figure B.3. In Figure B.1 and Figure B.2, SIndex means subprocess index a
neans subprocess 10 index.

ng
al
es

in
DC
hd
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a 10Index 1 I0Index :2 I0Index :3 ™
raw intermediate processed
biometric /\ biometric biometric
sample inter- sample . sample
data »'mediate y f_mall
capture signal /3 slgnal
. rocessin
SIndex :1 Proeessing - 9
SIndex :2 SIndex 3 /
\ 4
IOIndex -4
! procesSed
biometric
| réference
storage
SIndex -4
STOC card

Figure B.1 — A biometric enrolment process of @, STOC model and an example of indeXing for

declaration.expression

data
capture

SIndex -5

IOIndex :5
raw
biometric

I0Index :6
intermedidte
biomeétric
sample

10Index .7
processed

10Index :9
biometric comparison co

sample score

IOIrnldex 10
parison
bCision
—>

Dy, A
FTOUCESOILTY

SIndex .6

decision

A,

¥ final > omparisop/ >
signal SIndex :8

pluucoa;ng
T

SIndex SIndex :9

processed

biometric device

| biometric
: reference
i IOIndex :8

IOIndex 11
processed
4 biometric
| reference

[ =

SIndex 10
STOC card

Figure B.2 — A biometric verification process of a STOC model and an example of indexing for

declaration expression

As written in the NOTE in 7.2.2.2, bpuSubprocessInformationList, bpulnputStaticInformationList,
and bpuoutputStaticInformationList are divided into two groups: one for enrolment and another

©ISO/IEC 2019 -
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51


https://standardsiso.com/api/?name=fc72f1e28056995e68775b0067ac1909

ISO/IEC 24761:2019(E)

for verification. Figure B.3 is an example for BPUFunctionReports. The whole of BPUFunctionReport
for the STOC card is shown in Figure B.3. BPUSubprocessinformation and BPUIOInformation in
BPUFunctionReport for the biometric device are depicted in Figure B.4 and Figure B.5 respectively.

BPUFunctionReport

BPUFunctionReportDeclaration

BPUSubprocessinformation

FunctionDefinition (for enrolment)

storage (name of function)

4 (subprocess index)

BPUFunctionReport

BPUFunctionReportDeclaration

BPUSubprocessIinformation

BPUSubprocessInformation (for enrolment)

BPUSubprocessinformation (for verification)

BPUIOInformation (for input for enrolment)

RALLLO.

Lol o hY
“rerex-ormptty

DescriptionFunction

QualityEvaluation

FunctionDefinition (for verification)

storage (name of function)

10 (subprocess index)

11 (index of output)

DescriptionFunction

QualityEvaluation

BPUIOInformation (for input for enrolment)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

sample (purpose)

4 (subprocess 10 index)

PUIOInformation (for output)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

reference (purpose)

11 (subprocess 10 index)

BPUFunctionReport of the STOC card

Figure B.3 — Examples of BPUFunctionReports for a STOC model in declaration expression

Tk ; s £ 1 kY
DT oTomMrormatontror-outputror-enmromrenty

BPUIOInformation (for input for verification)

BPUIOInformation (for output for verification)

BPUFunctionReport of the biometric device( -,
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FunctionDefinition FunctionDefinition
data-capture (name of function) data-capture (name of function)
1 (subprocess index) 5 (subprocess index)
1 (index of output) 5 (index of output)
DescriptionFunction DescriptionFunction
QualityEvaluation QualityEvaluation
FunctionDefinition FunctionDefinition
intermediate-signal-processing (name of function) intermediate-signal-processing (name of function)
2 (subprocess index) 6 (subprocess index)
+imdexof fmputh) Stimdexof mputh)
2 (index of output) 6 (index of output)
DescriptionFunction DescriptionFunction
QualityEvaluation QualityEvaluation
FunctionDefinition FunctionDefinition
final-signal-processing (name of function) final-signal-processing (name\of function)
3 (subprocess index) 7 (subprocess index)
2 (index of inputl) 6 (index of inputl)
3 (index of output) 7 (index of outpudt)
DescriptionFunction DescriptionFufictien
QualityEvaluation QualityEvaluation
FunctionDefinition
BPUSubprocessinformation (for enrolment) comparison (name of function)
8/(subprocess index)
7 (index of inputl)
8 (index of input2)
9 (index of output)
DescriptionFunction
QualityEvaluation
FunctionDefinition
decision (name of function)
9 (subprocess index)
9 (index of inputl)
10 (index of output)
DescriptionFunction
QualityEvaluation

BPUSubprocessinformation (for verification)

Figure.B.4 — Examples of BPUSubprocessinformation for a biometric device
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BPUIOInformation (for output)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

sample (purpose)

3 (subprocess 10 index)

BPUIOInformation (for enrolment)

BPUIOInformation (for input)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

reference (purpose)

8 (subprocess 10 index)

BPUIOInformation (for output)

BiometricType

P : 3
DIOIIC U ICSUD Y pPT

TypeData

Icomparison—decision (processed level)

10 (subprocess 10 index)

BPUIOInformation (for verification)

Figure B.5 — Examples of BPUIOInformation for a biometric.dévice

B.1.2.2.3| Case of role expression

Comparedl with declaration expression, role expression is more impliejt but simpler. Vendors of BPUs
not have fo index every subprocess and stream in BPUs but should index streams from/to the BPUs

o
If

the streans from/to the biometric device and that from the STOE card are indexed as in Figure B.6 for
enrolment and Figure B.7 for verification, then the BPUFunctionReport of the biometric device and that
of the STQC card are expressed as in Figure B.8. In Figure B.6‘and Figure B.7, I0Index means subprocgss

10 index.
comiparator
raw intermedidie
| biometric biorQefric
sample inter- sample
dafa » mediate v final
capfjure signa signal
ProcpssiTg processing

IO0Index -1

biometric device

processed
biometric
sample

IOIndex :2
processed

Figure B.6 — A biometric enrolment process of a STOC model and an example of indexing
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biometric
| reference

storage storage

STOC card

for role expression
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comparator
/ ) ) IOIndex :4
raw intermediate processed ) .
biometric biometric biometric comparison Comp_arlson
sample /4% sample sample score decision
data »'mediate » final »Compariso » decision
capture signal signal \/
Processing proecessing
NG processed
biometric
biometric device I reference o
i IOIndex :3 Q'\
é L)
| I0Index 5 6\'
i processed b/‘\
biometric

\
Figure B.7 — A biometric verification process oRg%TOC model and an example of ind
for role

referenc{')
\
o)

storage

C card

exing

gé@'ession

Q
@/
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BPUFunctionReport

BPUFunctionReportRole

comparator-BPU-role

ExecutionInformation (for enrolment)

1 (executionIndex)

BiometricType

BiometricSubtype

BPUIOInformation (for input)

TypeData

BPUFunctionReport

BPUFunctionReportRole

storage-BPU-role

ExecutionInformation (for enrolment)

1 (executionIndex)

BiometricType

BiometricSubtype

BPUIOInformation (for output)

TypeData

processed-data{processedteved)

sample (purpose)

1 (subprocess I0 index)

ExecutionInformation (for verification)

2 (executionIndex)

BiometricType

BiometricSubtype

BPUIOInformation (for input)

TypeData

processed-data (processed level)

reference (purpose)

3 (subprocess 10 index)

processed-data{processetteve)

sample (purpose)

2 (subprocess 10 index)

ExecutionInformation (for verification)

2 (executionIndex)

BiometricType

BiometricSubtype

BPUIOInformation (fer,output)

TypeData

procesSed-data (processed level)

sample (purpose)

5 (subprocess I0 index)

BPUIOInformation (for output)

TypeData

|comparison-decision (processed level)

4 (subprocess 10 index)

Figure B.8 — Examples of BPUFunctionReports for a STOC model in role expression

B.1.2.3

Biometrigq
reference

BPUFunctionReport of the STOC card

In enrolment process

reference is stored to a STOC card in this process. A BRT certificate is issued to the biomet
L [t or its referrer is to be-stered in brtCertificateInformation Of ACBioContentInformatio

B.1.2.4

On an exdcution of biometric verification, two inputs are given to a STOC card; the firstis a control val

In execution process

BPUFunctionReport of the biometric device

Fic

jue

from the yalidator, the'second is the BPU 10 index to the output from the STOC card. Called with PERFORM

BIOMETRIC OPERATION command, which is specified in ISO/IEC 7816-11, with parameters includi
the abovg two, the'STOC card digitally signs the whole field of the type acBiocontentInformation
get the A(CBig inStance and returns it together with the processed biometric reference, as depicted
Figure B.pGwhen declaration expression is used. When role expression is used, 10, index of execut

ng
to
in
ed

subprocess; IsTeplaced With 2 0f executionlindex, and 11, the SUDProcess 10 INdex for output, 1S replaced
with 5 (see Figure B.7 and Figure B.8).
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raw

I

biometricm/\ar biometric
. \ sample
samplel ermediate P

intermediate processed

biometric

~

comparison

comparison
decision

score

data final \_Samele, ompariso > decision
capture / signal / signal
processing processing
application processed
program PERFORM BIOMETRIC plomerre
OPERATION Control Value, BPU I0 index [ reference
/ >
y >
< Biometric reference / m
_

N

e

i
ACBio instance /

ACBioContantInformatio n/

o

Wersion

BRLI T formation,élo ck

/
]
/

BPUC

BPL Re

ezﬁcate Referrer Information

Control Value”

it Information

Biometric Process Block

10 (index of executed subprockss)

BPU Output Information

/
TypeData I
| processed-data I
reference

BPU 10 index for output from BPL

11 (the subprocess 10 index for output)

hash of biometric reference .
[OID of hash algorithm \)
|hash value

BRT Certificate Infarmation

/

Figure B.9 — ACBio instance generation on a STOC card on an execution of biome{ric

verification

B.l1.2.5 An example of protocol

In

Sy

clagimant and also that thereis a system at the claimant which sends and receives messages to
stem of the validator{ biometric device, and STOC card, as shown in Figure B.10.

this example, it is assumed that all of the subprocesses of biometric verification are ddne at the

from the
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10
STOC
card
A A
3| 51 9| M1
4
7’ 13 v v 16

3,4 1

— >
5 2
—’ <—
6 System System
Biometric D y y
. 8 of of
dlevice _ : i

12 claimant validator
4—

14 15
_— >

6,9, 12,15
Key
1to 15 onder of protocol execution
Figure B.10 — An example of protocol for a STOC model

The folloyving shows an example ofthe'protocol for this STOC model:

1) The dlaimant requests authentication to the validator, via the system of claimant.

2) The 4ystem of validater sends the control value and the candidate list of hash algorithms, digital
signdture algorithms;modalities, and biometric capability classes according to the ACBio validatipn

icy, and requests-the execution of biometric verification to the system of claimant. Here in this
examniple, storage-and-others class is assumed to be contained in the candidate list of biometric
capability classes.

3) The gystem of the claimant checks if any of the list of modalities and biometric capability clasdes
are satisfied atthe claiman nthis case the hiometric device and 0 ard can c-: e storade-
and-others class in the list of biometric capability classes. If there is a set of BPUs which satisfy
the modalities and biometric capabilitiy classes, the system of the claimant also checks if the data
types of the data flows between the BPUs are consistent.

4) The system of the claimant inquires available hash algorithms and digital signature algorithms to
the biometric device and the STOC card.

5) The biometric device and the STOC card return available hash algorithms and digital signature
algorithms to the system of claimant side.

6) The system of claimant decides the hash algorithm and the signature algorithm, and sends the
validator's control value, the hash algorithm, and the signature algorithm to the biometric device
to request execution of data capture, intermediate signal processing, and final signal processing.
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The biometric device captures the biometric information from the claimant and generates the
processed biometric sample through data capture, intermediate signal processing, and final signal

processing subprocesses.

The biometric device sends the termination message of final signal processing to the system of the

claimant.

The system of the claimant calls the STOC card to get the processed biometric reference with the

validator's control value, the hash algorithm and the signature algorithm selected in step
BPU IO Index for the output data (processed biometric reference) of the STOC card.

(6),and a

10
11

12

13

) The STOC card generates an ACBio instance (see B.1.2.4 for details).

) The STOC card returns the processed biometric reference with the ACBio instanceto-the
the claimant.

) The system of claimant calls the biometric device for execution of comparison and deci
the processed biometric reference received from the STOC card, the BPU 10 index assigr
processed biometric reference, and the BPU 10 Index assigned to thé.cemparison decis
biometric device.

) The biometric device receives the processed biometric referénee and executes compa
decision subprocesses. The biometric device also generates @n ACBio instance with the
procedures.

a) Restore the BPU Information block and set it to bpifInformation of ACBioContentInfo
b) Set the validator’s control value to controlvalue of ACBioContentInformation.

c) Generate the biometric process block as folows;

indexes corresponding to,_the subprocesses executed at the biometric d
executedProcessIndexList. In this case, the subprocess indexes correspondi

capture, intermediate signal processing, final signal processing, comparison, an
are setin executedPréocéssIndexList.

1b) (The case of fole expression used for BPU report) Set the execution
executionInformationList INn BPUFunctionReportRoleSingle corresponding
execution of ‘the functions at the biometric device to executedProcessIndd
BPUFunctidrReportRoleSingle is expressed as in Figure B.8, 2 is set as the
memberof executedProcessIndexList.

2) Te/nfake bpulnputExecutionInformationList field, the following should be
the value processed-data and the value reference respectively to processed]
purpose of dataType. Set the BPU 10 index, assigned to the input of the biometric
bpuIoIndex. Set the subprocess IO index of the input data (processed biometric 1

system of

sjon with
ed to the
on of the

Fison and
following

Fmation.

1a) (The case of declaration expression used for BPU report) Set the subprocess

bvices to
to data
decision

Index in

to the
xList. If
only one

done. Set
evel and
device, to
eference)

to the comparison subprocess to subprocessT0Index. Set the pair of the hash va

ue of the

3) To make bpuOutputExecutionInformationList field, the following should be done. Set the
value comparison-decision to processedLevel of dataType. Set the BPU IO index, assigned
to the output data of the biometric device, to bpuToTndex. Set the subprocess 10 index of
the output data (comparison decision) of the decision subprocess, which was assigned by
the product vendor of the biometric device, to subprocessI0Index. Set the pair of the hash

value of the comparison decision and the hash algorithm into hash.

d) Generate signedpataacBio with the data generated as in a), b) and c), using the digital
algorithm selected in (6).

signature

14) The biometric device sends the result of decision subprocess and the ACBio instance to the system

of the claimant.
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