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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establish i izati i i i i v =C
technical fommittees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 2.

The main| task of the joint technical committee is to prepare International Standards.,Draft Internatiopal
Standardq adopted by the joint technical committee are circulated to national bodies fér yoting. Publication fas
an International Standard requires approval by at least 75 % of the national bodies easting a vote.

ISO/IEC 24761 was prepared by Joint Technical Committee ISO/IEC JTC1, Information technology,
Subcommiittee SC 27, IT Security techniques.
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Introduction

A biometric verification process executed at a remote site is exposed to many risks: falsified reference
templates, forged raw data, unreliable biometric devices, etc. How can the validator check whether a biometric

verification process carried out in a remote site is trustworthy? This International Standard gives a mechanism
to copewith this problem

In|general, reliability of the result of a biometric verification process is dependent both on thesecurjty level of
th¢ process executed and on the functional performance level of the biometric devices' used. [If devices
offering a better functional performance level are used, the result will be more reliable. Jf thé devices are not
secure or the process has been executed in an unsecure environment, then the result will'not be relipble.

In|the Internet environment, the validator of a biometric verification process usually does not dirgctly know
about the biometric devices used or about the process(es) executed at a ¢emote site. Obtainipg trusted
information, such as the functional performance level of the biometric devices*used, the security l¢vel of the
remote system, and also knowing that the processes in the system werecexecuted securely, the validator can
make a better decision on how much trust can be placed on the result of the biometric verification.

THis International Standard provides a solution to the above problem by sending information about the devices
used and the processes executed at the remote site to the validator.

In(general, the biometric enrolment process consists of théfollowing subprocesses: data capture, infermediate
signal processing, final signal processing (or feature extraction), and storage. (This is true in general, but there
arg many variants possible.)

In[general, the biometric verification process consists of data capture, intermediate signal procegsing, final
signal processing, retrieval from storage, comparison, and decision. (This is true in general, but|there are
many variants possible.)

Ugually, subprocesses are executed(in‘one or more biometric processing units (BPUs), each of whjch has its
own uniform security level. Several subprocesses are involved in the biometric verification procegs, but the
security of the retrieval subprogess from storage is also dependent on the subprocesses involyed in the
bigmetric enrolment process.

THis International Standard is designed to be applied to this model of biometric verification processeg, which is
an extension of the biometric system model defined in ISO 19092, but is also applicable to other biometric
verification process\models.

THis International Standard defines a data format for security data generated by BPUs, such as|a sensor,
snpartcard,»or comparison device, to provide certified information about the BPU to help the validator to
degterminethe reliability of the result of the biometric verification process.

. iona ; i Ictu PKIX (see
ISO/IEC 9594 8| ITU- T Recommendatlon X.509 and RFC 3852) This International Standard uses a digital
signature as the base for trust and non-repudiation. This International Standard requires input and output
information to be hashed, and subsequently digitally signed with other data such as a challenge from the
validator, and the evaluation result of the BPU actions.

This International Standard recognizes that privacy requirements concerned with the storage of biometric
elements have to respond to and comply with local laws and legislation on data privacy. ACBio ensures that
the validator can validate the result of the biometric verification process without receiving private data, such as
the biometric sample acquired from the claimant or the biometric reference template used for comparison.

© ISO/IEC 2009 — All rights reserved \
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An ACBio instance is a report that is encoded using the XML Encoding Rules (XER) or the Basic Encoding
Rules (BER) of ASN.1 [see ISO/IEC 8824 (All parts) | ITU-T Recommendations X.680-683 and
ISO/IEC 8825-4 | ITU-T Recommendation X.693], commonly supported by cryptographic tool kit vendors. The
syntax is algorithm independent and supports provision of data integrity and data origin authentication. The
cryptographic algorithms specified by ISO/IEC JTC 1/SC 27 are recommended, though any algorithm
appropriate for use by a given community may be used.

This International Standard uses BPU certificates, issued by a BPU certification organization (a trusted third
party that issues certificates concerning the security of the BPU) and biometric reference template (BRT)
certificates, issued by a BRT certification organization that issues certificates concerned with the production
and retent fOrRetHe i i A

The Interr|ational Organization for Standardization (ISO) and International Electrotechnical Commission-(IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of.a patgnt
concerning the ACBio instance given in Clauses 5, 6, 7, and 8.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right!

The holdér of this patent right has assured the ISO and IEC that he/she is willing to . negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout'the world. In this resp€ct,
the statenpent of the holder of this patent right is registered with ISO and IEC. {nformation may be obtained
from:

Toshiba Corporation, Toshiba Solutions Corporation,
1-1, §hibaura 1-chome, Minato-ku,
Tokyd 105-8001, Japan

Attention |s drawn to the possibility that some of the elements-af this document may be the subject of patent
rights oth¢r than those identified above. ISO and IEC shall hot be held responsible for identifying any or|all
such patept rights.
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Scope

is International Standard defines the structure and the data elements of Authentication C
bmetrics (ACBIio), which is used for checking the validity of the result of a biometric-verificatio
ecuted at a remote site. This International Standard allows any ACBio instance toraccompany any
plicable not only to single modal biometric verification but also to multimodal4usion.

is International Standard specifies the cryptographic syntax of an ACBio-instance. The cryptograp
an ACBio instance is based on an abstract Cryptographic MessageSyntax (CMS) schema whos
ues can be represented using either a compact binary encoding or@human-readable XML encod
is International Standard does not define protocols to be used between entities such as BPUs

d validator. Its concern is entirely with the content and<encoding of the ACBio instances for t
bcessing activities.

Normative references
e following referenced documents are.indispensable for the application of this document.
cument (including any amendments)-applies.

D/IEC 8824 (all parts) | ITU-T.Recommendations X.680-683, Information technology — Abstra
tation One (ASN.1)

D/IEC 8825-4 | ITU-T~Recommendation X.693, Information technology — ASN.1 encoding r
coding Rules (XER)

D/IEC 9594-2 |TU-T Recommendation X.501, Information technology — Open Systems Intercon
e Directory: Models

D/IEC 9594-8 | ITU-T Recommendation X.509, Information technology — Open Systems Intercon
e Directory: Public-key and attribute certificate frameworks

ontext for
n process
data item
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ct Syntax

les: XML

nection —

nection —

DA O 407060 4 L

IS

£, FH s L. L Yol ImH daci -t Lo, Y i s l L
VIO TITOI™T, 1mnurrrrativri Lculnlu:uy_y = ©uIrrnriorT  DIJVITictie l_l\bllallyc rurrrats 1 rariicCviUurn

Data element specification

Part 1:

ISO/IEC 19785-3, Information technology — Common Biometric Exchange Formats Framework — Part 3:
Patron format specifications

RFC 3852, Cryptographic Message Syntaxt (CMS), July 2004

3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.
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3.1

ACBio instance

report generated by a biometric processing unit (BPU) compliant to this International Standard to show the
validity of the result of one or more subprocesses executed in the BPU

3.2

authentication context for biometrics

ACBio

International Standard that specifies the form and encoding of ACBio instances

3.3
biometric
pertaining|to the field of biometrics

34
biometrig processing unit
BPU
entity tha{ executes one or more subprocesses that perform a biometric verification @tya uniform level|of
security

NOTE A sensor, a smart card, and a comparison device are examples of BPUs.

3.5
biometrig processing unit certificate
BPU certificate

X.509 ceftificate that is issued to a BPU by a certification organization which enables the validator |to
determinelthe reliability of the BPU

3.6
biometrid processing unit certification organization
BPU certification organization

organizatipn which issues BPU certificates

3.7
biometrid processing unit function report

BPU fungtion report

report on the function of the BPU, which:¢ontains the evaluation results on each function in the BPU

3.8
biometrig processing unit 10-lndex
BPU IO Index

integer aspigned to each biometric data stream between BPUs by the subject, such as software, which utiliZes
the functign of the BPU(se that the validator can reconstruct the data flow among BPUs

3.9
biometrid processing unit report

BPU repdart

report onwmmmmmnuamn—
3.10

biometric processing unit security report

BPU security report
report on the security level of a BPU, which contains an evaluation result of the security level of the BPU

3.1
biometric sample
information obtained from a biometric sensor, either directly or after further processing

NOTE See also raw biometric sample (3.33), intermediate biometric sample (3.26), and processed biometric
sample (3.31).

2 © ISO/IEC 2009 — All rights reserved
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3.12

biometric reference template

biometric sample or combination of biometric samples that has been stored as a reference for future
comparison

NOTE See also raw biometric reference template (3.34), intermediate biometric reference template (3.27), and
processed biometric reference template (3.32).

3.13

biometric reference template certificate
BRTcettificate
certificate that is issued to a biometric reference template by a BRT certification organization and_ehables the
validator to determine the authenticity of the biometric reference template

3.14

bipmetric reference template certification organization
BRT certification organization

organization which issues BRT certificates

3.15

bipmetric verification
application that returns true or false for a claim about the similarity of one or more biometric|reference
templates and one or more recognition biometric samples by making éne or more comparisons

3.16
bipmetrics
automated recognition of individuals based on their behavioural and biological characteristics

3.17
claimant
(blometric verification) individual who is seeking;'and is the object of, biometric verification

3.18
cgmparison
estimation, calculation or measureméniof similarity or dissimilarity between one or more recognitior) biometric

samples and one or more biometric reference templates

3.19

cgmparison decision

determination of whether-the recognition biometric sample(s) and biometric reference template(s} have the
same biometric source; based on comparison scores, decision policies (including threshold values), and
passibly other inputs-to the comparison decision

0
mparison.score
merical.value (or set of values) resulting from a comparison

50w

3.21

control value
random number provided by a validator that is a means by which the validator can check whether an ACBio
instance is generated at the validator’s request or not

3.22

enrol

collect one or more biometric samples from an individual, and subsequently construct one or more biometric
reference templates which can then be used to verify or determine the individual’s identity

© ISO/IEC 2009 — All rights reserved 3
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enrolment
process of collecting one or more biometric samples from an individual, and the subsequent construction of a

biometric

3.24

reference template which can then be used to verify or determine the individual’s identity

enrolment organization

organizati

3.25
evaluatio
organizati

3.26

intermediate biometric sample

biometric

3.27

intermediate biometric reference template

intermediate biometric sample or combination of intermediate biometric samples used as a biomefri

reference

3.28
match

decision t

individual

3.29

non-match
nat the recognition biometric sample(s) and the-biometric reference template are not from the same

decision t
individual

3.30

on-card rl;atching
n

performi
template i

NOTE
But the te
Internation

3.31
processe
biometric

3.32
processe
processe
template

3.33
raw biom

on which handles enrolment and creates and stores biometric reference templates

prorganization
bn which evaluates biometric processing unit function or security

sample obtained by processing a raw biometric sample, intended for further processing

template

comparison and decision makihg)on an integrated circuit card where the biometric referen
5 retained on-card in order to enhance security and privacy

The term "matching" is deprecated and replaced with the term "comparison" in ISO/IEC JTC 1/SC 37 wd
m "on card matching" is.a“term heavily used in ISO/IEC JTC 1/SC 17 work. So this term is used in t
| Standard.

d biometric sample
sample suitable for comparison

biometric reference template

c

hat the recognition biometric sample(s) and the biometric eference template are from the same

rk.
his

biemetric sample or combination of processed biometric samples used as a biometric referen

etric sample

biometric sample obtained directly from a biometric sensor

3.34
raw biom

etric reference template

raw biometric sample or combination of raw biometric samples used as a biometric reference template

© ISO/IEC 2009 — All rights reserved
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3.35

subprocess

part of a biometric verification or enrolment process usually performing data capture, intermediate signal
processing, final signal processing, storage, comparison, or decision

3.36

subprocess index

integer uniquely assigned to each subprocess within a biometric processing unit (BPU) by the organization
providing the BPU

3.37

sybprocess IO index
urfique integer assigned to each data stream between subprocesses in a biometric processing\unif (BPU) so
that the validator can reconstruct the data flow between subprocesses in the BPU

3.38
validator

(blometric verification) entity which makes a decision on whether the result of a biometric verificatign process
is lacceptable or not, based on the policy of the corresponding application, uSing one or more cpmparison
decisions and possibly other information, supported by ACBio instances

4( Abbreviated terms

CBio Authentication Context for Biometrics

ASNA Abstract Syntax Notation One as defined'in ISO/IEC 8824
BER Basic Encoding Rules (of ASN.1)

Biometric Information Record

BRU Biometric Processing Unit

BRT certificate Biometric Reference’ Template certificate

CBEFF Common Biometric Exchange Formats Framework as defined in ISO/IEC 19785-1
cms Cryptagraphic Message Syntax as defined in RFC 3852
Input/Output
OoCM On-Card Matching
ST0C STore On Card

Universal Resource ldentifier

XML eXtensible Markup Language

© ISO/IEC 2009 — All rights reserved 5
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5 Model and framework of ACBio

5.1 Biometric enrolment and verification process model and Biometric Processing Unit

(BPU)

ACBIo’s design is based on the following biometric verification subprocesses:

a) data capture

This subp,
The raw

processing.

b) inter

ace
biometric sample is transmitted to the intermediate signal processing subprocess for further

ediate signal processing

This subpfocess receives a raw biometric sample and transforms it into an intermediate biometric sample. The

intermedid
final signa

c) finals

This subp
sample. T

to the storpge subprocess (enrolment).

d) storage

te biometric sample is transmitted to another intermediate signal processing subprocess or to the
| processing subprocess for further processing.

ignal processing

rocess receives an intermediate biometric sample and transformis it into a processed biomefric
he processed biometric sample is transmitted either to the comparison subprocess (verification)|or

This subpfocess stores one of three types of biometric reference template; raw biometric reference template

((1) in Fig
processed
reference

e) comp

This subp
not be fu
sample a
comparisg

f) decis
This subp

rules dete
comparisg

ure 1 and Figure 2), intermediate biometric reférence template ((2) in Figure 1 and Figure 2),|or
biometric reference template ((3) in Figureid<and Figure 2). One of the three types of biomefric
template will be compared with a biometric-sample for verification.

arison

Focess receives a biometric sample, which is acquired originally from a claimant, and may or m
rther processed, and a biometric reference template. This subprocess compares the biomet
nd the processed biometric_reference template, and calculates the similarity, which is called
n score. The comparison'score is transmitted to the decision subprocess.

ay
ric

on

Focess receives."a comparison score from the comparison subprocess, evaluates the score under
rmined by.the security policy in use, decides the validity of the claimant’s identity, and outputs the
n decision,/match or non-match, which is sent to the validator.

© ISO/IEC 2009 — All rights reserved
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The following Figure 1 shows three biometric enrolment process models where the storage subprocess stores
a raw biometric sample, an intermediate biometric sample, and a processed biometric sample.

storage storage storage

data
capture

(2) |intermediate (3) |processed
biometric biometric
reference reference
template template

intermediate
biometric

processed
biometric

raw
biometric

) 4
\ 4

sample sample sample
intermediate final
signal signal
processing processing

. :possible untrusted ne

Figure 1 — Biometric enrolment process model

THe following Figure 2 shows three~biometric verification process models where the storage s
stores a raw biometric reference template, an intermediate biometric reference template, and a
bigmetric reference template.

work

Libprocess
brocessed
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5.2 Framework for use of ACBio

ACBio giv
biometric

Subclause

comparisg
instances

5.21

24761:2009(E)

storage storage storage

intermediate processed
(2)| biometric (3) | biometric
reference reference

template template

‘ermediai
biometric
reference

raw
biometric
reference

biometric
reference

emplate emplate mpla comparison omparisol
score “\_decision
raw intérmediate processed
biometric > biometric H>{ biometric
sample m ample
data intermediate final comprison decision
capture signal signal
processing processing

@ :possible untrusted network

Figure 2 — Biometric verification process/model

Verification process.

are generated in these processes,;and how biometric verification is validated.

Prgparation for use of ACBio

To validate biometric verification-proecesses with ACBio, preparation is necessary in addition to capture a

storage (€

The serie
process, 3

nrolment) of the biometric reference templates of claimants.

5 of steps in preparations for the use of ACBio is shown in Figure 3, separated into the producti
nd the enrolment process, and the subsequent verification process.

s 5.2.1 to 5.2.3 describe what shall be ptrepared in the production process of BPUs that result ir
n and the enrolment process of BPUS that produce biometric references template, how ACE

es information to the validator of a biometric verification process about the level of trust of the

Bio
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i biometric verification and
; validation
! (details are seen in Figure 4)

5.1

Th
on
ha

Af
thg

Manufacturers of the pfeddcts forming the BPU shall generate a key of symmetric cryptosystem or

.1.1

Preparation in the production process

enrolment
organization

(5)

BRT certification

organization

(6)

enrolment

issuance
of
BRT certificate]

enrolment process

Figure 3 — Preparation for use of ACBio“and biometric verification execution

e security level and functional performance level (quality) of each function in each BPU are ev
e or more evaluation organizations:which may include the manufacturer of the product (s
rdware that forms the BPU ((1) in Eigure 3).

er the evaluation, a BPU function report (See 7.2.1) and a BPU security report (See 7.2.2) are is
b evaluation organization ((2)n Figure 2), which compose a BPU report.

hluated by
pftware or

sued from

a key pair

ganization

pd in each
e a digital

of lasymmetric key cryptosystem depending on the BPU, to each BPU ((3) in Figure 3).

THe key shall be certified and a BPU certificate (See 7.1) shall be issued by a BPU certification or
which may be the manufacturer of the product of the BPU ((4) in Figure 3).

THe BPWreport or a referrer to it, the BPU certificate or the referrer to it, and the key shall be stors
BRWY before shipping of the product of the BPU. Each BPU shall have the means to generat(
SICIICAtUIU UI (=} IIIU\J\JU&U CAUthUI ItIUGtIUII \JUdU LAy Lhat thU ‘v'a“datur \JCAII VCI:IUC“I‘.U I.hG |nt03|||.y \JI
instance.

5.2.1.2 Preparation in the enrolment process

he ACBio

For biometric verification, a biometric reference template shall be created and enrolled in advance with an
enrolment organization ((5) in Figure 3).

To use ACBio for validation of a biometric verification process, a certificate of biometric reference template
called a BRT certificate (see Clause 8) shall be issued by a BRT certification organization ((6) in Figure 3).
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The BRT certificate or the referrer to it shall be stored in the BPU where the certified biometric reference
template is stored.

During the enrolment process, ACBio instances should be generated to validate the reliability of the enrolment

process. The validation with these ACBio instances may be done by the storage subprocess as well as the
validator of the biometric verification process.

5.2.2 Biometric verification and ACBio

Figure 4 shows the detail of the biometric verification process and its validation process.

storage storage storage
Ty
. Mee™— - —1
itermediate rocessed
biometric

biometric

- reference
mpla
omparison omparison @ > validator
score decision
raw .intermediate . jprocesse +
> biometric > biometric > biometric | biometric |
ampl ampl ampl ACBio application
instance T

data intermediate final

capture signal signal comparison decision
processing processing
Biometric verification
Internet/l
e L v
o ible untrusted(network evaluation BPU BRT
: possible untrustediBeyvor certification certification

organization

organization organization

Figure 4 — Biometric verification process and its validation

In a biomgtriC\verification process, each BPU shall pack its ACBio instance containing the BPU certificate
informatioh (the BPU certificate itself or the referrer to it), the BPU report information (the BPU report itseIfTor
the referrer to it), and the BRT certificate information (the BRT certificate itself or the referrer to it) if the BPU
includes the storage subprocess into the data of type ACBioContentinformation (See 6). The data of type
ACBioContentIinformation shall contain a value from the validator, called the control value, and the hash
value(s) of the input/output biometric data to/from the BPU, which enables the validator to validate the
consistency of the transmission of biometric data between BPUs.

By adding the digital signature or the message authentication code to the data of type
ACBioContentIinformation with the key of the BPU, the ACBio instance is generated.
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5.2.3 Validation of biometric verification process using ACBio

In this ACBio framework, the validator receives not only the comparison decision, the result of
verification, but also the ACBio instance(s) with which the validator can validate the result of the
biometric verification.

The validator can validate the authenticity and integrity of an ACBio instance by verifying the digital

biometric
executed

signature

or the message authentication code with the BPU certificate. The validator can obtain the security level and
the functional performance level of the BPU by referring to the BPU report, and the authenticity of the
biometric reference template used in the biometric verification process by referring to the BRT certificate. The

and the bio erification process by checking the biometric process block and the control\vg
Bio instance(s) respectively. With all of these, the validator can decide the level of trust forhe're
bipmetric verification.

If hecessary, the validator can connect to relevant organizations such as the BPU certification org
thé evaluation organization, and the BRT certification organization, as shown in Figure’4.

6| ACBio instance

An ACBio instance is data of ASN.1 type ACBiolnstance which is specified in ASN.1 notation as follo

A(Biolnstance ::= SEQUENCE {

contentType CONTENT-TYPE.&id({ContentTypeACBio}),

content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBio}{@contentType})}

THe type ACBiolnstance corresponds to the type Contentinfo of CMS. The latter is constrained by an
object set while the former is constrained by an@bject set containing only two objects signedDataj
authenticatedDataACBio. These two objects of class CONTENT-TYPE are defined as follows:

CqantentTypeACBio CONTENT-TYPE ::={sighedDataACBio | authenticatedDataACBio}

signedDataACBio CONTENT-TYPE ::='{
SignedDataACBio
IDENTIFIED BY id-signedDataACBio }

id{signedDataACBio OBJECT.IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) signedDataACBio(1)}

authenticatedDataACBio CONTENT-TYPE ::= {
AuthenticatedDataACBio
IDENTIFIED BY id-authenticatedDataACBio }

id{authenticatedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) authenticatedDataACBio(2)}

p validator
lue in the
sult of the

anization,

WS:

extensible
ACBio and

SifnedDataACBio and AuthenticatedDataACBio are specified as follows:

SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentinfoACBio }
AuthenticatedDataACBio ::= AUTHENTICATEDDATA { EncapsulatedContentinfoACBio }

The types SignedDataACBio and AuthenticatedDataACBio specified above replace the CMS types SignedData

and AuthenticatedData together with the following definitions:

© ISO/IEC 2009 — All rights reserved
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SIGNEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
version CMSVersion,
digestAlgorithms SET OF DigestAlgorithmldentifier,
encapContentinfo EncapsulatedContentinfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crils [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos}

AUTHENTICATEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
version CMSVersion,
originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,

acAlgorithm MessageAuthenticationCodeAlgorithm,
igestAlgorithm [1] DigestAlgorithmidentifier OPTIONAL,
ncapContentinfo EncapsulatedContentinfo,

thAttrs [2] IMPLICIT AuthAttributes OPTIONAL,

ac MessageAuthenticationCode,
nauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL}

The follgwing types appeared in the specification of the above two types| JSIGNEDDATA a
AUTHENTICATEDDATA, are imported from RFC 3852: CMSVersion, DigestAlgorithmldentifier, Signerinf

nd
DS,

Originatorinfo, Recipientinfos, MessageAuthenticationCodeAlgorithm, AuthAttributes, MessageAuthenticationCdde,

UnauthAttributes.
Since the [types CertificateSet and RevocationinfoChoices in RFC 3852 are not'eompliant to the current versi

on

of ASN.1 which was standardized in 2002 as ISO/IEC 8824 (all parts) | ITU-T Recommendations X.680-683,

they can rjot be imported and redefined as follows;

CertificateBet, RevocationinfoChoices are defined as follows;

CertificateSet ::= SET OF CertificateChoices

CertificatelChoices ::= CHOICE {

rtificate Certificate,

AttrCert [2] IMPLICIT AttributeCertificateV2,
her [3] IMPLICIT OtherCertificateFormat}

AttributeCprtificateV2 ::= AttributeCertificate

OtherCertificateFormat ::= SEQUENCE {
herFormat OTHERCERTIFICATE.&id({OtherCertificate}),
herCert OTHERCERTIFICATE:&Type({OtherCertificate}{@otherFormat})}

OTHERCERTIFICATE ::= TYPE-IDENTIFIER
OtherCertificate OTHERCERTIFICATE ::={...}

RevocatiophInfoChoices ::= SETOF RevocationinfoChoice

RevocatiopIinfoChoice ::=)CHOICE {
rl CertificateList,
dther [1] IMPLICIT OtherRevocationinfoFormat }

OtherRevdcationinfoFormat ::= SEQUENCE {
otherRevIrrfoFormat OTHERREVOCATION.&id({OtherRevocation}),

o

otherRevinfo OTHERREVOCATION.&Type({OtherRevocation}{@otherRevinfoFormat}) }
OTHERREVOCATION ::= TYPE-IDENTIFIER
OtherRevocation OTHERREVOCATION ::={...}

The type EncapsulatedContentinfo is a parameter in the above definition and is not imported from CMS. In the
definition of the type SignedDataACBio and AuthenticatedDataACBio, the following type replaces

EncapsulatedContentinfo.
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EncapsulatedContentinfoACBio ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeACBioContentinfo}),
eContent [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBioContentinfo}{@eContentType})}

ContentTypeACBioContentinfo CONTENT-TYPE ::= {acbioContentinformation}

As in the above definition, the type EncapsulatedContentinfoACBio is constrained by an object set containing a
single object acbioContentinformation of the class CONTENT-TYPE. This object is defined as follows:

acpioContentinformation CONTENT-TYPE ::= {
ACBioContentinformation
IDENTIFIED BY id-acbioContentinformation }

id{acbioContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) acbioContent(3)}

THerefore an ACBio instance is a data of type ACBiolnstance, essentially_ the same as the CMS type
Cantentinfo, with the content of type SignedDataACBio or AuthenticatedDataACBio on the contept of type
A(¢BioContentinformation.

T4gble 1 shows the structure of type ACBioContentinformation. The ACBioContentinformation consists of five
fieds, version, BPU information block, control value, biometric process block, and BRT certificate information.
THe first four fields are mandatory. An ACBio instance shall have.the last field if and only if the BPU contains
th¢ storage subprocess. The signature of SignedDataACBio or the message authentication code of
AdthenticatedDataACBio shall be generated with the (private) Key of the BPU.

Vérsion is the version of the format of ACBioContentinformation.
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Table 1 — ACBio Content Information

ACBioContentIinformation

Version
BPU Information Block
BPU Certificate Referrer Information

BPU Report Information

Control Value

Biometric Process Block

Subprocessindex[1]

Subprocessindex[L]

BPUIOExecutionInformation[1] (for input)

BPUIOExecutionInformation[M] (for inpGt)

BPUIOExecutioninformation[1] (forcdutput)

BPUIOExecutionInformatien[N] (for output)

BRT Certificate Information

In ASN.1 potation, the type ACBioContentinformation is specified as follows:

ACBioContentInformation ::= [14] IMPLICIT SEQUENCE {
rsion Version DEFAULT voO,
pulnformation BPUInformation,
ntrolValue OCTET STRING (SIZE(16)),
iometricProcess BiometricProcess,
rtCertificateInformation-BRTCertificateInformation OPTIONAL}

Version ::3 INTEGER { v0(0)} ( v0, ...)

The tag gf ACBioContentinformation is chosen so that the digital signature or message authentication code
may be cglculated for a data of this type on an IC card using the commands specified in ISO/IEC 7816-4.

The type BPUInformation IS defined In 6.1. The detail of each type in BPUInformation IS defined 1n Clause 7.

A control value is an octet string of 16 byte length with which the validator can check to which validator’s
request the ACBio instance is generated. It shall be set to controlValue field to make it infeasible to replay a
biometric verification process.

The type BiometricProcess is defined in 6.2. The type BRTCertificatelnformation is defined in 6.3. The detail of
the type BRTCertificate, which is used in BRTCertificateInformation, is defined in Clause 8.
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6.1 BPU information block

BPU information block carries the static information of BPU, information which does not depend on each
execution. This block is mandatory and consists of two components, BPU certificate referrer information and
BPU report information. ASN.1 type BPUInformation is defined for this block of information:

BPUInformation ::= SEQUENCE {
bpuCertificateReferrerinformation BPUCertificateReferrerinformation OPTIONAL,
bpuReportinformation BPUReportinformation}

BRU certificate referrer information of type BPUCertificateReferrerinformation defined as follows iS)the referrer
information to X.509 certificate for the (public) key of the BPU. If the ACBio instance containd the BPU
certificate in the field of certificates in case of SignedDataACBio is used or in the field of certsin originatorinfo in
case of AuthenticatedDataACBio is used, BPU certificate referrer information can be omitted. BPU cgrtificate is
specified in 7.1.

BRUCertificateReferrerinformation ::= SEQUENCE {
bpuCertificateReferrer URI,
crisReferrer URI OPTIONAL}

URI ::= VisibleString (SIZE(1..MAX))

BRU report information of type BPUReportinformation is the BRU report itself or the referrer to it. BPU report
contains the information about functions implemented in the’\BPU and the information of the securfty level of
the BPU. BPU report is defined in 7.2.

BRUReportinformation ::= CHOICE {
bpuReport BPUReport,
bpuReportReferrer URI}

6.2 Biometric process block

ipmetric process block carries the runtime information of BPU, information which depends on each|execution.
is block consists of three components, subprocessindexList which is the list of indexes of the subprocesses
cuted in the BPU, bpulnputExecutioninformationList which contains the information on the input data to the
U, and bpuOuputExecutioninformationList which contains the information on the output data from the BPU.
he BPU sends/recéives data to/from other BPUs, then the corresponding components in this|block are
ndatory.

SWe 4w

3

THe ASN.1 type ‘BiometricProcess is defined as follows:

BipmetricProcess ::= SEQUENCE {

subprocessindexList SubprocessindexList,

bpulnputExecutioninformationList BPUIOExecutioninformationList OPTIONAL,
bpuOuputExecutioninformationList BPUIOExecutioninformationList OPTIONAL}

SubprocessindexList ::= SEQUENCE OF Subprocessindex
BPUIOExecutionIinformationList ::= SEQUENCE OF BPUIOExecutioninformation

subprocessindexList is a list of data of type Subprocessindex. This type is also used for subprocessindex in
type FunctionDefinition (See 7.2.1.1.1) which describes the function of a subprocess in a BPU. An ACBio
instance contains as many data of type FunctionDefinition as the number of subprocesses in the BPU. The
subprocessindex in the type FunctionDefinition which corresponds to the executed subprocess shall be set to
the above subprocessindexList.
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bpulnputExecutionInformationList consists of the elements of type BPUIOExecutionInformation as many as the

input data to the BPU.

bpuOuputExecutioninformationList consists of the elements of type BPUIOExecutioninformation as many as the

output data from the BPU.

For example, in case of a BPU which contains only the storage subprocess such as a STOC card, there is no

bpulnputExecutioninformationList but bpuOuputExecutioninformationList with one element corresponding
output of the biometric reference template from the storage subprocess.

The definition for type BPUIOExecutionInformation is given as follows:

BPUIOEX =
ataType DataType,
pulOindex 10Index,
ubprocesslOindex 10Index,

ash Hash}

Hash ::= SEQUENCE {
Igorithmidentifier Algorithmldentifier,
ashValue OCTET STRING}

BPUIOInfoymation consists of four components, dataType, bpulOlndex, subprocesslOlndex, and hash.
dataType indicates the type of the input/output data to/from the BPU. The type DataType is defined in 7.2.1.2

On execution, the application program, which utilizes the function of the BPU,shall uniquely assign an integ
to each bipmetric data stream from/to BPUs. Such an integer given by the application program shall be set
bpulOindek. If another BPU generates an ACBio instance with the same integer in bpulOlndex in the biometf
process bjock, it means that there was a communication between these two BPUs. In this way, the valida
can recongtruct the data flow among BPUs.

to

er
to
ric
tor

The subprocesslOIndex of the corresponding element of the

bpulnputStaticinformationList/bpuOutputStaticinformationList.\in the BPU information block shall be set
subprocessiOindex of BPUIOExecutioninformation. The./combination of bpulOindex and subprocesslOind
makes thg connection between the data flow inside BPU and the data flow in the whole biometric verificati
process.

hash contains the hash value of the input/output.data to/from the BPU and the identifier of the hash algorith
The type Algorithmidentifier is imported from(ISO/IEC 9594-2 | ITU-T Recommendation X.501.

6.3 BRT certificate information

BRTcertifi¢atelnformation containS\a list of the BRT certificates or the list of the referrer to each of the B
certificateg, as the following ‘ASN.1 notation. BRT certificate contains the information about the biomet
reference template stored_in-the BPU. An ACBio instance shall contain the BRT certificate information if a
only if the|BPU contains-the storage subprocess. A list of more than one element is used if multi-modal fusi
biometric yerification is,Used. BRT certificate is specified in Clause 8.

rtCertificateList BRTCertificateList,

to
ex
on

m.

RT
ric
nd
on

BRTCertizifatelnformation ::= CHOICE {

rtCertificateReferrerList BRTCertificateReferrerList}

BRTCertificateList ::= SEQUENCE OF BRTCertificate

BRTCertificateReferrerList ::= SEQUENCE OF URI
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7 Definition of components in BPUInformationBlock

7.1 BPU certificate

A BPU certificate is the X.509 certificate for the (public) key of BPU. The structure of BPU certificate is
described in Table 2.

Table 2 — BPU certificate

field content
Version as ordinary
serialNumber as ordinary
signature as ordinary
validity as ordinary
issuer a trusted third party or a public CA in.the-vendor which
produces/sells the product of the BRPU
tbsCertificate identifier of the subject includingthe’information sugh as the
subject serial number of the product, the hame of the produ¢t of the
BPU, and the name of the~vendor of the product
subjectPublicKeyInfo as ordinary
issuerUniqueldentifier as ordinary
subjectUniqueldentifier as ordinary
extensions
signatureAlgorithm as ordinary,
signatureValue as ordinary

THe basic part of BPU certificate consists of nine fields; version, serialNumber, signature, validity, issuer,
bject, subjectPublicKeylnfo, issuerUniqueldentifier,*and subjectUniqueldentifier, all of which are the subfields

me and version of the BPU, and\the name of the product vendor. The serial number of product in the
bject field shall be the leaf entry of the identifier. The product name and version shall be the enfry next to
p leaf. Other seven attributes-in"the basic field are used as ordinary.

THe BPU certificate shall-be stored in the certificates field of SignedDataACBio or AuthenticatedDataACBio type
i the ACBio~instance, or the referrer to the BPU certificate shall be s$tored in

and infarmation on the
security level of the BPU. Either the BPU report itself or the referrer information to it shall be set in
BPUReportinformation. In ASN.1 notation, BPUReportinformation is described as follows:

BPUReportinformation ::= CHOICE {
bpuReport BPUReport,
bpuReportReferrer URI}

BPUReport is defined in a similar way to ACBiolnstance. A BPU Report consists of two fields; the first field of
fixed value of id-bpuReport and the second of type ContentBPUReport, which is a data of parameterized
SIGNEDDATA with encapsulated content of type BPUReportContentinformation, which consists of two

© ISO/IEC 2009 — All rights reserved 17


https://standardsiso.com/api/?name=583d3cc664a659d74034ca7402b1e2f2

ISO/IEC 24761:2009(E)

components, bpuFunctionReport and bpuSecurityReport. The signature shall be generated using the private
key of the product vendor of the BPU. In ASN.1 notation, BPUReport is described as follows:

BPUReport ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBPUReport}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeBPUReport}{@contentType})}

ContentTypeBPUReport CONTENT-TYPE ::= {bpuReport}
ContentBPUReport ::= SIGNEDDATA { EncapsulatedContentinfoBPUReport }

e {

ontentType CONTENT-TYPE.&id({ContentTypeBPUReportContentinfo}),

ontent [0)] CONTENT-TYPE.&Type
({ContentTypeBPUReportContentinfo}{@eContentType})}

ContentTypeBPUReportContentinfo CONTENT-TYPE ::= { bpuReportContentinformation }

BPUReporntContentinformation ::= SEQUENCE {
puFunctionReport BPUFunctionReport,
puSecurityReport BPUSecurityReport}

BPUFunctionReport and BPUSecurityReport are defined in 7.2.1 and 7.2.2.

The typeqd BPUReport and BPUReportContentinformation are constrained with-object sets containing a sing
object of dlass CONTENT-TYPE. These objects are defined as follows:

e

bpuRepor{f CONTENT-TYPE ::={
BPUReport
IDENTIFIED BY id-bpuReport }

bpuRepor{Contentinformation CONTENT-TYPE ::= {
BPUReportContentinformation
IDENTIFIED BY id-bpuReportContentinformation .}

7.2.1 BRUFunctionReport

BPU funclion report contains information -about function(s) implemented in the BPU and input/output data
to/from the BPU. The information abeut\function includes the definition and functional performance leyel
(quality) of the function. In ASN.1 notatioh, BPUFunctionReport is described as follows:

BPUFunctjonReport ::= SEQUENCE){
puSubprocessinformationList BPUSubprocessinformationList,
pulnputStaticinformationList BPUIOStaticinformationList OPTIONAL,
puOutputStaticinformationList BPUIOStaticInformationList OPTIONAL}

BPUSubprocessinformationList ::= SEQUENCE OF BPUSubprocessinformation
BPUIOStaticinformationList ::= SEQUENCE OF BPUIOStaticinformation

bpuSubprocessinformationList is a list of elements of type BPUSubprocessinformation as many as the number
of the subprocesses implemented in the BPU. The type BPUSubprocessinformation is defined in 7.2.1.1.

bpulnputStaticinformationList is a list of elements of type BPUIOStaticinformation as many as the number of the
input data to the BPU. bpuOutputStaticinformationList is a list of elements of type BPUIOStaticInformation as
many as the number of the output data from the BPU. The type BPUIOStaticinformation is defined in 7.2.1.2.

7211 BPUSubprocessinformation

BPUSubprocessinformation contains information about the function and evaluation result of the subprocess, of
type FunctionDefinition and QualityEvaluation defined in 7.2.1.1.1 and 7.2.1.1.2 respectively.
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BPUSubprocessinformation ::= SEQUENCE {
functionDefinition FunctionDefinition,
qualityEvaluation QualityEvaluation OPTIONAL}

7.21.1.1 FunctionDefinition

FunctionDefinition consists of six components; subprocessName, subprocessindex, inputindex1, inputindex2,
outputindex, and functionDescription.

subprocessName is of type SubprocessName and takes a value which represents the name of the subprocess.

Tq each subprocess in the BPU, the vendor of the product of the BPU shall assign a uniqye integer.
supprocessindex is such an index given to the subprocess.

Tq each data stream which comes into or goes from any subprocess in the BPU, the vendor of the jproduct of
th¢ BPU shall assign an integer. These integers shall be assigned uniquely within the;BPU. If an input/output
toffrom a subprocess is given, then it is on one of the streams and is given the integer assigned tp the data
stiream naturally. inputindex1, inputindex2, and outputindex are given in this way,"Any subprocess ekcept data
capture shall have inputindex1. Comparison subprocess shall have both inputindex1 and inputindexp.

desscriptionFunction is for supplementary description of the function of theSubprocess.

THe ASN.1 notation for type FunctionDefinition is given as follows:

FunctionDefinition ::= SEQUENCE {

subprocessName SubprocessName,

subprocessindex Subprocessindex,

inputindex1 10Index OPTIONAL,

inputindex2 10Index OPTIONAL,

outputindex I0Index,

functionDescription OCTET STRING (SIZE(1::2MAX)) OPTIONAL}

SubprocessName ::= ENUMERATED {
data-capture(1),
intermediate-signal-processing(2),
final-signal-processing(3),
storage(4),

comparison(5),

decision(6),
sample-fusion(7),
feature-fusion(8),
score-fusion(9),
decision-fusion(10),

v}
Sybprocessindex = INTEGER (0..65535)

I0|ndex ::= INTEGER (0..65535)

7.214.2° QualityEvaluation

QualityEvaluation consists of biometricProcessQualitylnformation and qualityEvaluationExtensioninformation.
biometricProcessQualitylnformation contains either an evaluation report on biometric performance test of the
subprocess or the referrer to it. qualityEvaluationExtensioninformation is the field for future extension. It
contains a report or the referrer to it. In ASN.1 notation, QualityEvaluation is described as follows:

QualityEvaluation ::= SEQUENCE {
biometricProcessQualitylnformation BiometricProcessQualitylnformation OPTIONAL,
qualityEvaluationExtensioninformation QualityEvaluationExtensioninformation OPTIONAL}

BiometricProcessQualitylnformation ::= CHOICE {
biometricProcessQuality BiometricProcessQuality,
biometricProcessQualityReferrer URI}
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QualityEvaluationExtensionIinformation ::= CHOICE {
qualityEvaluationExtension QualityEvaluationExtension,
qualityEvaluationExtensionReferrer URI}

BiometricProcessQuality ::= OCTET STRING (SIZE(1..MAX))
QualityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)) -- For extension

NOTE BiometricProcessQuality and QualityEvaluationExtension are not specified in this International Standard.

In

SC 37/WG 5, some parts of ISO/IEC 19795 on biometric performance testing and reporting has been standardized and
others are being standardlzed at the current moment. And machlne readable format of blometrlc performance testlng and

reporting ha
use the machine readable format specified in ISO/IEC 29120 as BlometrlcProcessQuallty Before it is standardiz
these fieldq are used with specification defined by vendor, user or their association.

7.21.2 |BPUIOStaticinformation
BPUIOStaticinformation is a data type which gives information about input/output to/from the/BPU, and consi
of four conponents; biometricType, biometricSubtype, dataType, and subprocessiOindex.

BPUIOStaticinformation ::= SEQUENCE {

hHiometricType BiometricType OPTIONAL,
hHiometricSubtype BiometricSubtype OPTIONAL,
dataType DataType,

subprocesslOIndex I0Index}

A pair off components biometricType and biometricSubtype indicates the modality of biometric data
input/outplt to/from the BPU. biometricType is mandatory if processedLevel of dataType field does not ta
either conjparison-score or comparison-decision. The types BiometricType and BiometricSubType are defined
ISO/IEC 1[9785-3.

dataType [s of type DataType which consists of two components, processedLevel and purpose. The forn
takes a vdlue which corresponds to one of raw data, infermediate data, processed data, comparison score,

comparisgn decision. The latter takes a value which'corresponds to biometric reference template or biometr

sample.

There shdll be the component purpose if the-first component processedLevel takes the value from raw-data‘Lto

processedtdata. There shall not be the component purpose if the processedLevel takes the value comparis
score Or comparison-decision.

An input/dutput to/from a BPU is"one of input/output to/from a subprocess in the BPU. subprocessiOindex sh
be the value of the corresponding inputindex1/inputindex2/outputindex of a certain data of ty
FunctionDgfinition in BPU stbprocess information.

DataType {|:= SEQUENCE{
rocessedlkevel ProcessedLevel,
urpose Purpose OPTIONAL}

ProcessedLevel i:= ENUMERATED {
raw-~data(1),
i t2);
processed-data(3),
comparison-score(4),
comparison-decision (5),

.}

Purpose ::= ENUMERATED {
reference(1),
sample(2)}

to
:d’

oY
—
(7]

of
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n
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or
C
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7.2.2 BPUSecurityReport
BPUSecurityReport consists of three components, CryptoModuleSecuritylnformation,
BiometricProcessSecuritylnformation, and SecurityEvaluationExtensioninformation. Each type contains either an

evaluation report or the referrer to it. In ASN.1 notation, BPUSecurityReport is described as follows:

BPUSecurityReport ::= SEQUENCE {

cryptoModuleSecuritylinformation CryptoModuleSecuritylnformation OPTIONAL,

biometricProcessSecuritylnformation BiometricProcessSecuritylnformation OPTIONAL,

securityEvaluationExtensionIinformation SecurityEvaluationExtensioninformation OPTIONAL}
CryptoModuleSecuritylnformation .= CHOICE {

cryptoModuleSecurity CryptoModuleSecurity,
cryptoModuleSecurityReferrer URI}

BipmetricProcessSecuritylnformation ::= CHOICE {
biometricProcessSecurity BiometricProcessSecurity,
biometricProcessSecurityReferrer URI}

NQTE CryptoModuleSecurity and BiometricProcessSecurity are used to indicate the security lgvel of the
ma@dule/process by reference to an appropriate indicator. The reference may be to a standardized or proprietary security
level.

SecurityEvaluationExtensioninformation ::= CHOICE {
securityEvaluationExtension SecurityEvaluationExtension,
securityEvaluationExtensionReferrer URI}

CriyptoModuleSecurity ::= OCTET STRING (SIZE(1..MAX))
BipmetricProcessSecurity ::= OCTET STRING (SIZE(1..MAX))
SecurityEvaluationExtension ::= OCTET STRING (SIZE(1.:MAX)) -- For extension

8| BRT certificate

BRT certificate is a certificate to the bpiometric reference template issued by a certain BRT certification
organization. It contains informationsabout the biometric reference template stored in the BPU, sych as the
isguer and validity period, etc.

Type BRTCertificate is defined similarly to BPUReport. A BRT certificate consists of two fields; the first field of
fixed value of id-brtCertificaté and the second of type ContentBRTCert, which is a data of pargmeterized
SIGNEDDATA with encapsulated content of type BRTCContentinformation. The signature shall be generated
usjng the private key efihe BRT certification organization.

InJASN.1 notation,"BRTCertificate is described as follows:

BRTCertificate ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBRTCertificate}),
content [0] CONTENT-TYPE.&Type({ContentTypeBRTCertificate}{@contentType})}

CantentTypeBRTCertificate CONTENT-TYPFE ::= { briCertificate }
ContentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentinfoBRTCertificate }
EncapsulatedContentinfoBRTCertificate ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentinfo}),

eContent [0)] CONTENT-TYPE.&Type
({ContentTypeBRTCertificateContentinfo}{@eContentType})}

ContentTypeBRTCertificateContentinfo CONTENT-TYPE ::= { brtcContentinformation }
The following attributes bind the type BRTCertificate to id-brtCertificate, and the type BRTCContentinformation to
id-brtcContentinformation.
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The types BRTCertificate and EncapsulatedContentinfoBRTCertificate are constrained with object sets
containing a single object of class CONTENT-TYPE defined as follows:

brtCertificate CONTENT-TYPE ::= {
BRTCertificate
IDENTIFIED BY id-brtCertificate }

id-brtCertificate OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) brtCertificate(6)}

brtcContentinformation CONTENT-TYPE ::={
BRTCContentinformation
IDENTIFIED BY id-brtcContentinformation }

id-brtcCorftentinformation OBJECT IDENTIFIER ::=
{Iso(1) standard(0) acbio(24761) contentType(2) brtcContent(7)}

8.1 BRJTCContentinformation

BRTCContlentInformation is expressed with CBEFF BIR (Biometric Information Record) ‘which is specified|in
ISO/IEC 1]9785-1. BRTCContentinformation consists of two parts, sbhForBRTC and.bdbForBRTC. To exprgss
the former, SBH (Standard Biometric Header) of CBEFF is applied. The latter_is a newly defined BIDB
(Biometrig Data Block) format for BRT certificate.

Type BRTLContentinformation is described as follows:

BRTCContentinformation ::= SEQUENCE {
hForBRTC SBHForBRTC,
hdbForBRTC BDBForBRTC}

sbhForBRTC is of type SBHForBRTC and has seven elements; version, brtcindex, brtcValidityPeriod, brtQuality,
bdbEncrygtionOptions, bdblntegrityOptions , and bdbFormatForBRC. The type for each element is specified|in
ISO/IEC 1]9785-3.

version is used for specifying the version of format-of SHBForBRTC.
brtcindex indicates the index of the BRT certificate.
brtcValidityPeriod contains the validity'period of the BRT certificate.
brtQuality contains the quality of the*biometric reference template.
optionBDBEncryption and optionBIRIntegrity are encryption option and integrity option, and shall be set FALSE.

bdbFormatForBRTC indicates the format owner and format type of BDBForBRTC.

In ASN.1 hotatiofn;, sbhForBRTC is described as follows:

SBHForBRTC 1:= SEQUENCE {

version CBEFFVersion,

brtcindex BIRIndex,

brtcValidityPeriod BDBValidityPeriod,

brtQuality Quality,

bdbEncryptionOptions EncryptionOptions(FALSE),
bdbintegrityOptions IntegrityOptions(FALSE),
bdbFormatForBRTC BDBFormat}

bdbForBRTC is of type BDBForBRTC and has eight elements; version, originalBDBHashList, originalBIRReferrer,
originalBIRpatronFormat, originalBDBPosition, userinformation, pkiCertificateInformation, and
enrolmentACBiolnstances.
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version is the version of the format BDBForBRTC.

originalBDBHashList is a list of Hash. Hash contains two fields, hash value and algorithm identifier of hash
algorithm. The former is the hash value of the biometric reference template. If originalBDBHashList contains
more than one element, they are of a single biometric reference template and of different hash algorithm.

originalBIRReferrer is the referrer to the original BIR.

originalBDBPosition indicates the position of the biometric reference template corresponding to this BRT
certificate in the original BDB.

userinformation is an optional field of type Userinformation which contains identifier, name;,-and unique
idgntifier of the person whose biometric reference template is the object of the BRT certificate,

pkiCertificatelnformation is an optional field and contains information about X.509 public;key certifigate of the
user, the serial number of the certificate, the name of issuer, and the unique identifier ‘of the certiflcate. This
field links BRT certificate to X.509 certificate.

enrolmentACBiolnstances is an optional list of ACBio instances generated at.tbe enrolment of the biometric
reference template.

In]JASN.1 notation, BDBForBRTC is described as follows:

BBForBRTC ::= SEQUENCE {

version Version DEFAULT vO0,

originalBDBHashList HashList,

originalBIRReferrer URI OPTIONAL,

originalBIRPatronFormat PatronFormat,

originalBDBPosition INTEGER,

userinformation Userinformation OPTIONAL,
pkiCertificateInformation PKICertificateInformation OPTIONAL,
enrolmentACBiolnstances SequenceOfACBiolnstances OPTIONAL}

H]shList ::= SEQUENCE OF Hash

erinformation ::= SEQUENCE {
userldentifier OCTET STRING,
userName Name,
userUniqueldentifier Uniqueldentifier OPTIONAL}

PHICertificateInformation ::< SEQUENCE {

pkiCertificateSerialNumber CertificateSerialNumber,
pkiCertificatelssuérName Name,
pkiCertificatelssuerUniqueldentifier Uniqueldentifier OPTIONAL}

SequenceOfACBiolnstances ::= SEQUENCE OF ACBiolnstance

8.2 Format Owner and Format Type values

THe_Format Owner for the BDBForBRTC shall use the value 0102 hex (258 decimal), which is the Iregistered
Patron Format Identifier for ISO/IEC JTC1 SC27. The Format Type for the BRC shall use the value 0001 hex
(1 decimal), which has been registered by SC27 as the value for the BDBForBRTC.

The resulting ASN.1 Object Identifier value for the BDBForBRTC is thus:

{iso registration-authority cbeff(19785) organization(0) iso-iec-jtc1-SC27 (258)
bdbs(0) biometric-reference-template-certificate (1)}

© ISO/IEC 2009 — All rights reserved 23


https://standardsiso.com/api/?name=583d3cc664a659d74034ca7402b1e2f2

ISO/IEC 24761:2009(E)

Annex A
(normative)

ASN.1 module for ACBio

AuthenticationContextForBiometrics {iso(1) standard(0) acbio(24761) module(1) acbio(2) version1(1)}

DEFINITIONS AUTOMATIC TAGS ::= BEGIN
IMPORTS

-- ISO/IEC P594-8 Open Systems Interconnection --

-- The Directory: Authentication framework

Igorithmldentifier, CertificateSerialNumber, Certificate

AROM AuthenticationFramework {joint-iso-itu-t ds(5) module(1)
authenticationFramework(7) 5}

Certificate

ttributeCertificate

ROM AttributeCertificate {

joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 5}

ROM CertificateExtensions {
joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 5}

-- ITU-T X.$01 Open Systems Interconnection The Directory: Models
ame
ROM InformationFramework {joint-iso-itu-t ds(5) module(1)

informationFramework(1) 5}

niqueldentifier
ROM SelectedAttributeTypes {joint-iso-itust'ds(5) module(1)
selectedAttributeTypes(5) 5}

-- ISO/IEC (19785 Common Biometric Exchange Formats Framework
iometricType, BiometricSubtype, CBEFFVersion, BIRIndex,
DBValidityPeriod,Quality,EncryptionOptions, IntegrityOptions,
DBFormat, PatronFormat

ROM CBEFF-DATA-ELEMENTS {iso standard 19785 modules(0)

types-for-cbeff-dataselements(1) }

Cryptographic Message Syntax

MSVersion, DigestAlgorithmldentifier,

ignerinfos, Originatorinfo, Recipientinfos,
essageAuthenticationCodeAlgorithm,

uthAttributes, MessageAuthenticationCode, UnauthAttributes,
ONTENT=TYPE

ROM CryptographicMessageSyntax2004 {

iso(1) member-body(2) us(840) rsadsi(113549)

pkcs(1) pkcs-9(9) smime(16) modules(0) cms-2004(24) }:

ACBiolnstance ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeACBio}),
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBio}{@contentType})}

ContentTypeACBio CONTENT-TYPE ::= {signedDataACBio |
authenticatedDataACBio}

SignedDataACBio ::= SIGNEDDATA { EncapsulatedContentinfoACBio }
AuthenticatedDataACBio ::= AUTHENTICATEDDATA { EncapsulatedContentinfoACBio }
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EncapsulatedContentinfoACBio ::= SEQUENCE {
eContentType CONTENT-TYPE.&id({ContentTypeACBioContentinfo}),
eContent [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeACBioContentinfo}{@eContentType})}

ContentTypeACBioContentinfo CONTENT-TYPE ::= {acbioContentinformation}

ACBioContentinformation ::= [14] IMPLICIT SEQUENCE {
version Version DEFAULT vO0,
bpulnformation BPUInformation,
controlValue OCTET STRING (SIZE(16)),
biometricProcess BiometricProcess,

Version ::= INTEGER { v0(0) } ( vO, ...)

BRUInformation ::= SEQUENCE {
bpuCertificateReferrerinformation BPUCertificateReferrerinformation OPTIONAL,
bpuReportinformation BPUReportinformation}

BRUCertificateReferrerinformation ::= SEQUENCE {
bpuCertificateReferrer URI,
crisReferrer URI OPTIONAL}

URI ::= VisibleString (SIZE(1..MAX))

BRUReportinformation ::= CHOICE {
bpuReport BPUReport,
bpuReportReferrer URI}

BRUReport ::= SEQUENCE {

contentType CONTENT-TYPE.&id({ContentTypeBPUReport}),

content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeBPUReport}{@contentType})}

CqantentTypeBPUReport CONTENT-TYPE ::= {bpuReport}
CgntentBPUReport ::= SIGNEDDATA { EncapsulatedContentinfoBPUReport }

ErjcapsulatedContentinfoBPUReport ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeBPUReportContentinfo}),

eContent [0)] CONTENT-TYPE.&Type
({ContentTypeBPUReportContentinfo}{@eContentType})}

CqantentTypeBPUReportContentinfo, CONTENT-TYPE ::= { bpuReportContentinformation }

BRUReportContentinformation'::= SEQUENCE {
bpuFunctionReport-BPUFunctionReport,
bpuSecurityReport BPUSecurityReport}

BRUFunctionReportG:="SEQUENCE {

bpuSubprocessinformationList BPUSubprocessinformationList,
bpulnputStaticinformationList BPUIOStaticinformationList OPTIONAL,
bpuQutputStaticinformationList BPUIOStaticinformationList OPTIONAL}

BRUSubprocessinformationList ::= SEQUENCE OF BPUSubprocessinformation

BRUSubprocessinformation ::= SEQUENCE {
functionDefinition FunctionDefinition,
qualityEvaluation QualityEvaluation OPTIONAL}

FunctionDefinition ::= SEQUENCE {
subprocessName SubprocessName,
subprocessindex Subprocessindex,
inputindex1 10Index OPTIONAL,
inputindex2 I0Index OPTIONAL,
outputindex I0Index,
functionDescription OCTET STRING (SIZE(1..MAX)) OPTIONAL}

SubprocessName ::= ENUMERATED {
data-capture(1),
intermediate-signal-processing(2),
final-signal-processing(3),
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storage(4),
comparison(5),
decision(6),
sample-fusion(7),
feature-fusion(8),
score-fusion(9),
decision-fusion(10),

e}
Subprocessindex ::= INTEGER (0..65535)

I0Index ::= INTEGER (0..65535)

QualityEvaluation ::= SEQUENCE {
hHiometricProcessQualitylnformation BiometricProcessQualitylnformation OPTIONAL,
qualityEvaluationExtensioninformation QualityEvaluationExtensioninformation OPTIONAL}

BiometricProcessQualitylnformation ::= CHOICE {
hHiometricProcessQuality BiometricProcessQuality,
hHiometricProcessQualityReferrer URI}

QualityEvgluationExtensioninformation ::= CHOICE {
qualityEvaluationExtension QualityEvaluationExtension,
qualityEvaluationExtensionReferrer URI}

BiometricProcessQuality ::= OCTET STRING (SIZE(1..MAX))
QualityEvgluationExtension ::= OCTET STRING (SIZE(1..MAX)) -- For extension
BPUIOStaticinformationList ::= SEQUENCE OF BPUIOStaticinformation

BPUIOStaticinformation ::= SEQUENCE {

HiometricType BiometricType OPTIONAL,
HiometricSubtype BiometricSubtype OPTIONAL,
dataType DataType,

subprocesslOIndex 10Index}

:= SEQUENCE {
processedLevel ProcessedLevel,
dqurpose Purpose OPTIONAL}

ProcessedLevel ::= ENUMERATED {
raw-data(1),
intermediate-data(2),

drocessed-data(3),

gomparison-score(4),
gomparison-decision(5),

13

Purpose ::F ENUMERATED {
reference(1),
sample(2)}

BPUSecurjtyReport:/='SEQUENCE {
aryptoModuleSecuritylnformation CryptoModuleSecuritylnformation OPTIONAL,
HiometricProcessSecuritylnformation BiometricProcessSecuritylnformation OPTIONAL,
securityEvaluationExtensioninformation SecurityEvaluationExtensioninformation OPTIONAIL}

DataType

CryptoModuleSe mation = {
cryptoModuleSecurity CryptoModuleSecurity,
cryptoModuleSecurityReferrer URI}

BiometricProcessSecuritylnformation ::= CHOICE {
biometricProcessSecurity BiometricProcessSecurity,
biometricProcessSecurityReferrer URI}

SecurityEvaluationExtensioninformation ::= CHOICE {
securityEvaluationExtension SecurityEvaluationExtension,
securityEvaluationExtensionReferrer URI}

CryptoModuleSecurity ::= OCTET STRING (SIZE(1..MAX))
BiometricProcessSecurity ::= OCTET STRING (SIZE(1..MAX))
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SecurityEvaluationExtension ::= OCTET STRING (SIZE(1..MAX)) -- For extension

BiometricProcess ::= SEQUENCE {
subprocessindexList SubprocessindexList,
bpulnputExecutioninformationList BPUIOExecutioninformationList OPTIONAL,
bpuOuputExecutioninformationList BPUIOExecutioninformationList OPTIONAL}

SubprocessindexList ::= SEQUENCE OF Subprocessindex
BPUIOExecutionIinformationList ::= SEQUENCE OF BPUIOExecutioninformation

BPUIOExecutioninformation ::= SEQUENCE {
dataType DataType,

bpulOlndex 10Index,
subprocesslOIndex I0Index,

hash Hash}

Hgsh ::= SEQUENCE {
algorithmldentifier Algorithmldentifier,
hashValue OCTET STRING}

BRTCertificateInformation ::= CHOICE {
brtCertificateList BRTCertificateList,
brtCertificateReferrerList BRTCertificateReferrerList}

BRTCertificateList ::= SEQUENCE OF BRTCertificate
BRTCertificateReferrerList ::= SEQUENCE OF URI

BRTCertificate ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeBRTCerificate}),
content [0] CONTENT-TYPE.&Type({ContentTypeBRTCertificate}{@contentType})}

CqantentTypeBRTCertificate CONTENT-TYPE ::= { brtCertificate }
CqgntentBRTCertificate ::= SIGNEDDATA { EncapsulatedContentinfoBRTCertificate }

ErjcapsulatedContentinfoBRTCertificate ::= SEQUENCE {

eContentType CONTENT-TYPE.&id({ContentTypeBRTCertificateContentinfo}),

eContent [0)] CONTENT-TYPE.&Type
({ContentTypeBRTCertificateContentinfo}{@eContentType})}

CqantentTypeBRTCertificateContentinfo CONTENT-TYPE ::= { brtcContentinformation }

BRTCContentinformation ::= SEQUENCE {
sbhForBRTC SBHForBRTC,
bdbForBRTC BDBForBRTC}

SBHForBRTC ::= SEQUENCE{

version CBEFFVersion,

brtcindex BIRIndex,

brtcValidityPeriod BDBValidityPeriod,
brtQuality°Quality,

bdbEnecryptionOptions EncryptionOptions(FALSE),
bdblintegrityOptions IntegrityOptions(FALSE),
bdbFormatForBRTC BDBFormat}

BIBForBRTC ::= SEQUENCE {

version Version DEFAULT vO0,

originalBDBHashList HashList,

originalBIRReferrer URI OPTIONAL,

originalBIRPatronFormat PatronFormat,

originalBDBPosition INTEGER,

userinformation Userinformation OPTIONAL,
pkiCertificateInformation PKICertificateInformation OPTIONAL,
enrolmentACBiolnstances SequenceOfACBiolnstances OPTIONAL}

HashList ::= SEQUENCE OF Hash
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Userinformation ::= SEQUENCE {
userldentifier OCTET STRING,
userName Name,
userUniqueldentifier Uniqueldentifier OPTIONAL}

PKICertificateInformation ::= SEQUENCE {
pkiCertificateSerialNumber CertificateSerialNumber,
pkiCertificatelssuerName Name,
pkiCertificatelssuerUniqueldentifier Uniqueldentifier OPTIONAL}

SequenceOfACBiolnstances ::= SEQUENCE OF ACBiolnstance
-- Useful d

SIGNEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
rsion CMSVersion,

igestAlgorithms SET OF DigestAlgorithmidentifier,
ncapContentinfo EncapsulatedContentinfo,
rtificates [0] IMPLICIT CertificateSet OPTIONAL,

Is [1] IMPLICIT RevocationinfoChoices OPTIONAL,
ignerinfos Signerinfos}

AUTHENTICATEDDATA { EncapsulatedContentinfo } ::= SEQUENCE {
rsion CMSVersion,

riginatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,

acAlgorithm MessageAuthenticationCodeAlgorithm,
igestAlgorithm [1] DigestAlgorithmidentifier OPTIONAL,
ncapContentinfo EncapsulatedContentinfo,

thAttrs [2] IMPLICIT AuthAttributes OPTIONAL,

ac MessageAuthenticationCode,

nauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL}

CertificateSet ::= SET OF CertificateChoices

CertificatelChoices ::= CHOICE {

rtificate Certificate,

AttrCert [2] IMPLICIT AttributeCertificateV2;
her [3] IMPLICIT OtherCertificateFormat}

AttributeCprtificateV2 ::= AttributeCertificate

OtherCertificateFormat ::= SEQUENCE {
herFormat OTHERCERTIFICATE.&id({OtherCertificate}),
herCert OTHERCERTIFICATE::&Type({OtherCertificate}{@otherFormat})}

OTHERCERTIFICATE ::= TYPE-IDENFIFIER
OtherCertificate OTHERCERTIFICATE ::={...}

RevocatiopnInfoChoices ::=SET OF RevocationinfoChoice

RevocatiopinfoChoice::= CHOICE {
rl CertificateList,
dther [1]JUMPLICIT OtherRevocationinfoFormat }

OtherRevdcationinfoFormat ::= SEQUENCE {

herRevinfoFormat OTHERREVOCATION.&id({OtherRevocation}),
O%WWWWWWV &TY v i V )}

OTHERREVOCATION ::= TYPE-IDENTIFIER
OtherRevocation OTHERREVOCATION ::={...}

o

-- contentType object identifiers

id-signedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) signedDataACBio(1)}

id-authenticatedDataACBio OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) authenticatedDataACBio(2)}

id-acbioContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) acbioContent(3)}
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id-bpuReport OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) bpuReport(4)}

id-bpuReportContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) bpuReportContent(5)}

id-brtCertificate OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) brtCertificate(6)}

id-brtcContentinformation OBJECT IDENTIFIER ::=
{iso(1) standard(0) acbio(24761) contentType(2) brtcContent(7)}

-- ContentType objects

siinedDataACBio CONTENT-TYPE ::={
SignedDataACBio
IDENTIFIED BY id-signedDataACBio }

authenticatedDataACBio CONTENT-TYPE ::= {
AuthenticatedDataACBio
IDENTIFIED BY id-authenticatedDataACBio }

acpioContentinformation CONTENT-TYPE ::= {
ACBioContentinformation
IDENTIFIED BY id-acbioContentinformation }

bpuReport CONTENT-TYPE ::= {
BPUReport
IDENTIFIED BY id-bpuReport }

bpuReportContentinformation CONTENT-TYPE ::= {
BPUReportContentinformation
IDENTIFIED BY id-bpuReportContentinformation ¢

bri{Certificate CONTENT-TYPE ::= {
BRTCertificate
IDENTIFIED BY id-brtCertificate }

bricContentinformation CONTENT-TYPE ::= {
BRTCContentinformation
IDENTIFIED BY id-brtcContentinformation }

END -- AuthenticationContextForBiométrics
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B.1 Exa
In this Int

implemen
other for 3

B.1.1 An

Annex B
(informative)

Implementation examples

mples-of-the-implementationfor-ACBio

ernational Standard, the protocol for ACBio is not specified. Here in this annex, two examples|of
ation of ACBio are given including protocols; one for a case of STOC (STore On Card) model, the
case of OCM (On card matching) model.

Example of the implementation for STOC Model

In this example, we assume that this STOC model of a biometric verification process<consists of two BPUs,

oneisab
processin
reference

B.1.1.1

Products
evaluated

B.1.1.2

iometric device which has the functions of data capture, intermediate signal processing, final signal
), comparison and decision, and the other is a STOC card which stéres the processed biomefric
template. This example is mainly focused on STOC card.

n evaluation process

bf BPUs, i.e. STOC cards and biometric devices used in a-biometric verification process, should pe
at a certain evaluation organization and issued their BPU reports.

n production process

Vendors ¢f BPUs should index every subprocess and“stream in accordance with the rule in 7.2.1. If the

subproces
then the B
Figure B.1

—_

ses and streams in the biometric device.and those in the STOC card are indexed as in Figure Bl 1,
PUFunctionReport of the biometric device and that of the STOC card are as shown in Figure B.2/|In
, SIndex means subprocess index and10Index means subprocess IO index.

dat

captyre

10Index :1 I0Index :2 10Index :3 IOIndex '5 I0Index : 6

raw intefmediate processed
| biometric bjometric biometric
sample intefmedi sample

signal . —><compariso
Processing / signal
processing SIndex : 4

comparison
decision

comparison

decision

SIndé

. . SIndex :5
SIndex :2 SIndex :3 processed

biometric
biometric device | reference
IO0Index : 4

TOIndex .7
processed

}  biometric
reference

>

SIndex : 6
STOC card

Figure B.1 — A biometric verification process of a STOC model and an example of indexing
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BPUFu

nctionReport

BPUSubprocessinformation

FunctionDefinition

data-capture (name of function)

1 (subprocess index)

1 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

intermediate-sianal-nrocessina-(name of function)
~J Ll ~J \ 4

BPUFunctionReport

BPUSubprocessinformation

FunctionDefinition

storage (name of function)

6 (subprocess index)

7 (index of output)

DescriptionFunction

QualityEvaluation

BPUIOInformation (for output)

BiometricTvpe
J T

2 (subprocess index)

1 (index of input1)

2 (index of output)

DescriptionFunction

QualityEvaluation

BiometricSubtype

TypeData

processed-data (ptocessgd level)

reference (purpose)

7 (subprocess$.JO index)

FunctionDefinition

final-signal-processing (name of function)

3 (subprocess index)

2 (index of input1)

3 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

comparison (name of function)

4 (subprocess index)

3 (index of input1)

4 (index of input2)

5 (index of output)

DescriptionFunction

QualityEvaluation

FunctionDefinition

decision (hame of function)

5 (subprocess index)

5 (index of input1)

6 (index of output)

DescriptionFunetion

QualityEvaluation

BP

UlOInformation (for input)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

reference (purpose)

4 (subprocess IO index)

BP

UlOInformation (for output)

BiometricType

BiometricSubtype

TypeData

|com parison-decision (processed level)

6 (subprocess |0 index)

BPUFunctionReport of the biometric device

BPUFunctionReport of the STOC card

Figure B.2 — Examples of BPUFunctionReports for a STOC model
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In this case, a block of data of the type ACBioContentinformation should be stored in a STOC card in advance
as in the Figure B.3. In Figure B.3, the data elements marked with * (shaded) are fixed data and set in the
area of a STOC card in advance while those not marked with * (unshaded) are left blank to be filled later in the
enrolment and execution processes.

ACBioContentinformation

Version*

BPU Information Block*

BPU Certificate Referrer Information*
BPU Report Information*

Control Value

Biometric Process Block

6 (index of executed subprocess*)

BPU Output Information

TypeData*

processed-data*

reference*

BPU IO index for output from BPU
7 (the subprocess index’fof output®)
hash of biometric reference*

OID of hashralgorithm*
hash value*

BRT Certificate Information

Figure B.3 — A block of data stored in a STOC card on production process

In Figure B.3, the fields not marked with.* (unshaded) except BRT certificate Information have fixed length| of
their own.[ The length of the field for BRT ‘certificate Information is not determined on the production procgss
but determined in the enrolment precess. It is noted that the area for ACBioContentinformation should hgve
sufficient successive area for BRT, certificate Information.

—

The following table is the BER-TLV format of ACBioContentinformation for a STOC card, which is equivalent|to

the data sfructure of Figure\B:3.
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Table B.1 — BER-TLV format of ACBioContentinformation for a STOC card

Tag

L

Value

IAEI

Var.

ACBioContentinformation

Tag |L Value

'02' Version

—

'A0" |Var. [BPU Information Block

Tag |L Value

1.1.3

1.1.4

On af execution of biometric verification, two inputs are given to a STOC card; the first is a control

AU [Var. |bFU Certnicate referrer Information

'A1" [Var. [BPU Report Information

'04' 16[{Control Value

'A2" |Var. [Biometric Process Block

Tag |L Value

'02' 1|index of executed subproces's1

'A1" [Var. [Output Information

Tag |L Value

‘A0’ 6(Type Data

Tag|k Value

—_—

‘0A' processed-data

'0A' 1|reference

'02' BPU IO index for output to BPU

—_—

—

'02! subprocess index for output

'A1" |Var. |Hash information of output

'06" |Var. [OID of hash algorithm

'04"' |Var. [Hash value of output

'A3" |Var. [BRT Certificate Information

In enrolment process

In"exectution process

pmetric reference témplate is stored to a STOC card in this process. A BRT certificate is issiyied to the
bigmetric referenceemplate, and the BRT certificate or the referrer to it is stored in brtCertificatelnfg
BioContentinformation. The length of the field of the type ACBioContentinformation should be a
ding the length of BRT certificate Information plus the length of Tag field and Length field.

rmation of
Jjusted by

alue from

the validator, the second is the BPU IO index to the output from the STOC card. The STOC card should set
the first to the “Control Value” ((1) PUT DATA in the Figure B.4), the second to the “BPU IO index for output
from BPU” ((2) PUT DATA in the Figure B.4), respectively.

Subsequently the STOC card digitally signs the whole field of the type ACBioContentinformation ((3)
PERFORM SECURITY OPERATION in Figure B.4) to get the ACBio instance and sends it as the output ((5)
GET DATA in Figure B.4)) together with the processed biometric reference template ((4) GET DATA in
Figure B.4)).
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raw intermediate

Control Value,

~

processed

BPUIOindexes | — biometric biometric biometric comparison cc:jmp_al_’ison
sample . \.,.. sample ) sample score ecision
data iptermediate final omparisol decision
capture / signal / signal
processing processing
application processed
program biometric
Control Value, BPU 10 index ——— reference
7 i —>
_Biometric reference \ (4) GET DATA storage
Y, | | |
ACBio instance \ \ (5) GET DATA
(3) PHRFORM SECURITY
OPERATION digital sig
v - (1) PUTDATA | (5 puT DATA
Tag ‘AE’
ACBioContentinformation I
Version ! 1
BPU Infarmation Rlock \
BPU Report J ion
[ Control Value |
Biometric Pracess Block \
BPU Quiput Information

Typel ﬁa |
reference

IBPU 10 index for output fmvaPll

|7 (the suborocess index for output) |
hash of biometric reference |
|OID of hash aloorithm |
hash value

BRT Certificate Information

S

Figure B.4 — ACBio instance generation on a STOC card on an execution of a biometric verification

Figure B.§
abbreviati

describes a command sequence for ACBjo instance generation on a STOC card where BIT is the
bn for Biometric Information Template -which is a term used in ISO/IEC 7816 series.

OK

Command/Response Meaning
PUT DATA <Control Value> Put control value as an input
OK parameter
PUT DATA <BPU IO-Index Output> Put BPU IO index for output as an
OK input parameter
PHRFORMSECURITY OPERATION <'AE', 'BC'> |Calculate digital signature for

ACBioContentinformation and put it to
the digital signature field of SignedData

structure of ACBio instance

GET DATA
BIT

—

Get processed biometric reference as
the output

GET DATA
BIT

—

Get ACBio instance as the output

Figure B.5 — Command sequence for ACBio instance generation on a STOC card
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B.1.1.5 An example of protocol

We assume the existence of a system of the validator side, and a system (device) of the claimant side which
only has function to transmit/receive messages to/from the other three, as shown in Figure B.6.

(9)

STOC
card

(3)] (4)| (8)((10)

6) (12 v v (0) (15)
(6) (12) 3) (1)
4 2)
—_— System —5—
. . (5) (device) System
Biometric D —— of of
device () . validator
- claimant )
« (11) side side
(13) (14)

(5).8) (11) (14)
Figure B.6 — An example of protocol for a STOC model

An example of the protocol for this STOC model is as follows:

(0) Beforehand, the validator sets up the ACBio verification policy for each of the data elementy of ACBio
ingtances based on the policy of the corresponding application (see B.3 for an example of ACBio Yerification

pdlicy).
(1) The claimant réquests biometric verification to the validator, via the system (device) of claimant|side.

(2) The system‘of validator side sends the control value and the candidate list of hash algorithm gnd digital
signature algorithm according to the ACBio verification policy, and requests the execution of| biometric
verification-including the generation of ACBio instance(s) to the system (device) of claimant side.

(3) CFhe system (device) of the claimant inquires the algorithms available to the biometric devige and the
STOCTard:

(4) The biometric device and the STOC card return the algorithms available to the system (device) of
claimant side.

(5) The system (device) of claimant side decides the hash algorithm and the signature algorithm, and sends
the validator's control value, the hash algorithm, and the signature algorithm to the biometric device and
requests execution of the data capture, the intermediate signal processing, and the final signal processing to
the biometric device.
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(6) The biometric device captures the biometric information from the claimant and generates the processed
biometric sample through the data capture, intermediate signal processing, and final signal processing
subprocesses.

(7) The biometric device sends the termination message of the final signal processing to the system (device)
of the claimant side.

(8) The system (device) of the claimant side sends the validator's control value, the hash algorithm and the
signature algorithm selected in step (5), and a BPU IO Index for the output data (processed biometric
reference template) of the STOC card, to the STOC card. And also the system (device) of the claimant side
requests generation-of an-ACBio-instanceand-transmission-of a-processed-biometricreference-template-and

the ACBId instance, to the STOC card.
(9) The §TOC card generates an ACBio instance. See B.1.1.4 for the detail.

(10) The $TOC card sends the processed biometric reference template and the ACBio instance, to the system
(device) of the claimant side.

(11) The gystem (device) of claimant side sends the processed biometric reference template received from the
STOC card, the BPU IO index assigned to the processed biometric reference template; and the BPU IO Index
assigned fo the comparison decision of the biometric device, to the biometric_device. And also, the syst¢m
(device) df claimant side requests execution of the comparison and decision.subprocesses to the biomefric
device.

(12) The hiometric device receives the processed biometric referencetemplate and executes the comparispn
and decigion subprocesses. The biometric device also generates an ACBio instance by the following
procedures;

a) Restgre the BPU Information block and set it to bpulnformation of ACBioContentinformation.

b) Set the validator’s control value to controlValue of A€BioContentinformation.

c) Gengdrate the biometric process block as follows;

c-1) Sef the subprocess indexes to subprocessindexList. The subprocess indexes are assigned by the

produdt vendor of the biometric device to the each of the subprocesses corresponding to the function|of
data capture, intermediate signal processing, final signal processing, comparison, and decision.

c-2) To|make bpulnputExecutionlnformationList field, the following should be done. Set the value processegd-
data andl the value reference-respectively to processedLevel and purpose of dataType. Set the BPU 10 indg¢x,
assignefd to the input of the.biometric device, to bpulOindex. Set the subprocess 10 index of the input data
(procesged biometric reference template) to the comparison subprocess, which was assigned by the
product| vendor of thé-biometric device, to subprocesslOindex. Set the pair of the hash value of the
procesged biometricreference template received and the hash algorithm to hash.

c-3) Td make-"bpuOutputExecutioninformationList field, the following should be done. Set the value
comparison-decision t0 processedLevel of dataType. Set the BPU 10 index, assigned to the output data of the
biometric_device to bpulQOlnde et the hproce QO _index of the outp data omparison decision) of
the decision subprocess, which was assigned by the product vendor of the biometric device, to
subprocesslOIndex. Set the pair of the hash value of the comparison decision and the hash algorithm into
hash.

d) Generate SignedDataACBio of the data which consists of the data generated by a), b) and c), using the
digital signature algorithm selected in (5). If the BPU certificate is put in certificates of SignedDataACBio, the
BPU certificate referrer information in the BPU information block can be omitted.

(13) The biometric device sends the output data of the decision subprocess and the ACBio instance to the
system (device) of the claimant side.
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(14) The system (device) of the claimant side sends the comparison decision (the output data of the decision
subprocess) and the two ACBio instances to the system of the validator side.

(15) The system of the validator side receives the comparison decision and the two ACBio instances. The
validator validates the results with the following procedures;

a) Validate the integrity of each ACBio instance by signature verification.

b) Validate the correspondence of the control value originally given by the validator and the control value of
each ACBio instance.

c) Validate that the security level of two BPUs and the functional performance level of eagh-slibprocess
pxecuted in two BPUs satisfy the ACBio verification policy of the validator (see B.3 for(the example of
ACBio verification policy). The information about the security level of two BPUs ,and’ the |functional
performance level of each subprocess executed in the two BPUs is in the BPU report;which is sfored in or
referred from the BPU information block of each ACBio instance.

() Validate the validity of biometric reference template used. The information about the biometric| reference
femplate, such as the issuer, the validity period, etc., is in the BRT certificate; which is stored in ¢r referred
from the BRT certificate Information of ACBio instance generated by the STOC card.

e) Validate that the whole process of biometric verification executed at the claimant side by checking the
pxecuted subprocesses. Subprocess indexes corresponding o “executed subprocesses are|stored in
bubprocessindexList in the biometric process blocks of the two/ACBIo instances, and the executed functions
corresponding to those subprocess indexes can be identified ffom subprocessName of functionDgfinition of
the two BPU reports.

f) Validate the consistency of the input data and the.eutput data transmitted between BPUs by ¢omparing
the contents of dataType, bpulOlndex, and hashValue of bpuOutputExecutioninformationList in thg biometric
process block of the ACBio instance generated by the STOC card and the contents of bpulOIndex] dataType,
and hashValue of bpulnputExecutioninformationList in the biometric process block of the ACBIi¢ instance
generated by the biometric device.

Figure B.7 illustrates the above validation process of the biometric verification process using ACBio
nstances. In Figure B.7, the indexes)are given as in Figure B.1.
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B.1.2 An Example of the implementation for' OCM Model

In this exgmple, we assume that this OCM model of biometric verification process consists of two BPUs, o

ACBioContentinformation ACBioContentinformation
Version Version
BPU Information Block BPU Information Block
BPU Certificate Referrer Information BPU Certificate Referrer Information
BPU Report Information BPU Report Information
Control Value <+ » |Control Value
Biometric Process Block Biometric Process Block
6 (index of executed subprocess, storage) 1 (index of executed subprocess, data capture)
BPU Output Information 2 (index of executed subprocess, intermediate signal processing)
TypeData 3 (index of executed subprocess, final signal processing)
processed-data < 4 (index of executed subprocess, comparison)
reference. - 5 (index of executed cuhr\rnr\n&e decision)
7 (BPU IO index for output from BPU) \\\ BPU Input Information
6 (the subprocess index for output) \\\\ TypeData
hash of biometric reference template \ \\ processed-data
OID of hash algorithmw__ [~ ~~alreference
hash valuemr \ \4 (BPU IO index for output from BPU)
BRT Certificate Information I~ 4 (the subprocess index for input)
\\\ hash of biometric reference templaté
\\ OID of hash algorithm
[~{hash value
BPU Output Information
TypeData
|comparison-decision
6 (BPU IO indexfor.output from BPU)
5 (the subprocess index for output)
hash of ¢omparison decision
OID"of hash algorithm
hash value
ACBiIo instance generated by the STOC card ACBio instance generated by the biometric device

Figure B.7 — Validation of biomefric verification using ACBio

ne

is a sens¢r device which has the functions ‘ef data capture, intermediate signal processing, and final signal

processing, and the other is an OCM card, which has the functions of storage, comparison, and decision. T
example i$ mainly focused on OCM card:

B.1.2.1

Products pf BPUs, i.e. OEM/cards and sensor devices used in a biometric verification process, should
evaluated|at a certain eValuation organization and issued their BPU reports.

B.1.2.2

n evaluation process

n production process

NS

be

the BPUFunctlonReport of the blometrlc device and that of theOCM card are as shown in Flgure B.9. In
Figure B.8, SIndex means subprocess index and 10Index means subprocess |0 index.
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I10Index :1 10Index :2 I10Index :3
raw intermediate processed
biometric biometric biometric
sample intefmediate sample sample
data signal y f_‘lnal >
capture Processing / signal ’
STndex 11 processing
SIndex :2 SIndex :3
sensor device
/10Index : 4 10Index—6 \“'nr‘nv .7
~/ processged . I
/" biometric comparison compdrizon
J/ decisign
sampl .
decision
SIndex :5

processed  gynqcl v

biometric

reference

Ty
\Slndex 4 /
OCM card
Figure B.8 — A biometric verification process of'an” OCM model and an example of indeking
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BPUFunctionReport

BPUFunctionReport

BPUSubprocessinformation

FunctionDefinition

data-capture (name of function)

1 (subprocess index)

1 (index of output)

DescriptionFunction

Qu

IalitvaaIuation

BPUSubprocessinformation

FunctionDefinition

storage (name of function)

4 (subprocess index)

5 (index of output)

DescriptionFunction

QualityEvaluation

FU||1ctionDeﬁnition

intermediate-signal-processing (name of function)

2 (subprocess index)

1 (index of input1)

2 (index of output)

DescriptionFunction

Qu

blityEvaluation

FumctionDefinition

final-signal-processing (name of function)

3 (subprocess index)

2 (index of input1)

3 (index of output)

DescriptionFunction

BPUIQInformation (for output)

Bi

o)

metricType

FunctionDefinition

comparison (name of function)

5 (subprocess index)

4 (index of input1)

5 (index of input2)

6 (index of outgut)

DescriptionFunction

QualityEvaluation

FunctionDefinition

decision (name of function)

6 (subprocess index)

6 (index of input1)

7 (index of output)

DescriptionFunction

QualityEvaluation

B

dmetricSubtype

TypeData

processed-data (processed level)

sample (purpose)

ubprocess IO index)
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BPUIOInformation (for input)

BiometricType

BiometricSubtype

TypeData

processed-data (processed level)

sample (purpose)

4 (subprocess IO index)

BPUIOInformation (for output)

BiometricType

BiometricSubtype

TypeData

comparison-decision (processed Ievelp
I

BPUFunctionReport of the sensor device

7 (subprocess 1V Inaex)

BPUFunctionReport of the OCM card

Figure B.9 — examples of BPUFunctionReports for an OCM model
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