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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC part1c1pate in the development of Internatlonal Standards through techmcal

activity. ISO and [EC technlcal committees collaborate in f1elds of mutual 1nterest Other internationa]
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take partdnthe
work.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different appfoval criterig
needed for the different types of document should be noted. This documengt_was drafted im
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.ise.org/directives of
www.iec.ch/members_experts/refdocs).
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Attention is drawn to the possibility that some of the elements of this document may be the subjec
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such paten
rights. Details of any patent rights identified during the development|ef the document will be in th
Introduction and/or on the ISO list of patent declarations received (see Www.iso.org/patents) or the IE(
list of patent declarations received (see https://patents.iec.ch).
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Any trade name used in this document is information given.-for the convenience of users and does nof
constitute an endorsement.

For an explanation of the voluntary nature of staridards, the meaning of ISO specific terms an]:
expressions related to conformity assessment, ds)well as information about ISO's adherence t
the World Trade Organization (WTO) principleés in the Technical Barriers to Trade (TBT) se
www.iso.org/iso/foreword.html. In the IEC, seeswww.iec.ch/understanding-standards.

Ay

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, tybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 24760 series can be found on the ISO and IEC websites.

Any feedback or questions en this document should be directed to the user’s national standardf
body. A complete listing.‘of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-commniittees.
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framework for identity management —

Part 3:
Practice

AMENDMENT 1: Identity Information Lifecycle processes

Clause 3
Delete 3.1 and 3.6.

5.1

Remove the reference to ISO/IEC 29115 so the text reads as follows:

Clause 5 presents practices to address identity related risk when operating an identity managemen

system conforming to ISO/IEC 24760-1 and ISO/IEC 24760-2.

Add the following text and figure below the firstjparagraph:

Figure 1 shows the operational scope ofran identity management system. The arrows in the figure
identify processes that affect the recorded identity information. Details of these processes ar¢
presented in ISO/IEC 24760-1:2019; Clause 7. These processes are the prime areas of concern i
assessing risks in the implementation of an identity management system.

NOTE ISO/IEC 24760-1: 2019, Figure 1 shows that when an identity is registered, it can be in differenft
stages: established, active;;Suspended or archived. Authentication of an entity typically can only bg¢

successful if its identityi$active.
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Figure 1 — Operational scope of an identity management system

52

Replace the first paragraph with the following:
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1

A function of an identity management system is managing identity as data; secure operation of
this data management system involves managing the risk of identity errors while protecting
the confidentiality, integrity and availability of identity information stored, processed and
communicated. A risk assessment should be conducted to determine the level of risk of the identity
management system. The risk management should take into account the lifecycle of identity and
identity information that evolve over time and may impact consumers of this information. The result

foraainn tha o ncc oy

risk management criteria and processes. The sort of information the identity management
system requires includes the level of assurance of identity required and the requirements for
confidentiality, integrity and availability of identity information.

p.3.3.

Add the following paragraph at the end of the subclause:

Anissuer of a credential in physical form shall implement an identity management system to process
the identity of the credential device in accordance with ISO/IEC 24760-1 and ISOAEC 24760-2.

\dd the following new subclauses and text:

6.3.6 Categorization of identifier by method of value creation
6.3.6.1 As combination of attributes

A particular combination of attributes may have a unique value over all registered identities. Such a
combination of attribute values may serve as an identifier.

NOTE An identifier derived from a combination of attributes can be referred to as a “quasi-identifier”

A combination of attributes of which the' combined values are not unique over all registered
identities may be defined to function as:ashared identifier for a group of entities.

The value of such an identifier intenided or expected to be used outside the domain of origin should
be transformed into an identifier,with a generated unique value by applying a cryptographic hash
function to the combined attribute values.

6.3.6.2 Generated with'a unique value
An identifier may b€ generated to have a unique value for all registered identities.
NOTE1 Typically, at registration one such identifier can be generated to be used as a reference identifier.

NOTE 2 Atimestamp with sufficient granularity of time can be used as such an identifier for each subject
that simultaneously uses a service in a domain of applications.

6.3:6.3 Assigned from an externally generated unique value

A unique value generated by a third party as associated with a principal may be used as identifier

ill dall ldclltlt)’ lllallasclllcllt Dybtclll. Gua1 alltCCD Uf thc uuiblucucaa Uf thc vclluca Dhall bC Ubtalllcd
before deciding to use such an identifier in the registered identities. Such an identifier may be used
as reference identifier.

EXAMPLE An externally generated unique value can be the identifier of a state issued identification
document, e.g. the document number of a passport or driver licence, the identifier of a credential in physical
form, including a hardware token, or a citizen administration number.
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