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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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cedures used to develop this document and those intended for its further maintenangé are
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fqr
rent types of document should be noted. This document was drafted in accordance with the
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentiil is drawn to the possibility that some of the elements of this document mdy be the subjed

of pate
Details ¢
and/or
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ISO/IEC
techniqu
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Further

(i

rights. ISO and [EC shall not be held responsible for identifying any or ,all’ such patent rights.
fany patentrights identified during the development of the documentwill'be in the Introductio
n the ISO list of patent declarations received (see www.iso.org/patents).

=}

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

pxplanation on the meaning of ISO specific terms and expressions related to conformitly
ent, as well as information about [SO’s adherence to the WTO principles in the Technical Barrier|s
(TBT), see the following URL: Foreword — Supplementary information.

mittee responsible for this document is ISO/IEC’JTC 1, Information technology, Subcommitteg¢,
curity techniques.

24760 consists of the following parts, under the general title Information technology — Securit
es — A framework for identity managément:

~

1: Terminology and concepts

2: Reference architecture afids\requirements
wing part is under preparation:

3: Practice

parts may folow.
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Data processing systems commonly gather a range of information on its users be it a person, piece of
equipment, or piece of software connected to it and make decisions based on the gathered information.

S

uch identity-based decisions may concern access to applications or other resources.

To address the need to efficiently and effectively implement systems that make identity-based decisions,
this part of ISO/IEC 24760 specifies a framework for the issuance, administration, and use of data that
serves to characterize individuals, organizations, or information technology components, which operate

g
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n behalf of individuals or organizations.

or many organizations, the proper management of identity information is crucial to maintain
f the organizational processes. For individuals, correct identity management is important ta
rivacy.

he purpose to realize information system management so that information systems can meet I

ontractual, regulatory, and legal obligations.

his part of ISO/IEC 24760 defines a reference architecture for an identity management sys
ncludes key architectural elements and their interrelationships<These architectural elem
escribed in respect to identity management deployments models, This part of ISO/IEC 24760 {
equirements for the design and implementation of an identity nmanagement system so that it d
he objectives of stakeholders involved in the deployment and operation of that system.

his part of ISO/IEC 24760 is intended to provide a-foundation for the implementation
hternational Standards related to identity information processing such as

— ISO/IEC 29100, Information technology — Security techniques — Privacy framework,
- ISO/IEC 29101, Information technology ~~Security techniques — Privacy reference architectun

- ISO/IEC 29115, Information technology — Security techniques — Entity authentication a
framework, and

- ISO/IEC 29146, Information-technology — Security techniques — A framework for access mand

security
protect

50/1EC 24760 specifies fundamental concepts and operational structures of identity management with

usiness,

fem that
bnts are
pecifies
an meet

of other

e

ssurance

gement.
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Information technology — Security techniques — A
framework for identity management —

Part 2:

Reference architecture and requirements
1 Scope

This part of ISO/IEC 24760

-+ provides guidelines for the implementation of systems for the managementof identity information,
and

1 specifies requirements for the implementation and operation\\of a framework for |identity
management.

—

his part of [SO/IEC 24760 is applicable to any information systemwhere information relating to/identity
b processed or stored.

—-

2 Normative references

—]

he following documents, in whole or in part, afe normatively referenced in this document|and are
hdispensable for its application. For dated references, only the edition cited applies. For jundated
eferences, the latest edition of the referenced’document (including any amendments) applies.

— e

Y

50/1EC 24760-1, Information technology<—'Security techniques — A framework for identity managgment —
Hart 1: Terminology and concepts

]

SO/IEC 29115, Information technology — Security techniques — Entity authentication afsurance
framework

Terms and definitions

L)

vl

or the purposes of;this document, the terms and definitions given in ISO/IEC 24760-1 and the fpllowing
apply.

a

of an ICT system.
Note 2 to entry: A documented design typically includes the description of a concrete architecture of the ICT
system.

3.2
identity management authority
entity responsible for setting and enforcing operational policies for an identity management system (3.3)

Note 1 to entry: An identity management authority typically commissions the design, implementation, and
deployment of an identity management system.

© ISO/IEC 2015 - All rights reserved 1
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EXAMPLE The executive management of a company deploying an identity management system in support of
its services.

3.3

identity management system

mechanism comprising policies, procedures, technology, and other resources for maintaining identity
information including metadata

Note 1 to entry: An identity management is typically used for identification or authentication of entities. It can
be deployed to support other automated decisions based on identity information for an entity recognized in the
domain qfappiication for the [dentity management SySten.

3.4
principal
subject
entity tq which identity information in an identity management system (3.3) pertains

Note 1 tgentry: In the context of privacy protection requirements, a principal refers to a person.

3.5
invalidation
process performed in an identity management system (3.3) when a particuldrattribute is no longer valid
for a papticular entity to mark the attribute invalid for future use

[¢)

Note 1 tolentry: Invalidation of attributes may be part of updating the attribute value, for instance, with a chang
of addrefgs.

Note 2 tolentry: Invalidation typically takes place for an attribute thatis determined as no longer valid before the
end of a validity period that had previously been associated withiit.

Note 3 tgentry: The term “revocation” is commonly used for ifrvalidation of attributes that are credentials.

—

Note 4 tolentry: Invalidation typically happens immediately after the determination that an attribute is no longg
valid for p particular entity.

3.6
regulatpry body
body tasked and empowered by law, regulation, or agreement to supervise the operation of identity
management systems (3.3)

3.7
stakehqlder
individual, team, organizatien, or classes thereof having an interest in a system

[SOURCE: ISO/IEC 42010]

4 Symbolstand abbreviated terms

ICT Information and Communication Technology
IMS Identity management system
PII Personal identifiable information

5 Reference Architecture

5.1 General

This clause describes the architectural elements of an identity management system and their
interrelationships.

2 © ISO/IEC 2015 - All rights reserved
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The documented design for the architecture of an identity management system should be based on
ISO/IEC 42010.

NOTE The reference architecture and architecture description defined in this standard are based on
ISO/IEC 42010

The documented design for the architecture of an identity management system should specify the system
in its deployed context based on stakeholders and actors defined in this part of ISO/IEC 24760. Business-
level actors are stakeholders. Some stakeholders do not interact with the system. The documented
design shall address requirements for both actor and non-actor stakeholders. The documented design
shall exhaustively describe the actors.

documented design of an identity management system conforming to this part of ASQ/IEC 24760
should use an appropriate architecture description language and reference architecturé conmjponents
nd functions by terms defined in this International Standards.

3.2 Architecture elements

5.2.1 Overview

Hlements in this reference architecture are

+ stakeholders (5.3.1),

-+ actors (5.3.2),
+ views (5.3, 5.4),
—+ models (5.3.3,5.3.4,5.3.5,5.4.1, 5.4.3),

-+ components (5.4.1),

+ processes (5.4.2), and

+ information flows and actions (5.4.2).
5.2.2 Viewpoints

3.2.2.1 General

The documented design of an identity management system shall include a context view and a functional
iew. [t may includ®a physical view. The documented design may contain other views, e.g. an infdrmation
Vview.

<

=z

OTE The required minimal set of viewpoints describes the system’s interactions with its environment and
he system’s internal components and interactions.

ot

Thedescription of a view should be focused. Diagrams in the view descriptions should be accompanied

IS FRPA DAY oI 4] 1 4 1.
WATITTEXT UCTTIITITS TIICCTCTTIITIIUS " STTUWIT.

NOTE The description of viewpoints in this clause is based on Reference [2].

5.2.2.2 Context viewpoint

Definition — In the documented design the context viewpoint describes relationships, dependencies,
and interactions between the system and its environment (the people, systems, and external entities
with which it interacts).

Concerns — System scope and responsibilities, identity of external entities and services and data used,
nature and characteristics of external entities, identity and responsibilities of external interfaces, nature

© ISO/IEC 2015 - All rights reserved 3
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and characteristics of external interfaces, other external interdependencies, impact of the system on its
environment, and overall completeness, consistency, and coherence.

Models — A context viewpoint may contain a context model, use cases and interaction scenarios. The
context model is an informal box-and-line diagram that shows the system under discussion as a black
box with interfaces, top-level interactions and dependencies on external entities. See 5.3.3.

Points to take care of — Missing or incorrect external entities, missing implicit dependencies, loose or
inaccurate interface descriptions, inappropriate level of detail, scope creep, implicit or assumed context
or scope, overcomplicated interactions, overuse of jargon.

5.2.2.3 | Functional viewpoint

Definitijon — In the documented design the functional viewpoint describes the key functiondljelements
with opé¢rational responsibilities, interfaces, and primary interactions.

—_—

Concernps — Refers to functional capabilities, external interfaces, internal structureyand functiond
design ghilosophy.

Models |— A functional viewpoint may contain a component model, physical medel or an infrastructurje
model.

[=}

In the dgcumented design the functional viewpoint shall identify standards and guidelines applicable t
each of I:e functions it describes.

See 5.4 for guidance on specifying a function viewpoint.

5.3 Context view
5.3.1 BStakeholders

5.3.1.1 | General

This paft of ISO/IEC 24760 recognizes-the following direct and indirect stakeholders of primarfy
importance

— prircipal,

— iderjtity management authority,
— identity information-authority,
— relyfing party,

— regulatory baody,

— aud]torfand

[asts ot A | 4
— consumer/erirZzenrepresenctattve-oraavocate:

Each stakeholder performs a separate function in the identity management system. These functions
imply specific responsibilities and liabilities. With the exception of regulatory bodies and consumer
representatives, stakeholders interact with an identity management system, and thus are presentin the
reference architecture as actors (see 5.3.2).

Concerns of stakeholders in an identity management system are described in the following sub-clauses
and should be addressed in the design, implementation and operation of the system.

4 © ISO/IEC 2015 - All rights reserved
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5.3.1.2 Principal

Concerns of a principal in an identity management system include

correctness of identity information collected, processed and stored,

protection of privacy,

minimisation of identity information collected, processed and stored by the identity management

system,

wn . —

minimisation of identity information usage by the identity management system in itstdgmain of

applicability,

errors in identification including false negative and false positive identification ahd the detection

and handling of errors,
knowledge of and consent to, identity information sharing with third pargties,

being correctly represented by identity information captured, processed or stored,

correctness of operations in the delivery of services and the adcess to resources made gvailable

based on the attributes presented in a specific situation,
collection, processing and storage of identity information only occurs with its informed co
equitable treatment in its interactions with the systefn, and

an easily understandable, effective, appropriate Gser interface.

OTE a concern of a principal that relates to a third party service using identity information obtai
he identity management system is not a concern about the identity management system and therefdre not in
cope for this standard.

§.3.1.3 Identity management authority

(Joncerns of the identity management authority in an identity management system include

definition of identity management objectives for the domain(s) served by the identity man
system,

nsent,

ned from

hgement

specification of p¢licies to maintain identity management objectives for the domain(s) served by the

identity managefient system,

fulfilling the business objectives of the identity management system with respect to princi
users ofidentity information,

that-the identity information provided by each principal is accurate and pertains to that pri
a specific level of assurance, and

pals and

nhcipal to

5.3.1.4 Identity information authority

Concerns of an identity information authority in an identity management system include

correctness of identity information,
meeting requirements from relying parties,
compliance with regulation, and

meeting business obligations with principals.

© ISO/IEC 2015 - All rights reserved
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5.3.1.5

Relying party

Concerns of a relying party in an identity management system include

— confidentiality, availability and integrity and applicability to a principal of identity information,

— provisioning of accurate identity information pertaining to relevant principals at the required level
of assurance,

— effe
— con

— effe

5.3.1.6

As an external independent organization, concerns of a regulatory body in an identity management
system include

— the

— corylectness of operation, in particular, in applying operational polices;
— proper accountability and audit of system operations,

— conpliance of operational policy and operational practice with legal and regulatory requirements,

— effe

takgn in overcoming incidents, and

— effe

NOTE

operatiofs of an identity management system (see 5:4) may represent the interests of regulatory bodies.

5.3.1.7

Consum
consum

Consum

organisdtions to representaConsumer or citizen in its rights with respect to privacy.

Consum

— trarsparency, hotification, compliance and protection against complex legal language, and

— accgss.of services to disadvantaged populations

NOTE 1

ctive, documented and secure interfaces,

formance to regulation applicable to its operations, and

rtive mechanism and procedures for auditing.

Regulatory body

proper documentation of operating policies,

Ctive reporting on system operations, including cohtrol effectiveness, incidents, and actions

Ctive response to incidents that violate, or have'a potential to violate privacy protection.

[¢)

Effectively, auditors, as actors in an identity management system (see 5.3.2.9), in inspecting th

Consumer/citizen representative or advocate

(s

pr/citizen advocates are individuals or groups that emerge from civil society and try to proted
brs and citizens from surveillance and lobby for improved privacy regulations.

pr/citizen representatives are individuals appointed by a principal or selected by consume

—

pr/citizen representative and advocates’ main concerns are

Comsunrer and titizem representatives participate i recognised mutti-stakehotder societat processes

such as governance and establish good practices and requirements to be met by those providing goods and
services to consumers and citizens.

NOTE 2

Consumer and citizen representatives are selected, briefed and where necessary trained to ensure that

they participate through reasonable and reasoned discussion, based wherever possible on good quality evidence.

© ISO/IEC 2015 - All rights reserved
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5.3.2 Actors

5.3.2.1 General

An actor interacts with an identity management system to participate in identity management
operations. An entity may interact with the same identity management system as multiple, different
actors. The document design shall define all interactions by any actor supported by the system.

The documented design should describe actor interactions in terms of the functions that the
ipteractionsrelate to.- Where anactor thatinteracts-with the identity management system needs to be
thenticated before interactions are allowed to proceed, the documented design shall specifyythe basis
fbr authentication (e.g. entity based; role based etc. authentication), the authentication method and the
dssurance level required for each interaction as defined in ISO/IEC 29115.

NOTE One purpose of specifying actors in the design of an identity management system is to ble able to
describe all intended interactions with the system.

A documented design may recognize the following actors:
-+ principal;

+ identity management authority;

+ identity registration authority

1 relying party;

—+ identity information provider;

—+ identity information authority;

+ verifier;

— auditor.

he documented design shall specify-the level of assurance needed to identify and authenticatq entities
equesting access to identity information contained in its identity management system as specified in
50/1EC 29115. The level of assurance may be different for different types of information and the type
faccess granted i.e. read, write etc. Authorization may be implemented as specified in ISO/IE( 29146.

o = =

(&x ]

.3.2.2 Principal

o>y

principal is an‘actor who provides identification information to establish and validate its|identity
Uithin identification management processes. The Principal has the following responsibilities

<

-+ as andentity when applying to become registered in a domain of applicability, to provide accurate
identity information for enrolment as a new principal,

—C-as system user once enrolled, to request to be recognized by the identity management sygtem and
tobe appt oved-foraccesstoservices oruseof resources-avaitable-imrthedomatrof app icability
associated with the identity management system, and

— as the subject of observation to obtain identity information, to facilitate the observation;.

NOTE As a subject of observation the identity information obtained is anonymous, until its relation to the
principal has been established.

A principal can use an identity management system to

— request to be recognized by information in the identity management system and to be approved for
access to services or use of resources available in the domain of applicability associated with the
identity management system, and

© ISO/IEC 2015 - All rights reserved 7
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— be i

nformed, as human, of the identity information pertaining to itself is held in the identity

management system and to request any errors in the identity information to be corrected

NOTE
principal

5.3.2.3

In appropriately defined circumstances, a legally authorised representative may act on behalf of a

Identity management authority

An identity management authority is associated with a domain of applicability with the duty and

capabilities to define and adjust business objectives for identity management in that domain and set

manage

An ident
Policies
that ma
authoris

The ide
applical
manage
domain.

Respons
— toc

— toe

systlem,

— tor

entify authentication for access to identity information and system control functions

— tor

— toa

— to inpitiate regular audits, and

— toe

An idenf
manage

NOTE

applicabillity in a federation. This extension is achieved with strictly controlled sharing of identity information.

In a fedd

ment policies to meet these objectives.

ity management authority uses policies to regulate the use of registered identity information.
may specify levels of service to provide including the level of assurance on identity informatiop
y be provided by the identity management system. Policies may also specify héw to obtaip
ation for access and modification of identity information in unforeseen circumstarnces.

=)

htity management authority shall define identity management objectivesfor a domain d
ility served by the identity management system operating under its duthority. The identit
ment authority shall specify policies to meet identity management objectives for an associate

[SF S

ibilities of an identity management authority include
eate, modify or revoke operational policies,

hsure legal and regulatory compliance of the policies and operation of the identity managemerjt

pquire and approve modification of mechanisms'to establish a required level of assurance ip

espond to incidents,

pprove changes in the type of information recorded in the identity register

yaluate audit reports, in panticular on the effectiveness of policies,

ity management authority may enter into formal association with one or more other identity
ment authorities tofform a “ federation.”

The purposedis to extend the domain of applicability for principals with the other domains ¢f

ration, résponsibilities of each identity management authority include:

— to p([ovide a level of assurance of identity information that meets the specified requirement of anjy
oth¢r member of the federation,

— to maintain control over access to the identity information contained in its identity management
system,

— toascertain thatthe level of assurance realized by any other member of the federation in authorizing
access to identity information in the federated identity management systems meets its requirements
for access to its own identity information,

— to operate with common policies for information sharing, and

— to specify policies to maintain its trust in the level of assurance of identity authentication.

© ISO/IEC 2015 - All rights reserved
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NOTE1 Typically, in a federation, some of the identity management policies, in particular on authorization for
access, will be part of an agreement between the identity management authorities involved in the domains.

NOTE 2  Identity management policies for use in multiple domains of applicability may be established by
international standards.

NOTE 3 Changes to structure, organisation and extent of a data federation may be subject to external
constraints such as legal or regulatory requirements or the granting of permission by regulatory bodies.

NOTE4  Members of a federation may agree to delegate operational responsibilities of the identity management
authoritv to a common operator, dpcignnfpr‘l asthe “federation qnfhnrify"

§.3.2.4 Identity registration authority

oY

n identity registration authority is an actor in a system for identity management with the duty and
Qpabilities to set and enforce operational policies for gathering, recording and-updating |identity
hformation in the identity register.

—

Y

Hentity registration policies shall identify different types of modificationstp identity informaftion and
he operational and security conditions under which these modificatiens-are allowed. These| policies
hall specify the procedures for achieving the level of assurance in gathered identity informatipn.

wn _ct+

Hesponsibilities of an identity registration authority include

- to modify, create or revoke operational policies,

- to approve changes in the type of information recordéd in the repository, and

— to approve modification of identity informationrecorded in the repository.

§.3.2.5 Relying party

A relying party is an actor that relies on the identity information of a particular principal proyided by
the identity management system. A relying party uses verified information to provide access to(services
and resources under its control.

The responsibilities of a relying party include

-+ to process and storecidentity information in accordance with the policies set by the|identity
management authority, in particular to protect privacy,

—+ to specify the devel of assurance needed in the identity information used for access| control
commensurate,to the value of specific services and resources, and

+ to provideinformation on its interactions with the identity management system for auditing.

§.3.2.6<ldentity information authority

Aridentity information authority is an actor in an identity management system to provide authpritative
statusto for idemntity information provided to Telying partes. A idemntity information authority
provides identity information on entities known in the domain. Operationally an identity information
authority may be a service provider equipped to supply authoritative metadata associated with
identity information. Metadata may be complemented with information to establish its reliability, e.g.
cryptographic data authentication.

A domain may support one or more identity information authorities. An identity information authority
may be distinct from the identity management authority. An independent service provider may act as an
identity information authority:.

NOTE Delegation of identity information provisioning to an independent service provider typically involves
a service level agreement.

© ISO/IEC 2015 - All rights reserved 9
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The procedures to establish an entity as identity information authority are beyond the scope of this part
of ISO/IEC 24760.

The documented design of an identity management system shall specify policies with procedures and
criteria to determine the level of assurance in the information that may be obtained from a particular

identity

information authority. The following criteria should be considered in these policies:

— quality of identity proofing;

— leve

I of assurance of the information recorded at enrolment;

— qua

— qua

— natyre of the procedures used to obtain attribute values;

— syn
— secy
— qua

The doc
and qud
manage

replacinig a particular identity information authority with another one.

Ifthe idd
system

simultaipeously obtained from two different identity information authorities.

5.3.2.7

An ident
informa

The corg

— toc

— ensWiring that the colleetion of PII complies with relevant legislation and system policies,

— info
thir

—  obt4

— to 4
mar

ity of the reference identifier generator (see 5.4.2.3.3);

ity of identity information maintenance;

ax and semantics of attributes;
irity of the identity management system;
ities of the secure communication protocols used for provisioning,

umented design of an identity management system may specify policies for adding, removin
lifying an identity information authority as suitable in support of operating the identit
ment system. These policies shall address maintaining theyrequired level of assurance whe

= << 09

—

ntity management system supports such use, the docimented design of an identity managemer
bhall specify procedures to resolve differences in-the identity information for the same entitly

Identity information provider

ity information provider is an actor\in an identity management system that provides identitly
Lion for a specific entity.

responsibilities of an identity information provider are

bllect identity attributesfrem principals,

rming the prineipal about the PII to be collected, the use to which the PII will be put and any
d parties thatthe PII will be passed to,

lining the consent of the principal for the collection of PII,

ssefble the requisite identity attributes into identity information that is used by the identitfy

dgement system to identify principals,

— to format the identity information into an identity record and to store the record in the identity

regi

ster of the identity management system,

— to maintain identity information in the identity register to reflect changes that may occur in the
identity attributes of principals,

— to extract identity information from the identity register and provide it to relying parties, and

— to ensure that identity information passed to others is minimised removing sensitive personal data
unless specifically needed and authorised within for the purpose of the processing by the party to
whom the identity information is relayed.

10
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NOTE Although the identity management authority is responsible for establishing and approving policies
relevant to the above concerns, the identity information provider is responsible for implementing and operating
them.

The documented design of an identity management system shall specify policies for observation,
computation, generation and provisioning of identity information that define a level of assurance in the
process commensurate with the level of assurance of the resulting identity information. ISO/IEC 29003
provides guidance on the processes for obtaining identity information.

An identity information provider may also create metadata describing the identity information that
dould include

—+ descriptions of the identity attribute types that comprise the identity information,
—+ format(s) for names of attributes and attribute values suitable for displaying to human viewers,

-1 details of the structure and format of identity information used by the identity management system
for storage and communication,

-+ date and time of creation of identity information,
-+ date and time of expiration of validity of identity information,
+ reference to the source of identity information, and

-+ cryptographic data used to protect the confidentiality{and integrity of stored and commuinicated
identity information and any associated metadata.

An identity information provider may create a credential to be used in authenticating the principal
Holding the credential. A credential may contain cryptographic data created by an identity infqgrmation
authority. A credential may be in the form of a physical token containing identity informatioh that is
Human or machine readable.

Ifsuance of physical credentials is beyondithe scope of this part of ISO/IEC 24760.

58.3.2.8 Verifier

oy

verifier is an actor in an identity management system to establish the validity, accuracy and grecision
f identity information as pertaining to a particular entity.

o

—]

he activities of a verifier may include background checks using evidence of identity provided by the
ntity. If evidence of’identity is supported with a credential, the verifier should establish the temporal
alidity of the identity information the credential contains.

< O

n identity management system may contain multiple complementary verifiers. To avoid ambjguity in
he documented design,

[l

-+ amactor dedicated to checking background using provided evidence of identity should be|labelled
“proofing verifier,”

— an actor dedicated to establishing that an entity is the principal it claims to be in the course of a
process of entity authentication should be labelled “authentication verifier,” and

— an actor primarily using authoritative identity information provided by an external identity
management system should be labelled “assertion consumer,”

NOTE A proofing verifier is associated with the proofing process during enrolment. Its correct operation
provides the foundation for the correct operation of an identity management system.

© ISO/IEC 2015 - All rights reserved 11
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5.3.2.9

Auditor

The role of the auditor is to confirm that it is operating in accordance with its documented policies and

procedu

res and is compliant with legal and other externally imposed requirements. The auditor reports

its findings principally to the identity management authority but may also have an obligation to report

findings

NOTE

on legal and externally imposed requirements to regulatory and other external bodies.

Auditing normally involves the examination and analysis of records of system operations and

transactions and is therefore dependent on the availability of such records.

COI’ICEFI oI an auditor mclude

— cle

— ava
mat
info

— clear and attainable criteria for audits.

Respons

— asr
mar

— asn
Sys
aut

— asa
poli

— dS S|
toa

5.3.3

Figure 1
stakeho

policy documents for the operation of the identity management system,

lability of records of identity management information at all relevant stages_of identity
agement transactions including collection, storage, usage, transferral and dispasal of identitly
rmation, and

ibilities of an auditor include

eporter, to periodically prepare statements describing the operations performed by an identit
agement system, in particular in respect to meeting operational,policies,

<<

=

nonitor, to timely obtain reports of specific operations petformed by an identity managemer
em, to assess if the operations meet applicable policies ‘and to alert the identity managemer
ority of any discrepancies,

(s

—_—

lvisor, to advise the identity management authority-on possible improvements in the operations
ries and their enforcement, and

Ipervisor, to report to outside parties, including regulatory bodies, on conformance of operation|
bplicable policies, rules and regulations

[72)

Context model

shows the context model fotnan identity management system, showing acting and non-actinig
ders as specified in this pantof ISO/IEC 24760.

12
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Wl —

_ No

R
s
g

H

are included'in Annex B.

\ 4
Identity, _+” Relying
management R4 party
authority e
o N i
E \ P
~~~~~~ ~|  Mentity | _----""7"
Regulatory management
body system Identity information
7 provider
- 7A \\ (External to IMS)
P P II AN
e / \\
N\
N\
Consumer/citizen 7N\
representative or Auditor Principal
advocate

Figure 1 — Context model for'identity management

he documented design shall specify concretesepresentations of the stakeholders and actors d
.3.1 and 5.3.2, respectively. The documented-design may add additional stakeholders or actor]
pecify the stakeholders and actors identified in the figure with multiple distinct representatid

.3.4 Use case model

.3.4.1 General

use case model defines)interactions of actors with the identity management system. It i
inctional requiremefts.

igure 2 illustratéesya simple use case with actors interacting with an identity management syst

dses and related component diagrams covering the major aspects of an identity managemen

igure2 shows:

pfined in
s. It may
ns.

lentifies

em used

y a relying party to control access to services or resources in its domain of applicability. Extended use

[ system

3 3 ] alblicl lo4s s AN A 34 s i d £ 4]
[} lJl lllbllJcll <o LaUllDllllls al ClaLlUllDllllJ VVILIT all 1ucuuL_y lllallasclllclll, DyDLClll UuIiycct tIic CulIlt

identity management authority;

— aprincipal providing identity information to a relying part in order to obtain access to are

— arelying party requesting authentication of the principal;

— arelying party requesting attributes for an authenticated principal;

— arelying party giving access to a resource under its control;

— aprincipal accessing a resource under control of a relying party.

© ISO/IEC 2015 - All rights reserved

rol of an

source;
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The exa
informa

identity management system

manage identity
information

manage
policies

|
|
|
|
]
1
|
: identity
| management
: : authority
O PR | il 1
| M ) vUualrt
: / authenticicate requested :
N | atributes ]
L | |
principal | |
1 «extends» «extends» :
: \ ’ |
________________ | S
\ /

ICT system using the identity management system

provide
service

access
service

A

relying
party

e

«extends» = use case pointed to includes the functions of the use case at tail
1, 2, 3 sequence of interactions for principal to acces’a service

Figure 2 — Identity information baseline use case

fion, manage policies) and resguice access activity, which does include authentication an

obtaining identity information.

To facilitate describing functional 1equirements from use cases, a use case and functional view mEE

present

hctors as belonging to different communities. A community represents common interests in t

operatidn of the identity managément system. Communities include

— orgdnisational users;

— adnjinistrative.users, and

— non

Non-per
authent

Lorganisational users.

mple use case diagram in the figuré-contains both administrative activity (manage identit|

Son ‘entities can also make requests to access resources in IT systems, which will requin

[SFASS]

D

cation of the nnfify Nnn-pnvcnn entities can include devices as well as ]ngirn] entities such

services and software.

5.3.4.2

Employee use cases

An employee uses the system for information retrieval. Consent for information processing and access
is implicit.

Based on work duties assigned, an employee expects accurate identity information and access to identity
information from the management system. From an employee point of view, the information should
have been accurately acquired asserting the integrity of its origin and its maintenance.

14
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5.3.4.3 Employer use cases

An employer has responsibilities to manage components of the system. In interactions with the
management system, an employer can dealt with in the same way as an employee. (5.3.4.2)

015(E)

identity

From an employer point of view, the identity information should be accurately maintained and only be

processed with approval.

5.3.4.4 Principal use cases

]

h principal use cases, unambiguous identification is most important. Access to information is.4
he principal, by mandate from the principal or by commercial parties with explicit consent:

—

onsumer use cases describe the risks, and possible mitigation, of abuse of identity informati
lentity management system for business purposes outside those identified in the dgcumente
0 address these concerns consumer use cases typically describe aspect of compliance with 1
egulatory requirements.

T e

—

he principal use case may describe a specific process for re-enrolment ef an entity in ord
stablish its identity thatincludes processes to update identity information‘that any identity infa
tored in relying parties relating to the re-enrolled entity.

w_@

rom a principal point of view, identity information should essentially be accessed in a p

ther use should be with consent of the principal. The inforfmation should be protected from arn
orruption and collusion.

(x|

.3.4.5 Device use cases

evice use cases describe the use of devices as‘principals in an identity management system,
ypically act on behalf of, and under the contfol of, other entities, which may or may not be pr
isks of loss of physical control or compromise of device integrity may be addressed in the de
ases.

Q o =

1

rom a device point of view, identity,ihformation should be protected from risk of corruption or ¢

5.3.5 Compliance and gevernance model

—

he compliance and governance model shows the conceptual mechanisms that can be employed

—

- to ensure aceuracy of acquired identity information of managed entities at the appropriatg
assurancé/not only at initialization but for the full lifetime of the principal’s identity inforny

-+ to enSure uniqueness of identity information pertaining to a specific principal;

-+ Ao'ensure the identity information is accurately acquired;

K
manner, preventing any leakage of information. As informatien is collected for a specific purpose any
g
g

bither by

on in an
design.
pgal and

br to re-
rmation

rotected

y risk of

Devices
incipals.
vice use

pllusion.

to meet

egulatory and other external constraints placed on an identity management system. This inclyides:

b level of
ation;

—  TOENSUTe tataccess to vartous types of fdentity infor mation IS Testricted to USers wio are au
to access the information type and are authenticated to an appropriate level of assurance;

— to ensure access to identity information is recorded and available for auditing;

— to prevent the processing of and the access to identity information without the principal’s
within the limits of the local, regional and global regulations;

horized

consent

— to comply with local, regional and global regulations, and meet conformance and governance

requirements.

© ISO/IEC 2015 - All rights reserved
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5.4 Functional view
5.4.1 Component model

5.4.1.1 General

The documented design of an identity management system may recognize components described
below. Annex C presents a diagram showing components of an identity management system and
their interactions. The documented design specifies each component needed to meet the operational
requirements for concepts identified in its architecture views.

-~

The docpmented design of an identity management system shall describe the operational elements d
the system including stakeholders, actors, data structures, functional components and interfaces. Dat]
structuies to be defined should include

[Y)

— cryEtographic keys and properties, discovery services, policies and other capabilities and
reqliirements;

— iderftity attribute data syntax, semantics and, where relevant, mapping rulesto equivalent identitly
datgq representations in other systems;

— datg structures used in for transactions, such as authentication réquests, assertions and sessiop
keys.
5.4.1.2 | Principal

Principdls are actors in the identity management system, which access services and resources available
in the dgmain of applicability.

Requirements for access of a principal to services and;resources available in the domain of applicabilit
are addyessed in international standard ISO/IEC 29146.

<<

5.4.1.3 | Identity register

-

The purpose of the identity register is to-provide an authoritative reference for identity information i
the domjain of an identity managemeént'system. An identity register may be implemented in differen
ways, fof instance, centralized, distributed. Some identity information in an identity register may als
be stored in a device that is held by the entity itself, e.g. a smart card.

(s

o

—_—

The doqumented design of-an identity management system shall specify the mechanism to contrd
access t¢ the identity information contained in the identity register (see 6.2).

Identity|informationthat defines the identity of an entity may be stored in an identity register in one op
more refords. Theypartitioning of identity information into multiple records may be based on factor
that could include

[72)

— diff¢rences in access conditions, e.g. to implement minimal disclosure;

— differences in the duration identity information will be retained in the identity register;
— differences in storage location, e.g. in a central repository and/or on a personal device.

The structure of the data storage for identity information and the methods of implementing an identity
register and access control are beyond the scope of this document.
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5.4.2 Processes and services

5.4.2.1 Documentation

015(E)

The documented design should base its description of components and operations on the terminology

in the tables in this clause.
The documented design should include UML diagrams to describe processes.

NOTE Diagrams in Annex C of this part of ISO/IEC 24760 can be used as templates.

—

he documented design may specify an implementation using components that perform a subsg
drocesses in these tables.
§.4.2.2 Identity information management processes

5.4.2.2.1 General

et

hformation processing in an identity management system includes, but_not limited to, the f
Hrocesses

- identity information provisioning,

- identity information processing, and

- granting identity processing access.

d

OTE The processes in this clause refer to identity jnformation present in the identity register. Prg
nter identity information is not described here. See ISO/TEC 29003.

(¢}

=

able 1 presents an overview of information exchanged in an identity management system relat
fdrocesses described in this clause.

et of the

bllowing

cesses to

bd to the

Table 1 — Overview of informatienexchanged in identity information management prqcesses
Actors
Source Recipient
Process
Architecture Action Architecture Action
element element
Identity
information Retains results
i i o ] provider
B o et oy [Apples nformaton .
;r | k processing operations Stores result of prodessing,
TOCeSSIRG provider . possibly updating
Register : o
information in one qr more
identities.
A I il PN
ITITUTIIIS Ul 1ucuuL_y
) information )
Identity processing. o Grants or denies
Granting management o o Principal information processing
identity authority Solicits autl_lorlzatlon operations
. . for processing
information- :
. operations
processing
. . | i .
- Requests information dentity Provides requested
Principal ; ) ; management . .
on identity processing. ; information
authority

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Actors
Source Recipient
Process
Architecture Action Architecture Action
element element
Identity Grants or denies provision
management service, specifies condi-
Requests provisioning authority tions.
REWymg party services i i
Identity Records relying party as
information receiver of provisioning
provider service/
Provisioping i i
!dentlty . Transmits identity . Applles u_pdate(_i .
information . . Relying party information, to-its service
. information
provider process.
. Augments identity Confipms the assertions
Identity : ; . : :
: . information with . areyalid and meet its
information : Relying party ;
; assertion on the level requifements for level of
authority
of assurance assurance

5.4.2.2.]

Identity
to princ
Access t

A docunpented design shall specify the procedures ands¢onditions to initiate provisioning to a relyin|

party.
5.4.2.2.]

Identity
processi
or more

5.4.2.2.4

Access t
shall be

5.4.2.3

5.4.2.3.

P Identity information maintenance

information provisioning is the process of providing updated identity information pertaining
pals when an identity has been created or previously provided information is no longer correct.
b identity information is controlled by permissions dassigned to the relying party.

{5

3 Identity information provisioning

information processing shall be( performed according to policies. Identity informatiop
ng may generate new identity inforimation by accessing identity information pertaining to onfe
principals.

L Granting identity processing access

jom

b the identity information for identity information processing and to the information generate
controlled in aceordance with applicable policies.

Specific identity information management processes

|  General

This clé

use specifies additional processes specific to different implementations of an identity

management system. It includes

— auditing,

— generating reference identifiers, and

— invalidation.

Table 2 presents an overview of information exchanged in an identity management system related to the
processes described in this clause.

18
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Table 2 — Overview of information exchanged in specific identity management processes

Process Actors
Source Recipient
Architecture Action Architecture Action
element element
Identity Defines actions to be o .
A Incorporate definitions in
management logged, incidents to be |All actors : .
. process implementation
authority reported.
Principal Registers complaint Investigates complajnt
Identity Maintains log of
management .
. management actions
authority
Identity register Maintains log_of data
access operations
. Maintains log of )
Auditing Identity identity information Auditor ) .
. . Reviews logs and indidents
information requests and
provider information
provisioning activities
) Maintains log of
Identity assurance assertions
information provided
authority o
Reports on incidents
Reports on findings. Identity Adjust policies and
Auditor management procedures to implement
Recommends:changes. authority any recommended changes.
Fdentlty . Requests reference Refer.epce Generates reference
information . G identifier . s
. identifier identifier
provider generator
Validates suitability|of
) o ) provided identity
[enerating Provides identity Reference information as referknce
teference Principal information to be used |identifier identifier.
identifier as reference identifier |generator
Generates reference
identifier.
Reference identifier | Provides generated ;dentlty : Assoglgtes r.eference
> e information identifier with other
generator reference identifier. ; : o .
provider identity information|
. Reports on findings. Identity o
Auditor management Approves invalidatign
Recommends change. authority
Identity
[dentity Principals Identifies error information Correct information
%nformat!on provider
invalidation - -
) Principals Confirm and validate
Identity - p change notification
information Informs on change Confi "
provider Relying party onfirms change

notification

© ISO/IEC 2015 - All rights reserved
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5.4.2.3.2 Auditing

Actors and components should be audited over time for their correctness of operating in their role in the
identity management framework:

the

identity register and the identity reference generator should be continuously audited for the

accuracy of their integrity controls;

— the identity information provider should be audited on a regular basis for the accuracy of their
control procedures in providing identity information;

— the fidentity information authority should be audited on a regular basis for the accuracy of their
control procedures in managing identity information.

Auditorg should be certified through an accredited control process for their reviews of the/identitly

management framework actors and components.

5.4.2.3.3 Generating reference identifiers

As part|of the identity registration a reference identifier is created and assgeiated to the identity

information of the related entity. The identity reference generator is invoked(with any available identitly

information needed and it produces an identifier value. The reference jdentifier is recorded with the

other id¢ntity information in the identity register.

5.4.2.3.4 Invalidation

The docpmented design of an identity management system may specify the conditions and procedures

for invalidation of identity information.

NOTE Invalidation of identity information implies the\invalidation of any provable statements, e.g. with

cryptogrpphy, on the validity of the identity informatign that may have been recorded by the user of thgt

informatjon. In practice, deleting the provable statement has the effect of invalidating the information.

The follgwing conditions may be considered:

— iderdtity evidence has been found incorrectly assessed as valid, either fraudulently or by incorredt
pro¢edures;

— errdgrs have been found in assigning or recognizing attributes;

— chapges occurred to policies for enrolment or identification;

— the principal’s identity information has been used by someone else in a manner that requires rg-
estgblishment ofa' new set of identification information.

The invglidationmechanism, if supported, shall be done in accordance with an invalidation policy. This

policy shhould.address:

— conglitigns and mechanisms for provisioning an invalidation;

20

the level of assurance for the invalidation message;

conditions and mechanisms for advising a principal of the invalidation of an attribute in one of its
identities;

mechanisms to respond to requests on the invalidation status of an attribute.
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5.4.2.4 Additional functions

5.4.2.4.1 General

The documented design of an identity management system may specify additional functions as described
in this clause. These include

— identity information profiling,

—__consent,
+ identity authority discovery, and
-+ publication.
Table 3 presents an overview of information exchanged in an identity managementsystem related to the
drocesses described in this clause.
Table 3 — Overview of information exchanged in additional identity management sy§tem
functions
Actors
Process Source Recipient
Architecture Action Architecture Action
element element
!dentlty . Identity information |Defines profile for .Identlty . Implements identfity
formation rovider entity type information rofile
;I)nrofiling P yp provider p
Requests identity . Verifies policy fo
- . C ) Identity X
Privacy - informatien attribute |, . request, implement
Principal X information .
onsent to bereview or to be rovider change accordingly,
hidden P submit informatipn
Identity registratipn Reqlﬁ?t}f trust h Relvi Verifies trust reqpest
authority establishment wit elying party eligibility
other identity authority
]dent1t_y . . .Identlty . Validates trust
quthority Relying panty Submits trust request |information .
X : establishment
dliscovery authority
Identity information |Approves identity .Identlty . Delivers identity
; . . . information . .
authority information delivery . information
provider
Identity Establishes publication .Identlty . Validates publication
management olic information olic
Publication authority poncy authority policy
Identity information |Implements validated . Receives publishgd
-y RIS 1 Relying party . .
PIrovIiucl PUDICALIOIT DOIITY IITOT'IIIdUOIT

5.4.2.4.2 Identity information profile service

An identity information profile service provides an appropriate representation of identity information
for entities ofa given type, i.e. human, device, and organizational entities. This may involve the definition,
maintenance, and use of different identity attributes and identity data formats for the various entity

types.
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5.4.2.4.3 Consent

A privac

y consent process may provide functions:

— to authenticate an entity as a known and authorized principal for access to identity information;

— to present recorded identity information;

— to modify, extend or remove identity information previously provided by the principal;

— to r'anncf maodification of gnnnrafnﬂ iﬂnnfify inFnrmaHnn;

— ton

5.4.2.4./

Anident
informa
level of ¢

This se
subscrif

An ident

— to 4
estq

— toa
— tos
— tos
— tos
— tos
— tor
— tor

The list
authorit

5.4.2.4.

A public
and est

ptify a principal of intended use of identity information.

I Identity information authority discovery

ity information authority discovery process provides the capability of discovering other identit
Fion authorities and establishing collaboration for identity information accéss at the require
|ssurance.

[P S

'vice identifies third party identity information authority candidates and conditions the
tion and notification processes with these authorities.

ity information authority discovery service may provide functions

-

ipprove another identity information authority to establish trust relationship based o
blished requirements from the quality and compliance.component,

Ccept an entity as an allowed subscriber of identity-information,

pecify the type of identity information needed,

becify the required level of assurance in accessing identity information,
becify security mechanisms to protect identity information being provided,
becify an identifier for which notification of identity information is needed,
bceive identity informationasyrequested, and

eceive identity information when such information changes.

—

pf functions the disegvery service may include depends on the established trust with the othd
y and the conditiens of that trust.

b5  Publication

[72)

ation.process provides the capability of publishing identity information to service requester]
hblishing collaboration for identity information access at the required level of assurance.

Subscrij

tioh and notification services are also part of the publication service.

A publication service may provide functions:

— to publish and modify publication of the service of identity information provisioning and the
condition of the access and the use of this information;

— to accept a requester to be provided with identity information based on established requirements
from the quality and compliance component;

— to accept an entity as subscriber of identity information;

— to specify the type of identity information to which access is allowed;

22
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— to specify the required level of assurance in accessing identity information;

— to specify security mechanisms to protect identity information being provided;
— to specify an identifier for which notification of identity information is needed;
— toinform on identity information changes when it occurs.

The list of functions the publication service may include depends on the requirements for accessing this
information.

Ln

4.3 Physical model

his view describes the implementation of each of the elements in the identity management [systems
hat provide the functionality to implement the process view. A physical view may-present alternative
hysical implementations, e.g. differing in cost and performance.

his part of ISO/IEC 24760 addresses the physical view only at the level 6f structural components.
mplementation aspects of the physical view are beyond the scope of this,pant of ISO/IEC 2476().

_ = ot

3.5 Identity management scenarios

53.5.1 General

Anidentity management system may be deployed according to various scenarios. A deployment gcenario
impacts governance of the identity management systemx. The deployment scenario will deterinine the
trust relationships that need to exist between parties.involved in operating and governing the|identity
rmanagement system.

A deployment scenario may be chosen when-&xtending an existing identity management sygtem. An
gxtension deployment model may be differentfrom the original deployment model.

The different scenarios that may be used-to implement an identity management system include
-+ the enterprise scenario,

—+ the federated scenario,

-+ the service scenariofand

-+ the heterogenegus-scenario.

§.5.2 Enterprise scenario

With an_enterprise scenario an identity management system is deployed in the context of|a single
drganization where trust in its operations and governance is inherited from the organjization’s
gdovetnance structure and the organisation is responsible for managing the information cpllected,
stéred and processed by the system.

An enterprise model is a centralized model (see ISO/IEC 24760-1).

5.5.3 Federated scenario

A federated identity management system comprises multiple subsystems, with independent governance
ofthe subsystems. Trustin operations,and governance ofthe federationis established through negotiated
agreement. Governance may be delegated to an organization with a formal structure or statute, which
contains operating rules, responsibilities and defined liabilities for participating members.

When a domain of applicability needs to be extended in order to interface to or collaborate with other
domains, a centralized scenario approach would merge the original domains into a single larger domain
controlled by a single identity management system. A federated scenario offers an alternative approach
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allowing the identity management systems to exchange identity information between domains without
requiring the domains to be merged.

NOTE Full system integration imposes an integration of the requirements of the two domains in one new
architectural approach, supporting all the different architectural views of the two separated domains. The
federated model will instead leave the structure unchanged, but will bring new mechanisms intended to allow
the separate structures to communicate with each other.

Mechanisms to support federation shall provide the required level of confidentiality, of integrity, and
of trust between separated domains in order for them to exchange identity information, and to use
identity[imformation of other domains.

5.5.4 Bervice scenario

Irrespedtive of the deployment scenario, enterprise or federated, functional components in\an identitly
managefnent system may be realised as services.

The docpimented design of an identity management system deployed as service modelshall specify thie
trustangl publication components and the mechanisms to ensure thatthe requiredlevel of confidentiality,
integrity, and trust is achieved when providing an identity information service,

5.5.5 Heterogeneous scenario

A heterpgeneous scenario is one where independent organisations issue identity credentials fqr
principdls that conform to a known specification and level of agsurance. Relying parties may use thie
credentjals to authenticate principals where the attendant risk is deemed acceptable under their risk
management policy.

6 Requirements for the management of identity information

6.1 General

This clause describes the requirements for'the management of identity information by an identity
management system based upon the reference model and the types of deployment and stakeholders
involved. This clause distinguishes functional requirements to support actors’ interactions with the
system, [and non-functional requjrements that pertain to other operational conditions an identity
management system may have to respect.

Functiofal requirements include:
— accgss policy;
— marjagement conditions;

— maiptenan€e conditions.

The reqvirements in this clause do not include controls that are part of the practice (see ISO/IEC 2476(
3).

6.2 Access policy for identity information

The documented design of an identity management system shall provide an information access policy
to specify:

— conditions and mechanisms to access the value of each attribute in the system;
— criteria for authorization of access with appropriate levels of assurance;

— which operations of access to identity information needs to be logged, and with what details;
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— how the identity register enforces the protection of identity information it contains;

— duration of retention of records of identity information access.
6.3 Functional requirements for management of identity information

6.3.1 Policy for identity information life cycle

The documented design for an identity management system shall provide a policy for managing the
igemtity tformmatiomn tifecycte, wiich specifies

- assurance requirements for the accuracy of the identity information required for enrolment,
-+ conditions and procedure to activate an identity,

-+ conditions and procedure to maintain an identity for example checking accuracy and corre¢tness of
identity information,

—+ conditions and procedure to perform adjustment of identity information for a principal,
-+ conditions and procedure to suspend an identity,

-+ conditions and procedure for identification to reactivate an identity,

-+ conditions and procedure to delete or archive an identity,

+ conditions and procedure for maintaining informatien,

—+ conditions and procedure to restore an identity;,

+ information to archive, and period of archivzal and conditions of retention for an archived [identity,
and

-+ conditions and procedure to terminate or delete an identity.

4.3.2 Conditions and procedure‘to maintain identity information

—

he documented design of andidentity management system shall specify how the accuracy of thelidentity
hformation it manages is.maintained.

—

The documented desigh ‘of an identity management system shall include procedures to monitor the
uality of identity infformation in the identity register in particular for attributes that:

Ne)

- represent-aspects of an entity that may change over time;

- may affect the degree of trust of the recorded information.

|

he dogumented design of an identity management system shall provide policies for actions on detecting
hanges in identity information in particular for attributes that may change in value over time and

1o £l 1. £L el o1 1l ofF £l Tad Jd3d 34
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Q

The documented design of an identity management system shall provide policies to maintain the
integrity of the identity information and metadata in the identity register. Such policies may specify

— procedures to prevent corruption of registered information,
— procedures to detect corruption of registered information, and
— procedures to correct corruption of registered information.

The documented design of an identity management system shall provide a mechanism for relying parties
to report fraudulent or suspicious behaviour to the identity register.
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6.3.3 Identity information interface

An identity management system may contain components with a user interface to present identity
information. Access to identity information at a user interface shall be governed by a policy specifying

— access control and

— auditing.

The purposes of the information presentation interface include

— preqg
— preg
— preg
— proy
— app

The doci
present:
design d

the capdbilities and restrictions of the user of the information.

6.3.4

An ident
of arefe
unique.

Access t
manage

NOTE
systems.

The doc
referend
principa

NOTE 1

NOTE 2
pseudon

NOTE 3
from ano
domain.

enting identity information,

enting identity information metadata,

enting information on on-going and past system operations,

iding controls to process or modify presented information, and

ying policies of use for the presented information relevant for the actor,

imented design of an identity management system shall specify the fofmat and conditions for thie
ition of identity information in human readable form (see 6.2). Reqiiivements in the documentef
n the representation of identity information in human accessible form shall take into accourjt

Reference identifier

o

ity management system may contain a component,to generate a reference identifier. The tas
Fence identifier is to assure that a specified identity known in an identity information system i

[72)

p the value of a reference identifier may berestricted, e.g. exclusively from within the identit]
ment system. The documented design shall specify the access policy for the reference identifie

RIS

(i

Restricted access to a reference identifier prevents it from being used in other identity managemer

lmented design of an idenfity management system shall associate its identity register with
e-identifier generator. Thereference-identifier generator shall generate a unique value for eac
| of which identity infermmation is stored in the identity register.

B 9

Typically the refererice identifier is generated when an entity enrols with a domain.

The referencejdentifier generated may be based on information obtained from the entity, e.g. a chose
'm, which has-been checked for uniqueness

=]

(=¥

The féference identifier may be generated from identity information for the same principal obtaine
ther domain in which the principal is enrolled. This may include the reference identifier from the othsg

—

While the precise mechanism to generate unique attribute values is beyond the scope of this document,
the design of a reference-identifier generator shall specify:

— the algorithm used to generate a unique value together with an argued description of its suitability;

— the

interface to obtain a new value for either a new entity or an existing entity, in a way that

maintains uniqueness;

— requirements for the input, if any, needed by the algorithm;

— iflogging is supported, the requirements for logging the generation of a reference identifier;
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— the security measures protecting operations of the (ICT) system that hosts the reference-identifier

generator.

NOTE1  Where there is no connection or reliable communication between domains, each domain will
its own reference identifier and the probability of the same identifier being generated for the same or a
principal enrolled in multiple domains would be expected to be very small.

generate
different

NOTE 2 In general the value of an identifier with an originating domain that is unrelated to the identity
management system cannot be guaranteed to meet the criteria for a new reference identifier and is unsuitable

to be used directly. However, when it is known how the reference identifier in a particular unrelated do

main has

4= FRp | H pa | adel s, 4o 1 4= pa pa 1 £, A | denda 1
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used provided its value can be reliably obtained.

]

F an identity management system supports logging of the reference identifier generator operat
pg entry should contain

[a—

— the reference identifier generated,

- the authorization for initiating the generation of the identifier,

—+ any data provided as input, and

— atime stamp.

oy

reference-identifier generator may be configured to generate-reference identifiers intendeg
dutside its domain of origin. In this case,

1 the value of the reference identifier shall be made available in a manner to assure its integi

—+ if the value of the reference identifier is availalste in electronic form access to it shall be cqg
to protect privacy of the principal,

-+ care should be given to ensure the uniquétiess of this reference identifier for each different
the external domains where the reference identifier is also used,

+ information should be made available to assess the level of assurance for the uniquene;s
value, and

-1 care should also be given'to the possible restrictions, (e.g. legal and regulatory) and disady
of applying to some refénence identifier types outside of their domain, such as some state re
or privacy related réferences.

§4.3.5 Identity information quality and compliance

The documented design of an identity management system shall specify functional compon]
duality and\eompliance that verify that obtained identity information is processed with 3
ontrolsand in compliance with

Q

— “applicable policies,

could be

ions the

| for use

ity,

ntrolled

entity in

ts of the

rantages
ferences

ents for
dequate

— processes and organisation to Keep information updated over time,
— processes for dealing with false positive identification,

— processes for dealing with false negative identification

— business requirements, and

— local, regional, and global regulations.
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6.3.6 Archiving information

The documented design of an identity management system shall provide policies to specify the conditions
and procedures to archive identity information.

Archived identity information shall be anonymous, either by active anonymizing or by eliminating
identifying information.

6.3.7 Terminating and deleting identity information

The docfimented design ofanidentity managementsystem shall provide policies to specify the condition

and pro
— the
— the
— the

The dele
the initi
deleted
policy.

NOTE
period tg

Deletion
identify
log files
complet

In a cent
party tH
deletion|
informa
transitiq
associat

NOTE
maintain

6.4 N

Non-fun
directly
the scop

fedures to initiate deletion of identity information by

principal or an entity authorised to act on behalf of the principal,

cystem, after expiration of the retention period for an archived identity, or
dentity management authority.

ted identity information shall be recorded to support appeal and audit. THis record shall specif
htor and reason of deletion and any other metadata specified by the déeletion policies. A record ¢
dentity information shall be deleted within a period after creatioiras specified in the deletio

Atypical implementation of deletion involves the archiving of the'identity information for a transition3
allow for the time needed to complete deletion.

of all identity information for a principal shall expunge any information that can continue |
the principal and that is under control of the identity management authority, e.g. contained i
audit trails or backups, which might also be stored off-site. Deletion should not be considere
ed until such additional information has beendeleted

v

—_

-

—_—

—

ralised model, if an identity management system performs automatic provisioning, any relyi
at has stored previously received identity information shall be notified of the informatio

Upon receipt of the information (deletion notification the relying party shall remove a
Fion that associates the principal with the notifying domain. In this case the delete life cyc
n shall not be considered complete until confirmation has been received of the removal of t
jons.

A relying party notified-of information deletion may retain identity information for the principal
s that does not depend.on the relation of the principal with the notifying domain.

pn-functional réquirements

ctional requirements specify aspects of an identity management system that do not folloy
from funetional, logical or physical views. Details of non-functional requirements are beyon
e of this part of ISO/IEC 24760.

Howeve

[d

2 <

[, meeting one or more of the fn]lnwing non-fiinctional requirements may he essential for mod

deployed identity management systems:

— availability;

— integrity controls;

— performance;

— privacy assurance;

— usability of access;

— liability and its representation on the technical level;
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— time reference controls;

— compliance constraints from contractual, regulatory (local, regional and global), and organizational
aspects (see Annex A).

The documented design ofanidentity managementsystem shall specify how itsimplementation conforms
to ISO/IEC 27002 to meet the availability and response time requirements of the relying parties, protect
data integrity and, where required, implement controls to ensure that the confidentiality of sensitive
information is protected and privacy requirements are met.
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An identit-manag ; : = t e -5+ H :
demand|that such a system is used for stated and authorized purposes. For example, regulations and

laws co
contain

An idenfity management authority should keep abreast of regulations and laws that may affect it
identityjmanagement system requirements.

Regulat

— identification of the entity responsible for specifying identity management réquirements;

— spe

— spe

— domjain(s) of applicability outside the domain of origin where’specific identity information may be
used;

— life

— identification of the identity management autliority of the domain of origin where identity
infojrmation has been established (see 5.3.2.7);

— idertity proofing requirements (includingprotection of information collected in the identity

pro

identity information;
— idertification of the entity respensible for the maintenance of the content of any identity register;

— secyrity aspects of physical.credentials, in particular, those intended for use in authentication.
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Annex A
(informative)

Legal and regulatory aspects

ncerning corporate governance, telecommunications, health care and money laundering,mal
requirements affecting identity management.

[72)

ry and legal requirements to consider include:

rification of identity information and information handling policies (see 6.2);

rification of purpose for which identity information is permittedto be used;

Cycle management of an identity (see 6.3);

fing process) and reporting requirements in cases where identity proofing detects invalid
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(informative)

Use case model

eference

architecture. This decomposition includes the actors described in Table B.1.

Table B.1 — Actors presented in use case diagram

Actor Details

Entity responsible for enforcing identity management-policies, managing

Identity management system-wide configuration data, providing day-to-day @perational suppojrt.
Jystem operator

”

NOTE In an identity federation this role may be ealled “federation operaltor”.

The identity assertion provider has the responsibility to corroborate the
authentication and/or attributes. It operates.a verifier and may access the
identity register. A Relying Party can delegate authentication and/or attrjibute

] ] ] provisioning to an identity assertion’provider.
Identity Assertion Provider ] ] ) ] ) ] ]
The identity assertion provider authenticates the claimant and/or obtainjs data

from an identity registry to assert identity information. Thereby an identity
management system can provide authentication services, attribute serviges or
both to a relying party.

An actor that can make'\provable statements on the validity and/or correftness of
one or more attribute values in an identity.

An identity information authority is typically associated with the domaiy, for
Identity Authority instance thesdomain of origin, in which the attributes, which the identity
authority ean make assertions on, have a particular significance.

The actor'combines an identity information authority and a credential sefvice
provider.

Trusted actor that issues and/or manages credentials. In this context the|role
of the CSP is limited to the issuance of credentials to be used for entity
authentication.

[redential Service Provider
CSP)

—

he purpose of a deseription of use cases is to represent the contract between an actor and the system,
lentifying theinferactions available to the actor. The actor initiates an interaction with the system to
chieve a well;defined goal and each use case describes the system'’s behaviour in its response.

Q) —-

use case.can also be described using stories, sequence diagrams and other formalised notation, which
Fouldiallow specifying further details of the interaction with the system. The use case model pyesented
d, as an

Q=< N

The description of use cases can be refined to expose further details, typically presented at multiple
levels of abstraction. The use case description of a lower level of abstraction may introduce additional
actors for subsystems and such actors are inside the system boundary.

The use case shown in Figure B.1 describes two main use cases in an identity management system:
a) access to a protected resource;
b) delivery of a message to be authenticated.

The use case model in Table B.2 describes internal actors of an identity management system in Table B.1
to show use cases with a more detailed granularity.
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Table B.2 — Summary definition of uses cases for an identity management system

Use Case

Description

access service

A principal wants access to a resource accessible after entity authentication.

authenti

cate entity

Activity to authenticate a principal in an on-line transaction.

authenti

cate message

Activity to authenticate the sender of a message.

consume message

Receiving a message and authenticating the sender.

Grant, review and revoke consent to use identity information for authentication

manage ofrsent T
or resource access.
. Activities related to the creation, revocation and renewal of credentials, often

manage fredential . : !

includes managing hardware credentials.

Manage configuration data of identity assertion providers and relying parties
manage metadata in a machine readable, trustworthy and interoperable way. This ificludes

technical parameters like addressing and cryptographic keys.
manage principal life cycle Enrol, update, archive and purge identity information

manage

policy

Specify the policy and procedures to operate and maintain the identity
management system.

obtainr

pquested attributes

Obtain attributes for an authenticated principal needed to authorize its
requested access to a service

provide

service

The relying party provides resources thath€ed authorised access.

provisio

h service

Provide a relying party with identity information about principals.

send aut

henticated message

Send a document, web-service request and the like. There is no direct response
in the process or transaction.

Examples:
a) A company submits a signed document with the balance sheet it is obliged tg
provide to a bank for keepihg up the credit limit. Technically the method uses
file upload as anonymous user. Similar business cases are citizens applying fronp
some government action with an electronically signed form.
b) A sender delivers asynchronous, signed message, e.g. as specified in SOAP, td
a service.

The UM

— Elllipse: a specific use case

— Stiick figure: an actor.[in the sense of a role, not a specific person)

— Line between actoriand use case: the ,,use” relationship

— (Dashed) rectangular box: system boundary

— «Ihclude» aprow. A use case includes the behaviour of the pointed-to one, like a program calls a
spibroutine

— «Hxtend»arrow. The pointed-to use case defines how and when behaviour from another one is included

— Thedrrow with the triangle is pointing from a more specific element (actor, use case) to a more
ggneralized one.

use case notation can be'thought as a graphical table of contents for the use case set. Its elements are:

— The dashed line with one arrow a general dependency of use cases.
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Figure B.1 — Exemplary use case diagram for an identity management system

Use case name: Authenticate Entify

Primary actor: Principal
Scope : Summary

Stakeholders with interests :

¢ Principal—-To provide identification data to the service only if the service
protects its’privacy—to be able to use the service without registration and
cumbersome authentication;

e Relying party —Provide a low threshold for principals to use the service the
first time and the following visits —Obtain sufficient confidence in the
principal’s right to use the service —comply to laws and regulations;

+-" Identity management authority —supervise the compliance to the system’s
rules and procedures.

Precondition:

Actor has enrolled in the system and is truly a principal.

Success guarantees: Principal authenticated and the identity assertion is consumed

by the relying party.
Trigger: Principal attempts to access service at the relying party and has not yet been
authenticated.

Main success scenario :

1. Service access triggers a request for authentication;
2. Principal performs authentication interaction;

Figure B.2 — Example formalized use case description
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Annex C
(informative)

Component model

C1 Mlodel

—_—

This Anhex further expands the example presented in Annex B and presents, in Figure C.1, functiong
compongnts of an identity management system. The presented components are sufficient to implemer
the extepded use cases presented in Annex D. The figure uses UML,[3] Section C.2 provides-a legend fqg
symbolq used in the diagram.

= ot

[72)

This comiponent diagram shows pieces of the system as organized at runtime. This ificludes dependencig
and intefrfaces. Table C.1 summarizes the components shown.

Table C.1 — Functional components of an identity management system

Name Description
IP\’/[rmCIpz:ILand Credential Subsystem to handle the principal and credéntial management life cycle.
anagement

This component stores metadata and-provides facilities to maintain and publish

Metadath Management it. It needs to have a security leveliequal or better that a system using metadata.

Service Provisioning Agent |This component pushes identity’information to a service, e.g. relying party.

A service operated provided under control of a relying party.

Providing access to services is often the primary objective for an identity
Relying pervice management systemiFherefore there is a value in specifying interfaces and
communicating them early in purchase or development activities for relying
services.

This component that can be implemented with source-specific scripts, meta

Import/Export directory-software or other interfaces.

Audit Repository This'component stores a log of operational events for auditing. It provides
aceess to the audit log in a controlled manner.

Identity [Management This component represents the technical infrastructure of an identity

System management system as a whole.

Repository of consolidated identity information for a domain. This may be a
Identity [Register physical storage like a directory, database, or smart card, or a virtual one, like in
avirtual directory.

Typically, cryptographic security for information handled in an identity
Trust Rgot management system use public key protocols based on certificates for public

ot
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Figure C.1 — Functional components in an identity management system

.2 UML legend
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Figure C.2 — Graphical elements in a UML component diagram
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Table C.2 — UML component diagram terminology

Symbol Details

Artefact ?;il;;efact is any physical piece of information used or produced by a

A component represents a modular part of a system that encapsulates its
contents and whose manifestation is replaceable within its environment.
A component defines its behaviour in terms of provided and required
interfaces.

Component

Ports define the interaction between a component and its environment.
Port It can have multiple interfaces controlling this interaction. Ports appear
on a boundary of a component.

An interface is a specification of behaviour (or contract) that implementer's

Providedl interface agree to meet. A component implements behaviour using a provided
interface.
An interface is a specification of behaviour (or contract) that implementers

Requiredl interface agree to meet. A component relies on such behaviour usinga required
interface.

Subsyst¢m A subsystem is depicted as a component of a larger séet of systems.
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Annex D
(informative)

ISO/IEC 24760-2:2015(E)

Business Process model

I|).1 General

Q5

«supply»

I).2 Consent management

«resource»

Consent Registry

«supply»

This annex presents business model diagrams using extended UML.[4]

his annex further expands the example presented in Annex B with an exemplary descript
usiness process. A business process is a collection of related, structured activities or tasks that
specific service or product (serve a particular goal) for a particular customer or¢group of cusf

Ih a documented design a business process model provides descriptions ofjinformation and
flows, events, goals and outputs to support detailed description of use cases.

ion of a
produce
omers.

control

«Lane» Principal

Review existing
consent

/

«goal»
Consent revoked

7z
/
/

«achieve»

Principal decides to
revoke consent,

> Revoke consent

«achieve»
/

«goal»

Consent obtained

7

/

>> Give consent

«result»
Consent registry

updated

«result»

Consent record edA

Authority

Receive request without pre-
existing consent A

%> Request consent

«Lane» Identity Assertion

>

Serve request >

Figure D.1 — Process diagram for consent management
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