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Foreword

ISO (the
Commis

International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take pa

tin the work
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expressjons related to conformity assessment, as well as information about ISO's adherence to the
0

cedures used to develop this document and those intended for its further maintenance.atie
d in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
rent types of document should be noted. This document was drafted in accordance.with the
rules of the ISO/IEC Directives, Part 2 (see www. iso. org/directives).

t
t rights. ISO and IEC shall not be held responsible for identifying any or all such paterjt
etails of any patent rights identified during the development of the document will be in the
tion and/or on the ISO list of patent declarations received (see www,isg:0rg/patents) or the IHC
tent declarations received (see http://patents.iec. ch).
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e name used in this document is information given for the convenience of users and does nd
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms an|

rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www. ig
foreword. html.
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technically revised. The main changes.compared to the previous edition are as follows:

— new

cument was prepared by Technical Commmittee ISO/IEC JTC 1, Information technology,
mittee SC 27, IT Security Techniques.

ond edition cancels and replaces the first edition (ISO/IEC 24760-1:2011) which has bee

-

terms have been added to Clause 3;

— so:]e definitions have been simplified and corrected;

— so
— the

— new

e terms have been déleted and some replaced;
ntroductory paragraphs of Subclause 5.1 have been reworded;

subclauses-5+4 and 8.5 has been created;
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Introduction

Data processing systems commonly gather a range of information on their users, be it a person, piece
of equipment, or piece of software connected to them, and make decisions based on the gathered
information. Such identity-based decisions can concern access to applications or other resources.

To address the need to efficiently and effectively implement systems that make identity-based decisions,
the ISO/IEC 24760 series specifies a framework for the issuance, administration, and use of data that
serves to characterize individuals, organizations or information technology components which operate
dn behalf of individuals or organizations.

or many organizations the proper management of identity information is crucial to maintain [security
f the organizational processes. For individuals, correct identity management is important td protect
rivacy.

he ISO/IEC 24760 series specifies fundamental concepts and operational\ystructures of |identity
hanagement with the purpose to realize information system management so that information|systems
an meet business, contractual, regulatory and legal obligations.

Q = =1 = O

—]

he goal of this document is to specify the terminology and concepts foridentity management,|in order
b promote a common understanding in the field of identity managément.

—
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INTERNATIONAL STANDARD ISO/IEC 24760-1:2019(E)

IT Security and Privacy — A frameworKk for identity
management —

Part 1:

1 Scope

This document defines terms for identity management, and specifies core concepts of identity and
lentity management and their relationships.

—

ot

[ is applicable to any information system that processes identity information.

2 Normative references

—

he following documents are referred to in the text in such alay that some or all of their] content
onstitutes requirements of this document. For dated referénces, only the edition cited applies. For
yYndated references, the latest edition of the referenced dgcument (including any amendments)|applies.

Q

et

bO/IEC 24760-2:2015, Information technology — Security techniques — A framework for|identity
nanagement — Part 2: Reference architecture and requirements

=

3 Terms and definitions

1

or the purposes of this document, the folflowing terms and definitions apply.

[P0 and IEC maintain terminologicalkdatabases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

- IEC Electropedia: available at http://www.electropedia.org/

3.1 General terms

311
ntity
em relevant for the purpose of operation of a domain (3.2.3) that has recognizably distinct existence

—

Noted to'entry: An entity can have a physical or a logical embodiment.

X AMPLE A person.an nrgqvnvnhnn 2 Hn‘nr‘a agroup of such lhamc 2 human subscriber tgo telecom

service, a SIM card a passport a network interface card a software appllcatlon a service or a website.
3.1.2

identity

partial identity

set of attributes (3.1.3) related to an entity (3.1.1)

Note 1 to entry: An entity can have more than one identity.

Note 2 to entry: Several entities can have the same identity.

Note 3 to entry: ITU-T X1252[13] specifies the distinguishing use of an identity. In this document, the term
identifier implies this aspect.

© ISO/IEC 2019 - All rights reserved 1
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3.1.3
attribute
characteristic or property of an entity (3.1.1)

EXAMPLE An entity type, address information, telephone number, a privilege, a MAC address, a domain
name are possible attributes.

3.14
identifier
attribute or set of attributes (3.1.3) that uniquely characterizes an identity (3.1.2) in a domain (3.2.3)

Note 1 tq entry: An identifier can be a specifically created attribute with a value assigned to be unique withiln
the domdin.

=xi

EXAMPLE A name of a club with a club-membership number, a health insurance card number together wit]
a name df the insurance company, an email address, or a Universal Unique Identifier (UUID) capn'all be used 4
identifiefs. In a voter’s register, the combination of attributes name, address and date of birthis sufficient
unambigpously distinguish a voter.

C wn

3.1.5
domain|of origin
domain (3.2.3) where an attribute (3.1.3) value was created or its value has-been (re)assigned

Note 1 toentry: The domain of origin can be provided as meta data for an attribute.

Note 2 t¢ entry: The domain of origin typically specifies the meaning@nd format of the attribute value. Such
specification can be based on international standards.

=)

Note 3 tp entry: An attribute can contain an explicit value that\references the domain of origin, e.g. an IS
country fode for a passport number as reference to the issuing«ountry that is the domain of origin of identitly
informatjon in the passport.

Note 4 t¢ entry: Operationally, a domain of origin can b available as an authoritative source for an attribute
(sometinjes known as the Attribute Authority). An_ authoritative source can be operated outside the actug
domain df origin. Multiple authoritative sources can.exist for the same domain of origin.

—_—

EXAMPLE The domain of origin of a clubsthembership number is the specific club that assigned the number.
3.1.6

referenge identifier

RI

identifiel (3.1.4) in a domain (3:2.3) that is intended to remain the same for the duration an entity (3.1.]
is knowh in the domain and-isnot associated with another entity for a period specified in a policy afte
the entify ceases to be khiown in that domain

-

—

(i

Note 1 tq entry: A referénce identifier persists at least for the existence of the entity in a domain and can exig
longer thlan the entity; e.g. for archival purposes.

Note 2 td entryA reference identifier for an entity can change during the lifetime of an entity, at which point th
old referenceidentifier is no longer applicable for that entity.

¢

EXAMPLE A driver license number that stays the same for an individual driver’s driving life is a persistent
identifier, which references additional identity information and that is a reference identifier. An IP address is not
areference identifier as it can be assigned to other entities.

3.1.7

principal

subject

entity (3.1.1) of which identity information is stored and managed by an identity management
system (3.4.8)

Note 1 to entry: Typically, in a context of privacy protection or where a principal is seen as having agency a
principal refers to a person.

2 © ISO/IEC 2019 - All rights reserved
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[SOURCE: ISO/IEC 24760-2:2015, 3.4, modified —The word "pertains" has been clarified and Note 1 to
entry has been reworded.]

3.2 Identification

3.21
identification
process of recognizing an entity (3.1.1) in a particular domain (3.2.3) as distinct from other entities

ote 1 to entru- The nraocess of identification annlicos vorification ta claimed ar oahcorvad attrihutaogs
J ¥ Fr

Note 2 to entry: Identification typically is part of the interactions between an entity and the servigesin p domain
and to access resources. Identification can occur multiple times while the entity is known in thefdomain.

3.2.2
vierification
drocess of establishing that identity information (3.2.4) associated with a particular entity (3.1.1) if correct

Note 1 to entry: Verification typically involves determining which attributes are’‘needed to recognize an entity in
aldomain, checking that these required attributes are present, that they have the\correct syntax, and exist within
aldefined validity period and pertain to the entity.

3.2.3
domain

domain of applicability
gontext

gnvironment where an entity (3.1.1) can use a set of attributes (3.1.3) for identification (3.2.1) ahd other
durposes
N

ote 1 to entry: In general, the domain of an identity is‘well defined in relation to the particular set of attributes.

Note 2 to entry: ITU-T X1252[13] uses the term context; this document prefers the term domain.

HXAMPLE An IT system deployed by an-organization that allows users to login is the domain for the user’s
lpgin name.

3.24

iflentity information

set of values of attributes (3.1.3) optionally with any associated metadata in an identity (3.1.2)

Note 1 to entry: In an(infermation and communication technology system an identity is present ag identity
information.

3.3 Authentieating identity information

3.3.1

duthentication
fbrmalized process of verification (3.2.2) that, if successful, results in an authenticated identity (3.3.2)
fpran entity (3.1.1)

Note 1 to entry: The authentication process involves tests by a verifier of one or more identity attributes provided
by an entity to determine, with the required level of assurance, their correctness.

Note 2 to entry: Authentication typically involves the use of a policy to specify a required level of assurance for
the result of a successful completion.

3.3.2
authenticated identity
identity information (3.2.4) for an entity (3.1.1) created to record the result of authentication (3.3.1)

Note 1 to entry: An authenticated identity typically contains information obtained in the authentication process,
e.g. the level of assurance attained.

© ISO/IEC 2019 - All rights reserved 3
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Note 2 to entry: The existence of an authenticated identity in a particular domain denotes that an entity has been
recognized in that domain.

Note 3 to entry: An authenticated identity typically has a lifespan restricted by an authentication policy.

3.3.3

identity information authority

I1A

entity (3.1.1) related to a particular domain (3.2.3) that can make provable statements on the validity
and/or correctness of one or more attribute values in an identity (3.1.2)

Note 1 tp entry: An identity information authority is typically associated with the domain, for instance“the
domain df origin, in which the attributes, which the IIA can make assertions on, have a particular significanhce.

Note 2 tolentry: The activity of an identity information authority can be subject to a policy on privacy protection.

Note 3 tq entry: An entity can combine the functions of identity information provider and idenitity informatiojn
authority.

3.34
identity information provider
identity|provider

1P
entity (3.1.1) that makes available identity information (3.2.4)

Note 1 t¢ entry: Typical operations performed by an identity informatien provider are to create and maintaip
identity information for entities known in a particular domain. An identity information provider and an identity
informatjon authority can be the same entity.

3.3.5
credentfial
represemtation of an identity (3.1.2) for use in authentication (3.3.1)

Note 1 td entry: As described in 5.4, customary embiodiments of a credential are very diverse. To accommodate
this widq range, the definition adopted in this dogunient is very generic.

Note 2 tp entry: A credential is typically (made to facilitate data authentication of the identity informatio
pertaining to the identity it represents. Data authentication is typically used in authorization.

=]

Note 3 t¢ entry: The identity information represented by a credential can, for example, be printed on humai
readable|media, or stored within ‘a_physical token. Typically, such information can be presented in a manng
designed|to reinforce its perceived validity.

—

Note 4 tp entry: A credential can be a username, username with a password, a PIN, a smartcard, a token, fa
fingerprint, a passport,-£tcl

3.3.6
verifier
entity (3.1.1) that performs verification (3.2.2)

Note 1 tolentry: A verifier can be the same as oractonbehalf of the entitv that controls identification of entitids
Y 7 7 y

for a particular domain.

3.3.7
relying party
RP

entity (3.1.1) that relies on the verification (3.2.2) of identity information (3.2.4) for a particular entity

Note 1 to entry: A relying party is exposed to risk caused by incorrect identity information. Typically, it has a
trust relationship with one or more identity information authorities.

4 © ISO/IEC 2019 - All rights reserved
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3.3.8

identity assertion

statement by an identity information authority (3.3.3) used by a relying party (3.3.7) for
authentication (3.3.1)

Note 1 to entry: An identity assertion can be the cryptographic proof of a successful authentication, created with
algorithms and keys agreed between parties, e.g. in an identity federation.

3.4 Management of identity

rocesses and policies involved in managing the lifecycle and value, type and optional metpdata of
ttributes (3.1.3) in identities (3.1.2) known in a particular domain (3.2.3)

ote 1 to entry: In general identity management is involved in interactions between parties wher¢ identity
imformation (3.2.4) is processed.

ote 2 to entry: Processes and policies in identity management support the functions of an identity information
uthority (3.3.3)where applicable, in particular to handle the interaction between an entity for which af identity
i$ managed and the identity information authority.

4.2

iflentity proofing

initial entity authentication
rification (3.2.2) based on identity evidence (3.4.4) aimed at achieving a specific level of assurpnce

ote 1 to entry: Identity proofing is typically performed as part of enrolment. Identity evidence cap also be
eeded during maintenance of registered identity information, e.g. recovery of a user account.

ote 2 to entry: Typically identity proofing involves a verification of provided identity information| and can
include uniqueness checks, possibly based on-biometric techniques.

Note 3 to entry: Verification for identity proofing is usually based on an enrolment policy that|includes
specification of the verification critefia-of the identity evidence to be provided by the entity.

Note 4 to entry: The verified identity information (3.2.4) obtained when performing identity proofirg can be
included in the registration and can serve to facilitate future identification of the entity.

3.4.3

danrolment

drocess to make amentity (3.1.1) known within a particular domain (3.2.3)
\

i

ote 1 to entry: Enrolment typically comprises the collection and validation of identity informption for
entificationfof an entity and the collection of the identity information required for identity registratign (3.4.6),
fpllowed-by'identity registration itself.

4.4

ic pnfify evidence
evidence of identity
information that can support validating identity information (3.2.4)

Note 1 to entry: Identity evidence is the presented and gathered information related to an entity that provides
the attributes needed for a successful identification or authentication at a specific (high) level of assurance.

3.4.5

identity register

IMS register

repository of identities (3.1.2)

Note 1 to entry: A typical identity register is indexed by a reference identifier.

© ISO/IEC 2019 - All rights reserved 5
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Note 2 to

entry: The identity information authority in a particular domain typically uses its own identity register.

However, an identity register can be shared between related domains, e.g. within the same commercial entity.

Note 3 to entry: The reliability of the identity information in an identity register is determined by the identity

proofing policies used during enrolment.

3.4.6

identity registration

registration

process of recording an entity’s (3.1.1) identity information (3.2.4) in an identity register (3.4.5)

3.4.7

referenfe-identifier generator

tool usefl during enrolment (3.4.3) to provide a fresh unique value for a reference identifier (3.1:6)
EXAMPLE A database management system can be the reference identifier generator when it assigns a uniqule
record nfimber to a new record being added to a table and the record number is used as reference identifier.
3.4.8

identity management system

mechan]sm comprising of policies, procedures, technology and other resources\for maintaining identity
information (3.2.4) including associated metadata

Note 1 tp entry: An identity management system is typically used for identification (3.2.1) or authentication
(3.3.1) off entities. It can be deployed to support other automated decisionS/sbased on identity information for ap
entity refognized in the domain for the identity management system.

[SOURCE: ISO/IEC 24760-2:2015, 3.3, modified — “of application” has been deleted after “domain” ip
Note 1 tp entry.]

3.49

registration authority

RA

entity (3.1.1) related to a particular domain (3:2.8) responsible for enrolment (3.4.3), identity proofing

(3.4.2) aind identity registration (3.4.6)

3.4.10

credentfial issuer

entity (3
domain

Note 1 to|
(smart)

Note 2 td
for the p1

Note 3 to
form of a

.1.1) responsible for provisioning of a credential (3.3.5) to a principal (3.1.7) in a specific
3.2.3)

entry: A credential (3.3:5) provisioned by a credential issuer can have a physical form, e.g. a membershijp
ard.

—

entry: The issuance of a credential (3.3.5) for a principal (3.1.7) can be recorded as an attribute (3.1.3
incipal, e,g. by recording the unique number of the token issued.

entrys.Acredential (3.3.5) provisioned by an issuer can be a username and password. A credential in thle
smartcard or similar security device, can be configured to validate a password off-line.

3.4.11

credential service provider

CSP

trusted entity (3.1.1) related to a particular domain (3.2.3) responsible for management of credentials
(3.3.5) issued in that domain

Note 1 to entry: It is possible that a CSP acts as credential issuer (3.4.10).

© ISO/IEC 2019 - All rights reserved
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3.5 Federation

3.5.1
federated identity
identity (3.1.2) for use in multiple domains (3.2.3)

Note 1 to entry: Some or all of the domains where a federated identity can be used can be formally joined as an
identity federation. Identity information providers of domains in the federation can jointly manage a federated
identity.

Note 2To entry: rnerederated iaentity Can be persistent or be a temporary one.

3.5.2

iflentity federation
dgreement between two or more domains (3.2.3) specifying how identity information (3.2.4] will be
gxchanged and managed for cross-domain identification (3.2.1) purposes

Note 1 to entry: Establishing an identity federation typically includes an agreemernt on the use of[common
protocols and procedures for privacy control, data protection and auditing. The federation agreement can specify
the use of standardized data formats and cryptographic techniques.

Note 2 to entry: The federation agreement can be the basis for identity-authorities in each of the ddmains of
applicability to mutually recognize credentials for authorization.

3.6 Privacy protection

et

h jurisdictions where certain types of legal entities ate granted the right of privacy protection, the
brm ‘person’ in the following definitions should be intérpreted to include such entities, otherwise the
brm ‘person’ is used in relation to a single human ifidividual.

=+

j.6.1

selective disclosure
drinciple of identity management (3.4.1)~that gives a person a measure of control over the| identity
nformation (3.2.4) that can be transferred to a third party, e.g. during authentication (3.3.1)

~.

.6.2

ninimal disclosure
rinciple of identity management (3.4.1) to restrict the request or transfer of identity information (3.2.4)
D a third party to the minimum information strictly required for a particular purpose

(slls o il S SV

od

ote 1 to entry: The principle of proportionality is related to minimal disclosure in so far as the effort ¢f control
itervention is reasonable in relation to the activity.

—

.6.3

seudonym
lentifier{(3.1.4) that contains the minimal identity information (3.2.4) sufficient to allow d verifier
B.3.6)-ta establish it as a link to a known identity (3.1.2)

=z Jam Nl o b

ote)1l to entry: A pseudonym can be used to reduce privacy risks that are associated with the use of identifiers
with I1xed or known values.

Note 2 to entry: A pseudonym can be an identifier with a value chosen by the person or assigned randomly.

3.6.4
ephemeral identifier
identifier (3.1.4) with a restricted validity period

Note 1 to entry: Typically, an ephemeral identifier is provided to a subject as a cryptographic credential to
represent an authenticated identity (3.3.2).

Note 2 to entry: Typically, an ephemeral identifier can only be verified in the domain (3.2.3) that created it,
possibly also in domains federated with this domain.

© ISO/IEC 2019 - All rights reserved 7


https://standardsiso.com/api/?name=5c658349e5cc80ad6b2aa9a4429c0bfe

ISO/IEC 24760-1:2019(E)

3.6.5

blinded affirmation

principle of identity management (3.4.1) of not providing identity information (3.2.4) for an entity (3.1.1)
to a third party except a statement that the entity is known in a domain (3.2.3)

Note 1 to entry: Blinded affirmation provides a strong level of protection for the privacy of a principal (3.1.7).

Note 2 to entry: Blinded affirmation can be realized with an ephemeral identifier (3.6.4) or pseudonym.

4 Symbotsanmdabbreviated terms

ICT Information and Communication Technology
IDM Identity Management

1P Identity Information Provider

1A Identity Information Authority

RI Reference Identifier

RP Relying Party

SSO Single Sign On

URI Uniform Resource Identifier

UuiD Universal Unique Identifier

5 Identity

5.1 General

An identity represents an entity in an ICT system as data to be stored or processed. The (businesg)
purposes of a particular domain of. application served by an ICT system determine which of thie
attributes pertaining to an entity areto be used in its identity. A persistently stored identity is the basis
for identification of a principal(’If-a persistent identity is not an identifier, identification can require
additionjal information from the-principal.

An idenfity can, in part@orfully, be represented by a credential issued to the principal. If an identit
is reprefented by such a credential, an identifier for the credential can be included in the registere
identity.

[SFS]

This dogument.considers any set of attributes that describe a particular entity as an identity for t
entity. Ih some~domains, the persistently stored identity information for different entities can be thie
same. I1] this case, additional information is used in identification to recognize an entity as distinc
where needed—n—other—standards—e st—the—explieit purpose—ofam—identity—is—the
capability of the identity information to distinguish entities from each other to the extent relevant for
applications in a domain (“in context”).

An entity can have multiple identities, each identity relating to at least one domain. An entity can
have multiple identities relating to the same domain. Some identities of an entity cannot be unique in
any domain.

NOTE1 The term entity is taken in a broad sense. It represents a physical person, a moral or legal person
(institution, company), an object (information, a system, a device), or a group of these individual entities.

NOTE2 A human is an entity in this document and has a single, whole existence. It can be described by many
different attributes. Different sets of these attributes form different identities for the same human entity.
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If an identity is not unique in a particular domain, it can serve to distinguish a group of entities in that
domain that share one or more characteristics from other entities that do not have such a characteristic.

The identity of an entity serves to make known relevant information of the entity in its interactions
with the services and access of resources provided by a domain. A domain specifies the type and range
of permissible values of attributes to be used for identification or other purposes.

NOTE 3 In some cases the term "partial identity" can be used to refer to a particular set of attributes taken
from a larger set of attributes, which in contrast can be referred to as the full identity — all available attributes
— of an entity in a domain. The preferred term in this document is identity.

A domain should deploy an identity management system conforming to the ISO/IEC 2476@)$eries to
hanage the identity information of the entities it intends to recognize.

=

3.2 Identity information

]

hformation pertaining to a particular entity in a domain is called identity inforfmation.

Y

F given identity information sufficiently distinguishes an entity from others in the context of a given
use case, then this identity information is a distinguishing identity.

]

Fthe combination of values contained in identity information is unigtie in the domain, then this|identity
hformation is an identifier of the entity.

—e

When a new identity is created for an entity in a domaim;yan identity information provider for the
domain can create values for required attributes of the néw identity. The new attributes can cgnsist of:

- Any information required to facilitate the interaction between the domain and the entity fpr which
the identity is created;

-+ Any information required for future identification of the entity, including description of agpects of
the physical existence of the entity;

4+ Any information required for futuré.authentication of the entity’s identity; or
-+ One or more reference identifiers.

The new identity information can be derived from identity information for the entity crgated in
the current or another domain. Deriving information can involve copying, collating, or crgating a
fgseudonym.
1

he domain shall ascertain that the created identity information accurately pertains to the entjity.

Ifentity information can be associated with metadata specifying, for instance, its origin, scope of use,
and period ,of{validity. Identity information metadata can itself be identity information and can be
included imthe identity it relates to.

[l

Hentity~information and its associated metadata can be changed. Procedures and conditions for

hanging, updating, and creating identity information shall be specified in approprlate policigs. These
Jfilag oo 1 alraaning racode Fou S it o hoca e Licing oo dictingiii ch hatwvznan o 1y b f

Ull\/lbd calr lll\,luu\/ l\\,\/}lllls I'CCUIruo 1U1 (Auull.llls TIIICOC PUAI\,I\/J calr ulJLlllsulJll ULVVOUITI ad 11U m er O

tasks and activities relating to the identity lifecycle (see 7.2), including:

Q

— requesting and receiving information from external sources;
— verifying and validating;

— qualifying and categorizing;

— recording;

— provisioning;

— archiving; and
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— deleting.

5.3 Identifier
The unique attribute or attributes in an identity used as an identifier can be:
— available to the entity for exclusive use in the domain of origin; or

— suitable for use in domains other than the domain of origin.

An identfifier can be constructed in a domain of origin from scratch, can be the result of observation;gr
can be blased on presented identifiers.

NOTE 1 | In some cases, e.g. single sign on, an identifier can be created with the purpose of being also use
outside the domain of origin.

NOTE 2 | Insome cases, the identifier alone cannot be sufficient to distinguish the entity from another entity i
a domair] different from the originating domain. In this case, the other domain can, depending on the use of the
identifier, need additional identity information. An example of this can be a library memlyegship card containinjg

the mempership number as identifier that also gives regular access to a museum, whéreg; if the museum has a
exhibit agcessible over a certain age, this additional information is being asked.

5.4 Credential

5.4.1 [General
A credeItial can exist in different formats:

— asipformation only known to the principal and the identity management system, e.g. a password, p
PIN]a passphrase;

— non}secret information known to the principal\and possibly other entities, e.g. a username;
— as aldigital record containing identity information;
— as a|document with printed identity(information possibly machine readable;

— asa|portable processing deviceseig. smart card., with identity information stored in its (persistent)
merpory; or

— as alcombination of thesé formats.
NOTE 1 | For human entities (persons), credentials are often in the form of physical objects held by the perso

whose identity is represented by the credential. Credentials indirectly represent the domain of the identity
represenfs, e.g. for a seéret context as the context where the secret can be validated.

- =

NOTE 2 | If a secxét credential does not have an unique value, additional information such as a username orfa
biometrif sample can be required for authentication. This information can be provided by a separate credential.

NOTE 3 A ph\mirnl credential can he lmiqnp in the domain of the issuer For m(nmplp a passport nniqnp y
identifies a person (entity) as a citizen of a country (domain).

NOTE4 A credential can also be viewed as an entity in its own right with a specific identifier, e.g. a passport
identified by a unique passport number.

A credential can contain information that facilitates verification of the contained identity information
at a given level of assurance. Appropriate verification techniques will depend on the application and the
form of the credential used, and can include:

— areference to the domain of origin, e.g. a name or a URL;

— areference to the credential issuer, e.g. a name or a URL;
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— secret information only known to the entity, e.g. a password;
— biometric reference data;
— physical characteristics that are difficult to copy such as

— awatermark,

— security printing,

— 2 hnlngrnm, Qr

— aphysically unclonable function (PUF);

-+ asecret cryptographic key;

1+ acryptographic public key;

-+ apublic key certificate;

1 adescription of the parameters for cryptographic keys; or

+ areference to a specification for identity proofing or the levelof-assurance of contained|identity
information, e.g. an international standard.

=z

OTES5 The information in a credential intended to supportvefification allows a third party to dssert the
hysical integrity of the credential or the logical integrity of thejidentity information it contains. This sypporting
nformation allows a verifier to gain assurance in any information it obtains from the credential. A verifier can
se additional information, e.g. obtained from the domain,where the credential was issued, in order to make the
etermination of integrity of the credential and the information it contains.

—

o the extent permitted by relevant legislation\or regulation, information in a credential that is used
tp support verification information in a credential pertaining to a person should be chosen tq protect
rivacy, e.g. to enable anonymous or pseudenymous cryptographic operations.

credential can additionally suppért cryptographic methods to authenticate and protect the
nfidentiality of the identity information the credential represents. These cryptographic methods can
sjupport selective disclosure of this/information.

credential can act as ap~identifier for an entity in the domain where the credential is ifsued. A
edential can be used agiidentity evidence for enrolment in another domain.

4.2 Credential management

credential shall be associated with the entity it represents and any identity information it fontains
shall be correct at the time of its issuance. A domain where credentials are issued in a physifal form
n associate each credential with a unique identifier and issuance of a credential can be recogded in a
gister~A credential register shall be implemented in accordance with ISO/IEC 24760-2.

OTE To enhance protection of privacy, a credential register can be disjoint from the identity regisjter in the
dommaimof fssuance:

Principles for the management of a credential are described in ISO/IEC 29115.

6 Attributes

6.1 General

An attribute of an identity describes the state, appearance or other qualities of an entity relevant in a
domain. Each attribute has its own semantics to govern the interpretation of the values the attribute
can take. The semantics of an attribute can be explicitly defined, e.g. by reference to an international
standard for the equipment to establish its value.
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An attribute has a type, value, and an operational context. An attribute can have a name that can be
used to reference it. Depending on the use of the value of an attribute, its operational context is its
domain of origin or the domain of applicability.

Clearly defined and documented semantics and syntax shall be specified for attributes.
NOTE For an IT system that implements identity management, it is mandatory that for each data element

that represents an attribute, its internal and external representation (syntax) and the ways it can be processed
(semantics) are explicitly defined in the system's design documents.

6.2 Types of attribute

Attributies can be classified into one or more types, which include, but are not limited to, the followingt

—

NOTE The classification of attributes here is given as an example. Some attributes can be classified undg
multiple fypes.

— Information about physical existence, such as:
— |biographical details;
— |home or business address;
— |employer;
— |employment history;
— |device location;
— Information describing the entity’s evolution over time$uch as:
— leducational degree;
— |competency qualifications;
— lawards;
— |installed applications;
— |device configuration;
— Infdrmation intrinsic to the physical existence of the entity, such as biometrics;
— Information assigned tothe entity, such as:
— [title;
— [role;

— [digital signature;

— Social Security mumber;

— citizenship number;

— passport number;

— manufacturer’s serial number;

— network (mac) address;
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cryptographic key;

— Reference to an object that represents identity information for the entity, such as:

passport;
educational diploma;

business card;

articles of inr‘nrpnrqfinn;

=z [eMlonli—

<

=z

-

6.3 Domain of origin

The domain of origin of an attribute can provide metadata for an attribute to indicate:
+ the range of values of an attribute;

-+ uniqueness of attribute values;

-+ the encoding of the attribute value;

—+ the time of creation or verification of attributes or identities;

-+ the time of expiration of attributes or identities;

+ the method of establishing the value of attributesor identities;

1+ the method of verification of the value of attributes;

—+ the mechanism to obtain a human readakle representation of an attribute value.

he domain of origin of an attribute, orlahy of the information specified by the domain of or
e explicitly specified as part of thevattribute value, e.g. with a reference to a system sped
ocument or to applicable standards:

OTE 1
Fhen needed, e.g. in a discovery process.

OTE 2
R, to a system specification document that is included in the attribute type definition.

NOTE 3

7 Managing identity information

1.1 ‘General

vehicle registration.

An explicit domain of\origin can be specified as part of the value of the attribute or be de

Attribute preperties indicated by a domain of origin can be indicated with a unique refer

The value’of an attribute that includes metadata can be called a composite value.

gin, can
ification

termined

ence, e.g.

A domain can use an identity management system to support its interaction with entities, e.g.
authentication.

Identity Management covers the lifecycle of identity information from initial enrolment to archiving or
deletion.

Identity Management includes the governance, policies, processes, data, technology, and standards,
which can include:

— application(s) implementing an identity register;

— authenticating the identity;

© ISO/IEC 2019 - All rights reserved
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— establishing provenance of identity information;

— establishing the link between identity information and an entity;

— maintaining the identity information;

— ensuring integrity of the identity information;

— providing credentials and services to facilitate authentication of an entity as a known identity;

— mitigating the risk nFidpnfify information theft or misuse

7.2 1

entity lifecycle

Figure 1 shows the lifecycle of an identity in an identity management system. Initially no.informatio
is presgnt, and an entity is unknown. After deleting all identity information for amyentity, it i
unknown again.

NOTE

The foll

From the perspective of an identity management system, an unknown entity does not exist.

wing stages in the identity lifecycle have been identified:

— UnKnown: no information is present in the identity register that can‘bé used to identify an entit

whi

rh is hence unknown.

— Established: required identity information has been verified.during the enrolment process (se

8.3)
bee

— Act

additional information, e.g. a reference identifier, has.been generated, and the information ha
n registered (see 8.4).

ve: identity information is present in the identity management system, which allows the entit|

to ifteract with services and utilize the resources available in a domain of applicability, for instanc

the

— Sus

bntity can be entitled to initiate an active se§Sion in an IT system.

pended: identity information is preseft in the identity management system specifically t

indicate that the entity cannot utilize the'resources of the domain.

— Arc
enti

ky no longer exists in the domain. Archived information is not available for recognizing the entit

except possibly during re-enrolment. When the entity re-enrols, the archived information can b
usedl to establish a new ideftity for the entity, which can include some of the archived informatio

(res

14

tore).

unknown
anrol

anm.’nmnt / restore

hived: identity information for an‘entity is still present in the identity register, even though thie

[Z0=]

wv O

NS

[=]

4
e

n

reactivation maintenance

Figure 1 — Identity lifecycle
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The following transitions can be applied in managing the lifecycle:

— Enrolment includes identity proofing and registration of an identity with verified and generated
identity information. See 8.3.

— Activation is the addition of identity information to the information stored in the identity register
for an entity specifically to enable the entity to access resources and interact with services provided
by a domain.

— Maintenance is the update of identity information stored in the identity register for an entity. See
Clause 10.

-+ Identity adjustment is an update of the information in the identity register for an entity, wihere the
new information gives rise to the modification of activation information.

-+ Suspension is marking some of the identity information stored in the identityregister for an entity
as being temporarily unavailable for use. Suspension can be achieved byremoving access rights
expressed in the stored identity information.

—+ Reactivation is the reversion of the suspension.
+ Delete is the complete removal of the identity information in acegistered identity.

1+ Archive is the partial removal of identity information from the identity register for ap entity,
such that the information is only available for statistical’processing and can only be accpssed as
pertaining to an entity with additional information previded by the entity.

1+ Enrolment/restore is an enrolment process, where some of the identity information|used as
identity proof is obtained from the identity register.

8 Identification

8.1 General

Iflentification determines that a presented identity contains the information required to establiish that

— the entity is already known in the domain; or

- the entity qualifies to become known in the domain.

Ifentification can uSejthe identity information associated with a particular entity to determing if

- an identitylready exists for the entity;

— the entity matches the known or presented or observed identity information;

—+ theentity is uniquely associated with the identity:.

Aftér identification, the domain can actively distinguish the entity and the entity’s interactigns with
the domain from any other entity it has also identified.

NOTE1 This document presents identification from the perspective of a domain. In mutual identification both
parties are both entity and domain.

Identification involves associating a set of attributes both with an entity and an identity. The value of
these attributes can be:

— determined by observation;
— provided by the entity;

— retrieved from the identity register;
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— provided by another source; or
— assigned during the process.

Identification can be followed by authorization in establishing entitlements for the entity to access
resources and interact with services provided by the domain. See 7.2.

In a system where access to resources or interaction with services involves identity-related risks, the
required level of assurance in identification shall be specified based on the type and level of identity
risk to the resource, and the type of interaction with the service for which an entitlement can be
established. See Clause 9.

Identifidation can be for a single purpose, specific to the domain, or for multiple different pufposes.
Identifidation is part of many identity management processes, for instance as defined-inm ISO
IEC 29115[11] for IT systems.

A procegs for identification shall be specified with the following principles:

— Risk Risks associated with the use of the identity of entities shall be assessed,and treated to the
degree necessary for them to be acceptable;

NOTIE1 Different levels of assurance in identification can be associated-with different levels of risk
associated with the access to different resources and interaction with different services.

— Quality of Information Identity information shall be verified to provide sufficientlevel of assurange
in the correctness for the purposes of its use;

=]

— Datd minimization When identifying people, no more identity information shall be collected tha
necg¢ssary.

NOTE 2 | Assessing risks involves consideration of the quality of the available information and of the means tjo
establishlits correctness.

NOTE 3 | Selection of suitable risk mitigation options includes ensuring that the cost is proportional to the risk.

8.2 Vgrification

New ideptity information shall be vetified. Verification can also be performed for identity informatio
that is retrieved from an identity register or from an identity information provider.

-

Verification of identity informration shall ensure that it:
— is present in an approved format;
— confains a valuedhat meets criteria specific to the domain or the purpose of identification;

— originated within a required validity period; or

— orig|inated from a reliable source.
NOTE erirication can also provide mpu 0 1dentirication and IS result can be Sspecilic to € particular

circumstances, e.g. location and time of that process.

Verification can also establish that an attribute pertains to the physical existence of an entity, e.g. match
a biometric sample from the entity with a biometric template contained in its identity.

Verification can establish that all the presented attributes pertain to the same entity and are consistent
with its physical existence.

Verification can include an examination of the validity of attributes not required for the identification
process which can be used during interaction with services and access to resources provided by the
domain after identification, e.g. a language preference, an account number.
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8.3 Enrolment

019(E)

Enrolment can result in the creation of one or more identities for the enrolled entity. In particular, a
reference identifier can be created. Created identity information is registered as the enrolled entity’s
identity in a domain; identity information selected from the identity evidence can also be registered

with this identity at the time of enrolment.

The value of the unique attribute(s) in a created identity can be chosen by the entity or can be assigned
by the identity management system, e.g. based on the reference identifier created at registration of the

identity for the enrolled entity.

]

F the entity determines the value of an identifier created during enrolment, the IDMS shotild e
yniqueness.

=z

OTE A physical object, e.g. a membership card, can contain an identifier that\has been creatd
enrolment.

o0

4 Registration

n identity management system can enter identity information for"the entities it intends to r¢
h an identity register. Enrolment includes the first registration of identity information.
egistration can happen at other occasions.

e N

=z

OTE1  After registration, an entity has become known.inthe domain and the lifecycle of its ide
farted.

(%)

owl

egistration can be for a specific or indefinite dugation. National legislation can impose restric
he actual duration of indefinite registration, including when and how indefinite registration c

—

br removal. With the deletion of all identity information for the entity, the entity shall be 1
Fom the identity register. However ag détermined by an appropriate policy, a domain can ret3
Hentity information for archival and auditing purposes, and, in this case, the identity will 1
fecycle stage archived (see 7.2). lnjparticular, a reference identifier can be retained to prevent
s a reference to another entity.

[V el e M~ W

o |

he identity stored in an-identity register shall have a reference identifier that is unique am
tored identities. A reference identifier shall have the same value for the duration of registi
lentity informatiomfor'a particular identity.

—n

A reference identifier can be intended for exclusive use inside the domain that operates the
managementsystem.

=z

OTE 2 _~A'reference identifier, if not used exclusively by a domain, can be available for use as an att
he identity an entity presents for identification in another domain.

ot

Hnrolment can include the capture of biometric data as identity information for the enrolled erJtity.

hsure its

d during

pcognize
Further

ntity has

tions on
hn end.

nless prevented by legal requirements, registration shall end at a request by, or on behalf of, the entity

removed
in some
e in the
tsreuse

bngst all
ation of

identity

ribute in

ifiers. A

Thelidentity information stored in an identity register can include multiple reference ident

reference identifier can be used to indicate a particular partial identity for the entity in a domain.

8.5 Identity proofing

8.5.1 General
The purpose of identity proofing for a domain is to establish a specific level of assurance that:
— selected attributes for an entity have a particular value;

— these attributes actually pertain to a particular entity;

© ISO/IEC 2019 - All rights reserved
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— where required in a domain, no other entity is known in the domain to whom the same attributes
pertain.

NOTE1 In a domain where the persistently stored identity information is not unique, it can be required to
only create an identity for entity that is not already identified. In this case, the identity management system can

store additional persistent information, not linkable to the identity information, to support determining that the
identity for an entity being proofed is unique.

NOTE 2  Aregistration authority is responsible for identity proofing.

NOTE 3 Rogiivaronntc fon i dantibyy oo fing ava coaoifiad o 1CA/IDC TC HO0NND
O o T CIIe S TOT 1Oty prooTrg ot CopttmC O TIr oo TG TO 2 JUUoT

8.5.2 [dentity evidence

Identity|evidence shall be used to establish attribute values for registration of an entity in-a*domain.
Credentjals issued in a domain can be used as identity evidence in another domain. Thesecredentials
can be pfesented by an entity. Alternatively, they can be obtained from an identity information providegr
in anoter domain where the identity is known based on information provided by the entity.

Attribute aggregation, verifying multiple credentials from the same or different.domains, where each
of the cfedentials provides a level of assurance less than required for th€ nesult, can be applied t
achieve p required level of assurance in an attribute value and in establishing the value as pertaining t
a specific entity.

[© e

The identity information authority for a domain where a credential*has been issued can support thie
verificaflion of identity information during identity proofing by:

(s

— proyiding a limited, authenticated set of valid attribute<vdlues, e.g. a list of street names, distrig
nunjbers or neighbourhood names;

— publishing format and other physical or logical praperties of valid credentials issued by its domairn;
— publishing policies applied to identity proofing'and identity information maintenance;

— proyiding a public key in a public key infrastructure shared with the proofing registration authoritly
to vhlidate digital signatures used to-authenticate a credential or data represented by it;

— proyiding an on-line service to\validate presented attributes as about an entity known in ifs
donjain; or

— proyiding an on-line service to obtain additional attributes for an entity known in its domain.

9 Authentication

Successful authentication of an entity in a domain, at a specific level of assurance, gives a relying part
confiderjce in the“Correctness and applicability of the verification result. ISO/IEC 29115[11] specifie
levels of|lassurarice.

An identlity‘management system conforming to ISO/IEC 24760 shall specify for each of its authenticatioh

processes:

n <<

— policies for verification of identity information;

— mechanisms for establishing the validity and correctness of an authenticated identity;

— the period of validity of an authenticated identity;

— mechanisms for the recording and auditing; processing steps and (intermediate) processing results.

NOTE Authentication relates to a security model of perimeter control where a strict verification at the
entrance gives authorization to enter a specific area of activity for a specific period of time.
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10 Maintenance

An identity management system can perform maintenance on identity information it has regis
changing one or more of the attribute values in an identity.

tered by

An identity management system shall specify mechanisms for maintaining the integrity and accuracy
of attributes it stores. It shall maintain the identity information stored in the register as an accurate

representation of the identity.

An identity information authority shall provide the most accurate data available for an identity in a

fdrocess that respects privacy.

11 Implementation aspects

oY

n identity management system can be:

4 centralized — A fully centralized system has a single identity register and,a single point o
over enrolment and access to the stored identity information;

—+ distributed — An identity management system can have multiple|identity registers and
points of control over enrolment and access to registered identity information;

-+ user-centric — An identity management system is user-¢entred when it allows the entitie
an active role in the management of the identity infexnration stored in the identity register

+ federated — Federation allows an identity management system that does not contain 1
identity information in its own register to triist identity information from, and identity as
made by, another identity management system. In this case, the other identity managemen
acts as an identity information authority:

Ih situations where entities interact with-multiple domains, identity federation is intended to:

- facilitate identity proofing;

— facilitate authentication;

— facilitate enrolment;

— improve user experience.

NOTE 2  Identity federation is especially suitable for entities (and domains) that interact with domai
Internet.

12 Privacy

f control

multiple

NOTE1 A more centralized system typically displays less complexity but is more rigid in structyre.

5 to play
see 8.4);

required
sertions
L system

hs on the

sures to

Arlidentity management system conforming to the ISO/IEC 24760 series shall implement mea

protect the privacy of the human entities It Interacts with. The design of such a system sha
specify any sensitive information it processes.

1 clearly

An identity management system conforming to the ISO/IEC 24760 series should provide privacy-related

capabilities to:

— implement mechanisms, including policies, processes; and technology, for minimal disclosure;

— authenticate entities that use identity information;
— minimize the ability to link identities;

— record and audit the use of identity information;
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