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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.

ISO and

IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the IS
of docur
[EC Dire

ISO and
use of (4
claimed
received
are caut
databas
respons

Any tra

constitufte an endorsement.

Forane
related
Organiz

In the IHC, see www.iec.ch/understanding-standards.

O/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
hent should be noted. This document was drafted in accordance with the editorial rules offthe ISO/
ctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[EC draw attention to the possibility that the implementation of this documentymay involve the
1) patent(s). ISO and IEC take no position concerning the evidence, validity or,applicabilitly of any
patent rights in respect thereof. As of the date of publication of this document;.ISO and IE(Q had not
notice of (a) patent(s) which may be required to implement this document. Hewever, implementers
ioned that this may not represent the latest information, which may be'‘obtained from the patent
p available at www.iso.org/patents and https://patents.iec.ch. ISO\arid IEC shall not [be held
ble for identifying any or all such patent rights.

le name used in this document is information given for the Convenience of users and ¢loes not

kplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
to conformity assessment, as well as information about ISO's adherence to the World Trade
htion (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.

This document was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,

Subcompnittee SC 27, Information security, cyberseelirity and privacy protection.

This foul
revised.

The mai

— new terminology has been added;

— ASs
— VEs

Irth edition cancels and replaces the third edition (ISO/IEC 24759:2017), which has been teghnically

h changes are as follows:

VEs and TEs have béen‘updated according to ISO/IEC 19790:2025; and

and TEs have béen'corrected or updated to improve efficiency.

Any feddback or questions on this document should be directed to the user’s national stiandards
body. A complete listing of these bodies can be found at www.iso.org/members.htinl and

www.ie

L.ch/natiehal-committees.
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Introduction

In information technology there is an ever-increasing need to use cryptographic mechanisms, such as for the
protection of data against unauthorized disclosure or manipulation, for entity authentication, and for non-
repudiation. The security and reliability of such mechanisms are directly dependent on the cryptographic
modules in which they are implemented.

ISO/IEC 19790 provides four increasing, qualitative levels of security requirements intended to cover a wide
range of potential applications and environments. The cryptographic techniques are identical over the four
security levels defined in this document. The security requirements cover areas relative to the design and
implementation of a cryptographic module. These areas include:

— cryptographic module specification;
— cryptographic module interfaces;

— roley, services and authentication;
— softjware/firmware security;

— operational environment;

— physical security;

— nonfinvasive security;

— sengitive security parameter management;
— selfjtests;

— life-cycle assurance; and

— mitigation of other attacks.

This doqument specifies the test requirements forcryptographic modules conforming to ISO/IEC 19790:2025.

© ISO/IEC 2025 - All rights reserved
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Information security, cybersecurity and privacy protection —

Test

requirements for cryptographic modules

1 Scope

This do
module
provide

laboratdries.

This do

support|ng evidence to demonstrate their cryptographic modules’ conformity to the‘riequirements s

in ISO/I

Vendors

2 No

qurmrent specifies the methods to be used by testing taboratories to test whether the crypt
conforms to the requirements specified in ISO/IEC 19790:2025. The methods are deve
a high degree of objectivity during the testing process and to ensure consistency across'th

ument also specifies the information that vendors are required to provide testing labora

EC 19790:2025.

rmative references

graphic
oped to
b testing

ories as
pecified

can also use this document to verify whether their cryptographic modules satisfy the requirements
specifiedl in ISO/IEC 19790:2025 before applying to a testing laboratory fof-testing.

The follgwing documents are referred to in the text in such a way that some or all of their content conlstitutes

requiremnents of this document. For dated references, only the-edition cited applies. For undated re

the late

ISO/IEC[19790:2025, Information security, cybersecurity and privacy protection — Security requiren

cryptog

ISO/IEC|20085-1, IT Security techniques — Test\tool requirements and test tool calibration methods f
testing Hon-invasive attack mitigation techniques in cryptographic modules — Part 1: Test tools and tec

[SO/IEC|20085-2, IT Security techniques = Test tool requirements and test tool calibration methods f
testing non-invasive attack mitigation‘techniques in cryptographic modules — Part 2: Test calibration
and appqratus

ISO/IEC|20543, Information technology — Security techniques — Test and analysis methods for ra
generatqrs within ISO/IEC 19790 and ISO/IEC 15408

3 Tenms and definitions

For the
ISO and
— ISO
— IEC

3.1
validat

dt edition of the referenced document (including anyyamendments) applies.

naphic modules

EC maintain terminology databases for use in standardization at the following addresses:

erences,
ents for
pr use in
thniques
pr use in

methods

ndom bit

g apply.

;Lurposes of this document, the terms and definitions given in ISO/IEC 19790 and the followi

Online browsing platform: available at www.iso.org/obp;

Electropedia: available at www.electropedia.org.

ion certificate

assertion by a certification body that a cryptographic function has been tested and found to be a correct

implem

entation of the target cryptographic function

© ISO/IEC 2025 - All rights reserved
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3.2

vendor affirmation

statement from a vendor that a given implementation of a security function is correct and meets all relevant
requirements from related standards, based on their own internal assurance activities

Note 1 to entry: Rules on acceptable vendor affirmations are set by individual certification bodies who independently

define evidence requirements for a given vendor affirmation and can require review by an independent testing
laboratory.

4 Symbols and abbreviated terms

For the

ACL access control list

API application programming interface
CBC cipher block chaining

CPLD complex programmable logic device
CSp critical security parameter

ECB electronic codebook

EDC error detection code

EFP environmental failure protection
EFT environmental failure testing

FPGA field programmable gate array

FSM finite state model

HDL hardware description language
IC integrated circuit

PC personal computer

PIN personal identification number
PSP public secufity’parameter

RBG random bit generator

SSP sensitive security parameter

5 Document organization

5.1 General

Clause 6 specifies the methods that shall be used by testing laboratories and the requirements for
documentation that vendors shall provide to testing laboratories.

6.2 to 6.12 includes eleven subclauses corresponding to the eleven areas of security requirements from
ISO/IEC 19790:2025. Clause 7 corresponds to ISO/IEC 19790:2025, Annex A, and Clause 8 corresponds to
ISO/IEC 19790:2025, Annex B.

© ISO/IEC 2025 - All rights reserved
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ISO/IEC 19790:2025, Annexes C, D, E, F and G do not currently include any assertions and are not covered by
this document.

5.2 Assertions and security requirements

In Clauses 6, 7 and 8, the corresponding security requirements from ISO/IEC 19790:2025 are presented in
Table 1 to 429, each dedicated to an individual assertion (i.e. statements that shall be true for the module to
satisfy the requirement of a given area at a given level).

All of the assertions are direct quotations from ISO/IEC 19790:2025, however what is quoted in each table
can be part of a longer sentence or list that is not replicated in this document. For this reason, it is important
that the entire text of lQﬂ,/lF'(‘ 19790:2025 he used to fullv understand everv assertion’s definition. context

and conglitions.

The assgrtions are denoted by the form:
AS(requlirement_number).{requirement_number)

where “requirement_number” is the number of the corresponding area specified ip ISO/IEC 19790:2025
(i.e. 1 to[11 and A to G), and “sequence_number” is a sequential identifier for assertions within a sybclause.
After the statement of each assertion, the security levels to which the assertion‘applies (i.e. levels 1 fo 4) are
listed in|parentheses.

Followinjg each assertion in its corresponding table is a set of requirements levied on the venddr. These
requirements describe the types of documentation or explicit inforthation that the vendor shall pijovide in
order fof the tester to verify conformity to the given assertion. These requirements are denoted by the form:

VE(requlirement_number).(assertion_sequence_number).(sequence_number)

where {requirement_number” and “assertion_sequencenumber” are identical to the corregponding
assertioh requirement number and sequence number, and “sequence_number” is a sequential identifier for
vendor lequirements within the assertion requirement.

Following each assertion and the requirements levied on the vendor in the table, there are ja set of
requirements levied on the tester of the cryptographic module. These requirements instruct the tedter as to
what hefor she shall do in order to test the {ryptographic module with respect to the given assertion. These

requireIents are denoted by the form:
TE(requlirement_number).(assertiofiz=sequence_number).(sequence_number)

where {requirement_number”“anhd “assertion_sequence_number” are identical to the corregponding
assertioh requirement number and sequence number, and “sequence_number” is a sequential identifier for
tester rgquirements within the assertion requirement.

Tables gjive the assertions ASs, the requirements levied on the vendor VEs, the requirements levied on the
tester TEs, notes if'applicable and examples if applicable.

A certification body may modify, add, or delete either VEs or TEs, or both, in this document.

5.3 Assertions with cross references

For clarity, some assertions have been provided and cross references to other assertions and related text
have been put between curly brackets “{” and “}".

© ISO/IEC 2025 - All rights reserved
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6 Security requirements
6.1 General

Table 1 — VE and TE of AS01.01

General —levels 1, 2, 3 and 4

AS01.01 This clause specifies the security requirements that cryptographic modules shall follow.
ISO/IEC
19790:2025,
7.1

Requirqd test procedures

This assrtion is not separately tested.

Table 2 — VE and TE of AS01.02

Generall— levels 1, 2, 3 and 4

AS01.02 A cryptographic module shall be tested against the requirements-6f each area addyessed in
ISO/IEC[19790:2025, |this clause.
7.1

Requirqd test procedures

This assgrtion is not separately tested.

NOTE 1 [The tests can be performed in one or more of the following manners.

a)l The tester performs tests at the tester’s facility.

b)Y The tester performs tests at the vendor’s facility.

c)] The tester supervises vendor performing tests at the vendor’s facility.

1) Rationale is included that explains whyi\the tester could not perform the tests.
2) The tester develops the required test plan and required tests.

3) The tester directly observesthe tests being performed.

d] The tester can reference existing evidence of compliance (e.g. third party certificate or test repont) where
permitted by a given certification body or accreditation body for the testing laboratory.

NOTE 2 An assertion fails if any of\its subsequent tests fail.
NOTE 3 [The accreditation body-for testing laboratory refers to ISO/IEC TS 23532-2.

Table 3 — VE and TE of AS01.03

Generall— levels 1,2, 3 and 4

AS01.03 The cryptographic module level shall be independently determined in each area.

1SO/IEC
19790:2p25;7.1

Required test procedures

This assertion is not separately tested.

© ISO/IEC 2025 - All rights reserved
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Table 4 — VE and TE of AS01.04

General — levels 1, 2, 3 and 4

AS01.04

ISO/IEC
19790:2025, 7.1

All documentation, including copies of the user and installation manuals, design specifications and
life cycle documentation shall be provided for a cryptographic module that undergoes independent
testing.

Required test procedures

This assertion is not separately tested.

6.2 Cryptographic module specification

6.2.1 [ryptographic module specification general requirements

Table 5 — VE and TE of AS02.01

Cryptographic module specification general requirements — levels 1, 2, 3 and 4

AS02.01

ISO/IEC
19790:2p25,7.2.1

A cryptographic module shall be a set of hardware, software, firmware, orf some combing-
tion thereof, which at a minimum, implements a defined cryptographie’service employing an

approved security function as specified in ISO/IEC 19790:2025, Aune€éx C, or process, and|is con-
tained within a defined cryptographic boundary.

Requirdd test procedures

This assgrtion is not separately tested.

Table 6 — VE and TE of AS02.02

Cryptographic module specification general requirements — lévels 1, 2, 3 and 4

AS02.02

1SO/IEC
19790:2p25, 7.2.1

The documentation for cryptographic medule specification specified in ISO/IEC 19790:2/025,
A.2.1 shall be provided.

Requirdd test procedures

This assgrtion is tested as part of ASA.01.

6.2.2 [I'ypes of cryptographic modules

Table 7 — VE and TE of AS02.03

Types of cryptographic modules — levels 1, 2, 3 and 4

AS02.03

ISO/IEC
19790:2025, 7.2.2

A cryptographic module shall be defined as either a hardware module, firmware module} hybrid
firmware module, software module, or hybrid software module.

Requirdd vendor.information

VEO02.03]01 The vendor shall provide a description of the cryptographic module describing the type ¢f cryp-
tographic module. It will explain the rationale of the module type selection.
VEOZ.OQ o2 Thevendorshall nravide 2 opnrif:ir‘f)fir\n ofthao r‘rypfnqup]«ir moduleidentifuinag all hard ware

J o
and either software and firmware components of the cryptographic module as applicable.

Required test procedures

TE02.03.01 The tester shall verify that the documentation provided by the vendor identifies one of the mod-
ule types listed in AS02.03.
TE02.03.02 The tester shall review the specific documentation provided by the vendor, by identifying all

hardware and either software or firmware components (AS02.13 to AS02.16), to verify that the
cryptographic module is consistent with the type of the cryptographic module.

© ISO/IEC 2025 - All rights reserved
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Table 8 — VE and TE of AS02.04

Types of cryptographic modules — levels 1, 2, 3 and 4

AS02.04

ISO/IEC
19790:2025, 7.2.2

For hardware, firmware or hybrid firmware modules, the applicable physical security
and non-invasive security requirements specified in ISO/IEC 19790:2025, 7.7 and ISO/IEC
19790:2025, 7.8 shall apply.

Required test procedures

This assertion is not separately tested.

6.2.3 Cryptographic boundary

6.2.3.1 | Cryptographic boundary general requirements

Table 9 — VE and TE of AS02.05

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.05

ISO/IEC
19790:225, 7.2.3.1

A cryptographic boundary shall consist of an explicitly defined perimeter (i.e. set of hajrdware,
software or firmware components) that establishes the boundary ofall components of|the
cryptographic module.

Requirqd vendor information

VE02.05/01

The vendor-provided documentation shall specify all components within the cryptographic
boundary.

Requirdd test procedures

TE02.05{01 The tester shall review the vendor-provided documentation and inspect the cryptographic
module to verify that all the components speeified in AS02.13 to AS02.16 are within thg cryp-
tographic boundary.

TE02.05}02 The tester shall review the vendor-provided documentation and inspect the cryptographic

module to verify that there are no unidentified components which are not specified in AS02.13
to AS02.16 within the cryptographie boundary.

Table 10/— VE and TE of AS02.06

Cryptographic boundary — levels 1, 2, 3and 4

AS02.06]

ISO/IEC
19790:2p25, 7.2.3.1

The requirementstef this document shall apply to all security functions, processes and|compo-
nents within thesmodule’s cryptographic boundary.

Requirqd test procedures

This assgrtion is not separyately tested.

Table 11 — VE and TE of AS02.07

Cryptographicboeundary — levels 1, 2, 3 and 4

AS02.07
1SO/IEC

The cryptographic boundary shall, at a minimum, encompass all security relevant secyri-
ty functions, processes and components of a cryptographic module as defined in ISO/IEC

19790:2025,7.2.3.1

1Y790:2025, Clause /.

Required vendor information

VE02.07.01

The vendor shall provide a list of all the security relevant security functions, processes, and
components within the cryptographic boundary.

Required test procedures

TE02.07.01

The tester shall verify that the documentation provided by the vendor clearly identifies and
lists all the security relevant security functions, processes, and components of the module
within the cryptographic boundary.

© ISO/IEC 2025 - All rights reserved
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Table 12 — VE and TE of AS02.08

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.08

ISO/IEC
19790:2025, 7.2.3.1

Non-security relevant security functions, processes or components which are used in ap-
proved services shall be implemented in a manner so as to not interfere or compromise the

approved operation of the cryptographic module.

Required vendor information

VE02.08.01

The vendor-provided documentation shall list the non-security relevant functions used in an

approved service and justify that they are not interfering with the approved service of
module.

the

Required test procedures

TE02.08{01 The tester shall review documentation and inspect the module to verify that the nod-s¢curity
relevant functions do not interfere or compromise the approved service of the medule,
TE02.08{02 The tester shall verify the correctness of any rationale provided by the vendor-for not inter-

fering nor compromising the service. The burden of proofis on the vendor;dfthere is a
uncertainty or ambiguity, the tester shall ask the vendor to produce additional inform4
needed.

1y
tion as

Table 13 — VE and TE of AS02.09

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.09

1SO/IEC
19790:225, 7.2.3.1

The defined name of a cryptographic module shall be representative of the compositio

h of the

components within the cryptographic boundary and‘notrepresentative of a larger conyposi-

tion or product.

Requirqd vendor information

VE02.09101 The vendor shall provide the defined name 6f'the module.

Requirdd test procedures

TE02.09{01 The tester shall verify that the module.name provided by the vendor is consistent with|the
composition of the components within the cryptographic boundary.

TE02.09}02 The tester shall verify that the-module name does not represent a composition of components

or functions that are not consistent with the composition of the components within the
tographic boundary.

cryp-

Table 14 — VE and TE of AS02.10

Cryptographic boundary — levels'\l/2, 3 and 4

AS02.10

ISO/IEC
19790:225, 7.2.3.1

The cryptographic module shall have, at minimum, specific versioning information rep

resent-

ing thedistinct individual hardware and software or firmware components as applicable.

Requirqd vendor infermation

VE02.10}01

The vendor shall provide the versioning information of the module’s distinct individua
ware and either software or firmware components.

hard-

Requirgd testprocedures

TE02.10{0%

individ-

The tester shall verify that the versioning information represents the modules distinct

ual hardware and either software or [irmware components.

© ISO/IEC 2025 - All rights reserved
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Table 15 — VE and TE of AS02.11

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.11

ISO/IEC 19790:2025,

7.2.3.1

The excluded hardware, software or firmware components shall be implemented in such a
manner to not interfere or compromise the approved secure operation of the cryptographic

module.

Required vendor information

VEO02.11.

01

The vendor shall describe the excluded components of the module and justify that these com-

ponents will not interfere with the approved secure operation of the module.

VEO02.11.

02

The vendor-provided documentation shall provide the rationale for excluding each of

the

components. The rationale shall describe how each excluded component, when working prop-

erly or when it malfunctions, shall not interfere with the approved secure operation d
module. Rationale that can be acceptable, if adequately supported by documentation,
the following.

a) The component is not connected with security relevant componénts of the
that would allow inappropriate transfer of SSPs, plaintext dataj\0t/other infd
that could interfere with the approved secure operation of the:imodule.

b) Allinformation processed by the component is strictly for internal use of the
and does not in any way impact the correctness of control, status or data out

f the
includes

module
rmation

module,
puts.

Require

d test procedures

TE02.11

01

The tester shall review the documentation provided byd¢heVvendor to inspect that the
cluded components within the cryptographic boundaryywill not interfere with the ap
secure operation of the module.

ex-
proved

TE02.11

02

The tester shall verify the correctness of any rationale for exclusion provided by the ¥y
The burden of proof is on the vendor; if there\is any uncertainty or ambiguity, the test
ask the vendor to produce additional inforniation as needed.

endor.
er shall

TE02.11

03

The tester shall manipulate (e.g. to cause‘the component to operate not as designed) the ex-

cluded components in a manner to cause incorrect operation of the excluded compong
tester shall verify that the incorrect:operation of the excluded component shall not in
with the approved secure operation of the module.

nt. The
ferfere

NOTE 1 Testing can rely on.either code review, documentation, or both, if behavioural or

physical methods which cause the incorrect operation of the excluded component are
feasible or impracticalféra given module. Behavioural methods include using a debu
code manipulator/injegtor, simulator, or another tool to manipulate data that can imp
behaviour of an excluded component; physical methods include shorting/removing p
voltage manipulations. Testing is considered infeasible or impractical when such man
ulations areinderstood to permanently damage the module, or the system in which i
contained, without achieving any desired security goals beyond simply rendering the
module inoperable.

NOTE.2-The tests are intended to focus on the secure operation of the module and no
other’aspects such as reliability or quality, unless they help prove lack of interference]
the’approved secure operation of the module.

in-
pSer,
act the
ns and
ip-

[ is
entire

on
with
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Table 16 — VE and TE of AS02.12

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.12 Any excluded hardware, software or firmware residing within the module’s cryptographic
ISO/IEC boundary shall be specified in accordance with ISO ISO/IEC 19790:2025, Annex A and listed in
19790:2025, 7.2.3.1 |the module security policy in accordance with ISO ISO/IEC 19790:2025, Annex B.

Required vendor information

VE02.12.01 Any components that are excluded from the security requirements shall be explicitly listed in
the vendor-provided documentation as specified in ISO ISO/IEC 19790:2025, Annex A.
VE02.12.02 Any components that are excluded from the security requirements shall be explicitly listed in

the non-proprietary security policy.

Requirdd test procedures

TE02.12]01 The tester shall verify based on the vendor-provided documentation whether thé wendpr indi-
cates that any components of the module are excluded from the requirements of[JSO ISP/IEC
19790:2025.

6.2.3.2 | Definitions of cryptographic boundary

Table 17 — VE and TE of AS02.13

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.13 The cryptographic boundary of a hardware cryptographic mddule shall delimit and identify:

ISO/IEC a) the set of hardware elements which may include:

19790:2p25,

7.2.3.2 1) physical structures, including circuit.boards, substrates or other mounting |surfaces

that provide the interconnecting physical wiring between elements;

2) active electrical elements sueh ‘as semi-integrated, custom-integrated or dommon-
integrated circuits, processors, memory, power supplies, converters, etc; and

3) physical structures, such'as enclosures, potting or encapsulation materials, corjnectors,
and interfaces.

b) alimited or non-modifiable OE;
c) firmware, which-may include an operating system; and

d) other elemgnttypes notlisted in a), b) or c), (e.g. configuration files for a CPLD).

Requirdd vendor information

VE02.13]01  |All hardwarecelements of the cryptographic module shall be identified in the vendor-provided docu-
mentation Elements to be listed shall include all of the following:

a)-S physical structures, including circuit boards, substrates or other mounting surfgces that
provide the interconnecting physical wiring between elements:

1) circuit boards, substrates and mounting surfaces;

© ISO/IEC 2025 - All rights reserved
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Table 17 (continued)

b) active electrical elements such as semi-integrated, custom-integrated or common-
integrated circuits, processors, memory, power supplies, converters, etc.:

1) processors, including microprocessors, digital signal processors, custom processors,
microcontrollers, or any other types of processors (identify manufacturer and type);

2) read-only memory (ROM) integrated circuits for program executable code and data
[this may include mask-programmed ROM, programmable ROM (PROM) such as
ultraviolet, erasable PROM (EPROM), electrically erasable PROM (EEPROM), or Flash-
memory];

3) rarrdonTaccessrenot Y (RA}VG orothet iutcsl atedeireuitsfor t51upu1 ary data storage;

4) semi-custom, application-specific integrated circuits, such as ¢gate| arrays,
programmable logic arrays, field programmable gate arrays, or othef progrgmmable
logic devices;

5) fully custom, application-specific integrated circuits, ingluding any | custom
cryptographic integrated circuits;

6) power supply elements, including power supply, power cofiverters (e.g. AC-to-IJC or DC-
to-DC modules, transformers), input power connectorsyand output power conrlectors;

7) other active electronic circuit elements (passive circuit elements such as pul} up/pull
down resistors or bypass capacitors are not nec¢essary to include if they do no{ provide
security relevant function as part of the cryptographic module);

c) physical structures, such as enclosures, potting or encapsulation materials, connecfors, and
interfaces:

1) physical structures and enclosures, including any removable access doors or cpvers;

2) potting or encapsulation materials;

3) boundary connectors;

4) connectors between major independent sub-assemblies within the module;

d) firmware, which caninclude an operating system:

1) executable code:

i)  nonimodifiable;
if)") limited;
e) ather elements types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflpw, heat
exchanger, cooling fins, fans, heaters, or other arrangements for removing or adding
heat.

VE02.13}02 Fhe vendor-provided documentation shall indicate the internal layout and assembly method§
(e.g. fasteners and fittings) of the module, including drawings that are at least approximately|to scale.

VE02.13.03 The vendor-provided documentation siait describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply, inter-
connection wiring runs, cooling arrangements, and any other significant parameters.

VE02.13.04 |The vendor-provided documentation shall include a block diagram which represents the module’s
cryptographic boundary and relationship of the hardware elements.

VE02.13.05 For each processor in the module, the vendor shall identify, by major services, the firmware that is
executed by the processor, and the memory devices that contain the executable code and data.

VE02.13.06 For each processor, the vendor shall identify any hardware with which the processor interfaces.

Required test procedures

© ISO/IEC 2025 - All rights reserved
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Table 17 (continued)

TE02.13.01 The tester shall identify all hardware elements of the cryptographic module. Elements to be listed shall
include all of the following:

a) physical structures, including circuit boards, substrates or other mounting surfaces that
provide the interconnecting physical wiring between elements:
1) circuit boards, substrates and mounting surfaces;

b) active electrical elements such as semi-integrated, custom-integrated or common-
integrated circuits, processors, memory, power supplies, converters, etc:

1) processors, including microprocessors, digital signal processors, custom processors,

H s 11 +1 s £ L1 3L £, rs 2| t .
THTICTOCOTTTT OTICT 50T atty ottty ptS O pProCeSSOTSraeTroary mrarrarattar Crarrdy ype N

2) read-only memory (ROM) integrated circuits for program executable eode §nd data
[this can include mask-programmed ROV, electrically erasable PROM) (EEPROM), or
Flash-memory];

3) random-access memory (RAM) or other integrated circuits for temporary datalstorage;

4) custom (ASIC), semi-custom (FPGA, CPLD), or off-the-shelf élements such as gatje arrays,
programmable logic arrays, field programmable gate artays, or other progrgmmable
logic devices;

5) fully custom, application-specific, integrated \circuits, including any | custom
cryptographic integrated circuits;

6) power supply elements, including power,supply, power converters (e.g. AC-to-I}C or DC-
to-DC modules, transformers), input power connectors, and output power conpectors;

7) other active electronic circuit elements (passive circuit elements such as pul} up/pull
down resistors or bypass capagitors are not necessary to be included if thely do not
provide security relevant function as part of the cryptographic module);

c) physical structures, such as enclosures, potting or encapsulation materials, connecfors, and
interfaces:

1) physical structureg and enclosures, including any removable access doors or cpvers;
2) potting or encapsulation materials;
3) boundaryeonnectors;
4) congectors between major independent sub-assemblies within the module;
d) firmware, which can include an operating system:
1)/ executable code:
i) non-modifiable;
ii) limited;

e) other elements types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat
exchanger, cooling fins, fans, heaters, or other arrangements for removing or adding
heat.

TE02.13.02 The tester shall verify that the elements list is consistent with the information provided for other
assertions of 6.2.3, as defined below.

© ISO/IEC 2025 - All rights reserved
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Table 17 (continued)

a) The specification of the cryptographic boundary under assertion AS02.05. Verify that all
elements inside the cryptographic boundary are included in the elements list and vice
versa. Also verify that any elements outside the cryptographic boundary are not listed as
elements of the cryptographic module.

b) The specification of the block diagram under assertion ISO/IEC 19790:2025, A.2.1. Verify
that any individual elements identified in the block diagram (e.g. processors, application
specific integrated circuits) are also listed in the elements list.

c¢) Any elements that shall be excluded from the requirements of ISO/IEC 19790:2025 under
the provisions of assertions AS02.11 and AS02.12. Verify that excluded elements are still

11sted 1n the elements I1St.

TE02.13{03

The tester shall verify that the cryptographic boundary is physically contiguous, such thatthere are
no gaps that could allow uncontrolled input, output, or other access into the cryptographic njodule.
The tester shall verify that there are no uncontrolled interfaces into or out of the ctyptographic mod-
ule in the module design.

NOTE Physical protection and tamper protection are covered separately inyréquirements ynder
ISO/IEC 19790:2025, 7.7.

TE02.13{04

The tester shall verify that the cryptographic boundary encompasses all’elements that are identified
in the block diagram under assertion ISO/IEC 19790:2025, A.2.1 as jnputting, outputting, or process-
ing SSPs, plaintext data, or other information.

TE02.13|05

As a partial exception to AS02.13, the vendor is allowed to exclude certain elements from thelre-
quirements of ISO/IEC 19790:2025 after satisfying the requirements under assertions AS02.[l1 and
AS02.12 in 6.2.3. The tester shall verify that any interfaces,or physical connections between puch
excluded elements and the rest of the module do not allow’the following:

a) uncontrolled release of Critical Security:Parameters (CSP), plaintext data, ¢r other
information that if misused could lead to:a’compromise;

b) uncontrolled modifications of SSPs’er other information that could lead to a comprpmise.

TE02.13{06

The tester shall verify that the vendor’s documentation shows the internal layout of the modtile,
including the placement and approximate dimensions of major identifiable elements of the mpdule.
This shall include drawings that are@t least approximately to scale.

TE02.13}07

The tester shall verify that the vendor’s documentation indicates the major physical assembljes of
the module and how they arg-assembled or inserted into the module.

TE02.13{08

The tester shall verify that the vendor’s documentation describes the primary physical parameters
of the module. This description shall include at least the following:

a) enclosurg-shdpe and approximate dimensions, including any access doors or covery;
b) circuit board(s) approximate dimensions, layout, and interconnections;

c) _lecation of power supply, power converters, and power inputs and outputs;
d)~interconnection wiring runs: routing and terminals;

e) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,
cooling fins, fans, heaters, or other arrangements for removing heat from or adding heat to
the module;

f) other element types not listed above.

TE02.13.09

The tester shall verify that the block diagram provided by the vendor represents the module’s cryp-
tographic boundary and relationship of the hardware elements.

TE02.13.10

The tester shall verify the documentation provided under assertion AS02.02, with a focus on the
block diagram depicting all of the major hardware elements of a cryptographic module and element
interconnections, including any microprocessors, input/output buffers, plaintext/ciphertext buffers,
control buffers, key storage, working memory and program memory.

TE02.13.11

The tester shall verify that the block diagram indicates all significant interconnections and data flow
among major elements of the module, and between the module and outside equipment. In particular,
each line on the block diagram indicating an interconnection shall be labelled with the type of infor-
mation it transmits.
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Table 17 (continued)

TE02.13.12 The tester shall verify that the block diagram indicates the cryptographic boundary for the cryp-

tographic module, as required under this assertion.

TE02.13.13 The tester shall verify that, for each processor, the vendor has identified the software or firmware

code modules executed by that processor, the services performed by that processor and associated
code, and the memory devices containing the executable code and data.

TE02.13.14 The tester shall verify that, for each processor, the vendor has identified any hardware with which

the processor interfaces. This shall include, as applicable, any hardware elements that provide input,
control, or status data to the processor and associated software/firmware, and any hardware ele-
ments that receive output, control, or status data from the processor and associated software/firm-
ware. Such hardware elements may be within the cryptographic module or may be user equipment

outside the module such as input/output devices.

Table 18 — VE and TE of AS02.14

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.14

ISO/IEC[19790:2025,
7.2.3.2

The cryptographic boundary of a software cryptographic module shall\delimit and id
a) the set of executable files or other files that constitute(the cryptographic
and

b) the instantiation of the cryptographic module saved-in memory and executg
Or more processors.

entify:

module;

d by one

Requirdd vendor information

VE02.14|01

All software files of the cryptographic module shall be identified in the vendor-provig
umentation. Files to be listed shall include all.ofthe following:

a) the set of executable file or other files that constitute the cryptographic mod

b) other security relevant file types not listed above.

ed doc-

ule;

VE02.14|02

The vendor-provided documentationishall indicate the internal software architecturé
ing how the software files interact.

, includ-

VE02.14|03

The vendor-provided documentation shall indicate the operational environment (e.g.
ing system, run-time library, etc.) on which the module executes.

operat-

Requirdd test procedures

TE02.14{01

The tester shall verify-that the documentation includes a files list that includes all sof
files of the cryptagraphic module.

fware

TE02.14{02

The tester shallverify that the files list includes all occurrences of the following types
excluding only file types that are not used in the module:

a)~.the set of executable file or other files that constitute the cryptographic mod

b) other security file types not listed above.

of files,

ule;

TE02.14{03

The tester shall verify that the files list is consistent with information provided for ot
assertions of 6.2.3, as defined below.

a) The specification of the cryptographic boundary under assertion AS02.0
that all files inside the cryptographic boundary are included in the files list
versa. Also verify that any files outside the cryptographic boundary are not

her

b. Verify
and vice
listed as

filac oftbha crxuntagranbhic oaad]a
TTTe5-O1—~trt

e-CHFy Pt g rapecimoate:
DA s - o

b)

d)

The specification of the software under assertion ISO/IEC 19790:2025, A.2.1. Verify
that the list of software files is the same as in the specifications under assertion
AS02.05.

The specification of the block diagram under assertion ISO/IEC 19790:2025, A.2.1.
Verify that any individual files identified in the block diagram are also listed in the
files list.

Any files that shall be excluded from the requirements of ISO/IEC 19790:2025 under
the provisions of assertions AS02.13 and AS02.14. Verify that excluded files are still
listed in the files list.
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Table 18 (continued)

TE02.14.04 As a partial exception to the above requirements, the vendor is allowed to exclude certain
files from the requirements of ISO/IEC 19790:2025 after satisfying the requirements under
assertions AS02.11 and AS02.12 in 6.2.3. The tester shall verify that any interfaces or phys-
ical connections between such excluded files and the rest of the module do not allow the
following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused can
lead to a compromise;

b) uncontrolled modifications of SSPs or other information that can lead to a
compromise.

TE02.14[65 Thetestersimatt verify tirat the verndor sdocummentation imdicates the nrajor software files of
the module and how they are linked together forming the module.

Table 19 — VE and TE of AS02.15

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.15 The cryptographic boundary of a firmware cryptographic moduleshall delimit and identify:

ISO/IEC[19790:2025, a) the set of executable files or other files that constituté the cryptographic|module;

7.2.3.2 and

b) the instantiation of the cryptographic module;saved in memory and executed by one
Or more processors.

Requirqd vendor information

VE02.15]01 All firmware files of the cryptographic module‘shall be identified in the vendor-provifled
documentation. Files to be listed shall include:all of the following:

a) the set of executable files or other files that constitute the cryptographic mofdule;
b) other security relevant file types not listed above.

VE02.15]02 The vendor-provided documentation shall indicate the internal firmware architecturg, in-
cluding how the firmware filesinteract.

VEO02.15]03 The vendor-provided documentation shall indicate the operational environment (e.g.foperat-
ing system, run-time libraxy) on which the module executes.

VE02.15]04 For each processor ifi the computing platform of the operational environment bound o the
firmware module, the vendor shall identify, by major services, the firmware that is executed
by the processor;and the memory devices that contain the executable code and data.

VEO02.15]05 For each priocessor in the computing platform of the operational environment bound o the
firmware-module, the vendor shall identify any hardware with which the processor inpterfac-
es.

Requirdd test procedureés

TE02.15}{01 The tester shall verify that the documentation includes a files list that includes all firthware
files of the cryptographic module.

TE02.15}02 The tester shall verify that the files list includes all occurrences of the following typeg of files,
excluding only file types that are not used in the module:

a) the set of executable file or other files that constitute the cryptographic module;
b) other security file types not listed in a).
TE02.15.03 The tester shall verify that the files list is consistent with information provided for other

assertions of 6.2.3, as defined below.
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Table 19 (continued)

The specification of the cryptographic boundary under assertion AS02.07. Verify
that all files inside the cryptographic boundary are included in the files list and vice
versa. Also verify that any files outside the cryptographic boundary are not listed as
files of the cryptographic module.

The specification of the firmware under assertion ISO/IEC 19790:2025, A.2.1. Verify
that the list of firmware files is the same as in the specifications under assertion
AS02.05.

The specification of the block diagram under assertion ISO/IEC 19790:2025, A.2.1.
Verify that any individual files identified in the block diagram are also listed in the

I11es 11st.

d) Any files that shall be excluded from the requirements of ISO/IEC 19790:20
the provisions of assertions AS02.11 and AS02.12. Verify that the ex¢luded
still listed in the files list.

b5 under
files are

TE02.15

04

As a partial exception to the above requirements, the vendor is allowed.to exclude cer
files from the requirements of ISO/IEC 19790:2025 after satisfying thé requirements
assertions AS02.11 and AS02.12 in 6.2.3. The tester shall verify thatany interfaces or
ical connections between such excluded files and the rest of the‘moedule do not allow
following:

a) uncontrolled release of CSPs, plaintext data, or etlier information that if mis
lead to a compromise;

b) uncontrolled modifications of SSPs or ‘other information that can le
compromise.

tain
under

phys-
he

1sed can

hd to a

TE02.15

05

The tester shall verify that the vendor’s docunientation indicates the major firmware
the module and how they are linked together’forming the module.

files of

TE02.15

06

The tester shall verify the documentation provided under assertion AS02.02, with a f
the block diagram depicting all of the niajor hardware elements of a cryptographic m
and element interconnections, including any microprocessors, input/output buffers, g
text/ciphertext buffers, controkbuffers, key storage, working memory, and program 1

bcus on
bdule
lain-
hemory.

TE02.15

07

The tester shall verify that the’block diagram indicates all significant interconnectior
data flows among major elements of the module, and between the module and outsidg
ment. In particular, each:line on the block diagram indicating an interconnection shal
labelled with the type-of information it transmits.

s and
equip-
be

TE02.15

08

The tester shalkverify that the block diagram indicates the cryptographic boundary f]
cryptographic module, as required under this assertion.

br the

TE02.15

09

The tester, shall verify that, for each processor in the computing platform of the operadtional

environment bound to the firmware module, the vendor has identified the firmware ¢
mogdules executed by that processor, the services performed by that processor and as
codeyand the memory devices containing the executable code and data.

ode
sociated

TE02.15

10

The tester shall verify that, for each processor in the computing platform of the operational

environment bound to the firmware module, the vendor has identified any hardware

with

which the processor interfaces. This shall include, as applicable, any hardware elemeijts that

provide input, control, or status data to the processor and associated firmware, and
ware elements that receive output, control, or status data from the processor and ass

y hard-
bciated

firmware. Such hardware elements can be within the crvptographic module orcanb

user

equipment outside the module such as input/output devices.
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Table 20 — VE and TE of AS02.16

Cryptographic boundary — levels 1, 2, 3 and 4

AS02.16

ISO/IEC 19790:2025,
7.2.3.2

The cryptographic boundary of a hybrid cryptographic module shall:

a) be the composite of the module’s hardware component and the disjoint software or
firmware component(s); and

b) include the collection of all ports and interfaces from each component.

Required vendor information

VE02.16.01

The cryptographic module shall be identified in the vendor-provided documentation as either
a hybrid software module or a hybrid firmware module.

a) For hybrid software module components, the vendor documentation shalll provide
information required under VE02.13.01 to VE02.13.06 and VE02.14.01 to VE(2.14.03.

b) For hybrid firmware module components, the vendor documentation’shall] provide
information required under VE02.13.01 to VE02.13.06 and VE0245:01 to VE(2.15.05.

Requirqd test procedures

TE02.16{01

The tester shall verify that the documentation identifies the module as’either a hybrid soft-
ware module or a hybrid firmware module.

a) For hybrid software module components, the testershall follow procedures fequired
under TE02.13.01 to TE02.13.14 and TE02.14.01 to-FE02.14.05.

b) For hybrid firmware module components, theitester shall follow procedures fequired
under TE02.13.01 to TE02.13.14 and TE02.25.01 to TE02.15.10.

NOTE [n addition to the disjoint software or firmware component(s); the hardware component can also in¢lude

embeddé¢d software or firmware.

6.2.4 Module operations

6.2.4.1 | Module operations general requirements

Table 21,—VE and TE of AS02.17

Module joperations — levels 1, 2, 3 and 4

AS02.17

ISO/IEC
19790:2025, 7.2.4.1

The operator shallbe.able to operate the module utilising approved services.

Requirdd vendor information

VE02.17)01 The yéndor-provided non-proprietary security policy shall provide a description of thq ap-
proved services.
VEO02.17)02 Thevendor-provided non-proprietary security policy shall provide instructions for inyoking

the approved services.

Requirqd test procedures

TE02.17{01 The tester shall verify that the vendor-provided non-proprietary security policy contajns a
description of the approved services.
TE02.17.02 The tester shall invoke the approved services using the vendor-provided instructions found

in the non-proprietary security policy. The tester shall verify, by inspection and from the ven-
dor-provided documentation, that the cryptographic module utilizes the approved services as
aresult of documented instructions.
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Table 22 — VE and TE of AS02.18

Module operations — levels 1, 2, 3 and 4

AS02.18

ISO/IEC
19790:2025, 7.2.4.1

An approved service shall be defined as a service that includes at least one approved security

function or process, and can include non-security relevant functions or processes.

Required vendor information

VEO02.18.01 The vendor shall provide a validation certificate if available for each approved security func-
tion.

VEO02.18.02 The vendor shall provide a list of all non-approved security functions.

VE02.18.03 The vendor shall nrnvldp alist of all vendor affirmed securitv functions

VE02.18]04 The vendor-provided non-proprietary security policy shall include a list of all vender: akflrmed

security functions.

Requirqd test procedures

TE02.18]01 The tester shall verify that the vendor has provided a validation certificate ifavailable for each
approved security function issued by a certification body.

TE02.18}02 The tester shall verify that the vendor has provided the list of non-approved security flinc-
tions.

TE02.18]03 The tester shall verify that the vendor has provided the list of vendor affirmed security func-
tions.

TE02.18]04 The tester shall verify that the documentation provided-by the vendor specifies how the imple-

mented vendor affirmed security functions conform¢toe the relevant standards.

Table 23 — VE and TE 0fAS02.19

Module joperations — levels 1, 2, 3 and 4

AS02.19

ISO/IEC
19790:225, 7.2.4.1

Non-approved security functions and processes shall not be utilized by the operator in
proved service unless the non-appro¥ed security function or process is not security re
the approved process or service’s,gperation (e.g. a non-approved security function or n
proved generated key may be used to obfuscate data or CSPs but the result is considerg

an ap-
evant to
on-ap-

d

plaintext and provides no security relevant functionality until it is protected with an approved

security function).

Requirqd vendor information

VE02.19]|01 The vendor-provided documentation shall identify all of non-approved security functigns or
processes utilized:for each approved service or process.
VE02.19]02 The vendor-provided documentation shall provide a rationale for why utilized non-apgroved

security functions or processes are considered non-security relevant to the approved process-

es’ or séryice’s operation. This rationale shall address how approved algorithm CSPs af
excldsive to the approved algorithms within the service and protected from the non-ay
algorithms within that same service.

e kept
proved

Requirqd test procedures

TE02.19{01 The tester shall inspect the module to verify that the vendor-provided documentation {denti-
fies all of the non-approved security functions or processes utilized for each approved gervice
or process.

TE02.19 o2 The tester shall ‘raer‘r tha correctness of qny rationala p?‘l\‘ll{]ﬂ{] hutha ‘rnnr]nr The ],“‘ den of
proofis on the vendor if there is any uncertainty or ambiguity, the tester shall ask the vendor

to produce additional information as needed.
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6.2.4.2 Normal operation

Table 24 — VE and TE of AS02.20

Module operations — levels 1, 2, 3 and 4

AS02.20

ISO/IEC
19790:2025, 7.2.4.2

CSPs shall be exclusive between approved and non-approved services (e.g. not shared or ac-
cessed).

Required vendor information

VE02.20.01 The vendor shall provide a list of all CSPs within the module and identify their usage between
approved and non-approved services.

VE02.20102 The vendor shall provide a description of how each CSP becomes exclusive between@pproved
and non-approved services.

VE02.20103 The vendor shall provide a list of CSPs that are accessible both approved and non<appreved

services, and shall document how the shared access cannot weaken the seclitity of the [CSP or
increase its risk of compromise.

Requirdd test procedures

TE02.20{01 The tester shall verify that the documentation provided by the vefidot contains a descifiption
of the usage of each CSP between approved and non-approved.services.

TE02.20{02 The tester shall inspect the module and review the vendor-provided documentation to|verify
that the CSPs are exclusive between approved and non-approved services.

TE02.20{03 The tester shall verify that any CSPs that are accessible by both approved and non-apptroved

services cannot weaken the security of the CSP ordncrease its risk of compromise.

Table 25 — VE and TE ofAS02.21

Modulejoperations — levels 1, 2, 3 and 4

AS02.21

ISO/IEC
19790:2025, 7.2.4.2

The module’s security policy shall define the complete set of services: approved, non-approved,
and non-security related.

Requirdd test procedures

This assgrtion is tested as part of ASB.01.

NOTE [The complete set of services is defined as all of the services provided by the module. This includes bpth
approvefl and non-approved services.

Table 26 — VE and TE of AS02.22

Module joperations — levels-?, 2, 3 and 4

AS02.22

ISO/IEC
19790:2p25, 7.2.4,2

Eachyservice shall provide an output indicator upon completion of the service to indicafe
Wwhether the service executed an approved security function or process, or not.

Requirqd vendor'information

VE02.22|01

The documentation provided by the vendor shall specify the output indicator for each $ervice.

VE02.22102

]F:l c1n(r|n nnr‘rvnhnn service cnnnnvfc hnfh annrnvnr‘ an‘ Non- ::nnrnvnd l(ﬂ‘l Cfl‘ﬂl’\(l'fh or

approved and non-approved securlty functlons the vendor- prov1ded documentatlon shall
describe how the output indicator changes to indicate an approved or non-approved service.

Required test procedures

TE02.22.01 The tester shall verify that the vendor-provided documentation contains a description of the
output indicator indicating whether the service executes an approved security function or
process in an approved manner or not.

TE02.22.02 The tester shall execute all services and verify that the output indicator provides an unambig-

uous indication of whether the service utilizes an approved security function or process in an
approved manner or not.
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Table 26 (continued)

TE02.22.03

If a single encryption service supports both approved and non-approved key strengths, or ap-
proved and non-approved security functions, the tester shall verify that the vendor documen-
tation describes how the output indicator changes to indicate an approved or non-approved
service.

TE02.22.04

If a single encryption service supports both approved and non-approved key strengths, the
tester shall execute the service with both approved and non-approved key strengths and verify
that the output indicator changes to indicate an approved or non-approved service.

TE02.22.05

If a single encryption service supports both approved and non-approved security functions or
processes, the tester shall execute the service with both approved and non-approved security
functions or processes, and verify that the output indicator changes to indicate an approved or

non-approved Service.

6.2.4.3 | Degraded operation

Table 27 — VE and TE of AS02.23

Modulejoperations — levels 1, 2, 3 and 4

AS02.23

ISO/IEC
19790:2p25, 7.2.4.3

For a cryptographic module to operate in degraded operation, theé{féllowing shall ap-
ply:{AS02.24 to AS02.28}

Requirdd test procedures

This assgrtion is not separately tested.

Table 28 — VE and TE 0fAS02.24

Module joperations — levels 1, 2, 3 and 4

AS02.24

ISO/IEC
19790:2p25, 7.2.4.3

degraded operation shall be entered only after exiting an error state;

Requirdd vendor information

VE02.2401 If the cryptographic module allows a degraded operation, the vendor shall provide a d¢scrip-
tion of all degraded opepation after exiting each error state.
VE02.2402 The vendor shall provide specification of degraded operation. For each degraded operdtion,

the specification\shall include:

a) conditions of entry into and exit from the degraded operation;

bJ~ operational security functions, services, or processes;

¢) non-functioning security functions, services, or processes;

d) isolated mechanisms, functions, or components in the degraded operation;
e) techniques to isolate mechanisms, functions, or components;

f) status information provided in the degraded operation;

g) status indicator if attempts are made to use a non-functioning security function, or
process.

Required test procedures

TE02.24.01 The tester shall verify that the documentation provided by the vendor clearly identifies the
degraded operation and its conditions of entry and exit.
TE02.24.02 The tester shall use the documentation provided the vendor to check that the degraded op-

eration can only be accessed after exiting an error state. The tester shall check that the error
status indicator (see AS03.11) is correctly positioned.
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Table 28 (continued)

TE02.24.03

The tester shall exercise the cryptographic module, causing it to operate in each degraded
operation. For each degraded operation, the tester shall attempt to perform a service to verify
that all conditional security function self-tests are performed prior to the first operational use
of any security function.

TE02.24.04

The tester shall first exercise the cryptographic module, causing it to operate in each degrad-
ed operation. The tester shall next perform all pre-operational self-tests. If the cryptographic
module passes all pre-operational self-tests without failure, the tester will verify that the
cryptographic module exits degraded operation and returns to normal operation.

TE02.24.05

The tester shall first exercise the cryptographic module, causing it to operate in each degrad-
ed operation. The tester shall next perform all pre-operational self-tests causing an error

condition in pre-operational self-tests to occur. The tester shall verily that the cryptogpaphic
module does not remain in degraded operation but enters an error state.

Table 29 — VE and TE of AS02.25

Module joperations — levels 1, 2, 3 and 4

AS02.25

ISO/IEC
19790:2025, 7.2.4.3

The module shall provide status information when re-configured and, dégraded operatfion
entered;

Requirdd test procedures

This assgrtion is tested as part of AS02.24.

Table 30 — VE and TE of AS02.26

Module joperations — levels 1, 2, 3 and 4

AS02.26

ISO/IEC
19790:2p25, 7.2.4.3

the mechanism or process that failed shallbe isolated;

Requirdd vendor information

VE02.26,01

The vendor-provided documéntation requirement is specified under VE02.24.02. The yendor
design shall ensure that any:failure from the failed mechanisms, processes, and compopnents
cannot interfere or compromise the approved operation of the cryptographic module.

Requirdd test procedures

TE02.26{01 The tester shallinspect the module and review the vendor-provided documentation to|verify
that failed mechanisms, processes, and components are isolated before entering degrafed
operation.

TE02.26{02 The tester shall inspect the module and review the vendor-provided documentation to|verify

thatfailed mechanisms, processes, and components cannot interfere or compromise tHe ap-
praoved operation of the cryptographic module.

Table 31 — VE and TE of AS02.27

Module jopetations — levels 1, 2, 3 and 4

AS02.27

all applicable conditional cryptographic algorithm self-tests shall be performed prior to the

1SO/IEC
19790:2025, 7.2.4.3

first operational use of the cryptographic algorithm after entering degraded operation;

Required test procedures

This assertion is tested as part of AS02.24.
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Table 32 — VE and TE of AS02.28

Module operations — levels 1, 2, 3 and 4

AS02.28

ISO/IEC
19790:2025, 7.2.4.3

services shall provide an indicator if attempts are made to use the mechanism or process that
failed.

Required vendor information

VE02.28.01

The vendor-provided documentation requirement is specified under VE02.24.02. The vendor
design shall ensure that service output includes an indicator if attempts are made to use the
mechanism, or process that failed.

Required test procedures

TE02.28{01 The tester shall verify from the vendor documentation that services provide documénfled indi-
cators if attempts are made to use the mechanism, or process that failed.
TE02.28{02 The tester shall exercise the cryptographic module and verify that the documented indicator is

provided if attempts are made to use the mechanism or process that faileds

Table 33 — VE and TE of AS02.29

Module joperations — levels 1, 2, 3 and 4

AS02.29

ISO/IEC
19790:2p25, 7.2.4.3

Where a localized error is used, it shall be shown that the target error cannot impact ofher
approved services running outside the isolated mechanism or process.

Requirdd vendor information

VE02.29,01

The vendor-provided documentation shall specify that the localized error does not impact
other approved services running outside the isolated mechanism or process.

Requirdd test procedures

TE02.29]01 The tester shall verify from the vendor«provided documentation that the target error does not
impact other approved services running outside the isolated mechanism or process.

TE02.29]02 The tester shall exercise the cryptegraphic module and verify that the module operatef ac-
cording to the documentation,

TE02.29]03 The tester shall trigger errdrs to the module. The tester shall determine if a triggered grror is
either localized or not (i.ex¢auses the entire module to enter the error state).

TE02.29{04 The tester shall injecterrors to the module. If the tester determines that an injected erfor is

localized, then theitester shall continue to operate the module to determine that the erfor does
not propagate toother approved services running outside the isolated mechanism or process.

Table 34 — VE and TE of AS02.30

Module joperations — levels 1, 2, 3 and 4

AS02.30

ISO/IEC
19790:2)25, 7.2.43

The’cryptographic module shall remain in degraded operation until the cryptographicjmodule
has repeated pre-operational test self-tests covering either the entire module or the fajled
isolated mechanisms and processes.

Requirdd vendor information

VE02.30.0% The vendor-provided documentation shall specify that the cryptographic module remdins in
degraded operation until the cryptographic module has repeated pre-operational test self-
tests.

VE02.30.02 The vendor-provided documentation shall specify what pre-operational self-tests are needed

to exit the degraded state for every defined isolated mechanism or process.

Required test procedures

TE02.30.01

The tester shall verify from the vendor-provided documentation that the cryptographic mod-
ule remains in degraded operation until the cryptographic module has repeated pre-opera-
tional test self-tests.
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Table 34 (continued)

TE02.30.02

The tester shall exercise the cryptographic module and verify that the module operates ac-
cording to the documentation.

TE02.30.03

After the tester has injected an error and the module transitions to the degraded state, the
tester shall cause the module to initiate the pre-operational self-tests for the entire module
and determine that the module transitions from the degraded state to the non-degraded state.

TE02.30.04

After the tester has injected an error and the module transitions to the degraded state, the
tester shall execute the pre-operational self-tests for only the failed isolated mechanisms and
processes, and determine if the module transitions from the degraded state to the non-degrad-
ed state.

Table 35 — VE and TE of AS02.31

Module joperations — levels 1, 2, 3 and 4

AS02.31

ISO/IEC
19790:2p25, 7.2.4.3

When only a subset of pre-operational self-tests are re-run ahead of exiting degraded dqpera-
tion, it shall be demonstrated why it was not necessary to re-run the exclided self-testf.

Requirdd vendor information

VE02.31101

The vendor documentation shall demonstrate why it is not necessary to re-run excludgd self-
tests when only a subset of pre-operational self-tests are re-run’ahead of exiting the dggraded
operation.

Requirqd test procedures

TE02.31}01 The tester shall review the vendor documentation¢o,ensure that, when pre-operationdl self-
tests re-run ahead of exiting the degraded operatioti only cover a sub-set of tests perfojrmed on
power-on, it is not required to re-run the excluded self-test.

TE02.31}02 The tester shall exercise the cryptographic module and verify that the module operatef ac-
cording to the documentation.

TE02.31}03 After the tester has only run the sub-set of self-tests, the tester shall then run the modiile op-

erationally for a sufficient period-oftime, utilizing all services of the module, to deternjine that
the error in the isolated areas did‘not propagate to other areas of the module.

Table.36'— VE and TE of AS02.32

Module joperations — levels 1, 2, 3 and 4

AS02.32

ISO/IEC
19790:2p25, 7.2.4.3

If the cryptographic module passes all the pre-operational self-tests while in degraded|opera-
tion, the module.shall exit degraded operation.

Requirdd test procedures

This assgrtion is tested as part of AS02.24.

Table 37 — VE and TE of AS02.33

Module joperations — levels 1, 2, 3 and 4

AS02.33

If the cryptographic module fails the pre-operational self-tests while in degraded operftion,

thamodulo chall antar an areor cbatg
HHe-eatre-SHarr-eRtteahi-e6¥ T

ISO/IEC
19790:2025, 7.2.4.3

Required test procedures

This assertion is tested as part of AS02.24.
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6.3 Cryptographic module interfaces

6.3.1 Cryptographic module interfaces general requirements

Table 38 — VE and TE of AS03.01

Cryptographic module interfaces general requirements — levels 1, 2, 3 and 4

AS03.01

ISO/IEC
19790:2025, 7.3.1

A cryptographic module shall restrictall logical information flow to only those physical access points
and logical interfaces that are identified as entry and exit points to and from the cryptographic
boundary of the module.

Required vendor information

VEO03.01}01

1
The vendor-provided documentation shall specify each of the physical ports and logical {nterfac-
es of the cryptographic module, including the following:

a) physical ports and their pin assignments;

b) physical covers, doors or openings;
c) logical interfaces (e.g. APIs and all other data/control/statusisignals) and the signal
names and functions;

d) manual controls (e.g. buttons or switches) for applicable physical control inpufs;

e) physical statusindicators (e.g. lights or displays).forapplicable physical statusfoutputs;
f) mapping of the logical interfaces to the physical ports, manual controls, and [physical
status indicators of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the ports and ifjterfaces
specified in a) to f).

VEO03.01}02

The vendor-provided documentation shall.spécify the information flows and physical acgess
points of the cryptographic module by highlighting or annotating copies of the block diagrams,
design specifications, and source code-and schematics, as appropriate, provided in 6.2 and
6.11. The vendor shall also provide aty other documentation necessary to clearly specifyf the
relationship of the information flows and physical access points to the physical ports and logical
interfaces. The vendor shall establish the above information in relation with the informaltion
provided under assertions AS02.05 and AS02.13 to AS02.16 without inconsistencies in the de-
scription of elements and physical layout for the input/output ports.

VEO03.01}03

For each physical orJogical input to the cryptographic module, or physical and logical oujtput
from the module, the. vendor documentation shall specify the logical interface to which the
physical input eroutput belongs, and the physical entry/exit port. The specifications provided
shall be consistent with the specifications of the cryptographic module components proyided
under ISQ/IEC 19790:2025, 7.2 and 7.11, and the specifications of the logical interfaces provided
in assertions AS03.04 to AS03.13 of 6.3.2.

Requirqd test procedures

TE03.01}01

The tester shall verify that vendor-provided documentation specifies each of the physicall ports
and logical interfaces of the cryptographic module. The required specifications shall include:

a) all physical input and output ports, including their pin assignments, physical locations
within the module, a summary of the logical signals that flow through each port, and
the timing sequence of signal flows if two or more signals share the same phygical pin;

b) all physical covers, doors, or openings, including their physical location within the
cryptographic module, and the components or functions that can be accessed or
modified via each cover/door/opening;

c) all logical input and output interfaces (e.g. APIs and all other data/control/status
signals), including a listing or annotated block diagram of all the logical data and
control inputs and data and status outputs of the cryptographic module, and a listing
and description of the signal names and functions;
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Table 38 (continued)

d) all manual controls used to physically enter control signals, such as switches or
buttons, including their physical location within the cryptographic module, and a

listing and description of the control signals that can be entered manually;

e) all physical status indicators, including their physical location within the module and a

listing and description of the status indication signals that are output physical

ly;

f) a mapping of the logical input and output interfaces to the physical input and output
ports, manual controls, and physical status indicators of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the above physical

PUI tb Cllld iutru faLCb, iubludius S UIIIIIIar iCD Uf lJill dcoisuatiuuo, lusu,a} bislla‘l
on each port, voltage levels and their logical significance (e.g. what a loWj
voltage signifies in terms of a logic “0”, “1”, or other meaning) and the timing o

carried
or high

F signals.

TE03.01

02

The tester shall verify that the vendor-provided documentation specifies all information|

and physical access points of the cryptographic module, by examining the black-diagrams,
design specifications, and source code and schematics, as appropriate, provided in 6.2 a}d 6.11,

flows

and any other documentation provided by the vendor. The documentation shall specify the

relationship of the information flows and physical access points to the physical ports an

logical

interfaces of the cryptographic module. The tester shall compare thé above information pith the

information provided under assertions AS02.05 and AS02.12 to"AS02.16 and verify that
are no inconsistencies in the description of components and physical layout for the input
ports.

here
output

TE03.01

03

The tester shall verify that for each physical or logical input to the cryptographic modulg,

physical and logical output from the module, the vender-provided documentation specif
logical interface to which the physical input or output’belongs, and the physical entry/ex

or
es the
t port.

The specifications provided shall be consistent with the specifications of the cryptographic

module components provided under 6.2 and 6«11, and the specifications of the logical inf
provided in assertions AS03.04 to AS03.12 6f6.3.2.

erfaces

TE03.01

04

The tester shall inspect the cryptographicimodule, to verify that all of the specifications for

this assertion given by the vendor-previded documentation are consistent with the desig
implementation of the cryptographic module.

n and

Table 39:— VE and TE of AS03.02

Cryptog

raphic module interfaces generalrequirements — levels 1, 2, 3 and 4

AS03.02
ISO/IEC

19790:2p25,7.3.1

The cryptographicaniedule logical interfaces shall be distinct from each other although t
share one physicaljport (e.g. input data may enter and output data may exit via the same
may be distributed over one or more physical ports (e.g. input data may enter via both a
and a parallelyport).

hey may
port) or
serial

Require

d vendor information

VEO03.02

01

The«endor’s design shall separate the cryptographic module interfaces into logically dis
andiisolated categories, using the categories listed in assertion AS03.04, and, if applicabl
AS03.12 and AS03.13 in 6.3.2. This information shall be consistent with the specification
logical interfaces and physical ports provided in AS03.01 in 6.3.1.

tinct
el
of the

VE03.02

02

The vendor-provided documentation shall provide a mapping of each category of logical
terface to a physical port of the cryptographic module. A logical interface may be physica

n_
lly

f]l(‘fr‘1]’\l|fﬁ{] acrassmaorethan ana nhucical nnri— ortwa ormaralaogical intarfacag mqw sh
J

are one

physical port as long as the information flows are kept logically separate. If two or more

logical

interfaces share the same physical port, the vendor-provided documentation shall specify how

the information from the different interface categories is kept logically separate.

Required test procedures
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Table 39 (continued)

TE03.02.01

The tester shall review the vendor-provided documentation and inspect the module to verify
that the module interfaces are logically distinct and isolated for the categories of interfaces
specified in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of 6.3.2. This information
shall be consistent with the specification and design of the logical interfaces and physical ports
provided in AS03.01 in 6.3.2.

TE03.02.02

The tester shall verify that the vendor documentation provides a mapping of each category

of logical interface to a physical port of the cryptographic module. A logical interface may be
physically distributed across more than one physical port, or two or more logical interfaces may
share one physical port. If two or more interfaces share the same physical port, the tester shall
verify that the vendor documentation specifies how the information flows for the input, output,

l‘nv\"wn] r\v\l" chatic Iv\"nw‘:ﬂ acaralrantlogico i canara ta
€Ottt o

JtoTtroIT T CE ST O IC P TTOSTCoITy St poToees

NOTE [An API of a software component of a cryptographic module can be defined as one or more logical)inter-

face(s).

Table 40 — VE and TE of AS03.03

Cryptographic module interfaces general requirements — levels 1, 2, 3 and 4

AS03.03

ISO/IEC
19790:225, 7.3.1

The documentation for cryptographic module interfaces specified i ISO/IEC 19790:202p, A.2.2
shall be provided.

Requirqd vendor information

VE03.03}01 The vendor shall provide documentation for cryptographic module interfaces as specifigd in
ISO/IEC 19790:2025, A.2.2.

Requirdd test procedures

TE03.03}01 The tester shall verify the completeness of th&cdocumentation specified in ISO/IEC 19790:2025,

A2.2
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6.3.2 Categories of interfaces

Table 41 — VE and TE of AS03.04

Categories of interfaces — levels 1, 2, 3 and 4

AS03.04

ISO/IEC
7.3.3

19790:2025,

A cryptographic module’s interfaces shall be categorized into one or more of the following
seven interface categories ("input” and “output” are indicated from the perspective of the

module):

Required vendor information

VE03.04.01 The vendor documentation shall separate the cryptographic module interfaces into logically
distinct and isolated categories by the following seven distinctly defined interfaces within
the cryptographic module (“input” and “output” are indicated from the perspective pf the
module):

a) datainput interface (for the input of data as specified in AS03.05);

b) data outputinterface (for the output of data as specified in AS03.06 and AJ03.07);

c¢) control input interface (for the input of commands as specified in AS03.08)}

d) control output interface (for the output of commands/as specified in AS03.09, and
AS03.10);

e) status output interface (for the output of stdtus information as spefified in
AS03.11);

f) maintenance interface (as specified in‘AS03.12);

g) power interface (as specified in AS03.13).

Requirdd test procedures

TE03.04{01 The tester shall verify that the vendoei~provided documentation specifies that the sefen in-
terfaces as listed in VE03.04.01 have been designed within the cryptographic module. If so,
verification that the interfaces:within the cryptographic module function as specifigd shall
be performed under assertions*AS03.05 to AS03.13 in 6.3.2.

Table 42— VE and TE of AS03.05

Categorfes of interfaces — levels 1, 2, 3-and 4

AS03.05 All input data-shall enter via the data input interface.

ISO/IEC[19790:2025,

7.3.3

Requirdd vendor informatien

VEO03.05]01 TFliecryptographic module shall have a data input interface. All data (except control data
entered via the control input interface) that shall be input to and processed by the ciyp-
tographic module shall enter via the data input interface, including:

a) plaintext data;
b) ciphertext or signed data;
CJ cryptographic Keys and other Key management data (plaintext or encrypted);
d) authentication and verification data (plaintext or encrypted);
e) statusinformation from external sources;
f) any other input data.
VEO03.05.02 If applicable, the vendor documentation shall specify any external input devices to be used

with the cryptographic module for the entry of data into the data input interface, such as

smart cards, tokens, keypads, key loaders, and biometric devices.

Required test procedures
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Table 42 (continued)

TE03.05.01 The tester shall inspect the module to verify that the cryptographic module includes a data
input interface, and that the data input interface functions as specified. The tester shall
verify that all data (except control data entered via the control input interface) that shall
be input to and processed by the cryptographic module enters via the data input interface,
including:

a) plaintext data that shall be encrypted or signed by the cryptographic module;

b) ciphertext or signed data that shall be decrypted or verified by the module;

c) plaintextor encrypted cryptographic keys and other key management data that are
input into and used by the cryptographic module, including initialization data and
vectors, split key information, and key accounting information.

NOTE Other key management requirements are covered in ISO/IE€19790:2025,
7.9.7.

d) plaintext or encrypted authentication and verification data thafis input|into the
cryptographic module, including passwords, PINs, and biometric informatijon;

e) status information from external sources (e.g. another cryptographic mpdule or
device);

f) any other information that is input into the cryptegraphic module for procg¢ssing or
storage, except for control information that is covered separately in AS03.(8.

TE03.05}02 The tester shall verify if the vendor-provided documéntation specifies any external |nput

devices to be used with the cryptographic moduléfor the entry of data into the datalinput
interface, such as smart cards, tokens, keypads; key loaders, and biometric devices. The test-
er shall enter data into the data input interface‘using the identified external input dgvice(s),
and verify that entry of data using the external input device functions as specified.

Table 43 — VE and"TE of AS03.06

Categorfes of interfaces — levels 1, 2, 3 and 4

AS03.06

ISO/IEC[19790:2025,
7.3.1

All output data shall exit viathe data output interface.

Requirdd vendor information

VE03.06,01

The cryptographic module shall have a data output interface. All data (except status|data

output via the status output interface and control data output via the control outputfinter-
face) that has been processed and is output by the cryptographic module shall exit vja the
data output interface, including:

a)’ plaintext data;

b) ciphertext data and digital signatures;
c¢) cryptographic keys and other key management data (plaintext or encryptdd);

d) any other information that is output from the cryptographic modyle after

processing or storage except for status information that is covered sepafately in
AS03.11in 632 andcontrolinformation thatis covered cppqrafp]y in ASOB.09 and

AS03.10 in 6.3.2.

VE03.06.02

If applicable, the vendor-provided documentation shall specify any external output devices
to be used with the cryptographic module for the output of data from the data output inter-
face, such as smart cards, tokens, displays and other storage devices.

VE03.06.03

If the physical and logical paths followed by the output data and SSP information are
physically shared, the vendor-provided documentation shall specify how the cryptographic
module enforces logical separation of the output data and SSP information.

Required test procedures
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Table 43 (continued)

TE03.06.01

The tester shall inspect the module to verify that the cryptographic module includes a data
output interface, and that the data output interface functions as specified. The tester shall
verify that all data that has been processed and is output by the cryptographic module exits
via the data output interface. This excludes status data which is output via the status output
interface and control data which is output via the control output interface. These data in-
clude:

a) plaintext data that has been decrypted by the cryptographic module;

b) ciphertext data that has been encrypted, and digital signatures that have been
generated by the cryptographic module;

c) plaintext or encrypted cryptographic keys and other key management-data that
have been internally generated and output from the module, includingfinitiplization
data and vectors, split key information, and key accounting informatien (dther key
management requirements are covered in ISO/IEC 19790:2025, 7.9.77;

d) any other information that is output from the cryptographic modyle after
processing or storage except for status information that is’ covered sepafately in
AS03.11 in 6.3.2 and control information that is covered separately in ASOB.09 and
AS03.10 in 6.3.2.

TE03.06

02

The tester shall verify if vendor-provided documentation specifies any external output de-
vices to be used with the cryptographic module for the eufput of data from the data joutput
interface, such as smart cards, tokens, displays, and other storage devices. The testef shall
output data from the data output interface using the identified external output devige(s),

and verify that output of data using the external'output device functions as specifiedl.

TE03.06

03

If the physical and logical paths followed by thé output data and SSP information arg phys-
ically shared, the tester shall verify that the.vendor-provided documentation specifies how
the cryptographic module enforces logical\separation of the output data and SSP infprma-

tion.

Table 44 — VE@nd TE of AS03.07

Categor

ies of interfaces — levels 1, 2, 3 and 4

AS03.07

ISO/IEC
7.3.3

19790:2025,

All output data shall beinhibited while the cryptographic module is in an error statd
and also inhibited while performing pre-operational self-tests as specified in ISO/IE
19790:2025, 7.10.3, and zeroization as specified in ISO/IEC 19790:2025, 7.9.7.

)~

Require

d vendor information

VEO03.07|

01

The vendadr-provided documentation shall specify how the cryptographic module inhibits
data output while the cryptographic module is in an error state, and also how it inhipits data
outputwhile performing pre-operational self-tests and zeroization.

VEO03.07|

02

Theévendor-provided documentation shall specify how the design of the cryptographic mod-
ule ensures that all output data is inhibited while the cryptographic module is in an error
state, and also inhibited while performing pre-operational self-tests and zeroization.

Requirg

d test procedures

TE03.07

01

The tester shall verify that the vendor documentation specifies that all data output yia the
data output interface is inhibited while:

aJ The cryprograpiic module 15 il an error State, and also
b) performing:
1) pre-operational self-tests;

2) zeroization.

This test procedure can be restated as follows.
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Table 44 (continued)

c) The tester shall verify from vendor-provided documentation that once an error
condition is detected and the error state is entered, all data output via the data
output interface is inhibited, until error recovery occurs.

d) The tester shall verify from the vendor-provided documentation that once each

of the following services is started, all data output via the data output interface is

inhibited, until the service is completed successfully:

TE03.07.02

The tester shall cause the cryptographic module to enter each of following states:

a) each self-test state performing pre-operational self-tests;

15|

acl ctota o afo g ool ol oo
1] Cat-State-perror g ZEeTrotZatott;

c¢) each error state and verify that all data output via the data output iint
inhibited.

brface is

If it is not possible for the tester to cause an error then the vendor shall provide a raionale
to the tester as to why this test cannot be performed. In such case, the tester shall follow
alternative procedures allowed by the certification body to ensure that all data output via

the data output interface is inhibited.
EXAMPLE Examining the applicable source code.

If status information is output from the status output interfacge to indicate the resulf
self-tests, the tester shall verify that no CSPs, plaintext data, or other information ar
that, if misused, can lead to a compromise.

s of the
e output

TE03.07{03

The tester shall verify that the vendor-provided dgcumentation specifies how the cr
tographic module ensures that all data output via‘the data output interface is inhibit
during the three states listed in TE03.07.02, i.e/a) to c). The tester shall also verify, b

yP-
ed
y in-

spection of the design of the cryptographicntodule, that the data output interface is]in fact,
logically or physically inhibited under these’conditions.
Table 45 — VE and TE of AS03.08
Categorjes of interfaces — levels 1, 2, 3 and 4
AS03.08 All control input shall entetvia the control input interface.
ISO/IEC[19790:2025,
7.3.3
Requirdd vendor information
VE03.08,01 The cryptographic module shall have a control input interface. All commands, signals, and
control data fexcept data entered via the data input interface) used to control the opration
of the cryptographic module shall enter via the control input interface, including:
a)) commands inputlogically viaan API (e.g. for the software and firmware conjponents
of the cryptographic module);
b) signals input logically or physically via one or more physical ports (e.g for the
hardware components of the cryptographic module);
c¢) manual control inputs (e.g. using switches, buttons, or a keyboard);
d) any other input control data.
VE03.08.02 If applicable, the vendor-provided documentation shall specify any external input devices to

be used with the cryptographic module for the entry of commands, signals, and control data

into the control input interface, such as smart cards, tokens, or keypads.

Required test procedures
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Table 45 (continued)

TE03.08.01 The tester shall inspect the module to verify that the cryptographic module includes a
control input interface, and that the control input interface functions as specified. The tester
shall verify that all commands, signals, and control data (except data entered via the data
input interface) used to control the operation of the cryptographic module shall enter via
the control input interface, including:

a) commands input logically via an API, such as function calls to a software library or
to a smart card;

b) signals input logically or physically via one or more physical ports, such as
commands and signals sent through a serial port or a PC Card;

¢) manual control inputs (e.g. using switches, buttons, or a keyboard);

d) any other input control data.

TE03.08{02 The tester shall verify if the vendor-provided documentation specifies any.éxternal nput
devices to be used with the cryptographic module for the entry of comrands, signals, and
control data into the control input interface, such as smart cards, tokens, or keypadg. The
tester shall enter commands via the control input interface usingthelidentified extefnal
input device(s), and verify that the input of commands using the external input devige func-
tions as specified.

Table 46 — VE and TE of AS03.09

Categorfes of interfaces — levels 1, 2, 3 and 4

AS03.09 All control output shall exit via the control outputdnterface.

ISO/IEC
19790:2p25, 7.3.3

Requirdd vendor information

VEO03.09]01 The vendor-provided documentation shall specify that all output commands, signals, and control
data (e.g. control commands to anothiér module) used to control or indicate the state of operation
of a cryptographic module exit via-the control output interface.

Requirdd test procedures

TE03.09]01 The tester shall verify thatthe vendor-provided documentation specifies that all output fom-
mands, signals, and control data (e.g. control commands to another module) used to confrol or
indicate the state of,operation of a cryptographic module exit via the control output intefface.

TE03.09{02 If the control outputinterface is specified, the tester shall inspect the module to verify that the
control outputinterface functions as specified.
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Table 47 — VE and TE of AS03.10

Categories of interfaces — levels 1, 2, 3 and 4

AS03.10
ISO/IEC

19790:2025, 7.3.3

All control output shall be inhibited when the cryptographic module is in an error state unless

exceptions are specified and documented in the security policy.

Required vendor information

VE03.10.01

The vendor-provided documentation shall specify how the cryptographic module ensure

s that

all control output via the control output interface is inhibited whenever the module is in an error

state. Status information may the type of error from the status output interface.
NOTE Error states are covered in ISO/IEC 19790:2025, 7.11.

Require

d test pro

cedures

TE03.10

01

The tester shall verify that the vendor-provided documentation specifies that all controlfoutput
via the control output interface is inhibited whenever the cryptographic moduleis in an prror

state. The tester shall verify from the vendor-provided documentation that on€é)an erro

condi-

tion is detected and the error state is entered, all control output via the confrol output infterface
is inhibited, until error recovery occurs. The tester shall also verify thatthe error states|speci-

fied in response to this assertion are identical to the error states specified under AS11.11.

TE03.10

02

The tester shall cause the cryptographic module to enter each specified error state and erify
that all control output via the control output interface is inhibited) If status information s output
from the status output interface to identify the type of error, the-tester shall verify that the in-
formation output is not sensitive. The following actions may b& used to cause the cryptographic
module to enter an error state: opening a tamper-detecting cover or door; entering incorjrect-
ly-formatted commands, keys, or parameters; reducingdinput voltage, and any other error-caus-

ing actions.

If it is not possible for the tester to cause an errax, then the vendor shall provide a rationg
the tester as to why this test cannot be performed.

le to

Table 48 — VE and TE of AS03.11

Categor

ies of interfaces — levels 1, 2, 3 and 4

AS03.11

1SO/IEC
7.3.3

19790:2025,

All status output shall exitvia the status output interface.

Requirg

d vendor information

VE03.11

01

nals, logicallindicators, and physical indicators used to indicate or display the status
module shall exit via the status output interface, including:

a)~—status information output logically via an API;
b) signal outputs logically or physically via one or more physical ports;
c¢) physical status indicator (e.g. using displays, lamps, buzzer, tone, or ring);

d) any other output status information.

The cryptographic module shall have a status output interface. All status informatidn, sig-

of the

VE03.11

02

If applicable, the vendor-provided documentation shall specify any external output
to be used with the cryptographic module for the output of status information, sign

Tcal indicators, and physical Indicators via the status output interiace, such as smart
tokens, displays, and other storage devices.

evices
Is, log-
cards,

Required test procedures

TE03.11.

01

The tester shall inspect the module to verify that the cryptographic module includes

including:
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Table 48 (continued)

a) statusinformation outputlogically via an API, such as return codes from a software
library or a smart card;

b) signal outputs logically or physically via one or more physical ports, such as status
information sent through a serial port or a PC Card connector;

c¢) physical status indicator;

d) any other output status information.

TE03.11.02 The tester shall verify that the vendor documentation specifies any external output devices
(if applicable) to be used with the cryptographic module for the output of status informa-
tion, signals, logical indicators, and physical indicators via the status output interfade.

TE03.11{03 The tester shall verify that the status information output from the status output int¢rface

shall not output any information that can result in a compromise of CSPs.

NOTE [The status

output can be either implicit or explicit.

Table 49 — VE and TE of AS03.12

Categorjes of interfaces — levels 1, 2, 3 and 4

AS03.12

ISO/IEC
19790:2025, 7.3.3

All physical and logical interfaces to the cryptographic module'which are utilized when in the
maintenance role shall be defined.

Requirdd vendor information

VEO03.12]01 The vendor-provided documentation shall describe‘thie physical and logical maintenancg inter-
faces employed by the module when in the maintenance role.

Requirqd test procedures

TE03.12}01 The tester shall verify that the vendor-provided documentation describes all the physical and
logical maintenance interfaces employed by the module when in the maintenance role.

TE03.12}02 The tester shall verify that the vendor<provided documentation and implementation are|consist-

ent.

Table 50 — VE and TE of AS03.13

Categorfes of interfaces — levels 1, 2,3 and 4

AS03.13

1SO/IEC
19790:225, 7.3.3

All external powgenshall enter or exit via a power interface.

Requirqd vendor information

VE03.13]01

If thé oryptographic module requires or provides power to or from other devices external to the
cryptographic boundary (e.g. a power supply, power cord, power inlet/outlet, wireless clharging
Or an external battery), the vendor-provided documentation shall specify a power interface and
a corresponding physical port.

VEO03.13]02

All power entering or exiting the cryptographic module to or from other devices externall to the
cryptographic boundary shall pass through the specified power interface.

Required test pro

cedures

TE03.13.01

The tester shall verify if the vendor-provided documentation specifies whether the cryptograph-
ic module requires or provides power to or from other devices external to the cryptographic
boundary. The tester shall also verify that the vendor-provided documentation specifies a power
interface and a corresponding physical port.

TE03.13.02

The tester shall verify, by inspection of the cryptographic module, that all power entering or
exiting the module to or from other devices external to the cryptographic boundary passes
through the specified power interface.

NOTE This interface does not apply to software cryptographic modules or when all power is provided or main-
tained internally within the cryptographic boundary of the cryptographic module (e.g. an internal battery).
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Table 51 — VE and TE of AS03.14

Categories of interfaces — levels 1, 2, 3 and 4

AS03.14
ISO/IEC

19790:2025, 7.3.3

output from the module.

The cryptographic module shall distinguish between data, control information, and power for
input to the module, and between data, control information, status information, and power for

Required vendor information

VE03.14.

02

and logical paths used by the output data, control and status information. If the physical

The vendor-provided documentation shall specify how the physical and logical paths used by
the input data and control information are logically or physically disconnected from the physical

and

logical paths used by the input data and control information, as well as the output data, control

dctat : 43 H 1l L. pa R N | i add Lot looll
IO STATUS TIITOTITAatIOTT AT T PITy STCATTy SITdT OO, e v eI OT-PT OV TUCU GO T UTITCTICAa tIOIT SITATT

how logical separation is enforced by the cryptographic module.

pecify

VE03.14

03

The vendor-provided documentation shall show be consistent and shall show that the’cr
tographic module distinguishes data and control for input from data, control and status

output. The vendor documentation shall also show that the physical and logi€alpaths fol
by the input data and control information entering the module via the applicable input in
are logically or physically disconnected from the physical and logical paths followed by t
put data, control and status information exiting the module via the applicable output int

-

or
owed
terfaces
he out-
brfaces.

Requirdg

d test pro

cedures

TE03.14

01

The tester shall verify that the vendor-provided documentatien-specifies how the cryptg
module distinguishes between data and control for input and.data, control and status fo
Input data entered from the data input interface, and control information entered from t
trol input interface shall be logically or physically distinguished from output data exiting
output data interface, output control exiting to the gutput control interface, and status i
tion exiting to the status output interface.

graphic
output.
he con-
F to the
forma-

TE03.14

02

The tester shall verify that the vendor-provided documentation specifies how the physic
logical paths used by the input data and control information are logically or physically d
nected from the physical and logical paths.itsed by the output data, control and status in
tion. If the physical and logical paths used by the input data and control information, and
paths used by output data, control and status information are physically shared, the test
verify that the vendor-provided documentation specifies how logical separation is enfor
the cryptographic module.

hl and
scon-
forma-
the

er shall
red by

TE03.14

03

The tester shall verify, by inspection of the module, the consistency of the vendor-provid
mentation. The tester shallalso verify that the cryptographic module distinguishes betw
data and control for input'and data, control and status for output. The tester shall verify
path A is logically or\physically disconnected from path B. Path A consists of the physica
logical paths followed by the input data and control information entering the module via
applicable inpt interfaces and path B consists of the physical and logical paths followed
output data; control and status information exiting the module via the applicable output
faces.

ed docu-
reen
that

and

the

by the
inter-
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Table 52 — VE and TE of AS03.15

Categories of interfaces — levels 1, 2, 3 and 4

AS03.15

ISO/IEC
19790:2025, 7.3.3

The cryptographic module specification shall, unambiguously, specify format of input data and
control information, including length restrictions for all variable length inputs.

Required vendor information

VE03.15.01

The vendor-provided documentation shall specify the physical and logical paths used by all
major categories of input data entering the cryptographic module via the data input inter-
face and the applicable physical ports. The documentation shall include a specification of the
applicable paths (e.g. by highlighted or annotated copies of the schematics, block diagrams, or

[alal raY A ACOD 12 &

Uthcl illlUl lllat;Ull }ll UV;LlCd uudcl AL}UZ -US dilU Nov4a.19 WU ASCZ-l(J)- A}} ;lll.}ut data Clltcl ;ng the
cryptographic module via the data input interface shall only use the specified paths while being
processed or stored by each physical or logical sub-section of the module. The inputdata paths
shall be specified in sufficient detail to ensure that the type of data pass through'each agplicable
physical port can be verified.
NOTE 1 The term “all major categories of input data” refer to items addressedin AS03.03 for
data input and to items addressed in AS03.08 for control input.

VE03.15[02

The vendor-provided documentation shall specify that all input data entering the cryptographic
module via the data input interface and applicable physical ports.enly use the specified paths.
The documentation shall show that all logical and physical information flows used by th¢ input
data are consistent with the design and operation of the cryptegraphic module. The vendor doc-
umentation shall establish that there are no conflicts betwieen the applicable paths that ¢an lead
to the compromise of CSPs, plaintext data, or other information of the cryptographic moglule.

VE03.15}03

The vendor-provided documentation shall unambigudously specify format of input data apd con-
trol information including length restrictions for all variable length inputs.

VE03.15]04

The vendor-provided documentation shall identify which component within the cryptogfaphic
boundary is validating the format.

Requirdd test procedures

TE03.15/01

The tester shall verify that the vendor=provided documentation specifies the physical and logical
paths used by all major categories_afinput data entering the cryptographic module via the data
input interface. The tester shall also verify that the paths shall be documented in the spefcifica-
tion (e.g. by highlighted or annotated copies of the schematics, block diagrams, or other informa-
tion provided under AS02:05,and AS02.13 to AS02.16). The tester shall verify that the documen-
tation specifies the type ofidata pass through each applicable physical port.

TE03.15{02

ic module, to verifyithat all input data entering the module via the data input interface a)d
applicable physical ports only use the specified paths. The tester shall examine all logicall and
physical information flows and shall verify that the specification of the paths used by th¢ input
data is consistent with the design and operation of the cryptographic module. The tester|shall
verify thatthere are no conflicts between the applicable paths that can lead to the compfomise
of CSPs;-plaintext data, or other information.

The tester shall review the documentation provided by the vendor and inspect the crypgrgraph-

TE03.15{03

Thetester shall review the vendor-provided documentation and inspect the module to verify
that the unambiguous specification is provided about the format of input data and contr¢l infor-
mation, including length restrictions for all variable length inputs.
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Table 52 (continued)

TE03.15.04 The tester shall verify that the identified component within the cryptographic boundary is locat-
ed on the specified path under VE03.15.02.

TE03.15.05 The tester shall examine the applicable source code(s) to ensure that the identified component is
actually validating the documented format.

TE03.15.06 The tester shall attempt to input data and control information which is not compliant with the
format, and verify that such service inputs are rejected by the cryptographic module.
NOTE 2 The test platform or configuration can impose a part of format/restrictions.
EXAMPLE 1
A device driver to use the cryptographic module is enforcing a part of the format.
Alayer in a protocol stack supports fixed length packet only.
If it is not possible for the tester to input certain data or control information which\is notlcompli-
ant with the format, then the tester shall ask the vendor to provide a rationale as te'why fhis test
cannot be performed. In such case, the tester shall follow alternative procedures allowed by the
certification body to ensure that the cryptographic module is validating the format.

Table 53 — VE and TE of AS03.16

Categorjes of interfaces — levels 1, 2, 3 and 4

AS03.16 The cryptographic module shall confirm that all inputs conform to the specifications in AS03.15.

ISO/IEC

19790:2p25, 7.3.3

Requirdd vendor information

VE03.1601 The vendor shall provide documentation that identifies the techniques used to confirm alll inputs
received on module interfaces.

Requirqd test procedures

TE03.16{01 The tester shall verify that provided décumentation identifies the technique used to confirm all
inputs received on module interfaces:
NOTE 1 Additionally, this assertion is tested as part of AS03.15.
NOTE 2 The tester can use the vendor-provided automated security diagnostic tools in AS11.30
in order to validate inputs.

6.3.3 Plaintext trusted path

6.3.3.1 | Security level 3

Table 54 — VE and TE of AS03.17

Plainte;

t trusted path— levels 3 and 4

AS03.17

ISO/IEC
19790:2

D25473.4.3

for the transmission of plaintext CSPs and key components between the cryptographidgmodule
and the sender or receiver’s endpoint, the cryptographic module shall implement a plajntext
trusted path;

Requir¢g

d-vendor information

VE03.17.

01

The vendor shall describe the method of transmission of plaintext CSPs and the way they are
protected via a plaintext trusted path.

Required test procedures

TE03.17.

01

The tester shall verify that the plaintext trusted path is able to protect plaintext CSPs between
the cryptographic module’s cryptographic boundary and the sender or receiver endpoint.
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Table 55 — VE and TE of AS03.18

Plaintext trusted path — levels 3 and 4

AS03.18

ISO/IEC
19790:2025, 7.3.4.3

the plaintext trusted path shall prevent unauthorized modification, substitution, and disclo-

sure along the communication link;

Required test procedures

This assertion is tested as part of AS03.19 and AS03.20.

Table 56 — VE and TE of AS03.19

Plaintext trusted path — levels 3 and 4

AS03.19

ISO/IEC
19790:2025, 7.3.4.3

the physical ports used for the plaintext trusted path shall be used only for the plainte

ed path and be physically separated from all other ports, or {AS03.20 shall be satisfied|t

Kt trust-

Requirdd vendor information

VE03.19)01

The vendor-provided documentation shall specify if the cryptographic module inputs
puts plaintext CSPs. The physical port(s) used for the input and output of plaintext CSP
be used only for the plaintext trusted path and shall be physically'séparated from all o
physical ports of the cryptographic module.

r out-
5 shall
her

VE03.19]02

If the cryptographic module inputs or outputs plaintext CSRs;the module shall ensure
only plaintext CSPs enter or exit the module through the-applicable physical ports, and
other data, unprotected or encrypted, enters or exits the module via the applicable phy
ports.

that
that no
sical

VE03.19]03

The vendor-provided documentation shall prowide rationale as to how the plaintext trysted

path prevents unauthorized modification, substitution, and disclosure along the comm
tion link.

unica-

Requirdd test procedures

TE03.19]01

The tester shall verify if the vendorsprovided documentation specifies whether the cryjp-

tographic module inputs or outputs plaintext CSPs. The tester shall review the vendor-
ed documentation and also inspect the physical ports on the cryptographic module tha
applicable physical ports usedfor the input and output of plaintext CSPs are used only
plaintext trusted path and.they are physically separated from all other physical ports
module.

provid-
t the
for the
fthe

TE03.19{02

If the cryptographic module inputs or outputs plaintext CSPs, the tester shall verify th:
plaintext CSPsenter or exit the module through the applicable physical ports, and that

tonly
no other

data, unprotected or encrypted, enters or exits the module via the applicable physical ports.

TE03.19]03

The testef shall verify the correctness of any rationale provided by the vendor. The but
proof is-on the vendor; if there is any uncertainty or ambiguity, the tester shall ask the
to preduce additional information as needed.

den of
vendor

TE03.19{04

Thetester shall, by attempting to access the communication link, verify that the plaint
trusted path prevents unauthorized modification, substitution, and disclosure along t}
munication link.

pxt
e com-
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Table 57 — VE and TE of AS03.20

Plaintext trusted path — levels 3 and 4

AS03.20

ISO/IEC
19790:2025, 7.3.4.3

the logical interfaces used for the plaintext trusted path shall be logically separated from all
other interfaces; or {AS03.19 shall be satisfied}

Required vendor information

VEO03.20.01

The vendor-provided documentation shall describe how the logical interfaces used in the
plaintext trusted path to input and output plaintext CSPs are logically separated from all other
interfaces.

VE03.20.02

If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure that

plaintext CSPs enter or exit the module through the applicable logical interface using the plain-
text trusted path, and that no other data, unprotected or encrypted, enters or exitsthgf module
via the applicable logical interface using the plaintext trusted path.

VE03.20,03

The vendor-provided documentation shall provide rationale on how the plaintext trusfed path
prevents unauthorized modification, substitution, and disclosure along the'‘communicgtion
link.

Requirqd test procedures

TE03.20}01

The tester shall review the vendor-provided documentation and\inispect the cryptographic
module to verify that the applicable logical interfaces used inthe plaintext trusted path to
input and output of plaintext CSPs are logically separated ffentall other logical interfages of
the module.

TE03.20}02

If the cryptographic module inputs or outputs plaintéxt €SPs, the tester shall verify that plain-
text CSPs enter or exit the module through the applicable logical interface using the pldintext

trusted path, and that no other data, unprotected/or encrypted, enters or exits the module via
the applicable logical interface using the plaintext trusted path.

TE03.20}03

The tester shall verify the correctness of any'rationale provided by the vendor. The bugden of
proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall ask the vendor
to produce additional information as needed.

TE03.20{04

The tester shall, by attempting to:dccess the communication link, verify that the plaintgxt
trusted path prevents unauthorized modification, substitution, and disclosure along the com-
munication link.

Table,;58 — VE and TE of AS03.21

Plaintext trusted path — levels 3 and'4

AS03.21

1SO/IEC
19790:2025, 7.3.4.3

identity-based ‘authentication shall be employed for all services utilising the plaintext frusted
path; and

Requirqd vendor informatjon

VEO03.21]01

Thevtendor shall provide a description of the authentication mechanism used by the plhintext
trusted path.

Requirqd test procedures

TE03.2101

The tester shall verify that an identity-based authentication mechanism is employed fqr all
services utilizing the plaintext trusted path The tester shall verify that services utilisi 1Pg the

nlad et ictad v\r\i-]r\ axa ot neozidad o +knn+ nnnnnnnn fully naccingtha nnt\wr\i—nv‘ St

rext-trusted-path-are-notprovided-without-suceessfullpassingthe-operaterautde ntica-

tion.
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Table 59 — VE and TE of AS03.22

Plaintext trusted path — levels 3 and 4

AS03.22

ISO/IEC
19790:2025, 7.3.4.3

a status indicator shall be provided when the plaintext trusted path is in use.

Required vendor information

VE03.22.01

The vendor shall provide description of the indicator provided when plaintext trusted path is
in use.

Required test procedures

TE03.22.01

The tester shall verify by exercising the module thatthe statnsindicatoris prnvidpd when the

plaintext trusted path is in use.

6.3.3.2 | Security level 4

Table 60 — VE and TE of AS03.23

Plaintext trusted path — level 4

AS03.23

ISO/IEC
19790:2025, 7.3.4.4

In addition to the requirements of security level 3, multi-factor.identity-based authentjca-
tion or other authentication methods, as specified for securitylevel 4 in ISO/IEC 1979(:2025,
Annex E, shall be employed for all services utilising the plaintext trusted path.

Requirdd vendor information

VE03.2301

The vendor shall provide a description of the multi-factor identity-based authenticatioh mech-
anism used by the plaintext trusted path.

Requirqd test procedures

TE03.23]01

The tester shall verify that a multi-factor identity-based authentication mechanism is ¢m-
ployed for all services utilising the plaintext trusted path. The tester shall verify that sprvices
utilising the plaintext trusted path ate not provided without successfully passing the dperator
authentication.

6.3.4 Protected internal paths

Table'61 — VE and TE of AS03.24

Protected internal paths — levels/2;3 and 4

AS03.24

ISO/IEC
19790:2025, 7.3.4.4

At security levels 2, 3, and 4, protected internal paths shall employ approved cryptographic
algorithnis 16 provide confidentiality and integrity of security relevant data and contrgls.

Requirqd vendor information

VE03.2401 The vendor shall provide documentation that specifies protected internal paths for copfidenti-
ality and integrity of security relevant data and controls.
VE03.24,02 The vendor-provided documentation shall describe the cryptographic algorithms, the |nteg-

rity mechanism and the key establishment methods used for all the internal protectedpaths
for data and controls and provide a validation certificate if available or vendor affirmation as

speciiied In VEUZ.1o.Ul and VEUZ.16.US5.

Required test procedures

TE03.24.01 The tester shall verify that the vendor-provided documentation specifies protected internal
paths for confidentiality and integrity of security relevant data and controls.

TE03.24.02 The tester shall verify that the vendor-provided documentation describes the cryptographic
algorithms, the integrity mechanism and the key establishment methods and provides a vali-
dation certificate if available or vendor affirmation as specified in TE02.18.01 and TE02.18.03.

TE03.24.03 For documented methods in VE03.24.01 and VE03.24.02, the tester shall verify by test and

inspection of the module that the internal path of the module is using the methods described.
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6.4 Roles, services, and authentication

6.4.1 Roles, services, and authentication general requirements

Table 62 — VE and TE of AS04.01

Roles, services, and authentication general requirements — levels 1, 2, 3 and 4

AS04.01

ISO/IEC
19790:2025, 7.4.1

A cryptographic module shall support authorized roles for operators and correspondin
es within each role. A single operator may assume multiple roles.

g servic-

Required test procedures

This assgrtion is tested as part of AS04.11.

Table 63 — VE and TE of AS04.02

Roles, services, and authentication general requirements — levels 1, 2, 3 and 4

AS04.02

ISO/IEC
19790:2p25, 7.4.1

If a cryptographic module supports concurrent operators, then the module shall intern
maintain the separation of the roles assumed by each operator and,the corresponding

hlly
ervices.

Requirdd vendor information

VE04.02,01

The vendor-provided documentation shall specify whethér multiple concurrent operat
allowed. The vendor-provided documentation shall specify the method by which separ

rs are
htion of

the authorized roles and services performed by each'operator is achieved. The vendor-provided

documentation shall also describe any restrictiofis on concurrent operators.
EXAMPLE 1

One operator in a maintenance role and another in a user role simultaneously is not acq
EXAMPLE 2

Multiple concurrent operators up to 26 operators in a user role are supported, but only
key generation service can be run:at’a time in the cryptographic module.

EXAMPLE 3

epted.

one RSA

When multiple concurrent operators in a crypto officer role are logged in, but each crypto of-

ficer cannot change the authentication data of the other operators in a crypto officer ro

le.

Requirqd test procedures

TE04.02{01

The tester shall vetify that the vendor-provided documentation describes the method i
mented by the medule to enforce separation between the roles and services performed
concurrent operators.

mple-
by

TE04.02{02

If the module‘supports more than one role then the tester shall assume the identity of t
pendent-Gperators: operator 1 and operator 2. The operators shall assume different rol
testershall verify that only the services allocated to each role can be performed in that
The tester shall also attempt, for each operator, to access services that are unique to th

vo inde-
bs. The
role.

b role

assumed by the other operator in order to verify that separation is maintained between the

roles and services allowed in concurrent operators.

TE04.02]03

If the vendor-provided documentation specifies any restrictions on concurrent operatg
tester shall attempt to violate the restrictions by attempting to concurrently assume re

rs, the
stricted

roles as independent operators and verify that the module enforces the restrictions.
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Table 64 — VE and TE of AS04.03

Roles, services, and authentication general requirements — levels 1, 2, 3 and 4

AS04.03

ISO/IEC
19790:2025, 7.4.1

The documentation for roles, services, and authentication specified in ISO/IEC 19790:2025,
A.2.3 shall be provided.

Required vendor information

VE04.03.01

The vendor shall provide documentation for roles, services, and authentication as described
ISO/IEC 19790:2025, A.2.3.

Required test procedures

TE04.03.01

The tester shall check that vr—\ndnr-prmiidpd documentation defines roles_services _and authen-

tication in accordance with the specification in ISO/IEC 19790:2025, A.2.3.

6.4.2 Roles

Table 65 — VE and TE of AS04.04

Roles —{levels 1, 2, 3 and 4

AS04.04

ISO/IEC
19790:2025, 7.4.2

A cryptographic module shall, at a minimum, support a crypto-officer role.

Requirdd test procedures

This assgrtion is tested as part of AS04.05.

Table 66 — VE and TE ofAS04.05

Roles —{levels 1, 2, 3 and 4

AS04.05

ISO/IEC
19790:225, 7.4.2

The crypto officer role shall be assunied to perform cryptographic initialization or marage-
ment functions, and general security’services (e.g. module initialization, management df CSPs,
PSPs, and auditing).

Requirdd vendor information

VE04.05/01

In the documentation required, the vendor shall include at least one crypto-officer role| These
roles shall be specified*by name and allowed services.

Requirqd test procedures

TE04.05/01

The tester shallwerify that the vendor-provided documentation defines at least one cryjp-
to-officer role-The tester shall verify that roles are specified by name and allowed servjices as
specified in-AS04.05.

Table 67 — VE and TE of AS04.06

Roles —{ levels 1,23 and 4

AS04.06

ISO/IEC
19790:2025)7.4.2

If the cryptographic module supports a user role, then the user role shall be assumed t(g
perform general security services, including cryptographic operations and other approyved
security functions.

Required vendor information

VE04.06.01

If the cryptographic module supports a user role, the vendor-provided documentation shall (1)
explicitly state that a user role is supported, and (2) completely specify the role by name and
allowed services.

Required test procedures

TE04.06.01

If the cryptographic module supports a user role, the tester shall verify that the vendor-pro-
vided documentation defines at least one user role. The tester shall verify that user role is
specified by name and allowed services as specified in AS04.06.
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Table 68 — VE and TE of AS04.07

Roles — levels 1, 2, 3 and 4

AS04.07
ISO/IEC

19790:2025, 7.4.2

All plaintext CSPs, plaintext PSPs, and plaintext key components shall be zeroized when enter-

ing and when exiting the maintenance role.

Required vendor information

VE04.07.01 If the cryptographic module has a maintenance interface, the vendor-provided documenta-
tion shall 1) explicitly state a maintenance role is supported, 2) completely specify the role by
name, purpose, and allowed services, and 3) specify the maintenance access interface under
VE03.12.01.

VE04.07]02 The vendor-provided documentation shall specify how the module’s plaintext CSPs, plajntext
PSPs, and plaintext key components are actively zeroized when the maintenance role i entered
and exited.

Requirqd test procedures

TE04.07]01 The tester shall verify if the specifications of the module interfaces indicate 2 maintenance
access interface (see AS03.12). If so, the tester shall verify the vendor-provided documgntation
pertaining to the authorized roles and verify that it specifies the maintehance role by name,
purpose, and allowed services.

TE04.07]02 The tester shall verify if the specifications of the module interfaces define a maintenange role
and check the zeroization of all plaintext CSPs, plaintext PSEs;and plaintext key compohents as
described in the module specification.

TE04.07|03 While in the maintenance role, the tester shall enter, for all plaintext CSPs, plaintext PSPs, and
plaintext key components, known values which are’effective in demonstrating the zerojzation
and, upon exit from the maintenance role, the tester'shall verify that zeroization has taken
place.

6.4.3 PBervices

6.4.3.1 | Services general requirements

Table 69/— VE and TE of AS04.08

Services — levels 1, 2, 3 and 4

AS04.08 Services shall refer to all operations or functions that can be performed by a module.

ISO/IEC[19790:2025,

7.4.3.1

Requirqd test procedures

This assgrtion is not separyately tested.

Table 70 — VE and TE of AS04.09

Service$ — levels1, 2, 3 and 4

AS04.09 Service inputs shall consist of all data or control inputs to the module that initiate or pbtain

ISO/IEC [18790:2025, |specific services, operations, or functions.

7.4.3.1

Required test procedures

This assertion is not separately tested.
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Table 71 — VE and TE of AS04.10

Services — levels 1, 2, 3 and 4

AS04.10 Service outputs shall consist of all data outputs, control outputs, and status outputs that
ISO/IEC 19790:2025, |result from services, operations, or functions initiated or obtained by service inputs.

7.4.3.1

Required test procedures

This assertion is not separately tested.

Table 72 — VE and TE of AS04.11

Service$ — levels 1, 2, 3 and 4

AS04.11 Each service input shall result in a service output.

ISO/IEC[19790: 2025,
7.4.3.1

Requirdd vendor information

VE04.11]01 The vendor-provided documentation shall describe the purpose and function of each
service. The documentation shall include for each service: service.inputs, corresponfling
service outputs, and the authorized role or roles in which thesérvice can be perfornped.

Requirdd test procedures

TE04.11{01 The tester shall check the vendor-provided documentation and verify that the purpqse and
function of each service is described. The tester shallalso check that the following ifor-

mation is specified for each service: service inputsy.corresponding service outputs, 4nd the
authorized role or roles in which the service can‘be performed.

TE04.11{02 The tester shall perform the following for each service (i.e. security and non-security servic-
es, both approved and non-approved services).

a) Enter each of the specified service inputs and observe that they result in the
specified service outputs.

b) For services that require the operator to assume a role, the role shall be assumed
to enter each of the specified service inputs and observe that they resylt in the
specified seryice outputs.

c¢) For services that require the operator to assume a role, assume the role that is
not specified for the service and enter each of the specified service inputs and
observe that the service is not provided.

d) (For services that require the operator to assume an authenticated role|the role
shall be assumed and authenticated to enter each of the specified servig¢e inputs
and observe that they result in the specified service outputs.

e) For services that require the operator to assume an authenticated fole, the
role shall be assumed but the authentication data shall be modifiefl to fail
authentication and enter each of the specified service inputs with the modified
authenticate data and observe that the service is not provided.

f)  For services that provide data output over the data output interface, the tester
shall verify the result against the expected result.

EXAMPLE

If the service provides data output which is a function of the services data input, the tester
will verify the data output result as a function of the provided input data.
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Table 73 — VE and TE of AS04.12

Services — levels 1, 2, 3 and 4

AS04.12

ISO/IEC 19790:2025,
7.4.3.1

A cryptographic module shall provide the following services to operators:

Required test procedures

This assertion is not separately tested.

Table 74 — VE and TE of AS04.13

Service$ — levels 1, 2, 3 and 4

AS04.13

ISO/IEC[19790:2025,
7.4.3.1

The cryptographic module shall output the name or module identifier, and the versioping in-

formation that can be correlated with a validation record (e.g. hardware and éither s
or firmware versioning information).

ftware

Requirdd vendor information

VEO04.13]01 The vendor-provided documentation shall describe the output of the current name ard ver-
sioning information of the cryptographic module.

VE04.13]02 The vendor-provided documentation shall identify the name-ox miodule identifier and|the
versioning information which will be posted as the validationtrecord.

VE04.13]03 The vendor-provided documentation, either non-proprietary security policy or an adjnin-
istrator guidance, shall specify how to correlate the, output of the current name and the

versioning information with a validation record.

Requirdd test procedures

TE04.13}01

The tester shall verify that the service outputs(i.e. name or module identifier and ver
information) are consistent with specification and with information provided under
tions AS02.09, AS02.10, and AS11.04.

sioning
iSser-

TE04.13}02

The tester shall verify that the docusnentation provided by the vendor (i.e. non-propr

etary

security policy or an Administrater guidance) provides sufficient information to unambigu-

ously identify the module version.

TE04.13}03

The tester shall verify that the output of the current name or module identifier and th
versioning information is sufficient for an operator to correlate the module with a va

record, with the helpofshon-proprietary security policy or an administrator guidancg.

e
idation

Table 75 — VE and TE of AS04.14

Services — levels 1, 2, 3 and 4

AS04.14

ISO/IEC[19790:2025,
7.4.3.1

The cryptographic module shall output current status. This may include the output o
indicators in response to a service request.

status

Requirqd vendor infermation

VE04.14/|01

The vendor-provided documentation shall describe the output of the current status o
module.

f the

Requirgdtest procedures

TE04.14.01 The tester shall verily the vendor-provided documentation to verily that the "show status”
service is allocated to at least one authorized role. The tester shall verify that these services
are described as specified in AS04.14.

TE04.14.02 The tester shall verify that the “show status” indicator matches the vendor-provided docu-

mentation.
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Table 76 — VE and TE of AS04.15

Services — levels 1, 2, 3 and 4

AS04.15

ISO/IEC 19790:2025,
7.4.3.1

The cryptographic module shall perform the pre-operational self-tests and conditional self-
tests as specified in ISO/IEC 19790:2025, 7.10.

Required vendor information

VE04.15.01

The vendor-provided documentation shall describe the initiation and running of user callable
self-tests.

Required test procedures

TE04.15.01 The tester shall verify that the module prnvidr—\c forthe initiation of the running of pre-oper-
ational self-tests, as specified in ISO/IEC 19790:2025, 7.10 performed under docuntentation
verification in TEA.01.01.

TE04.15}02 The tester shall initiate the service to perform self-tests. The tester shall verify,that the
pre-operational self-tests as specified in ISO/IEC 19790:2025, 7.10 have beerperfornjed.

TE04.15}03 The tester shall initiate the service to perform self-tests. The tester shall verify that gnce the

module returns to the operational state, that all conditional cryptographic algorithm|self-
tests as specified in ISO/IEC 19790:2025, 7.10 are performed befote the next operatignal use
of the cryptographic algorithm.

Table 77 — VE and TE of AS04.16

Services — levels 1, 2, 3 and 4

AS04.16

ISO/IEC[19790:2025,
7.4.3.1

The cryptographic module shall perform at least/ene approved security function as specified
in ISO/IEC 19790:2025, 7.2.

Requirqd test procedures

This assrtion is not separately tested.

Table 78 — VE and TE of AS04.17

Services — levels 1, 2, 3 and 4

AS04.17

ISO/IEC[19790:2025,
7.4.3.1

The cryptographic niodule shall perform zeroization of the parameters as specified i [SO/
IEC 19790:2025, 7.9.7.

Requirqd test procedures

This assgrtion is not separately tested.

6.4.3.2 | Cryptographic-bypass

Table 79 — VE and TE of AS04.18

Services — levels 1, 2, 3 and 4

AS04.18

If the module can output a particular data or status item in a cryptographically protefted

ISO/IEC T9790:2025,
7.4.3.2

formm, amd-{asaresuttof modute configuratiomoroperator imtervention) camatsooutput the
item in a non-protected form, then a bypass capability shall be defined.

Required vendor information

VE04.18.01

If the module implements a bypass capability, the vendor-provided documentation shall de-
scribe the bypass service.

Required test procedures

TE04.18.01

The tester shall verify that the module implements a bypass capability as specified in the
vendor-provided documentation.
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Table 80 — VE and TE of AS04.19

Services — levels 1, 2, 3 and 4

AS04.19

ISO/IEC 19790:2025,
7.4.3.2

the operator shall assume an authorized role before configuring the bypass capability;

Required vendor information

VE04.19.01

If the module implements a bypass capability, the vendor-provided documentation shall de-
scribe how the operator assumes an authorized role before configuring the bypass capability.

Required test procedures

TE04.19.01 The tester shall verify from the vendor docuimentation that the module requires an aperator
to assume an authorized role before configuring the bypass capability.

TE04.19{02 The tester shall assume the defined role that is documented to configure the bypass dapabili-
ty and perform the configuration.

TE04.19{03 The tester shall assume a defined role that is not documented to configuréthe bypass

capability and attempt to perform the bypass configuration. The testemshall verify that the

attempt fails.

Table 81 — VE and TE of AS04.20

Service$ — levels 1, 2, 3 and 4

AS04.20

ISO/IEC[19790:2025,
7.4.3.2

two independent internal actions shall be required by€he module to activate the capgbility to

prevent the inadvertent bypass of plaintext data die’to a single error.

Requirdd vendor information

VE04.20,01 If the module implements a bypass capability, the vendor-provided documentation shiall de-
scribe the bypass service as specified imAS04.20.
VE04.20,02 The finite state model and other vendor-provided documentation shall indicate, for all transi-

tions into an exclusive or alternating bypass state, two independent internal actions §hat are

required to transition into each-bypass state.

Requirdd test procedures

TE04.20{01

The tester shall verify-swhéther the bypass capability is implemented by the module. The
tester shall verify the vendor-provided documentation to verify that the bypass capability is

allocated to at least one authorized role.

TE04.20{02

The tester shallverify the finite state model and other vendor-provided documentati

n to

ensure that’each transition into an exclusive or alternating bypass state shows two irjdepend-

ent internal actions. This shall occur in order for the cryptographic module to transit
eithenexclusive or alternating bypass state.

on into

TE04.20{03

Theétester shall attempt to transition to each bypass state from each state that showgsuch a

transition and verify that it takes two internal actions to accomplish each such transi

kion.

Table 82 — VE and TE of AS04.21

Service$ —levels 1, 2, 3 and 4

AS04.21

The two indpppndr—\nf internal actions shall modify firmware software or hardware

behav-

ISO/IEC 19790:2025,
7.4.3.2

iour (or a combination) that is dedicated to mediating the bypass capability (e.g. two different

software or hardware flags are set, one of which may be user-initiated);

Required vendor information

VE04.21.01 If the module implements a bypass capability, the vendor-provided documentation shall
specify how the two independent internal actions modify firmware, software, or hardware
behaviour (or a combination) that is dedicated to mediating the bypass capability.

VE04.21.02 The documentation provided by the vendor shall specify how the two independent internal

actions protect against the inadvertent bypass of plain text data to a single error.
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Table 82 (continued)

Required test procedures

TE04.21.01 The tester shall verify that the vendor-provided documentation specifies how the two inde-
pendent internal actions protect against the inadvertent bypass of plain text data due to a
single error.

TE04.21.02 The tester shall verify that the two independent internal actions modify firmware, software,

or hardware behaviour (or a combination) that is dedicated to mediating the bypass capa-
bility, by inspection of the module and by attempting to transition to each bypass state from

each state that shows such a transition.

Table 83 — VE and TE of AS04. 22

Services — levels 1, 2, 3 and 4

AS04.22

ISO/IEC[19790:2025,
7.4.3.2

the module shall show its status to indicate whether the bypass capability:

a) isnotactivated,and the moduleis exclusively providing service§with crypt
processing (e.g. plaintext data are encrypted);

b) isactivated and the module is exclusively providing seryiges without crypt
processing (e.g. plaintext data are not encrypted); or

services with cryptographic processing and. sente services without crypt
processing (e.g. for modules with multiple egommunication channels, plain
can be encrypted or not, depending on the configuration of each channel).

bgraphic

bgraphic

c) is alternately activated and deactivated and ‘the module is providifpg some

bgraphic
ext data

Requirdd vendor information

VE04.22.01

The vendor-provided documentation for the.‘show status” service shall indicate by
status.

ass

Requirqd test procedures

TE04.22101

the applicable bypass status.

The tester shall review the vendorsprovided documentation for the “show status” service
and verify the bypass service indication.
TE04.22[02 The tester shall transition teseach bypass state and verify that the “show status” indlicates

6.4.3.3 | Re-authentication bypass

Table 84 — VE and TE of AS04.23

Services — levels 1, 2, 3 and 4

AS04.23

ISO/IEC[19790:2025,
7.4.3.3

There-authentication bypass shall only be enabled by the crypto officer. This configu
alerigside any authentication state for operators may be preserved over resetting, rek
orpower cycling of the module.

ration
ooting,

Requirdd vendorinformation

VE04.23,01

The vendor shall provide a description of the re-authentication bypass.

Requirqd tést'procedures

TE04.231041

Thetestershallverifuthatthe re-quthentication bupnass can onluhbhe enabled and con
J J

by the crypto officer.J

igured

Table 85 — VE and TE of AS04.24

Services — levels 1, 2, 3 and 4

AS04.24

ISO/IEC 19790:2025,
7.4.3.3

two independent internal actions shall be required by the module to prevent inadvertent

enabling of the re-authentication bypass due to a single error.

Required test procedures

This assertion is tested as part of AS04.25.
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Table 86 — VE and TE of AS04.25

Services — levels 1, 2, 3 and 4

AS04.25

ISO/IEC
7.4.3.3

19790:2025,

The two independent internal actions shall modify firmware, software, or hardware behav-
iour (or a combination) that is dedicated to mediating the re-authentication bypass (e.g. two
different software, firmware or hardware flags are set, one of which may be user-initiated);
and

Required vendor information

VE04.25.01 The vendor shall define a set of two internal actions to be independently done in order to
activate the re-authentication bypass.

VE04.25.02 The documentation provided by vendor shall specify how the two independent internal
actions modily software ol nardware behaviour that is dedicated to mediating the refauthen-
tication bypass.

VE04.2503 The documentation provided by vendor shall specify how the two independentyinternal ac-
tions protect against the inadvertent output due to a single error.

Requirqd test procedures

TE04.25{01 The tester shall determine whether the cryptographic module implefiients a re-authepntica-
tion bypass. The tester shall verify that the vendor-provided docuimentation specified the two
independent internal actions performed by the cryptographic module before activatipg the
re-authentication bypass. The tester shall also verify that vendor-provided documentfation
specifies how the two independent internal actions prote¢tagainst the inadvertent oyitput
due to a single error.

TE04.25{02 The tester shall activate the re-authentication bypass and verify that the two indeperldent
internal actions function as specified. If any software or firmware components are ejecuted
in the process of activation, the tester shall exafmine the applicable source code to endqure that
the software or firmware components support the requirement for two independent jnternal
actions before activating the re-authentication bypass.

TE04.25{03 The tester shall verify that the vendorsprevided documentation specifies how the tw¢ inde-
pendent internal actions protect against the inadvertent output due to a single error.

Table 87 — VE and TE of AS04.26

Service$ — levels 1, 2, 3 and 4

AS04.26 the module shall show jts status to indicate whether the re-authentication bypass is gctivat-

ISO/IEC[19790:2025, |ed.

7.4.3.3

Requirdd vendor information

VE04.26.01 The vendor-shall document the status indicator used to confirm whether the re-authgntica-
tion bypass is enabled.

Requirdd test procedures

TE04.26{01 The tester shall confirm that the vendor-provided documentation details the status imdicator
used to confirm whether the re-authentication bypass is enabled.

TE04.26{02 The tester shall enable the re-authentication bypass and confirm the documented stafus indi-
cator lists the re-authentication bypass as enabled.

TE04.26{03 The tester shall disable the re-authentication bypass and confirm the documented status

fmdicator tiststhe Te=authemnticatiomr by passas disabted:
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6.4.3.4 Software/Firmware loading

Table 88 — VE and TE of AS04.27

Services — levels 1, 2, 3 and 4

AS04.27

ISO/IEC 19790:2025,
7.4.3.4

If a cryptographic module has the capability of loading its software, firmware or bitstream
components from an external source, then the following requirements shall apply: {AS04.28
to AS04.32}

Required test procedures

This assertion is tested as part of AS04.28, AS04.29, AS04.30, AS04.31 and AS04.32.

Table 89 — VE and TE of AS04.28

Service$ — levels 1, 2, 3 and 4

AS04.28

ISO/IEC[19790:2025,
7.4.3.4

the security policy shall specify that, by policy, the operator may only load-seftware, firm-
ware or bitstream validated by a certification body prior to loading to maintain validption,
except when loaded into a secure container meeting the requirements of ISO/IEC 197p0:2025,
7.5;

Requirdd test procedures

This assgrtion is tested as part of ASB.01.

NOTE 1 [This assertion refers to ISO/IEC TS 20540.

Table 90 — VE and TE of AS04,29

Services — levels 1, 2, 3 and 4

AS04.29

ISO/IEC[19790:2025,
7.4.3.4

the software/firmware load test specified in ISO/IEC 19790:2025, 7.10.4.4 shall be pefformed
before the loaded code can be executed;

Requirdd test procedures

This assgrtion is tested as part of AS10.37, AS10.38,AS10.39, AS10.40, AS10.41 and AS10.42.

Table 91 — VE and TE of AS04.30

Service$ — levels 1, 2, 3 and 4

AS04.30

ISO/IEC[19790:2025,
7.4.3.4

the cryptographic module shall withhold execution of any loaded or modified approved
security functions until after the pre-operational self-tests specified in ISO/IEC 19790:2025,
7.10.3 have been successfully executed.

Requirdd test procedures

This assgrtion is tested aspart of AS10.37, AS10.38, AS10.39, AS10.40, AS10.41 and AS10.42.

Table 92 — VE and TE of AS04.31

Service$ —levels 1, 2, 3 and 4

AS04.31

Where pre-operational self-tests only cover the loaded or modified code, it shall be d¢mon-

ISO/IEC 19790:2025,
7.4.3.4

strated why the excluded self-tests are not re-run; and

Required vendor information

VE04.31.01

The vendor-provided documentation shall specify why it is not necessary to re-run the
excluded self-tests when the pre-operational self-tests only cover a sub-set of the pre-opera-
tional self-tests supported by the module.

Required test procedures

TE04.31.01

The tester shall verify that the vendor-provided documentation specifies why excluded self-
tests are not required to be re-run, when pre-operational self-tests only cover a sub-set of the
pre-operational self-tests supported by the module.
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Table 92 (continued)

TE04.31.02 The tester shall exercise the cryptographic module and verify that the module operates ac-
cording to the documentation.

TE04.31.03 The tester shall inject an error into the newly loaded or modified code. The tester shall initi-
ate the pre-operational test self-tests for the newly loaded or modified code. The tester shall
verify that the module fails and enters the error state.

TE04.31.04 The tester shall inject an error into the newly loaded or modified code. The tester shall ini-

tiate the pre-operational test self-tests for all the self-tests supported by the module except
for the sub-set of self-tests supported or the newly loaded or modified code. The tester shall
verify that the module does not fail or enter the error state.

Table 93 — VE and TE of AS04.32

Service$ — levels 1, 2, 3 and 4

AS04.32

ISO/IEC[19790:2025,
7.4.3.4

the modules versioning information shall be modified to represent the addition or upfate of
the newly loaded software or firmware.

Requirdd vendor information

VE04.3201

The vendor shall provide the means to read the version of the hewly loaded software for firm-
ware.

Requirqd test procedures

TE04.32]01

The tester shall load new software/firmware in thezmodule. The tester shall verify thiat the
versioning information is modified to represent the addition or update of the newly lgaded
software or firmware.

6.4.4 Authentication

6.4.4.1 | Authentication general requirements

Table 94 —<VE and TE of AS04.33

Authentication — levels 2, 3 and 4

AS04.33

ISO/IEC[19790:2025,
7.4.4.1

If role-based authentication mechanisms are supported by a cryptographic module, the
module shall require that one or more roles either be implicitly or explicitly selected by the
operator and {shall authenticate the assumption of the selected role (or set of roles).}

Requirdd test procedures

This assgrtion is tested as partef AS04.34.

Table 95 — VE and TE of AS04.34

Authentication —<levels 2, 3 and 4

AS04.34

ISO/IEC [19790:2025,
74.4.1

{If role-based authentication mechanisms are supported by a cryptographic module, fhe
module shall require that one or more roles either be implicitly or explicitly selected by the
operator} and shall authenticate the assumption of the selected role (or set of roles).

Required vendor information

VE04.34.01

The vendor shall document the type of authentication performed for the module. The vendor
shall document the mechanisms used to perform the implicit or explicit selection of a role or
set of roles and the authentication of the operator to assume the role(s).

Required test procedures

TE04.34.01 The tester shall verify that the vendor-provided documentation specifies the mechanisms
used to select a role or roles and to authenticate the operator to assume a role.

TE04.34.02 The tester shall verify that the module authenticates the operator to a selected role

TE04.34.03 The tester shall assume each role and initiate an error during the authentication procedure.

The tester shall verify that the module denies access to each role.
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Table 96 — VE and TE of AS04.35

Authentication — levels 2, 3 and 4

AS04.35

ISO/IEC 19790:2025,
7.4.4.1

If a cryptographic module permits an operator to change roles, then the module shall

authen-

ticate the assumption of any role that was not previously authenticated for that operator.

Required vendor information

VE04.35.01

The vendor-provided documentation shall describe the ability of an operator to change roles

and shall state that an operator shall be authenticated in order to assume a new role.

Required test procedures

TE04.35.01 The tester shall review the vr—\ndnr-prm/idpd documentation to verify that the methad by
which an operator can change roles includes the authentication of the operator to a@sspme a
new role.

TE04.35{02 The tester shall verify that the module authenticates the operator to a new role.

TE04.35{03 The tester shall perform the following tests.

a) Assume arole, attempt to change to another role that the gperator is auth¢rized to
assume, and verify that the module allows the operator te request services fissigned

to the new role.

b) Assume arole, attempt to change to another role that the operator is not authorized

to assume, and verify that the module does ngt7allow the operator to reg
services assigned only to the new role.

uest the

Table 97 — VE and TE of AS04.36

Authentication — levels 3 and 4

AS04.36]

ISO/IEC[19790:2025,
74.4.1

If identity-based authentication mechanisms are supported by a cryptographic mod
module shall require that the operator, be individually and uniquely identified, {shal
that one or more roles either be implicitly or explicitly selected by the operator,} {sh

selected role or set of roles.}

ule, the
require
hl1l

authenticate the identity of the @perator and that the operator is authorised to assuine the

Requirdd vendor information

VE04.36.01

within the module.(The vendor documentation shall specify:
a) the méchanism(s) used to perform the identification of the operator,
NOTE 1 This is associated with AS04.36.

NOTE 2 This is associated with AS04.38.

¢) the mechanism(s) used to perform the implicit or explicit selection of a role
roles,

NOTE 3 This is associated with AS04.37.

d) the mechanism(s) used to perform the verification of the authorizatio
operator to assume the role(s), and

NOTE 4 This is associated with AS04.38.

The vendor-provided:decumentation shall specify the type of authentication implenjented

b) . the mechanism(s) used to perform the authentication of the operator’s identity,

or set of

n of the

to assume by the operator.
NOTE 5 This is associated with AS04.37, AS04.38, and AS04.39.

e) the mechanism(s) used to internally maintain the relationship between the
identified and authenticated operator and the selected role or set of roles authorized

Required test procedures

TE04.36.01

The tester shall verify that the vendor-provided documentation specifies:
a) how the operator is uniquely identified,
NOTE 6 This is associated with AS04.36.
b) how that identity is authenticated,
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Table 97 (continued)
NOTE 7 This is associated with AS04.38.

c¢) how the operator chooses a role,
NOTE 8 This is associated with AS04.37.

d) how the authorization of the operator to assume a role is performed base
authenticated identity, and

NOTE 9 This is associated with AS04.38.

e) how the relationship is internally maintained between the identif
authenticated operator and the selected role or set of roles to which the op
authorized to assume.

d on the

ied and
erator is

NOTE 10 This is associated with AS04.37, AS04.38, and AS04.39.

TE04.36{02 The tester shall inspect the module and review the vendor-provided documentation|to
verify that it implements identification and authentication procedure as specified in the
vendor-provided documentation, provided under VE04.36.01.

TE04.36/03 The tester shall initiate an error during the authentication proceduretand shall verify that
the module does not allow the tester to proceed beyond the authentication procedute.

TE04.36]04 The tester shall successfully authenticate his/her identity to the module. When reqyired to
select one or more roles, the tester shall select roles which arewiot compatible with the au-
thenticated identity and shall verify that the authorization'to'assume these roles is denied.
NOTE 11 This test procedure is associated with AS04.36.and AS04.38.

Table 98 — VE and TE of AS04.37

Authentication — levels 3 and 4

AS04.37, {If identity-based authentication mechanisms are supported by a cryptographic modple, the

ISO/IEC[19790:2025, |module shall require that the operator befindividually and uniquely identified,} shall fequire

74.4.1 that one or more roles either be implicitly or explicitly selected by the operator, and {$hall

authenticate the identity of the operator and that the operator is authorised to assumfe the
selected role or set of roles.}

Requirdd test procedures

This ass

brtion is not separately tested.

Table 99 — VE and TE of AS04.38

Authentiication — levels 3 and 4

AS04.38 {If identity-based authentication mechanisms are supported by a cryptographic modple, the

ISO/IEC[19790:2025, |module shall require that the operator be individually and uniquely identified,} {shallrequire

74.4.1 that-one’or more roles either be implicitly or explicitly selected by the operator,} and $hall
authenticate the identity of the operator and that the operator is authorised to assumfe the
selected role or set of roles.

Requirgd test procedures

This ass

brtion is;iot separately tested.
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Table 100 — VE and TE of AS04.39

Authentication — levels 3 and 4

AS04.39

ISO/IEC 19790:2025,

7.4.4.1

If a cryptographic module permits an operator to change roles, then the module shall verify
the authentication of the identified operator to assume any role that was not previously
authenticated and the authorization of the identified operator to assume any role that was
not previously authorized.

Required vendor information

VE04.39.01 The vendor-provided documentation shall specify:
a) whether the cryptographic module permits an operator to change roles;
1U) }lUVV dll UPCI atux cdll L}ldllsc I U}CD letcl t‘uc UPCl Cl‘l:Ul ib 1C‘lcut1f1cd auC]l autllc ltlcatEd;
c¢) how the relationship is internally maintained between the identiffied and
authenticated operator and the selected role or set of roles that the opgrator is
authorized to (see item e) of VE04.36.01);
d) how the cryptographic module enforces the verification. of authorizatign of the
identified operator to assume a role that was not previouslyauthorized;
e) conditions under which the operator’s identitysshall be re-authentifated in
changing roles.
Requirdd test procedures

TE04.39{01 The tester shall inspect the module and review the véhdor documentation, to verifyjthat the
cryptographic module permits an operator to change roles.

TE04.39]02 The tester shall verify in the vendor-provided{documentation that the method by WTCh an
operator can modify roles without re-authefitication of the operator’s identity includes the
verification of the authorization of the opexator for a role not previously authenticatied.

TE04.3903 The tester shall perform the followingtésts.

a) Assume each role, attempt to change to another role that the tester is aufhorized
to assume, verify that(he tester’s identity is not required to be re-authehticated,
and verify that the tester can access the services associated with the new fole. The
tester shall perfefm services in the new role that were not associated ith the
previous role inl.order to verify that the tester has assumed a different role

b) Assume éach role, attempt to change to another role that the operatgr is not
authorized to assume, and verify that the module denies access to the role pased on
the identity of the operator.

Table 101 — VE and TE of AS04.40

Authentication — levels 4,.2;3 and 4

AS04.40 When a cryptographic module is reset, rebooted, powered off and subsequently powgred

ISO/IEC [19790:2025;-[on, the module shall require the operator to be authenticated, unless the re-authentigation

74.4.1 bypass is enabled.

Requirqd vendor information

VE04.40,0% The vendor-provided documentation shall describe how the results of previous authentica-

tions are cleared when the maodule is nowered off.
I

Required test procedures

TE04.40.01 The tester shall verify that the vendor-provided documentation describes the clearing of
previous authentications upon power off of the module.
TE04.40.02 The tester shall authenticate to the module and assume one or more roles, power off the

module, power on the module, and attempt to perform services in those roles. To meet this
assertion, the module shall deny access to the services after powering on and require that the
tester be re-authenticated.
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Table 102 — VE and TE of AS04.41

Authentication — levels 1, 2, 3 and 4

AS04.41

ISO/IEC 19790:2025,

7.4.4.1

Authentication data within a cryptographic module shall be protected against unauthorized
use, disclosure, modification, and substitution.

Required vendor information

VE04.41.01

The vendor documentation shall describe the protection of all authentication data within
the module. Protection shall include the implementation of mechanisms that protect against
unauthorized use, disclosure, modification, and substitution.

Required test procedures

TE04.41

01

authentication data. The tester shall verify that the documentation describes hpow the data

The tester shall verify that the vendor-provided documentation describes the proteciion of
will be protected against unauthorized use, disclosure, modification, and substitution.

TE04.41

02

The tester shall perform the attempt to access (by circumventing the docuimented pr¢tection
mechanisms) authentication data which the tester is not authorized to dccess. If the niodule
denies access or allows access only to encrypted or otherwise protectedforms of datj, the

requirement is met.

NOTE

Approved security functions can be used as part of the authentication mechanism.

Table 103 — VE and TE of AS04.42

Authentlication — levels 1, 2, 3 and 4

AS04.42 Verifier data within a cryptographic module shallbe protected against unauthorizel use,

ISO/IEC[19790:2025, |disclosure, modification, and substitution ifit fs considered a CSP, or {shall be prote¢ted

74.4.1 against unauthorized modification and substitution if it is considered a PSP.}

Requirqd vendor information

VE04.42]01 The vendor documentation shall describe the protection of all verifier data within the
module. Protection shall includethe implementation of mechanisms that protect against
unauthorized use, disclosure,.modification, and substitution.

Requirqd test procedures

TE04.42]01 The tester shall verify that the vendor-provided documentation describes the methqd to
protect verifier data: The tester shall verify that the documentation describes how the data
will be protected against unauthorized use, disclosure, modification, and substitutign.

TE04.42]02 The tester shdllperform the following tests.

a) Attempt to access (by circumventing the documented protection mechanisms)
verifier data which the tester is not authorized to access. If the module denies
access or allows access only to encrypted or otherwise protected forms of fata, the
requirement is met.

b) Attempt to modify or substitute the verifier data using the modules interfaces
and any method not specified by the vendor-provided documentation. Th¢ module
shall prevent or detect the modification or substitution of verifier dfta such
that the module does not allow the tester to authenticate using authentication
data compatible with the modified or substituted verifier data or verifier data
compatible with the modified or substituted authentication data.

NOTE Approved security functions can be used as part of the authentication mechanism.
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Table 104 — VE and TE of AS04.43

Authentication — levels 1, 2, 3 and 4

AS04.43

ISO/IEC 19790:2025,

7.4.4.1

{Verifier data within a cryptographic module shall be protected against unauthorized use,
disclosure, modification, and substitution if it is considered a CSP}, or shall be protected
against unauthorized modification and substitution if it is considered a PSP.

Required vendor information

VE04.43.01

The vendor-provided documentation shall describe the protection of all verifier data within
the module. Protection shall include the implementation of mechanisms that protect against
unauthorized modification and substitution if it is considered a PSP.

Required test procedures

TE04.43]01 The tester shall verify that the vendor-provided documentation describes the prote¢tion of
verifier data. The tester shall verify that the documentation describes how the-data will be
protected against unauthorized modification and substitution if it is considerged’a P$P.

TE04.43]02 The tester shall perform the following tests.

a) Attempt to modify or substitute the verifier data using the  modules ijterfaces
and any method not specified by the vendor-provided documentation. Th¢ module
shall prevent or detect the modification or substitition of verifier dfta such
that the module does not allow the tester to authehticate using authentication
data compatible with the modified or substitutéd\verifier data or verifier data
compatible with the modified or substituted authgntication data.

Table 105 — VE and TE of AS04,44

Authentication — levels 2, 3 and 4

AS04.44

ISO/IEC[19790:2025,

7.4.4.1

If a cryptographic module does not contain the verifier data required to authenticate|the op-
erator for the first time the module is accessed, then other authentication methods (e|g. pro-
cedural controls) shall be used to contxolaccess to the module and initialize the auth¢ntica-

tion mechanisms.

Requirgd vendor information

VE04.4401

The vendor-provided documentation shall specify means to control access to the module
before it is initialized.

Requirdd test procedures

TE04.4401 The tester shall verify-that the vendor-provided documentation describes the procedpire by
which the operator is authenticated upon accessing the module for the first time.
TE04.4402 If access to the module before initialization is procedurally controlled, the tester shalf initiate

a proceduralerror on an uninitialized module and shall verify that the module denieq access.
The tester)shall assume the authorized role and verify that the required authenticatign com-
pliesswith the documented procedures. The tester shall attempt to assume other roles before
the'module has been initialized and verify that the module denies access to the roles.

Table 106 — VE and TE of AS04.45

Authentication'— levels 2, 3 and 4

AS04.45

Q20
\vrere;

If default verifier data is used to control access to the approved security functions angl pro-
cessesofthe module then on first-time authentication new verifier data shallbe con igured

ISO/IEC #5756+2

7.4.4.1

)’

for use in subsequent authentication attempts by each role or identity.

Required vendor information

VE04.45.01 The vendor-provided documentation shall specify how, upon first-time authentication, the
module enforces how the new verifier data shall be set for use in subsequent attempts by
each role or identity.

VE04.45.02 The vendor-provided documentation shall specify how, upon subsequent authentication at-

tempts, the module enforces that default verifier data cannot result in a successful authenti-
cation.
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Table 106 (continued)

Required test procedures

TE04.45.01 The tester shall verify that the vendor-provided documentation describes how, upon first-
time authentication, the module enforces the configuration of the new verifier data for use in
subsequent attempts by each role or identity.

TE04.45.02 If the module is designed to accept only new verifier data at first-time authentication, i.e. will

not accept re-use of the default verifier data, the tester shall re-enter the default verifier data.
If the module does not accept this verifier data, the test passes.

Table 107 — VE and TE of AS04.46

Authentication — levels 2, 3 and 4

AS04.46

ISO/IEC[19790:2025,
7441

This requirement shall be enforced by the module.

Requirqd test procedures

This assgrtion is tested as part of AS04.44 and AS04.45.

Table 108 — VE and TE of AS04.47

Authentication — levels 2, 3 and 4

AS04.47

ISO/IEC[19790:2025,
7.4.4.1

The module shall implement an approved authentication mechanism as referenced in{ISO/IEC
19790:2025, Annex E

Requirqd vendor information

VE04.47)01 The vendor-provided documentation shall describe the approved authentication mechanism
used to authenticate operators.
VE04.47)02 If the module implements an appreved authentication mechanism, the vendor shall pfovide

a validation certificate or vendor'affirmation, if available, as specified in VE02.18.01 and
VE02.18.03.

Requirdd test procedures

TE04.47)01

The tester shall verify that the authentication mechanism used to authenticate operators is
an approved one.

Table 109 — VE and TE of AS04.48

Authentication — levels 2, 3.and 4

AS04.48

ISO/IEC[19790:2025,
7441

Thestrength of the approved authentication mechanism shall be specified in the secyrity
policy in accordance with ISO/IEC 19790:2025, Annex B

Requirqd test procedures

This assprtiomisitested as part of ASB.01.

Tahl 110 VEandTE
=) \°up w -]

o
TAaUIC I IYU v

Authentication — levels 1, 2, 3 and 4

AS04.49

ISO/IEC 19790:2025,
7.4.4.1

If the cryptographic module uses security functions to authenticate the operator, then those
security functions shall be approved security functions.

Required vendor information

VE04.49.01 The vendor-provided documentation shall specify the list of security functions used to au-
thenticate operators.
VE04.49.02 The vendor shall provide a validation certificate if available for each approved security func-

tion as specified in VE02.18.01.
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Table 110 (continued)

VE04.49

.03

The vendor shall provide a list of all vendor affirmed security functions as specified in

VE02.18.03.

Required test procedures

TE04.49

.01

The tester shall verify that the security functions used to authenticate operators are all ap-

proved security functions.

Table 111 — VE and TE of AS04.50

Authentication — levels 2, 3 and 4

AS04.50 Foreachattempttouse theapprovedauthernticatiomr mectramnisr, the modute strattmeet the
ISO/IEC[19790: 2025, |strength of the authentication objective.

7.4.4.1

Requirgd vendor information

VE04.50

01

associated false acceptance rate or probability that a random accesswill succeed.

The vendor-provided documentation shall specify each authentication mechanism and the

Requirdd test procedures

TE04.50{01 The tester shall verify that the vendor-provided documentation for each authentication
mechanism specifies the associated false acceptance or random access rate.

TE04.50{02 The tester shall verify that the vendor-provided documentation specifies how to the pbjec-
tive for each authentication mechanism is met.

Table 112 — VE and TE of AS04.51

Authentication — levels 2, 3 and 4

AS04.51 For multiple attempts to use the approved authentication mechanism, the module shdll use a

ISO/IEC[19790:2025, |rate limiting method to meet the strength of the authentication objective.

7.4.41

Requirdd vendor information

VE04.51

01

The vendor-provided documentation shall specify each authentication mechanism an
associated rate limiting method for multiple attempts that meets the strength of the 3
tication objective.

d the
iuthen-

Requirdd test procedures
TE04.51{01 The tester shallverify the vendor-provided documentation for each authentication mpcha-
nism that the associated rate limiting method for multiple attempts is specified.
TE04.51}02 The tester)shall verify that the associated rate limiting method is meeting the objectiye in the
vendor<provided documentation for each authentication mechanism.
Table 113 — VE and TE of AS04.52
Authentication << levels 2, 3 and 4
AS04.52 The approved authentication mechanism shall be met by the module’s implementatioh and
ISO/IEC[19790:2025, |notrely on documented procedural controls or security rules (e.g. password size resgric-
7.4.4.1 tions)
Required vendor information
VE04.52.01 The vendor shall provide complete description of the authentication mechanisms.

Required test procedures
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Table 113 (continued)

TE04.52.01

The tester shall inspect the module and review the vendor-provided documentation to verify
that the approved authentication mechanism is met by the module’s implementation and that
it does not rely on documented procedural controls or security rules.

TE04.52.02

If the module allows configuration of the authentication mechanism, the tester shall follow
the configuration instructions and then attempt to set authentication data to the module
using verifier data that meets the strength of the authentication objective of the module,
e.g. password of a sufficient length. If the module allows the tester to set the authentication
mechanism, the test passes.

TE04.52.03

If the module allows configuration of the authentication mechanism, the tester shall follow
the configuration instructions and then attempt to set authentication data to the module

using veritier data that does not meet the strength of the authentication objective of fhe mod-
ule, e.g. password of an insufficient length. If the module allows the tester to set the.ajithenti-
cation mechanism to a weaker strength, the test fails.

Table 114 — VE and TE of AS04.53

Authentlication — level 2

AS04.53

ISO/IEC[19790:2025,
7441

If the operating system implements the authentication mechani$m;then the authentig¢ation
mechanism shall meet the requirements in ISO/IEC 19790:2025,.7.4.4 that are applicgble to
the claimed security level of the authentication mechanism.

Requirqd vendor information

VE04.5301

The vendor shall provide authentication mechanismyspecification of the operating sy$tem.

Requirdd test procedures

TE04.53]01

The tester shall review the vendor-provided decumentation and inspect the module tp verify
that the approved authentication mechanisin’'implemented in the operating system meets the
applicable requirements.

Table 115 — VEand TE of AS04.54

Authentiication — levels 2, 3 and 4

AS04.54

ISO/IEC[19790:2025,
7.4.4.1

Feedback of authentication-data to an operator shall be obscured during the authentitation
process to anyone othethan the operator (e.g. when entering a password, individual|charac-
ters are not displayed.Jong enough for anyone other than the operator to see them).

Requirdd vendor information

VE04.54.01 The vendorprevided documentation shall specify the method used to obscure feedbdck of
the authentjcation data to anyone other than the operator during entry of the authentication
data.

VE04.54.02 Thévendor-provided documentation shall specify how, if implemented, the vendor allows

dn operator to confirm authentication data at the time of entry, while obscuring any yseful
information to all others.

Requirqd test procedures

TE04.5401 The tester shall review the vendor-provided documentation to verify that the authentication
data is obscured to anyone other than the operator during data entry.

TE04.54.02 The testershallenterauthentication-data-and um«iFy thatthereisngvisible r]icp]ay ofl authen-
tication data during data entry to anyone other than the operator.

TE04.54.03 If the vendor allows an operator to confirm authentication data at the time of entry, the tester

shall verify that this information is obscured from other entities.
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Table 116 — VE and TE of AS04.55

Authentication — levels 2, 3 and 4

AS04.55

ISO/IEC
7.4.4.1

19790:2025,

Feedback provided to an operator during an attempted authentication shall prevent weaken-
ing of the authentication mechanism strength beyond the required authentication strength.

Required vendor information

VE04.55.

01

The vendor-provided documentation shall specify the feedback mechanism that is used when

the operator is entering authentication data.

Required test procedures

TE04.55.01 The tester shall verify from the vendor- nrmndpd documentation thatthe feedback mecha-
nism does not provide information that can be used to guess or determine the authenftication
data.

TE04.55{02 The tester shall enter authentication data to assume each role to ensure that the feedpack
mechanism does not provide useful information.

6.4.4.2 | Security level 1

Table 117 — VE and TE of AS04.56

Authentication — level 1

AS04.56) For security level 1, a cryptographic module is not required to employ authentication|mech-

ISO/IEC[19790:2025, |anisms to control access to the module. If a module does not support authentication npecha-

7.4.4.2 nisms, the module shall require that the operator'either implicitly or explicitly select one or
more roles.

Requirqd vendor information

VE04.56.01 The vendor shall document the type of@uthentication performed for the module. The|vendor
shall document the mechanisms used to perform the implicit or explicit selection of ajrole or
set of roles and the authentication;0f the operator to assume the role(s).

VE04.56.02 The non-proprietary security pelicy provided by the vendor shall provide a descripti¢n of the
roles, either implicit or expli¢it, that the operator can assume.

VE04.56.03 The non-proprietary security policy provided by the vendor shall provide instructions for the
operator to assume efther the implicit or explicit roles.

Requirdd test procedures

TE04.56{01 The tester shatlverify that the vendor-provided non-proprietary security policy provjides
a description of the roles, either implicit or explicit, that the operator can assume and|the
means tp-assume each role.

TE04.56,02 The téster shall invoke the method described in the non-proprietary security policy gnd veri-
fy that'each role can either be implicitly or explicitly assumed.

6.4.4.3 | Security level 2

Table 118 — VE and TE of AS04.57

Authen ication — level 2

AS04.57 For security level 2, a cryptographic module shall at a minimum employ role-based authenti-
ISO/IEC 19790:2025, |cation to control access to the module.

7.4.4.3

Required test procedures

This assertion is tested as part of AS04.33.
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6.4.4.4 Security level 3

Table 119 — VE and TE of AS04.58

Authentication — level 3

AS04.58

ISO/IEC
7.4.4.4

19790:2025,

For security level 3, a cryptographic module shall employ identity-based authentication
mechanisms to control access to the module.

Required test procedures

This assertion is tested as part of AS04.37 and AS04.38.

6.4.4.5 | Security level 4
Table 120 — VE and TE of AS04.59
Authentication — level 4
AS04.59 In addition to the requirements at security level 3, a cryptographic.-module shall employ mul-
ISO/IEC[19790:2025, |ti-factor identity-based authentication mechanisms or another authentication methogl that
74.4.5 meets security level 4 requirements in [SO ISO/IEC 19790:2025; Annex E.
Requirqd vendor information
VE04.59,01 The vendor shall provide specification of a multi-factoridentity-based authentication
or another authentication method that meets security level 4 requirements in ISO/IEC
19790:2025, Annex E
Requirqd test procedures

TE04.59{01 The tester shall verify the vendor documentation and assess multi-factor identity-baded
authentication or another authenticationzmethod that meets security level 4 requirements in
[SO/IEC 19790:2025, Annex E.

TE04.59(02 If the module supports multi-factoridentity-based authentication, the tester shall vei]ify
that the authentication mechanism’s require multiple authentication factors of at leasf two
independent authentication factor categories, by categorizing each authentication fagtor into
either something a person knows, something a person has, or something that a person is.

6.5 Sqftware/firmware security

6.5.1 PBoftware/firmware security general requirements

Table 121 — VE and TE of AS05.01

Softwarnje/firmware security general requirements — levels 1, 2, 3 and 4

AS05.01 The requirements of this clause shall apply to software, firmware, or bitstream compoiments of

ISO/IEC a cryptographic module.

19790:2p25, 7.5:1

Requirqd testprocedures

This assgrtion is tested as part of AS05.09, AS05.10, AS05.11, AS05.12, AS05.13, AS05.14, AS05.15, AS05.16, AS05.17,

AS05.18, AS05.19, AS05.20, AS05.21, AS05.22, AS05.23, AS05.24, AS05.25, AS05.26, AS05.27, AS05.28 and AS05.29.
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Table 122 — VE and TE of AS05.02

Software/firmware security general requirements — level 1

AS05.02
ISO/IEC

19790:2025, 7.5.1

The secure container shall be controlled to prevent the non-validated executable firmware
within the secure container from interfering or compromising the cryptographic module. In
addition, {the following requirements shall apply:} {AS05.04 to AS05.08}

Required vendor information

VE05.02

.01

The vendor shall provide a description of how the secure container is controlled to prevent the
non-validated executable firmware within the secure container from interfering or compro-
mising the cryptographic module.

Required test procedures

TE05.02

01

The tester shall review the vendor-provided documentation and by inspection of thelinjplemen-
tation that the secure container is controlled to prevent the non-validated executable firmware
within the secure container from interfering or compromising the cryptographia module

NOTE

This assertion is not applicable if the cryptographic module vendor does not claim the secure contaiper.

Table 123 — VE and TE of AS05.03

Softwarn

e/firmware security general requirements — level 1

AS05.03

ISO/IEC
19790:2

D25,7.5.1

{The secure container shall be controlled to prevent the non-validated executable firmyvare
within the secure container from interfering or compromising the cryptographic modufle.} In
addition, the following requirements shall apply: {AS05.04.to AS05.08}.

Requirg

d test procedures

This ass

brtion is tested as part of AS05.04, AS05.05, AS05.06, AS05.07and AS05.08.

Table 124 — VE and TE of AS05.04

Softwarn

e/firmware security general requirements — level 1

AS05.04

ISO/IEC
19790:2

D25,7.5.1

The software/firmware load test specified in ISO/IEC 19790:2025, 7.10.4.4 shall be performed
by the module before the firmwate that is loaded into the secure container can be execfited.

Requirdg

d test procedures

This ass

brtion is tested as part of AS10.37, AS10.38, AS10.39, AS10.40, AS10.41 and AS10.42.

Table 125 — VE and TE of AS05.05

Softwarn

e/firmware securitygeneral requirements — level 1

AS05.05

ISO/IEC
19790:2

D25,7.5.1

The boundary of the module with the secure container firmware shall be defined.

Requirg

d vendorinformation

VE05.05

01

The vendor shall provide a description of the boundary of the cryptographic module with the
secure container firmware.

Requirg

dtest procedures

TE05.05

.01

The tester shall verify that the documentation provided by the vendor identifies the boundary
of the cryptographic module with the secure container firmware.

TE05.05

.02

The tester shall verify by identifying the boundary of the cryptographic module that the
boundary of the cryptographic module in the documentation provided by the vendor is consist-
ent with the boundary of the cryptographic module.

© ISO/IEC 2025 - All rights reserved
60



https://standardsiso.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 126 — VE and TE of AS05.06

Software/firmware security general requirements — level 1

AS05.06

ISO/IEC
19790:2025, 7.5.1

The interfaces provided by the module to the secure container firmware shall be defined

(e.g. all interfaces that the module provides to the secure container to allow data and control
input and output, status, etc. to the module’s external interfaces from the executing firmware
in the secure container).

Required vendor information

VE05.06.01

The vendor shall provide a description of the interfaces provided by the cryptographic module
to the secure container firmware.

Required test procedures

TE05.06{01 The tester shall verify that the vendor-provided documentation identifies the interfacep pro-
vided by the cryptographic module to the secure container firmware.
TE05.06{02 The tester shall review the vendor-provided documentation and, identify the intérfaceq of the

cryptographic module, to inspect that the cryptographic module is consistentwith the finter-
faces of the cryptographic module.

Table 127 — VE and TE of AS05.07

Softwarnje/firmware security general requirements — levels 1, 2, 3 and 4

AS05.07

ISO/IEC
19790:2025, 7.5.1

The services provided by the module to the secure containerfirmware shall be defined

Requirdd vendor information

VE05.07/01

The vendor shall provide a description of the services provided by the cryptographic mjodule to
the secure container firmware, including thé&xroles and authentication required to accegs each
service.

Requirqd test procedures

TE05.07{01 The tester shall verify that the vendor-provided documentation identifies the services provided
by the cryptographic module to the'secure container firmware, including the roles and jauthen-
tication required to access eachservice.

TE05.07{02 The tester shall verify from the vendor-provided documentation, by identifying the seryices of

the cryptographic modulethat the cryptographic module is consistent with the services of the
cryptographic module.

NOTE RPAuthentication ahead of access-to services requiring use of an authenticated role is tested as part ofJAS04.56

to AS04.59.

Table 128 — VE and TE of AS05.08

Softwarje/firmware security general requirements — level 1

AS05.08

ISO/IEC
19790:225, 7.5

1
o

All'toles of the module that have access to the secure container firmware shall be definpd.

Requirgd vendor information

VE05.08.01

The vendor shall provide a dperiprinn of the roles of the rrvpfngraphir‘ module that have ac-

cess to the secure container firmware.

Required test procedures

TE05.08.01 The tester shall verify that the vendor-provided documentation identifies the roles of the cryp-
tographic module that have access to the secure container firmware.
TE05.08.02 The tester shall verify the vendor-provided documentation, by identifying the roles of the cryp-

tographic module, to ensure that the cryptographic module is consistent with the roles of the
cryptographic module that have access to the secure container firmware.
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Table 129 — VE and TE of AS05.09

Software/firmware security general requirements — levels 1, 2, 3 and 4

AS05.09

ISO/IEC
19790:2025, 7.5.1

The documentation for software/firmware security specified in ISO/IEC 19790:2025, A.2.4
shall be provided.

Required vendor information

VE05.09.01

The vendor shall provide documentation as specified in ISO/IEC 19790:2025, A.2 4.

Required test procedures

TE05.09.01

The tester shall verify completeness of the documentation specified in ISO/IEC 19790:2025,
A24

6.5.2 Becuritylevel 1

Table 130 — VE and TE of AS05.10

Security level 1 —levels 1, 2, 3 and 4

AS05.10

1SO/IEC
19790:2025, 7.5.2

The following requirements shall apply to software, firmware, orditstream components of a
cryptographic module for security level 1: {AS05.11 to AS05.19}.

Requirqd test procedures

This assgrtion is not separately tested.

Table 131 — VE and TE of AS05.11

Security level 1 —levels 1, 2, 3 and 4

AS05.11

ISO/IEC
19790:2025, 7.5.2

All software, firmware, or bitstream shall be in a form that satisfies the requirements df this
document without modification priorite installation.

Requirqd vendor information

VE05.11{01

The vendor shall provide seftware, firmware, or bitstream specification.

Requirdd test procedures

TE05.11j01

The tester shall verify; by inspection of the cryptographic module, that specifications pfovided
by vendor-provided documentation are consistent with the actual design of the cryptographic
module.

Table 132 — VE and TE of AS05.12

Security level 1 — levéls)l, 2, 3 and 4

AS05.12

ISO/IEC[19790:2025,
7.5.2

A cryptographic mechanism using an approved integrity technique shall be applied fo all
software and firmware components within the module’s defined cryptographic bouhdary in
one of the following ways:

a) by the cryptographic module itself; or

b) by another validated cryptographic module utilising an approved service.

Required vendor information

VEO05.12.01 The vendor-provided documentation shall describe the approved integrity technique that is
applied to software and firmware modules and the disjoint software or firmware compo-
nents of a hybrid module.

VEO05.12.02 The vendor-provided documentation shall specify how the integrity technique is applied

to software and firmware modules and the disjoint software or firmware components of a
hybrid module using either:

a) asingle encompassing message authentication code or signature, or
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Table 132 (continued)

b) multiple disjoint codes or signatures.

VEO05.12

.03

The vendor-provided documentation shall describe whether the approved integrity tech-
nique is implemented either by the cryptographic module itself or by another validated
cryptographic module utilising an approved service.

VE05.12

.04

The vendor-provided documentation shall specify the location of the cryptographic key
used in the integrity technique. If the approved digital signature is used as the integrity
technique, the vendor-provided documentation shall also specify the location of the private
signing key which is used to generate the reference signature.

VE05.12

.05

The vendor shall provide a validation certificate if available or vendor affirmation for the
approved integrity technigque as specified in VE02,18.01 and VE02,18.03

VE05.12

06

The vendor-provided documentation shall describe whether temporary value(s)-génerated
during the integrity test of the module’s software or firmware are zeroized upon'completion
of the integrity test.

Requirdg

d test procedures

TE05.12

01

The tester shall verify by inspection of the cryptographic module thatan approved iptegrity
technique is applied to software and firmware modules and the disjoint software or{firm-
ware components of a hybrid module.

TE05.12

02

The tester shall verify that the vendor has provided a validation certificate if availaljle
or vendor affirmation for the approved integrity techniqueNimplemented as specifiedl in
VE(02.18.01 and VE02.18.03.

TE05.12

03

If the module implements a hash or MAC for the software/firmware integrity test, the tester
shall verify that the vendor-provided documentatién of the software/firmware integrity
test fully describes the process by which the hash’or MAC is calculated and verified.

TE05.12

04

If the module implements an approved digital signature for the software/firmware jntegrity
test, the tester shall verify that the vendof:provided documentation of the softwareffirm-
ware integrity test includes the followifg:

a) specification of the appreved digital signature algorithm implemented;

b) identification of software and firmware that is protected using the gpproved
digital signatures;

c) verification that the pre-calculated value of the approved digital sigrjature is
includedmith the software or firmware;

d) verification of the approved digital signature;

e) (failure of the self-test upon failure of the approved digital signature verification.

TE05.12

05

Even if(the’approved integrity technique is provided by another validated module, the tester
shall‘verify that the determination of pass or fail of the software/firmware integrity test is
made as specified in AS10.01.

TE05.12

06

By checking the code and design documentation, the tester shall verify that the implemen-
tation of the software/firmware test is consistent with the information provided under
AS05.12 and AS05.15.

TE05.12

07

The tester shall modify the cryptographic software and firmware components. This|test has
failed if the integrity mechanisms do not detect the modifications.

TE05.12

Thaotactarchall oty th ot tha o das i dad do s ottt dac ot ac vashath A 4 mpo-
ester-shat-vert P gemp

rary value(s) generated during the integrity test of the module’s software or firmware are
zeroized upon completion of the integrity test.
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Table 133 — VE and TE of AS05.13

Security level 1 —levels 1, 2, 3 and 4

AS05.13

ISO/IEC
19790:2025, 7.5.2

Acryptographic mechanism using an approved integrity technique or an error detection code
(EDC) shall be applied to all firmware or bitstream components within the hardware module’s
defined cryptographic boundary or within disjoint hardware components of the hybrid mod-
ule.

Required vendor information

VE05.13.01

The vendor-provided documentation shall describe the approved integrity technique or error
detection code that is applied to all firmware or bitstream components of a hardware cryp-
tographic module and the firmware or bitstream components within a disjoint hardware com-

ponentofa hvbrid cruntogranhic maodule
T Y ITPeO5er

VE05.13}02

The vendor-provided documentation shall specify how the approved integrity technigije
or error detection code is applied to all firmware or bitstream components of a hardwalre

cryptographic module and the firmware or bitstream components within a djsjoint harjdware
component of a hybrid cryptographic module.

VE05.13]03

If the module implements an error detection code, the vendor shall provide‘'the documgntation
required under VE05.14.01.

VE05.13]04

If the cryptographic module implements an approved integrity technique for the integrity test,
the vendor-provided documentation shall provide information required under VE05.12.02,
VE05.12.04, and VE05.12.05.

Requirdd test procedures

TE05.13}01 The tester shall verify by inspection of the cryptographie‘module that an approved integri-
ty technique or error detection code is applied to allfirmware or bitstream componentf of a
hardware cryptographic module and all firmwargor’bitstream components within a disjoint
hardware component of a hybrid cryptographicimodule.

TE05.13}02 If the module implements an error detection c€ode, the tester shall follow procedures reguired
under TE05.14.01.

TE05.13}03 If the module implements a hash or MAC for the integrity test, the tester shall follow prpce-
dures required under TE05.12.03:

TE05.13]04 If the module implements an approved digital signature for the integrity test, the testef shall
follow procedures required under TE05.12.04.

TE05.13}05 By checking the code and.design documentation, the tester shall verify that the implemjentation
of the integrity test is Consistent with the information provided under AS05.13 to AS05|15.

TE05.13}06 The tester shall maedify the cryptographic firmware or bitstream components. This tesf has

failed if the integrity mechanisms do not detect the modifications.

Table 134 — VE and TE of AS05.14

Security level 1 — levels(1;,2, 3 and 4

AS05.14

ISO/IEC
19790:2025, 7.5.2

Ifah/EDC is used, the EDC shall be at least 16 bits in length.

Requirqd vendor information

VE05.14{01

The vendor shall provide the specification of the error detection code used within the odule.

FThisTectanisnrstattbeamrerrordetectioncode of atteast 16 bitstrtength-Thevendor shall
provide:

a) description of EDC calculation algorithm;
b) calculation of the EDCs when the firmware is installed;
c) description of verification process:
1) recalculation of the EDCs when the self-test is initiated;
2) comparison of the stored EDC against the recalculated EDC;

3) expected outputs for success or failure of test.
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Table 134 (continued)

Required test procedures

TE05.14.01

The tester shall verify that the error detection code is at least 16 bits in length and verify by
inspection that the following information is provided:

a) the implementation of the EDC calculation algorithm;
b) the verification process:
1) recalculation of the EDCs when the self-test is initiated;

2) comparison of the stored EDC against the recalculated EDC;

3) the expected outputs for success or failure of test.

Table 135 — VE and TE of AS05.15

Security level 1 —levels 1, 2, 3 and 4

AS05.15

ISO/IEC
19790:225, 7.5.2

If the integrity test fails (i.e. the calculated result is not successfully verified or the ED( cannot
be verified depending on the module type), the module shall enter thejerror state.

Requirgd vendor information

VE05.15}01

The vendor shall provide the specification of the integrity. test of software/firmware. This
mechanism shall be an approved integrity technique or @n'error detection code depending on
the module type (see AS05.12 and AS05.13).

Requirdd test procedures

TE05.15{01

The tester shall verify that if the integrity testfails, the module enters the error state.

Table 136 — VE and'TE of AS05.16

Security level 1 — levels 1, 2, 3 and 4

AS05.16

ISO/IEC
19790:225, 7.5.2

The integrity test may consist pf a single encompassing message authentication code; EDC;
signature; or multiple disjoint\authentication codes, EDCs or signatures of which failur¢ of any
disjoint authentication code, EDC or signature shall cause the module to enter the erroif state.

Requirdd test procedures

This assgrtion is tested as part of AS05.12, AS05.13 and AS05.15.

Table 137 — VE and TE of AS05.17

Security level 1 — levels 1;2,/3 and 4

AS05.17

ISO/IEC
19790:225, 7.5.2

Ancoperator shall be able to perform the integrity test on demand.

Requirqd vendor'information

VE05.17)01

The vendor-provided documentation shall describe the way to perform the integrity teft on
demand via a service, resetting, rebooting, or power cycling.

Required test procedures

TE05.17.01 The tester shall verify that the integrity test can be performed on demand via a service, reset-
ting, rebooting, or power cycling.
TE05.17.02 The tester shall verify by inspection of the module that the integrity of all software and firm-

ware components within the module is tested during the integrity test callable on demand via
a service, resetting, rebooting, or power cycling.
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Table 138 — VE and TE of AS05.18

Security level 1 —levels 1, 2, 3 and 4

AS05.18

ISO/IEC
7.5.2

19790:2025,

All data and control inputs, and data, control and status outputs of the cryptographic mod-
ule and services shall be directed through a defined module interface.

Required vendor information

VE05.18

.01

The vendor-provided documentation requirement is specified under VE05.22.01 and 6.3.1,
6.3.2 and 6.4.3.

Required test procedures

TE05.18

01

The tester shall verify that the vpndnr-prnvidpd documentation cpr—\r‘ifipq the Fnl]m/v'ng;

a) total set of commands used to request the services of the cryptographi¢|module,
including parameters that enter or leave the module’s cryptographicboupdary as
part of the requested service.

TE05.18

02

The tester shall review the vendor-provided documentation and inspect‘the module|to veri-
fy that all data and control inputs, and data, control and status outputs,of the cryptdgraphic
module and services pass through only the defined module interface}

Table 139 — VE and TE of AS05.19

Security

rlevel 1 — levels 1, 2, 3 and 4

AS05.19

ISO/IEC
7.5.2

19790:2025,

If software, firmware, or bitstream is loaded and is associated, bound to, modifies of is an
executable requisite of the validated module, ther\the software/firmware load test js appli-
cable and shall be performed by the validated medule.

Requirg

d vendor information

VE05.19

01

The vendor shall provide a specification.of'software/firmware loading processes, influding:

a) the type(s) of software or fitmiware loading processes:
1) adding software; firmware, or bitstream components;
2) updating existing software, firmware, or bitstream components;

b) the locationwhere newly loaded software, firmware, or bitstream comporjents are
stored;

c) existing software, firmware, bitstream or hardware components to enforce the
software, firmware or bitstream loading;

d)existing software/firmware/bitstream components which will be hffected,
modified, or replaced as a result of software/firmware/bitstream loading;

e) existing software/firmware/bitstream components which will be neither pffected,
modified, nor replaced as a result of software/firmware/bitstream loading.

VE05.19

02

The vendor shall provide the specification of the software/firmware load test perfofmed by
the validated module.

Requirg

d testiprocedures

TE05.19

01

The tester shall review the vendor-provided documentation and inspect the module|to de-

termine whether the cryptographic module has a capability of loading software, firmware,
or bitstream.

TE05.19.

02

If the cryptographic module has a capability of loading any software, firmware, or bitstream
components, the tester shall review the vendor documentation and inspect the module by
the type(s) of software/firmware/bitstream loading to determine whether additional soft-
ware, firmware and bitstream components are loaded, or existing software, firmware, and
bitstream components are updated.
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Table 139 (continued)

TE05.19.03

If additional software, firmware, and bitstream components are loaded, the tester shall
verify that the software/firmware/bitstream load test is performed with the software/
firmware/bitstream loading.

TE05.19.04

The tester shall review the vendor-provided documentation and inspect the module to veri-
fy that a crypto officer role is assumed to perform software/firmware/bitstream loading.

TE05.19.05

By checking the code and design documentation, the tester shall verify that the implemen-
tation of the software/firmware loading is consistent with the information provided under
VE05.19.01.

6.5.3 Qnr‘nrify level 2

Table 140 — VE and TE of AS05.20

Security level 2 — levels 2, 3 and 4

AS05.20

ISO/IEC
19790:225, 7.5.3

In addition to the requirements of security level 1, the following requirements shall apply to
software and firmware modules or the disjoint software and firmware components of § hybrid
module for security level 2: {AS05.21 to AS05.24}.

Requirdd test procedures

This assgrtion is tested as part of AS05.21, AS05.22, AS05.23 and AS05.24.

Table 141 — VE and TE of AS05,21

Security level 2 — levels 2, 3 and 4

AS05.21

ISO/IEC
19790:225, 7.5.3

Code shall only be in executable form.

Requirdd vendor information

VE05.21}01

The vendor shall provide softwarg and firmware description with the executable form psed.

Requirdd test procedures

TE05.21101 The tester shall review thé yvendor-provided documentation and inspect the module to yerify
that the documented eXecutable form does not require further compilation and that thgre is no
dynamically modified code.

TE05.21102 The tester shallinspect the cryptographic module and review the vendor-provided documen-

tation to verifythat the documented executable form is used for each software/firmwajre
components.

Table 142 — VE and TE of AS05.22

Security level 2 — levels 2, 3 and 4

AS05.22

ISO/IEC
19790:2025£7.5.3

There shall be no services or control settings via the module interface to allow the opeifator to
initiate or perform debugging techniques when operational.

Requirdd vendor information

VE05.22.01

The vendor shall provide specification of module interface services or control settings.

Required test procedures

TE05.22.01 The tester shall verify the vendor documented specification of services or control settings.

TE05.22.02 The tester shall verify from the vendor-provided documentation that the services or control
settings do not allow the operator to initiate or perform debugging techniques.

TE05.22.03 The tester shall test the services or control settings to verify that the operator cannot initiate

or perform debugging techniques.
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Table 143 — VE and TE of AS05.23

Security level 2 — levels 2, 3 and 4

AS05.23

ISO/IEC
19790:2025, 7.5.3

An approved digital signature or keyed message authentication code shall be applied to all soft-
ware and firmware within the module’s defined cryptographic boundary.

Required vendor information

VE05.23.01

The vendor shall provide documentation that identifies the technique used to maintain the
integrity of the cryptographic software and firmware components.

Required test procedures

TE05.23 01

The tester shall verifyv that the information cppr‘ifipd in VEOS 23 01 isincluded

TE05.23]02

The tester shall attempt to corrupt the cryptographic software and firmware compenehts. If
the module determines that the integrity is maintained, this test has failed.

Table 144 — VE and TE of AS05.24

Security level 2 — levels 2, 3 and 4

AS05.24

ISO/IEC
19790:225, 7.5.3

If the calculated result is not successfully verified, the test fails, andthe module shall efpter the
error state.

Requirdd test procedures

This assertion is tested as part of AS05.15 and AS05.23.

6.5.4 PBecurity levels 3 and 4

Table 145 — VE and TE of AS05.25

Security levels 3 and 4 — levels 3 and 4

AS05.25

ISO/IEC
19790:2025, 7.5.4

In addition to the requirements ofi\security levels 1 and 2, the following requirements shall
apply to software and firmwaneymodules or the disjoint software and firmware compohents of
a hybrid module for security levels 3 and 4: {AS05.26 to AS05.29}

Requirqd test procedures

This assgrtion is tested as part of AS05.26, AS05.27, AS05.28 and AS05.29.

Table 146 — VE and TE of AS05.26

Security levels 3 and 4 — levels 3 and 4

AS05.26)

ISO/IEC
19790:2025, 7.5.4

A cryptographic mechanism using an approved digital signature shall be applied to all soft-
wdreland firmware components within the module’s defined cryptographic boundary.

Requirqd vendorinformation

VE05.26/01

The vendor shall provide documentation of the approved digital signature mechanism.

Requirddfest procedures

TE05.26.01

The tester shall verify by inspection of the cryptographic module that a cryptographic mech-
anism using an approved digital signature mechanism is applied to all software and firmware
components within the module’s defined cryptographic boundary.
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Table 147 — VE and TE of AS05.27

Security levels 3 and 4 — levels 3 and 4

AS05.27 If the calculated result is not successfully verified, the test fails, and the module shall enter the
ISO/IEC error state.

19790:2025, 7.5.4

Required test procedures

This assertion is tested as part of AS05.23.

Table 148 — VE and TE of AS05.28

Security levels 3 and 4 — levels 3 and 4

AS05.28 Failure of the verification of the single signature or any disjoint signature shall cause-tije mod-
ISO/IEC ule to enter the error state.

19790:2p25, 7.5.4

Requirdd test procedures

This assgrtion is tested as part of AS05.12.

Table 149 — VE and TE of AS05.29

Security levels 3 and 4 — levels 3 and 4

AS05.29 The private signing key shall reside outside the module.

ISO/IEC
19790:2025, 7.5.4

Requirgd vendor information

VEO05.29101 The vendor-provided documentation requirement is specified under VE05.12.04. The vendor
design shall ensure that the private signing key for generating reference signature doeg not
reside within the cryptographic module’s cryptographic boundary.

Requirdd test procedures

TE05.29]01 The tester shall inspect the cryptographic module and review the vendor documentatign to
verify that the private signing key does not reside within the cryptographic boundary.

6.6 Operational environment
6.6.1 Pperational environmentgeneral requirements

Table 150 — VE and TE of AS06.01

Operatipnal environmentgeneral requirements — level 1

AS06.01 Hardware, firmware and hybrid firmware modules shall use a non-modifiable or limite|d opera-
ISO/IEC tional environment.

19790:2P25, 7.6

Requirdd test'procedures

This asskrtien-istested-aspart-efASO6-03-and
BFtteStesteaaspafFtorAovorvahea

AS86-04

T
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Table 151 — VE and TE of AS06.02

Operational environment general requirements — levels 1 and 2

AS06.02 Software modules and hybrid software modules shall use a modifiable operational environ-
ISO/IEC ment.
19790:2025, 7.6.1

Required test procedures

This assertion is tested as part of AS06.07, AS06.08, AS06.09, AS06.10, AS06.11, AS06.12, AS06.13, AS06.14, AS06.15,
AS06.16, AS06.17, AS06.18, AS06.19, AS06.20, AS06.21, AS06.22, AS06.23, AS06.24, AS06.25, AS06.26, AS06.27,
AS06.28, AS06.29, AS06.30, AS06.31, AS06.32 and AS06.33.

6.6.2 [lause applicability

NOTE The requirements AS06.07 to AS06.33 apply to the operating system or operational environments as
relevant,

Table 152 — VE and TE of AS06.03

Clause gpplicability — level 1

AS06.03 If the operational environment is non-modifiable and the module is security level 1 in I$0/IEC
ISO/IEC 19790:2025, 7.7, the operating system requirements in ISO/HEE19790:2025, 7.6.3 securjity level
19790:225,7.6.2 |1 shallapply.

Requirqd test procedures
This assgrtion is tested as part of AS06.07, AS06.08, AS06.09, AS06.10 and)AS06.11.

Table 153 — VE and TE«0fAS06.04

Clause gpplicability — level 1

AS06.04 If the operational environment is a limited operational environment and the module is fecurity
ISO/IEC level 1in ISO/IEC 19790:2025, 7.7 the operating system requirements in ISO/IEC 19790:2025,
19790:2025, 7.6.2 | 7.6.3 security level 1 shall apply-

Requirqd test procedures
This assgrtion is tested as part of AS06.07, AS06.08, AS06.09, AS06.10 and AS06.11.

Table 154 — VE and TE of AS06.05

Clause gpplicability — levels 1 and 2

AS06.05 If the opérational environment is a modifiable operational environment, the requiremepts in
ISO/IEC ISO/IEC\19790:2025, 7.6.3 shall apply.
19790:2p25, 7.6.2

Requirqd test procedures
This assgrtion is'tested as part of AS06.07, AS06.08, AS06.09, AS06.10, AS06.11, AS06.12, AS06.13, AS06.14, AS06.15,
AS06.16[ AS06:1% AS06.18, AS06.19, AS06.20, AS06.21, AS06.22, AS06.23, AS06.24, AS06.25, AS06.26, AS06.P7,

AS06.28] AS06:29, AS06.30, AS06.31, AS06.32 and AS06.33.
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Table 155 — VE and TE of AS06.06

Clause applicability — levels 1 and 2

AS06.06

ISO/IEC
19790:2

025,7.6.2

The documentation requirements for the operational environment specified in ISO/IEC

19790:2025, A.2.5 shall be provided.

Required vendor information

VE06.06.01

The vendor shall provide the documentation requirements as specified in ISO/IEC 19790:2025,

A.2.5.

Required test procedures

TE06.06.01 The tester shall verify that the vendor prnvidpc documentation as cpprifind in IQﬂ/IF(‘
19790:2025, A.2.5.
6.6.3 Pperating system requirements for modifiable operational environments
6.6.3.1 | Security level 1
Table 156 — VE and TE of AS06.07

Operatipg system requirements for modifiable operational environments —=levels 1 and 2

AS06.07| Each instance of a cryptographic module shall have coritrol over its own SSPs.

ISO/IEC[19790:2025,

7.6.3.1

Requirgd vendor information

VE06.07|01 The vendor shall provide a description of the operating system mechanism used to er{sure
that each instance of a cryptographic madule has control over its own SSPs while thefcryp-
tographic process is in use.

Requirdd test procedures

TE06.07{01 The tester shall review the vendor-provided documentation and inspect the operating system
to verify that each instance,of'a cryptographic module has control over its own SSPs hile
the cryptographic module(is in use.

TE06.07]02 The tester shall reviewthe vendor-provided documentation and inspect the operating system
to verify that the requirement is enforced by the cryptographic module itself.

TE06.07]03 The tester shallperform cryptographic functions as described in the crypto officer and user
guidance documentation. While the cryptographic functions are executing, the same for
another tester shall attempt to gain unauthorized access to secret and private keys, ifiterme-
diate ke generation values, and other SSPs which are under the control of the cryptographic
moduleIf the tester can gain unauthorized access, the test fails.

NOTE 1 Each instance of-a cryptographic module controls its own SSPs and are not owned or controlled by gxternal

processgs/operators.

NOTE 2 [This requjrement is not enforced by administrative documentation and procedures but by the cryptograph-

ic module itself.
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Table 157 — VE and TE of AS06.08

Operating system requirements for modifiable operational environments — levels 1 and 2

AS06.08

ISO/IEC 19790:2025,
7.6.3.1

The operating system shall provide the capability to separate individual application pro-
cesses from each other in order to prevent uncontrolled access to CSPs and uncontrolled
modifications of SSPs regardless of whether these data are in the process memory or stored
on persistent storage within the operational environment.

Required vendor information

VE06.08.01

The vendor shall provide a description of the operating system mechanism used to provide
the capability to separate individual application processes from each other in order to pre-
vent uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless of wheth-

erthisdataisinthe Process-memory or stored on parcicfnnf cfnragn within the opera tional

environment.

Requirdd test procedures

TE06.08{01

The tester shall review the vendor-provided documentation and inspect the'gpérating system
mechanism used to verify that it provides the capability to separate individifal applichtion
processes from each other in order to prevent uncontrolled access to CSPs and uncontrolled
modifications of SSPs regardless of whether this data is in the process memory or stofed on
persistent storage within the operational environment.

TE06.08,02

The tester shall perform cryptographic functions as described\in'the crypto officer and user
guidance documentation. While the cryptographic functions. are executing, the same for an-
other tester shall attempt to gain access to CSPs and perferm modifications of SSPs rggard-
less of whether this data is in the process memory or stored on persistent storage within the
operational environment. If the tester can gain accefs, the test fails.

Table 158 — VE and TE 0fAS06.09

Operatipg system requirements for modifiable operational environments — levels 1 and 2

AS06.09

ISO/IEC[19790:2025,
7.6.3.1

Restrictions to the configuration of the operating system shall be documented in the pecurity
policy of the cryptographic module;

Requirgd vendor information

VE06.0901

The vendor shall provide-documentation which provides a description of any restrictjons to
the configuration of the‘operating system.

Requirdd test procedures

TE06.09]01

The tester shall'verify that any restrictions to the configuration of the operating system are
documented in-the security policy.

Table 159 — VE and TE of AS06.10

Operatipg system requinrements for modifiable operational environments — levels 1 and 2

AS06.10

ISO/IEC[19790:2025)
7.6.3.1

Processes that are spawned by the cryptographic module shall be owned by the modtile and
are not owned by external processes/operators.

Requirdd vendor information

VE06.10'6+

Tl A | Laoll il | H O £l 3 'S L H At

I'IIC VUOITUUL SI1TdIT lJl Uvidl a uctoul llJLlUll Ul LIice Ul.}bl C\Lllls D]DL\.AII ITIICCITAITIOSIIT UosTuUu LU L1 Sure
that processes which are spawned by the cryptographic module are owned by the module
and are not owned by external processes/operators.

Required test procedures

TE06.10.01

The tester shall verify the vendor-provided documentation and inspect the operating system
to ensure that processes which are spawned by the cryptographic module are owned by the
module and are not owned by external processes/operators.
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Table 159 (continued)
TE06.10.02 The tester shall verify the vendor-provided documentation and inspect the operating system
to ensure that the requirement shall be enforced by the cryptographic module itself.
TE06.10.03 The tester shall perform cryptographic functions as described in the crypto officer and user

guidance documentation. While the cryptographic functions are executing, the same

or

another tester shall attempt to gain ownership of a spawned cryptographic process that is

owned by a cryptographic module from either a separate external process or operato
tester can gain ownership of a spawned cryptographic process, the test fails.

r. If the

NOTE This requirement cannot be enforced by administrative documentation and procedures but by the cryp-
tographic module itself.

Table 160 — VE and TE of AS06.11

Operatipg system requirements for modifiable operational environments — levels 1 and 2

AS06.11 These requirements cannot be enforced by administrative documentation .and procedlures

ISO/IEC[19790:2025, |and shall be enforced by the operating system itself. {AS06.07 to AS06.10}

7.6.3.1

Requirdd vendor information

VE06.11}01 The vendor shall provide documentation which provides a description of how the require-
ments from ISO/IEC 19790:2025, 7.6.3 are enforced by the-operating system.

Requirqd test procedures

TE06.11{01 The tester shall verify that the vendor-provided dogumentation provides a description of how
the requirements from ISO/IEC 19790:2025, 7.6.3 are enforced by the operating systgm.

TE06.11{02 The tester shall inspect the operating system.and review the vendor-provided documlentation
to verify that requirements are enforced by, the operating system.

6.6.3.2 | Security level 2

Table 161 — VE and TE of AS06.12

Operatipg system requirements for modifiable operational environments — level 2

AS06.12 In addition to the requirements of security level 1, for security level 2 an operating sylstem

ISO/IEC[19790:2025, |shall meet the following requirements or as allowed by the certification body: {AS06.[L3 to

7.6.3.2 AS06.33}

Requirdd vendor information

VE06.12]01 The vendaor'shall provide documentation which provides a description of the operatirlg sys-
tem.

VE06.12102 Thevendor shall provide documentation comparing the operating system with the ogerating
systém allowed by the certification body.

Requirdd test procedures

TE06.12]01 The tester shall verify that the vendor-provided documentation provides a description of the
operating system.

TE06.12]02 The tester shall inspect the operating system to verify that it matches the vendor-proyided
description of the aperating system

TE06.12.03 The tester shall inspect the operating system and review the vendor-provided description of

the operating system to verify that the operating system is allowed by the certification body.

NOTE 1 If the operating system requirements are not specified by a certification body, the assertion is tested in

AS06.12

to AS06.33.

NOTE 2 If the operating system requirements are specified by a certification body the assertion is tested as speci-

fiedin A

S06.12.
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Table 162 — VE and TE of AS06.13

Operating system requirements for modifiable operational environments — level 2

AS06.13

ISO/IEC
7.6.3.2

19790:2025,

All cryptographic software, SSPs, control and status information shall be under the control
of an operating system that implements either role-based access controls or, at the minimum,
a discretionary access control with robust mechanism of defining new groups and assigning
restrictive permissions, for example through access control lists (ACLs), and with the capabil-
ity of assigning each user to more than one group.

Required vendor information

VE06.13

.01

The vendor shall provide operating system documentation which provides a description of
the operating system control mechanisms which implements either role-based access con-

trols or-at the minimnm, a Hicr‘rnfinhnry access controlwith a robust mechanism of nfining

new groups and assigning restrictive permissions. For example, this mechanism cdny|nclude
access control lists (ACLs) and with the capability of assigning each user to more.than} one

group.

Requirg

d test procedures

TE06.13

01

The tester shall verify, from the vendor-provided documentation and by.inspection of oper-
ating system control mechanisms, that the operating system implemehts either role-lhased
access controls or, at the minimum, a discretionary access controlwith a robust mechanism
of defining new groups and assigning restrictive permissions,.fof,example, through afcess
control lists (ACLs) and with the capability of assigning eacliiser to more than one group.

TE06.13

02

The tester shall configure the operating systems role-baseéd/access controls or discrefionary
access controls to give permissions to a specific user orgroup. The tester, assuming ajpermit-
ted user or group role, shall attempt to execute, modify; or read SSPs, control or statuf data
which the tester has authorized access.

TE06.13

03

The tester shall configure the operating systems role-based access controls or discretionary
access controls to give permissions to a specific user or group. The tester, assuming afdiffer-
ent user or group role, shall attempt to execute, modify, or read SSPs, control or statuf data,

to which the tester has unauthorized access.

Table 163 — VE4nd TE of AS06.14

Operati

hg system requirements for modifiable'operational environments — level 2

AS06.14

ISO/IEC
7.6.3.2

19790:2025,

The operating system shall be configured to protect against unauthorized execution, funau-
thorized modificatioh, and unauthorized reading of SSPs, control and status data;

Requirg

d vendor information

VE06.14

01

The vendorishall provide operating system documentation which provides a descriptjon of
the operating system control mechanisms which can be configured to protect againsf unau-
thoriZed execution, unauthorized modification, and unauthorized reading of SSPs, control
and-status data.

Requirg

d test procedures

TE06.14

01

The tester shall review the vendor-provided documentation and inspect operating syftem
control mechanisms, to verify that the operating system can be configured to protectjagainst
unauthorized execution, unauthorized modification, and unauthorized reading of SSHs, con-
trol and status data.

TE06.14

0

Tl

Uz

Fhe-testershal-configtrethe operatingsystenrto-protectagatnst unanthorized-exeelition,
unauthorized modification, and unauthorized reading of SSPs, control and status data. While
executing a cryptographic process, the tester shall attempt to execute, modify or read SSPs,
control or status data, to which the tester has authorized access.

TE06.14

.03

The tester shall configure the operating system to protect against unauthorized execution,
unauthorized modification, and unauthorized reading of SSPs, control and status data. Dur-
ing execution of a cryptographic process, the tester shall attempt to execute, modify or read
SSPs, control or status data, to which the tester has unauthorized access.
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Table 164 — VE and TE of AS06.15

Operating system requirements for modifiable operational environments — level 2

AS06.15

ISO/IEC
7.6.3.2

19790:2025,

{To protect plaintext data, cryptographic software and SSPs, the access control mechanisms
of the operating system} shall be configured to define and enforce the set of roles or the
groups and their associated restrictive permissions that have exclusive rights to execute the

stored cryptographic software;

Required vendor information

VE06.15

.01

The vendor shall provide operating system documentation which provides a description of

how the access control mechanisms of the operating system are configured to define

and

enforce the set of roles or the groups and their associated restrictive permissions that have

exclusive rights to execute the stored crvntooranhic software
5 Yo sTer

Requir¢g

d test procedures

TE06.15

01

The tester shall review the vendor-provided documentation and inspect the operatin

b system

control mechanisms to verify that the operating system is configured to define’and epforce

the set of roles or the groups and their associated restrictive permissions‘that have e;
rights to execute the stored cryptographic software.

kclusive

TE06.15

02

The tester shall configure the operating system control mechanisms te define and en
the set of roles or the groups and their associated restrictive permissions to give excl
rights to execute the stored cryptographic software. The testérshall verify that they
exclusive rights to execute the stored cryptographic softwate.

force
1sive
have

TE06.15

03

The tester shall configure the operating system controkmechanisms to define and en
the set of roles or the groups and their associated restfictive permissions to not give

to execute the stored cryptographic software. Thetéster shall verify that they do not
rights to execute the stored cryptographic software.

force
rights
have

Table 165 — VE and TE«0f AS06.16

Operati

ng system requirements for modifiable operational environments — level 2

AS06.16

ISO/IEC
7.6.3.2

19790:2025,

{To protect plaintext data, cryptographic software and SSPs, the access control mech

hnisms

of the operating system} shall be'configured to define and enforce the set of roles or t

(i.e. write, replace, and delete) the following cryptographic module software stored
the cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryp
ic audit data), SSPs, and*plaintext data;

groups and their associated restrictive permissions that have exclusive rights to mo‘aify

he

ithin
ograph-

Requir¢g

d vendor information

VE06.16

01

The vendor shall'provide operating system documentation which provides a descript
how the ac€ess control mechanisms of the operating system are configured to define

on of
hnd

enforce theset of roles or the groups and their associated restrictive permissions thaft have

exclusive rights to modify (i.e. write, replace, and delete) the following cryptographig
software stored within the cryptographic boundary: cryptographic programs, crypt
data (e.g. cryptographic audit data), SSPs, and plaintext data.

module
graphic

Requirg

d test procedures
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Table 165 (continued)

TE06.16.01

The tester shall review the vendor-provided documentation and inspect operating system
control mechanisms, to verify that the operating system is configured to define and enforce
the set of roles or the groups and their associated restrictive permissions that have exclusive
rights to modify (i.e. write, replace, and delete) the following cryptographic module software
stored within the cryptographic boundary: cryptographic programs, cryptographic data
(e.g. cryptographic audit data), SSPs, and plaintext data.

TE06.16.02

The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive
rights to modify (i.e. write, replace, and delete) the following cryptographic module software
stored within the cryptographic boundary: cryptographic programs, cryptographic data

oo cruntogranhic o die dor ) CCDe oo d plotorovt doto Thotoctar chall ot th o £ h
fes—eryprosraphtcanditdataSSPsand-platntextdata—thetestershatverthy that & ey have

exclusive rights to modify (i.e. write, replace, and delete) the following cryptographigmodule
software stored within the cryptographic boundary: cryptographic programs, cryptographic
data (e.g. cryptographic audit data), SSPs, and plaintext data.

TE06.16{03

The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions,to not give rights to
modify (i.e. write, replace, and delete) the following cryptographic niodule software 4tored
within the cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryp-
tographic audit data), SSPs, and plaintext data. The tester shall verify that they do nof have
rights to modify (i.e. write, replace, and delete) the following€ryptographic module spftware
stored within the cryptographic boundary: cryptographiepregrams, cryptographic data

(e.g. cryptographic audit data), SSPs, and plaintext data.

Table 166 — VE and TE of AS06:17

Operatipg system requirements for modifiable operational environments — level 2

AS06.17

ISO/IEC[19790:2025,
7.6.3.2

{To protect plaintext data, cryptographic software and SSPs, the access control mechpnisms
of the operating system} shall be configured to define and enforce the set of roles or the
groups and their associated restrictive-permissions that have exclusive rights to read cryp-
tographic data (e.g. cryptographicaudit data), CSPs, and plaintext data;

Requirqd vendor information

VE06.17]01

The vendor shall provide operating system documentation which provides a descriptjon of
how the access control. méchanisms of the operating system are configured to define pnd

enforce the set of rolesor the groups and their associated restrictive permissions thaf have
exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSPs, and plain-
text data.

Requirdd test procedures

TE06.17/01

The tester shall review the vendor-provided documentation and inspect operating syftem
contrelmechanisms, to verify that the operating system is configured to define and enforce
thessetof roles or the groups and their associated restrictive permissions that have exclusive
rights to read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext Hata.

TE06.17)02

The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclhisive
rights to read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext fata.
The tester shall verify that they have exclusive rights to read cryptographic data (e.g|cryp-
tographic audit data), CSPs, and plaintext data.

TE06.17.63

Thetestersiatt configure the Operating SyStenT COItrot MeCTaIiSITS to def e and emntorce
the set of roles or the groups and their associated restrictive permissions to not give rights to
read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data. The tester
shall verify that they do not have rights to read cryptographic data (e.g. cryptographic audit
data), CSPs, and plaintext data.
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Table 167 — VE and TE of AS06.18

Operating system requirements for modifiable operational environments — level 2

AS06.18

ISO/IEC 19790:2025,

7.6.3.2

{To protect plaintext data, cryptographic software and SSPs, the access control mechanisms

of the operating system} shall be configured to define and enforce the set of roles or t

he

groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

Required vendor information

VE06.18.01

The vendor shall provide operating system documentation which provides a descript
how the access control mechanisms of the operating system are configured to define

ion of
and

enforce the set of roles or the groups and their associated restrictive permissions that have

exclusive rights to enter SSPs.

Requirdd test procedures

TE06.18]01

The tester shall review the vendor-provided documentation and inspect operating sy

stem

control mechanisms, to verify that the operating system is configured to definé and enforce

the set of roles or the groups and their associated restrictive permissions that-have e
rights to enter SSPs.

kclusive

TE06.18]02

The tester shall configure the operating system control mechanismsto/define and en
the set of roles or the groups and their associated restrictive permissions to give excl
rights to enter SSPs. The tester shall verify that they have exclusiveTights to enter SS

force
1Sive
Ps.

TE06.18]03

The tester shall configure the operating system control mechahisms to define and en
the set of roles or the groups and their associated restrictive permissions to not give
enter SSPs. The tester shall verify that they do not haveirights to enter SSPs.

force
Fights to

Table 168 — VE and TE of AS06.19

Operatipg system requirements for modifiable operational environments — level 2

AS06.19

ISO/IEC[19790:2025,

7.6.3.2

The following specifications shall be consistent with the roles or designated groups’ fights

and services as defined in the securitypolicy:

Requirdd test procedures

This assgrtion is tested as part of AS06.20, AS06.21(AS06.22 and AS06.23.

Table 169 — VE and TE of AS06.20

Operatipg system requirements for modifiable operational environments — level 2

AS06.20

ISO/IEC[19790:2025,

7.6.3.2

When not supporting a maintenance role, the operating system shall prevent all oper
and running processes from modifying running cryptographic processes (i.e. loaded
cuting ctyptographic program images). In this case, running processes refer to all pr
cryptographic or not, not owned or initiated by the operating system (i.e. operator-in

htors

hnd exe-
cesses,
itiated);

Requirqd vendor information

VE06.20.01 The vendor shall provide operating system documentation which provides a descriptjon of
how the operating system prevents all operators and running processes from modifyjing
running cryptographic processes (i.e. loaded and executing cryptographic program images)
when not in maintenance role.

VE06.20.02 The spec1f1cat10ns of how the operatlng system prevents all operators and runmng piocesses

£ P H 1 dad A |
T1T OTIT llAUullj Aus T uluuus Ty lJLUsl al.)uu, PTOCCSSCS Ll Crroatacttarcar L,AL,\.uLAuS Ty PLUSI

phic

program images) when not in maintenance role shall be consistent with the roles or designat-

ed groups’ rights and services as defined in the security policy.

Required test procedures
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Table 169 (continued)

TE06.20

.01

The tester shall verify, from the vendor-provided documentation and by inspection of operat-
ing system control mechanisms, that the operating system is configured to prevent all opera-
tors and running processes from modifying running cryptographic processes (i.e. loaded and
executing cryptographic program images) when not in maintenance role.

TE06.20

.02

The tester shall verify that the roles or designated groups’ rights and services as defined in
the security policy are consistent with how the operating system is configured to prevent all
operators and running processes from modifying running cryptographic processes (i.e. load-
ed and executing cryptographic program images) when not in maintenance role.

TE06.20

.03

The tester shall configure the operating system control mechanisms to prevent all opera-
tors and running processes from modifying running cryptographic processes (i.e. loaded

and executing cryptographic program images) when not in maintenance role. The tester
shall assume an operator role and verify that they are prevented from modifyingmunhing
cryptographic processes (i.e. loaded and executing cryptographic program images) when not
in maintenance role. The tester shall verify that running processes are prevented frojn mod-
ifying running cryptographic processes (i.e. loaded and executing cryptographic program
images) when not in maintenance role.

Table 170 — VE and TE of AS06.21

Operati

ng system requirements for modifiable operational environments — level 2

AS06.21

ISO/IEC
7.6.3.2

19790:2025,

The operating system shall prevent user processes from gaining either read or write ficcess
to SSPs owned by other processes and to system SSPs;

Requir¢g

d vendor information

VE06.21]

01

The vendor shall provide operating system documentation which provides a descriptjon of
how the operating system prevents processes in user roles or user groups from gainipg either
read or write access to SSPs owned by.ether processes and to system SSPs.

VE06.21]

02

The specifications of how the operating system prevents processes in user roles or uger
groups from gaining either read aPwrite access to SSPs owned by other processes anfl to
system SSPs shall be consistentwith the roles or designated groups’ rights and servides as
defined in the security poliey.

Requirg

d test procedures

TE06.21

01

The tester shall verify, from the vendor-provided documentation and by inspection of operat-
ing system control'mechanisms, that the operating system is configured to prevent pfrocesses
in user roles orwser groups from gaining either read or write access to SSPs owned by other

processes and to system SSPs.

TE06.21

02

The tester, shall verify that the roles or designated groups’ rights and services as defiped in
the seeurity policy are consistent with how the operating system is configured to prejvent
proeéesses in user roles or user groups from gaining either read or write access to SSPs owned
by-other processes and to system SSPs.

TE06.21

03

The tester shall configure the operating system control mechanisms to prevent procgsses
in user roles or user groups from gaining either read or write access to SSPs owned by other
processes and to system SSPs. The tester shall verify that running processes in user rples or
user groups are prevented from gaining either read or write access to SSPs owned by|other
processes and to system SSPs.

© ISO/IEC 2025 - All rights reserved
78



https://standardsiso.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 171 — VE and TE of AS06.22

Operating system requirements for modifiable operational environments — level 2

AS06.22

ISO/IEC
7.6.3.2

19790:2025,

The configuration of the operating system that meets AS06.20 and AS06.21 shall be specified

in the administrator guidance.

Required vendor information

VE06.22

.01

The vendor shall provide the administrator guidance documents which provide a description

of how the operating system is configured to meet the requirements in AS06.13 to AS

06.18.

Required test procedures

TE06.22 01 The tester shall verify that the vr—\ndnr-prmiidpd administrator gnidnnr‘p documents rrovide
a description of how the operating system is configured to meet the requirements{n,AS06.13
to AS06.18.

Table 172 — VE and TE of AS06.23

Operatipg system requirements for modifiable operational environments — level 2

AS06.23 The administrator guidance shall state that the operating system be configured as specified

ISO/IEC[19790:2025, |for the module contents to be considered protected.

7.6.3.2

Requirdd vendor information

VE06.23101 The vendor shall provide the administrator guidance documents which state that theloperat-
ing system shall be configured as specified AS06,1:3¢o0 AS06.18 for the module conter]ts to be
considered protected.

Requirdd test procedures

TE06.23{01 The tester shall verify that the vendor-provided administrator guidance documents sftate
that the operating system shall be configured as specified AS06.13 to AS06.18 for themodule
contents to be considered protected:

Table 173 — VE and TE of AS06.24

Operatipg system requirements for modifiable-operational environments — level 2

AS06.24 The identification and authentication mechanism to the operating system shall meet the

ISO/IEC[19790:2025, |requirements of ISO/TEC 19790:2025, 7.4.4 at security level 2, 3 or 4, and be specified[in the

7.6.3.2 module’s security policy.

Requirqd test procedures

This ass

brtion is tested as part(of)AS06.27, AS06.28, AS06.29, AS06.30, AS06.31, AS06.32 and AS06.33.

Table 174 — VE and TE of AS06.25

Operatipg system fequirements for modifiable operational environments — level 2

AS06.25 All cryptographic software, SSPs, control and status information shall be under the cpntrol of
ISO/IEC[19790;2025, |an operating system.

7.6.3.2

Requiredtestprocedures

This assertion is tested as part of AS06.27, AS06.28, AS06.29, AS06.30, AS06.31, AS06.32 and AS06.33.
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Table 175 — VE and TE of AS06.26

Operating system requirements for modifiable operational environments — level 2

AS06.26

ISO/IEC 19790:2025,
7.6.3.2

The operating system shall have, at a minimum, the following attributes:

Required test procedures

This assertion is tested as part of AS06.27, AS06.28, AS06.29, AS06.30, AS06.31, AS06.32 and AS06.33.

Table 176 — VE and TE of AS06.27

Operatipg system requirements for modifiable operational environments — level 2

AS06.27

ISO/IEC[19790:2025,
7.6.3.2

The operating system shall provide an audit mechanism with the date and time-ef/eac
ed event.

h audit-

Requirdd vendor information

VE06.27|01

The vendor shall provide operating system documentation which provides a descript

on of

the audit mechanism provided by the operating system and howreach event is marked with

the date and time.

Requirdd test procedures

TE06.27]01

The tester shall review the vendor-provided documentation and inspect operating sy

Stem to

verify that an audit mechanism is provided and that each event is marked with the ddte and

time.

Table 177 — VE and TE ofAS06.28

Operatipg system requirements for modifiable operationalée€nvironments — level 2

AS06.28

ISO/IEC[19790:2025,
7.6.3.2

The cryptographic module shall notinclude SSPs as part of any audit record;

Requirqd vendor information

VE06.28.01

The vendor shall providé.operating system documentation which provides a descript
the cryptographic module’s services that provide audit records to the audit mechanis
operating system.

on of
m of the

Requirdd test procedures

TE06.28 01 The tester shall verify, from the vendor-provided documentation and by inspection of the
cryptogfaphic module’s services that provide audit records to the audit mechanism of the
operating system, that no SSPs are provided in the audit records.

TE06.28/02 Thetester shall execute the module’s services that provide audit records and examing the

operating system audit logs to verify that no SSPs were provided.
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Table 178 — VE and TE of AS06.29

Operating system requirements for modifiable operational environments — level 2

AS06.29 The cryptographic module shall provide the following events to be recorded by the audit

ISO/IEC 19790:2025, |mechanism of the operating system:

7.6.3.2 a) modifications, accesses, deletions, and additions of cryptographic data and SSPs;

b) addition or deletion of an operator to and from a crypto officer role (if those roles
are managed by the cryptographic module);

c) the use of a security-relevant crypto officer function;

=R\ ol o tao o arifiar dato o iatad izl + 1 rxzataograloi o oo o Jd. 01

—reqteststoaceessverifierdataasseciatedwith-theeryptographie medule

e) the use of an authentication mechanism (e.g. login) associated, with the
cryptographic module; and

f) explicit requests to assume a crypto officer role.

Requirqd vendor information

VE06.2901 The vendor shall provide operating system documentation which provides a descrigtion of
the cryptographic module events that are provided and recorded by the audit mechgnism of
the operating system.

VE06.2902 The vendor shall provide documentation identifying any €vents required to meet the¢
requirements in AS06.29 that are recorded by the cryptographic module and where|these
events are not separately also recorded by the operating system.

Requirqd test procedures

TE06.29]01 The tester shall review the vendor-providedsdocumentation and inspect the cryptographic
module’s services that provide audit eventrecords to the audit mechanism of the opgrating
system or of the cryptographic modulesto verify that the list of events specified in AS06.29
are provided by the cryptographic module for event recording.

TE06.29]02 The tester shall execute the module’s services that provide audit event records and ¢xam-
ine the operating system or cryptographic module audit logs to verify that the eventls in
AS06.29 were recorded.

NOTE 1 The tester is not expected to test the audit mechanism provided by the operfating
system and identified iy, the vendor.
NOTE 2 Audit events can be recorded and stored in parallel by both the operating system
and cryptographic module. The intent of this TE06.29.02 is to confirm that either thg oper-
ating system or-cryptographic module report a given event, but not both.

Table 179 — VE and TE of AS06.30

Operatipg system requirements for modifiable operational environments — level 2

AS06.30 The cryptographic module may record some or all of the events specified in ISO/IEC

ISO/IEC[19790:2025;-[19790:2025, 7.6.3.2 €) with its own audit mechanism; regardless, all audit requirements in

7.6.3.2 AS06.29 shall be recorded, either by the operating system, module or a combination qf both.

Requirqd testprocedures

This ass

brtion is tested as part of AS06.29.
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Table 180 — VE and TE of AS06.31

Operating system requirements for modifiable operational environments — level 2

AS06.31 The audit mechanism of the operating system shall be capable of auditing the following
ISO/IEC 19790:2025, |operating system related events:
7.6.3.2 a) all operator read or write accesses to audit data stored in the audit trail;
b) access to files used by the cryptographic module to store cryptographic data or
SSPs;
c) addition or deletion of an operator to and from a crypto officer role (if those roles
are managed by operating system);
d) requests to use verifier data management mechanisms (if verifier datasagsociated
with the cryptographic module is managed by the operating system);
e) attempts to use the plaintext trusted path function and whether:thé reqfiest was
granted, when plaintext trusted path is supported at this security-level; anld
f) identification of the initiator and target of a plaintextctrusted path, when the
plaintext trusted path is supported at this security levef:
Requirdd vendor information
VE06.31101 The vendor shall provide operating system documentation\which provides a descrigtion of
the operating system events that are provided and recoxded by the audit mechanisnp of the
operating system.
Requirdd test procedures
TE06.31{01 The tester shall verify, from the vendor docunigntation and by inspection of the opefating
system documentation, that the operating system provides the list of events specifi¢d in
AS06.31 as audit event records to the auditinechanism of the operating system.
TE06.31{02 The tester shall execute the cryptographic module’s services to verify that the operdting
system events in AS06.31 were recorded.
NOTE The tester is not expected-to test the audit mechanism provided by the operfating
system and identified by the véndor.
Table 181— VE and TE of AS06.32
Operatipg system requirements for modifiable operational environments — level 2
AS06.32 The operating system shall be configured to prevent operators other than those with|the
ISO/IEC[19790:2025, |privileges identified in the security policy from modifying cryptographic module soffware
7.6.3.2 and audit data stored within the operational environment of the cryptographic modufle.
Requirdd vendor information
VE06.32.01 Thévendor shall provide operating system documentation that specifies how the operating
system is configured to prevent operators other than those with the privileges identified in
the security policy from modifying cryptographic module software and audit data st¢red
within the operational environment of the cryptographic module.
Requirqd test procedures
TE06.32{01 The tester shall verify, from the vendor-provided documentation and by inspection of oper-

ating system configuration controls, that the operating system is configured to preve

nt op-

erators other than those with the privileges identified in the security policy from modifying

cryptographic module software and audit data stored within the operational environ
the cryptographic module.

ment of
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Table 181 (continued)

TE06.32.02 The tester shall configure the operating system controls to prevent operators other than
those with the privileges identified in the security policy from modifying cryptographic mod-
ule software and audit data stored within the operational environment of the cryptographic
module.

TE06.32.03 The tester shall assume the privileges identified in the security policy to allow modification
of the cryptographic module software and audit data stored within the operational environ-
ment of the cryptographic module. And then the tester shall verify that modification can be
achieved.

TE06.32.04 The tester shall assume the privileges identified in the security policy that do not allow mod-
ification of the cryptographic module software and audit data stored within the operational
environment of the cryptographic module. The tester shall then verify that modificatjon
cannot be achieved.

Table 182 — VE and TE of AS06.33

Operatipg system requirements for modifiable operational environments — level 2

AS06.33 Only operating systems that are configured to meet requirements-specified in ISO/IE[C

ISO/IEC[19790:2025, [19790:2025, 7.6.3.2 shall be permitted at security level 2.

7.6.3.2

Requirdd test procedures

This assgrtion is tested as part of AS06.07, AS06.08, AS06.09, AS06.10, AS06.11,AS06.12, AS06.13, AS06.14, AS06.15,

AS06.16) AS06.17, AS06.18, AS06.19, AS06.20, AS06.21, AS06.22, AS06.23,AS506.24, AS06.25, AS06.26, AS06.R7,

AS06.28

AS06.29, AS06.30, AS06.31 and AS06.32.

6.7 Physical security

6.7.1 Physical security embodiments
Table 183 — VE and TE of AS07.01

Physica] security embodiments — levels 1, 2,)3-and 4

AS07.01 A cryptographic module shall employ physical security mechanisms in order to restricf unau-

ISO/IEC thorized physical accessto the contents of the module and to deter unauthorized use off modifi-

19790:2p25,7.7.1 |cation of the module.when installed.

Requirdd vendor information

VE07.01)01 The vendgr=provided documentation shall describe the applicable physical security megha-
nisms that are employed by the module. The contents of the module, including all hardyare,
firmware, and data (including unprotected CSPs) shall be protected.

Requirdd test procedures

TE07.01}01 The tester shall verify that the vendor-provided documentation describes the applicable physi-
cal security mechanisms that are employed by the module.

TE07.01}02 The tester shall verify that the physical security mechanisms documented are implemented.

lI'able 164 — VE and Tk o1 AS07/.02

Physical security embodiments — levels 1, 2, 3 and 4

AS07.02
ISO/IEC

19790:2025, 7.7.1

All hardware, firmware, data elements and SSPs within the cryptographic boundary sh
physically protected as specified for the target physical security level.

all be

Required test procedures

This assertion is not separately tested.
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Table 185 — VE and TE of AS07.03

Physical security embodiments — levels 1, 2, 3 and 4

AS07.03 The requirements of ISO/IEC 19790:2025, 7.7 shall be applicable to hardware and firmware
ISO/IEC modules, and hardware and firmware components of hybrid modules.

19790:2025, 7.7.1

Required test procedures

This assertion is not separately tested.

Table 186 — VE and TE of AS07.04

Physical] security embodiments — levels 1, 2, 3 and 4

AS07.04 The documentation for physical security specified in ISO/IEC 19790:2025, A.2.6 shall bk pro-

ISO/IEC vided.
19790:225, 7.7.1

Requirdd test procedures

This assgrtion is tested as part of ASA.01.

6.7.2 Physical security general requirements
6.7.2.1 | Physical security general requirements for all security levels

Table 187 — VE and TE of AS07.05

Physical security general requirements — levels 1, 2, 3 and 4

AS07.05 The following requirements shall apply to,all physical embodiments: {AS07.06 to ASO[.37}

ISO/IEC[19790:2025,
7.7.2.1

Requirqd test procedures

This assgrtion is tested as part of AS07.06, AS07.0%A507.08, AS07.09, AS07.10, AS07.11, AS07.12, AS07.13, AS07.14,
AS07.15}AS07.16, AS07.17, AS07.18, AS07.19, AS0Z20, AS07.21, AS07.22, AS07.23, AS07.24, AS07.25, AS07.26,|AS07.27,
AS07.28] AS07.29, AS07.30, AS07.31, AS07.32.and’AS07.33.

Table 188 — VE and TE of AS07.06

Physical] security general requirements — levels 1, 2, 3 and 4

AS07.06 documentation shall specify the physical embodiment of the cryptographic module;

ISO/IEC[19790:2025,
7.7.2.1

Requirdd vendor infermation

VE07.06|01 The vendor documentation shall specify the physical embodiment of the module: sin-
gle-chip cryptographic module or multiple-chip cryptographic module as defined in|ISO/IEC
19790:2025, 7.7.1.
The specified physical embodiment shall be consistent with the module physical dedign. The
vendor-provided documentation shall also state which security level (1 to 4) the module is
intended to meet.

Required test procedures

TE07.06.01 The tester shall verify that the vendor identified that the cryptographic module is ei-

ther a single-chip module or a multiple-chip cryptographic module as defined in ISO/IEC
19790:2025, 7.7.1.

The tester shall perform an independent determination that the physical embodiment satis-
fies one of the two criteria specified below. The fundamental determining characteristics of
the two physical embodiments and some common examples are summarized below.
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Table 188 (continued)

Single-chip cryptographic module. Characteristics: A single integrated circuit
(IC) chip, used as a standalone device or physically embedded within some other
module or enclosure that possibly has no physical protection. The single-chip will
consist of one die that may be covered with a uniform external material such as

plastic or ceramic, and external input/output connectors.
EXAMPLE

chip to implement cryptographic and security relevant functions.

Single IC chips, smart cards with a single IC chip, or other systems with a single IC

b) Multiple-chip cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded within some other product or enclosure

that possibly has no physical protection or physically embeds in an enclos
is entirely physically protected.

ure that

TE07.06{02 The tester shall verify that the vendor-provided documentation states whicl security level
the module is intended to meet. The tester shall perform an independentdetermination of
the security level that the module actually meets.

Table 189 — VE and TE of AS07.07

Physical security general requirements — levels 1, 2, 3 and 4

AS07.07 Whenever zeroization is performed for physical security.purposes, the zeroization shall

ISO/IEC[19790: 2025, |occur in a sufficiently small time period so as to prevernt the recovery of the zeroized SSP

7721 between the time of detection and the actual zeroizatien.

Requirgd vendor information

VE07.07)01 The vendor-provided documentation shall specify the response time of the zeroization after

tamper detection.

Requirdd test procedures

TE07.07)01 The tester shall verify that the vendor documentation describes the zeroization respgnse

time after the tamper detection.

TE07.07{02 The tester shall verify that the Zeroization response mechanism is implemented as sgecified.

TE07.07{03 The tester shall attempt tg prevent the module from performing zeroization after a tgmper is

detected by the module.df'the tester succeeds, the test shall fail.
Table 190 — VE and TE of AS07.08

Physical] security general requirements — levels 1, 2, 3 and 4

AS07.08 {If a module includes a maintenance role that requires physical access to the contentd of the

ISO/IEC[19790:2025, |module-or if the module is designed to permit physical access (e.g. by the module vendlor or

7721 otherauthorized individual), then} a maintenance interface shall be defined.

Requirqd test procedures

This ass

brtion is tested as part of AS03.12.
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Table 191 — VE and TE of AS07.09

Physical security general requirements — levels 1, 2, 3 and 4

AS07.09

ISO/IEC 19790:2025,
7.7.2.1

{If a module includes a maintenance role that requires physical access to the contents of the
module or if the module is designed to permit physical access (e.g. by the module vendor

or other authorized individual), then}: the maintenance interface shall include all physical
access paths to the contents of the cryptographic module, including any removable covers or
doors.

Required vendor information

VE07.09.01

The vendor-provided documentation shall specify the maintenance interface, including any
removable covers or doors.

Requirgdtestprocedures

TE07.09]01

The tester shall verify in the vendor documentation that a maintenance interface is,pfovided,
including any removable covers or doors.

Table 192 — VE and TE of AS07.10

Physical] security general requirements — levels 1, 2, 3 and 4

AS07.10

ISO/IEC[19790:2025,
7.7.2.1

{If a module includes a maintenance role that requires physicalaceess to the contentq of the
module or if the module is designed to permit physical access¥(e.g. by the module vendlor or
other authorized individual), then}: any removable covers®i doors included within the main-
tenance interface shall be safeguarded using the appropriate physical security mechgnisms.

Requirdd vendor information

VE07.10J01

The vendor-provided documentation shall specify @ physical protection such that anyl remov-
able covers or doors included within the maintefiance interface are safeguarded using the
appropriate physical security mechanisms.

Requirdd test procedures

TE07.10{01

The tester shall verify that any removable covers or doors included within the maintdnance
interface are safeguarded using thelappropriate physical security mechanisms.

6.7.2.2 | Security level 1

Table 193 — VE and TE of AS07.11

Physical security general requirements — levels 1, 2, 3 and 4

AS07.11

ISO/IEC[19790:2025,
7.7.2.2

The following requirements shall apply to all cryptographic modules for security levegl
1:{AS07.12't0’AS07.13}

Requirqd test procedures

This assgrtion is testedyas/part of AS07.12 and AS07.13.

Table 194 — VE and TE of AS07.12

Physica] security general requirements — levels 1, 2, 3 and 4

AS07.12

The r‘rvpfngrqphir‘ madule shall consist of prndnr‘ﬁnn-grndp elementsthatinclude standard

ISO/IEC 19790: 2025,
7.7.2.2

passivation techniques (e.g. a conformal coating or a sealing coat applied over the module’s
circuitry to protect against environmental or other physical damage).

Required vendor information

VE07.12.01 The vendor-provided documentation shall provide evidence of the use of production-grade
products or elements including evidence as to how these items have been tested to meet
operational specifications .

VE07.12.02 The vendor-provided documentation shall cover the passivation techniques used during

production of the module.
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Table 194 (continued)

Required test procedures

TE07.12.01 The tester shall review the vendor-provided documentation to verify that the module con-
tains products or elements that have been designed to meet operational specifications.

TE07.12.02 The tester shall review the vendor-provided documentation to verify that a standard passi-
vation has been applied to the module. The passivation shall be a sealing coat applied over

the chip circuitry to protect it against environmental or other physical damage. If standard

passivation is not used, then the documentation shall provide information to indicate
is equivalent to a standard passivation approach.

why it

Table 195 — VE and TE of ASQ713

Physical security general requirements — levels 1, 2, 3 and 4

AS07.13

ISO/IEC[19790: 2025,
7.7.2.2

When performing physical maintenance, zeroization shall be performed either|automn
by the cryptographic module or initiated by the operator.

atically

Requirqd vendor information

VE07.13]01

If the module supports a maintenance role, the vendor-provided’documentation shall
whether zeroization is performed automatically by the module or‘is be initiated by th
ator.

identify
e oper-

VE07.13]02

If CSPs, PSPs, and plaintext key components are zeroized procedurally while under th
trol of the operator (i.e. they are present to observe theé method has completed succeg

e con-
sfully

or controlled via a remote management session), veidor-provided documentation ang the

module security policy shall specify how the methods shall be performed.

VE07.13]03

If CSPs, PSPs, and plaintext key components ate zeroized automatically upon assump
the maintenance role, the vendor-providedidocumentation shall specify how the zero
method(s) are employed such that plaintext CSPs, PSPs, and plaintext key component
the module cannot be obtained by an‘attacker.

ion of
zation
b within

Requirdd test procedures

TE07.13}01

The tester shall verify that the vendor-provided documentation identifies whether ze
tion is performed automatieally by the module or is initiated by the operator.

roiza-

TE07.13}02

If procedural zeroizatiomwethods are used, the tester shall verify that the vendor-pr
documentation, including the security policy, specifies that the procedure shall be pe
under the control of thie operator.

vided
Fformed

TE07.13}03

If the zeroizationis initiated by the operator, the tester shall verify that vendor-provi
documentation/and the security policy specify the procedure for zeroization.

Hed

TE07.13]04

If zeroization is automatic, the tester shall verify which CSPs, PSPs, and plaintext key
ponents.are present in the module and assume the maintenance role. The tester shall
attempt to perform cryptographic operations using each of the plaintext CSPs, PSPs, :
plaintext key components that were stored in the module. The tester shall verify that
unprotected SSP cannot be accessed.

com-
then
nd
each

TE07.13J05

not zeroized by the zeroize command are either 1) encrypted using an approved algo
or 2) physically or logically protected within an embedded validated cryptographic
(validated as conforming to ISO/IEC 19790: 2025).

The tester shall verify that all plaintext CSPs, PSPs, and plaintext key components thI are

ithm,
odule
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6.7.2.3 Security level 2

Table 196 — VE and TE of AS07.14

Physical security general requirements — levels 2, 3 and 4

AS07.14

ISO/IEC
7.7.2.2

19790: 2025,

In addition to the general requirements for security level 1, the following requirements shall

apply to all cryptographic modules for security level 2: {AS07.15 to AS07.20}

Required test procedures

This assertion is tested as part of AS07.15, AS07.16, AS07.17, AS07.18, AS07.19 and AS07.20.

Table 197 — VE and TE of AS07.15

Physica] security general requirements — levels 2, 3 and 4
AS07.15 The cryptographic module shall either be:
ISO/IEC[19790: 2025, a) entirely coated in a tamper evident material (excluding the protected |internal
7723 paths)’ or
b) include an enclosure that may include doors or removable covers (excluding the
protected internal paths).
EXAMPLE 1 Suitable coatings include epoxy resin and hard plastics.
EXAMPLE 2 Suitable container materials include metals and hard plastics.
Requirdd vendor information
VE07.15]01 The vendor-provided documentation shall identify that the module is entirely coateli in
a tamper evident material (excluding the pratected internal paths) or that the module is
enclosed in a container that can include deor's or removable covers (excluding the prjotected
internal paths).
Requirqd test procedures
TE07.15]01 The tester shall inspect the module and review the vendor-provided documentation|to veri-

fy that the module is either entirely coated in a tamper evident material (excluding t
tected internal paths) or that'the module is enclosed in a container that can include
removable covers (excluding the protected internal paths). The following requireme
be met:

a) The enclostre or coating shall completely surround the entire module (e
the protected internal paths).

b) Theenclosure or coating material shall be of a composition defined in thd
provided documentation.

¢)” The enclosure shall be production-grade. The vendor literature shall eit}
that an enclosure of the same material has been used commercially or prov
to show that it is equivalent to a commercial product.

he pro-
loors or
nts shall

xcluding

vendor-

er show
ide data
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Table 198 — VE and TE of AS07.16

Physical security general requirements — levels 2, 3 and 4

AS07.16

ISO/IEC 19790: 2025,
7.7.2.3

If the module is in an enclosure containing doors or removable covers, then the doors
ers shall be locked with pick-resistant mechanical locks employing physical or logical

or cov-
keys

Required vendor information

VE07.16.01

the locks and the employed physical or logical keys.

The doors or covers included by the enclosure shall be locked with pick-resistant mechanical
locks that employ physical or logical keys. The vendor-provided documentation shall describe

Required test procedures

TE07.16J01 The tester shall review the vendor-provided documentation and inspect the module-p verify
that doors or covers are locked with a pick-resistant lock that requires a physical keylor a
logical key.

TE07.16J02 The tester shall attempt to open the locked cover or door without use of thekey and erify

that the cover or door will not open without signs of damage.

Table 199 — VE and TE of AS07.17

Physical security general requirements — levels 2, 3 and 4

AS07.17

ISO/IEC[19790: 2025,
7.7.2.3

{If the module is in an enclosure containing doors or remevable covers, then the door
ers shall be locked with pick-resistant mechanical locks'employing physical or logical
or shall be protected with tamper-evident seals (e.g.,evidence tape or holographic seg

5 Or' COV-
keys}
Is).

Requirqd vendor information

VE07.1701

|The vendor-provided documentation shall deseribe the tamper-evident seals.

Requirdd test procedures

TE07.17p1 The tester shall review the vendor-previded documentation and inspect the module tp verify
that the cover or door is protected with a tamper-evident seal such as evidence tape qr a holo-
graphic seal.

TE07.17.p2 The tester shall verify that the cover or door cannot be opened without breaking or r¢moving

the seal and that the seal cannot be removed and later replaced.

Table 200 — VE and TE of AS07.18

Physica] security general requirements — levels 2, 3 and 4

AS07.18

ISO/IEC[19790: 2025,
7.7.2.3

The cryptographic module shall provide tamper evidence (e.g. on the cover, enclosure
coating,package, or seal) to provide detectable evidence of attempts to modify or acc
module:

’

ess the

Requirdd vendor information

VE07.18)01

The vendor-provided documentation shall identify the tamper-evident design of the 1
including all relevant characteristics required to ensure tamper evidence.

hodule

Requirdd test procedures

TE07.18J01

The tester shall review the vendor-provided documentation and inspect the module
that the module includes tamper evidence. The inspection shall verify that the tampe

p verify
r-evi-

dent design will result in evidence being left from all attempts to modily, directly pro
manipulate the internals of the module.

e or
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Table 201 — VE and TE of AS07.19

Physical security general requirements — levels 2, 3 and 4

AS07.19

ISO/IEC 19790: 2025,
7.7.2.3

The tamper-evident material, coating, enclosure or package shall either be opaque or

trans-

lucent within the visible spectrum (i.e. light of wavelength range of 400 nm to 750 nm) to
prevent the gathering of information about the internal operations of the critical areas of the

module.

Required vendor information

VE07.19.01

The vendor-provided documentation shall specify that the tamper evident material, coating,

or enclosure is opaque or translucent within the visible spectrum.

Required test procedures

TE07.19J01 The tester shall review the vendor-provided documentation and inspect the module o verify
that the tamper evident material, coating, or enclosure is opaque or translucent within the
visible spectrum.

TE07.19402 The tester shall illuminate the module within the entire range of the visiblé-spectrunf to veri-
fy that the tamper-evident material is opaque or translucent.

Table 202 — VE and TE of AS07.20

Physica] security general requirements — levels 2, 3 and 4

AS07.20 If the cryptographic module contains ventilation holes orslits, then the module shall pe

ISO/IEC[19790: 2025, |constructed in a manner to prevent the gathering of infermation of the module’s intefnal con-

772.3 struction or elements by direct visual observation using artificial light sources in the|visual
spectrum of the module’s internal construction orelements.

Requirgd vendor information

VE07.20]|01 If the module is contained within a cover orenclosure that contains any ventilation heles or
slits, then they shall be constructed in a manner that prevents the gathering of infornjation
of the module’s internal construction:ot elements by direct visual observation using grtificial
light sources in the visual spectrum.f the module’s internal construction or elements. The
vendor-provided documentation shall describe the physical design approach that prepents

such observation.

Requirqd test procedures

TE07.20]01

The tester shall review.the vendor-provided documentation and inspect the module
whether the modulethas a cover or enclosure with ventilation holes, slits, or other opé¢
and if so, whether they are constructed to deter the gathering of information of the m
internal construetion or elements by direct visual observation using artificial light sd
the visual spectrum of the module’s internal construction or elements.

p verify
nings,
odule’s
urces in

6.7.2.4 | Security level 3

Table 203 — VE and TE of AS07.21

Physica] security general requirements — levels 3 and 4

AS07.21

ISO/IEC[19790: 2025,
7.7.2.4

In addition to the general requirements for security levels 1 and 2, the following requlire-

ments shall apply to all cryptographic modules for security level 3: {AS07.22 to AS07.

30).

Required test procedures

This assertion is tested as part of AS07.22, AS07.23, AS07.24, AS07.25, AS07.26, AS07.27, AS07.28, AS07.29 and

AS07.30.
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Table 204 — VE and TE of AS07.22

Physical security general requirements — levels 3 and 4

AS07.22

ISO/IEC
7.7.2.4

19790: 2025,

The module shall be covered (excluding the protected internal paths) with a hard, opaque
tamper-evident coating, enclosure or package {to ensure that attempts at physical removal
or penetration of the coating using non-chemical methods shall have a high probability of
causing serious damage to the cryptographic module}

Required vendor information

VE07.22.01 The vendor-provided documentation shall identify the hard, opaque tamper-evident coating,
enclosure or package that is utilized

VE07.22.02 The vendor-provided documentation shall provide supporting design information for the
Module When covered with a iard, opaque tamper-evident coating, enciosure or pacrage. The
material shall be opaque within the visible spectrum.

Requirqd test procedures

TE07.22{01 The tester shall review the vendor-provided documentation and inspect the-imodule tp verify
that the module is covered with a hard, opaque tamper-evident coating €nclosure or package.

TE07.22]02 The tester shall review the vendor-provided documentation and inspéct the module tp verify
that the hard coating or potting material cannot be removed or penetrated without hpving a
high probability of causing serious damage to the module. The tester shall verify the femoval
resistant properties of the module coating, enclosure or package. The tester shall attgmpt to
peel or pry the material from the module and verify that this-is not possible with a reasonable
application of force so that the module ceased to functign'er that the module circuitry was
obviously physically destroyed.

Table 205 — VE and TE of AS07.23

Physical security general requirements — levels 3 and 4

AS07.23 {The module shall be covered (excludingthe protected internal paths) with a hard, ogaque

ISO/IEC[19790: 2025, [tamper-evident coating, enclosure or package} to ensure that attempts at physical removal

7.7.2.4 or penetration of the coating usingnon-chemical methods shall have a high probabiliy of
causing serious damage to the cryptographic module.

Requirdd test procedures

This ass

ertion is tested as part of AS07.22.

Table 206 — VE and TE of AS07.24

Physica

security general requirements — levels 3 and 4

ASQ07.24

ISO/IEC
7.7.2.4

19790: 2025,

If the cryptographic module contains any doors or removable covers or if a maintenapce
accesginterface is defined, then the module shall contain tamper response and zeroization
capability.

Require

d test procedures

This ass

brtion is testéd as part of AS07.25.

Table 207 — VE and TE of AS07.25

Physica l_sggu.l:i.t_y_g.gngl:a_l_l:eqnirnmnnfc levels 3 and 4

AS07.25 Any tamper response and zeroization capability shall immediately zeroize all plaintext
ISO/IEC 19790: 2025, |CSPs, plaintext PSPs and plaintext key components when a tamper event is detected (e.g. a
7.7.2.4 door is opened, a cover is removed, an internal tamper sensor is triggered such as a breach

of a tamper detection envelope, or when the maintenance interface is accessed).

Required vendor information

VE07.25.01 The vendor-provided documentation shall provide supporting design documentation for the
module enclosure, tamper sensors or maintenance interface, if defined.
VE07.25.02 The vendor-provided documentation shall identify any doors or removable covers or

maintenance interface and shall document the module’s tamper response and zeroization
circuitry.
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Table 207 (continued)

VE07.25.03

circuitry linked to these sensors.

The vendor-provided documentation shall identify any tamper detection sensors (e.g. tam-
per detection envelope) and shall document the module’s tamper response and zeroization

Required test procedures

TE07.25.01

The tester shall verify that the vendor-provided documentation specifies:

a) all doors, removable covers and whether a maintenance interface is specifi

removable covers and maintenance interface;

b) the tamper response and zeroization circuitry linked to removable doors,

ed;

c) all tamper sensors needed to meet the applicable requirements of [SO/IE
2025, 7.7; and

d) the tamper response and zeroization circuitry linked to all tamper sensor
to meet applicable requirements of ISO/IEC 19790: 2025, 7.7.

C 19790:

t needed

TE07.25/02

If the module supports tamper detection and response, then the testershall review
dor-provided documentation to verify that the module zeroizes all plaintext CSPs, pl
PSPs and plaintext key components.

he ven-
aintext

TE07.25/03

The tester shall review the vendor-provided documentation ahd‘inspect the module
verify that the tamper response and zeroization circuitry, if supported, remains ope
when plaintext CSPs, plaintext PSPs and plaintext key components are contained wi
module.

to
rational
[hin the

TE07.25|04

If the module supports tamper detection and respense, the tester shall test that the
zeroizes all plaintext CSPs, plaintext PSPs and plaintext key components when a cov|
door is removed or if the maintenance interface is accessed.

module
br or

Table 208 — VE and TE of AS07.26

Physica] security general requirements — levels 3 and%4

ASQ07.26

ISO/IEC[19790: 2025,
7.7.2.4

If a module supports a tamper response and zeroization capability, the tamper respo
and zeroization capability shall remain operational while plaintext CSPs, plaintext P
plaintext key componentsare contained within the cryptographic module.

se
Ps and

Requirdd test procedures

This assgrtion is tested as part of AS07.25:
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Table 209 — VE and TE of AS07.27

Physical security general requirements — levels 3 and 4

ASQ07.27

ISO/IEC
7.7.2.4

19790: 2025,

Zeroization triggered by the detection of a tamper event shall be performed by the module
without external module power and before the internal module power is insufficient for the
module’s zeroization circuitry to function;

Required vendor information

VE07.27.01 If the module contains a tamper response and zeroization capability, the vendor-provided
documentation shall document how the zeroization can be completed following detection
of a tamper event without external module power and before the internal module power is
insufficient for the module’s zeroization circuitry to function.

Requirdd test procedures

TE07.27{01 The tester shall verify that the vendor-provided documentation provides a justification for
how the modules tamper response and zeroization design is able to satisfy AS07:27.

TE07.27{02 The tester shall disconnect all external power and breach the tamper detection envelppe bar-
rier and then verify that the module zeroizes all plaintext CSPs and plajintext operator PSPs.
Based on the vendor presented justification, the tester shall performetests in order to|confirm
AS07.27 is met. This shall be performed based on a combination ofinspection of the module
to confirm the modules design and subsequent test.

NOTE In cases where the module does not store any plaintext €SP or plaintext operptor
PSPs in its power-off state, AS07.27 is implicitly met and no.further testing is requiregl.
Table 210 — VE and TE of AS07.28

Physica] security general requirements — levels 3 and 4

AS07.28 If the cryptographic module contains ventjlation holes or slits, then the module shall pe

ISO/IEC[19790: 2025, |constructed in a manner that prevents undetected physical probing inside the enclospire

7.7.2 4 (e.g. prevent probing by a single articulated probe).

Requirdd vendor information

VE07.28|01 If the module is contained withia’cover or enclosure that contains any ventilation heles or
slits, then they shall be constructed in a manner that prevents undetected physical pijobing
inside the enclosure. The vendor-provided documentation shall describe the ventilatipn phys-
ical design approach.

Requirdd test procedures

TE07.28|01 The tester shall review the vendor documentation and inspect the module to verify whether
the module hasya cover or enclosure with ventilation holes, slits, or other openings, and if so,
whether théy)are constructed to deter undetected probing inside the cover or enclosyre.

Table 211 — VE and TE of AS07.29

Physica] security general requirements — levels 3 and 4

AS07.29 Strong or hard conformal or non-conformal enclosures, coatings or potting materials shall

ISO/IEC[19790: 2025, |maintain strength and hardness characteristics over the module’s intended tempergture

772.4 range of operation, storage and distribution.

Requirddvendor information

VE07.29.01 The vendor documentation shall describe the strength or hardness of the hard conformal

or non-conformal enclosure, coatings or potting materials, and shall provide the rationale
justifying that the strength or hardness is appropriate for the module design.

VE07.29.02 The vendor-provided security policy shall specify the highest and lowest temperatures

within the temperature range.

Required test procedures
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Table 211 (continued)

TE07.29.01

The tester shall verify from the vendor-provided documentation and testing of the module
that the strength or hardness of the hard conformal or non-conformal enclosure, coatings,
or potting materials is implemented as specified. The tester shall verify the module hard-
ness at the following temperatures:

a) the lowest temperature of the module’s intended temperature range of operation,
storage and distribution;

b) the highest temperature of the module’s intended temperature range of operation,
storage and distribution.

TE07.29.02

The tester shall verify that the vendor-provided security policy specifies the high and low

LEIIIperdiure rdige.

Table 212 — VE and TE of AS07.30

Physical security general requirements — levels 3 and 4

AS07.30

ISO/IEC[19790: 2025,
7.7.2.4

If tamper evident seals are employed, they shall be uniquely numbergd\or independeijtly
identifiable (e.g. uniquely numbered evidence tape or uniquely identifiable holographjic seals).

Requirqd vendor information

VE07.30]01

The vendor shall provide the specification of the tamper evident seal.

Requirdd test procedures

TE07.30{01

The tester shall verify that tamper evident seals aré\uniquely numbered or independg¢ntly
identifiable as documented.

6.7.2.5 | Security level 4

Table 213 — VE and TE of AS07.31

Physical security general requirements — level 4

AS07.31

ISO/IEC[19790: 2025,
7.7.2.5

In addition to the general requirements for security levels 1, 2, and 3, the following require-
ment shall apply to all cryptographic modules for security level 4: {AS07.32 and AS07{33}.

Requirdd test procedures

This assgrtion is tested as part of AS07,32 and AS07.33.

Table 214 — VE and TE of AS07.32

Physical security generalrequirements — level 4

AS07.32

ISO/IEC[19790: 2025y
7.7.2.5

The cryptographic module shall provide protection from fault injection.

Requirdd vendor information

VE07.32)0%

The vendor-provided documentation shall specify the protection mechanism from faglt injec-

tion.

Required test procedures

TE(07.32.01 The tester shall review the vendor-provided documentation and inspect the module to verify
that the fault injection protection mechanisms are specified.
TE07.32.02 The tester shall inject faults at the module boundary including interfaces and determine that

the module’s security relevant functionality is not compromised.

NOTE Faultinjection can be electrical, optical, or mechanical in nature.
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Table 215 — VE and TE of AS07.33

Physical security general requirements — level 4

AS07.33

ISO/IEC
7.7.2.5

19790: 2025,

The fault injection mitigation techniques and the mitigation metrics employed shall b
mented as specified in ISO/IEC 19790: 2025, Annex B.

e docu-

Required vendor information

VEO07.33.

01

The vendor-provided documentation shall specify the fault injection mitigation techn
and the mitigation metrics employed by the module.

iques

Required test procedures

TE07.33,01 The tester shall verify that the fanlt injection mitigation techniques and the mitigation met-
rics employed by the module are documented as specified.

6.7.3 Physical security requirements for each physical security embodiment

6.7.3.1 | Single-chip cryptographic modules

Table 216 — VE and TE of AS07.34

Physica] security requirements for each physical security embodiment — level4

AS07.34 In addition to the general physical security requirements for security levels 1, 2, 3 anfl 4, the

ISO/IEC[19790: 2025, |following requirements shall apply to single-chip cryptegraphic modules for security)level 4.

7.7.3.1

Requirgd vendor information

VE07.34/01 The vendor-provided documentation shalkspecify that either (AS07.35) or (AS07.36 tp
AS07.37) are satisfied.

Requirdd test procedures

TE07.34{01 The tester shall verify that the vendor-provided documentation includes a statement ps to
what option has been taken to mieet the level 4 requirements for single-chip cryptogrpphic
modules.

Table'217 — VE and TE of AS07.35

Physica] security requirements for each'physical security embodiment — level 4

AS07.35 The removal{resistant coating or strong enclosure shall have solvency characteristicg such

ISO/IEC[19790: 2025, |that dissolving the coating or strong enclosure has a high probability of seriously dampaging

7.7.31 the module (i.e. the module will not function and be irreparably damaged); or {AS07.36 to
AS07.37}.

Requirqd vendor information

VE07.35/01 The vendor-provided documentation shall describe the solvency characteristics of thg remov-
al-resistant coating. The solvency characteristics of the material shall be such that di$solving
the material to remove it will have a high probability of dissolving or seriously damaging the
module.

Requirgd®est procedures

TE07.35.01 The tester shall verify the vendor-provided documentation to determine the solvency proper-
ties of the module’s removal-resistant coating.

TE07.35.02 The tester shall test the solvency properties of the module’s removal-resistant coating. The

tester, based on documentation provided in VE07.35.01, shall verify what type of solvent

would be required to compromise the removal-resistant coating.
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Table 218 — VE and TE of AS07.36

Physical security requirements for each physical security embodiment — level 4

AS07.36

ISO/IEC 19790: 2025,
7.7.3.1

{The removal-resistant coating or strong enclosure shall have solvency characteristics such
that dissolving the coating or strong enclosure has a high probability of seriously damaging
the module (i.e. the module will not function and be irreparably damaged);} or the module
shall provide a tamper detection envelope with tamper detection circuitry that {shall detect
tampering by means such as cutting, drilling, milling, grinding, burning, melting, or dis-
solving of the single-chip module coating or package to a sufficient extent that would allow
access to or modification of SSPs, or would result in unauthorized use or modification of the
module.}

Required vendor information

VE07.36/01

The enclosure or potting material shall be encapsulated by a tamper detection envélgpe with
tamper detection circuitry by the use of tamper detection mechanisms. The vendor-provided
documentation shall describe the tamper detection envelope or tamper detection cirquitry

design.

Requirqd test procedures

TE07.36]01

The tester shall review the vendor-provided documentation and inspect the module tp verify
that the module enclosure or potting material contains tamper dete¢tion mechanisms. This
shall form a tamper detection envelope with tamper detectionciteuitry that protects|the
module elements. The mechanisms shall be designed such tliat'any breach of the enclpsure or
potting material to access the module elements can be detected.

Table 219 — VE and TE of AS07.37

Physica] security requirements for each physical security embodiment — level 4

AS07.37

ISO/IEC[19790: 2025,
7.7.3.1

{The removal-resistant coating or strong enclosure shall have solvency characteristi¢s such
that dissolving the coating or strong enclesure has a high probability of seriously danpaging
the module (i.e. the module will not furc¢tion and be irreparably damaged);} or {the module
shall provide a tamper detection enyelope with tamper detection circuitry} shall detgct tam-
pering by means such as cutting, drilling, milling, grinding, burning, melting, or dissqlving of
the single-chip module coating-or'package to a sufficient extent that would allow accdss to or
modification of SSPs, or wouldresult in unauthorized use or modification of the moduyle.

Requirdd vendor information

VE07.37)01

The vendor-provided documentation shall describe the tamper detection design.

Requirdd test procedures

TE07.37{01 The tester shallyverify from the vendor-provided documentation that the module confains
tamper detection circuitry that continuously monitors the tamper detection envelopg; de-
tects any breach by means such as drilling, milling, grinding, or dissolving any portion of the
enveldpe;and then zeroizes all plaintext CSPs, plaintext PSPs and plaintext key compgpnents.

TE07.37{02 TheZfester shall breach the tamper detection envelope using attacks relevant to its design

and verify that the module detects the intrusion attempt and zeroizes all plaintext CYPs and
plaintext operator PSPs.

6.7.3.2 | Multiple-chip cryptographic modules

Toldlae-2720 A #4 »l | ACOTZIN
1dUICT 44U VL dilu nAov7.900

Physical security requirements for each physical security embodiment — level 4

AS07.38

ISO/IEC 19790: 2025,
7.7.3.2

In addition to the general physical security requirements for security levels 1, 2, 3 and 4 spec-
ified in ISO/IEC 19790:2025, 7.7.2, the following requirements shall apply to multiple-chip
cryptographic modules for security level 4:

Required test procedures

This assertion is tested as part of AS07.39, AS07.40, AS07.41, AS07.42, AS07.43, AS07.44 and AS07.45.
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Table 221 — VE and TE of AS07.39

Physical security requirements for each physical security embodiment — level 4

AS07.39 All inter component interfaces carrying security relevant data and controls shall be either
ISO/IEC 19790: 2025, |2 protected internal path, or be fully enclosed in a tamper detection envelope with tamper
7.7.3.2 detection circuitry.

Required vendor information

VE07.39.01 The vendor documentation shall specify how all inter component interfaces carrying security
relevant data and controls are either a protected internal path, or are fully enclosed in a tam-
per detection envelope with tamper detection circuitry.

Required test procedures

TE07.39{01 The tester shall verify that the vendor documentation specifies how all inter comp¢ng¢nt in-
terfaces carrying security relevant data and controls are either a protected internal gjath, or
are fully enclosed in a tamper detection envelope with tamper detection circuitry.

TE07.39{02 The tester shall verify by inspection of the module that all inter component.interfaceqd are
either a protected internal path, or are fully enclosed in a tamper detectionrenvelope with
tamper detection circuitry.

Table 222 — VE and TE of AS07.40

Physica] security requirements for each physical security embodiment — lével 4

AS07.40 All components shall either be covered with a hard, opague removal-resistant coating, strong
ISO/IEC[19790:2025, |enclosure, or be fully enclosed in a tamper detectiorienvelope.
7.7.3.1

Requirqd vendor information

VE07.40]01 The vendor-provided documentation shall’describe how all components are either coyered
with a hard, opaque removal-resistant céating, strong enclosure, or are fully enclosed in a
tamper detection envelope.

Requirqd test procedures

TE07.40{01 The tester shall review the vendoer-provided documentation and verify that it describes how
all components are either covered with a hard, opaque removal-resistant coating, strpng
enclosure, or are fully enclesed in a tamper detection envelope.

TE07.40{02 The tester shall inspéctithe module to verify that all components are either covered with a
hard, opaque removal-resistant coating, strong enclosure, or are fully enclosed in a tqmper
detection envelope.

Table 223 — VE and TE of AS07.41

Physical security requirements for each physical security embodiment — level 4

AS07.41 Where a tamper detection envelope is used, it shall detect tampering by means such gs

ISO/IEC [19790:2025, Y€utting, drilling, milling, grinding, burning, melting, or dissolving of the module’s endlosure

7.7.3.2 to a sufficient extent that would allow access to or modification of SSPs, or would resylt in
unauthorized use or modification of the module.

Requirqd testprocedures

This assertion is tested as part of AS07.45.
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Table 224 — VE and TE of AS07.42

Physical security requirements for each physical security embodiment — level 4

ASQ07.42

ISO/IEC
7.7.3.2

19790:2025,

Where a hard opaque removal-resistant coating or strong enclosure is used, the material
shall have hardness and adhesion characteristics such that attempting to peel or pry the
coating or strong enclosure from the module will have a high probability of resulting in seri-
ous damage to the module (i.e. the module will not function and be irreparably damaged).

Required vendor information

VE07.42.01 The vendor-provided documentation shall detail the hardness and adhesion characteristics
such that attempting to peel or pry the coating or strong enclosure from the module will have
a high probability of resulting in serious damage to the module.

Requirgdtestprocedures

TE07.42{01 The tester shall verify that the vendor-provided documentation detail the hardnéss-ahd adhe-
sion characteristics such that attempting to peel or pry the coating or strong enclosufe from
the module will have a high probability of resulting in serious damage to theymo6dule.

TE07.42]02 The tester shall verify the removal resistant properties of the module ceating or stropg enclo-
sure. The tester shall attempt to peel or pry the material from the module and verify that this
is not possible with a reasonable application of force so that the medul€é ceased to funiction or
that the module circuitry was obviously physically destroyed.

Table 225 — VE and TE of AS07.43

Physica] security requirements for each physical security embodiment < level 4

AS07.43 Where a hard opaque removal-resistant coatingorstrong enclosure is used, the magerial

ISO/IEC[19790:2025, |shall have solvency characteristics such thatdissolving the coating or strong enclogure will

7.7.3.2 have a high probability of dissolving or seriously damaging the module (i.e. the module will

not function and be irreparably damaged):

Requirdd vendor information

VE07.43]01 The vendor-provided documentation shall identify the hard, opaque removal-resisthnt

coating or strong enclosure use@;Documentation shall describe how the coating or gtrong
enclosure has solvency charaecteristics such that dissolving the coating or strong enfclosure
will have a high probability.of dissolving or seriously damaging the module (i.e. thefmodule
will not function and beirreparably damaged).

Requirdd test procedures

TE07.43]01 The tester shall verify by inspection and from the vendor-provided documentation that the

module is covered with a hard, opaque removal-resistant coating or strong enclosufe.

TE07.43]02 The testershall verify by test that the removal-resistant coating or strong enclosur¢ is

either;
a)) resistant to common chemicals that would reasonably be expected to aftack the
structure of the coating or enclosure; or
b) is seriously damaged by the chemical attack (i.e. the module will not fundtion and
be irreparably damaged).
Table 226 — VE and TE of AS07.44

Physica secur iiy T cquil enrentsforeach ph_yaiuai secur ii_y embodinrent—level#

AS07.44 Where a tamper detection envelope is used, the cryptographic module shall contain tamper

ISO/IEC 19790:2025, |response and zeroization capability that continuously monitor the tamper detection enve-

7.7.3.2 lope.

Required test procedures

This assertion is tested as part of AS07.45.
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Table 227 — VE and TE of AS07.45

Physical security requirements for each physical security embodiment — level 4

AS07.45 Where a tamper detection envelope is used, the cryptographic module on detection of

ISO/IEC 19790:2025, |tampering, shall immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key

773.2 components.

Required vendor information

VE07.45.01 The vendor documentation shall describe if any tamper detection envelope is used. If used,
it shall then describe:

a) how it detects tampering by means such as cutting, drilling, milling, grinding,
burning, melting, or dissolving of the module’s enclosure to a sufficient extent that
would allow access to or modification of SSPs, or would result in unauthoilized use
or modification of the module;

b) how the tamper response and zeroization capability continuously monitor the
tamper detection envelope; and

c) how the cryptographic module on detection of tamperingsimmediately zefoizes all
plaintext CSPs, plaintext PSPs and plaintext key components.

Requirdd test procedures

TE07.45

01

The tester shall review the vendor-provided documentatian and verify that it descr
any tamper detection envelope is used.

If used, the tester shall review and confirm that the document describes:
a) how it detects tampering by means siich as cutting, drilling, milling, g
burning, melting, or dissolving of thesmadule’s enclosure to a sufficient ex

would allow access to or modification of SSPs, or would result in unauthor
or modification of the module;

tamper detection envelope;‘and

c¢) how the cryptographicmodule on detection of tampering, immediately ze1
plaintext CSPs, plaintext PSPs and plaintext key components.

bes if

rinding,
tent that
ized use

b) how the tamper response.anrd zeroization capability continuously moritor the

oizes all

TE07.45

02

The tester shall review iy inspection that the implementation of the module match¢
tamper detection enveldpe design documented.

s the

TE07.45

03

For each attack path”(cutting, drilling, milling, grinding, burning, melting, or dissol
the module’s efielosure), the tester shall attempt to defeat the design of the modules
detection envelope and confirm that in each instance:

a) \the tamper detection envelope detects attempts to access or remove thg
detection envelope; and

b) following detection of tampering, the module immediately zeroizes all |
CSPs, plaintext PSPs and plaintext key components.

NOTE Itis possible to use a single test to verify protection against multiple attack
where this can be justified based on the design of the tamper envelope.

EXAMPLE In some designs, a single test focused on attacks using drilling can be su
to also test resistance to cutting and milling.

ing of
tamper

tamper

blaintext

paths

Fficient

TE07.45

04

The tester shall review the implementation of the tamper detection mechanismsto

confirm

any access to or modification of SSPs, as would result in unauthorized use or modifi
of the module.

In practice, a module can periodically poll sensors used to detect tampering. Where

being accessed.

that they provide continuous monitor the tamper detection envelope sufficient to detect

cation

this

is implemented, the test shall confirm that this is done on a frequency sufficient to avoid
an attacker being able to breach the tamper detection envelope and disable the tamper re-
sponse mechanisms ahead of plaintext CSPs, plaintext PSPs and plaintext key components
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6.7.4 Environmental failure protection/testing

6.7.4.1 Security level 3

NOTE1 A cryptographic module is not expected to employ environmental failure protection features or undergo
environmental failure testing for security levels 1 and 2.

Table 228 — VE and TE of AS07.46

Environmental failure protection/testing — level 3

AS07.46 The module shall either employ EFP features or undergo EFT.
ISO/IEC[t979072025,
7.7.4.3
Requirdd test procedures

This assgrtion is tested as part of AS07.48, AS07.49, AS07.50, AS07.51, AS07.52, AS07.53, AS07.54,A807.56, AS07.57,
AS07.58/ AS07.59 and AS07.60.

6.7.4.2 | Security level 4

Table 229 — VE and TE of AS07.47

Environmental failure protection/testing — level 4

AS07.47 The module shall employ EFP features.

ISO/IEC[19790:2025,
7.7.4.4

Requirqd test procedures
This assgrtion is tested as part of AS07.48, AS07.49 and AS07:50;

6.7.5 [Environmental failure protection features

Table 230 — VE and TE of AS07.48

Environmental failure protection featurés,~— levels 3 and 4

AS07.48 EFP features shall protect a cryptographic module against unusual environmental conditions
ISO/IEC (accidental or ipduced) when outside of the module’s normal operating range, that can ¢ompro-
19790:2p25,7.7.5 | mise the secyrity of the cryptographic module.

Requirdd test procedures
This assgrtion is tested as part’of AS07.50.

Table 231 — VE and TE of AS07.49

Environmental failure protection features — levels 3 and 4

AS07.49 The cryptographic module shall monitor and correctly respond when operating tempegature
ISO/IEC and voltage are outside of the specified normal operating ranges.

19790:2025,7.7.5
Required test procedures
This assertion is tested as part of AS07.50.
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Table 232 — VE and TE of AS07.50

Environmental failure protection features — levels 3 and 4

AS07.50 If the temperature or voltage falls outside of the cryptographic module’s normal operating
ISO/IEC 19790:2025, |range, the protection capability shall either:
7.7.5 a) shutdown the module to prevent further operation;
or
b) immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key
components.

Required vendor information
VE07.50/6+ HEFPischoserrtorapartiettareorditdornthe modileshatmontterardeorreetyrgspond

to fluctuations in the operating temperature or voltage outside of the module’s norr;lal op-

erating range for that condition. The protection features shall continuously measurg these
environmental conditions. If a condition is determined to be outside of the miadule’sjnormal
operating range, the protection circuitry shall either:

a) shut down the module, or

b) zeroize all plaintext CSPs, plaintext PSPs and plaintext Key components

Documentation shall state which of these approaches was choséw and provide a speg¢ifica-
tion description of the EFP features implemented within the'module.

VE07.50]02 The security policy shall address whether the employed\EFP feature forces module ghut-
down or zeroizes all plaintext CSPs, plaintext PSPs and'plaintext key components anfd shall
specify the temperature range met.

Requirdd test procedures

TE07.50]01 The tester shall configure the environmentaklcondition (ambient temperature and vpltage)
close to the appropriate extreme of the nérmal operating range specified for the moflule and
verify that the module continues to perform within normal operating parameters.

TE07.50{02 The tester shall extend the temperature and voltage outside of the specified normalfrange
and verify that the module either;shuts down to prevent further operations or zeroizes all
plaintext CSPs, plaintext PSPs and plaintext key components.

TE07.50]03 If the module is designed to{zeroize all plaintext CSPs, plaintext PSPs and plaintext ey com-
ponents, and the modulewas still operational after returning to the normal environmental
range, the tester shallperform services that require CSPs, plaintext PSPs and plaint¢xt key
components and verify that the module does not perform these services.

TE07.50]|04 The tester shall\verify that the security policy specifies the normal operating tempefature
and voltage range. The tester shall also verify whether the module shuts down or zetoizes
all plaintext,CSPs, plaintext PSPs and plaintext key components if the operating temperature
or voltage falls outside the normal operating range of the module.

6.7.6 Environmental failure testing procedures

Table 233 — VE and TE of AS07.51

Environmentalfailure testing procedures — level 3

AS07.51 EFT shall involve a combination of analysis, simulation, and testing of a cryptographic inodule
OO idaraacana bhlaaccuranca bhatthao anuivanaantal conditione (Hooidantal o i dys
ISO/IEC to-providereasenable-assuranece thatthe-envirenmen tal-condt itions faceiden tal-orindue ed)

19790:2025, 7.7.6 | when outside the module’s normal operating ranges for temperature and voltage will not com-
promise the security of the cryptographic module.

Required test procedures

This assertion is tested as part of AS07.54.
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Table 234 — VE and TE of AS07.52

Environmental failure testing procedures — level 3

AS07.52
ISO/IEC

19790:2025, 7.7.6

EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, {at no time shall the security of the cryp-
tographic module be compromised.}

Required test procedures

This assertion is tested as part of AS07.54.

Table 235 — VE and TE of AS07.53

Environmental failure testing procedures — level 3

AS07.53 {EFT shall demonstrate that, if the operating temperature or voltage falls outside-the'nprmal
ISO/IEC operating range of the module resulting in a failure,} at no time shall the security of the cryp-
19790:2p25, 7.7.6  |tographic module be compromised.

Requirdd test procedures

This ass

brtion is tested as part of AS07.54.

Table 236 — VE and TE of AS07.54

Environmental failure testing procedures — level 3

AS07.54 The temperature range to be tested shall be from a témperature within the normal ¢perat-
ISO/IEC[19790:2025, |ingtemperature range to the lowest (i.e. coldes-témperature outside of the normalloperat-
7.7.6 ing range that results in the module either failihgOr entering an error state.

Requirdd vendor information

VE07.54/01 If EFT is chosen for a particular conditign, the module shall be tested within the temjpera-
ture range specified in AS07.54 and v6ltage ranges specified in AS07.59 and AS07.6(. The
module shall either:

a) continue to operate normally, or

b) fail and shut down;-or

c) enter an error-state.
Documentation shall’state which of these approaches was chosen and provide a spegifica-
tion descriptien\ef the EFT.

VE07.54/02 The security.policy shall address whether the employed EFT feature causes the module to
continue te-operate normally, fail, or enter an error state and shall specify the tempgrature
range.met.

Requirqd test procedures

TE07.54{01 The tester shall configure the environmental condition (i.e. ambient temperature and
voltage) as specified in AS07.54, AS07.59, and AS07.60 and verify that the module eifher con-
tinues to operate normally, or shuts down to prevent further operations, or enter an|error
state.

TE07.54]|02 If the module is designed to enter an error state, and the module was still operationgl after
returning to the normal environmental range, the tester shall verify that the modulg is in an
€rTOor State.

TE07.54.03 The tester shall verify that the non-proprietary security policy specifies the normal operat-

ing temperature and voltage range, and whether the module forces shut down or enters an
error state if the operating temperature or voltage falls outside the normal operating range

of the module.
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Table 237 — VE and TE of AS07.55

Environmental failure testing procedures — level 3

AS07.55
ISO/IEC

19790:2025, 7.7.6

The temperature range shall also be from a temperature within the normal operating temper-
ature range to the highest (i.e. hottest) temperature outside of the normal operating range that
results in the module either failing or entering an error state.

Required test procedures

This assertion is tested as part of AS07.54.

Table 238 — VE and TE of AS07.56

Environmental failure testing procedures — level 3

AS07.56 The temperature range to be tested shall be from 100 °C to 200 °C; however, {the testshall be
ISO/IEC [19790: interrupted as soon as either the module fails or the module enters an error staté.}
2025,7.7.6

Requirdd test procedures

This ass

brtion is tested as part of AS07.54.

Table 239 — VE and TE of AS07.57

Environmental failure testing procedures — level 3

AS07.57 {The temperature range to be tested shall be from 100 °Cto 200 °C;} however, the test ghall be
ISO/IEC interrupted as soon as either the module fails or thesmodule enters an error state

19790:2p25, 7.7.6

Requirdd test procedures

This ass

brtion is tested as part of AS07.54.

Table 240 — VE.and TE of AS07.58

Environmental failure testing procedures — level 3

AS07.58 Temperature shall be monitored internally at the sensitive elements and critical devices and
ISO/IEC not just at the module’s cryptographic boundary.

19790:2P25, 7.7.6

Requirgd vendor information

VE07.58|01 The vendor shall document the sensitive elements and critical devices relevant to AS07|58.
Requirdd test procedures

TE07.58|01 The testenshall document how the temperature was monitored when performing the HFT test-

ing in-order to ensure that the temperature range documented in the test corresponds fo the
observed temperature internal to the sensitive elements and critical devices identified by the
véndor and not just at the modules’ s cryptographic boundary.

Table 241 — VE and TE of AS07.59

Environmental failure testing procedures — level 3

AS07.59
ISO/IEC

19790:2025, 7.7.6

The voltage range tested shall be gradually decreasing from a voltage within the normal op-
erating voltage range to a lower voltage outside of the normal voltage range that results in the
module either failing or entering an error state.

Required test procedures

This assertion is tested as part of AS07.54.
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Table 242 — VE and TE of AS07.60

Environmental failure testing procedures — level 3

AS07.60

ISO/IEC
19790:2025, 7.7.6

The voltage range tested shall also be gradually increasing from a voltage within the normal
operating voltage range to a higher voltage outside of the normal voltage range that results in
the module either failing or entering an error state.

Required test procedures

This assertion is tested as part of AS07.54.

6.8 Non-invasive security

6.8.1 Non-invasive security general requirements

Table 243 — VE and TE of AS08.01

Non-invpasive security general requirements — levels 1, 2, 3 and 4

AS08.01

ISO/IEC
19790:225, 7.8.1

Non-invasive attack mitigation techniques implemented by the cryptographic module tp pro-
tect the module’s SSPs that are not referenced in ISO/IEC 19790:2025;Annex F shall mejet the
requirements in ISO/IEC 19790:2025, 7.12.

Requirdd test procedures

This assgrtion is tested as part of AS12.01, AS12.02, AS12.03 and AS12.04.

Table 244 — VE and TE of AS08.02

Non-invpsive security general requirements — levels 1, 2, 3 and 4

AS08.02

ISO/IEC
19790:225, 7.8.1

The documentation for non-invasive securnity specified in ISO/IEC 19790:2025, A.2.7 shpll be
provided.

Requirdd vendor information

VE08.02,01

The vendor shall provide the documentation requirements as specified in ISO/IEC 19790:2025,
A.2.7.

Requirqd test procedures

TE08.02{01

The tester shall verify.that the vendor provides documentation as specified in ISO/IEC [19790:
2025,A.2.7.

6.8.2 Becurity levels 1 and 2

Table 245 — VE and TE of AS08.03

Security levels 1 and.2 — levels 1, 2, 3 and 4

AS08.03

1SO/IEC
19790:2025, 7.8.2

For security levels 1 and 2, documentation shall specify all of the mitigation techniques
employed to protect the module’s SSPs from the non-invasive attacks referenced in ISOfIEC
19790:2025, Annex F.

3 - - - £ -
Requiredvendorinformation

VE08.03.01

The vendor shall provide supporting documentation which specifies all of the mitigation tech-
niques employed to protect the module’s SSPs from the non-invasive attacks specified in ISO/
IEC 19790:2025, Annex F.

Required test procedures

TE08.03.01

The tester shall verify that the vendor provides supporting documentation which specifies
all of the mitigation techniques employed to protect the module’s SSPs from the non-invasive
attacks specified in ISO/IEC 19790:2025, Annex F.
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Table 246 — VE and TE of AS08.04

Security levels 1 and 2 — levels 1, 2, 3 and 4

AS08.04
ISO/IEC

19790:2025, 7.8.2

Documentation shall include evidence of the effectiveness of each of the attack mitigation tech-
niques.

Required vendor information

VE08.04.01

The vendor shall specify in the documentation the effectiveness of the mitigation techniques.

Required test procedures

TE08.04.01

The tester shall verify that the vendor provides documentation that specifies the effectiveness
ofthe mitigation fpr‘hniqnpc

6.8.3

Security level 3

Table 247 — VE and TE of AS08.05

Security level 3 —level 3

AS08.05 In addition to the requirements for security levels 1 and 2, the cryptographic module shall be

ISO/IEC tested to meet the approved non-invasive attack mitigation test metrics for security level 3 as

19790:2p25, 7.8.3 |referenced in ISO/IEC 19790:2025, Annex F.

Requirqd vendor information

VE08.05.01 The vendor shall provide documentation that the module meets the approved non-invakive
attack mitigation test metrics for security level 3,

Requirdd test procedures

TE08.05{01 The tester shall verify that the vendor provides'documentation that the module meets the ap-
proved non-invasive attack mitigation testinetrics for security level 3.

TE08.05{02 The module shall be tested in accordance with any of the test procedures specified in I$O/IEC
20085-1 and ISO/IEC 20085-2.

6.8.4 Becurity level 4

Table 248 — VE and TE of AS08.06

Security level 4 — level 4

AS08.06) In addition to-the’requirements for security levels 1 and 2, the cryptographic module shall be

ISO/IEC tested to meetthe approved non-invasive attack mitigation test metrics for security level 4 as

19790:2p25, 7.8.4 |referenged.in ISO/IEC 19790:2025, Annex F.

Requirgd vendor information

VE08.06.01 Thewendor shall provide documentation that the module meets the approved non-invagive
attack mitigation test metrics for security level 4.

Requirqd test procedures

TE08.06{01 The tester shall verify that the vendor provides documentation that the module meets §he ap-
proved non-invasive attack mitigation test metrics for security level 4.

TE08.06.02 The module shall be tested in accordance with any of the text procedures specified in [SO/IEC

20085-1 and ISO/IEC 20085-2.

© ISO/IEC 2025 - All rights reserved
105



https://standardsiso.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

6.9 Sensitive security parameter management

6.9.1 Sensitive security parameter management general requirements

Table 249 — VE and TE of AS09.01

Sensitive security parameter management general requirements — levels 1, 2, 3 and 4

AS09.01

ISO/IEC
19790:2025, 7.9.1

CSPs shall be protected within the module from unauthorized access, use, disclosure, modifica-

tion, and substitution.

Required vendor information

VE09.01}01

The vendor-provided documentation shall describe the protection of all CSPs internalt
module. Protection shall include the implementation of mechanisms that protect@gain
thorized access, use, disclosure, modification, and substitution.

b the
t unau-

Requirdd test procedures

TE09.01{01

The tester shall check the vendor-provided documentation that describesthe protectio
CSPs. The tester shall verify that the documentation describes how these CSPs are prot
from unauthorized access, use, disclosure, modification, and substitution.

h of
bcted

TE09.01{02

The tester shall attempt to access (by circumventing the documerited protection mech4
CSPs which the tester is not authorized to access. To meet this'assertion, the module is
to deny access.

nisms)
required

TE09.01{03

The tester shall attempt to modify CSPs using any method not specified by the vendor-provided

documentation.
NOTE CSPs encrypted using a non-approved algorithm or proprietary algorithm or nj

are considered to be in unprotected form within.the scope of this document.

ethod

Table 250 — VE and(TE of AS09.02

Sensitivle security parameter management general requirements — levels 1, 2, 3 and 4

AS09.02

ISO/IEC
19790:2)25, 79.1

PSPs shall be protected within the'module against unauthorized modification and subs

titution.

Requirqd vendor information

VE09.02]01 The vendor-provided documentation shall describe the protection of all PSPs against upauthor-
ized modificatien'and substitution.

Requirdd test procedures

TE09.02}01 The testershall verify that the vendor-provided documentation describes how the PSPg are
protected/from unauthorized modification and substitution.

TE09.02}02 Thé tester shall attempt to modify all PSPs using any method not specified by the vend¢r-pro-

vided documentation and shall attempt to enter them into the module.

Table 251 — VE and TE of AS09.03

Sensitivesecurity parameter management general requirements — levels 1, 2, 3 and 4

AS09.03"

ISO/IEC
19790:2025, 7.9.1

A'module shall associate an S5F which 1s generated, entered 1nto, or output irom the module

with the entity (i.e. person, group, role, or process) to which the SSP is assigned.

Required vendor information

VE09.03.01

The documented SSP procedures shall describe the mechanisms or procedures used to
that each SSP is associated with the correct entity.

ensure

Required test procedures
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Table 251 (continued)
TE09.03.01 The tester shall verify that the documented SSP entry/output procedures address how an en-
tered or output SSP is associated with the correct entity.
TE09.03.02 For each SSP that can be entered, the tester shall first enter the SSP while assuming the correct
entity. The tester shall then verify that entry is not possible when assuming an incorrect entity.
TE09.03.03 For each SSP that can be output, the tester shall first output the SSP while assuming the correct

entity. The tester shall then verify that output is not possible when assuming an incorrect enti-

ty.

Table 252 — VE and TE of AS09.04

Sensitivie security parameter management general requirements — levels 1, 2, 3 and 4

AS09.04 Authentication data, verifier data that are not PSPs, RBG state information, and interim¢diate
ISO/IEC key generation values shall be considered as CSPs.

19790:2p25, 79.1

Requirqd vendor information

VE09.0401 The vendor shall provide documentation confirming that the authentication data and verifier
data, which are not PSPs, RBG state information, and intermediaté Key generation valug¢s are
defined as CSPs.

Requirdd test procedures

TE09.04{01 The tester shall verify that the vendor provides documentation that the authentication |data
and verifier data that are not PSPs, RBG state information, and intermediate key generdtion
values are defined as CSPs.

TE09.04}02 The tester shall verify that the vendor-provided sécurity policy defines any authenticatfion data

and verifier data that are not PSPs, RBG statg information, and intermediate key gener4
values as CSPs.

tion

Table 253 — VE and TE of AS09.05

Sensitivie security parameter management generalrequirements — levels 1, 2, 3 and 4

AS09.05 Hash values of passwords shall'be considered as CSPs unless they were generated using an

ISO/IEC approved password protection method (e.g. salt and hash) as specified in ISO/IEC 1979D:2025,

19790:2p25,7.9.1 |Annex E, in which case”{the hash values of passwords shall be considered PSPs.}

Requirdd vendor information

VE09.05]01 The vendor shall provide documentation that hash values of passwords that were not ggnerat-
ed using an approved password protection method (e.g. salt and hash) as specified in [§0/IEC
19790:2025; Annex E, are defined as CSPs.

Requirqd test procedures

TE09.05{01 Theétester shall verify that the vendor provides documentation, to confirm that any hagh values
ofpdsswords are defined as CSPs.

TE09.05}02 The tester shall verify that the security policy provided by the vendor defines any hash|values

of passwords as CSPs.
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Table 254 — VE and TE of AS09.06

Sensitive security parameter management general requirements — levels 1, 2, 3 and 4

AS09.06
ISO/IEC

19790:2025, 7.9.1

{Hash values of passwords shall be considered as CSPs unless they were generated using an
approved password protection method (e.g. salt and hash) as specified in ISO/IEC 19790:2025,

Annex E,} in which case the hash values of passwords shall be considered PSPs.

Required vendor information

VE09.06

.01

The vendor shall provide documentation that hash values of passwords which were generated
using an approved password protection method (e.g. salt and hash) as specified in ISO/IEC

19790:2025, Annex E, are defined as PSPs.

Required test procedures

TE09.06]01 The tester shall verify that the vendor provides documentation, to confirm that any lagh values
of passwords are defined as PSPs.
TE09.06}02 The tester shall verify that security policy provided by the vendor defines any hash valties of

passwords as PSPs.

Table 255 — VE and TE of AS09.07

SensitiVle security parameter management general requirements — levels 1, 2, 3.and 4

AS09.07 When a hash function is used on passwords/PINs, whether itis on its own or as part of pn
ISO/IEC approved password protection method in ISO/IEC 19790;2025, Annex E, then an approyed hash
19790:2p25,7.9.1 |algorithm as listed in ISO/IEC 19790:2025, Annex C shall-be used.

Requirdd vendor information

VE09.07)01 The vendor-provided documentation shall describe the approved hash algorithm that i$ used to
create the hash values of passwords/PINs.

VE09.07)02 The vendor shall provide a validation certificate if available as specified in VE02.18.01, |or ven-
dor affirmation as specified in VE02.18,03.

Requirdd test procedures

TE09.07{01 The tester shall verify by inspectionof the cryptographic module that an approved hash algo-
rithm is used to create the hash-values of passwords/PINs.

TE09.07{02 The tester shall verify thatthe vendor has provided a validation certificate if available for the
approved hash algorithnnimplemented as specified in VE02.18.01, or vendor affirmation as
specified in VE02.18.08.

Table 256 — VE and TE of AS09.08

Sensitivie security parametermanagement general requirements — levels 1, 2, 3 and 4

AS09.08 The docdmentation for sensitive security parameter management specified in ISO/IEC

ISO/IEC 19796:2025, A.2.8 shall be provided.

19790:2p25,79.1

Requirdd vendorinformation

VE09.08]01 The vendor shall provide the documentation requirements as specified in ISO/IEC 19790:2025,
A.2.8.

Requirqd-test procedures

TE09.08.01 The tester shall verify that the vendor provides documentation as specified in ISO/IEC

19790:2025, A.2.8.

6.9.2 Random bit generators

NOTE

A cryptographic module can contain random bit generators (RBGs), a chain of RBGs, or can be solely an RBG.

© ISO/IEC 2025 - All rights reserved
108



https://standardsiso.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 257 — VE and TE of AS09.09

Random bit generators — levels 1, 2, 3 and 4

AS09.09 If an approved security function requires random values, then an approved RBG shall be used
ISO/IEC to provide these values.

19790:2025,79.2

Required vendor information

VE09.09.01 The vendor shall provide the list of all RBGs used in approved security functions within the
cryptographic module and their precise usage.

VE09.09.02 The vendor shall provide documentation that any random values used by approved security
functions are provided from an approved RBG.

VE09.09]03 The vendor shall provide documentation that all RBGs used in approved security funetjons are
tested in accordance with the method specified in ISO/IEC 20543.

Requirdd test procedures

TE09.09]01 The tester shall verify that all RBGs used by approved security functions are'documented and
their usage defined.

TE09.09}02 The tester shall verify from the vendor-provided documentation that the'implemented RBGs
used by approved security functions are compliant with the approved RBGs listed in ISD/IEC
19790:2025, Annex C.

TE09.09]03 The tester shall verify from the vendor-provided documentation that any random valugs used
by approved security functions are provided from an approved RBG.

TE09.09{04 The tester shall verify from the vendor-provided documentation that all RBGs used in gpproved
security functions are tested in accordance with the-thethod specified in ISO/IEC 2054 8.

NOTE WApproved RBGs are listed in ISO/IEC 19790:2025, Annex C.

Table 258 — VE and TE of AS09.10

Randon) bit generators — levels 1, 2, 3 and 4

AS09.10 Entropy input used to seed an approved RBG shall be considered a CSP.

ISO/IEC
19790:2025, 7.9.2

Requirdd vendor information

VE09.10]|01 The vendor shall proyide documentation that the entropy input used to seed an approved RBG
is defined as a CSP"

Requirqd test procedures

TE09.10{01 The tester,shall verify that the vendor provides documentation that the entropy input ysed to
seed anapproved RBG is defined as a CSP.
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6.9.3 Sensitive security parameter generation

Table 259 — VE and TE of AS09.11

Sensitive security parameter generation — levels 1, 2, 3 and 4

AS09.11 Compromising the security of the SSP generation method which uses the output of an approved
ISO/IEC RBG (e.g. guessing the seed value to initialize the deterministic RBG) shall require at least as
19790:2025,7.9.3 |many operations as determining the value of the generated SSP.

Required vendor information

VE09.11.01 The vendor shall provide documentation that provides rationale stating how compromising the
security of the SSP generation method (e.g. guessing the seed value to initialize the determinis-
tic RBG) requires at least as many operations as determining the value of the generated SSP.

Requirdd test procedures

TE09.11]01 The tester shall verify that the vendor-provided documentation that provides-rationale|stating
how compromising the security of the SSP generation method (e.g. guessingthe seed vdlue to

initialize the deterministic RBG) requires at least as many operations as,detérmining the value
of the generated SSP.

TE09.11{02 The tester shall verify the accuracy of any rationale provided by thewéndor. The burden of
proofis on the vendor; if there is any uncertainty or ambiguity, thé.tester shall ask the yendor
to produce additional information.

Table 260 — VE and TE of AS09.12

Sensitivle security parameter generation — levels 1, 2, 3 and 4

AS09.12 SSPs generated by the module from either the gutput of an approved RBG or derived frqm an

ISO/IEC SSP entered into the module and used by anapproved security function shall be generafted

19790:2p25,7.9.3 |using approved sensitive security parameter generation methods listed in ISO/IEC 197p0:2025,
Annex D.

Requirdd vendor information

VE09.12]01 The vendor shall provide the list.of'all SSPs generated by the module used in the cryptographic
module and their precise usage:-\These SSPs are generated from either the output of an fp-

proved RBG or derived from an SSP entered into the module and used by an approved security
function.

VE09.12]02 The vendor shall provide documentation that SSPs generated by the module are generafed
using an approvedSSP generation method. These SSPs are generated from either the oytput
of an approved RBG or derived from an SSP entered into the module and used by an apgroved
security function.

Requirdd test procedures

TE09.12{01 The tester shall verify that all SSPs generated by the module are documented and theirfusage
defingd. These SSPs are generated from either the output of an approved RBG or derived from
an SSP entered into the module and used by an approved security function.

TE09.12]02 The tester shall verify from the vendor-provided documentation that the implemented SSPs
generated by the module are compliant with the approved SSP generation methods list¢d in
ISO/IEC 19790:2025, Annex D. These SSPs are generated from either the output of an approved
RBG or derived from an SSP entered into the module and used by an approved security[func-
tion.

6.9.4 Automated sensitive security parameter establishment

NOTE Automated sensitive security parameter establishment can consist of automated SSP transport or SSP
agreement methods.
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Table 261 — VE and TE of AS09.13

Automated sensitive security parameter establishment — levels 1, 2, 3 and 4

AS09.13
ISO/IEC

19790:2025, 7.9.4

Annex D.

Automated SSP establishment shall use an approved method listed in ISO/IEC 19790:2025,

Required vendor information

VE09.13

.01

tographic module and their precise usage.

The vendor shall provide the list of all automated SSP establishment methods used in the cryp-

Required test procedures

TE09.13.01 The tester shall verify that all antomated SSP establishment methods are docuimented and their
usage defined.

TE09.13|02 The tester shall verify from the vendor-provided documentation that the impleméntéd puto-
mated SSP establishment methods are compliant with the approved automated SSP esthblish-
ment methods listed in ISO/IEC 19790:2025, Annex D.

6.9.5 Bensitive security parameter entry and output

6.9.5.1 | Sensitive security parameter entry and output general requirements

NOTE Sensitive security parameters can be manually entered into or output from a module eithey directly

(e.g. entdred via a keyboard or number pad, or output via a visual display) ox electronically (e.g. via a smart card/

tokens, Pj

C card, other electronic key loading device, or the module operatignal environment).

Table 262 — VE and TE 0fAS09.14

Sensitivie security parameter entry and output — levels 1, 2;3 and 4

AS09.14

ISO/IEC
79.5.1

19790:2025, |the defined module interfaces.

If SSPs are manually entered or outputfrom a module, the entry or output shall be thfough

Require

d test procedures

This ass
AS03.13

and AS03.14.

ertion is tested as part of AS03.04, AS03.05, AS03.06, AS03.07, AS03.08, AS03.09, AS03.10, AS03.11, AS03.12,

Table 263 — VE and TE of AS09.15

Sensitivie security parameter entry and output — levels 1, 2, 3 and 4

AS09.15 All cryptegraphically protected SSPs, entered or output from the module shall be profected

ISO/IEC[19790:2025, |usingan approved security function, as specified in ISO/IEC 19790:2025, Annex C.

79.5.1

Requirdd vendor information

VE09.15|01 The vendor-provided documentation shall specify all cryptographically protected SSPs which
are entered or output from the cryptographic module.

VE09.15|02 The vendor-provided documentation shall state the method used to cryptographically pro-
tect the SSPswhich are entered or output from the cryptographic module

Required test procedures

TE09.15.01 The tester shall verify that the vendor has provided documentation specifying all the cryp-
tographically protected SSPs which are entered and output from the cryptographic module.

TE09.15.02 The tester shall verify that the vendor has provided documentation specifying the method
used to cryptographically protect the SSPs which are entered or output from the cryp-
tographic module.

TE09.15.03 The tester shall verify that the method used to cryptographically protect the SSPs which are

function.

entered or output from the cryptographic module is performed using an approved security
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Table 264 — VE and TE of AS09.16

Sensitive security parameter entry and output — levels 1, 2, 3 and 4

AS09.16

ISO/IEC
79.5.1

19790:2025,

If encrypted SSPs are directly entered manually into the module, then the plaintext values of

the SSPs shall not be displayed.

Required vendor information

VEO09.16

.01

The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of their

plaintext values.

Required test procedures

TE09.16.01 The tester shall verify that the documented SSP entrv mechanisms for pnr‘rvpfpd SSPs pre-
clude the display of their plaintext values during the encrypted SSP entry process.
TE09.16{02 The tester shall enter all encrypted SSPs and monitor the output interfaces of the,moglule to

verify that any resulting plaintext SSP values are not displayed.

NOTE For directly entered SSPs, the entered values can be temporarily displayed td
visual verification and to improve accuracy.

allow

Table 265 — VE and TE of AS09.17

Sensitivie security parameter entry and output — levels 1, 2, 3 and 4

AS09.17 Except for authentication data, manually directly entergd\(plaintext or encrypted) SSPs shall
ISO/IEC[19790:2025, |be verified during entry into a module for accuracy using the conditional manual entgy test
79.5.1 specified in ISO/IEC 19790:2025, 7.10.4.5.

Requirdd test procedures

This ass

brtion is tested as part of AS10.44, AS10.45, AS10.46 and AS10.47.

Table 266 — VE and'TE of AS09.18

Sensitivie security parameter entry and output — leyvels 1, 2, 3 and 4

AS09.18 To prevent the inadvertent output of sensitive information, two independent internalfactions

ISO/IEC[19790:2025, |shall be required by the module in order to output any plaintext CSP;

79.5.1

Requirgd vendor information

VE09.18|01 If the module oufputs any plaintext CSPs, the vendor-provided documentation shall describe
the output services.

VE09.18}02 The finite state model and other vendor-provided documentation shall indicate, for the out-
put of plaintext CSPs, that two independent internal actions are required.

Requirqd test procedures

TE09.18]|01 The tester shall verify from the vendor-provided documentation or finite state model|that the
tmodule allows the output of plaintext CSPs.

TE09.18]02 The tester shall verify from the finite state model and other vendor-provided documgntation
that the output of plaintext CSPs requires two independent internal actions in order fpr the
cryptographic module to output the plaintext CSPs.

TE09.18|03 The tester shall attempt to output plaintext CSPs without the module performing twq inde-

pendent internal actions. The module shall fail if the module allows the output of plaintext

CSPs without two independent internal actions.
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Table 267 — VE and TE of AS09.19

Sensitive security parameter entry and output — levels 1, 2, 3 and 4

AS09.19 For electronic entry or output via a wireless connection, CSPs and key components shall be
ISO/IEC 19790:2025, |encrypted.
79.5.1

Required vendor information

VE09.19.01 If the module inputs or outputs CSPs, and key components via wireless interfaces, the ven-
dor-provided documentation shall describe the wireless services.

VE09.19.02 If the module inputs or outputs CSPs, and key components via wireless interfaces, the ven-
dor-provided documentation shall describe the encryption methods employed to encrypt the
CSPs and key components.

Requirdd test procedures

TE09.19]01 The tester shall verify whether the module inputs or outputs CSPs and key componen{s via
wireless interfaces.

TE09.19]02 The tester shall verify that the encryption methods employed to encrypt the CSPs and key
components are approved encryption methods.
NOTE For security levels 1 and 2, plaintext CSPs and key componehts can be enteref and

output via physical port(s) and logical interface(s) shared with'othter physical ports ahd logi-
cal interfaces of the cryptographic module.

Table 268 — VE and TE of AS09.20

Sensitivie security parameter entry and output — levels 1, 2, 3 and.4

AS09.20 Cryptographic keys established wirelessly using automated methods shall use an apgroved
ISO/IEC[19790:2025, |method listed in ISO/IEC 19790:2025, Annex’D.
79.5.1

Requirqd test procedures

This assgrtion is tested as part of AS09.13.

Table 269 ~—='VE and TE of AS09.21

Sensitivie security parameter entry and output — levels 1, 2, 3 and 4

AS09.21 If the cryptographic, module employs split-knowledge procedures for cryptographic Reys
ISO/IEC[19790:2025, |entry or outputyat least two key components shall be required by the module to recopstruct
79.5.1 the original.ctyptographic key.

Requirdd vendor information

VE09.21}01 The vendor-provided documentation shall specify the number of components that arg re-
quiréd to construct the original CSP.

VE09.21]02 If Knowledge of the number of key components is required to reconstruct the original key,
the vendor-provided documentation shall include rationale stating how knowledge of any
number less than the number of key components provides no information about the driginal
key other than the length.

Requirqd test procedures

TE09.21.6% Thetesterstattverify that the verndor-provided documemntatiomrdescribes row the
split-knowledge procedure requires at least two components to construct the original CSP.
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Table 269 (continued)

TE09.21.02

The tester shall verify that the vendor-provided documentation describes how the output of
CSPs under split-knowledge procedures does not result in the output of a single component
that can be used to construct the original CSP.

TE09.21.03

The tester shall verify that the vendor-provided documentation provides a rationale that no
information is gained without knowing all the necessary key components, and that the output
of CSPs under split-knowledge procedures does not result in the output of a single component
that can be used to construct the original CSP.

TE09.21.04

The tester shall verify the accuracy of any rationale provided by the vendor. The burden of
proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall ask the vendor
to produce additional information.

6.9.5.2 | Security levels 1 and 2

Table 270 — VE and TE of AS09.22

Sensitivle security parameter entry and output — levels 1 and 2

AS09.22

ISO/IEC[19790:2025,
79.5.2

For software modules or the software components of a hybrid software module, CSP4and
key components may be entered or output from the module inplaintext form; in this gase, the
module shall not output the CSPs and key components from he operational environnjent.

Requirqd vendor information

VE09.22101

For software modules or the software components of a-hybrid software module, the yendor
shall provide documentation showing that CSPs and‘key components that are entered or
output from the module in plaintext form are maintained within the operational envifon-
ment and that the plaintext form CSPs and key. components is not output from the opdrational
environment.

Requirdd test procedures

TE09.22]01

For software modules or the software components of a hybrid software module the t¢ster
shall verify that the vendor provides documentation showing that CSPs and key components
that are entered or output fromthe module in plaintext form are maintained within the op-
erational environment and that the plaintext form CSPs and key components are not putput
from the operational environment.

6.9.5.3 | Security level 3

Table 271 — VE and TE of AS09.23

SensitiVle security parameter.entry and output — level 3

AS09.23

ISO/IEC[19790:2025,
79.5.3

Cryptegraphic keys, key components from split-knowledge procedures, and non-key {SPs en-
teted or output from the cryptographic module using direct entry or electronic methpds shall
either be encrypted or using a plaintext trusted path that meet security level 3 requifements

in ISO/IEC 19790:2025, 7.3.4.

Requirqd venderinformation

VE09.23]01

The vendor shall provide documentation that describes whether cryptographic keys, [key
components from split-knowledge procedures, and non-key CSPs are entered or outpyit from

e Cryptograpnic module encrypted or uslng d plaintext trusted pdtil.

VE09.23.02

For keys that are encrypted when entered or output from a module, the vendor-provided
documentation shall describe the encryption method and provide a validation certificate if
available or vendor affirmation as specified in VE02.18.01 and VE02.18.03.

VE09.23.03

For keys that are entered or output from a module using split-knowledge procedures, the ven-
dor-provided documentation shall describe the split-knowledge methods used as specified in
VE09.21.01 to VE09.21.02.

VE09.23.04

For keys that are entered or output from a module using a plaintext trusted path, the ven-
dor-provided documentation shall describe the plaintext trusted path as specified in AS03.17
to AS03.22.

Required test procedures
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Table 271 (continued)

TE09.23.01

The tester shall verify that the vendor-provided documentation specifies that cryptographic
keys, key components from split-knowledge procedures, and non-key CSPs are entered or
output from the cryptographic module encrypted or using a plaintext trusted path.

TE09.23.02

For keys that are encrypted when entered or output from a module, the tester shall verify
that the vendor-provided documentation describes the encryption method. The tester shall
verify that the vendor provides a validation certificate if available or vendor affirmation as
specified in TE02.18.01 and TE02.18.03.

TE09.23.03

For keys that are entered or output from a module using split-knowledge procedures, the
tester shall verify that the vendor-provided documentation describes the split-knowledge
methods used as specified in TE09.21.01 to TE09.21.04.

TE09.23{04

For keys that are entered or output from a module using a plaintext trusted path, the [tester
shall verify that the vendor-provided documentation describes the plaintext trusted path.
used as specified in AS03.17 to AS03.22.

TE09.23]05

For documented methods in TE09.23.01 to TE09.23.04, the tester shall verifyby test and
inspection of the module that imported keys are using the methods described.

Table 272 — VE and TE of AS09.24

SensitiVle security parameter entry and output — level 3

AS09.24

ISO/IEC[19790:2025,
79.5.3

When entering or outputting key components from split-knowledge procedures, the fhodule
shall authenticate each operator (i.e. each distinct key component importer or exportgr)

separately with an authentication that meets security tevel 3 requirements in ISO/IE( 19790
—, 7.4.4.

Requirqd vendor information

VE09.24101

The vendor-provided documentation shallispecify how that identity-based authenticqtion is
employed and checked ahead of entry of @ach separate key component.

Requirdd test procedures

TE09.24{01 The tester shall verify that that the,vendor-provided documentation specifies how that
identity-based authentication is\employed and checked ahead of entry of each separate key
component.

TE09.24{02 The test shall perform split=key entry to the module and confirm that separate identify-based

authentication is required to enter each key component.

6.9.5.4 | Security level 4

Table 273 — VE and TE of AS09.25

Sensitivle security parameter entry and output — level 4

AS09.25

ISO/IEC[19790:2025;
79.5.4

Cryptographic keys entered or output from the cryptographic module shall either be en-
crypted or entered using split-knowledge procedures.

Requirdd vendor information

VE09.25]01 The vendor-provided shall provide documentation that describes whether cryptographic
l(nyc are entered or output from the madule nnr‘rypfnd or ncing cp]if-l{nnurlpdgp proc bdures.

VE09.25.02 For keys that are encrypted when entered or output from a module, the vendor documenta-
tion shall describe the encryption method and provide a validation certificate if available or
vendor affirmation as specified in VE02.18.01 and VE02.18.03.

VE09.25.03 For keys that are entered or output from a module using split-knowledge procedures, the ven-

dor-provided documentation shall describe the split-knowledge methods used as specified in
VE09.21.01 to VE09.21.02.

Required test procedures

TE09.25.01

The tester shall verify that the vendor-provided documentation describes whether cryp-
tographic keys are entered or output from the module encrypted or using split-knowledge
procedures.
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Table 273 (continued)

TE09.25.02

For keys that are encrypted when entered or output from a module, the tester shall veri-
fy that the vendor-provided documentation describes the encryption method and provide
a validation certificate if available or vendor affirmation as specified in TE02.18.01 and
VE02.18.03.

TE09.25.03

For keys that are entered or output from a module using split-knowledge procedures, the
tester shall verify that the vendor-provided documentation describes the split-knowledge
methods used as specified in TE09.21.01 to TE09.21.04.

TE09.25.04

For documented methods in TE09.25.01 to TE09.25.03, the tester shall verify by test and
inspection of the module that imported keys are using the methods described.

Table 274 — VE and TE of AS09.26

Sensitivie security parameter entry and output — level 4

AS09.26

ISO/IEC[19790:2025,
79.5.4

Key components from split-knowledge procedures and non-key CSPs shallbe)entered|or out-
put from the module either encrypted or by a plaintext trusted path that\nreets securjty level
4 requirements in ISO/IEC 19790:2025, 7.3.4.

Requirdd vendor information

VE09.26,01

The vendor shall provide documentation that describes whetherkey components from
split-knowledge procedures and non-key CSPs are entered-or.output from the moduld en-
crypted or using split-knowledge procedures.

VE09.26]02

For key components from split-knowledge procedures(@and non-key CSPs that are encyypted
when entered or output from a module, the vendorsgrovided documentation shall degcribe
the encryption method and provide a validationcertificate if available or vendor affifmation
as specified in VE02.18.01 and VE02.18.03.

VE09.26/03

For key components from split-knowledge*procedures and non-key CSPs that are entqred or
output from a module using split-knowledge procedures, the vendor-provided documlentation
shall describe the split-knowledge methods used.

Requirdd test procedures

TE09.2601

The tester shall verify that the vendor-provided documentation describes whether kdy com-
ponents from split-knowledge’procedures and non-key CSPs are entered or output frgm the
module encrypted or usingsplit-knowledge procedures.

TE09.2602

For key componentsrom split-knowledge procedures and non-key CSPs that are encyypted
when entered or output from a module, the tester shall verify that the vendor documgntation
describes the encryption method. The tester shall verify that the vendor provides a validation
certificate if dvailable or vendor affirmation as specified in TE02.18.01 and VE02.18.03.

TE09.26{03

For key components from split-knowledge procedures and non-key CSPs that are entdred or
outputfrom a module using split-knowledge procedures, the tester shall verify that the ven-
dor documentation describes the split-knowledge methods used.

TE09.26{04

Eondocumented methods in TE09.26.01 to TE09.26.03, the tester shall verify by test aind
inSpection of the module that imported keys are using the methods described.
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Table 275 — VE and TE of AS09.27

Sensitive security parameter entry and output — level 4

AS09.27

ISO/IEC
7.9.5.4

19790:2025,

19790:2025, 7.4.4.

For key components entered or outputted as part of split-knowledge procedures, the mod-
ule shall authenticate each operator (i.e. each distinct key component importer/exporter)
separately with an authentication that meets security level 4 requirements in ISO/IEC

Required vendor information

VE09.27.01 The vendor-provided documentation shall specify that multi-factor identity-based authen-
tication or another that meets security level 4 requirements in ISO/IEC 19790:2025, 7.4.4 is
employed for each separate key component.

Requirgdtestprocedures

TE09.27[01 The tester shall verify that multi-factor identity-based authentication or anotherthatmeets
security level 4 requirements in ISO ISO/IEC 19790:2025, 7.4.4 is employed foreach s¢parate
key component.

TE09.27)02 The tester shall verify the multi-factor authentication method or anotheti under AS04{59.

6.9.6 Pensitive security parameter storage

Table 276 — VE and TE of AS09.28

SensitiVle security parameter storage — levels 1, 2, 3 and 4

AS09.28 A module shall associate every SSP stored within the\module with the entity (e.g. operator, role,

ISO/IEC or process) to which the SSP is assigned.

19790:2p25,7.9.6

Requirgd vendor information

VE09.2801 The vendor-provided documentation onkey storage shall describe the mechanisms or proce-
dures used to ensure that each key is associated with the correct entity.

Requirdd test procedures

TE09.28{01 The tester shall verify the documentation on key storage that the procedures address how a
stored key is associated with the correct entity.
TE09.28{02 The tester shall modify the-association of key and entity. The tester shall then attempt fo per-

form cryptographic functions as one of the entities and shall verify that these functiong

fail.
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6.9.7 Sensitive security parameter zeroization

6.9.7.1 Sensitive security parameter zeroization general requirements

Table 277 — VE and TE of AS09.29

Sensitive security parameter zeroization — levels 1, 2, 3 and 4

AS09.29

ISO/IEC 19790:2025,

79.7.1

A module shall provide methods to zeroize all plaintext CSPs, plaintext PSPs, and plaintext

key components within the module.

Requir

d vendor information

VE09.29

01

The vendor-provided documentation shall specify the following zeroization inforfmgtion for

operator CSPs and operator PSPs:

a) zeroization techniques;

b) restrictions when plaintext CSPs, plaintext PSPs, and plainteXt\key compor
be zeroized;

c) plaintext CSPs, plaintext PSPs, and plaintext key compenénts that are zero

d) plaintext CSPs, plaintext PSPs, and plaintext key ‘components that are not
and rationale;

e) rationale explaining how the zeroization technique is performed in a t
is not sufficient to compromise plaintext CSPs, plaintext PSPs and plain
components.

ents can

zed;

zeroized

me that
text key

VE09.29

02

The vendor-provided documentation shall specify how the zeroization method(s) ar

e em-

ployed such that plaintext CSPs, plaintext PSPs and plaintext key components within the

module cannot be obtained by an attacker.

VE09.29

03

while under the control of the epérator (i.e. present to observe the method has com
successfully or controlled viaa‘remote management session), vendor-provided doc
tion and the module securitypolicy shall specify how the methods shall be performgé

If plaintext CSPs, plaintext PSPs and plaintext key components are zeroized proced‘lﬂ:\lly

leted
enta-
d.

Requirg

d test procedures

TE09.29

01

The tester shall verfify the vendor documentation includes the information specified
VE09.29.01. The tester shall verify the accuracy of any rationale provided by the ver
burden of proefis on the vendor; if there is any uncertainty or ambiguity, the tester
request the vendor to produce additional information as needed.

in
dor. The
shall

TE09.29

02

The tester.shall verify which plaintext CSPs, plaintext PSPs and plaintext key compo
are present in the module and initiate the zeroize command. Following the completi

nents
bn of the

zeroizé command, the tester shall attempt to perform cryptographic operations usifpg each

of\the plaintext CSPs, plaintext PSPs and plaintext key components that were stored
miodule. The tester shall verify that each unprotected SSP cannot be accessed.

in the

TE09.29

03

The tester shall initiate zeroization and verify the SSP destruction method is performed in

a time that is not sufficient to compromise plaintext CSPs, plaintext PSPs, and plaint
components.

bxt key
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Table 277 (continued)

TE09.29.04

The tester shall verify that all plaintext CSPs, plaintext PSPs, and plaintext key components
to not be zeroized by the zeroize command are either 1) encrypted using an approved algo-
rithm, or 2) physically or logically protected within an embedded validated cryptographic
module (validated as conforming to ISO/IEC 19790:2025).

TE09.29.05

If procedural zeroization methods are used, the tester shall verify that the vendor-provided
documentation, including the security policy, specifies that the procedure shall be per-
formed under the control of the operator.

TE09.29.06

If the procedural zeroization method is not under the direct control of the operator, the test-
er shall verify the accuracy of any rationale provided by the vendor as to why plaintext CSPs,
plaintext PSPs and plaintext key components within the module cannot be obtained by an

attacker. The burden of proof is on the vendor; if there is any uncertainty or ambigu]ty, the
tester shall ask the vendor to produce additional information.

NOTE Temporarily stored plaintext CSPs, plaintext PSPs, plaintext key compenentfs, and
other stored values owned by the module are zeroized when they are no lenger reqyired for
future use.

Table 278 — VE and TE of AS09.30

Sensitivle security parameter zeroization — levels 1, 2, 3 and 4

AS09.30

ISO/IEC[19790:2025,
79.7.1

A zeroized SSP or key component shall not be retrievable grreusable, including in response to
tamper.

Requirqd vendor information

VE09.30,01

The vendor-provided documentation shall specify how a zeroized SSP or key compongnt can-
not be retrievable or reusable.

Requirdd test procedures

TE09.30}01 The tester shall verify that the vendor*provided documentation specifies how a zeroized SSP
or key component cannot be retrievable or reusable.
TE09.30}02 The tester shall verify the accuracy of any rationale provided by the vendor. The burden of

proof is on the vendor; if there)is any uncertainty or ambiguity, the tester shall ask th¢ vendor
to produce additional infermation.

Zeroization of protected:PSPs, encrypted CSPs, or CSPs otherwise physically or logicdlly pro-
tected within an additional embedded validated module (meeting the requirements df ISO/
IEC 19790:2025)is not expected.

SSPs are not expected to meet these zeroization requirements if they are used exclusjvely to
reveal plaigtext data to processes that are authentication proxies (e.g. a CSP that is a module
initialization key).
NOTEd~Zeroization of protected PSPs, encrypted CSPs or CSPs otherwise physically ¢r logi-
callyprotected within an additional embedded validated module (meeting the requirpments
of [SO/IEC 19790:2025) is not expected

NOTE 2 SSPs are not expected to meet these zeroization requirements if they are usefl exclu-
sively to reveal plaintext data to processes that are authentication proxies (e.g. a CSP thatis a
module initialization key).

6.9.7.2 | ‘Security level 1

Table 279 — VE and TE of AS09.31

Sensitive security parameter zeroization — level 1

AS09.31

ISO/IEC 19790:2025,
7.9.7.2

If zeroization is performed procedurally, the security policy shall provide instructions on
how to perform the procedure, such that all plaintext CSPs, plaintext PSPs and plaintext key
components are zeroized.

Required test procedures

This assertion is tested as part of ASB.01.
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6.9.7.3 Security levels 2 and 3

Table 280 — VE and TE of AS09.32

Sensitive security parameter zeroization — levels 2, 3 and 4

AS09.32

ISO/IEC
79.7.3

19790:2025,

The cryptographic module shall perform the zeroization of plaintext CSPs, plaintext PSPs and
plaintext key components (e.g. overwriting with all zeros or all ones or with random data).

Required test procedures

This assertion is tested as part of AS09.29.

Table 281 — VE and TE of AS09.33

Sensitivie security parameter zeroization — levels 2, 3 and 4

AS09.33 When zeroizing plaintext CSPs or plaintext PSPs, or both in response to a{iser requesft or

ISO/IEC[19790:2025, |tamper, the module shall not overwrite them with other plaintext CSPs.ok user PSPs, Includ-

79.7.3 ing in response to tamper.

Requirdd vendor information

VE09.33]01 The vendor-provided documentation shall specify that the zeroization excludes the oyerwrit-
ing of a plaintext SSP with another plaintext SSP.

Requirqd test procedures

TE09.33]01 The tester shall verify that the vendor-provided do¢umentation specifies that the zerpization
excludes the overwriting of a plaintext SSP with another plaintext SSP.

Table 282 — VE and TE.efAS09.34

Sensitivie security parameter zeroization — levels 2, 3 and 4

AS09.34 Temporary SSPs shall be zeroized wihen they are no longer required, however, in this fase

ISO/IEC[19790:2025, [AS09.35and AS03.07 are not appli¢able.

7.9.7.3

Requirdd vendor information

VE09.3401 The vendor-provided-decumentation shall specify that temporary SSPs are zeroized when
they are no longer required.

Requirqd test procedures

TE09.34{01 The tester shall' verify that the vendor-provided documentation specifies that temporjary

SSPs arezeroized when they are no longer required.

Table 283 — VE and TE of AS09.35

Sensitivie security parameter zeroization — levels 2, 3 and 4

AS09.35 The module shall provide an output status indication when the zeroization of plaintext CSPs,
ISO/IEC[19790Q:2025, |plaintext PSPs and plaintext key components is complete, including in response to tamper.
79.7.3

Requirdd vendor information

VE09.35.01 The vendor-provided documentation shall specify that the module provides an output status

indication when the zeroization is complete (AS03.11).

Required test procedures

TE09.35.01 The tester shall verify that the vendor provides documentation that specifies that the module
provides an output status indication when the zeroization is complete.
TE09.35.02 The tester shall perform zeroization and verify the status output indicator.
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6.9.7.4 Security level 4

Table 284 — VE and TE of AS09.36

Sensitive security parameter zeroization — level 4

AS09.36

ISO/IEC
7.9.7.4

19790:2025,

In addition to the requirements of security levels 2, and 3, the following requirements shall

be met: {AS09.37 to AS09.39}

Required test procedures

This assertion is tested as part of AS09.37, AS09.38 and AS(09.39.

Table 285 — VE and TE of AS09.37

Sensitivie security parameter zeroization — level 4

AS09.37 The zeroization shall be immediate and non-interruptible; and {shall occurin’a sufficlently

ISO/IEC[19790:2025, |small time period so as to prevent the recovery of the SSP being zeroized'between th¢ time

79.7.4 zeroization is initiated and the actual zeroization completed, includifigin response to tam-
per}.

Requirdd test procedures

This ass

brtion is tested as part of AS09.38.

Table 286 — VE and TE of AS09.38

Sensitivie security parameter zeroization — level 4

module is returned to the factory state.

AS09.38 {The zeroization shall be immediate and non*interruptible;} and shall occur in a suffigiently

ISO/IEC[19790:2025, |[small time period so as to prevent the recovery of the SSP being zeroized between th¢ time

79.7.4 zeroization is initiated and the actual zefoization completed, including in response to tamper.

Requirdd vendor information

VE09.38,01 The vendor shall provide documentation that the module zeroization is immediate, n¢n-in-
terruptible and occurs in a sufficiently short time period so as to prevent the recovery of the
sensitive data after the timé\zeroization is initiated and before the actual zeroization|has
been completed.

Requirqd test procedures

TE09.38]01 The tester shall verify that the vendor provides documentation that the module zeroifation is
immediate, nen:interruptible and occurs in a sufficiently small time period so as to prevent
the recovery of'the sensitive data between the time when zeroization is initiated and [the
actual zeroization is completed.

TE09.38{02 The téster shall perform the module zeroization. The tester shall attempt to interrupf the
zeroization process to prevent its completion in whole or part.

Table 287 — VE and TE of AS09.39

Sensitivie security parameter zeroization — level 4

AS09.39 All SSPs shall be zeroized, including in response to tamper, such that the module is refurned

ISO/IEC 119790:2025, [to the factory state.

79.7.4

Required vendor information

VE09.39.01 The vendor shall provide documentation that all CSPs and PSPs are zeroized such that the

Required test procedures

returned to the factory state.

TE09.39.01 The tester shall verify that the vendor provides documentation that all CSPs and PSPs are
zeroized such that the module is returned to the factory state.
TE09.39.02 The tester shall perform the module zeroization. The tester shall verify that the module has
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6.10 Self-tests

6.10.1

Self-test general requirements

Table 288 — VE and TE of AS10.01

Self-test general requirements — levels 1, 2, 3 and 4

AS10.01

ISO/IEC
7.10.1

All self-tests shall be performed by the module, without external controls, externally pro-

19790:2025, |vided input test vectors, expected output results, or operator intervention, and regardless of

whether the module will operate an approved or non-approved service.

Required test procedures

This ass

brtion is not separately tested.

Table 289 — VE and TE of AS10.02

Self-test general requirements — levels 1, 2, 3 and 4

AS10.02

ISO/IEC
7.10.1

The determination of pass or fail shall be made by the module, without/external contr
19790:2025, |externally provided input test vectors, expected output results, gr'eperator intervent
regardless of whether the module will operate an approved or nien-approved service.

Dls,
on, and

Requirdd test procedures

This ass

brtion is not separately tested.

NOTE

external

from an

human dperator; however, the essence is the same.

external source, and that a manual entry test involves SSPs'or key components manually entered by

The intention of this assertion is that the determination of pass of\fail will be made by the module, without
controls, primarily for pre-operational self-tests and (conditional) cryptographic algorithm self-tegt. It is
known that a software/firmware load test into a validated module inv6lves the software or firmware that is

loaded
a

Table 290 — VE and TE of AS10.03

Self-test general requirements — levels 1, 2, 3 and %

AS10.03

ISO/IEC
7.10.1

The pre-operational self-tests shall be performed and passed successfully prior to the]
19790:2025, |providing any data output,via the data output interface.

module

Requirqd test procedures

This ass

brtion is tested as part of AS10,.14.

Table 291 — VE and TE of AS10.04

Self-test general requirements — levels 1, 2, 3 and 4

AS10.04

1SO/IEC
7.10.1

€onditional self-tests shall be performed when an applicable cryptographic algorithm
19790:2025,¢| Cess is invoked (i.e. cryptographic algorithms for which self-tests are required).

or pro-

Requirg

d testiprocedures

This ass

prtion is tested as part of AS10.25.
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Table 292 — VE and TE of AS10.05

Self-test general requirements — levels 1, 2, 3 and 4

AS10.05

ISO/IEC 19790:2025,

7.10.1

All self-tests identified in underlying standards in ISO/IEC 19790:2025, Annexes C, D and E
shall be implemented as applicable.

Required vendor information

VE10.05.01

ing:

a) pre-operational self-tests:

The vendor-provided documentation shall provide the list of self-tests to include the follow-

1)
2)
3)
4)

1y
2)
3)
4)
5)

pre-operational software/firmware Integrity test;
pre-operational bypass test;
pre-operational critical functions test;

conditional self-tests:

b) conditional cryptographic algorithm test;

conditional pair-wise consistency test;
conditional software/firmware load test;
conditional manual entry test;
conditional bypass test;

conditional critical functiohs.test.

VE10.05

02

The vendor-provided documentationshall specify that the tests identified in underl
standards (as specified in ISO/IEC 19790:2025, Annexes C, D and E) are implemente
applicable, or as defined by the certification body, in addition to those specified within in
ISO/IEC 19790:2025.

hing
H as

Requirg

d test procedures

TE10.05

01

The tester shall verify that the vendor provides documentation that the tests identiffed in
the underlying standards specified in ISO/IEC 19790:2025, Annexes C, D and E are ifnple-
mented as applicable; or as defined by the certification body, in addition to those spe
within ISO/IEC 19790:2025.

cified

Table 293 — VE and TE of AS10.06

Self-test

general requirements — levels 1, 2, 3 and 4

AS10.06

ISO/IEC
7.10.1

19790:2025,

All'self-tests identified in addition to or in lieu of those specified in the underlying sta
n-ISO/IEC 19790:2025, Annexes C, D and E shall be implemented as referenced in ISO
19790:2025, Annexes C, D and E for each approved security function.

hdards
IEC

Requirg

d test procedures

This ass

brtion is tested as part of AS10.01, AS10.02, AS10.03 and AS10.04.
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Table 294 — VE and TE of AS10.07

Self-test general requirements — levels 1, 2, 3 and 4

AS10.07

ISO/IEC
7.10.1

19790:2025,

If a cryptographic module fails a self-test, the module: shall enter an error state; or {shall be-
have as specified by the certification body for that particular self-test failure, if that self-test

is defined in underlying standards in ISO/IEC 19790:2025, Annexes C, D and E.}

Required vendor information

VE10.07.

01

For each error condition, the vendor-provided documentation shall provide the condition

name, description of the condition, the events that can produce the condition, and the
necessary to clear the condition and resume normal operation.

actions

Required test procedures

TE10.07.

01

The tester shall verify the list of self-tests to test the module in ISO/IEC 19790:2025,-A
C,DandE.

nnexes

TE10.07.

02

The tester shall check that the information provided above is specified for each|error
tion.

condi-

TE10.07

03

The tester shall cause each error condition to occur and shall attempt to,clear the errd
tion. The tester shall verify that actions necessary to clear the error ¢ondition are con
with the vendor-provided documentation. If the tester cannot cause each error condit
occur, the tester shall verify the code listing or design documentation to check whethg
actions necessary to clear each error condition are consistentwith the descriptions ir
vendor-provided documentation.

r condi-
Kistent
on to

r the
the

TE10.07

04

The tester shall review the vendor-provided documentation and inspect the module t
that determination of pass or fail of each self-test isqnade by the module, without exte
controls, externally provided input test vectors, eXpécted output results, or operator
vention.

verify
rnal
nter-

Table 295 — VE and TE of AS10.08

Self-test

general requirements — levels 1, 2, 3 and 4

AS10.08 {If a cryptographic module fails aself-test, the module: shall enter an error state; or} ghall be-
ISO/IEC[19790:2025, [have as specified by the certification body for that particular self-test failure, if that s¢lf-test
7.10.1 is defined in underlying stafidards in ISO/IEC 19790:2025, Annexes C, D and E.

Requirdd test procedures

This ass

brtion is not separately tested.

Table 296 — VE and TE of AS10.09

Self-test general requirements— levels 1, 2, 3 and 4

AS10.09 If a cryptographic module fails the conditional manual entry test or the conditional software/

ISO/IEC[19790:2025, |firmware load test, and in some cases the conditional critical function test, the modulg shall

7.10.1 indicate the test failed, but the module is not required to enter an error state, inhibit data
output, or cease cryptographic processing.

Requirdd test procedures

This ass

brtion\istested as part of AS10.07.

© ISO/IEC 2025 - All rights reserved
124



https://standardsiso.com/api/?name=3204c96e65035ba36d6090c2c5002060

ISO/IEC 24759:2025(en)

Table 297 — VE and TE of AS10.10

Self-test general requirements — levels 1, 2, 3 and 4

AS10.10

ISO/IEC
7.10.1

19790:2025,

The operator of the module shall be able to determine if the module has entered an error
state either by an error indicator output by the module or implicitly through an unambigu-

ous procedure documented in the security policy.

Required vendor information

VE10.10.01 The vendor shall document all error states associated with each self-test and shall indicate
for each error state the expected error indicator.
VE10.10.02 If the module has entered an error state by an error indicator output implicitly, the ven-

dor-provided non-proprietary security policy shall describe unambiguously the procedure

to determine if the cryptographic module has entered an error state.

Requirg

d test procedures

TE10.10

01

The tester shall verify the vendor-provided documentation, check that it lists every
state that the module enters upon failure of a self-test, and indicates theerror indica
associated with each error state. The tester shall compare the list of error’states to {
defined in the finite state model (see AS11.11) to verify that they agree:.

brror
tor
hose

TE10.10J02 By inspecting the vendor-provided documentation specifying how each self-test harldles
errors, the tester shall verify that:

a) the module enters an error state upon failing a self-test;

b) the error state is consistent with the documéntation and the finite state mpdel;

c¢) the module outputs an error indicator;

d) theerrorindicator is consistent with‘the documented error indicator.

TE10.10{03 The tester shall run each self-test and cause’the module to enter every error state. The
tester shall compare the observed erroffindicator with the indicator specified in theven-
dor-provided documentation. If they<are not the same, this test has failed.

TE10.10{04 If the module has entered an errersstate by an error indicator output implicitly, the fester
shall verify that the module has'éntered the error state implicitly through the procefure
documented in the non-propsietary security policy.

Table'298 — VE and TE of AS10.11

Self-test general requirements — levels 1, 2, 3 and 4

AS10.11 The cryptographic module shall not perform any cryptographic operations or output con-

ISO/IEC[19790:2025, |trol and data via the control and data output interface while in an error state.

7.10.1

Requirqd vendor information

VE10.11]01 The vendor-provided documentation requirements are specified under VE03.07.01,
VE03.07.02, VE03.09.01, and VE03.10.01. The vendor design also shall ensure that ciyp-
tographic operations cannot be performed while the module is in the error state.

Requirqd test procedures

TE10.11{01 The tester shall verify that the inhibition of control and data output was performed pinder
TE03.07.01, TE03.07.02, TE03.10.01 and TE03.10.02. The results of the verification shall
indicate that:

a) the vendor-provided documentation shows that all control and data output via the
control and data output interface is inhibited whenever the module is in an error
state;

b) the module inhibits all control and data output when the module is in an error state.

TE10.11.02 The tester shall verify that the vendor-provided documentation specifies that cryptographic
functions are inhibited while the module is in an error state.

TE10.11.03 The tester shall cause the module to enter the error state and verify that any cryptographic

operations that the tester attempts to initiate are prevented.
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Table 299 — VE and TE of AS10.12

Self-test general requirements — levels 1, 2, 3 and 4

AS10.12

ISO/IEC 19790:2025,
7.10.1

The cryptographic module shall not utilize any functionality that relies upon a function or
algorithm that failed a self-test until the relevant self-test has been repeated and successfully
passed.

Required vendor information

VE10.12.01

The vendor shall provide design documentation stating that the cryptographic module cannot
utilize any functionality that relies upon a function or algorithm that failed a self-test until the
relevant self-test has been repeated and successfully passed.

Required test procedures

TE10.12{01 The tester shall cause an error in a function or algorithm to trigger a failed self-test and
initiate a functionality that utilizes the function or algorithm. The tester shall verify that the
module cannot utilize this functionality.

TE10.12{02 The tester shall run each self-test and cause the module to enter every error:state or 3 degrad-

ed operation. The tester shall exercise the cryptographic module, and verify that the function-
ality cannot be utilized until the relevant self-test has been repeated and‘successfully[passed.

6.10.2 Becurity levels 3 and 4

Table 300 — VE and TE of AS10.13

Security levels 3 and 4 — levels 3 and 4

AS10.13

ISO/IEC[19790:2025,
7.10.2

At security levels 3 and 4, the module shall maintain an error log that contains at a mipimum,
the most recent error event (i.e. which self-test failed).

Requirdd vendor information

VE10.13)01

The vendor documentation shall spegify the error logging functionality of the module|includ-
ing types of recorded informationgdn'the error log (e.g. which self-test has failed, wher| the
error occurred).

Requirdd test procedures

TE10.13{01 The tester shall verify fréni the vendor-provided documentation that the error logging func-
tionality provides inforination, at a minimum, of the most recent error event.
TE10.13{02 The tester shall cause the cryptographic module to enter an error state and verify thaf the

module generates'the error log, at a minimum, for the most recent error event.

Table 301 — VE and TE of AS10.14

Security levels 3 and 4 —<levels 3 and 4

AS10.14

ISO/IEC[19790:2025;
7.10.2

The'error log shall be protected against unauthorized modification and substitution.

Requirdd vendor information

VE10.14]04

The vendor-provided documentation shall describe the mechanism that protects agaiphst un-

4l . 1 q. L i 1 L cdmdmgpds
dULITOTTZTU TTIIUUITICAUIUIT dITU SUUSTITULIUIL.

Required test procedures

TE10.14.01 The tester shall verify from the vendor-provided documentation that the error log is protect-
ed against unauthorized modification and substitution.
TE10.14.02 The tester shall exercise the cryptographic module and verify that the error log is protected

against unauthorized modification and substitution.
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Table 302 — VE and TE of AS10.15

Security levels 3 and 4 — levels 1, 2, 3 and 4

AS10.15

ISO/IEC
7.10.2

19790:2025,

The documentation for self-tests specified in ISO/IEC 19790:2025, A.2.9 shall be provided.

Required test procedures

This assertion is tested as part of ASA.01.

6.10.3 Pre-operational self-tests

6.10.3.1

Pre-operational self-test general requirements

Table 303 — VE and TE of AS10.16

a) pre-operational software/firmware integrity test;
b) pre-operational bypass test; and

c) pre-operational critical functions test.

Pre-opdrational self-tests — levels 1, 2, 3 and 4

AS10.16 The pre-operational self-tests shall be performed and passed successfully by a cryptpgraphic

ISO/IEC[19790:2025, |module:

7.10.3.1 a) afteracryptographic module is powered on or instantiated (after being powered off,
reset, rebooted, cold-start, power interruption, etc);

b) before the primary, secondary, or backup powenis applied to the module; afd
c¢) Dbefore the module transitions to the operatignal state.

Requirdd vendor information

VE10.16|01 The vendor-provided documentation shall provide the information for each of the pfe-oper-
ational self-tests.

VE10.16|02 The vendor shall provide the sequence of pre-operational self-tests after the moduld is pow-
ered on or instantiated and before thé module transitions to the operational state.

Requirdd test procedures

TE10.16{01 The tester shall verify that the'vendor-provided documentation specifies each pre-dpera-
tional self-test. The tester.shall verify that the pre-operational self-tests are performed as
specified.

TE10.16{02 By checking the code\and design documentation, the tester shall verify each pre-opgrational
test is performed and passed successfully after a cryptographic module is powered pn or
instantiated and before the module transitions to the operational state.

Table 304 — VE and TE of AS10.17

Pre-opdrational self-tests-<Jevels 1, 2, 3 and 4

AS10.17 Acryptographic module shall perform the following pre-operational self-tests, as applica-

ISO/IEC[19790:2025, <{{ble:

7.10.3.1

Required test procedures

This assertion is tested as part of AS10.18, AS10.19, AS10.20, AS10.21, AS10.22, AS10.23 and AS10.24.
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6.10.3.2 Pre-operational software/firmware integrity test

Table 305 — VE and TE of AS10.18

Pre-operational self-tests — levels 1, 2, 3 and 4

AS10.18

ISO/IEC 19790:2025,
7.10.3.2

All software, firmware, and bitstream components within the cryptographic boundary
shall be verified using an approved integrity technique or EDC satisfying the requirements
defined in ISO/IEC 19790:2025, Clause 7.

Required test procedures

This assertion is tested as part of AS05.12, AS05.13, AS05.14, AS05.15, AS05.16, AS05.17, AS05.18, AS05.19, AS05.20,
AS05.21, AS05.22, AS05.23, AS05.24, AS05.25, AS05.26, AS05.27, AS05.28 and AS05.29.

Table 306 — VE and TE of AS10.19

Pre-opdrational self-tests — levels 1, 2, 3 and 4

AS10.19

ISO/IEC[19790:2025,
7.10.3.2

L.

—

If the verification fails, the pre-operational software/firmware integrity test shall f3

Requirdd test procedures

This assrtion is not separately tested.

Table 307 — VE and TE of AS10.20

Pre-opdrational self-tests — levels 1, 2, 3 and 4

AS10.20

ISO/IEC[19790:2025,
7.10.3.2

If a hardware module does not contain firmware or bitstream, the module shall, at a mini-
mum, implement one conditional cryptographic algorithm self-test as specified in ISO/IEC
19790:2025, 7.10.4.2 as a pre-operational self-test.

Requirdd test procedures

This assgrtion is not separately tested.

6.10.3.3 Pre-operational bypass test

Table'308 — VE and TE of AS10.21

Pre-opdrational self-tests — level§ 1,2, 3 and 4

AS10.21

ISO/IEC[19790:2025,
7.10.3.3

If a cryptographic module implements a bypass capability, then the module shall engure the
correctoperation of the logic governing activation of the bypass capability by exerci{sing
thatlogic.

Requirqd vendor information

VE10.21}01

The vendor-provided documentation shall specify how the cryptographic module erjsures
the correct operation of the logic governing activation of the bypass capability.

Requirqd test-procedures

TE10.21{0% The tester shall review the vendor-provided documentation and inspect the module|to veri-
fy thatthe ]ngir‘ gnvnrning activation of the hyrr\:\cc r‘:lp:ﬂr\i]ify is imp]nmnnfpﬂ as-spe cified.

TE10.21.02 The tester shall inspect the module and review the vendor-provided documentation to
verify that the pre-operational bypass test is implemented to exercise the logic governing
activation of the bypass capability.

TE10.21.03 The tester shall cause each error condition of the pre-operational bypass test to occur and
shall verify that the inhibition of output is performed when in the resulting error state.

TE10.21.04 The tester shall run the pre-operational bypass test and shall verify that any functionality

relies on the logic governing activation of the bypass capability cannot be utilized under
TE10.12.01 and TE10.12.02.
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Table 309 — VE and TE of AS10.22

Pre-operational self-tests — levels 1, 2, 3 and 4

AS10.22

ISO/IEC 19790:2025,
7.10.3.3

The module shall also verify the data path by:

a) setting the bypass switch to provide cryptographic processing and verify that data
transferred through the bypass mechanism is cryptographically processed; and
b) setting the bypass switch so as not to provide cryptographic processing and verify

that data transferred through the bypass mechanism is not cryptographically

processed.

Required vendor information

VE10.22

o1
Ul

Land} <l A | el dnnedncn 1 1l e 1 b= yun ) i) LR
1I'TICT VTIIUUI lJl UVIUTU UUCUIIITIIUALIUIT S1Idll D}JC\.lly ITUVW LU STLU LIIT Uy lJClDD S VVILUILI LU lJ
cryptographic processing.

ovide

VE10.22

02

The vendor-provided documentation shall describe how the bypass mechanjsmis designed
to enforce the data transfer of cryptographically processed data through the data pjth, by

setting the bypass switch to provide cryptographic processing.

VE10.22

03

The vendor-provided documentation shall specify how to set the bypass switch so ap to not

provide cryptographic processing.

VE10.22

04

The vendor-provided documentation shall describe how the bypass mechanism is d¢signed

to enforce the data transfer of not cryptographically processed data through the da
by setting the bypass switch to not provide cryptographie processing.

a path

Requirg

d test procedures

TE10.22

01

The tester shall verify by inspection of the module’that the module does not provids
capability by setting the bypass switch to providejcryptographic processing.

bypass

TE10.22

02

By checking either the code or design documentation, or both, the tester shall verify]

that the

implementation of bypass mechanism is gonsistent with the vendor-provided documenta-

tion.

TE10.22

03

By checking either the code or design‘documentation, or both, the tester shall verify]
module performs the pre-operational bypass test which verifies that the data transf

that the
erred

through the data path is cryptographically processed by setting the bypass switch o pro-

vide cryptographic processing:

TE10.22

04

The tester shall verify hy inspection of the module that the module provides bypass
ity by setting the bypass;switch to not provide cryptographic processing.

capabil-

TE10.22

05

By checking either the code or design documentation, or both, the tester shall verify]
module performs the pre-operational bypass test which verifies that the data transt1
through the data path is not cryptographically processed by setting the bypass swi

not provide eryptographic processing.

that the
erred
ch to

6.10.3.4

Pre-operational(eritical functions test

Table 310 — VE and TE of AS10.23

Pre-opdrationalself-tests — levels 1, 2, 3 and 4

AS10.23 There may be other security functions critical to the secure operation of a cryptographic
ISO/IEC[19790:2025, |module thatshall be tested as a pre-operational test.

7.10.3.4

Required test procedures

This assertion is tested as part of AS10.24.
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Table 311 — VE and TE of AS10.24

Pre-operational self-tests — levels 1, 2, 3 and 4

AS10.24

ISO/IEC
7.10.3.4

19790:2025,

Documentation shall specify the pre-operational critical functions that are tested.

Required vendor information

VE10.24.01 The vendor shall provide documentation of all critical functions. For each critical function
that is tested, the vendor shall indicate:
a) the purpose of the critical function;
B) which critical Tunctions are tested by which pre-operational Sell-tests,
¢) which critical functions are tested by which conditional self-tests.
Requirdd test procedures
TE10.24{01 The tester shall verify the vendor-provided documentation of the critieal functions (pre-op-
erational and conditional) that are tested and the self-tests that are.designed to test{them.
This documentation shall include the following:
a) identification and description of all critical functions;
b) identification of at least one self-test for every critical function.
TE10.24{02 By checking the code and design documentation, the tester shall verify that the module
performs the specified self-tests for each critical function.
NOTE [ritical functions are defined as those functions that are not elséwhere defined in ISO/IEC 19790:2025, that,
upon failure, can lead to the unauthorized access, use, disclosure, modification, and substitution of SSPs. Exdmples
of criticgl functions include but not limited to random bit generation,operation of the security function, and|cryp-
tographic bypass.
6.10.4 [Conditional self-tests

6.10.4.1

Conditional self-test general requirements

Table.312Z — VE and TE of AS10.25

Conditi¢nal self-tests — levels 1, 2, 3 and 4

dor-provided documentation.

AS10.25 Conditional self-tests shall be performed by a cryptographic module when the conditions

ISO/IEC[19790:2025, specified forthe following tests occur: cryptographic algorithm self-test, pair-wise ¢on-

710.4.1 sistency-test, software/firmware load test, manual entry test, conditional bypass teft and
conditienal critical functions test.

Requirdd vendor information

VE10.25]01 The vendor-provided documentation shall provide the information on the conditionpl self-
tests.

Requirqd test procedures

TE10.25{01 The tester shall verify that the vendor-provided documentation specifies conditiondl self-
tests.

TE10.25.0Z The tester shall verily that the conditional sell-tests are performed as speciiied In the ven-
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6.10.4.2 Conditional cryptographic algorithm self-test

Table 313 — VE and TE of AS10.26

Conditional self-tests — levels 1, 2, 3 and 4

AS10.26

ISO/IEC 19790:2025,
7.10.4.2

A cryptographic algorithm self-test shall be conducted for all approved cryptographic algo-
rithms as referenced in ISO ISO/IEC 19790:2025, Annexes C, D and E.

Required vendor information

VE10.26.01 The vendor-provided documentation shall provide the specification of the conditional cryp-
tographic algorithm self-tests.

VE10.26]02 The vendor shall provide documentation that provides rationale stating how eachegndi-
tional cryptographic algorithm self-test is performed prior to the first operational ujse of the
cryptographic algorithm.

VE10.26]03 The vendor shall specify whether a known answer test, a comparison test; or fault-detection

test is used to test the module’s cryptographic algorithm. If a comparisontest or a fqult-de-
tection test, or both, are used, the vendor shall document this fact.

Requirdd test procedures

TE10.26{01

The tester shall review the vendor-provided documentation. ahd’inspect the moduleto veri-
fy that the module conducts a conditional cryptographic,algorithm self-test prior tofthe first
operational use of each cryptographic algorithm.

Table 314 — VE and TE of AS10¢27

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.27

ISO/IEC[19790:2025,
7.10.4.2

The conditional cryptographic algorithm*self-test shall be executed prior to the firs§ opera-
tional use of the cryptographic algoritim after power-on, a new instantiation of thejmodule
or periodic self-test request.

Requirdd vendor information

VE10.27)01

The vendor-provided documertation shall specify when conditional cryptographic gelf-tests
are performed by the modile.

Requirdd test procedures

TE10.27]01

The tester shall reviev the vendor-provided documentation and inspect the module|to veri-
fy that conditional cryptographic self-tests are performed by the module:

a) prionto the first operational use of the cryptographic algorithm after power-on;
b)~o0n a new instantiation of the module;

¢y astriggered by periodic self-test request.

Table 315 — VE and TE of AS10.28

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.28
ISO/IEC[19790:2025,

If the calculated output does not equal the known answer, the cryptographic algorithm
known-answer self-test shall fail.

7.10.4.2

Required vendor information

VE10.28.01 The vendor-provided documentation shall specify the method used to compare the calculat-
ed output with the known answer.
VE10.28.02 The documentation shall show the transition into an error state and output of an error indi-

cator when the two outputs are not equal.

Required test procedures

TE10.28.01 The tester shall verify that the documentation is consistent with the implementation of the
cryptographic module.
TE10.28.02 This is tested under TE10.07.02, TE10.10.01, TE10.10.02, and TE10.10.03.
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Table 316 — VE and TE of AS10.29

Conditional self-tests — levels 1, 2, 3 and 4

AS10.29

ISO/IEC 19790:2025,
7.10.4.2

A cryptographic algorithm self-test that is supported by the module shall, at a minimum,
use any approved key length, modulus size, DSA prime, or curve that is supported by the
module.

Required vendor information

VE10.29.01

The vendor-provided documentation shall provide the specification of each conditional
cryptographic algorithm self-test that is implemented by the module.

Required test procedures

TE10.29.01

The tester shall review the vpndnr-prnvidr—\d documentation and inspect the module to

verify that each conditional cryptographic algorithm test uses, at a minimum, at léagt one of
the approved key lengths, modulus sizes, DSA primes, or curves that are supperted by the
module.

Table 317 — VE and TE of AS10.30

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.30

ISO/IEC[19790:2025,
7.10.4.2

If a cryptographic algorithm specifies multiple modes (e.g. ECB{.€BC, etc), at a mininjum, one
mode shall be selected for the self-test that is supported by the module.

Requirqd test procedures

This assgrtion is tested as part of AS10.29.

Table 318 — VE and TE 0fAS10.31

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.31

ISO/IEC[19790:2025,
7.10.4.2

One-way functions: Input test vector(s) generate output which shall be identical to expected
output [e.g. hashing, keyed hashes;'message authentication, RBG (fixed entropy inpyt), SSP
agreement].

Requirqd test procedures

This assgrtion is tested as part of AS10.28.

Table 319 — VE and TE of AS10.32

Conditi¢nal self-tests — levels 152,-3 and 4

AS10.32

ISO/IEC[19790:2025,
7.10.4.2

Reversible functions: The forward and reverse function shall be self-tested before each is
separately used (e.g. symmetric key encryption and decryption, sensitive security parame-
tertransport encryption and decryption, digital signature generation and verificatipn).

Requirqd test procedures

This assgrtion is tested as part of AS10.28.

Table 320 — VE and TE of AS10.33

Conditional self-tests — levels I, 2, 3 and &

AS10.33

ISO/IEC 19790:2025,
7.10.4.2

if the outputs are not equal, the cryptographic algorithm comparison self-test shall fail.

Required vendor information

VE10.33.01

The vendor shall describe the implemented cryptographic algorithm comparison self-test.

VE10.33.02

Vendor-provided requirement is specified under VE10.28.01 for the vendor requirement.

Required test procedures
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Table 320 (continued)
TE10.33.01 The tester shall verify whether the documentation of the comparison test includes:
a) use of two or more independent cryptographic algorithm implementations;
b) continual comparison of the outputs of the cryptographic algorithm
implementation;
¢) transition into an error state and output of an error indicator when the two outputs
are not equal.
TE10.33.02 By checking the code and design documentation, the tester shall verify that the module

implements the documented steps for performing the comparison test.

Table 321 — VE and TE of AS10.34

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.34 if a fault is detected, the cryptographic algorithm self-test for fault detection shall fdil.
ISO/IEC[19790:2025, |EXAMPLE
7.10.4.2 The fault-detection test of the RBG will cover an error of the entropy source being ¢orrectly
handled inside the implementation of the RBG.
Requirqd vendor information
VE10.34]01 The vendor shall specify whether a fault-detection test isused to test the module’s cryp-
tographic algorithm to complement either a known-answer test or a comparison tesft.
Requirqd test procedures
TE10.34{01 The tester shall verify the documentation of the fault-detection test includes:
a) description of each error conditien‘in the cryptographic algorithm specification/
implementation;
b) specification of the corresponding (internal) error indicator for ea¢h error
condition;
c) rationale stating each'error condition is tested in the fault-detection test.
TE10.34{02 The tester shall verify that the documentation is consistent with the implementatiof of the
cryptographic module!
TE10.34{03 This is tested undex TE10.07.02, TE10.07.03, TE10.11.02, TE10.11.03, TE10.12.01, and
TE10.12.02.
6.10.4.3 Conditional pair-wise consistency test

Table 322 — VE and TE of AS10.35

Conditignal self-tests—1evels 1, 2, 3 and 4

AS10.35 If a cryptographic module generates asymmetric key pairs, a pair-wise consistency fest
ISO/IEC[19790:2025, |shall be performed for every generated asymmetric key pair as referenced in ISO/IHC
710.4.3 19790:2025, Annex C for the applicable cryptographic algorithm.

Requirgdivendor information

VE10.35.01 If public or private key pairs are used to perform an approved key transport, or an asym-

metric cipher, the vendor-provided documentation shall describe the test for pair-wise con-
sistency. This test consists of applying the public key to a plaintext value or to an encoded
message. The resulting ciphertext shall be compared to the original plaintext to verify that

they differ.

a) If the two values are equal, then the cryptographic module shall enter an error

state and output an error indicator via the status interface.

b) Ifthe two values differ, then the private key shall be applied to the ciphertext. If the
result is not equal to the original plaintext, then pair-wise consistency test shall

fail.
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Table 322 (continued)

VE10.35.02 If public or private key pairs are to be used only for the calculation or verification of digital
signatures, the vendor-provided documentation shall describe the test for pair-wise consist-
ency by calculation and verification of a signature. If the signature cannot be verified, the
pair-wise consistency test shall fail.

VE10.35.03 If public or private key pairs are used to perform a SSP agreement, the vendor-provided

documentation shall describe the test for pair-wise consistency. The vendor-provided
documentation shall identify the prerequisite algorithms of the SSP agreement. This test
shall consist of applying the key pair to see if it passes the test for pair-wise consistency by
exercising the prerequisite algorithms implemented.

EXAMPLE

The Diffie-Hellman Key agreement uses the finite field cryptography primitive comion to
Digital Signature Algorithm.

Requirqd test procedures

TE10.35|01

If public or private key pairs are used to perform an approved key transport, or an asym-
metric cipher, the tester shall verify that the implementation of the pair:wise consisfency
test, as defined in VE10.35.01, is consistent with the vendor-provided\documentatiopn by

checking the code and design documentation.

TE10.35|02

If public or private key pairs are used for the calculation or vefification of digital sighatures,
then the tester shall verify that the implementation of the pair-wise consistency test as de-
fined in VE10.35.02 is consistent with the vendor-providéd documentation by checkiing the
code and design documentation.

TE10.35{03

If public or private key pairs are used to perform a SSP agreement, then the tester shall
verify that the implementation of the pair-wiseonsistency test as defined in VE10.35.03
is consistent with the vendor-provided documientation by checking the code and degign
documentation.

TE10.35]04

If possible, the tester shall modify one of the keys of the key pairs before the pair-wise
consistency test is performed. The testhas failed if the pair-wise consistency test dges not
detect the modification.

6.10.4.4 Conditional software/firmware load test

Table.323 — VE and TE of AS10.36

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.36

ISO/IEC[19790:2025,

7.10.4.4

If a cryptographic module has the capability of loading software, firmware, or bitstijeam
from an external source, then the following requirements in addition to those in ISO/IEC
19790:2025, 7.4.3.4 shall be performed:

Requirqd test procedures

This assgrtion is not separately tested.

Table 324 — VE and TE of AS10.37

Conditi¢nal self:tests — levels 1, 2, 3 and 4

AS10.37

The cryptographlc module shall 1mplement an approved data authentlcatlon techm(’ue to

7.10.4.4

ISO/IEC 1979072025,

Y . | 4l
\A> Y lly LIICT duLllCllLl\.lL)’ Ul LllC DUILVle <, lll IIvwdl T, Ul IJlLDLl Cdalll Llldl, lD lUClblel,

Required vendor information

VE10.37.01

The vendor-provided documentation shall describe the approved authentication technique
used to protect the integrity of all externally loaded software, firmware and bitstream
components.

VE10.37.02

If the module implements an approved authentication technique, the vendor shall provide
a validation certificate if available or vendor affirmation as specified in VE02.18.01 and
VE02.18.03.

VE10.37.03

The vendor shall provide documentation specifying how the reference authentication key is
loaded independently in the module prior to the software, firmware, or bitstream loading.
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Table 324 (continued)

VE10.37.04

The vendor-provided documentation shall describe the mechanisms to ensure that the load-

ed software, firmware, or bitstream cannot be used if the software/firmware load t

est fails.

Required test procedures

TE10.37.01

The tester shall determine, from the vendor supplied documentation, which approved au-

thentication technique is used for the software/firmware load test.

TE10.37.02

The tester shall verify that if an approved authentication technique is implemented,

the

vendor has provided a validation certificate if available or vendor affirmation as specified in

VE02.18.01 and VE02.18.03.

TE10.37.03

If the module implements an approved authentication technique for the software/firmware

1 A PR | e b 1 11 L ol | Fan | | L | 1 e P Ll Lo
IU4AU LCS L, ULIIT LESLCT SIidIT VI lly LIIdU LIIC VCIIUUI 'lJl UVIUCTU UUCUIIITIILALUIUIT Ul UIITC SUILU
firmware load test includes:

a) specification of the approved authentication technique implemented;

vare/

b) identification of software and firmware that is protected, Gsing the gdpproved

authentication technique;

c) calculation of the approved authentication technique when the softw
firmware is loaded;

d) verification of the approved authentication ,teclinique when the load
initiated;

e) failure of the self-test upon failure of the approved authentication t¢
verification.

are and

test is

chnique

TE10.3704

By checking the code and design documentation, the tester shall verify that the imp
tation of the software/firmware load test is.consistent with TE10.37.01, TE10.37.02
TE10.37.03.

emen-
and

TE10.37)05

The tester shall test the module by modifying the software or firmware to be loaded,

modifying the implemented authentication mechanism and initiating the self-test. T|
tester shall observe output fromithe status output interface or through the procedu
umented in the non-proprietary security policy to determine if the module has ente
error state. If no indicatoris.output, explicitly or implicitly, that indicates that the sd
firmware load test failedi-thus the assertion fails. If it is not possible for the tester tg
the software or firmware to be loaded, or the implemented authentication mechanis
the vendor shall previde a rationale to the tester as to why this test cannot be perfor

or by
hen the
re doc-
red an
ftware/
modify
m, then
med.

TE10.37)06

The tester shall\exercise the cryptographic module, with modifying the software or
ware to be loaded, modifying the reference authentication key, or attempting to byp
implemented authentication mechanism, and shall initiate the software/firmware 1
After theself-test fails, the tester shall verify that the loaded software or firmware
be uSedand that the module’s versioning information is unchanged.

firm-
ass the
ad test.
annot

TE10.37{07

Bychecking the code and design documentation, the tester shall verify that the refe
authentication key is loaded independently from the software or firmware loading.

Fence

TE10.37{08

By checking the code and design documentation, the tester shall verify that the soft
firmware load test fails without loading the reference authentication key prior to th
ware or firmware loading.

are/
e soft-

TE10.37)09

If the module allows an operator to load the reference authentication key, the tester

shall

exercise the r‘rvnfntﬂ':\nhlr‘ mnr‘]n]p without ]n::r‘]lnu thatreference authenticationk

by in ad-

vance, and shall 1n1t1ate the software/flrmware load test. If the software/firmware load test
passes, the assertion fails. If the factory loaded key cannot be replaced, the assertion passes.
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Table 325 — VE and TE of AS10.38

Conditional self-tests — levels 1, 2, 3 and 4

AS10.38

ISO/IEC 19790:2025,
7.10.4.4

The reference authentication key shall be loaded independently in the module prior to the
software, firmware, or bitstream loading;

Required test procedures

This assertion is tested as part of AS10.37.

Table 326 — VE and TE of AS10.39

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.39

ISO/IEC[19790:2025,
7.10.4.4

The applied approved data authentication technique shall be successfully verified-or {the
software/firmware load test shall fail.}

Requirdd test procedures

This assgrtion is tested as part of AS10.37.

Table 327 — VE and TE of AS10.40

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.40

ISO/IEC[19790:2025,
7.10.4.4

{the software/firmware load test shall fail.} or the,software/firmware load test shall fail.

Requirdd test procedures

This assgrtion is tested as part of AS10.37.

Table 328 — VE.and TE of AS10.41

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.41

ISO/IEC[19790:2025,
7.10.4.4

Loaded software, firmware, or bitstream shall not be used if the software/firmwarg load
test fails.

Requirdd test procedures

This assgrtion is tested as part of AS10.37.

Table 329 — VE and TE of AS10.42

Conditi¢nal self-tests <levels 1, 2, 3 and 4

AS10.42

ISO/IEC[19790:2025,
7.10.4.4

The software/firmware load test shall be performed and pass successfully prior to ghe first
execution of any new software, firmware or bitstream components.

Requirgd vendor information

VE10.42101

The vendaor shall prnvidp documentation cppr‘if\ring how the cnﬂ'mmrp/firmumrp loald test

is performed and passed successfully prior to the first execution of any new software, firm-
ware or bitstream components.

Required test procedures

TE10.42.01 The tester shall verify that the vendor-provided documentation specifies how the software/
firmware load test is performed and passed successfully prior to the first execution of any
new software, firmware or bitstream components.

TE10.42.02 The tester shall inspect the module to verify that the software/firmware load test is per-

formed and passed successfully prior to the first execution of any new software, firmware
or bitstream components.
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6.10.4.5 Conditional manual entry test

Table 330 — VE and TE of AS10.43

Conditional self-tests — levels 1, 2, 3 and 4

AS10.43

ISO/IEC 19790:2025,
7.10.4.5

If SSPs or key components are manually entered directly into a cryptographic module or if
an error on the part of the human operator could result in the incorrect entry of the intend-
ed value, then the following manual entry tests shall be performed:

Required test procedures

This assertion is not separately tested.

Table 331 — VE and TE of AS10.44

Conditi¢onal self-tests — levels 1, 2, 3 and 4

AS10.44

ISO/IEC[19790:2025,
7.10.4.5

The SSP or key components shall have an EDC applied, or {shall be enteréd using duplicate
entries.}

Requirdd test procedures

This assgertion is tested as part of AS10.47.

Table 332 — VE and TE of AS10.45

Conditi¢onal self-tests — levels 1, 2, 3 and 4

AS10.45

ISO/IEC[19790:2025,
7.10.4.5

{The SSP or key components shall have an ED&applied,} or shall be entered using dyplicate
entries.

Requirdd test procedures

This assgrtion is tested as part of AS10.47.

Table 333 =<VE and TE of AS10.46

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.46

ISO/IEC[19790:2025,
7.10.4.5

If an EDC is used, the’EDC shall be at least 16 bits in length.

Requirdd test procedures

This assgrtion is tested as paft-of AS10.47.

Table 334 — VE and TE of AS10.47

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.47

ISO/IEC[19790:2025,
7.10.4.5

If the EDC cannot be verified, or the duplicate entries do not match, the test shall fail.

Required vendor information

VE10.47.01

The vendor shall document the manual entry test. Depending on whether error detection
codes or duplicate entries of SSPs or key components are used, the manual entry test shall
include the following:

a) error detection code (EDC):
1) description of the EDC calculation algorithm;
2) description of the verification process;

3) expected outputs for success or failure of the test;
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Table 334 (continued)
b) duplicate entries:
1) description of the verification process;

2) expected outputs for success or failure of the test.

VE10.47.02

If the EDC is associated with the SSP or key components, then the vendor-provided doc-
umentation that describes the format of the SSP or key components (see AS09.03) shall
include fields for EDC.

Required test procedures

TE10.47.01 The tester shall verify from the vendor documentation which method is used for the manual
entry test (error detection codes or duplicate entries). Based on the method used, the tester
shall check the vendor-provided documentation, code, or design documentationthat spec-
ifies the implementation of the manual entry test to verify whether the followinginforma-
tion is included:

a) error detection codes:

1) SSPor key component format for all manually-entered $SPs or key components,
including fields for EDC (see AS09.03);
2) description of EDC algorithm;
3) description of EDC verification process;
4) all expected outputs for success or failure of the test;
b) duplicate entries of SSPs or key components:
1) duplicate entries for all manually-entered SSPs and key components;
2) description of duplicate-eftry verification process;
3) all expected outputsifor success or failure of the test.

TE10.47{02 For manual entry tests using an*EDC, the tester shall review the vendor-provided dqcumen-
tation and inspect the module to verify that the format of the SSP or key component$ include
fields for EDC and that the EDC is at least 16 bits in length.

TE10.47)03 For manual entry testsising an EDC, the tester shall perform the following tests.

a) The tester shall enter every manually entered SSP and verify that the pfocedure
used:t@enter each SSP is in accordance with the documented procedure, ipncluding
the form that the SSPs are in when they are entered.

b)\The tester shall enter each type of manually entered SSP without any erfors and
shall verify the status output interface. If no indicator is output, or if the indicator
does not match the documented indicator for the success of the manual efptry test,
the test has failed.

c¢) The tester shall attempt to perform cryptographic operations with each|entered
SSP to verify that it was entered correctly.
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Table 334 (continued)

The tester shall modify either the EDC associated with each manually entered SSP
or the SSP itself and shall enter them into the module. The tester shall verify the
indicator that is output from the status output interface; if no indicator is output, or
the indicator does not match the documented indicator for the failure of the manual
entry test, the test has failed.

The tester shall attempt to perform cryptographic operations with each SSP that
was not successfully entered. Each operation using each SSP is required to fail,

verifying that the SSP was not entered.

TE10.47.04

For manual entry tests using duplicate entries of SSPs or key components, the tester
perform the following tests

a) The tester shall enter each type of manually-entered SSP without any €y

shall

Fors and

shall verify the status output interface. If no indicator is output, or if‘the indicator

does not match the documented indicator for the success of the manual e
the test has failed.

b) The tester shall attempt to perform cryptographic operations with each
SSP to verify that it was entered correctly.

c) The tester shall modify one of the manually entered'SSPs, either the first o
duplicate entry, and shall enter them into the miodule. The tester shall v
indicator that is output from the status outputinterface; if no indicator is o
the indicator does not match the documentediindicator for the failure of thg
entry test, the test has failed.

d) The tester shall attempt to perform gryptographic operations with each
was not successfully entered. Each operation using each SSP is require
verifying that the SSP was not etered.

try test,

entered

r second
brify the
Ltput, or
manual

SSP that
1 to fail,

6.10.4.4 Conditional bypass test

Table 335 — VE and TE of AS10.48

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.48

ISO/IEC[19790:2025,
7.10.4.6

If a cryptographic module implements a bypass capability where the services may b
vided without cryptographic processing (e.g. transferring plaintext data through th
ule), then the following suite of bypass tests shall be performed to ensure that a sing
of failure ofmpdule components will not result in the unintentional output of plaint

e pro-
e mod-

le point
bxt data:

Requirdd test procedures

This assgrtion is tested as partof AS10.49, AS10.50, AS10.51 and AS10.52.

Table 336 — VE and TE of AS10.49

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.49

ISO/IEC [19790:2025,
7.10.4.6

A cryptographic module shall test for the correct operation of the services providin
tographic processing when a switch takes place between an exclusive bypass servic

P CIyp-
b and an

exclusive cryptographic service;

Required vendor information

VE10.49.01 If the cryptographic module implements a bypass service, then the vendor shall implement a
bypass test to verify the correct operation of the cryptographic service when a switch takes
place between an exclusive bypass and an exclusive cryptographic service.

VE10.49.02 The vendor shall provide a description of the bypass test. The bypass test shall demonstrate

that, when switched to an exclusive cryptographic service, the module does not output

plaintext information.

Required test procedures
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Table 336 (continued)

TE10.49.01

service and an exclusive cryptographic service.

The tester shall verify that the module implements a bypass test to verify the correct oper-
ation of the cryptographic service when a switch takes place between an exclusive bypass

TE10.49.02

pass test implementation through a review of the source code and design document

The tester shall verify that the vendor-provided documentation is consistent with the by-

ation.

TE10.49.03

tographic service and verify that plaintext information is not output.

The tester shall switch the module from the exclusive bypass service to the exclusive cryp-

Table 337 — VE and TE of AS10.50

Conditi¢nal self-tests — levels 1,2,3and 4

AS10.50

ISO/IEC
7.10.4.6

19790:2025,

cryptographic service, providing some services with cryptographic processing and
services without cryptographic processing, then the module shall test for-the corred
tion of the services providing cryptographic processing when the mechanism gover
switching procedure is modified (e.g. an IP address source/destination‘table);

If a cryptographic module can automatically alternate between a bypass service @nd a

some
t opera-
hing the

Require

d vendor information

VE10.50101

If the cryptographic module is designed to automatically alternate between a bypas
vice and a cryptographic service, then the vendor shall implement a bypass test to v
correct operation of the cryptographic service when the mechanism governing the 5
ing procedure is modified.

5 ser-
erify the
witch-

VE10.50[02

when the mechanism governing the switchingprocedure is modified:

a) the mechanism is verified not to-have been altered since the last modifi
the mechanism has been alteréd,)the cryptographic module shall enter
state and output an error indicator to the status interface;

b) the correct operation of'the cryptographic service is verified by demor
that the module does ot output plaintext information. The bypass test {3
data that should be eryptographically processed is output in plaintext.

The vendor shall provide a description of the test{Fhe bypass test shall guarantee that

Fation. If
hn error

strating
ils if the

Requirg

d test procedures

TE10.50

01

The tester shall verify.that the module implements a bypass test to verify the corred
ation of the cryptographic service when the mechanism governing the switching pr
is modified.

t oper-
cedure

TE10.50

02

The tester shall verify that the description of the test is consistent with the bypass t
plementation-through the review of the source code and design documentation.

est im-

TE10.50

03

The tester-shall verify the correct operation of the bypass test by:

tester will document the method used. If the design allows, the tester shal
the mechanism to test the method used;

b) modifying the mechanism governing the switching procedure in order
the correct operation of the mechanism and to verify the correct operati

cryptographic service by verifying that the plaintext information is not ou

a) verifying that the mechanism governing the switching procedure checks tp ensure
that no alteration of the mechanism has taken place since the last modificafion. The

| modify

o verify
n of the

[put.
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Table 338 — VE and TE of AS10.51

Conditional self-tests — levels 1, 2, 3 and 4

AS10.51

ISO/IEC 19790:2025,
7.10.4.6

If a cryptographic module maintains internal information that governs the bypass capa-
bility, then the module shall verify the integrity of the governing information through an
approved integrity technique immediately preceding modification of the governing infor-
mation, and {In addition to the requirements at security levels 1 and 2, the module shall

repeatedly and automatically, upon a defined time period, without external input or
perform the pre-operational or conditional cryptographic algorithm self-tests.}

control,

Required test procedures

This assertion is tested as part of AS10.52.

Table 339 — VE and TE of AS10.52

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.52

ISO/IEC[19790:2025,
7.10.4.6

If a cryptographic module maintains internal information that governgithe bypass c
ity, then {If the operational time period of a module between resetting,rebooting, o
cycling is sufficiently short, the periodic self-test requirements may be omitted; in t
the security policy shall document the expected operational time period of the mod
that periodic self-tests are therefore not required.} and shall\gehérate a new integrit
using the approved integrity technique immediately following the modification.

hpabil-

' power
1is case,
le, and
y value

Requirdd vendor information

VE10.52}01 The vendor-provided documentation shall specify the method to modify the internall infor-
mation that governs the bypass capability.
VE10.52}02 The vendor shall provide a detailed specificatign*of the internal information that goyerns

the bypass capability, the internal sequence.to update the information, and the mechanism

to maintain the integrity of the information’using an approved integrity technique.

Requirdd test procedures

TE10.52{01

By checking the code and design documentation, the tester shall verify that the govg
information maintained in the:cfyptographic module is consistent with the vendor-
ed documentation.

rning
brovid-

TE10.52{02

By checking the code and design documentation, the tester shall verify that the inte
sequence to update the-governing information is consistent with the vendor-provide
mentation.

fnal
d docu-

TE10.52{03

By checking the code and design documentation, the tester shall verify that the mec
to maintain the-integrity of the governing information is consistent with the vendor
ed documentation.

hanism
-provid-

6.10.4.7 Conditional criticalfunctions test

Table 340 — VE and TE of AS10.53

Conditi¢nal self-tests — levels 1, 2, 3 and 4

AS10.53

ISO/IEC[19790:2025,
7.10.4.7

There may be other security functions critical to the secure operation of a cryptogr
module that shall be tested as a conditional self-test.

hiphic

Required test procedures

This assertion is tested as part of AS10.23.
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6.10.4.8 Periodic self-tests

6.10.4.8.1 Security levels 1 and 2

Table 341 — VE and TE of AS10.54

Conditional self-tests — levels 1 and 2

AS10.54 A cryptographic module shall permit operators to initiate the pre-operational or condi-
ISO/IEC 19790:2025, tional cryptographic algorithm self-tests on demand for periodic testing of the module.
7.10.4.8.1

Required vendor information

VE10.54]01 The vendor shall describe the procedure by which an operator can initiate thepretoper-
ational self-tests on demand for periodic testing of the module. All of the pre-epérjtional
self-tests shall be included.

VE10.54{02 The vendor shall describe the procedure by which an operator can injtiate the condition-
al cryptographic algorithm self-tests on demand for periodic testing of the modulg. Ata
minimum, conditional cryptographic algorithm tests shall be included.

Requirqd test procedures

TE10.54{01 The tester shall inspect the vendor-provided documentation'to verify that initiatign of
pre-operational self-tests on demand is specified for all-of-the pre-operational selfftests.

TE10.54{02 The tester shall initiate the pre-operational self-tests on demand to verify that thqiniti-
ation of the pre-operational self-tests on demand is.consistent with the vendor-pr¢vided
documentation.

TE10.54{03 The tester shall initiate the conditional cryptographic algorithm self-tests on dempnd to
verify that the initiation of the conditionakeryptographic algorithm self-tests on demand
is consistent with the vendor-provided ‘documentation.

6.10.4.4.2 Security levels 3 and 4

Table 342 — VE and TE of AS10.55

Conditi¢nal self-tests — levels 3 and 4

AS10.55 In addition to the{requirements at security levels 1 and 2, the module shall repeat¢dly and

ISO/IEC[19790:2025, automatically, upon a defined time period, without external input or control, perfqrm the

710.4.8. pre-operational or conditional cryptographic algorithm self-tests.

Requirqd vendor information

VE10.55}01 The vendor shall provide documentation that specifies how the pre-operational o1 condi-
tienal cryptographic algorithm self-tests are repeatedly performed upon a defined time,
attomatically, without external input or control.

VE10.55}02 The vendor-provided documentation shall include the specification on the status ipdicator
used to indicate that the cryptographic module’s operations are interrupted due t the
pre-operational or conditional cryptographic algorithm self-tests.

VE10.55}03 The vendor-provided non-proprietary security policy shall provide the informatign on the
defined time period and any conditions that result in the interruption of the modufle’s op-

eration during the time to repeat pre-operational or conditional cryptographic algorithm

self-tests.

Required test procedures

TE10.55.

01

The tester shall verify, by inspection of the cryptographic module, that the pre-operation-
al or conditional cryptographic algorithm self-tests are repeatedly performed as specified

in VE10.55.01, VE10.55.02 and VE10.55.03.
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Table 343 — VE and TE of AS10.56

Conditional self-tests — levels 3 and 4

AS10.56

ISO/IEC 19790:2025,
7.10.4.8.2

The time period and any conditions that can result in the interruption of the module’s
operations during the time to repeat the pre-operational or conditional cryptographic
algorithm self-tests shall be specified in the security policy.

Required test procedures

This assertion is tested as part of AS10.55.

Table 344 — VE and TE of AS10.57

Conditi¢nal self-tests — levels 3 and 4

AS10.57

ISO/IEC[19790:2025,
7.10.4.8.p

If the operational time period of a module between resetting, rebooting, or pewer|cycling
is sufficiently short, the periodic self-test requirements may be omitted; irf this cafe, the
security policy shall document the expected operational time period of the‘modulg, and
that periodic self-tests are therefore not required.

Requirdd test procedures

This assgrtion is tested as part of ASB.01.

6.11 Life-cycle assurance

6.11.1 Life-cycle assurance general requirements

Table 345 — VE and TE 0f AS11.01

Life-cydle assurance general requirements — levels 1, 2, 3 and-4

AS11.01

ISO/IEC[19790:2025,
7.11.1

The documentation for life-cycle assurarnce specified in ISO/IEC 19790:2025, A.2.10 shall be
provided.

Requirdd vendor information

VE11.01}j01

The vendor shall provide the documentation requirements as specified in ISO/IEC
19790:2025, A.2.10.

Requirdd test procedures

TE11.01{01

The tester shallwerify that the vendor provides documentation as specified in ISO/IE(
19790:2025,.A.2.10.

6.11.2 [Lonfiguration management

6.11.2.1 Security levels 1 and 2

Table 346 — VE and TE of AS11.02

Configuratien management — levels 1, 2, 3 and 4

AS11.02l

The following reguirementsshall annlv for securitv levels 1 and 2
5T ) 38 S/ ~

ISO/IEC 19790:2025,
7.11.2.2

Required test procedures

This assertion is tested as part of AS11.03, AS11.04, AS11.05 and AS11.06.
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Table 347 — VE and TE of AS11.03

Configuration management — levels 1 and 2

AS11.03

ISO/IEC 19790:2025,
7.11.2.2

A configuration management system shall be used for the development of a cryptographic
module and module components within the cryptographic boundary, and of associated
module documentation.

Required vendor information

VE11.03.01

The vendor-provided documentation shall describe the configuration management system
for the cryptographic module, module components, and associated module documentation.

Required test procedures

TE11.03.01

The tester shall verify that the documentation prnvidr—\d by the vendor statethata c nfigu-

ration management system has been implemented.

Table 348 — VE and TE of AS11.04

Configufration management — levels 1, 2, 3 and 4

AS11.04

ISO/IEC[19790:2025,
7.11.2.2

Each version of each configuration item (e.g. hardware, software, and-firmware conjpo-
nents, module HDL, user guidance, security policy) that comprises the module and alssociat-
ed documentation shall be assigned and labelled with a uniqueddentifier.

Requirgd vendor information

VE11.04{01 The vendor cryptographic module documentation shall include a configuration list ¢f all
configuration items. The vendor-provided documentation shall describe the method used to
uniquely identify the configuration items.

VE11.04{02 The vendor-provided documentation shall deSeribe the method used to uniquely idgntify

the version of each configuration item beingwvalidated.

Requirdd test procedures

TE11.04{01 The tester shall verify that the vender<provided configuration list includes configurption
items.

TE11.04{02 The tester shall verify that the\wvendor-provided documentation specifies the methofl used
to uniquely identify all configuration items.

TE11.04{03 The tester shall verify that vendor-provided documentation describes the method ufed to
uniquely identify each.vérsion of a configuration item being validated.

TE11.04{04 The tester shall verify that vendor-provided documentation uniquely identifies the yersion

of each configutation item being validated.

Table 349 — VE and TE of AS11.05

Configufration management=- levels 1, 2, 3 and 4

AS11.05

ISO/IEC[19790:2025,
7.11.2.2

The’configuration management system shall track and maintain the changes to the {denti-
fication and version or revision of each configuration item throughout the life-cycle |of the
validated cryptographic module.

Requirdd venderinformation

VE11.05/01

The vendor-provided documentation shall describe how the configuration managenjent sys-
tem tracks and maintains the changes to the identification and version or revision Z)T‘each

configuration item throughout the [ife-cycle of the validated cryptographic module.

Required test procedures

TE11.05.01 The tester shall verify that the vendor-provided documentation specifies the methods used
to track and maintain the changes to the identification and version or the revision of each
configuration item throughout the life-cycle of the validated cryptographic module.

TE11.05.02 The tester shall inspect the configuration management system to verify that it tracks and

maintains the changes to the identification and version or revision of each configuration
item throughout the life-cycle of the validated cryptographic module
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Table 350 — VE and TE of AS11.06

Configuration management — levels 1, 2, 3 and 4

AS11.06

ISO/IEC
711.2.2

19790:2025,

The vendor shall protect confidential module documentation from unauthorized access.

Required vendor information

VE11.06.01

The vendor-provided documentation shall specify the mechanism and procedure used to
protect the confidential module documentation is protected from unauthorized access.

Required test procedures

TE11.06.01 The tester shall verify the vpndnr-prm/idpd documentation that cpr—\r‘ifipc the mechanism
and procedure, such that the confidential module documentation is protected frofa,hinau-
thorized access.

6.11.2.2 Security levels 3 and 4

Table 351 — VE and TE of AS11.07

Configu

ration management — levels 3 and 4

AS11.07

ISO/IEC
7.11.2.3

19790:2025,

In addition to the requirements for security levels 1 and 2,'the configuration items shall be
managed using an automated configuration managemehtsystem.

Requirg

d vendor information

VE11.07)01 The vendor-provided documentation shall specify how the configuration managemgnt sys-
tem provides an automated means to suppertthe generation of a cryptographic module.

Requirqd test procedures

TE11.07{01 The tester shall verify that the vendor-provided documentation specifies how the cdnfig-
uration management system provides an automated means to support the generatidn of a
cryptographic module.

6.11.3 Pesign

Table-352 — VE and TE of AS11.08

Design 1—levels 1, 2, 3 and 4

AS11.08 Cryptographi¢ modules shall be designed to allow the testing of all provided security related

ISO/IEC[19790:2025, |services!

7.11.3

Requirdd test procedures

This assrtion is not.separately tested.

NOTE [This assertion is tested in 6.4.3

6.11.4 Finite state model

Table 353 — VE and TE of AS11.09

Finite state model — levels 1, 2, 3 and 4

AS11.09

ISO/IEC
7.11.4

19790:2025,

The operation of a cryptographic module shall be specified using a finite state model
(FSM), or equivalent, represented by a state transition diagram and a state transition table
and state descriptions.

Required vendor information
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Table 353 (continued)

VE11.09.01

The vendor shall provide a description of the finite state model. This description shall
contain the identification and description of all states of the module and a description of
all corresponding state transitions. The descriptions of the state transitions shall include
internal module conditions, data inputs and control inputs that cause transitions from one
state to another, data outputs and status outputs resulting from transitions from one state
to another.

VE11.09.02

The vendor documentation shall establish a complete description of the following:

a) normal operation;

b) degraded operation;

c) datainputinterface;

d) dataoutputinterface;

e) control input interface;

f)  control output interface;

g) status outputinterface;

h) plaintext trusted channel;

i) crypto-officer and user role;
j)  otherroles (if applicable);

k) security services;

1)  SSP entry services (if applicable);

m) show status service;

n) operator authentication;

o) self-tests;

p) other authorized services, operations, and functions (if applicable);
q) error states;

r) _bypass service (if applicable);

$)™\ *maintenance access interface (if applicable);

t) maintenance role (if a maintenance access interface is provided);
u) SSP generation and establishment services (if applicable);

v) SSP output services (if applicable);

w) idle states (if applicable);

x) uninitialized states (if annlicable)
AS rr J

Required test procedures

TE11.09.01

The tester shall verify that the vendor has provided a description of the finite state model.
This description shall contain the identification and description of all states of the module
and a description of all corresponding state transitions. The tester shall verify that the
descriptions of the state transitions include the internal module conditions, data inputs
and control inputs that cause transitions from one state to another, data outputs, control
output and status outputs resulting from transitions from one state to another.

TE11.09.02

The tester shall verify that the finite state model (e.g. state transition diagram, state tran-
sition table and state descriptions) are consistent with the vendor-provided documenta-
tion that shall describe the following:
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