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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

[SP/TECTTC T

The procedures used to develop this document and those intended for its further maintenance are

ddscribed in the ISO/IEC Directives, Part 1. In particular the different approval criteriasneedgd for the

different types of ISO documents should be noted. This document was drafted in accordancg with the

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atttention is drawn to the possibility that some of the elements of this document may be the pubject of

pdtent rights. ISO shall not be held responsible for identifying any or alksuch patent rights. Details of

arly patent rights identified during the development of the document will*be in the Introductipn and/or

or] the ISO list of patent declarations received (see www.iso.org/paténbs).

Any trade name used in this document is information given for thle convenience of users and does not

constitute an endorsement.

Far an explanation on the voluntary nature of standards, the meaning of ISO specific terms and

expressions related to conformity assessment, as wellYas information about ISO’s adhererce to the
rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see thefollowing

URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTCd-Information technology, Subcommittee SC 27, I[ Security

tegchniques.

This third edition cancels and replaces the second edition (ISO/IEC 24759:2014), of which it cgnstitutes

a minor revision. It also incorporatés-the Technical Corrigendum ISO/IEC 24759:2014/Cor.1:215.

The main changes compared.athe previous edition (plus other minor editorial modificatiops) are as

follows:

— References to ISO/TEC'19790:2012 have been corrected throughout:

— 6.2.3.2: AS02.15;AS02.16, AS02.17 and AS02.18 modified;

— 6.3.3: AS0304, AS03.07, AS03.10 and AS03.15 modified;

— 6.3.4:°A4503.19 modified;

— 6.4.1: AS04.02 modified;

— 6.4.2; AS04.05, AS04.06 and AS04.07 modified;

— 6.4.3.1: AS04.11, AS04.13 and AS04.14;

— 6.4.3.2 and AS04.20;

— 6.4.4: AS04.39, AS04.40 and AS04.42 modified;

— 6.5: AS05.05, AS05.06, AS05.07, AS05.08, AS05.13, AS05.17 and AS05.18 modified;

— 6.8: AS08.04 modified;

— 6.10.1: AS10.17 modified.
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INTERNATIONAL STANDARD ISO/IEC 24759:2017(E)

Information technology — Security techniques — Test
requirements for cryptographic modules

1 Scope

dgveloped to provide a high degree of objectivity during the testing process and to enstire copnsistency
acfross the testing laboratories.

This document also specifies the requirements for information that vendors. provide to testing
laboratories as supporting evidence to demonstrate their cryptographic modules’ conformjty to the
reguirements specified in ISO/IEC 19790:2012.

Vendors can use this document as guidance in trying to verify whether \their cryptographi¢ modules
safisfy the requirements specified in ISO/IEC 19790:2012 before tHey apply to the testing laboratory
for testing.

2| Normative references

The following documents are referred to in the text‘in’such a way that some or all of their content
copstitutes requirements of this document. For datéd references, only the edition cited applies. For
urfdated references, the latest edition of the referenced document (including any amendmentg) applies.

ISP/IEC 19790:2012, Information technology”— Security techniques — Security requirefnents for
cryptographic modules

3| Terms and definitions
Far the purposes of this document, the terms and definitions given in ISO/IEC 19790:2012 apply.

ISP and IEC maintain terminological databases for use in standardization at the following addresses:

—|{ [EC Electropediat-available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

4| Symbols and abbreviated terms

Far the.purposes of this document, the symbols and abbreviated terms given in ISO/IEC 19790:2p12 apply.

5 Document organization

5.1 General

Clause 6 specifies the methods that shall be used by testing laboratories and the requirements for
information that vendors shall provide to testing laboratories. Clause 6, besides a general subclause,
6.1, includes eleven subclauses corresponding to the eleven areas of security requirements and six
subclauses corresponding to the six annexes, Annex A to Annex F, of ISO/IEC 19790:2012.

© ISO/IEC 2017 - All rights reserved 1
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5.2 Assertions and security requirements

Within each subclause, the corresponding security requirements from ISO/IEC 19790:2012 are divided
into a set of assertions (i.e. statements that have to be true for the module to satisfy the requirement of
a given area at a given level). All of the assertions are direct quotations from ISO/IEC 19790:2012.

The assertions are denoted by the form

AS<requirement_number>.<assertion_sequence_number>

where “requirement_number” is the number of the corresponding area specified i 2012
twelve and A to F), and “sequence_number” is a sequential identifier for assertions within a
. After the statement of each assertion, the security levels to which the assertion applies (}.e.
4) are listed in parentheses.

formity to the given assertion. These requirements are denoted by the form
VE<rpquirement_number>.<assertion_sequence_number>.<sequence_number>

where “requirement_number” and “assertion_sequence_number” are identi¢al to the correspondipg
assertion|requirement number and sequence number, and “sequence_number” is a sequential identiffer
for vendojr requirements within the assertion requirement.

Also follgwing each assertion and the requirements levied on ‘the vendor is a set of requirements
levied on|the tester of the cryptographic module. These requiréments instruct the tester as to what
he or shefshall do in order to test the cryptographic module-with respect to the given assertion. These
requiremgents are denoted by the form

TE<rpquirement_number>.<assertion_sequence mitmber>.<sequence_number>

where “requirement_number” and “assertion_sequence_number” are identical to the correspondipg
assertion[requirement number and sequence number, and “sequence_number” is a sequential identiffer
for tester|requirements within the assertionréquirement.

A validatjon authority may modify, add, or delete VEs and/or TEs in this document.
5.3 Assertions with cross references

For claritly in some assertions, cross references to ISO/IEC 19790:2012 or other assertions numbdrs
have been put between curlybrackets “f“ and ”}”. Those cross references are written in italics.

6 Secyrity requirements

6.1 Genheral

NOTE |61 states general requirements to meet the assertions of the other subclauses in Clause 6_aind
ISO/IEC 19790:2012, Annex A to Annex F. 6.1 sets no assertion of itself and is not separately tested.

AS01.01: (General — Levels 1, 2, 3, and 4)

This clause specifies the security requirements that shall be satisfied by the cryptographic
module’s compliance to {ISO/IEC 19790:2012}.

AS01.02: (General — Levels 1, 2, 3, and 4)

A cryptographic module shall be tested against the requirements of each area addressed in
this clause.

NOTE The tests can be performed in one or more of the following manners.

2 © ISO/IEC 2017 - All rights reserved
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Tester performs tests at the tester’s facility.

Tester performs tests at the vendor’s facility.

Tester supervises vendor performing tests at the vendor’s facility.

— Rationale is included that explains why tester could not perform the tests.
— Tester develops the required test plan and required tests.

— Tester directly observes the tests being performed.

Ar

AS

The cryptographic module shall be independently rated in each area.

AS

assertion fails if any of its subsequent tests fails.

01.03: (General — Levels 1, 2, 3, and 4)

01.04: (General — Levels 1, 2, 3, and 4)

li
in

6.

6.
AS
A

thiereof, that at a minimum, implements a defined cryptographic service empl

af
cr

N(

AS

A%documentation, including copies of the user and installation manuals, design speci

-cycle documentation shall be provided for a cryptographic imodule that is to un
ependent verification or evaluation scheme.

2 Cryptographic module specification

.1 Cryptographic module specification general requirements
02.01: (Specification — Levels 1, 2, 3, and 4)

cryptographic module shall be a set of hardware, software, firmware, or some coni

proved cryptographic algorithm, security function or process and contained within
yptographic boundary.

TE This assertion is not sepanately tested.

02.02: (Specification — Levels 1, 2, 3, and 4)

fications,
lergo an

bination
ying an
defined

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.2 shall be provided.

N(

6.
AS
A

TE This assertionis tested as part of ASA.01.

p.2  Typesoferyptographic modules
02.03: (Specification — Levels 1, 2, 3, and 4)

cryptographic module shall be defined as one of the following module types:

ardware

EL p | daal H ps . | 1 ' ) L P | H ifiad r's
TIUTUwwurc moouuiv 15 d 1IIIUUuuIc wiituosT \'l_leLUsl apuu, uuuuual_y IS5 DPCLIIIC“ dal d I

perimeter. Firmware and/or software, which may also include an operating system, may be

included within this hardware cryptographic boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive
component(s) (may be one or multiple software components) that execute(s) in a modifiable
operational environment. The computing platform and operating system of the operational
environment which the software executes in are external to the defined software module

boundary.

— Firmware module is amodule whose cryptographicboundary delimits the firmware exclusive
component(s) that execute(s) in a limited or non-modifiable operational environment.
The computing platform and operating system of the operational environment which the

© ISO/IEC 2017 - All rights reserved
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firmware executes in are external to the defined firmware module boundary but explicitly
bound to the firmware module.

— Hybrid Software module is a module whose cryptographic boundary delimits the composite of
asoftware component and a disjoint hardware component (i.e. the software component is not
contained within the hardware module boundary). The computing platform and operating
system of the operational environment which the software executes in are external to the
defined hybrid software module boundary.

exte
firm

Requirec

VE02.03.
cryptogr

nal to the defined hybrid firmware module boundary but explicitly bound to the‘hybrji
are module.

Vendor Information

1: The vendor shall provide a description of the cryptographic module‘describing the type
iphic module. It will explain the rationale of the module type selection,

VEO02.03.02: The vendor shall provide a specification of the cryptograplic module identifying

hardware

, software, and/or firmware components of the cryptographic module.

RequireI Test Procedures

TE02.03.
types list]

TE02.03.
identifyiq
cryptogr
AS02.04:

For hard

1: The tester shall verify that the vendor provided decumentation identifies one of the mody
ed in AS02.03.

2: The tester shall verify from the vendor “provided specification documentation,
g all hardware, software, and/or firmware components (AS02.15 to AS02.18), that t
iphic module is consistent with the type oftthe cryptographic module.

(Specification — Levels 1, 2, 3, and 4)

requirements found in {ISO/IEC 19790:2012} 7.7 and 7.8 shall apply.

NOTE
AS02.05;

For soft

This assertion is not tested'\separately.
(Specification — Levels 1, 2, 3, and 4)

ware modulesDexecuting in a modifiable environment, the physical secur

requirements found in/{ISO/IEC 19790:2012) 7.7 are optional and the applicable non-invasi

security

NOTE

requirements in {ISO/IEC 19790:2012} 7.8 shall apply.

Thisassertion is not tested separately.

1le

by
he

ware and firmware modules, the applicable physical security and non-invasive security

ty
c
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AS02.06: (Specification — Levels 1, 2, 3, and 4)

For hybrid modules, all applicable requirements of {ISO/IEC 19790:2012} 7.5, 7.6, 7.7 and 7.8
shall apply.

NOTE This assertion is not tested separately.
6.2.3 Cryptographic boundary

6.2.3.1 Cryptographic boundary general requirements

A$02.07: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary shall consist of an explicitly defined perimeter (i.e:set of hardware,
sdftware or firmware components) that establishes the boundary of all,componenfs of the
criyptographic module.

Ré¢quired Vendor Information

VE02.07.01: The vendor documentation shall specify all components within the crypfographic
bdundary.

Ré¢quired Test Procedures

THO02.07.01: The tester shall verify by inspection and from/the vendor documentation thpt all the
components specified in AS02.15 to AS02.18 are within the cryptographic boundary.

TH02.07.02: The tester shall verify by inspection and from the vendor documentation that fthere are
nd unidentified components which are not specified in AS02.15 to AS02.18 within the crypfographic
bdundary.

A$02.08: (Specification — Levels 1, 2, 3, and 4)

The requirements of {ISO/IEC 19790:2012} shall apply to all algorithms, security fiinctions,
p1jocesses, and components within'the module’s cryptographic boundary.

NOTE This assertion is not tested separately.

A$02.09: (Specification —'Levels 1, 2, 3, and 4)

The cryptographic boundary shall, at a minimum, encompass all security relevant algorithms,
security functions, processes, and components of a cryptographic module (i.e. security|relevant
within the scope of this document).

Required Vendor Information

VEO02.09.01: The vendor shall provide a list of all the security relevant algorithms, security functions,
prpcesses, and components within the cryptographic boundary.

Requlred I'est Frocedures

TE02.09.01: The tester shall verify that the vendor provided documentation clearly identifies and lists
all the security relevant algorithms, security functions, processes, and components of the module
within the cryptographic boundary.

AS02.10: (Specification — Levels 1, 2, 3, and 4)

Non-security relevant algorithms, security functions, processes or components which are
used in an approved mode of operation shall be implemented in a manner to not interfere or
compromise the approved operation of the cryptographic module.

© ISO/IEC 2017 - All rights reserved 5
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Required Vendor Information

VE02.10.01: The vendor provided documentation shall list the non-security relevant functions used in
an approved mode of operation and justify that they are not interfering with the approved mode of
operation of the module.

Required Test Procedures

TE02.10.01: The tester shall verify through documentation review and inspection of the module that the
non-security relevant functions are not interfering or compromising the approved mode of operation of
the module

TE02.10.Q2: The tester shall verify the correctness of any rationale for not interfering nor compremising
provided|by the vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity,
the testeif shall require the vendor to produce additional information as needed.

AS02.11:|(Specification — Levels 1, 2, 3, and 4)

The defiped name of a cryptographic module shall be representative of the composition of the
compongnts within the cryptographic boundary and not representative of'a‘larger compositipn
or produlct.

Required Vendor Information
VE02.11.01: The vendor shall provide the defined name of the module,
Required Test Procedures

TE02.11.01: The tester shall verify that the vendor provided module name is consistent with the
compositjon of the components within the cryptographictboundary.

TE02.11.2: The tester shall verify that the moduale name does not represent a composition |of
componefts or functions that are not consistent-with the composition of the components within the
cryptographic boundary.

AS02.12:|(Specification — Levels 1, 2, 3;and 4)

The cryptographic module shall have, at minimum, specific versioning information representipg
the distinct individual hardware; software, and/or firmware components.

RequireI Vendor Information

VEO02.12.01: The vendor shall provide the versioning information of the modules distinct individyal
hardwarg, software, and/or firmware components.

Required Test Procedures

TE02.12.01: The tester shall verify the versioning information represents the modules distinct
individugl hardware, software, and/or firmware components.

AS02.13: (Specification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware components shall be implemented in a manner to
not interfere or compromise the approved secure operation of the cryptographic module.

Required Vendor Information

VEO02.13.01: The vendor shall describe the excluded components of the module and justify that these
components will not interfere with the approved secure operation of the module.

VE02.13.02: The vendor documentation shall provide the rationale for excluding each of the
components. The rationale shall describe how each excluded component, when working properly or

6 © ISO/IEC 2017 - All rights reserved
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when it malfunctions, cannot interfere with the approved secure operation of the module.
that may be acceptable, if adequately supported by documentation, includes the following.

2017(E)

Rationale

a) The component is not connected with security relevant components of the module that would allow
inappropriate transfer of SSPs, plaintext data, or other information that could interfere with the

approved secure operation of the module.

b) All information processed by the component is strictly for internal use of the module, and does not

in any way impact the correctness of control, status or data outputs.

qunirpd Test Procedures

TH02.13.01: The tester shall verify from the vendor provided documentation that-.the
ponents of the cryptographic boundary will not interfere with the approved sectire op
the module.

TH02.13.02: The tester shall verify the correctness of any rationale for exclusion provided by t
The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester sh
the vendor to produce additional information as needed.

TH02.13.03: The tester shall manipulate (e.g. to cause the component.to operate not as desi
luded components in a manner to cause incorrect operation of the’excluded component. ]
1l verify that the incorrect operation of the excluded componentshall not interfere with the
sefcure operation of the module.

02.14: (Specification — Levels 1, 2, 3, and 4)
The excluded hardware, software or firmware shall\be specified {ISO/IEC 19790:2012} (/
Ré¢quired Vendor Information

VE02.14.01: All components that are to be exeluded from the security requirements shall be
ligted in the vendor documentation.

Ré¢quired Test Procedures

THO02.14.01: The tester shall verify Whether the vendor indicates that any components of the m
to[be excluded from the requizements of ISO/IEC 19790:2012.

6.2.3.2 Definitions of cryptographic boundary
A$02.15: (Specification — Levels 1, 2, 3, and 4)

excluded
bration of

e vendor.
| require

bned) the
'he tester
approved

Annex A).

explicitly

odule are

The cryptographic boundary of a hardware cryptographic module shall delimit and idgntify:

—| the set of hardware components which may include:

provide the interconnecting physical wiring between components;

—<_\physical structures, including circuit boards, substrates or other mounting surllaces that

— active electrical components such as semi-integrated, custom-integrated or common-

integrated circuits, processors, memory, power supplies, converters, etc.;

— physical structures, such as enclosures, potting or encapsulation materials, connectors,

and interfaces;
— firmware, which may include an operating system;

— other components types not listed above.

© ISO/IEC 2017 - All rights reserved
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Required Vendor Information

VE02.15.01: All hardware components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a) physical structures, including circuit boards, substrates or other mounting surfaces that provide
the interconnecting physical wiring between components:

1) c

ircuit boards, substrates and mounting surfaces;

b) active electrical components such as semi-integrated, custom-integrated or common-integrated

circufts, processors, memory, power supplies, converters, etc.:

1) o
1

2) 1

—n

H

3) 1
4) 4

a

5) f

i

6) 1

I

7) d

1

1

c) phys
inter

1) o

2)
3) b
4) (
d) firmy
1) e

rocessors, including microprocessors, digital signal processors, custom processo
hicrocontrollers, or any other types of processors (identify manufacturer and type);

ead-only memory (ROM) integrated circuits for program executable code andydata (this m|

'S,

ay

hclude mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erasalle

ROM (EPROM), electrically erasable PROM (EEPROM), or Flash-memory);
andom-access memory (RAM) or other integrated circuits for tempdrary data storage;

emi-custom, application-specific integrated circuits, such as gate arrays, programmable log
rrays, field programmable gate arrays, or other programmable‘logic devices;

pic

1lly custom, application-specific integrated circuits, ificldding any custom cryptograplic

htegrated circuits;

ower supply components, including power supplyzpower converters (e.g. AC-to-DC or DC-{
C modules, transformers), input power connecters, and output power connectors;

ther active electronic circuit elements (passive circuit elements such as pull up/pull doy
esistors or bypass capacitors do not need to be included if they do not provide secur
elevant function as part of the cryptographic module);

cal structures, such as enclosures, potting or encapsulation materials, connectors, a
faces:

hysical structures and enclosures, including any removable access doors or covers;
otting or encapsulation materials;

oundary connectors;

onnectors between major independent sub assemblies within the module;

vare, which may include an operating system:

xecutable code:

0-

i

J

non-modifiable

ii) modifiable

e) other components types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,

C

ooling fins, fans, heaters, or other arrangements for removing or adding heat.

VEO02.15.02: The vendor documentation shall indicate the internal layout and assembly methods (e.g.

fasteners

and fittings) of the module, including drawings that are at least approximately to scale.
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VEO02.15.03: The vendor documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply,
interconnection wiring runs, cooling arrangements, and any other significant parameters.

VEO02.15.04: The vendor documentation shall include a block diagram which represents the module’s
boundary and relationship of the hardware components.

Required Test Procedures

TE02.15.01: The tester shall identify all hardware components of the cryptographic module.

Crmpnnpnfc tohelisted shallinclude all of the Fnl]m/\ring-

a)

b)

d)

physical structures, including circuit boards, substrates or other mounting surfaces thg
the interconnecting physical wiring between components:

1) circuit boards, substrates and mounting surfaces;

active electrical components such as semi-integrated, custom-integratedlor common-i
circuits, processors, memory, power supplies, converters, etc.:

1) processors, including microprocessors, digital signal pfogessors, custom p1
microcontrollers, or any other types of processors (identifymanufacturer and type);

2) read-only memory (ROM) integrated circuits for program executable code and data
include mask-programmed ROM, programmable ROM (PROM) such as ultraviolet
PROM (EPROM), electrically erasable PROM (EEPROM), or Flash-memory;

3) random-access memory (RAM) or other integrated circuits for temporary data storag

4) semi-custom, application-specific integrated circuits, such as gate arrays, programmj
arrays, field programmable gate arrays,'or other programmable logic devices;

t provide

htegrated

0Cessors,

(this may
erasable

£

able logic

5) fully custom, application-specific, ihtegrated circuits, including any custom crypfographic

integrated circuits;

6) power supply components; inncluding power supply, power converters (e.g. AC-to-DC
DC modules, transformers); input power connectors, and output power connectors;

7) other active electronjc circuit elements (passive circuit elements such as pull up/j
resistors or bypass capacitors do not need to be included if they do not provide
relevant function as part of the cryptographic module);

physical struétures, such as enclosures, potting or encapsulation materials, conned
interfaces;

1) physical structures and enclosures, including any removable access doors or covers;

2) ‘\Jpotting or encapsulation materials;

or DC-to-

ull down
security

tors, and

?) bhoundarv connectors:

4) connectors between major independent sub assemblies within the module;
firmware, which may include an operating system:
1) executable code:

i) non-modifiable
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ii) modifiable

e) other components types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,
cooling fins, fans, heaters, or other arrangements for removing or adding heat.

TEO02.15.02: The tester shall verify that the components list is consistent with information provided for
other assertions of 6.2.3, as defined below.

a) The specification of the cryptographic boundary under assertion AS02.07. Verify that all
components inside the cryptographic boundary are included in the components list and vice ver

Also

verify that any components outside the cryptographic boundary are not listed as componer

of th¢ cryptographic module.

b) The

specification of the block diagram under assertion ASA.01. Verify that any individy

components identified in the block diagram (e.g. processors, application specific integrat

circu

fits) are also listed in the components list.

c¢) Any ¢omponents that are to be excluded from the requirements of ISO/IEC9790:2012 under t

prov

sions of assertions AS02.13 and AS02.14. Verify that components.-to_be so excluded are sf

listed in the components list.

TE02.15.
there are
module.

D3: The tester shall verify that the cryptographic boundary is physically contiguous, such th

Physical protection and tamper protection are covered separately in requirements und

ISO/IEC 19790:2012, 7.7.) The module design has to also ensure.that there are no uncontrolled interfag
into or oyt of the cryptographic module.

TE02.15.04: The tester shall verify that the cryptographic’boundary encompasses all components th
are identified in the block diagram under assertion ASA.01 as inputting, outputting, or processing SS

plaintext

TE02.15.
compone

data, or other information.

5: As a partial exception to the abové-requirements, the vendor is allowed to exclude certa
hts from the requirements of ISOAEC 19790:2012 after satisfying the requirements und

assertiong AS02.13 and AS02.14 in 6.2.34. The tester shall verify that any interfaces or physi

connectid

a) unco

htrolled release of CSPs; plaintext data, or other information that if misused could lead tdq

compromise;

b) unco

TE02.15.
module, i

htrolled modificatiens of SSPs or other information that could lead to a compromise.

6: The testér-shall verify that the vendor’s documentation shows the internal layout of t
hcluding the placement and approximate dimensions of major identifiable components of t

module. This hasto/include drawings that are at least approximately to scale.

TE02.15.07-"The tester shall verify that the vendor’s documentation indicates the major physi
assemblih@mﬂ&a@mﬂws&mﬂad&ms%&&m&duk_' i

TE02.15.08: The tester shall verify that the vendor’s documentation describes the primary physical
parameters of the module. This description has to include at least the following:

ns between such excluded cdmponents and the rest of the module do not allow the followinig:

bd.
ts

al
ed

he
ill

at

no gaps that could allow uncontrolled input, output, or.6theér access into the cryptographic

er
€S

at
Ps,

in
er
al

a

he
he

al

a) enclosure shape and approximate dimensions, including any access doors or covers;

b) circu

it board(s) approximate dimensions, layout, and interconnections;

c) location of power supply, power converters, and power inputs and outputs;

d) interconnection wiring runs: routing and terminals;

e) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling
fins, fans, heaters, or other arrangements for removing heat from or adding heat to the module;

10
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f) other component types not listed above.

TEO02.15.09: The tester shall verify that the vendor provided block diagram represents the module’s
boundary and relationship of the hardware components.

AS02.16: (Specification — Levels 1, 2, 3, and 4)
The cryptographic boundary of a software cryptographic module shall delimit and identify

— the set of executable file or files that constitute the cryptographic module, and

— the instantiation o1 the cryptographic module saved In memory and executed by on¢ or more
processors.

Réquired Vendor Information

VE02.16.01: All software components of the cryptographic module shall be identified in the vendor
ddcumentation. Components to be listed shall include all of the following:

a)| the set of executable file or files that constitute the cryptographic medule;
b)| other security relevant component types not listed above.

VE02.16.02: The vendor documentation shall indicate the internalseftware architecture, inclyding how
the software components interact.

VE02.16.03: The vendor documentation shall indicate the s6ftware environment (e.g. operating system,
ruln-time library, etc.) on which the module executes.

Required Test Procedures

THO02.16.01: The tester shall verify that the dogumentation includes a components list that includes all
software components of the cryptographic module.

THO02.16.02: The tester shall verify that the components list includes all occurrences of the [following
types of components, excluding only.component types that are not used in the module:

a)| the set of executable file o files that constitute the cryptographic module;
b)| other component types‘not listed above.

TH02.16.03: The tester(shall verify that the components list is consistent with information pr¢vided for
other assertions of 6.2.3, as defined below.

a)| The specification of the cryptographic boundary under assertion AS02.07. Verify|l that all
components inside the cryptographic boundary are included in the components list and vlice versa.
Also verify that any components outside the cryptographic boundary are not listed as components
of the.cryptographic module.

b)| €The specification of the software under assertion ASA.01. Verify that the list of [software
components 1s the same as In the speciiications under assertion ASUZ.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual
components identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TE02.16.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
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assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
COmpromise;

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

TEO02.16.05: The tester shall verify that the vendor’s documentation indicates the major software
components of the module and how they are linked together forming the module.

AS02.17:|(Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary of a firmware cryptographic module shall delimit and identify

— the set of executable file or files that constitute the cryptographic module, and

— the ipstantiation of the cryptographic module saved in memory and executed by one or mojre
procgssors.

Required Vendor Information

VE02.17.(
documen

a) thes
b) othery

VE02.17.(
how the f]

VE02.17.(
run-time

fation. Components to be listed shall include all of the following:
bt of executable file or files that constitute the cryptographie module;
security relevant component types not listed above.

2: The vendor documentation shall indicate the internal firmware architecture, includi
jrmware components interact.

3: The vendor documentation shall indicate'the firmware environment (e.g. operating syste|
library, etc.) on which the module executes.

Required Test Procedures

TE02.17.0
firmware

TE02.17.Q
types of g

a) thes
b) othey

TE02.17.0
other ass

1: The tester shall verify that the documentation includes a components list that includes
components of the cryptographic module.

2: The tester shall verify that the components list includes all occurrences of the followi
omponents, excluding.only component types that are not used in the module:

bt of executable-file or files that constitute the cryptographic module;

componenttypes not listed above.

brtions of 6.2.3, as defined below.

1: All firmware components of the cryptographic module shall bé identified in the vendor

m,

hl1l

3: Thettester shall verify that the components list is consistent with information provided for

fa¥ate WWate]

11

a) The

s b e sl 4= los 1 | A | b A XL -k 41 .
SPCTULITILAUIUIT UL LT ULy pPpLuglhdpPIiit  ouuliudl y  ultuch - d55CILIVITT AoV 4L.U/.  VETILYy Uldt

components inside the cryptographic boundary are included in the components list and vice versa.
Also verify that any components outside the cryptographic boundary are not listed as components
of the cryptographic module.

b) The specification of the firmware under assertion ASA.01. Verify that the list of firmware
components is the same as in the specifications under assertion AS02.07.

c) The specification of the block diagram under assertion ASA.01. Verify that any individual
components identified in the block diagram are also listed in the components list.

12
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d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still

listed in the components list.

TEO02.17.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a

b)
TH

components of the module and how they are linked together forming the module:

AS

The cryptographic boundary of a hybrid cryptographic module shall:

N(

R¢

VI
Hy

a)

b)

R¢
TH

Sdftware Modul€ or‘a Hybrid Firmware Module.

a)

b)

LUllllJl Ulllibc,
uncontrolled modifications of SSPs or other information that could lead to a compromise.

02.17.05: The tester shall verify that the vendor’s documentation indicates the)ymajor

02.18: (Specification — Levels 1, 2, 3, and 4)

be the composite of the module’s hardware component boundary and the disjoint
or firmware component(s) boundary; and

include the collection of all ports and interfaces fronieach component.

TE In addition to the disjoint software or firmware’¢component(s), the hardware componen
lude embedded software or firmware.

quired Vendor Information

02.18.01: The cryptographic module shallbe identified in the vendor documentation a
rbrid Software Module or a Hybrid Firmware Module.

For Hybrid Software Module compenents, the vendor documentation shall provide inf
required under VE02.15.01 to VE02.15.04 and VE02.16.01 to VE02.16.03.

For Hybrid Firmware Module components, the vendor documentation shall provide inf
required under VE02.15:01 to VE02.15.04 and VE02.17.01 to VE02.17.03.

quired Test Procedures

02.18.01: The tester shall verify that the documentation identifies the module as either
For Hybrid Software Module components, the tester shall follow procedures requir
TE02:15/01 to TE02.15.09 and TE02.16.01 to TE02.16.05.

For‘Hybrid Firmware Module components, the tester shall follow procedures requir

firmware

software

t can also

b either a

ormation

ormation

a Hybrid

ed under

ed under

TE02.15.01 to TE02.15.09 and TE02.17.01 to TE02.17.05.

6.2.4 Modes of operations

6.2.4.1 Modes of operation general requirements

AS02.19: (Specification — Levels 1, 2, 3, and 4)

The operator shall be able to operate the module in an approved mode of operation.

© ISO/IEC 2017 - All rights reserved
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Required Vendor Information

VE02.19.01: The vendor provided non-proprietary security policy shall provide a description of the
approved mode of operation.

VE02.19.02: The vendor provided non-proprietary security policy shall provide instructions for
invoking the approved mode of operation.

Required Test Procedures

TE02.19.01: The tester shall verify that the vendor provided non-proprietary security policy contains a
descriptipn of the approved mode of operation.

TE02.19.Q2: The tester shall invoke the approved mode of operation using the vendor qprovided
instructigns found in the non-proprietary security policy. The tester shall verify, by inspection ahd
from the pendor documentation, that the cryptographic module is the approved mode ofpperation a$ a
result of locumented instructions.

AS02.204 (Specification — Levels 1, 2, 3, and 4)

An apprgved mode of operation shall be defined as the set of services which include at least ope
service that utilizes an approved cryptographic algorithm, securityfunction or process and
those services or processes specified in {ISO/IEC 19790:2012)} 7.4.3.

Required Vendor Information

VEO02.20.01: The vendor shall provide a validation certificate forieach approved security function.
VEO02.20.02: The vendor shall provide a list of all non-approved security functions.

Required Test Procedures

TEO02.20.01: The tester shall verify that the vender has provided a validation certificate for each
approved|security function issued by a validation-authority.

TEO02.20.02: The tester shall verify that the-vendor has provided the list of non-approved security
functionsd.

AS02.21: (Specification — Levels1,2, 3, and 4)

Non-approved cryptographiec-algorithms, security functions, and processes or other services not
specified in {ISO/IEC 19790:2012} 7.4.3 shall not be utilized by the operator in an approved mofle
of operation unless the non-approved cryptographic algorithm or security function is part of an
approved process and.i$ not security relevant to the approved processes operation (e.g. a ngn-
approved cryptographic algorithm or non-approved generated key may be used to obfuscate
data or CSPs but the'result is considered unprotected plaintext and provides no security relevant
functionplity until protected with an approved cryptographic algorithm).

Required Vendor Information

VE02.21.01: The vendor provided documentation shall identify all of non-approved cryptographic
algorithms, security functions or processes utilized for each service in each approved mode of operation.

VE02.21.02: The vendor documentation shall provide a rationale for why utilized non-approved
cryptographic algorithms, security functions or processes are considered non-security relevant to the
approved processes operation.

Required Test Procedures

TEO02.21.01: The tester shall verify by inspection that the vendor provided documentation identifies all
of non-approved cryptographic algorithms, security functions or processes utilized for each service in
each approved mode of operation.
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TE02.21.02: The tester shall verify the correctness of any rationale provided by the vendor. The burden
of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to
produce additional information as needed.

6.2.4.2 Normal operation
AS02.22: (Specification — Levels 1, 2, 3, and 4)

CSPs shall be exclusive between approved and non-approved services and modes of operation
(e.g. not shared or accessed).

Ré¢quired Vendor Information

VEO02.22.01: The vendor shall provide a list of all CSPs within the module and identify their usage
bdtween approved and non-approved services and mode of operation.

VE02.22.02: The vendor shall provide a description of how each CSP becomeés exclusive| between
approved and non-approved services and modes of operation.

Re¢quired Test Procedures

TH02.22.01: The tester shall verify that the vendor provided documentation contains a desdription of
the usage of each CSP in an approved or non-approved mode of operation.

TH02.22.02: The tester shall verify by inspection and from the)vendor documentation that th¢ CSPs are
exclusive between approved and non-approved services and modes of operation.

A$02.23: (Specification — Levels 1, 2, 3, and 4)

The module’s security policy shall define the complete set of services that are provided for each
dgfined mode of operation (both approved and non-approved).

NQTE This assertion is tested under ASBO{l.
A$02.24: (Specification — Levels 1,2, 3, and 4)

All services shall provide an indicator when the service utilizes an approved cryptographic
algorithm, security function.or process in an approved manner and those services or fJrocesses
specified in {ISO/IEC 19790:2012} 7.4.3.

Required Vendor Information
VE02.24.01: The véndor provided documentation shall specify the indicator for each service.
Required TestProcedures

TH02.24.03:*The tester shall verify that the vendor provided documentation contains a desdription of
inflicator-when the service utilizes an approved cryptographic algorithm, security function dr process
infan-approved manner.

TEO02.24.02: The tester shall execute all services and verify that the indicator provides an unambiguous
indication of whether the service utilizes an approved cryptographic algorithm, security function or
process in an approved manner or not.

6.2.4.3 Degraded operation
AS02.25: (Specification — Levels 1, 2, 3, and 4)

For a cryptographic module to operate in degraded operation, the following {ISO/IEC 19790:2012
AS02.26 to AS02.30) shall apply.

NOTE This assertion is not separately tested.
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(Specification — Levels 1, 2, 3, and 4)

The degraded operation shall be entered only after exiting an error state.

Required Vendor Information

VEO02.26.01: If the cryptographic module allows a degraded operation, the vendor shall provide a
description of all degraded operation after exiting each error state.

VE02.26.02: The vendor shall provide specification of degraded operation. For each degraded operation,
the specification shall include:

a) cond

b) oper;§

tions of entry into and exit from the degraded operation;

itional algorithms, security functions, services, or processes;

c) non-¢perational algorithms, security functions, services, or processes;

d) isolat
e) techr
f) staty

g) statyl
procs

ed mechanisms, functions, or components in the degraded operation;
iques to isolate mechanisms, functions, or components;
s information provided in the degraded operation;

s indicator if attempts are made to use a non-operationallalgorithm, security function,
Ss.

Required Test Procedures

TEO02.26.
degraded

TE02.26.
only be a
AS03.11)

TEO02.26.
operation
condition

TEO02.26.
degraded

cryptogr
without f}

TEO02.26.
degraded
in pre-op

1: The tester shall verify that the vendor provided documentation clearly identifies t
operation and its conditions of entry and exit.

2: The tester shall use the vendor documeéntation to check that the degraded operation ¢

is correctly positioned.

3: The tester shall exercise the cryptographic module, causing it to operate in each degrad
. For each degraded operatiqn; the tester shall attempt to perform a service to verify that

4: The tester shall first exercise the cryptographic module, causing it to operate in e

hilure all prezoperational self-tests successfully.

remain i

dpgrndpd operation but enters an error state

ccessed after exiting in error state. Thectester shall check that the error status indicator (see

ed
hl11

al algorithm self-tests are-performed prior to the first operational use of any cryptographic
algorithnj.

h

operation. The-‘tester shall next perform pre-operational self-tests to verify that the
iphic module remdins in degraded operation until such time the cryptographic module pasdes

5: The-tester shall first exercise the cryptographic module, causing it to operate in each
operation. The tester shall next perform pre-operational self-tests, causing an error conditipn
erational self-tests to occur. The tester shall verify that the cryptographic module does ot

AS02.27:

(Specification — Levels 1, 2, 3, and 4)

The module shall provide status information when re-configured and the degraded operation

entered.
NOTE

AS02.28:

This assertion is not separately tested. Tested as part of AS02.26.

(Specification — Levels 1, 2, 3, and 4)

The mechanism or function that failed shall be isolated.

16
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VEO02.28.01: The vendor documentation requirement is specified under VE02.26.02. The vendor design
shall ensure that any failure from the failed mechanisms, functions, and components cannot interfere

or

compromise the approved operation of the cryptographic module.

Required Test Procedures

TE02.28.01: The tester shall verify by inspection and from the vendor documentation that failed
mechanisms, functions, and components are isolated before entering degraded operation.

T
m
cr

AS

All conditional algorithm self-tests shall be performed prior to the first operational u

cr
N(
Af

Sd
se

R4

V1
sh
al

R¢

TH
in
TH
in
pr
AS

The cryptographic module shall remain in degraded operation until such time the crypt

m

N(

02.28.02: The tester shall verify by inspection and from the vendor documentationit
bchanisms, functions, and components cannot interfere or compromise the approved operat
yptographic module.

02.29: (Specification — Levels 1, 2, 3, and 4)

yptographic algorithm after entering degraded operation.
TE This assertion is not separately tested. Tested as part of AS02.26.

02.30: (Specification — Levels 1, 2, 3, and 4)

curity function, or process.
quired Vendor Information

02.30.01: The vendor documentation requiremeht is specified under VE02.26.02. The vend
all ensure that service output includes an indicator if attempts are made to use a non-of
porithm, security function, or process.

quired Test Procedures

02.30.01: The tester shall verify-from the vendor documentation that services provide do
licators if attempts are made to ‘use a non-operational algorithm, security function, or proc

02.30.02: The tester shall\exercise the cryptographic module and verify that the do
licator is provided if attempts are made to use a non-operational algorithm, security fu
oCcess.

02.31: (Specification — Levels 1, 2, 3, and 4)

pdule passes without failure all pre-operational self-tests successfully.

TE This assertion is not separately tested. Tested as part of AS02.26.

AS

nat failed
ion of the

se of the

rvices shall provide an indicator if attempts are made<to use a non-operational algorithm,

or design
erational

fumented
bSS.

rumented
hction, or

ographic

02:32: (Specification — Levels 1, 2, 3, and 4)

If the cryptographic module fails the pre-operational self-tests, the module shall not enter a
degraded operation.

NOTE This assertion is not separately tested. Tested as part of AS02.26.

6.3 Cryptographic module interfaces

6.3.1 Cryptographic module interfaces general requirements

AS03.01: (Module interfaces — Levels 1, 2, 3, and 4)

© ISO/IEC 2017 - All rights reserved
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A cryptographic module shall restrict all logical information flow to only those physical
access points and logical interfaces that are identified as entry and exit points to and from the

cryptographic boundary of the module.
Required Vendor Information

VE03.01.01: The vendor documentation shall specify each of the physical ports and logical interfaces
the cryptographic module, including the following:

a) physical ports and their pin assignments;

of

b) physical covers, doors or openings;

c) logical interfaces (e.g. APIs and all other data/control/status signals) and the signal names a
functlions;

d) manyal controls (e.g. buttons or switches) for applicable physical control inputs;
e) physical status indicators (e.g. lights or displays) for applicable physical statusoutputs;

f) mapping of the logical interfaces to the physical ports, manual controls, and physical stat
indicptors of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the dbove ports and interfaces.

VE03.01.02: The vendor documentation shall specify the information’ flows and physical access poir
of the crlyptographic module by highlighting or annotating.copies of the block diagrams, desi
specifications, and/or source code and schematics provided:in 6.2 and 6.11. The vendor shall al
provide ajny other documentation necessary to clearly specify the relationship of the information flo
and physjcal access points to the physical ports and logical interfaces. The vendor shall establish t
above information in relation with the information provided under assertions AS02.07 and ASO2.
to AS02.18 without inconsistencies in the description of components and physical layout for t
input/oufput ports.

VEO03.01.03: For each physical or logical input to the cryptographic module, or physical and logi
output frpm the module, the vendor do¢umentation shall specify the logical interface to which t
physical |nput or output belongs, and the physical entry/exit port. The specifications provided sh
be consistent with the specificationstof'the cryptographic module components provided under 6.2 a
6.11, and [the specifications of the-dogical interfaces provided in assertions AS03.04 to AS03.11 of 6.3,

Required Test Procedures

TE03.01.01: The tester shall verify that vendor documentation specifies each of the physical ports a
logical interfaces of the.cryptographic module. The required specifications shall include:

a) all plysical idput and output ports, including their pin assignments, physical locations within t
modyle, a stimmary of the logical signals that flow through each port, and the timing sequence
signdl flows if two or more signals share the same physical pin;

us

ts
b
SO
S
he
15
he

al
he
hll
hd
3.

hd

he
of

b) all physical covers, doors, or openings, including their pnysical location within the cryptograpl

lic

module, and the components or functions that can be accessed and/or modified via each cover/door/

opening;

c) alllogical input and output interfaces (e.g. APIs and all other data/control/status signals), including

a listing or annotated block diagram of all the logical data and control inputs and data and stat

us

outputs of the cryptographic module, and a listing and description of the signal names and

functions;

d) all manual controls used to physically enter control signals, such as switches or buttons, including
their physical location within the cryptographic module, and a listing and description of the control

signals that can be entered manually;
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e) all physical status indicators, including their physical location within the module and a listing and
description of the status indication signals that are output physically;

f) amapping of the logical input and output interfaces to the physical input and output ports, manual
controls, and physical status indicators of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the above physical ports and
interfaces, including summaries of pin designations, logical signals carried on each port, voltage
levels and their logical significance (e.g. what a low or high voltage signifies in terms of a logic “0”,
“1”, or other meaning) and the timing of signals.

THO03.01.02: The tester shall verify that the vendor documentation specifies all informatjon flows
arld physical access points of the cryptographic module, by examining the block diagranjs, design
cifications, and/or source code and schematics provided in 6.2 and 6.11, and any other/docurpentation
prpvided by the vendor. The documentation shall specify the relationship of the information flows and
pHysical access points to the physical ports and logical interfaces of the cryptographic module. The
tester shall compare the above information with the information provided under assertiong AS02.07
arld AS02.15 to AS02.18 and verify that there are no inconsistencies in the(description of components
arld physical layout for the input/output ports.

THO03.01.03: The tester shall verify that for each physical or logical.ibput to the cryptographic module,
or|physical and logical output from the module, the vendor documéntation specifies the logicalinterface
to[ which the physical input or output belongs, and the physical entry/exit port. The spedifications
prpvided shall be consistent with the specifications of the cryptographic module components|provided
urder 6.2 and 6.11, and the specifications of the logical interfaces provided in assertions A03.04 to
A$03.11 of 6.3.3.

TH03.01.04: The tester shall verify, by inspection.‘of the cryptographic module, that all fhe above
cifications provided by the vendor documentation are consistent with the actual design of the
cryptographic module.

03.02: (Module interfaces — Levels 1,2, 3, and 4)

The cryptographic module logical interfaces shall be distinct from each other although they may
share one physical port (e.g. inpat;data may enter and output data may exit via the same port) or
mpy be distributed over one or more physical ports (e.g. input data may enter via both a serial
and a parallel port).

NOTE An Application Program Interface (API) of a software component of a cryptographic module can be
defined as one or more logical interface(s).

Re¢quired Vendor‘Information

VHE03.02.01: THe vendor’s design shall separate the cryptographic module interfaces intd logically
digtinct apd)isolated categories, using the categories listed in assertion AS03.04, and, if ajpplicable,
A403.12and AS03.13 in 6.3.3. This information shall be consistent with the specification of the logical
inferfaces and physical ports provided in AS03.01 in 6.3.1.

a physwal port of the cryptographlc module A loglcal 1nterface may be phy51ca11y dlstrlbuted across
more than one physical port, or two or more logical interfaces may share one physical port as long
as the information flows are kept logically separate. If two or more logical interfaces share the same
physical port, the vendor documentation shall specify how the information from the different interface
categories is kept logically separate.

Required Test Procedures

TEO03.02.01: The tester shall verify from the vendor documentation and by inspection of the
cryptographic module that the module interfaces are logically distinct and isolated for the categories
of interfaces specified in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of 6.3.3. This
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information shall be consistent with the specification and design of the logical interfaces and physical
ports provided in AS03.01 in 6.3.1.

TE03.02.02: The tester shall verify that the vendor documentation provides a mapping of each category
of logical interface to a physical port of the cryptographic module. A logical interface may be physically
distributed across more than one physical port, or two or more logical interfaces may share one
physical port. If two or more interfaces share the same physical port, the tester shall verify that the
vendor documentation specifies how the information flows for the input, output, control, and status
interfaces are kept logically separate.

AS03.03;

The docymentation requirements specified in {ISO/IEC 19790:2012} A.2.3 shall be provided.
Required Vendor Information

VEO03.03.01: The vendor shall provide documentation as specified in ISO/IEC 19790:2012; A.2.3.
Required Test Procedures

TE03.03.01: The tester shall verify completeness of the documentation specified |in
ISO/IEC 19790:2012, A.2.3.

6.3.2 Types of interfaces

6.3.3 Definition of interfaces
AS03.041(Module interfaces — Levels 1, 2, 3, and 4)

A cryptagraphic module shall have the following:\five interfaces (“input” and “output” afre
indicateT from the perspective of the module):

— datafinput interface;

— datafoutput interface;

— control input interface;
— control output interface;
— statys output interface:
Required Vendor Information

VE03.04.01: The vendor documentation shall separate the cryptographic module interfaces irfto
logically dlistinct dnd isolated categories by the following five distinctly defined logical interfaces witHin
the cryptpgraphic module (“input” and “output” are indicated from the perspective of the module):

a) data |iputinterface (for the input of data as specified in AS03.05);

b) data outputinterface (for the output of data as specified in AS03.06 and AS03.07);

c) control input interface (for the input of commands as specified in AS03.08);

d) control output interface (for the output of commands as specified in AS03.09, and AS03.10);
e) status outputinterface (for the output of status information as specified in AS03.11).
Required Test Procedures

TE03.04.01: The tester shall verify that the vendor documentation specifies that the five logical
interfaces as listed in VE03.04.01 have been designed within the cryptographic module. If so,
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verification that the logical interfaces within the cryptographic module function as specified shall be
performed under assertions AS03.05 to AS03.11 in 6.3.3.

Data input interface
AS03.05: (Data input interface — Levels 1, 2, 3, and 4)

All data (except control data entered via the control input interface) that is input to and
processed by a cryptographic module (including plaintext data, ciphertext data, SSPs, and status
information from another module) shall enter via the “data input” interface.

Ré¢quired Vendor Information

VEO03.05.01: The cryptographic module shall have a data input interface. All data (exeept coTtrol data
entered via the control input interface) that is to be input to and processed by the cryptographjc module
shall enter via the data input interface, including:

a)| plaintext data;

b)| ciphertext or signed data;

c)| cryptographic keys and other key management data (plaintext grencrypted);
d)| authentication data (plaintext or encrypted);

e)| statusinformation from external sources;

f)| any other input data.

VE03.05.02: If applicable, the vendor documentation-shall specify any external input devices o be used
with the cryptographic module for the entry of data into the data input interface, such as smprt cards,
tokens, keypads, key loaders, and/or biometri¢devices.

@)

Required Test Procedures

THO03.05.01: The tester shall verify, by-inspection, that the cryptographic module includes a data input
inferface, and that the data input‘interface functions as specified. The tester shall verify thgt all data
(except control data entered via the control input interface) that is to be input to and procesded by the
criyptographic module enterswia the data input interface, including:

a)| plaintext data thatis to’be encrypted or signed by the cryptographic module;
b)[ ciphertext or signed data that is to be decrypted or verified by the module;

c)| plaintext efencrypted cryptographic keys and other key management data that are inpuf into and
used by the cryptographic module, including initialization data and vectors, split key infprmation,
and/or\key accounting information. (Other key management requirements are cqvered in
ISOAEC 19790:2012, 7.9.);

d)| “plaintext or encrypted authentication data that is input into the cryptographic module, |including
passwords, PINs, and/or biometric information;

e) statusinformation from external sources (e.g. another cryptographic module or device);

f) any other information that is input into the cryptographic module for processing or storage, except
for control information that is covered separately in AS03.08.

TE03.05.02: The tester shall verify if the vendor documentation specifies any external input devices
to be used with the cryptographic module for the entry of data into the data input interface, such as
smart cards, tokens, keypads, key loaders, and/or biometric devices. The tester shall enter data into the
data input interface using the identified external input device(s), and verify that entry of data using the
external input device functions as specified.
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Data output interface
AS03.06: (Data output interface — Levels 1, 2, 3, and 4)

All data (except status data output via the status output interface and control data output via
the control output interface) that is output from a cryptographic module (including plaintext
data, ciphertext data, and SSPs) shall exit via the “data output” interface.

Required Vendor Information

VE03.06.01: The cryptographic module shall have a data output interface. All data (except status data
output vif the status output interface and control data output via the control output interface) that has
been pro¢essed and is to be output by the cryptographic module shall exit via the data output interfage,
including

a) plainfext data;
b) ciphdrtext data and digital signatures;
c) cryptographic keys and other key management data (plaintext or encrypted);

d) any dther information that is output from the cryptographic module after processing or storalge
except for status information that is covered separately in AS03.11 and‘control information that|is

coverted separately in AS03.09 and AS03.10 in 6.3.3.

VE03.06.02: If applicable, the vendor documentation shall specify any external output devices to pe
used with the cryptographic module for the output of data from:the data output interface, such as smart
cards, tolfens, displays, and/or other storage devices.

RequireI Test Procedures

TE03.06.01: The tester shall verify, by inspection, thatthe cryptographic module includes a data outgut
interfacefand that the data output interface functions as specified. The tester shall verify that all ddta
(except stlatus data output via the status output interface and control data output via the control outgut
interface] that has been processed and is to be output by the cryptographic module exits via the dqta
output inferface, including:

a) plainfext data that has been decrypted by the cryptographic module;

b) ciphdrtext data that has beén jencrypted, and digital signatures that have been generated by the
cryptographic module;

c) plainfext or encrypted'cryptographic keys and other key management data that have befn
interhally generated,and output from the module, including initialization data and vectors, split
key information;.and/or key accounting information (other key management requirements qre
covetted in ISQ/IEC 19790:2012, 7.9);

exceptfor status information that is covered separately in AS03.11 in 6.3.3 and control informatipn
that iScovered separately in ASU3.09 and AS03.10 11 6.3.3.

d) any dthet information that is output from the cryptographic module after processing or storaEe

TE03.06.02: The tester shall verify if vendor documentation specifies any external output devices to
be used with the cryptographic module for the output of data from the data output interface, such as
smart cards, tokens, displays, and/or other storage devices. The tester shall output data from the data
output interface using the identified external output device(s), and verify that output of data using the
external output device functions as specified.

AS03.07: (Data output interface — Levels 1, 2, 3, and 4)

All data output via the “data output” interface shall be inhibited while performing manual
entry, pre-operational self-tests, software/firmware loading and zeroisation; or when the
cryptographic module is in an error state.

22 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=4ba85fc95919af1ffcd2d0adcea5ded5

ISO/IEC 24759:2017(E)

Required Vendor Information

VEO03.07.01: The vendor documentation shall specify how the cryptographic module inhibits data output
while performing manual entry, pre-operational self-tests, software/firmware loading and zeroisation,
or when the cryptographic module is in an error state.

VE03.07.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all data output via the data output interface is inhibited while performing manual entry,
pre-operational self-tests, software/firmware loading and zeroisation, or when the cryptographic
module is in an error state.

R¢

TH
da

a)

b)
TH

b)

TH

quired Test Procedures

03.07.01: The tester shall verify that the vendor documentation specifies that all data output via the

ta output interface is inhibited:

whenever the cryptographic module is performing:

1) manual entry;

2) pre-operational self-tests;

3) software/firmware loading;

4) zeroisation;

or when the cryptographic module is in an error state.

is test procedure can be restated as follows.

The tester shall verify from the vendor docunientation that once each of the following s
started, all data output via the data output interface is inhibited, until the service is g

successfully:

1) manual entry;

2) pre-operational self-tests;
3) software/firmwareldading;

4) zeroisation;

The tester shalk¥erify from vendor documentation that once an error condition is dets
the error stateis entered, all data output via the data output interface is inhibited, u

recovery @Ccurs.
03.07.02: The tester shall cause the cryptographic module to enter each of following states

asstate performing manual SSP entry;

ervices is
ompleted

pcted and
ntil error

d DC}f'tht btatc PEl fUl 1111115 preupcl CltiUllcl} bclf'tcbtb,
a state performing software/firmware loading;
a state performing zeroisation;

an error state;

and verify that all data output via the data output interface is inhibited.
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If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester
why this test cannot be performed. In such case, the tester shall follow alternative procedures allowed
by the validation authority to ensure that all data output via the data output interface is inhibited.

EXAMPLE Examining the applicable source code.

TE03.07.03: The tester shall verify that the vendor documentation specifies that all data output via the
data output interface is inhibited whenever the cryptographic module is in a self-test condition. The
tester shall verify from the vendor documentation that once self-tests are being performed, all data

output via the data output interface is inhibited, until the self-tests are completed Status information
to displa, haorach Heoftha calftacte oo ha Allovand fens +ho oot wintarfarn Tho tactar cha 411

4+
I T CoUTtS O e St tooto oy ot SHroWweaHoe—tRe-Statds uu\,yu\. Hteraee—1rRe-—tesSter-5st

also verify that the self-test conditions specified in response to this assertion are identical to the sqlf-
tests speg¢ified under AS10.14.

TEO03.07.Q4: The tester shall command the module to perform the self-tests and verify that all ddta
output vip the data output interface is inhibited. If status information is output from thé'status outgut
interface [to indicate the results of the self-tests, the tester shall verify that no CSPs,plaintext data, [or
other information are output that, if misused, could lead to a compromise. If it is(net possible for the
tester to attempt data output during specific self-test state, then the vendor shall'\provide a rationale|to
the testery why this test cannot be performed. In such case, the tester shall follgWyalternative procedures
allowed by the validation authority, to ensure that all data output via the) data output interface|is
inhibited

EXAMPLE|1  Examining the applicable source code.
EXAMPLE|2  Using a simulator.

EXAMPLE|3  Using a debugger.

TE03.07.Q5: The tester shall verify that the vendor docimentation specifies how the cryptographic
module epsures that all data output via the data outpuit interface is to be inhibited during error states
or self-teft conditions. The tester shall also verify\by inspection of the design of the cryptograplic
module, that the data output interface is, in fact,légically or physically inhibited under these conditions.

AS03.087 (Control input interface — Levels 1, 2, 3, and 4)

All inpuf commands, signals (e.g./clock input), and control data (including function calls and
manual ¢ontrols such as switches, buttons, and keyboards) used to control the operation of a
cryptogrfaphic module shall 'enter via the “control input” interface.

Required Vendor Inforniation

VEO03.08.01: The cryptographic module shall have a control input interface. All commands, signdls,
and contiol data(except data entered via the data input interface) used to control the operation of the
cryptogrfphicanodule shall enter via the control input interface, including:

a) comrphands input logically via an API (e.g. for the software and firmware components of the
cryptographic module);

b) signalsinputlogically or physically via one or more physical ports (e.g. for the hardware components
of the cryptographic module);

c) manual control inputs (e.g. using switches, buttons, or a keyboard);
d) any other input control data.

VE03.08.02: If applicable, the vendor documentation shall specify any external input devices to be used
with the cryptographic module for the entry of commands, signals, and control data into the control
input interface, such as smart cards, tokens, or keypads.
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Required Test Procedures

TE03.08.01: The tester shall verify, by inspection, that the cryptographic module includes a control
input interface, and that the control input interface functions as specified. The tester shall verify that all
commands, signals, and control data (except data entered via the data input interface) used to control
the operation of the cryptographic module shall enter via the control input interface, including:

a) commands inputlogically via an API, such as function calls to a software library or to a smart card;

b) signals input logically or physically via one or more physical ports, such as commands and signals
sent fhrmlgh aserial portora PC Card:

c)J| manual control inputs (e.g. using switches, buttons, or a keyboard);
d)[ any other input control data.

TH03.08.02: The tester shall verify if the vendor documentation specifies any lexternal inpyt devices
to|be used with the cryptographic module for the entry of commands, signals; and control|data into
the control input interface, such as smart cards, tokens, or keypads. The tester shall enter cpmmands
via the control input interface using the identified external input device(s), and verify thaf input of
commands using the external input device functions as specified.

Cantrol output interface
A$03.09: (Control output interface — Levels 1, 2, 3, and 4)

Alll output commands, signals, and control data (e.g. eontrol commands to another modple) used
to|control or indicate the state of operation of a cryptographic module shall exit via thq “control
oytput” interface.

Re¢quired Vendor Information

VE03.09.01: The vendor documentation shall specify all output commands, signals, and comtrol data
(elg. control commands to another module) used to control or indicate the state of opergtion of a
criyptographic module shall exit via thecontrol output interface.

Required Test Procedures

TH03.09.01: The tester shall verify that the vendor documentation shall specify all output cqmmands,
signals, and control data{(e.g. control commands to another module) used to control or indicate the
stte of operation of a €ryptographic module shall exit via the control output interface.

TH03.09.02: If thefeontrol output interface is specified, the tester shall verify, by inspectior], that the
coptrol outputinterface functions as specified.

A$03.10: (Control output interface — Levels 1, 2, 3, and 4)

All control output via the “control output” interface shall be inhibited when the cryptographic
mpdule is in an error state unless exceptions are specified and documented in the securiry policy.

Required Vendor Information

VE03.10.01: The vendor documentation shall specify how the cryptographic module ensures that all
control output via the control output interface is inhibited whenever the module is in an error state
(error states are covered in ISO/IEC 19790:2012, 7.11). Status information may be allowed from the
status output interface to identify the type of error.

VE03.10.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all control output via the control output interface is inhibited whenever the module is in
a self-test condition (self-tests are covered in ISO/IEC 19790:2012, 7.10). Status information to display
the results of the self-tests may be allowed from the status output interface.
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Required Test Procedures

TE03.10.01: The tester shall verify that the vendor documentation specifies that all control output
via the control output interface is inhibited whenever the cryptographic module is in an error state.
The tester shall verify from the vendor documentation that once an error condition is detected and
the error state is entered, all control output via the control output interface is inhibited, until error
recovery occurs. The tester shall also verify that the error states specified in response to this assertion
are identical to the error states specified under AS11.08.

TE03.10.02: The tester shall cause the cryptographic module to enter each specified error state and
Verlfy th t a}} LUlltl U} Uutyut \% 1a t]llC LUlltl U} Uutput illtCl fclLC iD lllhlbltcd. If atatua illfUl 1uatiuu ib Ubltl_ ut
from the ptatus output interface to identify the type of error, the tester shall verify that the informatipn
output is[not sensitive. The following actions may be used to cause the cryptographic module. to, enter
an error §tate — opening a tamper-detecting cover or door, entering incorrectly-formatted eommandls,
keys, or parameters, reducing input voltage, and/or any other error-causing actions.

If it is not{possible for the tester to cause an error, then the vendor shall provide a ratiénale to the tester
why this fest cannot be performed.

TE03.10.93: The tester shall verify that the vendor documentation specifies thatall control output yia
the contrpl output interface is inhibited whenever the cryptographic modulesis in a self-test conditign.
The testdr shall verify from the vendor documentation that once self-tests are being performed, pll
control ofitput via the control output interface is inhibited until the self-tests are completed. The tesfer
shall also| verify that the self-test conditions specified in response tothis assertion are identical to the
self-tests|specified under AS10.14.

TE03.10.Q4: The tester shall cause the module to perform the self-tests and verify that all control outgut
via the cgntrol output interface is inhibited.

TE03.10.05: The tester shall verify that the vendor documentation specifies how the cryptographic
module ehsures that all control output via the control output interface is to be inhibited during error
states or|[self-test conditions. The tester shall also verify, by inspection of the implementation of the
cryptographic module, that the control output interface is, in fact, logically or physically inhibited
under thgse conditions.

Status oytput interface
AS03.11:|(Status output interfacé - Levels 1, 2, 3, and 4)

All output signals, indicators (e.g. error indicator), and status data [including return codes and
physical [indicators such.a® visual (display, indicator lamps), audio (buzzer, tone, ring), and
mechanifral (vibration)] used to indicate the status of a cryptographic module shall exit via the
“status output” interface.

NOTE Status quitput will be either implicit or explicit.

Required Vendor Information

\s/iz?lili,ligical indiao, d phyicl indicato ued o nda or display lthe stau of the mdu?e’
shall exit via the status output interface, including:

a) status information output logically via an API;

b) signal outputs logically or physically via one or more physical ports;

c) manual status outputs (e.g. using displays, indicator, lamps, buzzer, tone, or ring);

d) any other output status information.

VE03.11.02: If applicable, the vendor documentation shall specify any external output devices to be

used with the cryptographic module for the output of status information, signals, logical indicators,
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and physical indicators via the status output interface, such as smart cards, tokens, displays, and/or
other storage devices.

Required Test Procedures

TE03.11.01: The tester shall verify, by inspection, that the cryptographic module includes a status
output interface, and that the status output interface functions as specified. The tester shall verify that
all status information, signals, logical indicators, and physical indicators used to indicate or display the
status of the module shall exit via the status output interface, including:

a) —status information output lagically via an APl _such as return codes from a software lihrary or a

smart card;

b)[ signal outputs logically or physically via one or more physical ports, such as status information
sent through a serial port or a PC Card connector;

c)| manual status outputs (e.g. using LEDs, buzzers, or a display);
d)| any other output status information.

TH03.11.02: The tester shall verify that the vendor documentation specifies any external outpfit devices
(iff applicable) to be used with the cryptographic module for the outpuit of status information, signals,
logical indicators, and physical indicators via the status output intérface.

TH03.11.03: The tester shall verify that the status information eutput from the status outputfinterface
shall not output any information that could result in a compromise of CSPs.

A$03.12: (Module interfaces — Levels 1, 2, 3, and 4)

Except for the software cryptographic modules, all modules shall also have the following
ingerface.

NOTE This assertion is not tested separately.
A$03.13: (Module interfaces — Levels-1, 2, 3, and 4)

Pgwer interface: All external electrical power that is input to a cryptographic module shjall enter
vip a power interface.

NOTE A power interface ;is’ not required if all power is provided or maintained internal to tHe module,
and that replacement of an,internal battery is considered a physical maintenance activity, and is subjject to the
refijuirements specifiedin1SO/IEC 19790:2012, 7.7.

Re¢quired Vendornformation

VHE03.13.01: Ifthe cryptographic module requires or provides power to/from other deviceq external
to|the boundary (e.g. a power supply or an external battery), the vendor documentation shall| specify a
pdwer interface and a corresponding physical port.

VHE03213.02: All power entering or exiting the cryptographic module to/from other devices external to
the cryptographic boundary shall pass through the specified power interface.

Required Test Procedures

TE03.13.01: The tester shall verify if the vendor documentation specifies whether the cryptographic
module requires or provides power to/from other devices external to the cryptographic boundary (e.g.
a power supply, power cord, power inlet/outlet, or an external battery). The tester shall also verify that
the vendor documentation specifies a power interface and a corresponding physical port.

TE03.13.02: The tester shall verify, by inspection of the cryptographic module that all power entering
or exiting the module to/from other devices external to the cryptographic boundary passes through
the specified power interface.
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AS03.14: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module shall distinguish between data, control information, and power for
input, and data, control information, status information, and power for output.

Required Vendor Information

VE03.14.01: The vendor documentation shall specify how the cryptographic module distinguishes
between data and control for input and data, control and status for output, and how the physical and
logical paths followed by the input data and control information enterlng the module via the appllcable

the outpuy

VE03.14.
input dat
logical p3
used by the input data and control information and the output data, control and status itiformation gre
physically shared, the vendor documentation shall specify how logical separationis enforced by the
cryptographic module.

VE03.14.(03: The vendor documentation shall show consistency and shall show’that the cryptographic
module dfistinguishes between data and control for input and data, contgohdnd status for output, and
that the physical and logical paths followed by the input data and control information entering the
module vfia the applicable input interfaces are logically or physically{disconnected from the physi¢al
and logical paths followed by the output data, control and status information exiting the module via the
applicabl¢ output interfaces.

Required Test Procedures

TE03.14.Q1: The tester shall verify that the vendor decumentation specifies how the cryptographic
module dfstinguishes between data and control for input and data, control and status for output. Ingut
data entdred from the data input interface, and-control information entered from the control ingut
interface|shall be logically or physically distinguished from output data exiting to the output dqta
interface| output control exiting to the outputcontrol interface, and status information exiting to the
status oufput interface.

TE03.14.92: The tester shall verify that'the vendor documentation specifies how the physical and logi¢al
paths usdd by the input data and control information are logically or physically disconnected from the
physical @nd logical paths used by/the output data, control and status information. If the physical and
logical pdths used by the input/data and control information and the output data, control and statjus
informatijon are physically-shared, the tester shall verify that the vendor documentation specifies h¢w
logical separation is enforced by the cryptographic module.

TE03.14.(3: The tester-shall verify, by inspection, the consistency of the vendor documentation, and that
the cryptpgraphicmodule distinguishes between data and control for input and data, control and statjus
for outpult, and-that the physical and logical paths followed by the input data and control informatipn
entering he module via the applicable input interfaces are logically or phy51cally dlsconnected fram

module via the appllcable output 1nteraces
AS03.15: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module specification shall, unambiguously, specify format of input data and
control information, including length restrictions for all variable length inputs.

Required Vendor Information

VE03.15.01: The vendor documentation shall specify the physical and logical paths used by all major
categories of input data entering the cryptographic module via the data input interface and the
applicable physical ports. The documentation shall include a specification of the applicable paths (e.g.
by highlighted or annotated copies of the schematics, block diagrams, or other information provided

28 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=4ba85fc95919af1ffcd2d0adcea5ded5

ISO/IEC 24759:2017(E)

under AS02.07 and AS02.15 to AS02.18). All input data entering the cryptographic module via the data
input interface shall only use the specified paths while being processed or stored by each physical or
logical sub-section of the module. The input data paths shall be specified in sufficient detail to verify
which type of data pass through each applicable physical port.

NOTE The term “all major categories of input data” refer to items addressed in AS03.05 for data input and to
items addressed in AS03.08 for control input.

VE03.15.02: The vendor documentation shall specify that all input data entering the cryptographic
module via the data input interface and applicable physical ports only use the specified paths. The
doewmentationshall show that all logical and physical-information flowsused by the input data are
consistent with the design and operation of the cryptographic module. The vendor documentdtion shall
establish that there are no conflicts between the applicable paths that may lead to the Compjromise of
CYPs, plaintext data, or other information of the cryptographic module.

VE03.15.03: The vendor provided documentation shall unambiguously specify format of input data and
copntrol information including length restrictions for all variable length inputs:

VEO03.15.04: The vendor provided documentation shall identify which” component wjthin the
cryptographic boundary is validating the format.

Ré¢quired Test Procedures

THO03.15.01: The tester shall verify that the vendor documentation specifies the physical and logical
pdths used by all major categories of input data entering the ¢ryptographic module via the data input
interface. The tester shall also verify that the paths shall be documented in the specificatign (e.g. by
highlighted or annotated copies of the schematics, block.diagrams, or other information provigled under
A$02.07 and AS02.15 to AS02.18). The tester shall verify the documentation which type of data pass
thirough each applicable physical port.

THO03.15.02: The tester shall verify from-the vendor documentation and by inspectiqn of the
criyptographic module, that all input data“entering the module via the data input intefface and
applicable physical ports only use the specified paths. The tester shall examine all logical andl physical
information flows and shall verify thatthe specification of the paths used by the input data is qonsistent
with the design and operation of the'cryptographic module. The tester shall verify that thgre are no
conflicts between the applicable paths that may lead to the compromise of CSPs, plaintext datg, or other
information.

THO03.15.03: The tester shall verify, by inspection and from the vendor documentation,| that the
urfambiguous specification is provided about the format of input data and control information,[including
lepgth restrictions ferall variable length inputs.

TH03.15.04: The tester shall verify that the identified component within the cryptographic boundary is
logated on thesspecified path under VE03.15.02.

TH03.15:05: The tester shall examine the applicable source code(s) to ensure that the |dentified
compeénent is actually validating the documented format.

b1 Fate S lial lanh] " " 1 1l P A . " A 1. L " h L. P 1ol . " l'
TEO3 1506 Thetestershatt dCCCIITPT O HIIPUC tddtd a1/ 0T COIICT O TITTOT T tTOIT WITICIT Is 1ot comp lant

with the format, and verify that such service inputs are rejected by the cryptographic module.
NOTE The test platform or configuration can impose a part of format/restrictions.

EXAMPLE1 A device driver to use the cryptographic module is enforcing a part of the format.
EXAMPLE 2  Alayer in a protocol stack supports fixed length packet only.

If it is not possible for the tester to input certain data or control information which is not compliant
with the format, then the tester shall require the vendor to provide a rationale why this test cannot
be performed. In such case, the tester shall follow alternative procedures allowed by the validation
authority to ensure that the cryptographic module is validating the format.
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6.3.4 Trusted channel
AS03.16: (Trusted channel — Levels 3 and 4)

For the transmission of unprotected plaintext CSPs, key components and authentication data
between the cryptographic module and the sender or receivers endpoint the cryptographic
module shall implement a trusted channel.

Required Vendor Information

VE03.16.01: The vendor shall describe the method of transmission of unprotected CSPs and the way
they are protected via a trusted channel.

Required Test Procedures

TE03.16.01: The tester shall verify that the trusted channel is able to protect unprotected.CSPs between
the cryptpgraphic module boundary and the sender or receiver endpoint.

AS03.17:|(Trusted channel — Levels 3 and 4)

The trusted channel shall prevent unauthorized modification, substitution,and disclosure along
the comrpunication link.

NOTE This assertion is not separately tested. Tested as part of AS03.18 or A§03.19.
AS03.18:|(Trusted channel — Levels 3 and 4)

The physical ports used for the trusted channel shall be ‘physically separated from all othler
ports {or{AS03.19 shall be satisfied}.

Required Vendor Information

VEO03.18.01: The vendor documentation shall speeify if the cryptographic module inputs or outpyts
plaintext|CSPs. The physical port(s) used for theinput and output of plaintext CSPs shall be physically
separated from all other physical ports of the'déryptographic module.

VE03.18.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure that
only plaintext CSPs enter or exit the module through the applicable physical ports, and that no otHer
data, plaiptext or encrypted, entersorexits the module via the applicable physical ports.

Required Test Procedures

TEO03.18.01: The tester shallverify if the vendor documentation specifies whether the cryptographic
module ipputs or outputs plaintext CSPs. The tester shall verify from the vendor documentation ahd
also by injspection of thie-physical ports on the cryptographic module that the applicable physical ports
used for the input,and output of plaintext CSPs are physically separated from all other physical ports|of
the modulle.

TE03.18.02+If the cryptographlc module lnputs or outputs plalntext CSPS the tester shall Verlfy th
only plaintex
data, plaintext or encrypted enters or exits the module via the apphcable phy51cal ports

AS03.19: (Trusted channel — Levels 3 and 4)

The logical interfaces used for the trusted channel shall be logically separated from all other
interfaces {or AS03.18 shall be satisfied).

Required Vendor Information

VEO03.19.01: The vendor documentation shall describe how the logical interfaces used in the trusted
channel to input and output plaintext CSPs are logically separated from all other interfaces.
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VEO03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure
that plaintext CSPs enter or exit the module through the applicable logical interface using the trusted
channel, and that no other data, plaintext or encrypted, enters or exits the module via the applicable
logical interface using the trusted channel.

VEO03.19.03: The vendor documentation shall provide rationale how the trusted channel prevents
unauthorized modification, substitution, and disclosure along the communication link.

R
T

equired Test Procedures

EN3.1901: The tester shall vprify from the vendor documentation and also hy incppr‘fi

on of the

criyptographic module that the applicable logical interfaces used in the trusted channel to
oytput of plaintext CSPs are logically separated from all other logical interfaces of the module

T

H03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the testershall v

plpintext CSPs enter or exit the module through the applicable logical interface-using th
chlannel, and that no other data, plaintext or encrypted, enters or exits the module via the 3
logical interface using the trusted channel.

T

B

of[proof is on the vendor; if there is any uncertainty or ambiguity, thetester shall require the
prioduce additional information as needed.

T

H03.19.04: The tester shall, by attempting to access the communication link, verify that th

chiannel prevents unauthorized modification, substitution, anddisclosure along the communic

A

$03.20: (Trusted channel — Levels 3 and 4)

Identity-based authentication shall be employed-for all services utilizing the trusted ch

R
\%

¢quired Vendor Information

£03.20.01: The vendor shall provide desesiption of the authentication mechanism used by th

chlannel.

R
T

¢quired Test Procedures

H03.20.01: The tester shall verify that an identity-based authentication mechanism is emplo}

sefvices utilizing the trusteld channel. The tester shall verify that services utilizing the truste
arg not provided without successfully passing the operator authentication.

A
A
R
\%
R

$03.21: (Trusted channel — Levels 3 and 4)
status indicator shall be provided when the trusted channel is in use.

¢quired Yendor Information

nput and

erify that
e trusted
pplicable

03.19.03: The tester shall verify the correctness of any rationale prowided by the vendor. The burden

vendor to

e trusted
htion link.

annel.

e trusted

red for all
1 channel

lisin use.

103.21.01: The vendor shall provide description of the indicator provided when trusted channg

qnirpd Test Procedures

TE03.21.01: The tester shall verify, by exercising the module, that the status indicator is provided when
the trusted channel is in use.

A

$03.22: (Trusted channel — Level 4)

In addition to the requirements of Security Level 3, for Security Level 4 multi-factor identity-
based authentication shall be employed for all services utilizing the trusted channel.

R

equired Vendor Information

VEO03.22.01: The vendor shall provide description of the multi-factor identity-based authentication
mechanism used by the trusted channel.
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Required Test Procedures

TEO03.22.01: The tester shall verify that a multi-factor identity-based authentication mechanism is
employed for all services utilizing the trusted channel. The tester shall verify that services utilizing the
trusted channel are not provided without successfully passing the operator authentication.

6.4 Roles, services, and authentication

6.4.1 Roles, services, and authentication general requirements

AS04.01:

A cryptggraphic module shall support authorized roles for operators and correspondil

services
NOTE
AS04.02;

If a cryp
maintairn

Required Vendor Information

VE04.02.
allowed.
roles and
describe

EXAMPLE

EXAMPLE
RSAkey g

EXAMPLE
cannot chd

(Roles, services, and authentication — Levels 1, 2, 3, and 4)

within each role.
This assertion is tested under AS04.11.
(Roles, services, and authentication — Levels 1, 2, 3, and 4)

tographic module supports concurrent operators, then the module shall interna

1: The vendor documentation shall specify whethermultiple concurrent operators 3
Che vendor documentation shall specify the method by which separation of the authoriz
services performed by each operator is achieved:-”The vendor documentation shall al
iny restrictions on concurrent operators.

1  One operator in a maintenance role and another in a user role simultaneously is not allowed.

2 Multiple concurrent operators up to 16 ‘eperators in a user role are supported, but the only g
bneration service can be run at a time in the\cryptographic module.

3 When multiple concurrent operdtoss in a Crypto Officer role are logged in, but each Crypto Offi
Inge the authentication data of the other operators in a Crypto Officer role.

RequireI Test Procedures

TE04.02.
module t

described.

TE04.02.02: The testervshall assume the identity of two independent operators: Operatorl a

Operator
allocated
to access

1: The tester shall verify the vendor documentation that the method implemented by t
b enforce separation.between the roles and services performed by concurrent operators

P. The opetators shall assume different roles. The tester shall verify that only the servid
to the each role can be performed in that role. The tester shall also attempt, for each operat
services that are unique to the role assumed by the other operator in order to verify th

separatioln iS‘maintained between the roles and services allowed in concurrent operators.

the separation of the roles assumed by each operator and thé-corresponding servicess.

2]

re
ed

ne

er

TE04.02.03: If the vendor documentation specifies any restrictions on concurrent operators, the tester
shall attempt to violate the restrictions by attempting to concurrently assume restricted roles as
independent operators and verify that the module enforces the restrictions.

AS04.03:

(Roles, services and authentication — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.4 shall be provided.

Required Vendor Information

VE04.03.01: The vendor shall provide documentation as described in {ISO/IEC 19790:2012} A.2 4.
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TE04.03.01: The tester shall check vendor documentation against {ISO/IEC 19790:2012} A.2.4

specification.

6.4.2 Roles
AS04.04: (Roles — Levels 1, 2, 3, and 4)

A cryptographic module shall, at a minimum, support a Crypto Officer Role.

NOTE This assertion is not separately tested. Tested as part of AS04.05.
A$04.05: (Roles — Levels 1, 2, 3, and 4)

Tie Crypto Officer Role shall be assumed to perform cryptographic initialization or man
f
anld audit functions).

Re¢quired Vendor Information

VE04.05.01: In the documentation required, the vendor shall includ®at least one crypto-of
These roles shall be specified by name and allowed services.

Re¢quired Test Procedures

TH04.05.01: The tester shall verify the vendor documentation that at least one crypto-offic
ddfined. The tester shall verify that roles are specified-by name and allowed services as sp
A$04.05.

A$04.06: (Roles — Levels 1, 2, 3, and 4)

If the cryptographic module supports a User Role, then the User Role shall be assumed to
gdneral security services, including eryptographic operations and other approved
functions.

Ré¢quired Vendor Information

VHE04.06.01: If the cryptographic module supports a User Role, the vendor provided docur
shall (1) explicitly state that a User Role is supported, and (2) completely specify the role by
allowed services.

Réquired Test Procedures

agement

ctions and general security services (e.g. module initialization, management of CSPs, PSPs,

ficer role.

er role is
ecified in

perform
security

hentation
name and

TH04.06.01: The tester shall determine from the vendor documentation whether the crypfographic
module supports a User Role. If the cryptographic module supports a User Role, the tester s}
the vender*documentation that at least one user role is defined. The tester shall verify that u
splecified by name and allowed services as specified in AS04.06.

all verify
ber role is

All unprotected SSPs shall be zeroised when entering or exiting the Maintenance Role.
Required Vendor Information

VE04.07.01: If the cryptographic module has a maintenance access interface, the vendor

provided

documentation shall 1) explicitly state a maintenance role is supported, 2) completely specify the
role by name, purpose, and allowed services, and 3) specify the maintenance access interface under

VE07.11.01.

VE04.07.02: The vendor documentation shall specify how the module’s unprotected SSPs, as defined in

ISO/IEC 19790:2012, 3.110, are actively zeroised when the maintenance role is entered or exit
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Required Test Procedures

TE04.07.01: The tester shall verify the specifications of the module interfaces whether a maintenance
access interface is specified (see AS07.11). If so, the tester shall verify the vendor documentation
pertaining to the authorized roles and verify that the maintenance role is specified by name, purpose,
and allowed services.

TE04.07.02: The tester shall verify the specifications of the module interfaces whether a maintenance
role is defined and check the zeroisation of all unprotected SSPs as described in the module specification.

TE04.07.03: While in the maintenance role the testershall enter forall nnprnfpr‘fpd SSPs_known values

which ar¢ effective in demonstrating the zeroisation and, upon exit from the maintenance role,”shpll
verify thqt zeroisation has taken place.

6.4.3 Sprvices

6.4.3.1 |[Services general requirements
AS04.08](Services — Levels 1, 2, 3, and 4)

Services shall refer to all of the services, operations, or functions that’can be performed by a
module.

NOTE This assertion is not separately tested.
AS04.09] (Services — Levels 1, 2, 3, and 4)

Service ipnputs shall consist of all data or control inputs to the module that initiate or obtadin
specific §ervices, operations, or functions.

NOTE This assertion is not separately tested.
AS04.10:|(Services — Levels 1, 2, 3, and 4)

Service outputs shall consist of all data-eutputs, control outputs, and status outputs that result
from seryices, operations, or functions'initiated or obtained by service inputs.

NOTE This assertion is not separately'tested.
AS04.11:|(Services — Levels 1, 2,3, and 4)

Each seryice input shall result in a service output.

Required Vendor Information

VE04.11.01: The ¥endor documentation shall describe the purpose and function of each service. The
documentation.shall include for each service: service inputs, corresponding service outputs, and the
authorizdd role or roles in which the service can be performed.

Required Test Procedures

TE04.11.01: The tester shall check the vendor documentation and verify that the purpose and function
of each service is described. The tester shall also check that the following information is specified for
each service: service inputs, corresponding service outputs, and the authorized role or roles in which
the service can be performed.

TE04.11.02: The tester shall perform the following for each service (i.e. security and non-security
services, both approved and non-approved services).

— Enter each of the specified service inputs and observe that they result in the specified service
outputs.
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For services that require the operator to assume a role, the role shall be assumed to enter e
specified service inputs and observe that they result in the specified service outputs.

ach of the

For services that require the operator to assume a role, assume the role that is not specified for the
service and enter each of the specified service inputs and observe that the service is not provided.

For services that require the operator to assume an authenticated role, the role shall be

assumed

and authenticated to enter each of the specified service inputs and observe that they result in the

specified service outputs.

For services that rpqnirp the operator to assume an authenticated role the role shall be

assumed

EX
ve

AS
A
N(
Sh
Af
in
fi1
R4

Vi
in

Vi
vel

VI
Ad
ve

R¢
TH

but the authentication data shall be modified to fail authentication and enter each of the
service inputs and observe that the service is not provided.

For services that provide data output over the data output interface, the tester shall verify
against the expected result.

AMPLE If the service provides data output which is a function of the services data input, the
Fify the data output result as a function of the provided input data.

04.12: (Services — Levels 1, 2, 3, and 4)
cryptographic module shall provide the following services to operators.
TE This assertion is not separately tested.

lule’ ioning inf ti
04.13: (Services — Levels 1, 2, 3, and 4)

ormation that can be correlated with-a’validation record (e.g. hardware, softwars
mware versioning information).

quired Vendor Information

04.13.01: The vendor documentation shall describe the output of the current name and v
formation of the cryptographic module;

04.13.02: The vendor provided documentation shall identify the name or module identifig
rsioning informationwhich will be posted as the validation record.

04.13.03: The wendor provided documentation, either non-proprietary security poli
Iministrator gtidance, shall specify how to correlate the output of the current name
rsioning inférmation with a validation record.

quired-Fest Procedures

04713.01: The tester shall verify that the service outputs (i.e. name or module iden{

specified

the result

tester will

TlFe cryptographic module shall output the name or module identifier and the vérsioning

2, and/or

ersioning
r and the
Cy or an

and the

ifier and

Ve

rsioning information) are consistent with specification and with information provid

ed under

as

sertions AS02.11, AS02.12, and AS11.04.

TE04.13.02: The tester shall verify that the vendor provided documentation (i.e. non-proprietary
security policy or an Administrator guidance) provides sufficient information to unambiguously
identify the module version.

TE04.13.03: The tester shall verify that the output of the current name or module identifier and the
versioning information is sufficient for an operator to correlate the module with a validation record,
with the help of non-proprietary security policy or an administrator guidance.
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Show Status

AS04.14: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output current status.
Required Vendor Information

VE04.14.01: The vendor documentation shall describe the output of the current status of the module.

Require(l Test Procedures

TE04.14.91: The tester shall verify the vendor documentation to verify that the “Show Status’/service
is allocatgd to at least one authorized role. The tester shall verify that these services areddescribed jas
specifiedfin AS04.14.

TE04.14.92: The tester shall verify that the “Show Status” indicator matches the vendor documentatign.
Perform/self-tests
AS04.15;(Services — Levels 1, 2, 3, and 4)

The cryptographic module shall initiate and run the pre-operational self-tests as specified |in
{ISO/IEC(19790:2012} 7.10.2.

Required Vendor Information

VE04.15.01: The vendor documentation shall describe the initiation and running of user callable self-tesfts.

RequireI Test Procedures

TEO04.15.01: The tester shall verify that the module provides for the initiation of the running of pre-
operatior]al self-tests, as specified in {ISO/IEC 19790:2012} 7.10 this is performed under documentatipn
verificatipn in TEA.01.01.

Perform lapproved security functions
AS04.16:|(Services — Levels 1, 2,3;and 4)

The cryptographic module Shall perform at least one approved security function used in an
approved mode of operatiémas specified in {ISO/IEC 19790:2012)} 7.2.4.

NOTE This assertionfs not separately tested.
Perf ..
AS04.17:|(Services — Levels 1, 2, 3, and 4)

The cryptographic module shall perform zeroisation of the parameters as specified in {ISO/IEC
19790:2012) 7.9.7.

NOTE This assertion is not separately tested.

6.4.3.2 Bypass capability
AS04.18: (Bypass capability — Levels 1, 2, 3, and 4)

If the module can output a particular data or status item in a cryptographically protected form,
or (as a result of module configuration or operator intervention) can also output the item in a
non-protected form, then a bypass capability shall be defined.

Required Vendor Information
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VE04.18.01: If the module implements a bypass capability, the vendor documentation shall describe the
bypass service.

Required Test Procedures

TE04.18.01: The tester shall verify that the module implements a bypass capability as specified in the
vendor documentation.

AS04.19: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the operator shall assume an
aythorized role before configuring the bypass capability.

Re¢quired Vendor Information

VE04.19.01: If the module implements a bypass capability, the vendor documentation shall describe
hdw the operator assumes an authorized role before configuring the bypass capability.

Re¢quired Test Procedures

TH04.19.01: The tester shall verify from the vendor documentation thatthe'module requires ar operator
tolassume an authorized role before configuring the bypass capability:

THO04.19.02: The tester shall assume the defined role that is documented to configure te bypass
capability and perform the configuration.

TH04.19.03: The tester shall assume a defined role that.is not documented to configure the bypass
capability and attempt to perform the bypass configuration. The tester shall verify the attempt fails.

A$04.20: (Bypass capability — Levels 1, 2, 3, and 4)

If p cryptographic module implements a bypass capability, then two independent interngl actions
shall be required to activate the capability to prevent the inadvertent bypass of plaintext data
dye to a single error.

Re¢quired Vendor Information

VE04.20.01: If the module implements a bypass capability, the vendor documentation shall degcribe the
byjpass service as specified iniAS04.20.

VH04.20.02: The finite state model and other vendor documentation shall indicate, for all tfansitions
info an exclusive or @lternating bypass state, two independent internal actions that are required to
transition into eachibypass state.

Ré¢quired TestProcedures

TH04.20.01s.The tester shall verify whether the bypass capability is implemented by the mddule. The
tepter shall verify the vendor documentation to verify that the bypass capability is allocated to at least
orle duthorized role.

TE04.20.02: The tester shall verify the finite state model and other vendor documentation whether each
transition into an exclusive or alternating bypass state shows two independent internal actions that
have to occur in order for the cryptographic module to transition into either exclusive or alternating
bypass state.

TE04.20.03: The tester shall attempt to transition to each bypass state from each state that shows such
a transition and verify that it takes two internal actions to accomplish each such transition.

AS04.21: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the two independent internal
actions shall modify software and/or hardware behaviour that is dedicated to mediate the
bypass capability.
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Required Vendor Information

VE04.21.01: If the module implements a bypass capability, the vendor provided documentation shall
specify how the two independent internal actions modify software and/or hardware behaviour that is
dedicated to mediate the bypass capability.

VE04.21.02: The vendor provided documentation shall specify how the two independent internal
actions protect against the inadvertent bypass of plain text data to a single error.

Required Test Procedures

TE04.21.01: The tester shall verify that vendor documentation specifies how the two independgnt
internal dctions protect against the inadvertent bypass of plain text data due to a single error.

TE04.21.02: The tester shall verify that the two independent internal actions modify software andjor
hardwarg behaviour that is dedicated to mediate the bypass capability, by inspection andbyattemptipg
to transitfion to each bypass state from each state that shows such a transition.

=]

AS04.223 (Bypass capability — Levels 1, 2, 3, and 4)

If a crypgographic module implements a bypass capability, then the module shall show status [to
indicate whether the bypass capability

a) is pot activated, and the module is exclusively providing services with cryptographlic
processihg (e.g. plaintext data is encrypted),

(=

b) is [activated and the module is exclusively providing services without cryptographic

processing (e.g. plaintext data is not encrypted), or

c) is alternately activated and deactivated and the module is providing some services with
cryptogrfaphic processing and some services without cryptographic processing (e.g. for moduﬂes
with multiple communication channels, plaintextdata is or is not encrypted depending on each
channel gonfiguration).

Required Vendor Information
VE04.22.01: The vendor documentation for'the “Show Status” service shall indicate bypass status.
Required Test Procedures

TE04.22.01: The tester shall review the vendor documentation for the “Show Status” service and ver|fy
the bypags service indicatiofr

TE04.22.02: The tester §hall transition to each bypass state and verify that the “Show Status” indicates
the appligable bypass status.

6.4.3.3 |Self-Initiated cryptographic output capability

AS04.23 (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

The self-initiated cryptographic output capability shall be configured by the Crypto Officer and
this configuration may be preserved over resetting, rebooting, or power cycling of the module.

Required Vendor Information
VE04.23.01: The vendor shall provide description of the self-initiated cryptographic output capability.
Required Test Procedures

TE04.23.01: The tester shall verify that the self-initiated cryptographic output capability is configured
by the Crypto Officer.

AS04.24: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)
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If a cryptographic module implements a self-initiated cryptographic output capability, then
two independent internal actions shall be required to activate the capability to prevent the
inadvertent output due to a single error.

NOTE This assertion is not separately tested. Tested as part of AS04.25.
AS04.25: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a self-initiated cryptographic output capability, then the
two independent internal actions shall modify software and/or hardware behaviour that is
dedicated to mediate the rapnhilify (p g. two different software or hardware flagc are set, one of

which may be user-initiated).

Re¢quired Vendor Information

VE04.25.01: The vendor shall define a set of two internal actions to be independently done i order to
aclivate the self-initiated cryptographic output capability.

VH04.25.02: The vendor provided documentation shall specify how the\two independent internal
actions modify software and/or hardware behaviour that is dedicated\td mediate the self-initiated
crlyptographic output capability.

VH04.25.03: The vendor provided documentation shall specify-how the two independent internal
ackions protect against the inadvertent output due to a single etror.

Re¢quired Test Procedures

THO04.25.01: The tester shall determine whether the cryptographic module implements a self-initiated
criyptographic output capability. The tester shall yerify that vendor documentation specifief the two
inflependent internal actions performed by the cryptographic module before activating the self-initiated
criyptographic output capability. The tester shall also verify that vendor documentation spegifies how
the two independent internal actions protect\against the inadvertent output due to a single erjror.

THO04.25.02: The tester shall activate the self-initiated cryptographic output capability and vierify that
the two independent internal actions-function as specified. If any software or firmware compdnents are
executed in the process of activation, the tester shall examine the applicable source code to erjsure that
the software or firmware components support the requirement for two independent internfl actions
bdfore activating the self-injtiated cryptographic output capability.

THO04.25.03: The tester,shall verify that a status indicator is provided to indicate when the self-initiated
cryptographic outputcapability is activated.

A$04.26: (Self-initiated cryptographic output capability— Levels 1, 2, 3, and 4)

If la cryptographic module implements a self-initiated cryptographic output capability,|then the
mpdule shall show status to indicate whether the self-initiated cryptographic output cppability
isfactivated.

NOTE This assertion is not separately tested. Tested as part of AS04.25.

6.4.3.4 Software/Firmware loading
AS04.27: (Software/Firmware loading — Levels 1, 2, 3, and 4)

If a cryptographic module has the capability of loading software or firmware from an external
source, then the following requirements shall apply.

NOTE This assertion is not separately tested. Tested as part of AS04.28.

AS04.28: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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The loaded software or firmware shall be validated by a validation authority prior to loading to
maintain validation.

Required Vendor Information

VEO04.28.01: The vendor shall provide a certificate of validation by a validation authority. This certificate
shall unambiguously identity the software or firmware loaded in the cryptographic module.

Required Test Procedures

TE04.28.01: The tester shall check that the software or firmware version is the one who claims to be.
This identification shall be consistent with the one verified in ISO/IEC 19790:2012, 7.2.3.1.

AS04.29] (Software/Firmware loading — Levels 1, 2, 3, and 4)

All data |output via the data output interface shall be inhibited until the software/firmwajre
loading gnd load test has completed successfully.

Required Vendor Information

VE04.29.01: The vendor shall describe the process used to inhibit data outputduring loading procesdes
and load fest.

RequireI Test Procedures

TE04.29.01: The tester shall verify that the data output is inhibited during software or firmware
loading apd load test.

AS04.303 (Software/Firmware loading — Levels 1, 2, 3, and 4)

The Software/Firmware Load Test specified in {ISO/IEC 19790:2012} 7.10.3.4 shall be performed
before the loaded code can be executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 to AS10.41.
AS04.314(Software/Firmware loading —Levels 1, 2, 3, and 4)

The cryptographic module shall withhold execution of any loaded or modified approved security
function$ until after the pre-operational self-tests specified in {ISO/IEC 19790:2012} 7.10.2 haye
been sucgessfully executed.

NOTE This assertion is not-separately tested. Tested as part of AS10.37 to AS10.41.

AS04.324(Software/Firmware loading — Levels 1, 2, 3, and 4)

The modules versioning information shall be modified to represent the addition and/or update
of the newly loaded'software or firmware ({ISO/IEC 19790:2012} 7.4.3).

Required Vendor Information

VE04.32.0+—Fhe-vendor-sh at-provide-the-means—toread-the-verstenot-the newlytoaded—se
firmware.

Required Test Procedures

TE04.32.01: The tester shall initiate the software/firmware load test. After the pre-operational self-
tests have been successfully executed subsequent to software/firmware load test, the tester shall
verify that the versioning information is modified to represent the addition and/or update of the newly
loaded software or firmware.

AS04.33: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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If the loading of new software or firmware is a complete image replacement, this shall constitute
an entirely new module which would require validation by a validation authority to maintain
validation.

Required Vendor Information

VE04.33.01: The vendor provided documentation shall specify whether the module supports a complete
image replacement as a result of software/firmware loading and load test.

VEO04.33.02: The vendor shall provide a certificate of validation by a validation authority. This certificate

shall nnthignmldy identitv the software or firmware loaded in the r‘rypfngrnphir‘ module

Ré¢quired Test Procedures

THO04.33.01: The tester shall ensure that the new complete image replacementcis-validqted by a
validation authority by inspection of the name and version as indicated in AS04.13.

AS04.34: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The new software or firmware image shall only be executed after the module transitions
through a power-on reset.

Ré¢quired Vendor Information

VEO04.34.01: If a complete image replacement is supported, the vendor provided documentaftion shall
splecify how the new image is executed only after the moduletransitions through a power-on feset.

Ré¢quired Test Procedures

TH04.34.01: The tester shall initiate the softwaré/firmware load test. After the software/ffirmware
logd test passed, the tester shall verify that the leaded software or firmware cannot be used yntil after
the pre-operational self-tests have been succeSsfully executed through power-on reset.

A$04.35: (Software/Firmware loading.=— Levels 1, 2, 3, and 4)
Alll SSPs shall be zeroised prior to-execution of the new image.
Ré¢quired Vendor Information

VHE04.35.01: If a complete-image replacement is supported, the vendor provided documentaftion shall
splecify that SSP zeroisation takes place prior to execution of the new image.

VHE04.35.02: If a coniplete image replacement is supported, the vendor documentation shall specify the
following SSPs zeroisation information:

a)| zeroisationtechniques;

b)| rationale explaining how the zeroisation technique is performed in a time that is not sufficient to
compromise SSPs.

Requ1rea I'est Frocedures

TE04.35.01: The tester shall review the vendor documentation to verify that the information specified
in VE04.35.01 is included. The tester shall determine the accuracy of any rationale provided by the
vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall
require the vendor to produce additional information as needed.

TE04.35.02: The tester shall note which SSPs are present in the module and initiate the power-on reset
subsequent to software/firmware load test. Following the completion of the pre-operational self-test,
the tester shall attempt to perform cryptographic operations using each of the SSPs that were stored in
the module. The tester shall verify that each SSP cannot be accessed.
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6.4.4 Authentication
Role-Based Authentication
AS04.36: (Role-Based Authentication — Levels 2, 3, and 4)

If role-based authentication mechanisms are supported by a cryptographic module, the module
shall require that one or more roles either be implicitly or explicitly selected by the operator
{and shall authenticate the assumption of the selected role (or set of roles)}.

NOTE This assertion is not separately tested. Tested as part of AS04.37.

AS04.37;(Role-Based Authentication — Levels 2, 3, and 4)

If role-bgsed authentication mechanisms are supported by a cryptographic module, the modyle
{shall require that one or more roles either be implicitly or explicitly selected by the gperator and}
shall authenticate the assumption of the selected role (or set of roles).

Required Vendor Information

VE04.37.01: The vendor shall document the type of authentication performed for the module. The
vendor shall document the mechanisms used to perform the implicit or explicit'selection of a role or et
of roles ahd the authentication of the operator to assume the role(s).

Required Test Procedures

TE04.37.01: The tester shall verify that the vendor documentation specifies the mechanisms used for
the selectjion of a role or roles and the authentication of the operator to assume a role.

TE04.37.92: The tester shall assume each role and initiatean error during the authentication procedufe.
The testef shall verify that the module denies access toseach role.

AS04.383(Role-Based Authentication — Levels 2;3, and 4)

If a cryptographic module permits an ‘dperator to change roles, then the module shtll
authentifate the assumption of any role'that was not previously authenticated for that operatgr.

Required Vendor Information

VE04.38.01: The vendor documentation shall describe the ability of an operator to modify roles ahd
shall statf that authenticationef an operator to assume a new role is required.

Required Test Procedures

TE04.38.01: The tester-shall verify the vendor documentation to verify that the method by which pn
operator fan modify\roles includes the authentication of the operator to assume a new role.

TE04.38.02: Thetester shall perform the following tests.

a) Assufrea role, attempt to modify to another role that the operator is authorized to assume, ahd
verify that the module allows the operator to request services assigned to the new role.

b) Assume a role, attempt to modify to another role that the operator is not authorized to assume,
and verify that the module does not allow the operator to request the services assigned only to the
new role.

Identity-B { Aut] -
AS04.39: (Identity-Based Authentication — Levels 3 and 4)

If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified, {shall require that
one or more roles either be implicitly or explicitly selected by the operator, and shall authenticate
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the identity of the operator and the authorization of the operator to assume the selected role or set
of roles}.

Required Vendor Information

VE04.39.01: The vendor documentation shall specify the type of authentication implemented within
the module. The vendor documentation shall specify

a)

the mechanism(s) used to perform the identification of the operator,

NOTE1 Thisis associated with AS04.39.

b)

R4
TH

the mechanism(s) used to perform the authentication of the operator’s identity,

NOTE 2  Thisis associated with AS04.41.

the mechanism(s) used to perform the implicit or explicit selection of a role gr'\sét of roles
NOTE 3  Thisis associated with AS04.40.

the mechanism(s) used to perform the verification of the authorizatien of the operator t
the role(s), and

NOTE 4  Thisis associated with AS04.41.

the mechanism(s) used to internally maintain the_felationship between the ident
authenticated operator and the selected role or set of réles authorized to assume by the o

NOTES5  Thisis associated with AS04.40, AS04.41, AS0%4.42, and AS11.13.

quired Test Procedures

04.39.01: The tester shall verify that the vetidor documentation specifies

how the operator is uniquely identified,
NOTE 6  This is associated withrAS04.39.
how that identity is authenticated,
NOTE 7  This is associated with AS04.41.
how the operatorchooses a role,

NOTE 8  This\is’associated with AS04.40.

0 assume

ified and
perator.

how the ‘guthorization of the operator to assume a role is performed based on the authenticated

identify, and

NOTE 9 Thisis associated with AS04.41.

ow the Tetationship s imtermatty Tmaintaimed-between the fdemntified and authermnticate
and the selected role or set of roles authorized to assume by the operator.

NOTE 10 This is associated with AS04.40, AS04.41, AS04.42, and AS11.13.

operator

TE04.39.02: The tester shall verify by inspection and from the vendor documentation that the
identification and authentication procedure is implemented as specified in the vendor documentation
provided under VE04.39.01.

TE04.39.03: The tester shall initiate an error during the authentication procedure and shall verify that
the module does not allow the tester to proceed beyond the authentication procedure.
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TE04.39.04: The tester shall successfully authenticate his/her identity to the module. When required to
select one or more roles, the tester shall select roles not compatible with the authenticated identity and
shall verify that authorization to assume the roles is denied.

NOTE 11 This test procedure is associated with AS04.39 and AS04.41.
AS04.40: (Identity-Based Authentication — Levels 3 and 4)

{If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified}, shall require
that one_or more roles either he implirifly or pyplirifly selected hy the operator, {nnd shall
authenti¢ate the identity of the operator and the authorization of the operator to assumé\the
selected fole or set of roles).

NOTE This assertion is not separately tested.
AS04.41:|(Identity-Based Authentication — Levels 3 and 4)

{If identity-based authentication mechanisms are supported by a cryptographic module, the
modaule shall require that the operator be individually and uniquely identified, shall require that
one or mpre roles either be implicitly or explicitly selected by the operator}, and shall authenticate
the identlity of the operator and the authorization of the operator to assume the selected role jor
set of roles.

NOTE This assertion is not separately tested.
AS04.42:| (Identity-Based Authentication — Levels 3 and 4)

If a crypfographic module permits an operator to change roles, then the module shall verify the
authorizption of the identified operator to assume any-role that was not previously authorized.

VE04.42.01: The vendor documentation shall specifys:
a) whether the cryptographic module permits‘an operator to modify roles;
b) how @n operator can modify roles after'the operator is identified and authenticated;

c) how the relationship is internallytmaintained between the identified and authenticated operator
and the selected role or set of rgles authorized to assume by the operator [see item e) of VE04.39.0[L];

d) how the cryptographic medule enforces the verification of authorization of the identified operator
to asgume a role that was1ot previously authorized;

e) condltions under which the operator’s identity has to be reauthenticated in modifying roles;
f)  how the cryptegraphic module is designed to meet the assertion AS11.13:

1) How thekryptographic module prohibits changing to a Crypto Officer state from any other r¢le
dthérthan the Crypto Officer;

2) how the results of previous authentications/authorization is cleared and the cryptographic
module requires the operator to be authenticated and authorized to assume a Crypto Office
role, when changing from any other role other than the Crypto Officer role.

Required Test Procedures

TE04.42.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module permits an operator to modify roles.

TE04.42.02: The tester shall verify in the vendor documentation that the method by which an operator
can modify roles without re-authentication of the operator’s identity includes the verification of the
authorization of the operator for a role not previously authenticated.
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TE04.42.03: The tester shall perform the following tests.

a)

AS

Assume each role, attempt to modify to another role that the tester is authorized to assume, verify
that the tester’s identity does not have to be reauthenticated, and verify that the tester can access the
services associated with the new role. The tester shall perform services in the new role that were not
associated with the previous role in order to verify that the tester has assumed a different role.

Assume each role, attempt to modify to another role that the operator is not authorized to assume,
and verify that the module denies access to the role based on the identity of the operator.

ging to a
ecified in

d on, the

itions are

04.43.01: The tester shall verify the vendor dogumentation that the clearing of |previous
hentications upon power off of the module is described.

04.43.02: The tester shall authenticate to the module and assume one or more roles, powler off the

pdule, power on the module, and attempt to perform services in those roles. To meet this assertion,
e module shall deny access to the services and require that the tester be reauthenticated.

04.44: (Operator authentication — Levels 1, 2, 3, and 4)

Authentication data within a cryptographic module shall be protected against unauthorized

us
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e, disclosure, modification, and substitution.

a

TE Approved security functions can be used as part of the authentication mechanism.
quired Vendor Information

04.44.01: The wendor documentation shall describe the protection of all authentication data

thin the modiule. Protection shall include the implementation of mechanisms that prote¢t against
authorized.disclosure, modification, and substitution.

quired:Test Procedures

04.44.01: The tester shall verify the vendor documentation that describes the profection of
icati i i ' la will be

protected against unauthorized disclosure, modification, and substitution.

TE04.44.02: The tester shall perform the following tests.

a)

b)

Attempt to access (by circumventing the documented protection mechanisms) authentication data
for which the tester is not authorized to have access. If the module denies access or allows access
only to encrypted or otherwise protected forms of data, the requirement is met.

Modify authentication data using any method not specified by the vendor documentation and
attempt to enter the modified data. The module shall not allow the tester to be authenticated using
the modified data.

AS04.45: (Operator authentication — Levels 2, 3, and 4)
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If a cryptographic module does not contain the authentication data required to authenticate
the operator for the first time the module is accessed, then other authorized methods (e.g.
procedural controls or use of factory-set or default authentication data) shall be used to control
access to the module and initialize the authentication mechanisms.

Required Vendor Information

VE04.45.01: The vendor documentation shall specify means to control access to the module before it is
initialized.

Required Test Procedures

TE04.45.01: The tester shall verify the vendor documentation describes the procedure by which the
operator |s authenticated upon accessing the module for the first time.

TE04.45.02: If access to the module before initialization is controlled, the tester shall initiate an error
initialized module and shall verify that the module denies access. The tester-shall assume the
authorizdd role and verify that the required authentication complies with the documented procedurgs.
shall attempt to assume other roles before the module has been initialized and verify that
the modufle denies access to the roles.

TE04.45.03: If default authentication data is used to access to the mwedule and to initialize the
authentidation mechanism, the tester shall assume the authenticated role, and verify that the defaplt
authentidation data is replaced upon the first-time authentication. Thétester shall also enter the defaplt
authentidation data after the first-time authentication and verify that the cryptographic module ddes
not allow|the tester to be authenticated.

AS04.463 (Operator authentication — Levels 2, 3, and 4)

If default authentication data is used to control access to the module, then default authenticatipn
data shall be replaced upon first-time authentication ({ISO/IEC 19790:2012} 7.9.7).

NOTE This assertion is not separately tested. Testéd as part of AS04.45.
AS04.47:|(Operator authentication — Levéls 2, 3, and 4)

If the cryptographic module uses security functions to authenticate the operator, then those
security ffunctions shall be approved 'security functions.

Required Vendor Information

VE04.47.91: The vendor provided documentation shall specify the list of security functions used |to
authentidate operators.

VE04.47.02: The vendor shall provide a validation certificate for each approved security functions [as
specified|in VE02:20.01.

Required TestProcedures

TE04 47(1 T foctar all szaxifiz o +1 eaaaeitaz £1a00 odl oo o oo d & il anti oot Baeratarce—a -,11
/.U T e tCS T —STrarT v eT Ity tiratc trre—sceeur oy ronttrons—uasttro—atnetrercarc—optrartors—arc

approved security functions.
AS04.48: (Operator authentication — Levels 2, 3, and 4)

The module shall implement an approved authentication mechanism as specified in
{ISO/IEC 19790:2012} Annex E.

Required Vendor Information

VE04.48.01: The vendor documentation shall describe the approved authentication mechanism used to
authenticate operators.
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VE04.48.02: If the module implements an approved authentication mechanism, the vendor shall provide
a validation certificate as specified in VE02.20.01.

Required Test Procedures

TE04.48.01: The tester shall verify that the authentication mechanism used to authenticate operators is
an approved one.

AS04.49: (Operator authentication — Levels 2, 3, and 4)

The strength of the approved authentication mechanism shall be specified in the security policy
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[SO/IEC 19790:2012}) Annex B).
TE This assertion is not separately tested. Tested as part of ASB.01.
04.50: (Operator authentication — Levels 2, 3, and 4)

r each attempt to use the approved authentication mechanism, the module shall
rength of the authentication objective.

quired Vendor Information

04.50.01: The vendor documentation shall specify each authentication mechanism and the a
se acceptance rate or probability that a random access will succeed.

quired Test Procedures

04.50.01: The tester shall verify the vendor documentation for each authentication mecha
e associated false acceptance or random access rate is specified.

04.50.02: The tester shall verify the vendor dectimentation for each authentication mecha
e objective is met.

04.51: (Operator authentication — Levels 2, 3, and 4)

r multiple attempts to use the'approved authentication mechanism during a on
riod, the module shall meet thestrength of the authentication objective.

quired Vendor Information

04.51.01: The vendor documentation shall specify each authentication mechanism and the 4
obability of a successful random attempt during a one-minute period.

quired Test Procedures

04.51.01: The tester shall verify the vendor documentation for each authentication mecha
e associdted probability of a successful random is specified.

0445102: The tester shall verify the vendor documentation for each authentication mecha

meet the

ssociated

hism that

hism that

P-minute

ssociated

nhism that

nism that

e @ssociated probability of a successful random is meeting the objective.

AS04.52: (Operator authentication — Levels 2, 3, and 4)

The approved authentication mechanism shall be met by the module’s implementation and not
rely on documented procedural controls or security rules (e.g. password size restrictions).

Required Vendor Information

VEO04.52.01: The vendor shall provide complete description of the authentication mechanisms.

Required Test Procedures
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TE04.52.01: The tester shall verify by inspection and from the vendor documentation that the approved
authentication mechanism is met by the module’s implementation and does not rely on documented
procedural controls or security rules.

AS04.53: (Operator authentication — Level 2)

If the operating system implements the authentication mechanism, then the authentication
mechanism shall meet the requirements of this clause.

Required Vendor Information

VE04.53.01: The vendor shall provide authentication mechanism specification of the operating system.
Required Test Procedures

TE04.53.01: The tester shall verify from the vendor documentation and by inspection that the’approved
authentidation mechanism implemented in the operating system meets the applicable requirements.

AS04.54] (Operator authentication — Levels 2, 3, and 4)

Feedback of authentication data to an operator shall be obscured during-authentication (e.g. ho
visible display of characters when entering a password).

Required Vendor Information

VE04.54.91: The vendor documentation shall specify the methed\ised to obscure feedback of the
authentidation data to an operator during entry of the authentication data.

Required Test Procedures

TE04.54.01: The tester shall verify from the vendor documentation that the authentication datalis
obscured|during data entry.

TE04.54.02: The tester shall enter authentication data and verify that there is no visible display|of
authentidation data during data entry.

AS04.55; (Operator authentication — Levels 2, 3, and 4)

Feedback provided to an operatoriduring an attempted authentication shall prevent weakenipg
of the authentication mechanism-strength beyond the required authentication strength.

Required Vendor Information

VE04.55.01: The vendop-documentation shall specify the feedback mechanism that is used when the
operator |s entering authéntication data.

Required Test Proc¢edures

TE04.55.01: The tester shall verify from the vendor documentation that the feedback mechanism ddes
not provifléeinformation that could be used to guess or determine the authentication data.

TE04.55.02: The tester shall enter authentication data to assume each role to ensure that the feedback
mechanism does not provide useful information.

AS04.56: (Operator authentication — Level 1)

If a module does not support authentication mechanisms, the module shall require that the
operator either implicitly or explicitly select one or more roles.

Required Vendor Information

VE04.56.01: The vendor shall document the type of authentication performed for the module. The
vendor shall document the mechanisms used to perform the implicit or explicit selection of a role or set
of roles and the authentication of the operator to assume the role(s).
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VE04.56.02: The vendor provided non-proprietary security policy shall provide a description of the
roles, either implicit or explicit, that the operator can assume.

VE04.56.03: The vendor provided non-proprietary security policy shall provide instructions for the
operator to assume either the implicit or explicit roles.

Required Test Procedures

TE04.56.01: The tester shall verify that the vendor provided non-proprietary security policy provides
a description of the roles, either implicit or explicit, that the operator can assume and the means to
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04.56.02: The tester shall invoke the method described in the non-proprietary security g
rify that each role can either be implicitly or explicitly assumed.

04.57: (Operator authentication — Level 2)

cryptographic module shall at a minimum employ role-based authentication to contr
the module.

TE This assertion is not separately tested. Tested as part of AS04.36.
04.58: (Operator authentication — Levels 3 and 4)

cryptographic module shall employ identity-based authentication mechanisms tc
cess to the module.

TE This assertion is not separately tested. Tested aspart of AS04.39 to AS04.41.
04.59: (Operator authentication — Level 4)

cryptographic module shall employ multi:factor identity-based authentication mechd

cagntrol access to the module.

\%
p1

R{
TH

04.59.01: The vendor shall provide specification of a multi-factor identity-based authentid
ovide testing features of the mechanism.

quired Test Procedures

04.59.01: The tester shall.verify the vendor documentation and assess multi-factor ident

authentication.

6.
AS

6 Software/Fivmware security

05.01: (Software/Firmware security — Levels 1, 2, 3, and 4)

The requirements of this clause shall apply to software and firmware compone

Crj

yptographic module.

olicy and

ol access

) control

nisms to

ation and

ity-based

nts of a

N(

TE This assertionisnot cnparafn]y tested Tested as parf of ASOS5 02t ASQ5 23

AS05.02: (Software/Firmware security — Levels 1, 2, 3 and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.5 shall be provided.

Required Vendor Information

VEO05.02.01: The vendor shall provide documentation as specified in ISO/IEC 19790:2012, A.2.5.

Required Test Procedures

TE05.02.01: The tester shall verify completeness of the documentation specified in
ISO/IEC 19790:2012, A.2.5.
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AS05.03: (Software/Firmware security — Levels 1, 2, 3 and 4)

The following requirements shall apply to software and firmware components of a cryptographic
module for Security Level 1.

NOTE This assertion is not separately tested.
AS05.04: (Software/Firmware security — Levels 1, 2, 3 and 4)

All software and firmware shall be in a form that satisfies the requirements of {ISO/IEC
19790:2012) without modification prior to installation {ISO/IEC 19790:2012} (7.11.7).

Required Vendor Information
VEO05.04.01: The vendor shall provide software and firmware specification.
Required Test Procedures

TEO05.04.01: The tester shall verify, by inspection of the cryptographic module/that specificati(;Es
provided|by vendor documentation are consistent with the actual design of the ctyptographic modu

AS05.05;| (Software/Firmware security — Levels 1, 2, 3 and 4)

For software and firmware modules and the software or firmware component of a hybrid modyle

(except fpr the software and firmware components within a disjoint hardware component of a
hybrid module): A cryptographic mechanism using an approved integrity technique shall pe

applied to all software and firmware components within.the module’s defined cryptographic
boundarj in one of the following ways:

— by tHe cryptographic module itself;
— by anjother validated cryptographic module operating in an approved mode of operation.
Required Vendor Information

VEO05.05.01: The vendor provided documentation shall describe the approved integrity technique thatis
applied t¢ all software and firmware components and the software or firmware component of a hybyid
module (¢xcept for the software and firmware components within a disjoint hardware component of a
hybrid mpdule).

VEO05.05.02: The vendor provided“documentation shall specify how the integrity technique is applied
to all softjware and firmware.components and the software or firmware component of a hybrid module
(except fqr the software and firmware components within a disjoint hardware component of a hybrid
module) @sing either

a) asingle encompassing message authentication code or signature,

or

b) multjpledisjoint codes or signatures.

VEO05.05.03: The vendor documentation shall describe whether the approved integrity technique is
implemented either by the cryptographic module itself or by another validated cryptographic module
operating in an approved mode of operation.

VEO05.05.04: The vendor provided documentation shall specify the location of the cryptographic key
used in the integrity technique. If the approved digital signature is used as the integrity technique,
the vendor documentation shall also specify the location of the private signing key which is used to
generate reference signature.

VEO05.05.05: The vendor shall provide a validation certificate for the approved integrity technique as
specified in VE02.20.01.
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Required Test Procedures

TEO05.05.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique is applied to all software and firmware components and the software or firmware
component of a hybrid module (except for the software and firmware components within a disjoint
hardware component of a hybrid module) within the module.

TE05.05.02: The tester shall verify that the vendor has provided a validation certificate for the approved
integrity technique implemented as specified in VE02.20.01.

TEQS.05.03: Ifthe module implpmpnfc ahashor MAC forthe anh/\mrpl/firmv\mrp integrity test, he tester
shill verify that the vendor documentation of the software/firmware integrity test fully dés¢ribes the
prjocess by which the hash or MAC is calculated and verified.

THO05.05.04: If the module implements an approved digital signature for thesoftware/firmware
infegrity test, the tester shall verify that the vendor documentation of the software/firmwarg integrity
teft includes the following:

a)| specification of the approved digital signature algorithm implemented;
b)[ identification of software and firmware that is protected using the approved digital signdtures;

c)| verification that the pre-calculated value of the approved digital signature is included| with the
software or firmware;

d)| verification of the approved digital signature;
e)| failure of the self-test upon failure of the approved:digital signature verification.

THO05.05.05: Even if the approved integrity technique is provided by another validated mg¢dule, the
tepter shall verify that the determination of passior fail of the software/firmware integrity test is made
as|specified in AS10.01.

THO05.05.06: By checking the code andjor design documentation, the tester shall verify| that the
implementation of the software/firmiware test is consistent with the information provided under
A$05.05 and AS05.08.

TH05.05.07: The tester shall modify the cryptographic software and firmware components. This test is
falled if the integrity mechanisims do not detect the modifications.

A$05.06: (Software/Firmware security — Levels 1, 2, 3 and 4)

Fdr software and firmware components of a hardware cryptographic module and the software or
firmware compenents within a disjoint hardware component of a hybrid cryptographiq module:
A cryptographic mechanism using an approved integrity technique or an error detection code
(EDC) shall be applied to all software and firmware components within the hardware module’s
de¢fined eryptographic boundary or within disjoint hardware components of the hybrid module.

Rédquired Vendor Information

VE05.06.01: The vendor provided documentation shall describe the approved integrity technique
or error detection code that is applied to all software and firmware components of a hardware
cryptographic module and the software or firmware components within a disjoint hardware component
of a hybrid cryptographic module.

VEO05.06.02: The vendor provided documentation shall specify how the approved integrity technique or
error detection code is applied to all software and firmware components of a hardware cryptographic
module and the software or firmware components within a disjoint hardware component of a hybrid
cryptographic module.

VE05.06.03: If the module implements an error detection code, the vendor shall provide the
documentation required under VE05.07.01.
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VEO05.06.04: If the cryptographic module implements an approved integrity technique for the integrity
test, the vendor provided documentation shall provide information required under VE05.05.02,
VE05.05.04, and VE05.05.05.

Required Test Procedures

TEO05.06.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique or error detection code is applied to all software and firmware components of a
hardware cryptographic module and all software or firmware components within a disjoint hardware
component of a hybrid cryptographic module.

TE05.06.02: If the module implements an error detection code, the tester shall follow proceduy

required

TEO05.06.03: If the module implements a hash or MAC for the software/firmware integrity ‘test, t

tester shd

TEO05.06.04: If the module implements an approved digital signature for the ,software/firmwa

integrity

TEO05.06.05: By checking the code and/or design documentation, the tester shall verify that t

implemer
AS05.06 1

under TE05.07.01.

11 follow procedures required under TE05.05.03.

test, the tester shall follow procedures required under TE05.05.04.

tation of the software/firmware test is consistent with the, infermation provided und
0 AS05.08.

TE05.06.
failed if t

AS05.07:
If an ED(

Required Vendor Information

VEO05.07.
module. ]
provide:

a) descy

b) calcuflation of the EDCs wher the software and firmware is installed;

c) desct
1) 1
2) d
3) e

e integrity mechanisms do not detect the modifications.

(Software/Firmware security — Levels 1, 2, 3, and 4)

is used, the EDC shall be at least 16 bits in length.

1: The vendor shall provide the specification of the error detection code used within t
his mechanism shall be an error detection code of at least 16 bits in length. The vendor sh

iption of EDC calculation algarithm;

iption of verificatiémprocess:
ecalculation of the EDCs when the self-test is initiated;
omparisen'of the stored EDC against the recalculated EDC;

xpected outputs for success or failure of test.

Required Test Procedures

6: The tester shall modify the cryptographic software and firmware components. This tes{i

he
|

TE05.07.01: The tester shall verify that the error detection code is at least 16 bits in length and verify by
inspection that the following information is provided:

a) the implementation of the EDC calculation algorithm;

b) the verification process:

1) r
2) ¢

ecalculation of the EDCs when the self-test is initiated;

omparison of the stored EDC against the recalculated EDC;

3) the expected outputs for success or failure of test.
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AS05.08: (Software/Firmware security — Levels 1, 2, 3, and 4)

If the integrity test fails (i.e. the calculated result is not successfully verified or the EDC cannot
be verified depending on the module type), the module shall enter the error state.

Required Vendor Information

VEO05.08.01: The vendor shall provide the specification of the integrity test of software/firmware.
This mechanism shall be an approved integrity technique or an error detection code depending on the
module type (see AS05.05 and AS05.06).

Ré¢quired Test Procedures
THO05.08.01: The tester shall verify that if the integrity test fails, the module enters theerror gtate.

THO05.08.02: The tester shall verify that any temporary values generated during theintegritly test are
zepoised upon completion of the integrity test.

A$05.09: (Software/Firmware security — Levels 1, 2, 3, and 4)

cdde or signature, or multiple disjoint authentication codes or signatures of which failure of any

T{e approved integrity technique may consist of a single encompassing message autheptication
d

isjoint authentication code or signature shall cause the module to enter the error state.
NOTE This assertion is not separately tested. Tested as part of-AS05.05, AS05.06 and AS05.08.
A$05.10: (Software/Firmware security — Levels 1, 2,:3,'and 4)

The temporary value(s) generated during the integrity test of the module’s software or firmware
all be zeroised from the module upon completion of the integrity test.

|U)

NQTE This assertion is not separately tested, Pested as part of AS05.08.

A$05.11: (Software/Firmware security(=- Levels 1, 2, 3, and 4)

An operator shall be able to perform the integrity test on demand via an HMI, SFMI, [HSMI, or
HFMI service {ISO/IEC 19790:2012} (7.3.2).

Re¢quired Vendor Information

VHEO05.11.01: The vendor decumentation shall describe the way to perform the integrity test oh demand
via an HMI, SFMI, HSML or HFMI service.

Required Test Procedures

TH05.11.01: The tester shall verify that the integrity test can be performed via an HMI, SFMI| HSM], or
HIMI service on demand.

TH0541{02: The tester shall verify by inspection of the module that the integrity of all software and
fifmware components within the module is tested during the integrity test callable on demand.

AS05.12: (Software/Firmware security — Levels 1, 2, 3, and 4)

All data and control inputs, and data, control and status outputs (specified in {ISO/IEC
19790:2012) 7.3.3) of the cryptographic module and services ({ISO/IEC 19790:2012}7.4.3) shall be
directed through a defined HMI, SFMI, HFMI, or HSMI.

Required Vendor Information

VE05.12.01: The vendor documentation requirement is specified under VE05.16.01 and 6.3.1, 6.3.3,
and 6.4.3.

Required Test Procedures
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TE05.12.01: The tester shall verify that the vendor documentation specifies the following:

— totalsetofcommandsusedtorequesttheservicesofthe cryptographicmodule,including parameters
that enter or leave the module’s cryptographic boundary as part of the requested service.

TEO05.12.02: The tester shall verify by inspection and from the vendor documentation that all data
and control inputs, and data, control and status outputs (specified in ISO/IEC 19790:2012, 7.3.3) of
the cryptographic module and services (specified in ISO/IEC 19790:2012, 7.4.3) pass through only the
defined HMI, SFMI, HFMI, or HSMI.

AS05.13:

If the software or firmware that is loaded is associated, bound, modifies, or is an executahle
requisitq of the validated module, then the software/firmware load test is applicable and shall
be performed by the validated module with the following exceptions.

— The ¢ryptographic module is a software module and the loaded software image:is a compldte
image replacement or overlay of the validated module.

— The ¢ryptographic module is a firmware module of physical Security Level 1 and the loaded
firmware image is a complete image replacement or overlay of the validated module.

— The ¢ryptographic module is a hybrid software module and theloaded software image ig a
complete image replacement or overlay of the disjoint software components.

— The ¢ryptographic module is a hybrid firmware module 6f physical Security Level 1 and the
load¢d firmware image is a complete image replacementor overlay of the disjoint firmwajre
components.

Required Vendor Information
VEO05.13.01: The vendor shall provide a specificationofsoftware/firmware loading processes, including:
a) the type(s) of software/firmware loading processes:

1) ddding software and firmware coniponents;

2) ypdating existing software and firmware components;
b) thelqcation where newly loaded software and firmware components are stored;
c) existing software/firmware/hardware components to enforce the software/firmware loading;

d) existing software/firmware components which will be affected, modified, or replaced as a resultjof
software/firmwate-loading;

e) existing software/firmware components which will be neither affected, modified, nor replaced af a
resuI of seftware/firmware loading.

VEO05.13.02<The vendor shall provide the specification of the software/firmware load test performed
by the validated module.

Required Test Procedures

TEO05.13.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module has a capability of loading software or firmware.

TEO05.13.02: If the cryptographic module has a capability of loading any software or firmware
components, the tester shall determine, by inspection and from the vendor documentation, the type(s)
of software/firmware loading whether additional software and firmware components are loaded, or
existing software and firmware components are updated.
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TE05.13.03: If additional software and firmware components are loaded, the tester shall verify that the

SO

ftware/firmware load test is performed with the software/firmware loading.

TE05.13.04: The tester shall determine, by inspection and from the vendor documentation, whether any
security relevant components are included in the existing components which will be affected, modified,

or

replaced as a result of software/firmware loading.

TEO05.13.05: If any security relevant components are included in the existing components affected,
modified or replaced as a result of software/firmware loading, the tester shall verify that the

SO

ftware/firmware load test is performed with the software/firmware loading.
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The following requirements shall apply to software and firhware components of a crypt
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The software and firmware components of al¢ryptographic module shall only include ¢

is
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TH
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ij05.13.06: The tester shall verify, by inspection and from the vendor documentation, that

icer role has to be assumed to perform software/firmware loading.

05.13.07: By checking the code and/or design documentation, the tester shall ‘verify
plementation of the software/firmware loading is consistent with the information provic
05.13.01.

05.13.08: The tester shall verify the implementation of the software/firmware load t
04.28.01, TE04.29.01, TE04.32.01, TE04.34.01, TE04.35.01, and TE04.35.02.

05.14: (Software/Firmware security — Levels 2, 3 and 4)

pdule for Security Level 2.
TE This assertion is not separately tested. Tested as part of AS05.15 to AS05.18.

05.15: (Software/Firmware security — Levels 2} 3 and 4)

in executable form (e.g. no source code,@bject code, or just-in-time compiled code).
quired Vendor Information

05.15.01: The vendor shall providesoftware and firmware description with the executable f|
quired Test Procedures

05.15.01: The tester shall verify, by inspection and from the vendor documentation,
cumented executableform does not require further compilation and that there is no dy
bdified code.

05.15.02: The_ tester shall verify, by inspection and from the vendor documentation,
cumented gxécutable form is used for each software/firmware components.

05.16: (Software/Firmware security — Levels 2, 3, and 4)

T

examine the executable code

ereshall be no services via the HMI, SFMI, HFMI, or HSMI interface to allow the op

a Crypto

that the
ed under

bst under

ographic

rode that

brm used.

that the
hamically

that the

erator to

Required Vendor Information

VEO05.16.01: The vendor shall provide specification of HMI, SFMI, HFMI, or HSMI services.

Required Test Procedures

TE05.16.01: The tester shall verify the vendor documented specification of services.

TE05.16.02: The tester shall verify from the vendor documentation that the services do not allow the
operator to examine the executable code.

TEO05.16.03: The tester shall test the services to verify that the operator cannot examine the

ex

ecutable code.
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AS05.17: (Software/Firmware security — Levels 2, 3, and 4)

For software and firmware modules and the software or firmware component of a hybrid
module for Security Level 2 (except for the software and firmware components within a disjoint
hardware component of a hybrid module): An approved digital signature or keyed message
authentication code shall be applied to all software and firmware within the module’s defined
cryptographic boundary.

Required Vendor Information

VE05.17.01-The vendor shall prnvidp documentation that identifies the fpr‘hniqnp used to maintain the
integrity pf the cryptographic software and firmware components.

Required Test Procedures

TE05.17.Q1: The tester shall verify that the information specified in VE05.17.01 is included. If this
information is not included, then this assertion fails.

TE05.17.2: The tester shall attempt to corrupt the cryptographic software and firmivare componens.
If the moglule determines that the integrity is maintained, this test is failed.

AS05.18:|(Software/Firmware security — Levels 2, 3 and 4)

If the callculated result is not successfully verified, the test fails and’'the module shall enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.17.

AS05.19:|(Software/Firmware security — Levels 3 and 4)

In addition to the requirements of Security Levels\1 and 2, the following requirements shall
apply to software and firmware modules and theésoftware or firmware component of a hybifid
module fior Security Levels 3 and 4 (except for.the software and firmware components within a
disjoint hardware component of a hybrid module).

NOTE This assertion is not separately tested. Tested as part of AS05.20 to AS05.23.
AS05.204 (Software/Firmware security — Levels 3 and 4)

A cryptographic mechanism using an approved digital signature shall be applied to all softwajre
and firmrare components within the module’s defined cryptographic boundary.
Required Vendor Information

VEO05.20.01: The vendor-shall provide documentation of the approved digital signature mechanism.

Required Test Procedures

TE05.20.01:/The tester shall verify by inspection of the cryptographic module that a cryptograplic
mechanigmising an approved digital signature mechanism is applied to all software and firmware
components within the module’s defined cryptographic boundary.

AS05.21: (Software/Firmware security — Levels 3 and 4)

If the calculated result is not successfully verified, the test fails and the module shall enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.17.

AS05.22: (Software/Firmware security — Levels 3 and 4)
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The digital signature technique may consist of a single encompassing signature or multiple
disjoint signatures of which failure of any disjoint signature shall cause the module to enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.05.
AS05.23: (Software/Firmware security — Levels 3 and 4)
The private signing key shall reside outside the module.

Required Vendor Information

VH05.23.01: The vendor documentation requirement is specified under VE05.05.04. The vendor design
1l ensure that the private signing key for generating reference signature does not reside within the
criyptographic module boundary.

Required Test Procedures

TH05.23.01: The tester shall verify, by inspection and from the vendor documentation, that the private
signing key does not reside within the cryptographic boundary.

Operational environment

6.6.1 Operational environment general requirements
A$06.01: (Operational environment — Levels 1 and 2)

If the operational environment is non-modifiableor a limited operational environment| only the
operating system requirements in {ISO/IEC 19790:2012} 7.6.2 shall apply.

NOTE This assertion is not separately tested. is tested as part of AS06.04.
A$06.02: (Operational environment —Levels 1 and 2)

If the operational environment is:a-modifiable operational environment, the operating system
relquirements in {ISO/IEC 19790:2012)} 7.6.3 shall apply.

NOTE This assertion is not-separately tested. It is tested as part of AS06.05 to AS06.29 as applicalle.
A$06.03: (Operational environment — Levels 1 and 2)
The documentation requirements specified in {ISO/IEC 19790:2012} A.2.6 shall be provided.
Ré¢quired Vendor/Information

VE06.03.01:)'The vendor shall provide the documentation requirements as spefified in
ISP/IEC $9790:2012, A.2.6.

Ré¢quired Test Procedures

TE06.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.6.

6.6.2 Operating system requirements for limited or non-modifiable operational environments
AS06.04: (Operational environment — Level 1)

The requirements in {ISO/IEC 19790:2012} 7.6.3 Security Level 1 shall be applicable if the module
is Security Level 1 in {ISO/IEC 19790:2012} 7.7.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 to AS06.08.

© ISO/IEC 2017 - All rights reserved 57


https://standardsiso.com/api/?name=4ba85fc95919af1ffcd2d0adcea5ded5

ISO/IEC 24759:2017(E)

6.6.3 Operating system requirements for modifiable operational environments

NOTE The requirements AS06.05 to AS06.29 apply to the operating system or operating environment as
applicable.

AS06.05: (Operational environment — Levels 1 and 2)
Each instance of a cryptographic module shall have control over its own SSPs.

NOTE1 Each instance of a cryptographic module controls its own SSPs and are not owned or controlled by
external processes/operators.

NOTE 2 | This requirement cannot be enforced by administrative documentation and procedures but by tlhe
cryptographic module itself.

Required Vendor Information

VE06.05.01: The vendor shall provide a description of the operating system mechanism-tised to ensure
that each| instance of a cryptographic module has control over its own SSPs while the cryptographic
process i§ in use.

RequireI Test Procedures

TE06.05.01: The tester shall verify from the vendor documentation andby inspection of the operatipg
system that each instance of a cryptographic module has contrél over its own SSPs while the
cryptographic module is in use.

TE06.05.02: The tester shall verify from the vendor documentation and by inspection of the operatipg
system tHat the requirement shall be enforced by the cryptographic module itself.

TE06.05.03: The tester shall perform cryptographic functions as described in the crypto officer ahd
user guidance documentation. While the cryptographic functions are executing, the same or another
tester shgll attempt to gain unauthorized access to secret and private keys, intermediate key generatipn
values, and other SSPs which are under the control of the cryptographic module.

AS06.064 (Operational environment — Levels 1 and 2)

The operational environment shall provide the capability to separate individual applicatipn
processes from each other in order to prevent uncontrolled access to CSPs and uncontrolled
modifications of SSPs regardless-if this data is in the process memory or stored on persistent
storage within the operational environment.

Required Vendor Information

VE06.06.91: The vendot-shall provide a description of the operational environment mechanism used|to
provide the capability to separate individual application processes from each other in order to prevegnt
uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless if this data is in the
process nhemory-or stored on persistent storage within the operational environment.

Required Test Procedures

TE06.06.01: The tester shall verify from the vendor documentation and by inspection of the operational
environment mechanism used thatit provides the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs
regardless if this data is in the process memory or stored on persistent storage within the operational
environment.

TE06.06.02: The tester shall perform cryptographic functions as described in the crypto officer and
user guidance documentation. While the cryptographic functions are executing, the same or another
tester shall attempt to gain access to CSPs and perform modifications of SSPs regardless if this data is in
the process memory or stored on persistent storage within the operational environment.

AS06.07: (Operational environment — Levels 1 and 2)
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Restrictions to the configuration of the operational environment shall be documented in the
security policy of the cryptographic module.

Required Vendor Information

VE06.07.01: The vendor shall provide documentation which provides a description of any restrictions
to the operational environment.

Required Test Procedures

TE06.07.01: The tester shall verify that any restrictions to the operational environment are documented
infthe Security Policy.

A$06.08: (Operational environment — Levels 1 and 2)

Priocesses that are spawned by the cryptographic module shall be owned by,the’'modul¢ and are
nqt owned by external processes/operators.

NQTE This requirement cannot be enforced by administrative documentation jand procedures put by the
cryptographic module itself.

Ré¢quired Vendor Information

VE06.08.01: The vendor shall provide a description of the operating system mechanism used [to ensure
thpt processes that are spawned by the cryptographic modul€ are owned by the module and are not
owned by external processes/operators.

Re¢quired Test Procedures

TH06.08.01: The tester shall verify from the vendof'documentation and by inspection of the pperating
system that processes that are spawned by the cryptographic module are owned by the module and are
ndt owned by external processes/operators.

TH06.08.02: The tester shall verify from:the vendor documentation and by inspection of the pperating
system that the requirement shall be enforced by the cryptographic module itself.

TH06.08.03: The tester shall perform/cryptographic functions as described in the crypto officef and user
gyidance documentation. While the cryptographic functions are executing, the same or another tester
sh@ll attempt to gain ownexgship of a spawned cryptographic process that is owned by a crypfographic
mpdule from either a sepdrate external process or operator.

A$06.09: (Operational'environment — Level 2)

Fdr Security Level 2, an operating environment shall meet the following requirements or as
allowed by the'validation authority.

NQTE 1 _‘Ifthe operating environment requirements are not specified by a validation authority, the assertion is
tegted inAS06.10 to AS06.29.

N(QTEZ2 If the operating environment requirements are specified by a validation authority, the afsertion is
tested as follows.

Required Vendor Information

VE06.09.01: The vendor shall provide documentation which provides a description of the operating
environment.

VE06.09.02: The vendor shall provide documentation comparing the operating environment with the
operating environment allowed by the validation authority.

Required Test Procedures

TE06.09.01: The tester shall verify that the vendor documentation provides a description of the
operating system.
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TE06.09.02: The tester shall verify by inspection of the operating system that it matches the vendor
provided description of the operating system.

TE06.09.03: The tester shall verify by inspection of the operating system and the vendor provided
description of the operating system that it is allowed by the validation authority.

AS06.10: (Operational environment — Level 2)

All cryptographic software, SSPs, and control and status information shall be under the control
of an operatmg system that 1mplements e1ther role- based access controls or, at the mlnlmum,

Required Vendor Information

VE06.10.01: The vendor shall provide operating system documentation which provides ‘adescription|of
the operating system control mechanisms which implements either role-based access controls or, at the
minimuni, a discretionary access control with robust mechanism of defining new/groups and assignipg
restrictive permissions, for example, through access control lists (ACLs) and\with the capability|of
assigning each user to more than one group.

Required Test Procedures

TE06.10.01: The tester shall verify that the vendor documentatién) and by inspection of operating
system control mechanisms, that the operating system implemetits either role-based access contrgls
or, at thel minimum, a discretionary access control with robust mechanism of defining new groJ;s
and assigning restrictive permissions, for example, through access control lists (ACLs) and with the
capability of assigning each user to more than one group:

TE06.10.02: The tester shall configure the operating systems role-based access controls or discretionary
access coptrols to give permissions to a specific user or group. The tester, assuming a permitted uger
or group fole, shall attempt to execute, modify, ot:¥ead SSPs, control or status data which the tester has
authorizdd access.

TE06.10.03: The tester shall configure the'eperating systems role-based access controls or discretionary
access coptrols to give permissions to'a specific user or group. The tester, assuming a different user|or
group role, shall attempt to execut€,ymodify, or read SSPs, control or status data which the tester has
unauthorfzed access.

AS06.11:|(Operational environment — Level 2)

The opdrating system) shall be configured to protect against unauthorized executiqn,
modification, and reading of SSPs, control and status data.

Required Vendor. Information

VE06.11.01: The vendor shall provide operatmg system documentatlon which prov1des a descrlptlon

executlon mod1f1cat10n and reading of SSPs, control and status data

Required Test Procedures

TE06.11.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system can be configured to protect against
unauthorized execution, modification, and reading of SSPs, control and status data.

TE06.11.02: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
authorized access.
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TE06.11.03: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
unauthorized access.

AS06.12: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to

exectite-the-storederyptographiesoftware——MmMm
Ré¢quired Vendor Information

VH06.12.01: The vendor shall provide operating system documentation which provides a d¢scription
of|how the access control mechanisms of the operating system are configured £o -define anld enforce
the set of roles or the groups and their associated restrictive permissions thathdve exclusivg rights to
expcute the stored cryptographic software.

Ré¢quired Test Procedures

TH06.12.01: The tester shall verify that the vendor documentation;”and by inspection of pperating
system control mechanisms, that the operating system is configured to define and enforce fthe set of
rojes or the groups and their associated restrictive permissionsthat have exclusive rights to execute the
stpred cryptographic software.

TH06.12.02: The tester shall configure the operating system control mechanisms to define arld enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive| rights to
expcute the stored cryptographic software. The téster shall verify that they have exclusive|rights to
expcute the stored cryptographic software.

TH06.12.03: The tester shall configure the operating system control mechanisms to define arld enforce
the set of roles or the groups and their asseciated restrictive permissions to not give exclusivg rights to
expcute the stored cryptographic software. The tester shall verify that they do not have excludive rights
to|execute the stored cryptographie software.

A$06.13: (Operational environment — Level 2)

{Tp protect plaintext data, cryptographic software, SSPs, and authentication data, the acce§s control
mechanisms of the opexating system)} shall be configured to define and enforce the set of roles
o1| the groups and their associated restrictive permissions that have exclusive rights “Jo modify
(ije. write, replace;and delete) the following cryptographic module software stored wjithin the
criyptographic-boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit
dgta), SSPs, and plaintext data.

Required-Véndor Information

VEQ6.13.01: The vendor shall provide operating system documentation which provides a d¢scription

flﬂr\‘nv a-a acc caontral oot Af tlhn S n bl g cgctbaian o oo figiind +0 Jdofio o f
0 ITITUVYV LIIU dUULULO0 LUIILI UL 'T1IICLIIdIIIoIliiIo Ul L1 \.Il.l\'l u\-llls J]O\'\'lll alrv MUllllsul CU LU ULIIIIcC dirx en orce

the set of roles or the groups and their associated restrictive permissions that have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

Required Test Procedures

TE06.13.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to modify
(i.e. write, replace, and delete) the following cryptographic module software stored within the
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cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.02: The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive rights to
execute the stored cryptographic software. The tester shall verify that they have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.¢3—Fhe—teste configtre—the—operating—system—controt—meet antsms—te—definre—and
enforce the set of roles or the groups and their associated restrictive permissions to not give exclusive
rights to [modify (i.e. write, replace, and delete) the following cryptographic module softwaré storged
within thle cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic
audit datp), SSPs, and plaintext data. The tester shall verify that they do not have exclusive rights|to
modify (i.. write, replace, and delete) the following cryptographic module software stered within the
cryptogriphic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit datp),
SSPs, and|plaintext data.

AS06.14:|(Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the accdss
control mechanisms of the operating system} shall be configured te’define and enforce the det
of roles gr the groups and their associated restrictive permissions that have exclusive rights|to
read cryptographic data (e.g. cryptographic audit data), CSPsj.and plaintext data.

Required Vendor Information

VE06.14.01: The vendor shall provide operating system degumentation which provides a description|of
how the gccess control mechanisms of the operating system are configured to define and enforce the
set of rolg¢s or the groups and their associated restrictive permissions that have exclusive rights to repd
cryptographic data (e.g. cryptographic audit data}; CSPs, and plaintext data.

Required Test Procedures

TE06.14.01: The tester shall verify that the vendor documentation, and by inspection of operatipg
system cpntrol mechanisms, that theloperating system is configured to define and enforce the get
of roles dr the groups and their associated restrictive permissions that have exclusive rights to repd
cryptograiphic data (e.g. cryptographic audit data), CSPs, and plaintext data.

TE06.14.92: The tester shall'configure the operating system control mechanisms to define and enfoifce
the set of roles or the grotips and their associated restrictive permissions to give exclusive rights|to
read crygtographic data‘(e.g. cryptographic audit data), CSPs, and plaintext data.

TE06.14.03: The téster shall configure the operating system control mechanisms to define and enforce
the set of|roles.or the groups and their associated restrictive permissions to not give exclusive rights|to
read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data. The tester shall verlfy
that they|da’not have exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSPs,
and plaintext data.

AS06.15: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to
enter SSPs.

Required Vendor Information

62 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=4ba85fc95919af1ffcd2d0adcea5ded5

ISO/IEC 24759:2017(E)

VE06.15.01: The vendor shall provide operating system documentation which provides a description of
how the access control mechanisms of the operating system are configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

Required Test Procedures

TE06.15.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

g 3 d enforce
ted restrictive permissions to give exclusive| rights to

06.15.03: The tester shall configure the operating system control mechanisms to ‘define anld enforce
set of roles or the groups and their associated restrictive permissions to not give’exclusive rights to
ter SSPs. The tester shall verify that they do not have exclusive rights to enter,SSPs.

e following specifications shall be consistent with the roles or'designated groups’ rights and
services as defined in the security policy.

NQTE This assertion is not separately tested. It is tested as part’of AS06.17 to AS06.20.
A$06.17: (Operational environment — Level 2)

When not supporting a maintenance role, the operating system shall prevent all operdtors and
ruynning processes from modifying running cryptographic processes (i.e. loaded and gxecuting
criyptographic program images).

Réquired Vendor Information

VE06.17.01: The vendor shall provide_operating system documentation which provides a d¢scription
offhow the operating system prevents,all operators and running processes from modifying running
cryptographic processes (i.e. loaded and executing cryptographic program images) whg¢n not in
maintenance mode.

VE06.17.02: The specifications of how the operating system prevents all operators and running
prjocesses from modifying-running cryptographic processes (i.e. loaded and executing crypfographic
prpgram images) wheh_hot in maintenance mode shall be consistent with the roles or dpsignated
grpups’ rights and services as defined in the Security Policy.

Ré¢quired Test Procedures

TH06.17.0%_The tester shall verify that the vendor documentation, and by inspection of pperating
system control mechanisms, that the operating system is configured to prevent all operjitors and
runnihg processes from modifying running cryptographic processes (i.e. loaded and pxecuting
criypfographic program images) when not in maintenance mode.

TE06.17.02: The tester shall verify that the roles or designated groups’ rights and services as defined in
the Security Policy are consistent with how the operating system is configured to prevent all operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode.

TE06.17.03: The tester shall configure the operating system control mechanisms to preventall operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode. The tester shall assume an operator
role and verify that they are prevented from modifying running cryptographic processes (i.e. loaded
and executing cryptographic program images) when not in maintenance mode. The tester shall verify
that running processes are prevented from modifying running cryptographic processes (i.e. loaded and
executing cryptographic program images) when not in maintenance mode.
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AS06.18: (Operational environment — Level 2)

The operating system shall prevent processes in user role or user groups from gaining either
read or write access to SSPs owned by other processes and to system SSPs.

Required Vendor Information

VE06.18.01: The vendor shall provide operating system documentation which provides a description of
how the operating system prevents processes in user roles or user groups from gaining either read or
write access to SSPs owned by other processes and to system SSPs.

VE06.18.02: The specifications of how the operating system prevents processes in user roles or/ugder
groups from gaining either read or write access to SSPs owned by other processes and to system SSPsshpll
be consistent with the roles or designated groups’ rights and services as defined in the Security Palicy.

Required Test Procedures

TE06.18.01: The tester shall verify that the vendor documentation, and by inspection of operating syst¢gm
control nlechanisms, that the operating system is configured to prevent processes,in’user roles or uger
groups frpm gaining either read or write access to SSPs owned by other processes.and to system SSPs

TE06.18.02: The tester shall verify that the roles or designated groups’ rights and services as defined
in the Sequrity Policy is consistent with how the operating system is configured to prevent procesdes
in user rdles or user groups from gaining either read or write access to SSPs owned by other procesdes
and to sy$tem SSPs.

TE06.18.03: The tester shall configure the operating system control mechanisms to prevent processes|in
user roleg or user groups from gaining either read or write access to SSPs owned by other processes ahd
to system SSPs. The tester shall verify that running processes’in user roles or user groups are prevented
from gairling either read or write access to SSPs owned by other processes and to system SSPs.

AS06.19:|(Operational environment — Level 2)

The configuration of the operating system ‘that meets the above requirements {A4506.16 |to
AS06.18}(shall be specified in the Administrator Guidance.

Required Vendor Information

VE06.19.01: The vendor shall provide the Administrator Guidance documents which provides| a
descriptiIn of how the operating'system is configured to meet the requirements in AS06.16 to AS06.18.

Required Test Procedures

TE06.19.91: The tester~shall verify that the vendor provided Administrator Guidance documents
provide g description.of how the operating system is configured to meet the requirements in AS06.[L6
to AS06.18.

AS06.20] (Operational environment — Level 2)

Th Ad st o f oz oz d o o hall ot ihai th Py i3 r's PPy £ 1 aaifi Bad
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specified {A506.16 to AS06.18} for the module contents to be considered protected.

Required Vendor Information

VE06.20.01: The vendor shall provide the Administrator Guidance documents which state that the
operating system shall be configured as specified AS06.16 to AS06.18 for the module contents to be
considered protected.

Required Test Procedures

TE06.20.01: The tester shall verify that the vendor provided Administrator Guidance documents state
that the operating system shall be configured as specified AS06.16 to AS06.18 for the module contents
to be considered protected.
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AS06.21: (Operational environment — Level 2)

The identification and authentication mechanism to the operating system shall meet the
requirements of {ISO/IEC 19790:2012} 7.4.3 and be specified in the module’s security policy.

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
AS06.22: (Operational environment — Level 2)

All cryptographic software, SSPs, control and status information shall be under the control of
{an operating system which shall have, at a minimum, the following attributes.}

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
A$06.23: (Operational environment — Level 2)

{Alll cryptographic software, SSPs, control and status information shall be under the control of} an
oferating system which shall have, at a minimum, the following attributes,

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
A$06.24: (Operational environment — Level 2)

The operating system shall provide an audit mechanism~with the date and tim¢q of each
aydited event.

NQTE An assumption of this assertion is that the cryptographic module is using the audit IIechanism
prpvided by the operating system to audit the identified eyemnts. It is insufficient for the cryptograpljic module
software to use another file as its audit log, no matter how well protected.

Ré¢quired Vendor Information

VH06.24.01: The vendor shall provide operating system documentation which provides a d¢scription
of|the audit mechanism provided by the operating system and how each event is marked with the date
arld time.

Required Test Procedures

TH06.24.01: The tester shalleverify that the vendor documentation, and by inspection of pperating
sykstem, that an audit mechanism is provided and that each event is marked with the date and|time.

A$06.25: (Operational environment — Level 2)
The cryptographiemodule shall not include SSPs as part of any audit record.
Ré¢quired Vendor Information

VE06.25.01~The vendor shall provide operating system documentation which provides a d¢scription
of| the eryptographic module’s services that provide audit records to the audit mechanigm of the
ofjerating system.

Required Test Procedures

TE06.25.01: The tester shall verify that the vendor documentation, and by inspection of the
cryptographic module’s services that provide audit records to the audit mechanism of the operating
system, that no SSPs are provided in the audit records.

TE06.25.02: The tester shall execute the module’s services that provide audit records and examine the
operating system audit logs to verify that no SSPs were provided.

AS06.26: (Operational environment — Level 2)
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The cryptographic module shall provide the following events to be recorded by the audit
mechanism of the operating system:

— modifications, accesses, deletions, and additions of cryptographic data and SSPs;

— attempts to provide invalid input for Crypto Officer functions;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are
managed by the cryptographic module);

— the use of a security-relevant Crypto Officer function;

— requests to access authentication data associated with the cryptographic module;

— the

— explicit requests to assume a Crypto Officer role.

Require

VE06.26.
of the cr)
operating

Required Test Procedures

TE06.26.
cryptogr
operating
additions
addition

the crypt
authentic
(e.g. login
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TE06.26.
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deletions,
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by the cr}
authentic
(e.g. login
were recq

NOTE
identified

e ofan authentication mechanism (e.g.login) associated with the cryptographic modu

Vendor Information

D1: The vendor shall provide operating system documentation which\provides a descripti
rptographic module events that are provided and recorded by theraudit mechanism of t
system.

D1: The tester shall verify that the vendor documentation, and by inspection of t
iphic module’s services that provide audit event ¢eécords to the audit mechanism of t
system, that the list of events specified in AS06;26 {modifications, accesses, deletions, a
of cryptographic data and SSPs; attempts to previde invalid input for Crypto Officer functio
br deletion of an operator to and from a Crypto Officer role (if those roles are managed
pgraphic module); the use of a security-relevant Crypto Officer function; requests to accé

associated with the cryptographic module; and explicit requests to assume a Crypto Officer ro
Hed by the cryptographic module for event recording.

D2: The tester shall execute the” module’s services that provide audit event records a
Lhe operating system audit:lags to verify that the events in AS06.26 {modifications, access
and additions of cryptogrdphic data and SSPs; attempts to provide invalid input for Crypto Offid
addition or deletion of an/operator to and from a Crypto Officer role (if those roles are manag
bptographic module);\the use of a security-relevant Crypto Officer function; requests to acc

associated with\the cryptographic module; and explicit requests to assume a Crypto Officer ro
rded.
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The tester’ DOES NOT have to test the audit mechanism provided by the operating system and

AS06.27:

(Operational environment — Level 2)

The audit mechanism of the operating system shall be capable of auditing the following operating
system related events:

— all operator read or write accesses to audit data stored in the audit trail;

— access to files used by the cryptographic module to store cryptographic data or SSPs;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are
managed by operational environment);

— requests to use authentication data management mechanisms;
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— attempts to use the trusted channel function and whether the request was granted, when
trusted channel is supported at this security level;

— identification of the initiator and target of a trusted channel, when trusted channel is
supported at this security level.

Required Vendor Information

VE06.27.01: The vendor shall provide operating system documentation which provides a description
of the operating system events that are provided and recorded by the audit mechanism of the
on prqfing system

Ré¢quired Test Procedures

TH06.27.01: The tester shall verify that the vendor documentation, and by inspection of the pperating
system documentation, that the operating system provides the list of events,specified irf AS06.27
{a]l operator read or write accesses to audit data stored in the audit trail; access to files uded by the
cryptographic module to store cryptographic data or SSPs; addition or deletionef ari operator to dnd from a
Crypto Officer role (if those roles are managed by operational environment); £equests to use authgntication
ddta management mechanisms; attempts to use the trusted channel functioh and whether the request was
granted, when trusted channel is supported at this security level; and idéntification of the inigiator and
tafrget of a trusted channel, when trusted channel is supported at this security level} as audit evenpt records
to|the audit mechanism of the operating system.

TH06.27.02: The tester shall execute the cryptographic medule’s services to verify that the pperating
system events in AS06.27 {all operator read or write ascesses to audit data stored in the audit trail;
acgess to files used by the cryptographic module to store-cryptographic data or SSPs; addition dr deletion
oflan operator to and from a Crypto Officer role (if thaose roles are managed by operational envifonment);
refuests to use authentication data management mechanisms; attempts to use the truste{l channel
fupction and whether the request was granted, &hen trusted channel is supported at this secyrity level;
anld identification of the initiator and target of@trusted channel, when trusted channel is supported at this
segurity level} were recorded.

NOTE The tester DOES NOT have to,'test the audit mechanism provided by the operating system and
id¢ntified by the vendor.

A$06.28: (Operational environment — Level 2)

The operating system Shall be configured to prevent operators other than those with the
pijivileges identified injthe Security Policy from modifying cryptographic module softyware and
aydit data stored within the operational environment of the cryptographic module.

Réquired Vendor)Information

VE06.28.01+~The vendor shall provide operating system documentation that specifies how the pperating
syktem is-configured to prevent operators other than those with the privileges identified in th¢ Security
Pdlicy from modifying cryptographic module software and audit data stored within the operational
envitonment of the cryptographic module.

Required Test Procedures

TE06.28.01: The tester shall verify that the vendor documentation, and by inspection of operating
system configuration controls, that the operating system is configured to prevent operators other
than those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.

TE06.28.02: The tester shall configure the operating system controls to prevent operators other than
those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.

© ISO/IEC 2017 - All rights reserved 67


https://standardsiso.com/api/?name=4ba85fc95919af1ffcd2d0adcea5ded5

ISO/IEC

24759:2017(E)

TE06.28.03: The tester shall assume the privileges identified in the Security Policy to allow modification
of the cryptographic module software and audit data stored within the operational environment of the
cryptographic module and verify that modification can be achieved.

TE06.28.04: The tester shall assume the privileges identified in the Security Policy that do not allow
modification of the cryptographic module software and audit data stored within the operational
environment of the cryptographic module and verify that modification cannot be achieved.

AS06.29:

(Operational environment — Level 2)

On]y opprnfing systems that are rnnfignrpd to meet the above cprnrify rpqnirpmpnfc {A S06

D5

to AS06.:
operates

NOTE

6.7 Ph

P8} shall be permitted at this security level, whether or not the cryptographic mody
in an approved mode of operation.

This assertion is not separately tested. Tested as part of AS06.05 to AS06.28.

ysical security

6.7.1 Physical security embodiments

AS07.01:

(Physical security — Levels 1, 2, 3, and 4)

A cryptographic module shall employ physical security mechanisms in order to restr

unautho

Fized physical access to the contents of the module and‘to deter unauthorized use

modific;:[ion of the module (including substitution of the entire module) when installed.

Require

VE07.01.¢

Vendor Information

1: The vendor documentation shall describe the‘applicable physical security mechanisms th

are employed by the module. The contents of the module, including all hardware, firmware, softwa

and data

[including plaintext CSPs) shall be protected.

Required Test Procedures

TE07.01.¢

1: The tester shall verify that the'vendor documentation describes the applicable physi

security mechanisms that are employed-by the module.

TE07.01.¢
AS07.02:

All hard
boundar

NOTE
AS07.03:

2: The tester shall verify that the physical security mechanisms documented are implementg¢
(Physical security <)Levels 1, 2, 3, and 4)

ware, software,firmware, and data components and SSPs within the cryptograpl
v shall be protected.

This assertion is not separately tested.

(Physical security — Levels 1, 2, 3, and 4)

le

ct

al

d.

jic

The requirements of this clause shall be applicable to hardware and firmware modules, a

hardwar
NOTE

AS07.04:

e and firmware components of hybrid modules.
This assertion is not separately tested.

(Physical security — Levels 1, 2, 3, and 4)

The requirements of this clause shall be applicable at the defined physical boundary of the module.

NOTE
AS07.05:

68

This assertion is not separately tested.

(Physical security — Levels 1, 2, 3, and 4)
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Depending on the physical security mechanisms of a cryptographic module, unauthorized
attempts at physical access, use, or modification shall have a high probability of being detected:

— subsequent to an attempt by leaving visible signs (i.e. tamper evidence);

and/or

— during an access attempt

{and appropriate immediate actions shall be taken by the cryptographic module to protect CSPs).

NOT

AS

'k This assertion 1s not separately tested.

07.06: (Physical security — Levels 1, 2, 3, and 4)

{In conjunction with AS07.05:} Appropriate immediate actions shall be taken by the cryptiographic

m
N(

AS

pdule to protect CSPs.
TE This assertion is not separately tested.

07.07: (Physical security — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.7 shall be provi

N(

6.
AS

TE This assertion is not separately tested.

7.2 Physical security general requirements

07.08: (Physical security — Levels 1, 2, 3, and 4)

The following requirements shall apply to all physical embodiments.

N(

AS

TE Tested as part of AS07.09 to AS07.33:
07.09: (Physical security — Levels(1,2, 3, and 4)

ded.

Documentation shall specify the,physical embodiment and the security level for which the

pl
R4

\%
cr
cr

Th
dg

Re

ysical security mechanisms of a cryptographic module are implemented.
quired Vendor Information

07.09.01: The vendot documentation shall specify the physical embodiment of the module: sj
yptographic module) multiple-chip embedded cryptographic module, or multiple-chip st
yptographic medule, as defined in ISO/IEC 19790:2012, 7.7.1.

cumentation shall also state which security level (1 to 4) the module is intended to meet.

quired Test Procedures

TI' A700 01 Tl
|

ngle-chip
andalone

e specifiedsphysical embodiment shall be consistent with the module physical design. The vendor

4+ 4+ Laoll i tlo o 1 | 1l eafe o el & 1 4 L. pa N |
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is either

a single-chip module, a multi-chip embedded module, or a multi-chip standalone module as defined in
ISO/IEC 19790:2012, 7.7.1.

The tester shall perform an independent determination that the physical embodiment satisfies one of
the three criteria specified below. The fundamental determining characteristics of the three physical
embodiments and some common examples are summarized below.

a)

Single-chip cryptographic module. Characteristics: A single integrated circuit (IC) chip,

used as a

standalone device or physically embedded within some other module or enclosure that may not be
physically protected. The single-chip will consist of one die that may be covered with a uniform
external material such as plastic or ceramic, and external input/output connectors. Examples:
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Single IC chips, smart cards with a single IC chip, or other systems with a single IC chip to implement
cryptographic functions.

b) Multiple-chip embedded cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded within some other product or enclosure that may not be
physically protected.

c) Multiple-chip standalone cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded in an enclosure that is entirely physically protected.

TE07.09.02:_The tester shall verify that the vendor documentation states which security level the

module i$ intended to meet. The tester shall perform an independent determination of the seclrity
level that{the module actually meets.

AS07.10:|(Physical security — Levels 1, 2, 3, and 4)

Wheneve¢r zeroisation is performed for physical security purposes, the zeroisation'shall occurfin
a sufficigntly small time period so as to prevent the recovery of the sensitive-data between the

time of d(rtection and the actual zeroisation.
Required Vendor Information

VE07.10.01: The vendor documentation shall specify the response time pf\the zeroisation after tampler
detection|

Required Test Procedures

TEO07.10.41: The tester shall verify that the vendor documentation describes the zeroisation respornse
time after the tamper detection.

TE07.10.2: The tester shall verify that the zeroisation response mechanism is implemented [as
specified

AS07.11:|(Physical security — Levels 1, 2, 3, and 4)

{If a modyle includes a maintenance rolethat requires physical access to the contents of the moduyle
or ifthe module is designed to permit physical access (e.g. by the module vendor or other authorized
individuql), then} a maintenance access interface shall be defined.

Required Vendor Information

VE07.11.Q1: The vendor documientation shall describe the maintenance access interface employed py

the moduIe
Required Test Procedures

TEO07.11.41: The-tester shall verify that the vendor documentation describes the maintenance accdss
interface

TE07.11.02:-The tester shall verify that the vendor documentation and implpmpnfnfinn are consistent

AS07.12: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorized
individual), then} the maintenance access interface shall include all physical access paths to the
contents of the cryptographic module, including any removable covers or doors.

Required Vendor Information

VE07.12.01: The vendor documentation shall specify the maintenance access interface, including any
removable covers or doors.
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Required Test Procedures

TE07.12.01: The tester shall verify in the vendor documentation that a maintenance access interface is
provided, including any removable covers or doors.

AS07.13: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the
module or if the module is designed to permit physical access (e.g. by the module vendor or other
authorized individual), then} any removable covers or doors included within the maintenance

access interface shall be safeguarded using the appropriate physical security mechanisms.

Ré¢quired Vendor Information

VEO07.13.01: The vendor documentation shall specify a physical protection such that'any removable
covers or doors included within the maintenance access interface are safeguardedusing the appropriate
pHysical security mechanisms.

Required Test Procedures

TH07.13.01: The tester shall verify that any removable covers or doors ingluded within the majntenance
acgess interface are safeguarded using the appropriate physical security mechanisms.

A$07.14: (Physical security — Levels 1, 2, 3, and 4)
The following requirements shall apply to all cryptographic modules for Security Level|1.
NOTE Tested as part of AS07.15 to AS07.16.

A$07.15: (Physical security — Levels 1, 2, 3, and'4)

The cryptographic module shall consist of production-grade components that include $tandard
pdssivation techniques (e.g. a conformal:coating or a sealing coat applied over the module’s
circuitry to protect against environmental or other physical damage).

Re¢quired Vendor Information

VE07.15.01: The module shall censist of standard, production-quality ICs, designed to meet cofnmercial-
grpde specifications for power; temperature, reliability, shock and vibration, etc. The module shall use
standard passivation tecliniques for the entire chip. The vendor documentation shall descrlbe the IC
qyality. If an IC is used that is not a standard device, its passivation design shall also be described.

Ré¢quired Test Procedures

THO07.15.01: THe-téster shall verify by inspection, or from the vendor documentation, that tHe module
contains standard integrated circuits with a uniform exterior material and standard connegtors. The
tepter shallverify from the vendor documentation that the chips in the module are commercigl grade in

0 0?2: The te h 3 i mentation that the module has alstandard
passivation applied to it. The passivation has to be a sealing coat applied over the chip circuitry to
protect it against environmental or other physical damage. If standard passivation is not used, then
the documentation shall provide information to indicate why it is equivalent to a standard passivation
approach.

AS07.16: (Physical security — Levels 1, 2, 3, and 4)

When performing physical maintenance, zeroisation shall either be performed procedurally by
the operator or automatically by the cryptographic module.

NOTE This assertion is tested as part of AS07.10.
AS07.17: (Physical security — Levels 2, 3, and 4)
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The following requirement shall apply to all cryptographic modules for Security Level 2.

NOTE

AS07.18:

Tested as part of AS07.18 to AS07.20.

(Physical security — Levels 2, 3, and 4)

The cryptographic module shall provide evidence of tampering (e.g. on the cover, enclosure, and
seal) when physical access to the module is attempted.

NOTE

This assertion is tested as part of AS07.34 and AS07.35 for single-chip embodiments, AS07.44 and
AS07.45 for multiple-chip embedded embodiments, and AS07.62 and AS07.63 for multiple-chip standalone

embodime
AS07.19:

The tam]
the visib

of inforr:[ation about the internal operations of the critical areas of the module.

Require

VE07.19.(
enclosure

Required Test Procedures

TE07.19.0
evident n

AS07.20:

If the crx
construd
construg

visual sllectrum of the module’s internal cohstruction or components.

Require

VE07.20.(
or slits, t
module’s
in the vis
shall desq

Required Test Procedures

TE07.20.(
module h
they are

nts.

(Physical security — Levels 2, 3, and 4)

e spectrum (i.e.light of wavelength range of 400 nm to 750 nm) to prevent the gatheri

Vendor Information

1: The vendor documentation shall specify that the tamper evident material, coating,
shall be opaque or translucent within the visible spectrum.

1: The tester shall verify by inspection and from the vendor documentation that the tamp
aterial, coating, or enclosure is opaque or translucent'within the visible spectrum.

(Physical security — Levels 2, 3, and 4)

'yptographic module contains ventilatien' holes or slits, then the module shall
ted in a manner to prevent the gathéring of information of the module’s intern
tion or components by direct visual observation using artificial light sources in t

Vendor Information

1: If the module is containgd within a cover or enclosure that contains any ventilation ho
hen they shall be construgted in a manner that prevents the gathering of information of t
internal construction-er.components by direct visual observation using artificial light sourd
hal spectrum of themedule’s internal construction or components. The vendor documentati
ribe the physicatdesign approach that prevents such observation.

1: The tester shall verify by inspection and from the vendor documentation whether t
as a‘cever or enclosure with ventilation holes, slits, or other openings, and if so, wheth
constructed to deter the gathering of information of the module’s internal construction

per-evident material, coating or enclosure shall either be opaque or translucent withli

be
al
he

er
or

compone
module’s

AS07.21:
The follo
NOTE

AS07.22:

72

hts“bv direct visual observation ncing artificial ]ighf sources in the visual spectrum of t
internal construction or components.

(Physical security — Levels 3 and 4)
wing requirements shall apply to all cryptographic modules for Security Level 3.
Tested as part of AS07.22 to AS07.28.

(Physical security — Levels 3 and 4)
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If the cryptographic module contains any doors or removable covers or if a maintenance access
interface is defined, then the module shall contain tamper response and zeroisation capability.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip
embodiments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multiple-chip standalone
embodiments.

AS07.23: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall immediately zeroise all unprotected SSPs
when a door is opened, a cover is removed, or when the maintenance access interface is accessed.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for ‘4ingle-chip
eglbodiments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multipleschip 4tandalone
enpbodiments.

A$07.24: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall remain operafienal when unprotected
SYPs are contained within the cryptographic module.

NQOTE This assertion is tested as part of AS07.38 for single-chip embodiments, AS07.50 for mulfltiple-chip
enibedded embodiments, and AS07.65 for multiple-chip standalone embodiients.

A$07.25: (Physical security — Levels 3 and 4)

If|the cryptographic module contains ventilation holes or slits, then the module [shall be
canstructed in a manner that prevents undetected ‘physical probing inside the enclojure (e.g.
pilevent probing by a single articulated probe).

Re¢quired Vendor Information

VE07.25.01: If the module is contained withiria cover or enclosure that contains any ventilatiop holes or
slits, then they shall be constructed in asfianner that prevents undetected physical probing [nside the
enclosure. The vendor documentation shall describe the ventilation physical design approach

Réquired Test Procedures

THO07.25.01: The tester shalltverify by inspection and from the vendor documentation whiether the
mpdule has a cover or enclosure with ventilation holes, slits, or other openings, and if so, whgther they
arg constructed to deterundetected probing inside the cover or enclosure.

A$07.26: (Physical security — Levels 3 and 4)

Strong or hard conformal or non-conformal enclosures, coatings, or potting materials shall
mpintain strength and hardness characteristics over the module’s intended temperatyre range
ofloperation), storage, and distribution.

Ré¢quired Vendor Information

VEU726.01: The vendor documentation shall describe the strength, hard contformal or non-conformal
enclosure, coatings or potting materials, and the rational that the strength is appropriate for the
module design.

Required Test Procedures

TE07.26.01: The tester shall verify from the vendor documentation and inspection of the module that
the strength, hard conformal or non-conformal enclosure, coatings, or potting materials is the one
designed as specified.

AS07.27: (Physical security — Levels 3 and 4)

If tamper evident seals are employed, they shall be uniquely numbered or independently
identifiable (e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).
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Required Vendor Information

VE07.27.01: The vendor shall provide the specification of the tamper evident seal.

Required Test Procedures

TEO07.27.01: The tester shall verify that tamper evident seals are uniquely numbered or independently
identifiable as documented.

AS07.28:

(Physical security — Levels 3 and 4)

The modfule shall either include EFP features or undergo EFT.

NOTE

AS07.29:

This assertion is tested as part of AS07.73.

(Physical security — Level 4)

The following requirement shall apply to all cryptographic modules for Security Lével 4.

NOTE
AS07.30:

Tested as part of AS07.30 to AS07.33.

(Physical security — Level 4)

The cryptographic module shall be protected either by a hard opaque. removal-resistant coati

or by a tz

NOTE
embedded

AS07.31:

mper detection envelope with tamper response and zeroisation capability.

ng

This assertion is tested as part of AS07.40 for single-chip embodiments, AS07.52 for multiple-chip

embodiments, and AS07.64 for multiple-chip standalone embodiments.

(Physical security — Level 4)

The modjule shall include EFP features.

NOTE
AS07.32:

This assertion is tested as part of AS07.74.

(Physical security — Level 4)

The cry

tographic module shall provide/protection from fault induction.

Required Vendor Information

VEO07.32.01: The vendor documentation shall specify the protection mechanism from fault induction.

Required Test Procedures

TE07.32.
specified

AS07.33:
The faul

1: The testershall verify from the vendor documentation and by inspection of the module t
fault induction protection mechanisms.

(Physical security — Level 4)

tCinduction mitigation techniques and the mitigation metrics employed shall

documer

tedas specified i {ISO/TEC 1979072012} ATiiex B.

Required Vendor Information

VE07.33.01: The vendor documentation shall specify the fault induction mitigation techniques and the
mitigation metrics employed by the module.

Required Test Procedures

TE07.33.01: The tester shall verify that the fault induction mitigation techniques and the mitigation
metrics employed by the module are documented as specified.
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6.7.3 Physical security requirements for each physical security embodiment

6.7.3.1 Single-chip cryptographic modules

NOTE1 In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the
requirements specified in AS07.34 to AS07.42 are specific to single-chip cryptographic modules.

NOTE 2  There are no additional Security Level 1 requirements for single-chip cryptographic modules.

AS07.34: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The following requirements shall apply to single-chip cryptographic modules for Security Level 2.
NOTE This assertion is tested as part of AS07.35.
A$07.35: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The cryptographic module shall be covered with a tamper-evident coating|(e.g. a tamper-evident
pdssivation material or a tamper-evident material covering the passivation) or contajned in a
tajmper-evident enclosure to deter direct observation, probing, or mianipulation of th¢ module
and to provide evidence of attempts to tamper with or remove the module.

NOTE This requirement is associated with AS07.18.
Ré¢quired Vendor Information

VE07.35.01: The vendor documentation shall identify thetamper-evident coating and its charagteristics.
Ré¢quired Test Procedures

THO07.35.01: The tester shall verify by inspection\and from the vendor documentation that tHe module
is [covered with a tamper-evident coating. Thé&Zinspection shall verify that the tamper-evidenpt coating
completely covers the module and deters direct observation, probing, or manipulation of the sipgle-chip.

A$07.36: (Single-chip cryptographicimodules — Levels 3 and 4)
The following requirements shall- apply to single-chip cryptographic modules for Security Level 3.
NOTE This requirement is-tested in AS07.37 or AS07.38.

A$07.37: (Single-chip cryptographic modules — Levels 3 and 4)

{Ejther} the module-shall be covered with a hard opaque tamper-evident coating (e.g. a hard
opaque epoxy covering the passivation) {or AS07.38 shall be satisfied}.

Ré¢quired Vendor Information

VE07.37.01: The vendor documentation shall state clearly that the approach specified in AS07.87 is used
to|meetthe requirement.

VEO07-37.:027 The vendor documentation shail provide supporting detatied design imformation, especially
the type of coating that is used and its characteristics.

Required Test Procedures

TE07.37.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with a hard opaque tamper evident coating.

TE07.37.02: The tester shall verify that the vendor documentation does sufficiently provide supporting
detailed design information, especially specifying the type of coating thatis used and its characteristics.

TE07.37.03: The tester shall verify that the coating cannot be easily penetrated to the depth of the
underlying circuitry, and that it leaves tamper evidence. The inspection has to verify that the coating
completely covers the module, is visibly opaque, and deters direct observation, probing, or manipulation.
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AS07.38: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} the enclosure shall be implemented {so that attempts at removal
or penetration of the enclosure shall have a high probability of causing serious damage to the
cryptographic module (i.e. the module will not function)).

NOTE This assertion is not separately tested. Tested in AS07.39.
AS07.39: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} {the enclosure shall be implemented} so that attempts at removal
or penetration of the enclosure shall have a high probability of causing serious damage to\the
cryptogrfaphic module (i.e. the module will not function).

Required Vendor Information

VEO07.39.01: The vendor documentation shall state clearly that the approach specified, in AS07.38|is
used to neet the requirement.

VE07.39.02: The vendor documentation shall provide supporting detailed designinformation, especially
whether the enclosure contains any doors or removable covers and whethen'a maintenance accqss
interfacelis specified. The enclosure shall be designed such that attempts topemove it will have a high
probability of causing serious damage to the circuitry within the module.

VE07.39.03: The vendor documentation shall provide supporting detailed design informatign.
If the enflosure contains any doors or removable covers, or if/a”maintenance access interface|is
specified| then the module shall contain tamper response and zeroisation circuitry. The circuitiry
shall continuously monitor the covers and doors, and upon_thé removal of a cover or the opening of a
door, shall zeroise all plaintext CSPs. The circuitry shall\bé-operational whenever plaintext CSPs are
containe]l within the module.

Required Test Procedures

TE07.39.Q1: The tester shall verify that the documentation specifies that the enclosure cannot pe
removed [easily and whether the module contains doors or removable covers or has a maintenance
access interface. If the enclosure contains any doors or removable covers, or if a maintenance accgss
interfacel|is specified, then the testen.shall verify that the documentation specifies that the module
contains famper response and zeroisation circuitry.

TE07.39.(02: If the enclosure has‘removable covers or doors, or if a maintenance access interface|is
specified| the tester shall verify’from the vendor documentation that the module zeroises all plaintgxt
CSPs when a cover or door:is.sremoved or if the maintenance access interface is accessed.

TE07.39.03: The testet’shall verify by inspection and from the vendor documentation that the tamper
response|and zeroisation circuitry remains operational when plaintext CSPs are contained within
the modyle.

TE07.39.04:"The tester shall verify by inspection and from the vendor documentation that the

TE07.39.05: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.39.06: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.40: (Single-chip cryptographic modules — Level 4)
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The following requirements shall apply to single-chip cryptographic modules for Security Level 4.
NOTE This assertion is tested in AS07.41 and AS07.42.
AS07.41: (Single-chip cryptographic modules — Level 4)

The cryptographic module shall be covered with a hard, opaque removal-resistant coating with
hardness and adhesion characteristics such that attempting to peel or pry the coating from the
module will have a high probability of resulting in serious damage to the module (i.e. the module
will not function).

Re¢quired Vendor Information

VE07.41.01: The vendor documentation shall clearly identify the kind of coating used and’shal]l provide
ddtails of its characteristics, especially hardness and removal resistance.

VEO07.41.02: The vendor documentation shall provide supporting detailed design‘informati¢n for the
mpdule when covered with a hard, opaque removal-resistant coating. The' hardness and|adhesion
chlaracteristics of the material shall be such that attempting to peel or pry the.material from the module
will have a high probability of resulting in serious damage to the modulé (i.e. the module| does not
fuhction). The material shall be opaque within the visible spectrum.

Ré¢quired Test Procedures

THO07.41.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with a hard, opaque removal-resistant coating.

THO07.41.02: The tester shall verify the removal-resistaht properties of the module coating. The tester
shll attempt to peel or pry the material from the-module and verify that this is not possiljle with a
repsonable application of force that the module, ceased to function or that the module circpitry was
ofviously physically destroyed.

A$07.42: (Single-chip cryptographic modules — Level 4)

The removal-resistant coating shall have solvency characteristics such that dissolving the
cdating will have a high probability of dissolving or seriously damaging the moduldq (i.e. the
mpdule will not function).

Required Vendor Information

VE07.42.01: The vendér)documentation shall describe the solvency characteristics of the|removal-
repistant coating. TheSolvency characteristics of the material shall be such that dissolving th¢ material
to[remove it willhave a high probability of dissolving or seriously damaging the module.

Required Test'Procedures

THO07.42.01: The tester shall verify the vendor documentation to determine the solvency properties of
the moddle’s removal-resistant coating.
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The tester, based on documentation provided in VE07.42.01, shall verify what type of solvent would be
required to compromise the removal-resistant coating.

6.7.3.2 Multiple-chip embedded cryptographic modules

NOTE In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following
requirements AS07.43 to AS07.59 are specific to multiple-chip embedded cryptographic modules.

AS07.43: (Multiple-chip embedded cryptographic modules — Levels 1, 2, 3, and 4)

If the cryptographic module is contained within an enclosure or removable cover, a production-
grade enclosure or removable cover shall be used.
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Required Vendor Information

VE07.43.01: The module shall be entirely contained within a production-grade enclosure or removable
cover. The vendor documentation shall describe the cover or enclosure.

Required Test Procedures

TEO07.43.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure or removable cover that is of production-grade.

AS07.44: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

The follpwing requirements {AS07.45 to AS 07.46} shall apply to multiple-chip embedded
cryptogrfaphic modules for Security Level 2 {and the assertions AS07.45 to AS 07.46cshall pe
satisfied|in the following groups: (AS07.45) or (AS07.46 and AS07.47) or (AS07.46 and AS07.48)}.

Required Vendor Information

VE07.44.01: The vendor documentation shall specify that either (AS07.45) or [ASO7.46 and (AS07.47 [or
AS07.48)] are satisfied.

Required Test Procedures

TE07.44.Q1: The tester shall verify by inspection and from the vendor documentation that either
(AS07.45] or [AS07.46 and (AS07.47 or AS07.48)] are satisfied.

AS07.45:|(Multiple-chip embedded cryptographic modules =< Levels 2, 3, and 4)

The module components shall be covered with a tamper-evident coating or potting material (e}g.
etch-resistant coating or bleeding paint) to deter direct observation and to provide evidence|of
attemptq to tamper with or remove module components {or the groups (AS07.46 and AS07.47) jor
(AS07.46|and AS07.48) shall be satisfied}.

Required Vendor Information

VE07.45.01: The vendor documentation shall'specify that the module is encapsulated with an opaqte,
tamper-eyident coating such as etch-resjstant coating or bleeding paint.

Required Test Procedures

TE07.45.Q1: The tester shall verify by inspection and from the vendor documentation that the modulg is
encapsulgted with an opaque,tamper-evident material.

TE07.45.()2: The tester shal verify by testing that the module provides evidence of attempts to tamyler
with or r¢move module-components.

AS07.46:|(Multiple‘chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 is.not satisfied, then the} module shall be entirely contained within a metal or hard
plastic production-grade enclosure that may include doors or removable covers {and the groups
(AS07.47 and AS07.48) or (AS07.47 and AS07.49) shall be satisfied).

Required Vendor Information

VE07.46.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures
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TE07.46.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure that meets the following requirements.

a) The enclosure has to completely surround the entire module.
b) The enclosure material has to be of a composition defined in the vendor documentation.

c) The enclosure has to be production-grade. The vendor literature has to either show that an
enclosure of the same material has been used commercially or provide data to show that it is
equivalent to a commercial product.

A$07.47: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 is not satisfied, then if} the enclosure includes any doors or removable_covers, then
thie doors or covers shall be locked with pick-resistant mechanical locks employing plysical or
logical keys {or AS07.48 shall be satisfied).

Ré¢quired Vendor Information

VH07.47.01: The doors or covers included by the enclosure shall be locked with pick-resistant mechanical
logks that employ physical or logical keys. The vendor documentation_shall describe the locKs and the
employed physical or logical keys.

Re¢quired Test Procedures

TH07.47.01: The tester shall verify by inspection and from<he’vendor documentation that th¢ doors or
covers are locked with a pick-resistant lock that requires.a physical key or a logical key.

TH07.47.02: The tester shall attempt to open the locked cover or door without use of the key 4nd verify
thpat the cover or door will not open without signs*ef damage.

A$07.48: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 is not satisfied and the enclosure includes any doors or removable cover§ without
mpatching AS07.47, then they (i.e. the-doors or removable covers)} shall be protected with tamper-
evident seals (e.g. evidence tape-or-holographic seals) {and the group (AS07.47 and AS0749) shall
bq satisfied).

Re¢quired Vendor Information
VE07.48.01: The vendordocumentation shall describe the tamper-evident seals.
Ré¢quired Test Procedures

THO07.48.01: The-tester shall verify by inspection and from the vendor documentation that the cover or
ddor is protected with a tamper-evident seal such as evidence tape or a holographic seal.

TH07.48;02: The tester shall verify that the cover or door cannot be opened without breaking or
remeving the seal and that the seal cannot be removed and later replaced.

AS07.49: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip embedded cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.50 or AS07.51.
AS07.50: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

{Either} the multiple-chip embodiment of the circuitry within the cryptographic module shall
be covered with a hard coating or potting material (e.g. a hard epoxy material) {or AS07.51 shall
be satisfied} such that attempts at removal or penetration of the enclosure will have a high
probability of causing serious damage to the module (i.e. the module will not function).
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Required Vendor Information

VE07.50.01: The vendor documentation shall provide design documentation for the hard coating or
potting material.

VE07.50.02: The vendor documentation shall provide documentation regarding the opacity
characteristics of the hard coating or potting material.

Required Test Procedures

TEO07.50.01: The tester shall verify that the vendor documentation specifies the hard coating or potting
material.

TEO07.50.92: The tester shall verify by inspection and from the vendor documentation the)opacity
characteifistics of the hard coating or potting material.

TE07.50.93: The tester shall verify by inspection and from the vendor documentation. that the hajrd
coating or potting material cannot be removed or penetrated without having a high probability|of
causing serious damage to the module.

AS07.51:|(Multiple-chip embedded cryptographic modules — Levels 3 anid4)

{If AS07.50 does not apply,} the module shall be contained within a‘strong enclosure such that
attempty at removal or penetration of the enclosure will have a‘high probability of causipg
serious damage to the module (i.e. the module will not function):

Required Vendor Information

VE07.51.91: The vendor documentation shall provide supperting design documentation for the stropg
enclosurd. The module shall be entirely contained within-a strong enclosure. The enclosure shall pe
designed|such that attempts to remove it will have a high probability of causing serious damage to the
circuitry within the module (i.e. the module does not\function).

VE07.51.(Q2: If the enclosure contains any doors-or removable covers, then the module shall contdin
tamper fTesponse and zeroisation circuitfy and the vendor shall provide supporting design
documentation for the tamper response andzeroisation circuitry.

Required Test Procedures

TE07.51.(1: The tester shall verify that the vendor documentation specifies whether the enclosure
contains fny doors or removable ‘covers and whether a maintenance access interface is specified, then
the modufle shall contain tamper response and zeroisation circuitry.

TE07.51.(2: If the enclesure contains any doors or removable covers, or if a maintenance access interfgce
is specifipd, then theltester shall verify that the vendor documentation specifies that the modyle
zeroises @ll plaintext CSPs when a door or cover is removed or if the maintenance access interface|is
accessed.

TE07.51.(33:The tester shall verify that the vendor documentation specifies which requirement optipn
in VE07.5T.0Tand VEU7.5T.021s implemented and provides design documentation.

TEO07.51.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within
the module.

TE07.51.05: The tester shall verify by inspection and from the vendor documentation that the
enclosure cannot be removed or penetrated without having a high probability of causing serious
damage to the module.

TE07.51.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection
and from the vendor documentation that the enclosure cannot be removed.
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TE07.51.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.51.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TEO07.51.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

A107.52: (Multiple-chip embedded cryptographic modules — Level 4)

The following requirements shall apply to multiple-chip embedded cryptographic'modules for
Sdcurity Level 4.

NOTE This assertion is tested in AS07.53 to AS07.59.

A$07.53: (Multiple-chip embedded cryptographic modules — Level 4)
The module components shall be within a strong or hard conformalor non-conformal ehclosure.
Ré¢quired Vendor Information

VE07.53.01: The module shall be contained within a tampér detection envelope that wfill detect
tampering attacks against the potting material or enclosure."The vendor documentation shal| describe
the tamper detection envelope design.

Re¢quired Test Procedures

TH07.53.01: The tester shall verify from the vendor documentation and by inspection that tHe module
coptains a tamper detection envelope that sirrounds the module components. This barrief shall be
dgsigned such that any breach by means such as drilling, milling, grinding, or dissolving to gccess the
mpdule components can be detected by, monitoring components in the module.

A$07.54: (Multiple-chip embedded cryptographic modules — Level 4)

The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar
pijinted circuit with a serpentine geometric pattern of conductors or a wire-wound pdckage or
a hon-flexible, brittle circuit or a strong enclosure) {that shall detect tampering by mgans such
ay cutting, drilling, niilling, grinding, burning, melting, or dissolving of the potting mqterial or
ericlosure to an extentsufficient for accessing SSPs).

NQTE This assertion is not separately tested. Tested in AS07.55.

{Tlhe enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar printed
cireuit-w gr a non-
[flexible—b : Hit—oF—6 srg—enclostre : : A 5% anRs such as
cutting, drilling, milling, grinding, burning, melting, or dissolving of the potting material or
enclosure to an extent sufficient for accessing SSPs.

Required Vendor Information

VE07.55.01: The module shall be contained within a tamper detection envelope that will detect
tampering attacks against the potting material or enclosure. The vendor documentation shall describe
the tamper detection envelope design.

Required Test Procedures

TE07.55.01:  The tester shall verify from vendor documentation and by inspection that the module
contains a tamper detection envelope that surrounds the module components. This barrier shall be
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designed such that any breach by means such as drilling, milling, grinding, or dissolving to access the
module components can be detected by monitoring components in the module.

AS07.56: (Multiple-chip embedded cryptographic modules — Level 4)

The module shall contain tamper response and zeroisation circuitry {that shall continuously
monitor the tamper detection envelope and, upon the detection of tampering, shall immediately
zeroise all unprotected SSPs}).

NOTE This assertion is not separately tested. Tested in AS07.57 and AS07.58.

AS07.57:|(Multiple-chip embedded cryptographic modules — Level 4)

{The mo{ule shall contain tamper response and zeroisation circuitry} that shall continuougly
monitor the tamper detection envelope {and, upon the detection of tampering, shall imimeédiately
zeroise afl unprotected SSPs}.

Required Vendor Information

VE07.57.1: The module shall contain tamper response and zeroisation circuitpy that continuously
monitorsfthe tamper detection envelope for tampering, and upon the detection 6ftampering, shall zerofse
all plaintg¢xt SSPs. The circuitry shall be operational whenever plaintext SSPSare contained within the
module. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures

TEO07.57.41: The tester shall verify from the vendor documentation that the module contains tamyler
responsefand zeroisation circuitry that continuously monitors‘the tamper detection envelope; detedts
any breag¢h by means such as drilling, milling, grinding, or-@issolving any portion of the envelope; ahd
then zerojises all plaintext SSPs.

AS07.58:|(Multiple-chip embedded cryptographicimodules — Level 4)

{The moHule shall contain tamper response-and zeroisation circuitry that shall continuously
monitor the tamper detection envelope } and-upon the detection of tampering, shall immediatgly
zeroise dll unprotected SSPs.

Required Vendor Information

VE07.58.01: The module shall contain tamper response and zeroisation circuitry that continuously
monitors|the tamper detectidn)énvelope for tampering, and upon the detection of tampering, shpll
zeroise dll plaintext SSPs.”Phe vendor documentation shall describe the tamper response apd
zeroisatign design.

Required Test Procedures

TEO07.58.01: The-tester shall breach the tamper detection envelope barrier and then verify that the
module zgroises all plaintext SSPs.

ASO7 59. (NG liianla ol aralao ad cpyantacmanlio o A d ] oo I oxral 4)
. AT pre—CImp ot OOt O Cr y prtosT aprCIimotaarcs eV Ty

The tamper response circuitry shall remain operational when unprotected SSPs are contained
within the cryptographic module.

NOTE This assertion is not separately tested.

6.7.3.3 Multiple-chip standalone cryptographic modules

NOTE In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following
requirements AS07.60 to AS07.72 are specific to multiple-chip standalone cryptographic modules.

AS07.60: (Multiple-chip standalone cryptographic modules — Levels 1, 2, 3, and 4)
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The cryptographic module shall be entirely contained within a metal or hard plastic production-
grade enclosure that may include doors or removable covers.

Required Vendor Information

VE07.60.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures

THO07.60.01: The tester shall verify by inspection and from the vendor documentation that the mnodule is
contained within an enclosure that meets the following requirements.

a)| The enclosure has to completely surround the entire module.
b)| The enclosure material has to be of a composition defined in the vendor doctimentation.

c)| The enclosure has to be production-grade. The vendor literature has) to either show that an
enclosure of the same material has been used commercially or provide data to show|that it is
equivalent to a commercial product.

A$07.61: (Multiple-chip standalone cryptographic modules —Levels 2, 3, and 4)

e following requirements shall apply to multiple-chip-standalone cryptographic modules for
Security Level 2.

N(TE This assertion is tested in AS07.62 or AS07.63.
07.62: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

If the enclosure of the cryptographic module includes any doors or removable covers,|then the
dqors or covers shall be locked with pi¢k-resistant mechanical locks employing physical or
logical keys {or AS07.63 shall apply}.

Re¢quired Vendor Information

VEO07.62.01: If the enclosure includes any removable covers or doors, then either they shall pe locked
with pick-resistant mechanieal*locks that employ physical or logical keys. The vendor docurphentation
1l describe pick-resistanit mechanical locks that employ physical or logical keys.

Réquired Test Procedures

tepter shall vetify that each cover or door is locked with a pick-resistant lock that requires g physical
or a logicalkey. The tester shall attempt to open the locked cover or door without use of the key and
ify thatithe cover or door will not open without signs of damage.

TH07.62.01: Thedester shall verify whether the enclosure contains any removable covers or :}oors. The

07.63: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

{If AS07.62 is not satisfied, then the doors or covers} shall be protected with tamper-evident seals
(e.g. evidence tape or holographic seals).

Required Vendor Information

VEO07.63.01: If the enclosure is protected via tamper-evident seals such as evidence tape or holographic
seals, the vendor documentation shall describe the tamper-evident seals.

Required Test Procedures

TE07.63.01: The cover or door is protected with a seal such as evidence tape or a holographic seal. The
tester shall verify that the cover or door cannot be opened without breaking or removing the seal and
that the seal cannot be removed and later replaced.
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AS07.64: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.65.
AS07.65: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The module shall be contained within a strong enclosure, such that attempts at removal or
penetration of the enclosure will have a high probability of causing serious damage to the
module T.e. the module will not function).

Required Vendor Information
VEO07.65.01: The vendor documentation shall provide supporting design documentation, for the stropg
enclosurd. The module shall be entirely contained within a strong enclosure. The en¢losure shall pe
designed|such that attempts to remove it will have a high probability of causing serious damage to the
circuitry within the module (i.e. the module does not function).

VE07.65.(02: If the enclosure contains any doors or removable covers, then the module shall contdin
tamper response and zeroisation circuitry and the vendor documentatien”shall provide supportipng
design ddcumentation for the tamper response and zeroisation circuitry.

Required Test Procedures

TEO07.65.Q1: The tester shall verify that the vendor documentation specifies whether the enclosure
contains any doors or removable covers and whether a maintenance access interface is specified, then
the modulle shall contain tamper response and zeroisation civcuitry.

TE07.65.92: If the enclosure contains any doors or remo¥zable covers, or if a maintenance access interfgce
is specifipd, then the tester shall verify that the wéndor documentation specifies that the moduyle
zeroises all plaintext CSPs when a door or coveris removed or if the maintenance access interface|is
accessed.

TE07.65.03: The tester shall verify that thie vendor documentation specifies which requirement optipn
in VE07.655.01 and VE07.65.02 is implemented and provides design documentation.

TEO07.65.04: The tester shall verifylby inspection and from the vendor documentation that the tamper
response|and zeroisation circuitry remains operational when plaintext CSPs are contained within
the modyle.

TE07.65.05: The tester~shall verify by inspection and from the vendor documentation that the
enclosur¢ cannot befemoved or penetrated without having a high probability of causing serious
damage tp the module:

TE07.65.06: Thetester shall verify the strength of the enclosure by attempting to access the underlyipng
circuitry fand\verifying that the enclosure is not easily breached. The tester shall verify by inspectipn
and from|th®vendor documentation that the enclosure cannot be removed.

TE07.65.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.65.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.65.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.66: (Multiple-chip standalone cryptographic modules — Level 4)
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The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 4.

NOTE This assertion is tested in AS07.67 to AS07.72.
AS07.67: (Multiple-chip standalone cryptographic modules — Level 4)

The enclosure of the cryptographic module shall contain a tamper detection envelope that use
tamper detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect
sw1tches, permanent magnetlc actuators, etc) motion detectors (e.g. ultrasonlc, infrared, or

2 2012} 7.7.3.2

envelope
e tamper

e module
A tamper
such that
rted.

milling,

grinding, burning, melting, or dissolving to an extent sufficient for accessing SSPs.

NQTE This assertion is tested as part of ASOZ.71.
A$07.69: (Multiple-chip standalone cryptographic modules — Level 4)

The cryptographic module shall-contain tamper response and zeroisation capability {ghat shall
continuously monitor the tamper-detection envelope and, upon the detection of tamperfng, shall
immediately zeroise all unprotected SSPs}).

NOTE This assertion istested as part of AS07.71.
A$07.70: (Multiple-chijp standalone cryptographic modules — Level 4)

{Tlhe cryptographic module shall contain tamper response and zeroisation capability} that shall
cgdntinuously mionitor the tamper detection envelope {and, upon the detection of tampenjing, shall
immediately,zeroise all unprotected SSPs}).

NOTE This assertion is tested as part of AS07.71.
A$0771: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability that shall
continuously monitor the tamper detection envelope} and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs.

Required Vendor Information

VE07.71.01: The module shall contain tamper response and zeroisation circuitry that continuously
monitors the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise
all plaintext SSPs. The circuitry shall be operational whenever plaintext SSPs are contained within the
module. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures
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TEO07.71.01: The tester shall verify from the vendor documentation that the module contains tamper
response and zeroisation circuitry that continuously monitors the tamper detection envelope; detects
any breach by means such as drilling, milling, grinding, or dissolving any portion of the envelope; and

then zero

ises all plaintext SSPs.

TEO07.71.02: The tester shall breach the tamper detection envelope barrier and then verify that the
module zeroises all plaintext SSPs.

AS07.72:

The tam
SSPs are

NOTE
6.74 E

6.7.4.1

NOTE
undergo e

AS07.73:

(Multiple-chip standalone cryptographic modules — Level 4)
i . bility shall . ional wl

contained within the cryptographic module.

This assertion is tested as part of AS07.71.
nvironmental failure protection/testing

Environmental failure protection/testing general requirements

A cryptographic module is not required to employ environmental failune protection features
nvironmental failure testing for Security Levels 1 and 2.

(Environmental failure protection/testing — Level 3)

A module shall either employ environmental failure protection (EFP) features {AS07.75

AS07.77}

or undergo environmental failure testing (EFT) {AS07.78 to AS07.86).

Required Vendor Information

VE07.73.(

1: The vendor shall use either of the following:

a) EFP features;

b) EFT

as specif
condition
not comp

a) lowt
b) high
c) large
d) large

The vend
choices f

ed in ISO/IEC 19790:2012, 7.74 to ensure that the following four unusual environmen
s or fluctuations (accidentalwr induced) outside of the module’s normal operation range w
Fomise the security of thesmodule:

emperature;
femperature;
negative voltage;
positivevoltage.

or shall choose to use EFP or EFT for each condition, but each choice is independent of t

or

al
ill

he
T

ot-the other conditions. The vendor shall provide corresponding supporting EFP/E

documen

dtion 1or each condition, specirying now tne selected approdch 1s used.

Required Test Procedures

TEO07.73.01: The tester shall verify that the documentation states EFP/EFT selection for each condition
and how the specified approach is used.

AS07.74:

(Environmental failure protection/testing — Level 4)

A module shall employ environmental failure protection (EFP) features.

NOTE

86

This assertion is tested in AS07.75 to AS07.77.
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6.7.4.2 Environmental failure protection features
AS07.75: (Environmental failure protection features — Levels 3 and 4)

Environmental failure protection (EFP) features shall protect a cryptographic module against
unusual environmental conditions (accidental or induced) when outside of the module’s normal
operating range that can compromise the security of the module.

NOTE This assertion is tested as part of AS07.77.

AS07.76: (Environmental failure protection features — Levels 3 and 4)

The cryptographic module shall monitor and correctly respond when operating temL)erature
and voltage are outside of the specified normal operating ranges.

NOTE This assertion is tested as part of AS07.77.
A$07.77: (Environmental failure protection features — Levels 3 and 4)

If [the temperature or voltage falls outside of the cryptographic module’s normal dperating
range, the protection capability shall either

— shutdown the module to prevent further operation,
oI
— immediately zeroise all unprotected SSPs.
Re¢quired Vendor Information

VHE07.77.01: If EFP is chosen for a particular condition, the module shall monitor and correctly respond
to|fluctuations in the operating temperature.orvoltage outside of the module’s normal operatling range
for that condition. The protection features shall continuously measure these environmental cpnditions.
If [a condition is determined to be outside of the module’s normal operating range, the grotection
cifcuitry shall either

a)| shut down the module, or
b)| zeroise all plaintext SSPs

Dgcumentation shall statewhich of these approaches was chosen and provide a specification d¢scription
of|the EFP features implemented within the module.

Re¢quired Test Procedures

TH07.77.01: The tester shall configure the environmental condition (ambient temperature angl voltage)
clgse to thé.appropriate extreme of the normal operating range specified for the module and Verify that
the module continues to perform within normal operating parameters.

THO7.77.02: The tester shall extend the temperature and voltage outside of the specified normal range
and verily that the module either shuts down to prevent further operations or zeroises all plaintext SSPs.

TE07.77.03: If the module is designed to zeroise all plaintext SSPs, and the module was still operational
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

6.7.4.3 Environmental failure testing procedures

AS07.78: (Environmental failure testing procedures — Level 3)

Environmental failure testing (EFT) shall involve a combination of analysis, simulation, and
testing of a cryptographic module to provide reasonable assurance that the environmental
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conditions (accidental or induced) when outside the module’s normal operating ranges for
temperature and voltage will not compromise the security of the module.

NOTE This assertion is tested as part of AS07.81.
AS07.79: (Environmental failure testing procedures — Level 3)

EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, {at no time shall the security of the
cryptographic module be compromised).

NOTE This assertion is tested as part of AS07.81.
AS07.80:/(Environmental failure testing procedures — Level 3)

{EFT shdll demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure,} at no time shall the security of the
cryptogrfaphic module be compromised.

NOTE This assertion is tested as part of AS07.81.
AS07.81:|(Environmental failure testing procedures — Level 3)

The temperature range to be tested shall be from a temperature within the normal operatipg
temperafure range to the lowest (i.e. coldest) temperature that either (1) shutdown the module|to
prevent ll.lrther operation or (2) immediately zeroise all unprotécted SSPs; and from a temperatufre
within the normal operating temperature range to the highest (i.e. hottest) temperature that
either (1) shuts down or goes into an error state or (2) zeroises all unprotected SSPs.

Required Vendor Information

VE07.81.01: IfEFT is chosen for a particular condition,the module shall be tested within the temperatyre
range spdcified in AS07.82 and voltage ranges specified in AS07.85 and AS07.86. The module shall either

a) contihue to operate normally, or
b) shut flown, or
c) zeroike all plaintext SSPs.

Documenftation shall state which ofthese approaches was chosen and provide a specification descriptipn
of the EFT.

Required Test Procedures

TE07.81.Q1: The tester'shall configure the environmental condition (ambient temperature and voltage)
as specified in AS07.82, AS07.85, and AS07.86, and verify that the module either continues to operdte
normallyfor shuts down to prevent further operations, or zeroises all plaintext SSPs.

TE07.81.92-7Jf the module is designed to zeroise all plaintext SSPs, and the module was still operational
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

AS07.82: (Environmental failure testing procedures — Level 3)

The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit); {however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module
enters a failure state).

NOTE This assertion is tested as part of AS07.81.

AS07.83: (Environmental failure testing procedures — Level 3)
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{The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit);} however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the
module enters a failure state.

NOTE This assertion is tested as part of AS07.81.
AS07.84: (Environmental failure testing procedures — Level 3)

Temperature shall be monitored internally at the sensitive components and critical devices and
not jncf at the phyciral hmlnd:n'y of the module

NOTE This assertion is tested as part of AS07.81.
A$07.85: (Environmental failure testing procedures — Level 3)

The voltage range tested shall be gradually decreasing from a voltage withinithe normal gperating
valtage range to alower voltage that either (1) shuts down the module to preyvent further gperation
or| (2) immediately zeroises all unprotected SSPs; {and shall be gradually.increasing from|a voltage
within the normal operating voltage range to a higher voltage that either{(1) shuts down tHe module
to|prevent further operation or (2) immediately zeroises all unprotected SSPs}.

NOTE This assertion is tested as part of AS07.81.
A$07.86: (Environmental failure testing procedures — Level 3)

{Tlhe voltage range tested shall be gradually decreasingfrom a voltage within the normal qperating
vdltage range to a lower voltage that either (1) shuts<down the module to prevent further gperation
or{(2) immediately zeroises all unprotected SSPs;}.and shall be gradually increasing from p voltage
wijthin the normal operating voltage range to\a higher voltage that either (1) shuts down the
mpdule to prevent further operation or (2) immediately zeroises all unprotected SSPs.

NOTE This assertion is tested as part of AS07.81.

6.8 Non-invasive security
A$08.01: (Non-invasive security — Levels 1, 2, 3, and 4)

N¢n-invasive attack mitigation techniques implemented by the cryptographic module tp protect
thie module’s SSPs that are not referenced in {ISO/IEC 19790:2012} Annex F shall meet the
requirements in {ISO/IEC 19790:2012} 7.12.

NOTE This asSertion is not separately tested. It is tested as part of AS12.01 to AS12.04.

A$08.02: (Non-invasive security — Levels 1, 2, 3, and 4)

N¢n-invasive attack mitigation techniques implemented by the cryptographic module tp protect
tﬂe module’s SSPs that are referenced in {ISO/IEC 19790:2012} Annex F shall meet the 1ollowing
requirements.

NOTE This assertion is not separately tested.

AS08.03: (Non-invasive security — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.8 shall be provided.
Required Vendor Information

VE08.03.01: The vendor shall provide the documentation requirements as specified in
ISO/IEC 19790:2012, A.2.8.

Required Test Procedures
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TE08.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.8.

AS08.04: (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall specify all of the mitigation techniques employed to protect the module’s
CSPs from the non-invasive attacks referenced in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.04.01: The vendor shall provide supporting documentation which specifies all of the mitigation
techniqu¢s employed to protect the module’s CSPs from the non-invasive attacks specified |in
{ISO/IEC 19790:2012} Annex F.

Required Test Procedures

TE08.04.01: The tester shall verify that the vendor provides supporting documentationiwhich specifies
all of the|mitigation techniques employed to protect the module’s CSPs from the non-invasive attagks
specifiedfin {ISO/IEC 19790:2012} Annex F.

AS08.05](Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall include evidence of the effectiveness of each 'of the attack mitigatipn
techniques.

Required Vendor Information

VE08.05.01: The vendor shall specify in the documentation the effectiveness of the mitigatipn
techniqugs.

Required Test Procedures

TE08.05.01: The tester shall verify that the vendor provides documentation that specifies the
effectiverjess of the mitigation techniques.

AS08.0631 (Non-invasive security — Level.3)

The cryptographic module shall beitested to meet the approved non-invasive attack mitigatipn
test metrics for Security Level 3 as'specified in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.06.01: The vendor shall-provide documentation that the module meets the approved non-invasive

attack mIigation test metrics for Security Level 3.
Required Test Procedures

TE08.06.01: Thetester shall verify that the vendor provides documentation that the module meets the
approved| nofi-invasive attack mitigation test metrics for Security Level 3.

AS08.07: TNon-Invasive security — Level 4]

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation
test metrics for Security Level 4 as specified in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.07.01: The vendor shall provide documentation that the module meets the approved non-invasive
attack mitigation test metrics for Security Level 4.

Required Test Procedures

TE08.07.01: The tester shall verify that the vendor provides documentation that the module meets the
approved non-invasive attack mitigation test metrics for Security Level 4.
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6.9 Sensitive security parameter management

6.9.1 Sensitive security parameter management general requirements
AS09.01: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

CSPs shall be protected within the module from unauthorized access, use, disclosure,
modification, and substitution.

Required Vendor Information

VE09.01.01: The vendor documentation shall describe the protection of all CSPs internal tg"the module.
Prjotection shall include the implementation of mechanisms that protect against unauthoeriz¢d access,
use, disclosure, modification, and substitution.

Ré¢quired Test Procedures

TH09.01.01: The tester shall check the vendor documentation that describesthe’protection of CSPs. The
tefter shall verify that the documentation describes how these CSPs are protected from unapthorized
acgess, use, disclosure, modification, and substitution.

TH09.01.02: The tester shall attempt to access (by circumventing the documented frotection
mechanisms) CSPs for which the tester is not authorized to access.To meet this assertion, the module is
refquired to deny access.

TH09.01.03: The tester shall attempt to modify CSPs using any method not specified by the vendor
ddcumentation.

NOTE CSPs encrypted using a non-approved algotithm or proprietary algorithm or method are ¢onsidered
in plaintext form within the scope of this document.

A$09.02: (Sensitive security parameter management — Levels 1, 2, 3, and 4)
PSPs shall be protected within the module against unauthorized modification and substtitution.
Re¢quired Vendor Information

VE09.02.01: The vendor documentation shall describe the protection of all PSPs against unapithorized
modification and substitution!

Required Test Procedureés

TH09.02.01: The téster shall verify that the vendor documentation describe how the PSPs are protected
from unauthorized modification and substitution.

TH09.02.02: The tester shall attempt to modify all PSPs using any method not specified by the vendor
ddcumentation and shall attempt to enter them into the module.

A$09.03: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

A module shall associate an SSP which is generated, entered into or output from the module with
the entity (i.e. person, group, role, or process) to which the SSP is assigned.

Required Vendor Information

VE09.03.01: The documented SSP procedures shall describe the mechanisms or procedures used to
ensure that each SSP is associated with the correct entity.

Required Test Procedures

TE09.03.01: The tester shall verify the documented SSP entry/output procedures that the procedures
address how an entered or output SSP is associated with the correct entity.
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TE09.03.02: For each SSP that can be entered, the tester shall first enter the SSP while assuming the
correct entity. The tester shall then verify that entry is not possible when assuming an incorrect entity.

TE09.03.03: For each SSP that can be output, the tester shall first output the SSP while assuming the
correct entity. The tester shall then verify that output is not possible when assuming an incorrect entity.

AS09.04: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

Hash values of passwords, RBG state information, and intermediate key generation values shall

be considered as CSPs.

Required Vendor Information

VE09.04.01: The vendor shall provide documentation that hash values of passwords, RB® st3
information, and intermediate key generation values are defined as CSPs.

Required Test Procedures

TE09.04.01: The tester shall verify that the vendor provides documentation, that hash values
passwords, RBG state information, and intermediate key generation values are defined as CSPs.

TE09.04.02: The tester shall verify that the vendor provided Security Policy-defines any hash values
passwords, RBG state information, and intermediate key generation valués as CSPs.

AS09.05:|(Sensitive security parameter management — Levels 1;2, 3, and 4)

The docymentation requirements specified in {ISO/IEC 19790:2012} A.2.9 shall be provided.

Required Vendor Information

VE09.05.01: The vendor shall provide the docunientation requirements as specified
ISO/IEC 19790:2012, A.2.9.

Required Test Procedures

TE09.05.01: The tester shall verify thatithe vendor provides documentation as specified |[i

ISO/IEC 19790:2012, A.2.9.

6.9.2 Random bit generators
NOTE A cryptographic module can contain RBGs, a chain of RBGs, or can be solely an RBG.
AS09.06: (Random bit generators — Levels 1, 2, 3, and 4)

If an appfroved security function, SSP generation, or SSP establishment method requires randdg
values, then an approved RBG shall be used to provide these values.

NOTE Approved RBGs are listed in ISO/IEC 19790:2012, Annex C.

Required Vendor Information

of

of

m

VE09.06.01: The vendor shall provide the list of all RBGs used in approved security functions, SSP

generation, or SSP establishment methods within the cryptographic module and their precise usage.

VE09.06.02: The vendor shall provide documentation that any random values used by approved security

functions, SSP generation, or SSP establishment method are provided from an approved RBG.

Required Test Procedures

TE09.06.01: The tester shall verify that all RBGs used by approved security functions, SSP generation,

or SSP establishment methods are documented and their usage defined.
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TE09.06.02: The tester shall verify from the vendor provided documentation that the implemented
RBGs used by approved security functions, SSP generation, or SSP establishment methods are compliant
with the approved RBGs listed in ISO/IEC 19790:2012, Annex C.

TE09.06.03: The tester shall verify from the vendor provided documentation that any random values
used by approved security functions, SSP generation, or SSP establishment method are provided from
an approved RBG.

AS09.07: (Random bit generators — Levels 1, 2, 3, and 4)

Iﬁenﬂnp;d&mﬂac&i&ammﬁﬂﬂh&mqﬁngmphiﬂmundmﬂlh&m@_ﬁh&dam stream
generated using this entropy input shall be considered a CSP.

Re¢quired Vendor Information

VE09.07.01: The vendor shall provide documentation that the input datastream genévated frorp entropy
collected from outside the cryptographic module’s boundary is defined as a CSR.

Required Test Procedures

TH09.07.01: The tester shall verify that the vendor provides documentation that the input d4tastream
generated from entropy collected from outside the cryptographic mediuile’s boundary is definegl as a CSP.

6.D.3 Sensitive security parameter generation
A$09.08: (Sensitive security parameter generation — Leévels 1, 2, 3, and 4)

Cgmpromising the security of the SSP generation method which uses the output of an gpproved
RBG (e.g. guessing the seed value to initialize:the deterministic RBG) shall require at least as
mpny operations as determining the value of the generated SSP.

Re¢quired Vendor Information

VE09.08.01: The vendor shall provide documentation that provides rationale stating how compromising
the security of the SSP generation meéthod (e.g. guessing the seed value to initialize the detgrministic
RBG) shall require at least as many. dperations as determining the value of the generated SSP.

Réquired Test Procedures

TH09.08.01: The tester_shall verify that the vendor provided documentation that provides|rationale
stating how compromising the security of the SSP generation method (e.g. guessing the seed value to
inltialize the determiinistic RBG) shall require at least as many operations as determining the value of
the generated SSP:

TH09.08.02:.The tester shall verify the accuracy of any rationale provided by the vendor. The purden of
prpof is on'the vendor; if there is any uncertainty or ambiguity, the tester shall require the yendor to
prioducesadditional information as needed.

A$0909: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

SSPs generated by the module from either the output of an approved RBG or derived from an SSP
entered into the module and used by an approved security function or SSP establishment method
shall be generated using an approved SSP generation method listed in {ISO/IEC 19790:2012}
Annex D.

NOTE Approved sensitive security parameter generation methods are listed in ISO/IEC 19790:2012,
Annex D.

Required Vendor Information
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VE09.09.01: The vendor shall provide the list of all SSPs generated by the module from either the output
of an approved RBG or derived from an SSP entered into the module and used by an approved security
function or SSP establishment methods used in the cryptographic module and their precise usage.

VE09.09.02: The vendor shall provide documentation that SSPs generated by the module from either the
output of an approved RBG or derived from an SSP entered into the module and used by an approved
security function or SSP establishment method are generated using an approved SSP generation method.

Required Test Procedures

TE09.09.
an appro
function

TE09.09.

694 S

NOTE

methods,
AS09.10:

Automat
Annex D

NOTE

Annex D.
Required Vendor Information

VE09.10.
cryptogr

Required Test Procedures

TE09.10.Q1: The tester shall verify-that all automated SSP establishment methods are documented a
their usage defined.

TE09.10.Q2: The testershall verify from the vendor provided documentation that the implement
automateld SSP establishment methods are compliant with the approved automated SSP establishmg
methods

AS09.11:
Manual §SP establishment shall meet the requirements of {ISO/IEC 19790:2012} 7.9.5.

NOTE

1: The tester shall vprify that all SSPs gpnprnfpd hy the module from either the output

of

yed RBG or derived from an SSP entered into the module and used by an approved seclr
pr SSP establishment methods are documented and their usage defined.

ensitive security parameter establishment

Sensitive security parameter establishment can consist of automated<SSP transport or SSP agreems
r manual SSP entry or output, or output via direct or electronic methods.

(Sensitive security parameter establishment — Levels'1, 2, 3, and 4)

pd SSP establishment shall use an approved method listed in {ISO/IEC 19790:201

Approved sensitive security parameter establishment methods are listed in ISO/IEC 19790:20

1: The vendor shall provide the list-of all automated SSP establishment methods used in t
iphic module and their precise usage.

isted in [ISOAEC 19790:2012, Annex D.

(Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

ty

D2: The tester shall verify from the vendor provided documentation that the implerménted SSPs
generated by the module from either the output of an approved RBG or derived from an $SSP entered in
the modyle and used by an approved security function or SSP establishment metheds*are complig
with the approved SSP generation methods listed in ISO/IEC 19790:2012, Annex D.

to
nt

nt

2)

| 2,

ed
nt

This assertion is tested as part of AS09.12 to AS09.24.

6.9.5 Sensitive security parameter entry and output

NOTE

Sensitive security parameters can be manually entered into or output from a module either direc

tly

(e.g. entered via a keyboard or number pad, or output via a visual display) or electronically (e.g. via a smart
card/tokens, PC card, other electronic key loading device, or the module operating system).

AS09.12: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)
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If SSPs are manually entered into or output from a module, the entry or output shall be through
the defined HMI, SFMI, HFMI or HSMI ({ISO/IEC 19790:2012} 7.3.2) interfaces.

NOTE This assertion is tested as part of AS03.04 to AS03.15.
AS09.13: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

All cryptographically protected SSPs, entered into or output from the module shall be encrypted
using an approved security function.

Required Vendor Information

VH09.13.01: The vendor documentation shall specify all cryptographically protected SSRs‘*yhich are
entered into or output from the cryptographic module.

VE09.13.02: The vendor documentation shall state the encryption method used,teycryptogfaphically
prptect the SSPs which are entered into or output from the cryptographic module.

Required Test Procedures

TH09.13.01: The tester shall verify that the vendor has provided deciimentation specifyillg all the
criyptographically protected SSPs which are entered into and outputfrom the cryptographic module.

TH09.13.02: The tester shall verify that the vendor has provided documentation spegifies the
encryption method used to cryptographically protect the SSRS which are entered into or oufput from
the cryptographic module.

TH09.13.03: The tester shall verify that the encryption.method used to cryptographically protect the
SYPs which are entered into or output from the cryptographic module is performed using an japproved
serurity function.

NQTE For directly entered SSPs, the entered;vdlues can be temporarily displayed to allow visual verification
and to improve accuracy.

A$09.14: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

If pncrypted SSPs are directly entéred into the module, then the plaintext values of the §SPs shall
ngt be displayed.

Re¢quired Vendor Information

VE09.14.01: The documented SSP entry mechanisms for encrypted SSPs shall preclude the flisplay of
their plaintext values.

Required Test Procedures

TH09.14.01: The tester shall verify the documented SSP entry mechanisms for encrypted SSP{ preclude
the display of their plaintext values during the encrypted SSP entry process.

TH09:14.02: The tester shall enter all encrypted SSPs and shall monitor the output interfages of the
module to verify that any resulting plaintext SSP values are not displayed.

AS09.15: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Directly entered (plaintext or encrypted) SSPs shall be verified during entry into a module for
accuracy using the conditional manual entry test specified in {ISO/IEC 19790:2012) 7.10.3.5.

NOTE This assertion is tested as part of AS10.42 to AS10.46.
AS09.16: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

To prevent the inadvertent output of sensitive information, two independent internal actions
shall be required in order to output any plaintext CSP.
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Required Vendor Information

VE09.16.01: If the module outputs any plaintext CSPs, the vendor documentation shall describe the
output services.

VE09.16.02: The finite state model and other vendor documentation shall indicate, for the output of
plaintext CSPs, that two independent internal actions that are required.

Required Test Procedures

TE09.16.01: The tester shall verify from the vendor documentation or finite state model that the module
allows the output of plaintext CSPs.

TE09.16.02: The tester shall verify from the finite state model and other vendor documentation that
the outpyt of plaintext CSPs requires two independent internal actions in order for the cryptographic
module t¢ output the plaintext CSPs.

TE09.16.03: The tester shall attempt to output plaintext CSPs without the module [performing tyvo
independgnt internal actions. The module shall fail if the module allows the output of plaintext CSPs
without tivo independent internal actions.

AS09.17:|(Sensitive security parameter entry and output — Levels 1, 2,-3) and 4)
These two independent internal actions shall be dedicated to mediating the output of the CSPs.
NOTE This assertion is not separately tested. Tested as part of AS09,16"

AS09.18:|(Sensitive security parameter entry and output <Levels 1, 2, 3, and 4)

For eledtronic entry or output via a wireless connection, CSPs, key components, and
authentifation data shall be encrypted.

Require:[ Vendor Information

VE09.18.01: If the module inputs or outputs CSPs, key components, and authentication data via wirelgss
interface$, the vendor documentation shall‘describe the wireless services.

VE09.18.02: If the module inputs or outputs CSPs, key components, and authentication data via wirelgss
interfaces, the vendor documentatjon:shall describe the encryption methods employed to encrypt the
CSPs, key|components, and autheftication data.

Required Test Procedures

TE09.18.01: The tester shall verify whether the module inputs or outputs CSPs, key components, ahd
authentidation data via‘wireless interfaces.

TE09.18.02: The {ester shall verify that the encryption methods employed to encrypt the CSPs, key
componefts, andrauthentication data are approved encryption methods.

NOTE For Security Levels 1 and 2, plaintext CSPs, key components, and authentication data can be enterjed
and output via physical port(s) and logical interface(s) shared with other physical ports and logical interfaces of
the cryptographic module.

AS09.19: (Sensitive security parameter entry and output — Levels 1 and 2)

For software modules or the software components of a hybrid software module, CSPs, key
components, and authentication data may be entered into or output in either encrypted
or plaintext form provided that the CSPs, key components, and authentication data
shall be maintained within the operational environment and meet the requirements of
{ISO/IEC 19790:2012} 7.6.3.

Required Vendor Information
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VE09.19.01: For software modules or the software components of a hybrid software module the vendor
shall provide documentation that CSPs, key components, and authentication data may be entered
into or output in either encrypted or plaintext form provided that the CSPs, key components, and
authentication data are maintained within the operational environment and meet the requirements in
ISO/IEC 19790:2012, 7.6.3 {AS06.05 to AS06.29 as applicable}.

Required Test Procedures

TE09.19.01: For software modules or the software components of a hybrid software module the tester
shall Verlfy that the Vendor prov1des documentatlon that CSPs key Components and authentlcatlon
data e - - rided =CSPs, key
coj ponents and authentlcatlon data are mamtamed w1th1n the operatlonal env1ronment and meet the
reguirements of ISO/IEC 19790:2012, 7.6.3 {AS06.05 to AS06.29 as applicable}.

A$09.20: (Sensitive security parameter entry and output — Levels 3 and 4)

CYPs, key components, and authentication data shall be entered into or ocutput from the module
either encrypted or by a trusted channel.

NQTE This assertion is tested as part of AS09.13 or AS03.16 to AS03.22.
A$09.21: (Sensitive security parameter entry and output — Levels 3 and 4)

CYPs which are plaintext secret and private cryptographic¢ keys shall be entered into ¢r output
frpom the module using split knowledge procedures using a trusted channel.

Réquired Vendor Information

VE09.21.01: The vendor shall supply documentation specifying the split knowledge pfocedures
employed by the cryptographic module using a, trusted channel for the input or output of|plaintext
secret and private cryptographic keys.

Ré¢quired Test Procedures

TH09.21.01: The tester shall verify that‘the documentation specifying the split knowledge procedures
employed by the cryptographic miodule using a trusted channel for the input or output of|plaintext
secret and private cryptographic keys matches the implementation.

THO09.21.02: The tester shdll)verify the split knowledge procedure splits the key into muftiple key
components, with each key.component individually sharing no knowledge of the original key.

TH09.21.03: The testepshall verify that a subset of the split knowledge components or all components
are required to begntered or output for each key.

TH09.21.04: The tester shall verify the trusted channel under AS03.16 to AS03.21 for Leyel 3 and
A403.22 fot bevel 4.

A$0922: (Sensitive security parameter entry and output — Level 3)

If the-moedile-employs—splitknowledge procedures;-the-modwle-shall-employ-separatelidentity-
based operator authentication for entering or outputting each key component, {and at least two
key components shall be required to reconstruct the original cryptographic key}.

Required Vendor Information

VE09.22.01: The vendor documentation shall specify that identity-based authentication is employed for
each separate key component.

Required Test Procedures

TE09.22.01: The tester shall verify that identity-based authentication is employed for each separate key
component.
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(Sensitive security parameter entry and output — Level 3)

{If the module employs split knowledge procedures, the module shall employ separate identity-
based operator authentication for entering or outputting each key component,} and at least two
key components shall be required to reconstruct the original cryptographic key.

Required Vendor Information

VE09.23.01: The vendor documentation shall specify the number of components that are required to
construct the original CSP.

RequireI Test Procedures

TE09.23.
requires

TE09.23.
knowledg
the origir

AS09.24

1: The tester shall verify in the vendor documentation that the split knowledge procedy
it least two components to construct the original CSP.

2: The tester shall verify the vendor documentation that the output of CSPs under sp
e procedures does not result in the output of a single component that can be used to constry
al CSP.

(Sensitive security parameter entry and output — Level 4)

lit
ct

The module shall employ multi-factor separate identity-based operator authentication for

entering

RequireI Vendor Information

VE09.24.
employed

Require:[ Test Procedures

TE09.24.
separate

TE09.24.

6.9.6 S
AS09.25:

A modulg
or proce

or outputting each key component.

1: The vendor documentation shall specify that multi:factor identity-based authentication|
for each separate key component.

1: The tester shall verify that multi-factoridentity-based authentication is employed for ea
key component.

2: The tester shall verify the multixfactor authentication method under AS04.59.

ensitive security parameter storage
(Sensitive security parameter storage — Levels 1, 2, 3, and 4)

e shall associate every SSP stored within the module with the entity (e.g. operator, ro
5s) to which the'SSP is assigned.

Require

VE09.25.01: The-xendor documentation on key storage shall describe the mechanisms or proceduy
used to epsure\that each key is associated with the correct entity.

Require Test Procedures

Vendor Information

[y

S

e,

TE09.25.01: The tester shall verify the documentation on key storage that the procedures address how
a stored key is associated with the correct entity.

TE09.25.02: The tester shall modify the association of key and entity. The tester shall then attempt to
perform cryptographic functions as one of the entities and shall verify that these functions fail.

AS09.26:

(Sensitive security parameter storage — Levels 1, 2, 3, and 4)

Access to plaintext CSPs by unauthorized operators shall be prohibited.

NOTE

98

This assertion is tested under AS09.01.
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AS09.27: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)
Modification of PSPs by unauthorized operators shall be prohibited.
Required Vendor Information

VE09.27.01: The vendor shall provide documentation that modification of PSPs by unauthorized
operators shall be prohibited.

Required Test Procedures

THU9.27.0T: The tester shall verily that the vendor provides documentation that modificatign of PSPs
by unauthorized operators shall be prohibited.

TH09.27.02: The tester shall assume an unauthorized role and attempt to modify PSPs,stered within the
mopdule and verify that this attempt fails.

6.D.7 Sensitive security parameter zeroisation
A$09.28: (Sensitive security parameter zeroisation — Levels 1, 2, 3,;and 4)

A module shall provide methods to zeroise all unprotected SSPs and key componengs within
the module.

NOTE1 This assertion is tested AS09.30.

NQTE 2  Temporarily stored SSPs and other stored values gwned by the module should be zeroised when they
arg no longer needed for future use.

A$09.29: (Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)
A peroised SSP shall not be retrievable or réusable.
Re¢quired Vendor Information

VE09.29.01: The vendor documentation shall specify how a zeroised SSP cannot be retrievable or
repisable.

Re¢quired Test Procedures

TH09.29.01: The tester,shall verify that the vendor provides documentation specifies how { zeroised
SYP cannot be retrievable or reusable.

TH09.29.02: Thetester shall verify the accuracy of any rationale provided by the vendor. The purden of
prpof is on thevendor; if there is any uncertainty or ambiguity, the tester shall require the yendor to
produce additional information as needed.

NQTE 1¢,>Zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logically|protected
within\an additional embedded validated module (meeting the requirements of this document) is not fequired.

NOTE 2  SSPs need not meet these zeroisation requirements if they are used exclusively to reveal plaintext
data to processes that are authentication proxies (e.g. a CSP that is a module initialization key).

AS09.30: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

The cryptographic module shall perform the zeroisation of unprotected SSPs (e.g. overwriting
with all zeros or all ones or with random data).

Required Vendor Information
VE09.30.01: The vendor documentation shall specify the following SSPs zeroisation information:

a) zeroisation techniques;
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b) restrictions when plaintext SSPs can be zeroised;
c) plaintext SSPs that are zeroised;
d) plaintext SSPs that are not zeroised and rationale;

e) rationale explaining how the zeroisation technique is performed in a time that is not sufficient to
compromise plaintext SSPs.

Required Test Procedures

TE09.30.0T: The tester shall verify the vendor documentation that the information specified |in
VE09.30.01 is included. The tester shall verify the accuracy of any rationale provided by the vendor. The
burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the
vendor tg produce additional information as needed.

TE09.30.02: The tester shall verify which keys are present in the module and initiate the zeroise
command. Following the completion of the zeroise command, the tester shall attempt to perfofm
cryptogrqiphic operations using each of the plaintext SSPs that were stored in the.module. The tesfer
shall verify that each plaintext SSPs cannot be accessed.

TE09.30.03: The tester shall initiate zeroisation and verify the key destruction method is performed|in
a time that is not sufficient to compromise plaintext SSPs.

TE09.30.04: The tester shall verify that all plaintext SSPs that are ngtzeroised by the zeroise commahd
are either 1) encrypted using an approved algorithm, or 2) physieally or logically protected within pn
embeddefl validated cryptographic module (validated as conforming to ISO/IEC 19790:2012).

AS09.31:(Sensitive security parameter zeroisation — Levels 2, 3, and 4)
Zeroisatjon shall exclude the overwriting of an unprotected SSP with another unprotected SSK.
RequireI Vendor Information

VE09.31.01: The vendor documentation shall specify that the zeroisation excludes the overwriting of pn
unprotected SSP with another unprotected SSP.

RequireI Test Procedures

TE09.31.01: The tester shall vérify that the vendor provided documentation specifies that the
zeroisatign excludes the overwriting of an unprotected SSP with another unprotected SSP.

AS09.32:(Sensitive security parameter zeroisation — Levels 2, 3, and 4)
Tempordry SSPs shall'be zeroised when they are no longer needed.
Required VendorInformation

VE09.32.01:/The vendor documentation shall specify that temporary SSPs are zeroised when they qre
no longerjneeded.

Required Test Procedures

TE09.32.01: The tester shall verify that the vendor provides documentation specifies that temporary
SSPs are zeroised when they are no longer needed.

AS09.33: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)
The module shall provide an output status indication when the zeroisation is complete.
Required Vendor Information

VE09.33.01: The vendor documentation shall specify that the module provides an output status
indication when the zeroisation is complete {AS03.11}.

100 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=4ba85fc95919af1ffcd2d0adcea5ded5

ISO/IEC 24759:2017(E)

Required Test Procedures

TE09.33.01: The tester shall verify that the vendor provides documentation that specifies that the
module provides an output status indication when the zeroisation is complete.

TE09.33.02: The tester shall perform zeroisation and verify the status output indicator.
AS09.34: (Sensitive security parameter zeroisation — Level 4)

The following requirements {ISO/IEC 19790:2012 AS09.35 to AS09.37} shall be met.

NQTE This assertion 1s tested under AS09.55 to AS09.37.
A$09.35: (Sensitive security parameter zeroisation — Level 4)

Zdroisation shall be immediate and non-interruptible {and shall occur in a sufficiently small time
pdriod so as to prevent the recovery of the sensitive data between the time zéroisation is|initiated
and the actual zeroisation completed and {AS09.37 shall be met}}.

NOTE This assertion is tested in AS09.36.
A$09.36: (Sensitive security parameter zeroisation — Level 4)

{Zeroisation shall be immediate and non-interruptible} and shall occur in a sufficienftly small
ti?‘le period so as to prevent the recovery of the sensitivé.data between the time zeroisation is
inftiated and the actual zeroisation completed and {AS09.37 shall be met}.

Required Vendor Information

VE09.36.01: The vendor shall provide documentation that the module zeroisation is immegdiate and
ndn-interruptible and occurs in a sufficiently small time period so as to prevent the recovéry of the
sehsitive data between the time zeroisation isdnitiated and the actual zeroisation completed.

Re¢quired Test Procedures

TH09.36.01: The tester shall verify thatthe vendor provides documentation that the module z¢roisation
is immediate and non-interruptible and occurs in a sufficiently small time period so as to pifevent the
recovery of the sensitive data,between the time zeroisation is initiated and the actual zg¢roisation
completed.

TH09.36.02: The tester-shall perform the module zeroisation. The test shall attempt to intdrrupt the
zefoisation process tgprevent its completion in whole or part.

A$09.37: (Sensitive' security parameter zeroisation — Level 4)

All SSPs shall'be zeroised whether plaintext or cryptographically protected, such |that the
mpdule isxeturned to the factory state.

Required Vendor Information

\Y%
cryptographlcally protected, such that the module is returned to the factory state.

Required Test Procedures

TE09.37.01: The tester shall verify that the vendor provides documentation that all SSPs are zeroised
whether plaintext or cryptographically protected, such that the module is returned to the factory state.

TE09.37.02: The tester shall perform the module zeroisation. The tester shall verify that the module has
returned to the factory state.
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6.10 Self-tests

6.10.1 Self-test general requirements
AS10.01: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests shall be performed, {and determination of pass or fail shall be made by the module,
without external controls, externally provided input text vectors, expected output results, or
operator intervention or whether the module will operate in an approved or non-approved mode}.

NOTE THIS assertion 1s not separately tested.
AS10.02:|(Self-tests — Levels 1, 2, 3, and 4)

{All self-tests shall be performed,} and determination of pass or fail shall be made by.the module,
without pxternal controls, externally provided input text vectors, expected outputTresults, jor
operatorfintervention or whether the module will operate in an approved or non<approved mode.

NOTE This assertion is not separately tested.
AS10.03:|(Self-tests — Levels 1, 2, 3, and 4)

The pre-operational self-tests shall be performed and passed successfully prior to the modyle
providing any data output via the data output interface.

NOTE This assertion is tested as part of AS10.15.
AS10.04:|(Self-tests — Levels 1, 2, 3, and 4)

Conditiohal self-tests shall be performed when an applicable security function or process|is
invoked [i.e. security functions for which self-tests:are required).

NOTE This assertion is tested as part of AS10.25.
AS10.05:|(Self-tests — Levels 1, 2, 3, and 4)

All self-tests identified in underlying algorithmic standards ({ISO/IEC 19790:2012} Annex C |to
Annex E] shall be implemented as applicable within the cryptographic module.

NOTE This assertion is tested as part of AS10.06.
AS10.06:|(Self-tests — Levels, 2, 3, and 4)

=1

All self-tests identified\in addition or in lieu of those specified in the underlying algorithnjic
standards ({ISO/IEC.19790:2012} Annex C to Annex E) shall be implemented as specified [in
{ISO/IEC(19790:2012} Annex C to Annex E for each approved security function, SSP establishment
method 3nd authentication mechanism.

NOTE This\assertion is tested as part of AS10.01 to AS10.04.

AS10.07: (Self-tests — Levels 1, 2, 3, and 4)

If a cryptographic module fails a self-test, the module shall enter an error state {and shall output
an error indicator as specified in {ISO/IEC 19790:2012} 7.3.3).

Required Vendor Information

VE10.07.01: For each error condition, the vendor documentation shall provide the condition name,
description of the condition, the events that can produce the condition, and the actions necessary to
clear the condition and resume normal operation.

Required Test Procedures
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TE10.07.01: The tester shall verify the list of self-tests to include the following:

a) pre-operational self-tests:

1) pre-operational software/firmware integrity test;

2) pre-operational bypass test;

3) pre-operational critical functions test;
b) conditional self-tests:

1) conditional cryptographic algorithm test;

2) conditional pair-wise consistency test;

3) conditional software/firmware load test;

4) conditional manual entry test;

5) conditional bypass test;

6) conditional critical functions test.
TH10.07.02: The tester shall check that the information provided above is specified for epch error
condition.
TH10.07.03: The tester shall cause each error condition:to occur and shall attempt to clear [the error
condition. The tester shall verify that actions necessary to clear the error condition are consigtent with

the vendor documentation. If the tester cannot causé each error condition to occur, the tejster shall
ify the code listing and or design documentation whether the actions necessary to clear dach error

A%
C

TH
m

TH
of]
in

AS
{l

ar
R¢

VI
fo

dition are consistent with the descriptionsdn‘the vendor documentation.

10.07.04: The tester shall verify that all self-tests are performed regardless if the cryp
bdule operates in an approved mode.or ion-approved mode.

pass or fail of each self-test,is made by the module, without external controls, externally
but text vectors, expected dutput results, or operator intervention.

10.08: (Self-tests — Levels 1, 2, 3, and 4)

error indicater:as specified in {ISO/IEC 19790:2012} 7.3.3.
quired Vendor Information

10.08:01: The vendor shall document all error states associated with each self-test and sha
" eaCh(error state the expected error indicator.
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10.07.05: The tester shall verify byjinspection and from the vendor documentation that detefmination
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'a cryptographicimodule fails a self-test, the module shall enter an error state} and shdll output
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TE10.08.01: The tester shall verify the vendor documentation, check that it lists every error state that
the module enters upon failure of a self-test, and indicates the error indicator associated with each
error state. The tester shall compare the list of error states to those defined in the finite state model
(see AS11.10) to verify that they agree.

TE10.08.02: By inspecting the vendor documentation that specifies how each self-test handles errors,
the tester shall verify that:

a)
b)

the module enters an error state upon failing a self-test;

the error state is consistent with the documentation and the finite state model;
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c) the module outputs an error indicator;
d) the error indicator is consistent with the documented error indicator.

TE10.08.03: The tester shall run each self-test and cause the module to enter every error state. The tester
shall compare the observed error indicator with the indicator specified in the vendor documentation. If
they are not the same, this test is failed.

AS10.09: (Self-tests — Levels 1, 2, 3, and 4)

The cryptographic module shall not perform any cryptographic operations or output control
and data|via the control and data output interface while in an error state.

Required Vendor Information

VE10.09.01: The vendor documentation requirements are specified under VE03.07.015-VE03.07.02,
VE03.10.01, and VE03.10.02. The vendor design also shall ensure that cryptographic operations canrot
be perforfmed while the module is in the error state.

Required Test Procedures

TE10.09.Q1: The tester shall verify that the inhibition of control and data output was performed under
TE03.07.01, TE03.07.02, TE03.10.01, TE03.10.02, and TE03.10.05. The résults of the verification shpll
indicate that:

a) the vendor documentation shows that all control and data odfput via the control and data outpgut
interface is inhibited whenever the module is in an error state;

b) the module inhibits all control and data output when theZmodule is in an error state.

TE10.09.92: The tester shall verify that the vendor:documentation specifies that cryptographic
functiongare inhibited while the module is in an errgr’state.

TE10.09.93: The tester shall cause the module toenter the error state and verify that any cryptograplic
operatiorn]s that the tester attempts to initiate-are prevented.

AS10.10:|(Self-tests — Levels 1, 2, 3, and-4)

The cryptographic module shall~not utilize any functionality that relies upon a function jor
algorithmn that failed a self-test until the relevant self-test has been repeated and successfully
passed.

Required Vendor Information

VE10.10.01: The vender-shall provide design documentation that the cryptographic module canrot
utilize anly functionality that relies upon a function or algorithm that failed a self-test until the relevgnt
self-test Has beenrepeated and successfully passed.

Require(r Test'Procedures

TE10.10.01: The tester shall cause an error in a function or algorithm that failed a self-test and initiate
a functionality that utilize the function or algorithm and verify that the module cannot utilize this
functionality.

TE10.10.02: The tester shall run each self-test and cause the module to enter every error state or a
degraded operation. The tester shall exercise the cryptographic module, and verify that the functionality
cannot be utilized until the relevant self-test has been repeated and successfully passed.

AS10.11: (Self-tests — Levels 1, 2, 3, and 4)

If a module does not output an error status upon failure of a module self-test, the operator of the
module shall be able to determine if the module has entered an error state implicitly through an
unambiguous procedure documented in the security policy ({ISO/IEC 19790:2012} Annex B).
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Required Vendor Information

2017(E)

VE10.11.01: If the module does not output an error status upon failure of the module self-test, the vendor
provided non-proprietary security policy shall describe unambiguously the procedure to determine if
the cryptographic module has entered an error state.

Required Test Procedures

TE10.11.01: The tester shall run each self-test and cause the module to enter every error state. The tester
shall verify that the module has entered the error state implicitly through the procedure documented

in

the non-proprietarv security nolicy.
I Ir %4 AR 4
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10.12: (Self-tests — Levels 3 and 4)

The module shall maintain an error log that is accessible by an authorized operatorof the
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Cluding types of recorded information in the error log (e.g. which self-test has failed, when
curred).

10.12.02: The vendor documentation shall describe the mechafism to maintain the integi
for log.

quired Test Procedures

10.12.01: The tester shall verify from the vendorkdocumentation that an unauthorized

cannot access to the error log.
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10.12.02: The tester shall verify from the vendor documentation that the error logging fun
ovides information, at a minimum, of the most recent error event.

TE This TE is to cover assertion AS10.13.

10.12.03: The tester shall cause thecryptographic module to enter an error state and verif]
bdule generates the error log, at asminimum, for the most recent error event.

10.12.04: The tester shall-access the error log without assuming any authenticated role sup
e cryptographic moduleZIfthe error log can be accessed, this assertion fails.

10.12.05: The testershall exercise the cryptographic module and verify that the error log is
ainst unauthorized'modification and substitution.

10.13: (Self-tests — Levels 3 and 4)

T

e error.Jog shall provide information, at a minimum, of the most recent error event (i

seflf-test.failed).

module.

10.12.01: The vendor documentation shall specify the error logging flnctionality of the module
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NOTE This assertion is tested as part of AS10.12.

AS10.14: (Self-tests — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.10 shall be provided.

NOTE This assertion is tested as part of ASA.01.

6.10.2 Pre-operational self-tests

6.10.2.1 Pre-operational self-test general requirements

AS10.15: (Pre-operational self-tests — Levels 1, 2, 3, and 4)
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The pre-operational tests shall be performed and passed successfully by a cryptographic module
between the time a cryptographic module is powered on or instantiated (after being powered
off, reset, rebooted, cold-start, power interruption, etc.) and before the module transitions to
the operational state.

Required Vendor Information

VE10.15.01: The vendor documentation shall provide the information for each of the pre-operational
self-tests.

VE10.15.02:_The vendor shall prnvidp the sequence of prp-npm‘nfinnql self-tests between the time the

module i powered on or instantiated and before the module transitions to the operational state.

Required Test Procedures

TE10.15.Q1: The tester shall verify that the vendor documentation specifies each pre-opetational sqlf-
test. The tester shall verify that the pre-operational self-tests are performed as specifieck

TE10.15.92: By checking the code and/or design documentation, the tester shall verify each pre-
operatiorlal test is performed and passed successfully between the time a cryptographic module|is
powered pn or instantiated and before the module transitions to the operational state.

AS10.16:|(Pre-operational self-tests — Levels 1, 2, 3, and 4)

A cryptographic module shall perform the following pre-operational tests, as applicable:

— pre-¢perational software/firmware integrity test;

— pre-operational bypass test;
— pre-¢perational critical functions test.

NOTE This assertion is tested as part of AS10.17 to"AS10.24.

6.10.2.2 |Pre-operational software/firmware integrity test
AS10.17:|(Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

All software and firmware components within the cryptographic boundary shall be verified
using am approved integrity._technique or EDC satisfying the requirements defined [in
{ISO/IEC|19790:2012} 7.5.

NOTE This assertion is@ot separately tested. Tested as part of AS05.05 to AS05.23.
AS10.18:|(Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)
If the vetrlification fails, the pre-operational software/firmware integrity test shall fail.

NOTE This.assertion is not tested separately.

AS10.19: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

If a hardware module does not contain either software or firmware, the module shall, at a
minimum, implement one cryptographic algorithm self-test as specified in {ISO/IEC 19790:2012)}
7.10.3.2 as a pre-operational self-test.

NOTE This assertion is not tested separately.
AS10.20: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

A cryptographic algorithm that is used to perform the approved integrity technique for the
pre-operational software/firmware test shall first pass the cryptographic algorithm self-test
specified in {ISO/IEC 19790:2012} 7.10.3.2.
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Required Vendor Information
VE10.20.01: The vendor documentation requirement is specified under VE10.15.02.
Required Test Procedures

TE10.20.01: By checking the codes and/or design documentation, the tester shall verify that the
cryptographic algorithm test used to perform the approved integrity technique is passed before the
pre-operational software/firmware integrity test starts.

6- 312-3 Pl L3 UPCI at;uual b_y paaa tcot
A$10.21: (Pre-operational bypass test — Levels 1, 2, 3, and 4)

If[a cryptographic module implements a bypass capability, then the module‘ghall erlsure the
carrect operation of the logic governing activation of the bypass capability by’exercising that logic.

Re¢quired Vendor Information

VE10.21.01: The vendor documentation shall specify how the cryptographic'module ensures the correct
ogeration of the logic governing activation of the bypass capability.

Ré¢quired Test Procedures

TH10.21.01: The tester shall verify from the vendor documéntation and by inspection of the module
thpt the logic governing activation of the bypass capability‘is implemented as specified.

TH10.21.02: The tester shall verify by inspection and.from the vendor documentation that the pre-
ogerational bypass test is implemented which exer€ises the logic governing activation of the bypass
capability.

TH10.21.03: The tester shall cause each error‘condition of the pre-operational bypass test to pccur and
shiall verify that the inhibition of output was performed under TE03.07.01 to TE03.07.05 and TE03.10.01
to[TE03.10.05.

TH10.21.04: The tester shall run the)pre-operational bypass test and shall verify that any fungtionality
relies on the logic governing activation of the bypass capability cannot be utilized under TE10.10.01
and TE10.10.02.

A$10.22: (Pre-operational bypass test — Levels 1, 2, 3, and 4)
The module shall also verify the data path by

— settingthebypassswitchtoprovide cryptographicprocessingandverify thatdatatransferred
throughsithe bypass mechanism is cryptographically processed, and

—|{ setting the bypass switch to not provide cryptographic processing and verify that data
transferred through the bypass mechanism is not cryptographically processed.

R H A XL | ) S o
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VE10.22.01: The vendor documentation shall specify how to set the bypass switch to provide
cryptographic processing.

VE10.22.02: The vendor documentation shall describe how the bypass mechanism is designed to
enforce the data transfer of cryptographically processed data through the data path by setting the
bypass switch to provide cryptographic processing.

VE10.22.03: The vendor documentation shall specify how to set the bypass switch to not provide
cryptographic processing.
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