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Foreword

2022(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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e procedures used to develop this document and those intended for its further ana

ntenance

e described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria

eded for the different types of document should be noted. This document-was d
cordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSe-org/dird
ww.iec.ch/members_experts/refdocs).
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tention is drawn to the possibility that some of the elements of this doCument may be th
patent rights. ISO and IEC shall not be held responsible for identifying any or all su
bhts. Details of any patent rights identified during the development of the document will
froduction and/or on the ISO list of patent declarations received (sé€www.iso.org/patents)
t of patent declarations received (see patents.iec.ch).

A
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Fgr an explanation of the voluntary nature of stardards, the meaning of ISO specific t

e

the World Trade Organization (WTO) principles in the Technical Barriers to Trade (

y trade name used in this document is information given/for the convenience of users and
stitute an endorsement.

ressions related to conformity assessment, asdwell as information about ISO's adh

ww.iso.org/iso/foreword.html. In the IEC, seewww.iec.ch/understanding-standards.
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is document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information t¢
bcommittee SC 27, Information security,’cybersecurity and privacy protection.

is second edition cancels and(teplaces the first edition (ISO/IEC 24745:2011), which
Chnically revised.

e main changes compared to the previous edition are as follows:
correction of terms;
removal of non~-¢ompliant requirements related to jurisdictions;
clarificationof various explanations;

improvements on the requirements for protection of biometric information, with mor
enforcement of irreversibility and unlinkability;

rafted in
bctives or

e subject
Ch patent
be in the
br the IEC

does not

brms and
brence to
[BT) see

chnology,

has been

e explicit

addition of relevant references to ISO/IEC 30136:2018;

introduction of new application models based on recent technologies;

addition of examples in annexes.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and

www.iec.ch/national-committees.
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Introduction

As the Internet becomes a more pervasive part of daily life, various services are being provided via
the Internet, e.g. Internet banking, remote healthcare. In order to provide these services in a secure
manner, the need for authentication mechanisms between subjects and the service being provided
becomes even more critical. Some of the authentication mechanisms already developed include token-
based schemes, personal identification and transaction numbers (PIN/TAN), digital signature schemes
based on public key cryptosystems, and authentication schemes using biometric techniques.

Biometrigs;—the-auntomated—recognitionof-individuats—based-on—their-behaviotral-and—physiotegigal
characteifistics, includes recognition technologies based on, e.g. fingerprint image, voice patterns,|ifis
image angl facial image. The cost of biometric techniques has been decreasing while their reliability has
been increasing, and both are now acceptable and viable for use as an authentication mechanism.

Biometri¢ authentication introduces a potential discrepancy between privacy and, authenticatipn
assurance. On the one hand, biometric characteristics are ideally an unchanging préperty associated
with and|distinct to an individual. This binding of the credential to the individual provides stropg
assurance of authentication. On the other hand, this strong binding also underlieséthe privacy concerjns
surroundfing the use of biometrics, such as unlawful processing of biometric data, and poses challenges
to the sefcurity of biometric systems to prevent or to be resilient to thé~compromise of biometfic
referencels (BRs). The usual solution to the compromise of an authentication credential (to change the
password or issue a new token) is not generally available for biometricauthentication because biometfic
charactetfistics, being either intrinsic physiological properties or bé€havioural traits of individuals, qre
difficult dr impossible to change. At most, another finger or eye instance can be enrolled, but the choides
are usuallly limited. Therefore, appropriate countermeasures te~safeguard the security of a biomettic
system and the privacy of biometric data subjects are essential.

Biometri¢ systems usually bind a BR with other personally identifiable information (PII) for
authentidating individuals. In this case, the binding.is/iteeded to assure the security of the data record
containinfg biometric information. The increasing-linkage of BRs with other PII and the sharing|of
biometriq information across legal jurisdictions<make it extremely difficult for organizations to assyre
the proteftion of biometric information and to'‘achieve compliance with various privacy regulations.
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Information security, cybersecurity and privacy

p

1

Th
se
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rotection — Biometric information protection

Scope

fidentiality, integrity and renewability/revocability during storage and transfer. It alse
guirements and recommendations for the secure and privacy-compliant managementand processing
biometric information.

is document specifies the following:

analysis of the threats to and countermeasures inherent to biometfics and biometr
application models;

security requirements for securely binding between a biometriereference (BR) and aj
reference (IR);

biometric system application models with different scenatios for the storage and comy
BRs;

guidance on the protection of an individual's privaeyduring the processing of biometric infj
is document does not include general managemefitissues related to physical security, envir
curity and key management for cryptographic.techniques.
Normative references

e following documents are referred to in the text in such a way that some or all of thej

nents for
provides

c system

1 identity

arison of

pbrmation.

onmental

r content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

ur

IS

3

Far the purposes-of this document, the following terms and definitions apply.

IS

dated references, the latest édition of the referenced document (including any amendments

D/IEC 30136, Informatign technology — Performance testing of biometric template protection

Terms and definitions

D and [ECnaintain terminology databases for use in standardization at the following addrg

ISQOnline browsing platform: available at https://www.iso.org/obp

) applies.

schemes

SSes:

IEC Electropedia: avallable at https:// www.electropedia.org/

3.1
authentication

pr

ovision of assurance in the identity (3.22) of an individual

[SOURCE: ISO/IEC 29115:2013, 3.2, modified — "entity" replaced by "individual".]
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3.2

auxiliary data

AD

subject-dependent data that are part of a renewable biometric reference (3.34) and may be required to
reconstruct pseudonymous identifiers (3.29) during verification, or for verification in general

Note 1 to entry: If auxiliary data are part of a renewable biometric reference, it is not necessarily stored in the
same place as the corresponding pseudonymous identifiers.

Note 2 to entry: Auxiliary data may contain data elements for diversification (3.19).

Note 3 to ¢ntry: Auxiliary data are not the element for comparison during biometric reference verification.

Note 4 to ¢ntry: Auxiliary data are generated by the biometric system (3.13) during enrolment.

EXAMPLE Secret number combined with biometric data using, for example, a helper data approach, fugzy
commitmgnt scheme or fuzzy vault. See Table C.1 for concrete examples of pseudonymous identifier (P1) (3.49)
and AD.

3.3
biometric authentication

authenticption (3.1) where biometric verification (3.16) or biometric identification (3.8) is applied a
the identity (3.22) is linked to the biometric reference (3.11)

d

=]

3.4
biometric characteristic
biological and behavioural characteristic of an individual from which distinguishing, repeatalble
biometric|features (3.7) can be extracted for the purpose of bioimetric recognition

[SOURCE{ISO/IEC 2382-37:2017, 3.1.2, modified — The EXAMPLE was removed.]

3.5
biometric data
biometric|sample (3.12) or aggregation of biometric samples at any stage of processing, e.g. biometfic
reference((3.11), biometric probe, biometric feature (3.7) or biometric property

Note 1 to entry: As defined in ISO/IEC 2382-37:2017, 3.3.15, biometric property is a descriptive attribute of ghe
biometric flata (3.5) subject estimated or.derived from the biometric sample (3.12) by automated means.

[SOURCE]ISO/IEC 2382-37:2017,3.3.6, modified — Note 1 to entry was removed and replaced by a ngw
Note 1 tofentry.]

3.6
biometriic data subject
subject
individual whose individualized biometric data (3.5) is within the biometric system (3.13)

[SOURCE]ISQ/YEC 2382-37:2017, 3.7.5, modified — Note 1 to entry was removed.]

3.7
biometric feature
numbers or labels extracted from biometric samples (3.12) and used for comparison

[SOURCE: ISO/IEC 2382-37:2017, 3.3.11, modified — Notes 1 to 5 to entry were removed.]

3.8

biometric identification

process of searching against a biometric enrolment database to find and return the biometric reference
(3.11) identifier(s) (3.21) attributable to a single individual

[SOURCE: ISO/IEC 2382-37:2017, 3.8.2, modified — Note 1 to entry was removed.]

2 © ISO/IEC 2022 - All rights reserved
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3.9
biometric information
information conveyed or represented by biometric data (3.5)

Note 1 to entry: Biometric data include for instance data derived or transformed from biometric data which are
handled in connection with biometric data within a biometric system (3.13).

3.10
biometric model
stored function generated from biometric data (3.5)

EXAMPLE Examples of biometric models could be a Hidden Markov Model, Gaussian Mixture"Model or an
ificial Neural Network.

bipmetric reference

orle or more stored biometric samples (3.12), biometric templates (3.14)vor biometric models (3.10)
atfributed to a biometric data subject (3.6) and used as the object of bidémeétric comparison

EXAMPLE Face image stored digitally on a passport, fingerprint minutiae template on a National|ID card or
ssian Mixture Model for speaker recognition, in a database.

Ndte 1 to entry: A biometric reference that can be renewed is refetred to as a renewable biometric reference (3.34).
Ndte 2 to entry: BR can be used as a factor in multi-factor attthentication, that is, something a person ig.

[SDURCE: ISO/IEC 2382-37:2017, 3.3.16, modified =5'Notes 1 and 2 to entry were removed and replaced
by new Notes 1 and 2 to entry.]

arfalog or digital representation of biometric characteristics (3.4) prior to biometric feafure (3.7)
exftraction

URCE: ISO/IEC 2382-37:201%, 3.3.21, modified — The EXAMPLE was removed.]

A3

metric system
tem for the purpose of the biometric recognition of individuals based on their behavipural and
logical charactéristics

URCE: ISQ/IEC 2382-37:2017, 3.2.3, modified — Note 1 to entry was removed.]

J4
metric template
of stored biometric features (3.7) comparable directly to probe biometric features

[SOURCE: ISO/IEC 2382-37:2017, 3.3.22, modified — The EXAMPLE and Notes 1 and 2 to entry were
removed.]

3.15

biometric template protection

protection of biometric references (3.11) under various requirements for secrecy, irreversibility (3.26),
and renewability (3.33) during storage and transfer

Note 1 to entry: A biometric template protection scheme is one example of biometric information (3.9) protection
scheme.

[SOURCE: ISO/IEC 30136:2018, 3.3, modified — Added Note 1 to entry.]

© ISO/IEC 2022 - All rights reserved 3
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[SOURCE:

3.17
claim
assertion

3.18

24745:2022(E)

c verification
f confirming a biometric claim (3.17) through biometric comparison

ISO/IEC 2382-37:2017, 3.8.3, modified — Note 1 to entry was removed.]

of identity (3.22)

common
Cl

identifier
logically §

3.19

diversifi
deliberat
more bio
enhancen

Note 1 to 4

3.20

generatiy
biometric
(3.15) sch

[SOURCE

3.21
identifie
one or mgq

EXAMPLE
with the n

3.22
identity
set of pro
other qua

3.23
identity
IdMS
system c(

identifier

(3.21) for correlating identity references (3.24) and biometric references (3.11) in physically
eparated databases

Cation
e creation of multiple, unlinkable, transformed biometric references/(3.11) from one

hent

ntry: Renewability (3.33) is provided by performing diversification forbiometric reference(s).

e biometric data
data (3.5) (sample(s) or features) used as primary input to the biometric template protecti
eme

ISO/IEC 30136:2018, 3.4]

-
re attributes that uniquely characterize an individual in a specific domain

The name of a club with a club’membership number, a health insurance card number toget}
hme of the insurance company, an IP address, and a universal unique identifier.

perties or characteristics of an individual that can be used to describe its state, appearance
lities

management system

ntrolling individual identity information throughout the information lifecycle in one domai

3.24

or

metric samples (3.12) obtained from one subject for the purposes-of security and privacy

er

or

n

identity reference

IR

non-biometric attribute that is an identifier (3.21) with a value that remains the same for the duration
of the existence of the individual in a domain

3.25

IR claimant
identity reference claimant
individual making an identity reference (3.24) claim (3.17)

Note 1 to entry: Claims can be verified in a number of ways, some of which may be based on biometrics.
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https://standardsiso.com/api/?name=80a6857832286f513def10fecb49d236

ISO/IEC 24745:2022(E)

3.26

irreversibility

property of a transform that creates a biometric reference (3.11) from generative biometric data
(3.20) such that knowledge of the transformed biometric reference cannot be used to determine any
information about the generative biometric data

[SOURCE: ISO/IEC 30136:2018, 3.5, modified — Note 1 to entry was removed.]

3.27

personally identifiable information
PIf
arly information that a) can be used to identify the PII principal to whom such informatien/ifelates, or
b)|is or might be directly or indirectly linked to a PII principal

[SDURCE: ISO/IEC 29100:2011, 2.9, modified — Note 1 to entry was removed.]

3.8

pyivacy compromise
event in which an adversary discovers part of the generative biometricidata (3.20) of an individual
enrolled in the database of a biometric verification (3.16) or identification\system

[SDURCE: ISO/IEC 30136:2018, 3.6, modified — Note 1 to entry was removed.]

3.29

pdeudonymous identifier
PI
pdrt of a renewable biometric reference (3.34) that represents an individual or data subjec{ within a
ddmain by means of a protected identity (3.22) thatcan be verified by means of a captured |biometric
sample (3.12) and the auxiliary data (3.2) (if any)

Ndte 1 to entry: A pseudonymous identifier should:1iot contain any information that allows retrieval of the original
bigmetric sample, the original biometric features (3.7), or the true identity of its owner.

Ndte 2 to entry: The pseudonymous identifier-has no meaning outside the service domain.

Ndte 3 to entry: Encrypted biometric\data (3.5) with a cipher that allows retrieval of the plain-text data before
comparison is not a pseudonymous.identifier.

Ndte 4 to entry: A pseudonymous identifier may be the element for comparison during biometriq reference
vefification.

Ndte 5 to entry: See Table C.1 for examples of PI and auxiliary data (AD) (3.2).

3.B0
pjeudonymous identifier comparator

d during
nstructed
ity score

representing the similarity between the two

[SOURCE: ISO/IEC 30136:2018, 3.8]

3.31

pseudonymous identifier encoder

PIE

system, process or algorithm that generates a renewable biometric reference (3.34) consisting of a
pseudonymous identifier (3.29) and possibly auxiliary data (3.2) based on a biometric reference

© ISO/IEC 2022 - All rights reserved 5
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pseudonymous identifier recoder

PIR

system, process or algorithm that reconstructs a pseudonymous identifier (3.29) based on the provided

auxiliary
[SOURCE
3.33

renewability

property

(3.11) derfived from one or more biometric samples (3.12) obtained from the same data subject andwhi

data (3.2) and the extracted features

: ISO/IEC 30136:2018, 3.9]

can be usgd to recognize the individual while not revealing information about the original reference

3.34

renewablle biometric reference

RBR

renewable identifier (3.21) that represents an individual or data subject within @ domain by means

of a prot
fulfilling

pcted binary identity (3.22) (re)constructed from the captured biometrie sample (3.12), a
rreversibility (3.26) requirements

Note 1 to ¢ntry: A renewable biometric reference fulfilling irreversibility requirement provides additional secur

property.

Note 2 to ¢

data elemg¢nts required for biometric verification (3.16) or identification such as auxiliary data (3.2).

3.35

revocability
ability tq prevent future successful verification of_ @\ specific biometric reference (3.11) and t
corresponding identity reference (3.24)

Note 1 to ¢ntry: Rejection of a subject may occur on the’grounds of its appearance on a revocation list.

3.36

secure channel
communifcation channel providing thetconfidentiality and authenticity of exchanged messages

3.37
token
physical

comparispn

EXAMPLE

3.38

Smart card; USB memory stick or RFID chip in e-passport.

unlinkalility

property
subject(s

of-two or more biometric references (3.11) that they cannot be linked to each other or to t

levice storing biometFic reference (3.11) and in some cases performing on-board biometfi

hd

ty

ntry: An example of a renewable biometric reference is a pseudohymous identifier (3.29) and additiofal

FY'I\'I’Y\ urhnm fl‘\ﬂ" JALeLo {"Dl"i‘]ﬂ!’]
J

4 Abbreviated terms

AD
AFIS
BR

CI

auxiliary data
automated fingerprint identification systems
biometric reference

common identifier

© ISO/IEC 2022 - All rights reserved
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DBgr database containing biometric reference (BR)

DBr database containing identity reference (IR)

Egr encrypted biometric reference (BR)

Eir encrypted identity reference (IR)

IdMS identity management system

IR tdentity reference

MAC message authentication code

[C on-card comparison

PI pseudonymous identifier

PIC pseudonymous identifier comparator

PIE pseudonymous identifier encoder

PI personally identifiable information

PIR pseudonymous identifier recoder

RBR renewable biometric reference

RKID radio frequency identification

TTP trusted third party

UYB universal serial bus

X An arrow represents eitheéra simple information flow of data x or initiation of an interactive
protocol whose exchanged data may depend on the whole or a part of x.
x may be encryptéd*when a secure messaging system such as ISO/IEC 7816-4 is u$ed.
The interactive/protocol may not transfer any information on x when, for exanjple, a ze-
ro-knowledge technique is used.

5( Biometri¢'systems

5.1 General

Bipmetric systems perform the automated recognition of individuals based on one or more piological

(r vsical properties of the bodv such as fingprprin‘rc) ;de/nr bhehavioural (ﬁmr‘finnc of the }*ody, such

as walking) characteristics.

Physiological characteristics include but are not limited to:

fingerprint;

face;

iris;

hand geometry;

hand/finger vein;

© ISO/IEC 2022 - All rights reserved
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— DNA.

Behavioural characteristics include but are not limited to:

— signa

ture;

— keystroke dynamics;

— gait;

— voice

The follg
discrimin

—  unive

— uniqueness: every individual should have a distinguishable characteristic;

— perm
— colle

—  repes:
allow

From an ¢
— perfo
— accey

— robu
biom

For verify
for comp
image rej
derived fi

Specifica
have perr
character

wing are desirable properties of biometric characteristics that lead to good subje
ation and reliable recognition performancel2el:

rsality: every individual should have the characteristic;

anence: the characteristics should not show variance over time;
rtability: the characteristics should be easily collectable from the subjects;

itability: the property of the minimization of variations of a subject’s captured biometric d¢g
ing successful recognition over time.

pplication point of view, the following additional properties should also be taken into accou
rmance, which mainly refers to the success rate in récognizing individuals;
tability, which represents the level of willingness by the subject to use the biometric systen

ftness against presentation attacks, which-ifidicates how difficult it is to use a replica of t
etric characteristic to circumvent the biemetric system.

ing and/or identifying an individual; abiometric system processes one or more probe samp
irison against stored biometric reference(s) (BRs). The BR can be a biometric sample (e.g.

om the image) or it can be a-biometric model composed from the features.

ly, biological biometric.characteristics are very difficult to alter, so their compromise c

istic is assumed.

presenting the biometric characteristic) or a set of biometric features (i.e. a template thatfi

hanent consequences for the individual in applications in which immutability of the biometfi

ct
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5.2 Biometric system operations
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The overall operation of a biometric system is depicted in Figure 1, which is an expanded vers
orfiginal one givenin ISO/IEC TR 24741, to highlight the processing of the identity reference (IR) within
the biometricsystem.

The biometric system usually consists of five subsystems:

—_ identification

Figure 1 — Conceptual structure of a biometric system

A, biometric data capture subsystem, which contains biometric capture devices or se

ion of the

nsors for

11 3 H la £ laa daas i) 4+ et A | 43 +la et laa Ao
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as a fingerprint image, facial image or voice recording.

nple such

A signal processing subsystem, which extracts biometric features from a biometric sample with
the intent of outputting numbers or labels which can be compared with those extracted from other
biometric samples. Here, the biometric feature extracted in the enrolment process is stored in the

data storage subsystem as a BR for the identification and verification process.

A data storage subsystem, which serves primarily as an enrolment database where the
the enrolled BRs to the IR occurs. The data may contain biometric data and also non-biom

linking of
etric data

such as the IR related to the subject. In practice, DB;p and DBgy are often logically or physically
separated for reasons of security and privacy concerns. A more detailed description of binding DB

with DBgp, is given in Annex A.
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A comparison subsystem, which determines the similarity between captured biometric samples (or
derived features) and stored BRs. In the case of the one-to-one comparison used in the verification
process, a captured biometric sample is compared with a stored BR from a biometric data subject
to produce a comparison score. However, in the one-to-many comparison used in the identification
process, an extracted feature of a biometric data subject is compared against a set of BRs of more
than one biometric data subject to return a set of comparison scores.

A decision subsystem, which determines whether the captured biometric sample and the BR have
the same source (biometric subject), based on a comparison score(s) and a decision policy (or
policies) including a threshold. In the case of the verification process, the biometric data subject
may e accepted or rejected according to the comparison score. In the case of identification, a lisgof
cand]date identities that meet the decision policy may be presented to the decision policy.

These fije subsystems represent the technical and functional blocks that capture, process, stofe,
compare pnd decide on the processing of biometric data. In addition, other subsystems can'be include¢d,
in particlilar a presentation attack detection subsysteml[24], or the following ones as, introduced |in

Referencg [27]:

A reference-adaptation subsystem, which modifies a reference using a new biometric featufe,
extrdcted from a successful verification or identification process. Adaptation is generally employed
by bipmetric systems to reflect external factors and to minimize their effects on the recognition rage.
It may also be used for attenuating the potential effects of reference aging. Unsupervised adaptatipn
can be performed automatically based on a pre-determined policy/Supervised adaptation is usually
involfed by the application and is based on application-specific ctiteria. For example, it may be called
uponfwhen the biometric comparison score is not high but othef factors clearly support the asserted
identjity. Since a lower comparison score can cause the system to reject a genuine user, adoption|of
a reference-adaptation subsystem should be considered in the earliest stages of establishing the
biomptric system.

An a@lministration subsystem, which controls theoverall policy, implementation and usage of the
biomptric system. Examples include:

NOTE Different relevant legal, jurisdictional and societal constraints and privacy requirements dan
exist In different places.

— Hrovision of privacy relevant information to the subject during biometric processing;

— gtorage and formatting of theé BRs and/or biometric interchange data;

|
=

naking of decisions.én)éncryption and digital signature mechanisms for confidentiality ahd
htegrity of PII, including biometric data;

—n

|
Q

nalysis of theyvulnerabilities of and security attacks against the overall biometric system apd
mplementation of proper countermeasures;

—n

— grovisions of the final arbitration on output from decisions and/or scores;

— setting of threshold values for the decision subsystem;

— control of the operational environment and non-biometric data storage;

— provisions of appropriate safeguards for the subject's biometric information privacy.

In essence, a biometric system involves three main functional processes:

10

Enrolment process: creating and storing an enrolment data record for an individual who is the
subject of a biometric capture process in accordance with the enrolment policy. The subject usually
presents his/her biometric characteristics to a sensor along with his/her IR. The captured biometric
sample is processed to extract the features which are enrolled as a reference in the enrolment
database with the IR.

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=80a6857832286f513def10fecb49d236

ISO/IEC 24745:2022(E)

— Identification process: searching the enrolment database against the captured and extracted
biometric features to return an identity or a candidate list depending on the decision policy. A
candidate list consists of individuals whose references match with the feature in the comparison
subsystems and have a similarity score value higher than a predefined threshold value.

— Verification process: testing a claim that an individual who is the subject of a biometric capture
process is the source of a specified BR. The subject presents his/her IR for a claim of identity and
also his/her biometric characteristic(s) to the capturing device, which acquires biometric sample(s)
to be used for comparison with the BR linked to the IR for the claimed identity. The comparison
score together with the decision policy determines the verification decision.

The verification process has a possibility of impacting the subject's privacy since this proeesg requires
bdth BR and IR. The identification process requires an exhaustive search of the enrolfitent [database.
During this process, biometric and other personal identifiable information can belost or|misused,
therefore, this also has a possibility of impacting the subject's privacy. Verification is [generally
considered to be less privacy intrusive than identification as it impacts only onetfindividual atf time.

5.3 Biometric references and identity references (IRs)

Edch IR is an attribute, or combination of attributes, of the identity_of an individual that| uniquely
identifies that individual in a particular domain. An IR can also bé\a’combination of attribufes of the
infividual.

A BR is one of many attributes belonging to an individual that)can be used to recognize that individual
within a domain. This document classifies identity attributes into non-biometric and biometric ones.
Far the sake of simplicity, the former is referred to as.the IR and the latter as the BR. Some ¢xamples,
ndt a comprehensive or definitive list, of IRs and BRs are depicted in Figure 2, where the suifrounding
bdx represents the set of attributes that can be used to identify an individual.

.Name Identity

. Personal address reference
. Governmeht issued identifier

.etc.

.Fingerprintimage Biometric
.Face image reference
. Ordered set of fingerprint minutiae
.etc.

4

Figure 2 — Identity references and biometric references (BRs)

The identity management system (IdMS) has an important function in any domain to avoid identity
conflicts or ambiguities (for more details about IdMS, see ISO/IEC 24760-1). An authentication system
requires an accurate identification and verification process, within a well-defined domain, and a
defined relationship with registration and enrolment processes which can be in that same domain or
called in from another domain. When biometrics is used to provide an authentication service, the IdMS
may request authentication from the biometric system [a) in Figure 3] and the biometric system may
provide the authentication result to the IdMS [b) in Figure 3].
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IdMS

a) request authentication b) authenticationresult

5.5 Pel

Biometrig
linked su
biometrig
concerns

Biometric system

Figure 3 — Biometric system as an authentication service provider for IdMS

'sonally identifiable information (PII) and privacy

data such as BRs are strongly bound to the individual subjects;ahd when associated w
bject identity information stored on a system can be used to identify the subject. Hence, stor

The stropg binding of biometric data to the individual alsg raises concerns that, if individuals 4

enrolled
the trans
systems,
systems
departme
intention

5.6 Soq

The appli
in legal a
to the pr
systems §
can be in

n multiple biometric systems using the same biometric modality, it can be possible to tra
actions of those individuals across the multiple@ystems by means of the BRs stored on t
inless precautions are taken to prevent this. This is a particular privacy concern where lar
ire involved such as national identity systéms which can be used by multiple governmg
nts, but it is also a concern where biometric and identity data are inadvertently lost
hlly shared by commercial organizations:

ietal considerations

th
ed

data are classified as personally identifiable information {PII) and have attendant privacy

re
ck
he
ge
nt

cation of biometric systemswalways has a societal dimension, aspects of which can be codifi

— health and safety;

— accessibility, which ensures that systems are usable with a low physical and cognitive effort by as

wide

a population as possible, especially for physically or mentally incapacitated subjects;

— usability, which delivers systems that are effective, efficient and satisfying in use.

NOTE

A more extended discussion of the societal and cross-jurisdictional considerations in commerc

applications can be found in ISO/IEC TR 24714-1.

12
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6 Security aspects of a biometric system
6.1 Security requirements for biometric systems to protect biometric information

6.1.1 Confidentiality

Confidentiality is the property that protects information against unauthorized access or disclosure.
In biometric systems, a BR stored in a BR database during the enrolment process is transmitted to a
comparison subsystem during the verification and identification process. During this process, the BR
o T Tt fTTdi ST Tty 1 ation can
be revealed. Unauthorized disclosure of data can cause critical privacy threats since bigmetrics are
sepsitive. The confidentiality of stored and transmitted biometric data can be obtained frgm access
trol mechanisms and various forms of encryption techniques.

NOTE Various forms of encryption algorithms, with a symmetric or asymmetrie. cipher, can b used for
prpviding confidentiality of data. For more detailed information, see the ISO/IEC 18033 Series.

6.1.2 Integrity

Infegrity is the property of safeguarding the accuracy and completeness of assets. The integrity of a
BR is critical to the assurance of overall biometric system security. The integrity of the auth¢ntication
prpcess is dependent on the integrity of the BR. If either the BR/or the captured and extracted piometric
feature is untrustworthy, the resulting authentication is also ‘untrustworthy. Untrustwortlyy BRs or
samples can occur for one or more of the following reasons:

—|{ accidental corruption due to a malfunction in hardware or software;

— accidental or intentional modification of a bena fide BR by an authorized entity (i.e. [either an
authorized enrolee or a system owner), without intervention of an attacker;

— modification (including substitution) of a BR of an authorized enrolee by an attacker.

Bipmetric systems shall employ effective data integrity protection. This can for instance b¢ realized
thirough integrity checking using ¢ryptographic techniques. It is possible that integrity protelction will
nded to be combined with other techniques (such as time stamping) to protect against th¢ reuse of
stplen biometric data and replayattacks.

NOTE1 Various techniques, such as message authentication code (MAC) or digital signature, can pe used to
prpvide data integrity. For more detailed information, see the ISO/IEC 9796 series, the ISO/IEC 9797 [series and
the ISO/IEC 14888 series!

NOTE 2  Certainnsituations can require both confidentiality and integrity. If both confidentiality anfl integrity
prptection are-required, one possibility is to use both encryption and a MAC or digital signatur¢. Another
polssibility i§ to use authenticated encryption as standardized in ISO/IEC 19772.

NQTE3 \V~When a smart card is used for BR storage and/or comparison (Clause 8, Models B, E, F|G and H),

sefure messaging mechanisms according to ISO/IEC 7816-4 can be used for biometric data integrfty and/or
co Fir‘nnfia“f}y

6.1.3 Renewability and revocability

A major security and privacy concern for biometric systems relates to the compromise of BRs. A variety
of threats can compromise a BR. For example, an attacker can unlawfully obtain a token containing
a BR, or can try to gain unauthorized access by means of a fake or spoofed biometric through a false
accept. In case of compromise, revocation is required to prevent the attacker from future (or continued)
unauthorized access. Alternatively, a database security breach can result in unauthorized exposure of
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BRs and other personal data. In case of such compromise of BRs, there is a strong need to revoke the

comprom

NOTE 1

ised references, and to associate the legitimate data subject with a new BR.

ISO/IEC 30107-1 describes the obstacles to biometric imposter presentation attacks in a biometric
system. The basic requirement is that the presented attack sample resembles the compromised BR so the
adoption of renewability and revocability can prevent further presentation attacks for the compromised BR.

For these, the renewability to create new differently transformed BR from the same data subject while
not revealing information about biometric characteristics and the revocability to prevent future attack
with the compromised BR are required for security and protecting biometric information privacy.

NOTE 2

suitable b
key crypt
on biomet
minimize

It is poss
example,

is still required at the end of that time period, the reference may be renewed, ot\r‘evoked and replact
the diverse renewable biometric references (RBRs) generated from the same biometti

Moreover
charactery
applicatig

The biometric template protection algorithms to support renewability are implemented by extracting
ometric features and processing the features using a template protection primitive, such as a‘public-

system, an error correcting code or a secret transformation. These can have potential side-effe
ric recognition performance, so a well-designed biometric template protection systemd{attéempts
he accuracy degradation. ISO/IEC 30136 covers this issue.

ible that a BR will need to be changed for a variety of reasons besides‘dompromise. H
a BR may only be valid for a specific period of time (in a manner similar to.passwords). If a

istics support unlinkability, which can provide independent t€ferences across differg
ns.

6.1.4 A‘I:ailability

Availabili
informati
of auther
biometrig
any infor
are insta
websites

attack. Tlere are also other factors such as:power outages and natural disasters that pose risks to t

availabili

NOTE
systems b

Regular t
very criti
availabili

primary dlata storagesheavily reduces the downtime of the system.

6.2 Sequritythreats and countermeasures in biometric systems

y is the property that ensures that authorized parties)or individuals can access the biometfi

on when needed. Any biometric system does not only rely on its confidentiality and integr1
tication, but it also heavily relies on the availability of the biometric information. If t
information is not accessible nor available,.it'leaves the system useless. Denying access
mation system is a basic occurrence especially for web applications. Almost every day the
hces of a denial of service attacks, e.g. Bistributed Denial of Service (DDoS) that take doy
across the globe. A biometric system is no different and can also be a victim of a relevg

[y of a biometric system.

DDoS is a kind of network _attack that uses multiple computers that attempt to disrupt or disa
 sending multiple service reguests to consume a system'’s resource.

ackups are key to_ensuring biometric information availability. Since this type of system|i

cal for the PII principal, redundancy of information is an appropriate measure for maintaini
[y. Also, having-an’ off-site location ready to restore service in case anything happens to t

6.2.1 Threats and countermeasures against biometric system components

Cts
to

or
BR
d.

nt

Threats against the components of a biometric system are summarized in Table 1.

Table 1 — Threats and countermeasures of biometric subsystems

Threats Countermeasures

Data capture Sensor spoofing — Presentation attack detection

Capture/replay of signals from sensor | _  Multimodal biometric

— Challenge/response

— Hardware encryption capture device
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Table 1 (continued)
Threats Countermeasures
Signal processing Unauthorized manipulation of data — Use trusted algorithm
during processing
Comparison Manipulation of comparison scores — Secure server and/or client
— Trusted OCC
Storage Database compromise — Revocable and renewable biometric
references

— Unauthorized disclosure of BR/IR .
— Data separation

— Unauthorized replacement of

BR/IR — Database access control
— Unauthorized modification of — Sign BR/RBR/IR
BR/IR — Encrypt BR/RBR/IR

— Unauthorized deletion of BR/IR _ Appropriate’éntingency planning

— Distributed denial of service recovery(pyocedures

and

attack
Degcision Hill climbing attack — Secure channel
—\_Hide comparison score from subjefct
Distributed denial of service —  Secure network/channel
Threshold manipulation — Access control to threshold setting

— Threshold value protection

N(
to

N(

TE1  For the secure evaluation and certification of the modular components of the biometric sys
[SO/IEC 19792 for additional information.

TE2  The threat of component replacement is applicable for all subsystems. Against this thi

inyentory control involving digitally sigited components can be an effective countermeasure.

TH
an
ad

cli
.

e implementation of the comparison and decision components in a certified single module ¢

effective countermeasure~against threats of comparison score manipulation. In this
ditional countermeasure of a hiding comparison score from the subject is required to prey
mbing attack.

r clarification, brief descriptions of these threats and countermeasures are provided as foll

Presentation-"attack can mean the presentation of artificial and thus non-live
characteristics. One countermeasure to such attack is presentation attack detection
recoghition of a subject's biological activities as signs of life or the detection and rejection
presentation attack instruments.

ems, refer

eat, using

nstitutes
case, an
rent a hill

DWS:

biometric
based on
of known

(‘nmpnnpnf rpp]qr‘pmpnf involves the substitution of the components (p g {‘nmpnricnn Q

 decision

subsystem) of the biometric system in order to control it and obtain a desired output.

Hill climbing refers to the systematic modification of the biometric sample to obtain progressively

higher comparison scores until the decision threshold has been met.

Threshold manipulation refers to changing the threshold value of the decision subsystem
the biometric system easily accepts an illegitimate biometric sample.

such that

Revocable and RBRs are created by means of diversification for different applications, organizations
or companies, but are associated with the same subject. Subjects may have multiple RBRs.
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— Dataseparationrefers to the security countermeasure oflogically or physically separating individual
data elements (e.g. partly on a token and partly in a database, see also 8.2). Data separation can be
applied to data elements such as IR, BR, Pl and AD.

6.2.2 Threats and countermeasures during the transmission of biometric information

The communication channels between the various components of the biometrics system can be
compromised, jeopardizing the security of the overall system. This risk is especially relevant for
distributed architectures. The occurrences of data transmission are shown in Figure 4 and summarized
in Table 2. In Table 2, if a network intervenes between comparison and decision subsystems, the threats
and their[countermeasures for T1, T2, and T3 are also applicable for T4.

Data
storage
subsystem

Signal
processing
subsystem

Comparison
subsysteni

Data o
apture :> Decision
subsystem

ybsystem

%)

Figure 4 — Threats in the biemetric system

Table 2 — Threats and countermeasures during transmission

Data Threats Countermeasures
Data captpre - Signal Biometric sample Eavesdropping — Encrypted/secure channel
Processinlg (T1) and feature Replay — Challenge/response
Signal prqcessing - Brute Force — Time out policy
Comparispn (T2)
Storage -|[Comparison Biomeétrjc reference |Eavesdropping — Encrypted/secure channel
(T3) Replay — Challenge/response
Person in the middle |— Encrypted /secure channel
— Integrity check of biometric data
with digital signature or MAC
Hill climbing — Coarse scores
— Secure channel
Comparison - Decision |Comparison score Comparison score — Secure channel
(T4) manipulation

NOTE1 The implementation of the comparison and decision components in a certified single module
constitutes an effective countermeasure against manipulation of comparison score threats.

For clarification, brief descriptions of these threats are provided as follows.

— Eavesdropping is the interception of sensitive information during its transmission between
components of the biometric system.
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— Person-in-the-middle attacks are attacks in which an attacker can read, insert and modify the
biometric data communicated between two parties without either party knowing that the
established link has been compromised.

The list of countermeasures in Table 2 is not comprehensive. A risk analysis shall be performed to
identify threats in the context of the application. Appropriate countermeasures shall be put in place
which can include procedural as well as technical countermeasures.

NOTE 2  For a more detailed description of the managerial aspect of protecting biometric systems see ITU-T

X.1086, ISO 19092:2008 and ISO/IEC 19792. For telebiometric authentication using biometric hardware security
mnﬂn]n, see ]Qﬁ/]F‘f‘ 17922

6.2.3 Renewable biometric references as countermeasure technology

A |successful attack against storage and transmission can result in unauthorized -€xposure of BRs.
Then, it can be possible to reverse engineer the BR to create an approximation to the piometric
chiaracteristic of the relevant subject which can be incorporated in a presentation artefact arld used to
impersonate the subject by means of a presentation attack. Renewability of BRs and revocabilfty can be
a ¢ountermeasure under this situation.

Similarly, the exposure of BRs during storage or transmission can g€nable an attacker to iderjtify links
bdtween users across different applications and various systems. Rehewability of BRs and reyocability
can be a measure to further improve the privacy under such am attack.

Far successful renewal of RBRs, the RBR creation process should support the process of diverfification.
Diversification involves the generation of multiple, irreversible and unlinkable references|from the
sajme biometric characteristics that can be used to renew an RBR or to provide independent references
acyoss different applications.

NOTE1 TheISO/IEC 30107 series presents standardization of specific presentation attack detectioh methods
and detailed information about countermeasures‘ifythe biometric systems.

NQTE 2 ISO/IEC 30136 supports evaluation of the accuracy, secrecy and privacy of biometri¢ template
prptection schemes and also gives guidancg on measuring and reporting diversity and unlinkability of biometric
templates

Td facilitate a common vocabutary for the implementation of RBRs through a diversification process,
arld to outline the architectural aspects of RBRs and the diversification process in a technologdy-neutral
manner, the concept of pseudonymous identifiers (PIs) is used in this document. In the [approach
dgscribed in this document, RBRs consist of two data elements: a PI and corresponding auxiliary data
(AID). Both data elemi€nts are generated during enrolment and are stored because both elenents are
refquired during a-verification or identification process. If an RBR renewal is required for a suljject, then
a hew corresponding PI is generated with both a new AD and newly captured biometric sample, using
the RBR credtion process. The new Pl and AD are given to the subject or the service providdr and the
prievious Rhand AD shall be revoked.

An example of an architectural aspect of RBRs is provided in Figure 5. An arrow in the figure rgpresents
a flow of information. During enrolment, a feature extraction stage generates biometric feature data
from the captured biometric sample. Subsequently, a pseudonymous identifier encoder (PIE) generates
an RBR consisting of a Pl and AD. When the RBR is generated, the captured biometric sample and the
extracted features can be securely disposed of. The RBR is stored on a suitable storage medium, e.g. a
(smart) card or electronic database. Pl and AD may be separated physically or logically from each other.
The use of those specific components within the generic conceptual structure of a biometric system is
illustrated in Figure 6.

During verification, a feature extraction stage processes the probe biometric sample. Subsequently, a
pseudonymous identifier recoder (PIR) constructs a PI* based on the extracted features of the captured
biometric verification sample and the AD component of the RBR generated during the enrolment of the
subject whose identity is claimed at the verification stage. Subsequently, the comparison subsystem
compares the PI generated during enrolment and PI* and returns a similarity score representing the
similarity between PI and PI*. A more extensive overview of the PI creation and verification process, as
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well as its lifecycle, is provided in Annex B. For instance, PIR and pseudonymous identifier comparator
(PIC) may be combined in a single subprocess process for direct verification from the biometric probe

and the RBR.
Enrolment Storage Verification
Signal processing Comparison Signal processing
subsystem RBR subsystem subsystem
Captured
Captured Pl S=—= PI PI* biometric
i i Pseudonymous LA Pseudonymous
biometric % g identifier identifier % g prObe
sample - o E encoder recoder = E 4 sample
=+ - - =+
S o (PIE) AD === AD (PIR) S @
~
Discard Discard
Figure 5 — Architecture for renewable biometric references.(RBRs)
Data Data Comparison
capture storage
Comparison score(s)
PI database _U—> com}l:allfiscn
I‘if:i::y o > Identification
(gnly fgr Slgnal PI* Veng:;:}tlmn path
B processing | . xDecisio\
AD database e N
Presentation - é I Authentipclaltlon data,
1:7 Pl . (PI*) creation Match? Candidate?
. - R SN 7
) . . . Sas fanmnnnnn Match . andidate
cha?; '?Sit::iccs H ; EmsEmEEn -g- EEEEEEE Renewabll)eleiiometric NO"{t‘E}a{Ch fhreshold ‘ ‘ lcllsg ‘
g ,; Secret  wm P References(AD,P1) creation
randomness S, Verified? Identified?
sensor FAEK;@ U- Features K - /
Re-capture Quality Control Pecsion
: :A \ Feature extraction )
E ) Segx;entation - Verification Identification
X outcome outcome
. Sample A
1 NN sssssannnnnnnunt 1
Key
enrolment
—_— verification/identification
Figure 6 —\Components of a general biometric template protection system from
ISO/IEC 30136:2018
An overv]ew)of existing techniques to generate RBRs is given in Table C.1. The properties of Pl and AD

for a given technique are dependent on the related PIE, PIR, PIC mechanisms, e.g.:

— some techniques use PIC as an equality test with AD being a masked version of the BR, for which AD
may contain some information on BR;

some techniques use PIC as a secure comparison algorithm with AD being a random key, for which

AD does not contain information on BR while PI necessary contains, at least indirectly, some
information to enable the comparison.
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6.3 Security of data records containing biometric information

6.3.1 Security for biometric information processing in a single database

The binding of an IR with a BR is required to perform biometric authentication operations as shown
in Figure 1. Several applicable scenarios exist that can be used to describe the security of this binding,
depending on the data records (e.g. IR, BR) being stored. These binding scenarios, showing the data
element combinations, as well as outlining the associated security properties, are listed below. In the
scenarios, the designations raw IR and raw BR refer to the plain data without additional data protection

te

chnigues and the authenticated BR denotes the signed data providing the integrity of the

tored BR

da

N(
ar
di

ta.

TE In 6.3.1 and 6.3.2, encrypted, authenticated, authenticated-encrypted, diversifiedgounte
e generic methods that can be achieved either by using encryption, authentication, authefiticated e
Fersification functions or by dedicated logical or physical means (e.g. secure executionjenvironmen

hafrdware storage).

Scenario 1: Raw IR and raw BR are stored. Neither confidentiality nor integrity is provid
for IR or BR. Renewability and revocability are not provided.

Scenario 2: Raw IR and encrypted BR, Epy are stored. Neithler confidentiality nor i
provided on IR. Confidentiality on BR is provided. A weak form of integrity may be prov
depending on the mode of operation of encryption. Renewability and revocability are not]
if encryption is deterministic, and keys are fixed.

Scenario 3: Raw IR and authenticated BR are storedx»Only integrity of BR is provided.

Scenario 4: Raw IR and authenticated-encryptéd form of BR are stored. Both confident
integrity are provided on BR.

Scenario 5: Encrypted IR and raw BR are$tored. Confidentiality on IR is provided. A we3
integrity may be provided on IR depending on the mode of operation of encryption.

Scenario 6: Authenticated IR andtaw BR are stored. Only integrity of IR is provided.

Scenario 7: Authenticated-encrypted form of IR and raw BR are stored. Confidentiality and
are provided only on IR.

Scenario 8: Raw IR and Taw BR are encrypted and then stored. Confidentiality on both
is provided. A weak form of integrity may be provided on both IR and BR depending on th|
operation of encfyption.

Scenario 9:°Raw IR and raw BR are authenticated and then stored. Integrity on both IR
provided.

Scenario 10: Authenticated-encrypted forms of IR and BR are stored. Confidentiality and
are\provided on both IR and BR.

‘measures
hcryption,
or secure

led either

egrity is

?ﬁed on BR

provided

jality and

k form of

integrity

R and BR
e mode of

and BR is

integrity

rovide on bot IR an B.leriirviddo R. a fr
on IR depending on the mode of operation of encryption.

of i grityay

tiality is
provided

Scenario 12: Raw IR and encrypted BR, Egp are authenticated and then stored. Integrity is provided
on both IR and BR. Confidentiality is provided on BR only.

Scenario 13: Authenticated IR and raw BR are encrypted and then stored. Confidentiality is
provided on both IR and BR. Integrity is provided on IR. A weak form of integrity may be provided
on BR depending on mode of operation of the underlying cryptographic algorithm.

Scenario 14: Encrypted IR and raw BR are authenticated and then stored. Integrity is provided on
both IR and BR. Confidentiality is provided on IR only.
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— Scenario 15: Raw IR and RBR are stored. Renewability and revocability are provided on BR, as well
as limited confidentiality and integrity on BR.

— Scenario 16: Raw IR and RBR are authenticated and then stored. Integrity on both IR and BR is
provided. Renewability and revocability on BR are also provided.

— Scenario 17: Authenticated-encrypted forms of IR and RBR are stored. Integrity and confidentiality
are provided on both IR and BR. Renewability and revocability are provided on BR.

— Scenario 18: Raw IR and RBR are encrypted and then stored. Confidentiality on both IR and BR is

prov ded A weak form of integrity may be prnvidpr‘] onboth IR and BR dpppnding on the mode of
operation. Renewability and revocability are provided on BR.
— Scenprio 19: Raw IR and encrypted, RBR are authenticated and then stored. Integrity isprovided
on bqth IR and BR. Confidentiality, renewability and revocability are provided on BR orily:
The descifibed scenarios and related security considerations are summarized in Table-3\
Table B — Confidentiality, integrity and renewability for the data records.stored in a single
database
Security and privacy requirements
Scenarib Confifienti- Integrity Ren(?wabil- Irreversi- | Unlink& Stored form of
ality ity -V - BR and IR data
bility bility
IR BR IR BR BR
2 0 A A Raw IR and enc. BR
3 0 Raw IR and aut. BR
4 0 0 A Raw IR and auth.-enc. BR
5 0 A Enc. IR and raw BR
6 0 Auth. IR and raw BR
7 ¢} 0 Auth-enc. IR and raw BR
8 ol o0 | A | A A A Enc. (IR and BR)
9 o] o Auth. (IR and BR)
10 0 0 0 0 A A Auth.-enc.(IR and BR)
11 0 0 A 0 A A Enc. (IR and auth. BR)
12 0 0 0 A Auth. (IR and enc. BR)
13 0 0 0] A A A Enc. (auth. IR and BR)
14 0 0 0 Auth. (enc. IR and BR)
15 0 0 Raw IR and RBR
16 A 0 0 0 0 Auth. (IR and div. RBR)
17 0} 0 0 0 0 0 A Auth.-enc. (IR and div. RBR)
18 (0] 0 A A 0] 0 A Enc. (IR and RBR)
19 0 0 0 0 0 Auth. (IR and enc., div. RBR)
Enc. encrypted
Auth. authenticated
Auth.-enc. authenticated-encrypted
0 satisfied
A partially satisfied corresponding to security Level 1 defined in ISO/IEC 19790

The ISO/IEC 19785 series specifies the common biometric exchange format framework (CBEFF)
to promote interoperability of biometric-based applications and systems by specifying a standard
structure for biometric information records (BIRs) for whose integrity and confidentiality the formats
are specified in ISO/IEC 19785-4.
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Itis recommended to store the IR and BR or RBR separately, because the exposure of both items leads to
serious privacy compromise. Even if IR and BR are separated into different storage areas, protection is
not effective if they are controlled by the same operator. For the separation to be effective, it should be
controlled by different operators with their own cryptographic keys to protect their database contents.
When IR and BR are separated, there shall be a means to link them. This is achieved by a common

identifier (CI).
A similar argument holds for storage of RBRs in the form of PI and AD. Physical or logical separation of
PI dlld AD lCL‘luLﬁb l}linLy dllL‘l SCLUI l.l,_y lib]l\b. F}l_ybibd} bﬁpdl d‘LiUll ib dCbil d‘l.)]lC. If i.U}\l:'llb dl T :'mployed
infa model based on distributed storage, it is advisable to store the AD on the token and Plon{the client
or|server. If separated databases with a common CI are employed, the databases shall be'congrolled by
separate operators with different cryptographic keys. More generally, RBR can be’ split vid a secure
splitting technique (like secret sharing approach) within different locations to reduice the prjvacy and
segurity risks of one location being compromised.
In| Table 4, binding scenarios employing separated databases are shown. The security requirements
of| confidentiality, integrity and renewability/revocability remain the satwe. However, the jmpact of
a privacy compromise becomes smaller if only one of either IR and BR)is exposed. If one d3tabase is
compromised and its contents are illegally modified, the operators.oftwo databases should pe able to
dgtect it. Similarly, during the usage of the databases, if a legitimate database operator with|a correct
kely modifies its contents, the other database should be able to/detect the modification. For thEse cases,
more secure binding is required. Annex A provides examples.of implementations of a CI.
Table 4 — Confidentiality, integrity and renewability for the data records stored in separated
databases
Security and privacy requirements
Sdenario Confifienti- Integrity Rel_u?wa- Wreversi- | Unlinka- Stored form Stored form
ality bility of IR data of BR data
bility bility
IR BR IR BR BR

2 0 A A CI, raw IR CI, epc. BR

3 0 CI, raw IR CI, ayth. BR

4 0 O A CI, raw IR CI, authl.-enc. BR

5 0 A Cl, enc. IR CL, raw BR

6 S} CI, auth. IR CI, raw BR

7 0 0] CI, auth.-enc. IR CI, rqw BR

8 0] Q A A A A Cl, enc. IR CI, epc. BR

9 0] 0 Cl, auth. IR CIL, ayth. BR

10 ) 0] 0 0 A A Cl, auth.-enc. IR CI, authl.-enc. BR

11 0] 0 A 0 A A Cl, enc. IR CI, authl.-enc. BR

12 0 0 0 A CI, auth. IR CI, auth.-enc. BR

13 (0] (0] (0] A A A Cl.auth.-enc. IR Cl.ehc. BR

14 0 0 0 CI, auth.-enc. IR CI, auth. BR

15 A 0 0 CI, PL, IR CI,AD

16 Al oo 0 0 auth. L auth. IR CI, auth. AD
Key
Enc. encrypted
Auth. authenticated
Auth.-enc. authenticated-encrypted
0 satisfied
A partially satisfied corresponding to security Level 1 defined in ISO/IEC 19790
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Table 4 (continued)

Security and privacy requirements
Scenario Confidenti- Intesrit Renewa- . . Stored form Stored form
ality grity bility | Irreversi- | Unlinka- of IR data of BR data
bility bility
IR BR IR BR BR
Cl,
17 0 0 0 0 0 0 A auth.-enc.(PI and IR) CI, auth.-enc. AD
Cl,
18 0 0 A A 0 0 A enc.(Pl and IR) Cl, enc. AD
Cl, Cl,
19 0 0 0 0 0 0 auth.(enc. Pl and IR) auth.(enc,‘AD)
Key
Enc. encrypted
Auth. authgnticated
Auth.-enc. puthenticated-encrypted
0 satisfied
A partiallyfsatisfied corresponding to security Level 1 defined in ISO/IEC 19790
7 Biometric information privacy management
7.1 Biqmetric information privacy threats
Since biometric data are PII, ISO/IEC 29100, which is a general“privacy framework addressing syst¢m
specific i§sues at a high level, should be applied. It is a generalframework that addresses organizationfal,
technical| procedural and regulatory aspects of privacy forIT systems which process and store personal
identifialle information. The use of biometric data.inpvolves several threats to privacy which shall pe
addressed:
— Biomfetric data can be misused for purposes other than originally intended or consented to by the
data pubject.

Bio

required or intended for biomettic identification and verification, such as the data subject's hea

stat

Bio
or ac

NOTE
applicatio

7.2 Bid

tric references can allow retrieval or analysis of properties of the data subject that are 1

or inferential medicaldinfermation and ethnic background.

tric references capbe’used to link subjects across different applications in the same databa
ross different databases. Privacy is related to the unlinkability of the stored BR.

A more detailed’ description of jurisdictional and societal considerations for commercial biomet
1 is given in [SO/IEC TR 24714-1.

metric information privacy requirements and guidelines

7.2.1

Irreversibility

ot
th

ric

To prevent the use of biometric data for any purpose other than originally intended, biometric data
shall be processed by irreversible transforms before storage. Irreversibility may be obtained using the
following mechanisms that can be combined:

— feature extraction algorithms which provide a measure of irreversibility by data reduction and
redundancy removal, increasing the difficulty of using the extracted features to extract medical or
ethnic data; see for instance [53] for an example of irreversibility measure;

unau

22

thorized access to the biometric data;

encryption using a key only known by the operator of the system and/or data subject limits
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RBRs which limit access to the biometric characteristics of the data subject by means of irreversible

transforms. An overview of transforms that produce RBRs is provided in Table C.1.

the case of RBRs, the irreversibility shall be validated following ISO/IEC 30136.

Irreversible transforms that allow comparing biometric data without reversing the transformation

sh

ould be preferred (e.g. relying on homomorphic encryption).

7.2.2 Unlinkability

Tl
us

In

N(
ex

7
Tqg

N(
log

7.

.2.3 Confidentiality

estoredBRsshoutdmotbetmkabteacrossappticationrsordatabases—Hntinkabitity mmay be
ing various mechanisms that can be combined:

encryption of BRs employing different (secret) keys or mechanisms across applications
linking of data subjects, provided that the secret keys are managed appropriately to avoid

independent and unlinkable RBRs created through the process of diversification prevent
data subjects;

logical or physical separation of IR and BR, or Pl and AD in case of RBRS, prevents access to
data records;

the use of different biometric modalities, incompatible feature*extraction algorithms or
data exchange formats across applications prevents linkirg of data subjects.

case of RBRs, the unlinkability shall be validated following ISO/IEC 30136.

TE The use of different biometric modalities, incompatible feature extraction algorithm
Change formats can pose challenges for system interepérability.

data separation by storing (part'of the) BRs on a personal token or card instead of using cg
databases is a countermeasure to reduce privacy risks resulting from a security breg
centralized database (e/gywhen an adversary obtains illegitimate access to a centralized
and publishes its contents);

TE The use of a token to store biometric data does not guarantee confidentiality unless th
rically and physically protected from disclosure.

3 Biometric information lifecycle privacy management

7.

encryption of BRsSing a key only known to the operator of the IdMS and/or data subject.

provided
prevents
collusion;
linking of

complete

biometric

s or data

protect BRs against access by an unauthorized entity resulting in a privacy risk, BRs shalll be kept
confidential. The following mechanisms:may be employed to provide confidentiality:

ntralized
ch of the
database

b data are

.1 Collection

Organizations shall obtain the consent of a subject prior to the collection of biometric information.

NOTE Different laws and regulations can exist that do not enforce consent.

When seeking the subject's consent, the organization should fully inform the subject of the following
(this list is not exhaustive):

the types and amount of biometric information to be captured;

information about available alternative procedures in case the data subject does not want to enrol

or cannot be enrolled (failure to enrol);

the purpose of collection and the period of retention of the biometric information;

© ISO/IEC 2022 - All rights reserved
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— adescription of how the captured biometric information will be processed in the biometric system;

— information about the individual responsible for managing the biometric information, which
includes, e.g. his/her name, organization, position, contact information.

Unauthorized collection of biometric information without justification has strong impacts on the
biometric information privacy of the individual. Even if an organization had the subject's consent to
create BRs, it should still only extract the minimum amount of biometric information necessary to fulfil
the intended purposes. This can lessen the impact of a compromise.

7.3.2 ansier (disclosure of information to a third party

When transferring biometric information to other organizations, each party involved in processing|of
the biomgtric information shall agree to be bound by contract or obligation to protect such informatign.
The trangfer of biometric information shall only take place with the consent of the subjéect unlgss
consent i$ implied by the provision of a service requested by the subject.

NOTE 1 |[Differentlaws and regulations can exist that can limit the consent requirement!

Before segking the consent of the subject, the organization should provide thefollowing (this list is rjot
exhaustive):

— relevpnt information about the third party to which the biometricinformation is to be transferrgd;
— the cpntents and amount of biometric information to be transferred;
— the eptity that makes the transfer;

— the ppurpose for the transfer and the period of retention.of the transferred biometric information|

From the[subject's point of view, transferring biometgi¢ information to a third party is essentially the
same as presenting the biometric information diregtly to the third party. Accordingly, the consent|of
the subje¢t shall be obtained.

NOTE 2 | Different laws and regulations can exist that can limit the consent requirement.

Cross-border transfers are especially, common in operating biometric systems including, e.g. border
control and electronic passports. For‘this reason, it is important that more care is taken with respect|to
the privagy of the transferred bigmetric information which can be processed by a third party.

7.3.3 Use

Use referfs to access, processing, or modification of biometric information within an organizatign.
Biometri¢ informationéhall only be used with the consent of the subject.

NOTE Differentlaws and regulations can exist that can limit the consent requirement.

If the organization wants to use the collected biometric information for purposes other than thdse
a]ready sheecified to the Ql]hjp(‘f the organization shall obtain the consent of the cllhjprf prm/iding afiill
description of the additional purpose of use, and the period of retention of the biometric information.
Function creep, or expanded use of biometric information, such as determining the subject's health or
genetic inheritance, shall be avoided.

7.3.4 Storage

Biometric information is usually stored in a data storage subsystem, as depicted in Figure 1. However, a
data storage subsystem may be distributed. In order to satisfy privacy requirements, it can be necessary
to store the information in such a way that it can be identified as being sensitive PII. Organizations
should keep the collected biometric information logically or physically separate from the subject's other
PII to reduce the impact on the subject's privacy of a compromise of the combined information. Suitable
protection measures, as described in Clause 6, are necessary to ensure the confidentiality and integrity
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of the BR and also its related IR. To trace illegal distribution and misuse of the biometric samples, data
encryption and biometric watermarking schemes as described in Annex D can be adopted. Acquired
biometric samples can be classified as PII, and thus storing them presents security and privacy risks.
This should be avoided when possible. If stored, it shall include adequate security and privacy measures
following the requirements and recommendations in Clause 7.

7.3.5 Retention

Organizations shall consider the retention period of the biometric information or when to archive it.
Retaining any kind of information, whether it is biometric or not, creates risks for the organization
as| well as for the biometric information. It is important to consider the purpose of retdining the
bipmetric information only for as long as it is needed. Organizations should ensure that"they have
concrete justifications on retaining or keeping biometric information. This helps to justify whenever
the organization’s retention period and processes are checked/audited.

7.8.6 Archiving and data backup

Archiving is the process of storing biometric information for long-terng0r permanent pregervation.
When the organization collects biometric information with the subject's consent, the conjsent may
contain an expiration date to specify the period for storing theCeaptured biometric infprmation.
Prleserving archived biometric information beyond its expiration data can breach the consenticondition
arld create a risk of privacy violation. Also access restrictionstodarchived biometric information shall
mirror that for the equivalent operational biometric infornfation. Data backup, although urjdertaken
for different reasons than archiving, presents a similar threat to privacy if the backup data are not
adequately protected and disposed of when expired. Thé.system security/privacy policy shall address
the secure storage and control of access to archive and backup data containing biometric and other
pdrsonal identifiable information.

7.8.7 Disposal

The organization or third party to which.the biometric information is disclosed shall securelly dispose
of|the biometric information of the subject when (this list is not exhaustive):

— the purpose for the collection ofthe biometric information has either been achieved or is ddtermined
to no longer be necessary;

—|{ the period of retentioft fthe biometric information has expired;

—|{ the subject withdraws consent for the collection of the biometric information or the yse of the
biometric informiation changes, but the subject of the biometric information does not congent to the
new use.

When dispesing of the stored biometric information, it is essential to ensure that all relevanht related
ddqta are<ddentified and securely disposed of, particularly in cases of distributed storage. The system
security/privacy policy shall specify the biometric and other personal identifiable informatipn that is
to[be-included in the inventory of data for disposal. This shall include archive and backup data|(see 7Z.3.6
forfurthet dctai}o). The yuli\,_y shatatso—deseribe-—stitabte Pt ocedtres—atd oafcsual ds—to—ehsure the

complete and secure disposal of the data.

7.4 Responsibilities of a biometric system owner

The biometric system owner shall be responsible for the proper management of biometric information
in order to protect the information and safeguard the rights of the subject with regard to the biometric
information within the organization. To meet these obligations, the biometric system owner shall:

— Provide the subject with the means to control his/her biometric information during its lifecycle
including when providing such information to third parties. This means that the biometric system
owner shall obtain consent when biometric information is collected.
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8

8.1 Bigmetric system application models

Provide a mechanism for consent withdrawal. The subject can request to withdraw his/her consent
from an organization or any third party that has received the biometric information whenever he/
she feels that it is necessary to do so. The biometric system owner shall provide appropriate means
for the subject to make such a request and remove the relevant biometric information from the
biometric system unless external constraints and conditions of the services override the request.

Provide appropriate security measures to safeguard against attacks on the confidentiality, integrity
and availability of the biometric information and the associated biometric system itself.

Ensure that information used for identification or verification decisions is complete, accurate and
up tO datc, tU thC CAtCllt PUDD;‘IJ}C. Ill t}lib Ladsy, thC tCl 11T "illfUl lllatiUll" I CfCl D tU PII SCIICI aH_y, adS vV 11
as biometric information related to a subject. Poor quality BRs can result in the system acceptingpn
attacker, which in turn can have an impact on the subject's privacy.

Resppnd to any requests made by a subject to access his/her biometric information. The subject chn
requg¢st that the biometric system owner allow him/her to view his/her own biometric informatign,
to make inquiries about the details of the use of the biometric information or the/transfer of the
biomptricinformation to a third party, and to insist on the correction of any errofsin the informatipn
wher] necessary.

Provide notice of any breaches that result in the compromise of the subjéet's biometric informatign.
The hiometric system owner shall notify the subject of any breach inviolving the theft, loss, damage,
unauthorized disclosure or unauthorized modification of the subject's biometric information.

=

Biometric system application models and security

Biometri¢ systems can be classified by considering the locations where BRs and IRs are stored ahd
where th¢y are compared, as shown in Table 5. In terims of security, each model has certain advantages
and disadlvantages with regard to managing BRsS and IRs when they are transferred, processed [or
stored. Cpnceptually, many models exist; however, this document considers eleven application modé¢ls

which arg currently deployed in real appljeations.

Table 5 —Biometric system application models

Storage
Server Client Token Distributed
Server A B G
. Client C D E H
Compatjison
Token F
Distributed I ] K

The platfppyms-where biometric data can be stored are described as follows.

26

Aserverisacomputerremotely connected withthe clientviathe network.A“biometricauthentication
server” is one form of a server.

Aclientisa PC, mobile devices or its equivalent, executing a general-purpose operating system which
can exist in the form of a kiosk. The essential properties of a client are that it provides the front-end
services for a biometric system and interfaces with server and/or token. A biometric sensor unit can
be connected to or embedded in the client. Personally-owned devices including mobile devices are
considered to be clients in this document.

A token is a portable physical device capable of supporting BR storage and in some cases allowing
biometric comparison. Tokens for biometrics storage include USB memory sticks, e-passports and
smart cards. Smart cards can integrate a comparison-on-card application for biometric comparison
and decision.
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NOTE1 The biometric sensor connected to a client via an interface and the embedded sensor module within a
client can be considered as other locations for storage and comparison. However, clients are frequently equipped
with biometric sensors. As such, this document considers them as a part of the client.

NOTE 2  The server is controlled by a service provider and the token is controlled by a user. On the other
hand, the client is controlled either by a service provider or user depending on the biometric application models.
Specific constraints or recommendations, when applicable, are discussed in 8.2.

NOTE 3 InTable 5, the expression “distributed” means that:

— with respect to storage, the storage of BRs or RBRs is split among different entities (at least two among
SETVET, CITent and tOKEN) arnd that the COMpiete Mo ation 1S ot avatiable Wit a Singie entity;

—| with respect to comparison, the execution of the comparison involves at least two entities to pbtain the
verification outcome.

THis is not related to the notion of distributed ledgers that are not discussed in the models described ip 8.2.

In|the following, models A to F describe different topologies for the locations.of the various subsystems.
Security and privacy requirements are one factor that determines whether normal or RBRs should
bd used. Models G and H, on the other hand, only apply to RBRs because these models employ the
concept of data separation of Pl and AD (or secure splitting of the RBR)/by distributing stordge across
mpltiple storage subsystems to enhance the security and privacy“of biometric systems. Dyie to this
ddqta separation, models G and H are first applicable to a verification process. Models I, ] and § describe
cases where comparison is distributed between multiple locdtions, in order to avoid refeence and

be information being gathered in one location for comparison purposes. Models I, ] and K may be
plicable to both normal or RBRs, if the comparison alggrithm can be distributed.

LT

When designing a biometric system, one of the models,described in 8.2 or a combination of thgm should
bd preferably followed, by taking into consideration'the application constraints, the trust assumption
(elg. on the client, the token, the server), the se¢urity and privacy properties of the used or RBR
mechanism and any related risks. When possible, among the models described in 8.2, one should
choose one of the models that enforces as much as possible the security and privacy properties by
dgsign. Additionally, when designing or selecting a specific solution to implement one of thog$e models
or|any other biometric system models; the effective performance, privacy and security properties shall
b assessed by following ISO/IEC 30136.

NOTE4  The models describedi1 8.2 are chosen for illustrating the diversity of possible architectuiles and are
sepn as guidelines for the system designer. The added value of a specific model depends on the properties of the
usg BR or RBR scheme. Other.rhodels than those described in 8.2 are possible.

D

NOTES5  The models‘ave described with a single server architecture. Improving further privacy prdtection by
separating the diffefent data used in a model is possible: separation of storage can be made with multiple servers
and/or multiple sterage locations as described in ISO/IEC 30136:2018, 6.4.1.

An exampleof selection of models based on the context of a specific use case is discussed in Ahnex F.

8.2 _“Security in each biometric application model

8.2.1 General

A general recommendation related to 8.2 is that when a system corresponds to one of the following
models, the alternative using RBRs should be preferred, except possibly if the solution corresponds to
an on-card comparison (OCC) case.

If the server (respectively token) is not trusted by the client, no unprotected fresh biometric information
(generated from the freshly capture biometric data) shall be transmitted by the client to the server
(respectively token).

If the client is not trusted by the server (respectively by the token), no unprotected biometric
information shall be transmitted to the client by the server (respectively by the token).
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If the server is not trusted by the token, no unprotected biometric information shall be transmitted to
the server by the token.

For mitigating the impact of a database breach, biometric information should be stored protected in a
distributed manner.

For mitigating the risk of leaking information from transmitted data, distributed computations should
be preferred.

8.2.2 Model A — Store on server and compare on server

In this deel, biometric data are captured and processed on the client and then the extracted-BR|is

transferr
biometrig
correspol

bd to the server for comparison, as shown in Figure 7 (for BRs) and Figure 8 (for RBRS)y He
data capture and signal processing on the client, compare on server. The subject'ssBR/and t
nding IR are associated as part of the registration/enrolment process.

Subject

-~

suybsystem

[~ S ldentity claim / Identity reference \
‘ —

| A 4 |

\

|

\

|

N

-

Data
fapture

\

Identification outcome

verification

identification

Figure 7 — Model A: Store on server and compare on server using BRs

el requlres that the server trusts the data captured from the cllent Thls model can be us

2
o

by

the server, rellable database securlty and network security are requlred A large 51zed commerc1al
automated fingerprint identification system (AFIS) is usually implemented according to this model.
From a privacy point of view, this model is usually not recommended unless RBRs as exemplified by
Figure 8 are employed because of the sensitive PII that is otherwise collected in a centralized database.
In Figure 8, the PIR can be implemented in the server.
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this model, the client is controlled either by a‘service provider or by the user. Dependi
hkage of information from PI/PI* or AD, one option can be preferred.

.3 Model B — Store on token and cempare on server

can connect a token with the ghient, and also submit his/her biometric characteristic(s). Then,

Se€|

In
PI
m
fa

hds both the stored BR and-the captured biometric feature to the server for comparison.

bdel can also be,extended with storing PlIs on both the token as well as the server to all

ctor authentication. In Figure 10, the PIR can also be implemented in the server or the token|.

g on the

this model, a token is used for storing BRs and the captured biometric data are transferged to the
ver for comparison, as shown i Eigure 9 and Figure 10. The biometric subject associates hfis/her BR
th the IR at the token during the enrolment process. A subject who wants to assert his/her identity

the client

the case of RBRs, the PI that was generated during enrolment and then stored on the token and the
[ reconstructed during verification are sent to the server while AD is only provided to the client. This

bw three-
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This model requires that the server trusts the data captured from the client. This model is usually used
for verification because there is no other BR for comparison at the token except the one asserted by the
individual. Since the BR is stored at the portable token, which can be securely handled by the individual,
this model does not require database security. However, this model requires network security to
protect the transfer of the stored BR and captured probe biometric data. This is to ensure that the
server can trust that the reference data coming from the client stems from the enrolment process and
was not inserted into the network immediately prior to verification. It is noted that the IR is neither
transferred nor bound with the BR in the client and server. So, this model can be considered as a privacy
sympathetic model.
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In this model, the client is controlled either by a service provider or by the user. For the case of
Figure 10, it is recommended that the client is controlled by the user to ensure additional protection of
the captured biometric data.

8.2.4 Model C — Store on server and compare on client

In this model, the BRs are stored on the server and probe biometric data are extracted from the subject
at the client side for the comparison process as shown in Figures 11 and 12. The biometric subject
associates his/her BR with the IR at the server during the enrolment process. A subject who wants to
assert his/her identity submits his/her probe biometric sample to the client and then the client requests

th
se
bi
se

K¢

This model requires that the client trusts the data received from the server. This model ca

fo
ce
bi

e sending of the corresponding BR related to the asserted biometric subject. Upon red
ver sends the asserted BR to the client and finally the client executes a comparison of the

hsor and also a comparison/decision algorithm.

Subject Identity reference

|
|
I "\ | /Datastorag
|

\ Client /
Server

verification

identification

Figurell— Model C: Store on server and compare on client using BRs

" identification and also verification. Since sensitive PII (i.e. BRs and IRs) are usually stof
htralized\server, reliable database security and network security are required for safegud
bmetficsubject's privacy. In Figure 12, the PIR also can be implemented in the server.
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nmended that the client is controlled by the(service provider to ensure protection of BRs. H
bf Figure 12, depending on the leakage of-information from PI/PI* or AD, one option can

[odel D — Store on client and compare on client

odel, the BRs are stored on-the client and a probe biometric sample is extracted from t
subject for the comparison process which is performed on the client using BRs as shown
| and using RBRs as shown in Figure 14. The subject associates his/her BR with the IR of t
ing the enrolment/precess. A subject who wants to assert his/her identity submits his/h

probe bi

sensor a(Ig a comparison/decision algorithm. This model is usually used for the authentication

subjects
some cas
In other
results gi

vendythe client.

etric sample to-the client. To deploy this model, the client shall be equipped with a biomet

1sing devicessuch as personal desktop computers, laptop computers and mobile phones.
s, the client can operate in standalone mode for which no connection to the server is requirg
cases, the’final authentication can be made by the server which confirms the verificati

del, the client is controlled either by a service provider or by the user. For the case of Figure 1

1,
or
be
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is model can be used for both identification as well as verification. Since sensitive PII (i
d IR) are not transferred to the server,the burden of network security can be minimized,
iable database security is still required for the client and, hence, RBRs are recommended. I terms of
ivacy, this model is generally mare favourable than other models using a centralized datab
curity of client is not ensured, aserver-based approach is preferred.

e. the BR
although

hse. If the
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In this m¢del, it is recommended that the client is controlleéd by the user.

NOTE This model is also applicable to the exploitatiomn of the verification outcome directly by the client (cqse
without any server).

8.2.6 Model E — Store on token and cempare on client

In this mlodel, the BRs are stored on‘the token and a probe biometric sample is extracted from the
subject for the comparison process,>which is performed on the client as shown in Figure 15 ahd
Figure 1€. The biometric subject{asSociates his/her BR with the IR on the token during the enrolmgnt
process. A subject who wants fo)assert his/her identity presents his/her probe biometric sample to the
client with the token and theZBR stored therein. To deploy this model, the client shall be equipped with
a biometiic sensor and pracessing software including comparison/decision algorithm. In this case, the
client car| be a kiosk type/as found in public places such as an airport and public buildings for personal
authentidation. This\model is applied at border controls using the e-passport as the token. In Figure 16,
the PIR cqn be implemented in the token.
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Biometric references and IRs can be stored on an IC chip embedded in a token. This model is usually
used for verification. Since sensitive PII (i.e. the BR and IR) are not transferred to the server, the burden
of network security can be minimized, although reliable database security is still required. In terms of
privacy, this model is more favourable than other models using centralized storage for the biometric
and IR. The command addressed to the token to read the BR and the subsequent response by the
token conveying the BR data should be secured using the secure messaging mechanism according to
ISO/IEC 7816-4.

In this model, the client is controlled either by a service provider or by the user. For the case of
Figure 15, it is recommended that the client is controlled by the user to ensure further protection of BR.
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For the case of Figure 16, depending on the leakage of information from PI/PI* or AD, one option can be
preferred.

NOTE This model is also applicable to the exploitation of the verification outcome directly by the client (case
without any server).

8.2.7 Model F — Store on token and compare on token

In this model, the BRs are stored on the token and the probe biometric sample is extracted from the
biometric sub]ect for the comparlson process Wthh is performed on the token as shown in 1gure 17.
The subijd j T |
subject

The tokep stores the BR and IR and the comparison process is also executed on the card. The
command addressed to the card to start the comparison process and the subsequent response by the

mechanigm according to ISO/IEC 7816-4. The client acquires a probe biometric sample and IR data ahd
sends thgm to the token for the comparison process. The result of the€ comparison is sent to the servgr.
The token can contain the signal processing subsystem. In this casé;the biometric data are confined|to
the token|and the client, and is not passed to the server

Subject

Identity Claim

Comparison Decision

Data
Capture
subsystem

Signal
procesi'cﬂ
subsys

Client Token (OCC) /

Verification outcome
Server

subsystem subsystem

Figure 17 — Model F: Store on token and compare on token using BRs

Th 1ol e o 1 £ oo o dii o1 DIT Lo 13 AN oot eio oo A 1D a—tl +alc
1S MO der—THts—tniet \.Al.luouxt., ot—ahatviadarS—Ttt u_y ou.u 1115 CIIC uu.luu.\.l a1 oh—tne—torken.

Furthermore, for RBRs (see Figure 18), only AD may have to be transmitted to the client while PI
remains within the token. This model can, therefore, be considered as privacy-protective since the
biometric information is more under the control of the subject, in particular for the full OCC model (i.e.
the case where PIC and PIR are embedded in the token). However, as in some of the previous models,
reliable steps shall be embedded in the client-server communication such that the server can trust that
the data subject authentication is the result of a genuine comparison. Alternatively, the data capture and
signal processing subsystems can also be integrated into the token. Modalities for the implementation
of Model F are standardized by ISO/IEC 24787 (on-card biometric comparison). In Figure 18, the PIR can
be implemented in the token. In this case, AD remains inside the token, minimizing the risk of privacy
compromise.
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this model, the client is controlled either by a service provider or by the user. For the case of ]
pending on the leakage of information fromAD, one option can be preferred.

In
de

NOTE This model is also applicable to thecexploitation of the verification outcome directly by the ¢
without any server).

.2.8 Model G — Store distributéd on token and server, compare on server

is model employs data separation through distributed storage of data elements from {
ring the enrolment phase of one implementation of this model, a Pl is created and stored on {
acompanied by CI. The-eorresponding AD, the IR and CI are stored on a token. During verifig
token publishes the AD-and CI to the client (see Figure 19). The client captures probe biom
arld transforms it teya PI*. The PI* and CI are transferred to the server. The server compares
repulting in a verification outcome.

importantfadvantage of this model is that the RBR is distributed between the token and t
Vdrificatien'is only possible if both the token and the server contain the correct data. This
refducescthe risk of tampering with BRs since it requires tampering with the token as well a

2022(E)

»

Figure 18,

lient (case

he RBRs.
he server
ation, the
ptric data
P] and PI*

he server.
property

the data
e need to

at|the,server. Furthermore, it allows revocation of BR data (PIs) on the server side without th
ac . . ; . S
her token is required.

The following variations/adaptations of this model can be applied:
— IR stored on the server instead of the token;

storage of CI, IR, AD on the client and PI, CI on the server without the need for a token;

storage of PI on both the token as well as on the server to allow three-factor authenticat

Since his/

ion at the

server side. In this implementation, the PIC receives the PI from the server storage subsystem, the

PI from the token, and the PI* resulting from the PIR.
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This model is especially suitable for online transaction authentication (such as e-banking, online credit
card transactions and as PIN replacement or enhancement for ATMs) that employs a card or token
that can store AD. To minimize the amount of information exchange between client and server, and to
prevent the transmission of parts of RBR data from the server to the client, it is not recommended to
store the PI on a token and the AD at the server. In Figure 19, the PIR also can be implemented in the
server or token.
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Figure 19 — Model G: Store distributed on token and server, compare on server
In this madel, the client is controlled eitherby a service provider or by the user. For the case of Figure 19,
dependinig on the leakage of information from AD, control by the user can be preferred.

NOTE 1 |[This model applies in principle only to RBRs as storage is distributed throught the separation of jan
RBRinto §l and AD.

An example of an applicatiof-relying on this model is provided in Annex E.
NOTE 2 |In this model,part of the data stored in the token can be represented as memorizable secrets (4.g.

AD as paspword as in JSO/IEC 30136:2018, 6.4.3). In that case, it can be impossible to store them and, instead,
necessary(to providestiem as an input directly by the subject.

8.2.9 Modéel'H — Store distributed on token and client, compare on client

In this modettheAD, HRamdtattarestoredomratokemrand-the Ptamd—Ctarestored-—withr threctient
(Figure 20). During verification, the token publishes the CIl and AD to the client. The client retrieves the
PI corresponding to the CI from its storage subsystem and transfers the AD to the PIR, which generates
a candidate PI* based on the captured biometric probe. The resulting PI* is compared to the PI that is
stored with the client, and the comparison result is communicated to the decision subsystem to produce
a verification outcome.
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ildings, for personal authentication. This model can.also be applied in border control setti
e e-passport (or another token) in a registered traveller application.

The following modifications can be applied to this model:
store IR on the client instead of on the teken;

store PI on the token and AD at the/client.

Aq described in this clause, most (biometric systems usually consist of a server and several
copnnected clients which are equipped with biometric capture devices. In general, the overal
leyel of the biometric authentication process is dependent both on the security level of th

fined in ISQ/IEC 24761 can be used as a solution to the above issue by sending the informa
devices used and the process executed at a remote site to the verifier. In Figure 20, the PI

NOTE 1
RBR into PI and AD.

NOTE 2
without any server).

NOTE 3

this model, the client can be a kiosk type, as found in_public places such as airports and

in public
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I security
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Figure 20,

This model applies in principle only to RBRs as storage is distributed through the separation of an

This model is also applicable to the exploitation of the verification outcome directly by the client (case

In this model, part of the data stored in the token can be represented as memorisable secrets (e.g.

AD as password as in ISO/IEC 30136:2018, 6.4.3). In that case, it can be impossible to store them and, instead,

necessary to provide them as an input directly by the subject.
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8.2.10 Model I — Store on server, compare distributed

In this model, the AD, IR, PI and a CI are stored on the server and CI is stored with the client (see
Figure 21). During verification, the server and the client never share AD, IR and PI, but only CI. The
server and the client execute together an interactive protocol to commonly execute PIR and PIC without
ever revealing to the other party the information owned by each party (AD, IR, PI on server side, the
captured biometric probe on client side). Based on this interactive protocol, the client and the server
learn only the final result of PIC.

This model can be applied to various settings where online communication and local computation are
sufficientfy rettableastisgemeratty hreavier thamrexecutiomrwithoutteractiom:
Y 5 Y

The folloyving modifications can be applied to this model:

— the optput of the interactive execution can be available only on the server side or only,0mthe clignt
side;

— theinjteractive execution can be applied partially to PIR only and then PIC is exeeutéd locally on ope
side (client or server);

— the ijteractive execution can be applied partially to PIC only with PIR being/executed locally on ope
side;l:lient or server) after prior communication of the required input (AD);

— storalge of Pl and AD can be distributed between client and server not only by storing Pl and AD pn
two different places, but even by using secure secret sharing mechanisms (see ISO/IEC 19592-1).
This modgl is usually implemented by the use of secure multipatty computation techniquesl4Zl. [54],
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Figure 21 — Model I: Store on server, compare distributed using RBRs

The same model can be implemented with normal BRs (see Figure 22), under the condition that the
comparison subsystem can be computed in a distributed manner (which is the case for comparison
techniques based on simple metrics such as Hamming distance and Euclidean distance).
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Figure 22 — Model I: Store on server, compare distributed using BRs

this model, the client shall be controlled by the user to strengthen the security and priva

this model, the AD, IR, Pl and a CI are stored on th&’token and CI is stored with the client (F

nt execute together an interactive protocol te.commonly execute PIR and PIC without ever
the other party the information owns by each party (AD, IR, PI on token side, the captured

is model can be applied to various settings where local computation is sufficiently reliab

e following modifications.can be applied to this model:

the output of the interactive execution can be available only on token side or only on clieT side;
a

the interactiyé-€xecution can be applied partially to PIR only and then PIC is executed loc
side (clientortoken);

the intéractive execution can be applied partially to PIC only with PIR being executed loca
side(client or token) after prior communication of the required input (AD);

distribution of execution can be between token, client and server in order to have the fi

Cy during

gure 23).
nh and the

revealing
biometric
the final
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ly on one

lly on one
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storage of Pl and AD can be distributed between client and token, not only by storing Pl and AD on
two different places, but even by using secure secret sharing mechanisms (see ISO/IEC 19592-1).

This model is usually implemented by using secure multiparty computation techniques[4Zl and secure
execution environment for the token.
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(variant with decision available only on server)

del I, the same model can be implermented with normal BRs (see Figure 24), under the conditipn
pmparison subsystem can be computed in a distributed manner.
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(variant with decision available only on server)

In[this model, the client is controlled either by a service provider or by the user.

NQTE This model is also applicable to the exploitation of the verification outcome directly by the dlient (case
without any server).

8.2.12 Model K — Store distributed, compare distributed

In|this model, the ADMR, PI are distributed between client, token (if any) and server, and a CI qre stored
or each side (Figube 25), but AD and PI are stored in an encrypted form that allows operationfs without
prjior decryption” (e.g. using homomorphic encryption, [32]. [28] [SO/IEC 18033-6). During vetfification,
PIR and PICyare executed either on client, or token or server side, directly on encrypted fdata. The
oytput ofiPIC computed on encrypted data can lead either directly into the plain decision resfilt, or the
erlcrypted decision result. In the latter case, only the output may be decrypted.

I A Lidoon: 1:n £ o d doa. 4] £l 1 L 1 ted t
n-oeraer-roensureconrraentanty or tire eicrypretaata; tire-owiher-or tireaccryptrionrKey-trelate 0 a

specific encrypted data shall be the party that does not store this encrypted data.

This model can be applied to various settings where local computation is sufficiently reliable, as it is
generally heavier than execution without encrypted data.

Depending on the underlying mechanisms used to implement PIR and PIC, the following variants can be
applied for this model:

— PIR and PIC can be executed on the same side (either client, or token or server);

— PIR can be executed on client (or token) side with the captured biometric probe in clear text, and
PIC can be executed on server side on encrypted inputs and, when applicable, output decrypted by
the client;
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— PIR can be executed on server side with an encrypted version of the capture biometric probe, and

PIC can be executed on client (or token) side;

— storage of Pl and AD can be distributed between client, token and server, not only by storing PI and
AD on two different places, but even by using secure splitting mechanisms.

This model is usually implemented by using homomorphic encryption primitives.
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Figure 25 — Model K: Store distributed, compare distributed (variant with PIR and PIC
on server side) using RBRs, decryption;system being optional
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EnCryptedPI
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EncryptedAD DB

IRDB
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T

The sam¢ model can be implemented with normal. BRs (see Figure 26), under the condition that the
comparispn subsystem can be adapted to work on-encrypted inputs (e.g. this is the case for Hamming

distance-pased comparison).
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Figure 26 — Model K: Store distributed, compare distributed (variant with PIR and PIC
on server side) using BRs, decryption system being optional

In this model, the client shall be controlled by the user to strengthen the security and privacy during

the distributed comparison.
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(informative)

Secure binding and use of separated DB and DBgy

2022(E)
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1 General

en if two DBs are used to separate the biometric data to minimize the effect of privacy-infr
" their use, they should be bound with a common identifier (CI). However, one shotld n
extract any information about the data from the CI. If one DB is infringedsand its con

tect the modification.

" IR and BR with separated control and their usages. The database for IRs is called DBy
" BRs is called DBgp. It is assumed that DB, uses a secret key¥;, and DBy uses a secret
otect their database contents. In addition, it is assumed thfat the databases share two se
| for computing CI and a cryptographic check value and Ky for securing communication mq
eded).

2 Secure binding between separated.DB;, and DBy,

e communication channel between DB, and’DBgp, is either secure or insecure, with a secur

tween the two databases is assumed to-be secure. In the second case (Case B), the com
annel is assumed to be insecure, but-the two databases share a symmetric cipher and 4
cret key K. The secure binding of a'particular set of IR and BR is described below.

se A: Secure communication channel between DB,z and DBy as shown in Figure A.1

DBy receives an authéntic IR from an identity reference (IR) claimant (individual) or from|
third party (TTP), encrypts IR using K; to get E;(IR), and hashes IR to get h(/R).

DBgpy receiveshe corresponding authentic BR from the signal processing subsystem, en
using K}, to.geb E,;, (BR), and hashes BR to get h(BR).

DB, sendsh(IR) to DBgp.

DBgp-receives h(IR) from DB, calculates MAC for {h(IR), h(BR)} with shared secret key
CI'="MACg;;,(h(IR), h(BR)) where CI will be used as a CI and as a cryptographic check va

ngement,
t be able
tents are

cifnpromised, the operators of two DBs should be able to detect it. Similarly,.ifduring the fise of the
DBs a legitimate DB operator with the correct key modifies its contents, the-othér DB should

be able to

is annex describes examples for secure binding of a pair of IR and BR assuming separated ¢latabases

and that
key K, to
Cret keys:
ssages (if

e channel

oviding confidentiality and authenticity=~In the first case (Case A), the Communicaticr)lijchannel

nication
common

atrusted

Crypts BR

K, to get
ue, sends

h(RR) to nRIR and stores {CI FAL(RR)}

DB receives h(BR) from DBgp, calculates MAC for {h(/R), h(BR)} with shared secret key
CI = MAC;;,(h(IR), h(BR)), and stores {CI, E;(IR)}.
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Individual
P N Signal
Ki Kib S . ®,@h(R) WBSUY— D processing
.............................. »
' @ Identlty DB]R 4@®hBR ......... DBBR @ Biometric Subsystem
. registration S/h(BR) refe_rence'
registration
® {CL E,(IR)} @ {C1, E,,(BR)}

Case B: Insecure communication channel between DB and DBy, with shared secret key K|,

a)

b)

d)

A.

This clauge describes an example of a BR claim from DB to DBgp, for verification. It is assumed that ]
method for finding the correct Ey;(/R) from a legitimate identity claim is given.

Case A: Secure commufiication channel between DB, and DBy as shown in Figure A.2

Figure A.1 — Secure binding between separated DB,z and DBy (Case A)

DBy feceives an authentic IR from an IR claimant (individual) or from a TTP, encrypts IRusing K;
get Ef,(IR), hashes IR to get h(IR), and encrypts {h(IR), IDDB,y, N;} using K, to get E g /(M{R), IDDE

N;), where IDDB is a unique identifier for DB and N, is a nonce (time stamp or sequence numbgr)

generated by DByg.

DBgp|receives the corresponding authentic BR from the signal processing sitbSystem, encrypts
using K, to get Ey, (IR), and hashes BR to get h(BR).

DB,y pends Eg,(h(IR), IDDB,y, N;) to DBgp.
DBgpg|receives Ey, (h(IR), IDDBg, N;) from DB, decrypts it to £ecover {h(IR), IDDBg, and N}, a

checks IDDBg, and N; (if the check fails, it stops with an error message). DBgy calculates MAC for

{h(IR)), h(BR)} with shared secret key K;;, to get CI = MACg;,(h(/R), h(BR)) where CI will be used
a CI gnd as a Check value, encrypts {CI, h(BR), IDDBgp, N,} using K, to get Ey,(CI, h(BR), IDDBgp, N
send$ E,(CI, h(BR), IDDBgp, N,) to DBy, and stores {Cl Ex;, (BR)}.

DBy [receives Ey,(CI, h(BR), IDDBgy, N,) from DBgg; decrypts E.(CI, h(BR), IDDBgg, N,) to recoy
{CI, N(BR), IDDBpgp, and N,}, and checks IDDBggy"and N, (if the check fails, it stops with an er
messpge.). DBy calculates MAC for {h(/R), h(BR)} with shared secret key K;,, to get CI = MACy;;, (h(I
h(BR)), compare it with the received CI (if-the comparison fails, it stops with an error message), a
storefs {CI, Ex,(IR)}.

3 BRclaim for verification

IR’

hd

as

b))

or

R),
hd

a) Upon receiving alegitimate identity claim from an IR claimant (individual) or from a TTP, DB;x

decrypts corresponding E;(IR) to get IR and hashes IR to get h(IR), and sends {CI, h(IR)} to DBgp.
b) DBgglreceives {CI, h(IR)} from DBy, finds Eg,,(BR) using CI, decrypts E;, (BR) to get BR, hashes BR|to

get h[BR), computes MAC..(h(IR), h(BR)) and compares it with the received CI.
c) Ifthey match, DBy sends BR securely to the comparison subsystem. If the match fails, it exits with

an error message.

Individual Ki, Kib Kb, Kib
> DB > DB — 5  Comparison
: IR BR subsystem
@ Identity L @ @ BR y
claim {CL EKiUR)} BR claim {CL, EKb(BR)}
{CL h(IR)}
Figure A.2 — BR claim for verification (Case A)
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Case B: Insecure communication channel between DB, and DBy, with shared secret key K;,,

a)

b)

Upon receiving a legitimate identity claim from an IR claimant (individual) or from a TTP, DB,
decrypts corresponding Eg;(/R) to get IR and hashes IR to get h(IR), encrypts {CI, h(IR), IDDB;,, N;}
to get Ex;, (CL, h(IR), IDDB, N;), and sends E;;, (CI, h(IR), IDDB, N;) to DBgp.

DBgy receives Ey;;(CI, h(IR), IDDB, N;) from DBy, decrypts it to recover {CI, h(IR), IDDB, N},
and checks IDDB, and N; (if the check fails, exits with an error message), finds Eg,(BR) using CI,
decrypts Eg;,(BR) to get BR, hashes BR to get h(BR), computes MACy;, (h(IR), h(BR)) and compares it
with received CI.

A
T}

C4
a)

b)

C4

4 IR claim for identification

DBgg has already decrypted Eg;,(BR) to get BR, and has sent it to the comparison subsystem.

se A: Secure communication channel between DB,y and DBy as.shown in Figure A.3

If they match, DBgy sends BR securely to the comparison subsystem. If the match fails, it ¢xits with
an error message.

is clause describes an example of an IR claim from DBgy to DBy, for verification. It is assymed that

Upon receiving a legitimate identity request from the decisien subsystem, DBy hashes|BR to get
h(BR), and sends {CI, h(BR)} to DBy.

DB receives {CI, h(BR)} from DBgp, finds Ey;(IR) using CI, decrypts Eg;(IR) to get IR, hashes IR to
get h(IR), computes MACy;, (h(IR), h(BR)), and compares it with the received CI.

If they match, DB sends IR securely to the degision subsystem. If the match fails, it exiffs with an
error message.

— g | m— i — —
- _——
-

2 BIR TN
Ki, Kib Kb, Kib
- - =)= === PENIERIR Decision
= L. @ DB subsystem
{CL E,,(IR)} IR Claim {CL E, (BR)} @Identity
{CI, h(BR)} request

Figure A.3 — IR claim for identification (Case A)

se B: Insecare communication channel between DB, and DBy, with shared secret key Kib

Upon‘receiving a legitimate identity request from the decision subsystem, DBpy hashes BR to
getth(BR), encrypts {CI, h(BR), IDDBgp, N,} to get Ey,(CI, h(BR), IDDBgy, N;), where N, is a nonce
generated by DBgp, and sends Eg,(CI, h(BR), IDDBgg, N;) to DByp.

b)

DB, receives Eg.(Cl, h(BR), IDDBgg, N,) from DBgg, decrypts it to recover {CI, h(BR), IDDBgp,
N,}, checks IDDBgp, and N; (if the check fails, exits with an error message), finds Ey;(IR) using CI,
decrypts Eg,(IR) to get IR, hashes IR to get h(IR), computes MAC;,(h(/R), h(BR)), and compares it
with the received CI.

If they match, DBy sends IR securely to the decision subsystem. If match fails, it exits with an error
message.
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Annex B
(informative)

Framework for renewable biometric references (RBRs)

B.1 Repewable biometric references (RBRs)

Renewable biometric references (RBRs) are revocable/renewable identifiers that represent
individuall or data subject within a certain domain by means of a protected binary identity (re)

constructed from a captured biometric sample. An RBR does not allow access to the original biomet

measurerment data, biometric template or true identity of its owner. Furthermore,.the' RBR has

meaning

RBRs foll

butside the service domain.

bw four distinct phases:

a) creatfion of new RBRs from biometric data during an enrolment phase;

b) operdtional use of the RBR as a reference to verify a claimed identitys

c) expirfation of the validity of an RBR;

d) reneyval or revocation of an RBR if its validity has expired.orif the RBR has been compromised.

B.2 Cre¢ation and renewal

The signg
An arrow
two stagg
biometrig
according

a PIE gen

erates an RBR consisting of.a'Pl and AD. When the RBR is generated, the captured biomet

sample and the extracted features can be discarded. The AD can serve one of the following purposes

— allow
refer

bnce PI;

— allows generation-of multiple independent Pls from the same individual within an application
provide renewable references;

— allows generation of independent Pls across applications to prevent database cross-comparing a
linking;

AN

Fic

1 processing subsystem for the RBR creation and renewal process is outlined in Figure B.1.
in the figure represents a flow of infarmation. Generally, it represents a protocol betwegn
s initiated by the source or the destination of the arrow. A feature extraction stage generates
feature data from the captured;biometric sample. The features are preferably generated
to existing standards for BR-data as described in the ISO/IEC 19794 series. Subsequen{ly,

"1C

s the recreation of a Pl associated with the captured biometric sample for comparison with the

— prov
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Signal processing subsystem
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biometric @ | Pseudonymous = PI
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g o
g
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Figure B.1 — Signal processing subsystem for the generation of renewable biometric re

T}
PI

dqtabases), while all other captured biometric data are securely destroyed<The combination|
Al forms the RBR.

N(

B

In
ha

Figure B.3). Verification requires the following stéps:

Discard

(RBRs)

e AD can result from various approaches that provide RBRs (see Annex €)for an overvi
and AD are stored (either together as a combined database entry or on separate storag

TE The renewal process is simply the re-iteration of the creation‘process.

3 Comparison

ferences

bw). Both
e media/
of Pl and

a remote comparison scenario, the data capture%and signal processing subsystems on the one

nd and the comparison subsystem on the other liand are physically separated (see Figur]

a feature extraction stage processes the pr¥obe biometric data sample;
a PIR generates a new PI* based on theprovided AD and the extracted features;

a comparison subsystem by means of a Pl comparator (PIC) compares PI with PI* and geg
comparison score (this step and‘the previous step may be combined in a single step as illus

Figure B.3);

a decision subsystent (110t shown in Figure B.2 and Figure B.3) provides a verification
based on the comparnison score.

Comparison Signal processing
subsystem subsystem
Captured
PI PI* biometric
Pseudonymous
identifier % ? prObe
recoder § ;‘3’ - sample
=
S
AD | (PR se

e B.2 and

nerates a
trated by

outcome

¢

Discard

Figure B.2 — Signal processing subsystem and comparison subsystem
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B.4 Ex

RBRs equire for several reasons. For example, an RBR can have been isstied for a limited period only

may requ

characteifistic, as is the case for the human face, which would require a renewal of the BR. Valid
checks arld expiration can be controlled by means of revocationilists.

B.5 Re

Dependirlg on the implementation of a verification system, RBRs can be revoked by:

— delet

— remoyving the authorization to use an RBR.

Subsequent to revocation, re-enrolmént‘can result in a renewed biometric reference. Depending
the depldyed implementation, thisT¢an require capturing new genuine biometric samples. In oth
implementations, re-enrolment is based on raw biometric data, or spare RBRs that are stored i

highly se
RBR data

B.6 Ar

The enro
thatis co

50
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Comparison PIR
output € % o Captured
and o8 & «—— biometric
AD, PI ) PIC gr g probe sample
combined (= ®

@V.

Discard

Figure B.3 — Signal processing and comparison combined

piration

ire renewal because it was compromised. Furthermore, aging.effects can impact the biomet

vocation

ng the RBR from a database; and/or

rured database whichVis both logically as well as physically separated from the operatior
base to allow re-enrolment without the physical presence of the data subject.
chitectureoverview

ment, storage and verification processes are provided in Figure B.4. The decision subsyste
nected to the comparison subsystem is not shown in Figure B.4.

m
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