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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established hy the respective arganization to deal with particular fields of technical activity 1SO and IEC
te¢hnical committees collaborate in fields of mutual interest. Other international organizations, geMernmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of ipformation
te¢hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Infernational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

THe main task of the joint technical committee is to prepare International Standards. Draft Infernational
Standards adopted by the joint technical committee are circulated to national bodiées for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subjec} of patent
rights. ISO and IEC shall not be held responsible for identifying any,orall such patent rights.

ISP/IEC 24745 was prepared by Joint Technical Committee” ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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Introduction

As the Internet becomes a more pervasive part of daily life, various services are being provided via the
Internet, such as Internet banking, remote healthcare, etc. In order to provide these services in a secure
manner, the need for authentication mechanlsms between subjects and the serwce being prowded becomes

even more

personal
cryptosyst

Biometrics
characteri
patterns,

their relia
mechanis

Biometric
On the on
an individ

ent|f|cat|on and transactlon numbers (PIN/TAN) d|g|tal signature schemes based on public\K
ems, and authentication schemes using biometric techniques.

— the automated recognition of individuals based on their behavioural and \physiologi¢al

s5tics — has come of age, and includes recognition technologies based on fingerprint‘image, voice

ris image, facial image, and the like. The cost of biometric techniques has been)decreasing wtlile

pility has been increasing, and both are now acceptable and viable for usesas an authenticatipn
m.

authentication introduces a potential discrepancy between privacy and;-authentication assurange.

e hand, biometric characteristics are ideally an unchanging property. associated with and distinct|to
hal. This binding of the credential to the person provides strong assurance of authentication. On the

other hangl, this strong binding also underlies the privacy concerns surrounding the use of biometrics, such [as

unlawful g
the comp
credential
authentics
traits of in
the choic
biometric

Biometric
authentics
containing
of biomet
protection

rocessing of biometric data, and poses challenges to the security of biometric systems to prevent
romise of biometric references. The usual solution to\the compromise of an authentication
— to change the password or issue a new token &_is not generally available for biomefric
tion because biometric characteristics, being either intrinsic physiological properties or behavioural
dividuals, are difficult or impossible to change. At most another finger or eye could be enrolled, but
bs are usually limited. Therefore, appropriate.countermeasures to safeguard the security ofl a
system and the privacy of data subjects are essential.

systems usually bind a biometric reference with other personally identifiable information (PII) for
ting individuals. In this case, the binding is needed to assure the security of the data recaqrd
biometric information. The increasing' linkage of biometric references with other Pll and the sharing
ic information across legal jurisdictions make it extremely difficult for organizations to assure the
of biometric information and to‘\achieve compliance with various privacy regulations.

Vi
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Scope
is International Standard provides guidance for the protection of biometric information und

huirements for confidentiality, integrity and renewability/revocability during storage ard transfer. A
5 International Standard provides requirements and guidelines for the secure/and privacy

is International Standard specifies the following:

models;
security requirements for securely binding between a biometric reference and an identity referer

biometric system application models with different scénarios for the storage and comparison o
references; and

guidance on the protection of an individual's privacy during the processing of biometric informati

is International Standard does not incldde general management issues related to physica
vironmental security and key management for cryptographic techniques.

Terms and definitions
r the purposes of this doéument, the following terms and definitions apply.
thentication
bcess of establishing an understood level of confidence that a specific entity or claimed identity is

TE 1 Authentication includes the process of ascertaining an understood level of confidence of the truth g
ntity before the entity can be registered and recognized in a domain.

TE2" Although this definition is generic, its use within this International Standard is limited to th

Br various
dditionally,
compliant

analysis of the threats to and countermeasures inherent in a biometric and biometric system application

ce;

biometric

on.

security,

jenuine

f a claimed

b biometric

au

L m r ) Lot o
ITETTUCAatiuim Urttarmiar SubJeuls.

[ISO 19092:2008]

2.2
auxiliary data
AD
subject-dependent data that is part of a renewable biometric reference and may be required to reconstruct

ps

NOTE 1

eudonymous identifiers during verification, or for verification in general

corresponding pseudonymous identifiers.

©lI
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NOTE 2  Auxiliary data may contain data elements for diversification (i.e. diversification data).
NOTE 3  Auxiliary data is not the element for comparison during biometric reference verification.
NOTE 4  Auxiliary data are generated by the biometric system during enrolment.

EXAMPLE Secret number encrypted by a key derived from a biometric sample using a helper data approach, fuzzy
commitment scheme, or fuzzy vault. See Annex D, Table D.1 for concrete examples of Pl and AD.

2.3

biometric tic
physiological or behavioural characteristic of an individual that can be detected and from which distinguishirl\g,
repeatablg biometric features can be extracted for the purpose of automated recognition of individuals

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

24
biometrig data
biometric pample, biometric feature, biometric model, biometric property, other description“data for the origipal
biometric £haracteristics, or aggregation of above data

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

25
biometrid data subject
subject
individual whose biometric reference is within the biometric system

2.6

biometrig feature
numbers ¢r labels extracted from biometric samples and.used for comparison

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

2.7
biometrig information privacy

right to cqntrol the collection, transfer,«use, storage, archiving, disposal and renewal of one's own biomefric
informatiop throughout its lifecycle

2.8

biometrig model

stored function (dependent.on the biometric data subject) generated from a biometric feature or features

NOTE Comparison\applies the stored function to the biometric features of a probe biometric sample to givg a
comparison score.

EXAMPLE Examples of stored functions include Hidden Markov Models, Gaussian Mixture Models or Artifigial

Neural Networks.

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

29

biometric property

descriptive attributes of the biometric data subject estimated or derived from the biometric sample by
automated means

EXAMPLE Fingerprints can be classified by the biometric properties of ridge-flow (i.e. arch, whorl, and loop types);
face images can be used for estimating age or gender.

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

2 © ISO/IEC 2011 — All rights reserved
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2.10

biometric reference

BR

one or more stored biometric samples, biometric templates or biometric models attributed to a biometric data
subject and used for comparison

NOTE A biometric reference that can be renewed is referred to as a renewable biometric reference.

EXAMPLE Face image on a passport; fingerprint minutiae template on a National ID card; Gaussian Mixture Model,
for speaker recognition, in a database.

[I90/IEC JTC 1/SC 37 SD2 (v.11)]

2.1

bipmetric sample
analog or digital representation of biometric characteristics obtained from a biométric’ capture |device or
biometric capture subsystem prior to biometric feature extraction

[I90/IEC JTC 1/SC 37 SD2 (v.11)]

212

bipmetric system
syptem for the purpose of the automated recognition of individuals based on their behavipural and
physiological characteristics

213
bipmetric template
set of stored biometric features comparable directly to prebe biometric features

2.14
claim
asgertion of identity

2.15
claimant
individual making a claim of identity

NQTE Claims can be verified in a number of ways, some of which may be based on biometrics.

2.16
mmon identifier
idgntifier for correlating identity references and biometric references in physically or logically |[separated

diyersification
deliberate creation of multiple, independent, transformed biometric references from one or more biometric
ples obtained from one data subject for the purposes of security and privacy enhancement

218

identification

(biometrics) process of performing a biometric search against an enrolment database to find and return the
identity reference attributable to a single individual

219
identifier
one or more attributes that uniquely characterize an entity in a specific domain

EXAMPLES The name of a club with a club-membership number, a health insurance card number together with the
name of the insurance company, an IP address, and a universal unique identifier.

© ISO/IEC 2011 — All rights reserved 3
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2.20

identity

set of properties or characteristics of an entity that can be used to describe its state, appearance or other
qualities

2.21

identity management system

IdMS

system controlling entity identity information throughout the information lifecycle in one domain

2.22
identity re¢ference
IR
non-biometric attribute that is an identifier with a value that remains the same for the duration of the existence
of the entify in a domain

2.23
irreversihility
property df a transform that creates a biometric reference from a biometric sample(s) or features such that
knowledge of the transformed biometric reference cannot be used to determinecany information about the
generating biometric sample(s) or features

2.24
personally identifiable information
Pl
any information

— that igentifies or can be used to identify, contact, or locate the person to whom such information pertaing

— from which identification or contact information of an individual person can be derived, or
— that ig or might be directly or indirectly linked to.anatural person
[ISO/IEC 29100:—1)]

2.25
pseudonymous identifier
Pl
part of a renewable biometric reference that represents an individual or data subject within a certain domx)‘n
by meang of a protected identity that can be verified by means of a captured biometric sample and the
auxiliary data (if any)

NOTE 1 A pseudonymous identifier does not contain any information that allows retrieval of the original biomefri
sample, th¢ original hiomietric features, or the true identity of its owner.

Cc

NOTE 2 | The pseudonymous identifier has no meaning outside the service domain.

NOTE 3
identifier.

NOTE 4 A pseudonymous identifier is the element for comparison during biometric reference verification.

NOTE 5 See Annex D, Table D.1 for examples of Pl and AD.

1) To be published.

4 © ISO/IEC 2011 — All rights reserved
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2.26
pseudonymous identifier encoder
PIE

system, process or algorithm that generates a renewable biometric reference consisting of a pseudonymous

identifier (PI) and possibly auxiliary data (AD) based on a biometric sample or biometric template

2.27

renewability
property of a transform or process to create multiple, independent transformed biometric references derived
from one or more biometric samples obtained from the same data subject and which can be used to

2.28

repewable biometric reference

reyocable or renewable identifier that represents an individual or data subject within i@’ -certain ¢
means of a protected binary identity (re)constructed from the captured biometric sample

NQTE A renewable biometric reference consists of a pseudonymous identifier and a@dditional optional da
uired for biometric verification or identification such as auxiliary data.

verification
(blometrics)process of confirming a claim that an individual who is the subject of a biometric captu
is the saurce of a claimed identity reference

lomain by

a elements

ng identity

rison

€ process

3 Abbreviated terms

AD Auxiliary Data

AFIS Automated Fingerprint Identification Systems
BR Biometric Reference

BIR Biometric Information Record

Cl Common Identifier

© ISO/IEC 2011 — All rights reserved
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OCC
DBgr
DBir

IdMS

MAC

24745:2011(E)

On-Card Comparison

Database containing Biometric Reference
Database containing Identity Reference
Identity Management System

Identity Reference

Message Authentication Code

PDA
PET
Pl
PIC
PIE
Pl
PIR
RBR
RFID
TTP
usB
uuliD

Personal Digital Assistant

Privacy Enhancing Technology
Pseudonymous Identifier
Pseudonymous Identifier Comparator
Pseudonymous Identifier Encoder
Personally Identifiable Information
Pseudonymous Identifier Recoder
Renewable Biometric Reference
Radio Frequency Identification
Trusted Third Party

Universal Serial Bus

Universal Unique Identifier

used.

4 Biomnetric systems

4.1 Intro

Biometric
(physical
walking) G

Huction totbiometric systems

haracteristics.

NOTE 1x may be encrypted whema\Secure messaging system such as ISO/IEC 7816-4 is used.
NOTE 2The interactive protocol may not transfer any information on x when, for example, a zero-knowledge technique is

An arrow represents either a simplelinformation flow of data x or initiation of an interactive protogol
whose exchanged data may depend on the whole or a part of x.

systemsyperform the automated recognition of individuals based on one or more physiologi¢al
properties of the body such as fingerprints) and/or behavioural (things an individual does, such jas

Physiological characteristics include but are not limited to:

— fingerprint,

— face,

— iris,

— hand geometry,

— hand/finger vein,

— retina,

© ISO/IEC 2011 — All rights reserved
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— DNA, and
— palm print,

and behavioural characteristics include but are not limited to:

— signature,
— gait, and
— voice.

The following are desirable praoperties of biometric characteristics that lead to good subject discrimination and
reliable recognition performance [4]:

— universality: Every individual should have the characteristic;

—| uniqueness: Every individual should have a distinguishable characteristic;

— permanence: The characteristics should not show variance with time, e.g. variance over time;
— collectability: The characteristics should be easily collected from the subjects;-and

— repeatability: The characteristics should be sufficiently distinct and (réepeatable to achieve successful
recognition of the subject.

Frpm an application point of view, the following additional properties should also be taken into account:

—1 performance, which mainly refers to the success rate in recognizing individuals;
— acceptability, which represents the level of willingness, by:the subject to use the biometric system; and

—1 spoof resistance, which indicates how difficult it i§to use a replica of the biometric charagteristic to
circumvent the biometric system.

comparison against stored biometric reference(s). The biometric reference could be a biometric sample (e.g.,
anl image representing the biometric characteristic) or a set of biometric features (i.e., a template that is
derived from the image) or it could be a biémetric model composed from the features.

Fqgr verifying and/or identifying an individual a.biometric system processes one or more probe SI.‘mples for

Specifically, physiological biometric ‘characteristics are very difficult to alter, so their compromise|can have
permanent consequences for the individual in applications in which immutability of the charagteristic is
assumed.

© ISO/IEC 2011 — All rights reserved 7
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4.2 Biometric system operations

Data Storage

. . Subsystem
Il’llel dual Identity Reference
Identity Claii DBg
) == .1:1- -t-t- -R: am -;’at _____ ’ ____—_—_—
. entity Registration
Y Q;R& BR A f IR Claim - - ldennFt?y Freference ~v
Associationy ¥ , BR Clalm - - Comparison €quest \\\\
i | : Subsystem 2%
: - DBge = Comparison — =~ har‘isir\n‘\
- Biometric .
| : Reference Cosrgggril:t))n ‘Subsystem 1
Data Capture 2 Signal 1
Sub sysl%em Ten D -...Processing  Biometric < !
Biometric Sybsystenjl Features 117
Reference . Match? Cand|date’?l
Presentation - ’ I
Reference \ ~ I
Creation Threshold I—
= Biometric . A 47
Characteristics Biometric = Match/ -
Features } Non- (Candidate
match . ‘ List)
Quality Control
Feature Extraction
Segmentation Verified? Identified?
S /
Decision
Policy |
& ¥
Verification Identification
Captured Outcome Outcome

Biometric
Sample

Enrolment
Verification
— = — — ldentification

Figure 1 — Conceptual structure of a biometric system

The overgll operation of a biometric system is depicted in Figure 1, which is an expanded version of the
original orje given in ISO/IEC SC37 SD11 [18], to.highlight the processing of the identity reference.

The biometric system usually consists of five.subsystems.

— A biometric data capture subsystem, which contains biometric capture devices or sensors for collecting
signals from a biometric characteristic and converting them into a biometric sample such as a fingerpiint
imagse, facial image or voice\recording.

— A signal processing subsystem, which extracts biometric features from a biometric sample with the intg¢nt
of outputting numbers-or labels which can be compared with those extracted from other biometric samples.
Here, [the biometric-feature extracted in the enrolment process is stored in the data storage subsystem [as
a biometric reference for the identification and verification process.

— A data storage subsystem WhICh serves primarily as an enrolment database where the Imkmg of the

also non-biometric data such as the identity reference related to the subject. In practice, DBjr and DBggr
are often logically or physically separated for reasons of security and privacy concerns. A more detailed
description of binding DBr with DBgr is given in Annex A.

— A comparison subsystem, which determines the similarity between captured biometric samples (or derived
features) and stored biometric references. In the case of the one-to-one comparison used in the
verification process, a captured biometric sample is compared with a stored biometric reference from a
biometric data subject to produce a comparison score. However, in the one-to-many comparison used in
the identification process, an extracted feature of a biometric data subject is compared against a set of
biometric references of more than one biometric data subject to return a set of comparison scores.

8 © ISO/IEC 2011 — All rights reserved
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— A decision subsystem, which determines whether the captured biometric sample and the biometric
reference have the same source (biometric subject), based on a comparison score(s) and a decision
policy (or policies) including a threshold. In the case of the verification process, the biometric data subject
may be accepted or rejected according to the comparison score. In the case of identification, a list of

In

candidate identities that meet the decision policy is presented.

essence, a biometric system involves three main functional processes:

— Enrolment process: creating and storing an enrolment data record for an individual who is the subject of a
biometric capture process in accordance with the enrolment policy. The subject usually presents his/her

Th
re
of
V¢

THe five abovementioned subsystems represeni‘the technical and functional blocks that capture
store, compare, and decide on the processing of biometric data. In addition, other functional subsy
be included [7].

is processed to extract the features which are enrolled as a reference in the enrolment databas
identity reference.

Identification process: searching the enrolment database against the captured andxextracted
features to return a candidate list. The candidate list consists of individuals whose, references 1
the feature in the comparison subsystems and have a similarity score value' higher than a
threshold value.

Verification process: testing a claim that an individual who is the subject of a biometric capture
the source of a specified biometric reference. The subject presents his/her identity reference for
identity and also their biometric characteristic(s) to the capturing device, which acquires
sample(s) to be used for comparison with the biometric reference’linked to the identity referen
claimed identity.

e verification process has a possibility of impacting on the subject's information privacy since th
uires both biometric reference and identity reference. Theridentification process requires exhaust

ric sample
e with the

biometric
hatch with
bredefined

process is
a claim of
biometric
ce for the

S process
ve search

the enrolment database. So, this also has a possibility of impacting on the subject's physical privacy.

rification is generally considered to be less privacysintrusive than identification.

A reference-adaptation subsystem’, which modifies a reference using a new biometric feature,
from a successful verification_or identification process. Adaptation is generally employed by
systems to reflect external\factors and to minimize their effects on the recognition rate. It ma
used for attenuating the potential effects of reference aging. Unsupervised adaptation can be
automatically based-upon a pre-determined policy. Supervised adaptation is usually invok
application and is(based on application-specific criteria. For example, it may be called upon
biometric comparison score is not high but other factors clearly support the asserted identit
lower comparison score may cause the system to reject a genuine user, adoption of a

adaptation subsystem should be considered in the earliest stages of establishing the biometric s

An administration subsystem, which controls the overall policy, implementation and usage of the
system, in accordance with the relevant legal, jurisdictional and societal constraints an
fequirements. lllustrative examples include:

| process,
5tems can

extracted
biometric
y also be
performed
bd by the
when the
. Since a
reference-
ystem.

biometric
d privacy

provision of privacy relevant information to the subject during biometric processing;

- storage and formatting of the biometric references and/or biometric interchange data;

- making of decisions on encryption and digital signature mechanisms for confidentiality and integrity

of Pll including biometric data;

- analysis of the vulnerabilities of and security attacks against the overall biometric system and

implementation of proper countermeasures;

- provisions of the final arbitration on output from decisions and/or scores;

© ISO/IEC 2011 — All rights reserved
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- setting of threshold values for the decision subsystem;

- control of the operational environment and non-biometric data storage; and

- provisions of appropriate safeguards for the subject's privacy.

4.3 Biometric references and identity references

A person has one identifier in any particular domain but may have several identity references to identify that
person within that domain. Each identity reference is an attribute, or combination of attributes, of the identity of

an entity
combinati

A biometn
person w
biometric
as the bio

and biometric references are depicted in Figure 2. Here, the surrounding box represents the set of attribufes
that may e used to identify an individual.

4.4 Biometric systems and identity management systems

. Name

. Social security number
. Driver license’s number
. etc

Identity
referénce

. Fingerprint image

. Face image

. Ordered set of fingerprint-minutiae
. etc

Biometric
reference

L~

Figure 2 — ldentity references and biometric references

The identity management system (IdMS) has an important function in any domain to avoid identity conflicts{or
ambiguitigs (for more details about IdMS, see ISO/IEC 24760-1). An authentication system requires fan
accurate identification-and verification process, within a well-defined domain, and a defined relationship with
registration and enrolment processes which could be in that same domain or called in from another domdin.
When biopnetricstis*Used to provide an authentication service, the IdMS may request authentication from the
biometric pystem (a in Figure 3) and the biometric system may provide the authentication result to the IdMS|(b

in Figure 3)

10
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[dMS

a) request authentication b) authentication result

Biometric System

Figure 3 — Biometric system as an authentication service provider’for IdMS

4.5 Personally identifiable information and universal unique identifiers

Sgme biometric systems use biometric samples such as facial images.inJje-passports to directly i
person and others use biometric features such as the minutiae paints of a fingerprint and the
coefficients of a face to indirectly identify the person bound with the’identity reference. This ability to
link biometric data to the subject makes biometric references Pll«

Dye to their distinctiveness, biometric references have the potential to be used as a unique universa
(UUID). A UUID is an identity reference which can be“used to link personal information acros
databases, thereby resulting in a potential threat to.“privacy. As such, significant concerns h
ressed about using a biometric reference as a UUID. Unless there is a clearly demonstrated ne¢
bigmetric references should not be used as a universal unique identifier.

THe UUID becomes a potential risk to privacy in that an individual can be monitored and track

lentify the
eigenface
be able to

| identifier
5S various
ave been
d to do so,

ed across

databases containing the corresponding.PIl. When the biometric reference or its binding with t’lh‘e identity

reference is used, it could be classified-as personally identifiable information that may be very impo
individual depending on the specific domain [5]. If UUID databases of biometric data are
consideration should given to a design that meets requirements for revocability and renewability to
crpss-comparison, for example,;though the use of diversified references as described in this In
Standard.

4.6 Societal considerations

THe application~of biometric systems always has a societal dimension, aspects of which may be
legal requitements regarding the operation of such systems (such as those relating to the prg
personalkdata), while other aspects such as acceptability by subjects using these systems are very
will, contribute to good system performance. The acceptability of a system may be influenced by

ant to the
employed,
limit such
ernational

codified in
tection of
desirable
religious,

etipnic’and cultural factors, as well as by individual psychological traits.

In all deployments of biometric systems those persons and organisations responsible for their

operation

should recognise that protection of the biometric data by appropriate security mechanisms is necessary to
satisfy the legal requirements (for personal data protection), as well as to contribute to their acceptance by

society and individuals.
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In a similar way, designers and operators of systems using biometrics should ensure that legal obligations and
good practice are observed in relation to the following:

— health and safety;

— accessibility, which ensures that systems are usable with a low physical and cognitive effort by as wide a
population as possible, especially for physically or mentally incapacitated subjects; and

— usability, which delivers systems that are effective, efficient and satisfying in use.

A more extended discussion of the societal and cross-jurisdictional considerations in commercial applications

is to be fo

5 Sec

und in ISO/IEC TR 24714-1 [19].

Lrity aspects of a biometric system

5.1 Security requirements for biometric systems to protect biometric information

5.1.1 Confidentiality

Confident
systems,

A biometric reference stored in a biometric reference database during the enrolment process

transmittefd to a comparison subsystem during the verification and identification process. During this proce
the biomgtric reference may be accessed by unauthorized entities andymay be read or the binding to

identity int
biometrics

access control mechanisms and various forms of encryption techniques.

NOTE

Various forms of encryption algorithms, with a symmetric or asymmetric cipher, can be used for providing confidentialit
data. For more detailed information, see Annex B.1.

5.1.2 Intggrity

Integrity ig

reference
process i
captured
untrustwo
reasons:

is critical to the assurance of overall'biometric system security. The integrity of the authenticati

and extracted biometric feature is untrustworthy, the resulting authentication will also
'thy. Untrustworthy biometfic)references or samples could occur for one or more of the followi

— accidental corruption due\teva malfunction in hardware or software;

— accidg

an authorized enrolee or a system owner), without intervention of an attacker;

— modif

Biometric

cation (including substitution) of a biometric reference of an authorized enrolee by an attacker;

ality is the property that protects information against unauthorized accéss or disclosure. In biomefri

ormation may be revealed. Unauthorized disclosure of data‘may cause critical privacy threats sin
are sensitive. The confidentiality of stored and transmitted biometric data can be obtained from

the property of safeguarding the accuracy and completeness of assets. The integrity of a biomet

ntal or intentional modification of a bona fide biometric reference by an authorized entity (i.e., eith

c
s
5S,
its
ce

of

ric
on

5 dependent on the integrity of-the biometric reference. If either the biometric reference or the

be
ng

er

systems shall employ effective data integrity protection. This could be realized through acce

SS

control mechanisms preventing unauthorized access 10 biometric _data or by Integrity checking using
cryptographic techniques. Integrity protection may need to be combined with other techniques (such as time

stamping)

NOTE 1

NOTE 2

NOTE 3

12

to protect against the reuse of stolen biometric data and replay attacks.

Various techniques, such as Message Authentication Code (MAC) or digital signature, can be used to provide data
integrity. For more detailed information, see Annex B.2.

Certain situations require both confidentiality and integrity. If both confidentiality and integrity protection are required, one

possibility is to use both encryption and a MAC or digital signature. Another possibility is to use authenticated encryptio
as standardised in ISO/IEC 19772 [16].

When a smart card is used for biometric reference storage and/or comparison (Clause 8, Models B, E, F, G and H),
Secure Messaging mechanisms according to ISO/IEC 7816-4 [30] should be used for biometric data integrity and /or
confidentiality.

n

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=d17ca3c17248a7aac8f71089f20994ab

ISO/IEC 24745:2011(E)

5.1.3 Renewability and revocability

A major security and privacy concern for biometric systems relates to the compromise of biometric references.
A variety of threats can compromise a biometric reference. For example, an attacker may unlawfully obtain a
token containing a biometric reference, or may try to gain unauthorized access by means of a fake or spoofed
biometric through a false accept. In case of compromise, revocation is required to prevent the attacker from
future (or continued) unauthorized access. Alternatively, a database security breach may result in
unauthorized exposure of biometric references and other personal data. In case of such compromise of
biometric references, there is a strong need to revoke the compromised references, and to associate the
legitimate data subject with a new biometric reference. It should be noted that revocation and renewal of the
bipmetrierefererce-donotimplyrrerewal-ofthe-biometriecharacteristies-of-the-data—subjeet—Rerewgability and
reyocability only provide the means to resolve compromised biometric references, and not for,compromised
bigmetric characteristics.

A piometric reference may need to be changed for a variety of reasons besides compromise. For gxample, a
bigmetric reference may only be valid for a specific period of time (in a manner siniilar to passwords). If a
bigmetric reference is still required at the end of that time period, the reference may be renewed, ¢r revoked
and replaced.

5.p Security threats and countermeasures in biometric systems

5.2.1 Threats and countermeasures against biometric system‘components
THreats against the components of a biometric system are summarized in Table 1 [8].

Table 1 — Threats and countermeasures of biometric subsystems

Threats Countermeasures
Data Capture Sensor spoofing — Liveness detection
Capture/replay “of signals from [ — Multimodal biometric
sensor

— Challenge/response

Signal Processing Unauthorized manipulation of data | — Use trusted algorithm
durihg processing
Comparison Manipulation of  comparison | — Secure server and/or client
scores — Trusted OCC
Storage
Database compromise
— Unauthorized disclosure of | — Revocable and renewable bigmetric
BR/IR references
— Unauthorized replacement of | — Data separation
BR/IR — Database access cantral
— glr%?ll,ll?thonzed modification of | Sign BR/RBR/IR
— Unauthorized  deletion of | CncTYPtBR/RBRIR
BR/IR
Decision Hill climbing attack — Secure channel
— Hide comparison score from subject
Threshold manipulation — Access control to threshold setting

— Threshold value protection
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NOTE 1 For the secure evaluation and certification of the modular components of the biometric systems, refer to ISO/IEC 19792
for additional information.

NOTE 2 The implementation of the Comparison and Decision components in a certified single module constitutes an effective
countermeasure against threats of comparison score manipulation. Here, additional countermeasure of hiding comparison
score from subject is required to prevent a hill climbing attack

NOTE 3 The threat of component replacement is applicable for all subsystems. Against this threat, using inventory control

involving digitally signed components can be an effective countermeasure.

Brief descriptions of the aforementioned threats and countermeasures are provided below for clarification.

Sensqgr spoofing means the presentation of artificial and thus non-live biometric characteristics. O
countérmeasure to sensor spoofing is liveness detection based on recognition of a subject's physielogi
activitles as signs of life or the detection and rejection of known artefact types.

Component replacement involves the substitution of the components (e.g., comparison” or decisi
subsyptem) of the biometric system so as to control it and obtain a desired output.

Hill climbing is the systematic modification of the biometric sample to obtain’ progressively high
comparison scores until the decision threshold has been met.

Threshold manipulation is changing the threshold value of the decision subsystem such that the biomet
system easily accepts an illegitimate biometric sample.

ne
cal

er

ri

C

Revogable and renewable biometric references are created by./means of diversification for differgnt

applicptions, organisations or companies, but are associated with the same subject. Subjects may ha
multiple RBRs.

ve

Data geparation refers to the security countermeasure of‘ogically or physically separating individual data

elemeants (e.g. partly on a token and partly in a database, see also Clause 7.2). Data separation can
applied to data elements such as IR, BR, Pl and AD,

5.2.2 Threats and countermeasures during the transmission of biometric information

The comnpunication channels between the various components of the biometrics system can be compromis
jeopardizing the security of the overall system. This risk is especially relevant for distributed architectures. T

occurrenc

interveneg between comparison.ahd decision subsystems, the threats and their countermeasures for T1,
and T3 arg¢ also applicable for T4.

be

ed,
he

bs of data transmission arg shown in Figure 4 and summarized in Table 2. In Table 2, if a network

o,

Data
Storage
Subsystem
T1 T2
Data l Signal l ) —
Capture |:> Processing ::> Comparison Decision
Subsystem Subsystem Subsystem Subsystem

14

Figure 4 — Threats in the biometric system

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=d17ca3c17248a7aac8f71089f20994ab

ISO/IEC 24745:2011(E)

Table 2 — Threats and countermeasures during transmission

Data Threats Countermeasures
Data Capture - Signal Biometric Eavesdropping
Processing (T1) sample and — Encrypted/secure channel
feature
Repla
piay — Challenge/response
Signal Processing - Brute Force
— Time out policy
Comparison (T2)
Storage - Comparison Biometric Eavesdropping
(T3) reference — Encrypted/secure-channe
Repla
pay — Challengé/response
Man in the middle
— Encrypted /secure channdl
-~ \Integrity check of biometric data
with digital signature or MAC
Hill climbin
i ¢limbing — Coarse scores
— Secure channel
Comparison - Decision Comparison Comparison score S h |
(T4) score mahipulation —— ecure channe

NQTE The implementation of the Comparison‘and Decision components in a certified single module constitutes an gffective

countermeasure against manipulation-of comparison score threats.

Brjef descriptions of the aforementioned threats are provided below for clarification.

—1 Eavesdropping is the interception of sensitive information during its transmission between components of
the biometric system.

— Man-in-the-middie attacks are attacks in which an attacker can read, insert and modify the biometric data
communicated between two parties without either party knowing that the established link [has been
compromiséd:

THe list of .Gountermeasures in Table 2 is not comprehensive. A risk analysis should be performed|to identify

in¢lude_procedural as well as technical countermeasures. For a more detailed description of the managerial

aspect of protecting biometric systems see ITU-T X.1086 [1], ISO 19092:2008 [2], and ISO/IEC 19792 [43].

thIats insthe context of the application. Appropriate countermeasures should be put in place which can

5.2.3 Renewable biometric references as countermeasure technology

Renewability of biometric references is a countermeasure against storage and transmission threats. In order
to permit the revocation or renewal of biometric references, the biometric reference creation process should
support the process of diversification. Diversification involves the generation of multiple, independent
references from the same biometric characteristics that can be used to renew a biometric reference or to
provide independent references across different applications. The diversification process should be
irreversible. The transformed biometric references should not be uniquely linkable.

To facilitate a common vocabulary for the implementation of renewable biometric references (RBRs) through a
diversification process, and to outline the architectural aspects of renewable biometric references and the
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diversification process in a technology-neutral manner, the concept of pseudonymous identifiers is used in this
International Standard. In the approach described in this International Standard, renewable biometric
references consist of two data elements: a pseudonymous identifier (Pl) and corresponding auxiliary data
(AD). Both data elements are generated during enrolment and must both be stored because both elements
are required during a verification or identification process.

An overview of the architectural aspects of renewable biometric references is provided in Figure 5. An arrow in
the figure represents a flow of information. During enrolment, a feature extraction stage generates biometric
feature data from the captured biometric sample. Subsequently, a pseudonymous identifier encoder (PIE)
generates a renewable biometric reference consisting of a pseudonymous identifier (Pl) and auxiliary data
(AD)Wh B i gereratea,meteaptutrea GC“‘ {e Sapre—ana
disposed pf. The RBR is stored on a suitable storage medium (e.g., a
and AD mpy be separated physically or logically from each other.

During vgrification, a feature extraction stage processes the probe biometric sample. Subsequently,| a
pseudonymous identifier recoder (PIR) constructs a pseudonymous identifier (PI*) based onythe provided
auxiliary ¢gata and the extracted features. Subsequently, the comparison subsystem cgmpares the |PI
generated during enrolment and PI* and returns a similarity score representing the similarity“between Pl and
PI*. A mofe extensive overview of the pseudonymous identifier creation and verification process, as well as|its
lifecycle, is provided in Annex C.

(smart)card or electronic database).|PI

Enrolment Storage Verification
Signal processing Comparison Signal-processing
Subsystem RBR Subsystem Subsystem
Captured
Captured PI&e—=—= PI PI* Biometric
i i Pseudonymous - Pseudonymous
Biometric r><T1 (-‘ID-I Identifier - Identifier Q ? Probe
Sample. S Encoder Recoder 39 < Sample
cLE Q£
S (PIE) AD AD (PIR) oo

: :

Discard Discard
PI: Pseudonymous Identifier:

AD: Auxiliary Data

PIC: Pseudonymous ldentifier Comparator

Figure 5= Architecture for renewable biometric references
5.3 Security of data records containing biometric information

5.3.1 Sequrity for‘biometric information processing in a single database

A logical fontatenation of an identity reference (IR) with a biometric reference (BR) is required to perfofm
biometric authentication operations as shown in Figure 1. There are a number of applicable scenarios that gan
be used to describe the security of this binding, depending on the data records (e.g., identity reference,
biometric reference, etc.) being stored. These scenarios, showing the data element combinations, as well as
outlining the associated security properties, are listed below.

— Scenario 1: Raw IR and Raw BR are stored. Neither confidentiality nor integrity is provided for both IR
and BR. Renewability and revocability are not provided.

— Scenario 2: Raw IR and encrypted BR are stored. Neither confidentiality nor integrity is provided on IR.

Confidentiality on BR is provided. A weak form of integrity may be provided on BR depending on the mode
of operation of encryption. Renewability and revocability are not provided.
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Scenario 3: Raw IR and authenticated BR are stored. Only integrity of BR is provided.

Scenario 4: Raw IR and authenticated-encrypted form of BR are stored. Both confidentiality and integrity

are provided on BR.

Scenario 5: Encrypted IR and raw BR are stored. Confidentiality on IR is provided. A weak form of

integrity may be provided on IR depending on the mode of operation of encryption.

Scenario 6: Authenticated IR and raw BR are stored. Only integrity of IR is provided.

Scenario 7: Authenticated-encrypted form of IR and raw BR are stored. Confidentiality and,integrity are
provided only on IR.

Scenario 8: Raw IR and raw BR are encrypted and then stored. Confidentiality onboth IR and BR is
provided. A weak form of integrity may be provided on both IR and BR depending on thg mode of
operation of encryption.

Scenario 9: Raw IR and raw BR are authenticated and then stored. Integrity on both IR and BR is
provided.

Scenario 10: Authenticated-encrypted forms of IR and BR are stored. Confidentiality and integrity are
provided on both IR and BR.

Scenario 11: Raw IR and authenticated BR are encrypted-and then stored. Confidentiality is pfovided on
both IR and BR. Integrity is provided on BR. A weak form.of integrity may be provided on IR degending on
the mode of operation of encryption.

Scenario 12: Raw IR and encrypted BR are authenticated and then stored. Integrity is provided on both
IR and BR. Confidentiality is provided on BR oniy.

Scenario 13: Authenticated IR and raw BR are encrypted and then stored. Confidentiality is pfovided on
both IR and BR. Integrity is provided on IR. A weak form of integrity may be provided on BR depgending on
mode of operation of the underlying cryptographic algorithm.

Scenario 14: Encrypted IR and raw BR are authenticated and then stored. Integrity is provided pn both IR
and BR. Confidentiality is provided on IR only.

Scenario 15: Raw IR.and diversified BR are stored. Renewability and revocability are provided jon BR, as
well as limited confidentiality and integrity on BR.

Scenario 16:(Raw IR and diversified BR are authenticated and then stored. Integrity on both IR|and BR is
provided. Renewability and revocability on BR are also provided.

Scenario’ 17: Authenticated-encrypted forms of IR and diversified BR are stored. Intggrity and
confidentiality are provided on both IR and BR. Renewability and revocability are provided on BR.
Seenario18—RawiR-and-diversified-BR-are-encrypted-and-then-stored—Confidentiality-on-beth-R and BR

is provided. A weak form of integrity may be provided on both IR and BR depending on the mode of

operation. Renewability and revocability are provided on BR.

Scenario 19: Raw IR and encrypted, diversified BR are authenticated and then stored. |
provided on both IR and BR. Confidentiality, renewability and revocability are provided on BR on

The described scenarios and related security considerations are summarized in Table 3.
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Table 3 — Confidentiality, integrity and renewability for the data records stored in a single database

(Enc'd: encrypted, Aut'd: authenticated, AuE'd: authenticated-encrypted, Div'd: diversified,
O: requirement, A: weak requirement)

Scenario Security Requirements
Confidentiality Integrity Renewability Countermeasures
IR BR IR BR BR

2 0] A Raw IR and Enc'd BR
3 (0] Raw IR and Aut'd BR
4 o (0] Raw IR and AuE'd BR
5 o A Enc'd IR and'Raw BR
6 o Aut'd IR@nd Raw BR
7 o o AuE'd IR and Raw BR
8 (0] 0] A A Enc'd(IR and BR)
9 o (o] Aut'd(IR and BR)
10 o (o) (o) (0] AuE'd(IR and BR)
11 o o A (o] Enc'd(IR and Aut'd BR)
12 o o (0] Aut'd(IR and Enc'd BR)
13 (o) (o) (o) A Enc'd(Aut'd IR and BR)
14 (o) o (o] Aut'd(Enc'd IR and BR)
15 (0] Raw IR and Div'd BR
16 A o (o] (0] Aut'd(IR and Div'd BR)
17 (0] o o (0] (0] AuE'd(IR and Div'd BR)
18 o o A A (0] Enc'd(IR and Div'd BR)
19 o o (0] (0] Aut'd(IR and Enc'd, Div'd BR)

ISO/IEC 19785 specifies the Common Biometric Exchange Format Framework (CBEFF) to promote
interoperability of biometric-based applications and systems by specifying a standard structure for biometric
information records (BIRs). In ISO/IEC 19785-4, the Security Block (SB) formats are specified to keep integrity
of BIRs and to encrypt/decrypt the biometric data in BIRs [3].
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5.3.2 Security for biometric information processing in separated databases

When storing IR and BR or RBR, it is recommended they be stored separately if privacy is required, because
the exposure of both items leads to more serious privacy compromise. Even if IR and BR are separated into
different storage areas, protection is not effective if they are controlled by the same operator. For the
separation to be effective, it should be controlled by different operators with their own cryptographic keys to
protect their DB contents. When IR and BR are separated, there shall be a means to link them. This is
achieved by a common identifier, Cl.

A similar argument holds for storage of RBRs in the form of Pl and AD. Physical or logical separation of Pl
i‘:"i- -v-'v- G -'v" "’.”; """"’i"';i’ orenSareEeMmproyea namodel
ed on distributed storage, it is advisable to store the AD on the token and Pl on the client of server. If
separated DBs with a common CI are employed, the databases shall be controlled by separaté opefators with

In[Table 4, scenarios employing separated databases are shown. The security requirements of confidentiality,
grity and renewability/revocability remain the same. However, the impact Of Ya privacy cgmpromise
comes smaller even if only one of IR and BR is exposed. If one DB is compromised and its coptents are
gally modified, the operators of two DBs should be able to detect it. Similarly; during the usage df the DBs,
if & legitimate DB operator with a correct key modifies its contents, the other,DB should be able to [detect the
modification. For these cases, more secure binding is required.CAnnex A provides exgmples of
implementations of a Common Identifier (CI).

Table 4 — Confidentiality, integrity and renewability for the data records stored in separpted
databases

(Enc'd: encrypted, Aut'd: authenticated, AuE'd: authenticated-encrypted, Cl: common identifier,
O: requirement, Aitweak requirement)

Security Requirements
Confidentiality Integrity Renewability CountermIeRasures for Counterrrées UL
IR BR | IR | BR BR
(0] A Cl, Raw IR Cl, Enc'd BR
(o] Cl, Raw IR Cl, Aut'd BR
(o] (0] Cl, Raw IR Cl, AuE'd BR
o A Cl, Enc'd IR Cl, Raw BR
o Cl, Autd IR Cl, Raw BR
o o Cl, AuE'd IR Cl, Raw BR
o (0] A A Cl,Encd IR Cl, Enc'd BR
o o ClL-AutdiR CL-Autd BR
o (o] o (o] Cl, AuE'd IR Cl, AuE'd BR
o (o] A o Cl, Enc'd IR Cl, AuE'd BR
(0] o (0] Cl, Aut'd IR Cl, AuE'd BR
o (o] o A Cl, AuE'd IR Cl, Enc'd BR
o o (0] Cl, AuE'd IR Cl, Aut'd BR
A (0] CL PLIR Cl, AD
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cl, .
A1 01 O 0 Autd PI, Autd IR Cl, Autd AD
) o|o| o 0 Cl, Cl. AUE'd AD
AUE'd(PI and IR) :
) o | A | & ) Cl, Cl. Enc'd AD
Enc'd(Pl and IR) :
Cl, Cl,
0 o]0 o0 0 Autd(Enc'd Pland IR) | Autd(Enc'd AD)

6 Biometric information privacy management

6.1 Biom

Since biognetric data is PII, ISO/IEC 29100, which is a general privacy framework addressing system spec

issues at
procedura
The use 0o

— Biomg
subjeq

— Biomg
or int
infere

— Biom4
acros

A more dd
given in 1S

6.2 Biom

6.2.1 Irreversibility

To prever
processed
mechanis

— featur

etric information privacy threats

B high level, should be applied. It is a general framework that addresses ofganizational, technig

f biometric data involves several threats to privacy which must be addressed.

t.

tric references may allow retrieval or analysis of properties' of the data subject that are not requin
ended for biometric identification and verification, such as the data subject's health status
htial medical information and ethnic background.

tric references may be used to link subjects:dcross different applications in the same database
5 different databases. Privacy is related to thé-unlinkability of the stored biometric reference.

tailed description of jurisdictional and saciétal considerations for commercial biometric application
O/IEC TR 24714-1 [19].

etric information privacy. requirements and guidelines

t the use of biemetric data for any purpose other than originally intended, biometric data shall
by irreversible transforms before storage. Irreversibility may be obtained using the followi
ms that canybe combined:

e extraction algorithms often provide a form of irreversibility by data reduction and redundan

fic
al,

| and regulatory aspects of privacy for IT systems which process and store personal informatign.

tric data may be abused for purposes other than originally intended and consented to by the data

ed
or

or

S

remoy

alincreasing the difficulty of using the extracted features to extract medical or ethnic data;

— encryption using a key only known by the operator of the system and/or data subject limits unauthorized
access to the biometric data;

— pseudonymous identifiers provide a means to limit access to the biometric characteristics of the data
subject by means of irreversible transforms. An overview of transforms that produce pseudonymous
identifiers is provided in Annex D, Table D.1.
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6.2.2 Unlinkability

The stored biometric references should not be linkable across applications or databases. Unlinkability can be
provided using various mechanisms that can be combined:

— if the plain-text biometric references are linkable, encryption of biometric references employing different
(secret) keys or mechanisms across applications prevents linking of data subjects, provided that the
secret keys are managed appropriately to avoid collusion;

— independent and unlinkable pseudonymous identifiers created through the process of diversification
prevent linking of data subjects;

— logical or physical separation of IR and BR, or Pl and AD in case of RBRs, prevents a¢cess tq complete
data records;

—1 the use of different biometric modalities, incompatible feature extraction algorithms or biometric data
exchange formats across applications prevents linking of data subjects.

NQTE The use of different biometric modalities, incompatible feature extraction algorithms‘or’'data exchange formatg may pose
challenges for system interoperability.

6.2.3 Confidentiality

Tq protect biometric references against access by an unauthorized\entity resulting in a privacy risk| biometric
references shall be kept confidential. The following mechanisms’can be employed to provide confidgntiality:

— data separation by storing (part of the) biometric references on a personal token or card instead of using
centralized databases is a countermeasure to reduce privacy risks resulting from a security brelach of the
centralized database (for example when and<adversary obtains illegitimate access to a ¢entralized
database and publishes its contents);

—1 encryption of biometric references using-a key only known to the operator of the identity mgnagement
system and/or data subject.

NQTE The use of a token to store biometric data does not guarantee confidentiality unless the data is logically and ghysically
protected from disclosure.

6.3 Regulatory and policy requirements

A{ PII, the collection, transfer, use, storage and disposal of biometric reference is governed by various laws
and regulations, including privacy and data protection. All deployments of biometric technology shall be
implemented in accordance with all applicable laws and regulations.

6.4 Biometric information lifecycle privacy management

6.4.1_Collection

Organizations shall obtain the consent of a subject prior to the collection of biometric information, unless
applicable laws and regulations define otherwise. When seeking the subject's consent, the organization
should fully inform the subject of following (note that this list is not exhaustive):

— the types and amount of biometric information to be captured;

— information about available alternative procedures in case the data subject does not want to enrol or
cannot be enrolled (failure to enrol);

— the purpose of collection and the period of retention of the biometric information;
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— a description of how the captured biometric information will be processed in the biometric system; and

— information about the person responsible for managing the biometric information, which includes his/her
name, organization, position, contact information, etc.

Unauthorized collection of biometric information without regulatory justification has strong impacts on the
biometric information privacy of the individual. Even though an organization may have the subject's consent to
create biometric references, it should still only extract the minimum amount of biometric information necessary
to fulfil the intended purposes. This will lessen the impact of a compromise.

6.4.2 Trapsfer (disclosure of information to a third party)

When trapsferring biometric information to other organizations, each party involved in processing-of the
biometric |information shall agree to be bound by contract or obligation to protect such information. The
transfer of biometric information shall only take place with the consent of the subject unless cofisent is implied
by the proyision of a service requested by the subject, or if it is required by law.

Before segking the consent of the subject, the organization should provide the following-(note that this list
not exhaugtive):

S

— relevgnt information about the third party to which the biometric informationiis to be transferred;
— the cdntents and amount of biometric information to be transferred;.and

— the pJrpose for the transfer and the period of retention of the transferred biometric information.

From the pubject's point of view, transferring biometric information to a third party is essentially the same jas
presenting the biometric information directly to the third party. Accordingly, the consent of the subject| is
required, |unless otherwise allowed by law. Cross-border* transfers are especially common in operating
biometric pystems including border control and electronic’passports, etc. For this reason, it is important that
more car¢ is taken with respect to the privacy of\the transferred biometric information which might pe
processed by a third party.

6.4.3 Use

Use refer$ to access, processing, or-modification of biometric information within an organization. Biomefric
information shall only be used with”the consent of the subject, unless otherwise specified by law. If the
organizatipn wants to use the collected biometric information for purposes other than those already specified
to the subject, the organization shall obtain the consent of the subject, providing a full description of the
additional| purpose of usey~and the period of retention of the biometric information. Function creep, |or
expanded|use of biomeétric’ information, such as determining the subject's health or genetic inheritance, shall
be avoidefl.

6.4.4 Storage

Biometric information is usually stored in a data storage subsystem, as depicted in Figure 1, which may,
however, be distributed. In order to satisfy privacy requirements, it may be necessary to store the information
in such a way that it can be identified as being sensitive Pll. Organizations should keep the collected biometric
information logically or physically separate from the subject's other PII to reduce the impact on the subject's
privacy of a compromise of the combined information. Suitable protection measures, as described in Clause 6,
are necessary to ensure the confidentiality and integrity of the biometric reference and also its related IR. To
trace illegal distribution and misuse of the biometric samples, biometric watermarking schemes as described
in Annex E could be adopted. Unless it is absolutely necessary, storing acquired biometric samples which can
be classified as a PII shall be avoided.
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6.4.5 Archiving and data backup

Archiving is the process of storing biometric information for long-term or permanent preservation. When the
organization collects biometric information with the subject's consent, the consent may contain an expiration
date to specify the period for storing the captured biometric information. Preserving archived biometric
information beyond its expiration data can breach the consent condition and create a risk of privacy violation.
Also access restrictions to archived biometric information shall mirror that for the equivalent operational
biometric information. Data backup, although undertaken for different reasons than archiving, presents a
similar threat to privacy if the backup data is not adequately protected and disposed of when expired. The
system security/privacy policy shall address the secure storage and control of access to archive and backup

6.4.6 Disposal

THe organization or third party to which the biometric information is disclosed shallysecurely disppse of the
bipmetric information of the subject when (note that this list is not exhaustive):

— the purpose for the collection of the biometric information has either been\achieved or is determined to no
longer be necessary;

— the period of retention of the biometric information has expired;

— the subject withdraws consent for the collection of the biometric information or the use of the biometric
information changes but the subject of the biometric information does not consent to the new usg.

When disposing of the stored biometric information, it is essential to ensure that all relevant related data is
idg¢ntified and securely disposed of, particularly in cases’ of distributed storage. The system seculity/privacy
pdlicy shall specify the biometric and other personal,information that is to be included in the inventgry of data
for disposal. This shall include archive and backup“data (see previous clauses for further details). [The policy
shall also describe suitable procedures and safeguards to ensure the complete and secure dispgsal of the
data.

6.p Responsibilities of a biometric system owner

THe biometric system owner shallbe responsible for the proper management of biometric information in order
to|protect the information and'safeguard the rights of the subject with regard to the biometric informdtion within
thé organization. To meet.these obligations, the biometric system owner shall:

—1 provide the subject“with the means to control his/her biometric information during its lifecyclg including
when providing\such information to third parties. This means that the biometric system owner shall obtain
consent when-biometric information is collected.

— providetaymechanism for consent withdrawal. The subject can request to withdraw his/her consent from
an organization or any third party that has received the biometric information whenever he/she feels that it
is“nécessary to do so, unless applicable laws, regulations or the terms and conditions of the services
define otherwise. The biometric system owner shall provide appropriate means for the subjegt to make
such a request and remove the corresponding biometric information from the biometric system.

— provide appropriate security measures to safeguard against attacks on the confidentiality, integrity and
availability of the biometric information and the associated biometric system itself.

— ensure that information used for identification or verification decisions is complete, accurate and up-to-
date, to the extent possible. In this case, the term information refers to PIl generally, as well as biometric
information related to a subject. Poor quality biometric references can result in the system accepting an
attacker, which in turn can have an impact on the subject's privacy.

— respond to any requests made by a subject to access his/her biometric information. The subject can
request that the biometric system owner allow him/her to view his/her own biometric information, to make
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inquiries about the details of the use of the biometric information or the transfer of the biometric
information to a third party, and to insist on the correction of any errors in the information when necessary.

— provide notice of any breaches that result in the compromise of the subject's biometric information. The
biometric system owner shall notify the subject of any breach involving the theft, loss, damage,
unauthorized disclosure or unauthorized modification of the subject's biometric information.

7 Biometric system application models and security

7.1 Bionetric system application models

Biometric |systems can be classified by considering the locations where biometric references and identity
referenceg are stored and where they are compared, as shown in Table 5. In terms of security, each modgel
has certajn advantages and disadvantages with regard to managing biometric referencespand identity
reference$ when they are transferred or stored. Conceptually, many models exist; however this International
Standard gonsiders eight types of models which are currently deployed in real applications.

Table 5 — Application model of a biometric system

Storage
. O L
Server Client Token Distributed
)
Server A B G
Comparison Client C D E H
Token F

The locatipns can be described as follows.

— A seryer is a computer remotely-Connected with the client via the network. A “biometric authenticatipon
server” is one form of a server.

— Aclient is a PC or its equivalent executing a general purpose operating system which can exist in the fofm
of a kjosk. The essential.properties of a client are that it provides the front end services for a biomefric
system and interfaces with server and/or token. A biometric sensor unit can be connected to or embedded
in the [client. PDAs ‘and certain smart mobile phones are considered clients in this International Standard.

— A token is a-portable physical device capable of supporting biometric reference storage and in some
cases| allowing biometric comparison. Tokens for biometrics storage include USB memory sticks, [e-
passports, and smart cards. Smart cards can integrate a Comparison-on-Card application for biomefric

Comp hricon and dacicinn
oo oo CroTtor:

NOTE The biometric sensor connected to a client via an interface and the embedded sensor module within a client can be
considered as other locations for storage and comparison. However, clients are frequently equipped with biometric
sensors. As such, this International Standard considers them as a part of the client.

In the following, models A to F describe different topologies for the locations of the various subsystems.
Security requirements will be one factor that determines whether normal or renewable biometric references
should be used. Models G and H on the other hand only apply to renewable biometric references (RBRs)
because these models employ the concept of data separation of Pl and AD by distributing storage across
multiple storage subsystems to enhance the security and privacy of biometric systems. Due to this data
separation, models G and H are only applicable to a verification process.
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7.2 Security in each biometric application model

7.2.1 Model A — Store on server and compare on server

In this model, biometric references are stored on a server and it is required that the extracted biometric data
be transferred to the server for comparison, as shown in Figure 6 (for BRs) and Figure 7 (for RBRs). The
subject's biometric reference and the corresponding identity reference are associated as part of the
registration/enrolment process.

TH

idgntification and also for vérification. Since the sensitive PII (i.e., the biometric reference ar

re
SiZ
m

re

a

Subiject — Verification
Subject - [dentification

Identity Reference’ Request

A Identity Claim / Identity Reference \

. — T\

Verification Outcome

Identification Outcome

Figure 6 — Model'A; store on server and compare on server using BRs

is model requires that the server trusts the data captured from the client. This model can be
erence) is handled by the)server, reliable database security and network security are required.
bdel. From a privacy_point of view, this model is usually not recommended unless renewable

tentralized database.
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Figure 7 — Model A: store on server and compare on server using RBRs

7.2.2 Moglel B — Store on token and compare on server

In this mqdel, a token is used for storing biometric.references and it is required that the captured biomefric
data be transferred to the server for comparison, as shown in Figures 8 and 9. The biometric subjgct
associate$ his/her biometric reference with the)identity reference at the token during the enrolment process| A
subject who wants to assert his/her identity~should have the token and connect it with the client, and also
submit hig/her biometric characteristic(s)."Then the client sends both the stored biometric reference and the
captured biometric feature to the server)for comparison.

In the cage of RBRs, the Pl that was generated during enrolment and then stored on the token and the PI*
reconstrugted during verificatiob’are sent to the server while AD is only provided to the client. This model can
also be extended with storing/Pls on both the token as well as the server to allow three-factor authentication|
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Figure 8 — Model B: Store on token and compare on server using BRs
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Figure 9 — Model B: Store on token and compare on server using RBRs

This model requires that the server trusts the data captured from the client. This model is usually used for
verification because there is no other biometric reference for comparison at the token except the one asserted
by individual. Since the biometric reference is stored at the portable token, which can be securely handled by
the individual, this model does not require database security. This model does, however, require network
security to protect the transfer of the stored biometric reference and captured probe biometric data. This is to
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ensure that the server can trust that the reference data coming from the client stems from the enrolment
process and was not inserted into the network immediately prior to verification. It is noted that the identity
reference is neither transferred nor bound with the biometric reference in the client and server. So, this model
can be considered as a privacy sympathetic model.

7.2.3 Model C - Store on server and compare on client

In this model, the biometric references are stored on the server and probe biometric data is extracted from the
subject at the client side for the comparison process as shown in Figures 10 and 11. The biometric subject
associategi f i f f i i
A subject[who wants to assert his/her identity submits his/her probe biometric sample to the client and'then
the client [requests the sending of the corresponding biometric reference related to the asserted biomefric
subject. Upon request, the server sends the asserted biometric reference to the client and finally the cli
executes p comparison of the captured biometric sample and the downloaded biometric reference. For this
model, the client shall be equipped with a biometric sensor and also a comparison/decision algotithm.

»

— Verification /—\
—————— Identification

_ _Subject Yy Identity Reference ( ) __ _ _ -
] { |
| o | ldentitg Reference Request :
| S N
| I
| L 4 I |
| I | v I
1 |
t !
: Identity Claim | ! ata Storage
y Y] : | Subsystem
Dat Decision
“ar?tl?re Subsystem BRDB(| [IRDB
ibsystem Subsystem Verification : Identification
| Outcome Y Qutcome I
S, e
Client
Server

Figure 10 — Model C: Store on server and compare on client using BRs

This modgl requires that theclient trusts the data received from the server. This model can be used for
identification and also vefification. Since sensitive PII (i.e., biometric references and identity references) qre
usually stpred at the_tentralized server, reliable database security and network security are required for
safeguardjng the biemetric subject's privacy.

-
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Figure 11 — Model C: Store on serverc;and compare on client using RBRs

7.2.4 Model D - Store on client and compare\on client

th

Infthis model, the biometric references are stored on the client and a probe biometric sample is extr
biometric subject for the comparisenprocess which is performed on the client as shown in Figu

13. The subject associates his/her ‘biometric reference with the identity reference at the client
enrolment process. A subject whe wants to assert his/her identity must submit his/her probe biometfic sample
to| the client. To deploy thissmodel, the client must be equipped with a biometric senspr and a

c

Tcted from
es 12 and
juring the

parison/decision algorithm-"This model is usually used for the authentication of subjects using devices

such as personal desktop,computers, laptop computers, and mobile phones. In some cases, the|client can

(0]

authentication can be-miade by the server which confirms the verification results given by the client.

rate in standalone~mode for which no connection to the server is required. In other cases| the final
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Figure 12 — Model D: Store on client and compare on client using BRs

This modgl can be used for both identification as well assverification. Since sensitive Pll (i.e., the biomefric
reference|and identity reference) are not transferred to<the server, the burden of network security can pe
minimized, although reliable database security is still Tequired for the client and hence renewable biomefric
references are recommended. In terms of privacy;\this model is more favorable than other models using a
centralize¢l database.
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Figure 13 — Model D: Store on clientand compare on client using RBRs

7.2.5 Model E — Store on token and compare-‘on client

Infthis model, the biometric references are stored on the token and a probe biometric sample is extra

enrolment process. A subject whawants to assert his/her identity must present his/her probe biomefy

cted from

the subject for the comparison process; which is performed on the client as shown in Figures 14 and 15. The
bigmetric subject associates his/her biometric reference with the identity reference on the token furing the

ic sample

to[the client with the token and the biometric reference stored therein. To deploy this model, the cliepnt must be

equipped with a biometric sensor and processing software including comparison/decision algorithm
client can be a kiosk type, as found in public places such as airport and public buildings fo
authentication. This model is applied in border control using the e-passport as the token.
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Figure 14 — Model E: Store on token and compare-on client using BRs
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Figure 15 — Model E: Store on token and compare on client using RBRs

Biometric references and identity references can be stored on an IC chip embedded in a token. This model is
usually used for verification. Since sensitive PII (i.e., the biometric reference and identity reference) are not
transferred to the server, the burden of network security can be minimized, although reliable database security
is still required. In terms of privacy, this model is more favourable than other models using centralized storage
for the biometric and identity reference. The command addressed to the token to read the biometric reference
and the subsequent response by the token conveying the biometric reference data should be secured using
the Secure Messaging mechanism as per ISO/IEC 7816-4.
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7.2.6 Model F — Store on token and compare on token

In this model, the biometric references are stored on the token and the probe biometric sample is extracted
from the biometric subject for the comparison process, which is performed on the token as shown in Figure 16.
The subject associates his/her biometric reference with the identity reference at the token during the
enrolment process. A subject who wants to assert his/her identity must present his/her probe biometric sample
to the client with the token (comparison on card [42]). To deploy this model, the token must be equipped with
a comparison/decision algorithm. Here, the client could be an automated teller machine (ATM). This model is

us

ually applied to bank transactions using OCC.
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Figure 16 — Model F: Store on token and compare on token using BRs

is type of OCC model is the strongest mechanism for protecting personal information. The token
R and IR and the comparison~process is also executed on the card. The token shall have self
ility. The command addreSsed to the card to start the comparison process and the subsequent re

er

stores the
execution
sponse by
lessaging

chanism as per ISO/EC 7816-4. The client acquires a probe biometric sample and IR data and sends

thE card conveying the result of the comparison process should be secured using the Secure |

m to the token for,the comparison process. The result of the comparison is sent to the server.
en may contain the signal processing subsystem. In this case, the possibility of compromising
metric information can be reduced.

is modehlimits the exposure of an individual's Pll by storing the biometric and identity referen
en,cFurthermore, for RBRs (see Figure 17), only AD has to be transmitted to the client while R
hin. the token This model can, therefore be considered as a prlvacy-protectlve one since the
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shall be embedded in the client-server communication such that the server can trust that the data subject
authentication is the result of a genuine comparison. Alternatively, the data capture and signal processing
subsystems can also be integrated in the token. Modalities for the implementation of Model F are
standardized by ISO/IEC 24787(On-Card biometric comparison).
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7.2.7 Moglel G — Store distributed on token and server, compare on server

This mode¢l employs data separation through distributed storage of data elements from the RBRs. During the
enrolment phase of one implementation of this model,.a pseudonymous identifier is created and stored on the
server ac¢gompanied by Common Identifier (Cl). The corresponding AD, the IR and CI are stored on a token.
During vefification, the token publishes the AD and ClI to the client (see Figure 18). The client captures prope
biometric flata and transforms it to a PI*. The Pl*.and CI are transferred to the server. The server compares|PI
and PI* resulting in a verification outcome.

An important advantage of this modelis that the renewable biometric reference is distributed between the
token and the server. Verification is only possible if both the token and the server contain the correct data.
This propgrty reduces the risk of tampering with biometric references since it requires tampering with the
token as Well as the data at the-server. Furthermore, it allows revocation of biometric reference data (PIs) jon
the servel] side without the need to access a token. A third advantage is that the subject has control over the
verification process sincelhisther token is required.

The following variations / adaptations of this model can be employed:

— IR stofed’en‘the server instead of the token;

— storage of Cl, IR, AD on the client and PI, Cl on the server without the need for a token;

— storage of Pl on both the token as well as on the server to allow three-factor authentication at the server
side. In this implementation, the PIC receives the Pl from the server storage subsystem, the Pl from the
token, and the PI* resulting from the PIR.

This model is especially suitable for online transaction authentication (such as e-banking, online credit card
transactions and as PIN replacement or enhancement for ATMs) that employs a card or token that is capable
of storing auxiliary data. To minimize the amount of information exchange between client and server, and to
prevent the transmission of parts of RBR data from the server to the client, it is not recommended to store the
Pl on a token and the AD at the server.
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7.2.8 Model H - Store distributed on token anhd client, compare on client

In|this model, the AD, IR and a CIl arelstored on a token and the Pl and CIl are stored with
(Flgure 19). During verification, the token publishes the Cl and AD to the client. The client retrie
corresponding to the CI from its sterage subsystem and transfers the AD to the pseudonymous
recoder (PIR), which generates @ candidate pseudonymous identifier (P1*) based on the captured
prpbe sample. The resulting PI<is compared to the Pl that is stored with the client, and the compar

is communicated to the decision subsystem to produce a verification outcome.

Signal Processing Comparison Storage
Subsystem 1 Subsystem Subsystem
PI* PI
/ Pseudonymous | [ ] PIC
Data Y N Identifier PIDB
| Capture [ o 2 Recoder QDB
t -~ =
Subsystem ge (PIR) AD Decision
subsystem A
Verification Outcome
cl
Y
k Client Cl k Server
IR
AD
" Token
PI: Pseudonymous Identifier
AD: Auxiliary Data
PIC: Pseudonymous Identifier Comparator
IR: Identity Reference
Cl: Common Identifier

Figure 18 — Model G: Store distributed 'on token and server, compare on server
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5 identifier
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Figure 19 — Model H: Store distributed on token and client, compare on client

Signal Processing Subsystem Storage
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4 S° | (PR
AD Cl
IR
AD
Token
K Client /
PI: Pseudonymous Identifier
AD: Auxiliary Data
PIC: Pseudonymous Identifier Comparator
IR: Identity Reference
Cl: Common Identifier

In this mogel, the client can be a kiosk type, as found in public.places such as airports and in public buildings
for persorfal authentication. This model can also be applied:in border control settings using the e-passport (or
another taken) in a registered traveller application.

The followiing modifications can be employed to this‘'model:

— store |R on the client instead of on the token;

— store Pl on the token and AD at the)client.

As described in this clause, maost“biometric systems usually consist of a server and several remotgly
connected clients which are equipped with biometric capture devices. In general, the overall security level| of
the biomejric authentication-process is dependent both on the security level of the process executed and jon
the functignal performancélevel of the biometric capture devices. By obtaining trusted information such as the
functional|performancedlevel of the biometric devices used, and the security level of the remote system, and
by determiining whetherthe processes in the system were executed securely, the verifier of the authentication
can make| a betteirdecision on the extent to which the result of the biometric verification can be trusted. Hor

the abovelissue by sending the information about the devices used and the process executed at a remote sjte

this, Authe[ntication Context for Biometrics (ACBio) defined in ISO/IEC 24761 [20] can be used as a solution|to

to the verifier
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Annex A
(informative)

Secure binding and use of separated DB\r and DBggr

1 General

Even if two DBs are used to separate the biometric data to minimize the effect of privacy infringement, for their
use, they should be bound with a common identifier Cl. However, one should never be able to extract any

informatiomabout-thedata-fromthe-Ct—formeBB-s illflillgcd and-tscontents—arecompromised;tre operators
of[two DBs should be able to detect it. Similarly, if during the use of the DBs a legitimate DB operatpr with the
correct key modifies its contents, the other DB should be able to detect the modification.

In [this Annex, examples for secure binding of a pair of IR and BR assuming separated databases for IR and
BR with separated control and their usages will be described. The database for identity referendes will be
called DB and that for biometric references will be called DBgg. It is assumed that'DBr uses a sedret key K,
and DBgr uses a secret key K, to protect their database contents. In addition, it is assumed that the
databases share two secret keys: K, for computing Cl and a cryptographic €héck value and K, for securing
communication messages (if needed).

AJ2 Secure Binding between Separated DB\ and DBgr

THe communication channel between DBr and DBgR is eithef. Secure or insecure, with a secure channel
providing confidentiality and authenticity. In the first case (Casé A), the communication channel bgtween the
twp databases is assumed to be secure. In the second\case (Case B), the communication ¢hannel is
assumed to be insecure, but the two databases share a.symmetric cipher and a common secret key K. The
secure binding of a particular set of IR and BR is described below:

Case A: Secure communication channel between(DBr and DBgr

3d) DB receives an authentic IR from anIR claimant (individual) or from a TTP, encrypts IR using K; to get
Eki(IR), and hashes IR to get h(IR)

) DBggr receives the corresponding authentic BR from the signal processing subsystem, encrypts BR
using Ky, to get Ex,(BR), and.hashes BR to get h(BR).

¢) DB sends h(IR) to DBgk.

d) DBgr receives h(IR) from DB, calculates MAC for {h(IR), h(BR)} with shared secret key K, fo get Cl =
MACi,(h(IR), ' h(BR)) where CI will be used as a common identifier and as a cryptographic check value,
sends h(BR)to DBg, and stores {Cl, Ex,(BR)}.

¢) DBijg-receives h(BR) from DBgg, calculates MAC for {h(IR), h(BR)} with shared secret key K, {o get Cl =
MACkin(h(IR), h(BR)), and stores {Cl, Exi(IR)}.

Individual
. Ki, Kib @, @ h(IR) Kb, Kib Signal
T ——— . wnal . Processing
@ !denﬁ'ty DB esasranes P DB, = Gi i
Aegistration A @, ©h(ER) = %efefgggem Subsystem
Registration
Figure A.1 — Secure binding between separated DBz and DBgr (Case A)
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Case B: Insecure communication channel between DBz and DBgg, with shared secret key K,

a) DB receives an authentic IR from an IR claimant (individual) or from a TTP, encrypts IR using K; to get
Ek(IR), hashes IR to get h(IR), and encrypts {h(IR), IDDBr, N;} using K, to get Ex.(h(IR), IDDBg, N;),
where IDDB is a unique identifier for DB and N; is a nonce (time stamp or sequence number) generated
by DB|R.

b) DBgg receives the corresponding authentic BR from the signal processing subsystem, encrypts BR
using K, to get Ex,(IR), and hashes BR to get h(BR).

C) DB\r sends EKe(h(lR), IDDBr, N,) to DBgR.

d) DBgr receives Ege(h(IR), IDDBRr, N;) from DB, decrypts it to recover {h(IR), IDDBr, and N;}/and
checks IDDBg, and N; (If the check fails, it stops with an error message.). DBgr calculates MAC for
{h(IR), h(BR)} with shared secret key K, to get Cl = MAC;,(h(IR), h(BR)) where CI will be.used ag a
conmpmon identifier and as a Check value, encrypts {Cl, h(BR), IDDBgg, Ny} using K, to getiExd(Cl, h(BR),
IDOBgR, Nb), sends E.(Cl, h(BR), IDDBgr, Np) to DBg, and stores {Cl, Ex,(BR)}.

e) DBk receives Ex.(Cl, h(BR), IDDBgr, Np) from DBgr, decrypts Ex.(Cl, h(BR), IDDBgg, Ny) to recover {Cl,
h(BR), IDDBgg, and N}, and checks IDDBgg, and N,, (if the check fails, it stops with-an error message.).
DBk calculates MAC for {h(IR), h(BR)} with shared secret key K, to get CI\="MAC;,(h(IR), h(BR)),
conppare it with the received CI (If the comparison fails, it stops with an errer'message.), and stores {(lI,

Exi(JR)}.

A.3 BR|claim for verification

In this Supclause, an example of a BR claim from DBr to DBgg for. verification will be described. Here, the
method for finding the correct E;(IR) from a legitimate identity claim’is assumed to be given.

Case A: Secure communication channel between DBgr and DBgg
a) Upan receiving a legitimate identity claim from anR claimant (individual) or from a TTP, DB decrypts

coresponding Ek;(IR) to get IR and hashes IR toget h(IR), and sends {Cl, h(IR)} to DBgg.

b) DBgr receives {Cl, h(IR)} from DB, finds Ex,(BR) using Cl, decrypts Ex,(BR) to get BR, hashes BR|to
geth(BR), computes MAC;,(h(IR), h(BR))-and compares it with the received CI.

c) If tHey match, DBgr sends BR securely to the comparison subsystem. If the match fails, it exits with an
errqr message.

Indiyidual
\\QI Kib Kb, Kib .
...................... J— . e Comparison
@ ger'mry DB, @@ DBag ® BAR Subsystem
aim BR Claim

Figure A.2 — BR claim for verification (Case A)

a) Upon receiving a legitimate identity claim from an IR claimant (individual) or from a TTP, DB decrypts
corresponding Ek(IR) to get IR and hashes IR to get h(IR), encrypts {CI, h(IR), IDDBgr, N;} to get Exin(Cl,
h(IR), IDDB, N;), and sends Ej,(Cl, h(IR), IDDB, N;) to DBgg.

b) DBgg receives Ekpp(Cl, h(IR), IDDBR, Ni) from DB, decrypts it to recover {Cl, h(IR), IDDBj, N;}, and
checks IDDBg, and N; (If the check fails, exits with an error message.), finds Ex,(BR) using Cl, decrypts
Exo(BR) to get BR, hashes BR to get h(BR), computes MAC,(h(IR), h(BR)) and compares it with
received Cl.

c) If they match, DBgr sends BR securely to the comparison subsystem. If the match fails, it exits with an
error message.
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A.4 IR claim for identification

In this Subclause, an example of an IR claim from DBggr to DBg for verification will be described. Here, it is
assumed that DBgr has already decrypted Ek,(BR) to get BR, and has sent it to the comparison subsystem.

Case A: Secure communication channel between DBr and DBgr

a) Upon receiving a legitimate identity request from the decision subsystem, DBgr hashes BR to get h(BR),
and sends {ClI, h(BR)} to DBg.

DBr receives {(‘I, h(RR)} from DBqr finds E, ;(IR) using ClL decrypts E, ;(IR) to get IR _hashes IR to get
h(IR), computes MACk;,(h(IR), h(BR)), and compares it with the received Cl.

¢) If they match, DB sends IR securely to the decision subsystem. If the match fails, it exits with an error

3=

message.
=" @R ~ S
/ J
Ki, Kib Kb, Kib
Decision
DBp © === —-—===- DBg | 4= === =cm = Subsystem
@, @ @ Jdentity 4
{Cl, E4(IR)} {Cl, E(BR)}
IR Claim Hequest
{CI, h(BR)}

Figure A.3 — IR claim forgidentification (Case A)

Case B: Insecure communication channel between DB and DBgg, with shared secret key Kib

) Upon receiving a legitimate identity request from the decision subsystem, DBgr hashes BR to|get h(BR),
encrypts {Cl, h(BR), IDDBgr, Ny} to géDEx.(Cl, h(BR), IDDBgr, Ny), where N, is a nonce generated by
DBggr, and sends EKe(Cl, h(BR), IDDBE&R, Nb) to DB.

h) DB receives Ex.(Cl, h(BR), IDDBggr, Ny)) from DBggr, decrypts it to recover {Cl, h(BR), IDPBggr, Ny},
checks IDDBggr, and N;. (If the.check fails, exits with an error message.), finds E(IR) using C|, decrypts
Ex(IR) to get IR, hashes: IR to get h(IR), computes MACk,(h(IR), h(BR)), and compares |t with the
received CI.

Q)

¢) If they match, DBir )sends IR securely to the decision subsystem. If match fails, it exits with an error
message.
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Annex B
(informative)

Cryptographic algorithms for security of biometric systems

B.1 Cryptographic algorithms providing confidentiality

To provide confidentiality of data, encryption algorithms can be used. An encryption algorithm is applied

to

data (often called plaintext or cleartext) to yield encrypted data (or ciphertext): this process is known as

encryption—heencryptiomatgorithm-is—designed-maway-that-the—ciphertext-yretdsmo-informatiomabout-the

plaintext gxcept, perhaps, its length. Associated with every encryption algorithm is a corresponding decrypti
algorithm,|which transforms ciphertext back into its original plaintext.

Ciphers wprk in association with a key. In a symmetric cipher, the same key is used in both the encryption a
decryptior] algorithms. ISO/IEC 18033-3 [14] and ISO/IEC 18033-4 [15] are devoted to two different classes
symmetriq ciphers: block ciphers and stream ciphers. The key used in a symmetric cipheris referred ag
secret key. In an asymmetric cipher, different but related keys are used for encryption and decrypti

on

nd
of

a
n.

ISO/IEC 1|8033-2 [13] is devoted to asymmetric ciphers. Asymmetric ciphers utilizesalpublic encryption Key

and a priyate decryption key. For biometric data encryption, symmetric-key ciphers\are used more often
practice than asymmetric ciphers.

B.2 Cryptographic algorithms providing integrity

been alteed in an unauthorised manner. They can also be used ‘as message authentication mechanisms
provide agsurance that a message has been originated by an éntity in possession of the secret key. There 2
two types| of MAC: mechanisms using a block cipher (see ISO/IEC 9797-1 [10]) and mechanisms using
dedicated|hash-function (see ISO/IEC 9797-2 [10]).

Digital sighatures can be used in place of hand-written signatures for implementing services such as en
and messpge authentication. They can also be used to provide message integrity and non-repudiation. The
services gpply to digital messages which are.strings of bits (e.g., concatenations of data elements or objectg

Most digifal signature schemes are based upon a particular public-key system. This system includes
process producing pairs of keys (i.e4 a“private key and a public key); a process using a private key; ang
process uping a public key. There aretwo types of digital signature schemes. When the whole message o

part of thg message can be recovered from the signature, the scheme is named a "digital signature scheE

giving megsage recovery" (seeASO/IEC 9796 [9]). When the whole message has to be stored and transmit
along wi
ISO/IEC 1/4888 [12]).

B.3 Cryptographic algorithms providing confidentiality and integrity

To providge both' confidentiality and integrity, both encryption and a MAC or signature can be used. Wh

the signaturef-the scheme is named a "digital signature scheme with appendix" (se

in

[ a

e
d
e

Ist

these operations can be combined in many ways, not all combinations of such mechanisms provide the same

security guarantees. As a result it is desirable to define in detail exactly how integrity and confidentiality
mechanisms should be combined to provide the optimum level of security. Moreover, in some cases

significant efficiency gains can be obtained by defining a single method of processing the data with t
objective of providing both confidentiality and integrity protection. In ISO/IEC 19772 [16], authenticat
encryption mechanisms are defined. These are methods for processing data to provide both integrity a

he
ed
nd

confidentiality protection. They typically involve either a specified combination of a MAC computation and data

encryption, or the use of an encryption algorithm to provide both integrity and confidentiality.
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