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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.

ISO and

IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the IS

O/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of docur
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hent should be noted. This document was drafted in accordance with the editorial rules offthe ISO/
ctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[EC draw attention to the possibility that the implementation of this document. may involve the
1) patent(s). ISO and IEC take no position concerning the evidence, validity or,applicabilitly of any
patent rights in respect thereof. As of the date of publication of this document;.ISO and IE(Q had not
notice of (a) patent(s) which may be required to implement this document. Hewever, implementers
ioned that this may not represent the latest information, which may be'‘obtained from the patent
p available at www.iso.org/patents and https://patents.iec.ch. ISO\arid IEC shall not [be held
ble for identifying any or all such patent rights.

le name used in this document is information given for the Convenience of users and ¢loes not

kplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
to conformity assessment, as well as information about ISO's adherence to the World Trade
htion (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
C, see www.iec.ch/understanding-standards.

cument was prepared by Joint Technical;;€ommittee ISO/IEC JTC 1, Information tedhnology,
mittee SC 37, Biometrics.

This third edition cancels and replaces the_second edition (ISO/IEC TR 24741:2018), which has been

technicg

The mai

lly revised.

h change is as follows:

— Guidlance is given on the interhational standards that underpin the use of biometric recognition $ystems.

Any fee
body. 4
www.ie

dback or questions on this document should be directed to the user’s national standards
A\ complete listing’ of these bodies can be found at www.iso.org/members.html and
r.ch/national-cemmittees.
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Introduction

“Biometric recognition” is the automated recognition of individuals based on their biological and
behavioural characteristics. The field is a subset of the broader field of human identification science. Example
technologies include, among others: fingerprint recognition, face recognition, hand geometry recognition,
speaker recognition and iris recognition.

Some techniques (such as iris recognition) are more biologically based, whereas some (such as signature
recognition) are more behaviourally based, but all techniques are influenced by both behavioural and
biological elements. There are no purely “behavioural” or “biological” biometric systems.

“Biometyt ; etrics”
has alsqd historically been associated with the statistical analysis of general biological datay 'Fhe word
“biometrics”, like “genetics”, is usually treated as singular. It first appeared in the vocabulaty ‘of physical
and inf¢rmation security around 1980 as a substitute for the earlier descriptor “autonvatic personal
identifigation” in use in the 1970s. Biometric systems recognize “persons” by recognizing “bodjes”. The
distinctlon between person and body is subtle but is of key importance in understanding the |nherent
capabilities and limitations of these technologies. Within the context of JTC 1/SC 37 documents, bipmetrics
deals with computer-based recognition of patterns created by human behaviours-ahd biological stfuctures
and is upually associated more with the field of computer engineering and statistical pattern analysis than
with thg behavioural or biological sciences.

Today, bjometrics is used to recognize individuals in a wide variety of contexts, such as computer and physical
access cpntrol, law enforcement, voting, border control, social benefit. programs and driver licencing.

D
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Information technology — Biometrics — Overview and

application

1 Scope

This dog ; ogies in
general luse today (for example, fingerprint recognition, face recognition and iris recognition)‘land the
architecture of the systems and the system processes that allow automated recognitipn using those
technolqgies. It provides information on the application of biometrics in various business,domainsj such as
border thanagement, law enforcement and driver licencing. It also provides information on the socjetal and

jurisdict
Addition]
use of bi
2 Noa
The follg

requirements of this document. For dated references, only the edition cited applies. For undated re

the lates

1SO/IEC

3 Tern

3.1 Tq

ional considerations that are typically taken into account in biometric systems,

ally, this document provides guidance on the use of the International Standards that undgrpin the
ometric recognition systems.
‘mative references

wing documents are referred to in the text in such a way that'some or all of their content COHlstitutes
erences,
t edition of the referenced document (including any amendments) applies.

2382-37, Information technology — Vocabulary —.Part 37: Biometrics

ms,definitions and abbreviated terms

rms and definitions

For the purposes of this document, the terins and definitions given in ISO/IEC 2382-37 apply.
[SO and [[EC maintain terminologicdlidatabases for use in standardization at the following addresses:
— IECElectropedia: available at’https://www.electropedia.org/

— ISO Pnline browsing platform: available at https://www.iso.org/obp

3.2 Abbreviated‘terms

For the purposes.of this document, the following abbreviated terms apply.

ABC

automated border control

API
AFIS
ABIS
BDB
BIAS
BIR

application programming interface
automated fingerprint identification system
automated biometric identification system
biometric data block

biometric identity assurance services

biometric information record

© ISO/IEC 2024 - All rights reserved
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BIP Biometric Interworking Protocol

CBEFF Common Biometric Exchange Formats Framework
CNN convolutional neural network

DET detection error trade-off

DSV dynamic signature verification

DNA deoxyribonucleic acid

EU European Union

FBI Federal Bureau of Investigation

ICAO International Civil Aviation Organization
IR infrared

MAC message authentication code

MRTD machine-readable travel document

PET privacy enhancing technology

PCA principal component analysis

PIN personal identification number

RBR renewable biometric reference

SB security block

SBH standard biometric header

SOA service-oriented architecture

WSDL Web Service Description Language

4 Fundamentals of biometrics

4.1 Bilometric characteristics
[SO/IEC|2382-372022 37.01.03 defines "biometrics" as an “automated recognition of individuals lpased on
their biglogical and behavioural characteristics”.

NOTE 1 T]uc Cl}l CllLUllllJaDDills tCl 111 “}JiUlllCtl i\,b" leClD tU t}lC ayy}i\,atiuu Uf LiU}Usy tU t}lC uxudcx 1T methOdS
of statistics. In the context of this document, biometrics consists of automated technologies that analyse human
characteristics for recognition purposes; the general application of statistics to biological systems is a separate
discipline.

ISO/IEC 2382-37:2022 37.01.02 defines “biometric characteristic” as a “biological and behavioural
characteristic of an individual from which distinguishing, repeatable biometric features can be extracted
for the purpose of biometric recognition.” So, biometric technologies are related to physical parts of the
human body or the behavioural traits of human beings, and the recognition of individuals based on either or
both of those parts or traits. A fuller explanation of the various biometric technologies is given in Clause 6.

NOTE 2  ISO/IEC 2382-37 recommends the use of the term “biometric” only as an adjective and deprecates its use as

anoun in places where "biometric characteristic” is more appropriate.

© ISO/IEC 2024 - All rights reserved
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The ideal biometric characteristic for all applications would have the following properties:

— Distinctive: Different across all subjects.

— Rep

eatable: Similar across time for each subject, over a long time period (several years).

— Accessible: Easily presented to a capture device (for example, camera or fingerprint capture device or

fing

er-geometry measurement device).

— Universal: Observable on all people.

— Acceptable: The subject is prepared to use the biometric characteristic in the given application.

Unfortu
technolg

— The

— Bionetric characteristics change over time.

— Som
— Not
—  “Acq

Consequ
and vari

4.2 Bjometric systems

It has b
access ¢

a) som
b) som

c) apd

The underlying assumptions are that'individuals authorized to access secure data will cooperative

positive
their pe
competd
ID and :
in such
acquisit
consciot

Howeve
exampld

gies inevitably compromise on every point.

e are great similarities among different individuals.

e physical limitations prevent presentation.
all people have all characteristics.
eptability” is subjective.

ently, the challenge of biometric deployment is to develop rébust systems to deal with the
ations of human beings.

bntrol applications:
ething known or memorized;
ething carried;

rsonal physical or behavioural,characteristic.

claims (e.g. “I am autliorized to access data on the system”) and can be counted on to

with PINs, passwends and tokens. For example, most web-based access control requir
in associated password, not biometrics. Passwords have been more widespread than bi
hpplications because they are easily replaced, can vary across applications, require no sp4
on hardwage; can be created with different levels of security and are exactly repeatab
[s control,

[, in_ many applications, PINs, passwords and tokens cannot meet the security requiremg
, PINs, passwords and tokens cannot logically be used in applications where enrolled ind

hately, no biometric characteristic has all of the above properties and practical \bjometric

vagaries

pen recognized since 1970[28] that there are three pillars of automated personal recognftion for

ly make
protect

S a user
metrics
cialized
e under

sonal identificationiiumbers (PINs) and passwords. In such applications, biometric tecl{nologies

nts. For
ividuals

have lit

(le motivation to protect thelr accounts against use by others, such as with amusemen

t parks.

Similarly, in applications where the claim is negative (e.g. “I am not enrolled in the system as Pat”) PINs,
passwords and tokens cannot logically meet the requirements of demonstrating the truth of the claim.

Biometric systems recognize individuals by observing physical and behavioural characteristics of their
bodies. Biometric characteristics are not as easy to transfer, forget or steal as PINs, passwords and tokens, so
they can be used in applications for which these other authentication methods are inappropriate. Biometrics
can be combined with PINs and tokens into “multifactor” systems for added security.

Although biometric technologies cannot directly “identify” individuals, they can link bodies to records of
attributes, hereinafter referred to as “identities”. Consequently, biometric recognition can become part of an

identity

management system.

© ISO/IEC 2024 - All rights reserved
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Biometric recognition is used in two main classes of applications.

1) Biometric verification applications, i.e. applications that use biometric comparison to verify a biometric
“claim of identity”.

2) Biometric identification applications, i.e. applications that search a database of the biometric references
of known individuals to find and return the identifier attributable to a single individual.

Biometric systems can also be used to “cluster” characteristics, labelling together those that come from the
same bodily source (i.e. from the same individual and biometric instance) even when the bodily source cannot
be attributed to any known individual. Such types of systems are gaining application in law enforcement.

rertHeation—systems—verty—elaim est-hypothese egarding—the—source—ofabiometric data
a database. The claim can be made by the individual presenting a biometric sample (e.gx|l am the
source of a biometric data record in the database”) or the claim can be made about the source by|another
actor in fthe system (“She is the source of a biometric data record in the database”). The claims dan be|positive
(“I am tHe source of a biometric record in the database”) or negative (“I am not the source of‘a biometrjc record
in the ddatabase”). Claims can be specific (“I am the source of biometric record A in the database”) or upspecific
(“ am not the source of any biometric record in the database”). Any combination of |specific or unlspecific,
positive|or negative, first-person or third-person, is possible in a claim.

Accordipg to ISO/IEC 2382-37, an individual’s biometric data record in @ database is referred|to as a
“biometric reference” and the biometric sample used for comparison with the stored biometric rgference
is referried to as a “biometric probe”. It is possible to either look for a “match” between the biometijic probe
of an inglividual and an identified biometric reference stored in the’database, or to search a popujation of
biometrjc references in a database for a match with the supplied biometric probe and return an idengifier for
any reference that matches. In both cases, it is necessary to set‘thresholds for how close the similgrity has
to be before the biometric probe and the biometric reference can be considered to have come from ghe same
bodily spurce (a “match”). Of course, errors can be made, either by a “false non-match” failing to dorrectly
declare p “match” when the probe and reference are indeed from the same bodily source, or by|a “false
match” incorrectly declaring a match when the probe and reference are from different bodily sourfces. The
proportjon of such errors over the total number of cémparisons are referred to as the “false match rfate” and
the “falde non-match rate” for a given technology and a given population in a given application envifjonment.

Systemsd requiring a positive claim to a speeific enrolled reference treat the biometric referen¢e as an
attribute of the enrolment record. These systems verify that the biometric reference in the claimed erfrolment
record matches the probe sample submitted by the subject. Some systems, such as those for social [services
and driver licencing, verify negative ‘claims of no biometric data record already in the database by|[treating
the biometric reference as a recard identifier or pointer. These systems search the database of bjometric
pointerq to find one matching the submitted biometric probe (this process is one of biometric identification).
Howevet, the act of finding at identifier (or pointer) in a list of identifiers also verifies an unspecifipd claim
of enrolment in the databasé/and not finding a pointer verifies a negative claim of enrolment. Cons¢quently,
the diffgrentiation between “identification” and “verification” systems is not always clear and thege terms
are not mutually exclusive.

Usernames, identification numbers, personal smart cards or security tokens are often used to enteif specific
biometr|c claimsinto biometric verification systems.

For example, a subject can claim to be the source of the fingerprint biometric reference storgd on an
immigration card. To prove the claim, the subject Inserts the card Into a card reader which reads the
reference record, then places their finger on the fingerprint capture device. The system compares the
biometric characteristics of the fingerprint on the reader with those of the reference recorded on the card.
The system can conclude, in accordance with defined thresholds, that the subject is indeed the source of
the reference on the card, and therefore is afforded the rights and privileges associated with the card. This
does, of course, assume that the card has not been forged. All that the biometric verification achieves is to
determine that the human being has presented biometric characteristics that are a close match to those
recorded on the card.

Simple “identification” can require the comparison of the submitted biometric sample with all of the
biometric references stored in the database. The state of California requires applicants for social service
benefits to verify the negative claim of no previously enrolled identity in the system by submitting

© ISO/IEC 2024 - All rights reserved
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fingerprints from both index fingers. Depending upon the specific automated search strategy, these
fingerprints can be searched against the entire database of enrolled benefit recipients, or just the part of
the database corresponding to subjects of the same sex as the applicant, in order to verify that there are
no matching fingerprints already in the system. If matching fingerprints are found, the enrolment record
pointed to by those fingerprints is returned to the system administrator to confirm the rejection of the
applicant’s claim of no previous enrolment.

The number of comparisons to be made, and the prior probabilities that those comparisons will result in a
match (determination that biometric probe and reference have the same bodily source) depend upon both
the claim and the system architecture. The security risk posed by a wrong determination will also vary
by system function. Consequently, some systems are very sensitive to false matches (false positives), while
some systems are very sensitive to false non-matches (false negatives) for any comparison. Depending upon
the claim, either a false positive or a false negative can result in either a false acceptance or false rej¢ction of
the claim.

5 History

Biometrjic characteristics have been used for centuries in a non-automated way..Parts of our boflies and
aspects jof our behaviour have historically been used, and continue to be used, as‘a’means of identification.
The use|of fingerprinting dates back to ancient China, individuals are remembered and identified|by their
face or By the sound of their voice, and signatures are the established method/of authentication in banking,
for legaljcontracts and many other ways of life.

The modern science of recognizing people based on physical measurements owes much to the Fren¢h police
clerk, Alphonse Bertillon, who began his work in the late 1870s{4 The Bertillon system involved multiple
measurg¢ments, including: height, weight, the length and width ‘of the head, width of the cheeks,|and the
lengths jof the trunk, feet, ears, forearms, and middle and dittle fingers. Categorization of iris colour and
pattern as also included in the system. By the 1880s, theBertillon system was in use in France to|identify
repeat driminal offenders. Use of the system in the United States (US) for the identification of pjrisoners
began shortly thereafter and continued into the 1920st

Although research on fingerprinting, began in the‘late 1850s, knowledge of the technique did not|become
widesprgad in the western world until the 18805161126 when it was popularized scientifically by Sif Francis
Galton[2P] and in literature by Mark Twain.[5¢ Galton’s work also included the identification of individuals
from profile facial measurements.

By the 1hid-1920s, fingerprinting had.completely replaced the Bertillon system within the U.S. Blireau of
Investightion (later to become thé Federal Bureau of Investigation). However, research on new methods of
human {dentification continued.ih the scientific world. Handwriting analysis was recognized by [1929[45]
and retipal identification wds suggested in 1935.152] However, at this time, none of these techniqyes were
automated.

Work infautomated speaker recognition can be traced directly to experiments with analogue filter§ done in
the 1940s[49] and early 1950s.[13]1 With the computer revolution picking up speed in the 1960s, spgaker[29]
and fingerprint[28]’ pattern recognition were among the very first applications in automatefl signal
processing. By~1963, a wide, diverse market for automated fingerprint recognition was identified, with
potentigl applications in credit systems, industrial and military security systems and for personfl locks.
[59] Computerized face recognition research followed.lel[21] Tn the 1970s, the first operational finlgerprint
and hand geometry recognition systems were fielded, results from formal biometric system tests were
reported,[44] measures from multiple biometric devices were combined[32l[17] and government testing
guidelines were published.[28]

Running parallel to the development of hand recognition technology, fingerprint recognition was making
progress in the 1960s and 1970s. During this time, a number of companies were involved in automating the
identification of fingerprints to assist law enforcers. The manual process of comparing fingerprints against
criminal records was laborious and used up too much manpower. Various fingerprint identification systems
developed for the FBI in the 1960s and 1970s increased the level of automation, but these were ultimately
based on fingerprint comparisons by trained examiners. Automated fingerprint identification systems
(AFIS) were first implemented in the late 1970s, most notably by the Royal Canadian Mounted Police in

© ISO/IEC 2024 - All rights reserved
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1977. The role of biometrics in law enforcement has grown exponentially since then and AFIS are used by
a significant number of police forces across the globe. Building on this early success, biometric applications
are now being explored in a range of civilian markets.

In the 1980s, fingerprint capture devices and speaker recognition systems were connected to personal
computers to control access to stored information. Based on a concept patented in the 1980s,19] iris
recognition systems became available in the mid-1990s.14] Today, there are close to a dozen approaches
used in commercially available systems, utilizing hand and finger geometry, iris and fingerprint patterns,
face images, voice and signature dynamics, computer keystroke, and hand/finger vein patterns.

Today’s speaker verification systems have their roots in technological achievements of the 1960s, while
biometric technologies such as iris, finger vein, and face recognition are relative newcomers to the industry.
Resear‘fj1 in universities and by biometric vendors throughout the globe is essential for refihing the

performiance of existing biometric technologies, while developing new and more diverse techniqgjies. The
challenge is bringing a product to market and proving its operational performance. It takes-timg for any
laboratdry technology to migrate to a fully operational system. However, such systems are turrentlyf in place
and are proving effective across a range of diverse applications.

6 Overview of biometric technologies
6.1 Finger and palm ridge recognition

6.1.1 Fingerprint imaging

of automated fingerprint recognition, those cards were then-$canned into a computer. With the advent of
technolqgies that collect fingerprints without the use of ink, these historic methods are considered ¢bsolete.
However, there can be occasions when an inked collection’is still necessary, e.g. when the capture device
is unablge to acquire the biometric subject’s fingerpring of is unavailable. Very recently, contactless|capture
devices have been developed that use either laser 0r standard lighting that do not require the fingers to
touch ary surface.

Historicplly, fingerprints were collected by placing inked fingérs onto collection cards. In the e%ly days

Fingerprints derived from finger friction ridges can vary from sample to sample for many reaspns. For
examplg, the images captured are determined by the following:

— finger moisture;

— angle of placement;
— pregsure;

— ridge damage.

The way in which @-subject interacts with a finger capture device has an important effect on th¢ images
capturedl. This idcluides the height and angle of the fingerprint capture device in relation to the data|subject.
Vendors|are addressing these problems by designing ergonomic capture devices in order to optifize the
fingerprfinting process.

A key difference between the various contact-based fingerprint technologies on the market 1s the means
of capturing an image. Most large-scale systems capture finger images using optical technique or by
electronically scanning inked images from paper. Other capture techniques include capacitive, thermal and
ultra-sonic devices.

In contact fingerprint systems, the optical image technique is based on the concept of “frustrated total
internal reflection”. A glass platen is illuminated from below at an angle of incidence just beyond the critical
angle at which light becomes reflected. If nothing is touching the topside of the platen, all of the light is
reflected into the camera sensor. But where a finger ridge is touching the platen, the internal reflection is
“frustrated”, i.e. the light rays are not reflected but pass through to the finger. Consequently, the resulting
fingerprint image is dark where there are ridges and light where there are valleys, replicating the pattern
obtained through traditional ink impressions.
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With capacitive fingerprint sensors, the platen comprises an array of tiny cells, each smaller than the width
of a fingerprint ridge. Measurement of capacitance over the cells in the array indicates where the finger
ridges are in contact with the sensor, generating a fingerprint image.

Thermal techniques use silicon chip technology to acquire fingerprint data as the subject moves a finger
across the sensor. Variation in temperature between the ridges and the valleys are sensed and converted
into a black and white image.

Ultra-sonic imaging uses sound waves beyond the limit of human hearing. A finger is placed on a capture
device and acoustic waves are used to measure the density of the fingerprint pattern.

Fingerprints can be imaged one at a time, or in combinations of two or four. An image of four fingers (index
throughyti i i . i ; i i of both
the thumbs to create a “ten-print” image. In large-scale identification systems, individuals are engolled using
the optigal live-scan capture process using multiple fingers, often taken as slaps. Law enforeemeént AFIS or
abilities can include a biometric collection kit or booking station to capture prints.of.dll ter] fingers.
A booking station can operate in a standalone capability without connection to an AFIS\er ABIS system. A
civil AFIS or ABIS, however, need not capture all fingerprints and can operate effectively using as fey as two.

Regardless of the fingerprint imaging technology employed, the fingerprint capture device develops p matrix
of numbjers, each corresponding to a pixel, representing the fingerprint. The stafdard spatial samp|ing rate
for fingdr images is 197 pixels per centimetre (500 pixels per inch). The nambers in the matrix generally
range frpm 0 (dark) to 255 (light), but some non-optical capture devices candutput only a matrix of Os and 1s.

Fingerprint imaging is one example of the biometric trait of friction,ridges. Just as the friction ridges of a
fingerprfint can be captured by the appropriate technology, so can the'friction ridges of palms, feet, 4nd toes.
ISO/IEC|19794-4 and ISO/IEC 39794-4 provide data interchangé formats for exchange and procgssing of
fingerprfint and palm images.

6.1.2 Fingerprint comparison

There are many ways to compare fingerprints computationally (optical comparison methods developed in
the 196(s and 1970s are not covered in this documéent). The major computational approaches are:

a) transform-based;

b) local correlation;
¢) minjutiae-based.

All three have been used in.cemmercial systems. While minutiae-based systems were once the most
popular) new uses of fingerprint recognition (for example on smartphones with small area sensprs) and
breakthfough in accuracy due to convolutional neural networks have made transform-based apprdaches at
least as fommon.

No two fingerprints/are alike. That is, even the same finger placed twice on a fingerprint platen will[produce
two different images of the ridge structure. There are no two identical fingerprints, even from the same
finger. Tlhe within-class variation of fingerprints from the same finger has many causes, including|changes
in pressure and orientation of finger placement, finger moisture and ridge damage, as well as chpnges of
imaging detice

Fingerprints can be compared using transform-based methods, correlation-based methods, or minutiae-
based methods. Transform-based methods were generally based on two-dimensional Fourier transforms
and Hough transforms applied to the matrix of pixels representing the fingerprint. In recent years,
convolutional neural networks (CNNs) have been successfully used to significantly increase accuracy. The
idea is to mathematically transform the image in some way, then compare coefficients of the transformed
images. In this context, the fingerprints’ features are the transform coefficients. See ISO/IEC 19794-3 for
information on transform-based fingerprint transmission and storage.

Correlation-based methods recognize that fingerprints, and their representative matrices from the capture
device, cannot simply be overlaid owing to all the variation. However, small areas of two fingerprints, when
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overlaid, can be correlated. If the geometrical relationship between centres of the small areas remains about
the same when overlaid to maximize correlation between the two images, it is possible that the images are
of the same finger friction ridges.

Minutiae-based methods analyse small friction ridge features of the finger and emulate what forensic
fingerprint examiners do. The minutiae are the ridge endings, and bifurcations (branching of fingerprint
ridges). Minutiae also have a direction associated with the ridge at the point they occur, and the distance
between ridges can also be analysed. The mathematical algorithm moves over the image searching for
ridges, as well as where they split or end, and creating a minutiae map. To compare two fingerprints, their
minutiae maps are laid on top of each other and are either spun or slid around or both. If some minutiae
produce overlay in position and direction, it is a match. ISO/IEC 19794-2 and ISO/IEC 39794-2 provide data
interchange formats for systems processing, generating and storing fingerprint minutiae data.

6.1.3 Palm technologies

Palm bigmetrics can be closely aligned with finger-scanning, and in particular with AFIS or /ABIS technology.
As with|fingers, friction ridges containing minutiae points are found on the palm. Thiése can be daptured
using ogtical techniques as with fingerprinting. This area of the biometrics industryis particularly|focused
on the law enforcement community, as latent palm prints are as useful in crimifial investigation &s latent
fingerprjints. The capture and comparison processes for palm prints are esseiitially the same as those for
fingerprints. Some collection platforms are suitable for both fingerprint and@almprints.

Other pdlm biometrics based on palm creases rather than on friction ridge structures have been d¢veloped
in laboratory programs.

6.2 F3ce recognition

Automatically identifying an individual by analysing a face is acomplex process for which there are g variety
of algor{thmic approaches. A number of biometric vendors’and research institutions have developed face
recogniflion systems that use digital photographs or video to capture images in visible, near infrarefd (IR) or
far IR (thermal) wavelengths. Face recognition is made difficult by changes in images of the same fage owing
to pose jangle, lighting, facial expression or adornmient, and by the basic structural similarity of pll faces
(that is, penerally a mouth placed under a nose*pldaced below and between two eyes). Face recognitign is also
subject fo ageing effects, more strongly than-most other modalities, a large timespan between the cdpture of
the prole and reference samples can significantly degrade recognition accuracy.

Algorithms often start the identifiéation process with image enhancement and normalization] finding
eye cenfres, reposing the facial irftage to a full-frontal orientation, and adjusting for shadows, etq. On the
normalized image, a variety of ilnage processing techniques are available to extract abstract measufes from
the image by the placement ¢f filters over all or parts of the face. The extracted facial features are pbstract
measurgs not related directly to distances between “landmarks” on the face, such as nose, mouth gnd ears.
Such mdasures, howevet;nieed to be both stable (not changing significantly for each individual from image
to imagg) and distinetive (varying greatly between individuals).

Face redognition{technology can work accurately with high resolution (more than 100 pixels between the
eye centlres), flll*frontal images in good lighting. However, performance degrades as resolution refluces or
pose angledncreases. Lighting variations also cause a decrease in accuracy. In the mid-2010s, the usage of
CNN to fetect and encode face data provided a major technological breakthrough in the accuracy of face
recognition algorithms. Error rates dropped by orders of magnitude in the span of a few years, and this
fast improvement is still ongoing. This improvement has allowed face recognition to be used effectively in
previously challenging settings. At the current level of development, face recognition technology can work
quite accurately, even with limited resolution (from 30 pixels between the eye centres) and is resilient to
most defects (lighting, pose, angle, etc.). Only when several strong defects are present simultaneously will a
decrease in accuracy be noticeable.

Three-dimensional maps of the face can be created through various means, such as:
— laser ranging;

— the projection of a grid on to the face to observe grid distortion owing to facial structure;
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— merging of multiple images;
— using shading information in a single image.

Thermal imaging analyses heat that is caused by the flow of blood under the face. A thermal camera captures
the hidden, heat-generated pattern of blood vessels underneath the skin. Because IR cameras are used to
capture facial images, lighting is not important and systems can capture images in the dark. However, such
cameras are significantly more expensive than standard video cameras and face recognition systems based
on this technology have not been commercially available since the 1990s.

ISO/IEC 19794-5 and ISO/IEC 39794-5 provide a face image format for face recognition applications
requiring exchange of face image data. ISO/IEC 29794-5 specifies methodologies for computation of
objectivp, quantitative quatity Scores for faciat immages:

6.3 Irjs recognition

After the expiry of patent protection, iris recognition technology became available ffom a variety of
commerkial sources and has been used successfully in border control, benefit programs'and access$ control
environnents. Iris recognition has been successfully used in access control applications without the need
for any form of claim of identity by the data subject. The data subject can be vérified for system access by
searchirg through the entire database of enrolled individuals. Technologies vary by vendor, with some
systemscollecting images from a single eye and some systems collecting images of both eyes simultgneously.
Technolpgies are now available that can collect iris images from distances of over a metre or from individuals
walking|through a portal.

In most implementations, a grayscale image of the iris is acquired‘in the near IR spectrum to maximize the
detail in| eyes of all colours. To ensure pupil constriction to maximize the area of the iris, capturg should

be done|in a well-lit environment. Non-patterned contact lenses and glasses do not interfere sigqlficantly

with impge capture. Sunglasses, however, should not be worn as they can affect the capture prodess. The
computgr algorithms unwrap these images to form a rectangular matrix of pixels, over which a smaller filter
is placed in multiple locations. The filter represents a-Smooth wave with a frequency and direction. At every
filter pldcement, the phase of the same frequency and’direction in iris image is observed relative to the filter
and usedl to create a pattern of Os and 1s. These®s and 1s are the iris features and do not directly r¢present
any of the visible patterns on the iris such as crypts, filaments and freckles. Features of two iris patterns
are compared by counting the percentage.0f 0s and 1s that coincide over the length of this binary vector,
a functign that can be performed by a computer at the bit level with extreme efficiency. If over abput two-
thirds of the Os and 1s coincide, the patterns are assumed to be from the same eye. This value of twjo-thirds
represents a threshold that can bevaried to aid in balancing the false negatives and false positives.

ISO/IEC|19794-6 and ISO/IEC.39794-6 provide a data record format for storing and transmitting the iris
images, [including compact,data formats and compression targets. ISO/IEC 29794-6 provides quaptitative
methodg¢logies for characterizing the quality of iris images and for assessing their potential for high
confiderjce biometric match decisions.

6.4 Dynamicsignature recognition

Dynamif signature verification (DSV) is based on the hand movements made during the signinig of our
names. ltGs)the method of signing rather than the finished signature that is important. Thus, DSY can be
differentiated from the study of static signatures on paper. The technology was developed 1n the 1960s and
is one of the oldest forms of automated personal recognition.

Signature data can be captured via a special pen or tablet. The pen-based method incorporates sensors
inside the pen. The tablet method relies on the tablet to sense the distinctive signature characteristics.

A number of features can be extracted and measured by DSV. For example, the time taken to sign, the velocity
and acceleration of the signature, the pressure exerted when holding the pen and the number of times the
pen is lifted from the paper can all be extracted as distinctive characteristics. DSV is not based solely on the
static image, so even if a signature is traced, a forger would need to know the dynamics of that signature.
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A further advantage of signature biometric technologies is that the signature is one of the most accepted
means of asserting identity. It is also used in a number of situations to legally bind an individual, such as
the signing of a contract. These factors have taken signature biometrics to a number of diverse markets
and applications, ranging from checking welfare entitlement to document management and pen-based
computing.

ISO/IEC 19794-7 specifies data interchange formats for signature and sign behavioural data captured in the form
ofamultiple time-series, using devices such as digitizing tablets or advanced pen systems while ISO/IEC 19794-11
specifies a data interchange format for processed dynamic data extracted from the time-series.

6.5 Vascular recognition

The blodd vessels (veins) that exist in the subcutaneous areas of the human body form a distinctivg pattern
for eachlfindividual. Furthermore, as blood vessels are within a human body, their vascular patterw cannot be
easily otained by other individuals through the use of normal photography. The underlying vascular pattern
can be daptured using IR illumination either directed onto the region to be photographed or trafgsmitted
throughl|the body part being imaged. The blood vessels absorb IR light more than the surkounding tifsue and
appear darker in the acquired image. The vascular pattern can then be extracted and éncoded for rgference
or compprison by the biometric system.

In actuall products, the parts of body chosen (such as the palm, fingers, wrist-and the back of the hands) are
the parts where a user can easily present the blood vessel pattern to the sensor.

ISO/IEC|19794-9 and ISO/IEC 39794-9 specify image interchange formats for biometric vascular injages for
use in eychange and comparison of vascular image data.

6.6 Hand geometry recognition

Hand gelometry recognition has been widely used in aceess’ control applications since the 1980s. The most
commor] commercial approach takes one or more, two-dimensional silhouette images of the hpnd and
process¢s those images using a proprietary algorithnito develop a 9-byte code.

A subjedt places a hand on a reflective platen,.aligning fingers with specially positioned guides. The platen
is illuminated with IR light and returns a reflection only where the hand is not covering the plafen, thus
producing a silhouette image of the hand:A’ mirror reflects light horizontally across the top of the hand,
supplying a second two-dimensional silhoiiette of the side of the hand.

ISO/IEC| 19794-10 specifies a dafa‘interchange format that can be used for recording, storfing and
transmifting the information obtained from a hand silhouette.

6.7 Vgice recognition

Speaker|recognition is\a’biometric technology based on the sound of the voice. Speaker recognitioh should
not be c¢nfused with'the related non-biometric technology of speech recognition, which is used to r¢cognize
words for dictation or automate instructions given over the telephone.

The soupd ef '@ human voice is mainly caused by resonance in the vocal tract. The length of the voqal tract,
the shapgeSef'the mouth and nasal cavities are all important. Sound is measured as affected by thesd specific
characteTrtstics. T e technique of Measuring the VOITe can USE eitier textimdependent or text-dependent
methods. In other words, the voice can be captured with the subject uttering a specifically designated
response to a challenge, combining phrases, words or numbers (text-dependent) or by speaking any form of
phrase, words or numbers without a specific challenge (text-independent).

Speaker recognition technologies are particularly useful for telephone-based applications. Biometric
systems can be easily incorporated into private or public telephone networks. However, environmental
background noise and interference over these networks can affect the performance of speaker recognition
systems.

Subjects speak into a microphone and utter a previously selected (text-dependent) or unguided (text
independent) phrase. The process is usually repeated a number of times during enrolment to build a
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sufficient model of the voice generally based on biometric features such as “cepstral coefficients” which
capture the resonance characteristics of the vocal tract.

ISO/IEC 19794-13 specifies a data interchange format for storing, recording, and transmitting digitized
human voice data assumed to be from a single speaker recorded in a single session. This format is designed
specifically to support both text-dependent and text-independent speaker identification and verification
applications.

6.8 DNA recognition

There are many types of semi- automated DNA analysis, some takmg as llttle as flfteen mlnutes to lmplement
Given a
relationghips. Because DNA requires some form of tissue, blood or other phy51ca1 biological sample}it is likely
to remain exclusively a forensic technique, as opposed to a significant contender in the access centrol market.

ISO/IEC|19794-14 specifies a data interchange format. This data interchange format is fornon-coding DNA
data onlyy, i.e., not providing information about specific genetic traits of an individual.

6.9 Fyll body recognition

There affe a number of applications in which recognition can be based on analysis of traits of the fullbody, in
addition to the face or other biometrics. Analyses of the full body can be cdnsidered in, for example:

ensic applications for law enforcement;
— vidgo surveillance for gait analysis and tracking;
— for dlisaster victim identification.

Rather than considering separate body features in isolation, utilizing the body tree structure|is more
organiz¢d. Multimodal biometric human verification or identification can utilize face features, full body
featureg, full body gait and head movement. Multimadal biometric fusion can combine recognition results at
a featur¢ level, comparison-score level or decisiontevel.

ISO/IEC[39794-16 addresses standard poses;element structures and data formats to help the parsihg of the
body trde data into body part representatiofis and landmarks.

6.10 Gait recognition

Gaitis d¢fined as the style or mander of walking. Gait recognition systems typically record a full bodyvideo of
an indivjdual walking. A partial gait signal can be recorded by other means, such as from acceleromgter data
of a mobile phone carried‘on’the individual, or from floor sensors. For imaging, the whole electrorhagnetic
spectrum is available, mot-0nly the visible bandwidth.

Appeardnce-based ‘methods for gait recognition analyse distinctive features of the shape and dynpmics of
the silhquette. Model-based methods of gait recognition model the relative positions and dynamics|of joints
and limlps and-fit features extracted from the gait sequence to that model.

ISO/IEC[{39794-17 provides requirements and recommendations on the capture of gait image sequepce data
to support automated gait-based verification and identification.

6.11 Retina recognition

The retina is the light-sensitive layer of nerves and blood vessels on the inner surface of the eye. During
the 1980s and 1990s, retinal recognition systems that mapped the vein patterns on the retina were
commercially available. Such systems did not develop images of the vein patterns, but rather scanned an IR
lightbeam in a circular pattern over the retina and recorded the intensity of the returned light. This resulted
in a one-dimensional pattern with high values of reflected light over portions of the circle for which no blood
vessel was encountered and low values of reflected light where blood vessels absorbed the IR beam. Despite
rumours to the contrary, no health information was known to exist in these patterns and no laser light was
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ever used. Because of the requirement to shine the imperceptible IR light onto the back surface of the eye,
data subjects were required to look into the capture device at a very close proximity, in near contact with
the device. Today, retinal recognition devices are no longer commercially available.

6.12 Keystroke recognition

Keystroke dynamics analyse typing rhythm. An individual’s keystroke dynamics evolve over time as they
learn to type and develop their own distinctive typing habits. The algorithms will potentially need to cope
with subjects becoming distracted or tired during the course of the day.

6.13 Scent and odour recognition

Recognifion of individuals through personal odour has long been suggested based on the provengbility of
dogs in [this regard. Although no devices have ever been commercially marketed, some have)begn under
development. For example, a “sniffing” device to draw the odour onto an electronic sensor,'With feceptor
proteing that react to specific odour molecules. The variations in the proportions of the\various molecules
can be dfistinctive enough to enable recognition.

6.14 C3ardiogram recognition

Physicall differences between heart muscles and circulatory systems give rise’to distinctiveness in|the fine
details ip cardiac rhythm as displayed in electrical signals or by blood flow."There have been many fesearch
projects|in this area, some resulting in commercial products.

6.15 Multimodal biometrics

Multimddal biometrics is the combination of different modalities. This combination can be used fo either
increasq accuracy or improve flexibility, or both. The modalities are typically used in the same cont¢xt, with
the applfication deciding how to best combine the results-to make the best decision given the contefxt of the
solution

ISO/IEC|TR 24722 provides a reference on the prethods for combining different modalities. ISO/IEC|29159-1
specifie$ a fusion information format that characterizes the statistics of comparison score input to ¢ptimize
a fusion|fprocess.

7 General biometric system

7.1 Cgnceptual representation of general biometric system

Given the variety of applications and technologies, it can seem difficult to draw any generalizations about
biometrjc systems. Alksuch systems, however, have many elements in common. Biometric samjples are
acquired from a subject by a biometric capture device and are submitted to a processor that extiacts the
distinctive but repeatable measures of each sample (the biometric features), discarding all other components.
The resylting features can be stored in the biometric enrolment database as a biometric reference.|In other
cases, the sample itself (without feature extraction) can be stored as the reference. A subsequent fjuery or
probe bjometric sample can be compared to a specific reference, to many references, or to all references
already in the database to determine if there is a match. A decision regarding the biometric claim is made
based upon the similarities or dissimilarities between the features of the biometric probe and those of the
reference or references compared.

Figure 1 illustrates the information flow within a general biometric system consisting of data capture, signal
processing, data storage, comparison and decision subsystems. This diagram illustrates both enrolment and
the operation of verification and identification systems.
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— quality control, i.e. assessing the suitability of samples, features, references, etc. and possibly affecting
other processes, such as returning control to the data capture subsystem to collect further samples
(recapture), or modifying parameters for segmentation, feature extraction, or comparison. Quality can
also be used in biometric fusion where the comparison scores are combined with a consideration of the
associated quality values of the samples used for each comparison.

In the case of enrolment, signal processing creates a biometric reference. Sometimes the enrolment process
requires features from several presentations of the individual’s biometric characteristics. Sometimes the
reference comprises just the features, in which case the reference can be called a “template”. Sometimes the
reference comprises just the sample, in which case feature extraction from the reference occurs immediately
before comparison.
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oversight and organizational aspects.

NOTE 2

Conceptually, it is possible to treat multibiometric systems in the same manner as unibiometric

wtbf human

systems,

by treating the combined captured biometric samples, references or scores as if they were a single sample, reference
or score and allowing the decision subsystem to operate score fusion or decision fusion as, and if, appropriate. See
ISO/IEC TR 24722 for further information.

© ISO/IEC 2024 - All rights reserved
14


https://standardsiso.com/api/?name=3a370e528fb75676ffe2bae40f67123a

ISO/IEC 24741:2024(en)

7.2.7 Administration

Administration governs the overall policy, implementation, configuration and operation of the biometric
system. Illustrative examples include:

a)

b)
c)
d)
e)
f)
g)
h)
i)

NOTE The administration subsystem is not portrayed in Figure 1.

7.2.8 [nterface to external application

interacting with the subject, including providing guidance feedback to the subject either during or after
data capture or both, and requesting additional information from the subject;

storing and formatting of either the biometric references or biometric interchange data, or both;
providing final arbitration on output from either decision or score, or both;

setting threshold values;

setting biometric system capture settings;

controlling the operational environment and non-biometric data storage;
proyiding appropriate safeguards for subject privacy and subject data security;
intefacting with the application that utilizes the biometric system;

proyiding automated or ad-hoc reports to system users.

The biometric system will possibly not interface to an external application or system via a web [services

interfacg, an application programming interface (API), a hardware interface or a protocol interface.

NOTE The interface to the external application is not portrayed in Figure 1.
7.3 Fynctions of general biometric system

7.3.1 Enrolment

In enrolnent, a transaction by a capture subject is processed by the system in order to generate and|store an

enrolment reference for that individual.

Enrolmgnt typically involves:

a)
b)

)
d)

e)

f)

g)

h)

samlple capture;
samlple optimization or enhancement;
segmentation;

featlre extraction;

quality)checks, which may reject either the sample or the features, or both, as being unsuitable for
creating a reference, and require capture of further samples. Sample quality scores may also be stored
with the biometric reference for subsequent use in biometric comparison;

presentation attack detection checks, which may reject either the sample or the features, or both, as
being ineligible for use as an enrolment reference;

where system policy so requires, comparison against existing biometric references in order to ensure
the subject is not already enrolled;

reference creation, which can require features from multiple samples, and possibly generation of a
database index;
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i) storage of the biometric reference data record, possibly after conversion to a biometric reference data
interchange format;

j) testverification or identification attempts by the capture subject to ensure that the resulting biometric
reference is usable;

k) allowing repeat enrolment attempts, if the initial enrolment is deemed unsatisfactory (dependent on the
enrolment policy).

7.3.2 Verification of a positive biometric claim

In applications such as access control, a transaction by a subject can be processed by the system in order
to verify a positive specific claim about the subject’s enrolment (e.g. “I am enrolled as subject;X[). Some
biometrjc systems allow a single subject to enrol more than one instance of a biometric charactéristic (for
examplg, an iris system can allow subjects to enrol both iris images, while a fingerprint systenycar| require
enrolment of additional fingers for fall-back in case a primary finger is damaged).

Verification of a specific positive claim typically involves:
a) sample capture;

b) samiple optimization or enhancement;

c) segimentation;

d) featjre extraction;

e) quality checks, which may reject either the sample or the features, or both, as being unsuitable for
comparison, and require capture of further samples (the'sample quality may also be consiflered at
biorhetric comparison);

f) pregentation attack detection checks, which may.reject either the sample or the features, or|both, as
beirg ineligible for use;

g) probe creation, which can require features'from multiple samples possible conversion into a bjometric
datg interchange format;

h) comparison of the probe and the reference for a biometric claim producing a comparison score;

i) detgrmination of whether the-biometric features of the probe match those of the reference hased on
whdther the comparison score-exceeds a threshold (in cases where higher scores correspond tq greater
sim]larity);

j) decision to verify aclaim based on the comparison result of one or more attempts as dictated by the
decision policy.

The verjffication furiction either accepts or rejects the specific positive claim. The verification |[decision
outcomsq is considered to be erroneous if either a false claim is accepted (false accept) or a truefclaim is
rejected| (false~reject). In this application, a false acceptance occurs if the submitted sample is fwrongly
matched to,a stored reference not created by the data subject. A false rejection occurs if the sybmitted

sample iss6tmatched-toareferenceactuallycreated byrthedatasubject——m |

NOTE Verification of an unspecific positive claim is also possible with a biometric system. Such applications are
referred to as “PIN-less verification” because no PIN or other identifier was necessary to establish that the data subject
was indeed enrolled in the database. For verification of an unspecific positive claim, the process is as specified in 7.3.2
a) to g). However, steps h) to j) are different when the claim is unspecific:

h) comparison of the probe against all the references producing a score for each comparison;

i) determination of whether the biometric features of the probe match those of any reference based on whether the
comparison score exceeds a threshold (in cases where higher scores correspond to greater similarity);

j)  decision to verify a claim based on the comparison results of one or more attempts as dictated by the decision policy.
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7.3.3 Identification

In identification, biometric samples from a capture subject are processed to generate a probe, and the
enrolment database is searched to return identifiers of references similar to that probe. Identification
provides a candidate list of identifiers containing zero, one, or more identifiers. Identification is considered
correct when the subject is enrolled and an identifier for their enrolment is in the candidate list. The
identification is considered to be erroneous if either an enrolled subject’s identifier is not in the resulting
candidate list (false-negative identification error), or if a transaction by a non-enrolled subject produces a
non-empty candidate list (false-positive identification error).

Identification typically involves:

a) sample capture;

b) sample optimization or enhancement;
c) seginentation;

d) featpre extraction;

e) quality checks, which may reject either the sample or the features, or beth;“as being unsuitable for
conparison, and require capture of further samples, the sample quality~may also be consiflered at
biorhetric comparison;

f) pregentation attack detection checks, which may reject either the~sample or the features, or[both, as
beirlg ineligible for use;

g) probe creation, which may require features from multiple{samples, and possible conversiop into a
biorhetric data interchange format;

h) comparison against some or all references in theenrolment database, producing a score for each
comparison;

i) detgrmination of whether each compared reféréence is a potential candidate identifier for the|capture
subject, based on whether the comparisonscore either exceeds a threshold or is among the highest
ranked scores returned, or both, producing a candidate list (higher scores correspond to| greater
simjlarity);

j) an identification decision basedon-the candidate lists from one or more attempts, as dictated by the
decision policy.

NOTE In the context of a bipmetric application, the automated biometric decision policy can be a result pf human
oversight and organizational aspects.

8 Ex3dmple applications

8.1 Ge¢neral

Applicatfiens of biometric technologies are extremely diverse and occur in a broad range of govgrnment,

Comme la} Cllld lJ'erUllal Cll.ltlllbclt;UllD aud th\vrbf\lrb ar\, dlff;bult tU dlotillbt}y batbsuribb- Th;O ‘lause ls
organized by function of the application (e.g. “time and attendance”, automated payments) as opposed to the
implementing sector (e.g. banking, healthcare), while recognizing that a single biometric application can be

used in multiple sectors.

8.2 Physical access control

Some of the earliest applications of automated human recognition were for opening doors. These applications
continue at health clubs, theme parks and workplaces to allow members and employees to pass through
portals with minimal staff supervision. In the 1990s and early 2000s, hand geometry was the primary
biometric modality used for low to moderate security applications, but recently fingerprint recognition has
become dominant. In the 1980s and 1990s, some high security applications for both government and business
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were built around retinal recognition, but since then, iris recognition and multi-finger fingerprinting has
come to dominate.

Disney World in Orlando, Florida in the US, began using finger geometry (a form of hand geometry) in the
mid-1990s as a multi-factor access control solution for season pass holders. By the mid-2000s, the system
transitioned to fingerprinting and was applied to all holders of any access pass to Disney World to prevent
transference of passes.

8.3 Logical access control

The use of biometrics to control access to computer records was strongly advocated in the 1970s. By the late

ate 1990s,
has slow.
the late
20005. his technology stores the reference and does all calculations required for recognition on|a smart
card comtrolled by the data subject. This solution is a privacy protective technology. Although the data
subject is required to present a biometric sample to an external biometric capture device, that sample is not
stored bjut is passed immediately to the smart card for comparison with the stored reférence.

The rapjd uptake of smart phones in the 2010s allowed extension of the “mateh on card” concept to the
cell phone, but now with all aspects, e.g. biometric data collection, storage and\comparison, under qomplete
control jof the biometric data subject. Apps for voice, face, sclera-vein_and” fingerprints becamgq readily
available for unlocking the phone and other apps on the phone, with no transfer of biometric data ojut of the
direct ppssession of the data subject. Specially secured hardware within the smartphone (i.e. the|trusted
executign environment) is used to protect the biometric reference data and to carry out the bjometric
comparison operations.

Based dn the specifications of the FIDO Alliance,18] uséfrs’can authenticate themselves secufely and
conveni¢ntly on the Internet with the help of cryptographic protocols running on a mobile devi¢e under
their control. Access to the private key is secured by biometric methods (such as fingerprint, facg, or iris
verificatlion) or PIN based verification

8.4 Time and attendance

Biometriic systems for recording the entryand exit of employees from work sites date at least to the early
1990s, with current use extending to,small business, industry and government. A variety of deyices are
available based on fingerprint, hand‘geometry and iris recognition. In addition to tracking time fof payroll
purposeis, the systems can give supervisors immediate access to data about which employees are aft the job
site at afy time, information which is useful in the event of an emergency.

8.5 Ag¢countability

Biometrfic recognition-¢an be used in applications requiring accountability and non-repudiation. Some
hospitals and phanmacies use biometrics as a requirement for access to narcotics. The collectfion of a
biometrjc characteristic assures that the dispensing of each dosage can be attributed to a registered
individual in @way that cannot be later repudiated.

8.6 Electromicauthorizations

A number of banks have released smart phone applications using biometric characteristics to authorize
purchases and transfers of funds. Bank customers can be given a choice of biometrics, such as fingerprint,
face or voice, or can choose to not use biometrics at all.

8.7 Government and citizen services

eGovernment services in a number of countries recognize citizens and residents using biometrics. The
largest such application is the Unique Identification Authority India. Indian residents apply for an “Aadhaar”
number at any of thousands of enrolment sites, supplying two iris images, ten fingerprints and a face image.
The iris and fingerprint images are used for “de-duplication”, meaning a search of the entire database to
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avoid issuance of multiple Aadhaar numbers to a single individual. The issued number can be used with
one of the biometric characteristics (generally fingerprint) for multifactor recognition for the dispensing
of government benefits and services. The original purpose of the system was to promote economic
participation, including the creation of bank accounts, for individuals who otherwise have no identity
documents or government identity records.

The use of biometrics in voting has presented multiple challenges. The Mexican government has used facial
images, along with biographic information, to de-duplicate voter registrations on a precinct-by-precinct
basis. Use of biometrics at a national level on election day to connect voters with registrations has proven
problematic because of the throughput and bandwidth requirements and the need for exception handling
mechanisms for those not recognized.

The Audtralian Department of Human Services uses speaker recognition to verify the identity ¢f phone
callers tp the Centrelink benefits offices. Speaker reference models are indexed by telephone number, so that
an incorming call from a recognized phone number needs only be compared to a very few speaker njodels to
verify the identity of the caller. This system operates in both text-dependent and text-independent modes.

8.8 Border protection

8.8.1 PpPassports and machine-readable travel documents

In the 1990s, the International Civil Aviation Organization (ICAO), which is responsible for specifying
international passport standards, began an initiative for the creation of machine-readable travel
documents” (MRTDs) and in 2003, established face images suppleinented as necessary with fingerprint
and iris|images as the preferred biometric reference for use on MRTDs. Since around 2006, many| nations
have isspied ePassports which contain a computer chip compliant with ICAO MRTD specifications. [The face
image i9 stored on the computer chip. This has enabled the use of ePassports with biometric aufomated
border dontrol (ABC) systems, allowing passengers to transit'through systems on which they have pot been
previously enrolled. Some countries have augmented this.data with the inclusion of fingerprint image data.

8.8.2 Automated border control (ABC) systems

By the year 2022, 33 nations had implemented”ABC systems for some international travellers, replacing
primary]line inspection with a biometric gate: The ABC system verifies the connection of the traveller to the
travel dpcument (generally a passport) by,capturing the biometric characteristic presented by the fraveller
and conjparing it with that encoded.in the MRTD (either with the face image or, on some passpofts, with
fingerprjints) or with an enrolmentfeference previously created specifically for this ABC system anld linked
to the identity document. In the-ease of a traveller not being recognized against the reference injage, the
traveller is referred for processing by a border control officer.

Typically, ABC systems include other border control processing as required by a border control aithority,
such as & check on the currency and authenticity of the travel document, and the name or document{number
against p watchlist. ABC systems are not intended to replace all manual or human border control| policies
and pro¢edures and’are generally supported by human oversight.

8.8.3 Entry/exit systems

Some C ulltl ;\,D ;lltl Udu\,b \,lltl)’ \,A;t J_)’Ot\.»llld fUl bl\,\.’tl Ull;\,all)’ I'CCUlL d;lls th\, t;lll\, Cllld Plab\, Uf C ltry and
exit of third-country nationals with and without visas, in order to monitor compliance with the permitted
length of stay. In addition to information about the travel document used, fingerprints and face images of
travellers are also stored and compared.

8.8.4 Visas

Most countries require travellers from some countries to acquire visas from local consulates prior to entry.
Some visa issuance processes collect face and fingerprint images for comparison to those of individuals
previously denied visas and for comparison to the traveller upon arrival to prevent transference of the visa.
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8.8.5 EURODAC

EURODAC is a European Union (EU) fingerprint database of asylum seekers which has been operational
since 2003. The fingerprints of all EU asylum seekers over 14 years of age are compared to fingerprints of

previous EU asylum seekers, then stored in the EURODAC central system for 10 years. The purpos

e of this

system is to detect individuals applying multiple times for asylum within the EU within this 10-year period.

8.9 Law enforcement

The law enforcement community uses many of the world’s largest biometric systems. The two main
biometric functions in law enforcement agenc1es 1nvolve 1dent1f1catlon of arrestees (usually through sets

of fingerpri . : : S
(often t rough latent flngerprlnts survelllance camera footage or DNA left at crime scenes) L)
fingerprints are searched against the FBI's NGI system, which currently contains fingerprint/s¢
over 70 million individuals. Police forces throughout the world use AFIS or ABIS technology te ide
source of fingerprints from crime scenes and to identify arrestees. Law enforcement databases )
frequently hold the fingerprints of individuals not associated with any criminal activity, such as tho
enforcemnent, the military, or government positions of trust.

8.10 Ciyil background checks

Many types of government and private employment require background-¢hecks on the criminal

vidence
the US,
bts from
ntify the
vill also
be in law

history

of applifants. These checks are usually implemented by searching~applicant fingerprints agafinst the

fingerprjints held in the criminal portion of law enforcement databases.

8.11 Clustering

Biometrjics has traditionally been associated with “identification” and “verification”, but other app
follow ffom the definition of biometrics as “automatéd methods of recognizing individuals”.
systems| can be used to “cluster” biometric samples {for example, face images), grouping samples
have comne from the same individual without requirement for “enrolment” or knowledge of the in
being refcognized.

Social njedia has begun to cluster and markcaces of single individuals. Those individuals can then b

to clustdrs of other individuals appearing in the same images, allowing mappings of social networky.

In the shme way, an audio recording containing the voices of multiple individuals can be segme;
clusteref into the speech segments associated with each individual, even if the individuals are ot
unknowjn.

9 Pernformance testing

9.1 Ge¢neral

Biometrjic deWiees and systems can be tested in many different ways. Types of testing include:

ications

Blometric

likely to
dividual

e linked

ited and
herwise

a) fundtienal capability:

b) technical performance (in terms of error rates and throughput rates);
c) reliability, availability and maintainability;

d) vulnerability;

e) security;

f) user acceptance;

g) human factors;
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h) cost/benefit;

i) legislative compliance, including that relating to privacy and transparency of the biometric data
recorded for an individual.

Technical performance tests are generally conducted with the goal of predicting system performance with a
target population in a target environment, but historically, extrapolation of results from a test environment
to the “real world” has been difficult. To make test results more predictive of real-world performance,
testing standards have been developed (the ISO/IEC 19795 series).

Technical tests can be either “closed-set” or “open-set”. In closed-set testing, all test subjects are enrolled in
the system Closed-set tests cannot measure performance of the system when used by people who are not
ed to all
| at rank
bnt upon

enrolled
ns, as a

1) declaring a non-match for a mated comparison of probe and reference ffom the same instancq (i.e. the
samle finger) from the same subject (the false non-match rate);

2) declaring a match for a non-mated comparison of probe and refetfence from different individgials (the
fals¢ match rate).

Examplgs of both open-set and closed-set tests are found in the literature, but as most applicationg have to
acknowledge the potential for impostors, open-set results ate'of the greater practical value to th¢ system
designer or analyst.

Metrics generally collected in open-set technical testsinclude:
— failyre-to-enrol;

— failyre-to-acquire;

— fals¢ accept;

— falsg reject;

— thrqughput rates.

The failfire-to-enrol rate is.determined as the proportion of enrolment transactions in which the erjrolment
cannot e completed because of system or human failure. The failure-to-acquire rate is determingd as the
proportjon of captureprocesses by all enrolled subject that are not acknowledged by the system. The false
reject rdte is the proportion of all verification transactions with true biometric claims erroneously [rejected
by the gystem, The false accept rate is the proportion of verification transactions with untrue bjometric
claims g

and 1ncludes both the human machlne 1nteract10n tlme and the computatlonal processmg t1me of the system.

9.2 Types of technical tests
Three types of technical tests are described in Reference [46]:

— Technology test: The goal of a technology test is to compare competing algorithms from a single
technology, such as fingerprinting, against a standardized database collected with a sensor compliant
with a stated standard (a “universal” sensor). There are comparative technology tests in:

— speaker verification (see Reference [41]);
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— face recognition (see References [42], [5], [47], [48], [23], [24] and [25]);
— fingerprinting (see References [34], [35 ], [11], [12], [10], [54], [63], and [22]);
— iris (see References [29] and [48]).

— Scenario test: While the goal of technology testing is to assess the algorithm, the goal of scenario testing
is to assess the performance of the subjects as they interact with the complete system in an environment

that models a real-world application. Each system tested has its own capture sensor and so

receives

slightly different data. Scenario testing has been performed by a number of groups, but few results have

been published openly (see References [53], [7] and [36]).

J— Opb f\f nnf\] faof— T]ﬂﬂ rrnf\] r\annr"\f— nnf\] fnof— a¥a & c i—n r‘ai—arm He f]r\a nnr{:nrmf\nna r\Ff\ f—f\v-rrcﬂ- haVaVtatl
oY i 5 ot il S

lation in

“PoP
a specific application environment with a complete biometric system. In general, operational.tes
are [not repeatable because of unknown and uncontrolled differences of operational enyira
Further, “ground truth” (i.e. who is actually presenting a “good faith” biometric characteristic) is
to apcertain. Because of the sensitivity of information regarding error rates of operational syst
resylts have been reported in the open literature (see Reference [52]).

All bionjetric recognition techniques require human interaction with a data collection device. Teq

t results
nments.
difficult
bms, few

hnology

testing generally attempts to limit the effect of human interaction, while scenafio and operationa

testing

account$ for and attempts to measure these effects. Comparison error rates, failure-to-enrol, fafilure-to-
acquire frates and throughput rates are determined by human interactionf-which in turn depends @ipon the

specificg of the collection environment. Human factors of biometric colléction are an emerging disc
Results pf technical performance tests can vary depending on:

— the fype of test (technology, scenario, or operational);

— the fomposition of the corpus of test data and controls:en data quality (see ISO/IEC 29794-1);

— application environment (which can affect the relative difference between mated probe and re
making these harder to match (see ISO/IEC TR 29198);

— decision policy of the application (e.g. how:thany retries are permitted).

These issues can make comparison of testresults and prediction of real-world performance difficul

10 Bigmetric technical interfaces

10.1 Bilometric data blocks (BDBs) and biometric information record (BIRs)

format that contdins one or more biometric samples or biometric templates such as a fingerprint

pline.

ference,

defined
image, a

various

e ecifying arte atS as well
as normal formats) Each BDB format has a BDB format 1dent1f1er that enables the format to be interpreted

and processed by any system that has knowledge of that format.

The second is that of a biometric information record (BIR). A BIR is a BDB with added metadata, e.

g. when

it was captured, its expiry date, the equipment capturing it, whether it is encrypted. A number of different

BIR formats are defined by ISO/IEC 19785-3 as part of ongoing work in this area, based both on the
of information included in the BIR and on the compactness of the encoding scheme used. BIR form

amount
ats have

an identifier, called a "Common Biometric Exchange Formats Framework (CBEFF) patron format identifier”.
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The BIR is the unit used in most International Standards for the storage and movement between software
modules and computer systems, for example, using biometrics identity assurance services (BIAS) and the
BioAPI interfaces (within a system) or the Biometric Interworking Protocol (BIP) (between systems).

The BIAS, BioAPI and BIP architectures are important for any work involving the movement of biometric
information (BDBs, BIRs) within a system or between systems.

The ISO/IEC 19785 series for CBEFF promotes interoperability of biometric-based applications and systems
by specifying standard structures for BIRs (BDBs plus metadata) and a set of abstract data elements and
values that can be used to create the header part of a CBEFF-compliant BIR.

A BIR is an encoding in accordance with a CBEFF patron format (as specified within 10.1). It is a unit of

biometrf s. A BIR
always has at least two parts: a standard biometric header (SBH) and at least one BDB. It can-alsp have a
third palrt called the security block (SB). CBEFF places no requirements on the content and 'encoding of a

BDB, ex¢ept that its length needs to be an integral number of octets. The ISO/IEC 19794 ‘seTies $pecifies
standarglized BDB formats for a number of biometric types.

The primary purpose of CBEFF is to define abstract data elements (data elements|with a set of| defined
abstract values, with their semantics) that are expected to be of general utility as parts of the SBH in BIRs.

A CBEFH patron format is defined for a particular domain of use. A CBEFF patron format is a full|bit-level
specification of encodings that can carry some or all of the abstract values of the CBEFF data glements
defined |in ISO/IEC 19785 (possibly with additional abstract values determined by the CBEFF |patron),
togetherf with one or more BDBs containing biometric data.

The ISOYIEC 19785 series consists of four parts. ISO/IEC 19785-1 specifies a full set of (metaddta) data
elementp and their abstract values (without determining any particular encoding). ISO/IEC 19785-2| defines
procedulres for the operation of the Biometric Registration*Authority. ISO/IEC 19785-3 defines ajnumber
of usefﬁﬁ patron formats that vary from minimal to maxifal metadata and include both binary gnd XML
encodings of the metadata. ISO/IEC 19785-4 defines the'SB to provide for both integrity and encryption of
the biometric data.

10.2 Management of information on soutce of biometric data

The soufrce of biometric data can have-assignificant impact on the appearance and characterisfics of a
biometrjc sample. This dataset bias caused by different capture techniques or modes can be chgllenging
for procpsses like biometric feature.extraction. For example, samples acquired from a live face image differ
from thgse from a stored digital (photo, while fingerprint images from a contactless capture devige differ
from those of a contact-based eapture device. Instead of using sample normalization or general{purpose
processing, better results cah be obtained using specialized processing. In order to dispatch the samples to
specialized processes, it issuecessary to obtain the biometric source information and make the classification.

There afe standardized’data interchange formats, which provide meta information about captufe mode
and technique, e.g.‘the ISO/IEC 39794 defined biometric data formats. But biometric samples do noft always
come with such«information about their origin, or the information is not reliable. This lack of inforrhation is
possiblylunintentional, e.g. when processing legacy data in a system in which the samples have varipus data
origins. Estimating the data origin of biometric samples can be done using a CNN.[5¢]

10.3 Service architectures

Service-oriented architecture (SOA) is a software design pattern based on discrete pieces of software called
services. Services are independent software programs designed to fulfil a specific function and comprise a
set of capabilities to realize that function. The service is typically expressed in service contracts, which are
technical service descriptions designed for runtime consumption (for example, a Web Services Description
Language (WSDL) definition and an XML schema definition). Services are akin to APIs. The SOA design
pattern provides for services to be aggregated through service compositions, the effect of which is to provide
automated support to any business process that requires the functionality of the service composition.
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Biometric software services are designed to provide a generic set of biometric and identity-related functions
and associated data definitions to facilitate the collection, storage, use and disclosure of biographic and
biometric data in a variety of business contexts and domains. These services typically do not contain logic
that is specific and unique to a particular business operation. As such, logic is more appropriately contained
within the application logic layer. Rather, the services contain the logic required to enable biometric services
to be applied agnostic to the operating environment.

Biometric services include:

a) WS biometric devices (WS-BD), described in Reference [40], which define a number of primitive and
aggregate services for the integration of biometric sensor devices into biometric systems that have a
biometric capture component.

b) BiorLetric identity assurance services, described in ISO/IEC 30108. In essence, these services
he storage and retrieval of biographic and biometric data collected from an individual’'where the

for
bion

10.4 The BioAPI application programming interface

BioAPI [
hardwai

The bas

single v¢ndor, but with defined interfaces), which in turn interacts with biometric service provider
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hetric data is collected via a biometric sensor of some sort.

'e) modules from multiple vendors (see ISO/IEC 19784 for further information).
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Figure 2 — BioAPI architecture

c concept is of applications (from multiple vendors) interacting with a BioAPI framework

ultiple vendors) to perform the biometric functions. The BioAPI architecture is shown in Fig

on between thése'various components is by passing a BIR.

BSPs ca

In a recdnt addition to the BioAPI architecture, the BSP can consist of code from one vendor interact
a BioAP] unit provided by a different vendor (typically a hardware device and its driver, thus minim
work nepded by hardware suppliers to become part of a biometric system).

perform.capture, comparison, archiving, or processing of a BIR.

10.5 The BioAPI interworking protocol (BIP)

provide

rovides an implementation architecture that supports biometric applications using softwpre (and

(from a
s (BSPs)
fure 2.

ing with
zing the

The BIP provides bits-on-the-line communication to enable an application in one BioAPI system to
interact with BSPs in a remote BioAPI system. This extension of the BioAPI architecture forms part of the
transmission subsystem described in 7.2.2 (see Figure 3) (see ISO/IEC 24708 for further information).
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Figure 3 — Use of the BIP for communication between systems

metrics and information security

pneral

ics can have an important role in information security, as it is much.more closely linked to 3
e difficult to forget, give away or lose than a token, a PIN or“password. Use of biomet
additional evidence that a credential belongs to the individual ‘to whom it was issued. |
c technologies are not a panacea, eliminating the need for RINs, passwords, and tokens.

fecting a system for verifying a positive biometric claim, a decision needs to be made r¢

individuals’ biometric reference will be carried®y the individual themselves on a token, §
the reference will be stored in processed form as a template or in the same form as acquiry
Qge;

her the reference will be stored centrally in a database linked to the point of serv
ications system (see 10.5).

approach has positive implications for privacy (see Reference [30]), but if biometric refere
entrally, several different quéstions arise.

the acquired biometric sample be sent to the central system or will the central system
rence to the point ofsservice for processing? In either case, some strong form of encry
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Although these issues are not insurmountable, they demonstrate that the use of biometrics does not
eliminate the usual security issues.

11.2 Security of biometric data

Anindividual’s captured biometric data (and other personal data attached at the time of collection), including
facial appearance, should be confidential and not subject to unauthorized access, use and modification, or
disclosed to unauthorized entities. Ideally, the encryption of the biometric data should occur immediately
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upon creation of the biometric file as this is an important consideration for both the transmission and
storage of biometric data.

The integrity of the biometric data across the various processing subsystems in the biometric system is
critical. For example, if the integrity of the data is compromised resulting in an untrustworthy biometric
reference, subsequent verification and identification processing results are also untrustworthy.

If an individual’'s biometric reference is subject to identity theft and compromised by a successful
presentation attack or replay attack, the persistence of the biometric characteristics from which the
reference is derived means that it is very difficult to revoke the stolen reference and enrol a new one.
Therefore, methods for mitigating the risk of compromised biometric references include presentation attack
detection and provisions for revocable and renewable biometric references (RBRs).

Confidellltiality, integrity, renewability and revocability of biometric data are achieved thro\l.lgh the
applicatjon of classical cryptographic techniques and homomorphic cryptographic techniqyes (see
ISO/IEC|24745).

Various [forms of cryptographic encryption algorithms (ciphers) can be used for proyiding confidentiality
of storefl data. The encryption algorithms are applied to the biometric data to produce encrypfed data
and are|designed such that the encrypted data yields no information about the biometric data. There is a
corresp¢nding decryption algorithm, which transforms the encrypted data inte-its original form/| Ciphers
work in fassociation with keys. Where the key is the same for both encryptiénjand decryption, the fipher is
symmetfric. Where they are different for encryption and decryption, the.cipher is asymmetric. THe public
key infrastructure for encrypting biographic and biometric face image data on e-Passports uses asymmetric
ciphers.

To safeguard the integrity of transmitted biometric data, message authentication code (MAC) algorithms
are used to verify that biometric data has not been subject to-unauthorized alteration. These algorithms
provide|integrity and authenticity assurances on a transmitted message by detecting message [changes
and alsq affirming the origin of the message. As a MAC.does not provide non-repudiation, digital sjgnature
schemedq are employed where this is required.

There aije also methods available for processing data'to provide both confidentiality and integrity prtection.
They typically involve either specific combination of encryption and a MAC computation or the yse of an
encryptjon algorithm in a special way. ISOAEC 19772 specifies six methods for authenticated en¢ryption
with thrjee key security objectives:

— Data confidentiality: Protection against unauthorized disclosure of data.
— Datg integrity: Protection that-enables the recipient of data to verify that it has not been modified.

— Data origin authentication/ Protection that enables the recipient of data to verify the identity of|the data
originator.

All six njethods requdire‘the originator and the recipient of the protected data to share a secret key.

Renewaple and revocable biometric references are achieved through the concept of pseudonymous identifiers
(PIs). PI$ are anonymous and renewable biometric identity verification strings in a predefined context (see
Referenge [8]). A Plis derived from a data subject’s biometric characteristics. Features extracted from a data
subject’s captured biometric sample are processed by a pseudonymous identified encoder, which ,q,er[:alrates a
pseudonymous identifier and auxiliary data (AD), providing an RBR. Once this reference is generated, it can
be stored and the captured biometric sample and extracted features discarded. For subsequent verification
processes, features are extracted from a captured biometric sample and a PI re-coder is applied generating
a probe PI based on the extracted features and the AD component of the RBR. The reference PI and probe
PI are then compared. They will only match if the correct biometric characteristics are presented and the
correct AD is used.
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In addition to enabling the reference probe comparison, the AD component of the RBR can be used to serve a
number of purposes, including:

— generation of multiple independent Pls from the same captured biometric sample to provide a sufficient
number of diversifications for the biometric characteristics of an individual and, therefore, an RBR
capability within the same application context;

generation of independent PIs from the same captured biometric sample with minimal common
information between the Pls to prevent biometric comparisons and linking across applications where
they are used.

Dependlng on the securlty requ1rements for the blometrlc system, RBRs can elther be used or not used.
Where RB F re RBRs
are used,

dPP . VV

the generallzed model is varled as shown in Figure 4 (adapted from ISO/IEC 24745) (1/
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d, where the PI and AD components are stored. In this context, possible to

Captured btured
biometric Decision bigmetric
sample SRR sample

fometric

here the comparison of the reference with the probe is made and, in the cage where
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ModetBrStore om tokemrarnd Tompare O SEerver;
Model C: Store on server and compare on client;
Model D: Store on client and compare on client;
Model E: Store on token and compare on client;
Model F: Store on token and compare on token;

Model G: Store distributed on token and server, compare on server;

Model H: Store distributed on token and client, compare on client.
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Each model has its own security and privacy advantages and disadvantages. See ISO/IEC 24745 for a detailed
description of these models.

11.3 Presentation attack (spoofing) detection

Notwithstanding the methods for biometric data protection, it has been well known since the 1970s that
biometric devices can be fooled by forgeries.[331.[38L[51] “Spoofing” is a term that has been commonly used
for presenting a forgery of another individual’s biometric characteristics, in order to be recognized as
that individual. ISO/IEC 30107-1, which focuses on biometric-based attacks on the biometric data capture
subsystem, uses the term “presentation attack”, which points to what can be done with a biometric
presentation to subvert the intended operation of a biometric system.

Two basjic types of presentation attacks are identified:
— whdre an individual intends to be recognized as an individual other than themselves;

— whdre an individual intends not to be recognized as any individual known to the system and so fonceals
theif biometric characteristics.

In both ¢ases, the individual is termed a subversive user.

To be refognized as another person by a biometric system, a subversive user(can perform a biometrjc sensor
attack by coercing another individual to present their biometric characteristics or through impersorfation. In
a coerciye attack, the biometric data subject’s biometric characteristics-are presented to the sensor{without
their permission. This can be through force or some other means. Infan‘impersonation attack, an infdividual
changes| their biological or physical characteristics (for examplef their appearance) in an effort o match
that of dn enrolled data subject. An individual can also conceal‘ér disguise their biometric charadteristics
to avoid|recognition. For example, in a face recognition system,caps and sunglasses can be worn td conceal
the face| An individual can also distort their biometric characteristics, for example by placing glue|on their
fingers ¢r wearing artificial or patterned contact lenses. Forging the biometric characteristics of|another
individual is more difficult than disguising one’s own_gharacteristics, but is possible nonetheless.

Several [studies2L37LI57L[61] discuss ways by which facial, fingerprint and iris biometrics can b¢ forged.
Presentgtion attack detection is possible for sexeral biometric modes, for example:

— speaker recognition systems can request that the subject say numbers randomly chosen by a cmputer;
— iris pystems can check for the presence of pupillary oscillation;
— fingerprint systems can cheekfor blood flow.

Howevet, it is difficult to conduct effective presentation attack detection without increasing the falge reject
rate. The likelihood of forgery can be reduced through the collection of multiple biometric instances or
modes (¢.g. ten fingersyor-iris and face), along with trained operators. Coercive presentations can be|difficult
to detect. Some modalities enable measurement of coercion indicators, such as voice stress, extrethe pulse
rate or facial emotioi.

11.4 Integrity of the enrolment process

The use'ofbtometricsdoes ot reducethe reed-toappropriately confirmrapptcants—identity-infdrmation
or authorizations. A biometric system can neither verify the external truth of the enrolled identity itself
nor establish the link automatically to an external identity with complete certainty. Determining a subject’s
“true” identity, if required, is done at the time of enrolment through trusted external documents, such as
a passport, birth certificate or (depending on national regulations) an identity card or driver's licence.
The biometric characteristics link the subject to an enrolled identity and associated authorizations and
affordances that are only as valid as the original determination process.

Not all systems, however, have a requirement to know a subject’s “true” name or identity. Biometric
characteristics can be used as pseudo-anonymous identifiers and, consequently, have potential for privacy
enhancement of authorization systems.
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All biometric characteristics can change over time, due to aging, injury or disease. Therefore, re-enrolment
can be necessary. If continuity of identity is required, re-enrolment necessitates presentation of trusted
external documentation or credentials. Enrolment template update mechanisms can also be employed to
periodically update enrolment references from biometric samples acquired in transactions subsequent to
enrolment. The aim of template updating is to automatically adapt a biometric reference over time. This
takes into account the variation of the biometric data presented on each occasion, for example due to ageing,
in order to minimize the impact of such variations on recognition performance.

12 Biometrics and privacy

12.1 General

Recognifion by close observation of the body can cause privacy concerns for some people. Privacyisja legally
and culturally determined concept which can directly affect the success of any biometric deployment.

Legal dgfinitions of privacy vary from country to country and, in the US for exampl€) éven from|state to
state (sde Reference [2]). A classic definition is the intrinsic “right to be let alone” (see‘Reference [p2]), but
modern|definitions encompass informational privacy and the rights of individualS to establish appfropriate
boundaties that constrain communication of personal information. A third,‘mere recent concefn, is to
protect fthe individual from having their identity stolen, or to be reliably @nd quickly informed [after an
or incident.

easing pervasiveness of web and mobile technologies means that more individuals are trapsacting
ically for social and economic reasons on the basis of persefal information that they are fequired
to provifle, including biometric information. The safeguarding afid‘the controls in place for the acdess, use,
disclosure and discarding of that information are a concern forxmany.

Various jnational and international legal and normative instruments relating to the privacy of persqnal data
are basgd on a set of transparency principles that informindividuals:

— whdn personal data will be collected;

— whd is requesting the data and the reasonfor their request;

— poténtial third party disclosure and unider what circumstances;

— how| they can verify accuracy and request changes;

— how their data will be proteeted from unauthorized access, modification, use and disclosure;
— the parties to whom the data has been disclosed;

— how long the data-ptovided will be stored in all of the places it is stored before it is requirgpd to be
permanently deléted.

NOTE Some jarisdictions define biometric information as sensitive personal information, placing more ptringent
requirenjents onh.entities using biometrics. For example, in the EU, Regulation 2016/679 (General Data Pfotection
Legislatipn)l£5l¥and in Australia, the 2014 update to the Privacy Act 1988, both specifically identify hiometric
informatjonas sensitive personal information. T

The objectives of these various instruments are the protection of the personal rights of those whose data are
processed and the protection of data subjects, not simply the protection of data. Using a biometric system
means, in most cases, using personal data, which in turn means operating within the privacy governance
regime generally established by national laws. Depending on how a system is deployed, use of biometrics can
either threaten or protect a data subject’s privacy. The possibility of protection is especially valid in view of
the special properties of biometric characteristics, which are intrinsically linked to the subject, unlike PINs
and passwords, which are only indirectly and weakly linked to an individual. Therefore, by using biometric
technologies, other types of personal data can be better protected from theft and misuse than by traditional
means. Biometrics can therefore be both an object to be safeguarded and a tool to enhance the safeguarding.
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12.2 Privacy protections for biometric applications

The key

privacy protections that are generally considered for the applications of biometrics are:

— the proportionality of the application of the biometric data collected;

— the acceptability in the subject population of the biometrics employed given cultural, religious and,
therefore, privacy sensitivities;

— the

confidentiality of the biometric data provided by the individual;

— the integrity of the biometric data provided by the individual;

— the

— the

samlples were provided by the individual;

— the
inc

— the
— exp
— the

— the

In genetal terms, the implementations of these protections axe guided by a number of general pr
which afe considered privacy enhancing, including:
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— use
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— ano
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— give

— use
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ise they are compromised;
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Hata subject manifestly made those data public;

brocessing is a legal necessity.

[t the storing and use of personal data;
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hymize personal data wherever possible;

subjects control over their personal data;
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IEC 24714 for. further information.

cs from two standpoints. First, the implementation and application of biometrics has to
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system is the main question with regards to the concept of PETs, as well as in general in the application
of biometrics, following the proportionality principle. In most cases, it is not necessary to know the data
subject’s identity in order to grant privileges. However, there are some situations in which the data subject's

identity

is necessary in order to allow verification.

12.3 Proportional application of biometrics

In all biometric applications, the principle of proportionality should be applied. That means that biometric
data used should be adequate, relevant and non-excessive with regard to the purposes for which itis collected
and further processed. In practice this means that a biometric application is used to link the biometric
reference with the necessary and sufficient attributes of the identity of an individual to assign the rights or
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authorizations that the specific individual is entitled to in the application context. Such assignment occurs
upon verification of a biometric claim made by the individual concerned. However, there are applications,
especially in the context of border protection, fraud and forensics, where individuals are subject by law
to identification processes, and they are not always cooperative. Further, rights or authorizations can be
denied if the identification process results in an assessment by an authority that there is an unacceptable
risk to the community if the rights or authorizations are afforded. So, the notion of proportionality extends
to the basic purpose of the identification process (see Reference [31]).

12.4 Biometric technology acceptability

The acceptability of biometric technology is deeply related to personal preferences, values and norms
Which a C iuf}ucuucd b)’ h;DtUl ;La}, DUL;CtCl} aud Lu]ltul Cl} ba\,}\sx Uuudo. P“Ut oul lJl ;D;lls})’, thcx C darcT 1iffering
prefererjces, values and norms across geographic areas and populations, resulting in differences<petween
the acceptability of different biometric technologies.

Some bipmetric technologies require physical contact (for example, with a fingerprint capture devic¢), which
is no different from the use of a keypad to enter a PIN. Some require a light to shin€ into the ey¢ (retina
images)| But many technologies are very non-intrusive, such as face recognition and(iris scans. Nong¢theless,
there are some cultures where it is objectionable to display a face to a camera., Thus, a range of bjometric
technolqgies will need to be employed if all preferences, values and norms are todbe accommodated

It can b¢ argued (see Reference [3]) that a physical body is not identical £e,the individual that inhabits it.
Wherea$ PINs and passwords identify individuals, biometrics identifiesithe body. Biometric charadteristics
can alloy linking of the various identities that each of us manifests inou¥’separate dealings within opr social
structuiles. Biometrics, if universally collected without adequate~centrols, can help to link employment
records [to health history and to church membership, for example! Whilst the investigation of such |inkages
can be g valid research activity, this research typically anonyinises the data used. Similar safeguprds are
needed when the use of biometric technologies becomes widespread.

12.5 Confidentiality of biometric data

Identity|theft and identity fraud are serious, growing problems. There are many mechanisms in ufe today
to ensuile that no one individual can operate unider many different identities, and to ensure that a [person's
privacy,| rights, and privileges cannot be-compromised by others masquerading under their [identity.
Therefore, it is essential for the privacy of biometric data stored as part of an individual’s identity data
record that these data be kept confidential.

Confidentiality of biometric data ¢verlaps with security of biometric data (discussed in 11.2) and is §ypically
achieved by:

— storing biometric refefences (or parts thereof) on a personal token or card instead of using cenjtralized
datgbases to preverftprivacy threats resulting from a security breach of the centralized datalpase (for
example, when ainadversary obtains illegitimate access to a centralized database and publfshes its
contents);

— encryptiomoefbiometric references using a key only known to either the operator of the applicatipn or the
datg subject, or both.

12.6 Integrity of biometric data

Given that rights and authorization can be afforded or denied an individual in decision making processes
following the assessment of biometric comparison results, it is critical for the operator of the biometric
system, decision makers and the individual concerned that the integrity of the biometric data is maintained
at all times. Decisions based on untrustworthy biometric data have the potential to deny individuals' rights
and authorizations and lead to unnecessary intrusions into their personal and private lives.

As discussed in 11.2, employing MAC algorithms or digital signature algorithms can achieve integrity of the
biometric data.
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12.7 Irreversibility of biometric data

It is possible that an observer of the biometric information, particularly raw biometric information as can
be contained in a captured biometric sample, can interpret it to mean that an individual has certain medical
conditions or that the individual is of a particular ethnicity or religion. This is generally considered personal
and highly sensitive information.

When creating biometric templates from captured biometric samples for reference or comparison purposes,
feature extraction algorithms perform data reduction and redundancy removal. This increases the difficulty
of using the extracted features to obtain medical or racial data. These data minimization approaches seek to
mitigate the risk of information leakage from the biometric data. However, at least until 2007, no systematic
research has been carried out with respect to retaining additional information in templates and the extent
to which information, such as medical history, can still be derived (see Reference [31]). It is knqwn that
the knopwledge of a trained PCA eigenspace coupled with the PCA eigenvalues for an individudl allows
reconstuction of the individual’s face (see Reference [1]). Fingerprint minutia information-can| also be
reverse pngineered from templates and used to create artificial fingerprints (see Reference\27]).

In recent times, significant research has been directed to methods which make it computationally Harder to
retrievelbiometric features from the stored templates. Current methods to achieve-this include:

— encryption using a key only known either by the operator of the system or"by the data subject,|or both,
preyents external observers having access to the biometric data;

— usingPlIsandirreversible transforms to provide ameans to prevent aceess to the biometric charadteristics
e data subject.

12.8 Unlinkability of biometric information

Using bipmetric data for purposes other than that communicated to an individual at the time of c¢llection
presentg various risks for that individual. For exampleythe biometric data can be used to identify| links in
information held by various organizations that are ngt within the scope of the purpose for which fhe data
was originally collected. This can result in an indi¥idual being disadvantaged in some way. For ¢xample,
being dgnied credit on the basis of credit information obtained from financial institution data holdings using
the bionpetric data as the linking mechanism,

To mitigate risks to the individual from‘unauthorized linking attempts, various mechanisms| can be
employdd, either separately or in combination, including (see ISO/IEC 24745):

— encryption of biometric referénces employing different, secret keys or mechanisms across appljcations;
— indgpendent Pls created from a biometric reference (diversification);

— logifal or physical separation of the enrolment data record and the corresponding biometric rpference
datg record, or PLand AD components where RBRs are employed;

— the |use of incompatible feature extraction algorithms or biometric data exchange formatf across
applications:

The str¢ngth of the unlinkability of biometric references that are derived from the same sourc¢ can be
quantized164]

13 Overview of biometric standardisation

13.1 Standards development organizations

There are a number of standards development organizations (SDOs) developing biometric standards. Most
are private sector organizations. There are presently around 200 biometric standards published or under
development. Almost all of these biometric standards have been developed, revised, amended, or corrected
as aresult of innovation, and feedback from testing and implementation over the last twenty years.
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Details of technical committees (ISO/IEC or other) currently developing standards for biometrics are listed
in Tables 1 to 10.

Clause 13.2 provides a representative snapshot of the types of biometric standards available and the
SDOs involved. These standards are periodically reviewed and either reaffirmed, revised, or withdrawn.
Moreover, amendments or corrections can occur at any time. Refer to the relevant SDOs for the latest status
of these standards.

13.2 Types of biometric standards

13.2.1 Biometric data interchange format standards

The dociiments listed in Table 1 specify the common content, meaning, and representation of bipmefric data
formats|of biometric modalities (e.g. fingerprint, iris, face, DNA).

This list of standards is current at the time of the publication of this standard. Additionally, ufsers are
encouraged to utilize the online browsing platform (https://www.iso.org/obp/ui) for ¢urrent infdrmation
about ISO/IEC documents.

Table 1 — Example standards: Biometric and data interchange formats

Publishgd and under development SDO/Committee
ISO/IEC [19794, Information technology — Biometric data interchange formats ISO/IEC
Part|l: Framework (JTC1/SC37)

PartP: Finger minutiae data

PartB: Finger pattern spectral data
PartH: Finger image data

Part 5: Face image data

Part p: Iris image data

PartV: Signature/sign time series data
PartB: Finger pattern skeletal data
PartP: Vascular image data

Part|l0: Hand geometry silhouette data
Part[11: Signature/sign processed dynamic data
Part|13: Voice data

Part|l4: DNA data

Part|l5: Palm crease image data

ISO/IEC B9794, Information technology == Extensible biometric data interchange formats ISO/IEC (JTC 1/8C 37)
Part|l: Framework
Part p: Finger minutiae data
Part@: Finger image data
Part: Face image data
Partp: Iris image data
PartP: Vascular intage’data
Part[16: Full body\image data
Part|l7: Gait intage sequence data

ANSI/NIST-ITL’t, Data Format for the Interchange of Fingerprint, Facial & Other Biometric ~ |ANSINIST (ITL]
Information

The ISO/IEC 19794 series specifies the first and second generations of internationally standardized
biometric data interchange formats. The first generation has been adopted widely, e.g. for biometric data
stored in machine-readable travel documents. The ISO/IEC 39794 series specifies the third generation of
standard biometric data interchange formats capable of being extended with additional data elements in a
defined way.

The following documents remain valid until January 2040, along with the latest editions of these documents:
— ISO/IEC 19794-4:2005;
— ISO/IEC 19794-5:2005;
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— ISO/IEC 19794-6:2005;

— ISO/IEC 19794-7:2007;

— ISO/IEC 19794-8:2006;

— ISO/IEC 19794-9:2007.

However, it is recommended that new fingerprint, face, iris and signature and vascular recognition
deployments should follow the latest editions of these standards.

13.2.2 Biometric technical interface standards

The doc
systems|
betweer

Using b
intercha

systems.

design or manufacture.

iments listed in Table 2 specify interfaces and interactions between biometric components
as well as the possible use of security mechanisms to protect stored data and data\tra

ometric data interchange format and biometric technical interface standdrds allows
nge and interoperability between biometric systems, which can include components of

Table 2 — Example standards: Biometric technical interfaces

hnd sub-
hsferred

for data
lifferent

Published and under development

SDO / Committee

Part
Part
Part

D: Java implementation
B: C# implemenitation
1: C++ implementation

ISO/IEC[19784, Information technology — Biometric application programming interface ISO/IEC (JTC 1//SC 37)
Part|l: BioAPI specification
Part P: Biometric archive function provider interface
Part #: Biometric sensor function provider interface
ISO/IEC[19785, Information technology — Common biometric ex¢hange formats framework |ISO/IEC (JTC 1//SC 37)
Part[l: Data element specification
Part : Biometric registration authority
Part B: Patron format specifications
Partf: Security block format specifications
ISO/IEC 4708, Information technology — Biometrics— BioAPI Interworking Protocol ISO/IEC (JTC 1//SC 37)
ISO/IECR4709, Information technology — Conformance testing for the biometric application |ISO/IEC (JTC 1//SC 37)
programiming interface (BioAPI)
Part|l: Methods and procedures
PartR: Test assertions for biometricservice providers
PartB: Test assertions for BioAPL frameworks
ISO/IEC 9164, Information technology — Biometrics — Embedded BioAPI ISO/IEC (JTC 1/8C 37)
ISO/IECB0106, Information technology — Object oriented BioAPI ISO/IEC (JTC 1//SC 37)
Part|l: Architecture

13.2.3

Biometric conformance testing standards

The documents Tisted In Iable 3 specily the concepts, Iramework, test types, test methods, and criteria
required to test biometric products claiming conformance to biometric data interchange records or
biometric technical interfaces.
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Table 3 — Example standards: Biometric conformance testing

Published and under development

SDO / Committee

ISO/IEC

18584, Information Technology — Test methods for on-card biometric comparison

applications

ISO/IEC (JTC 1/SC 17)

ISO/IEC

Part
Part
Part

24709, Information Technology — Conformance testing for the biometric application

programming interface (BioAPI)

1: Methods and procedures
2: Test assertions for biometric service providers
3: Test assertions for BioAPI frameworks

ISO/IEC (JTC 1/SC 37)

ISO/IEC
data int

Part
Part
Part

29109,, Information Technology — Conformance testing methodology for biometric
rr‘hnngof‘nrmnf‘c ﬂojffnoﬂ n I(‘n//lﬁf‘ 19794

ISO/IEC (JTC 1/SC 37)

1: Generalized conformance testing methodology
D: Finger minutiae data
d: Finger image data

Part 5: Face image data

Part p: Iris image data

PartV: Signature/sign time series data

PartB: Finger pattern skeletal data

PartP: Vascular image data

Part|10: Hand geometry silhouette data
13.2.4 Biometric sample quality standards
The standards listed in Table 4 specify the use and testing of imdge quality metrics for a particular modality
(e.g. facp, iris), which impacts the accuracy of a biometric<comparison. Quality metrics are ugeful for
understanding and enhancing the performance of biometric recognition systems.

Table 4 — Example standards: Biometric sample quality
Published and under development SDO / Commnpittee

ISO/IEC 29794, Information Technology — Biometric-Sample quality ISO/IEC (JTC 1/8C 37)

Part|l: Framework

PartH: Finger image data

Part 5: Face image data

Partp: Iris image data
ICAO TR{ Portrait Quality (Reference ‘Eacial Images for MRTD) ICAO TAG/MRTD NTWG
Significgnt parts of this ICAO TR.are’included in ISO/IEC 39794-5 as a normative annex. and

ISO/IEC (JTC1/SC 17, &
1SO/IEC JTC 1/9C 37)

13.2.5

The sta
provide
of the |

Biometric application profile standards

defined

ndards_listed in Table 5 define conforming subsets or combinations of base standards
specifi¢ functions (e.g. enrolment, verification, identification). Profiles facilitate impleme
ase ‘standards (e.g. biometric data interchange format and biometric interface standa

anAlicatione Thaca neafila ctandarde dafing tha flinctione of 2 S lication (g hycicd
e ReHoRS—6e+—ahi—a e

used to
ntations
rds) for

1 access

=3 et roT o1 11es TOTre—Storttar as—aCre—n ot T T TTeTero
Pr 1 34 Pr

(S5 Pty ottT

control for employees at airports) and then specify use of options in the base standards to ensure biometric
interoperability.
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