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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technical
and non
technolo

Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, |Part 2.

The mai
Standard
an Intern

Attention
rights. IS

ISO/IEC

Subcominittee SC 17, Cards and personal identification.

ISO/IEC

card programming interfaces:

— Part

— Part

— Part

— Part

— Part

— Part

ed Dy the respective organization to deal with particular fields of technical activity. 1ISO and IE
committees collaborate in fields of mutual interest. Other international organizations, government
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
jy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

h task of the joint technical committee is to prepare International Standards. |Praft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all suchpatent rights.

24727-6 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology

24727 consists of the following parts, under the generaltitle Identification cards — Integrated circuit

1: Architecture

2: Generic card interface

3: Application interface

4: Application programming intérface (API) administration
5: Testing procedures

6: Registration authority procedures for the authentication protocols for interoperability

© ISO/IEC 2010 — All rights reserved
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Introduction

2010(E)

ISO/IEC 24727 is a set of programming interfaces for interactions between integrated circuit cards and
external applications to include generic services for multi-sector use. The organization and the operation of

the ICC conform to ISO/IEC 7816-4.

BO/IEC 24727 is relevant to ICC applications desiring interoperability among diverse application
his document specifies a language independent and implementation independent application\lével

I
1
t
Model [ISO/IEC 7498-1:1994] is used as the layered architecture of the Application Interface. Th
Application Interface assumes that there is a protocol stack through which it will exchange informa
transactions among cards using commands conveyed through the message structites defined in 19
Tlhe semantics of commands accessed by the Application Interface refers to application protocol d
(APDUSs) as characterized in ISO/IEC 24727-2, and in the following International.Standards:

—+ ISO/IEC 7816-4:2005, Identification cards — Integrated circuit cards.~—)Part 4. Organization, seq
commands for interchange.

—+ ISO/IEC 7816-8:2004, Identification cards — Integrated cireuit cards — Part 8: Commands fol
operations.

—+ ISO/IEC 7816-9:2004, |dentification cards — Integrated circuit cards — Part 9: Commands
management.

he purpose of this part of ISO/IEC 24727 is to maximize the applicability and solution space of softw
hat provide Application Interface support to.Card-aware applications. This effort includes suppo
volution of card systems as the cards become more powerful peer-level partners with existing a

Q D =

his part of ISO/IEC 24727 extends-the function of ISO/IEC 24727-3, Annex A authentication protocd
y providing a means for publication-and management of an interoperable framework for new or mod
sing a standardized ISO/IEC registration authority (RA).

o -

)

APs submitted carry no warranty or guarantee in regard to their fitness for any purpose including sec
mcumbent on the end User to ascertain the APs suitability for the purpose proposed, including the
any claims made by-the applicant.

pplications while minimizing the impact to«existing solutions conforming to this part of ISO/IEC 24727.

domains.
interface

nat allows information and transaction interchange with a card. The Open Systems Intereonnect Reference

it is, the
tion and
50 7816.
ata units

urity and

security

for card

are tools
rting the
nd future

Is (APSs),
fied APs

Lirity. It is
alidity of
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Identification cards — Integrated circuit card programming
interfaces —

Part 6:

Registration authority procedures for the authentication
protocols for interoperability

1 Scope
Tfhis part of ISO/IEC 24727 defines the procedures for

—+ registration of APs, including related cryptographic algorithms, test methods and conf
assessment criteria, and

— registration of the adoption of ISO/IEC 24727 APs by parties desiring to advertise AP interoperab

4 Normative references

—

he following referenced documents are indispensable for the application of this document. F
pferences, only the edition cited applies. For undated references, the latest edition of the re
document (including any amendments) applies.

=

interface

ormance

lity.

or dated
ferenced

SO/IEC 24727-3, Identification cards=— Integrated circuit card programming interfaces — Part 3: Application

IFO/IEC 9834-2, Information technology — Open Systems Interconnection — Procedures for the opgration of
@Sl Registration Authorities *— Part 2: Registration procedures for OSI document types
3 Terms and\definitions
Hor the purpeSes of this document, the terms and definitions given in ISO/IEC 24727-3, and the following,
apply.
3.1

ppliranf

organization or person requesting registration

3.2
authentication-protocol-adoption

use of ISO/IEC 24727-3 or ISO/IEC 24727-6 APs (either in operations or referenced in dependent

specifications or standards or recommendations)

3.3

registration authority

organization nominated and appointed by the ISO/IEC Technical Management Board to prepare and
ISO/IEC 24727-6 registers

© ISO/IEC 2010 — All rights reserved
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3.4

registrant

organization or person that has either registered an authentication protocol or registered the adoption of an
authentication protocol

4 Symbols (and abbreviated terms)

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 24727-3, and the
following—apph-

AP authentication protocol

APDU application protocol data unit

APT authentication protocol template
APTP authentication protocol test plan
OID object identifier

RA registration authority

RAP registered authentication protocol
URL uniform resource locator

5 General

5.1 Pyrpose

This parfof ISO/IEC 24727 defines the ISO pracedures for:

— the [egistration of new or revised APs,in accordance with ISO/IEC 24727-3 and this part. These APs are
extensions to the ISO/IEC 2472728, Annex A suite of APs;

— registration of related cryptoegraphic algorithms, APTP and conformance assessment criteria,;
— registration of the adoption of ISO/IEC 24727 APs by parties desiring to advertise AP interoperability.

5.2 Degpendencies

This part of ISOHEC 24727 relies on two other parts of the ISO/IEC 24727 standards suite:

— ISO|IEC 24727-3:

— astandardized method for the un-ambiguous description of a range of differing APs;

— a standardized method for the un-ambiguous description of a range of differing cryptographic
algorithms used by the APs.

— ISOJ/IEC 24727-5: [to be published]
— astandardized method for the conformance testing of a range of differing APs;

— the testing requirements for an authentication protocol.

2 © ISO/IEC 2010 — All rights reserved
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5.3 Authentication protocol OID arcs

The OID method set out in ISO/IEC 24727-3 is limited to the standards arc of ISO/IEC 9834-2 and
support the extension of the arc by registration authority procedures.

2010(E)

does not

This part extends these capabilities using a registration authority arc in order to manage the full extensibility

and interoperability requirements for new ISO/IEC 24727 APs under the ISO/IEC 9834-2 registration
arc.

The 1SO 24727-6 Regqistration Authority arc is {iso(1) registration-authority (1) is024727(24727)

authority

part6(6)

new-protocol-short-name (new-protocol-number)}

(N

.4 Authentication protocol registration

h order for implementations of ISO/IEC 24727 using different APs to achieve interoperability, there i
b unambiguously identify the implemented APs.

—

h order to achieve interoperability with a range of APs, implementers require the details of A
ublished in a form which may be referenced. This clause provides a procedure for the registration
nd for those registration details to be made publicly available at a URL, ima format managed by an
A.

09 T =

5.4.1 Authentication protocol registration procedures

—

he procedure supported by this part is compliant with the<ISO/IEC 9834-2 ASN.1 Object Identif
nethod. The registration and procedural requirements for registration of APs are as follows and
equence:

0w -

— the applicant duly completes all documents which form part of the AP registration;

—+ the RA checks the AP registration for ‘eompleteness and that the documentation provided
compliance with this standard. The*RA is only responsible for the administrative operation
purpose of maintenance of the register which does not include technical content containg
applicant’s application;

—+ should there be doubt about any data submitted, or the completeness or accuracy or consig
ownership of the application then the RA shall initiate an investigation where any doubt exists
should initially consult.with the applicant;

—+ if all requirements_are met then the application is accepted and the applicant so advised by the R
—+ if the RAdetermines that the AP application is not complete or does not meet the requiremen
standard>then the applicant is so advised and given the opportunity to revise and re-apply s
conditions set out in the conditions for application set by the Registration Authority;

—+ “when the application is successful the RA allocates an OID using ISO/IEC 9834 procedures ang

s a need

Ps to be
of APs,
ISO/IEC

er (OID)
occur in

ndicates
5 for the
d in the

tency or
The RA

A;
ts of this

ubject to

advises

the applicant that they are the formal registrant of the allocated OID from the date of first publicati

on;

— the RA includes the new AP and registrant details in a publicly available and up-to-date database of
registered OIDs and ISO/IEC 24727-6 APs on the Internet in a web based service. Details are provided in

Annex E;

— once the registration has been successful, the registrant may optionally flag the registration as “Draft
Only”, for a period determined by the registrant. In this case, details of the AP set out in Annex B may be
changed by the registrant until such time that the registrant advises the RA that the AP should be
published as “Final’. Once the AP been published as “Final” there shall be no further changes to the

applicants technical representation of the AP (as set out in Annex B);

© ISO/IEC 2010 — All rights reserved
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— the public records of the registered authentication protocol shall remain until such time as the registrant
requests that they be withdrawn subject to the terms of the conditions for application of the Registration
Authority;

— subject to the conditions for application of the Registration Authority registration status may be changed
to "pending de-registration”. The RA shall advise all registrants of any procedures relating to the status
change of the protocol”.

5.5 Authentication protocol adoption registration

In order
ISO/IEC
and appl

This clay
groups i

551 A

The met
The regi
and occu

— the
for 4

— the
indid
appl

— if th
stan
addi

— ifth
the

— the
oID

— the
regis
Auth

— subj
regi

for operations, specifications, standards or recommendations to achieve interoperability unds
24727 it is necessary for interchangeable components to utilise standardized authentication protoco
cable cryptographic algorithms.

w =

se provides a procedure for the registration of authentication-protocol-adoption by a_party, parties d
cluding communities of interest.

=

uthentication protocol adoption registration procedures

o

nod supported by this part is compliant with the ISO/IEC 9834-2 ASN.1 Object Identifier (OID) metho,
Stration and procedural requirements for registration of authentication-protocol-adoption are as follow
r in sequence:

(2]

hpplicant completes the application form in Annex D and submits it in accordance with the condition
pplication of the RA,

(7]

RA evaluates the application to determine if it is both*complete and the documentation provided

ates compliance with this standard. If it meets alMNrequirements then it shall be accepted and the
cant so advised;
b RA determines that the application is not*complete or does not meet the requirements of this

dard then the applicant is advised and given the opportunity to revise and re-apply subject to any
tional conditions for application set by the Registration Authority;

application is successful the RA updates a public database (accessible at the RA URL address) with
pplicant's details to include the’RAP OIDs. The applicant shall be so advised;

U

RA maintains a publicly ‘available and up-to-date copy of the registrants details and adopted RA
5 on the Internet in aweb based service at the URL address set out in Annex E;

public records_of-the authentication-protocol-adoption will remain current until such time as th
btrant requestSithat they be withdrawn or subject to the conditions for registration of the Registratio
ority;

=

=)

bct torthe conditions for application of the Registration Authority the authentication-protocol-adoptio
Stration status may be changed to "pending de-registration” The Registration Authority shall advise 4l

ptrants _of any procedures relating to _the status change of the authentication-protocol-adoptio

>

regi

registration status.

6 Appointment of the registration authority

It is within the mandate of ISO/IEC to organize registration as specified in this standard. In order to do this,

ISO/IEC
standard

Contact i

appoints, according to their internal requirements and rules, an organization to act as the RA for this

nformation for the RA can be found in Annex E.

© ISO/IEC 2010 — All rights reserved
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From time to time RA details may change; consequently 1SO also maintains an up-to-date listing of
maintenance agencies and registration authorities at the following URL:
http://www.iso.org/iso/standards _development/maintenance _agencies.htm

7 Review of applications

7.1 Procedure
Imor €r for an application 10 be processed, It shall contain suficient njormation 10 enable the applicpnt to be
identified as a bona-fide organization and able to comply with the conditions for application ‘sgt by the
Registration Authority.

Tlhe Registration Authority may investigate unclear or incomplete applications whieh-do not follow its
conditions for application. If the applicant does not agree to the investigation, the application is rejected.

I{ the application does not contain the information specified in the conditions for application, the application
nay be rejected and the applicant notified, citing this sub clause and the specifi¢ missing information as the
pason for rejection.

-

I{ the RA determines that the application is appropriate, then it is put into the confirmation process at clause
7.3.

I{ the RA determines that the application may not be appropriate) then it shall take any steps contained in its
conditions for application.

1.2 Responsetime

—

he review of an application under the procedures specified in 7.1 shall normally be completed yithin 10
orking days of the receipt of the application.

<

1.3 Confirmation process

-

etails of the successful application_shall be recorded on a website maintained by the RA, and the ppplicant
hall be informed of the URL of this site and the OIDs registered.

(7))

8 Content of apptications

8.1 General

Information.réquired by the RA to conduct the registration process may be submitted by e-mail, facsimile,
compact disk or paper copy, or (should the RA chooses to support these options) as a Web-based form or
using Web Services protocols. Additional information regarding obligations of the applicants and information
regarding applicable laws are contained in the conditions for application of the Registration Authority.

8.2 Applications

The application shall include all the information required by Annexes A, B and C for AP registration and
Annex D for AP adoption registration including associated requirements stated in those annexes for the
inclusion of documents, indemnities and diagrams.

For AP registration the application forms collect the following information:

1) contact and commercial identification information of the applicant;

© ISO/IEC 2010 — All rights reserved 5
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2)

3)

4)

5)
6)
For AP 4
1)
2)
3)
4)
5)

6)

8.3 Maintenance of a web-based register

The RA
—  regis

— are

Each entry shall give the identifier infermation, together with a link to the full details provided in the approved

applicati

The RA
determin
manner.

The RA
available

a completed authentication-protocol-template (derived from ISO/IEC 24727-3 Annex A and B)
populated with specific details of the authentication protocol proposed and cryptographic algorithms
supported;

intellectual property details of the applicant and the AP including patent country and patent number
and ownership;

an authentication-protocol-test-plan (APTP) populated with specific details required to test the
proposed AP according to ISO/IEC 24727-5 [to be published];

the Certification form, see Annex C;

other comments the applicant requires for publication.

doption registration the application form collects the following information:

contact and commercial information of the applicant;

name of the operation, specification, standard or recommendation which uses-the RAP OID;
the RAP OID to be used,;

the cryptographic algorithms supported,;

the ISO/IEC 24727-4 Stack Model supported;

other comments the applicant requires for publication.

shall maintain two registers to include the following:
tered authentication protocol including:the registered OID;

jister of authentication-protocol-adeption including the OID adopted.

bn with the exception of payment related information and signatures.

shall provide a wehsite which displays the contents of the registers. The RA shall be responsible fq
ng the internal prfecedures necessary for the maintenance of the register in a timely and appropriate

=

brovides @nnual reports to the ISO/IEC JTC1/SC 17 Sub-Committee and ISO Secretariat. These are
by reguest from the Sub-Committee.

© ISO/IEC 2010 — All rights reserved
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Annex A
(normative)

2010(E)

Application for registration of an ISO 24727 registered authentication

protocol

Tlo: 1ISO 24727-6 Authentication Protocol Registration Authority.

>

pplicants should note that all information provided via this form including all attached details-but ¢
ayments details will be published on the RA web site.

o]

A.1 Contact information of organization requesting RAP

Qrganization Name:

excluding

National Business Identification Number:

Country and State/Region for business identification purposes:

Address:

© ISO/IEC 2010 — All rights reserved
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Telephone:

Fax:

E-mail:

A.2 Adthorized representative

Name:

Title:

Address

E-mail:

Signatur

1%

A.3 Short Identifying name of the RAP proposed

Use the same identifier used in the Registered Authentication-protocol-template.

8 © ISO/IEC 2010 — All rights reserved
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A.4 Short functional description of the RAP proposed

Full details are separately required in the Registered Authentication-protocol-template.

A.5 Patents applicable to RAP proposed

b the proposed authentication protocol subject to any patents ?

[ E Public Domain C

Subject to patent numbers in countries noted below Not subject to paten

[ ISO/IEC Protocol

A.5.1 Patent countries/numbers which apply to the RAP

All known patents should be listed.

A.6 Licence conditions

by

re there any conditions which an implementer must comply with in order to utilise the proposed
uthentication protocol ?

D

» » e

“  See below No~ Public Domain Yes — Contact Licensee Yes - Refer ISO/IEC Standarf as set

-
dut belowE Y€&s'y—"open source — refer details of licence below.

A.6.1 Licence conditions

© ISO/IEC 2010 — All rights reserved 9
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A.7 Contact for licensing/patent purposes (if different to applicant)

A.8 Signatories
Signed this day of the month
By: (name) Signature:

Company Seal:

Witnessgd by:

of the year

By: (name)Signature:
Contact address and phone number of withess
10

© ISO/IEC 2010 — All rights reserved
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Annex B
(normative)

Authentication protocol template

To: 1ISO 24727-6 Authentication Protocol Registration Authority.

2010(E)

—

he following APT is derived from ISO/IEC 24727 part 3, Annex A. Applicants should refer to this.sta
xamples and details of how to complete this template.

D

B.1 Identification of proposed AP

(@)

uggested short identifying name of the AP proposed.

ndard for

—

se the same identifier used in the Registered Authentication Protocol application form. This s
etween 20 and 40 characters. Note that this may be changed by the RA if a name conflict should o
nother previously registered AP.

D O

(@)

hort functional description of the AP proposed.

hould be
ccur with

Use the same description used in the Registered Authentication Protocol application form.

Long description of the AP proposed.

Tlhis should 'be informative to the reader so as to assist the selection of AP.

List-of other ISO 24727 RAP OID/s used in this proposed AP.

If other ISO/IEC 24727-3 or 24727-6 APs are used within the proposed AP the OID of these should
here.

Block diagram of proposed Authentication Protocol.

© ISO/IEC 2010 — All rights reserved
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Attach a JPEG format block sequence diagram, formatted to the style used in ISO/IEC 24727-3, Annex A
(an example is provided below). This sequence diagram shall describe the following components:

— client-application;
— ISO/IEC 24727-3 layer implementation;

— card-application component;

—  SAL-AR! infnrfqr‘o;

— GCllinterface.

This diagram shall set out all significant steps required of the AP to support interoperability.

API GCl
Client- Part 3 Card-

Application @ v Layer v Application

—p Set
Authentication
- State :—I

Figure B.1 — Example protocol diagram

B.2 Marker

Describg the construct using ISO/IEC 24727 part 3 methodology.

B.3 DIDCreate

Describg the, construct using ISO/IEC 24727 part 3 methodology.

B.4 DIDUpdate

Describe the construct using ISO/IEC 24727 part 3 methodology.

12 © ISO/IEC 2010 — All rights reserved
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B.5 DIDGet

Describe the construct using ISO/IEC 24727 part 3 methodology.

B.6 Authentication

| ww]

escribe the protocol in detail using ISO/IEC 24727 part 3 methodology taking care to set out all steps and
ranches in the protocol as well as clear links to the numbered authentication steps shown in the dipgram at
B.1.1.

o

B.7 Encipher

| w ]

escribe explicitly the expected result of this request.

B.8 Decipher

Cl

escribe explicitly the expected result of this request.

B.9 GetRandom

Describe explicitly the expected result of this request.

B.10 Hash

Describe explicitly the expected result of this request.

© ISO/IEC 2010 — All rights reserved 13
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B.11 Sign

Describe explicitly the expected result of this request.

B.12 \erify Sighature

Describg explicitly the expected result of this request.

B.13 VYerifyCertificate

Describg explicitly the expected result of this request.

B.14 Testing

)

Attach either full details of test plans or alterhate test methods such as test cards or emulators (including link
to supporting material) using the ISO/IEC 24727 part 5 testing methodology for APs.

B.15 Cryptographic algorithm requirement

List the gpecific cfyptographic algorithm/s and their OIDs supported by the protocol.

B.16 Certification

Complete and submit Annex C certification form either as a self-certification or as a certification performed by
an independent authority.

For the initial registration of an AP the applicant may self certify. The conditions to meet a registration renewal

will be stated in the future amendment to this part of ISO/IEC 24727. In the case of self certification the
applicant’s assertion shall be based on the assurance that the AP conforms to ISO/IEC 24727.
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Annex C
(normative)

Authentication protocol certification form

To: 1ISO 24727-6 Authentication Protocol Registration Authority.

>y

pplicants should note that all information provided via this form including all attached details put)gxcluding
payments details will be published on the RA web site.

¢.1 Contact information of certifying organization

Qrganization Name:

National Business Identification Number:

Country and State/Region for business identification purposes:

Address:

© ISO/IEC 2010 — All rights reserved 15
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Telephone:

Fax:

E-mail:

C.2 Adthorized representative

Name:

Title:

Address

E-mail:

A1%

Signatur

C.3 Ildentifying“name of the certified authentication protocol

16
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C.4 Certification

Type of certification

<Yes/No> Self Certification (applicant and certifier are the same organization).
<Yes/No> Independent Certification (applicant and certifier are different organizations).

Detail of Certification

A

Yes/No> Does the authentication protocol meet the minimum requirements of an authentication(prptocol as
set out in ISO/IEC 24727 part 3.

A

Yes/No> Does the test plan in the application for the authentication protocol meet the minimum reqyirements
f an authentication protocol test plan as set out in ISO/IEC 24727 part 5.

(@]

A

Yes/No > Does the authentication protocol pass the test plans submitted with the@pplication ?

¢.5 Signatories

(N

igned this day of the month of the.year

By: (name) Signature:

CGompany Seal:

<

Vitnessed by:

By: (hame) Signature:

Contact address and phone number-of\witness.
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Annex D
(normative)

Registration of authentication protocol adoption application

To: 1ISO 24727 Authentication Protocol Registration Authority.

Applican
payment

D.1 Cd

Organiza

[s should note that all information provided via this form including all attached details but excluding
5 details will be published on the RA web site.

ntact information of organization

tion Name:

National

Business ldentification number:

Country

And State/Region for business identification purposes:

Address

Telephone:

Fax:

E-mail:

18
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