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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establish i izati i i i j v —C
technical fommittees collaborate in fields of mutual interest. Other international organizations, governnental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives), Part 2.
The main| task of the joint technical committee is to prepare International Standards.,Draft Internatiopal
Standardd adopted by the joint technical committee are circulated to national bodies fér yoting. Publication [as
an International Standard requires approval by at least 75 % of the national bodies gasting a vote.

Attention {s drawn to the possibility that some of the elements of this document'may be the subject of patgnt
rights. ISQ and IEC shall not be held responsible for identifying any or all such_patent rights.

ISO/IEC 24708 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,
Subcommiittee SC 37, Biometrics, in collaboration with ITU-Fx The identical text is published [as
ITU-T Reg. X.1083.
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Introduction

This Recommendation | International Standard, the BioAPI interworking protocol (BIP), specifies the syntax,
semantics, and encodings of a set of messages ("BIP messages') that enable a BioAPI-conforming application to
request biometric operations in BioAPI-conforming biometric service providers (BSPs) across node or process
boundaries, and to be notified of events originating in those remote BSPs. It also specifies extensions to the architecture
and behaviour of the BioAPI framework (specified in ISO/IEC 19784-1) that support the creation, processing, sending,
and reception of BIP messages.

A scenario where this Recommendation | International Standard would be applicable is where a national government
decides to establish a system of biometric enrolment and authentication that will involve a central database of all
enrolled persons in the country, with access to that database from biometric devices in health-care, socia services,

i e bl A o e iy comdone Thic io ana af coysaral ol oot ae ook thaPIlDwald bha of on
YAt o, A o SCCUTTty - SCIvVICCS T TS TS OUTNC O SOV Cria PP Catror ISV TNICr S thiC o1 VOGO OC O G3C!

The BIP protocol is designed so that a conforming implementation does not have to support the whole functipnality of a
BioAPI framework. Several conformance classes are defined in this Recommendation | International $tandard to
acommodate various degrees of support of such functionality. This makes it possible_to, create |ightweight
implementations of this Recommendation | International Standard in which support of BioAPKkconforming gpplications
dr BioAPI conforming BSPsiis either not possible or not required.

his Recommendation | International Standard uses the ASN.1 notation (see ITU-T Re€. X.680 series | ISO/|EC 8824-1
hulti-part standard) to specify the protocol messages.

=0 =]

lauses 7 to 11 contain informative overview material. Clauses 12 onwards (and-some annexes) provide th¢ normative
pecification.

lause 7 describes the architecture of BIP.

lause 8 describes the mechanism of remote GUI event notifications,

lause 9 presents some exampl es of possible system configurations using BIP.
lause 10 describes the format of the biometric data transferréd by BIP.

lause 11 describes the identification of BIP endpoints; applications, and BSPs.
lause 12 provides an overview of BIP message exchanges.

lause 13 contains general provisions which areiinvoked by other clauses.

lause 15 specifies the mapping between BioAPI types and the corresponding ASN.1 types that occur as components of
IP messages.

lause 16 specifies the syntax of some individual BIP messages and the actions to be performed when feceiving a
i0API function call or aBIP message related to a BioAPI function call.

lause 17 specifiesthe-syntax of some individual BIP messages, and the actions to be performed when [receiving a

q

S

q

d

d

d

d

q

d

(lause 14 specifies the genera syntax of\aBl1P message.
d

B

q

B

d

BioAPI callback eraBIP message related to a BioAPI callback.

(lause 18 specifies a number of conceptual tables to be used by an implementation.
(lauses 1910°33 contain specific provisions which are invoked by other clauses.

i

nnéx A is normative and specifies the TCP/IP binding of BIP.

B

nnex-B-isnormetiveand-specifresaddittona-provisons forthe FEPAP-bindingof Bt

Annex Cis normative and specifies the SOAP/HTTP binding of BIP.

Annex D isinformative and clarifies the minimal requirements for simple systems.

Annex E isinformative and provides examples of scenarios in which the BIP might be employed.

Annex F is normative and contains the complete ASN.1 specification of BIP.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Biometrics — BioAPI interworking protocol

1 Scope

11 This Recommendation | International Standard specifies the syntax, semantics, and encodings of a set of
messages ("BIP messages') that enable a BioAPI-conforming application to request biometric operations in BioAPI-
conforming biometric service providers (BSPs) across node or process boundaries, and to be notified of events
originating in those remote BSPs.

N e—ocal—and M contal - i orage—and—retreval blometric
infprmation records, processing or comparisol samples from one or moreChidmetric
senpsors. It is possible for an individual node or process to contain both (one or more) applications that access remote BSPs, and
(one or more) BSPs that are accessed by remote applications.

12 This Recommendation | International Standard also specifies extensions to the architecture~and behaviour of
the BloAPI framework that support the creation, processing, sending, and reception of BIP messages. A BioAPI
frameyvork conforming to this Recommendation | International Standard (a "BlP-enabled) framework™") cfeates,
processes, sends, and receives BIP messages in close relationship with BioAPI function calls;and callbacks. Outgoing
BIP npessages can be generated and sent by the framework as part of the handling of .aa incoming call or callback.
Incoming BIP messages can cause actions to be performed by the framework as though a call or callback haps been
received.

13 This Recommendation | International Standard explicitly allows for BIP messages to be created, progessed,
sent, dnd received by a software entity (a"generic BIP entity") that is not necessarily a BIP-enabled framework.

NQTE — This makes it possible to create lightweight implementations of thissRecommendation | International Standard ir] which
S.J%)'ort for BioAPI-conforming applications or BioAPI-conforming BSRs is either not possible or not required. Therg is no

externally observable difference between the BIP messages created and sent by a generic BIP entity and those created and gent by
a BIP-enabled framework. However, while a Bl P-enabled framework_is¥equired to fully and properly implement the relat|onship
specified herein between BIP messages and BioAPI function calls-ar-¢allbacks, a generic BIP entity has no such obligatipn (see
clause 6).

14 This Recommendation | International StandardZspecifies the use of any of several commonly avgilable
transpprt protocols for the transfer of BIP messages between apair of software entities ("BIP endpoints").

15 Standardization of biometric data blocks (carrying raw, intermediate, or processed biometric samples)|is not
in thefscope of this Recommendation | International Standard.

NQTE — Standardization of such formatsis performed by the various parts of ISO/IEC 19794.

16 Standardization of biometric.information records (each containing one or more biometric data blocks tagether
with iglentifying and other meta-information) is not in the scope of this Recommendation | Internationa Standard.

NQTE — Standardization of the elements of such formatsis performed by 1SO/IEC 19785-1, which also contains the speciflication
of pnumber of standardized.biometric information record formats.

17 Comparison algerithms for biometric identification or verification are not in the scope of this
Recorpmendation | Intérnational Standard.

18 The definitron of security mechanisms is not in the scope of this Recommendation | International Standard,
but a humber of bindings to secure transport protocols are specified in order to support secure exchanges betwegn BIP
endpajnts.

19 The classification of, determination of, or requirements on the performance of biometric systems is nofjin the
scope Of TS Recommendation | ntermnationa Standard:

1.10 This Recommendation | International Standard specifies a Version 1 of the BioAPI interworking protocol
(BIP), and assigns it the ASN.1 object identifier value {iso standard 24708 version (1)} (see ITU-T Rec. X.680 |
I SO/IEC 8824-1 for the meaning of this notation).

111 ISO/IEC 19784-1 specifies version 2.0 and 2.1 of BioAPI. This Recommendation | International Standard
provides support for only version 2.1.

ITU-T Rec. X.1083 (11/2007) 1
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2 Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations| International Standards
ITU T Recommendanon X 667 (2004) | ISO/I EC 9834 8 2005 Informat|on technology Open Systems

components.

ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology — Al
Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information (technology — Alpstract

Syntax Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology — Alpstract

Syntax Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002; Mformation technology — Alpstract

Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.691 (2002) | ISO/IEC 8825:2:2002, Information technology —
encoding rules; Specification of Packed Encoding Rules (PER).

ITU-T Recommendation X.693 (2001) | ISO/IEC  8825-4:2002, Information technology —
encoding rules: XML Encoding Rules (XER).

ASN.1

ASN.1

ITU-T Recommendation X.693 (2001)/Amd.1:(2003) | ISO/IEC 8825-4:2002/Amd.1:2004, Inforimation

technology — ASN.1 encoding rules. XMLwEncoding Rules (XER) — Amendment 1: XER en
instructions and EXTENDED-XER.

2.2 Paired Recommendations | International Standards equivalent in technical content
None.
2.3 Additional references

ISO/IEC TR 8802-1)2001, Information technology — Telecommunications and information exq
between systems = Local and metropolitan area networks — Specific requirements — Part 1 : Overy
Local Area Network Standards.

I SO/IEC~19784-1:2006, Information technology — Biometric application programming inter
Part 1)BiOAPI specification.

ISONEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Framey
Part 1. Data element specification.

ISO/IEC 19785-3:2007, Information technology — Common Biometric Exchange Formats Framey

coding

hange
iew of

ace —
vork —

vork —

Part 3: Patron format specifications.

ISO/IEC 19794 (all parts), Information technology — Biometric data interchange formats.
IETF RFC 768 (1980), User Datagram Protocol.

IETF RFC 791 (1981), Internet Protocol.

IETF RFC 793 (1981), Transmission Control Protocol.

IETF RFC 826 (1982), Ethernet Address Resolution Protocol.

IETF RFC 1945 (1996), Hypertext Transfer Protocol — HTTP/1.0.

IETF RFC 2131 (1997), Dynamic Host Configuration Protocol.

IETF RFC 2136 (1997), Dynamic Updates in the Domain Name System (DNS UPDATE).
IETF RFC 2462 (1998), |Pv6 Stateless Address Autoconfiguration.

ITU-T Rec. X.1083 (11/2007)


https://standardsiso.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

— |ETF RFC 2616 (1999), Hypertext Transfer Protocol — HTTP/1.1.

— |ETF RFC 2818 (2000), HTTP Over TLS.

— |ETF RFC 3315 (2003), Dynamic Host Configuration Protocol for |1Pv6 (DHCPV6).
— |ETF RFC 3927 (2005), Dynamic Configuration of 1Pv4 Link-Local Addresses.

— |ETF RFC 3987 (2005), Inter nationalized Resource Identifiers (IRIS).

— |ETF RFC 4443 (2006), Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Soecification.

— W3C SOAP 1.2:2007, SOAP Version 1.2.

— W3C SOAP MTOM:2005, SOAP Message Transmission Optimization Mechanism.
—  W3C XMLENC:2002, XML Encryption Syntax and Processing.

—  WB3C XMLDSIG:2002, XML — Sgnature Syntax and Processing.

3 Conformance

The ferms and definitions specified in ISO/IEC 19784-1 and ISO/IEC 19785-1nadso apply tq this
Recommendation | International Standard.

The f@llowing additional terms and definitions are used:

31 acknowledgement BIP message: BIP message conveying a response;(acknowledgement) to g prior
notifigation BIP message.

NQTE — Not al notification BIP messages have a corresponding acknowledgement BHP message.

32 BlP-enabled framework: Augmented version of the BioARl/ framework that is capable of creating,
procegsing, sending, and receiving BIP messages in close relationship.with BioAPI function calls and callbacks.

NQTE — Not all implementations of the BlIP-enabled framework are BioAPI frameworks fully conforming to I1SO/IEC 19784-1
(ssethe Noteto 6.7).

33 BIP endpoint: Runtime entity, identified by an endpoint IRI, capable of sending and receiving BIP megsages,
and containing either a running generic BIP entity, or a runhing BlP-enabled framework with one component registry,
zero gr one running BioAPI application, and zero or morerunning BSPs.

34 BIP link: Logical connection between two BIP endpoints, consisting of a mandatory request/responge link
channgl and an optional notification/acknowledgemient link channel, in which one BIP endpoint plays the role of master
and the other playsthe role of slave.
NQTE — At most one BIP link can exist between any pair of BIP endpoints for either assignment of roles. If a BIP link has two
link channels, one of the two BIP endpoints will be the master endpoint in both link channels, and the other one will be the slave

englpoint in both. A BIP link cannot{exist between a pair of BIP endpoints if both are master-role-capable or both are slaje-role-
capable.

35 BI P message: Message that can be sent from a BIP endpoint to another BIP endpoint through alink chgnnel.

3.6 BSP access UYID: Non-persistent UUID that is dynamically generated and assigned by a BIP-ehabled
frameyvork to a BSPthat'is available for loading into a given BIP endpoint (either the local one or a remote ong), and
whichjunambiguougly-identifies both the BSP and (implicitly) the BIP endpoint.

NQTE — BSRaccess UUIDs are meaningless outside the BIP endpoint in which they have been generated.

37 BSP-product UUID: Persistent UUID that has been assigned to a BSP software product by its vendor.
NQTE-L — The BSP product UUID is expected to remain the same across multiple installations of the same BSP on dffferent
systems:

NOTE 2—A BSP product UUID can be generated and registered at http://www.itu.int/I TU-T/asn1/uuid.html (see ITU-T
Rec. X.667 | ISO/IEC 9834-8).

3.8 CBEFF: Data elements and BIR formats specified in ISO/IEC 19785-1.

39 endpoint IRI: IRI that unambiguously identifies a BIP endpoint.

NOTE — There are no constraints on the form of this IRI. In general (unless a binding specification prescribes otherwise), thereis
no relationship between the IRI scheme of the endpoint IRI and the binding(s) supported by the underlying implementation. This
implies that, in general, an endpoint IRl may not provide, by itself, sufficient information for locating the BIP endpoint on a
network.
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3.10 generic BIP entity: Software entity that is capable of creating, processing, sending, and receiving BIP
messages, but which does not necessarily implement the BioAPI APl and the whole functionadity of a BioAPI
framework (including access to the component registry and to local BSPs).

311 link channel: Logical connection from one BIP endpoint to another BIP endpoint using a specific transport
protocol binding, in which one BIP endpoint plays the role of master and the other plays the role of dave.

312 master endpoint (of a given BIP endpoint): BIP endpoint that has been logically connected with a BIP link
to the given (slave) BIP endpoint, and which is capable of sending request BIP messages to the given BIP endpoint and
processing notification BIP messages received fromit.

NOTE — A given BIP endpoint may play both the role of master and the role of slave at the same time, with any number of other
BIP endpoints, provided that an appropriate set of BIP links are established.

313 notification BIP message: BIP message conveying the notification of an event of interest to the receiving
BIP epdpoint.

3.14 notification/acknowledgement  link channel: Link channel through which notification| and
acknopvledgement BIP messages are transferred.

NQTE — A notification/acknowledgement link channel can only exist as part of aBIP link. Its presencein a BiR4ink is optjonal.

3.15 remote access policy: Determination of which local BSPs, which local BFPs, andowhich BioAPI| units
(mangged by those BSPs and BFPs) a BIP endpoint makes available for use by another BIP eadpoint.

3.16 request BIP message: BIP message conveying a request for an action to be petfoermed by the receiving BIP
endpojnt.

317 request/response link channel: Link channél through which request.-and response BIP messages are
transf@rred and which is always present in aBIP link (see 3.4).

NQTE — A request/response link channel can only exist as part of a BIP link.
3.18 response Bl P message: BIP message conveying aresponse to aprior request BIP message.

3.19 slave endpoint (of a given BIP endpoint): BIP endpointite’which the given (master) BIP endpoint hgs been
logicgly connected with a BIP link, and which is capable of proeessing request BIP messages received from thg given
BIP endpoint and sending notification BIP messages to it.

NQTE — A given BIP endpoint may play both the role of master and the role of dave at the same time, with any number g@f other
BIP endpoints, provided that an appropriate set of BIP linksare established.

3.20 transport protocol binding: Physical realization of alink channel, specifying what transport protocol o use,
how tp encode BIP messages, how to compose transport-level messages carrying the encoded BIP messages, angl other
detail$ about the usage of the transport protoeol.

4 Abbreviations

For the purpose of this Recommendation | International Standard, the following abbreviations apply.
ARP Address Resolution Protocol

ASN.1 Abstract Syntax Notation One

BDB Biometric Data Block

BFP Biometric Function Providers

BIP BioAPI Interworking Protocol

BIR Biometric Information Record

BSP Biometric Service Providers

DHCP Dynamic Host Configuration Protocol

FPI Function Provider Interface

HTTP  Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol over Secure Socket Layer
IP Internet Protocol (see IETF RFC 791)

IRI Internationalized Resource Identifier

MAC  MediaAccess Control

MTOM Message Transmission Optimization Mechanism
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PER Packed Encoding Rules
SOAP  Simple Object Access Protocol
SPI Service Provider Interface
TCP Transmission Control Protocol
UDP User Datagram Protocol

UUID  Universaly Unique Identifier

Conventions

The following typographic and colour conventions have been followed in this Recommendation | International Standard

to faciflitate reading even though they are not essential to understand the Recommendation:

— Clanguage names and definitions (such as BioAPI type definitions, BioAPI function definitiorls, and
input parameters of BioAPI functions) are displayed as in the following example: Bio AP hit; putput
parameters of BioAPI functions are printed as in the following example: Response;

— ASN.1 language names and definitions (such as ASN.1 type definitions, ASN.1 component namgs, and
BIP message types) are displayed as in the following example: masterEndpoint]RI;

— XML names and documents (such as XML Schema definitions, global element’'names, and examples of
XML-encoded BIP messages) are displayed as in the following example: <bip?verifyMatch/>.

6 Conformance
6.1 Clauses 7 to 33 specify the syntax and semantics of BIP messages and the behaviour of a BIP-ehabled
frameyvork on reception of incoming BioAPI function calls (made by the'loca application), callbacks (made by & local
BSP),|and BIP messages.
6.2 A BIP-enabled framework is one type of implementation of this Recommendation | International Stgndard.
The other type of implementation is a generic BIP entity. A generic BIP entity has the ability to create, procesy send,
and receive BIP messages, but does not necessarily implement the BioAPI API and the whole functionality of a HioAPI
frameyvork (including access to the component registry andto local BSPs) internally.
6.3 Conformance to this Recommendation Mhternational Standard is organized into two conformance|levels
(level |1 and level 2) and three role capability classes (master-role-capable, slave-role-capable, and dual-role-capable).
Thisdives atotal of six conformance classes.asfollows:
Table 1 — Conformance classes
Conformance level
level 1 level 2
(generic BIP entity) (Bl P-enabled framework)
master-role-capable master-role-capable
master-role-capable generic BIP entity Bl P-enabled framework
Role capabhility slave-role-capable slave-role-capable
class save-role-capable generic BIP entity Bl P-enabled framework
dual-role-capable dual-role-capable
dual-role-capable generic BIP entity Bl P-enabled framework
6.4 The provisions of clauses 7 to 33 shall be applied differently for each of the two conformance levels, as
follows:

a) for aBIP-enabled framework, they shall be applied as specified;

b) for ageneric BIP entity, they shall be interpreted as referring to an ideal framework conceptually present
within the generic BIP entity, with no presumption that the ideal BioAPI and BioAPI SPIs of the ideal
framework are visible to any external observer or test.

NOTE — The internal structure of a generic BIP entity is not merely invisible. It is also totally unconstrained, and is not specified
for the purposes of conformance or conformance testing.
6.5 A software entity may claim to be a master-role-capable Bl P-enabled framework if and only if it:

a) exposesaBioAPI API to alocal application;
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b) processesincoming BioAPI calls from alocal application as specified in clauses 7 to 33;
c) processesincoming notification BIP messages as specified in those clauses; and
d) never produces BIP messages except as specified in those clauses.

6.6 A software entity may claim to be a dave-role-capable Bl P-enabled framework if and only if it:
a) usestheBioAPI SPI exposed by local BioAPI-conforming BSPs to interact with them;
b) processesincoming callbacks from local BSPs as specified in clauses 7 to 33;
C) processesincoming request BIP messages as specified in those clauses; and
d) never produces BIP messages except as specified in those clauses.

6.7 A software entrty may clarm to be adual roIe-capabIe BIP—enabIed framework if and only if it satisfies the

rt both
BiOAPI

d-role-

-enabled
ted in

ow the
ipn will
a BIP-
engbled framework. For example, it is not possible, just by observing the BIP messages coming from the other implementation,
to determine whether that implementation uses a real BioAPI-conforming BSP,to perform biometric operations or uses some
non-standard internal architecture.

6.9 Asacorollary of the previous subclauses, the following interfaces are subject to conformance testing fgr each
confofmance class:

Table 2 — Confarmancetesting

Conformance class BioAPI API BioSPI API M essaging interface

master-role-capable generic BIP entity X

slave-role-capable generic BIP entity X
dual-role-capable generic BIP entity X
master -role-capable Bl P-enabled framework X X
slave-role-capable Bl P-enabled framework X X
dual-role-capable Bl P-enabled framework X X X

6.10 Conformance tothe transport protocol bindings specified in Annexes A and B is defined separately far each
annex| However, conformance testing of an implementation cannot be performed unless there is at least one binding
that i$ supported-both by the implementation and by the testing tool. In addition, conformance with respect |to the
correqt processing of notification BIP messages cannot be assessed unless the binding used in the test suppofts the
transfer of notification BIP messages.

6.11 An implementation claiming conformance to Annex A does not need to also claim conformance to Anpex B.
However, conformance to Annex B requires conformance to Annex A.

6.12 Conforming implementations are additionally required to detect and to process bit-patterns in incoming
messages that do not form part of the BIP protocol (or that represent correct messages that are not allowed by previous
exchanges) in a manner that prevents denia of service attacks by an outside source, or by a Trojan horse inside an
otherwise conforming system. This requirement applies to al implementations claiming conformance to this
Recommendation | International Standard, even if the implementation is intended for use on a physically secured
network. It isnot optional if conformance is claimed.

NOTE — This requirement essentially means that a conforming receiver will make no assumptions on the correctness of

encodings and messages that are received, even on an established connection from an authenticated BIP sender. Conforming

implementations should not “crash” due to (for example) buffer over-run problems. It is expected that if BIP becomes widely

used, extensive test-suites will be produced to identify incorrect implementations that result in vulnerability to denia of service
attacks arising from messages that are not correct BIP messages, whether coming from an authenticated sender or not.
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7 BIP architecture

At the heart of BIP are the concepts of BIP-enabled framework, BIP message, BIP endpoint, BIP link, master/save
endpoints, and transport protocol binding, in addition to BioAPI concepts such as BSP and local application.

7.1 Bl P-enabled frameworks

711 One of the purposes of BIP is to enable a BioAPI application to use a remote BSP in the same ways as it
would use alocal BSP. Thisis avery concise statement that is clarified in the following subclauses.

7.12 The distinction between local and remote BSPs is based on the distinction between local and remote BioAP!
frameworks, which is as follows. For a given running BioAPI application, a local BioAPI framework is a running
instance of a BIOAP| framework product that exposes |ts BIOAPl API to the appllcatlon whereas a remote B|oAPI
frameyve : c i ’ different

compuiter or in adlfferent process wrthm the same computer). A local BSPis aloadable or runni ng BSP whose schema
is pregent in the component registry of alocal BioAPI framework, and which is therefore accessible to the'application
through the BioAPI API of that local BioAPI framework. A remote BSP is aloadable or running BSP whose schemais
presert in the component registry of aremote BioAPI framework but not in the component registry af~any local BioAPI
frameyvork, and which is therefore not accessible to the application through the BioAPlI APl of, any local BioAPI
frameyvork.

713 There are many situations in which a BioAPI application may wish to access aqemote BSP. Some examples
are

— asensor device may be physically attached to a computer different fronythe one in which the application
is running, and be managed by a BSP that is loaded into the camputer to which the sensor deyice is
attached;

— atemplate database may be located on a computer differénty from the one in which the applicgion is
running, and be managed by a BSP that is loaded intosthe computer where the template datalyase is
located;

— multiple registered copies of a BSP product implementing a comparison algorithm may be| made
available for execution on multiple serversin order to optimize the use of computing resources;

— awatch-list search service may be provided.tising a BSP running on a server;

— onagiven computer there may be a security policy restricting access to a template database, so that the
BSP that manages the template database and an application that accesses that BSP have to be given
different access control permissions, and therefore cannot run in the same process, even though they are
alowed to run in the same computer;

—  executing an application in-a Separate process from that in which a BSP is running may help incregse the
reliability of the whole.system (when the application crashes, the BSP can remain available, and vice
versa);

— executing an application in a separate process from that in which a BSP is running enables multiple

concurrent applications to share the same running instance of the BSP, which may help the BSP to
optimize its intérnal resource management.

714 Access to remote BSPs through the BioAPlI API of a local framework is not supported by BioAPI|but is
suppofted by BIP.

7.15 The.BioAPI APl exposed by a BlIP-enabled framework is syntactically identical to the one exposegl by a
BioARI framework (the signatur% of all functions are the same), but the semantics of most BioAPI functions is

framework wrth a BI P- enabled framework wrth no vrsrble changes in behavrour (assuming that all currently regrstered
BSPs are re-registered in the new framework).

7.1.6 The above implies that there is no fundamental difference between a BioAPI application (not BlP-aware) that
only uses local BSPs and one (BIP-aware) that uses both local and remote BSPs, apart from the portions of the
application that deal specifically with the location of the BSPs (if any). Both local and remote BSPs are listed in the
array returned by BioAPI_EnumB SPs; both local and remote BSPs are "loaded” by calling BioAPI_ BSPLoad and
are "attached" by calling BioAP|_BSPAttach; both local and remote BSPs can send unit event notifications and GUI
event notifications to the application; and so on. A BioAPI application will still work even if the BioAPI framework is
replaced with a BlP-enabled framework and some or al of the local BSPs are moved to a remote BIP-enabled
framework (and thus become remote BSPs).
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7.2 BI P messages

721 This Recommendation | International Standard specifies a set of messages that can be exchanged between two
BIP-enabled frameworks (using transport protocol bindings) and precise rules for creating and processing those
messages in relation with BioAPI function calls and callbacks. A BlIP-enabled framework is capable of creating,
processing, sending, and receiving BIP messages. The logical connection between two running BlP-enabled
frameworks which supports the exchange of BIP messagesis called a BIP link.

7.2.2 The messaging protocol of BIP is modelled upon the BioAPI APl and is closely related to it. Most BioAPI
functions and callbacks have a corresponding pair of BIP messages (a request message and a response message, or a
notification message and an acknowledgement message), although there are exceptions.

7.2.3 The abstract message syntax of BIP is specified in ASN.1 notation. At the top level, there is a choice between
four main kinds of messages (request, response, notification, and acknowledgement). The BIP messaging protocol does
not specify the use of any particular set of encoding rules for the ASN.1 type definitions, because the transfer ¢f BIP
messages is modelled as a conceptual transfer of abstract values (see 7.4). Encoding rules are specified in the individual
transpprt protocol bindings (see 7.5).

7.24 All four kinds of BIP messages carry a link number, which identifies messages exchanged-across a BIP link
(see 7[4), and an identifier (positive integer), which is either a request identifier (for requests’and responses) or a
notifigation identifier (for notifications and acknowledgements). Request and notification BIR messages sent [across
each BIP link are independently numbered, starting from an arbitrarily chosen number, and are incremented op each
message being sent. When an identifier reaches the top of the allowed range (4294967295), it restarts from zero.
A response BIP message is required to carry the same link number and identifier as‘thé corresponding request BIP
message. The purpose of the link number and identifier in BIP is to facilitate(the pairing of responses with the
corregponding requests and the pairing of acknowledgements with the corresponding notifications. Identifiers carjnot be
reliedjupon for determining the order of transmission of BIP messages.

7.3 BIP endpoints

731 Although it would be possible to specify the exchange of "BHP messages in terms of alocal and a remotg BIP-
enablgd frameworks communicating over a BIP link, this Recommendation | International Standard adopts a gightly
differgnt model based on the concept of BIP endpoint, which accommodates implementations that are BlP-epabled
frameyvorks as well as implementations that are not frameworks, as described in the following subclauses.

732 A BIP endpoint is a conceptual runtime software entity, which is identified by a unique IRI and is capgble of
creatimg, processing, sending, and receiving BlIPxmessages. A BIP endpoint sends BIP messages to anothgr BIP
endpaint through a BIP link, which is alogical connection established between two BIP endpoints. One of the two BIP
endpaints in a BIP link plays the role of master endpoint with respect to that link, the other plays the role of slave
endpajnt with respect to that link.

733 A BIP endpoint may have ainternal structure consisting of the following runtime components:

a) one running instarice)of a BIP-enabled framework (which is responsible for sending and receivipg the
BIP messages that, appear to be sent and received by the BIP endpoaint);

b) one BioAPL'component registry (managed by the framework in a));

C) zero or<onerunning instance of a BioAPI application (which uses the BioAPI API of the framework
ina));

d) zero or more running instances of BSPs (whose BioAPI SPI is used by the framework in @)); and

€)\»-zero or more running instances of BFPs (whose BioAPI FPI is used by some of the BSPsin d)).

734 Alternatively, a BIP endpoint may have a different internal structure or an unspecified internal structlrre, in
which Tase T 1S Said 10 contain a gengric BIP entity (a different conformance class 1rom a BiP-enabied framework).
However, the two BIP endpointsin a BIP link have no visibility of each other's internal structure. All the provisions of
this Recommendation | International Standard regarding the exchange of BIP messages are expressed in terms of a
framework sending a message to a (master or slave) BIP endpoint or receiving a message from a (master or slave) BIP
endpoint, and never refer to the BIP-enabled framework contained in that BIP endpoint (which may or may not contain
a BIP-enabled framework, depending on its conformance class).

7.35 There are many situations in which an implementer may wish to create a generic BIP entity instead of a BIP-
enabled framework. Some examples are:

— computing platforms with constrained resources (such as embedded systems), which are built to perform
a very specific set of biometric functions and do not need to support arbitrary BSPs or arbitrary
applications, but need to support the exchange of BIP messages,
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— implementations of BIP that wish to expose an API different from the standard BioAPI 2.0 defined in
ISO/IEC 19784-1 APl or wish to use biometric service modules different from standard BioAPI 2.0
BSPs;

— implementations of BIP that wish to support the same functionalities of a BioAPI framework while
providing an APl in a programming language other than C;

—  proxies, gateways, firewalls, or other intermediaries which may perform avariety of functions (including
tranglation between different transport protocol bindings, message routing, message logging, security
checks, load balancing, etc.); these functions normally result in another BIP message of the same type
being sent to another BIP endpoint, instead of abiometric operation being performed by that endpoint.

7.3.6 As stated above, the internal structure of a BIP endpoint (and so whether the endpoint contains a BIP-enabled

framevvork or an embedded implementation, a non-standard framework, a proxy, a gateway, €tc.) is not visible to any
Other ocndnaint-that 1o cncinaod in A DID 1inl ath it Tha RID ~Andinain: all avdhihit tha caman halh- -l cases

JII \.llur.:uuu. tllmnuulyuuwnnuuu HHAH T RE- ST UII\J'J\JIIIL WHH-EARHBH-tRe-Sae-Peraved—H—at

as far jps can be observed from the BIP messages being exchanged.

737 The limits imposed on the number of BioAPI applications within a BIP endpoint (at most one)-and pn the
numbgr of endpoint IRIs (one) do not prevent the existence of implementations of this Recommendation {1nterngtional
Standard in which a BIP-enabled framework implementation supports multiple BioAPI applications and multiple
endpaint IRIs simultaneously. Such an implementation can be modelled as a set of conceptual »BIP endpointg, each
having exactly one endpoint IRl and containing at most one BioAPI application,~The provisions df this
Recorpmendation | International Standard then apply to each one of those conceptual BIP endpaints.

7.4 BIP links

74.1 A BIPIlink isalogical connection established between two BIP endpoints for the exchange of BIP megsages.
Thisig avery abstract concept. There are many ways to physically realize a BIP link.

7.4.2 The term "send", as used in this Recommendation | Internationa Standard, means the conceptual transfer of a
BIP npessage from a BIP endpoint (sender) to the BIP link between the sending endpoint and the receiving engipoint.
The njessage being transferred is an abstract value of type BIPMesSage (see clause 14), which is placed on the |ink as
aresu|t of the send. The term "receive", as used in this Recommeéndation | International Standard, means the condeptual
transfgr of a BIP message from the BIP link to the receiving BIP endpoint. The message being transferred is refnoved
from the link as a result of the receive. No assumptions are-fnade at this level about the physical nature of the BIP link,
about [the underlying transport protocol, about the encoding of the BIP message being transferred, and abouf time-
relateql or space-related aspects of sending or receiving, (such as waiting and queuing).

74.3 The roles of master and slave with respect to a given BIP link constrain the types of BIP messages thatja BIP
endpaint can send through the link. A master endpoint can only send request BIP messages and acknowledgement BIP
messages through the link, and a slave endpoint can only send response BIP messages and notification BIP messages
through the link. A BIP link is always.created by a BIP endpoint that intends to act as a master endpoint with respect to
that link and knows in advance the endpoint IRI of the other BIP endpoint. A BIP endpoint that accepts to participate in
alink|being created by another BIPjendpoint implicitly accepts to act as a slave endpoint with respect to that lirk, and
may of may not know in advance the endpoint IRI of the other BIP endpoint (but will learn it as the link is establ{shed).
Therelmay be at most one BHP)link between two BIP endpoints for either assignment of roles, but there is no limif to the
numbjer of links in which-a’BIP endpoint may be engaged (in either role). A BIP endpoint may refuse to participgte in a
link bging created by,a'certain BIP endpoint, or may always refuse to act as a slave BIP endpoint.

744 Each request BIP message sent by the master endpoint through a BIP link is followed by a responge BIP
message sent.by.the slave endpoint through the same link. Some (but not al) notification BIP messages sent py the
save andpoi nt through alink are followed by an acknowledgement BIP endpoi nt sent by the master endpoint t rough
the sal
notific
BioAPI_ BSPLoad or BIOAP| Vern‘yl\/latch made by the local appllcatlon W|th|n the master endpoint. Examples of
notification BIP messages are those originating from a callback to the local framework's unit event handler or GUI
event handler made by alocal BSP within the slave endpoint.

7.4.5 Here is an example of a possible interaction between two linked BIP endpoints that both contain a BIP-
enabled framework. A BioAPI call made by the application in the master endpoint and directed to a BSP in the Slave
endpoint will normally result in arequest BIP message being sent by the master framework to the save framework. The
slave framework will process the message as if it had received a function call on its BioAPl API, and after the
processing, it will send a response BIP message to the master framework, which will then return control to the local
application. A notification callback (such as a unit event notification or a GUI event notification) made by a BSP in the
slave endpoint to its framework will normally result in a notification BIP message being sent by the slave framework to
the master framework. The master framework will process the message by making a callback to a handler function
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provided by the local application. For some notifications, the master framework will send an acknowledgement message
to the slave framework, which will then return control to the local BSP. For other notifications, the slave framework
will return control to the BSP as soon as the natification BIP message has been sent to the master framework.

75 Transport protocol bindings

751 A transport protocol binding is a physical realization of alink channel (either a request/response link channel
or a natification/acknowledgement link channel). In most cases, a binding specification will reference a commonly
available transport protocol rather than specify a new one. A binding specification has to provide complete details
aboult:

— thetransport protocol;
— selection of parameters and options of the transport protocol;

—  bit-level encoding of BIP messages;

—  addressing mechanisms or conventions,

—  possible sharing of atransport-level connection among multiple abstract link channels;

—  definition of transport-level messages that carry the encoded BIP messages,

—  possible grouping of multiple encoded BIP messages into a single transport-level' message;
— any additional mechanisms in support of security, reliability, routing, etc.

752 A BIP link has a request/response link channel, and may or may not have & notification/acknowledgement
link channel. If a BIP link does not have a notification/acknowledgement link channel, then the slave endpoint £annot
send rjotification BIP messages to the master endpoint. If a BIP link has both channels, the two channels may usq either
the sane binding or different bindings. In most cases, a BIP link has both channels and the two channels use th¢ same
bindirg. However, the ability to use different bindings for the two channels(or avoid the notification/acknowledgement
channfl altogether) is useful in many situations where different costs and different benefits are associated with the use
of aparticular binding by each link channel between two given BIP endpoints.

75.3 A conforming implementation of this Recommendatiaon,| International Standard (of any conformance| class)
may Use any transport protocol binding (either standardized er\proprietary) for each link channel when establighing a
BIP link with another BIP endpoint, provided that the other\BIP endpoint supports those transport protocol bindings.
Severg standardized bindings are specified in Annexes'A to C in order to facilitate interoperability, but therg is no
requirpment for implementations to support any one of them.

7.6 Creation and destruction of BI.R{inks

7.6.1 BIP links can be established by either:
a) managed connections;-Or:

b) by automatically-established connections using the so-called Plug and Play (PnP) mechanisms.

NQTE 1 — Specific transport (protocol bindings specified in the annexes define a default PnP mechanism for that transport
pratocol binding.

NQTE 2— Specification)of the mechanisms to be used to establish managed connections is out of the scope pf this
Rerommendation | Jaternational Standard.

7.6.2 The PnR\mechanisms specified in the annexes provide service discovery for BIP master endpoints. Jervice
announcement “mechanisms for dave endpoints are also specified, but their use is optional. The PnP mechgnisms
contai i i i
not in

7.6.3 e P e55ag 0 ying
messages, depending on the capabilities of the specific protocol binding.

EXAMPLE: TCP/IP provides an identification of types of messages between the same endpoints by using different port
numbers for the different types of messages. For the TCP/IP binding of BIP, different ports are used for the PnP
mechanism and for BIP messages.

7.6.4 A BIP link can be created by a BIP-enabled framework either implicitly or explicitly. A BIP link is explicitly
created by the framework when the framework processes an incoming call to BioAP| _LinkToEndpoint made by the
local application. The BIP endpoint identified by the endpoint IRI specified by the application becomes the dave
endpoint in the newly created BIP link, and the local endpoint becomes the master endpoint. A BIP link is implicitly
created by the framework whenever the framework chooses to do so while processing an incoming call to BioAPI_Init
or BioAPI_InitEndpoint. In this case, the local application has no direct control over the creation of BIP links (the
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framework chooses a set of BIP endpoints and attempts to create alink to each of them). Obvioudly, it is possible to use
the two methods in combination. Normally, the framework chooses the binding(s) to use for each link channel, but the
application can suggest a particular binding or particular binding parameters via an auxiliary parameter of the function
BioAPI _LinkToEndpoint (the format of this auxiliary parameter is not standardized). A BIP link is destroyed when
the framework processes an incoming call to BioAP| _UnlinkFromEndpoint (which specifies an endpoint IRI), or
when it processes an incoming call to BioAPI Terminate (all existing links are destroyed), or when it receives a
masterDeletionEvent notification BIP message from a slave endpoint or sends a masterDeletionEvent
notification BIP message to a master endpoint (the link with that BIP endpoint is destroyed), or when a failure of a
transport-level connection is detected.

7.6.5 The creation of a BIP link occurs in two phases. In the first phase (optional), a transport-level connection is
established for each channel (either one or two) of the new BIP link. The first phase may be skipped if it is possible to
utilize a preeX|st|ng transport Ievel connectlon or |f there is no need to eiabhsh a permanent transport level

, ‘ M , : : ne link
beco esthe master endpor nt). Inthe second phase the master framework sends an addMaster request BIPmessage to
the slgve endpoint. On reception of the addMaster request BIP message from the master, the slave framework wjll add
the enfpoint IRI of the new master to its internal MasterEndpoints table, and will return the following informaion in
the agdMaster response BIP message to the master: the framework schema, a list of BSP schemas,and a list f BFP
schemas, copied from its local component registry. On reception of the addMaster response BIR message frgm the
slave, |the master framework will add the framework schemato itsinternal VisibleEndpoints table, the BSP sghemas
to itslinternal VisibleBSPRegistrations table, and the BFP schemas to its internal MisibleBFPRegistrgtions
table. [These three tables contain consolidated schema information coming from the compenent registries of al| slave
endpojnts and from the local component registry, and are consulted (in lieu of the {ogal component registry) py the
functipns BioAPI_EnumFrameworks, BioAPI_EnumBSPs, BioAPI EROmBFPs, BioAPI BSP|Load,
BioAPlI BSPAttach, etc. These tables are updated not only when a link to a'slave is created or destroyed, byit also
when p change occurs in the component registry of any slave endpoint or in the [ecal component registry.

7.6.6 The destruction of a BIP link also occurs in two phases. In/the/first phase, a deleteMaster requegt BIP
message received by a slave from a master will cause the deletion of the MasterEndpoints table entry corr nding
to thgt master. Alternatively, if a dave is terminating (for any~reason), it will send a masterDeletionEvent
notifigation BIP message to all of its masters. In each case, the master will delete all the entries pertaining to thaf slave
from jts VisibleEndpoints, VisibleBSPRegistrations,and VisibleBFPRegistrations tables. In the $econd
phase|(optional), the transport-level connection(s) corresponding to the channel(s) of the link are destroyed by|either
BIP epdpoint. The second phase may be skipped if each'BIP endpoint wishes to be able to utilize the same transport-
level ponnection(s) for a BIP link to be established in the future. In case a BIP endpoint detects the failurp of a
transpprt-level connection of alink, it will delete fram its tables all the entries pertaining to the endpoint (either master
or slaye) associated with that link, and any pending function calls or callbacks related to one of those entries will|return
with gn error.

7.6.7 Due to the way schema information is transferred from a slave endpoint to a master endpoint, a BIP Jink is
neithg symmetric nor transitive. For-example, if an endpoint A links to an endpoint B, an application in A will "sge" the
BSPsfegistered in B, but an application in B will not see the BSPs registered in A, unless another (independent) [link is
established from B to A. If anendpoint A links to an endpoint B which links to an endpoint C, an application in A will
"see" the BSPs registered in(B,but not those registered in C, unless another (independent) link is established from A to
C. (NtFe, however, that the,non-transitivity statement only applies to implementations conforming to level-2, but{not to

level-1 implementations stich as proxies and gateways acting as slaves, because conformance of those implementations
is defined exclusively with regard to the sequences of BIP messages exchanged with a master endpoint. A prpxy or
gatewpy can in factiolate the transitivity rule, so long asit produces BIP messages that could have been producgd by a
BIP-epabled framework with a suitable component registry and a suitable set of local BSPs and BFPs.)

8 Remote Gteventnotifications
8.1 BIP alows an application to run on a different computer from the one in which the BSP is loaded, which is
usually the one where the sensor is physicaly attached. If a non-BlP-aware BioAPI application running in a BIP setup
requests GUI event notification callbacks and the BSP supports those callbacks, the callbacks will be sent to the
application. On reception of those callbacks, the application may display a GUI on the computer where it is running, but
that computer may not be the computer with the sensor attached, which is the one that the subject is using. Any solution
to this problem involves some changes to the application. However, BIP provides support for managing GUI
notifications in many useful ways, including support for dual (or even multiple) GUI displays on different computers
when asubject is assisted by a person that oversees the capture operation.

8.2 GUI notification callbacks are sent to an application that has subscribed to them by indicating which types of
GUI callbacks related to a given attach session (or to a given BSP) it wants to receive, and has subsequently called a
capture function on that attach session (or on any attach session of that BSP).
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8.3 Such GUI notification callbacks are called primary in BIP. In addition to primary GUI notification callbacks,
BIP supports secondary GUI notification callbacks, which are sent to an application (in any endpoint) that previously
subscribed to them providing a GUI event subscription UUID. (No GUI event subscription UUID is provided when
subscribing to primary GUI netification callbacks.)

8.4 Secondary GUI notification callbacks have the same forms as primary GUI natification callbacks. Also, the
same BioAPI function is used to subscribe to primary and to secondary GUI notification callbacks.

8.5 There are two ways in which a secondary GUI natification callback can be sent to an application (called a
GUI handler application):

a) onreception of a primary GUI notification callback, the application makes a call to the BioAPI function
BioAPI NotifyGUIEvent; the parameters of this function include all the parameters of a GUI
notification callback, plus a GUI event subscription UUID; these functions request the framework to
Jenerate a Secondary GUtmotifieation cattbackand send it to the apptication rdentified by that givan GUI
event subscription UUID (more precisely, the parameters of this call identify the endpoint, the B$P, the
unit 1D, and the GUI notification handler);

b) before receiving a primary GUI natification callback, the application has made a call-to the HioAPI
function BioAPI_RedirectGUIEvents by providing a GUI event subscription~\UUID; the| other
parameters of this function allow the application to indicate which kind of GUI eyent'notificationd are to
be redirected to the secondary GUI handler.

9 Examples of possible system configurations

9.1 Figure 1 illustrates three BIP endpoints. In norma BioAPI operation, any application in a system can
interwjork with any BSP in the same system. Thisis till possible when usingBI P.

9.2 Using BIP, any application in one system (for example, endpoint/A) can interwork with any BSP in gnhother
system (for example, endpoints B and C), subject to the remote accesspolicy implemented in the endpoints.

9.3 There is no support in this version of the BIP for an gpplication in endpoint B to interwork with a BSP in
endpojnt C (or vice versa), unless there is a further direct logical connection between endpoints B and C. That is,
relaying is not supported by this version of the BIP.

94 Figures 2 to 7 show some possible architectures.using level-2 implementations of BIP.

NQTE — Figures 2 to 7 areillustrative, and not exhaustive. Many other combinations are possible within the generic architecture
of Figure 1.

9.5 Figures 2 and 3 show a BIP endpoinit.with an application with a locally loaded storage BSP and a remote BIP
endpaint with a BSP supporting a biometric-sensor, with comparison supported (Figure 2) locally to the application or
(Figure 3) remotely.

9.6 Figures 4 and 5 show a BHP endpoint with an application with a locally attached biometric sensor|and a
remote BIP endpoint with a-BSP that supports storage, with comparison implemented (Figure4) locally fo the
application or (Figure 5) remotely.

9.7 Figures 6 and-7-show a BIP endpoint with an application but with no locally loaded BSPs, communicating
with rlemote endpoints ‘providing storage and a biometric sensor, with comparison incorporated in either of the two
remote endpoints.

Endpoint B Endpoint A Endpoint C

Application

v

Framework | 4+~Z-1"| Framework | 4Z—1"| Framework

v v

BSP BSP

X.1083(07)_FO1

Figure 1 —An application communicating with two other BSPs on two remote systems
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Endpoint A Endpoint B
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Framework | +—Z— Framework
Storage and matching
BSPs Capture BSP
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Figure 2 — An application communicating with a remote capture BSP,

with all other functions performed locally

Endpoint A Endpoint B
Application
Framework | —Z — Framework

~

Storage BSP

~~

Capture and matching
BSPs

X.1083(07)_F03

Figure 3—An application egmmunicating with a remote capture BSP,

with remete matching and local storage

Endpoint A Endpoint B
Application
Framework | +—Z 1| Framework
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Capture and matching
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Storage BSP
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Figure 4 — An application communicating with a remote storage BSP,

with all other functions performed locally
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Application
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Figure5— An application communicating with a remote storage
and matching BSP, with a local sensor

Endpoint B Endpoint A Endpoint C

Application
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Framework | +—= 1 Framework | +—Z—1 Framework

N~ ~~

Storage and matching ]
BSPs Capture BSP
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Figure 6 — An application communicating-with two remote BSPs, one providing storage
and matching and,the other providing capture

Endpoint B Endpoint A Endpoint C

Application

~~

Framework | +—=Z 1 Framework | —Z 1 Framework

~~ ~~
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t BSP
Storage BS BSPs

X.1083(07) FO7

Figure 7 — An application communicating with two remote BSPs, one providing storage
and the other providing capture and matching

9.8 BIP can support many other configurations of storage, comparison, and capture BSPs. Essentially, BIP
provides transparent (to applications and BSPs) extension of the BioAPI framework across node or process boundaries.
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BIR format

A number of BIP message types defined in this Recommendation | International Standard may contain one or
more BIR. When transferring such messages, the BIRs can be represented in any CBEFF patron format that meets the
following requirements (see 13.16):

a) it supports at least all the data elements and al the abstract values that the BioAPI patron format

supports;
b) incaseit supports additional data elements, those are all optional; and

¢) if it is a complex patron format, it has the ability to carry the data that comprise a simple BIR (and

nothing else).

Each transport protocol b| nding specmes WhICh patron format |s to be used when using that binding. In most

ISO/EC 19785-3.

11

111
BSPs
produ

Identification of BIP endpoints, applications, and BSPs

ISO/IEC 19784-1 clause 10 specifies the use of UUIDs to identify the local BioAP| ‘framework and
as software products. Those UUIDs are not sufficient to distinguish multiple installations of the same so
Ct on different computers, and obviously they cannot distinguish two instances of .thé same installed BSP

availaple for loading into two different BIP endpoints in the same computer, ner«two instances of an in
frameyvork that is common to two different BIP endpoints in the same computer. Far-these reasons, and also in o
provide a more flexible and Web-friendly naming system for BIP endpoints, this Recommendation | Intern
Standard specifies the use of IRIs to identify BIP endpoints and the use of BSP@¢cess UUIDs (as an alternative {

produ
11.2

ct UUIDs) to identify loadable or running BSPs along with their BIP endpoint.

Since a BIP endpoint contains at most one application, an.endpoint IRI is sufficient to identify both

endpaint and the local application in that endpoint (if any). The masterendpoint IRI carried in all request BIP mg

implig

identifies the application whaose function call is being returned,

11.3
produ

In BioAPI, each BSP is identified by a UUID. Fer'the purposes of BIP, this UUID is referred to as th
ot UUID, to emphasize that this UUID identifies the BSP as a product, rather than as an installed instance

runnirjg instance of that product. (If the same BSP isinstalled on different computers, it will have the same BSP p
UUID| on all of them.) The BSP product UUID isin‘the BSP schema and is made available to all applications via
to BiqAPI_EnumBSPs.

114

As aresult of BIP endpoint linking;’ it may happen that the same BSP is available for loading in two o

ified in

local
ftware
that is
Stalled
der to
bti onal
p BSP

aBIP
5sages

itly identifies the calling application, and the master endpoint 1RI carried in al BIP response messages implicitly

e BSP
Dr as a
Foduct
L acal

more

different endpoints. Although the BSR product UUID uniquely identifies a BSP within an endpoint (because th

BSP
registi

annot be registered twice in"the same component registry), there is no limit to the number of indep

BSP groduct UUID does not always provide sufficient information as a parameter of BioAPI_BSPLoad.

115

The function BroAP| BSPLoad expects a UUID as input. In BioAPI, this must be the BSP UUIL

extends the semanticsofyBioAPI BSPLoad by alowing either the BSP product UUID, or a different UUI
identifies both the BSP and the endpoint in which it is registered. The latter is called a BSP access UUID
dynanpically generated by the master framework for al (local and remote) BSPs.

11.6

same
dent

ations of the same BSP in different component registries (and thus in different endpoints). This implies that the

. BIP
D that
and is

> BSP

Unlike the BSP product UUID, which may be known to the application from an external source, th

accesg UUID is dynamic and will not become known to the application (in a reliable way) until runtime. The
application can do either: T

a) cdl BioAPI _EnumBSPs and examine the BSP schemas returned; for each remote BSP (registered and

available for loading in the slave endpoint), the BSP schema will contain the BSP product UUI

D, the

endpoint IRI, and the BSP access UUID (among other data); for each local BSP (registered and available

for loading in the master endpoint), the BSP schema will contain the BSP product UUID, an

empty

endpoint IRI, and the BSP access UUID (among other data); the application can choose a BSP schema
entry based on the BSP product UUID and the endpoint IRI, read the BSP access UUID from that BSP
schema entry, and provide the BSP access UUID as input to BioAPI BSPLoad,

BioAPI BSPAttach, etc.; or

b) assume that the desired BSP is registered in exactly one of the various accessible BIP endpoints (the
master endpoint and all the slave endpoints), and provide the (known) BSP product UUID as input to

BioAPI_BSPLoad.
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11.7 Of course, method b) will only work if the assumption is correct, but is useful in that it maximizes the chances
of successfully running a non-BlP-aware application in a BIP setup. Even in the presence of multiple accessible
endpoints, this method can work well, provided that no BSP (with a given BSP product UUID) is available in more than
one endpoint. If that is not the case, BioAPI BSPLoad will return an error indicating that the BSP product UUID
supplied is ambiguous and the call should be retried by providing the BSP access UUID instead.

12 Overview of BIP exchanges

121 Security and privacy provisions

No provision is made in BIP itself for security privacy of exchanges. If security or privacy is required, it can be

achi evedHay—usgatranspertprotecst-bindigthat-providesseedrty-teehnrigres:

12.2 | Application invocation of functionson aremote BSP

The BioAPI API functions that produce request BIP messages, the clauses of 1SO/IEC 19784-1 specifying the BioAPI

functipns, the corresponding request BIP message, and the clauses of this Recommendation | International Stgndard

specifying the BIP message are listed in Table 3.

Table 3 — Correspondence between BioAPI functionsand BI P message types
BioAPI function ?:Ilgﬁg BIP message types Referpnce
BioAPI_Init 811 None 16.1
BioAPI_InitEndpoint None 16.2
BioAlPIfTerminate 8.1.2 masterDeéletionEvent notification 16.3
BioAlPIfLinkToEndpoint addM aster request and response 16.4
BioAlPI_UnIinkFromEndpoint deleteM aster request and response 16.5
Bio4PI7Enum Frameworks None 16.6
BioAPI_EnumBSPs 8.1.4 None 16.7
BioAPI_EnumBFPs 84:10 | None 16.8
BioAlPIfBSPLoad 8.1.5 bspl oad request and response 16.9
BioAlPIfBSPUnIoad 8.1.6 bspUnload request and response 16.10
BioAlPI_QueryUnits 8.19 gueryUnits request and response 16.11
Bio4PI7QueryBFPs 8.1.11 queryBFPs request and response 16.12
BioAPI_BSPAttach 8.1.7 bspAttach request and response 16.13
BioAlPI_BSPDetaCh 8.1.8 bspDetach request and response 16.14
BioAlPlenabIeEvents 831 enableUnitEvents request and response 16.15
BioAlPIfEnabIeEventNotiﬁcations enableEventNotifications request and response | 16.16
BioAlPI_ControIU NniK 8.1.12 control Unit request and response 16.17
Bio4PI7ControI control request and response 16.18
Bio4PI7FreeBlRHandIe 8.21 freeBIRHandle request and response 16.19
BioAlPI_GetBIRFromHandIe 822 getBIRFromHandle request and response 16.20
BioAlPI EetHeaderFromHandle 8.2.3 getHeaderFromHandle request and response 16.21
BioAPI_SubscribeToGUIEvents subscribeToGUI Events request and response 16.22
BioAPI_UnsubscribeFromGUIEvents unsubscribeFromGUI Events request and 16.23
response
BioAPI_QueryGUIEventSubscriptions queryGUI EventSubscriptions request and 16.24
response

BioAPI_NotifyGUISelectEvent notifyGUI SelectEvent request and response 16.25
BioAPI_NotifyGUIStateEvent notifyGUI StateEvent request and response 16.26
BioAPI_NotifyGUIProgressEvent notifyGUIProgressEvent request and response 16.27
BioAPI_RedirectGUIEvents redirectGUI Events request and response 16.28
BioAPI_UnredirectGUIEvents unredirectGUI Events request and response 16.29

16 ITU-T Rec. X.1083 (11/2007)
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Table 3 — Correspondence between BioAPI functionsand BI P message types

BioAPI function BioAPI BIP message types Reference
clause
BioAPI_Capture 841 capture request and response 16.30
BioAPI_CreateTemplate 842 createTemplate request and response 16.31
BioAPI_Process 84.3 process request and response 16.32
BioAPI_ProcessWithAuxBIR 844 processWithAuxBIR request and response 16.33
BioAPI_VerifyMatch 845 verifyMatch request and response 16.34
BioAPI_ldentifyMatch 8.4.6 identifyMatch request and response 16.35
Bio4PI7Enro|I 847 enroll request and response 16.36.
BioAlPI_Verify 8.4.8 verify request and response 16.37
BioAlPI_Identify 849 identify request and response 16.38
Bio4PI7|mport 8.4.10 import request and response 16.39
BioAlPI_PresetldentifyPopuIation 84.11 presetldentifyPopul ation request and respanse 16.40
BioAlPI_Transform transform request and response 16.41
BioAlPLD bOpen 851 dbOpen request and response 16.42
BioAlPI_DbCIose 852 dbClose request and response 16.43
BioAlPI_DbCreate 853 dbCreate request and response 16.44
Bio4PI7DbDe|ete 854 dbDelete request angd-response 16.45
BioAlPI_DbSetl\/Iarker 855 dbSetMarker requést and response 16.46
BioAlPI_DbFreel\/Iarker 8.5.6 dbFreeMarker request and response 16.47
Bio4PI7DbStoreBIR 857 dbStoreBIR request and response 16.48
BioAPI_DbGetBIR 85.8 dbGetBIR request and response 16.49
BioAlPI_DbGetNextBIR 859 dbGetNextBIR request and response 16.50
Bio4PI7DbDe|eteBIR 8.5.10 dbDeleteBIR request and response 16.51
BioAlPI_CaIibrateSensor 8.6.4 calibrateSensor request and response 16.52
BioAlPI_SetPowerl\/l ode 871 setPowerM ode request and response 16.53
BioAlPIfSetIndicatorStatus 8.6.2 setlndicatorStatus request and response 16.54
BioAlPI_GetlndicatorStatus 8.6.3 getindicatorStatus request and response 16.55
BioAlPI_CanceI 871 cancel request and response 16.57
Bio4PI7Free 8.7.2 none 16.58
BioA'PI_RegisterBSP registerBSP request, registerBSP response, and | 16.59
bspRegi strationEvent notification
BioAPI_UnregisterBSP unregisterBSP request, unregisterBSP response, | 16.60
and bspUnregistrationEvent notification
BioAPI_RegisterBFR registerBFP request, registerBFP response, and | 16.61
bfpRegistrationEvent notification
BioAPI_UnregisteiBFP unregisterBFP request, unregisterBFP response, | 16.62
and bfpUnregistrationEvent notification
BioAPI_EVENT_HANDLER 7.28 unitEvent notification 171
BioAIPI_GUI_SELECT_EVENT_HANDLER gui SelectEvent notification and 17.2
ACKTTUWICUYTITIETTU
BioAPI_GUI_STATE_EVENT_HANDLER gui StateEvent notification and 17.3
acknowledgement
BioAPI_GUI_PROGRESS EVENT_HANDLER guiProgressEvent notification and 17.4
acknowledgement

ITU-T Rec. X.1083 (11/2007) 17
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12.3 Application invocation of functionswith no associated BI P message

A small number of BioAPI API functions invoked by an application do not identify a BSP and are purely local. They
never produce corresponding BIP exchanges, being resolved by information available to the local framework. These are

listed in Table 4.
Table 4 —BioAPI functionswith no corresponding BI P message type
BioAPI function BIOAPI Sour ce of information Reference
clause
BioAPI_EnumFrameworks VisibleEndpoints table 18.2
BioAPI_EnumBSPs 8.14 VisibleBSPRegistrations table 18.3
BioAPI_EnumBFPs 8.1.10 VisibleBFPRegistrations table 18.4
BioAlPI_Free 8.7.2 ApplicationOwnedM emoryBlocks table 18.13

12.4 Event notifications

Once pn application has enabled unit event notification (see BioAPI 9.2.1 & 10.2.1.1/2) from alparticular remote BSP
(using BioAPI EnableEventNotifications), events that occur in the BSP are transferred to the remote $ystem

containing the application by the unitEvent notification BIP message (see 17.1).

13 General provisions

131 This clause contains provisons that only apply as)invoked by other clauses of| this

Recormpmendation | International Standard that reference its individual subclauses.

13.2 In order to create and send a request BIP message of a‘specified type to a slave endpoint with a spgcified

endpant IRI, aframework shall create atemporary abstract valuglof type BIPMessage (see clause 14), where:

a)
b)

0)
d)

e

f)

0)

and sgnd (see 13.8)\the BIPMessage abstract value to the specified BIP slave endpoint.

the alternative request shall be selected;
the component masterEndpointlIRI shalle set to the local endpoint IRI;
the component slaveEndpointIRI shall be set to the specified dave endpoint IRI;

the component linkNumber shalllbe set to the link number (see 16.4.4 a)) associated with the BIP link
from the local endpoint to the specified dave endpoint;

the component requestld. shall be set to the current request identifier associated with the BIP link
(see 16.4.4 @), which shall then be incremented by one (if it is less than 4294967295) or reset to zero
(otherwise);

the alternative of-the‘component params corresponding to the specified request BIP message typg shall
be selected; and

the selected-alternative of the component params shall be set to the parameter value specified|in the
invocatienof this subclause;

133 In_order to create and send a response BIP message corresponding to a given request BIP message, a

frameyvork shall create atemporary abstract value of type BIPMessage (see clause 14), where:

a)

the alternative response shall be selected:

b)
0)
d)

e

the components masterEndpointlRI, slaveEndpointIRI, linkNumber, and requestld shall be set
from the components of the request BIP message with the same names;

the aternative of the component params with the same name as the alternative of the component
params that is present in the request BIP message shall be selected;

the selected alternative of the component params shall be set to the parameter value specified in the
invocation of this subclause; and

the component returnValue shall be set to the return value specified in the invocation of this subclause;

and send (see 13.8) the BIPMessage abstract value to the BIP endpoint identified by the value of the component
masterEndpointIRI.

18 ITU-T Rec. X.1083 (11/2007)
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In order to create and send a notification BIP message of a specified type to amaster endpoint with a specified
endpoint IRI, aframework shall create atemporary abstract value of type BIPMessage (see clause 14), where:

a)
b)
0)
d)

e

0)

the aternative notification shall be selected;
the component slaveEndpointIRI shall be set to the local endpoint IRI;
the component masterEndpointlIRI shall be set to the specified master endpoint IRI;

the component linkNumber shall be set to the link number (see 16.4.4 a)) associated with the BIP link
from the specified master endpoint to the local endpoint;

the component notificationld shall be set to the current notification identifier associated with the BIP
link (see 16.4.4 &)), which shall then be incremented by one (if it is less than 4294967295) or reset to
zero (otherwise);

essage type

the selected alternative of the component params shall be set to the parameter value specified|in the
invocation of this subclause;

and sgnd (see 13.8) the BIPMessage abstract value to the BIP endpoint identified by the valde of the component

mast

135
mess3

and <
slave

13.6
receiv|

13.7
that a

a)
b)

0)
d)

e

a)
b)

0)

a)
b)

)

erEndpointIRI.

In order to create and send an acknowledgement BIP message corresponding-te-a given notificatign BIP
pe, aframework shall create atemporary abstract value of type BIPMessage (seecladse 14), where:

the alternative acknowledgement shall be selected; and

the components masterEndpointIRI, slaveEndpointIRI, linkNumber, and notificationld shall be
set from the components of the notification BIP message with the'same names;

the dternative of the component params with the samé name as the aternative of the component
params that is present in the notification BIP message.shall be selected;

the selected alternative of the component params ‘shall be set to the parameter value specified|in the
invocation of this subclause; and

the component returnValue shall be set to the return value specified in the invocation of this subdause;

pnd (see 13.8) the BIPMessage abstract value tocthe BIP endpoint identified by the value of the component
EndpointIRI.

Reception of aresponse BIP message corresponding to a given request BIP message means that a framework
ES (see 13.9) atemporary abstract valueof:type BIPMessage (see clause 14), where:

the alternative response is present;

the components masterEndpointlRI, slaveEndpointIRI, linkNumber, and requestid haye the
same values as the eomponents of the request BIP message with the same names; and

the aternative of\the component params that is present has the same name as the aternative [of the
component params that is present in the request BIP message.

Reception of an-acknowledgement BIP message corresponding to a given notification BIP message means
framework receives (see 13.9) atemporary abstract value of type BIPMessage (see clause 14), where;

thediternative acknowledgement is present;

the components masterEndpointIRI, slaveEndpointIRI, linkNumber, and notificationld hgve the
same val ues as the components of the notification BIP message with the same names; and

13.8

7

the_alternative of the hnmpnnmf patrams that is prneanf has-the-same -name-as-the-alternativelof the

component params that is present in the notification BIP message.

The term "send", as used in this Recommendation | International Standard, usually means the conceptual
transfer of a message from a BIP endpoint (sender) to the BIP link between the sender endpoint and another BIP
endpoint (receiver). The message being transferred is an abstract value of type BIPMessage (see clause 14), which is
placed on the BIP link as a result of the send. No assumptions are made with regard to the nature of the BIP link (except
that it logically connects two endpoints and is oriented), to the transport mechanism or protocol being used, to the
encoding of the BIP message being transferred, and to time-related or space-related aspects of the sending (such as
timeouts and queuing).

I TU-T Rec. X.1083 (11/2007) 19
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13.9 The term "receive", as used in this Recommendation | International Standard, usually means the conceptual
transfer of a message from the BIP link between a BIP endpoint (sender) and another BIP endpoint (receiver) to the
receiver endpoint. The message being transferred is an abstract value of type BIPMessage (see clause 14), which is
removed from the BIP link and copied to a newly created temporary abstract value (see 13.11) within the receiver
endpoint as a result of the receive. No assumptions are made with regard to the nature of the BIP link (except that it
logically connects two endpoints and is oriented), to the encoding of the BIP message being transferred, and to time-
related or space-related aspects of the reception (such as waiting and queuing).
NOTE — The above means that whenever a sentence such as "receive a corresponding response BIP message" (a response
containing the request identifier of the request) occurs normatively in the text, an implementation of a framework may have to
wait for an unspecified time before actually obtaining the BIP message. The binding specifications in Annexes A and C provide
details of BIP message reception for some particular transports.

1310 An "mternal BIOAPl funct|on caII" is a conceptual functlon caII made by the framework to afuncuon of its

} : ordig to the
b |ocal
for a
secondl disti nct BioAPI interface inside the framework), but shall be supported by any mechanism which megts the
followjing requirements:

a) before executing an interna call, the framework shall be able to set the parameters of, the internal cgll;

b) while executing the internal call, the framework shall perform all jtheVactions specified in
ISO/IEC 19784-1 for an incoming call to the BioAPI function, up to and iricluding the determination of
the return value;

¢) the actions performed shall not include any of the modificationsyand additions specified in this
Recommendation | International Standard for an incoming call t6_the same BioAPI function (slich as
determination of the hosting endpoint); and

d) when the execution of the internal call is completed, the framework shall be able to read the pargmeter
values and the return value of the internal call.

13.11| Many subclauses of this Recommendation | International‘Standard specify that a temporary abstract value of
some |JASN.1 type is to be created. All such temporary abstract’values are referenced in subsequent subclausgs that
specify their use. However, there are no subclauses that specify.the deletion of atemporary abstract value. A fr ork
may delete atemporary abstract value at any time with the fal owing restrictions:

a) atemporary abstract value created whilé processing an incoming BioAPI function call from th¢ local
application shall not be deleted beforeglhe framework has returned control to the local application;

b) atemporary abstract value created-while processing an incoming request BIP message from a master
endpoint shall not be deleted before the framework has sent a corresponding response BIP messagd to the
master endpoint;

Cc) atemporary abstract valuie created while processing an incoming callback from a BSP shall phot be
deleted before the framework has returned control to the BSP; and

d) atemporary abstract value created while processing an incoming notification BIP message from a dave
endpoint shall>rot be deleted before the framework has either sent a corresponding acknowled{ement
BIP message to the slave endpoint or has concluded that no acknowledgement BIP message is to be sent.

13.12( Many subelauses of this Recommendation | International Standard specify that, when converting from ASN.1
to C, avariable of sorne C type (or an array of octets, or an array of elements of some C type) is to be allocated gnd its
address is to beassigned to another C variable. However, there are no subclauses that specify the deletion of slich an
alocated varigble or array. A framework may delete an alocated variable or array at any time with the folllowing
restrigtions:

al 3 e local
appllcanon shaII never be deleted except on asubsequent mcommg caII to B|oAPI Free from the local
application;
NOTE 1 — Those alocated variables and arrays can only be output parameters of BioAPI functions created by a
master framework and being returned to the local application.
b) an alocated variable or array created while processing an incoming request BIP message from a master
endpoint shall not be deleted (see 13.14) before the framework has sent a corresponding response BIP
message to the master endpoint;

NOTE 2 — Those alocated variables and arrays can only be output parameters of BioAPI functions created by a
slave framework and being returned by an internal call.
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¢) an dlocated variable or array created while processing an incoming callback from a BSP shall not be

deleted before the framework has returned control to the BSP; and

NOTE 3 — Those allocated variables and arrays can only be input parameters of callback functions created by a

master framework and being provided to the local application.
d) an alocated variable or array created while processing an incoming notification BIP message f

rom a

slave endpoint shall not be deleted before the framework has either sent a corresponding
acknowledgement BIP message to the slave endpoint or has concluded that no acknowledgement BIP

message is to be sent.

NOTE 4 — Those allocated variables and arrays can only be input parameters of callback functions created by a

master framework and being provided to the local application.

When an allocated variable or array is created while processing an incoming BioAPI function call from the
local application (see 13.12), the framework shall add an entry containing the address of the allocated variable or array

to the)ApplicationOwnedMemoryBlocks table (see 18.13).

13.14
(seel
wherg

13.15
minor

13.16
CBER

and sh

13.17
BioA
(whic
transp
only i

13.18
an ab:
patro
abstra|
patror
be lef

shall lye set to 257 and 8 (respectively).

14
141

B.12 (b)) shall be done by making an internal BioAPI function call (see 13.10) to the function Big AP |
the parameter of the function call shall be the address of the allocated variable or array.

The version number associated with this edition of this Recommendation | Internatiopal.Standard is (m
0).

When a BIP message containing a BIR is carried within a transport-level message, the BIR may be
F patron format that meets the following requirements;

a) it supports at least al the data elements and all the abstract values that the BioAPI patron
supports;

b) incaseit supports additiona data elements, those are al optiorial; and

c) if it is a complex patron format, it has the ability to carry the data that comprise a simple Bl
nothing else);

all not bein any patron format that does not meet these reglirements.

When a BIP message to be encoded (at the transport-protocol binding level) contg
P|-BIR-HEADER or BioAPI-BIR abstract valuethen the component formattedBIR of that abstract
h is a BIR in the patron format specified in ISOAEC 19784-1, Annex B) may be converted, as an option
prt-protocol binding implementation, to a different patron format prior to encoding. Such conversion is pef
the new patron format meets the requirementsin 13.16.

When an incoming BIP message (ab the transport-protocol binding level) is found to contain, after deq
Ktract value of type BioAPI-BIR-HEADER or BioAPI-BIR whose components patronFormatOwng
nFormatType have values different from 257 and 8 (respectively), then the component formattedBIR
Ct value shall either be converted to the patron format specified in ISO/IEC 19784-1, Annex B (only if the o
format meets the requirements in 13.16 and the implementation knows how to perform the conversion) o
unchanged. If the conversion is performed, the components patronFormatOwner and patronForma

Bl P message syntax
A BIP message shall consist of an abstract value of the ASN.1 type BIPMessage specified below.

Deletion of an allocated variable or array created while processing an incoming request -BI'P~mpessage

Free,

gjor 1,

n any

ormat

R (and

ns a
value
of the
Mmitted

oding,
br and
Df that
riginal
r shall
Type

BIPMessage ::= SEQUENCE {

n
TTatoT CTrToTCT |

request BIPRequest,
response BIPResponse,
notification BIPNotification,
acknowledgement BIPAcknowledgement
h
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BIPRequest ::= SEQUENCE {
slaveEndpointIRI
masterEndpointIRlI
linkNumber
requestld
params

addMaster
deleteMaster
bspLoad
bspUnload
queryUnits
queryBFPs
bspAttach
bspDetach

EndpointIRI,

EndpointIRI,

Unsignedint,

Unsignedint,

CHOICE {
AddMaster-RequestParams,
DeleteMaster-RequestParams,
BSPLoad-RequestParams,
BSPUnload-RequestParams,
QueryUnits-RequestParams,
QueryBFPs-RequestParams,
BSPAttach-RequestParams,
BSPDetach-RequestParams,

(:‘HdL)I(:‘UIliLI:VEIILb
enableEventNotifications
controlUnit

control

freeBIRHandle
getBIRFromHandle
getHeaderFromHandle
subscribeToGUIEvents
unsubscribeFromGUIEvents
redirectGUIEvents
unredirectGUIEvents
queryGUIEventSubscriptions
notifyGUISelectEvent
notifyGUIStateEvent
notifyGUIProgressEvent
capture

createTemplate

process
processWithAuxBIR
verifyMatch
identifyMatch

enroll

verify

identify

import
presetldentifyPopulation
transform

dbOpen

dbClosg

dbCréate

dpbDelete

dbSetMarker
dbFreeMarker

dbStore

dbGetBIR
dbGetNextBIR
dbDeleteBIR
calibrateSensor
setPowerMode
setindicatorStatus
getindicatorStatus
cancel

EmapteUntEvems-RequestParams, |
EnableEventNotifications-RequestParans

ControlUnit-RequestParams,
Control-RequestParams,
FreeBIRHandle-RequestParamsy
GetBIRFromHandle-RequestParams,
GetHeaderFromHandle-ReguestParams,
SubscribeToGUIEvents-RequestParams,
UnsubscribeFromGUIEVents-RequestParams,
RedirectGUIEvents:RequestParams,
UnredirectGUIEVents-RequestParams,
QueryGUIEventSubscriptions-RequestPafams,
NotifyGUISelectEvent-RequestParams,
NotifyGUIStateEvent-RequestParams,
NotifyGUIProgressEvent-RequestParams
Capture-RequestParams,
CreateTemplate-RequestParams,
Rrocess-RequestParams,
ProcessWithAuxBIR-RequestParams,
VerifyMatch-RequestParams,
IdentifyMatch-RequestParams,
Enroll-RequestParams,
Verify-RequestParams,
Identify-RequestParams,
Import-RequestParams,
PresetldentifyPopulation-RequestParams
Transform-RequestParams,
DbOpen-RequestParams,
DbClose-RequestParams,
DbCreate-RequestParams,
DbDelete-RequestParams,
DbSetMarker-RequestParams,
DbFreeMarker-RequestParams,
DbStoreBIR-RequestParams,
DbGetBIR-RequestParams,
DbGetNextBIR-RequestParams,
DbDeleteBIR-RequestParams,
CalibrateSensor-RequestParams,
SetPowerMode-RequestParams,
SetIndicatorStatus-RequestParams,
GetIndicatorStatus-RequestParams,
Cancel-RequestParams,

22

registerBSP
unregisterBSP
registerBFP
unregisterBFP
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BIPResponse ::= SEQUENCE {
slaveEndpointIRI
masterEndpointIRlI
linkNumber
requestld
params

addMaster
deleteMaster
bspLoad
bspUnload
queryUnits
queryBFPs
bspAttach
bspDetach

1 SO/I EC 24708:2008 (E)

EndpointIRI,

EndpointIRI,

Unsignedint,

Unsignedint,

CHOICE {
AddMaster-ResponseParams,
DeleteMaster-ResponseParams,
BSPLoad-ResponseParams,
BSPUnload-ResponseParams,
QueryUnits-ResponseParams,
QueryBFPs-ResponseParams,
BSPAttach-ResponseParams,
BSPDetach-ResponseParams,

EMapeUTtEVETNtS

enableEventNotifications

controlUnit

control
freeBIRHandle
getBIRFromHandle

getHeaderFromHandle
subscribeToGUIEvents

I:lldUIeUllilEVEHlb-Reprllbel‘dfdl”b,

EnableEventNotifications-ResponseParams;
ControlUnit-ResponseParams,
Control-ResponseParams,
FreeBIRHandle-ResponseParams,
GetBIRFromHandle-ResponseParams,
GetHeaderFromHandle-RespanseParams,
SubscribeToGUIEvents-ResponseParams,

unsubscribeFromGUIEvents UnsubscribeFromGUIEvents“ResponseParams,

redirectGUIEvents

unredirectGUIEvents

RedirectGUIEvents-ResponseParams,
UnredirectGUIEvents-ResponseParams,

queryGUIEventSubscriptions

notifyGUISelectEvent
notifyGUIStateEvent
notifyGUIProgressEvent

capture
createTemplate
process

processWithAuxBIR

verifyMatch
identifyMatch
enroll

verify
identify
import

presetldentifyPopulation

transform
dbOpén
dpbClose
dbCreate
dbDelete
dbSetMarker
dbFreeMarker
dbStore
dbGetBIR
dbGetNextBIR
dbDeleteBIR
calibrateSensor
setPowerMode
setindicatorStatus

QueryGUIEventSubscriptions-ResponseParams,
NotifyGUISeléetEvent-ResponseParams,
NotifyGUIStateEvent-ResponseParams,
NotifyGUIRrogressEvent-ResponseParams,
Capture-ResponseParams,
CreateTemplate-ResponseParams,
Prgcess-ResponseParams,
RrocessWithAuxBIR-ResponseParams,
VerifyMatch-ResponseParams,
IdentifyMatch-ResponseParams,
Enroll-ResponseParams,
Verify-ResponseParams,
Identify-ResponseParams,
Import-ResponseParams,
PresetldentifyPopulation-ResponseParams,
Transform-ResponseParams,
DbOpen-ResponseParams,
DbClose-ResponseParams,
DbCreate-ResponseParams,
DbDelete-ResponseParams,
DbSetMarker-ResponseParams,
DbFreeMarker-ResponseParams,
DbStoreBIR-ResponseParams,
DbGetBIR-ResponseParams,
DbGetNextBIR-ResponseParams,
DbDeleteBIR-ResponseParams,
CalibrateSensor-ResponseParams,
SetPowerMode-ResponseParams,
SetIndicatorStatus-ResponseParams,

getindicatorStatus
cancel
registedBSP
unregisterBSP
registerBFP
unregisterBFP

h

returnValue

GetlIndicatorStatus-ResponseParams,
Cancel-ResponseParams,
RegisterBSP-ResponseParams,
UnregisterBSP-ResponseParams,
RegisterBFP-ResponseParams,
UnregisterBFP-ResponseParams,

BioAPI-RETURN

ITU-T Rec. X.1083 (11/2007)
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BIPNotification ::= SEQUENCE {
masterEndpointIRlI
slaveEndpointIRI
linkNumber
notificationld
params

masterDeletionEvent
unitEvent
guiSelectEvent
guiStateEvent
guiProgressEvent
bspRegistrationEvent
bspUnregistrationEvent
bfpRegistrationEvent

EndpointIRI,

EndpointIRI,

Unsignedint,

Unsignedint,

CHOICE {
MasterDeletionEvent-NotificationParams,
UnitEvent-NotificationParams,
GUISelectEvent-NotificationParams,
GUIStateEvent-NotificationParams,
GUIProgressEvent-NotificationParams,
BSPRegistrationEvent-NotificationParams,
BSPUnregistrationEvent-NotificationParams,
BFPRegistrationEvent-NotificationParams,

14.2
specif

15

151
15.1.1

whereg

24

bfpOnTregistrationEvent

}

BIPAcknowledgement ::= SEQUENCE {
masterEndpointIRI
slaveEndpointIRI
linkNumber
notificationld
params

guiSelectEvent
guiStateEvent
guiProgressEvent

h

returnValue

BFPOMegTstrationEvent-NotficatonParams, |

EndpointIRI,

EndpointIRI,

Unsignedint,

Unsignedint,

CHOICE {
GUISelectEvent-AckrowledgementParams,
GUIStateEvent-AcknowledgementParams,
GUIProgressEvent-AcknowledgementParams,

BiOAPI-RETURN

Thisand al other ASN.1 type definitions are assumed to be in an environment of automatic tags. The
cation of the ASN.1 module with these typesis in Afnex F.

BioAPI and BIP types

Integers

The following integer ASN.1 types are defined in BIP:

UnsignedByte
UnsignedShgrt

::= INTEGER (0..max-unsigned-byte)
2= INTEGER (0..max-unsigned-short)

Unsigneglt 1= INTEGER (0..max-unsigned-int)
Signédint 2= INTEGER (min-signed-int..max-signed-int)
NemoryAddress = INTEGER

thevalue references are defined asfollows:

max-unsigned-byte INTEGER ::= 255

max-unsigned-short INTEGER ::= 65535
max-unsigned-int INTEGER ::= 4294967295
min-signed-int INTEGER ::=-2147483648

max-signed-int INTEGER ::= 2147483647

ITU-T Rec. X.1083 (11/2007)
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15.1.2 Thebuilt-in ASN.1 type INTEGER occurs, always with arange constraint, in correspondence to an integer C
type (most frequently uint8_t). The set of values of the constrained ASN.1 typeis either the same or a subset of the set
of values of the C type (there may be one or more unconvertible C values). Conversion between the ASN.1 type and the
C type (in both directions) shall be done by mapping an integer ASN.1 abstract value to the corresponding (signed or
unsigned) C integer value. Clause 33 applies when an unconvertible integer C value is encountered.

15.1.3 The ASN.1 type UnsignedByte occurs in correspondence to the C type uint8 t. The set of values is the
same in both languages. Conversion between the ASN.1 type and the C type (in both directions) shall be done by
mapping an integer ASN.1 abstract value to the corresponding 8-bit C unsigned integer value.

1514 The ASN.1 type UnsignedShort occurs in correspondence to the C type uint16_t. The set of valuesisthe
same in both languages. Conversion between the ASN.1 type and the C type (in both directions) shall be done by
mapping an integer ASN.1 abstract value to the corresponding 16-bit C unsigned integer value.

15.1.4 The ASN.1 type UnsignedInt occurs in correspondence to the C type uint32 t. The set of valueﬂis the
same jn both languages. Conversion between the ASN.1 type and the C type (in both directions) shall ke dgne by
mappijng an integer ASN.1 abstract value to the corresponding 32-bit C unsigned integer value.

15.1.4 The ASN.1 type SignedInt occurs in correspondence to the C type int32_t. The set of values is the spme in
both languages. Conversion between the ASN.1 type and the C type (in both directions) shall be’done by mapping an
integgr ASN.1 abstract value to the corresponding 32-bit C signed integer value.

15.1.1 The ASN.1 type MemoryAddress occurs in correspondence to the C type woig* or a C function pointer
type. [The mapping between ASN.1 values of type MemoryAddress and C pointer_Vvaldes is not specified |n this
Recorpmendation | International Standard.
NQTE — Any implementation-defined mapping between MemoryAddress values and € pointer values is acceptable so |ong as
eath pointer value is mapped to a different MemoryAddress integer and that integeryis mapped back to the same pointef value.

The ASN.1 type MemoryAddress does not occur in the content of any BIP méssages exchanged between BIP endpoirjts, and
therefore its abstract values are never encoded.

152 Character strings

15.21  The built-in ASN.1 type UTF8String occurs in correspondence to the C type uint8 t* where the C vgriable
pointgto a zero-terminated octet array containing a UTF-8 encoded character string.

15.2.2 Conversion from the C pointer variable to the ASN.1 component shall be done as follows:

a) if the C pointer variable has the value®YUL L and the ASN.1 component is OPTIONAL, then the ASN.1
component shall be absent;

b) if the C pointer variable has thelvalue NULL and the ASN.1 component is not OPTIONAL, ther] the C
value is unconvertible and clause 33 applies;

c) if the C pointer variable-has a value different from NULL, then the content of the octet array poited to
by the C variable up tothe first zero-valued octet (exclusive) shall be interpreted as the UTF-8 engoding
of acharacter string;-and the ASN.1 component shall be set to that character string.

15.2.3 Conversion from.the/ASN.1 component to the C pointer variable shall be done as follows:
a) if the ASN:Zcomponent is OPTIONAL and is absent, then the C pointer variable shall be set to NJLL;

b) if the"ASN.1 component is present, then, calling L the length (in octets) of the UTF-8 encoding|of the
ASN(T abstract character string, a newly allocated array of L + 1 octets shall be filled with that UTF-8
encoding followed by a zero-valued octet, and the C variable shall be set to the address of tha octet

array.

15.3 Uniform resour ce identifiers designating BIP endpoints
153.1 Thefollowing ASN.1 typeisdefined in BIP:

EndpointIRI ::= VisibleString (CONSTRAINED BY
{--The string shall conform to the "absolute-IRI" grammar--
--defined in IETF RFC 3987--)

15.3.2 The ASN.1 type EndpointIRI occurs in correspondence to the C type uint8 t* where the C variable points
to a zero-terminated octet array containing a uniform resource identifier.

15.3.3 Conversion from the C pointer variable to the ASN.1 component shall be done as follows:

a) if the C pointer variable has the value NUL L then the ASN.1 component shall be set to the local endpoint
IRI;
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1534

154

b) otherwise, the content of the octet array pointed to by the C variable up to the first zero-valued octet
(exclusive) shal be interpreted as the ASCII codes of a character string, and the ASN.1 component shall

be set to that character string.

Conversion from the ASN.1 component to the C pointer variable shall be done asfollows:

a) if the ASN.1 component contains the local endpoint IRI, then the C pointer variable shall be set

to NULL;

b) otherwise, caling L the length of the ASN.1 abstract character string, a newly allocated array of L +1
octets shall be filled with the ASCII codes of the ASN.1 character string followed by a zero-valued octet,

and the C variable shall be set to the address of that octet array.

TypeBioAPlI BFP_LIST ELEMENT

15.4.1

15.4.2

15.4.3
indivi

N(
the
wh

155
15.5.1

This C typeis defined in BioAPI asfollows:

typedef struct _bioapi_bfp_list_element {
BioAPI_CATEGORY BFPCategory;
BioAPI_UUID BFPUuid;
} BioAPI_BFP_LIST_ELEMENT;

The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-BFP-LIST-ELEMENT ::= SEQUENCE {

category BioAPI-CATEGORY,
bfpProductUuid BioAPI-UUID

}

ual C members and ASN.1 componentsin accordance with Table's.

Table 5—Mapping between members of the C.type BioAPI BFP LIST ELEMENT
and components of the ASN.1 type BioAPI-BFP-LIST-ELEMENT

Member of the C type Component of the ASN.1 type References
BFPCategory Category. 15.21
BFPUuid bfpProductUuid 15.58

TE —No "HostingEndpointIRI" memberis present in the C type BioAPI_BFP_LIST ELEMENT. ThisC typeis
BioAPI_QueryBFPs function, andiall BFPs in the BFP list returned by that function are in the same hosting BIP en
ich isthe BIP endpoint where the BSP:I's running.

Type BioAPI_BFF: SCHEMA
This C typeis defined in BioAPI asfollows:

typedef strygt¥foapi_bfp_schema {
BioAPI_UUID BFPProductUuid;
BioAPI_CATEGORY BFPCategory;
BioAPI_STRING BFPDescription;
uint8_t *Path;
BioAPI_VERSION SpecVersion;

Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting bgtween

Lised in
dpoint,

RioAP| STRING ProductVersion:

26

BioAPI_STRING Vendor;
BioAPI_BIR_BIOMETRIC_DATA_FORMAT *BFPSupportedFormats;
uint32_t NumSupportedFormats;
BioAPI_BIR_BIOMETRIC_TYPE FactorsMask;
BioAPI_UUID BFPPropertyUuid;
BioAPI_DATA BFPProperty;
uint8_t *HostingEndpointIRlI,
} BioAPI_BFP_SCHEMA,;
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15.5.2  The corresponding ASN.1 typein BIP is defined as follows:
BioAPI-BFP-SCHEMA ::= SEQUENCE {
bfpProductUuid BioAPI-UUID,
category BioAPI-CATEGORY,
description BioAPI-STRING,
path UTF8String,
specVersion BioAPI-VERSION,
productVersion BioAPI-STRING,
vendor BioAPI-STRING,
supportedFormats SEQUENCE (SIZE(0..max-unsigned-int)) OF
format BioAPI-BIR-BIOMETRIC-DATA-FORMAT,
factorsMask BioAPI-BIR-BIOMETRIC-TYPE,
propertyUuid BioAPI-UUID,
EaRcaracino BieARHBATAS
hostingEndpointIRI EndpointIRI
}
155.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting bgtween

indiviglual C members and ASN.1 components in accordance with Table 6.

Table 6 — Mapping between membersof the C type BioAPI BFP_ SCHEMA
and components of the ASN.1 type BioAPI-BFP-SCHEMA

Member of the C type Component of the ASN.1 type References
BFPProductUuid bfpProductUuid 15.58
BFPCategory Category 1521
BFPDescription Description 15.53
Path Path 15.2
SpecVersion specVersion 15.59
ProductVersion productVersion 15.53
Vendor Vendor 15.53
BFPSupportedFormats, supportedFormats 1554 and 15.5.5
NumSupportedFormats
FactorsMask factorsMask 15.10
BFPPropertyUuid propertyUuid 15.58
BFPProperty Praperty 15.22
HostingEndpointIRI hostingEndpointIRI 153

15.5.4

component supportedFormats shal

the vaue of

Conversion from the pair of C members BFPSupportedFormats/NumSupportedFormats to the ASN.1
be done as follows. Caling N

the member

Num$upportedFormats~each of the first N elements (of type BioAPI_BIR_BIOMETRIC DATA FORMAT —

see 18.8) in the array pointed to by the member BFPSupportedFormats shall be converted, in order, to an e

of thelcomponent supportedFormats as specified in 15.8. The component supportedFormats shall have gxactly

N elerents.

1555 Conversion from

the ASN.1 component

supportedFormats to

the par of

C members

BFPYuppdrtedFormats/NumSupportedFormats shal be done as follows: Calling N the number of elements of

the
BioABLRIR BIOM B DA

component supportedFormats,

supportedFormats,

BFPSupportedFormats shall be set to the address of the array, and the member NumSupportedFormats shal be

set to N.

NOTE — While the C type BioAPI_BSP_SCHEMA (see 15.19) includes a BSP access UUID, there is no BFP access UUID in
the C type BioAPI_BFP_SCHEMA. Since BFPs are not accessed directly by any BioAPI function, a BFP access UUID is not
needed. The endpoint IRI isincluded in this C type because an application may wish to call BioAPIEnumBFPs to obtain the
list of BFPs, learn about a BFP available in some BIP endpoint, and then remotely load a BSP in that BIP endpoint in an attempt

to use that BFP.
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15.6 TypeBioAPI BIR
156.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_bir {
BioAPI_BIR_HEADER Header;
BioAPI_DATA BiometricData;
BioAPI_DATA SecurityBlock;
} BioAPI_BIR;

15.6.2 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-BIR ::= SEQUENCE {
patronFormatOwner UnsignedShort,
patronFormatType UnsignedShort,

formattedBIR OCTET STRING
}

15.6.3 Conversion from the C typeto the ASN.1 type shall be done by serializing the value of the C typeto aB
BIR (see ISO/IEC 19784-1, Annex B) placing the resulting BIR in the formattedBIR octet string and
patronFormatOwner and patronFormatType to 257 and 8 (respectively).

NQTE - In any abstract value of this ASN.1 type, the formattedBIR component consists of the octets’of a BIR in the

specified in Annex B of BioAPI. A transport protocol binding implementation can either include the octet string in the er
as|tis, or convert it to another patron format prior to encoding (see 13.17).

15.6. Conversion from the ASN.1 type to the C type shall be done by interpreting the'content of the formatte
octet string as a BioAPI BIR (see ISO/IEC 19784-1, Annex B) and deserializing it into a value of the C type, pr
that pptronFormatOwner and patronFormatType have the values 257 and<8 (respectively). If these comp|
have gifferent values, then the framework shall create and send a response Bl P-message that matches the reque
message, with the return value set to BioAPIERR._ PATRON FORMATN®OT SUPPORTED.

NQTE — This occurs when the implementation of the transport protocol hinding has received a message containing a Bl
ungupported or disallowed patron format, which cannot be converted to the BioAPI BIR patron format (see 13.18).

15.7 TypeBioAPI_ BIR_ARRAY_POPULATIIN
15.7.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_bir_array_populatiop
uint32_t NumberOfMembers;
BioAPI_BIR *Members;

} BioAPI_BIR_ARRAY_POPULATIONY

15.7.2 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-BIR-ARRAY-POPYLATION ::= SEQUENCE {
member§ SEQUENCE (SIZE(0..max-unsigned-int)) OF
member BioAPI-BIR

}

ioAPI
betting

format
coding

dBIR
bvided
bnents
st BIP

R inan

15.7.3 Conversion from the pair of C members NumberOfMembers/Members to the ASN.1 com|

membpers shall besdone as follows: Calling N the value of the member NumberOfMembers, each of the first

N elements (of type:BioAPI BIR — see 15.6) in the array pointed to by the member Members shall be conve
order,|to an element of the component members as specified in 15.6. The component members shall have 4
N elements.

15.7.4 . Conversion from the ASN.1 component members to the pair of C members NumberOfMe
Mem = oo —~ alliac N aa a alaxna Lo - aarar o aa-aiaa oo

bers/
bcated

array of N elements of type BioAPI BIR (see 15.6) shall be filled by converting each element ’of the component
members, in order, to an element of the array as specified in 15.6. The member Members shall be set to the address

of the array, and the member NumberOfMembers shall be set to N.
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TypeBioAPI BIR_BIOMETRIC_DATA_ FORMAT
This C typeis defined in BioAPI asfollows:

typedef struct bioapi_bir_biometric_data format {
uintl6é_t FormatOwner;
uintlé_t FormatType;
} BioAPI_BIR_BIOMETRIC_DATA_FORMAT;

The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-BIR-BIOMETRIC-DATA-FORMAT ::= SEQUENCE {
formatOwner UnsignedShort,
formatType UnsignedShort

}

15.8.3
indivi

159
15.9.1

15.9.2

15.9.3
indivi

Jual C members and ASN.1 componentsin accordance with Table 7.

Table 7 —Mapping between membersof the C type BioAPI_BIR_BIOMETRIC DATAEORMAT
and components of the ASN.1 type BioAPI-BIR-BIOMETRIC-DATA-FORNIAT

Member of the C type Component of the ASN.1 type References
FormatOwner formatOwner 1514
FormatType formatType 1571.4

TypeBioAPI_BIR_BIOMETRIC_PRODUCT _ID
This C typeis defined in BioAPI asfollows:

typedef struct bioapi_bir_biometric_product_ID {
uintl6_t ProductOwner,;
uintl6_t ProductType;
} BioAPI_BIR_BIOMETRIC_PRODUCT I

The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-BIR-BIOMETRIC-PRODUCT-ID.;i= SEQUENCE {
productOwner UnsignedShort,
productType UnsignedShort

}

ual C members and ASN.1l/camponents in accordance with Table 8.

Table 8 — Mapping-between membersof the C type BioAPI BIR BIOMETRIC PRODUCT ID
and-components of the ASN.1 type BioAPI-BIR-BIOMETRIC-PRODUCT-ID

M ember of the C type Component of the ASN.1 type References
ProdyctOviner productOwner 15.1.4
ProddeiType productType 15.1.4

1510 TypeBioAPI_BIR_BIOMETRIC_TYPE

15.10.

1 ThisCtypeisdefined in BioAPI asfollows;
typedef uint32_t BioAPI_BIR_BIOMETRIC_TYPE;

ITU-T Rec. X.1083 (11/2007)
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15.10.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

15.10

15.10
the A{

thirty-

15.11
1511

#define BioAPI_NO_BIOTYPE_AVAILABLE (0x00000000)

#define BioAPI_TYPE_MULTIPLE_BIOMETRIC_TYPES  (0x00000001)

#define BioAPI_TYPE_FACE (0x00000002)

#define BioAPI_TYPE_VOICE (0x00000004)

#define BioAPI_TYPE_FINGER (0x00000008)

#define BioAPI_TYPE_IRIS (0x00000010)

#define BioAPI_TYPE_RETINA (0x00000020)

#define BioAPI_TYPE_HAND_GEOMETRY (0x00000040)

#define BioAPI_TYPE_SIGNATURE_SIGN (0x00000080)

#define BioAPI_TYPE_KEYSTROKE (0x00000100)

#define BioAPI_TYPE_LIP_MOVEMENT (0x00000200)

#define BioAPI_TYPE_GAIT (0x00001000)
Hetefire—BioARITFYREVEN (9:06062000)

#define BioAPI_TYPE_DNA (0x00004000) >
#define BioAPI_TYPE_EAR (0x00008000) QQ
#define BioAPI_TYPE_FOOT (0x00010000) [2)
#define BioAPI_TYPE_SCENT (0x00020000) -
#define BioAPI_TYPE_OTHER (0x40000000) ,\Q
#define BioAPI_TYPE_PASSWORD (0x80000000)

1

4 Conversion betw
BN.1 bit string shall

O

Ty@OAPI_BIR_DATA_TYPE
%C typeisdefined in BioAPI asfollows:

o

3 The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-BIR-BIOMETRIC-TYPE ::= BIT STRING {

q/b‘
&
)

typeMultipleBiometricTypes 0), \%
typeFace 1), i\
typeVoice ), @)
typeFinger 3), Q
typelris (4), QQ
typeRetina 5), N\
typeHandGeometry (6), 5\&
typeSignatureSign ()
typeKeystroke <&
typeLipMovement $’%\
typeGait A’\Q’ (12),
typeVein o (13),
typeDNA b\ (14),
typeEar . c\}‘ (15),
typeFoot C)\\ (16),
typeScent . (17),
typeOther ¢ (30),
typePassw@ (31)

} (SIZE(32))

"C type and the ASN.1 type (in both directions) shall be done as follows: Each
apped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) s
mapped to the least si '%nt bit of the unsigned integer (corresponding to the value 0x00000001), and the rem
one bits shall Qg_ ped in order.

bit of
nall be
aining

PPN S o W
typcuocT arrito_t

DA T A
O iy

AL 1 = VA =
DTO DI\ T 1T

—
T,

15.11.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

30

#define
#define
#define
#define
#define
#define

BioAPI_BIR_DATA_TYPE_RAW

BioAPI_BIR_DATA_TYPE_INTERMEDIATE
BioAPI_BIR_DATA_TYPE_PROCESSED
BioAPI_BIR_DATA_TYPE_ENCRYPTED

BioAPI_BIR_DATA_TYPE_SIGNED
BioAPI_BIR_INDEX_PRESENT
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15.11.3 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-BIR-DATA-TYPE ::= SEQUENCE {
processedLevel ENUMERATED {
raw,
intermediate,
processed,

h

flags
encrypted
signed
index-present

} (SIZE

BIT STRING {
),
),
®3)
(4)

1
J

15.114 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows:

the component flags of the ASN.1 type shall be mapped to the four most significant' bits of
unsigned integer; the leading bit (bit 0) of this component shall be mapped to the least.sighificant
four most significant bits of the C unsigned integer (the one corresponding to the value 0x10), 3
remaining three bits shall be mapped in order; and

the component processedLevel shall be mapped to the four least significant bits of the C un
integer in accordance with Table 9.

a)

b)

Table 9 —Mapping between the least significant four bitsof the C type BioAPI BIR _DATA TYPE
and the component processedLevel of the ASN.1 type BioAPI-BIR-DATA-TYPE

Value at bit Value at bit Value at bit Value at bit Value of the ASN.1
position 8 position 7 position 6 position 5 component
0x01 0x02 0x04 0x08 processedLevel

1 0 0 0 raw

0 1 0 0 intermediate

0 0 1 0 processed

other combinations of values none — the C value is unconvertible
and clause 33 applies

15.12
15.12

TypeBioAPI_BIR_HANDME
1 This Ctypeisdefinedin BigAPI asfollows:
typedef int32_t BioAPI_BIR_HANDLE;
15.122 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioARIYRVALID BIR_HANDLE 1)
#define BigARYUNSUPPORTED_BIR_HANDLE (-2)

15.123 The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-BIR-HANDLE ::= SignedInt

15.1214

Cenversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.]L.

the C
of the
hd the

5igned

15.13
15131

TypeBioAPI _BIR_HEADER
This C typeis defined in BioAPI asfollows:

typedef struct bioapi_bir_header {
BioAPI_VERSION HeaderVersion;
BioAPI_BIR_DATA_TYPE Type;
BioAPI_BIR_BIOMETRIC_DATA_FORMAT Format;
BioAPI_QUALITY Quality;
BioAPI_BIR_PURPOSE Purpose;
BioAPI_BIR_BIOMETRIC_TYPE FactorsMask;
BioAPI_BIR_BIOMETRIC_PRODUCT_ID ProductID;

I TU-T Rec. X.1083 (11/2007)
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BioAPI_DTG CreationDTG;
BioAPI_BIR_SUBTYPE Subtype;
BioAPI_DATE ExpirationDate;
BioAPI_BIR_SECURITY_BLOCK_FORMAT SBFormat;
BioAPI_UUID Index;

} BioAPI_BIR_HEADER;

15.13.2 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-BIR-HEADER ::= SEQUENCE {

patronFormatOwner UnsignedShort,
patronFormatType UnsignedShort,
formattedBIR OCTET STRING

specified in Annex B of BioAPI, with an empty BDB and SB. A transport protocol binding implementation caneither incl
octet string in the encoding asit is, or convert it to another patron format prior to encoding (see 13.17).

15.134 Conversion from the ASN.1 type to the C type shall be done by interpreting the content’of the formatte
component as a BioAPI BIR as specified in ISO/IEC 19784-1, Annex B, and deserializing it into a value of the ¢
provided that patronFormatOwner and patronFormatType have the values 257\and 8 (respectively). If

i0API
t, and

format
Lide the

dBIR

L type,
these

components have different values, then the framework shall create and send a response BIP message that matches the

request BIP message, with the return value set to BioAPIERR_PATRON_FORMAT NOT_SUPPORTED.
NQTE — This occurs when the implementation of the transport protocol binding has.received a message containing a Bl

unsgupported or disallowed patron format, which cannot be converted to the BioARI'BIR patron format (see 13.18).
15.14 TypeBioAPI BIR PURPOSE

15.14]1 ThisC typeisdefined in BioAPI asfollows:
typedef uint8 t BioAPI_BIR_PURPOSE;
15.142 Thefollowing manifest constants are defined in'BioAPI in support of this C type:

#define BioAPI_PURPOSE_VERIFY 1)
#define BioAPI_PURPOSE_IDENTIFY @)
#define BioAPI_PURPOSE_ENROLs{s 3)
#define BioAPI_PURPOSE_ENR@L}> FOR_VERIFICATION_ONLY 4)
#define BioAPI_PURPOSE_ENRQLL_FOR_IDENTIFICATION_ONLY  (5)
#define BioAPI_PURPOSE ANDIT (6)
#define BioAPI_PURPOSE BNY )

15.14)3 The corresponding ASN.1 typein BIP is defined asfollows:

BioAPI-BIR-PURPQSE ::= ENUMERATED {
Verify,
identify,
enroll,
enrollVerify,
enrollldentify,
audit,
any,

R inan

}

15.14.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with

Table 10.
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Table 10 — Mapping between individual values of the C type BioAPI BIR PURPOSE
and abstract values of the ASN.1 type BioAPI-BIR-PURPOSE

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_PURPOSE_VERIFY) verify
2 (BioAPI_PURPOSE_IDENTIFY) identify
3 (BioAPI_PURPOSE_ENROLL) enroll
4 (BioAP|_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY) enrol|Verify
5 (BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY) enrollldentify
6 (BioAPI_PURPOSE_AUDIT) audit
7 (BioAPI_PURPOSE_ANY) any
¢ther values none — the C value is unconvertible and
clause 33 applies

15.18 TypeBioAPI BIR_SECURITY_BLOCK_ FORMAT
15.151 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_bir_security_block_format {
uintl6_t SecurityFormatOwner;
uintl6_t SecurityFormatType;
} BioAPI_BIR_SECURITY_BLOCK_FORMAT;

15.15P The corresponding ASN.1 type in BIP is defined as follows:

15.15

indivi

BioAPI-BIR-SECURITY-BLOCK-FORMAT ::= SEQUENCE {
formatOwner UnsignedShort,
formatType UnsignedShort

}

Jual C members and ASN.1 components in accordance'with Table 11.

Table 11 — Mapping between member s of the C type BioAPI_BIR_SECURITY BLOCK FORMAT
and components of the ASN.Ltype BioAPI-BIR-SECURITY-BLOCK-FORMAT

Member of the C type Component of the ASN.1 type References
SecurityFormatOwner formatOwner 15.14
SecurityFormatType formatType 15.1.4

15.16 TypeBioAPL\BIR SUBTYPE
15.16J1 ThisC typeisdefined in BioAPI asfollows:

typedef WiWt8 t BioAPI_BIR_SUBTYPE;

15.162 Thetollowing manifest constants are defined in BioAPI in support of this C type:

#deflne BioAPI_BIR_SUBTYPE_VEIN_ONLY_MASK (0x80)
Zdefine BioAPI BIR SUBTYPE LEFT MASK (0x01)
#define BioAPI_BIR_SUBTYPE_RIGHT _MASK (0x02)
#define BioAP|_BIR_SUBTYPE_THUMB (0x04)
#define BioAPI_BIR_SUBTYPE_POINTERFINGER (0x08)
#define BioAPI_BIR_SUBTYPE_MIDDLEFINGER (0x10)
#define BioAPI_BIR_SUBTYPE_RINGFINGER (0x20)
#define BioAPI_BIR_SUBTYPE_LITTLEFINGER (0x40)
#define BioAPI_BIR_SUBTYPE_VEIN_PALM (0x04)
#define BioAPI_BIR_SUBTYPE_VEIN_BACKOFHAND  (0x08)
#define BioAPI_BIR_SUBTYPE_VEIN_WRIST (0x10)
#define BioAPI_NO_SUBTYPE_AVAILABLE (0x00)
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15.16.

3 The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-BIR-SUBTYPE ::= CHOICE {
any-subtype BIT STRING {

left (0),

right 1),

thumb ),

pointerFinger 3),

middleFinger (4),

ringFinger 5),

littleFinger (6)} (SIZE(7)),
vein-only-subtype BIT STRING {

left (0),

right 1),

vatabDalos
Vet

15.16
the A

mappéd to the least significant bit of the unsigned integer (corresponding to the value O)@ﬁnd the remaining

bits sh

15.17
15.17

15.17

L2\
\=/

@),
(4)} (SIZE(7))

veinBackofhand
veinWrist

}

. Conversion between the C type and the ASN.1 type (in both directions) shall be done
BN 1 bit string shall be mapped to a bit of the C unsigned integer. The leading bit of the

all be mapped in order. O\\
O

S

Type BioAPI_BIR_SUBTYPE_MASK

1 ThisCtypeisdefinedin BioAPI asfollows:
typedef uint32_t BioAPI_BIR_SUBTYPE_MASK;

&

P Thefollowing manifest constants are defined in BioAPI in\@port of this C type:

#define BioAPI_BIR_SUBTYPE_LEFT BIT %) (0x00000001)
#define BioAPI_BIR_SUBTYPE_RIGHT BIT N\ (0x00000002)
#define BioAPI_BIR_SUBTYPE_LEFT_THUMB_ (0x00000004)
#define BioAPI_BIR_SUBTYPE_LEFT_POINTERFINGER_BIT (0x00000008)
#define BioAPI_BIR_SUBTYPE_LEFT_MID INGER_BIT (0x00000010)
#define BioAPI_BIR_SUBTYPE_LEFT_RINOFINGER_BIT (0x00000020)
#define BioAPI_BIR_SUBTYPE_LEFTJITTLEFINGER BIT (0x00000040)
#define BioAPI_BIR_SUBTYPE_RI THUMB_BIT (0x00000080)
#define BioAPI_BIR_SUBTYPE_!@%POINTERFINGER_BIT (0x00000100)
#define BioAPI_BIR_SUBTYPE_RIGHT MIDDLEFINGER_BIT (0x00000200)
#define BioAPI_BIR_SUBTYRR\RIGHT RINGFINGER_BIT (0x00000400)
#define BioAPI_BIR_SUB " RIGHT_LITTLEFINGER_BIT (0x00000800)
#define BioAPI_BIR_SUETYPE_LEFT_VEIN_PALM_BIT (0x00001000)
#define BioAPI_BIR_ SNBTYPE_LEFT VEIN_BACKOFHAND BIT  (0x00002000)
#define BioAPI_B| BTYPE_LEFT_VEIN_WRIST BIT (0x00004000)
#define BioAPI|_ BIRZSUBTYPE_RIGHT_VEIN_PALM_BIT (0x00008000)
#define BioA _SUBTYPE_RIGHT_VEIN_BACKOFHAND_BIT (0x00010000)
#define Bio@RYBIR_SUBTYPE_RIGHT VEIN_WRIST_BIT (0x00020000)

%
Qe
?ows: Each

ring (bit 0) sl

Qo)
P

bit of
hall be
seven

15173 The onding ASN.1 typein BIP is defined as follows:
Bi BIR-SUBTYPE-MASK ::= BIT STRING {
’{ left (0),
% right (1),
left-thumb 2),
left-pointerfinger 3),
left-middlefinger 4),
left-ringfinger (5),
left-littlefinger (6),
right-thumb ),
right-pointerfinger (8),
right-middlefinger (9),
right-ringfinger (20),
right-littlefinger (11),
left-vein-palm (12),
left-vein-backofhand (13),
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left-vein-wrist (14),
right-vein-palm (15),
right-vein-backofhand (16),
right-vein-wrist a7)

} (SIZE(32))

15.17.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows. Each bit of
the ASN.1 bit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.

1518 TypeBioAPI BOOL

15.181 ThisCtypeisdefined in BioAPRl asfallows:
typedef int8_t BioAPI_BOOL;

15.182 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_FALSE )
#define BioAPI_TRUE (IBioAPI_FALSE)

15.18/3 The corresponding ASN.1 typein BIP isthe built-in type BOOLEAN.

15.184 Conversion between the C type and the ASN.1 type (in both directions) shall\be done in accordancg with
Table[12.

Table 12 — Mapping between individual values of the C type BioAPI_BOOL
and abstract values of the ASN.1 type BOOLEAN

Value of the C type Absttact'value of the ASN.1 type
0 (BioAPI_FALSE) FALSE
1 (BioAPI_TRUE) TRUE
other values none <the C value is unconvertible and clause 33 applies

1519 TypeBioAPI BSP SCHEMA
15.19]1 ThisC typeisdefined in BioAPI asfoltows:

typedef struct _bioapi_bsp_sghéma {
BioAPI_UUID BSPPwe¥uctUuid;
BioAPI_STRING.BSPDescription;
uint8_t *Path;
BioAPI_VERSIPN SpecVersion;
BioAPI_SM)ING ProductVersion;
BioAPICSYRING Vendor;
BioARIBIR_BIOMETRIC_DATA_FORMAT *BSPSupportedFormats;
uifi@2 t NumSupportedFormats;
RIOAPI BIR_BIOMETRIC_TYPE FactorsMask;
B10API_OPERATIONS_MASK Operations;
BioAPI_OPTIONS_MASK Options;
BioAPI_FMR PayloadPolicy;
uint32_t MaxPayloadSize;
INtsZ_t DetaultVerity l'imeout;
int32_t DefaultldentifyTimeout;
int32_t DefaultCaptureTimeout;
int32_t DefaultEnrollTimeout;
int32_t DefaultCalibrateTimeout;
uint32_t MaxBSPDbSize;
uint32_t Maxldentify;
uint8_t *HostingEndpointIRlI;
BioAPI_UUID BSPAccessUuid;

} BioAPI_BSP_SCHEMA,;
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15.19.2 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-BSP-SCHEMA ::= SEQUENCE {
bspProductUuid
description
path
specVersion
productVersion

BioAPI-UUID,
BioAPI-STRING,
UTF8String,
BioAPI-VERSION,
BioAPI-STRING,

vendor BioAPI-STRING,
supportedFormats SEQUENCE (SIZE(0..max-unsigned-int)) OF
format BioAPI-BIR-BIOMETRIC-DATA-FORMAT,
factorsMask BioAPI-BIR-BIOMETRIC-TYPE,
operations BioAPI-OPERATIONS-MASK,
options BioAPI-OPTIONS-MASK,
payreadRete BoARHMR;

maxPayloadSize
defaultVerifyTimeout
defaultldentify Timeout
defaultCaptureTimeout
defaultEnrollTimeout
defaultCalibrateTimeout

Unsignedint,
Signedint,
Signedint,
Signedint,
Signedint,

maxBSPDbSize
maxldentify

bspAccessUuid
}

15.19f3 Conversion between the C type and the ASN.1 type (in both directions).shall be done by converting bétween

hostingEndpointIRI

Signedint,

Unsignedint,
Unsignedint,
EndpointIRI,
BioAPI-UUID

indivigual C members and ASN.1 components in accordance with Table 13.

Table 13 — Mapping between members of the C typeBioAPI BSP_ SCHEMA
and components of the ASN.1 type BioAPI-BSP-SCHEMA

Member of the C type Component of. the ASN.1 type References
BSPProductUuid bspProductUuid 15.58
BSPDescription description 15.53
Path Path 15.2
SpecVersion specyersion 15.59
ProductVersion praductVersion 15.53
Vendor vendor 15.53
BSPSupportedFormats, supportedFormats 15.19.4 and 15.19.5
NumSupportedFormats
FactorsMask factorsMask 15.10
Operations operations 15.48
Options options 15.49
PayloadPoli€y payloadPolicy 15.32
MaxPayo(lSize maxPayloadSize 15.15
Defasigverify Timeout defaultVerify Timeout 15.1.6
De&faultidentifyTimeout defaultldentify Timeout 15.1.6
DefaultCaptureTimeout defaultCaptureTimeout 15.1.6
DefaultEnrollTimeout defaultEnroll Timeout 15.1.6
DefaultCalibrateTimeout defaultCalibrateTimeout 15.1.6
MaxBSPDbSize maxBSPDbSize 15.1.5
Maxldentify max|dentify 15.1.5
HostingEndpointIRI hostingEndpointIRI 153
BSPAccessUuid bspAccessUuid 15.58

36 ITU-T Rec. X.1083 (11/2007)



https://standardsiso.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

15.19.4 Conversion from the pair of C members BSPSupportedFormats/NumSupportedFormats tothe ASN.1
component supportedFormats shal be done as follows. Caling N the value of the member
NumSupportedFormats, each of the first N elements (of type BioAPI BIR BIOMETRIC _DATA FORMAT —
see 15.8) in the array pointed to by the member BSPSupportedFormats shal be converted, in order, to an element
of the component supportedFormats as specified in 15.8. The component supportedFormats shall have exactly
N elements.

15.19.5 Converson from the ASN.1 component supportedFormats to the pair of C members
BSPSupportedFormats/NumSupportedFormats shall be done as follows: Caling N the number of elements of
the component supportedFormats, a newly alocated aray of N €elements of type
BioAPI_BIR_BIOMETRIC_DATA FORMAT (see 15.8) shal be filled by converting each element of the
component supportedFormats, in order, to an element of the array as specified in 15.8. The member
BSPSupportedFormats shall be set to the address of the array, and the member NumSupportedFormats shal be
set to N

1520 TypeBioAPI CANDIDATE
15.20j1 ThisC typeisdefined in BioAPI asfollows:

typedef struct bioapi_candidate {
BioAPI_IDENTIFY_POPULATION_TYPE Type;
union {
BioAPI_UUID *BIRInDataBase,;
uint32_t *BIRInArray;
} BIR;
BioAPI_FMR FMRAchieved
} BioAPI_CANDIDATE;

15.20f2 The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-CANDIDATE ::= SEQUENCE {

bir CHOICE {
birinDatabase Bi6API-UUID,
birlnArray Unsignedint,
birinPresetArray Unsignedint

fr"nrAchieved BioAPI-FMR

}

15.20f3 Conversion between the C type and:the’ ASN.1 type (in both directions) shall be done by converting bgtween
indiviglual C members and ASN.1 componefits in accordance with Table 14.

Table 14 — M apping between members of the C type BioAPI_ CANDIDATE
and(components of the ASN.1 type BioAPI-CANDIDATE

Member of theCtype Component of the ASN.1 type References
Type, BIR Bir 15.20.4 and 15.20.5
FMRAchievEg fmrAchieved 15.32

15.204 Conversion from the pair of C members Type/BIR to the ASN.1 component bir shall be done by| using
Table|15 to pérform the following actions (in order):

a) determine which aternative of the member BIR is present, based on the value of Type;

b) select the dternative of the component bir corresponding to the value of Type;
¢) convert the C member to the alternative of the component bir.

15.20.5 Conversion from the ASN.1 component bir to the pair of C members Type/BIR shall be done by using
Table 15 to perform the following actions (in order):

a) set the member Type based on the alternative of the component bir that is present;
b) select the corresponding alternative of the member BIR;
¢) convert the ASN.1 component to the C member.
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Table 15— Mapping between alter natives of the member BIR of the C type BioAPI CANDIDATE
and alter natives of the component bir of the ASN.1type BioAPI-CANDIDATE

Value of the member Type Alternative of the Alternative of _the References
member BIR component bir
1 (BioAPI_DB_TYPE) BIRInDataBase birlnDatabase clause 19 in conjunction with 15.58
2 (BioAPI_ARRAY_TYPE) BIRInArray birlnArray clause 19 in conjunction with 15.1.5
3 (BioAPI_PRESET_ARRAY_TYPE) BIRInPresetArray birlnPresetArray clause 19 in conjunction with 15.1.5
other values none — the C value is unconvertible and clause 33 applies
15.21___TypebB i0A Pl CATEGORY
15.21]1 ThisCtypeisdefined in BioAPI asfollows:

1521

1521

15.21
Table

typedef uint32_t BioAPI_CATEGORY;
P Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_CATEGORY_ARCHIVE (0x00000001)
#define BioAPI_CATEGORY_COMPARISON_ALG  (0x00000002)
#define BioAPI_CATEGORY_PROCESSING_ALG  (0x00000004)
#define BioAPI_CATEGORY_SENSOR (0x00000008)

3 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-CATEGORY ::= ENUMERATED {
archive,
comparisonAlgorithm,
processingAlgorithm,
sensor,

}

1 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordanc
16.

Table 16 — M apping between individual values of the C type BioAPI CATEGORY
and abstract values.of the ASN.1type BioAPI-CATEGORY

B Wwith

Value of the C type Abstract value of the ASN.1 type
1(BioAPI_CATEGORY_ARCHX¥&) archive
2|(BioAPI_CATEGORY_COMPARISON_ALG) comparisonAlgorithm
4|(BioAPI_CATEGORY_PRO®CESSING_ALG) processingAlgorithm
8|(BioAPI_CATEGORWSENSOR) sensor
other values none — the C value is unconvertible and clause 33 applies

1529 TypeBioAPI DATA
15.22{1 ~ This C typeisdefined in BioAPI asfollows:

typedef struct bioapi_data{
uint32_t Length;
void *Data;
} BioAPI_DATA;

15.22.2 The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-DATA ::= OCTET STRING (SIZE(0..max-unsigned-int))

15.22.3 Conversion from the C variable to the ASN.1 component shall be done as follows:
a) if the member Data of the C variable has the value NULL and the ASN.1 component is OPTIONAL,

38

then the ASN.1 component shall be absent;

b) if the member Data of the C variable has the vaue NULL and the ASN.1 component is not

OPTIONAL, then the C value is unconvertible and clause 33 applies,
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¢) if the member Data of the C variable has a value different from NULL, then, calling L the value

of the

member Length of the C type, the first L octets of the octet array pointed to by the member Data of

the C type shall form an octet string to be assigned to the ASN.1 abstract value.

15.22.4 Conversion from the ASN.1 component to the C variable shall be done as follows:
a) if the ASN.1 component is OPTIONAL and is absent, then the member Data of the C variable shall be

set to NULL, and the member Length of the C variable shall be set to 0;

b) if the ASN.1 component is present, then, calling L the length of the ASN.1 abstract octet string, a
alocated array of L octets shall be filled with the octets of that octet string; the member Data of

newly
theC

variable shall be set to the address of that octet array, and the member Length of the C variable shall be

setto L.

15.23
15.23

15.23

15.23
indivi

15.23
vaue
valueq
when

15.24
15.24

Type BIoOAPI_DATE

1 ThisCtypeisdefined in BioAPI asfollows;

typedef struct bioapi_date {
uintl6_t Year;
uint8_t Month;
uint8_t Day;
} BioAPI_DATE;

P The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-DATE ::= SEQUENCE {

year INTEGER (0 | 1900..9999),
month INTEGER (0..12),
day INTEGER (0..31)

}

Jual C members and ASN.1 components in accordance with.Table 17.

Table 17 — M apping between menibers of the C type BioAPI_DATE
and components of the ASN.1 type BioAPI-DATE

Member of the C type Component of the ASN.1 type References
Year year 15.1.2
Month month 15.1.2
Day day 15.1.2

1 The abstract value of_type BioAPI-DATE in which the three components year, month, and day hg
0 is valid. Apart from-that' particular abstract value, al year values outside the range 1900 to 9999, all
outside the range 1.10-12, and al day values outside the range 1 to 31 are unconvertible, and clause 33
such avalue is encountered.

Type®JOAPI DB _ACCESS TYPE
1 THhisC typeisdefined in BioAPI asfollows:

3 Conversion between the C type and the ASN.1 type (in bothndirections) shall be done by converting bgtween

ve the
onth
plies

ypedef uint32_t BioAPl_DB_ACCESS_TYPE;

15.24.

15.24.

2 Thefollowing manifest constants are defined in BioAPI in support of this C type:
#define BioAPI_DB_ACCESS_READ (0x00000001)
#define BioAPI_DB_ACCESS_WRITE (0x00000002)
3 Thecorresponding ASN.1 typein BIP is defined as follows:
BioAPI-DB-ACCESS-TYPE ::= BIT STRING {
read (0),
write 1)

} (SIZE(32))
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15.24.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows. Each bit of
the ASN.1 hit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.

15.25
15.25.

15.25.

TypeBioAPI_DB_MARKER_HANDLE
1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_DB_MARKER_HANDLE;
2 Thecorresponding ASN.1 type in BIP is defined as follows:
BioAPI-DB-MARKER-HANDLE ::= Unsignedint

15.25

15.26
15.26

15.26

15.26

15.26

15.27
15.27

15.27

15.27
indivi

3 Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 45,

TypeBioAPI DB HANDLE

1 ThisCtypeisdefined in BioAPI asfollows:

typedef int32_t BioAPI_DB_HANDLE;

P The following manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_DB_INVALID_HANDLE (-1)
#define BioAPI_DB_DEFAULT HANDLE  (0)
#define BioAPI_DB_DEFAULT UUID_PTR (NULL)

3 The corresponding ASN.1 type in BIP is defined as follows:
BioAPI-DB-HANDLE ::= Signedint

TypeBioAPI DBBIR ID
1 ThisCtypeisdefined in BioAPI asfollows;

typedef struct bioapi_dbbir_id {
BioAPI_DB_HANDLE pigHandle;
BioAPI_UUID Key M/aNe;
} BioAPI_DBBIR_ID;

? The corresponding ASN.1 type'in BIP is defined as follows:
BioAPI-DBBIR-ID ::= SEQUENCE {
dbHandle BioAPI-DB-HANDLE,
keyVatde BioAPI-UUID

}

Jual C membersand ASN.1 components in accordance with Table 18.

Table 18 — Mapping between members of the C typeBioAPI DBBIR 1D

4 Conversion between the C type and the ASN.1 type (in both-directions) shall be done as specified in 15.]L.

3 Conversion-between the C type and the ASN.1 type (in both directions) shall be done by converting bgtween

and components of the ASN.1 type BioAPI-DBBIR-ID

40

Member of the C type Component of the ASN.1 type References
DbHandle dbHandle 15.26
KeyValue keyValue 15.58
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1528 TypeBioAPI DTG

15.28.1 ThisC typeisdefined in BioAPI asfollows:

typedef struct bioapi_DTG {
BioAPI_DATE Date;
BioAPI_TIME Time;
} BioAPI_DTG:

15.28.2 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-DTG ::= SEQUENCE {
date BioAPI-DATE,
time BioAPI-TIME

}

15.2813 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting bcltween

indivigual C members and ASN.1 components in accordance with Table 19.

Table 19 — Mapping between member s of the C type BioAPI_ DTG
and components of the ASN.1 type BioAPI-DTG

Member of the C type Component of the ASN.1 type References

Date date 15.23

Time time 1554

1529 TypeBioAPI ERROR INFO
15.29]1 ThisC typeisdefined in BioAPI asfollows:

typedef struct bioapi_error_info {
int32_t ErrorCode;
BioAPI_STRING ErrorMessage;
BioAPI_STRING ErrorSourceName;
} BioAPI_ERROR_INFO;

15.292 Thereisno corresponding ASN.1 type in‘BIP.

NQTE —This C type is used only in the function BTo AP|_GetLastErrorinfo (see 16.56), which has no related BIP message

type.

1530 TypeBioAPI EVENT

15.30{1L ThisC typeisdefined in BioAPI asfollows:

typedef uint32_t BigAPI_EVENT,;

15.302 Thefollowing.manifest constants are defined in BioAPI in support of this C type:

#define Bid@RY NOTIFY_INSERT 1)
#define RWAPI_NOTIFY_REMOVE )
#defineNBi0API_NOTIFY_FAULT ©)

#defile BioAPI_NOTIFY_SOURCE_PRESENT  (4)
#fefine BioAPI_NOTIFY_SOURCE_REMOVED (5)

aln-PRID o dafinad oo £All Ao
T A=)

15 30 »] Tha i A SN £ 0 P=\
. T HC COMTCSPUNMamy 7 v oIty PCTTT Ot TSOCHATICO TS TOIMTOVY S,

BioAPI-UNIT-EVENT-TYPE ::= ENUMERATED {
insert,
remove,
fault,
sourcePresent,
sourceRemoved,

}

15.30.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with

Table 20.
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Table 20 — Mapping between individual values of the C type BioAPI EVENT
and abstract values of the ASN.1 type BioAPI-UNIT-EVENT-TYPE

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_NOTIFY_INSERT) insert
2 (BioAPI_NOTIFY_REMOVE) remove
3 (BioAPI_NOTIFY_FAULT) fault
4 (BioAPI_NOTIFY_SOURCE_PRESENT) sourcePresent
5 (BioAPI_NOTIFY_SOURCE_REMOVED) sourceRemoved

other values

none —the C value is unconvertible and clause 33 applies

15.31
153111

Type BioAPI_EVENT_MASK
This C typeis defined in BioAPI asfollows:
typedef uint32_t BioAPI_EVENT_MASK;

15.312 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_NOTIFY_INSERT BIT
#define BioAPI_NOTIFY_REMOVE_BIT
#define BioAPI_NOTIFY_FAULT BIT

(0x00000001)
(0x00000002)
(0x00000004

)
#define BioAPI_NOTIFY_SOURCE_PRESENT BIT  (0x00000008)
#define BioAPI_NOTIFY_SOURCE_REMOVED BIT (0x00000010)

15.313 The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-UNIT-EVENT-TYPE-MASK ::= BIT STRING {
insert (Q),

15.314 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows. Each
the AEN.1 bit string shall be mapped to a bit of the '€ unsigned integer. The leading bit of the bit string (bit 0) s
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the rem

remove
fault
sourcePresent
sourceRemoved
} (SIZE(32))

thirty-one bits shall be mapped in order.

15.32
15.3211

15.32)2

15.323

15.33

Type BioAPI FMR
This C typeis defined-in'BioAPI asfollows:
typedef int32_t BigARI_FMR;

(D),
(),
@),
(4)

The correspanding ASN.1 typein BIP is defined as follows:

BioAPI-FMR ::= Signedint

Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.]L.

Type BioAPI FRAMEWORK SCHEMA

bit of
nall be
aining

15331

42

This C typeisdefined in BioAPI asfollows:

typedef struct bioapi_framework_schema {

BioAPI_UUID FwProductUuid;
BioAPI_STRING FwDescription;

uint8_t *Path;

BioAPI_VERSION SpecVersion;
BioAPI_STRING ProductVersion;

BioAPI_STRING Vendor;

BioAPI_UUID FwPropertyUuid;

BioAPI_DATA FwProperty;
uint8_t *HostingEndpointIRI;
} BioAPI_FRAMEWORK_SCHEMA,;
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15.33.2 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-FRAMEWORK-SCHEMA ::= SEQUENCE {

fwProductUuid
description
path
specVersion
productVersion

BioAPI-UUID,
BioAPI-STRING,
UTF8String,
BioAPI-VERSION,
BioAPI-STRING,

| SO/I EC 24708:2008 (E)

ween

vendor BioAPI-STRING,
propertyUuid BioAPI-UUID,
property BioAPI-DATA,
hostingEndpointIRI EndpointIRI
}
15.33 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting b
indivigual C members and ASN.1 components in accordance with Table 21.

Table 21 — Mapping between member s of the C type BioAPI FRAMEWORK SCHEMA
and components of the ASN.1 type BioAPI-FRAMEWORK-SCHEMA

Member of the C type Component of the ASN.1 type Réferences
FwProductUuid fwProductUuid 15.58
FwDescription description 15,53
Path path 1572
SpecVersion specVersion 15.59
ProductVersion productVersion 15.53
Vendor vendor 15.53
FwPropertyUuid propertyUuid 15.58
FwProperty property 15.22
HostingEndpointIRI hostingEndpointIRI 15.3

15.34
15.34

uint32_t Widthy
uint32_t HetgRe;

} BioAPI_GUJBYMAP;

Type BioAPI_GUI_BITMAP

1 ThisCtypeisdefinedin BioAPI asfollows:

typedef struct bioapi_gui_bitmap £
BioAPI_BIR_SUBTRPE_MASK SubtypeMask;

BioAPI_PAY¥A Bitmap;

P The correspondingASN.1 type in BIP is defined as follows:

BioAPI-BIR-SUBTYPE-MASK,
Unsignedint,

Unsignedint,

BioAPI-DATA OPTIONAL

15.34
BioAPI-GUI-B{TMAP ::= SEQUENCE {
subtypeMask
width
height
bitmap
}
1534 Q) :‘Il DENA/eeN e =

individual C members and ASN.1 components in accordance with Table 22.

and the A SN

Table 22 — M apping between members of the C type BioAPI_GUI_BITMAP
and components of the ASN.1 type BioAPI-GUI-BITMAP

Member of the C type Component of the ASN.1 type References
SubtypeMask subtypemask 15.17
Width width 15.1.5
Height height 15.1.5
Bitmap bitmap 15.22
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15.35

Type BioAPl_GUI_BITMAP_ARRAY

15.35.1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_gui_bitmap_array {
uint32_t NumberOfMembers;
BioAPI_GUI_BITMAP *GuiBitmaps;
} BioAPI_GUI_BITMAP_ARRAY;

15.35.2 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-GUI-BITMAP-ARRAY ::= SEQUENCE {
guiBitmaps SEQUENCE (SIZE(0..max-unsigned-int)) OF
guiBitmap BioAPI-GUI-BITMAP

}

15.353 Conversion from the pair of C members NumberOfMembers/Members to the ASN.1 component
membpers shal be done as follows: Calling N the value of the member NumberOfMembers, each af\the first N
elements (of type BioAPI GUI BITMAP — see 15.34) in the array pointed to by the member Mendhers
convefted, in order, to an element of the component members as specified in 15.34. The componentimember
have gxactly N elements.

153544 Converson from the ASN.1 component members to the par” of C me
NumlperOfMembers/Members shal be done as follows. Caling N the number of/elements of the component
membpers, a newly alocated array of N elements of type BioAPI_GUI_BITMAP \(seé 15.34) shall be fil
convefting each element of the component members, in order, to an element of the.array as specified in 15.3]
member Members shall be set to the address of the array, and the member Numpsr@fMembers shall be set to

15.36
15.36

15.36

15.36
indivi

TypeBioAPI_GUI_EVENT_SUBSCRIPTION
1 ThisCtypeisdefined in BioAPI asfollows:

typedef struct _bioapi_gui_event_subscription {
const uint8_t *SubscriberEndpointIRI;
BioAPI_UUID GUIEventSubscriptionUuid;
BioAPI_BOOL GUISelectEventSubscrib&e;
BioAPI_BOOL GUIStateEventSubscriQéd;
BioAPI_BOOL GUIProgressEventSubscribed;
} BioAPI_GUI_EVENT_SUBSCRIPTION;

? The corresponding ASN.1 type in BIR.is defined as follows:
BioAPI-GUI-EVENT-SUBSCRIPTION ::= SEQUENCE {
subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
guiSelectEyentSubscribed BOOLEAN,
guiStateEventSubscribed BOOLEAN,
guiPregressEventSubscribed BOOLEAN

}

Jual C membersand ASN.1 components in accordance with Table 23.

Table 23 — M apping between members of the C type BioAPI_GUI_EVENT_SUBSCRIPTION
and components of the ASN.1 type BioAPI-GUI-EVENT-SUBSCRIPTION

al be
5 shall

mbers

ed by
. The
N.

3 Conversion-betieen the C type and the ASN.1 type (in both directions) shall be done by converting bgtween

44

Member of the C type Component of the ASN.1 type References
SubscriberEndpointIRI subscriberEndpointIRI 15.3
GUIEventSubscriptionUuid guiEventSubscriptionUuid 15.58
GUISelectEventSubscribed gui SelectEventSubscribed 15.18
GUIStateEventSubscribed gui StateEventSubscribed 15.18
GUIProgressEventSubscribed guiProgressEventSubscribed 15.18
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1537 TypeBioAPI GUI MOMENT
15.37.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_GUI_MOMENT;
15.37.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_GUI_MOMENT_BEFORE_START (1)
#define BioAPI_GUI_MOMENT_DURING @)
#define BioAPI_GUI_MOMENT_AFTER_END )

15.37.3 The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-GUI-MOMENT ::= ENUMERATED {
bhefareStart

during,
afterEnd,

}

15.374 Conversion between the C type and the ASN.1 type (in both directions) shall be doné'in“accordancge with
Table|24.

Table 24 — Mapping between individual values of the C type BioAPI_GUI MOMENT
and abstract values of the ASN.1 type BioAPI-GUI-MOMENT

Value of the C type Abstract value of the ASN.1 type
1J(BioAPI_GUI_MOMENT_BEFORE_START) before-start
2|(BioAPI_GUI_MOMENT_DURING) during
3|(BioAPI_GUI_MOMENT_AFTER_END) after-end
other values none — the G value is unconvertible and clause 33 applies

15.38 TypeBioAP| GUI ENROLL TYPE

15.38{1L ThisC typeisdefined in BioAPI asfollows:

typedef uint32_t BioAPI_GUI_ENRStL_TYPE;

15.382 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#defineBioAP|_GUI_ENRYY._TYPE_TEST VERIFY (0x00000001)
#defineBioAPI_GUI_ENQDLL_TYPE_MULTIPLE_CAPTURE (0x00000002)

15.3813 The corresponding ASN:1 type in BIP is defined as follows:

BioAPI-GUI-ENROLL-TYPE ::= BIT STRING {
testVerify 0),
multipleCapture 1)

1 (SIZE(32))

15.384 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows: Eacl] bit of
the ABN. L bitstring shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapptti to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the renfaining

th| rty nachite chall ha od-tn-ordar.

n
OrC oo o T T oo PCo T oracrs

1539 TypeBioAP| GUI OPERATION

15.39.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_GUI_OPERATION;
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15.39.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_GUI_OPERATION_CAPTURE 1)
#define BioAPI_GUI_OPERATION_PROCESS @)
#define BioAPI_GUI_OPERATION_CREATETEMPLATE  (3)
#define BioAPI_GUI_OPERATION_VERIFYMATCH ()
#define BioAPI_GUI_OPERATION_IDENTIFYMATCH (5)
#define BioAPI_GUI_OPERATION_VERIFY (6)
#define BioAPI_GUI_OPERATION_IDENTIFY @)
#define BioAPI_GUI_OPERATION_ENROLL )

15.39.3 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-GUI-OPERATION ::= ENUMERATED {
capture,

process,
createtemplate,
verifymatch,
identifymatch,
verify,

identify,

enroll,

}

15.394 Conversion between the C type and the ASN.1 type (in both directions) @1\be done in accordancg with

Table|25.
N
O
Table 25 — M apping between individual values of the C type®BioAPI GUI OPERATION
and abstract values of the ASN.1 type BioA% -OPERATION
Value of the C type &0\\Abstract value of the ASN.1 type

1 (BioAPI_GUI_OPERATION_CAPTURE) capture?; N

2 (BioAPI_GUI_OPERATION_PROCESS) pr\o’éé%

3 (BioAPI_GUI_OPERATION_CREATETEMPLATE) , etemplate

4 (BioAPI_GUI_OPERATION VERIFYMATCH)  ~\] verifymatch

_ @)
1549 TypeBioAP| &Vl RESPONSE

15401 ThisCtypei ined in BioAPI asfollows:

' t BioAPI_GUI_RESPONSE;

5 (3ioAPI_GUI_OPERATION_IDENTIFYI\/IATC‘HX,U identifymatch

6 (BioAPI_GUI_OPERATION_VERIFY) \.\(‘}‘ verify

7 (BioAPI_GUI_OPERATION_IDENTIFY§_ ™" identify

8 (3ioAPI_GUI_OPERATION_ENRPQ\I:)o enroll

otHer values n\\‘ none —the C value is unconvertible and clause 33 applies
C)v

typedef yi
15.4012 The@wi ng manifest constants are defined in BioAPI in support of this C type:

g& ne BioAP|_GUI_RESPONSE_DEFAULT (0)
efine BioAPI_GUI_ RESPONSE _OP COMPLETE 1)
#define BIOAPI_GUI_RESPONSE_OP_CANCEL @A)
#define BioAPI_GUI_RESPONSE_CYCLE_START ®)
#define BioAPI_GUI_RESPONSE_CYCLE_RESTART ()
#define BioAPI_GUI_RESPONSE_SUBOP_START (5)
#define BioAPI_GUI_RESPONSE_SUBOP_NEXT (6)

#define BioAPI_GUI_RESPONSE_PROGRESS_CONTINUE(7)
#define BioAPI_GUI_RESPONSE_PROGRESS_ABORT  (8)
#define BioAPI_GUI_RESPONSE_RECAPTURE 9)
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15.40.3 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-GUI-RESPONSE ::= ENUMERATED {
default,
opComplete,
opCancel,
cycleStart,
cycleRestart,
subopStart,
subopNext,
progressContinue,
progressCancel,
recapture,

1
J

15.404 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with
Table|26.
Table 26 — Mapping between individual values of the C type BioAPI GUI RESPQNSE
and abstract values of the ASN.1 type BioAPI-GUI-RESPONSE
Value of the C type Abstract value of the ASN.1 type
0 (BjoAPI_GUI_RESPONSE_DEFAULT) default
1 (BJoAPI_GUI_RESPONSE_OP_COMPLETE) opComplete
2 (BJoAPI_GUI_RESPONSE_OP_CANCEL) opCancel
3(BloAPI_GUI_RESPONSE_CYCLE_START) cycleStart
4 (BJoAPI_GUI_RESPONSE_CYCLE_RESTART) cycleRestarf
5 (BloAPI_GUI_RESPONSE_SUBOP_START) subopStart
6 (B|JoAPI_GUI_RESPONSE_SUBOP_NEXT) subopNext
7 (BloAPI_GUI_RESPONSE_PROGRESS_CONTINUE) progressContinue
8 (BJoAPI_GUI_RESPONSE_PROGRESS_ABORT) progressAbort
9 (BjoAPI_GUI_RESPONSE_RECAPTURE) recapture
other values none —the C value is unconvertible and clause 33 applieg
1541 TypeBioAPI GUI SUBOPERATION
15411 ThisC typeisdefined in BioAPI asfollows:

1541

1541

typedef uint8_t BioAPI_GUI_SUBOPERATION;

#define BioARPRGUI_SUBOPERATION_CAPTURE
#define BioAPWGUI_SUBOPERATION_PROCESS

P The following manifest constants are defined in BioAPI in support of this C type:

#define BigAPI_GUI_SUBOPERATION_CREATETEMPLATE 3)
#defing(BYOAPI_GUI_SUBOPERATION_VERIFYMATCH 4
#defiRedBioAPI_GUI_SUBOPERATION_IDENTIFYMATCH (5)

3 _“The corresponding ASN.1 type in BIP is defined as follows:

1)
()

— BIOAPTFGUIFSUBOPERATION T—ENUMERATED
capture,

process,

createtemplate,

verifymatch,

identifymatch,

}

15.41.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with

Table

27.
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Table 27 — M apping between individual values of the C type BioAPI GUI SUBOPERATION
and abstract values of the ASN.1 type BioAPI-GUI-SUBOPERATION

Value of the C type Abstract value of the ASN.1 type

1 (BioAPI_GUI_SUBOPERATION_CAPTURE) capture

2 (BioAPI_GUI_SUBOPERATION_PROCESS) process

3 (BioAPI_GUI_SUBOPERATION_CREATETEMPLATE) | createtemplate

4 (BioAPI_GUI_SUBOPERATION_VERIFYMATCH) verifymatch

5 (BioAPI_GUI_SUBOPERATION_IDENTIFYMATCH) identifymatch

Other values none —the C value is unconvertible and clause 33 applies
15420 TypeBioAP| HANDLE
154211 ThisCtypeisdefined in BioAPI asfollows:

typedef uint32_t BioAPI_HANDLE;
15.422 The corresponding ASN.1 typein BIP isdefined asfollows:
BioAPI-HANDLE ::= Unsignedint

15.4213 Conversion between the C type and the ASN.1 type (in both directions) shall-bedone as specified in 15.[L.5.
1543 TypeBioAP| IDENTIFY POPULATION
154311 ThisCtypeisdefined in BioAPI asfollows:

15.43

15.43
Table

15.43

typedef struct bioapi_identify_population {
BioAP|_IDENTIFY_POPULATION_TYPE Jype;
union {
BioAPI_DB_HANDLE *BIRDataBasg;
BioAPI_BIR_ARRAY_POPULATION%BIRArray;
} BIRs;
} BioAPI_IDENTIFY_POPULATION;

? The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-IDENTIFY-POPULATION ::=SEQUENCE {
birs CHOICE {
birDataBase BioAPI-DB-HANDLE,
birArray BioAPI-BIR-ARRAY-POPULATION,
birRPresetArray NULL

}

3 Conversion from'the pair of C members Type/BIRs to the ASN.1 component birs shall be done by
28 to perform thefolfowing actions (in order):

a) determine which aternative of the member BIRs is present, based on the value of Type;
b) select the aternative of the component birs corresponding to the value of Type;
¢)\~convert the C member to the alternative of the component birs.

4~ Conversion from the ASN.1 component birs to the pair of C members Type/BIRs shall be done by

using

using

Table

48

28 to perform the Tollowing actions (in order):
a) set the member Type based on the alternative of the component birs that is present;
b) select the corresponding aternative of the member BIRs;
¢) convert the ASN.1 component to the C member.
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Table 28 — Mapping between alter natives of the member BIR of the C type BioAPI IDENTIFY POPULATION

and alter natives of the component bir of the ASN.1 type BioAPI-IDENTIFY-POPULATION

Value of the member Type Alrheerrn]abtgleBclJL’;he ﬁgﬁ;::e\ﬁ %fitrge References
1 (BioAPI_DB_TYPE) BIRDataBase birDataBase clause 19 in conjunction with 15.26
2 (BioAPI_ARRAY_TYPE) BIRArray birArray clause 19 in conjunction with 15.7
3 (BioAPI_PRESET_ARRAY_TYPE) | BIRArray birPresetArray 15.43.5 and 15.43.6
other values none —the C value is unconvertible and clause 33 applies

15.43.5 Conversion from the C member BIRArray to the ASN 1 component waresetArray shall be done by

settin
clauss

15.43
setting

15.44
15.44

15.44

15.44

N(
(s
AS
the

15.45
15.45

15.45

15.45

33 applies when such avaI ueis encountered

6 Conversion from the ASN.1 component birPresetArray to the C member BIRArray shall be dg
the member BIRArray to NULL.

Type BioAPI _IDENTIFY_POPULATION_TYPE
1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_IDENTIFY_POPULATION_TYPE;

? Thefollowing manifest constants are defined in BioAPI in support of thisC-type:
#define BioAPI_DB_TYPE )
#define BioAPI_ARRAY_TYPE 2
#define BioAPI_PRESET_ARRAY_TYPE (3)

3 Thereisno corresponding ASN.1 typein BIP.

TE —This C type is used in the C types BioAPI_CANDIDA®BE "(see 15.20) and BioAPI_IDENTIFY_POPUL
P 15.43) and selects one of three ways of specifying a BIR p@pulation in an identification operation. In the corresg
IN.1 types BioAPI-CANDIDATE and BioAPI-IDENTIFY-POPULATION, the choice among the three ways of spg
BIR population is represented by a CHOICE construct,

Type BioAPI_INDICATOR_STARUS
1 This Ctypeisdefinedin BioAPI asfelows:
typedef uint8_t BioAPI_INDICAFOR_STATUS;

P2 Thefollowing manifest canstants are defined in BioAPI in support of this C type:
#define BioAPI_INDICAYIR_ACCEPT 1)
#define BioAPI_INRICATOR_REJECT )
#define BioAPI_INBILATOR_READY (3)
#define BioAPLYDICATOR BUSY (4)

#define BioAR|JINDICATOR_FAILURE (5)
3 The corresponding ASN.1 type in BIP is defined as follows:
BioAPIINDICATOR-STATUS ::= ENUMERATED {

e, and

ATION
onding
cifying

accept,

reject,

roadys

fonds

busy,

failure,

}

15.45.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done in accordance with
Table 29.
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Table 29 — M apping between individual values of the C type BioAPI INDICATOR _STATUS
and abstract values of the ASN.1 type BioAPI-INDICATOR-STATUS

Value of the C type Abstract value of the ASN.1 type
1 (BioAPI_INDICATOR_ACCEPT) accept
2 (BioAPI_INDICATOR_REJECT) reject
3 (BioAPI_INDICATOR_READY) ready
4 (BioAPI_INDICATOR_BUSY) busy
5 (BioAPI_INDICATOR_FAILURE) failure
other values none —the C value is unconvertible and clause 33 applies

1544 TypeBioAPI INPUT BIR
15.46J1 ThisC typeisdefined in BioAPI asfollows:

typedef struct bioapi_input_bir {
BioAPI_INPUT_BIR_FORM Form;
union {
BioAPI_DBBIR_ID *BIRinDb;
BioAPI_BIR_HANDLE *BIRinBSP;
BioAPI_BIR *BIR;
} InputBIR;

} BioAPI_INPUT_BIR;

15462 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-INPUT-BIR ::= SEQUENCE {

inputBIR CHOICE {
birlnDB BioAPIDBBIR-ID,
birlnBSP BioARMBIR-HANDLE,
bir Bi6API-BIR

}

}

15.46)3 Conversion from the pair of C members Fori/inputBIR to the ASN.1 component inputBIR shall b
by usipg Table 30 to perform the following actions(itorder):

a) determine which aternative of the member InputBIR is present, based on the value of Form;
b) select the alternative of the component inputBIR corresponding to the value of Form;
c) convert the C member to'the'alternative of the component inputBIR.

15.464 Conversion from the ASN.1’component inputBIR to the pair of C members Form/InputBIR shal b
by usipg Table 30 to perform the felowing actions (in order):

a) set the membér~0rm based on the aternative of the component inputBIR that is present;
b) select the.corresponding aternative of the member InputBIR;
¢) convert'thie ASN.1 component to the C member.

Table30 — M apping between alter natives of the member BIR of the C type BioAPI_INPUT BIR
and alter natives of the component bir of the ASN.1 type BioAPI-INPUT-BIR

b done

e done

Valvea thomarbe Fo | e | e e

1 (BioAPI_DATABASE_ID_INPUT) | BIRInDb birilnDB clause 19 in conjunction with 15.27
2 (BioAPI_BIR_HANDLE_INPUT) BIRInBSP birinBSP clause 19 in conjunction with 15.12
2 (BioAPI_BIR_HANDLE_INPUT) BIR bir clause 19 in conjunction with 15.12
other values none — the C value is unconvertible and clause 33 applies
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1547 TypeBioAPI INPUT BIR FORM
15.47.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_INPUT_BIR_FORM,;
15.47.2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_DATABASE_ID_INPUT (1)
#define BioAPI_BIR_HANDLE_INPUT @)
#define BioAPI_FULLBIR_INPUT @)

15.47.3 Thereisno corresponding ASN.1 typein BIP.

NOTE — This C typeisused in the C type BioAPI_INPUT_BIR (see 15.46) and selects one of three ways of specifying an input
BIR in many operations. In the corresponding ASN.1 type BioAPI-INPUT-BIR, the choice among the three ways of specifying
thgTnput BIR 1S Tepresented by a CHOICE construct.

1548 TypeBioAPI OPERATIONS MASK (19
15.48]1 ThisC typeis defined in BioAP! asfollows: ,\Q%

typedef uint32_t BioAPI_OPERATIONS_MASK; (Lb‘
15.482 Thefollowing manifest constants are defined in BioAPI in support of this C type: C)

#define BioAPI_ENABLEEVENTS (0x00000001) C)\\

#define BioAPI_SUBSCRIBETOGUIEVENTS (0x00000002) %

#define BioAPI_CAPTURE (0x00000004) ;\\

#define BioAPI_CREATETEMPLATE (0x00000008) Q)

#define BioAPI_PROCESS (0x00000010) Q

#define BioAPI_PROCESSWITHAUXBIR (0x0000002

#define BioAPI_VERIFYMATCH (0x00000

#define BioAPI_IDENTIFYMATCH (0x0000 )

#define BioAPI_ENROLL (0x000 0)

#define BioAPI_VERIFY (0xQ@800200)

#define BioAPI_IMPORT x00000800)
#define BioAPI_PRESETIDENTIFYPOPULATI 0x00001000)
#define BioAPI_DATABASEOPERATIONS ) (0x00002000)
#define BioAPI_SETPOWERMODE \O (0x00004000)

#define BioAPI_IDENTIFY $ 000400)

#define BioAPI_SETINDICATORSTAT (0x00008000)
#define BioAPI_GETINDICATORSTAZY (0x00010000)
#define BioAPI_CALIBRATESEN@ (0x00020000)
#define BioAPI_UTILITIES .. (0x00040000)
#define BioAPI_QUERYUN| (0x00100000)
#define BioAPI_QUERY (0x00200000)
#define BioAPI_CONTRQUUNIT (0x00400000)

15.48f3 The correspondi r@gll type in BIP is defined as follows:

BioAPI-OPE% NS-MASK ::=BIT STRING {
nableEvents 0),
subscribeToGUIEvents Q),

?\ capture ()
éo @3).

createTemplate

&?* process (4),

% processWithAuxBir 5),
verifyMatch (6)
identifyMatch (),
enroll (8),
verify 9),
identify (10),
import (11),
presetldentifyPopulation (12),
databaseOperations (13),
setPowerMode (14),
setindicatorStatus (15),
getindicatorStatus (16),
calibrateSensor (17),
utilities (18),
queryUnits (20),
queryBFPs (21),
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controlUnit
} (SIZE(32))

(22)

15.48.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows: Each bit of
the ASN.1 bit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.

1549 TypeBioAP| OPTIONS MASK

15.49.1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint32_t BioAPI_OPTIONS_MASK;

15.49 7 TheTolTowing mani1esl consants are agl ined I BIOAPT I Support of this C type.
#define BioAPI_RAW (0x00000001)
#define BioAPI_QUALITY_RAW (0x00000002)
#define BioAPI_QUALITY_INTERMEDIATE (0x00000004)
#define BioAPI_QUALITY_PROCESSED (0x00000008)
#define BioAPI_APP_GUI (0x00000010)
#define BioAPI_GUI_PROGRESS_EVENTS (0x00000020)
#define BioAPI_SOURCEPRESENT (0x00000040)
#define BioAPI_PAYLOAD (0x00000080)
#define BioAPI_BIR_SIGN (0x00000100)
#define BioAPI_BIR_ENCRYPT (0x00000200)
#define BioAPI_TEMPLATEUPDATE (0x00000400)
#define BioAPI_ADAPTATION (0x00000800)
#tdefine BioAPI_BINNING (0x00001000)
#define BioAPI_SELFCONTAINEDDEVICE (0x00002000)
#tdefine BioAPI_MOC (0x00004Q0®
#define BioAPI_SUBTYPE_TO CAPTURE (0x000083Q0)
#define BioAPI_SENSORBFP (0x000%Q800)
#define BioAPI_ARCHIVEBFP (0xQ@@20000)
#define BioAPI_COMPARISONBFP (0xB0040000)
#define BioAPI_PROCESSINGBFP ¢8x00080000)
#define BioAPI_COARSESCORES (0x00100000)

15.49.3 The corresponding ASN.1 typein BIP is defined as follows:

BioAPI-OPTIONS-MASK ::= BIT STRING{
raw (0),
qualityRaw 2),
qualitylntermediate (2),
qualityProcessed 3),
appGui 4),
guiProgressEvents (5),
sourcePresent (6),
payload ),
birSign (8),
birEncrypt 9),
templateUpdate (10),
adaptation (11),
binning (12),
selfContainedDevice (13),
moc (14),
subtypeToCapture (15)
sensorBFP (16),
archiveBFP 17),
comparisonBFP (18),
processingBFP (29),
coarseScores (20)

} (SIZE(32))

15.49.4 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows: Each bit of
the ASN.1 bit string shall be mapped to a bit of the C unsigned integer. The leading bit of the bit string (bit 0) shall be
mapped to the least significant bit of the unsigned integer (corresponding to the value 0x00000001), and the remaining
thirty-one bits shall be mapped in order.
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TypeBioAPI_POWER_MODE
1 ThisCtypeisdefinedin BioAPI asfollows:
typedef uint32_t BioAPI_POWER_MODE;
2 Thefollowing manifest constants are defined in BioAPI in support of this C type:

#define BioAPI_POWER_NORMAL (1)
#define BioAPI_POWER_DETECT )
#define BioAPI_POWER_SLEEP (3)

3 The corresponding ASN.1 typein BIP is defined as follows:
BioAPI-POWER-MODE ::= ENUMERATED {

narmal

15.50
Table

detect,
sleep,

}

1 Conversion between the C type and the ASN.1 type (in both directions) shall be donge'in“accordand
31.

Table 31 — Mapping between individual values of the C type BioAPI_REWER MODE
and abstract values of the ASN.1 type BioAPI-POWER-MODE

e with

Value of the C type Abstract value of the ASN.1 type
1j(BioAPI_POWER_NORMAL) normal
2|(BioAPI_POWER_DETECT) detect
3|(BioAPI_POWER_SLEEP) deep
other values none — the G value is unconvertible and clause 33 applies
1551 TypeBioAPI QUALITY
1551f1 This C typeisdefined in BioAPI asfollows:

1551

15.51

1551
encou

15.52
15.52

typedef int8_t BioAPI_QUALITY;

? The corresponding ASN.1 type in'BIP is defined as follows:

BioAPI-QUALITY ::= INTEGERY(-2..100)

3 Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.

4 Quality values that-are/outside the range —2 to 100 are unconvertible. Clause 33 applies when such av
ntered.

Type BIOAP! RETURN
1 ThisC€typeisdefined in BioAPI asfollows:
tyQefef uint32_t BioAPI_RETURN;

1.2.

Hlue is

P Error

15.52
condit

15.52.

15.52.

15.53
15.53.

2 I\/Iany manifest constants are defined in BiocAPL in suppart of this C type most of which indicatd
ions.

3 The corresponding ASN.1 typein BIP is defined as follows:
BioAPI-RETURN ::= Unsignedint
4

Type BioAPI STRING
1 ThisCtypeisdefined in BioAPI asfollows:
typedef uint8_t BioAPI_STRING [269];
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15.53.2 The corresponding ASN.1 typein BIP isdefined as follows:

BioAPI-STRING ::= UTF8String (CONSTRAINED BY
{--The UTF-8 encoding shall not contain any NULL characters--
--and shall be no longer than 268 octets--})

15.53.3 Conversion from the C type to the ASN.1 type shall be done as follows: The content of the octet array pointed
to by the C variable up to the first zero-valued octet (exclusive) shall be interpreted as the UTF-8 encoding of a
character string. The ASN.1 abstract value shall be set to that character string.

15.53.4 Conversion from the ASN.1 type to the C type shall be done as follows. Calling L the length (in octets) of the
UTF-8 encoding of the ASN.1 abstract character string, the first L + 1 octets of the octet array pointed to by
the C variable shall be filled with that UTF-8 encoding followed by a zero-valued octet.

NOTE — The constraint present on the ASN.1 type definition guarantees that the C octet array will not overflow during this
CONMVErSIOrT.

1554 TypeBioAPI TIME
15.54]1 ThisC typeisdefined in BioAPI asfollows:

typedef struct bioapi_time {
uint8 t Hour,;
uint8_t Minute;
uint8_t Second,;
} BioAPI_TIME;

15,542 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-TIME ::= SEQUENCE {

hour INTEGER (0..99),
minute INTEGER (0..99),
second INTEGER (0..99)

}

15.5413 Conversion between the C type and the ASN.1 type(inboth directions) shall be done by converting bétween
indiviglual C members and ASN.1 components in accordance'with Table 32.

Table 32 — M apping between members of the C type BioAPI_TIME
and components of the ASN.1 type BioAPI-TIME

Member of the C type Component of the ASN.1 type References
Hour hour 15.1.2
Minute minute 15.1.2
Second second 15.1.2

15.5444 The abstract value of type BioAPI-TIME in which the three components hour, minute, and second have
the vdue 99 is valid. Apart from that particular abstract value, all hour values outside the range 0 to 23, all minute
valueg outside the range 0 to 59, and al second vaues outside the range 0 to 59 are unconvertible, and clayise 33
applies when such &value is encountered.

1558 AypeBioAP| UNIT ID

15.551 _=ThisC type isdefined in BiocAPl asfollows:

typedef uint32_t BioAPI_UNIT_ID;
15.55.2 The corresponding ASN.1 typein BIP isdefined as follows:
BioAPI-UNIT-ID ::= UnsignedInt
15.55.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done as specified in 15.1.5.
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1556 TypeBioAP!I UNIT LIST ELEMENT
15.56.1 ThisC typeisdefined in BioAPI asfollows:

typedef struct _bioapi_unit_list_element {

BioAPI_CATEGORY UnitCategory;

BioAPI_UNIT_ID UnitID;
} BioAPI_UNIT_LIST_ELEMENT;

1 SO/I EC 24708:2008 (E)

15.56.2 The corresponding ASN.1 type in BIP is defined as follows:

BioAPI-UNIT-LIST-ELEMENT ::= SEQUENCE {
category BioAPI-CATEGORY,
unitiD BioAPI-UNIT-ID

}

15.56)3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting b(Ltween
indivigual C members and ASN.1 components in accordance with Table 33.

Table 33 — Mapping between member s of the C type BioAPI_UNIT LIST ELEMENT
and components of the ASN.1 type BioAPI-UNIT-LIST-ELEMENT

Member of the C type Component of the ASN.1 type References
UnitCategory category 15,21
UnitID unitiD 1555

1557 TypeBioAPI UNIT SCHEMA
15571 ThisCtypeisdefined in BioAPI asfollows:

typedef struct bioapi_unit_schema {
BioAPI_UUID
BioAPI_UUID
BioAPI_UNIT_ID
BioAPI_CATEGORY
BioAPI_UUID
BioAPI_STRING

Unitld;

BioAPI_UUID
BioAPI_DATA
BioAPI_STRING
BioAPI_STRRNG
BioAPI_STRING
BioAPI_SIRING

} Big&PI"UNIT_SCHEMA;

BSPProductUgds;
UnitManagélProductUuid;

UnitCatégory;
UnitProperties;
Vierdorinformation;
BioAPI_EVENT_MASKNSupportedEvents;
UnitPropertyUuid;
UnitProperty;
HardwareVersion;
FirmwareVersion;
SoftwareVersion;
HardwareSerialNumber;

BioARI)BOOL AuthenticatedHardware;
uiged2 t MaxBSPDbSize;
Gimt32_t MaxIdentify;

15572 The corresponding ASN.1 type in BIP is defined as follows:

BioAPH-UNIT-SCHEMA ::= SEQUENCE {
bspProductUuid

unitManagerProductUuid
unitid

BioAPI-UUID,
BioAPI-UUID,
Bio APLUNIT-ID

category
unitProperties
vendorinformation
supportedUnitEvents
propertyUuid

property
hardwareVersion
firmwareVersion
softwareVersion
hardwareSerialNumber
authenticatedHardware
maxBSPDbSize
maxIdentify

BioAPI-CATEGORY,
BioAPI-UUID,
BioAPI-STRING,
BioAPI-UNIT-EVENT-TYPE-MASK,
BioAPI-UUID,
BioAPI-DATA,
BioAPI-STRING,
BioAPI-STRING,
BioAPI-STRING,
BioAPI-STRING,
BOOLEAN,
Unsignedint,
Unsignedint
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15.57.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done by converting between
individual C members and ASN.1 components in accordance with Table 34.

Table 34 — M apping between members of the C type BioAPI_UNIT _SCHEMA
and components of the ASN.1 type BioAPI-UNIT-SCHEMA

Member of the C type Component of the ASN.1 type References
BSPProductUuid bspProductUuid 15.58
UnitManagerProductUuid unitM anagerProductUuid 15.58
Unitld unitld 15.55
UnitCategory category 1521
UnitProperties unitProperties 15.58
VendorInformation vendorInformation 15.53
SupportedEvents supportedUnitEvents 15.31
UnitPropertyUuid propertyUuid 15.58
UnitProperty property 15.22
HardwareVersion hardwareVersion 15.53
FirmwareVersion firmwareVersion 15.53
SoftwareVersion softwareVersion 1553
HardwareSerialNumber hardwareSerial Number 1553
AuthenticatedHardware authenticatedHardware 15.18
MaxBSPDbSize maxBSPDbSize 15.1.5
MaxIdentify max| dentify 15.15

NQTE—-No "HostingEndpointlRI" parameter or BSP access\\UUID parameter is present in the J type
BipAPI_UNIT_SCHEMA. All the units returned by BioAP|_QueryUnits are in the same BIP endpoint, which is the hosting
englpoint of the BSP. The unit schema provided by a BioAPI EVENT HANDLER function belongs to a unit that is managed
(ditectly or indirectly) by the BSP whose UUID is provided as thefirst parameter of that function.

1558 TypeBioAPI UUID

15.58J1 ThisC typeisdefined in BioAPI asfollows.

typedef uint8_t BioAPI_UUID[16];

15582 The corresponding ASN.1 type.in BIP is defined as follows:
BioAPI-UUID ::= OCTET_STRING (SIZE(16))

15.58f3 Conversion from the'€ type to the ASN.1 type shall be done by setting the ASN.1 abstract value to ap octet
string|consisting of the 16 octefs’in the octet array pointed to by the C variable.

15.584 Conversion from/the ASN.1 type to the C type shall be done by filling the octet array pointed to by|the C
varialle with the 16 o¢tets in the ASN.1 octet string.

1559 TypeBioAPI VERSION
15.59{1 ~"This C typeisdefined in BioAPI asfollows:

Typeder uinig_t BIOAPI_VERSION,
15.59.2 The corresponding ASN.1 typein BIP isdefined asfollows:

BioAPI-VERSION ::= SEQUENCE {
major INTEGER (0..15),
minor INTEGER (0..15)

}

15.59.3 Conversion between the C type and the ASN.1 type (in both directions) shall be done as follows. The most
significant half octet and the least significant half octet of the C integer shall be treated as two separate (integer)
members of the C type, and each member shall be converted in accordance with Table 35.

56 ITU-T Rec. X.1083 (11/2007)


https://standardsiso.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

Table 35— Mapping between members of the C type BioAPI VERSION
and components of the ASN.1 type BioAPI-VERSION

Member of the C type Component of the ASN.1 type References
Most significant half octet major 15.1.2
Least significant half octet minor 15.1.2

rm the
values

ng the
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tions
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16 Functions defined in BioAPI and corresponding BI P messages
16.1 _ Function BIoAP| Init
16.1.1  Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_lInit
(BioAPI_VERSION Version);
16.1.2 Thereare no related BIP message types.
16.1.3 When aframework receives acall to the function BioAPI_Init from the local application, it shall perfo
followling actions (in order):
a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter
astheincoming call;
b) if thereturn value of the internal call is not O, then return that valué-to the local application, skippi
remaining actions,
c) createall the conceptual tablesinitially empty;
d) settheendpoint IRI of the local endpoint to avalid unique IRI;
NOTE1-The means by which a frameworks chooses an IRl are not specified ip this
Recommendation | International Standard.
€) add anentry tothe VisibleEndpoints table(see 18.2), where:
1) thecomponent hostingEndpoint|RIshall be set to the local endpoint IRI; and
2) the remaining components shall(be set from the attributes of the framework schema in th¢ local
component registry;
f)  for each BSP schema in thefocal component registry, add an entry to the VisibleBSPRegistrg
table (see 18.3), where:
1) the component hoStingEndpointIRI shall be set to the local endpoint IRI;
2) the component bSpAccessUuid shal be set to adynamically generated UUID; and
3) theremaining components shall be set from the attributes of the BSP schemain the local com
registrys;
NOTE 2 — A different BSP access UUID may be generated for the same BSP each time Bio AP |
BIOAPI_InitEndpoint iscaled by the local application.
g) foreach BFP schemain the local component registry, add an entry to the VisibleBFPRegistrsg
table (see 18.4), where:
1) thecomponent hostingEndpointIRI shal be set to the local endpoint IRI; and
2) _the remaining components shall be set from the attributes of the BFP schemain the local com
registry;
h) optionally, behave as if the framework had received one or more calls to the function
BioAPI LinkToEndpoint from the local application (see16.4), with the slaveEndpo
parameter value based on framework configuration data;
i)  return the value O to the local application.

NOTE 3-The means by which the framework determines the set of BIP endpoints to link to during a
BioAPI_Init function call are not specified in this Recommendation | International Standard. This information

might be obtained from configuration parameters of the framework implementation.
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16.2  Function BIoAP| InitEndpoint

16.2.1  Thisfunctionisdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_InitEndpoint

(BioAPI_VERSION Version,
const uint8_t *LocalEndpointIRlI);

16.2.2  Thereare no related BIP message types.

16.2.3 When aframework receives a cal to the function BioAP| _InitEndpoint from the local application, it shall
perform the following actions (in order):

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
astheincoming call;

b) if thereturn value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

c) createall the conceptual tablesinitially empty;

d) if thevaueof LocalEndpointIRIl isnot NULL, then set the endpoint IRI of the [a¢alyendpoint fo that
value;

e) ifthevaueof LocalEndpointIRlIisNULL, then either set the endpoint IRI ef the local endpointto any
valid unique IRI, or return the value BioAPIERR_LOCAL ENDPOINT/IRI NEEDED to the local
application, skipping the remaining actions;

NOTE1-The means by which a framework chooses an (IRl are not specified ip this
Recommendation | International Standard. In addition, a framework that.acts as a slave needs the ability to set
the local endpoint IRl even in the absence of a local apphication that makes a cal to ¢al to
BioAPI_InitEndpoint.
f) add an entry to the VisibleEndpoints table (see 18.2), where:
1) thecomponent hostingEndpointIRI shall be set'to the local endpoint IRI; and
2) the remaining components shall be set from-the attributes of the framework schema in the local
component registry;

g) for each BSP schema in the local component-registry, add an entry to the VisibleBSPRegistrdtions

table (see 18.3), where:
1) thecomponent hostingEndpaintliRI shall be set to the local endpoint IRI;
2) the component bspAccessUuid shall be set to adynamically generated UUID; and
3) theremaining components;shall be set from the attributes of the BSP schemain the local component
registry;
NOTE 2 — A different BSP access UUID may be generated for the same BSP each time BioAPI |Init or
BioAPI_InjEndpoint iscalled by the local application.

h) for each BFP sechema in the local component registry, add an entry to the VisibleBFPRegistrgtions

table (see 18.4);where:

1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

2) therémaining components shall be set from the attributes of the BFP schema in the local component
registry;

i) <eoptionaly, behave as if the framework had received one or more calls to the fynction
BioAPI LinkToEndpoint from the local application (see 16.4), with the slaveEndpojintIRI
parameter value based on framework configuration data;

j)  return the value O to the local application.

NOTE 3-The means by which the framework determines the set of BIP endpoints to link to during a
BioAPI_InitEndpoint function call are not specified in this Recommendation | International Standard. This

information might be obtained from configuration parameters of the framework implementation.

16.3  Function BIoAPI Terminate

16.3.1  Thisfunctionisdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_Terminate

(void);
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One BIP message type is related to this function: the masterDeletionEvent notification BIP message type.
This BIP message type carries a value of the following BIP message parameter ASN.1 type:

MasterDeletionEvent-NotificationParams ::= NULL

16.3.3 When a framework receives a call to the function BioAPI Terminate from the local application, it shall
perform the actions specified in the five following subclauses (in order).

16.3.3.1 For each entry of the VisibleEndpoints table (see 18.2) where the component hostingEndpointIRI (say,
slaveEndpointIRI) has a value different from the local endpoint IRI, the framework shall perform the following actions
(in order):

a) create and send adeleteMaster request BIP message (see 13.1 and 16.5.2) with the slave endpoint IRI

16.3.3
the following actions (in order):

16.3.3

16.3.3

16.3.4
endpo

set to slaveEndpointI Rl and the parameter value set to NULL;

H UH Lalotald & niD L 49 .0\ |
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c) deletethe entry of the framework schema table (subclause 18.2.3 applies);

NOTE — Those slave endpoints are al the BIP endpoints to which an addMaster request BIP miessage hs been
sent but no subsequent deleteMaster request BIP message has been sent. This includesrany addMaster

request BIP messages sent while processing aBioAPI_Init or BioAPI_InitEndpoint function'call (see

16.1).

d) optionaly, destroy the transport-level connection(s) with the slave endpoint as required by the transport

protocol binding in use.

2 For each entry (say, master Endpoint) of the MasterEndpoints table (see 18.1),the framework shall p

prform

a) create and send amasterDeletionEvent notification BIP message.(see 13.4) with the master endpoint
IRI set from the component masterEndpointIRI of masterEndpoint and the parameter value|set to

NULL;
b) delete the entry of the MasterEndpoints table (subclause18.1.3 applies);

c) optionaly, destroy the transport-level connection(s) with'the master endpoint as required by the trgnsport

protocol binding in use.

3 Delete al the entries of the ApplicationOwnedMemoryBlocks table (see 18.13).

5 Delete al temporary abstract values that have not yet been deleted.

.4 Make an internal BioAPI function call (see 13.10) to the same function as the incoming call, and returnjto the
local gpplication the return value of the internal call.

16.3.3

When a framework receives (see-13:9) a masterDeletionEvent notification BIP message from g slave

nt, it shall perform the following actions (in order):

a) delete the entry (if any)-of the VisibleEndpoints table where the component hostingEndpafintIRI

contains the slave endpoaint IRI (subclause 18.2.3 applies);
b) conclude that ne-acknowledgement BIP message is to be sent.

Function BAZP| LinkToEndpoint

Thisfunetion is declared in BioAPI as follows:

BioAPNRETURN BioAPI_LinkToEndpoint
(const uint8_t *SlaveEndpointIRI);

Apair of BIP messege types are related to th|s function: the addMaster request BIP message type g

parameter ASN.1 types (respectlvely)

and:

AddMaster-RequestParams ::= SEQUENCE {

bipVersion BioAPI-VERSION
}
AddMaster-ResponseParams ::= SEQUENCE {
fwSchema BioAPI-FRAMEWORK-SCHEMA OPTIONAL,
bspSchemas SEQUENCE (SIZE(0..max-unsigned-int)) OF
bspSchema BioAPI-BSP-SCHEMA,
bfpSchemas SEQUENCE (SIZE(0..max-unsigned-int)) OF

bfpSchema BioAPI-BFP-SCHEMA
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16.4.3 Thefollowing ASN.1 typeis defined to aid the specification of the behaviour of a framework, but its abstract
values do not occur in any BIP message exchanged between BIP endpoints:

LinkCallParams ::= SEQUENCE {

slaveEndpointIRI EndpointIRlI
}

16.4.4 When a framework receives a call to the function BioAP| LinkToEndpoint from the local application, it
shall perform the following actions (in order):

a)

set the link number associated with the BIP link to a randomly generated value and the request identifier
associated with the BIP link to another randomly generated value;
NOTE — The link number is not, strictly speaking, an identifier of the link, because there is a (small) probability

of duplication. The main purposes of the link number are to increase the robustness of implementations and to
facilitate diagnostics

b)

0)
d)
e

f)

0)

h)

)

k)

m)

n)

create a temporary abstract value (say, linkCallParams) of type LinkCallParams (see 46.413) by
converting from the parameters of the BioAPI_LinkToEndpoint function call as specifiedin16.41.6;

search the VisibleEndpoints table (see 18.2) for an entry where the component hostingEndpaofintIRI
has the same value as the component slaveEndpointIRI of linkCallParams;

optionally, establish one or two transport-level connections with the slave endpoirit as required py the
transport protocol binding(s) in use;

if such an entry is found, then return the value BioAPIERR_SLAVESAKREADY _LINKED [to the
local application, skipping the remaining actions;

create atemporary abstract value (say, outgoingRequestParams) of type AddMaster-RequestPdrams
(see 16.4.2), where the component bipVersion shall be set to the version number associated with this
edition of this Recommendation | International Standard (see 13.15);

create and send an addMaster request BIP message (seg’13:2) with the slave endpoint IRI set f;Itm the
component slaveEndpointIRl  of linkCallParams and the parameter value to
outgoingRequestParams,

receive a corresponding addMaster response BIR‘Message (see 13.6);
if the return value of the addMaster response BIP message is not O, then return that value to the local
application, skipping the remaining actions;

let incomingResponseParams be the~parameter value (of type AddMaster-ResponseParams —
see 16.4.2) of the addMaster response BIP message;

if the optiona compenent fwSchema is absent, then return the |[value
BioAPIERR_FRAMEWORK SCHEMA_ABSENT to the local application, skipping the remjaining
actions;
if the same BSP product UUID occurs as the value of the component bspProductUuid in two of more
elements of the ‘component bspSchemas of incomingResponseParams, then return the|value
BioAPIERR_DUPLICATE_BSP_PRODUCT_UUID to the local application, skipping the remjaining
actions;
if the sameBFP product UUID occurs as the value of the component bfpProductUuid in two of more
eements”of the component bfpSchemas of incomingResponseParams, then return the|value
BlAPIERR DUPLICATE BFP PRODUCT UUID to the local application, skipping the remfaining
actions;

add an entry to the VisibleEndpoints table (see 18.2), where:
1) the component hostingEndpointIRI shal be set from the component slaveEndpoint|RI of

0)

linkCallParams; and

2) the remaining components shall be set from the components of the component fwSchema of
incomingResponseParams;

for each element (say, bspSchema) of the component bspSchemas of incomingResponseParams, add
an entry to the VisibleBSPRegistrations table (see 18.3), where:

1) the component hostingEndpointIRI shall be set from the component slaveEndpointIRI of
linkCallParams;

2) the component bspAccessUuid shal be set to adynamically generated UUID; and
3) theremaining components shall be set from the components of bspSchema;
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for each element (say, bfpSchema) of the component bfpSchemas of incomingResponseParams, add
an entry to the VisibleBFPRegistrations table (see 18.4), where:

1) the component hostingEndpointIRI shall be set from the component slaveEndpointIRI of
linkCallParams; and

2) theremaining components shall be set from the components of bfpSchema;
return the value 0O to the local application.

16.45 When a framework receives (see 13.9) an addMaster request BIP message from a BIP endpoint, it shall
perform the following actions (in order):

a)

set the link number associated with the BIP link to the link number found in the incoming request BIP
message and set the notification identifier associated with the BIP link to another randomly generated
value;

b)

d)

€)

f)
9)

h)

)

optionally, create and send a corresponding addMaster response Bl P message (see 13.3) with-thejreturn
valuesetto BIoOAPIERR_UNWILLING TO ACT AS SLAVE, skipping the remaining.actions
NOTE - This indicates to the sending endpoint that this BIP endpoint is rejecting an endpoint linking request.
The criteria for accepting or regjecting an endpoint linking request are not(specified ip this
Recommendation | International Standard.
if the component bipVersion of the parameter value of the addMaster request BIP messagg has a
value different from the version number associated with this Recommendation | International Stgndard
(see 13.15), then the framework shall either:

1) create and send a corresponding addMaster response BIP message(see 13.3) with the returr) value
set to BioAPIERR_INCOMPATIBLE_VERSION, skipping thetemaining actions; or

2) perform any actions that are appropriate for that version‘number (but are not specified |n this
Recommendation | International Standard), skipping therémaining actions;

search the MasterEndpoints table (see 18.1) for an entry where the component masterEndpaofintIRI
contains the endpoint IRI of the sending BIP endpoint;

if such an entry is found, then create and send @, corresponding addMaster response BIP message
(see 13.3) with the return value set to BioARIERR MASTER ALREADY LINKED, skippihg the
remaining actions,
add an entry to the MasterEndpoints\table (see 18.1), where the component masterEndpaofintIRI
shall be set to the endpoint IRI of the sending BIP endpoint;

locate the entry (say, fwSchema)ef the VisibleEndpoints table (see 18.2) where the component
hostingEndpointIRI containsithe local endpoint IRI;

creste a temporary abstract value (say, outgoingResponseParams) of type AddMaster-
ResponseParams (see16.4.2), where the component fwSchema shall be present and shall bg set to
fwSchema, and the components bspSchemas and bfpSchemas shall beinitially empty;

for each entry~(say, bspSchema) of the VisibleBSPRegistrations table (see 18.3) whefe the
component hastingEndpointIRI contains the local endpoint IRI, add an element to the component
bspSchemas of outgoingResponseParams, where;

1) thecomponent bspAccessUuid shall be set to sixteen zero-valued octets; and

2). \thé remaining components of the element shall be set from the components of bspSchema wjth the
same names,

for each entry (say, bfpSchema) of the VisibleBFPRegistrations table (see 18.4) where the
component hostingEndpointIRI contains the local endpoint IRI, add an element to the component

k)
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the components of bfpSchema with the same names;

create and send a corresponding addMaster response BIP message (see 13.3) with the parameter value
set to outgoingResponseParams and the return value set to 0.

16.4.6 Conversion from the parameters of the C function BioAPI| LinkToEndpoint to the ASN.1 type
LinkCallParams (see 16.4.3) shall be done by converting from individual function parameters to ASN.1 components
in accordance with Table 36.
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16.5
16.5.1

Table 36 — M apping from the parameter s of the function BioAPI LinkToEndpoint
tothe ASN.1 type LinkCallParams

Function parameter Component of the ASN.1 type References

SlaveEndpointIRI slaveEndpointIRI 153

Function BioAP| _UnlinkFromEndpoint

Thisfunction is declared in BioAPI as follows:

BioAPI_RETURN BioAPI_UnlinkFromEndpoint
(const uint8_t *SlaveEndpointIRI);

16.5.2
delet
param

and:

16.5.3
valued

16.5.4
applic

A pair of BIP message types are related to this function: the deleteMaster request BIP message type-g
bMaster response BIP message type. These two BIP message types carry a value of the following BIPm
eter ASN.1 types (respectively):

DeleteMaster-RequestParams ::= NULL

DeleteMaster-ResponseParams ::= NULL

The following ASN.1 typeis defined to aid the specification of the behaviour-of‘a framework, but its a
do not occur in any BIP message exchanged between BIP endpoints:

UnlinkCallParams ::= SEQUENCE {
slaveEndpointIRI EndpointIRI
}

When a framework receives a cal to the function BiQAPI UnlinkFromEndpoint from thg
gtion, it shall perform the following actions (in order):

a) create a temporary abstract value (say, unlinkCallParams) of type UnlinkCallParams (see 16.5
converting from the parameters of the BigAR| UnlinkFromEndpoint function call as sp
in 16.5.6;

b) let daveEndpointIRI be the value of the eomponent slaveEndpointIRI of unlinkCallParams;

c) searchthe VisibleEndpoints table(see 18.2) for an entry where the component hostingEndpo
has the value slaveEndpointIRI;

d) if thereisno such entry, then.return the value BioAPIERR_NO SUCH_SLAVE FOUND to th
application, skipping thexemaining actions;

e) create and send a delgteMaster request BIP message (see 13.2) with the slave endpoint IRI
slaveEndpointl Rl and the parameter value set to NULL;

f)  receive acorresponding deleteMaster response BIP message (see 13.6);
g) deletetheentry of the VisibleEndpoints table (subclause 18.2.3 applies);

h) if thereturn value of the deleteMaster response BIP messageis not O, then return that value to th
applieation, skipping the remaining actions;

i) _optionaly, destroy the transport-level connection(s) with the slave endpoint as required by the tr3
protocol binding in use;

nd the
bssage

Dstract

local
.3) by
beified
intIRI
P [ocal

set to

B |ocal

nsport

§)* return O to the local application.

16.5.5
perfor
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When a framework receives (see 13.9) adeleteMaster request BIP message from a master endpoint, i
m the following actions (in order):

a) search the MasterEndpoints table (see 18.1) for an entry where the component masterEndpo
contains the endpoint IRI of the sending BIP endpoint;

t shall

intIRI

b) if there is no such entry, then create and send a corresponding deleteMaster response BIP message
(see 13.3) with the return value set to BioAPIERR_NO SUCH MASTER _FOUND, skipping the

remaining actions,
c) deletethe entry of the MasterEndpoints table (subclause 18.1.3 applies);

d) create and send a corresponding deleteMaster response BIP message (see 13.3) with the parameter

value set to NULL and the return value set to O;
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e) optionaly, destroy the transport-level connection(s) with the master endpoint as required by the transport
protocol binding in use.

16.5.6 Conversion from the parameters of the C function BioAP! UnlinkFromEndpoint to the ASN.1 type
UnlinkCallParams (see 16.5.3) shall be done by converting from individual function parameters to ASN.1
components in accordance with Table 37.

Table 37 — Mapping from the parameters of the function BioAPI_UnlinkFromEndpoint
tothe ASN.1type UnlinkCallParams

Function parameter Component of the ASN.1 type References
SlaveEndpointIRI slaveEndpointIRI 15.3

16.6 | Function BioAPI EnumFrameworks
16.6.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI_EnumFrameworks
(BioAPI_FRAMEWORK_SCHEMA **FwSchemaArray,
unit32_t *NumberOfElements);

16.6.2 Thereare no related BIP message types.

16.6.§ Thefollowing ASN.1 typeis defined to aid the specification of the behaviour of a framework, but its apstract
valueg do not occur in any BIP message exchanged between BIP endpoints:

EnumFrameworksCallOutputParams ::= SEQUENCE OF BioAPFRAMEWORK-SCHEMA

16.6.4 When aframework receivesacall to the function BioAPI_EnwmFrameworks from the local applicafion, it
shall perform the following actions (in order):

a) create a temporary abstract  value @, (say, outgoingResponseParams) of type
EnumFrameworksCallOutputParams (see16.6.3) initialy empty;

b) add each entry of the VisibleEndpoints tabl€ (see 18.2) to outgoingResponseParams,

c) set the output parameters of the BicAPI EnumFrameworks function call by converting from
outgoingResponseParams as specifiedin 16.6.5;

d) returnthevalue 0 to the local application.
16.6.4 Conversion from the parameters-of the C function BioAPI_EnumFrameworks to the ASN.1 type

EnunmFrameworksCallOutputParams* (see 16.6.3) shall be done by converting from individual fynction
parameters to ASN.1 components in‘ageordance with Table 38.

Table 38 — Mapping from the ASN.1 type EnumFrameworksCallOutputParams
tethe parameters of the function BioAPI_ EnumFrameworks

Component of¢the/ASN.1 type Function parameter References

fyvSchemas FwSchemaArray, NumberOfElements clause 20 in conjunction with 16.66

16.6.4 Conversion from the ASN.1 component fwSchemas to the pair of C variables pointed to by the parameters
FwSdifemaArray/NumberOfElements shall be done as follows. Calling N the number of elements pf the
component TWSchemas, a newly alocaied array of N dements of type€ BIOAPT FRAMEWORK _SCHEMA
(see 15.33) shdl be filled by converting each element of the component fwSchemas, in order, to an element of the
array as specified in 15.33. The C variable pointed to by the parameter FwSchemaArray shall be set to the address of
the array, and the C variable pointed to by the parameter NumberOfElements shall be set to N.

16.7  Function BioAPI_ EnumBSPs
16.7.1  Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_EnumBSPs
(BioAPI_BSP_SCHEMA **BSPSchemaArray,
uint32_t *NumberOfElements);
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16.7.2

There are no related BIP message types.

16.7.3 Thefollowing ASN.1 type is defined to aid the specification of the behaviour of a framework, but its abstract

values

do not occur in any BIP message exchanged between BIP endpoints:
EnumBSPsCallOutputParams ::= SEQUENCE OF BioAPI-BSP-SCHEMA

16.7.4 When a framework receives a call to the function BioAPI_EnumBSPs from the local application, it shall
perform the following actions (in order):

a) create a  temporary abstract  value  (say, outgoi ngResponseParams) of type
EnumBSPsCallOutputParams (see 16.7.3) initialy empty;
b) add each entry of the VisibleBSPRegistrations table (see 18.3) to outgoingResponseParams;
c) set the output parameters of the BioAPI EnumBSPs function call by converting from
outgoingResponseParams as specified in 16.7.5;

d) returnthevalue 0 to the local application.
16.7.4 Conversion from the parameters of the C function BioAPI EnumBSPs to the JASN.1 type
EnunmBSPsCallOutputParams (see 16.7.3) shall be done by converting from individual function parameers to
ASN.1 components in accordance with Table 39.

Table 39 — Mapping from the ASN.1 type EnumBSPsCallOutputParams
to the parameters of the function BioAPI EnumBSPs
Component of the ASN.1type Function parameter References
bppSchemas BSPSchemaArray, NumberOfElements “ clause 20 in conjunction with 16.7]6
16.74 Conversion from the ASN.1 component bspSchemas to the pair of C variables pointed to by the parameters
BSPYchemaArray/NumberOfElements shall be done as follows: Calling N the number of elements pf the
component bspSchemas, a newly alocated array of N elements of type BioAPI BSP SCHEMA (see 15.19) shall
be fillpd by converting each element of the component bspSchiemas, in order, to an element of the array as spgcified
in 15.19. The C variable pointed to by the parameter BSPSchemaArray shall be set to the address of the arrgy, and
the C jariable pointed to by the parameter NumberOfElements shall be set to N.
16.8 | Function BioAPI EnumBFPs
16.8.1 Thisfunction is declared in BioAPFasfollows:
BioAPI_RETURN BioAPI BioAPI EnumBFPs
(BioAPI_BFP_SCHEWY *BFPSchemaArray,
uint32_t *NumberQfElements);

16.8.21 Thereare no related BNP message types.
16.8.3 Thefollowing ASN-1 typeis defined to aid the specification of the behaviour of a framework, but its apstract
valueg do not occur in any-Bl P message exchanged between BIP endpoints:

EnumBFRRsCallOutputParams ::= SEQUENCE OF BioAPI-BFP-SCHEMA
16.84 Whenaframework receives a cal to the function BioAPI EnumBFPs from the loca application, it shall
perforin thefollowing actions (in order):

@) create a  temporary abstract  value  (say, outgoi ngResponseParams) of type

—cromB FPsCatoutputParanTs (see16:8-3)mittaty empty;
b) add each entry of the VisibleBFPRegistrations table (see 18.4) to outgoingResponseParams;
c) set the output parameters of the BioAPI EnumBFPs function cal by converting from

16.8.5

outgoingResponseParams as specified in 16.8.5;
d) returnthevalue 0 to the local application.

Conversion from the parameters of the C function BioAPI EnumBFPs to the ASN.1 type

EnumBFPsCallOutputParams (see 16.8.3) shal be done by converting from individual function parameters to
ASN.1 componentsin accordance with Table 40.
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Table 40 — Mapping from the ASN.1 type EnumBFPsCallOutputParams
to the parameters of the function BioAPI EnumBFPs

Component of the ASN.1type Function parameter References
bfpSchemas BEPSchemaArray, NumberOfElements | clause 20 in conjunction with 16.8.6
16.8.6  Conversion from the ASN.1 component bfpSchemas to the pair of C variables pointed to by the parameters

BEPSchemaArray/NumberOfElements shall be done as follows: Calling N the number of elements of the

component bfpSchemas, anewly allocated array of N elements of type BioAPI BFP_SCHEMA (see 15.5) shall be
filled by converting each element of the component bfpSchemas, in order, to an element of the array as specified
in 15.5. The C variable pointed to by the parameter BEPSchemaArray shall be set to the address of the array, and the
C variable pointed to by the parameter NumberOfElements shall be set to N.

16.9
16.9.1

16.9.2
bspL
param

and:

16.9.3
valued

16.9.4
detern
as spe

16.9.4
order)

Function BioAP! BSPLoad

Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_BSPLoad
(const BioAPI_UUID *BSPUuid,
BioAPI_EVENT_HANDLER EventHandler,
void* EventHandlerCtx);

A pair of BIP message types are related to this function: the bspLoad request BIP message type 4
bad response BIP message type. These two BIP message types carry a vaue of the following BIP m

eter ASN.1 types (respectively):
BSPLoad-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUIB,
unitEventSubscription BOOLEAN

BSPLoad-ResponseParams ::= NULL

The following ASN.1 type is defined to aid the.Specification of the behaviour of a framework, but its a
do not occur in any BIP message exchanged between BIP endpoints:

BSPLoadCallParams ::= SEQUENCE

bspUuid BioAPI-UUID,
unitEventHandlerAddress MemoryAddress,
unitEventHandlerContext MemoryAddress

}

When a framework recéives a call to the function BioAPI BSPLoad from the local application, it shd
i ne the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from the parameter B SH
Cified in clause 23, and-then one of the three following subclauses applies.

.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actig
a) oreate a temporary abstract value (say, bspLoadCallParams) of type BSPLoadCallPs

(see 16.9.3) by converting from the parameters of the BioAPI_BSPLoad function call as sp
in 16.9;

hd the
bssage

Dstract

| first
Uuid

ns (in

rams
ecified

b) add an entry to the RunningBSPLocalReferences table (see 18.5), where:

1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
2) the component bspProductUuid shall be set to bspProductUuid;

3) if the component bspUuid of bspLoadCallParams has a value different from bspProductUuid,
then the component useBSPAccessUuid of the entry shall be set to TRUE; otherwise, it shall be

set to FALSE; and

4) the components unitEventHandlerAddress and unitEventHandlerContext shall be set from

the components of bspL.oadCallParams with the same names;

NOTE — Postponing the internal function call to after the addition of the entry to the table allows notifying

to the local application any unit events generated during the internal function call.
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¢) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values

as the incoming call, except that the parameter BSPUuid shal be set by converting from
bspProductUuid as specified in clause 19 in conjunction with 15.58;

d) if the return value of the internal call is not O, then delete the entry added above to the

RunningBSPLocalReferences table and return that value to the local application, skipping the
remaining action;

e) returnthe value 0 to the local application.

16.9.4.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall perform the following
actions (in order):

a) create a temporary abstract value (say, bspLoadCallParams) of type BSPLoadCallParams

(see 16.9.3) by converting from the parameters of the BioAPI BSPLoad function call as specified

16.9.4
BioA

16.9.5
perfor

b) add an entry to the RunningBSPLocalReferences table (see 18.5), where:

€) receiveacorresponding bspLoad;response BIP message (see 13.6);

g) return Otothelocal.application.

PIERR_UNABLECIS® LOCATE BSP tothelocal application.

66

In 16.9;

1) thecomponent hostingEndpointIRI shall be set to the hosting endpoint IRI;
2) the component bspProductUuid shall be set to bspProductUuid;

3) if the component bspUuid of bspLoadCallParams has a value different~from bspProdugtUuid,
then the component useBSPAccessUuid of the entry shall be set to TRUE; otherwise, it shall be
set to FALSE; and

4) the components unitEventHandlerAddress and unitEventHandierContext shall be sgt from
the components of bspl.oadCallParams with the same names;

NOTE — Postponing the request to after the addition of the entrixto the table allows notifying to the local
application any unit events notified by the slave endpoint while'processing the request.

C) create atemporary abstract value (say, outgoingRequestParams) of type BSPLoad-RequestPdrams

(see 16.9.2) where:
1) thecomponent bspProductUuid shall be set tebspProductUuid; and

2) if the component unitEventHandlerAddress of bspLoadCallParams has a value different
from O, then the component unitEventSubscription of outgoingRequestParams shall be|set to
TRUE; otherwise, it shall be set to FALSE;

d) createand send absplLoad request BIPmessage (see 13.2) with the slave endpoint IRI set to the Hosting

endpoint IRI and the parameter valueset to outgoingRequestParams;

if the return value of the response BIP message is not O, then delete the entry added above [to the
RunningBSPLocalReferences table, and return that value to the local application, skipping the
remaining actions,

the hosting ¢endpoint cannot be determined, then the framework shal return the |value

When a framework receives (see 13.9) a bspLoad request BIP message from a master endpoint, if shall
In the following actions (in order):

a) <let\incomingRequestParams be the parameter value (of type BSPLoad-RequestParams — see 16.9.2)

of thebspLoad request BIP message;

) add an entry to the RunningBSPRemoteReferences table (see18.6), where the component
—r_ﬂ_ﬂmmt_m_d_ﬂﬁ_d'fh—t_b_m_ﬁre errerendpoin € 0 the masier endpoin . and the components bspProductUuid

and unitEventSubscription shall be set from the components of incomingRequestParams with the
same names;

NOTE — Postponing the internal function call to after the addition of the entry to the table allows notifying to the
master endpoint any unit events generated during the internal function call.

C) create a temporary abstract value (say, bspLoadCallParams) of type BSPLoadCallParams

(see 16.9.3), where:

1) the component bspUuid shall be set from the component bspProductUuid of
incomingRequestParams; and

2) the componentsunitEventHandlerAddress and unitEventHandlerContext shall be set to 0;
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d) make an internal BioAPI function call (see 13.10) to the function BioAPI BSPLoad, where the
parameters of the function call shall be set by converting from bspLoadCallParams as specified in 16.9;

e) if the return value of the interna call is not O, then delete the entry added above to the
RunningBSPRemoteReferences table, and create and send a corresponding bspLoad response

BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

f)  create and send a corresponding bspLoad response BIP message (see 13.3) with the parameter value set

to outgoingResponseParams and the return value set to 0.

Conversion between the parameters of the C function BioAPI BSPLoad and the ASN.1 type
BSPLoadCallParams (see 16.9.3) shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 41.

Table 41 — Mapping between the parameter s of the function BioAPI BSPLoad
and the ASN.1type BSPLoadCallParams

Function parameter Component of the ASN.1type References
BSPUuid bspUuid clause 19 in conjunctioh with 15.58
BventHandler unitEventHandlerAddress 15.1.7
HventHandlerCtx unitEventHandlerContext 15.1.7
16.10 Function BioAPI BSPUnload
16.10J1 Thisfunctionisdeclared in BioAPI asfollows:

16.10
bspU
param

and:

16.10
valued

16.10

BioAPI_RETURN BioAPI BioAPI_BSPUnload
(const BioAPI_UUID *BSPUuid,
BioAPI_EVENT_HANDLER EventHandler,
void* EventHandlerCtx);

P A pair of BIP message types are related to this funetion: the bspUnload request BIP message type 4
nload response BIP message type. These two BIP.miessage types carry a value of the following BIP m

eter ASN.1 types (respectively):
BSPUnload-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID,
unitEventSubscriptioq BOOLEAN

BSPUnload-ResponsePRarams ::= NULL
3 The following ASN.A type is defined to aid the specification of the behaviour of a framework, but its a

do not occur in any BiP message exchanged between BIP endpoints:
BSPUnload@alParams ::= SEQUENCE {
bspUuid BioAPI-UUID,
unitEventHandlerAddress MemoryAddress,
unitEventHandlerContext MemoryAddress

}

nd the
bssage

Dstract

first del

BSPUuid asspecmed in cIause 23, and then one of thethreefollowmg subclauses apph&e

16.10.4.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in
order):

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values

as the incoming cal, except that the parameter BSPUuid shal be set by converting
bspProductUuid as specified in clause 19 in conjunction with 15.58;

b) if thereturn value of theinterna call is not 0, then return that value to the local application, skippi
remaining actions,
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0)

d)

create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) by converting from the parameters of the BioAPI_BSPUnload function call as specified

in 16.10.6;

search the RunningBSPLocalReferences table (see 18.5) for an entry where:
1) thecomponent hostingEndpointlIRI contains the local endpoint IRI;

2) the component bspProductUuid has the value bspProductUuid;

3) if the component bspUuid of bspUnloadCallParams has a value different from bspProductUuid,
then the component useBSPAccessUuid of the entry has the value TRUE; otherwise, it has the

value FALSE; and

4) the components unitEventHandlerAddress and unitEventHandlerContext have the same

values as the components of bspUnloadCallParams with the same names,

€)

f)

0)

if such an entry is not found, then return thevalue BioAPIERR_NOT A RUNNING BSP tothe local

application, skipping the remaining actions;

delete the entry of the RunningBSPLocalReferences table (subclause 18.5.3 applies);
NOTE - If multiple entries are found, any one of those entries (but exactly one) will be deleted.

return the value 0 to the local application.

16.104.2 If the hosting endpoint is a slave endpoint of the framework, then the framework 'shall perform the following
actions (in order):

a)

b)

0)
d)

e)

f)

g)

create a temporary abstract value (say, outgoingRequestParams) of type BSPUrlload-

RequestParams (see 16.10.2) where:
1) thecomponent bspProductUuid shall be set to bspProductJuid; and

2) if the component unitEventHandlerAddress has.avaue different from 0, then the com
unitEventSubscription of outgoingRequestParams shall be set to TRUE; otherwise, it
set to FALSE;

create and send a bspUnload request BIP message (see 13.2) with the slave endpoint IRI set
hosting endpoint IRI and the parameter value set to outgoingRequestParams;

receive a corresponding bspUnload response Bl P message (see 13.6);

if the return value of the response BIP message is not 0, then return that value to the local appli
skipping the remaining actions;

onent
all be

to the

cation,

create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallPdrams

(see 16.10.3) by converting from the parameters of the BioAPI_BSPUnload function call as sp
in 16.10.6;

search the RunningBSPLocalReferences table (see 18.5) for an entry where:
1) thecomponent hostingEndpointIRI contains the hosting endpoint IRI;
2) the compenent bspProductUuid has the value bspProductUuid;

i fied

3) if theZcomponent bspUuid of bspUnloadCallParams has a value different from bspProdugtUuid,
then the component useBSPAccessUuid of the entry has the value TRUE; otherwise, it has the

valte FALSE; and

4). ) the components unitEventHandlerAddress and unitEventHandlerContext have thg same

values as the components of bspUnloadCallParams with the same names,
if such an entry is not found, then return thevalue BioAPIERR_NOT A RUNNING BSP toth

b |ocal

h)

i)

16.104.3 If

application, skipping the remaining actions;

delete the entry of the RunningBSPLocalReferences table (subclause 18.5.3 applies);
NOTE — If multiple entries are found, any one of those entries (but exactly one) will be deleted.

return the value 0 to the local application.

the hosting endpoint cannot be determined, then the framework shall return the

BioAPIERR_UNABLE TO LOCATE_BSP totheloca application.

value

16.10.5 When a framework receives (see 13.9) a bspUnload request BIP message from a master endpoint, it shall
perform the following actions (in order):

a)

let incomingRequestParams be the parameter value (of type BSPUnload-RequestParams —

see 16.10.2) of the bspUnload request BIP message;
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b) create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams

(see 16.10.3) where:

1) the component bspUuid shal be set from the component bspProductUui
incomingRequestParams; and

2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall be set

d of

to O;

¢) make an internal BioAPI function call (see 13.10) to the function BioAPI BSPUnload, where the
parameters of the function call shall be set by converting from bspUnloadCallParams as specified

in 16.10.6;

d) if the return value of the interna call is not 0, then create and send a corresponding bspUnload
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

e) search the RunningBSPRemoteReferences table (see 18.6) for an entry where the com

onent

16.10
BSPU
ASN.

referrerEndpointIRI contains the master endpoint IRl and the components bspProductUui
unitEventSubscription have the same values as the components of incomingRequestParamsw
same names;

f) if there is no such entry, then create and send a corresponding bspUnload respense BIP m
(see 13.3) with the return value set to BioAPIERR_NOT A RUNNING BSP, skippihg the rem
actions,

g) deletethe entry of the RunningBSPRemoteReferences table (subclause 18,6.3 applies);

NOTE — If multiple entries are found, any one of those entries (but exactly one)\will be deleted.

h) create and send a corresponding bspUnload response BIP message/(see’13.3) with the paramete
set to NULL and the return value set to 0.

6 Conversion between the parameters of the C function BioAPI“BSPUnload and the ASN.]
nloadCallParams (see 16.10.3) shall be done by converting_between individual function paramete
| components in accordance with Table 42.

Table 42 — Mapping between the parameter s af’the function BioAPI_ BSPUnload
and the ASN.1 type BSPWUnloadCallParams

d and
th the

Essage

aining

vaue

type
s and

Function parameter Component.ofthe ASN.1 type References

(oy]

SPUuid bspUuid Clause 19 in conjunction with 15.9

Tl

ventHandler unitEventHandlerAddress 15.1.7

Tl

ventHandlerCtx unitEventHandl erContext 15.1.7

16.11
16.11

16.11
query
param

Function BIoAP| QueryUnits
1 Thisfunction isdeclared in BioAPI asfollows:

BioAPlI_RETURN.RjeAPI BioAPI_QueryUnits
(const BioARKWID *BSPUuid,
BigAR/UNIT_SCHEMA **UnitSchemaArray,
uts82 t *NumberOfElements);

P A pair.of BIP message types are related to this function: the queryUnits request BIP message type 4
Unit§>response BIP message type. These two BIP message types carry a value of the following BIP m
eter ASN.1 types (respectively):

nd the
bssage

and:

QueryUnits-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

QueryUnits-ResponseParams ::= SEQUENCE {
unitSchemas SEQUENCE (SIZE(0..max-unsigned-int)) OF
unitSchema BioAPI-UNIT-SCHEMA

}

16.11.3 When a framework receives a call to the function BioAPI_QueryUnits from the local application, it shall
first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from the parameter
BSPUuid as specified in clause 23. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
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except that the parameter BSPUuid shall be set by converting from bspProductUuid as specified in clause 19 in
conjunction with 15.58, and shall return to the local application the return value of the interna call. If the hosting
endpoint is a lave endpoint of the framework, then the framework shall process the call by exchanging with the hosting
endpoint a queryUnits request/response BIP message pair as specified in clause 27, using 16.11.5 and 16.11.6 to
convert between function parameters and ASN.1 components when required within that clause. If the hosting endpoint
cannot be determined, then the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP tothe
local application.

16.11.4 When a framework receives (see 13.9) a queryUnits request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI_QueryUnits to create and send a corresponding
queryUnits response BIP message as specified in clause 28, using 16.11.5 and 16.11.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.11.5__Conversion hetween the parameters of the C function BioAD] Qum’yllnife and_the ASN type

QueryUnits-RequestParams shall be done by converting between individual function parameters and-ASN.1
components in accordance with Table 43.

Table 43 — Mapping between the parameter s of the function BioAPI_ QueryUpks
and the ASN.1 type QueryUnits-RequestParams

Function parameter Component of the ASN.1 type Refer ences
BSPUuid bspProductUuid clause25
UnitSchemaArray none Clalise 22
NumberOfElements none clause 22

16.11)6 Conversion between the parameters of the C function B{oAPI| QueryUnits and the ASN.1 type
QueryUnits-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 44.

Table 44 — M apping between the parametersof the function BioAPI QueryUnits
and the ASN.1 type QueryUnits-ResponseParams

Function parameter Component of the ASN.1 type References
UnitSchemaArray, unitSchenias clause 20 in conjunction
NumberOfElements with 16.11.7 and 16.11.8

16.11)7 Conversion from the ¢ par of C variables pointed to by the parameters
UnitgchemaArray/NumberOfEleryents to the ASN.1 component unitSchemas shal be done as fdllows:
Cdlling N the value of the C varigble‘pointed to by the parameter NumberOfElements, each of the first N elgments
(of type BioAPI_UNIT SCHEMA — see 15.57) in the array pointed to by the C variable pointed to by the pargmeter
UnitgchemaArray shall beeonverted, in order, to an element of the component unitSchemas as specified in[15.57.
The component unitScheénras shall have exactly N elements.

16.118 Conversionfrom the ASN.1 component unitSchemas to the pair of C variables pointed to by the
paramgters UnitSohemaArray/NumberOfElements shal be done as follows: Calling N the number of elements of
the cgmponentstipitSchemas, a newly allocated array of N elements of type BioAPI_ UNIT SCHEMA (see [L5.57)
shall be filled>by converting each element of the component unitSchemas, in order, to an element of the afjray as
specifledin 15.57. The C variable pointed to by the parameter UnitSchemaArray shall be set to the address|of the
array,|and'the C variable pointed to by the parameter NumberOfElements shall be set to N.

16.12 Function BIoAPI QueryBFPs

16.12.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPl_QueryBFPs
(const BioAPI_UUID *BSPUuid,
BioAPlI_ BFP_LIST ELEMENT **BFPList,
uint32_t *NumberOfElements);
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2 A pair of BIP message types are related to this function: the queryBFPs request BIP message type and the

queryBFPs response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

and:

16.12
first d
BSPU
intern
BSPU
shall 1
framey
reques
param
the frd

16.12
Proces
query
param

16.12
Quer

components in accordance with Table 45.

16.12
Quer

components in accordancewith Table 46.

QueryBFPs-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

QueryBFPs-ResponseParams ::= SEQUENCE {
bfps SEQUENCE (SIZE(0..max-unsigned-int)) OF
bfp BioAPI-BFP-LIST-ELEMENT

eN a ITamework Teceives a 0 the function BIOAPT_Query S from the foca applicaion, it shall
etermine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from the-pargmeter
uid as specified in clause 23. If the hosting endpoint is the local endpoint, then the framework shall” mgke an
bl BioAPI function call (see 13.10) to the same function with the same parameter values, except that the pargmeter
uid shall be set by converting from bspProductUuid as specified in clause 19 in conjunctjonywith 15.58, and
eturn to the local application the return value of the internal call. If the hosting endpoint is aslave endpoint] of the
vork, then the framework shall process the call by exchanging with the hosting_endpoint a queryBFPs
it/response BIP message pair as specified in clause 27, using 16.12.5 and 16.12.6 ta_convert between function
eters and ASN.1 components when required within that clause. If the hosting endpoint.Cannot be determinegl, then
Imework shall return the value BioAPIERR_UNABLE TO LOCATE BSP to thelocal application.

1 When a framework receives (see 13.9) a queryBFPs request BIP message from a master endpoint, it shall
s the request via an internal BioAPI function call to BioAPI QueryBHEDs to create and send a correspgnding
BFPs response BIP message as specified in clause 28, using 16.12.5{and 16.12.6 to convert between function
eters and ASN.1 components when required within that clause.

5 Conversion between the parameters of the C function™BioAPI QueryBFPs and the ASN.1 type
BFPs-RequestParams shall be done by converting between individual function parameters and ASN.1

Table 45 — M apping between the parameter s of the function BioAPI QueryBFPs
and the ASN.1 type-QueryBFPs-RequestParams

Function parameter Component of the ASN.1 type References
BSPUuid hspProductUuid clause 25
BFPList None clause 22
NumberOfElements None clause 22

6 Conversion between_the parameters of the C function BioAPI QueryBFPs and the ASN.1 type
BFPs-ResponseParams shall be done by converting between individual function parameters and ASN.1

Table 46 — M apping between the parameter s of the function BioAPI QueryBFPs
and the ASN.1 type QueryBFPs-ResponseParams

16.12.

Function parameter Component of the ASN.1 type References
BFPList, NumberOfElements bfps clause 20 in conjunction
with 16.12.7 and 16.12.8

7 Conversion from the pair of C variables pointed to by the parameters BEPList/NumberOfElements to the

ASN.1 component bfps shall be done as follows: Calling N the value of the C variable pointed to by the parameter
NumberOfElements, each of the first N elements (of type BioAPI BFP LIST ELEMENT — see 15.4) in the array

pointed to by the C variable pointed to by the parameter BEPList shall be converted, in order, to an element of the
component bfps as specified in 15.4. The component bfps shall have exactly N elements.

16.12.

8 Conversion from the ASN.1 component bfps to the pair of C variables pointed to by the parameters

BFEPList/NumberOfElements shall be done as follows: Calling N the number of elements of the component bfps, a

newly

allocated array of N elements of type BioAPI BFP_LIST ELEMENT (see 15.4) shall be filled by converting

each element of the component bfps, in order, to an element of the array as specified in 15.4. The C variable pointed to
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by the parameter BEPList shall be set to the address of the array, and the C variable pointed to by the parameter
NumberOfElements shall be set to N.

16.13
16.13.

Function BioAP| BSPAttach

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_BSPAttach
(const BioAPI_UUID *BSPUuid,
BioAPI_VERSION Version,
const BioAPI_UNIT_LIST_ELEMENT *UnitList,
uint32_t NumuUnits,
BioAPI_HANDLE *NewBSPHandle);

16.13
bspAl
param

and:

16.13
valueq

16.13
first d
BSPU

16.13
order)

2 A par of BIP message types are related to this function: the bspAttach request BIP message type 3

ttach response BIP message type. These two BIP message types carry a value of the following BIP'm
eter ASN.1 types (respectively):
BSPAttach-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID,
version BioAPI-VERSION,
units SEQUENCE

(SIZE(0..max-unsighed-int)) OF
unit BioARPIXUNIT-LIST-ELEMEN

BSPAttach-ResponseParams ::= SEQUENCE {
newOriginalBSPHandle BioAPI-HANDLE
}

3 Thefollowing ASN.1 type is defined to aid the specification of the behaviour of aframework, but its a
do not occur in any BIP message exchanged between BIP endpoints:

BSPAttachCallOutputParams ::= SEQUENCE {
newBSPHandle BioAPI-HANDLE
}

4 When a framework receives a call to thefunction BioAPI BSPAttach from the local application, i
etermine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from the par
uid as specified in clause 23, and then'ene of the three following subclauses applies.

4.1 If the hosting endpoint is the Tocal endpoint, then the framework shall perform the following actig

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter
as the incoming, call, except that the parameter BSPUuid shall be set by converting
bspProductUGid as specified in clause 19 in conjunction with 15.58;

b) if the returrivalue of the interna call is not 0, then return that value to the local application, skippi
remaining/actions,

C) create” a temporary abstract vealue (say, incomingResponseParams) of type BSPA
ResponseParams (see 16.13.2) by converting from the output parameters of the internal
specified in 16.13.9;

nd the
bssage

Dstract

shall
eter

ns (in

values
from

ng the

tach-
pall as

¢) create a temporary abstract value (say, incomingRequestParams) of type BSPA

tach-

72

function call as specified 16.13.6;
€) create atemporary abstract value (say, localBSPHandle) of type BioAPI-HANDLE (see 15.42),

RequestParams (See_16.13-2) by convertimgfronT the parameters of the SioArT BsrAttach

which

may be any value of that ASN.1 type different from the value of the component localBSPHandle in al

current entries of the AttachSessionLocalReferences table (see 18.8);

NOTE — The method for generating this abstract value is not specified in this Recommendation | International

Standard.
f) add an entry to the AttachSessionLocalReferences table (see 18.8), where:
1) thecomponent hostingEndpointIRI shall be set to the hosting endpoint IRI;
2) the component bspProductUuid shall be set to bspProductUuid;
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3) if the component bspUuid of incomingRequestParams has a value different from bspProductUuid,
then the component useBSPAccessUuid of the entry shall be set to TRUE; otherwise, it shall be
set to FALSE; and

4) the component originalBSPHandle shall be set from the component newOriginalBSPHandle
of incomingResponseParams; and

5) the component localBSPHandle shall be set to localBSPHandlg;

create a  temporary abstract  value  (say, outgoingResponseParams) of type
BSPAttachCallOutputParams (see 16.13.3), where the component newBSPHandle shall be set to
localBSPHandle;

set the output parameters of the BioAPI BSPAttach function cal by converting from
outgoingResponseParams as specified in 16.13.10;

i)

return the value 0O to the local application.

16.134.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall perform.thefollowing

actions (in order):

a)

b)

0)
d)

e

f)

0)

h)

i)

create a temporary abstract value (say, incomingRegquestParams) of type  BSPAf{tach-
RequestParams (see 16.13.2) by converting from the parameters of the BioAPI BSPAttach
function call as specified in 16.13.6;

create and send a bspAttach request BIP message (see 13.2) with the dlave endpoint IRI set|to the
hosting endpoint IRI and the parameter value set to incomingRequestParars;

receive acorresponding bspAttach response BIP message (see 13.6);
if the return value of the response BIP message is hot 0, then return that value to the local appligation,
skipping the remaining actions;
let incomingResponseParams be the parameter value (ofvtype BSPAttach-ResponsePargms —
see 16.13.2) of the bspAttach response BIP message;

create a temporary abstract value (say, localBSPHanele) of type BioAPI-HANDLE (see 15.42), |which
may be any value of that ASN.1 type different from'the value of the component localBSPHandlg in al
current entries of the AttachSessionLocalReferences table (see 18.8);

NOTE — The method for generating this alstract value is not specified in this Recommendation | Interrjational
Standard.

add an entry to the AttachSessionkpcalReferences table (see 18.8), where:
1) thecomponent hostingEndpointIRI shall be set to the hosting endpoint IRI;
2) the component bspProductUuid shall be set to bspProductUuid;

3) if the component hspUuid of incomingRegquestParams has a value different from bspProdugtUuid,
then the component'useBSPAccessUuid of the entry shall be set to TRUE; otherwise, it shall be
set to FALSE;.and

4) the component originalBSPHandle shall be set from the component newOriginalBSPHRandle
of incemingResponseParams; and

5) thecomponent localBSPHandle shall be set to localBSPHandleg;

cregie- a  temporary abstract  value  (say, outgoi ngResponseParams) of type
BSPAttachCallOutputParams (see 16.13.3), where the component newBSPHandle shall bg set to
localBSPHandle;

set the output parameters of the BioAPI_BSPAttach function cal by converting| from

)

16.134.3 If

outaoinaResnonseParams as specified in 16.13.10:
) I = = 7
return the value 0 to the local application.

the hosting endpoint cannot be determined, then the framework shall return the value

BioAPIERR UNABLE TO LOCATE BSP tothelocal application.

16.13.5 When a framework receives (see 13.9) a bspAttach request BIP message from a master endpoint, it shall
perform the following actions (in order):

a)

b)

let incomingRequestParams be the parameter value (of type BSPAttach-RequestParams — see
16.13.2) of the bspAttach request BIP message;

make an internal BioAPI function call (see 13.10) to the function BioAPI BSPAttach where the
parameters of the function call shall be set by converting from incomingRequestParams as specified
in 16.13.6;
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¢) if thereturn value of theinternal call is not O, then create and send a corresponding bspAttach response

BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

d) create a temporary abstract vaue (say, incomingResponseParams) of type BSPAttach-
ResponseParams (see 16.13.2) by converting from the output parameters of the internal call as

specified in 16.13.9;
€) add anentry to the AttachSessionRemoteReferences table (see 18.9), where:
1) thecomponent referrerEndpointIRI shall be set to the master endpoint IRI;

2) the component bspProductUuid shal be set from the component bspProductUuid of

incomingRequestParams; and

3) the component originalBSPHandle shall be set from the component newOriginalBSPHandle

of incomingResponseParams;

16.13
BSPA
ASN.

16.13
as fo
BioA
order,

16.13
as foll
BioA
order,
and th

16.13
Resp

set to incomingResponseParams and the return value set to 0.

6 Conversion between the parameters of the C function BioAPI BSPAttach and thé.’ASN.]
ttach-RequestParams (see 16.13.2) shall be done by converting between individual funetion parametg
| components in accordance with Table 47.

Table 47 — Mapping between the parameter s of the function BioAP| 8 zPAttach
and the ASN.1 type BSPAttach-RequestParams

Function parameter Component of the ASN.1 type References
BSPUuid bspProductUuid clause 25
Version version 15.59
UnitList, NumUnits units 16.13.7
NewBSPHandle none clause 22

f)  create and send a corresponding bspAttach response BIP message (see 13.3) with the parametevl value

type
rs and

7 Conversion from the pair of C parameters UnitList/NumUnits to the ASN.1 component units shall by
lows: Caling N the value of the parameter;-NumUnits, each of the first N elements (o

Pl UNIT LIST ELEMENT (see 15.56) shall be filled by converting each element of the component un
to an element of the array as specified in 15.56. The C parameter UnitList shall be set to the address of the
e C parameter NumUnits shall be setto N.

O Conversion from the-parameters of the C function BioAPI_BSPAttach to the ASN.1 type BSPA
pnseParams (see 16:13.2) shall be done by converting from individual function parameters to

components in accordancewith Table 48.

T.able 48 — Mapping from the parameter s of the function BioAP| BSPAttach
tothe ASN.1type BSPAttach-ResponseParams

b done
type

Pl UNIT LIST ELEMENT — see 15.56) in the array pointed to by the parameter UnitList shall be converted, in
to an element of the component units as specified in 15.56. The component units shall have exactly N elefnents.

B Conversion from the ASN.1 componentunits to the pair of C parameters UnitList/NumUnits shall be done
ows: Calling N the number of elementsof the component units, a newly allocated array of N elements gf type

ts, in
array,

tach-
\SN.1

Function parameter Component of the ASN.1type References

owBSPHandle hnAlﬁriginnIRQDl—landln clause 29in r‘nnjl nctionwith 15 4,

16.13.10 Conversion from the ASN.1 type BSPAttach-ResponseParams (see 16.13.2) to the parameters of the C
function BioAP| _BSPAttach shall be done by converting from individual ASN.1 components to function parameters
in accordance with Table 49.

Table 49 — Mapping from the ASN.1 type BSPAttach-ResponseParams
to the parameters of the function BioAPI BSPAttach

Component of the ASN.1type Function parameter References

newBSPHandle NewBSPHandle clause 20 in conjunction with 15.42
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16.14 Function BioAP| BSPDetach

16.14.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_BSPDetach
(BioAPI_HANDLE BSPHandle);

16.14.2 A pair of BIP message types are related to this function: the bspDetach request BIP message type and the
bspDetach response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

BSPDetach-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE
}

and:
BSPDetach-ResponseParams ::= NULL

16.14}3 When a framework receives a call to the function BioAPI_BSPDetach from the loca application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) fronT the pargmeter
BSPHlandle as specified in clause 24, and then one of the three following subclauses applies.

16.14f3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actigns (in
order)

a) make an internal BioAPI function call (see 13.10) to the same functiof with the same parameter values
as the incoming call, except that the parameter BSPHandle'shal be set by converting| from
originalBSPHandle as specified in 15.42;

b) if thereturn value of the internal call is not O, then return that‘value to the local application, skipping the
remaining actions,

¢) search the AttachSessionLocalReferences table\(see 18.8) for an entry where the value [of the
component originalBSPHandle is original BSPHandle;

d) if there is no such entry, then return the value Bt0APIERR _NOT A RUNNING BSP to the loca
application, skipping the remaining actions;

€) deletethe entry of the AttachSessionLpgalReferences table (subclause 18.8.3 applies);
f)  return the value O to the local application.

16.14f3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall perform the following
actions (in order):

a) create a temporary @bstract value (say, incomingRequestParams) of type BSPDgtach-
RequestParams (see-16.14.2) by converting from the parameters of the BioAPI BSPDgtach
function call as speeified in 16.14.5;

b) create and send a bspDetach request BIP message (see 13.2) with the dave endpoint IRI set|to the
hosting endpaint TRI and the parameter value set to incomingRequestParams;

c) receive acorresponding bspDetach response BIP message (see 13.6);

d) if thetreturn value of the response BIP message is not 0, then return that value to the local appligation,
skipping the remaining actions;

e)_<«search the AttachSessionLocalReferences table (see 18.8) for an entry where the value [of the
component originalBSPHandle is originalBSPHandle;

f) if there is no such entry, then return the value BioAPIERR NOT A RUNNING BSP to th¢ local
application, skipping the remaining actions;

g) deletetheentry of the AttachSessionLocalReferences table (subclause 18.8.3 applies);
h)  return the value O to the local application.

16.14.3.3 If the hosting endpoint cannot be determined, then the framework shall return the value
BioAPIERR_UNABLE TO LOCATE_BSP tothelocal application.

16.14.4 When a framework receives (see 13.9) a bspDetach request BIP message from a master endpoint, it shall
perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type BSPDetach-RequestParams —
see 16.14.2) of the bspDetach request BIP message;
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16.14
BSPL
ASN.

16.15
16.15

16.15

b) make an internal BioAPI function call (see 13.10) to the function BioAPI_BSPDetach, where the
parameters of the function call shall be set by converting from incomingRequestParams as specified

in 16.14.5;

¢) if the return value of the internal call is not O, then create and send a corresponding bspDetach
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;

d) search the AttachSessionRemoteReferences table (see 18.9) for an entry where the component

originalBSPHandle has the same value as the component originalBSPHandl
incomingRequestParams;

e of

e) if there is no such entry, then create and send a corresponding bspDetach response BIP message
(see 13.3) with the return value set to BioAPIERR_NOT A RUNNING BSP, skipping the remaining

actions;

g) create and send a corresponding bspDetach response BIP message (see 13.3) with the paramete
set to NULL and the return value set to 0.

5 Conversion between the parameters of the C function BioAPI_BSPDetach and(Cthe ASN.]
etach-RequestParams (see 16.14.2) shall be done by converting between individual function paramete
| components in accordance with Table 50.

Table 50 — M apping between the parameter s of the function BioARI\B'SPDetach
and the ASN.1type BSPDetach-RequestParams

Function parameter Component of the ASN.1 type References

BSPHandle origina BSPHandle clause 26

Function BioAP| EnableEvents

1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_EnableEvents
(BioAPI_HANDLE BSPHandle,
BioAPI_EVENT_MASK Events);

P2 A pair of BIP message types are related-to this function: the enableEvents request BIP message ty|

the enableEvents response BIP message-type. These two BIP message types carry a value of the followir]

messa

and:

16.15

first determinesthe hosting endpoint and the original BSP handle (say, originalBSPHandIe) from the par

BSPH
intern

pe parameter ASN.1 types (respectively):
EnableEvents-RequestPardms"::= SEQUENCE {
originalBSRHandle BioAPI-HANDLE,
unitEvents BioAPI-UNIT-EVENT-TYPE-MASK

EnableEvenfs-ResponseParams ::= NULL

3 When aframework receives a call to the function BioAPI_EnableEvents from the local application,

value

type
s and

De and
g BIP

excep

shall return to the Iocal appllcatlon the return val ue of the |nternal cal. If the hostl ng endpor nt is aslave endpor nt of the
framework, then the framework shall process the call by exchanging with the hosting endpoint an enableUnitEvents
request/response BIP message pair as specified in clause 27, using 16.15.5 to convert between function parameters and
ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then the framework

shall r

eturn thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.15.4 When aframework receives (see 13.9) an enableUnitEvents request BIP message from a master endpoint,
it shall process the request via an internal BioAPI function call to BioAPI EnableEvents to create and send a
corresponding enableUnitEvents response BIP message as specified in clause 28, using 16.19.5 to convert between
function parameters and ASN.1 components when required within that clause.
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16.15.5 Conversion between the parameters of the C function BioAPI EnableEvents and the ASN.1 type
EnableUnitEvents-RequestParams shall be done by converting between individua function parameters and
ASN.1 components in accordance with Table 51.

Table 51 — M apping between the parameter s of the function BioAPI EnableEvents
and the ASN.1 type EnableUnitEvents-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Events unitEvents 15.31

16.16
16.16

16.16
mess3
value

and:

16.16
valueq

16.16
applic
the pa

16.16
order)

Function BioAPI_EnableEventNotifications
1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_EnableEventNotifications
(const BioAPI_UUID *BSPUuid,
BioAPI_EVENT_MASK Events);

P A pair of BIP message types are related to this function: the EnableEventNalifications reque
pe type and the EnableEventNotifications response BIP message type. These two’BIP message types

Df the following BIP message parameter ASN.1 types (respectively):
EnableEventNotifications-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID,
unitEventTypes BioAPI-UNIT-EVENT-TYPE-MASK

EnableEventNotifications-ResponseParams ::= NULL

3  Thefollowing ASN.1 type is defined to aid the specification of the behaviour of aframework, but its a|

do not occur in any BIP message exchanged betweeh-BIP endpoints:
EnableCallParams ::= SEQUENCE {
bspUuid BioAPI-UUID,
unitEventTypes BioAPI-UNIT-EVENT-TYPE-MASK

}

gtion, it shall first determine theshosting endpoint and the product UUID of the BSP (say, bspProductUui
Fameter BSPUuid as specified.in clause 23, and then one of the three following subclauses applies.

1.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actig

converfing from the parameters of the BioAPI EnableEventNotifications function cal as sp
in 16:16.6;

referrerEndpointIRI is set to the local endpoint IRI and the component bspProductUuid is
bspProductUuid, then delete that entry;

4 When a framework receives a‘cal to the function BioAPI EnableEventNotifications from th; local

5t BIP
rarry a

Dstract

from

ns (in

a) create atemporary abstract value (say, enableCallParams) of type EnableCallParams (see 16.16.3) by

bcified

b) «ifithe UnitEventNotificationDisablers table (see 18.7) has an entry where the component

set to

C) I the component unitEVentIypes of enableCallParams indicaies that a least one type of
notification is to be disabled, then add an entry to the UnitEventNotificationDisablers
(see 18.7), where:

1) the component referrerEndpointIRI shall be set to the local endpoint IRI;
2) the component bspProductUuid shal be set to bspProductUuid; and

event
table

3) the component unitEventTypes shal be set to the component unitEventTypes of

enableCallParams,
d) returnthevalue 0 to thelocal application.
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16.16.4.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall perform the following
actions (in order):

a)

b)

create atemporary abstract value (say, enableCallParams) of type EnableCallParams (see 16.16.3) by
converting from the parameters of the BioAPI_EnableEventNotifications function call as specified
in 16.16.6;

create a temporary abstract value (say, outgoingRequestParams) of type EnableEventNotifications-
RequestParams (see 16.16.2) where:

1) thecomponent bspProductUuid shall be set to bspProductUuid; and

2) the component unitEventTypes shall be set to the component unitEventTypes of
enableCallParams;

create and send an enableEventNotifications request BIP message (see 13.2) with the slave endpoint

16.16
BioA

16.16
endpo

16.16

f)
4.3 If

a)

b)

d)

PIERR_UNABLE_TO_LOCATE_BSP to thelocal application.

IRI set to the hosting endpoint IRI and the parameter value set to outgoingRequestParams;
receive a corresponding enableEventNotifications response BIP message (see 13.6);

if the return value of the response BIP message is not O, then delete the entry added, @bove [to the
UnitEventNotificationDisablers table, and return that value to the local application, skippiphg the
remaining actions,

return O to the local application.

the hosting endpoint cannot be determined, then the frameworK,/shall return the |value

5 When a framework receives (see 13.9) an enableEventNotifications ‘request BIP message from a master
nt, it shall perform the following actions (in order):

let incomingRequestParams be the parameter value™\(of type EnableEventNotificafions-
RequestParams —see 16.16.2) of the enableEventNatifiCations request BIP message;

if the UnitEventNotificationDisablers table (see"18.7) has an entry where the component
referrerEndpointIRI is set to the master endpoint 'Rl and the component bspProductUuid has the
same value as the component bspProductUuidlef incomingRegquestParams, then del ete that entry;

if the component unitEventTypes of incomingRequestParams indicates that at least one type of| event
notification is to be disabled, then add<an entry to the UnitEventNotificationDisablers| table
(see 18.7), where:

1) the component referrerEndpaintIRI shall be set to the master endpoint IRI;

2) the component bspPreductUuid shal be set from the component bspProductUdid of
incomingRequestParams;
3) the component unitEventTypes shal be set from the component unitEventTypes of
incomingRequestParams;

create and sendsacorresponding enableEventNotifications response BIP message (see 13.3) wjth the
return value sé-o'0.

6 Conversion between the parameters of the C function BioAPI EnableEventNotifications and the ASN.1

type EnableCallParams (see 16.16.3) shall be done by converting between individua function parametefs and
ASN.1 componentsin accordance with Table 52.
Table’52 — Mapping between the parameter s of the function BioAPI_EnableEventNotifications
and the ASN.1type EnableCallParams
Function parameter Component of the ASN.1type References

BSPUuid bspUuid clause 19 in conjunction with 15.58

Events unitEventTypes 1531
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Function BioAP| ControlUnit

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_ControlUnit
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
uint32_t ControlCode,
const BioAPI_DATA *InputData,
BioAPI_DATA *QutputData);

2 A pair of BIP message types are related to this function: the controlUnit request BIP message type and the
olUnit response BIP message type. These two BIP message types carry a value of the following BIP message

and:

16.17

eter ASN.1 types (respectively):

ControlUnit-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID,
controlCode Unsignedint,
inputData BioAPI-DATA

ControlUnit-ResponseParams ::= SEQUENCE {
outputData BioAPI-DATA
}

3 When a framework receives a call to the function BioAPI_Controllhit from the local application, i

shall

first determine the hosting endpoint and the origina BSP handle (say,{originalBSPHandle) from the pargmeter

BSPH
intern
excep
shall
framey
reques
param
the frd

16.17
Proces
cont
param

16.17
Cont

compgnents in accordance with Table 53.

andle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall mpke an
bl BioAPI function call (see 13.10) to the same function with the{same parameter values as the incoming call,
that the parameter BSPHandle shall be set by converting frem originalBSPHandle as specified in 15.4p, and
eturn to the local application the return value of the internal_call. If the hosting endpoint is a slave endpoint|of the
work, then the framework shall process the call by exchanging with the hosting endpoint a contrglUnit
t/response BIP message pair as specified in clause 27, using 16.17.5 and 16.17.6 to convert between function
eters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determinegl, then
Imework shall return the value BioAPIERR._UNABLE TO LOCATE BSP totheloca application.

4 When a framework receives (see 13.9) a controlUnit request BIP message from a master endpoint, ift shall
bs the request via an internal BioAPI function call to BioAPI _ControlUnit to create and send a corresppnding
olUnit response BIP message as speCified in clause 28, using 16.17.5 and 16.17.6 to convert between function
eters and ASN.1 components when required within that clause.

5 Conversion between the parameters of the C function BioAPI_ControlUnit and the ASN.1 type
olUnit-RequestParams (shall be done by converting between individual function parameters and ASN.1

Table53 =M apping between the parameters of the function BioAPI_ControlUnit
and the ASN.1type ControlUnit-RequestParams

Function parameter Component of the ASN.1 type References
BSPHaRtte originalBSPHandle clause 26
yni unitiD 15.55
ControlCode controlCode 15.15
InputData inputData clause 19 in conjunction with 15.22
OutputData none clause 22
16.17.6 Conversion between the parameters of the C function BioAPI ControlUnit and the ASN.1 type

ControlUnit-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 54.
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Table 54 — M apping between the parameter s of the function BioAPI_ControlUnit
and the ASN.1 type ControlUnit-ResponseParams

Function parameter Component of the ASN.1type References
OutputData outputData clause 20 in conjunction with 15.22

16.18 Function BioAPI Control
16.18.1 Thisfunction is declared in BioAPI asfollows:

16.182 A pair of BIP message types are related to this function: the control request BIP meSsage type a
contrpl response BIP message type. These two BIP message types carry a value of the following BIP m
parameter ASN.1 types (respectively):

and:

16.1813 When a framework receives a cal to the function-8ioAPI _Control from the local application, it sha
determine the hosting endpoint and the original BSP handle (say, originalBSPHandl€) from the parameter BSPH

BioAPI_RETURN BioAPI BioAPI_Control
(BioAPI_HANDLE BSPHandle,
BToAPTONT 1D OmtD;
const BioAPI_UUID *ControlCode,
const BioAPI_DATA *InputData,
BioAPI_DATA *QutputData);

Control-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID,
controlCode BioAPI-UUID,
inputData BioAPI-DATA

Control-ResponseParams ::= SEQUENCE {
outputData BioAPI-DATA
}

nd the
bssage

| first
andle

as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an i

BioAF
the pa
the logal application the return value of theinterna call. If the hosting endpoint is a lave endpoint of the fram
then the framework shall process the call by exchanging with the hosting endpoint a control regquest/respong
message pair as specified in clause 27, bsing 16.18.5 and 16.18.6 to convert between function parameters and
components when required within that clause. If the hosting endpoint cannot be determined, then the framewor
return|the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.184 When aframework receives (see 13.9) a control request BIP message from a master endpoint, it shall p
the request via an interpal "BioAPI function call to BioAPI Control to create and send a corresponding
response BIP message@s)specified in 13.10, using 16.18.5 and 16.18.6 and to convert between function paramete
ASN.1 components when required within that clause.

16.1855 Convergion between the parameters of the C function BioAPI Control and the ASN.1
Contfol-RequestParams shall be done by converting between individual function parameters and
comanents in accordance with Table 55.

80

ternal

Pl function call (see 13.10) to the same functien’with the same parameter values as the incoming call, except that
rameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall refurn to

ork,
e BIP
A\ SN.1
shall

rocess
ontrol
s and

type
ASN.1

Table 55 — Mapping between the parameter s of the function BioAPI Control
and the ASN.1 type Control-RequestParams

Function parameter Component of the ASN.1type References
BSPHandle originalBSPHandle clause 26
UnitID unitiD 15.55
ControlCode controlCode 15.1.5
InputData inputData clause 19 in conjunction with 15.22
OutputData None clause 22
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16.18.6 Conversion between the parameters of the C function BioAPI Control and the ASN.1 type
Control-ResponseParams shal be done by converting between individual function parameters and ASN.1
components in accordance with Table 56.

Table 56 — M apping between the parameter s of the function BioAPI Control
and the ASN.1 type Control-ResponseParams

Function parameter Component of the ASN.1type References
OutputData outputData clause 20 in conjunction with 15.22

16.1 Eunction BIoAP| FreeRIRHandle

16.19J1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_FreeBIRHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle);

16.192 A pair of BIP message types are related to this function: the freeBIRHandle request!BIP message type and
the freeBIRHandle response BIP message type. These two BIP message types carry a Vvalue of the following BIP
message parameter ASN.1 types (respectively):

FreeBIRHandle-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
birHandle BioAPI-BIR-HANDLE

FreeBIRHandle-ResponseParams ::= NULL

16.19/3 When a framework receives a cal to the function Bi¢2API FreeBIRHandle from the local applicalion, it
irst determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the pargmeter

call,
, and

.1 components when required within that clause. If the hosting endpoint cannot be determined, then the fr ork

urnthevalue BIoAPIERR _UNABLE TO LOCATE BSP tothelocal application.

rocess the request via(an ‘internal BioAPI function call to BioAPI_FreeBIRHandle to create and
onding freeBIRHandle response BIP message as specified in clause 28, using 16.19.5 to convert bgtween
ipn parameters and ASN.1 components when required within that clause.

Conversion/between the parameters of the C function BioAPI FreeBIRHandle and the ASN.1 type
IRHandle-RequestParams shall be done by converting between individual function parameters and ASN.1
nents in.aceordance with Table 57.

Table 57 — M apping between the parameter s of the function BioAPI FreeBIRHandle
and the ASN.1 type FreeBIRHandle-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Handle birHandle 15.12
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16.20 Function BioAPI GetBIRFromHandle
16.20.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_GetBIRFromHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,

BioAPI_BIR *BIR);

16.20.2 A pair of BIP message types are related to this function: the getBIRFromHandle request BIP message type
and the getBIRFromHandIe response BIP message type. These two BIP message types carry avalue of the following
BIP message parameter ASN.1 types (respectively):

and:

16.203 When aframework receives a call to the function BioAPI GetBIRFromHandle ffom the local appli
it shal] first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandl€) from the par
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint;then the framework shall m
interngl BioAPI function call (see 13.10) to the same function with the same parameter values as the incomin
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.4

shall

framevork, then the framework shall process the call by exchanging withythe hosting endpoint a getBIRFromH
request/response BIP message pair as specified in clause 27, using 16.20.5 and 16.20.6 to convert between fu
parameters and ASN.1 components when required within that clause:lf the hosting endpoint cannot be determines
the frgmework shall return the value BioAPIERR_UNABLE T©, LOCATE BSP totheloca application.

16.20

conv

16.205 Conversion between the parameters.af the C function BioAP|_GetBIRFromHandle and the ASN
GetB|RFromHandle-RequestParams shall be done by converting between individual function paramete

ASN

16.20)6 Converson between the parameters of the C function BloAPI GetBIRFromHandIe and the ASN
GetBIR -

ASN.

GetBIRFromHandle-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,

birHandle BioAPI-BIR-HANDLE

GetBIRFromHandle-ResponseParams ::= SEQUENCE {
bir BioAPI-BIR
}

return to the local application the return value of the internal call. If thethosting endpoint is a slave endpoint

et between function parameters and ASN.1 components when required within that clause.

.1 components in accordance with Table 58.

Table 58 — M apping between the parameter s of the function BioAPI GetBIRFromHandle
andthe ASN.1type GetBIRFromHandle-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Handle birHandle 15.12
BIR none clause 22

cation,
bmeter
pke an
g call,
P, and
of the
Andle
nction
, then

M When aframework receives (see 13.9) agetBIRFromHandle reguest BIP message from a master endipoint,
it shal] process the request via an internal BioAPI functiopcal to BioAPI_GetBIRFromHandle to create and
corregponding getBIRFromHandle response BIP message as specified in clause 28, using 16.20.5 and 16.3

send a
0.6 to

L type
rs and

1 components in accordance W|th Table 59

Table 59 — M apping between the parameter s of the function BioAPI GetBIRFromHandle
and the ASN.1 type GetBIRFromHandle-ResponseParams

Function parameter Component of the ASN.1type References

Bl bir clause 20 in conjunction with 15.6
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Function BioAPIl_GetHeaderFromHandle

1 Thisfunction is declared in BioAP! asfollows:

BioAPI_RETURN BioAPI BioAPI_GetHeaderFromHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,
BioAPI_BIR_HEADER *Header);

16.21.2 A pair of BIP message types are related to this function: the getHeaderFromHandle request BIP message
type and the getHeaderFromHandle response BIP message type. These two BIP message types carry a value of the
following BIP message parameter ASN.1 types (respectively):

GetHeaderFromHandle-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,

and:

16.21
applic
param
make
cal, e
and sh
the f
getHd
conve
canno

local application.

16.21
endpo
create
using

clausd.

16.21
type G
and A

birHandle BioAPI-BIR-HANDLE

GetHeaderFromHandle-ResponseParams ::= SEQUENCE {
header BioAPI-BIR-HEADER
}

3 When a framework receives a call to the function BioAPI GetHeaderFpomHandle from the
gtion, it shall first determine the hosting endpoint and the original BSP handle (say, ‘originalBSPHandle) fr
eter BSPHandle as specified in clause 24. If the hosting endpoint is the local.endpoint, then the framewor
AN internal BioAPI function call (see 13.10) to the same function with the samieparameter values as the ing
Kcept that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in
all return to the local application the return value of the internal call. 1fthe hosting endpoint is a dave endp

paderFromHandle request/response BIP message pair as specified in clause 27, using 16.21.5 and 16.2
't between function parameters and ASN.1 components when required within that clause. If the hosting en
be determined, then the framework shall return the value BIOAPIERR_UNABLE TO LOCATE BSP

1 When a framework receives (see 13.9) a getHeaderFromHandle request BIP message from a
nt, it shall process the request via an internal BioAPI function call to BioAP| GetHeaderFromHan
and send a corresponding getHeaderFromHandle response BIP message as specified in clau
16.21.5 and 16.21.6 to convert between function parameters and ASN.1 components when required with

5 Conversion between the parameters of the C function BioAPI_GetHeaderFromHandle and the
etHeaderFromHandle-RequéestParams shall be done by converting between individual function paral
SN.1 components in accordancewith Table 60.

Table 60 — M apping-between the parameters of the function BioAPI GetHeaderFromHandle
andthe ASN.1 type GetHeaderFromHandle-RequestParams

Function-par ameter Component of the ASN.1 type References
BSPHagmie originalBSPHandle clause 26
Hand® birHandle 15.12
Header none clause 22

local
bm the
shall
bming
15.42,
Dint of

amework, then the framework shall process the cal by .éxéhanging with the hosting endpgint a

1.6 to
dpoint
to the

master
e to
be 28,
n that

ASN.1
neters

16.21.6 Conversion between the parameters of the C function BioAPI GetHeaderFromHandle and the ASN.1
type GetHeaderFromHandle-ResponseParams shall be done by converting between individual function

param

eters and ASN.1 components in accordance with Table 61.

Table 61 — Mapping between the parameters of the function BioAPI GetHeaderFromHandle
and the ASN.1 type GetHeaderFromHandle-ResponseParams

Function parameter Component of the ASN.1type References

H

eader header clause 20 in conjunction with 15.13
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16.22 Function BIoAP| SubscribeToGUIEvents

16.22.

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_SubscribeToGUIEvents
(const BioAPI_UUID *GUIEventSubscriptionUuid,
const BioAPI_UUID *BSPUuid,
const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_SELECT _EVENT_HANDLER GUISelectEventHandler,
void *GUISelectEventHandlerCtx,
BioAPI_GUI_STATE_EVENT_HANDLER GUIStateEventHandler,
void *GUIStateEventHandlerCtx,
BioAPI_GUI_PROGRESS_EVENT_HANDLER GUIProgressEventHandler,
void *GUIProgressEventHandlerCtx);

16.22

type g
follow

and:

16.22
valueq

16.22
applic

and th

P A pair of BIP message types are related to this function: the subscribeToGUIEvents request BIR-m
hd the subscribeToGUIEvents response BIP message type. These two BIP message types carry avalug
ing BIP message parameter ASN.1 types (respectively):
SubscribeToGUIEvents-RequestParams ::= SEQUENCE {
guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID OPTIONAL,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventSubscribed BOOLEAN,
guiStateEventSubscribed BOOLEAN,
guiProgressEventSubscribed BOOLEAN

SubscribeToGUIEvents-ResponseParams ::= NULL

3 Thefollowing ASN.1 type is defined to aid the specification:of the behaviour of aframework, but its al
do not occur in any BIP message exchanged between BIP erdpaints:
SubscribeToGUIEventsCallParams ::= SEQUENCEY

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspUuid BioAPI-UUID OPTIONAL,
bspHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventHandlerAddress MemoryAddress,
guiSelectEventHandlerContext MemoryAddress,
guiStateEventHandlerAddress MemoryAddress,
guiStateEventHandierContext MemoryAddress,
guiProgressEventHandlerAddress MemoryAddress,
guiProgressEventHandlerContext MemoryAddress

}

4 When a framework receives a call to the function BioAPI SubscribeToGUIEvents from the
gtion, it shall first determine either:

a) the hosting-endpoint and the BSP product UUID (say, bspProductUuid) from the parameter B S¥
as specifiedin clause 23 (if the parameter BSPUuid has avalue different from NULL); or

b) the hesting endpoint and the original BSP handle (say, originalBSPHandle) from the C variable p
t6.by the parameter BSPHandle as specified in clause 24 (if the parameter BSPHandle has 3
different from NULL);

enone of the three following subclauses applies.

bssage
of the

Dstract

locd

Uuid

ointed
value

NOTE=Exactty ureof thesetwo parameters s requiTed to have the vatue o (See T SOHEC 197841, 8-3871)-

16.22.4.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order)

84

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values

astheincoming call, except that:

1) if the parameter BSPUuid of the incoming cal had a value different from NULL, then the
parameter BSPUuid shall be set by converting from bspProductUuid as specified in clause 19 in

conjunction with 15.58; and

2) if the parameter BSPHandle of the incoming call had a value different from NULL, then the
parameter BSPHandle shall be set by converting from originalBSPHandle as specified in

clause 19 in conjunction with 15.42;
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b) if the return vaue of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

C) create a temporary abstract value (say, subscribeToGUIEventsCallParams) of type
SubscribeToGUIEventsCallParams (see 16.22.3) by converting from the parameters of the
BioAPI _SubscribeToGUIEvents function call as specified in 16.22.6;

d) addanentry tothe GUIEventLocalSubscriptions table (see 18.10), where:

1) the optiona component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of subscribeToGUIEventsCallParams (presence and value);

2) the component hostingEndpointlIRI shall be set to the local endpoint IRI;

3) if the optional component bspUuid of subscribeToGUIEventsCallParams is present, then the
component bspProductUuid of the entry shall be set to bspProductUuid; otherwise, it shall be set
from the component bspProductUuid of the entry of the AttachSessionLocaIReferinces
table (see 18.8) where the component originalBSPHandle has the value original BSPHandlg;

4) if the optional component bspUuid of subscribeToGUIEventsCallParams is absent'ar has g value
different from bspProductUuid, then the component useBSPAccessUuid of theentry shall| be set
to TRUE; otherwise, it shall be set to FALSE;

5) if the optional component bspHandle of subscribeToGUIEventsCallParams is present, then the
optional component originalBSPHandle of the entry shall be,set)to originalBSPHandle;
otherwise, it shall be absent; and

6) thecomponentsguiSelectEventHandlerAddress, guiSelectEventHandlerContext,
guiStateEventHandlerAddress, guiStateEventHandler€entext,
guiProgressEventHandlerAddress, and guiProgressEventHandlerContext shal jpe set
from the components of subscribeToGUIEventsCallPar afns with the same names,

€) returnthevalue 0 to the local application.

16.2214.2 If the hosting endpoint is a slave endpoint of the framework; then the framework shall perform the following
actions (in order):

a) create a temporay abstract vaue *(say, subscribeToGUIEventsCallParams) of | type
SubscribeToGUIEventsCallParams (s 16.22.3) by converting from the parameters ¢f the
BioAPI_SubscribeToGUIEvents functien call as specified in 16.22.6;

b) create a temporary abstract value (say, outgoingRequestParams) of type SubscribeToGUIEents-
RequestParams (see 16.22.2) where:

1) the optional component-gutEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptiontuid of subscribeToGUIEventsCallParams (presence and value);

2) if the optional component bspUuid of subscribeToGUIEventsCallParams is present, then the
component bspProductUuid of outgoingRequestParams shall be set to bspProdugUuid;
otherwise, it shall be absent;

3) if the gptional component bspHandle of subscribeToGUIEventsCallParams is present, then the
optional, component originalBSPHandle of outgoingRequestParams shall be present and shall be
setto)originalBSPHandle; otherwise, it shall be absent;

4) <ifithe component guiSelectEventHandlerAddress of subscribeToGUIEventsCallPar has a
value different from O, then the component guiSelectEventSubscribe of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE;

5) if the component guiStateEventHandlerAddress of subscribeToGUIEventsCallPar has a
value different from 0O then the component guiStateFventSubscribe of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE; and

6) if the component guiProgressEventHandlerAddress of subscribeToGUIEventsCallParams
has a value different from 0O, then the component guiProgressEventSubscribed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE;

c) createand send asubscribeToGUIEvents request BIP message (see 13.2) with the slave endpoint IRI
set to the hosting endpoint IRl and the parameter value set to outgoingRequestParanms;

d) receiveacorresponding subscribeToGUIEvents response BIP message (see 13.6);

e) if the return value of the response BIP message is not O, then return that value to the local application,

skipping the remaining actions;
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f) add an entry to the GUIEventLocalSubscriptions table (see 18.10), where:

1)

2)
3)

4)

the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of subscribeToGUIEventsCallParams (presence and value);

the component hostingEndpointIRI shall be set to the hosting endpoint IRI;

if the optional component bspUuid of subscribeToGUIEventsCallParams is present, then the
component bspProductUuid of the entry shall be set to bspProductUuid; otherwise, it shall be set
from the component bspProductUuid of the entry of the AttachSessionLocalReferences
table (see 18.8) where the component originalBSPHandle has the value originalBSPHandle;

if the optional component bspUuid of subscribeToGUIEventsCallParams is absent or has a value
different from bspProductUuid, then the component useBSPAccessUuid of the entry shall be set
to TRUE; otherwise, it shall be set to FALSE;

5)

6)

1)

2)

3

4)

5)

g) returnthevalue 0 to thelocal application.

if the optional component bspHandle of subscribeToGUIEventsCallParams is presentthen the
optional component originalBSPHandle of the entry shall be set to originalBSPHandle;
otherwise, it shall be absent; and

the components guiSelectEventHandlerAddress, guiSelectEventHandler€ontext,
guiStateEventHandlerAddress, guiStateEventHandlerContext,

guiProgressEventHandlerAddress, and guiProgressEventHandlenContext shal e set
from the components of subscribeToGUI EventsCallParams with the same names;

4.3 If the hosting endpoint cannot be determined, then the framework shal return the |vaue
PIERR_UNABLE _TO_LOCATE_BSP totheloca application.

5 When a framework receives (see 13.9) a subscribeToGUIEvents request BIP message from a naster
nt, it shall perform the following actions (in order):
a) let
RequestParams —see 16.22.2) of the subscribeTeGUIEvents request BIP message;

b) creaste a temporary abstract value (say) subscribeToGUIEventsCallParams) of | type
SubscribeToGUIEventsCallParams (see 16:22.3) where:

incomingRequestParams be the parameter waue (of type SubscribeToGUIE\ents-

the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of incomingRequestParams (presence and value);

if the optional component bspProductUuid of incomingRequestParams is present, then the
component bspUuid of .sabscribeToGUIEventsCallParams shall be set from that comgonent;
otherwise, it shall be absent;

if the optional component originalBSPHandle of incomingRequestParams is present, then the
component bspHandle of subscribeToGUIEventsCallParams shall be set from that comgonent;
otherwise, it shall-be absent;

if the component guiSelectEventSubscribed of incomingRequestParams has the value TRUE,
then the‘eomponent guiSelectEventHandlerAddress shall be set to an implementati on-defined
memory address different from O; otherwise, it shall be set to 0;

NOTE 1 —The actua memory address assigned to guiSelectEventHandlerAddress does not matter,
because no callswill ever be made to that address (see 17.2.5).

if the component guiStateEventSubscribed of incomingRequestParams has the value TRUE,
then the component guiStateEventHandlerAddress shal be set to an implementation-defined
memory address different from O; otherwise, it shall be set to 0;

86

6)

7)

NOTF 2 — The actual memory address acsignpd to guiStateFventHandlerAddress does nat imatter,
because no calls will ever be made to that address (see 17.3.5).

if the component guiProgressEventSubscribed of incomingRequestParams has the value
TRUE, then the component guiProgressEventHandlerAddress shal be set to an
implementation-defined memory address different from O; otherwise, it shall be set to 0; and

NOTE 3—The actual memory address assigned to guiProgressEventHandlerAddress does not
matter, because no callswill ever be made to that address (see 17.4.5).

the components guiSelectEventHandlerContext, guiStateEventHandlerContext, and
guiProgressEventHandlerContext shall be set to 0;
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if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
present, then create and send a corresponding subscribeToGUIEvents response BIP message
(see 13.3) with the return value set to BioAPIERR UUID AND HANDLE BOTH PRESENT,
skipping the remaining actions;

if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
absent, then create and send a corresponding subscribeToGUIEvents response BIP message
(see 13.3) with the return value set to BioAPIERR UUID AND HANDLE BOTH ABSENT,
skipping the remaining actions;

make an internal BioAPI function call (see 13.10) to the function BioAPI _SubscribeToGUIEvents,
where the parameters of the function cal shal be st by converting from
subscribeToGUI EventsCallParams as specified in 16.22.6;

if the return value of the internal call is not 0 then create and send A r‘nrrmpnnding

0)

h)

subscribeToGUIEvents response BIP message (see 13.3) with the return value set to that,|value,
skipping the remaining actions;

add an entry to the GUIEventRemoteSubscriptions table (see 18.11), where:
1) thecomponent subscriberEndpointlIRI shal be set to the master endpoint IRI;

2) the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of incomingRequestParams (presence andva'ue);

3) if the optional component bspProductUuid of incomingRequestParams is present, then the
component bspProductUuid of the entry shall be set from that component; otherwise, it shall be
set from the component bspProductUuid of the entry of the
AttachSessionRemoteReferences table (see 18:9) where the component
originalBSPHandle has the same value as the, component originalBSPHandje of
incomingRequestParams;

4) if the optional component originalBSPHandleof‘incomingRequestParams is present, then the
component bspHandle of the entry shall be set.from that component; otherwise, it shall be gbsent;
and

5) the components guiSelectEventSubscribed, guiStateEventSubscribed, and
guiProgressEventSubscribed shallibe set from the components of incomingRequestBarams
with the same names;

create and send a corresponding subScribeToGUIEvents response BIP message (see 13.3) with the
parameter value set to NULL and the return value set to 0.

16.22)6 Conversion between the parametérs of the C function BioAPI SubscribeToGUIEvents and the ASN.1
type $ubscribeToGUIEventsCallParams (see 16.22.3) shall be done by converting between individual fynction

parameters and ASN.1 components in<@accordance with Table 62.

Table 62 — M appingbetween the parameter s of the function BioAPI SubscribeToGUIEvents

and the ASN.1type SubscribeToGUIEventsCallParams

Function patameter

Component of the ASN.1type References

JUIEventSubsgsdptionUuid guiEventSubscriptionUuid clause 19 in conjunction with 15.58
BSPUuid bspUuid clause 19 in conjunction with 15.58
BSPHatee bspHandle clause 19 in conjunction with 15.4p
qusetectEventHandler gui SelectEventHandlerAddress 15.1.7
GUTSEECIEVENTHanarer gUrSEeCtEVeTHanaier ATUress 1517
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIProgressEventHandler guiProgressEventHandlerAddress 15.1.7
GUIProgressEventHandlerCtx guiProgressEventHandlerContext 15.1.7
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16.23 Function BioAP| UnsubscribeFromGUIEvents

16.23.

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_UnsubscribeFromGUIEvents
(const BioAPI_UUID *GUIEventSubscriptionUuid,
const BioAPI_UUID *BSPUuid,
const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_SELECT _EVENT_HANDLER GUISelectEventHandler,
void *GUISelectEventHandlerCtx,
BioAPI_GUI_STATE_EVENT_HANDLER GUIStateEventHandler,
void *GUIStateEventHandlerCtx,
BioAPI_GUI_PROGRESS_EVENT_HANDLER GUIProgressEventHandler,
void *GUIProgressEventHandlerCtx);

16.23
messa
avau

and:

16.23
valueq

16.23
applic

and th

P A pair of BIP message types are related to this function: the unsubscribeFromGUIEvents reque
pe type and the unsubscribeFromGUIEvents response BIP message type. These two BIP messagetypé
e of the following BIP message parameter ASN.1 types (respectively):
UnsubscribeFromGUIEvents-RequestParams ::= SEQUENCE {

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,

bspProductUuid BioAPI-UUID OPTIONALg

originalBSPHandle BioAPI-HANDLE OPTJONAL,

guiSelectEventSubscribed BOOLEAN,

guiStateEventSubscribed BOOLEAN,

guiProgressEventSubscribed BOOLEAN

UnsubscribeFromGUIEvents-ResponseParams ::= NULL

3  Thefollowing ASN.1 type is defined to aid the specification.of‘the behaviour of aframework, but its a
do not occur in any BIP message exchanged between BIP endpoints:
UnsubscribeFromGUIEventsCallParams ::= SEQUENEE {

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspUuid BioAPI-UUID OPTIONAL,
bspHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventHandlerAddress MemoryAddress,
guiSelectEventHandlerCoftext MemoryAddress,
guiStateEventHandlerAddress MemoryAddress,
guiStateEventHandlerContext MemoryAddress,
guiProgressEventHandlerAddress MemoryAddress,
guiProgressEventHandlerContext MemoryAddress

}

ftion, it shall first determineeither:

a) the hosting-endpoint and the BSP product UUID (say, bspProductUuid) from the parameter B S
as specified-in clause 23 (if the parameter BSPUuid has avalue different from NULL); or

b) the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the C variable p
te by the parameter BSPHandle as specified in clause 24 (if the parameter BSPHandle has g
different from NULL);

en.one'of the three following subclauses applies.

NG

5t BIP
5 carry

Dstract

4 When a framework rec@ives a call to the function BioAPI UnsubscribeFromGUIEvents from the local

Uuid

ointed
value

TEZ Fyr-v‘fly ane of these twa parameters is reqy lired to havethe value NI (ct:p ISO/NEC 19784-1 838 ’I)

16.23.4.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order)

88

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values

astheincoming call, except that:

1) if the parameter BSPUuid of the incoming cal had a value different from NULL, then the
parameter BSPUuid shall be set by converting from bspProductUuid as specified in clause 19 in

conjunction with 15.58; and

2) if the parameter BSPHandle of the incoming call had a value different from NULL, then the
parameter BSPHandle shall be set by converting from originalBSPHandle as specified in

clause 19 in conjunction with 15.42;
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if the return value of the internal call is not O, then return that value to the local application, skipping the
remaining actions,

create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams) of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3) by converting from the parameters of the
BioAPI _UnsubscribeFromGUIEvents function call as specified in 16.23.6;

search the GUIEventLocalSubscriptions table (see 18.10) for an entry where;

1) the optiona component guiEventSubscriptionUuid has the same presence and value as the
optional component guiEventSubscriptionUuid of unsubscribeFromGUIEventsCallParams;

2) the component hostingEndpointIRI contains the local endpoint IRI;

3) if the optional component bspUuid of unsubscribeFromGUIEventsCallParams is present, then the
component bspProductUuid of the entry has the value bspProductUuid; otherwise, it has the

16.23
action

e

f)
9)

a)

b)

0)

same value as the component bspProductUuid of the entry «@of| the
AttachSessionLocalReferences table (see 18.8) where the component originalBSBHpndle
has the value originalBSPHandl€;

4) if the optional component bspUuid of unsubscribeFromGUIEventsCallParams-is_absent of has a
value different from bspProductUuid, then the component useBSPAccessUJuid of the enfry has
the value TRUE; otherwise, it has the value FALSE;

5) if the optional component bspHandle of unsubscribeFromGUIEventsCallParams is present, then
the optional component originalBSPHandle of the entry isspresent and has the|value
originalBSPHandle; otherwise, it is absent; and

6) thecomponentsguiSelectEventHandlerAddress, guiSelectEventHandlerContext,
guiStateEventHandlerAddress, guiStateEventHandlefContext,
guiProgressEventHandlerAddress, and guiProgressEventHandlerContext haje the
same values as the components of unsubscribeFromGUI EventsCallParams with the same nanjes,

if there is no such entry, then return the value BioAPIERR_NO_SUCH_SUBSCRIPTION_FQUND
to the local application, skipping the remaining actions;

delete the entry of the GUIEventLocalSubscripfions table (subclause 18.10.3 applies);
return the value O to the local application.

1.2 |If the hosting endpoint is a slave endpoint of the framework, then the framework shall perform the folllowing
S (in order):

create a temporary abstract-‘value (say, unsubscribeFromGUIEventsCallParams) of | type
UnsubscribeFromGUIEvenisCallParams (see 16.23.3) by converting from the parametersjof the
BioAPI _UnsubscribeFromGUIEvents function call as specified in 16.23.6;

create a  temporary abstract value (say, outgoingRequestParams) of type
UnsubscribeFromGUIEvents-RequestParams (see 16.23.2) where:

1) the optiona~component guiEventSubscriptionUuid shall be set from the optional component

2) if thergptiona component bspUuid of unsubscribeFromGUIEventsCallParams is present, then the

otherwise, it shall be absent;

3)V/ if the optional component bspHandle of unsubscribeFromGUIEventsCallParams is pr , then
the optional component originalBSPHandle of outgoingRequestParams shall bet to
original BSPHandle; otherwise, it shall be absent;

has a value dlfferent from 0, then the component ngeIectEventSubscrlbed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE;

5) if the component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams
has a vaue diffeeent from 0, then the component guiStateEventSubscribed of
outgoingRequestParams shall be set to TRUE; otherwise, it shall be set to FALSE; and

6) if thecomponent guiProgressEventHandlerAddress of
unsubscribeFromGUIEventsCallParams has a vaue different from 0, then the component
guiProgressEventSubscribed of outgoingRequestParams shall be set to TRUE; otherwise, it
shall be set to FALSE;

create and send an unsubscribeFromGUIEvents request BIP message (see 13.2) with the dave
endpoint IRI set to the hosting endpoint IRl and the parameter value set to outgoingRequestParams;
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ry has

d) receiveacorresponding unsubscribeFromGUIEvents response BIP message (see 13.6);

e) if the return value of the response BIP message is not O, then return that value to the local application,
skipping the remaining actions;

f) searchthe GUIEventLocalSubscriptions table (see 18.10) for an entry where:

1) the optiona component guiEventSubscriptionUuid has the same presence and value as the
optional component guiEventSubscriptionUuid of unsubscribeFromGUIEventsCallParams;

2) the component hostingEndpointIRI contains the hosting endpoint IRI;

3) if the optional component bspUuid of unsubscribeFromGUIEventsCallParams is present, then the
component bspProductUuid of the entry has the value bspProductUuid; otherwise, it has the
same value as the component bspProductUuid of the entry of the
AttachSessionlocalReferences table (see 18.8) where the component originalBSPHandle
has the value originalBSPHandl€;

4) if the optional component bspUuid of unsubscribeFromGUIEventsCallParams is absent o:l has a
value different from bspProductUuid, then the component useBSPAccessUuid of fthe en
the value TRUE; otherwise, it has the value FALSE;

5) if the optional component bspHandle of unsubscribeFromGUIEventsCallParams is present, then
the optional component originalBSPHandle of the entry is present, and has the|value
originalBSPHandle; otherwise, it is absent; and

6) thecomponentsguiSelectEventHandlerAddress, guiSelectEventHandlerContext,
guiStateEventHandlerAddress, guiStateEventHandlerCentext,
guiProgressEventHandlerAddress, and guiProgresskEventHandlerContext have the
same values as the components of unsubscribeFromGUIEventsCallParams with the same nanfes;

g) if there is no such entry, then return the value BioAPIERRNO SUCH SUBSCRIPTION FGQUND
to the local application, skipping the remaining actions;
h) deletethe entry of the GUIEventLocalSubscriptions.table (subclause 18.10.3 applies);
i)  return the value O to the local application.
1.3 If the hosting endpoint cannot be determined, then the framework shall return the |vaue

a)

b)

PIERR UNABLE TO LOCATE BSP to the local-application.

5  When a framework receives (see 13.9) an, uhsubscribeFromGUIEvents request BIP message from a
endpoint, it shall perform the following actions (in order):

let incomingRequestParams be-the parameter value (of type UnsubscribeFromGUIEJents-

RequestParams — see 16.23.2) of theunsubscribeFromGUIEvents request BIP message;

create a temporary, ‘abstract value (say, unsubscribeFromGUIEventsCallParams) of | type

UnsubscribeFromGUIEventsCallParams (see 16.23.3), where:

1)
2)
3)

4)

5)

6)

the optional. component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of incomingRequestParams (presence and value);

if thezgptional component bspProductUuid of incomingRequestParams is present, theén the
optiona component bspUuid shall be set from that component; otherwise, it shall be absent;

the optiona component bspHandle shal be set from the optiona component
originalBSPHandle of incomingRequestParams (presence and value);

different from 0, wh|ch shallbe the same as that used in16.22.5 h); otherW|se it shall be set to O;

if the component guiStateEventSubscribed of incomingRequestParams has the value TRUE,
then the component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCall Params
shall be set to an implementation-defined memory address different from 0, which shall be the same
asthat used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiProgressEventSubscribed of incomingRequestParams has the value
TRUE, then the component guiProgressEventHandlerAddress of

unsubscribeFromGUI EventsCallParams shall be set to an implementation-defined memory address
different from 0, which shall be the same as that used in 16.22.5 b); otherwise, it shall be set to 0;
and
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7) the components guiSelectEventHandlerContext,
guiProgressEventHandlerContext shall be set to 0;

guiStateEventHandlerContext and

onent

c) if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
present, then create and send a corresponding unsubscribeFromGUIEvents response BIP message
(see 13.3) with the return value set to BioAPIERR _UUID AND HANDLE BOTH PRESENT,
skipping the remaining actions;

d) if the components bspProductUuid and originalBSPHandle of incomingRequestParams are both
absent, then create and send a corresponding unsubscribeFromGUIEvents response BIP message
(see 13.3) with the return value set to BioAPIERR _UUID AND HANDLE BOTH ABSENT,
skipping the remaining actions;

€) makeaninterna BioAPI function call (see 13.10) to the function
RinADI_l InciihscribeEromGUIIEvents where the parameters aof the function call shall be set by
converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.6;

f) if the return value of the interna cal is not 0, then create and send a corfespgnding
unsubscribeFromGUIEvents response BIP message (see 13.3) with the return value set fo that
value, skipping the remaining actions;

g) searchthe GUIEventRemoteSubscriptions table (see 18.11) for an entry where;

1) thecomponent subscriberEndpointIRI contains the master endpoint IRI;

2) the optional component guiEventSubscriptionUuid has the same.presence and value jas the
optional component guiEventSubscriptionUuid of incomingRegquestParams;

3) if the optional component bspProductUuid of incomingReguestParams is present, then the
component bspProductUuid of the entry has the same value as that component; otherwise] it has
the same value as the component bspPreductUuid of the entry ol the
AttachSessionRemoteReferences  table (see 189) where the com
originalBSPHandle has the same value .as“the component originalBSPHand|e of
incomingRequestParams;

4) if the optional component originalBSPHandle of incomingRequestParams is present, then the
component bspHandle of the entry has the same value as that component; otherwise, it is gbsent;
and

5) the components guiSelectEventSubscribe, guiStateEventSubscribe, and
guiProgressEventSubscribed have the same values as the components of
incomingRequestParams with/the same names;

h) if thereis no such entry, thenscreate and send a corresponding unsubscribeFromGUIEvents regponse
BIP message (see 13.3) with the return value set to
BioAPIERR_NO_SUCH. SUBSCRIPTION_FOUND, skipping the remaining actions,

i) deletethe entry of the GUIEventRemoteSubscriptions table (subclause 18.11.3 applies);

j)  create and send@acerresponding unsubscribeFromGUIEvents response BIP message (see 13.3) with
the parameterivalUe set to NULL and the return value set to 0.

16.23)6 Conversion between the parameters of the C function BioAPI UnsubscribeFromGUIEvents ahd the
ASN.1 type UnsubscribeFromGUIEventsCallParams (see 16.23.3) shall be done by converting bgtween
indiviflual function\parameters and ASN.1 components in accordance with Table 63.
Table'63 — M apping between the parameter s of the function BioAPI_UnsubscribeFromGUIEvents
and the ASN.1 type UnsubscribeFromGUIEventsCallParams

Function parameter

Component of the ASN.1type References

GUIEventSubscriptionUuid

gui EventSubscriptionUuid

clause 19 in conjunction with 15.58

BSPUuid

bspUuid

clause 19 in conjunction with 15.58

BSPHandle

bspHandle

clause 19 in conjunction with 15.42

GUISelectEventHandler gui SelectEventHandlerAddress 15.1.7
GUISelectEventHandler gui SelectEventHandlerAddress 15.1.7
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIStateEventHandler gui StateEventHandlerAddress 15.1.7
GUIProgressEventHandler guiProgressEventHandlerAddress 15.1.7
GUIProgressEventHandlerCtx guiProgressEventHandlerContext 15.1.7
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16.24  Function BIoAP| QueryGUIEventSubscriptions

16.24.

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_QueryGUIEventSubscriptions
(const BioAPI_UUID *BSPUuid,
BioAPI_GUI_EVENT_SUBSCRIPTION *GUIEventSubscriptionList,
uint32_t *NumberOfElements);

16.24.2 A pair of BIP message types are related to this function: the queryGUIEventSubscriptions request BIP
message type and the queryGUIEventSubscriptions response BIP message type. These two BIP message types
carry avalue of the following BIP message parameter ASN.1 types (respectively):

QueryGUIEventSubscriptions-RequestParams ::= SEQUENCE {

and:

16.24
applic
the pa

16.24
order)

bspProductUuid BioAPI-UUID
}

QueryGUIEventSubscriptions-ResponseParams ::= SEQUENCE {
guiEventSubscriptions SEQUENCE (SIZE(0..max-unsigned-int)), Q&
subscription BioAPI-GUI-EVENT-SUBSCRIPTION

}
3  When aframework receives a call to the function BioAPI QueryGUIEventSUbstriptions from th

rameter BSPUuId as specified in clause 23, and then one of the three foll owing-subclauses applies.

3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actig

a) create a temporary abstract  value  (says outgoingResponseParams) of

guiEventSubscriptions shall beinitially empty;
b) search the GUIEventLocalSubscriptions table(see 18.10) for all entries where:
1) theoptiona component guiEventSubsgriptionUuid is present;
2) the component hostingEndpointIRI%€ontains the local endpoint IRI; and
3) the component bspProductUuid)has the value bspProductUuid,;

guiEventSubscriptions of-outgoingResponseParams, where:
1) thecomponent subscriberEndpointIRI shall be set to the local endpoint IRI;

guiEventSubscriptionUuid of local Subscription;

3) if the component guiSelectEventHandlerAddress of localSubscription has a value di
from O,.thien the component guiSelectEventSubscribed shall be set to TRUE; otherwise,
be set-t0 FALSE;

4) the-Component guiStateEventHandlerAddress of localSubscription has a value di

be set to FALSE; and
5) if the component guiProgressEventHandlerAddress of localSubscription has a value di

e |ocal

gtion, it shall first determine the hosting endpoint and the product UUID of the BSP:(say, bspProductUuid) from

ns (in

type

QueryGUIEventSubscriptions-ResponseParams, “(see 16.24.2), where the component

c) for each such entry (say,o-localSubscription), add an element to the component

2) the component~guiEventSubscriptionUuid shal be set from the optional component

ferent
t shall

ferent

from O, then the component guiStateEventSubscribed shall be set to TRUE; otherwise, it shall

ferent

from 0, then the component guiProgressEventSubscribed shall be set to TRUE; othery

ise, it

92
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d) search the GUIEventRemoteSubscriptions table (see 18.11) for al entries where the optional
component guiEventSubscriptionUuid is present and the component bspProductUUid has the

value bspProductUuid;

e) for each such entry (say, remoteSubscription), add an element to the component
guiEventSubscriptions of outgoingResponseParams, where all the components shall be set from the

components of remoteSubscription with the same names;

f)  set the output parameters of the BioAPI QueryGUIEventSubscriptions function call by converting

from outgoingResponseParams as specified in 16.24.6;
g) returnthevalue 0 to thelocal application.
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16.24.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a queryGUIEventSubscriptions request/response BIP message pair as
specified in clause 27, using 16.24.5 and 16.24.6 to convert between function parameters and ASN.1 components when
required within that clause.

16.24.3.31f the hosting endpoint cannot be determined, then the framework shal return the vaue
BioAPIERR_UNABLE _TO LOCATE_BSP tothelocal application.

16.24.4 When a framework receives (see 13.9) a queryGUIEventSubscriptions request BIP message from a
master endpoint, it shall perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type QueryGUIEventSubscriptions-
RequestParams —see 16.24.2) of the queryGUIEventSubscriptions request BIP message;

b) creaste a  temporary abstract  value  (say, outgoi ngResponseParams) of type
QueryGUIEventSubscriptions-ResponseParams (see 16.24.2), where the component
guiEventSubscriptions shall beinitially empty;

¢) searchthe GUIEventLocalSubscriptions table (see 18.10) for all entries where:

1) theoptiona component guiEventSubscriptionUuid is present;
2) thecomponent hostingEndpointIRI contains the local endpoint IRI; and

3) the component bspProductUuid has the same value as the component bspProductUliid of
incomingRequestParams;

d) for each such entry (say, localSubscription), add an_(element to the component
guiEventSubscriptions of outgoingResponseParams, where:

1) thecomponent subscriberEndpointIRI shall be set to thedoca endpoint IRI;

2) the component guiEventSubscriptionUuid shall™ybe set from the optional component
guiEventSubscriptionUuid of local Subscription;

3) if the component guiSelectEventHandlerAddress of localSubscription has a value different
from 0, then the component guiSelectEventSubscribed shall be set to TRUE; otherwise, (t shall
be set to FALSE;

4) if the component guiStateEventHandlerAddress of localSubscription has a value different
from 0, then the component guiStateEventSubscribed shall be set to TRUE; otherwise, it shall
be set to FALSE; and

5) if the component guiProgressEventHandlerAddress of localSubscription has a value different
from 0, then the componeht\guiProgressEventSubscribed shall be set to TRUE; otherwise, it
shall be set to FALSE;

e) search the GUIEventRemoteSubscriptions table (see 18.11) for al entries where the optional
component guiEventSubscriptionUuid is present and the component bspProductUuid Has the
same value as the component bspProductUuid of incomingRequestParams;

f) for each sueh) entry (say, remoteSubscription), add an element to the component
guiEventSubscriptions of outgoingResponseParams, where al the components shall be set frgm the
components-of remoteSubscription with the same names;

g) create<and send a corresponding queryGUIEventSubscriptions response BIP message (seq 13.3)
with'the parameter value set to outgoingResponseParams and the return value set to 0.

16.24)5 Canversion between the parameters of the C function BioAPI QueryGUIEventSubscriptions and the
ASN.1 type QueryGUIEventSubscriptions-RequestParams (see 16.24.2) shall be done by converting thween
indivigualfunction parameters and ASN.1 components in accordance with Table 64.

Table 64 — Mapping between the parameter s of the function BioAPI_QueryGUIEventSubscriptions
and the ASN.1 type QueryGUIEventSubscriptions-RequestParams

Function parameter Component of the ASN.1 type References
BSPUuid bspProductUuid clause 25
GUIEventSubscriptionList none clause 22
NumberOfElements none clause 22
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16.24.6 Conversion between the parameters of the C function BioAPI QueryGUIEventSubscriptions and the
ASN.1 type QueryGUIEventSubscriptions-ResponseParams (see 16.24.2) shall be done by converting between
individual function parameters and ASN.1 components in accordance with Table 65.

Table 65— Mapping between the parameter s of the function BioAPI QueryGUIEventSubscriptions

and the ASN.1type QueryGUIEventSubscriptions-ResponseParams

Function parameter Component of the ASN.1 type References
GUIEventSubscriptionList, gui EventSubscriptions clause 20 in conjunction with 16.24.7
NumberOfElements and 16.24.8

16.24.7 Conversion _ from the pair of C  variables pointed to by the parameters

GUIEVentSubscriptionList/NumberOfElements to the ASN.1 component guiEventSubscriptionscsl

done s follows: Calling N the value of the C variable pointed to by the parameter NumberOfElements,each

first N
variad

component guiEventSubscriptions as specified in 15.36. The component guiEventSubscriptions shal

exactl

16.24
the pa
of d
BioA
guiE
param
param

16.25
16.25

16.25

type 3
follow

elements (of type BioAPI_GUI_EVENT _SUBSCRIPTION — see 15.36) in the array pointed to by
e pointed to by the parameter GUIEventSubscriptionList shall be converted, in order, to_anelement

y N elements.

B Conversion from the ASN.1 component guiEventSubscriptions to the pair of G variables pointeg
rameters GUIEventSubscriptionList/NumberOfElements shall be done as follews: Calling N the n

al be
of the
the C
of the

have

to by
Lumber

Pl GUI_EVENT_SUBSCRIPTION (see 15.36) shal be filled by converting each element of the com
entSubscriptions, in order, to an element of the array as specified in 15.36. The C variable pointed to
eter GUIEveniSubscriptionList shall be set to the address of the array, and the C variable pointed to
eter NumberOfElements shall be set to N.

Function BioAP| NotifyGUISelectEvent

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_NotifyGUISelectBvent
(const uint8_t *SubscriberEndpointIRl¥
const BioAPI_UUID *GUIEventSubsttiptionUuid,
const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
BioAPI_GUI_ENROLL_TYR&¥hrollType,
BioAPI_GUI_OPERATIONQperation,
BioAPI_GUI_MOMEN{J Moment,
BioAPI_RETURN Ré&sdMCode,
uint32_t MaxNumprollSamples,
BioAPI_BIR_SUBJTYPE_MASK Selectablelnstances,
BioAPI_BIR(SWBTYPE_MASK *SelectedInstances,
BioAPI_B[ROSUBTYPE_MASK Capturedinstances,
const U3 t *Text,
BioARI)GUI_RESPONSE *Response);

P A pair of (BIP message types are related to this function: the notifyGUISelectEvent request BIP m
nd the natify GUISelectEvent response BIP message type. These two BIP message types carry a value
ing BtR-message parameter ASN.1 types (respectively):

bments of the component guiEventSubscriptions, a newly dlocated (arfay of N elements oI) type

onent
by the
by the

bssage
of the

INotifyGUISelectEvent-RequestParams ::= SEQUENCE {

94

H N ol ot <l adlll
STIOSCTTOCTTITO PO T IO PO T,

guiEventSubscriptionUuid BioAPI-UUID,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,

enrollType BioAPI-GUI-ENROLL-TYPE,
operation BioAPI-GUI-OPERATION,
moment BioAPI-GUI-MOMENT,
resultCode BioAPI-RETURN,
maxNumEnrollSamples Unsignedint,
selectablelnstances BioAPI-BIR-SUBTYPE-MASK,
capturedinstances BioAPI-BIR-SUBTYPE-MASK,
text UTF8String OPTIONAL
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and:
NotifyGUISelectEvent-ResponseParams ::= SEQUENCE {
selectedInstances BioAPI-BIR-SUBTYPE-MASK,
response BioAPI-GUI-RESPONSE

}

16.25.3 When a framework receives a cal to the function BioAPI NotifyGUISelectEvent from the local
application, it shal first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from
the parameter BSPUuid as specified in clause 23, and then one of the three following subclauses applies.

16.25.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in
order):

a) create a temporary abstract value (say, incomingRequestParams) of type NotifyGUISelectEvent-
RequestParams  (see 16.252) by converting from the parameters of | the
BioAPI_NotifyGUISelectEvent function call as specified in 16.25.5;

b) create atemporary abstract value (say, eventinfo) of type GUISelectEventinfo (see 17.24) wherg
1) the component hostingEndpointIRI shall be set to the local endpoint IRI;
2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRegquestParams with the
same names,

¢) notify a GUI select event based on eventlnfo to a subscriber (either 8 GUI select event handler [of the
local application or a master endpoint) and determine the acknowledgement parameter valug (say,
incomi ngAcknowledgementParams) and the acknowledgement return value (say, incomingReturn)/alue)
as specified in clause 30;

d) if incomingReturnValue is not 0, then return that value tothe local application, skipping the renfaining
actions;

€) create a temporary abstract value (say, outgoingResponseParams) of type NotifyGUISelectHvent-
ResponseParams (see 16.25.2), where all the;components shall be set from the compongnts of
incomingAcknowl edgementParams with the same names;

f) set the output parameters of the BioARIZNoOtifyGUISelectEvent function call by converting from
outgoingResponseParams as specified in16.25.6; and

g) returnthevalue 0 to thelocal application.

b

16.2513.2 If the hosting endpoint is a save endpoint of the framework, then the framework shall process the ¢all by
exchanging with the hosting endpoint a natifyGUISelectEvent request/response BIP message pair as specified in
clausg 27, using 16.25.5 and 16.25.6 te_convert between function parameters and ASN.1 components when required
within that clause.

16.253.31f the hosting endpeint cannot be determined, then the framework shall return the |value
BioAPIERR UNABLE TQ(LOCATE BSP tothelocal application.

16.2544 When a framewerk receives (see 13.9) a notifyGUISelectEvent request BIP message from a [naster
endpaint, it shall perfofmithe following actions (in order):

a) let CincomingRequestParams be the parameter value (of type NotifyGUISelectHvent-
RequestParams —see 16.25.2) of the notifyGUISelectEvent request BIP message;

b)\~create atemporary abstract value (say, eventinfo) of type GUISelectEventinfo (see 17.2.4) wher¢:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;

2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRegquestParams with the
same names,

¢) notify a GUI select event based on eventlnfo to a subscriber (either a GUI select event handler of the
local application or a master endpoint) and determine the acknowledgement parameter value (say,
incomingAcknowledgementParams) and the acknowledgement return value (say, incomingReturnValue)
as specified in clause 30;

d) if incomingReturnValue is not O, then create and send a corresponding notifyGUISelectEvent
response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;
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€) create a temporary abstract value (say, outgoingResponseParams) of type NotifyGUISelectEvent-
ResponseParams (see 16.25.2), where all the components shall be set from the components of
incomi ngAcknowl edgementParams with the same names;

f) create and send a corresponding notifyGUISelectEvent response BIP message (see 13.3) with the
parameter value set to outgoingResponseParams and the return value set to 0.

16.25.5 Conversion between the parameters of the C function BioAPI_NotifyGUISelectEvent and the ASN.1 type
NotifyGUISelectEvent-RequestParams (see 16.25.2) shall be done by converting between individual function
parameters and ASN.1 components in accordance with Table 66.

Table 66 — M apping between the parameter s of the function BioAPI_NotifyGUISelectEvent
and the ASN.1 type NotifyGUISelectEvent-RequestParams

Function parameter Component of the ASN.1 type References
YubscriberEndpointIRI subscriberEndpointIRI 15.3
JUIEventSubscriptionUuid guiEventSubscriptionUuid clause 19 in conjunctiépyvith 15.58
BSPUuid bspProductUuid clause 25
UYnitID unitiD 15.55
HnrollType enrol I Type 15.38
Qperation operation 15.39
Moment moment 15:3%

HesultCode resultCode 15.52
MaxNumEnrollSamples maxNumEnroll Samples 15.1.6
Selectablelnstances selectablel nstances 15.17
Japturedinstances capturedl nstances 15.17
Tlext text 15.2
JelectedInstances none clause 22
Hesponse none clause 22

16.25)6 Conversion between the parameters of the Cfunction BioAPI NotifyGUISelectEvent and the ASN
NotifyGUISelectEvent-ResponseParams (see'16.25.2) shall be done by converting between individual fy

parameters and ASN.1 components in accordancelwith Table 67.

Table 67 — Mapping between the parameters of the function BioAPI_NotifyGUISelectEvent
and the ASN:1 type NotifyGUISelectEvent-ResponseParams

1 type
nction

Function parameter Component of the ASN.1type

References

SelectedInstances sel ectedl nstances clause 20 in conjunction with 15.1y
Hesponse response clause 20 in conjunction with 15.4D
16.26 Function BioAPI NotifyGUIStateEvent

16.26J1 Thisfunction isdeclared in BioAPI asfollows:
BIloAPI RETURN BioAPI BioAPI NotifyGUIStateEvent

(const uint8_t *SubscriberEndpointIRI,

const BioAPI_UUID *GUIEventSubscriptionUuid,
const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,
BioAPI_RETURN ResultCode,

int32_t EnrollSamplelndex,

const BioAPI_GUI_BITMAP_ARRAY *Bitmaps,
const uint8 t *Text,

BioAPI_GUI_RESPONSE *Response,

int32_t *EnrollSamplelndexToRecapture);
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16.26.2 A pair of BIP message types are related to this function: the notifyGUIStateEvent request BIP message
type and the notifyGUIStateEvent response BIP message type. These two BIP message types carry a value of the
following BIP message parameter ASN.1 types (respectively):

NotifyGUIStateEvent-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,

operation BioAPI-GUI-OPERATION,
suboperation BioAPI-GUI-SUBOPERATION,
purpose BioAPI-BIR-PURPOSE,
moment BioAPI-GUI-MOMENT,
resultCode BioAPI-RETURN,
erronsalrpleinraex aigneuml,

bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
text UTF8String OPTIONAL

and:
NotifyGUIStateEvent-ResponseParams ::= SEQUENCE {
response BioAPI-GUI-RESPONSE,
enrollSamplelndexToRecapture Signedint
}

16.26f3 When a framework receives a cal to the function BioAPI_Notif¢GUIStateEvent from the local
application, it shal first determine the hosting endpoint and the product UUID of:the BSP (say, bspProductUuid) from
the pgrameter BSPUuid as specified in clause 23, and then one of the three following subclauses applies.
16.26)3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actigns (in
order)

a) create a temporary abstract value (say, incomingRequestParams) of type NotifyGUIStateHvent-
RequestParams  (see 16.26.2) by _.¢onverting from the parameters of| the
BioAPI_NotifyGUIStateEvent function call ‘as specified in 16.26.5;

b) create atemporary abstract value (say, eventlnfo) of type GUIStateEventinfo (see 17.3.4) where:

1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;

2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components:shall be set from the components of incomingRegquestParams wjth the
same hames,

c) notify a GUI state event-based on eventlnfo to a subscriber (either a GUI state event handler of the local
application or a ,master endpoint) and determine the acknowledgement parameter value| (say,
incomi ngAcknowl edgementParams) and the acknowledgement return value (say, incomingReturn)/alue)
as specified in-clause 31,

d) if incomingReturnValue is not 0, then return that value to the local application, skipping the remjaining
actions;

€) createla temporary abstract value (say, outgoingResponseParams) of type NotifyGUIStateHvent-
ResponseParams (see 16.26.2), where all the components shall be set from the compondnts of
incomi ngAcknowl edgementParams with the same names;

)\ ' set the output parameters of the BioAPI NotifyGUIStateEvent function call by converting from
outgoingResponseParams as specified in 16.26.6; and

g) returnthevaueO to thelocal application.

16.26.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a notifyGUIStateEvent request/response BIP message pair as specified in
clause 27, using 16.26.5 and 16.26.6 to convert between function parameters and ASN.1 components when required
within that clause.

16.26.3.3 If the hosting endpoint cannot be determined, then the framework shall return the
BioAPIERR_UNABLE TO LOCATE_BSP totheloca application.
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16.26.4 When a framework receives (see 13.9) a notifyGUIStateEvent request BIP message from a master
endpoint, it shall perform the following actions (in order):

a)

b)

f)

let incomingRequestParams be the parameter value (of type NotifyGUIStateEvent-RequestParams

—see 16.26.2) of the notifyGUIStateEvent request BIP message;

create atemporary abstract value (say, eventinfo) of type GUIStateEventinfo (see 17.3.4) where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;

2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRegquestParams with the

same names,
not|fy a GUI state event based on eventl nfo to asubscrlber (either a GUI state event handler of the

incomi ngAcknova edgementParams) and the acknowledgement return val ue (say incomi ngReturn
as specified in clause 31;

local
(say,

if incomingReturnValue is not 0, then create and send a corresponding notifyGUIStateEvent regponse

BIP message (see 13.3) with the return value set to that value, skipping the remaining actions,

create a temporary abstract value (say, outgoingResponseParams) of type NotifyGUIStateHvent-
ResponseParams (see 16.26.2), where all the components shall be set-from the compongnts of

incomi ngAcknowl edgementParams with the same names;

create and send a corresponding notifyGUIStateEvent response BiR\message (see 13.3) with the

parameter value set to outgoingResponseParams and the return valueet to 0.

16.26)5 Conversion between the parameters of the C function BioAPI NotifySUIStateEvent and the ASNJL type
NotifyGUIStateEvent-RequestParams (see 16.26.2) shall be done by, converting between individual fynction
parameters and ASN.1 components in accordance with Table 68.

Table 68 — Mapping between the parameter s of the fuietion BioAPI_NotifyGUIStateEvent
and the ASN.1 type NotifyGUIStatéEvent-RequestParams

Function parameter Component of-the ASN.1 type References

YubscriberEndpointIRI subscriberEndpointRI 15.3
JUIEventSubscriptionUuid guiEventSubseriptionUuid clause 19 in conjunction with 15.58
BSPUuid bspProductUuid clause 25
YnitID unitID 15.55
Qperation operation 15.39
Yuboperation Suboperation 1541
Hurpose purpose 15.14

oment moment 15.37
HesultCode resultCode 15.52
HnrollSamplelndexX enroll Sampl el ndex 15.1.6
Hitmaps bitmaps clause 19 in conjunction with 15.35
Tlext text 15.2
Hesponsg none clause 22
HnpellSamplelndexToRecapture | none clause 22

16.26.6 Conversion between the parameters of the C function BioAPI NotifyGUIStateEvent and the ASN.1 type
NotifyGUIStateEvent-ResponseParams (see 16.26.2) shall be done by converting between individual function
parameters and ASN.1 components in accordance with Table 69.

Table 69 — Mapping between the parameter s of the function BioAPI_NotifyGUIStateEvent
and the ASN.1 type NotifyGUIStateEvent-ResponseParams

Function parameter

Component of the ASN.1type

References

EnrollSamplelndexToRecapture

enroll Sampl el ndexToRecapture

clause 20 in conjunction with 15.1.6

Response

response

clause 20 in conjunction with 15.40
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Function BioAPI_NotifyGUIProgressEvent

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_NotifyGUIProgressEvent
(const uint8_t *SubscriberEndpointIRI,
const BioAPI_UUID *GUIEventSubscriptionUuid,
const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,
uint8 t SuboperationProgress,

conct DIiaADI 11l DITARMAD ADDA *D it o e
ot ETOT T T T TvTxt LB YA

16.27
messa
vaue

—ooT— — Do 55
const uint8 t *Text,
BioAPI_GUI_RESPONSE *Response);

2 A pair of BIP message types are related to this function: the notifyGUIProgressEvent“request BIP

pe type and the notifyGUIProgressEvent response BIP message type. These two BIP message types ¢arry a
Df the following BIP message parameter ASN.1 types (respectively):
NotifyGUIProgressEvent-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,

guiEventSubscriptionUuid BioAPI-UUID,

bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT<ID;

operation BioAPI-GUOPERATION,

suboperation BioAPJGUI-SUBOPERATION,

purpose BioAPI*BIR-PURPOSE,

moment BioAPI-GUI-MOMENT,

suboperationProgress UnsignedByte,

bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,

text UTF8String OPTIONAL

and:
NotifyGUIProgressEvent-ResponseParams = SEQUENCE {
response BioAPI-GUI-RESPONSE
}
16.27f3 When a framework receives a cal>to the function BioAPI NotifyGUIProgressEvent from the loca
application, it shal first determine the hosting endpoint and the product UUID of the BSP (say, bspProductUuid) from
the parameter BSPUuId as specified in-Clause 23, and then one of the three following subclauses applies.
16.27f3.11f the hosting endpoint(isthe local endpoint, then the framework shall perform the following actigns (in
order)

a) create a temporary abstract value (say, incomingReguestParams) of type NotifyGUIProgressHvent-
RequestParams  (see 16.27.2) by converting from the parameters of| the
BioAPINotifyGUIProgressEvent function call as specified in 16.27.5;

b) creaté atemporary abstract value (say, eventinfo) of type GUIProgressEventinfo (see 17.4.4) where:
1) the component hostingEndpointIRI shall be set to the local endpoint IRI;

2) theoptional component originalBSPHandle shall be absent; and
3) thU ICIIIOI; ni ng CUTT I'JUI 1l Ito :;L‘Iall bc ﬁ frum thC CUTT IlJUI 1l ItJ Uf il TCUTT I; ngnauapeuveum ‘V.\l‘ th the
same names,

¢) notify a GUI progress event based on eventlnfo to a subscriber (either a GUI progress event handler of
the local application or a master endpoint) and determine the acknowledgement parameter value (say,
incomingAcknowledgementParams) and the acknowledgement return value (say, incomingReturnValue)
as specified in clause 32;

d) if incomingReturnValue is not 0, then return that value to the local application, skipping the remaining
actions,

€) create atemporary abstract value (say, outgoingResponseParams) of type NotifyGUIProgressEvent-

ResponseParams (see 16.27.2), where all the components shall be set from the components of
incomi ngAcknowl edgementParams with the same names;
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f)  set the output parameters of the BioAPI NotifyGUIProgressEvent function call by converting from
outgoingResponseParams as specified in 16.27.6; and

g) returnthevaueO to thelocal application.

16.27.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a notifyGUIProgressEvent request/response BIP message pair as specified in
clause 27, using 16.27.5 and 16.27.6 to convert between function parameters and ASN.1 components when required
within that clause.

16.27.3.31f the hosting endpoint cannot be determined, then the framework shall return the value
BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.27.4 When a framework receives (see 13.9) a notifyGUIProgressEvent reguest BIP message from a master

endp nt_it shall pprfnrm the ntIn\A/ing actions (in nrdpr)'

a) let incomingRequestParams be the parameter value (of type NotifyGUIProgressHvent-
RequestParams —see 16.27.2) of the notifyGUIProgressEvent request BIP message;

b) create atemporary abstract value (say, eventinfo) of type GUIProgressEventinfo (seel7.4.4) where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
2) theoptional component originalBSPHandle shall be absent; and

3) the remaining components shall be set from the components of incomingRegquestParams with the
same names,

c) notify a GUI progress event based on eventinfo to a subscriber (either,a GUI progress event hantler of
the local application or a master endpoint) and determine the acknowledgement parameter valug (say,
incomingAcknowl edgementParams) and the acknowledgement réturn value (say, incomingReturn)/alue)
as specified in clause 32;

d) if incomingReturnValue is not O, then create and sendva corresponding notifyGUIProgressEvent
response BIP message (see 13.3) with the return value setto that value, skipping the remaining actipns;

€) create atemporary abstract value (say, outgoingResponseParams) of type NotifyGUIProgressHvent-
ResponseParams (see 16.27.2), where allxthe components shall be set from the compongnts of
incomingAcknowl edgementParams with the same names;

f)  create and send a corresponding notifyGutProgressEvent response BIP message (see 13.3) wjth the
parameter value set to outgoingResponseParams and the return value set to 0.

16.27)5 Conversion between the parameters ofthe C function BioAPI NotifyGUIProgressEvent and the ASN.1
type NotifyGUIProgressEvent-RequestParams (see 16.27.2) shall be done by converting between indiyvidual
functipn parameters and ASN.1 components'in accordance with Table 70.

Table 70 — M apping between the parameter s of the function BioAPI_NotifyGUIProgressEvent
and the ASN.1 type NotifyGUIProgressEvent-RequestParams

Function par ameter Component of the ASN.1 type References

JubscriberEndpgiftIRI subscriberEndpointIRI 15.3
JUIEventSubsgsgptionUuid guiEventSubscriptionUuid clause 19 in conjunction with 15.58
BSPUuid bspProductUuid clause 25
UYnitID unitiD 15.55
dperation operation 15.39

TDOpeETaton SODOPEratomn 54T
Purpose purpose 15.14
Moment moment 15.37
SuboperationinProgress suboperationProgress 15.1.3
Bitmaps Bitmaps clause 19 in conjunction with 15.35
Text Text 15.2
Response None clause 22

16.27.6 Conversion between the parameters of the C function BioAPI_NotifyGUIProgressEvent and the ASN.1
type NotifyGUIProgressEvent-ResponseParams (see 16.27.2) shall be done by converting between individual
function parameters and ASN.1 components in accordance with Table 71.
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Table 71 — Mapping between the parameters of the function BioAPI NotifyGUIProgressEvent
and the ASN.1 type NotifyGUIProgressEvent-ResponseParams

08 (E)

Function parameter Component of the ASN.1type References
Response response clause 20 in conjunction with 15.40

16.282 A pair of BIP message types are related to this function: the redirectGUIEvents reguest BIP messag
and the redirectGUIEvents response BIP message type. These two BIP message types carry ‘avalue of the folllowing
BIP message parameter ASN.1 types (respectively):

16.28/3 When aframework receives a call to the functién BioAPI RedirectGUIEvents from the local appli
it shal] first determine the hosting endpoint and the ariginal BSP handle (say, originalBSPHandl€) from the par
BSPHlandle as specified in clause 24, and then one.of the three following subclauses applies.

16.28[3.1 If the hosting endpoint is the locak'endpoint, then the framework shall perform the following actid
order)

16.28 Function BIoAP| RedirectGUIEvents
16.28.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_RedirectGUIEvents
(const uint8_t *SubscriberEndpointIRI,

TOTSt BIOART_OUiD~GUtEvemtSuscriptionuuid;
BioAPI_HANDLE BSPHandle,

BioAPI_BOOL GUISelectEventRedirected,
BioAPI_BOOL GUIStateEventRedirected,
BioAPI_BOOL GUIProgressEventRedirected);

RedirectGUIEvents-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRlI,
guiEventSubscriptionUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE,
guiSelectEventRedirected BOOLEAN,
guiStateEventRedirected BOOLEAN;
guiProgressEventRedirected BOOLEAN

RedirectGUIEvents-ResponseParams ::= NULL

a) make an internal BioAPI\function call (see 13.10) to the same function with the same parameter
as the incoming call}y'except that the parameter BSPHandle shall be set by converting
originalBSPHandl € as specified in 15.42;

b) if the return value'of the internal call is not 0, then return that value to the local application, skippi
remaining actiens,

c) create atemporary abstract value (say, incomingRequestParams) of type
RedirectGUIEvents-RequestParams (see 16.28.2) by converting from the parameters
BioAP|_RedirectGUIEvents function call as specified in 16.28.5;

d).Sadd an entry to the GUIEventRedirectors table (see 18.12), where:
1) the components referrerEndpointlRl and bspProductUuid shall be set from the comp

e type

Cation,
bmeter

ns (in

values
from

ng the

pf the

bnents

with the same names of the entry of the AttachSessionRemoteReferences table (

18.9)

where the component originalBSPHandle has the same vaue as the component

originalBSPHandle of incomingRequestParams; and

2) the remaining components shall be set from the components of incomingRequestParams wi
same names,

e) returnthe value 0 to the local application.

I TU-T Rec. X.1083 (11/2007)
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16.28.3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the call by
exchanging with the hosting endpoint a redirectGUIEvents request/response BIP message pair as specif
clause 27, using 16.28.5 to convert between function parameters and ASN.1 components when required withi
clause.

ied in
n that
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16.28.3.3 If the hosting endpoint cannot be determined, then the framework shall return the

BioA

PIERR_UNABLE_TO LOCATE_BSP tothelocal application.

vaue

16.28.4 When aframework receives (see 13.9) aredirectGUIEvents request BIP message from a master endpoint,

it shal

16.28

| perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type RedirectGUIEvents-RequestParams —

see 16.28.2) of theredirectGUIEvents request BIP message;
b) makeaninterna BioAPI function call (see 13.10) to the function BioAP|_RedirectGUIEvents,

where

the parameters of the function call shall be set by converting from incomingRequestParams as specified

in 16.28.5;

c) if thereturn value of theinternal call is not 0, then create and send a corresponding redirectGUIEvents

response BIP message (see 13.3) with the return value set to that value, skipping the remaining acti

ons,

d) add anentry to the GUIEventRedirectors table (see 18.12), where:
1) the components referrerEndpointIRIl and bspProductUuid shall be set from thelcomp,

originalBSPHandle of incomingRequestParams; and

2) the remaining components shall be set from the components of incomingRequestParams w
same hames,

e) create and send a corresponding redirectGUIEvents response BIPR,hessage (see 13.3) wi
parameter value set to NULL and the return value set to 0.

5 Conversion between the parameters of the C function BioAPI RediectGUIEvents and the ASN.

bnents

with the same names of the entry of the AttachSessionRemoteReferences.-table (seq 18.9)
where the component originalBSPHandle has the same value as™\the component

th the

th the

1 type
nction

RedifectGUIEvents-RequestParams (see 16.28.2) shal be done by converting between individual fU
parameters and ASN.1 components in accordance with Table 72.
Table 72 — Mapping between the parameter s of the function BioAPI_RedirectGUIEvents
and the ASN.1 type RedirectGUIEVents-RequestParams
Function parameter Component of the ASN.1 type References
YubscriberEndpointIRI subscriberEndpointiRI 15.3
dUIEventSubscriptionUuid guiEventSubseriptionUuid clause 19 in conjunction with 15.58
BSPHandle originalBSPHandle clause 26
JuUlSelectEventRedirected gui el ectEventRedirected 15.18
quUIStateEventRedirected gui StateEventRedirected 15.18
qUIProgressEventRedirected guiProgressEventRedirected 15.18
16.29 Function BIoAPY UnredirectGUIEvents
16.29{1 Thisfunction’isdeclared in BioAPI asfollows:

BioAPI_RSIMRN BioAPI BioAPI_UnredirectGUIEvents
(§dnst uint8_t *SubscriberEndpointIRI,
const BioAPI_UUID *GUIEventSubscriptionUuid,
BioAPI_HANDLE BSPHandle,
BioAPI_BOOL GUISelectEventRedirected,

RioAP| ROO| GlliStateEventRedirected

BioAPI_BOOL GUIProgressEventRedirected);

16.29.2 A pair of BIP message types are related to this function: the unredirectGUIEvents request BIP message
type and the unredirectGUIEvents response BIP message type. These two BIP message types carry a value of the
following BIP message parameter ASN.1 types (respectively):

102

UnredirectGUIEvents-RequestParams ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE,
guiSelectEventRedirected BOOLEAN,
guiStateEventRedirected BOOLEAN,
guiProgressEventRedirected BOOLEAN
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UnredirectGUIEvents-ResponseParams ::= NULL

16.29.3 When a framework receives a call to the function BioAPI UnredirectGUIEvents from the local
application, it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
parameter BSPHandle as specified in clause 24, and then one of the three following subclauses applies.

16.29.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order)

16.29
exchal
clauss

clausd.

16.29
BioA

16.29
endpo

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter

as the incoming call, except that the parameter BSPHandle shall be set by converting
originalBSPHandle as specified in 15.42;

remaining actions,

C) create atemporary abstract value (say, incomingRequestParams) of type
UnredirectGUIEvents-RequestParams (see 16.29.2) by converting from the parameters
BioAPI_UnredirectGUIEvents function call as specified in 16.29.5;

d) search the GUIEventRedirectors table (see18.12) for an entry where the comp
subscriberEndpointIRI, guiEventSubscriptionUuid, originalBSPHand| €]
guiSelectEventRedirected, guiStateEventRedirected, and guiRragressEventRedir
have the same values as the components of incomingRegquestParams with.the same names;

e) if there is no such entry, then return the value BioAPIERR_NO SUGH REDIRECTOR FOU
the local application, skipping the remaining actions,

f) deletethe entry of the GUIEventRedirectors table (subclause 18.12.3 applies);
NOTE — If multiple entries are found, any one of those entriges (but exactly one) will be deleted.
g) returnthevalueO to thelocal application.
3.2 If the hosting endpoint is a slave endpoint of the frappework, then the framework shall process the

nging with the hosting endpoint an unredirectGUIEVEN{S request/response BIP message pair as speci
27, using 16.29.5 to convert between function parameters and ASN.1 components when required with

3.3 If the hosting endpoint cannot becdetermined, then the framework shal return the
PIERR UNABLE TO LOCATE BSP tethelocal application.

1 When a framework receives (see"13.9) an unredirectGUIEvents request BIP message from a
nt, it shall perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type UnredirectGUIEvents-RequestPs
—see 16.29.2) of the unredirect GUIEvents request BIP message;

b) make an interna\BioAPI function cal (see 13.10) to the function BioAPI UnredirectGUIE

specified i6-46.29.5;

unredirectGUIEvents response BIP message (see 13.3) with the return value set to that
skipping the remaining actions;

d)\~search the GUIEventRedirectors table (see 18.12) for an entry where the comp
subscriberEndpointIRI, guiEventSubscriptionUuid, originalBSPHandle,

values
from

of the

bnents

bcted

ND to

all by
ied in
n that

vaue

Mmaster
rams

ents,

where the parameters of the function call shall be set by converting from incomingRequestParams as

c¢) if the)return value of the internal call is not O, then create and send a corresponding

value,

bnents

gl|iQn|ar‘H:\/nnfDnr*lirnr‘1'nd, rJl|ianfnl:\/mn'anr1irnr"rnr|, and glliDrngrnch\/mnfDndir

have the same values as the components of incomingRegquestParams with the same names;

ected

e) if there is no such entry, then create and send a corresponding unredirectGUIEvents response BIP
message (see 13.3) with the return value set to BioAPIERR_NO SUCH REDIRECTOR_FOUND,

skipping the remaining actions;
f) deletethe entry of the GUIEventRedirectors table (subclause 18.12.3 applies);
NOTE — If multiple entries are found, any one of those entries (but exactly one) will be deleted.

g) create and send a corresponding unredirectGUIEvents response BIP message (see 13.3) wi
parameter value set to NULL and the return value set to 0.

I TU-T Rec. X.1083 (11/2007)
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16.29.5 Conversion between the parameters of the C function BioAPI_UnredirectGUIEvents and the ASN.1 type
UnredirectGUIEvents-RequestParams (see 16.29.2) shall be done by converting between individual function
parameters and ASN.1 components in accordance with Table 73.

Table 73— Mapping between the parameter s of the function BioAPI UnredirectGUIEvents
and the ASN.1 type UnredirectGUIEvents-RequestParams

Function parameter Component of the ASN.1 type References

SubscriberEndpointIRI subscriberEndpointI RI 153
GUIEventSubscriptionUuid gui EventSubscriptionUuid clause 19 in conjunction with 15.58
BSPHandle original BSPHandle clause 26
FutSetectEverntRedected gurSetectEventRedirected 15718
QqUIStateEventRedirected gui StateEventRedirected 15.18
JUIProgressEventRedirected guiProgressEventRedirected 15.18

16.30 Function BIoAP| Capture

16.30{1 Thisfunction is declared in BioAPI asfollows:

16.30
capty
param

and:

16.30
detern
as spe
BioAH

BioAPI_RETURN BioAPI BioAPI_Capture
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_BIR_SUBTYPE Subtype,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *Outpu€pormat,
BioAPI_BIR_HANDLE *CapturedBIR,
int32_t Timeout,
BioAPI_BIR_HANDLE *AuditData);

? A pair of BIP message types are related to this function: the capture request BIP message type a

re response BIP message type. These two BIP message types carry a value of the following BIP m|
eter ASN.1 types (respectively):
Capture-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
purpose BioAPI-BIR-PURPOSE,
subtype BioAPI-BIR-SUBTYPE,
outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL,
timeout Signedint,
no-auditData BOOLEAN

Capture-ResponseParams ::= SEQUENCE {
CapturedBIR BioAPI-BIR-HANDLE,
auditData BioAPI-BIR-HANDLE OPTIONAL

}
3 When'a framework receives a call to the function BioAPI_Capture from the local application, it shg

nd the
bssage

Il first

i ne the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPH
cified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an i

andle
ternal

Pl fUinction call (see 13.10) to the same function with the same parameter values as the incoming call, except that

the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall return to
the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a capture request/response BIP
message pair as specified in clause 27, using 16.30.5 and 16.30.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall

return

thevalue BIioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.30.4 When a framework receives (see 13.9) a capture request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI Capture to create and send a corresponding
capture response BIP message as specified in clause 28, using 16.30.5 and 16.30.6 to convert between function

param

104

eters and ASN.1 components when required within that clause.
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16.30.5 Conversion between the parameters of the C function BioAPI Capture and the ASN.1 type
Capture-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 74.

Table 74 — Mapping between the parameter s of the function BioAPI Capture
and the ASN.1 type Capture-RequestParams

Function parameter Component of the ASN.1type References
BSPHandle originalBSPHandle clause 26
Purpose purpose 15.14
Subtype subtype 15.16
QutputFormmat outputForTTet ctanse 19 rreonjurctiomwittr$5:8
JapturedBIR none clause 22
Timeout timeout 15.1.6
AuditData no-auditData clause 21
16.306 Conversion between the parameters of the C function BioAPI|_Capture ‘@nd the ASN.Y type
Captlyire-ResponseParams shal be done by converting between individual function)parameters and ASN.1
components in accordance with Table 75.
Table 75 — M apping between the parameter s of the function Bie/API_Capture
and the ASN.1 type Capture-ResponseParams
Function parameter Component of the ASN.1 typé References
JapturedBIR capturedBIR clause 20 in conjunction with 15.1p
AuditData auditData clause 20 in conjunction with 15.1p
16.31 Function BioAP| CreateTemplate
16.31f1 Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_Cregbte¥emplate
(BioAPI_HANDLE BSPHamnNg;
const BioAPI_INPUT_BIRX*CapturedBIR,
const BioAPI_INPUT (BIR *ReferenceTemplate,
const BioAPI_BIR BYOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_BIR_HANRLE *NewTemplate,
const BioAPI_DWJX A *Payload,
BioAPI_UUIR *TemplateUuid);
16.312 A pair of BIP message types are related to this function: the createTemplate request BIP message type and
the createTemplate 4esponse BIP message type. These two BIP message types carry a value of the followirlg BIP
message parameter ASN.1 types (respectively):
Creatélemplate-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
capturedBIR BioAPI-INPUT-BIR,
referenceTemplate BioAPI-INPUT-BIR OPTIONAL,
outputFormmat BioAPHBIR-BIOMETRIC-BDATA-FORMAT OPTHONAL;
payload BioAPI-DATA OPTIONAL,
no-templateUuid BOOLEAN
}
and:

CreateTemplate-ResponseParams ::= SEQUENCE {
newTemplate BioAPI-BIR-HANDLE,
templateUuid BioAPI-UUID OPTIONAL

}
16.31.3 When a framework receives a call to the function BioAPI CreateTemplate from the local application, it

shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
parameter BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework
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shall make an internal BioAPI function call (see 13.10) to the same function with the same parameter values as the
incoming call, except that the parameter BSPHandle shall be set by converting from originalBSPHandl e as specified
in 15.42, and shall return to the local application the return value of the internal call. If the hosting endpoint is a dave
endpoint of the framework, then the framework shall process the call by exchanging with the hosting endpoint a
createTemplate request/response BIP message pair as specified in clause 27, using 16.31.5 and 16.31.6 to convert
between function parameters and ASN.1 components when required within that clause. If the hosting endpoint cannot
be determined, then the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP to the loca
application.

16.31.4 When a framework receives (see 13.9) a createTemplate request BIP message from a master endpoint, it
shall process the request via an internal BioAPI function call to BioAP| CreateTemplate to create and send a
corresponding createTemplate response BIP message as specified in clause 28, using 16.31.5 and 16.31.6 to convert
between function parameters and ASN.1 components when required within that clause.

16.315 Conversion between the parameters of the C function BioAP| CreateTemplate and the ASN1 type
CrealeTemplate-RequestParams shall be done by converting between individual function parameters.and ASN.1
components in accordance with Table 76.

Table 76 — M apping between the parameter s of the function BioAPI_CreateTemplate
and the ASN.1type CreateTemplate-RequestParams

Function parameter Component of the ASN.1 type References

BSPHandle originalBSPHandle clause 26

JapturedBIR capturedBIR clalise 19 in conjunction with 15.46
HeferenceTemplate referenceTemplate clause 19 in conjunction with 15.46
QutputFormat outputFormat clause 19 in conjunction with 15.8
NewTemplate none clause 22

Hayload payload clause 19 in conjunction with 15.2p
TlemplateUuid no-templateUuid clause 21

16.31)6 Conversion between the parameters of the C-function BioAP| CreateTemplate and the ASN.
CreafeTemplate-ResponseParams shall be done by converting between individual function parametef

ASN.1 components in accordance with Table 77.

Table 77 — M apping betweenthe parameter s of the function BioAPI CreateTemplate
and the ASN.1type CreateTemplate-ResponseParams

| type
s and

Function parameter Component of the ASN.1type References
NewTemplate newTemplate clause 20 in conjunction with 15.1
TlemplateUuid templateUuid clause 20 in conjunction with 15.58

16.32 Function BT0AP| Process

16.32J1 Thisfunction is declared in BioAPI asfollows:

BAOAPI_RETURN BioAPI BioAPI_Process
(BioAPI_HANDLE BSPHandle,
const BroAPT NPT BR*CapturedBiR;
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_BIR_HANDLE *ProcessedBIR);

16.32.2 A pair of BIP message types are related to this function: the process request BIP message type and the
process response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

Process-RequestParams ::= SEQUENCE {
originalBSPHandle
capturedBIR
outputFormat

BioAPI-HANDLE,
BioAPI-INPUT-BIR,
BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL
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and:

Process-ResponseParams ::= SEQUENCE {
processedBIR BioAPI-BIR-HANDLE
}

16.32.3 When a framework receives a call to the function BioAPI Process from the local application, it shall first
determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHandle
as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an internal
BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall return to
the local application the return value of the internal call. If the hosting endpoint is a lave endpoint of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a process request/response BIP
message pair as specified in clause 27, using 16.32.5 and 16.32.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framewerk shall
return|the value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.3244 When a framework receives (see 13.9) a process request BIP message from a master endpoint, if shall
process the request as specified via an internal BioAPI function call to BioAPI_Process to create and $end a
corregponding process response BIP message in clause 28, using 16.32.5 and 16.32.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.325 Conversion between the parameters of the C function BioAPI Procéss” and the ASN.1 type
Procg¢ss-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 78.

Table 78 — M apping between the parameters of the funetion' BioAPI Process
and the ASN.1 type Process-RequestRarams

Function parameter Component of the ASN.1type References
BSPHandle originalBSPHandle clause 26
JapturedBIR capturedBIR clause 19 in conjunction with 15.4f
QutputFormat outputFormat clause 19 in conjunction with 15.18
HrocessedBIR none clause 22

16.32)6 Conversion between the parameters ofi-the C function BioAPI Process and the ASN.1 type Progcess-
ResppnseParams shall be done by conyerting between individual function parameters and ASN.1 compongnts in
accordlance with Table 79.

Table 79 — M apping between the parameters of the function BioAPI Process
and the ASN.1 type Process-ResponseParams

Function parameter Component of the ASN.1 type References

(o]
v

rocessedBIR processedBIR clause 20 in conjunction with 15.1

16.33 Funetion BIoAP| ProcessWithAuxBIR
16.33J1,~ This function is declared in BioAPI asfollows:

BIOAPI_Return BIOAPI BIOAPI_ProcessWithAuxBIR
(BioAPI_HANDLE BSPHandle,
const BioAPI_INPUT_BIR *CapturedBIR,
const BioAPI_INPUT_BIR *AuxiliaryData,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_HANDLE *ProcessedBIR);
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16.33.2 A pair of BIP message types are related to this function: the processWithAuxBIR request BIP message
type and the processWithAuxBIR response BIP message type. These two BIP message types carry a value of the
following BIP message parameter ASN.1 types (respectively):

ProcessWithAuxBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,

capturedBIR BioAPI-INPUT-BIR,

auxiliaryData BioAPI-INPUT-BIR,

outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL

and:

ProcessWithAuxBIR-ResponseParams ::= SEQUENCE {
processedBIR BioAPI-BIR-HANDLE
}

16.333 When a framework receives a call to the function BioAPI ProcessWithAuxBIR fromythe loca
application, it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
parameter BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then theframework shall
make pn internal BioAPI function call (see 13.10) to the same function with the same parameter values as the ingoming
call, except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in[15.42,
and shall return to the local application the return value of the internal call. If the hosting endpaint is a slave endppint of
the ffamework, then the framework shall process the call by exchanging with ,the hosting endpgint a
procgssWithAuxBIR request/response BIP message pair as specified in clause 27;'using 16.33.5 and 16.33.6 to
convert between function parameters and ASN.1 components when required withintthat clause. If the hosting endpoint
cannof be determined, then the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP|to the
local application.

16.334 When a framework receives (see 13.9) a processWithAuxBIR request BIP message from a master
endpaint, it shall process the request via an internal BioAPI function.callhto BioAPI ProcessWithAuxBIR to|create
and send a corresponding processWithAuxBIR response BIP miessage as specified in clause 28, using 16.33.5
and 16.33.6 to convert between function parameters and ASN.1 components when required within that clause.

16.33f5 Conversion between the parameters of the C function BioAPI_ProcessWithAuxBIR and the ASNJL type
Procg¢ssWithAuxBIR-RequestParams shall be done:by converting between individua function parametgs and
ASN.1 components in accordance with Table 80.

Table 80 — M apping between the parameter s of the function BioAPI ProcessWithAuxBIR
and the ASN.1 type ProcessWithAuxBIR-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
dapturedBIR capturedBIR clause 19 in conjunction with 15.4p
AuxiliaryData auxiliaryData clause 19 in conjunction with 15.46
QutputFormat outputFormat clause 19 in conjunction with 15.8
HrocessedBIR none clause 22

16.33)6 Conversion between the parameters of the C function BioAP| ProcessWithAuxBIR and the ASNJL type
Procg¢ssWithAuxBIR-ResponseParams shall be done by converting between individual function parametérs and
ASN.]1 eemponents in accordance with Table 81.

Table 81 — M apping between the parameter s of the function BioAPI ProcessWithAuxBIR
and the ASN.1 type ProcessWithAuxBIR-ResponseParams

Function parameter Component of the ASN.1 type References

ProcessedBIR processedBIR clause 20 in conjunction with 15.12
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Function BIoAP| VerifyMatch

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_VerifyMatch
(BioAPI_HANDLE BSPHandle,
BioAPlI_FMR MaxFMRRequested,
const BioAPI_INPUT_BIR *ProcessedBIR,
const BioAPI_INPUT_BIR *ReferenceTemplate,
BioAPI_BIR_HANDLE *AdaptedBIR,
BioAPI_BOOL *Result,
BioAPI_FMR *EMRAchieved,
BioAPI_DATA *Payload);

verify
param

and:

16.34

A pair of BIP message types are related to this function: the verifyMatch request BIP message type and the
Match response BIP message type. These two BIP message types carry a value of the following BIR-mpssage
eter ASN.1 types (respectively):

VerifyMatch-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
maxFMRRequested BioAPI-FMR,
processedBIR BioAPI-INPUT-BIR,
referenceTemplate BioAPI-INPUT-BIR,
no-adaptedBIR BOOLEAN,
no-fmrAchieved BOOLEAN,
no-payload BOOLEAN

VerifyMatch-ResponseParams ::= SEQUENCE {

adaptedBIR BioAPI-BIR-HANRLE OPTIONAL,
result BOOLEAN,

fmrAchieved BioAPI-FMR‘OPTIONAL,
payload BioAPI-DATA OPTIONAL

}
3 When aframework receives a call to the function BioAPI_VerifyMatch from the local application, i

shall

first determine the hosting endpoint and the originah BSP handle (say, originalBSPHandle) from the pargmeter

BSPH
intern
excep
shall
framey
reques
param
the frd

16.34
proces
verify
param

16.34
Verify

andle as specified in clause 24. If the hosting-endpoint is the local endpoint, then the framework shall mpke an
bl BioAPI function call (see 13.10) to thessame function with the same parameter values as the incoming call,
that the parameter BSPHandle shall*be-set by converting from originalBSPHandle as specified in 15.42, and
eturn to the local application the returnvalue of the internal call. If the hosting endpoint is a slave endpoint|of the
vork, then the framework shalltprocess the call by exchanging with the hosting endpoint a verifyMatch

t/response BIP message pair @as 'specified in clause 27, using 16.34.5 and 16.34.6 to convert between function
eters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determinegl, then
Imework shall return thewvalue BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

4 When a framework-receives (see 13.9) a verifyMatch request BIP message from a master endpoint, it shall

S the request viaran-internal BioAPI function call to BioAPI_VerifyMatch to create and send a corresppnding
Match resporise-BIP message as specified in clause 27, using 16.34.5 and 16.34.6 to convert between function
eters and ASN:1 components when required within that clause.

5 Corversion between the parameters of the C function BioAPI VerifyMatch and the ASN.1 type
Match-RequestParams shall be done by converting between individual function parameters and ASN.1

comporients in accordance with Table 82.

I TU-T Rec. X.1083 (11/2007) 109


https://standardsiso.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/IEC 24708:2008 (E)

Table 82 — Mapping between the parameter s of the function BioAPI VerifyMatch
and the ASN.1 type VerifyMatch-RequestParams

Function parameter Component of the ASN.1 type References

BSPHandle originalBSPHandle clause 26

MaxFMRRequested maxFM RRequested 15.32

ProcessedBIR processedBIR clause 19 in conjunction with 15.46

ReferenceTemplate referenceTemplate clause 19 in conjunction with 15.46

AdaptedBIR no-adaptedBIR clause 21

Result none clause 22

FMRAchieved no-fmrAchieved clause 21

Hayload no-payload clause 21
16.34)6 Conversion between the parameters of the C function BioAPI| VerifyMatch and the |ASN.1 type
VerifyMatch-ResponseParams shal be done by converting between individual function paramieters and ASN.1

components in accordance with Table 83.

Table 83 — Mapping between the parameter s of the function BioAPI_\edifiyMatch
and the ASN.1 type VerifyMatch-ResponseParams

Function parameter Component of the ASN.1 type References
AdaptedBIR adaptedBIR elause 20 in conjunction with 15.1p
Hesult result clause 20 in conjunction with 15.18
HMRAchieved fmrAchieved clause 20 in conjunction with 15.3p
Hayload payload clause 20 in conjunction with 15.2p

16.35 Function BioAP|_IdentifyMatch

16.35

16.35

messa

1 Thisfunction isdeclared in BioAPI asfollows;

BioAPI_RETURN BioAPI BioAPI_Identifyh}etch
(BioAPI_HANDLE BSPHandIgy
BioAPI_FMR MaxFMRReguested,
const BioAPI_INPUT_BIRX*ProcessedBIR,
const BioAPI_IDENTIEY .POPULATION *Population,
uint32_t TotaINumkerOfTemplates,
BioAPI_BOOL Bingjhg,
uint32_t MaxNuxaberOfResults,
uint32_t *NutmhérOfResults,
BioAPI_GANIDIDATE **Candidates,
int32_t Gimyteout);

pe paramieter ASN.1 types (respectively):
ldentifyMatch-RequestParams ::= SEQUENCE {

BioAPI-HANDLE,

T =l W T

originalBSPHandle

and:

110
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BioAPI-INPUT-BIR,
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processedBIR

population BioAPI-IDENTIFY-POPULATION,
totalNumberOfTemplates Unsignedint,
binning BOOLEAN,
maxNumberOfResults Unsignedint,
timeout Signedint
}

IdentifyMatch-ResponseParams ::= SEQUENCE {

candidates SEQUENCE (SIZE(0..max-unsigned-int)) OF

candidate BioAPI-CANDIDATE

ITU-T Rec. X.1083 (11/2007)
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16.35.3 When aframework receives a cal to the function BioAP!|_IdentifyMatch from the local application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the call by exchanging with the hosting endpoint an identifyMatch
request/response BIP message pair as specified in clause 27, using 16.35.5 and 16.35.6 to convert between function
parameters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then
the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.35.4 When a framework receives (see 13.9) an identifyMatch request BIP message from a master endpoint, it
shall procees the request via an mternal B|0API functlon call to BIOAP| Idenufyl\/latch to create and send a
y ' 2y X -35. 116.35. pnvert

_ 1 type
Ident|fyMatch-RequestParams shall be done by converting between individual function parametefs and ASN.1

components in accordance with Table 84.

Table 84 — M apping between the parameter s of the function BioAPI_IdertifyMatch
and the ASN.1 type IdentifyMatch-RequestParams

Function parameter Component of the ASN.1 type References
gSPHandle originalBSPHandle clause 26
axFMRRequested maxFM RRequested 15.32
HrocessedBIR processedBIR clause 19 in conjunction with 15.4p
Hopulation population clause 19 in conjunction with 15.48
TlotalINumberOfTemplates total NumberOf Templates 15.15
Binning binning 15.18
axNumberOfResults maxNumberOf Results 15.1.5
NumberOfResults none clause 22
Jandidates none clause 22
Tlimeout timeout 15.1.6
16.35)6 Conversion between the parameters of the C function BioAPI IdentifyMatch and the ASN.1 type
Ident|fyMatch-ResponseParams-«ghall be done by converting between individual function parameters and ASN.1
compgnents in accordance with Table 85.
Table 85— Mapping between the parameter s of the function BioAPI_IdentifyMatch
and the ASN.1 type IdentifyMatch-ResponseParams
Function parameter Component of the ASN.1 type References
NupberOfRe&ults, Candidates candidates clause 20 in conjunction with 16.35.f
and 16.35.8
16.35)7~_Conversion from the pair of C variables pointed to by the parameters Candidates/NumberOfReslts to
the ASN.1 component candidates shall be done as follows: Calling N the value of the C variable pointed to by the

parameter NumberOfResults, each of the first N elements (of type BioAPI_ CANDIDATE — see 15.20) in the array
pointed to by the C variable pointed to by the parameter Candidates shall be converted, in order, to an element of the
component candidates as specified in 15.20. The component candidates shall have exactly N elements.

16.35.8 Conversion from the ASN.1 component candidates to the pair of C variables pointed to by the parameters
Candidates/NumberOfResults shall be done as follows. Calling N the number of elements of the component
candidates, a newly allocated array of N elements of type BioAPI_ CANDIDATE (see 15.20) shall be filled by
converting each element of the component candidates, in order, to an element of the array as specified in 15.20. The
C variable pointed to by the parameter Candidates shall be set to the address of the array, and the C variable pointed
to by the parameter NumberOfResults shall be set to N.
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16.36
16.36.

Function BioAPI _Enroll

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Enroll
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_BIR_SUBTYPE Subtype,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
const BioAPI_INPUT_BIR *ReferenceTemplate,
BioAPI_BIR_HANDLE *NewTemplate,
const BioAPI_DATA *Payload,
int32_t Timeout,
BioAPI_BIR_HANDLE *AuditData,

16.36
respof
types

and:

16.36
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as sp4
BioAR
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components when required within that clause. If the hosting endpoint cannot be determined, then the framewor

return

16.36
the re
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P A pair of BIP message types are related to this function: the enroll request BIP message type andthe

se BIP message type. These two BIP message types carry avalue of the following BIP message parameéter
respectively):
Enroll-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
purpose BioAPI-BIR-PURPOSE,
subtype BioAPI-BIR-SUBTYPE,
outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL,
referenceTemplate BioAPI-INPUT-BIR OPTIONALS
payload BioAPI-DATA OPTIONAL,
timeout Signedint,
no-auditData BOOLEAN,
no-templateUuid BOOLEAN

Enroll-ResponseParams ::= SEQUENCE {

newTemplate BioAPKBIR-HANDLE,
auditData BioARI-BIR-HANDLE OPTIONAL,
templateUuid BioAPI-UUID OPTIONAL

}

3 When a framework receives a call to.thefunction BioAPI_Enroll from the loca application, it shg
hi ne the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPH

enroll
\SN.1

| first
andle

cified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an i

cal application the return value-of the interna call. If the hosting endpoint is a lave endpoint of the fram
he framework shall process-the call by exchanging with the hosting endpoint a enroll request/respong
pe pair as specified in-clause 27, using 16.36.5 and 16.36.6 to convert between function parameters and

the value BioARTERR UNABLE TO LOCATE BSP tothelocal application.

4 When aframework receives (see 13.9) an enroll request BIP message from a master endpoint, it shall g
juest via.an internal BioAPI function call to BioAPI_Enroll to create and send a corresponding enroll ref

BIP
comp(

Enrol
in accordance with Table 86.

112

essage as specified in clause 28, using 16.36.5 and 16.36.6 to convert between function parameters and
bnents When required within that clause.

ternal

Pl function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
rameter BSPHandle shall be sét:by converting from originalBSPHandle as specified in 15.42, and shall rejurn to

ork,
e BIP
A\ SN.1
shall

rocess
fponse
ASN.1

[-RequestParams shall be done by converting between individual function Eararneters and ASN.1 components
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Table 86 — Mapping between the parameter s of the function BioAPI _Enroll
and the ASN.1 type Enroll-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Purpose purpose 15.14
Subtype subtype 15.16
OutputFormat outputFormat clause 19 in conjunction with 15.46
ReferenceTemplate referenceTemplate clause 19 in conjunction with 15.46
NewTemplate none clause 22
Payload payload clause 19 in conjunction with 15.22
Timeout timeout 15.1.6
AuditData no-auditData clause 21
TlemplateUuid no-templateUuid clause 21
16.36§6 Conversion between the parameters of the C function BioAPI Enroll and \the ASN.1l| type
Enroll-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 87.
Table 87 — Mapping between the parameter s of the function BisAP| Enroll
and the ASN.1type Enroll-ResponseParams
Function parameter Component of the ASN.1 type References
NewTemplate newTemplate clause 20 in conjunction with 15.1p
AuditData auditData clause 20 in conjunction with 15.1p
TlemplateUuid templateUuid clause 20 in conjunction with 15.58
16.37 Function BioAP| Verify
16.37{1 Thisfunction is declared in BioAPI asfollaws:
BioAPI_RETURN BioAPI BioAPI_Verity,
(BioAPI_HANDLE BSPHanu}e,
BioAPI_FMR MaxFMRRgQwested,
const BioAPI_INPUT WBIR *ReferenceTemplate,
BioAPI_BIR_SUBPKRE Subtype,
BioAPI_BIR_HAND¥E *AdaptedBIR,
BioAPI_BOO*R€sult,
BioAPI_FIMR:EMRAchieved,
BioAPI_DR¥A *Payload,
int32 A\Jwheout,
BigAPVBIR_HANDLE *AuditData);
16.372 A pair-of BIP message types are related to this function: the verify request BIP message type and the yerify
resporse Bl P-message type. These two BIP message types carry avalue of the following BIP message parameter ASN.1
types (respectively):
Verify-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
maxFMRRequested BioAPI-FMR,
referenceTemplate BioAPI-INPUT-BIR,
subtype BioAPI-BIR-SUBTYPE,
timeout Signedint,
no-adaptedBIR BOOLEAN,
no-fmrAchieved BOOLEAN,
no-payload BOOLEAN,
no-auditData BOOLEAN
}
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and:
Verify-ResponseParams ::= SEQUENCE {

adaptedBIR BioAPI-BIR-HANDLE OPTIONAL,
result BOOLEAN,

fmrAchieved BioAPI-FMR OPTIONAL,
payload BioAPI-DATA OPTIONAL,
auditData BioAPI-BIR-HANDLE OPTIONAL

}

16.37.3 When a framework receives a call to the function BioAPI_Verify from the local application, it shall first
determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHandle
as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an internal
BioAPI functlon caII (see 13.10) to the same functlon with the same parameter values & the |ncom| ng call, except that

the pa
the log:
then t

message pair as specified in clause 27, using 16.37.5 and 16.37.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall
return|the value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.374 When aframework receives (see 13.9) averify request BIP message from a master endpoaint, it shall grocess
the refuest via an internal BioAPI function call to BioAPI_Verify to create and send a corresponding verify regponse
BIP npessage as specified in clause 28, using 16.37.5 and 16.37.6 to convert between-function parameters and ASN.1
components when required within that clause.

16.375 Conversion between the parameters of the C function BioAPI Verify and the ASN.1| type
Verify-RequestParams shall be done by converting between individual function parameters and ASN.1 comppnents

in accprdance with Table 88.

Table 88 — Mapping between the parameter siof the function BioAPI Verify
and the ASN.1 type Verify-RequestParams

Function parameter Component of the ASN.1 type References

BSPHandle original BSPHandle clause 26

axFMRRequested maxFM RRequested 15.32
HeferenceTemplate referencefemplate clause 19 in conjunction with 15.46
Yubtype subtype 15.16
AdaptedBIR no-adaptedBIR clause 21
Hesult none clause 22
HMRAchieved no-fmrAchieved clause 21
Hayload no-payload clause 21
Tlimeout timeout 15.1.6
AuditData no-auditData clause 21

16.37)6 Conversion between the parameters of the C function BioAPI Verify and the ASN.1| type
Verify-RespehseParams shal be done by converting between individual function parameters and ASN.1
components'in-accordance with Table 89.

Table 89 — Mapping between the parameter s of the function BioAPI_Verify
and the ASN.1type Verify-ResponseParams

Function parameter Component of the ASN.1 type References
AdaptedBIR adaptedBIR clause 20 in conjunction with 15.12
Result result clause 20 in conjunction with 15.18
FMRAchieved fmrAchieved clause 20 in conjunction with 15.32
Payload payload clause 20 in conjunction with 15.22
AuditData auditData clause 20 in conjunction with 15.12
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16.38  Function BIoAP| Identify

16.38.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Identify
(BioAPI_HANDLE BSPHandle,
BioAPlI_FMR MaxFMRRequested,
BioAPI_BIR_SUBTYPE Subtype,

| SO/I EC 24708:2008 (E)

const BioAPI_IDENTIFY_POPULATION *Population,

uint32_t TotalNumberOfTemplates,
BioAPI_BOOL Binning,

uint32_t MaxNumberOfResults,
uint32_t *NumberOfResults,
BioAPI_CANDIDATE **Candidates,

16.38
ident
param

and:

16.38
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BioAPI_BIR_HANDLE *AuditData);

eter ASN.1 types (respectively):

Identify-RequestParams ::= SEQUENCE {
originalBSPHandle
maxFMRRequested
subtype
population
totalNumberOfTemplates
binning
maxNumberOfResults
timeout
no-auditData

Identify-ResponseParams ::= SEQUENCE {
candidates

auditData

}

P A pair of BIP message types are related to this function: the identify request BIP message,type &
fy response BIP message type. These two BIP message types carry a value of the following.BIP m

BioAPI-HANDLE,

BioAPI-FMR,
BioAPI-BIR-SUBTYPE,
BioAPI-IDENTIFY-POPULATION,
Unsignedint,

BOOLEAN,

Unsignedint,

Signedint,

BOOLEAN

SEQUENCE(SIZE(0..max-unsigned-int)) OF
candidate BioAPI-CANDIDATE,
BioAPI-BIR-HANDLE OPTIONAL

3 When a framework receives a call to(the function BioAPI_Identify from the local application, it shg
hine the hosting endpoint and the original*BSP handle (say, originalBSPHandle) from the parameter BSPH
cified in clause 24. If the hosting ‘endpoint is the local endpoint, then the framework shall make an i
Pl function call (see 13.10) to the-same function with the same parameter values as the incoming call, except that
rameter BSPHand|e shall be'set by converting from originalBSPHandle as specified in 15.42, and shall refurn to
cal application the return.value of the internal call. If the hosting endpoint is a slave endpoint of the framg¢work,
ne framework shall precess the call by exchanging with the hosting endpoint an identify regquest/respon
pe pair as specified-in elause 27, using 16.38.5 and 16.38.6 to convert between function parameters and ASN.1

nd the
bssage

| first
andle

ternal

BIP

components when required’within that clause. If the hosting endpoint cannot be determined, then the framework shall

return

16.38
proces
ident
param

thevalue BioARIERR _UNABLE TO LOCATE BSP tothelocal application.

M Whendaframework receives (see 13.9) an identify request BIP message from a master endpoint, if shall
s the reguest via an internal BioAPI function call to BioAPI Identify to create and send a corresppnding
fy xesponse BIP message as specified in clause 28, using 16.38.5 and 16.38.6 to convert between function
eters and ASN.1 components when required within that clause.

16.38.5 Conversion between the parameters of the C function BioAPI Identify and the ASN.1 type
Identify-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 90.
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Table 90 — Mapping between the parameters of the function BioAPI_Identify
and the ASN.1 type Identify-RequestParams

Function parameter Component of the ASN.1 type References

BSPHandle originalBSPHandle clause 26

MaxFMRRequested maxFM RRequested 15.32

Subtype subtype 15.16

Population population clause 19 in conjunction with 15.43

TotalNumberOfTemplates totalNumberOf Templ ates 15.1.5

Binning binning 15.18

MaxNumberOfResults maxNumberOfResults 15.1.5

NumberOfResults none clause 22

Jandidates none clause 22

Timeout timeout 15.1.6

AuditData no-auditData clause 21
16.38)6 Conversion between the parameters of the C function BioAP| Identify. ‘apd the ASN.l type
Ident|fy-ResponseParams shall be done by converting between individual function/parameters and ASN.1

components in accordance with Table 91.

Table 91 — M apping between the parameters of the function BiOAP| _Identify
and the ASN.1 type Identify-ResponsePatams

Function parameter

Component of the ASN.1 type

References

NupmberOfResults, Candidates candidates clause 20 in conjunction with 16.38.f
and 16.38.8
AuglitData auditData clause 20 in conjunction with 15.12

16.38)7 Conversion from the pair of C variables pointed;to by the parameters Candidates/NumberOfReslts to
the ABN.1 component candidates shall be done as follows. Calling N the value of the C variable pointed to py the
parameter NumberOfResults, each of the first N«glements (of type BioAPI_ CANDIDATE — see 15.20) in th¢ array
pointed to by the C variable pointed to by the parameter Candidates shall be converted, in order, to an element|of the

comp
16.38

nent candidates as specified in 15.20:Fhe component candidates shall have exactly N elements.

Conversion from the ASN.1 component candidates to the pair of C variables pointed to by the parameters

Candjdates/NumberOfResults shall "be done as follows. Calling N the number of elements of the component

cand(dates, a newly allocated array of N elements of type BioAPI CANDIDATE (see 15.20) shal be filled by
converting each element of the-component candidates, in order, to an element of the array as specified in 15.2D. The

C vareiLbIe pointed to by theparameter Candidates shall be set to the address of the array, and the C variable gdointed

to by {he parameter Numbec©fResults shall be set to N.

16.39
16.39J1 Thisfunction is declared in BioAPI asfollows:

116

Function.BI0OAPI Import

BfQAPI_RETURN BioAPI BioAPI_Import
(BioAPI_HANDLE BSPHandle,

CONsSt BIOAPT_DATA "mpuiDats,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *InputFormat,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI_BIR_PURPOSE Purpose,

BioAPI_BIR_HANDLE *ConstructedBIR);
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16.39.2 A pair of BIP message types are related to this function: the import request BIP message type and the
import response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

Import-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
inputData BioAPI-DATA,
inputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT,
outputFormat BioAPI-BIR-BIOMETRIC-DATA-FORMAT OPTIONAL,
purpose BioAPI-BIR-PURPOSE
}
and:
Import-ResponseParams ::= SEQUENCE {
constructedBIR BioAPI-BIR-HANDLE
}
16.393 When a framework receives a call to the function BioAPI Import from the loca application, it shgl first
determine the hosting endpoint and the original BSP handle (say, originalBSPHandl€) from the parameter BSPHREndle
as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shiall ‘make an ifternal
BioARI function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the pgrameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall rejurn to
the logal application the return value of the internal call. If the hosting endpoint is a dlave’‘endpoint of the framgwork,
then the framework shall process the call by exchanging with the hosting endpoint an\import request/responge BIP
messgge pair as specified in clause 27, using 16.39.5 and 16.39.6 to convert between-function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be.determined, then the framework shall
return|the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application.
16.3944 When a framework receives (see 13.9) an import request BIR message from a master endpoint, if shall
process the request via an internal BioAPI function call to BioAP|_ImpWért to create and send a corresponding ifnport
resporpse BIP message as specified in clause 28, using 16.39.5 and16.39.6 to convert between function parameters and
ASN.1 components when required within that clause.
16.3955 Conversion between the parameters of the  C. function BioAPI Import and the ASN.1 type
Impofrt-RequestParams shall be done by converting betwieen individual function parameters and ASN.1 comppnents
in accprdance with Table 92.
Table 92 — Mapping between'the parameters of the function BioAPI_Import
and the ASN.1 type Import-RequestParams
Function parameter Component of the ASN.1 type References
HSPHandle originalBSPHandle clause 26
IpputData inputData clause 19 in conjunction with 15.2p
IrlnputFormat inputFormat clause 19 in conjunction with 15.8
QutputFormat outputFormat clause 19 in conjunction with 15.8
Hurpose purpose 15.14
donstructedBRR none clause 22
16.39)6 Conversion between the parameters of the C function BioAPI Import and the ASN.1 type
ImpofrtsResponseParams shal be done by converting between individual function parameters and ASN.1
compeRrertsH-aecordance-withTFable- 93
Table 93 — Mapping between the parameters of the function BioAPI_Import
and the ASN.1type Import-ResponseParams
Function parameter Component of the ASN.1 type References
ConstructedBIR constructedBIR clause 20 in conjunction with 15.12
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16.40 Function BioAP| PresetldentifyPopulation

16.40.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_PresetldentifyPopulation
(BioAPI_HANDLE BSPHandle,
const BioAPI_IDENTIFY_POPULATION *Population);

16.40.2 A pair of BIP message types are related to this function: the presetldentifyPopulation request BIP
message type and the presetldentifyPopulation response BIP message type. These two BIP message types carry a
value of the following BIP message parameter ASN.1 types (respectively):

PresetldentifyPopulation-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
population BioAPI-IDENTIFY-POPULATION

and:
PresetldentifyPopulation-ResponseParams ::= NULL

16.403 When a framework receives a call to the function BioAPI PresetldentifyPopulation from the local
applicgtion, it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the
parameter BSPHandle as specified in clause 24. If the hosting endpoint is the local endpaint, then the framework shall
make pn internal BioAPI function call (see 13.10) to the same function with the same parameter values as the ingoming
call, gxcept that the parameter BSPHandle shall be set by converting from originalBSRHandle as specified in [15.42,
and shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endppint of
the ffamework, then the framework shall process the call by exchanging with the hosting endpgint a
presdtidentifyPopulation request/response BIP message pair as specified i clause 27, using 16.40.5 to gonvert
betwepen function parameters and ASN.1 components when required withimthat clause. If the hosting endpoint gannot
be determined, then the framework shall return the value BioAPIERRJUNABLE TO LOCATE BSP to the loca
applicgtion.

16.4044 When a framework receives (see 13.9) a presetldentifyPopulation request BIP message from a fnaster
endpaint, it shall process the request via an internal BioAPI function call to BioAPI PresetldentifyPopulatfon to
createl and send a corresponding presetldentifyPopulation response BIP message as specified in clafse 28,
using [L6.40.5 to convert between function parameters and/ASN.1 components when required within that clause.

16.405 Conversion between the parameters of the(C function BioAPI PresetldentifyPopulation and the ASN.1
type PresetldentifyPopulation-RequestPatams shal be done by converting between individual fuynction
parameters and ASN.1 components in accordance with Table 94.

Table 94 — Mapping between.the parameter s of the function BioAP|_PresetldentifyPopulation
and the ASN)1 type PresetldentifyPopulation-RequestParams

Function parameten Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
Hopulation population clause 19 in conjunction with 15.48

16.41] Function BIoAPI Transform

16.41[1 ~ Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BIoAPI_Transform
(BioAPI_HANDLE BSPHandle,
const BioAPI_UUID *OperationUuid,
const BioAPI_INPUT_BIR *InputBIRs,
uint32_t NumberOfinputBIRs,
BioAPI_BIR_HANDLE **OutputBIRs,
uint32_t *NumberOfOutputBIRS)
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16.41.2 A pair of BIP message types are related to this function: the transform request BIP message type and the
transform response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

Transform-RequestParams ::= SEQUENCE {

bspHandle BioAPI-HANDLE,
operationUuid BioAPI-UUID,
inputBIRs SEQUENCE (SIZE(0..max-unsigned-int)) OF

BioAPI-INPUT-BIR

and:

Transform-ResponseParams ::= SEQUENCE {
outputBIRs SEQUENCE _ (SIZE(0..max-unsigned-int)) OF
BioAPI-BIR-HANDLE

16.4113 When a framework receives a cal to the function BioAPI Transform from the loca application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from’the pargmeter
BSPHandle as specified in clause 26. If the hosting endpoint is the local endpoint, then the fragiework shall mpke an
interndl BioAPI function call (see 13.10) to the same function with the same parameter values'as the incoming call,
excepl that the parameter BSPHandle shall be set by converting from originalBSPHandl€ as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoaint is a slave endpoint] of the
framepvork, then the framework shall process the call by exchanging with the~hosting endpoint a trapsform
requegt/response BIP message pair as specified in clause 27, using 16.41.5 and 1641’8 to convert between function
parameters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determinegl, then
the frgmework shall return the value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.414 When a framework receives (see 13.9) a transform request BIP message from a master endpoint, if shall
process the request via an internal BioAPI function call to BioAPI Jransform to create and send a corresponding
transform response BIP message as specified in clause 28, using.16:41.5 and 16.41.8 to convert between function
parameters and ASN.1 components when required within that clause!

16.415 Conversion between the parameters of the C “function BioAPI Transform and the ASN.1 type
Trangform-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 95.

Table 95 — Mapping between the parameter s of the function BioAPI Transform
and the ASN.1type Transform-RequestParams

Function parameter Component of the ASN.1 type References
gSPHandle originalBSPHandle clause 26
QperationUuid operationUuid 15.58
IpputBIRs, NumberOfIngIRBIRs inputBIRs 16.41.6 and 16.41.7
QutputBIRs none clause 22

umberOfOutputBNRS none clause 22

16.41)6 Conversion from the pair of parameters InputBIRs/NumberOfinputBIRs to the ASN.1 component
inputBIRs ‘shall be done as follows. Calling N the value of the parameter NumberOfinputBIRs, each of the first N
elements’(of 'type BioAPI INPUT BIR — see 15.46) in the array pointed to by the parameter InputBIRs dhall be
convetted! in order, to an element of the component inputBIRS as specified in 15.46 3. The component inpufBIRS
shall have exactly N elements.

16.41.7 Conversion from the ASN.1 component inputBIRs to the pair of parameters
InputBIRs/NumberOfinputBIRs shall be done as follows: Calling N the number of elements of the component
guiBitmaps, a newly alocated array of N elements of type BioAPI_INPUT_BIR (see 15.46) shal be filled by
converting each element of the component inputBIRs, in order, to an element of the array as specified in 15.46.4. The
parameter InputBIRs shall be set to the address of the array, and the parameter NumberOfinputBIRs shall be set
toN.

16.41.8 Conversion between the parameters of the C function BioAPI Transform and the ASN.1 type
Transform-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 96.
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Table 96 — Mapping between the parameters of the function BioAPI_Transfrom
and the ASN.1type Transform-ResponseParams

Function parameter Component of the ASN.1 type References
OutputBIRs, ouputBIRs clause 29 in conjunction with 16.41.9
NumberOfOuputBIRs and 16.41.10

16.41.9 Conversion from the pair of C variables pointed to by the parameters OutputBIRs/NumberOfOutputBIRs
to the ASN.1 component outputBIRs shall be done as follows: Calling N the value of the C variable pointed to by the
parameter NumberOfOutputBIRs, each of the first N elements (of type BioAPI BIR_ HANDLE —see 15.12) in the
array pointed to by the C variable pointed to by the parameter OutputBIRs shall be converted, in order, to an element
of the component outputBIRs as specified in 15.46.3. The component outputBIRs shall have exactly N elements.

16.41110 Conversion from the ASN.1 component outputBIRs to the pair of C variables pointed to by the parameters
OutpptBIRs/NumberOfOutputBIRs shall be done as follows: Calling N the number of elements of the.component
outpytBIRs, a newly alocated array of N elements of type BioAPI BIR_ HANDLE (see 15.12) shdl be filjed by
converting each element of the component outputBIRSs, in order, to an element of the array as specified in 1%.46.4.
The { variable pointed to by the parameter OutputBIRs shall be set to the address of the array) and the C variable
pointed to by the parameter NumberOfOutputBIRs shall be set to N.

16.42 Function BioAP| DbOpen
16.42J1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_DbOpen
(BioAPI_HANDLE BSPHandle,
const BioAPI_UUID *DbUuid,
BioAPI_DB_ACCESS_TYPE AccessRequest,
BioAPI_DB_HANDLE *DbHandle,
BioAPI_DB_MARKER_HANDLE *MarkerHandle¥:

16.422 A pair of BIP message types are related to this function: the dbOpen request BIP message type and the
dbOpen response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

DbOpen-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbUuid BioAPI-UUID,
accessRequest BioAPI-DB-ACCESS-TYPE
}
and:
DbOpen-ResponseParams ::= SEQUENCE {
dbHardle BioAPI-DB-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE

}

16.42)3 When a framework receives a call to the function BioAPI_DbOpen from the local application, it shdll first
determine the hostingendpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHRndle
as specified injclause 24. If the hosting endpoint is the local endpoint, then the framework shall make an iternal
BioARI functien'call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the paraméter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall refurn to
the logal-gpplication the return value of the internal call. If the hosting endpoint is a slave endpoint of the framg¢work,
then the framework shall process the cal by exchanging with the hosting endpoint a dbOpen request/response BIP
message pair as specified in clause 27, using 16.42.5 and 16.42.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall
return thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.42.4 When a framework receives (see 13.9) a dbOpen request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI DbOpen to create and send a corresponding
dbOpen response BIP message as specified in clause 28, using 16.42.5 and 16.42.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.42.5 Conversion between the parameters of the C function BioAPI DbOpen and the ASN.1 type
DbOpen-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 97.
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Table 97 — Mapping between the parameters of the function BioAPI_DbOpen
and the ASN.1 type DbOpen-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
DbUuid dbUuid clause 19 in conjunction with 15.58
AccessRequest accessRequest 15.24
DbHandle none clause 22
MarkerHandle none clause 22

16.42.6 ConverSIon between the parameters of the C functlon BIOAP| DbOpen and the ASN.1 type

DbOge

comp(

nentsin accordance Wlth Table 98.

Table 98 — M apping between the parameter s of the function BioAPI_DbOpen
and the ASN.1type DbOpen-ResponseParams

Function parameter Component of the ASN.1 type Refef ences
ObHandle dbHandle clause 20.4n.conjunction with 15.26
MarkerHandle marker clause'?20 in conjunction with 15.2b
16.43 Function BioAP| DbClose
16.43}1 Thisfunction is declared in BioAPI asfollows:

16.43

dbClgse response BIP message type. These two BIR.fressage types carry a value of the following BIP m

param

and:

16.43
detern
as spg
BioAR
the pa
the lo
then t
mess3

BioAPI_RETURN BioAPI BioAPI_DbClose
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle);

P A pair of BIP message types are related to this.function: the dbClose request BIP message type 4

eter ASN.1 types (respectively):
DbClose-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE

DbClose-ResponseRarams ::= NULL

3 When a frameworkTeceives a call to the function BioAPI _DbClose from the local application, it shg
hine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPH

nd the
bssage

Il first
andle

cified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an i

cal application the return value of the interna call. If the hosting endpoint is a slave endpoint of the fram
ne framework shall process the call by exchanging with the hosting endpoint a dbClose request/respon
pe-pair as specified in clause 27, using 16.43.5 to convert between function parameters and ASN.1 comp

ternal

Pl function cal)-(see 13.10) to the same function with the same parameter values as the incoming call, except that
rameter B&HHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall rejurn to

ork,
BIP
bnents

when

required within that clause. 1T the hosting endpoint cannot be determined, then the Tramework shall retu

value BiIoAPIERR UNABLE TO LOCATE BSP tothelocal application.

rn the

16.43.4 When a framework receives (see 13.9) a dbClose request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI_DbClose to create and send a corresponding
dbClose response BIP message as specified in clause 28, using 16.43.5 to convert between function parameters and
ASN.1 components when required within that clause.

16.43.5 Conversion between the parameters of the C function BioAPI DbClose and the ASN.1 type DbClose-
RequestParams shall be done by converting between individual function parameters and ASN.1 components in
accordance with Table 99.
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Table 99 — M apping between the parameter s of the function BioAPI _DbClose
and the ASN.1type DbClose-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
DbHandle dbHandle 15.26

16.44 Function BioAPI DbCreate

16.44.

1 Thisfunctionisdeclared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_DbCreate

16.44
dbCr
param

and:

16.44
detern
as spd
BioAR
the pa
the lo
then t
messa

components when required within.that clause. If the hosting endpoint cannot be determined, then the framewor

return

16.44
Pproce
dbCr
param

16.44
DbCr

(BIoAPI_HANDLE BSPHandle,

const BioAPI_UUID *DbUuid,

uint32_t NumberOfRecords,
BioAPlI_DB_ACCESS TYPE AccessRequest,
BioAPI_DB_HANDLE *DbHandle);

2 A pair of BIP message types are related to this function: the dbCreate request BIP message type and the

pate response BIP message type. These two BIP message types carry a value of the following BIP message
eter ASN.1 types (respectively):
DbCreate-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
dbUuid BioAPI-UUID,
numberOfRecords Unsignedint,
accessRequest BioAPI-DB-ACCESS4IYPE

DbCreate-ResponseParams ::= SEQUENCE {
dbHandle BioAP|:DB=HANDLE
}

3  When aframework receives a call to the functiof’ BioAPI_DbCreate from the local application, it shall first
Nine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHpndle
cified in clause 24. If the hosting endpoint™is the local endpoint, then the framework shall make an ifternal
Pl function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
rameter BSPHand|e shall be set by ¢onverting from originalBSPHandle as specified in 15.42, and shall refurn to

cal application the return value of the internal call. If the hosting endpoint is a slave endpoint of the fram

ork,

ne framework shall process the<eall by exchanging with the hosting endpoint a dbCreate request/responge BIP
pe pair as specified in clause(27, using 16.44.5 and 16.44.6 to convert between function parameters and ASN.1

thevalue BioAPIERR \UNABLE TO LOCATE BSP to theloca application.

1 When a framewerk receives (see 13.9) a dbCreate request BIP message from a master endpoint, i

shall

shall

s the request via an internal BioAPI function call to BioAPI DbCreate to create and send a correspgnding
pate response BIP message as specified in clause 28, using 16.44.5 and 16.44.6 to convert between fynction

eters and ASN.1 components when required within that clause.

5 Conversion between the parameters of the C function BioAPI DbCreate and the ASN.]

compa@nents in accordance with Table 100.

type

pate~RequestParams shall be done by converting between individua function parameters and ASN.1

Table 100 — M apping between the parameter s of the function BioAPI _DbCreate
and the ASN.1 type DbCreate-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
DbUuid dbUuid clause 19 in conjunction with 15.58
NumberOfRecords numberOfRecords 1515
AccessRequest accessRequest 15.24
DbHandle none clause 22
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16.44.6 Conversion between the parameters of the C function BioAPI_DbCreate and the ASN.1 type DbCreate-
ResponseParams shall be done by converting between individual function parameters and ASN.1 components in
accordance with Table 101.

Table 101 — M apping between the parameter s of the function BioAPI_DbCreate
and the ASN.1 type DbCreate-ResponseParams

Function parameter Component of the ASN.1 type References

DbHandle dbHandle clause 20 in conjunction with 15.26

16.45___Eunction BioAP| DbDelefe
16.45{1 Thisfunction is declared in BioAPI asfollows:
BioAPI_RETURN BioAPI BioAPI_DbDelete

(BioAPI_HANDLE BSPHandle,

const BioAPI_UUID *DbUuid);
16.452 A pair of BIP message types are related to this function: the dbDelete request BIP message type ahd the
dbDejete response BIP message type. These two BIP message types carry a value of,the following BIP message
parameter ASN. 1 types (respectively):

DbDelete-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
dbUuid BioAPI-UUID

}

and:
DbDelete-ResponseParams ::= NULL

16.45;3 When aframework receives a call to the function Big&&| DbDelete from the local application, it shall first
determine the hosting endpoint and the original BSP handle (say; originalBSPHandle) from the parameter BSPHRndle
as specified in clause 24. If the hosting endpoint is the Jacal endpoint, then the framework shall make an iternal
BioARI function call (see 13.10) to the same function with'the same parameter values as the incoming call, except that
the parameter BSPHand|e shall be set by converting-from originalBSPHandle as specified in 15.42, and shall refurn to
the logal application the return value of the internal“call. If the hosting endpoint is a slave endpoint of the framg¢work,
then the framework shall process the call by.exchanging with the hosting endpoint a dbDelete request/responge BIP
message pair as specified in clause 27, using y16.45.5 to convert between function parameters and ASN.1 comppnents
when |required within that clause. If the hosting endpoint cannot be determined, then the framework shall retdrn the
vaueBioAPIERR_UNABLE TO _ISOCEATE BSP totheloca application.
16.454 When a framework receives (see 13.9) a dbDelete request BIP message from a master endpoint, if shall
procegs the request via an internal BioAPI function call to BioAPI DbDelete to create and send a corr nding
dbDejete response BIP méssage as specified in clause 28, using 16.45.5 to convert between function parametgrs and
ASN.1 components when-required within that clause.
16.45)5 Conversion/-between the parameters of the C function BioAPI DbDelete and the ASN.1 type
DbD¢glete-RequestParams shall be done by converting between individual function parameters and ASN.1
components in.aceordance with Table 102.

Table 102 — M apping between the parameters of the function BioAP| DbDelete

and the ASN.1 type DbDelete-RequestParams
Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
DbUuid dbUvuid clause 19 in conjunction with 15.58
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16.46  Function BioAP| DbSetMarker

16.46.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_DbSetMarker
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle,
const BioAPI_UUID *KeyValue,
BioAPI_DB_MARKER_HANDLE MarkerHandle);

16.46.2 A pair of BIP message types are related to this function: the dbSetMarker request BIP message type and the
dbSetMarker response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN. 1 types (respectively):

DbSetMarker-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,

dbHandle BioAPI-DB-HANDLE,
keyValue BioAPI-UUID,

markerHandle BioAPI-DB-MARKER-HANDLE

DbSetMarker-ResponseParams ::= NULL

16.4613 When aframework receives a cal to the function BioAPI_DbSetMarker fronmrthe local application, it shall

.1 components when required within that clause. If the hosting endpoint cannot be determined, then the fr
urnthevalue BioAPIERR_UNABLE TO LOCATEABSP tothelocal application.

nents in accordance with Tabled03.

Table 103 — M apping between the parameter s of the function BioAPI_DbSetMarker
and the ASN.1 type DbSetMarker-RequestParams

Function pat ameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
ObHandle dbHandle 15.26
KeyValgs keyValue clause 19 in conjunction with 15.58
arkeMandle markerHandle 15.25

16.47 Function BioAP| DbFreeMarker
16.47.1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_DbFreeMarker
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_MARKER_HANDLE MarkerHandle);
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16.47.2 A pair of BIP message types are related to this function: the dbFreeMarker request BIP message type and
the dbFreeMarker response BIP message type. These two BIP message types carry a value of the following BIP
message parameter ASN.1 types (respectively):

DbFreeMarker-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE

and:
DbFreeMarker-ResponseParams ::= NULL

16.47.3 When a framework receives a call to the function BioAPI DbFreeMarker from the loca application, it
shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. |If the hosting endpoint is the local endpoint, then the framework shall-mpke an
interngl BioAPI function call (see 13.10) to the same function with the same parameter values as the incaming call,
excepl that the parameter BSPHandle shall be set by converting from originalBSPHandle as specifiedin-15.42, and
urn to the local application the return value of the internal call. If the hosting endpoint is a slave-endpoint| of the
ork, then the framework shall process the call by exchanging with the hosting endpoint ‘@)\dbFreeMarker
/response BIP message pair as specified in clause 27, using 16.47.5 to convert between fuhetion parametedrs and

ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then the fr. ork
shall return the value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application:

16.4744 When a framework receives (see 13.9) a dbFreeMarker request BIP message from a master endpgint, it
shall process the request via an internal BioAPI function call to BioAPI_DhErgEMarker to create and $end a

onding dbFreeMarker response BIP message as specified in clause 28,*using 16.47.5 to convert b

Conversion between the parameters of the C function BieAPI DbFreeMarker and the ASN.1 type
DbFrgeMarker-RequestParams shall be done by converting between individual function parameters and ASN.1
nents in accordance with Table 104.

Table 104 — Mapping between the parameter sef the function BioAPI_DbFreeMarker
and the ASN.1 type DbFreeMarker-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
MarkerHandle markerHandle 15.25

16.48 Function BioAP| DOSioreBIR

16.48J1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURDN-B{&API BioAPI_DbStoreBIR
(BioARL-HANDLE BSPHandle,
COR3LBIOAPI_INPUT_BIR *BIRToStore,
Big-&PI_DB_HANDLE DbHandle,
BibAPI_UUID *BirUuid);

16.482 A ‘pair of BIP message types are related to this function: the dbStoreBIR request BIP message type gnd the

dbStreBIR response BIP message type. These two BIP message types carry a value of the following BIP message
par er’ ASN.] types. (rmlnmi\mly)'

DbStoreBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
birToStore BioAPI-INPUT-BIR,
dbHandle BioAPI-DB-HANDLE

and:

DbStoreBIR-ResponseParams ::= SEQUENCE {
birUuid BioAPI-UUID
}

16.48.3 When aframework receives a cal to the function BioAP| DbStoreBIR from the local application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from the parameter
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BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the cal by exchanging with the hosting endpoint a dbStoreBIR
request/response BIP message pair as specified in clause 27, using 16.48.5 and 16.48.6 to convert between function
parameters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then
the framework shall return the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

16.48.4 When a framework receives (see 13.9) adbStoreBIR request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI DbStoreBIR to create and send a corresponding
dbStoreBIR response BIP message as specified in clause 28, using 16.48.5 and 16.48.6 to convert between function
parameters and ASN.1 components when required within that clause.

16.48f Conversion between the parameters of the C function BioAPI DbStoreBIR and the ASN:1 type

DbStpreBIR-RequestParams shall be done by converting between individual function parameters~and ASN.1

components in accordance with Table 105.

Table 105 — M apping between the parameter s of the function BioAPI DbStoreBIR
and the ASN.1 type DbStoreBIR-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
BIRTloStore birToStore clause 19 in conjunction with 1546
DbHandle dbHandle 15.26
BirUgid none clause 22

16.48)6 Conversion between the parameters of the C functien,*BioAPI _DbStoreBIR and the ASN.1 type
DbStpreBIR-ResponseParams shall be done by convertingsbétween individual function parameters and ASN.1
components in accordance with Table 106.

Table 106 — M apping between the paranieter s of the function BioAPI DbStoreBIR
and the ASN.1 type DpStoreBIR-ResponseParams

Function parameter Component of the ASN.1 type References

llus]

irUuid birUuid clause 20 in conjunction with 15.58

16.49 Function BioAPI RbGetBIR

16.49J1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURRNBIOAPI BioAPI_DbGetBIR
(BigARY_ HANDLE BSPHandle,
B{gAPI_DB_HANDLE DbHandle,
cpnst BioAPI_UUID *KeyValue,
BioAPI_BIR_HANDLE *RetrievedBIR,
BioAPI_DB_MARKER_HANDLE *MarkerHandle);

16.49P_A pair of BIP message types are related to this function: the dbGetBIR request BIP message type ghd the
dbGetBIR response BIP message type. These two BIP message types carry a value of the following BIP message
parameter ASN.1 types (respectively):

DbGetBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE,
keyValue BioAPI-UUID
}
and:
DbGetBIR-ResponseParams ::= SEQUENCE {
retrievedBIR BioAPI-BIR-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE
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16.49.3 When aframework receivesacall to the function BioAPI _DbGetBIR from the local application, it shall first
determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter BSPHandle
as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an internal
BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and shall return to
the local application the return value of the internal call. If the hosting endpoint is a lave endpoint of the framework,
then the framework shall process the call by exchanging with the hosting endpoint a dbGetBIR request/response BIP
message pair as specified in clause 27, using 16.49.5 and 16.49.6 to convert between function parameters and ASN.1
components when required within that clause. If the hosting endpoint cannot be determined, then the framework shall
return thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.49.4 When a framework receives (see 13.9) a dbGetBIR request BIP message from a master endpoint, it shall
process the request via an internal BioAPI function call to BioAPI DbGetBIR to create and send a corresponding
dbGHIBTR TESPONE BIP MESSA0E a5 Specitied I clalse 28, USing 16.49.5 and 16.49.6 10 convert betwean_fgnction
parameters and ASN.1 components when required within that clause.

16.495 Conversion between the parameters of the C function BioAPI DbGetBIR and the |JASN.1 type
DbG4tBIR-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 107.

Table 107 — M apping between the parameter s of the function BioAP|,DbiGetBIR
and the ASN.1 type DbGetBIR-RequestParams

Function parameter Component of the ASN.1type References
BSPHandle originalBSPHandle clause 26
ObHandle dbHandle 15.26
KeyValue keyValue clause 19 in conjunction with 15.58
HetrievedBIR none clause 22
MarkerHandle none clause 22

16.49)6 Conversion between the parameters of the .€© function BioAPI DbGetBIR and the ASN.1 type
DbG4tBIR-ResponseParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 108.

Table 108 — M apping between-the parameters of the function BioAPI_DbGetBIR
and the ASN!1 type DbGetBIR-ResponseParams

Function parameter Component of the ASN.1type References
HetrievedBIR retrievedBIR clause 20 in conjunction with 15.1p
MarkerHandle markerHandle clause 20 in conjunction with 15.2b

16.50 FunctionB0AP|I DbGetNexiBIR

16.50[1 Thisfénction isdeclared in BioAPI asfollows:

BioWR! RETURN BioAPI BioAPI_DbGetNextBIR
(BioAPI_HANDLE BSPHandle,
BioAPI DB _HANDLE DbHandle
BioAPI_DB_MARKER_HANDLE MarkerHandle,
BioAPI_BIR_HANDLE *RetrievedBIR,
BioAPI_UUID *BirUuid);

16.50.2 A pair of BIP message types are related to this function: the dbGetNextBIR request BIP message type and
the dbGetNextBIR response BIP message type. These two BIP message types carry a value of the following BIP
message parameter ASN.1 types (respectively):

DbGetNextBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE,
markerHandle BioAPI-DB-MARKER-HANDLE
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and:

DbGetNextBIR-ResponseParams ::= SEQUENCE {
retrievedBIR BioAPI-BIR-HANDLE,
birUuid BioAPI-UUID

}

16.50.3 When a framework receives a call to the function BioAPI_DbGetNextBIR from the local application, it
shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the call by exchanging with the hosting endpoint a dbGetNextBIR

reques
param
the frd

16.50
shall

correq
betwe

16.50
DbGH

components in accordance with Table 109.

16.50
Db G+

components in accordance with Table{10.

eters and ASN.1 components when required within that clause. If the hosting endpoint cannot be determin
Imework shall return the value BioAPIERR_UNABLE TO LOCATE BSP totheloca application.

brocess the request via an internal BioAPI function cal to BioAPI_DbGetNextBIR t0\create and
ponding dbGetNextBIR response BIP message as specified in clause 28, using 16.50.5and 16.50.6 to g
En function parameters and ASN.1 components when required within that clause.

5 Conversion between the parameters of the C function BioAPI DbGetNextBIR and the ASN.]
tNextBIR-RequestParams shall be done by converting between individual function parameters and

Table 109 — M apping between the parameter s of the functien BioAP| DbGetNextBIR
and the ASN.1 type Db GetNextBIR-ReguestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
DbHandle dbHandle 15.26
MarkerHandle markerHandle 15.25
RetrievedBIR none clause 22
BirUuid none clause 22

6 Conversion between the parameters of the C function BioAPI DbGetNextBIR and the ASN.]
tNextBIR-ResponseParams_Shall be done by converting between individual function parameters and

Table 110 — Mapping between the parameters of the function BioAPI_DbGetNextBIR
and the ASN.1 type DbGetNextBIR-ResponseParams

it/response BIP message pair as specified in clause 27, using 16.50.5 and 16.50.6 to convert between-function

, then

4 When a framework receives (see 13.9) a dbGetNextBIR request BIP message from a master endpgint, it

d a
pnvert

| type
ASN.1

| type
A\SN.1

Function{garameter Component of the ASN.1type References
HetrievedBjR retrievedBIR clause 20 in conjunction with 15.1p
HirUuid birUuid clause 20 in conjunction with 15.58

16.51 Function BIoOAPI DbDeleteBIR
16.51.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_DbDeleteBIR
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle,
const BioAPI_UUID *KeyValue);

16.51.2 A pair of BIP message types are related to this function: the dbDeleteBIR request BIP message type and the
dbDeleteBIR response BIP message type. These two BIP message types carry a value of the following BIP message

param
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eter ASN.1 types (respectively):
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DbDeleteBIR-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
dbHandle BioAPI-DB-HANDLE,
keyValue BioAPI-UUID

and:
DbDeleteBIR-ResponseParams ::= NULL

16.51.3 When aframework receives a call to the function BioAPI DbDeleteBIR from the local application, it shall
first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal B|oAPI functlon call (%e 13.10) to the same functlon with the same parameter values as the mcoml ng cal,

dbDejeteBIR response BIP message as specified in clause 28, usﬁ]g 16.51.5 to convert.between function parameters
and ABN.1 components when required within that clause.

16.515 Conversion between the parameters of the C function BioAPI DbBeleteBIR and the ASN.1 type
DbDqleteBIR-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 111.

Table 111 — Mapping between the parameter s of thefunction BioAPI_DbDeleteBIR
and the ASN.1type DbDeleteBIR*RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle original BSPHandle clause 26
ObHandle dbHandle 15.26
KeyValue keyVaue clause 19 in conjunction with 15.58

16.52 Function BIoAP| CalibtateSensor

16.52[1 Thisfunction is declared-in BioAPI asfollows:

BioAPI_RETURN BioARI-BioAPI|_CalibrateSensor
(BioAPI_HBADLE BSPHandle,
int32_t @imeout);

16.522 A pair of BtP'message types are related to this function: the calibrateSensor request BIP message type and
the cglibrateSensoer response BIP message type. These two BIP message types carry a value of the followirg BIP
message paramétey ASN. 1 types (respectively):

CalibrateSensor-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,

timeout Signedint

and:
CalibrateSensor-ResponseParams ::= NULL

16.52.3 When a framework receives a call to the function BioAP| CalibrateSensor from the local application, it
shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandle) from the parameter
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint, then the framework shall make an
internal BioAPI function call (see 13.10) to the same function with the same parameter values as the incoming call,
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the local application the return value of the internal call. If the hosting endpoint is a slave endpoint of the
framework, then the framework shall process the call by exchanging with the hosting endpoint a calibrateSensor
reguest/response BIP message pair as specified in clause 27, using 16.52.5 to convert between function parameters and
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ASN.1 components when required within that clause. If the hosting endpoint cannot be determined, then the framework
shall return the value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.52.4 When a framework receives (see 13.9) a calibrateSensor request BIP message from a master endpoint, it
shall process the request via an internal BioAPI function call to BioAPI_CalibrateSensor to create and send a
corresponding calibrateSensor response BIP message as specified in clause 28, using 16.52.5 to convert between
function parameters and ASN.1 components when required within that clause.

16.52.5 Conversion between the parameters of the C function BioAP| CalibrateSensor and the ASN.1 type
CalibrateSensor-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 112.

Table 112 — Mapping between the parameter s of the function BioAP| CalibrateSensor
and the ASN.1 type CalibrateSensor-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
Timeout timeout 15.1.6

16.53 Function BioAPI SetPowerMode

16.53J1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_SetPowerMode
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
BioAPI_POWER_MODE PowerMode);

16.532 A pair of BIP message types are related to this function: the setPowerMode request BIP message type and
the setPowerMode response BIP message type. These two B} message types carry a value of the followirlg BIP
message parameter ASN.1 types (respectively):

SetPowerMode-RequestParams ::= SEQUENCE{

originalBSPHandle BiGAPI-HANDLE,
unitiD BioAPI-UNIT-ID,
powerMode BioAPI-POWER-MODE

and:

SetPowerMode-ResponseParams ::= NULL

16.5313 When a framework receives a cal to the function BioAPI_SetPowerMode from the local application, it
shall first determine the hosting, endpoint and the original BSP handle (say, originalBSPHandle) from the pargmeter
BSPHandle as specified inclause 24. If the hosting endpoint is the local endpoint, then the framework shall mpke an
interngl BioAPI function-call”(see 13.10) to the same function with the same parameter values as the incoming call,
excepl that the parameter 8 SPHandle shall be set by converting from originalBSPHandle as specified in 15.42, and
shall return to the lo€al-application the return value of the internal call. If the hosting endpoint is a slave endpoint| of the
framepvork, then-the framework shall process the call by exchanging with the hosting endpoint a setPowerMode
request/response BIP message pair as specified in clause 27, using 16.53.5 to convert between function parameters and
ASN.1 comporents when required within that clause. If the hosting endpoint cannot be determined, then the franjework
shall return'the value BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.53.4 When a framework receives (see 13.9) a setPowerMode request BIP message from a master endpoint, it
shall process the request via an internal BioAPI function cal to BioAPI SetPowerMode to create and send a
corresponding setPowerMode response BIP message as specified in clause 28, using 16.53.5 to convert between
function parameters and ASN.1 components when required within that clause.

16.53.5 Conversion between the parameters of the C function BioAPI SetPowerMode and the ASN.1 type
SetPowerMode-RequestParams shall be done by converting between individual function parameters and ASN.1
components in accordance with Table 113.
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Table 113 — M apping between the parameter s of the function BioAP|_SetPowerMode
and the ASN.1 type SetPowerMode-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
UnitID unitiD 15.55
PowerMode powerMode 15.50

16.54 Function BIoAP| SetindicatorStatus
16.54.1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_SetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
BioAPI_INDICATOR_STATUS IndicatorStatus);

16.542 A pair of BIP message types are related to this function: the setindicatorStatus requéest BIP message type

and the setindicatorStatus response BIP message type. These two BIP message types carry@value of the foll
BIP message parameter ASN.1 types (respectively):

SetindicatorStatus-RequestParams ::= SEQUENCE {

originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID,
indicatorStatus BioAPI-INDICATOR-STATUS

and:

SetindicatorStatus-ResponseParams ::= NULL

16.54)3 When aframework receives a cal to the function BioAP|” SetindicatorStatus from the local appli
it shall first determine the hosting endpoint and the original BSP handle (say, originalBSPHandl€) from the par
BSPHandle as specified in clause 24. If the hosting endpaint is the local endpoint, then the framework shall m
interngl BioAPI function call (see 13.10) to the same function with the same parameter values as the incomin
excepl that the parameter BSPHandle shall be set by ¢onverting from originalBSPHandle as specified in 15.4
shall return to the local application the return value'of-the internal call. If the hosting endpoint is a slave endpoint]
framevork, then the framework shall process the:call by exchanging with the hosting endpoint a setindicator§
requegt/response BIP message pair as specifiedin clause 27, using 16.54.5 to convert between function paramete
ASN.1 components when required within that’clause. If the hosting endpoint cannot be determined, then the fram
shall return thevalue BioAPIERR_UNABLE TO LOCATE BSP tothelocal application.

16.544 When aframework receives’(see 13.9) a setindicatorStatus request BIP message from a master en
it shall process the request via-an internal BioAPI function call to BioAP| SetIindicatorStatus to create and
corregoonding setindicatorStatus response BIP message as specified in clause 28, using 16.54.5 to convert b
functipn parameters and ASN-1 components when required within that clause.

16.54)5 Conversion between the parameters of the C function BioAP| SetindicatorStatus and the ASN.
SetinfdicatorStatos:RequestParams shal be done by converting between individual function paramete
ASN.1 componéntsin accordance with Table 114.

Table 114 — M apping between the parameter s of the function BioAP|_SetindicatorStatus

fal NI

lowing

Cation,
bmeter
ke an
g call,
P, and
of the
tatus
rs and
ework

point,
d a
een

1 type
s and

il A £ Ceoilo r oYy 0o £10
AU IINIT AOIN. L Ly'JC LQUCLITureatvr otdtu o r\cqucou‘al arrro

Function parameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
UnitID unitiD 15.55
IndicatorStatus indicatorStatus 15.45
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16.55 Function BioAP| GetIndicatorStatus
16.55.1 Thisfunction is declared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_GetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
BioAPI_INDICATOR_STATUS *IndicatorStatus);

16.55.2 A pair of BIP message types are related to this function: the getindicatorStatus request BIP message type

and the getIindicatorStatus response BIP message type. These two BIP message types carry a value of the following
BIP message parameter ASN.1 types (respectively):
GetlndicatorStatus-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE,
unitiD BioAPI-UNIT-ID
}
and:
GetlndicatorStatus-ResponseParams ::= SEQUENCE {
indicatorStatus BioAPI-INDICATOR-STATUS
}
16.55/3 When aframework receives a call to the function BioAPI|_GetindicatorStatdg from the local applig¢ation,

it shall first determine the hosting endpoint and the origina BSP handle (say, originalBSPHandl€) from the par
BSPHandle as specified in clause 24. If the hosting endpoint is the local endpoint;then the framework shall m
interngl BioAPI function call (see 13.10) to the same function with the same parameter values as the incomin
except that the parameter BSPHandle shall be set by converting from originalBSPHandle as specified in 15.4

/response BIP message pair as specified in clause 27, using 16.55.5 and 16.55.6 to convert between fu
ers and ASN.1 components when required within that clause:lf the hosting endpoint cannot be determines
ework shall return the value BioAPIERR_UNABLE T©, LOCATE BSP totheloca application.

Conversion between the parameters ofythe C function BioAP| GetlndicatorStatus and the ASN

ASN.]1 components in accordance with Table 115.

Table 115 — M apping between the parameter s of the function BioAP| GetlndicatorStatus
andthe ASN.1type GetIndicatorStatus-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle originalBSPHandle clause 26
UnitID unitiD 15.55
IndicatdcStatus none clause 22
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16.55 6 Converson between the parameters of the C function BloAPI GetlndlcatorStatus and the ASN
Getln '
ASN.1 components in accordance W|th Table 116

Table 116 — M apping between the parameter s of the function BioAP| GetlndicatorStatus
and the ASN.1 type GetIindicatorStatus-ResponseParams

rs and

Function parameter Component of the ASN.1 type References

IndicatorStatus indicatorStatus clause 20 in conjunction with 15.45
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16.56 Function BIoAP| GetLastErrorinfo

16.56.1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_GetLastErrorinfo
(BioAPI_ERROR_INFO *Errorinfo);

16.56.2 There are no related BIP message types.

16.56.3 When a framework receives a call to the function BioAP| GetlLastErrorinfo from the local application, it
shall set the members of the output parameter Errorinfo (see 15.29) with information about the most recent error
condition that caused a BioAPI function to return an error code. If the local application calls BioAPI functions on
multiple threads, the framework shall return information about the last error occurred in a BioAPI function called on the
same application thread on which this function has been called.

valueg of the members of the Errorinfo are not standardized and may vary across different platfornjs and

16.564 Thisfunction is mainly intended to provide diagnostic information to the local application. Since the e{ss’ ble
implementations, normal BioAPI applications should not rely on those values for any important processing)decisi

ns.

16.571 Function BioAPI Cancel
16.57J1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Cancel
(BioAPI_HANDLE BSPHandle);

16.572 A par of BIP message types are related to this function: the cancel~request BIP message type apd the
cancegl response BIP message type. These two BIP message types carry avalue of the following BIP message
parameter ASN. 1 types (respectively):

Cancel-RequestParams ::= SEQUENCE {
originalBSPHandle BioAPI-HANDLE
}

and:
Cancel-ResponseParams ::= NULL

16.57)3 When a framework receives a cal to the funetion BioAPI Cancel from the local application, it shdl first
determine the hosting endpoint and the origina BSRhandle (say, originalBSPHandl€) from the parameter BSPHRandle
as specified in clause 24. If the hosting endpoint- is the local endpoint, then the framework shall make an iternal
BioARI function call (see 13.10) to the same function with the same parameter values as the incoming call, except that
the parameter BSPHandle shall be set by, converting from originalBSPHandle as specified in 15.42, and shall rejurn to
the logal application the return value of\thée internal call. If the hosting endpoint is a slave endpoint of the framg¢work,
then the framework shall process theyeall by exchanging with the hosting endpoint a cancel request/responge BIP
message pair as specified in clause 27, using 16.57.5 to convert between function parameters and ASN.1 comppnents
when [required within that clagse: If the hosting endpoint cannot be determined, then the framework shall retyrn the
vaue BioAPIERR _UNAREE TO LOCATE BSP totheloca application.

16.574 When aframéwork receives (see 13.9) acancel request BIP message from a master endpoint, it shall
the request via an internal BioAPI function call to BioAPI_Cancel to create and send a corresponding cpncel
response BIP message as specified in clause 28, using 16.57.5 to convert between function parameters and ASN.1
components whentequired within that clause.

16.575H Conversion between the parameters of the C function BioAPI_Cancel and the ASN.1 type Cancel-
RequstParams shall be done by converting between individual function parameters and ASN.1 compongnts in
accordance with Table 117/.

Table 117 — M apping between the parameter s of the function BioAP|_Cancel
and the ASN.1 type Cancel-RequestParams

Function parameter Component of the ASN.1 type References
BSPHandle origina BSPHandle clause 26
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16.58 Function BioAP| Free

16.58.

16.58.

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI BioAPI_Free
(void *Ptr);

2 There are no related BIP message types.

16.58.3 When a framework receives a call to the function BioAP| Free from the local application, it shall perform

the fol
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16.59
regis
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and:

16.59
first d
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16.59
order)

lowing actions (in order):

a) search the ApplicationOwnedMemoryBlocks table (see 18.13) for an entry where the component

address has the same value as the parameter Pir;

if no siich en is found, then make an internal BioAP nction call (see 0) to the same
with the same parameter values as the incoming call, and return to the local application the retgri
of theinternal call, skipping the following actions;

c) freethe corresponding memory block;
d) deletethe entry of the ApplicationOwnedMemoryBlocks table;
€) returnthevalue 0 to thelocal application.

Function BIoAP| RegisterBSP

1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI_RegisterBSP
(const uint8_t *HostingEndpointIRI,
const BioAPI_BSP_SCHEMA *BSPSchema,
BioAPI_BOOL Update);

? Three BIP message types are related to this function:¢the registerBSP request BIP message tyf
erBSP response BIP message type, and the bspRegistrationEvent notification BIP message type.
BI P message types carry avalue of the following BIP meSsage parameter ASN.1 types (respectively):

RegisterBSP-RequestParams ::= SEQUENCE {
bspSchema BioAPI:BSP-SCHEMA,
update BOOLEAN

}
RegisterBSP-ResponseParams ::=\NULL

BSPRegistrationEvent-NgtifieationParams ::= SEQUENCE {
bspSchema BioAPI-BSP-SCHEMA,
update BOOLEAN

}

3  When aframework receives a call to the function BioAP|_RegisterBSP from the local application,
termine the hesting endpoint IRI by converting from the parameter HostingEndpointIR| as specified i
en one of thethree following subclauses applies.

3.1 If thehosting endpoint is the local endpoint, then the framework shall perform the following actig

nction
value

e, the
These

t shall
15.3,

ns (in

@) make an internal BioAPI function call (see 13.10) to the same function with the same parameter

values

134

asthe incoming cal;

b) if thereturn value of theinternal cal is not 0, then return that value to the local application, skippi
remaining actions,

ng the

Cc) create a temporary abstract value (say, incomingRequestParams) of type RegisterBSP-
RequestParams (see 16.59.2) by converting from the parameters of the BioAP| RegisterBSP

function call as specified in 16.59.6;
d) searchtheVisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponent hostingEndpointlIRI contains the local endpoint IRI; and

2) the component bspProductUuid has the same value as the component bspProductUuid
component bspSchema of incomingRequestParams;
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e) if such an entry is found and the component update of incomingRegquestParams has the value FALSE,
then return the value BioAPIERR _COMPONENT ALREADY REGISTERED to the local
application, skipping the remaining actions;

f)  if such an entry is found and the component update of incomingRequestParams has the value TRUE,
then delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

g) addanentry tothe VisibleBSPRegistrations table (see 18.3), where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
2) the component bspAccessUuid shal be set to adynamically generated UUID; and

3) the remaining components shall be set from the components of the component bspSchema of
incomingRequestParams with the same names,

Not 16.59.2), where a e set from the compengnts of
incomingRequestParams with the same names,

i) for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create”and $end a
bspRegistrationEvent notification BIP message (see 13.4) with the master endpointytRI set from the
component masterEndpointIRl of masterEndpoint and the parametern vaue sgt to
outgoingNotificationParams,

j)  return the value O to the local application.
3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the ¢all by

nging with the hosting endpoint a registerBSP request/response BIP message pair as specified in clajse 27,
16.59.6 to convert between function parameters and ASN.1 components when required within that clause.

3.3 If the hosting endpoint cannot be determined, then the framework shall return the |vaue
PIERR UNABLE TO LOCATE _ENDPOINT to the local application.

4 When a framework receives (see 13.9) aregisterBSP request BIP message from a master endpoint, it shall
m the following actions (in order):

a) let incomingRequestParams be the parameter’.value (of type RegisterBSP-RequestParas —
see 16.59.2) of theregisterBSP request BIR-message;

b) make an internal BioAPI function call (see 13.10) to the function BioAP|_RegisterBSP, whére the
parameters of the function call shallche set by converting from incomingRequestParams as spécified
in 16.59.6;

¢) if the return value of the intexnal cal is not 0, then create and send a corresponding registdrBSP
response Bl P message (see 13.3) with the return value set to that value, skipping the remaining actipns;

d) searchtheVisibleBSRRegistrations table (see 18.3) for an entry where:
1) thecomponenthestingEndpointIRI contains the local endpoint IRI; and

2) the component bspProductUuid has the same value as the component bspProductUuid|of the
componéenbtbspSchema of incomingRequestParams;

e) if such anséntry is found and the component update of incomingRegquestParams has the value FALSE,
then cfeate and send a corresponding registerBSP response BIP message (see 13.3) with the|return
valug~set to BioAPIERR_COMPONENT ALREADY REGISTERED, skipping the remfaining
actions;

f) \+if such an entry is found and the component update of incomingRequestParams has the value TRUE,

then delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

Q) add an entry to the VisIbleB SPRegistrations table (see 18.3), where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
2) the component bspAccessUuid shal be set to adynamically generated UUID; and

3) the remaining components shall be set from the components of the component bspSchema of
incomingRequestParams with the same names,

h) for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bspRegistrationEvent notification BIP message (see 13.4) with the master endpoint IRl set from the
component masterEndpointlRl  of masterEndpoint and the parameter vaue set to
incomingRequestParams;

i) create and send a corresponding registerBSP response BIP message (see 13.3) with the parameter
value set to NULL and the return value set to 0.
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16.59.5 When a framework receives (see 13.9) a bspRegistrationEvent notification BIP message from a slave
endpoint, it shall perform the following actions (in order):

a) let incomingNotificationParams be the parameter value (of type BSPRegistrationEvent-
NotificationParams — see 16.59.2) of the bspRegistrationEvent notification BIP message;

b) searchthe VisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponent hostingEndpointIRI contains the slave endpoint IRI; and

2) the component bspProductUuid has the same value as the component bspProductUuid of the
component bspSchema of incomingNotificationParams;

¢) if such an entry is found and the component update of incomingNotificationParams has the value
FALSE, then skip the remaining actions;

&) —Hsuch—-an—entryisfound-and-the component—doic of incomingNotificationParams-has-the value
TRUE, then delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

€) add anentry tothe VisibleBSPRegistrations table (see 18.3), where:

1) thecomponent bspAccessUuid shall be set to adynamically generated UUID; and

2) the remaining components shall be set from the components of the comporient bspSchema of
incomi ngNotificationParams with the same names;

f)  conclude that no acknowledgement BIP message is to be sent.

16.59)6 Conversion between the parameters of the C function BioAPI RegigterBSP and the ASN.1 type
RegigterBSP-RequestParams (see 16.59.2) shall be done by converting between”individual function parameters
and ABN.1 components in accordance with Table 118.

Table 118 — M apping between the parameters of the fudetion BioAP| RegisterBSP
and the ASN.1 type RegisterBSP-RetuestParams

Function parameter Component of the ASN:1type References
HostingEndpointIRI none 16.59.7
BSPSchema bspSchema clause 19 in conjunction with 15.19
Update update 15.18

16.59J7 When converting from the paranmeters of the C function to the ASN.1 type, the pargmeter
HostingEndpointIR| shall be ignored (it has:aready been used to determine the hosting endpoint). When conyerting
from fhe ASN.1 type to the parameters of the C function, the parameter HostingEndpointIR| shall be set to NULL
(indicgting the local endpoint).

16.60 Function BIoAP|_UaregisterBSP
16.60[1 Thisfunction is déclared in BioAPI asfollows:

BioAPI_RETURNBioAPI_UnregisterBSP
(costMint8_t *HostingEndpointlRl,
camst BioAPI_UUID *BSPProductUuid);

16.602 ThreeBIP message types are related to this function: the unregisterBSP request BIP message type, the
unregisterBSP response BIP message type, and the bspUnregistrationEvent notification BIP messagg type.
These|thiree BI P message types carry avalue of the following BIP message parameter ASN.1 types (respectively):

UnregisterBSP-RequestParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

UnregisterBSP-ResponseParams ::= NULL
and:

BSPUnregistrationEvent-NotificationParams ::= SEQUENCE {
bspProductUuid BioAPI-UUID
}

16.60.3 When a framework receives a call to the function BioAPI_UnregisterBSP from the local application, it
shall first determine the hosting endpoint by converting from the parameter HostingEndpointIRI as specified in 15.3,
and then one of the three following subclauses applies.
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16.60.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order):

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
astheincoming call;

b) if the return value of the internal cal is not 0, then return that value to the local application, skipping the
remaining actions,

Cc) create a temporary abstract value (say, incomingRequestParams) of type UnregisterBSP-
RequestParams (see 16.60.2) by converting from the parameters of the BioAPI UnregisterBSP
function call as specified in 16.60.6;

d) searchtheVisibleBSPRegistrations table (see 18.3) for an entry where:

1) the component hostingEndpointIRI contains the local endpoint IRI; and
2) the component bspProductUuid has the same value as the component bspProductUtLid of
incomingRequestParams;

e) if such an entry isnot found, then return the value BioAPIERR_NO SUCH_ COMPQORENT FQUND
to the local application, skipping the remaining actions;

f) deletethe entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

g) creste a temporary abstract value (say, outgoingNotificationParams) of | type
BSPUnregistrationEvent-NotificationParams (see 16.60.2), where all’the components shall|be set
from the components of incomingRequestParams with the same names,

h) for each entry (say, masterEndpoint) of the MasterEndpoints «table (see 18.1), create and $end a
bspUnregistrationEvent notification BIP message (see 13.4)Wwith the master endpoint IRI s& from
the component masterEndpointlRl of masterEndpoint “and the parameter value get to
outgoingNotificationParams;

i)  return the value O to the local application.

16.60)3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the gall by
exchanging with the hosting endpoint an unregisterB SP request/response BIP message pair as specified in clajse 27,
using [L6.60.6 to convert between function parameters and ASN1 components when required within that clause.
16.603.31f the hosting endpoint cannot be detefmined, then the framework shall return the |value
BioAPIERR_UNABLE TO LOCATE ENDPOINT to thelocal application.

16.604 When a framework receives (see 13.9)Jan unregisterBSP request BIP message from a master endppint, it
shall perform the following actions (in order):

a) let incomingRegquestParams be the parameter value (of type UnregisterBSP-RequestPargms —

see 16.60.2) of the unregisterBSP request BIP message;

parameters of the fuhction call shall be set by converting from incomingRequestParams as sp!
in 16.60.6;

¢) if the returmvalue of the internal call is not 0, then create and send a corresponding unregiste
response Bl P message (see 13.3) with the return value set to that value, skipping the remaining acti

d) searchthe VisibleBSPRegistrations table (see 18.3) for an entry where:
1),V the component hostingEndpointIRI contains the local endpoint IRI; and

b) make an internal BioAPI function call (see 13.10) to the function BioAPI_UnregisterBSP, where the

ecified

rBSP
pNS;

incomingRequestParams;

2) the component bspProductUuid has the same value as the component bspProductUTid of

f)
0)

h)

if such an entry is not found, then create and send a corresponding unregisterBSP response BIP
message (see 13.3) with the return value set to BioAPIERR_NO SUCH COMPONENT FOUND,
skipping the remaining actions;

delete the entry of the VisibleBSPRegistrations table (subclause 18.3.3 applies);

for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bspUnregistrationEvent notification BIP message (see 13.4) with the master endpoint IRI set from
the component masterEndpointlRl of masterEndpoint and the parameter value set to
incomingRequestParams;

create and send a corresponding unregisterBSP response BIP message (see 13.3) with the parameter
value set to NULL and the return value be set to 0.
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16.60.5 When a framework receives (see 13.9) a bspUnregistrationEvent notification BIP message from a save
endpoint, it shall perform the following actions (in order):

a) let incomingNotificationParams be the parameter value (of type BSPUnregistrationEvent-

16.60
Unre
and A

16.60
Hosti
from

(indic

16.61]
16.61

16.61
regis
BIP

and:

NotificationParams — see 16.60.2) of the bspUnregistrationEvent notification BIP message;
b) searchthe VisibleBSPRegistrations table (see 18.3) for an entry where:
1) thecomponent hostingEndpointIRI contains the slave endpoint IRI; and

2) the component bspProductUuid has the same value as the component bspProductUuid of

incomingNotificationParams;

¢) if such an entry isfound, then delete the entry of the VisibleBSPRegistrations table (subclause
applies);
——d)}—sconclude-that-ne-asknewledgement-BHR-message-rsto-be-sent-

18.3.3

6 Conversion between the parameters of the C function BioAPI UnregisterBSP and the ASN:
jisterBSP-RequestParams (see 16.60.2) shall be done by converting between individual function-para
SN.1 components in accordance with Table 119.

Table 119 — M apping between the parameter s of the function BioAP| UnregisterBSP
and the ASN.1 type UnregisterBSP-RequestParams

Function parameter Component of the ASN.1 type References
HostingEndpointIRI none 16.60.7
BSPProductUuid bspProductUuid 15.58

7 When converting from the parameters of the C function to the ASN.1 type, the par
ngEndpointIRI shall be ignored (it has aready been used to determine the hosting endpoint). When con
he ASN.1 type to the parameters of the C function, the parameter HostingEndpointIRI shall be set to
iting the local endpoint).

Function BIoAP| RegisterBFP

1 Thisfunction isdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI_RegisterBFP:
(const uint8_t *Hosting EndQhtIRl,
const BioAPI_BFP_SCHEMA *BFPSchema,
BioAPI_BOOL Update);

? Three BIP message types are related to this function: the registerBFP request BIP message tyj
erBFP response BIP message type, and the bfpRegistrationEvent notification BIP message type. Thes|
essage types carry aval e of the following BIP message parameter ASN.1 types (respectively):

RegisterBFP-RequestParams ::= SEQUENCE {
bfpSchema BioAPI-BFP-SCHEMA,
Update BOOLEAN

X
RegistefBFP-ResponseParams ::= NULL

| type
meters

bmeter
erting
NULL

e, the
b three

—BFPReygrstrationmEvent=NotifrcatromParams ——=SEQUENCES
bfpSchema BioAPI-BFP-SCHEMA,
update BOOLEAN

}

16.61.3 When aframework receives a call to the function BioAPI RegisterBFP from the local application, it shall
first determine the hosting endpoint by converting from the parameter HostingEndpointIR| as specified in 15.3, and
then one of the three following subclauses applies.
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16.61.3.1 If the hosting endpoint is the local endpoint, then the framework shall perform the following actions (in

order)

16.61
exchal
using

16.61.
BioA

16.61
perfor

a) make an internal BioAPI function call (see 13.10) to the same function with the same parameter values
astheincoming call;

b) if the return value of the internal cal is not 0, then return that value to the local application, skipping the
remaining actions,

Cc) create a temporary abstract value (say, incomingRequestParams) of type RegisterBFP-
RequestParams (see 16.61.2) by converting from the parameters of the BioAPI RegisterBFP
function call as specified in 16.61.6;

d) searchtheVisibleBFPRegistrations table (see 18.4) for an entry where:

1) the component hostingEndpointIRI contains the local endpoint IRI; and
2) the component bfpProductUuid has the same value as the component bfpProductUuigh|of the
component bfpSchema of incomingRequestParams;

e) if such an entry is found and the component update of incomingReguestParams has the‘value FALSE,
then return the value BioAPIERR COMPONENT ALREADY REGISTERESR- to the| local
application, skipping the remaining actions;

f) if such an entry is found and the component update of incomingRequestParams’has the value TRUE,
then delete the entry of the VisibleBFPRegistrations table (subclause 184.3-applies);

g) addanentry tothe VisibleBFPRegistrations table (see 18.4), where;

1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and
2) the remaining components shall be set from the components of the component bfpSchema of
incomingRequestParams with the same names;

h) create atemporary abstract value (say, outgoingNotificationParams) of type BFPRegistrationHvent-
NotificationParams (see 16.61.2), where &l the components shall be set from the compongnts of
incomingRequestParams with the same names,

i) for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and $end a
bfpRegistrationEvent notification BIP message (see 13.4) with the master endpoint IRI set frgm the
component masterEndpointIRl of. ¢omasterEndpoint and the parameter vaue sgt to
outgoingNotificationParams;

j)  return the value O to the local application.

3.2 If the hosting endpoint is a slave endpoint of the framework, then the framework shall process the

16.61:2) of theregisterBFP request BIP message;

parameters of the function call shall be set by converting from incomingRequestParams as speci
16.61.6;

all by

nging with the hosting endpoint a registerBFP request/response BIP message pair as specified in clayse 27,
16.61.6 to convert between function parameters and ASN.1 components when required within that clause.
3.3 If the hosting endpoint cannot be determined, then the framework shall return the |vaue
PIERR_UNABLE _TO _LOCATE ENDPOINT to the local application.
4 When a framework-receives (see 13.9) aregisterBFP request BIP message from a master endpoint, it shall
M the following actions (in order):

a) let incomihgRequestParams be the parameter value (of type RegisterBFP-RequestParams|— see

b) «make an internal BioAPI function call (see 13.10) to the function BioAP| RegisterBFP, where the

ied in

C) 1T the refurn value of the mierna call 1S not O, then creale and send a corresponding registerBFP

response BIP message (see 13.3) with the return value set to that value, skipping the remaining acti
d) searchtheVisibleBFPRegistrations table (see 18.4) for an entry where:
1) thecomponent hostingEndpointIRI contains the local endpoint IRI; and

2) the component bfpProductUuid has the same value as the component bfpProductUuid
component bfpSchema of incomingRequestParams;

ons,

of the

e) if such an entry is found and the component update of incomingReguestParams has the value FALSE,
then create and send a corresponding registerBFP response BIP message (see 13.3) with the return
valuesetto BioAPIERR_NO_SUCH_COMPONENT_FOUND, skipping the remaining actions;

f)  such an entry isfound and the component update of incomingRequestParams has the value TRUE, then

delete the entry of the VisibleBFPRegistrations table (subclause 18.4.3 applies);
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g) addanentry tothe VisibleBFPRegistrations table (see 18.4), where:
1) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

2) the remaining components shall be set from the components of the component bfpSchema of

incomingRequestParams with the same names,

h) for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bfpRegistrationEvent notification BIP message (see 13.4) with the master endpoint IRI set from the
component masterEndpointlIRl of masterEndpoint and the parameter vaue set to

incomingRequestParams;

i) create and send a corresponding registerBFP response BIP message (see 13.3) with the parameter

value set to NULL and the return value set to 0.

16.61.5_When a framework receives (see 13.9) a bfpRegistrationEvent nofification BIP message from g slave
endpojnt, it shall perform the following actions (in order):
a) let incomingNotificationParams be the parameter vaue (of type BFPRegistrationHvent-
NotificationParams — see 16.61.2) of the bfpRegistrationEvent notification BIP message;
b) searchthe VisibleBFPRegistrations table (see 18.4) for an entry where:
1) the component hostingEndpointIRI contains the slave endpoint IRI; and
2) the component bfpProductUuid has the same value as the component bfpProductUuid |of the
component bfpSchema of incomingNotificationParams;
¢) if such an entry is found and the component update of incomingNotificationParams has the value
FALSE, then skip the remaining actions;
d) if such an entry is found and the component update of incomingNotificationParams has the value
TRUE, then delete the entry of the VisibleBFPRegistratiens table (subclause 18.4.3 applies);
€) add an entry to the VisibleBFPRegistrations table (see 18.4), where al the components shall |be set
from the components of the component bfpSchema-of incomingNotificationParams with thg same
names;
f)  conclude that no acknowledgement BIP message'is to be sent.
16.61)6 Conversion between the parameters of the £+function BioAP|_RegisterBFP and the ASN.1 type
RegigterBFP-RequestParams (see 16.61.2) shall -be done by converting between individual function parameters
and ABN.1 components in accordance with Table 1.20:
Table 120 — M apping betweenthe parameter s of the function BioAP| RegisterBFP
and the ASN'1 type RegisterBFP-RequestParams
Function parameter Component of the ASN.1 type References
HostingEndpointIRI none 16.61.7
BFPSchema bfpSchema clause 19 in conjunction with 15.5
Update update 15.18
16.61)7 When converting from the parameters of the C function to the ASN.1 type, the pargmeter
HostingEndpdintiR| shall be ignored (it has already been used to determine the hosting endpoint). When convyerting
from the ASN:I type to the parameters of the C function, the parameter HostingEndpointIR| shall be set to NULL

(indic

bting\the local endpoint).

16.62
16.62.

140

Function BIoAPI| UnregisterBFP
1 Thisfunctionisdeclared in BioAPI asfollows:

BioAPI_RETURN BioAPI_UnregisterBFP
(const uint8_t *HostingEndpointIRI,
const BioAPI_UUID *BFPProductUuid);
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16.62.2 Three BIP message types are related to this function: the unregisterBFP request BIP message type, the
unregisterBFP response BIP message type, and the bfpUnregistrationEvent notification BIP message type. These
three BIP message types carry avalue of the following BIP message parameter ASN.1 types (respectively):

UnregisterBFP-RequestParams ::= SEQUENCE {

bfpProductUuid BioAPI-UUID
}
UnregisterBFP-ResponseParams ::= NULL
and:
BFPUnregistrationEvent-NotificationParams ::= SEQUENCE {
bfpProductUuid BioAPI-UUID
}
16.62)3 When a framework receives a cal to the function BioAP| UnregisterBFP from the local application, it
shall fjirst determine the hosting endpoint by converting from the parameter HostingEndpointIRI| as specified i 15.3,
and then one of the three following subclauses applies.
16.6213.1 If the hosting endpoint is the local endpoint, then the framework shall perform the fellowing actigns (in
order)
a) make an internal BioAPI function call (see 13.10) to the same function with/the Same parameter values
astheincoming call;
b) if thereturn value of the internal call is not O, then return that value to thelocal application, skipping the
remaining actions,
C) create a temporary abstract value (say, incomingRequestParams) of type UnregistefBFP-
RequestParams (see 16.62.2) by converting from the parameters of the BioAPI_UnregistgrBFP

16.62
exchal
using

16.62

function call as specified in 16.62.6;
d) searchtheVisibleBFPRegistrations table (see 18.4)for an entry where:
1) thecomponent hostingEndpointIRI containsthe local endpoint IRI; and

incomingRequestParams;

from the components of.incomingRequestParams with the same names,

bfpUnregistrationEvent notification BIP message (see 13.4) with the master endpoint IRI sg
the component— masterEndpointIRl of masterEndpoint and the parameter value S
outgoingNetificationParams;

i)  returntheyalue O to the local application.
3.2 If the-hesting endpoint is a slave endpoint of the framework, then the framework shall process the

nging with'the hosting endpoint an unregisterBFP request/response BIP message pair as specified in clay
16.62.6;to convert between function parameters and ASN.1 components when required within that clause.

2) the component bfpProductUuid has the same value as the component bfpProductUdyid of

e) if such an entry isnot found, then return thevalue BioAPIERR_NO SUCH COMPONENT_F(QUND
to the local application, skipping the remaining actions;

f)  deletethe entry of the VisibleBFRRegistrations table (subclause 18.4.3 applies);

g) creste a temporary (abstract velue (say, outgoingNotificationParams)  of | type
BFPUnregistrationEvent-NotificationParams (see 16.62.2), where al the components shall|be set

h) for each entry (say; ‘\masterEndpoint) of the MasterEndpoints table (see 18.1), create and $end a

t from
et to

all by
se 27,

339 1f the hosting endpoint cannot be determined, then the framework shall return the

value

BioA

PTERR UNABLE 10 TOCATE ENDPOTNT 1o the focal application.

16.62.4 When a framework receives (see 13.9) an unregisterBFP request BIP message from a master endpoint, it
shall perform the following actions (in order):

a) let incomingRequestParams be the parameter value (of type UnregisterBFP-RequestParams —
see 16.62.2) of the unregisterBFP request BIP message;

b) make an interna BioAPI function call (see 13.10) to the function BioAP|_UnregisterBFP, where the
parameters of the function call shall be set by converting from incomingRequestParams as specified
in 16.62.6;

¢) if the return value of the internal cal is not O, then create and send a corresponding unregisterBFP

response BIP message (see 13.3) with the return value set to that value, skipping the remaining actions;
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d) searchtheVisibleBFPRegistrations table (see 18.4) for an entry where:
1) thecomponent hostingEndpointlIRI contains the local endpoint IRI; and
2) the component bfpProductUuid has the same value as the component bfpProductUuid of
incomingRequestParams;

e) if such an entry is not found, then create and send a corresponding unregisterBFP response BIP
message (see 13.3) with the return value set to BioAPIERR_NO_ SUCH COMPONENT FOUND,
skipping the remaining actions;

f)  deletethe entry of the VisibleBFPRegistrations table (subclause 18.4.3 applies);

g) for each entry (say, masterEndpoint) of the MasterEndpoints table (see 18.1), create and send a
bfpUnregistrationEvent notification BIP message (see 13.4) with the master endpoint IRl set from
the component masterEndpointlRl of masterEndpoint and the parameter value set to
incomingRequestParams;

h) create and send a corresponding unregisterBFP response BIP message (see 13.3) with the parameter

value set to NULL and the return value set to 0.

16.62/5 When a framework receives (see 13.9) a bfpUnregistrationEvent notification BIP message from & slave

endpo

16.62
Unre
and A

16.62
Hosti
from

(indic

17

nt, it shall perform the following actions (in order):

a) let incomingNotificationParams be the parameter value (of type BFPUnNregistrationHvent-
NotificationParams — see 16.62.2) of the bfpUnregistrationEvent notification BIP message;

b) searchthe VisibleBFPRegistrations table (see 18.4) for an entry whére:
1) the component hostingEndpointIRI contains the slave endpoitd RI; and
2) the component bfpProductUuid has the same value,as.the component bfpProductUdid of

incomingNotificationParams;
¢) if such an entry isfound, then delete the entry of the VisibieBFPRegistrations table (see 18.4.3);
d) conclude that no acknowledgement BIP message is to-be'sent.

6 Conversion between the parameters of the C funetioh BioAPI UnregisterBFP and the ASN.]1 type
jisterBFP-RequestParams (see 16.62.2) shall be done by converting between individual function parameters

SN.1 components in accordance with Table 121.

Table 121 — Mapping between the parameter s of the function BioAP| UnregisterBFP
and the ASN.Ltype UnregisterBFP-RequestParams

Function parameter Component of the ASN.1 type References
HostingEndpointIRlI none 16.62.7
BFPProductUuid bfpProductUuid 15.58

7 When converting~from the parameters of the C function to the ASN.1 type, the par
ngEndpointIRI_shall"be ignored (it has aready been used to determine the hosting endpoint). When con
he ASN.1 type{o the parameters of the C function, the parameter HostingEndpointIRI shall be set to
bting the local.endpoint).

Callback functionsdefined in BioAPI and corresponding BI P messages

bmeter
erting
NULL

171
1711

142

Callback function BioAPI EVENT HANDLER
The C function pointer type for this callback function is defined in BioAPI as follows:

typedef BioAPI_RETURN (*BioAPI_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
void *EventHandlerCtx,
const BioAPI_UNIT_SCHEMA *UnitSchema,
BioAPI_EVENT EventType);
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17.1.2  The corresponding C function pointer type in the BioSPI interface is defined in BioAPI as follows:

typedef BioAPI_RETURN (*BioSPI_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
const BioAPI_UNIT_SCHEMA *UnitSchema,
BioAPI_EVENT EventType);

17.1.3 One BIP message type is related to this function: the unitEvent notification BIP message type. This BIP
message type carries avalue of the following BIP message parameter ASN.1 type:

UnitEvent-NotificationParams ::= SEQUENCE {

bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,

unitSchema BioAPI-UNIT-SCHEMA OPTIONAL,
unitEventType BioAPI-UNIT-EVENT-TYPE

}

17.1.4 The following ASN.1 types are defined to aid the specification of the behaviour of a framework, but their
abstrart values do not occur in any BIP message exchanged between BIP endpoints:

UnitEventHandlerCallbackParams ::= SEQUENCE {

unitEventHandlerAddress MemoryAddress,
unitEventHandlerContext MemoryAddress,
bspUuid BioAPI-UUID,
unitiD BioAPI-UNIT-ID,
unitSchema BioAPI-UNIT-SCHEMA-OPTIONAL,
unitEventType BioAPI-UNIT-EVENT-TYPE

}

UnitEventinfo ::= SEQUENCE {

hostingEndpointIRI EndpointiRI,
bspProductUuid BioAPKNUID,
unitiD BioARIJUNIT-ID,
unitSchema BigAPI-UNIT-SCHEMA OPTIONAL,
unitEventType BI0API-UNIT-EVENT-TYPE

}

17.1.5 When aframework receives acal to the callback function BioSPI EVENT HANDLER from aBSP, [t shall
perform the following actions (in order):

a) create a temporary abstract “Walue (say, incomingNotificationParams) of type UnitHvent-
NotificationParams (see 17:1.3) by converting from the parameters of the function call as spgcified
in17.1.7,

b) creaste a temporary abstract value (say, eventinfo) of type UnitEventinfo (see 17.1.4), where the
component hostingEndpointIRI shall be set to the local endpoint IRI, and the remaining comppnents
shall be set from the éomponents of incomingNotificationParams with the same names,

¢) notify the unit-event based on eventInfo to zero or more subscribers (local application unit event handlers
or master endpoaints) as specified in clause 29; and

d) returntheyvalue0to the BSP.

17.1.4 When aframework receives (see 13.9) a unitEvent notification BIP message from a slave endpoint, it shall
perform the fallowing actions (in order):

a) \(lTet incomingNotificationParams be the parameter value (of type UnitEvent-NotificationPargms —
see 17.1.3) of the unitEvent notification BIP message;

b) create a temporary abstract value (say, eventinfo) of type UnitEventinfo (see 17.1.4), where the
component hostingEndpointlRl shal be set from the component slaveEndpointIRIl of the
notification BIP message, and the remaining components shall be set from the components of
incomingNotificationParams with the same names;

¢) notify the unit event based on eventinfo to zero or more subscribers (local application unit event handlers
or master endpoints) as specified in clause 29;

d) conclude that no acknowledgement BIP messageis to be sent.

17.1.7 Conversion from the parameters of the C callback function BioSPI_ EVENT HANDLER to the ASN.1 type
UnitEvent-NotificationParams (see 17.1.3) shall be done by converting from individual function parameters to
ASN.1 components in accordance with Table 122.
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Table 122 — Mapping from the parameters of the callback function BioSPI EVENT HANDLER
tothe ASN.1type UnitEvent-NotificationParams

Function parameter Component of the ASN.1 type References
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitiD unitiD 15.55
UnitSchema unitSchema clause 19 in conjunction with 15.57
EventType unitEventType 15.30
17.1.8 Conversion from the ASN.1 type UnitEventHandlerCallbackParams (see 17.1.4) to the parameters of

the C callback function BioAPI_ EVENT HANDLER shall be done by converting from individual ASN.1 components

ction-narameatarsin-acecordancaewith Tahla 123
to funetion-parameters+ dance-with-Table-123

Table 123 — Mapping from the ASN.1 type UnitEventHandlerCallbackParams
to the parameters of the callback function BioAPI_EVENT _HANDLER

Component of the ASN.1 type

Function parameter

References

hitEventHandlerAddress

none

17.1.9

hitEventHandlerContext

EventHandlerCtx

15.1.7

BSPUuid

clause19 in conjunction with 15.58

nitID

UnitID

1555

hitSchema

UnitSchema

¢clause 19 in conjunction with 15.5f

u
u
bppUuid
u
u
u

hitEventType

EventType

15.30

The component unitEventHandlerAddress corresponds to the

calback address (rather than

17.2
17.2.1

17.2.2

eter) of the callback function. Conversion shall be done by applying 15.1.7.

Callback function BioAPI_GUI_SELECT, EVENT HANDLER

The C function pointer type for this callback function is defined in BioAPI asfollows:

typedef BioAPI_RETURN (BioAPI *BioAPNGUI_SELECT_EVENT_HANDLER)
(const BioAPI_UUID *BSPUujN,
BioAPI_UNIT_ID UnitID,
const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_ENROLI& TYPE EnrollType,
void *GUISelectEyelMandlerCtx,
BioAPI_GUI_ORERATION Operation,
BioAPI_GUI_MOMENT Moment,
BioAPI_RETURN ResultCode,
uint32_t MaNumEnrollSamples,
BioARLMB)R_SUBTYPE_MASK Selectablelnstances,
BigAR/BIR_SUBTYPE_MASK *SelectedInstances,
BiQAPI_BIR_SUBTYPE_MASK Capturedinstances,
odinst uint8 t *Text,
BioAPI_GUI_RESPONSE *Response);

£ AL

The corresponding C function pointer type in the BioSPI interface is defined in BioAPI as follows:
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(const BioAPI_UUID *BSPUuid,

BioAPI_UNIT_ID UnitID,

const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_ENROLL_TYPE EnrollType,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_MOMENT Moment,

BioAPI_RETURN ResultCode,

uint32_t MaxNumEnrollSamples,
BioAPI_BIR_SUBTYPE_MASK Selectablelnstances,
BioAPI_BIR_SUBTYPE_MASK *SelectedInstances,
BioAPI_BIR_SUBTYPE_MASK Capturedinstances,
const uint8 t *Text,

BioAPI_GUI_RESPONSE *Response);
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A pair of BIP message types are related to this function: the guiSelectEvent notification BIP message type
and the guiSelectEvent acknowledgement BIP message type. These two BIP message types carry a value of the

GUISelectEvent-NotificationParams ::= SEQUENCE {

guiEventSubscriptionUuid
bspProductUuid

unitiD

originalBSPHandle
enrollType

operation

moment

resultCode
maxNumEnrollSamples

BioAPI-UUID OPTIONAL,
BioAPI-UUID,
BioAPI-UNIT-ID,
BioAPI-HANDLE OPTIONAL,
BioAPI-GUI-ENROLL-TYPE,
BioAPI-GUI-OPERATION,
BioAPI-GUI-MOMENT,
BioAPI-RETURN,
Unsignedint,

SelecClabieimnsiarces BIOAPTBIR-SUBT TFE-VMIASK,
capturedinstances BioAPI-BIR-SUBTYPE-MASK,
text UTF8String OPTIONAL
}
and:
GUISelectEvent-AcknowledgementParams ::= SEQUENCE {
selectedInstances BioAPI-BIR-SUBTYPE-MASK,
response BioAPI-GUI-RESPONSE
}
17.24 The following ASN.1 types are defined to aid the specification of the behaviour of a framework, byt their
abstragt values do not occur in any BIP message exchanged between BIP endpoints:
GUISelectEventHandlerCallbackParams ::= SEQUENCE {
guiSelectEventHandlerAddress MemoryAddress,
guiSelectEventHandlerContext MemoryAddress,
bspUuid BioAP[*JUID,
unitiD BioARI-UNIT-ID,
bspHandle BioAPI-HANDLE OPTIONAL,
enrollType BiOAPI-GUI-ENROLL-TYPE,
operation BioAPI-GUI-OPERATION,
moment BioAPI-GUI-MOMENT,
resultCode BioAPI-RETURN,
maxNumEnrollSamples Unsignedint,
selectablelnstances BioAPI-BIR-SUBTYPE-MASK,
capturedinstances BioAPI-BIR-SUBTYPE-MASK,
text UTF8String OPTIONAL
}
GUISelectEventinfo ::= SEQUENCE {
subscrib€rEndpointIRlI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
hostingEndpointIRI EndpointIRI,
bspPfoductUuid BioAPI-UUID,
unitiD BioAPI-UNIT-ID,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
enrollType BioAPI-GUI-ENROLL-TYPE,
operation BioAPI-GUI-OPERATION,
moment BioAPI-GUI-MOMENT,
resultCode BioAPI-RETURN,
maxNumEnrollSamples Unsignedint,
selectahlelnstances BioAPL-BIR-SUBTYPE-MASK_
capturedinstances BioAPI-BIR-SUBTYPE-MASK,
text UTF8String OPTIONAL
}
17.25 When a framework receives a call to the callback function BioSPI GUI SELECT EVENT HANDLER

from aBSP, it shall perform the following actions (in order):

a) create a temporary abstract value (say, incomingNotificationParams) of type GUISelectEvent-
NotificationParams (see 17.2.3) by converting from the parameters of the function call as specified

in17.2.7;

b) search the GUIEventRedirectors table (see 18.12) for
the same vaue as

originalBSPHandle has

an entry
the component

where the component

originalBSPHandle of

incomingNotificationParams and the component GUISelectEventRedirected hasthe value TRUE;
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0)

if there is no matching entry, then create a temporary abstract value (say, eventinfo) of type
GUISelectEventinfo (see 17.2.4) where:

1)

if the AttachSessionRemoteReferences table (see 18.9) has an entry where the component
originalBSPHandle has the same vaue as the component originalBSPHandle of
incomingNotificationParams, then the component subscriberEndpointIRI of eventlnfo shall be
set from the component referrerEndpointIRI of that entry; otherwise, it shall be set to the local

endpoint IRI;
2) theoptional component guiEventSubscriptionUuid shall be absent;
3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

4) the remaining components shall be set from the components of incomingNotificationParams with

the same names,

d)

f)
0)

h)

17.2.d When aframework receives (see 13.9)-a guiSelectEvent notification BIP message from a slave endp
shall perform the following actions (in order).

a)

b)

if there is one matching entry (say, redirector), then create a temporary abstract value (say, eventl
type GUISelectEventinfo (see 17.2.4) where:

nfo) of

1) the component subscriberEndpointlRl shal be set from the |, component

subscriberEndpointIRI of redirector;

2) the optional component guiEventSubscriptionUuid shall be present andyshall be set frgm the

component guiEventSubscriptionUuid of redirector;
3) the component hostingEndpointIRI shall be set to the local endpoint’IRK;
4) the optional component originalBSPHandle shall be absent; and

5) the remaining components shall be set from the components ef ihcomingNotificationParan
the same names;

notify a GUI select event based on eventinfo to a subscribef(either a GUI select event handler
local application or a master endpoint) and determine~the’ acknowledgement parameter valug
incomingAcknowl edgementParams) and the acknowledgement return value (say, incomingReturn
as specified in clause 30;

if incomingReturnValue is not 0, then return that yalue to the BSP, skipping the remaining actions;

set the output parameters of the call to the callback fu
BioSPI GUI SELECT _EVENT HANDEER by converting from incomingAcknowl edgementH
as specified in 17.2.9; and

return the value 0 to the BSP.

let incomingNotificationParams be the parameter value (of type GUISelectE
NotificationParams +'see 17.2.3) of the notification BIP message;

create atemporary abstract value (say, eventinfo) of type GUISelectEventinfo (see 17.2.4) wherg
1) thecompenentssubscriberEndpointIRI shall be set to the local endpoint IRI;

2) thecomponent hostingEndpointIRI shall be set from the component slaveEndpointIRI
notification BIP message; and

3)~, the remaining components shall be set from the components of incomingNotificationParan
the same names;

notify a GUI select event based on eventinfo to a subscriber (either a GUI select event handler
local application or a master endpoint) and determine the acknowledgement parameter valug

S with

of the

(say,
Value)

nction
arams

Dint, it

vent-

b

of the
S with

of the
(say,

e

INCommgAcCKnowleagermentFaralris) and tre aCknowleagemerit returmn Value (say, ncormimgReturn
as specified in clause 30;

Value)

if incomingReturnValue is not 0, then create and send a corresponding guiSelectEvent
acknowledgement BIP message (see 13.5) with the return value set to that value, skipping the remaining

actions;

create and send a corresponding guiSelectEvent acknowledgement BIP message (see 13.5) with the

parameter value set to incomingAcknowl edgementParams and the return value set to O.

17.2.7  Conversion from the parameters of the C callback function BioSPI_ GUI SELECT EVENT HANDLER to
the ASN.1 type GUISelectEvent-NotificationParams (see 17.2.3) shall be done by converting from individual
function parameters to ASN.1 components in accordance with Table 124,
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Table 124 — M apping from the parameters of the callback function BioSPI GUI SELECT EVENT HANDLER
tothe ASN.1type GUISelectEvent-NotificationParams

Function parameter Component of the ASN.1 type References
none guiEventSubscriptionUuid 17.2.8
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitID unitiD 15.55
BSPHandle originalBSPHandle clause 19 in conjunction with 15.42
EnrollType enrolI Type 15.38
Operation operation 15.39
Moment moment 15.37
ResultCode resultCode 15.52
MaxNumEnrollSamples maxNumEnroll Samples 15.1.6
Selectablelnstances sel ectablel nstances 15.17
Capturedinstances capturedl nstances 15.17
Text text 15.2
SelectedInstances none clause 22
Response none clause 22
17.2d Theoptiona component guiEventSubscriptionUuid shall be absent.
1729 Conversion from the ASN.1 type GUISelectEvent-AcknowledgementParams (see 17.2.3) fo the

parameters of the C callback function BioSPI_ GUI_SELECT _EVENT HAMNDLER shall be done by converting from

indiviflual ASN.1 components to function parameters in accordance with Table 125.

Table 125 — Mapping from the ASN.1 type GUISelectEvent-AcknowledgementParams
to the parameters of the callback function BioSROGUI SELECT EVENT HANDLER

Component of the ASN.1 type

Function-par ameter

References

stlectedlnstances

SelectedInstane&s

~

clause 20 in conjunction with 15.1

résponse

Response

L=

clause 20 in conjunction with 15.4f

par

17.§'..']_E1 Conversion from the ASN.1 type” GUISelectEventHandlerCallbackParams (see 17.2.4) {o the

Table 126 — Mapping from the ASN.1 type GUISelectEventHandlerCallbackParams
to the parametensof the callback function BioAPI_GUI SELECT EVENT HANDLER

ers of the C callback function BioAPI GUI SELECT EVENT HANDLER shall be done by conyerting
from individual ASN.1 components tosfunction parameters with Table 126.

Component of the ASN.1 type Function parameter References
gli SelectEventkiandlerAddress none 17.2.11
gli SelectEventHandl erContext GUISelectEventHandlerCtx 15.1.7
bppUuid BSPUuid clause 19 in conjunction with 15.58
unittD UnitID 15.55
bspHanare BSPHandle clause T91nh conjunction with 15.42
operation Operation 15.39
moment Moment 15.37
resultCode ResultCode 15.52
maxNumEnroll Samples MaxNumEnrollSamples 15.1.6
selectablel nstances Selectablelnstances 15.17
capturedl nstances Capturedinstances 15.17
text Text 15.2
none SelectedInstances clause 22
none Response clause 22
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17.2.11 The component guiSelectEventHandlerAddress corresponds to the address of the function rather than to

a parameter of the function. Conversion shall be done by applying 15.1.7.

17.2.12 Conversion from the parameters of the C callback function BioAPI_GUI SELECT EVENT HANDLER
to the ASN.1 type GUISelectEvent-AcknowledgementParams (see 17.2.3) shal be done by converting from

individual function parameters to ASN.1 components in accordance with Table 127.

Table 127 — M apping from the parameters of the

callback function BioAPI_GUI_SELECT_EVENT_HANDLER

tothe ASN.1 type GUISelectEvent-AcknowledgementParams

Function parameter Component of the ASN.1 type References
SC:CL‘L‘CU‘:IID?QIILCB :dc\iudin&‘al LTS b:auvc ZC ;II CUI Ijul I\.,t;UII VV;t:I 15.1F
Hesponse response clause 20 in conjunction with 15.4p

17.3 | Callback function BioAPI_GUI_STATE _EVENT HANDLER

17.3. The Cfunction pointer type for this callback function is defined in BioAPI as follows!

typedef BioAPI_RETURN (BioAPI *BioAPI_GUI_STATE_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
const BioAPI_HANDLE *BSPHandle,
void *GUIStateEventHandlerCtx,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,
BioAPI_RETURN ResultCode,
int32_t EnrollSamplelndex,
const BioAPI_GUI_BITMAP_ARRAY *Bitmags,
const uint8 t *Text,
BioAPI_GUI_RESPONSE *Response,
int32_t *EnrollSamplelndexToRecapfuye);

17.3.4 The corresponding C function pointer typein the BioSPI interface is defined in BioAPI as follows:

typedef BioAPI_RETURN (BioAPI *RiQSPI_GUI_STATE_EVENT_HANDLER)
(const BioAPI_UUID *BSRUUId,
BioAPI_UNIT_ID Unit|D,
const BioAPI_HANRBLE *BSPHandle,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR (PYRPOSE Purpose,
BioAPI_GUNHMOMENT Moment,
BioAPIGRTURN ResultCode,
int324t EnrollSamplelndex,
cofRgtBioAPI_GUI_BITMAP_ARRAY *Bitmaps,
SONSt uint8_t *Text,
B10API_GUI_RESPONSE *Response,
int32_t *EnrollSamplelndexToRecapture);

17.3.3 CA palr of BIP meﬂsage typ&s are related to this function: the gu|StateEvent notlflcatlon BIP messag

following BIP mwge parameter ASN.1 typ&s (r&spectlvely)
GUIStateEvent-NotificationParams ::= SEQUENCE {

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
operation BioAPI-GUI-OPERATION,
suboperation BioAPI-GUI-SUBOPERATION,
purpose BioAPI-BIR-PURPOSE,
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moment
resultCode
enrollSamplelndex
bitmaps

text

and:
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BioAPI-GUI-MOMENT,

BioAPI-RETURN,

Signedint,

BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
UTF8String OPTIONAL

GUIStateEvent-AcknowledgementParams ::= SEQUENCE {

response

enrollSamplelndexToRecapture

}

BioAPI-GUI-RESPONSE,
Signedint

17.34 The following ASN.1 types are defined to aid the specification of the behaviour of a framework, but their

abstragt values do not occur 1n any BIP message exchanged between BIP endpoints:

bspUuid
unitiD
bspHandle
operation
suboperation
purpose
moment
resultCode
enrollSamplelndex
bitmaps

text

}

GUIStateEventinfo ::= SEQUENCE {
subscriberEndpointIRI
guiEventSubscriptionUuid
hostingEndpointIRI
bspProductUuid
unitiD
originalBSPHandle
operation
suboperation
purpose
moment
resultCode
enrollSamplelhdex
bitmaps
text

}
17.3.5

in17.3.7;

GUIStateEventHandlerCallbackParams ::= SEQUENCE {
guiStateEventHandlerAddress
guiStateEventHandlerContext

MemoryAddress,
MemoryAddress,
BioAPI-UUID,
BioAPI-UNIT-ID,
BioAPI-HANDLE OPTIONAL,
BioAPI-GUI-OPERATION,
BioAPI-GUI-SUBOPERATION,
BioAPI-BIR-PURPOSE;
BioAPI-GUI-MOMENT
BioAPI-RETURN,

Signedint,
BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
UTF8String"\OPTIONAL

EndpointIRI,

Bio API-UUID OPTIONAL,
EndpointIRI,

BioAPI-UUID,
BioAPI-UNIT-ID,
BioAPI-HANDLE OPTIONAL,
BioAPI-GUI-OPERATION,
BioAPI-GUI-SUBOPERATION,
BioAPI-BIR-PURPOSE,
BioAPI-GUI-MOMENT,
BioAPI-RETURN,

Signedint,
BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
UTF8String OPTIONAL

When a framewerk receives a call to the callback function BioSPI GUI STATE EVENT HAN
from a BSP, it shall perform the following actions (in order):

a) create a temporary abstract value (say, incomingNotificationParams) of type GUIStateE
NotificationParams (see 17.3.3) by converting from the parameters of the function call as sp

DLER

vent-
peified

b) search the GUIEventRedirectors table (see 18.12) for an entry where the component
4I‘B’5‘P‘FITI_I1_M—Eh—t—I‘B'SP‘Hﬁ1longma andle has the same vaue as ithe componem origmna andle of

incomingNotificationParams and the component guiStateEventRedirected hasthe value TRUE;

¢) if there is no matching entry, then create a temporary abstract value (say, eventinfo) of type

GUIStateEventinfo (see 17.3.4) where:

1) if the AttachSessionRemoteReferences table (see 18.9) has an entry where the component
originalBSPHandle has the same vaue as the component originalBSPHandle of
incomingNotificationParams, then the component subscriberEndpointIRI of eventlnfo shall be
set from the component referrerEndpointIRI of that entry; otherwise, it shall be set to the local

endpoint IRI;

2) theoptional component guiEventSubscriptionUuid shall be absent;
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17.3.6

3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

4) the remaining components shall be set from the components of incomingNotificationParams with
the same names;

d) if thereis one matching entry (say, redirector), then create atemporary abstract value (say, eventinfo) of

f)

17.3.7

g) set the output parameters of the call to the callback function

h)  return the value O to the BSP.

b) create atemporary abstract value (say, eventhafo) of type GUIStateEventinfo (see 17.3.4) where:

type GUIStateEventinfo (see 17.3.4) where:

1) thecomponent subscriberEndpointlIRI shal be set from the component
subscriberEndpointIRI of redirector;

2) the optional component guiEventSubscriptionUuid shall be present and shall be set from the
component guiEventSubscriptionUuid of redirector;

3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;

5) the remaining components shall be set from the components of incomingNotificationParants with
the same names;

e) notify a GUI state event based on eventlnfo to a subscriber (either a GUI state event hardler of the local

application or a master endpoint) and determine the acknowledgement parameter vauel (say,
incomingAcknowl edgementParams) and the acknowledgement return value (say,incomingReturni/alue)
as specified in clause 31;

if incomingReturnValue is not 0, then return that value to the BSP, skippingthe remaining actions;

BioSPI_GUI STATE EVENT HANDLER by converting from incomingAcknowl edgementPar ams as
specified in 17.3.9; and

When a framework receives (see 13.9) a guiStateEvent notification BIP message from a slave endppint, it
shall perform the following actions (in order):

a) let incomingNotificationParams be the parameter value (of type GUIStateEvent-NotificationPgrams

—see 17.3.3) of the notification BIP message;

1) thecomponentssubscriberEndpeintiRI shall be set to the local endpoint IRI;

2) the component hostingEndpdintIRI shall be set from the component slaveEndpointIRI|of the
notification BIP message; and

3) the remaining components 'shall be set from the components of incomingNotificationParants with
the same names;

c) notify a GUI state event-based on eventlnfo to a subscriber (either a GUI state event handler of the local

application or a(master endpoint) and determine the acknowledgement parameter vauel (say,
incomingAcknowledgementParams) and the acknowledgement return value (say, incomingReturnj/alue)
as specified incause 31;

d) if incomingReturnValue is not O, then create and send a corresponding guiStateEvent

acknowledgement BIP message (see 13.5) with the return value set to that value, skipping the renfaining
actigps;

€) Create and send a corresponding guiStateEvent acknowledgement BIP message (see 13.5) with the

parameter value set to incomingAcknowl edgementParams and the return value set to 0.

Conversion from the parameters of the C callback function BioSPI GUI_STATE EVENT HANDLER to

the ASN.1 type GUIStateEvent-NotificationParams (see 17.3.3) shall be done by converting from individual
function parameters to ASN.1 components in accordance with Table 128.
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Table 128 — M apping from the parameters of the callback function BioSPI GUI STATE EVENT HANDLER
tothe ASN.1type GUIStateEvent-NotificationParams

Function parameter Component of the ASN.1 type References
none guiEventSubscriptionUuid 17.3.8
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitID unitiD 15.55
BSPHandle originalBSPHandle clause 19 in conjunction with 15.42
Operation operation 15.39
Suboperation suboperation 1541
Purpose purpose 15.14
Moment moment 15.37
ResyltCode resultCode 15.52
EnroflSamplelndex enroll Sampl el ndex 15.1.6

Bitm@ps bitmaps clause 19 in conjunctionwith 15.35
Text text 15.2

Resfjonse none clause 22
Enro]lSamplelndexToRecapture none clause 22

17.3.8
17.3.9

The optional component guiEventSubscriptionUuid shall be absent.
Conversion from the ASN.1 type GUIStateEvent-AcknowledgementParams (see 17.3.3)

o the

parameters of the C callback function BioSPI GUI STATE _EVENT HAMDLER shall be done by converting from
indivigual ASN.1 components to function parameters in accordance withTable 129,

Table 129 — Mapping from the ASN.1 type GUIStateEvent-AcknowledgementParams
to the parameters of the callback function Bias&V GUI STATE EVENT HANDLER

Component of the ASN.1 type

Function-par ameter

References

résponse

Response

clause 20 in conjunction with 15.4p

efiroll Sampl el ndexToRecapture

EnrollISampteiidexToRecapture

clause 20 in conjunction with 15.1

17.3.10 Conversion from the ASN.1 type GWIStateEventHandlerCallbackParams (see 17.3.4) to the parajneters

of thel C callback function BioAPI GUI*STATE EVENT HANDLER shall be done by converting from indi

ASN.1 components to function parameters with Table 130.

jvidual

Table 130 — Mapping framythe ASN.1 type GUIStateEventHandlerCallbackParams tothe parameters
of thecallback function BioAPI_GUI_STATE_EVENT_HANDLER

Gomponent of the’ASN.1 type Function parameter References
gui StpteEventHandlerAddress none 17311
gui SthteEventHangl erContext GUIStateEventHandlerCtx 15.1.7
bspUpid BSPUuid clause 19 in conjunction with 15.58
unitlp UnitID 15.55
bspHanete BSPHandte ctatse-t9-rreonunetonwith-1542
operation Operation 15.39
suboperation Suboperation 15.41
purpose Purpose 15.14
moment Moment 15.37
resultCode ResultCode 15.52
enroll Sampl el ndex EnrollISamplelndex 15.1.6
bitmaps Bitmaps clause 19 in conjunction with 15.35
text Text 15.2
none Response clause 22
none EnrollISamplelndexToRecapture clause 22
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17.3.11 The component guiStateEventHandlerAddress corresponds to the address of the function rather than to a
parameter of the function. Conversion shall be done by applying 15.1.7.

17.3.12 Conversion from the parameters of the C callback function BioAPI GUI STATE EVENT HANDLER to
the ASN.1 type GUIStateEvent-AcknowledgementParams (see 17.3.3) shall be done by converting from
individual function parameters to ASN.1 components in accordance with Table 131.

Table 131 — Mapping from the parameters of the callback
function BioAPI_GUI_STATE_EVENT_HANDLER to
the ASN.1 type GUIStateEvent-AcknowledgementParams

174
17.4.1

17.4.2

17.4.3
type 8

Function parameter Component of the ASN.1 type References
RCDHUIIDC TCoPUINSC b:auvc 20 ;II CUI Ijul Il.,t;UII VV;t:I 15.“‘6
EnrollSamplelndexToRecapture | enrollSamplelndexToRecapture clause 20 in conjunction with 15.1:6

Callback function BioAPI_GUI PROGRESS EVENT HANDLER

The C function pointer type for this callback function is defined in BioAPI as follows:

typedef BioAPI_RETURN (BioAPI *BioAPI_GUI_PROGRESS_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuid,
BioAPI_UNIT_ID UnitID,
const BioAPI_HANDLE *BSPHandle,
void *GUIProgressEventHandlerCtx,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBOPERATION Suboperation,
BioAPI_BIR_PURPOSE Purpose,
BioAPI_GUI_MOMENT Moment,
uint8 t SuboperationProgress,
const BioAPI_GUI_BITMAP_ARRAY *Bitmap$;
const uint8 t *Text,
BioAPI_GUI_RESPONSE *Response);

The corresponding C function pointer type in theBioSPI interface is defined in BioAPI as follows:

typedef BioAPI_RETURN (BioAPI *BioSP{{GUI_PROGRESS_EVENT_HANDLER)
(const BioAPI_UUID *BSPUuis}
BioAPI_UNIT_ID UnitID,
const BioAPI_HANDLE *BSPHandle,
BioAPI_GUI_OPERATION Operation,
BioAPI_GUI_SUBQRERATION Suboperation,
BioAPI_BIR_PURROSE Purpose,
BioAPI_GUI_MQMENT Moment,
uint8_t Subdp@rationProgress,
const Biq&P)_GUI_BITMAP_ARRAY *Bitmaps,
const ubM8 t *Text,
BioARI)GUI_RESPONSE *Response);

A pair of BIP message types are related to this function: the guiProgressEvent notification BIP m
hd the guiRrogressEvent acknowledgement BIP message type. These two BIP message types carry a vaue of

the following.BIP message parameter ASN.1 types (respectively):

GUIProgressEvent-NotificationParams ::= SEQUENCE {

152

GuiEventSubserptionUuid BioARHULHD- ORTONAL

et
bspProductUuid BioAPI-UUID,

unitiD BioAPI-UNIT-ID,

originalBSPHandle BioAPI-HANDLE OPTIONAL,

operation BioAPI-GUI-OPERATION,

suboperation BioAPI-GUI-SUBOPERATION,

purpose BioAPI-BIR-PURPOSE,

moment BioAPI-GUI-MOMENT,
suboperationProgress UnsignedByte,

bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
text UTF8String OPTIONAL
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GUIProgressEvent-AcknowledgementParams ::= SEQUENCE {

response

}

BioAPI-GUI-RESPONSE

17.4.4  The following ASN.1 types are defined to aid the specification of the behaviour of a framework, but their
abstract values do not occur in any BIP message exchanged between BIP endpoints:

GUIProgressEventHandlerCallbackParams ::= SEQUENCE {
guiProgressEventHandlerAddress MemoryAddress,

guiProgressEventHandlerContext MemoryAddress,
bspUuid BioAPI-UUID,
unitiD BioAPI-UNIT-ID,
bspHandle BioAPI-HANDLE OPTIONAL,
operation BioAPI-GUI-OPERATION,
suboperation BioAPI-GUI-SUBOPERATION,
purpose BioAPI-BIR-PURPOSE,
moment BioAPI-GUI-MOMENT,
suboperationProgress UnsignedByte,
bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
text UTF8String OPTIONAL
}

GUIProgressEventinfo ::= SEQUENCE {
subscriberEndpointIRlI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID OPTIONAL;
hostingEndpointIRI EndpointIRlI,
bspProductUuid BioAPI-UUID,

}
17.45

unitiD BioAPI-UNIT-1D,

originalBSPHandle BioAPI-HANDLE OPTIONAL,

operation BioAPI-GUJ-OPERATION,

suboperation BioAPKGUI-SUBOPERATION,

purpose BioARIFBIR-PURPOSE,

moment BioAPI-GUI-MOMENT,
suboperationProgress UnsignedByte,

bitmaps BioAPI-GUI-BITMAP-ARRAY OPTIONAL,
text UTF8String OPTIONAL

When aframework receives acall to the.callback function

BioSPI_ GUI PROGRESS EVENT HANDLER from aBSP, it shall perform the following actions (in order)

in17.4.7;

b) search the GUIEventRedirectors table (see 18.12) for

a) create a temporary abstract ‘value (say, incomingNotificationParams) of type GUIProgressE
NotificationParams (see 17.4.3) by converting from the parameters of the function call as sp

an entry where the com

vent-
eified

originalBSPHandle has the same value as the component originalBSPHandl
incomingNetificationParams and the component guiProgressEventRedirected hasthe vaue T

if there\is " no matching entry, then create a temporary abstract value (say, eventlnfo) o
GUIProgressEventinfo (see 17.4.4) where:

onent
of
RUE;

type

1. )if the AttachSessionRemoteReferences table (see 18.9) has an entry where the com

onent

originalBSPHandle has the same vaue as the component originalBSPHand|e of
incomingNotificationParams, then the component subscriberEndpointIRI of eventinfo shall be
set from the component referrerEndpointIRI of that entry; otherwise, it shall be set to the local

endpoint IRI;
2) theoptional component guiEventSubscriptionUuid shall be absent;
3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI; and

4) the remaining components shall be set from the components of incomingNotificationParams with

the same names;
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d)

f)

1744 When a framework receives (see 13.9) a guiProgressEvent) notification BIP message from 8

endpaint, it

17.4.71 _‘Conversion from the parameters of the C callback function

BioSPI

g) set the output parameters of the call to the callback function

h)  return the value O to the BSP.

a) let incomingNotificationParams be the parameter value (of type GUIProgressE

b) create atemporary abstract value (say, eventinfo)-of type GUIProgressEventinfo (see 17.4.4) w

d) if incomingReturnValue is not 0, then create and send a corresponding guiProgress

€) create and send a corresponding guiProgressEvent acknowledgement BIP message (see 13.5

if there is one matching entry (say, redirector), then create a temporary abstract value (say, eventinfo) of

type GUIProgressEventinfo (see 17.4.4) where:

1) the component subscriberEndpointlRl shal be sat from the component

subscriberEndpointIRI of redirector;

2) the optional component guiEventSubscriptionUuid shall be present and shall be set from the

component guiEventSubscriptionUuid of redirector;
3) thecomponent hostingEndpointIRI shall be set to the local endpoint IRI;
4) the optional component originalBSPHandle shall be absent; and

5) the remaining components shall be set from the components of incomingNotificationParams with

the same names,

incomingAcknowl edgementParams) and the acknowledgement return value (say, incomingReturn
as specified in clause 32;
NOTE - If the subscriber of the GUI progress event is a master endpoint (remote applicatian);-then the p!
of alarge image in the notification may cause adelay in the remote display. It isthereforé desirable for a
avoid sending large images.

if incomingReturnValue is not O, then return that value to the BSP, skipping the remaining actions,

BioSPI_GUI_PROGRESS EVENT_HANDLER by converting from
incomingAcknowl edgementParams as specified in 17.4.9; and

shall perform the following actions (in order):

NotificationParams — see 17.4.3) of the notification BIP message;

1) thecomponentssubscriberEndpointiRI shall be set to the local endpoint IRI;

2) the component hostingEndpointIRI shall be set from the component slaveEndpointIRI
notification BIP message; and

3) the remaining components.shall be set from the components of incomingNotificationParan
the same names;

¢) notify a GUI progress event based on eventlnfo to a subscriber (either a GUI progress event hantler of

the local application(ora master endpoint) and determine the acknowledgement parameter valu
incomingAcknowl edgementParams) and the acknowledgement return value (say, incomingReturn
as specified in clavse 32;

acknowledgement BIP message (see 13.5) with the return value set to that value, skipping the rem
actions;

the’parameter value set to incomingAcknowl edgementParams and the return value set to 0.

save
vent-

ere:

of the

S with

(say,
Value)

Event
aining

with

Ul PROGRESS EVENT HANDLER to the ASN.1 type GUIProgressEvent-NotificationP3

rams

(see 17.4.3) shall be done by converting from individual function parameters to ASN.1 components in accordance with

Table 132.
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Table 132 — Mapping from the parameter s of the callback function
BioSPI_GUI_PROGRESS_EVENT_HANDLER
tothe ASN.1type GUIProgressEvent-NotificationParams

Function parameter Component of the ASN.1 type References
none gui EventSubscriptionUuid 17.4.8
BSPUuid bspProductUuid clause 19 in conjunction with 15.58
UnitiD unitiD 15.55
BSPHandle original BSPHandle clause 19 in conjunction with 15.42
Operation operation 15.39
Suboperation suboperation 1541
Horpose pUrposE 1514
oment moment 15.37
YuboperationProgress suboperationProgress 1513
Bitmaps bitmaps clause 19 in conjunction with.35)35
Tlext text 152
Hesponse none clause 22
1744 Theoptiona component guiEventSubscriptionUuid shall be absent.
1749 Conversion from the ASN.1 type GUIProgressEvent-AcknowledgémentParams (see 17.4.3) [to the
parameters of the C callback function BioSPI_GUI PROGRESS EVENT HANDLER shall be done by conyerting
from ipdividual ASN.1 components to function parameters in accordance with Table 133.
Table 133 — Mapping from the ASN.1 type GUIProgressEvent-AcknowledgementParams
to the parameters of the callback function BioSPI GU[yPROGRESS EVENT HANDLER
Component of the ASN.1 type Function paraméter References
response Response clause 20 in conjunction with 15.40
17.4. Conversion from the ASN.1 type GUIRrogressEventHandlerCallbackParams (see 17.4.4) fo the
paran]'Elers of the C callback function BioAPI &GUI" PROGRESS EVENT HANDLER shall be done by convyerting

from ipdividual ASN.1 components to function\parameters with Table 134.

Tabje 134 — Mapping from the ASN.I type GUIProgressEventHandlerCallbackParams tothe paramdters

of the callback function BioAPI_GUI_PROGRESS EVENT_HANDLER

Component of the ASN.1 type Function parameter References
gliProgressEventHandlerAddress none 17411
gliProgressEventHandl erContext GUIProgressEventHandlerCtx 15.1.7
bppUuid BSPUuid clause 19 in conjunction with 15.58
upitiD UnitID 15.55
bppHandle BSPHandle clause 19 in conjunction with 15.42
operation Operation 15.39

beperaton Stbopetation 1544
purpose Purpose 15.14
moment Moment 15.37
suboperationProgress SuboperationProgress 15.1.3
bitmaps Bitmaps clause 19 in conjunction with 15.35
text Text 15.2
none Response clause 22

17.4.11 The component guiProgressEventHandlerAddress corresponds to the address of the function rather
than to a parameter of the function. Conversion shall be done by applying 15.1.7.
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17.4.12 Conversion from the parameters of the C callback function

BioAPI_GUI PROGRESS EVENT HANDLER tothe ASN.1 type
GUIProgressEvent-AcknowledgementParams (see 17.4.3) shall be done by converting from individual function
parameters to ASN.1 components in accordance with Table 135.

Table 135 — Mapping from the parameters of the callback function
BioAPI_GUI_PROGRESS_EVENT_HANDLER
tothe ASN.1type GUIProgressEvent-AcknowledgementParams

Function parameter Component of the ASN.1 type References
Response response clause 20 in conjunction with 15.40

18
This @
specif
betwe

Conceptual tables

ause specifies ASN.1 type definitions for a series of conceptual tables. These ASN.1 types are'defined to id the
cation of the behaviour of a framework, but their abstract values do not occur in any BIP message exchianged
bn BIP endpoints, and therefore are never encoded. A conforming master BIP endpoint iS)required to supgort all

the talples specified in this clause. A conforming slave BIP endpoint is required to support all the tables specified|in this

clause
requir
N(

thi
of

18.1

Thisa

18.1.1

Anent

18.1.2

for slave endpoints. A BIP endpoint can use any suitable representation for the'conceptual tables and|is not
bd to support serialization of their content.

TE — A BIP endpoint implementation may choose to support such serialization for administrative or debugging purposes, but
5 is not required. An example of this capability would be a management interface that ‘supports a query of the current gontent
he conceptual tables.

The MasterEndpoints conceptual table
pnceptual table shall be present in al slave endpoints and is defined in ASN.1 as follows:

MasterEndpoints ::= SET OF endpoint MasterEndpoint
MasterEndpoint ::= SEQUENCE {
masterEndpointIRI EndpointIRI
}

General
ry of thistable represents a master endpoint that is a BIP endpoint linked to the local endpoint.

Components

18.1.41 The component masterEndpointIRI shall contain the endpoint IRI of the master endpoint. This shall be

different from the local endpoint IRV.

18.1.22 There shall not betwo or more entries with the same value of the component masterEndpointIRI.

18.1.3 Entry deletion

18.1.31 This subctause only applies as explicitly invoked by other clauses of this Recommendation | Interngtional

18.1.3

ard when-an entry of the MasterEndpoints tableis deleted.

referrerEndpomtIRI has the vaI ue master Endp0| ntiRI, theframework shaII perform thefoIIOW| ng actlons (|n order):

156

a) create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) where:

1) thecomponent bspUuid shall be set from the component bspProductUuid of the entry; and
2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall be set to 0;

b) make an internal BioAPI function call (see 13.10) to the function BioAPI BSPUnload (see 16.10),
where the parameters of the function call shall be set by converting from bspUnloadCallParams as
specified in 16.10.3;

c) deletetheentry of the RunningBSPRemoteReferences table (subclause 18.6.3 applies).
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18.1.34 For each entry of the UnitEventNotificationDisablers table (see 18.7) where the component
referrerEndpointIlRl has the value masterEndpointiRI, the framework shal delete the entry of the
UnitEventNotificationDisablers table (subclause 18.7.3 applies).

18.1.35 For each entry of the GUIEventRemoteSubscriptions table (see 18.11) where the component
subscriberEndpointIRI has the value masterEndpointlRI, the framework shall perform the following actions (in

order):

a) create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams) of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3) where:

1) the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry is absent, then the optional component
bspUuid of unsubscribeFromGUIEventsCallParams shall be set from the component
bspProductUuid of the entry; otherwise, it shall be absent;

3) the optiona component bspHandle shal be set from the optiond ) -Component
originalBSPHandle of the entry (presence and value);

4) if the component guiSelectEventSubscribed of the entry has the value TRUE, thgn the
component guiSelectEventHandlerAddress of unsubscribeFromGUIEventsCallPar shall
be set to an implementation-defined memory address different from O, Which shall be the e as
that used in 16.22.5 b); otherwise, it shall be set to 0;

5) if the component guiStateEventSubscribed of the entry.has the value TRUE, thén the
component guiStateEventHandlerAddress of unsubscribekFomGUIEventsCallParams shall be
set to an implementation-defined memory address different ffom O, which shall be the same ps that
used in 16.22.5 b); otherwise, it shall be set to 0;

6) if the component guiProgressEventSubscribed)of/ the entry has the value TRUE, then the
component guiProgressEventHandlerAddress™ of unsubscribeFromGUIEventsCallBarams
shall be set to an implementation-defined memory address different from 0, which shall be th¢ same
asthat used in 16.22.5 b); otherwise, it shall be'set to 0; and

7) the components guiSelectEventHandlerContext, guiStateEventHandlerContext, and
guiProgressEventHandlerContext-shall be set to 0;

b) make an internal BioAPI function call (see  13.10) to the fynction
BioAPI UnsubscribeFromGUIEVehts (see 16.23), where the parameters of the function call shall
be set by converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.5;

c) deletethe entry of the GUIEVentRemoteSubscriptions table (subclause 18.11.3 applies).

18.1.36 For each entry of the\\ GUIEventRedirectors table (see 18.12) where the component
subsgriberEndpointIRI has the walue masterEndpointIRI, the framework shall perform the following actigns (in
order)

a) create a temporary abstract value (say, unredirectCallParams) of type UnredirectGUIEents-
RequestPatams (see 16.29.2), where all the components shall be set from the components of the entry
with the same names;

b) maketan-internal BioAPI function call (see 13.10) to the function BioAP|_UnredirectGUIEpents
(see'16.29), where the parameters of the function cal shall be set by converting| from
unredirectCallParams as specified in 16.29.5;

€) \ delete the entry of the GUIEventRedirectors table (subclause 18.12.3 applies).

18.1.4.1 Anentry can be added to the MasterEndpoints table:

when a framework receives an addMaster request BIP message from a BIP endpoint (see 16.4.2).

18.1.4.2 Anentry of the MasterEndpoints table can be deleted:

a) when a framework receives a call to the function BioAPI Terminate from the local application
(see 16.3); and

b) when aframework receives adeleteMaster request BIP message from a BIP endpoint (see 16.5.2).
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18.2

TheVisibleEndpoints conceptual table

This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 asfollows:

1821

VisibleEndpoints ::= SET OF endpoint VisibleEndpoint
VisibleEndpoint ::= BioAPI-FRAMEWORK-SCHEMA

General

18.2.1.1 An entry of this table represents a visible endpoint, which is a BIP endpoint whose components (framework,

BSPs,

and BFPs) are visible to the local application.

18.2.1.2 This table has one entry for the local endpoint and one entry for each dave endpoint of the local endpoint
(zero or more). Each entry contains a copy of the framework schema present in the component registry of the (local or

slave)

18.2.2

18.2.2
endpo

18.2.2
registr

18.2.2
18.2.3
18.2.3

18.2.3

18.2.3
hosti

applie

18.2.3
hosti

applie
18.2.4

18.2.4

18.2.4

BIP endpoint.

Components

.1 The component hostingEndpointIRI shall contain the endpoint IRI of the visible endpeint. The
nt shall be either the local endpoint or a slave endpoint.

y of the BIP endpoint.

.3 There shall not be two or more entries with the same value of the componenthostingEndpointIRI.

Entry deletion

.3 For each entry of the VisibleBSPRegistrations table (see 18.3) where the com
NgEndpointIRI has the value hostingEndpointIRI, thesframework shall delete the entry (subclause

).

ngEndpointIRI has the value hostingEndpeintlRI, the framework shall delete the entry (subclause

5).
Lifecycle

1 Anentry can be added to the VisibleEndpoints table:

a) when aframework receives a call to the function BioAPI_Init or BioAPI_InitEndpoint fromth
application (see 16:1); and

(see 16.4),

.2 An entry oftheVisibleEndpoints table can be deleted:

a) whenaframework receives a masterDeletionEvent notification BIP message from a slave en
(see 16.3.2); and

b) \"when a framework receives a call to the function BioAPI _UnlinkFromEndpoint from the

.2 Let hostingEndpointI Rl be the value of the component hostingEndpointIRI of the entry being deleted.

Visible

.2 The other components shall contain a copy of the attributes of the framework schema in the component

.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | Interngtional
Standard when an entry of the VisibleEndpoints table is deleted.

bonent
18.3.3

4 For each entry of the VisibleBFPRegistrations table (see 18.4) where the component

18.4.3

P |ocal

b) when aframework receives a call to the function BioAPI_LinkToEndpoint from the local application

dpoint

local

application (see 16.5).

18.3

The VisibleBSPRegistrations conceptual table

This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 as follows:

158

VisibleBSPRegistrations ::= SET OF
registration VisibleBSPRegistration

VisibleBSPRegistration ::= BioAPI-BSP-SCHEMA
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1831 General
18.3.1.1 Anentry of thistable represents a BSP registered in the component registry of avisible endpoint.

18.3.1.2 This table has one entry for each BSP registered in the local component registry and one entry for each BSP
registered in the component registry of each slave endpoint of the local endpoint. Each entry contains a copy of a BSP
schema present in the component registry of a (local or slave) BIP endpoint.

18.3.1.3 If a BSP is registered in the component registries of two or more visible endpoints, the table will have a
separate entry for each BSP/endpoint pair, and those entries will differ at least in the value of their component
hostingEndpointIRI.

18.3.1.4 Thistable also supports tranglation between BSP product UUIDs and BSP access UUIDs.
NOTE A BSP product UUI D |dent|f|&s a BSP as asoftware product is assugned by the vendor of the BSP and is |ncI uded in

¢d in acall to BioAPI BSPLoad so long as the BSP is represented exactly once in the table, becatise in this case tihe BSP
praduct UUID is sufficient to identify both the BSP to be loaded and the BIP endpoint where the BSPis'to be |oaded.

18.3.21 The component hostingEndpointIRI shall contain the endpoint IRI of.the BIP endpoint whose component
registiy contains the BSP schema of the registered BSP. The BIP endpoint shall*ke either the local endpoint or 4 slave

18.3.22 The component bspAccessUuid shall contain the BSP aceess UUID dynamically generated by the
framevork to identify the registered BSP.

18.3.23 The other components shall contain a copy of the attributes of the BSP schema in the component regiftry of
the BIP endpoint.

18.3.24 There shall not be two or more entries with the same values of both components hostingEndpointIRI and

Standgrd when an entry of theVisibleBSPRegistrations table is deleted.

18.3.3.2 Let hostingEndpoint!RI be the value of the component hostingEndpointIRI and bspProductUuid the value
of thelcomponent bspProductUuid of the entry being deleted.

18.3.33 For each,.entry of the RunningBSPLocalReferences table (see 18.5) where the component
hostihgEndpgintiRIl has the value hostingEndpointlRI and the component bspProductUuid has the|value
bspPrpductUuid; the framework shall perform the following actions (in order):

a).' if hostingEndpointiRl is not the local endpoint IRI, then delete the entry of the
RunningaBSPLocalReferences table (subclause 18.5.3 applies), skipping the remaining actions;

b) create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) where:

1) thecomponent bspUuid shall be set to bspProductUuid; and
2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall be set to 0;

c¢) make an internal BioAPI function call (see 13.10) to the function BioAPI_BSPUnload (see 16.10),
where the parameters of the function call shall be set by converting from bspUnloadCallParams as
specified in 16.10.3;

d) deletethe entry of the RunningBSPLocalReferences table (subclause 18.5.3 applies).
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18334 If hostingEndpointlRI  is the local endpoint IRI, then, for each entry of the
RunningBSPRemoteReferences table (see 18.6) where the component bspProductUuid has the value
bspProductUuid, the framework shall perform the following actions (in order):

a) create a temporary abstract value (say, bspUnloadCallParams) of type BSPUnloadCallParams
(see 16.10.3) where:

1) the component bspUuid shall be set to bspProductUuid; and
2) thecomponentsunitEventHandlerAddress and unitEventHandlerContext shall be setto O;

b) make an internal BioAPI function call (see 13.10) to the function BioAPI BSPUnload (see 16.10),
where the parameters of the function call shall be set by converting from bspUnloadCallParams as
specified in 16.10.3;

c) deletethe entry of the RunningBSPRemoteReferences table (subclause 18.6.3 applies).

18.3.35 For each entry of the GUIEventLocalSubscriptions table (see 18.10) where the coml)onent
hostingEndpointIRl has the value hostingEndpointIRI and the component bspProductUuid hasythe|value
bspPrpductUuid, the framework shall perform the following actions (in order):

a) if hostingEndpointiRl is not the loca endpoint IRI, then delete thelentry of the
GUIEventLocalSubscriptions table (subclause 18.10.3 applies), skipping the rémaining actions,

b) create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams) of | type
UnsubscribeFromGUIEventsCallParams (see 16.23.3), where:

1) the optional component guiEventSubscriptionUuid shall be &eb'from the optional component
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry-is absent, then the optional component
bspUuid of unsubscribeFromGUIEventsCallParams, shall be set from the component
bspProductUuid of the entry; otherwise, it shall be-absent;

3) the optional component bspHandle shalls be set from the optiona component
originalBSPHandle of the entry (presence andwvalue);

4) if the component guiSelectEventHandlerAddress of the entry has a value different fjom O,
then the component guiSelectEventHanderAddress of
unsubscribeFromGUI EventsCall Parapis'shall be set to an implementation-defined memory gddress
different from O, which shall be the.same as that used in 16.22.5 b); otherwise, it shall be set t¢ O;

5) if the component guiStateEventHandlerAddress of the entry has a value different from 0, then
the component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallBarams
shall be set to an implementation-defined memory address different from O, which shall be th¢ same
asthat used in 16.22.5.b);-0therwise, it shall be set to 0;

6) if the component.guiProgressEventHandlerAddress of the entry has a value different from 0O,
then the compenent guiProgressEventHandlerAddress of
unsubscribeFromGUI EventsCallParams shall be set to an implementation-defined memory gddress
different.from 0, which shall be the same as that used in 16.22.5 b); otherwise, it shall be sat to 0;
and

7) the\_ecomponents guiSelectEventHandlerContext, guiStateEventHandlerContext}, and
guiProgressEventHandlerContext shal be set to 0;

¢ make an internal BioAPI function call (see  13.10) to the  fynction
BToAPI _UnsubscribeFromGUIEvents (see 16.23), where the parameters of the function call shall
be set by converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.6;

d) deletethe entry of the GUIFventl ocalSubscriptions table (subclaise 18 10 3 applies):

18.3.3.6 If hostingEndpointlRI is the local endpoint [IRI, then, for each entry of the
GUIEventRemoteSubscriptions table (see 18.11) where the component bspProductUuid has the value
bspProductUuid, the framework shall perform the following actions (in order):

a) create a temporary abstract vaue (say, unsubscribeFromGUIEventsCallParams) of type
UnsubscribeFromGUIEventsCallParams (see 16.23.3) where:

1) the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry is absent, then the optional component
bspUuid of unsubscribeFromGUIEventsCallParams shall be set from the component
bspProductUuid of the entry; otherwise, it shall be absent;
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the optional component bspHandle shall be set from the optional component
originalBSPHandle of the entry (presence and value);

if the component guiSelectEventSubscribed of the entry has the value TRUE, then the
component guiSelectEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall
be set to an implementation-defined memory address different from 0, which shall be the same as
that used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiStateEventSubscribed of the entry has the vaue TRUE, then the
component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall be
set to an implementation-defined memory address different from 0, which shall be the same as that
used in 16.22.5 b); otherwise, it shall be set to 0;

if the component gu|ProgressEventSubscnbed of the entry has the value TRUE, then the

shall be set to an implementation- dehned memory address different from 0, WhICh shaII be the
asthat used in 16.22.5 b); otherwise, it shall be set to 0; and

the components guiSelectEventHandlerContext, guiStateEventHandlerContext, and
guiProgressEventHandlerContext shall be set to 0;

make an internal BioAPI function call (see  13.10) to.* the  fynction
BioAPI _UnsubscribeFromGUIEvents (see 16.23), where the parameters. of ithe function call shall

be set by converting from unsubscribeFromGUI EventsCall Params as specified-in 16.23.6;
delete the entry of the GUIEventRemoteSubscriptions table (subclause'18.11.3 applies).

when aframework receives a cal to the function BioAP|Anit or BioAP| InitEndpoint from the local

application (see 16.1);

when a framework receives a call to the function Bi@¥P| LinkToEndpoint from the local application

(see 16.4);

when a framework receives a call to the function BioAPI RegisterBSP from the local application

(see 16.59);

when a framework receives aregisterBSP request BIP message from a master endpoint (see 16{59.2);

and

when a framework receives a bspRegistrationEvent notification BIP message from a slave endpoint

(see 16.59.2).
18.3.4.2 Anentry of the VisibleBSRRegistrations table can be deleted:

when a framework-receives a call to the function BioAPI _RegisterBSP from the local application

(see 16.59);

when a framewerk receives aregisterBSP request BIP message from a master endpoint (see 16.99.2);

when a framework receives a bspRegistrationEvent notification BIP message from a slave endpoint

(see 16,59:2);

whena framework receives a cal to the function BioAP|_UnregisterBSP from the local application

(see 16.60);

when a framework receives an unregisterBSP request BIP message from a master endpoint

(see 16.60.2);

f)

0)

when a framework receives a bspUnregistrationEvent notification BIP message from a dave
endpoint (see 16.60.2); and

when an entry of the VisibleEndpoints tableis deleted (see 18.2.4.2).

184  TheVisibleBFPRegistrations conceptual table

This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 asfollows:
VisibleBFPRegistrations ::= SET OF

registration VisibleBFPRegistration

VisibleBFPRegistration ::= BioAPI-BFP-SCHEMA

ITU-T Rec. X.1083 (11/2007) 161


https://standardsiso.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/IEC 24708:2008 (E)

18.4.1 Genera

18.4.1.1 An entry of this table represents a BFP as registered in the component registry of a visible endpoint, and thus
available for use by the local application through a registered BSP within the same BIP endpoint.

18.4.1.2 This table has one entry for each BFP registered in the local component registry and one entry for each BFP
registered in the component registry of each slave endpoint of the local endpoint. Each entry contains a copy of a BFP
schema present in the component registry of a (local or slave) BIP endpoint.

18.4.1.3 If a BFP is registered in the component registries of two or more visible endpoints, the table will have a
separate entry for each BFP/endpoint pair, and those entries will differ at least in the value of their component
hostingEndpointIRI.

18.4.2 Components

18.4.21 The component hostingEndpointIRI shall contain the endpoint IRI of the BIP endpoint whose comkonent
registfy contains the BFP schema of the registered BFP. The BIP endpoint shall be either the local endpoint.or & slave

18.4.42 The other components shall contain a copy of the attributes of the BFP schema in the component regiptry of

18.4.23 There shall not be two or more entries with the same values of both components igstingEndpointlRl and

d when an entry of the VisibleBFPRegistrations tableis deleted.
18.4.3.2 No additional action isrequired.

184.4 Lifecycle

18.4.41 Anentry can be added to the VisibleBFPRegistratiohis table:

a) when aframework receives a call to the function BioAPI_Init or BioAPI_InitEndpoint from the loca
application (see 16.1);

b) when aframework receives a call to the function BioAPI_LinkToEndpoint from the local application

(see 16.4);

¢) when a framework receives acall to the function BioAPI RegisterBFP from the local application
(see 16.61);

d) when aframework receivies aregisterBFP request BIP message from a master endpoint (see 16{61.2);
and

e) when aframework ‘receives a bfpRegistrationEvent notification BIP message from a slave endpoint
(see 16.61.2),

18.4.42 Anentry of the'isibleBFPRegistrations table can be deleted:

a whendaframework receives a call to the function BioAP|_RegisterBFP from the local application
(see\16.61);

b) <when aframework receivesaregisterBFP request BIP message from a master endpoint (see 16.6{L.2);
€). ¥ when a framework receives a bfpRegistrationEvent notification BIP message from a slave endpoint

(see 16.61.2);

d) when aframework receives a call to the function BioAPI_UnregisterBFP from the local application
(see 16.62);

e) when a framework receives an unregisterBFP request BIP message from a master endpoint
(see 16.62.2);

f)  when a framework receives a bfpUnregistrationEvent notification BIP message from a Save
endpoint (see 16.62.2); and

g) when an entry of the VisibleEndpoints tableis deleted (see 18.2.4.2).
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185 TheRunningBSPLocalReferences conceptual table
This conceptual table shall be present in all BIP endpoints and is defined in ASN.1 asfollows:

RunningBSPLocalReferences ::= SET OF
reference RunningBSPLocalReference

RunningBSPLocalReference ::= SEQUENCE {

hostingEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
useBSPAccessUuid BOOLEAN,
unitEventHandlerAddress MemoryAddress,
unitEventHandlerContext MemoryAddress

}
18.5.1 General

18.5.1.1 Anentry of thistable represents arunning BSP local reference, consisting of:;

a) areference (established by acall to BioAPI_BSPLoad) held by the local application to.a'BSP riinning
in either the local endpoint or a slave endpoint; and

b) (optionally) an obligation for the framework to make a callback to a unit event’handler of the local
application on certain incoming unit event notifications (either a unit event natifjcation callback from the
BSP or a unit event notification BIP message related to the BSP).

18.5.12 An incoming call to BioAP|_BSPLoad can create a new running BSP (lo¢al reference entry even|if the
parameters of the call are the same as those of a previous incoming call to BioAPTBSPLoad. An incoming call to
BioAPI_BSPUnload whose parameters match an existing running BSP local reference entry can delete that ertry. In
case of multiple matches (multiple identical entries), any one of the matching’entries can be deleted.

18.5.23 A running BSP local reference can use either the BSP product*dUID of a BSP, or the BSP access|[UUID
dynanically assigned to the BSP by the framework. The local application‘can obtain the BSP access UUID of a BSP by
caling BioAPI EnumBSPs.

18.5.1.4 Normally, arunning BSP is not unloaded as long asthe’local application (if any) holds a running BSIP local
referepce to it, or aslong as a master endpoint holds a running BSP remote referenceto it.

18.5.2

18.5.21 The component hostingEndpointIRI, shal contain the endpoint IRI of the BIP endpoint containipg the
registéred BSP referenced in the running BSP local reference. The BIP endpoint shall be either the local endpoift or a

Components

.3 The component useBSPAccessUuid shal indicate whether the local application provided the BSP fpccess
UUID (rather than the BSP productUUID) to identify the registered BSP in the BioAPI BSPLoad call (see 16.9) that

NQTE — A subsequent BToAP| BSPUnload (see 16.10) call hasto provide the same UUID (either the BSP access UUID or the
product UUID) in~order to match this running BSP local reference. In addition, unit event natification callbacks generated

.4 The camponent unitEventHandlerAddress shall contain the callback address of a unit event handler of the
application: A value different from O signifies an obligation for the framework to make a callback to a unif event
¢r using'that callback address.

omponen ndle jtIto the

1[S 1 d
unit event handler of the local application.

18.5.2.6 There may be multiple entries with the same values of one or more (or even al) of their components.

18.5.3 Entry deletion

18.5.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the RunningBSPLocalReferences tableis deleted.

18.5.3.2 Let hostingEndpointIRI be the value of the component hostingEndpointIRI and bspProductUuid the value
of the component bspProductUuid of the entry being deleted.
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18.5.3.3 If the entry being deleted is the only entry in the RunningBSPLocalReferences table where the
component hostingEndpointIRI has the value hostingEndpointIRl and the component bspProductUuid has the
value bspProductUuid, then, for each entry of the AttachSessionLocalReferences table (see 18.8) where the
component hostingEndpointIRI has the value hostingEndpointIRl and the component bspProductUuid has the
value bspProductUuid, the framework shall perform the following actions (in order):

a) if hostingEndpointiRl is not the loca endpoint IRI, then delete the entry of the
AttachSessionLocalReferences table (subclause 18.8.3 applies), skipping the remaining actions;

b) create atemporary abstract value (say, bspDetachCallParams) of type BSPDetach-RequestParams
(see 16.14.2) where the component originalBSPHandle shall be set from the component
originalBSPHandle of the entry;

c¢) make an internal BioAPI function call (see 13.10) to the function BioAPI_BSPDetach (see 16.14),
where the parameters af the function call shall be sat hy converti ng from hcphpmrh(‘allpar;r‘rs as

specified in 16.14.5;
d) deletethe entry of the AttachSessionLocalReferences table (subclause 18.8.3 applies),

1854 Lifecycle

18.5.41 Anentry can be added to the RunningBSPLocalReferences table:

— when a framework receives a cal to the function BioAPI_BSPLoad from”the local application
(see 16.9).

18.5.42 Anentry of the RunningBSPLocalReferences table can be deleted:

a) when a framework receives a call to the function BioAPI BSPUWrload from the local application
(see 16.10); and

b) when an entry of the VisibleBSPRegistrations table is ddleted (see 18.3.4.2).

186 | TheRunningBSPRemoteReferences concepfual table
This gonceptual table shall be present in all slave endpoints andis‘defined in ASN.1 asfollows:

RunningBSPRemoteReferences ::= SET OF
reference RunningBSPRemoteReference

RunningBSPRemoteReference ::= SEQUENCE {

referrerEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
unitEventSubscriptign BOOLEAN

}
18.6.1 General

18.6.1.1 Anentry of this tablerepresents a running BSP remote reference, consisting of:

a) a reference (established by a bspLoad request BIP message) held by a master endpoint to o BSP
running inthelocal endpoint; and

b) (optionally) an obligation for the framework to send aunitEvent notification BIP message to the master
endpoint on certain incoming unit event notification callbacks from the BSP.

18.6.1.2 An<ineoming bspLoad request BIP message can create a new running BSP remote reference entry gven if
the pgyameter value of the BIP message is the same as that of a previous incoming bspLoad request BIP messagie. An
incoming bspUnIoad requeﬂ BIP message whose parameter value (in addition to the endpoint IRI of the sending BIP
endpo -

(multipleidentical entries), any one of the matchmg entn% can be deleted.

18.6.1.3 Normally, a running BSP is not unloaded as long as the local application (if any) holds a running BSP local
referenceto it, or aslong as a master endpoint holds a running BSP remote reference to it.

18.6.2 Components

18.6.2.1 The component referrerEndpointIRI shall contain the endpoint IRI of the master endpoint that holds the
running BSP remote reference. This shall not be the local endpoint.

18.6.2.2 The component bspProductUuid shall contain the BSP product UUID of the registered BSP.

18.6.2.3 The component unitEventSubscription shall indicate whether there is an obligation for the framework to
send unitEvent notification BIP messages to the master endpoint.
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18.6.2.4 There may be multiple entries with the same values of one or more (or even al) of their components.

18.6.3 Entry deletion

18.6.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the RunningBSPRemoteReferences table is deleted.

18.6.3.2 Let referrerEndpointlRI be the value of the component referrerEndpointIRI and let bspProductUuid be the
value of the component bspProductUuid of the entry being deleted.

18.6.3.3 If the entry being deleted is the only entry in the RunningBSPRemoteReferences table where the
component referrerEndpointIRI has the value referrerEndpointlRl and the component bspProductUuid has the
value bspProductUuid, then, for each entry of the AttachSessionRemoteReferences table (see 18.9) where the
component referrerEndpointIRI has the value referrerEndpointlRl and the component bspProductUuid has the
val ue pspProductotid; the framework shaft performthe foffowmg actions (i ordery:

a) create atemporary abstract value (say, bspDetachCallParams) of type BSPDetach-RequestPdrams
(see 16.14.2) where the component originalBSPHandle shall be set from the“-component
originalBSPHandle of the entry;

b) make an internal BioAPI function call (see 13.10) to the function BioAPI_BSRDetach (see 16.14),
where the parameters of the function call shall be set by converting from bspDetachCallPargms as
specified in 16.14.5;

c¢) deletethe entry of the AttachSessionRemoteReferences table (subclatise 18.9.3 applies).

18.6.4 Lifecycle
18.6.41 Anentry can be added to the RunningBSPRemoteReferences tahle:
— when aframework receivesabsplLoad request BIP message from a master endpoint (see 16.9.2).

18.6.42 Anentry of the RunningBSPRemoteReferences table can‘be deleted:
a) when aframework receivesabspUnload request BIR-message from a master endpoint (see 16.10}2);
b) when an entry of the MasterEndpoints tablejisdeleted (see 18.1.4.2); and

¢) when an entry of the VisibleBSPRegistrations tableis deleted (see 18.3.4.2).

18.7 | The UnitEventNotificationDisablers conceptual table
This gonceptual table shall be present in all endpaints and is defined in ASN.1 asfollows:

UnitEventNotificationDisablers :'= SET OF
disabler UnitEventNotificationDisabler

UnitEventNotificationDisabler ::= SEQUENCE {

referrerEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
unitEventTypes BioAPI-UNIT-EVENT-TYPE-MASK

}
18.7.1 Genera

18.7.1.1 An entry)of thistable represents an event notification disabler, consisting in a prohibition for the framework to
either|send unitEvent notification BIP messages to a specific master endpoint, or call any unit event handler [of the
local gpplication (depending on the value of referrerEndpointlRI), for a specific BSP and for certain types of eyents.

18.7. or an
incoming enabIeEventNotlflcatlons request BIP message. However the same mcomlng call or request BIP message
may also cause an entry of the table to be updated or deleted.

18.7.1.3 Although each entry of this table contains the product UUID of a BSP, the addition, updating, and deletion of
the entries of this table are completely independent of BSPs being loaded and unl oaded.

18.7.2 Components

18.7.2.1 The component referrerEndpointIRI shall contain either the endpoint IRI of the local endpoint or the
endpoint IRI of amaster endpoint.

18.7.2.2 The component bspProductUuid shall contain the BSP product UUID of aregistered BSP for which one or
more types of unit event notifications are disabled.
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18.7.2.3 The component unitEventTypes shall designate one or more types of unit event notifications which are
disabled. This component shall never have avalue indicating that all unit event notifications are enabled.

18.7.2.4 There shall not be two or more entries with the same values of the components referrerEndpointIRI and
bspProductUuid.

18.7.3 Entry deletion

18.7.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the UnitEventNotificationDisablers tableis deleted.

18.7.3.2 No additional action isrequired.

18.74 Lifecycle

18.7.41 Anentry can be added to the UnitEventNotificationDisablers table:

a) when the framework receives an enableEventNotifications request BIP message from-a master
endpoint (see 16.16.5); and

b) when the framework receives a call to the function BioAPI EnableEventNotifications frgm the
local application (see 16.16.4).

18.7.4.2 Anentry of the UnitEventNotificationDisablers table can be deleted:

a) when the framework receives an enableEventNotifications request\BWP message from a master
endpoint (see 16.16.5);

b) when the framework receives a call to the function BioAP| EnabteEventNotifications frgm the
local application (see 16.16.4); and

when pn entry of the MasterEndpoints tableis deleted (see 18.1.3).

18.8 | TheAttachSessionLocalReferences conceptual table
This gonceptual table shall be present in all BIP endpoints and isdefined in ASN.1 as follows:

AttachSessionLocalReferences ::= SET OF
reference AttachSessionLocalRéference

AttachSessionLocalReference ::= SEQUENCE {

hostingEndpointIRI EndpointIRI,
bspProductUuid BioAPI-UUID,
useBSPAccessUuid BOOLEAN,
originalBSPHandle BioAPI-HANDLE,
localBSPHandle BioAPI-HANDLE

}
18.8.1 General

18.8.1.1 An entry of this.table represents an attach session local reference, that is a reference (established by afcall to
BioAPI_BSPAttach)held by the local application to an attach session of a BSP running in either the local endppint or
adlave endpoint.

18.8.1.2 For aBSP running in the local endpoint, an original BSP handle and a local BSP handle are generated by the
frameyork (see<16.13). For a BSP running in a slave endpoint, an original BSP handle is generated within th%slave

endpaint an reception of abspAttach request BIP message from the framework (see 16.13), and alocal BSP hahdleis
generﬁed by the framework after receiving the corresponding bspAttach response BIP message containing the
origin

hardte(see16:13):

18.8.1.3 Thistable also supports trandlation between local BSP handles and origina BSP handles.

NOTE — This mechanism has been introduced because a BSP handle can only be guaranteed to be unique within the framework
that generates it. If the original BSP handles generated by a slave framework were returned to the local application, collisions
might occur with other original BSP handles generated by other slave frameworks or by the local framework. For a BSP running
in the local endpoint, the framework first generates an original BSP handle without regard of the existing local BSP handles, and
then assigns alocal BSP handle that may be different from the original BSP handle.

18.8.2 Components

18.8.2.1 The component hostingEndpointIRI shall contain the endpoint IRI of the BIP endpoint containing the
registered BSP referenced in the attach session local reference. The BIP endpoint shall be either the local endpoint or a
slave endpoint.
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18.8.2.2 The component bspProductUuid contains the BSP product UUID of the registered BSP.

18.8.2.3 The component useBSPAccessUuid shall indicate whether the local application provided the BSP access
UUID (rather than the BSP product UUID) to identify the registered BSP in the BioAPI BSPAttach call (see 16.13)
that caused the addition of the entry.

18.8.2.4 The component originalBSPHandle shall contain the original BSP handle.
18.8.2.5 The component localBSPHandle shall contain the local BSP handle.

18.8.2.6 There shall not be two entries with the same value of the component localBSPHandle. There shall not be
two entries with the same values of the components hostingEndpointIRI and originalBSPHandle.

18.8.3 Entry deletion

18.8.31 This subclause only applies as explicitly invoked by other clauses of this Recommendation | Interngtional
Standard when an entry of the AttachSessionLocalReferences tableis deleted.

18.8.32 Let hostingendpointlRI be the value of the component hostingEndpointIRI and originalB&PHandlle the
value pf the component originalBSPHandle of the entry being deleted.

18.8.33 For each entry of the GUIEventLocalSubscriptions table (see 18.10) where the component
hostingEndpointIRI has the value hostingEndpointIRI and the component originalBSPHandle is present and has
the vdue originalBSPHandl e, the framework shall perform the following actions (in order):

a) if hostingEndpointiRl is not the loca endpoint IRI, thep~\delete the entry of the
GUIEventLocalSubscriptions table (subclause 18.10.3 applies), skipping the remaining actions;

b) create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams) of | type
UnsubscribeFromGUIEventsCallParams (see 16.23.3),vhere:

1) the optional component guiEventSubscriptionUuid shall be set from the optional component
guiEventSubscriptionUuid of the entry (presence:and value);

2) if the optional component originalBSPHandle ef the entry is absent, then the optional component
bspUuid of unsubscribeFromGUIEventsCallParams shall be set from the component
bspProductUuid of the entry; otherwiseit shall be absent;

3) the optiona component bspHandle shal be set from the optiona component
originalBSPHandle of the entry {presence and value);

4) if the component guiSelectEventHandlerAddress of the entry has a value different fjom O,
then the component guiSelectEventHandlerAddress of
unsubscribeFromGUI EventsCallParams shall be set to an implementation-defined memory address
different from 0, which shall be the same as that used in 16.22.5 b); otherwise, it shall be set t¢ O;

5) if the component-guiStateEventHandlerAddress of the entry has a value different from (), then
the component\.gduiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams
shall be set-to an implementation-defined memory address different from 0, which shall be th¢ same
as that used-in 16.22.5 b); otherwise, it shall be set to 0;

6) if thelcamponent guiProgressEventHandlerAddress of the entry has a value different ffom O,
then the component guiProgressEventHandlerAddress of
unstbscribeFromGUI EventsCallParams shall be set to an implementation-defined memory address
different from O, which shall be the same as that used in 16.22.5 b); otherwise, it shall be sdt to O;
and

7) the components guiSelectEventHandlerContext, guiStateEventHandlerContext, and
guiProgressEventHandlerContext shal be set to 0;

c) make an internal BioAPI function call (see  13.10) to the function
BioAPI UnsubscribeFromGUIEvents (see 16.23), where the parameters of the function call shall
be set by converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.6;

d) deletethe entry of the GUIEventLocalSubscriptions table (subclause 18.10.3 applies).

18.8.3.4 If hostingEndpointIRI is the local endpoint IRI, then, for each entry of the GUIEventRedirectors table
(see 18.12) where the component originalBSPHandle has the value originalBSPHandl e, the framework shall perform
the following actions (in order):

a) create a temporary abstract value (say, unredirectCallParams) of type UnredirectGUIEvents-
RequestParams (see 16.29.2), where al the components shall be set from the components of the entry
with the same names;
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b) make an internal BioAPI function call (see 13.10) to the function BioAPI _UnredirectGUIEvents

(see 16.29), where the parameters of the function cal shall be set by converting
unredirectCallParams as specified in 16.29.5;

c) deletethe entry of the GUIEventRedirectors table (subclause 18.12.3 applies).

1884 Lifecycle

18.8.4.1 Anentry can be added to the AttachSessionLocalReferences table:
— when a framework receives a call to the function BioAPI BSPAttach from the local application

(see 16.13).

18.8.4.2 Anentry of the AttachSessionLocalReferences table can be deleted:

a) when a framewark receives a call to the function BioAP| BSPDefach from the local appli

from

cation

18.9
Thisd

18.9.1

An e
reques

18.9.2

18.9.2
attach

18.9.2
18.9.2
18.9.2

18.9.3
18.9.3

(see 16.14); and
b) when an entry of the RunningBSPLocalReferences tableis deleted (see 18.5.4.2).

The AttachSessionRemoteReferences conceptual table
pnceptual table shall be present in all slave endpoints and is defined in ASN.1 as follows:

AttachSessionRemoteReferences ::= SET OF
reference AttachSessionRemoteReference

AttachSessionRemoteReference ::= SEQUENCE {

referrerEndpointIRlI EndpointIRI,
bspProductUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE
}
General

try of this table represents an attach session remote reference, that is a reference (established by a bsq
bt BIP message) held by a master endpoint to an attach séssion of aBSP running in the local endpoint.

Components

session remote reference. This shall not bethe local endpoint.
.2 The component bspProductUuid shall contain the BSP product UUID of the registered BSP.
.3 The component originalBSPHandle shall contain the attach session handle.

.4 There shall not be two entries with the same value of the component originalBSPHandle.

Entry deletion

Stand

d when an entriof the AttachSessionRemoteReferences tableis deleted.

18.9.32 Let originalBSPHandle be the value of the component originalBSPHandle of the entry being deleted

Load

.1 The component referrerEndpointIRI shall contain the endpoint IRI of the master endpoint that holds the

.1 This subclauseConty applies as explicitly invoked by other clauses of this Recommendation | | nterngtional

18.9.33 FaorSeach entry of the GUIEventRemoteSubscriptions table (see 18.11) where the component
originalBSPHandle is present and has the value originalBSPHandle, the framework shall perform the foll
actions (in order):

owing

168

a) create a temporary abstract value (say, unsubscribeFromGUIEventsCallParams) of
UnsubscribeFromGUIEventsCallParams (see 16.23.3) where:

type

1) the optional component guiEventSubscriptionUuid shall be set from the optional component

guiEventSubscriptionUuid of the entry (presence and value);

2) if the optional component originalBSPHandle of the entry is absent, then the optional component
bspUuid of unsubscribeFromGUIEventsCallParams shall be set from the component

bspProductUuid of the entry; otherwise, it shall be absent;

3) the optiona component bspHandle shal be set from the optiona component

originalBSPHandle of the entry (presence and value);
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if the component guiSelectEventSubscribed of the entry has the value TRUE, then the
component guiSelectEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall
be set to an implementation-defined memory address different from 0, which shall be the same as
that used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiStateEventSubscribed of the entry has the vaue TRUE, then the
component guiStateEventHandlerAddress of unsubscribeFromGUIEventsCallParams shall be
set to an implementation-defined memory address different from O, which shall be the same as that
used in 16.22.5 b); otherwise, it shall be set to 0;

if the component guiProgressEventSubscribed of the entry has the value TRUE, then the
component guiProgressEventHandlerAddress of unsubscribeFromGUIEventsCallParams
shall be set to an implementation-defined memory address different from 0, which shall be the same
asthat used in 16.22.5 b); otherwise, it shall be set to 0; and

18.9.3
hasth

18.9.4

18.9.4

1894

18.10
Thisa

b)

0)

a)

7)

the components guiSelectEventHandlerContext, guiStateEventHandlerContext} and
guiProgressEventHandlerContext shall be set to 0;

make an internal BioAPI function call (see  13.10) to thesr fynction
BioAPI UnsubscribeFromGUIEvents (see 16.23), where the parameters of the(function call shall

be set by converting from unsubscribeFromGUI EventsCallParams as specified in 16.23.6;
delete the entry of the GUIEventRemoteSubscriptions table (subclause 18.11.3 applies);

1 Anentry can be added to the AttachSessionRemoteReferences table:
when aframework receivesabspAttach request BIP message from a master endpoint (see 16.13.p).

2 Anentry of the AttachSessionRemoteReferences table can be deleted:

.4 For each entry of the GUIEventRedirectors table (see 18.12) where the component originalBSPHRndle
b value original BSPHandle, the framework shall perform the following actions (in‘order):

a) create a temporary abstract value (say, unredirectCallParams)™of type UnredirectGUIEents-
RequestParams (see 16.29.2), where al the components shall pe'set from the components of th¢ entry
with the same names;

b) make an internal BioAPI function call (see 13.10) to the‘function BioAP|_UnredirectGUIEyents
(see 16.29), where the parameters of the function cal shal be set by converting| from
unredirectCallParams as specified in 16.29.5;

c) deletetheentry of the GUIEventRedirectors tabte (subclause 18.12.3 applies).

Lifecycle

when a framework receives.a bspDetach request BIP message from a master endpoint (see 16{14.2);

and

b) when an entry of the RUnningBSPRemoteReferences tableis deleted (see 18.6.4.2).

The GUIEvenilocalSubscriptions conceptual table
pnceptua table-shall be present in all BIP endpoints and is defined in ASN.1 asfollows:
GUIEventfocalSubscriptions ::= SET OF

GUIEventLocalSubscription ::= SEQUENCE {

subscription GUIEventLocalSubscription

guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
hr\cfingEndpninlel EnﬂpninHDI’
bspProductUuid BioAPI-UUID,
useBSPAccessUuid BOOLEAN,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventHandlerAddress MemoryAddress,
guiSelectEventHandlerContext MemoryAddress,
guiStateEventHandlerAddress MemoryAddress,
guiStateEventHandlerContext MemoryAddress,
guiProgressEventHandlerAddress MemoryAddress,
guiProgressEventHandlerContext MemoryAddress
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18.10.1 General

18.10.1.1 An entry of this table represents a GUI event local subscription, that is an obligation for the framework to
make GUI event notification callbacks to the local application on certain incoming GUI event notifications (either a
GUI event natification callback from a BSP or a GUI event notification BIP message from a slave endpoint) and
incoming requests (either a GUI event notification request call from the local application or a GUI event notification
request BIP message from a master endpoint).

18.10.1.2 An incoming call to BioAPI_SubscribeToGUIEvents can create a new GUI event local subscription
entry even if the parameters of the cal are the same as those of a previous incoming cal to
BioAPI_SubscribeToGUIEvents. An incoming cal to BioAPl UnsubscribeFromGUIEvents whose
parameters match an existing GUI event local subscription entry can delete that entry. In case of multiple matches, any
one of the matching entries can be deleted.

18.10 Components

18.102.1 The optional component guiEventSubscriptionUuid, if present, shall contain the GUI event\subscfiption
UUID,. The absence of this component signifies a primary GUI event subscription.

18.102.2 The component hostingEndpointIRI shall contain the endpoint IRl of a BIP endpoint’(either the local
endpojnt or a slave endpoint), and indicates that the subscription is limited to GUI events relategt0’BSPs running fin that
BIP epdpoint.

18.10f2.3 The component bspProductUuid shall contain a BSP product UUID, and indieates that the subscrigtion is
limitefl to GUI events related to the BSP with that BSP product UUID.

18.102.4 The component useBSPAccessUuid shall indicate whether the local application provided the BSP access
UUID| (rather than the BSP product UUID) to identify the BSP in the BiQAPI SubscribeToGUIEvents call
(see 1p.22) that caused the addition of the entry.
NQTE — A subsequent BioAPI_UnsubscribeFromGUIEvents cal (see46.23) has to provide the same UUID (either the BSP
acgess UUID or the BSP product UUID) in order to match this GUI eventloca subscription. In addition, GUI event notification
caljbacks generated using this GUI event local subscription will pass thelsame UUID as input to the GUI event handlers of the
lodal application.

1%

18.102.5 The optional component originalBSPHandle, if present, shall contain an origina BSP handlg, and
indicges that the subscription is limited to GUI event potifications carrying that BSP handle. The absence ¢f this
component indicates that the subscription is not limited.to-0ne particular attach session.

18.102.6 The component guiSelectEventHandlerAddress shall contain the callback address of a GUI |select
event [handler of the local application. The valtie 0 indicates that GUI select events are not to be notified to the
subsciiber.

18.102.7 The component guiSelectEventHandlerContext shall contain the context address to be passed as$ input
to the(GUI select event handler.

18.10f2.8 The component guiStateEventHandlerAddress shall contain the callback address of a GUI statq event
handlgr of the local applicatien. The value O indicates that GUI state events are not to be notified to the subscriber|

18.102.9 The componeft-guiStateEventHandlerContext shall contain the context address to be passed as ifput to
the GUI state event handler.

18.102.10  The'\component guiProgressEventHandlerAddress shall contain the callback address of A GUI
progress event handler of the local application. The value 0 indicates that GUI progress events are not to be notified to
the subscriber. At least one of the components guiSelectEventHandlerAddress,
guiStateEventHandlerAddress, and guiProgressEventHandlerAddress shall have avalue different from O.

18.10.Z7TT  The component guiProgressEventHandlerContext shall contain the context address To be passed as
input to the GUI progress event handler.

18.10.2.12  There may be multiple entries with the same values of one or more (or even al) of their components.

18.10.3 Entry deletion

18.10.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | | nternational
Standard when an entry of the GUIEventLocalSubscriptions tableis deleted.

18.10.3.2 No additional action isrequired.
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18.104 Lifecycle

18.10.4.1 An entry can be added to the GUIEventLocalSubscriptions table:

— when a framework receives a call to the function BioAPI SubscribeToGUIEvents from the loca
application (see 16.22).

18.10.4.2 Anentry of the GUIEventLocalSubscriptions table can be deleted:

a) when aframework receives a call to the function BioAPI UnsubscribeFromGUIEvents from the
local application (see 16.23);

b) when an entry of the VisibleBSPRegistrations tableis deleted (see 18.3.4.2); and
¢) when an entry of the AttachSessionLocalReferences tableis deleted (see 18.8.4.2).

1811 The GUIEventRemoteSubscriptions conceptual table
This gonceptual table shall be present in al slave endpoints and is defined in ASN.1 asfollows:

GUIEventRemoteSubscriptions ::= SET OF
subscription GUIEventRemoteSubscription

GUIEventRemoteSubscription ::= SEQUENCE {

subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID OPTIONAL,
bspProductUuid BioAPI-UUID,
originalBSPHandle BioAPI-HANDLE OPTIONAL,
guiSelectEventSubscribed BOOLEAN,
guiStateEventSubscribed BOOLEAN,
guiProgressEventSubscribed BOOLEAN

}
18.111 General

18.11{1.1 An entry of this table represents a GUI event remote subscription, that is an obligation for the framework to
send GUI event notification BIP messages to a master endpoint on certain incoming GUI event notifications (g GUI
event |notification callback from a BSP) and incoming requests (either a GUI event notification request call frgm the
local application or a GUI event notification request Bl R1éssage from a master endpoint).

18.11{1.2 An incoming subscribeToGUIEventS) request BIP message can create a new GUI event femote
subscifiption entry even if the parameter valuelof the BIP message is the same as that of a previous ingoming
subsgribeToGUIEvents request BIP message’ An incoming unsubscribeFromGUIEvents request BIP message
whosg components match an existing GUI event remote subscription entry can delete that entry. In case of multiple
matches, any one of the matching entries.can be deleted.

18.11p Components

18.11P.1 The component subscriberEndpointIRI shall contain the endpoint IRI of the master endpoint that has
subsciiibed to GUI events,

18.112.2 The optional component guiEventSubscriptionUuid, if present, shall contain the GUI event subscfiption
UUID,. The absence of this component signifies a primary GUI event subscription.

18.112.3 The-component bspProductUuid shall contain a BSP product UUID, and indicates that the subscrigtion is
limitefl to GU events related to the BSP with that BSP product UUID.

18.11p@& The optlonal component ongmalBSPHandIe if praent shall contaln an orlglnal BSP handlg¢, and
indicat i
absence of thIS component |nd|cates that the subscn ption is not limited to a partlcular attach session. This component
shall only be present if the optional component guiEventSubscriptionUuid is absent.

18.11.2.5 The component guiSelectEventSubscribed indicates whether GUI select events are to be notified to the
subscriber.

18.11.2.6 The component guiStateEventSubscribed indicates whether GUI state events are to be notified to the
subscriber.

18.11.2.7 The component guiProgressEventSubscribed shal indicate whether GUI progress events are to be
notified to the subscriber. At least one of the components guiSelectEventSubscribed,
guiStateEventSubscribed, and guiProgressEventSubscribed shall have the value TRUE.
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18.11.2.8 There may be multiple entries with the same values of one or more (or even all) of their components.

18.11.3 Entry deletion

18.11.3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard when an entry of the GUIEventRemoteSubscriptions tableis deleted.

18.11.3.2 No additional action is required.

18.11.4 Lifecycle

16.11.4.1 An entry can be added to the GUIEventRemoteSubscriptions table:

— when a framework receives a subscribeToGUIEvents request BIP message from a master endpoint
(see 16.22.2).

18.114.2 An entry of the GUIEventRemoteSubscriptions table can be deleted:

a) when a framework receives an unsubscribeFromGUIEvents request BIP message fram a master
endpoint (see 16.23.2);

b) when an entry of the MasterEndpoints tableis deleted (see 18.1.4.2);
¢) when an entry of the VisibleBSPRegistrations tableis deleted (see 18.3.4.2);(@nd
d) when an entry of the AttachSessionRemoteReferences tableis deleted (see 18.9.4.2).

18.121 The GUIEventRedirectors conceptual table
This gonceptual table shall be present in all BIP endpoints and is defined in ASN-Ias follows:

GUIEventRedirectors ::= SET OF
redirector GUIEventRedirector

GUIEventRedirector ::= SEQUENCE {

referrerEndpointIRI EndpointIRI,
bspProductUuid BigAPI-UUID,
originalBSPHandle BioAPI-HANDLE,
subscriberEndpointIRI EndpointIRI,
guiEventSubscriptionUuid BioAPI-UUID,
guiSelectEventRedirected BOOLEAN,
guiStateEventRedirected BOOLEAN,
guiProgressEventRedjrected BOOLEAN

}
18.121 General

18.12{1.1 An entry of this table represents a GUI event redirector, that is an obligation for the framework to grocess
GUI e¢vent notification callbacks\received from a BSP running in the local endpoint (for a given attach sessipn) as
though they were incoming GUI event notification requests with certain parameters.

18.1211.2 Anincoming ¢alf*to BioAP| RedirectGUIEvents can create a new GUI event redirector entry even if the
parameters of the call.@re the same as those of a previous call to BioAP| RedirectGUIEvents. Anincoming [call to
BioAPI UnredirectGUIEvents whose components match an existing GUI event redirector entry can deleje that
entry.[In case ofamultiple matches, any one of the matching entries can be del eted.

18.12J1.3 An.incoming redirectGUIEvents request BIP message can create a new GUI event redirector entry

the peameter value of the BIP message is the same as that of a previous incoming redirectGUIEvents request BIP
messg e whose components match an existing GUI| event

redi rector entry can delete that entry. In case of multiple matches, any one of the matching entries can be deleted.

18.12.2 Components

18.12.2.1 The component referrerEndpointIRI shall contain the endpoint IRI of the BIP endpoint that holds a
reference (either an attach session local reference or an attach session remote reference) to the attach session in the GUI
event redirector. This shall be either amaster endpoint or the local endpoint.

18.12.2.2 The component bspProductUuid shall contain the BSP product UUID of the BSP in the GUI event
redirector.

18.12.2.3 The component originalBSPHandle shall contain an origina BSP handle, and indicates that the GUI
event redirector islimited to GUI events related to the attach session identified by that BSP handle.
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18.12.2.4 The component subscriberEndpointIRI shall contain the endpoint IRl of the BIP endpoint that is to
receive the redirected GUI event notifications. This shall be either a master endpoint or the local endpoint.

18.12.2.5 The component guiEventSubscriptionUuid shall contain the GUI event subscription UUID to be
assigned to the component guiEventSubscriptionUuid of the redirected GUI event notifications.

18.12.2.6 The component guiSelectEventRedirected shall indicate whether GUI select events are to be redirected
to the subscriber.

18.12.2.7 The component guiStateEventRedirected shall indicate whether GUI state events are to be redirected to
the subscriber.

18.12.2.8 The component guiProgressEventRedirected shall indicate whether GUI progress events are to be
redirected to the subscriber. At least one of the components guiSelectEventRedirected,
guiState i i i ; : v vare—TR

18.122.9 There may be multiple entries with the same values of one or more (or even all) of their components

18.12)3 Entry deletion

18.12)3.1 This subclause only applies as explicitly invoked by other clauses of this Recommendation | | nterngtional
Standard when an entry of the GUIEventRedirectors tableis deleted.

18.12)3.2 No additional action is required.

18.124 Lifecycle

18.12}4.1 An entry can be added to the GUIEventRedirectors table:

a) when a framework receives a call to the function BioAP) RedirectGUIEvents from thg local
application (see 16.28); and

b) when a framework receives a redirectGUIEventsreguest BIP message from a master endpoint
(see 16.28.2).

18.1244.2 An entry of the GUIEventRedirectors table can be deléted:

a) when a framework receives a call to the function BioAPI_UnredirectGUIEvents from the local
application (see 16.29);

b) when a framework receives an unredirectGUIEvents request BIP message from a master endpoint
(see 16.29.2);

¢) when an entry of the MasterEndpoints tableis deleted (see 18.1.4.2);
d) when an entry of the AttachSessionLocalReferences tableis deleted (see 18.8.4.2); and
e) when an entry of the AftachSessionRemoteReferences tableis deleted (see 18.9.4.2).

18.13 TheApplication@wnedMemoryBlocks conceptual table
This gonceptual table shaltbepresent in al BIP endpoints and is defined in ASN.1 as follows:

Application®wnedMemoryBlocks ::= SET OF
memoryBlock ApplicationOwnedMemoryBlock

ApplieationOwnedMemoryBlock ::= SEQUENCE {
address MemoryAddress
}

18.13.T General

18.13.1.1 An entry of this table represents a memory block allocated by the framework but owned by the local
application.

18.13.1.2 Thistable keeps track of memory allocations done by the framework so that the memory blocks can be freed
on either an incoming call to BioAP| Free (see 16.58) or an incoming call to BioAP|_Terminate (see 16.3) from the
local application.

18.13.2 Components
18.13.2.1 The component address shall contain the address of the memory block represented by the entry.

18.13.2.2 There shall not be two or more entries with the same value of the component address.
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Lifecycle

18.13.3.1 An entry can be added to the ApplicationOwnedMemoryBlocks table:

a) when an alocated variable or array is created while processing an incoming BioAPI function call from
the local application (see 13.13).

18.13.3.2 Anentry of the ApplicationOwnedMemoryBlocks table can be deleted:

a) when a framework receives a call to the function BioAPI_Terminate from the local application
(see 16.3); and

b) when aframework receives a cal to the function BioAPI_Free from the local application (see 16.58).

19

19.1
Standgrd.

19.2
19.3

194

20

20.1
Standgrd.

of an ASN.1 type.

20.2
20.3

Convertmybetweena € pomter varrabteandacorrespondmg ASN-Tcomponent{1)
This clause only applies as explicitly invoked by other clauses of this Recommendation |dnterngtional
It specifies conversion either:

a) between a C pointer variable that is a member of alarger structure and a component(of-the ASN L type
corresponding to the C type of that structure; or

b) between aC pointer variable that is an input parameter of afunction and a component of an ASN.1{type.
Call Type the type of the pointed-to variable as specified in the definition of the.Cpointer variable.

Conversion from the C pointer variable to the ASN.1 component shall be dene‘as follows:

a) if the C pointer variable has the value NULL and the ASN.1 component is OPTIONAL, then the ASN.1
component shall be absent;

b) if the C pointer variable has the value NULL and the ASN:1 component is not OPTIONAL, ther| the C
value is unconvertible and clause 33 applies;

¢) if the C pointer variable has a value different from UL L, then the variable of type Type pointed to by
the C pointer variable shall be converted to the ASN.1 component as specified in the subclause that is
referenced in the invocation of this clause.

Conversion from the ASN.1 component to the.Gpointer variable shall be done as follows:

a) if the ASN.1 component is OPTIONAL and absent, then the C pointer variable shall be set to NULJL ;

b) if the ASN.1 component is present, then the C pointer variable shall be set to the address of a|newly
alocated variable of type Type, and the ASN.1 component shall be converted to that variable as specified
in the subclause that is referenced in the invocation of this clause.

Converting between a'C pointer variable and a corresponding ASN.1 component (2)

This clause only ,applies as explicitly invoked by other clauses of this Recommendation | Interngtional
It specifies conyérsion between a C pointer variable that is an output parameter of afunction and a component

Call Typethetype of the pointed-to variable as specified in the definition of the C pointer variable.

Conversion from the C pointer variable to the ASN.1 component shall be done as follows:

a) \('if the C pointer variable has the value NUL L, then the ASN.1 component shall be absent;
NOTE - This case can only occur when the ASN.1 component is OPTIONAL.

204

174

b) if the C pointer variable has a value different from NULL, then the ASN.1 component shall be present
and the variable of type Type pointed to by the C pointer variable shall be converted to that component as
specified in the subclause that is referenced in the invocation of this clause.

Conversion from the ASN.1 component to the C pointer variable shall be done as follows:

a) if the C pointer variable has the value NUL L, then no action shall be performed,;

NOTE 1 —If the ASN.1 component is present, then it will be ignored (this situation never arises with a response
or acknowledgement BIP message received from a conforming BIP endpoint).

b) if the ASN.1 component is OPTIONAL and absent, then no action shall be performed;

NOTE 2 —If the C pointer variable has a value different from NULL, then the variable of type Type pointed to
by the C pointer variable will retain its current value (this situation never arises with a response or
acknowledgement BIP message received from a conforming BIP endpoint).
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¢) if the C pointer variable has a value different from NULL and the ASN.1 component is present, then the
ASN.1 component shall be converted to the variable of type Type pointed to by the C pointer variable as

specified in the subclause that is referenced in the invocation of this clause.

Converting between a C pointer variable and a corresponding ASN.1 component (3)

This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard. It specifies conversion between a C pointer variable that is an output parameter of afunction and a component
of an ASN.1 type.
NOTE — The corresponding ASN.1 component is always of type BOOLEAN and indicates whether the C pointer variable has
the value NULL. All such boolean ASN.1 components have a name beginning with "no-", to convey the idea that the
corresponding output parameter is not being requested.

21.2

21.3
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be set
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C pointer variable will be ignored.

214

comp
shall
asthe
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Stand
Nno col

222
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22.3

set to

Sizeo
N(

pointer, and the pointer will be initialized to NULL.

23
231

Call Type the type of the pointed-to variable as specified in the definition of the C pointer variable.

e has the value NUL L, then the ASN.1 component shall be set to TRUE. Otherwise, the ASN. X eomponer]
to FALSE.

TE — If the C pointer variable has a value different from NULL, then the value of the variable of typeType pointed tg

Conversion from the ASN.1 component to the C pointer variable shall be dore as follows: If the
nent has the value TRUE, then the C pointer variable shall be set to NULL. Otherwise, the C pointer v.
e set to the address of a newly allocated variable of type Type, and the underlying memory block (as many
size of the variable) shall be filled with zeros.

Initializing and checking a C pointer variable having no corresponding ASN.1
component

d. It specifiesinitialization and checking of a C pointervariable that is an output parameter of afunction a
responding component in a given ASN.1 type.

med: If the C pointer variable has the value N1, then the C value is unconvertible and clause 33 applies.

When converting from an ASN.1 type-to the parameters of a BioAPI function, the C pointer variable g
the address of a newly alocated variable of type Type, and the underlying memory block (as many bytes
the variable) shall be filled with zeros.

TE — In some cases, the allocated variable is a pointer. In those cases, the underlying memory block will have the si

Determining-ahosting endpoint and a BSP product UUID from a BSP UUID

Conversion from the C pointer variable to the ASN.1 component shall be done as follows: 1fthe C pointer

t shall

by the

\SN.1
briable
bytes

This clause only applies as explicitly invoked by -other clauses of this Recommendation | Interngtional

nd has

When converting from the parameters of a BioAPI function to an ASN.1 type, the following check siall be

nall be
as the

ze of a

This clause*enly applies as explicitly invoked by other clauses of this Recommendation | Intern:

ional

Standard in order.to determine the hosting endpoint of the BSP for an incoming call to a BioAPI function thaf has a

param
23.2

eter BSPUVId of typeconst BioAPI_UUID*, aswell asthe BSP product UUID.

Ahe framework shall perform the following actions (in order):

a) convert the parameter BSPUuid to a newly created temporary abstract value (say, bspUuid)

BioAPI-UUID as specified in clause 19 in conjunction with 15.58;

f type

b) search the VisibleBSPRegistrations table (see 18.3) for up to two entries where either the component

bspAccessUuid or the component bspProductUuid of the entry has the value bspUuid,;
c) if thereisno matching entry, then conclude that the hosting endpoint cannot be determined;

NOTE 1 —The UUID provided by the local application is unknown, as it is neither a BSP product UUID nor a

BSP access UUID.
d) if there is exactly one matching entry, then conclude that the hosting endpoint is the BIP en

dpoint

identified by the component hostingEndpointIRI of that entry, and the BSP product UUID is the value

of the component bspProductUuid of that entry;
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e) if therearetwo or more matching entries, then conclude that the hosting endpoint cannot be determined.

NOTE 2 — This can only happen if the UUID provided by the local application is a BSP product UUID and the
identified BSP isloadable or running in multiple hosting endpoints. The local application should have provided a
BSP access UUID in the function call.

24 Deter mining a hosting endpoint and an original BSP handle from alocal BSP handle

241 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to determine the hosting endpoint of the BSP for an incoming call to a BioAPI function that has a
parameter BSPHandle of type BioAPI_HANDLE (or const BioAPI_HANDLE?"), as well as the original BSP
handle.

24 2 Thaframanark chall narfarm tha fallawina aotianc (10 ardar):
. T ey Y OO e P e o tHC T ooy rmigictr orS (- oracry-

a) convert the parameter BSPHandle to a newly created temporary abstract value (say, localBSPHgndle)
of type BioAPI-HANDLE as specified in 15.42 (or as specified in clause 19 in conjunctien.with [15.42,
if the type of the parameter isconst BioAPI HANDLE?);

b) search the AttachSessionLocalReferences table (see 18.8) for an entry where the component
localBSPHandle has the value localBSPHandlg;

NOTE 1 — There can be at most one matching entry (see 16.13).

¢) if thereisno matching entry, then conclude that the hosting endpoint cannete determined;
NOTE 2 — The BSP handle provided by the local application is unknown.

d) if there is one matching entry (say, localReference), then conclude-that the hosting endpoint |s that
identified by the value of the component hostingEndpointlIRI oflocal Reference, and the origingdd BSP
handle is the value of the component originalBSPHandle ofdocal Reference.

25 Converting BSP UUIDs

251 This clause only applies as explicitly invoked by(oether clauses of this Recommendation | Interngtional
Standgrd in order to convert between a C function parameter, of type const BioAPI_UUID* (containing either p BSP
produgt UUID or a BSP access UUID) and an ASN.1.component of type BioAPI-UUID (containing a BSP product
uuID).

25.2 Conversion from the C parameter to the ASN.1 component shall be done by setting the ASN.1 abstract value
to the|BSP product UUID determined as specifiéd in clause 23.

25.3 Conversion from the ASN.1 component to the C parameter shall be done as specified in 15.58.

26 Converting BSP handles

26.1 This clause only applies as explicitly invoked by other clauses of this Recommendation | Interngtional
Standard in order to convert between a C function parameter of type BioAPI HANDLE (containing a locgd BSP
handl¢) and an ASN.1 eomponent of type BioAPI-HANDLE (containing an original BSP handle).

26.2 Convesianfrom the C parameter to the ASN.1 component shall be done by setting the ASN.1 abstrac{ value
to theforiginal BSP handle determined as specified in clause 24.

26.3 Conversion from the ASN.1 component to the C parameter shall be done as specified in 15.42.

27 Processing an incoming function call by exchanging a request/response Bl P message
pair with a slave endpoint

271 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to process an incoming function call by sending a request BIP message to a slave endpoint and
receiving the corresponding response BIP message from it.

176 ITU-T Rec. X.1083 (11/2007)


https://standardsiso.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

27.2

28
281

Standard in order to process an incoming request BIP message from a given master endpoint by making an i
BioAH

28.2

29

29.1
Stand
subsc

or bot|
29.2

| SO/IEC 24708:20

The framework shall perform the following actions (in order):

08 (E)

a) create a temporary abstract value (say, outgoingRequestParams) of a request BIP message parameter
ASN.1 type (which is specified in the invocation of this clause) by converting from the parameters of the

function call using the subclause specified in the invocation of this clause;

b) create and send arequest BIP message (see 13.2) of the BIP message type specified in the invocation of
this clause, with the slave endpoint IRI set to the endpoint IRI of the slave endpoint and the parameter

value set to outgoingRequestParams;
c) receive acorresponding response BIP message (see 13.6);

d) if the return value of the response BIP message is not 0, then return that value to the local application,

and skip the remaining actions;

e) set the output parameters of the function call by converting from the parameter value of the response BIP

message using the subclause specified in the invocation of this clause;
f)  returnthevalue O to the local application.

Processing an incoming request BIP message via an internal BioAPI function call

This clause only applies as explicitly invoked by other clauses of this Recommendation | Intern

Pl function call (see 13.10), and then send a corresponding response BIP message.

The framework shall perform the following actions (in order):

ional
ternal

a) make an internal BioAPI function call (see 13.10) to the BioAPlfunction specified in the invocalion of

this clause, where the parameters of the function call shall<be set by converting from a regque
message parameter ASN.1 type using the subclause specified in the invocation of this clause;

b) if the return value of the interna call is not O, then.create and send a corresponding respons
message (see 13.3) with the return value set to that value, skipping the remaining actions;

C) create atemporary abstract value (say, incomingResponseParams) of a response BIP message par
ASN.1 type (specified in the invocation of this clause) by converting from the output parameters
internal call using the subclause specified inithe invocation of this clause;

d) create and send a corresponding response BIP message (see 13.3) with the parameter value
incomingResponseParams and the return value set to 0.

Notifying a unit event to zero or more subscribers

This clause only applies as: explicitly invoked by other clauses of this Recommendation | Intern:
d in order to notify a unit event based on a vaue (say, eventinfo) of type UnitEventinfo to zero o
ibers, which may be:

a) zero or maréunit event handlers of the local application; or
b) zero or more master endpoints,

Theframework shall perform the following actions (in order):
&) \ search the UnitEventNotificationDisablers table (see 18.7) for an entry where:

st BIP

e BIP

bmeter
of the

set to

ional
more

1) the component referrerEndpointlRI is set to the local endpoint [RI;

2) the component bspProductUuid has the same value as the component bspProductUuid of

eventlnfo; and

3) the component unitEventTypes has a value indicating that the type of event notificat
eventInfo is disabled;

b) if thereisamatching entry, then skip the remaining actions (continue with the next subclause);
¢) searchthe RunningBSPLocalReferences table (see 18.5) for all entries where:

ion of

1) the components hostingEndpointIRl and bspProductUuid have the same values as the

components of eventlnfo with the same names; and
2) thecomponent unitEventHandlerAddress hasavalue different from O;
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d)

for each matching entry (say, localSubscription), in any order do the following: Create a temporary
abstract value (say, outgoingCallbackParams) of type UnitEventHandlerCallbackParams
(see 17.1.4) where:

1)

2)

the components unitEventHandlerAddress and unitEventHandlerContext shall be set from
the components of |ocal Subscription with the same names;

if the component useBSPAccessUuid of localSQubscription has the value FALSE, then the
component bspUuid of outgoingCallbackParams shall be set from the component
bspProductUuid of eventlnfo; otherwise, it shall be set from the component bspAccessUuid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the components
bspProductUuid and hostingEndpointIRI of the entry have the same values as the components
of eventlnfo with the same names; and

and make a call to a callback function BioAPI_ EVENT HANDLER of the local application, where the, 'edlIback
addregs and the parameters of the function call shall be set by converting from outgoingCallbackParams-as specified
in 17.1.8. Ignore the value returned by each of these calls, but wait for each call to return before makingithe'next gall.

29.3 If the component hostingEndpointIRI of eventinfo contains the local endpoint IRI,“then, for each entry
(say, lfh?erEndpoint) of the MasterEndpoints table (see 18.1), the framework shall perform'the following actions
er):

(inor
a)

b)

d)

€)

f)

search the UnitEventNotificationDisablers table (see 18.7) for an entry.Where:

1)
2)

3

the component referrerEndpointIRI has the same value as the component masterEndpafintIRI
of master Endpoint;

the component bspProductUuid has the same vaue, as-the component bspProductUdiid of
eventInfo; and

the component unitEventTypes has a value indicating that the type of event notificatjon of
eventInfo is disabled;

if there is a matching entry, then skip the remaining actions (continue with the next entry pf the

MasterEndpoints table);
search the RunningBSPRemoteReferepces table (see 18.6) for an entry where:

1)
2)

3

the component referrerEndpointtRI has the same value as the component masterEndpojintIRI
of master Endpoint;

the component bspProductUuid has the same value as the component bspProductUdiid of
eventInfo; and

the component unitEventSubscription has the value TRUE;

if there is no matching entry, then skip the remaining actions (continue with the next entry |of the

MasterEndpoints teble);

create a temporary abstract value (say, outgoingNotificationParams) of type UnitHvent-
NotificationParams (see 17.1.3), where al the components shall be set from the compongnts of

eventl nfewith the same names;

creaté@nd send a unitEvent notification BIP message (see 13.4 and 17.1.3) with the master endpoint
IRKNSet from the component masterEndpointIRI of masterEndpoint and the parameter value|set to

outgoingNotificationParams.

NOTE — At most one notification BIP message is sent to each master endpoint even if there are multiple
matching entriesin the RunningBSPRemoteReferences table for the same master endpoint.

30 Notifying a GUI select event to a subscriber

30.1 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to notify a GUI select event based on a value (say, eventinfo) of type GUISelectEventinfo to a
subscriber, which may be either:

aGUI select event handler of the local application; or
amaster endpoint,

a)
b)

and to determine the acknowledgement parameter value (incomingAcknowledgmentParams) and the acknowledgement
return value resulting from the naotification.
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30.2 If, by applying the following subclauses, the framework determines that there is no subscriber, then it shall
create:

a) a temporary abstract value incomingAcknowledgementParams of type GUISelectEvent-
AcknowledgementParams (see 17.2.3) where the component selectedinstances is set from the
component selectablelnstances of eventlnfo and the component response is set to default; and

b) atemporary abstract value incomingReturnValue of type BioAPI-RETURN (see 15.52) set to 0.

30.3 If the component subscriberEndpointIRI of eventinfo contains the local endpoint IRI, then the framework
shall perform the following actions (in order):

a) search the GUIEventLocalSubscriptions table (see 18.10) for an entry (say, localSubscription)
where;

1) the components hostingEndpointIRl and bspProductUnid have the same values as the
components of eventlnfo with the same names,

2) the optional component guiEventSubscriptionUuid has the same presence and. Value jas the
optional component guiEventSubscriptionUuid of eventlnfo;

3) if the optiona component originalBSPHandle is present, then the eptional component
originalBSPHandle of eventinfo is also present and the two components'have the same|value;
and

4) the component guiSelectEventHandlerAddress has avalue different from O;

b) if there is no matching entry, then conclude that there is no subscriber (sge 30.2) and skip the remaining
actions,

NOTE — Here is a most one matching entry.

C) create atemporary abstract value (say, outgoingCallbackParamms) of type
GUISelectEventHandlerCallbackParams (see 17.2.4),where:

1) the components guiSelectEventHandlerAddress and guiSelectEventHandlerContexjt shall
be set from the components of |ocal Subscriptionwith the same names,

2) if the component useBSPAccessUuidof-localSubscription has the value FALSE, then the
component bspUuid of outgoingCallbackParams shall be set from the component
bspProductUuid of eventlnfo; otherwise, it shall be set from the component bspAccessULid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the comppnents
bspProductUuid and hostingEndpointIRI of the entry have the same values as the comppnents
of eventInfo with the same names;

3) if the optional component originalBSPHandle of eventinfo is absent, then the optional component
bspHandle of outgoingCallbackParams shall also be absent; otherwise, it shall be set frgm the
component localBSPHandle of the entry of the AttachSessionLocalReferences| table
(see 18.8) wheré the components originalBSPHandle and hostingEndpointIRI of thg entry
have the same.val ues as the components of eventInfo with the same names; and

4) the remaining components shall be set from the components of eventInfo with the same nameg

d) make a_call*to a calback function BioAPI GUI SELECT EVENT HANDLER of thel loca
application, where the callback address and the parameters of the function call shall be set by conyerting
from.outgoingCallbackParams as specified in 17.2.10;

€) create a temporary abstract value (say, incomingAcknowledgementParams) of type GUISelectHvent-
AcknowledgementParams (see 17.2.3) by converting from the output parameters of the functipn call
as specified in 17.2.12;

create-a-temporan-abstrast-val y-—HcormingRetu-nValue)-of tyg 62) by
converting from the return value of the function call as specified in 15.1.5.
304 If the component subscriberEndpointIRI of eventinfo contains a master endpoint IRI, then the framework
shall perform the following actions (in order):

a) searchthe GUIEventRemoteSubscriptions table (see 18.11) for an entry where:

1) the components subscriberEndpointIRI and bspProductUuid have the same values as the
components of eventlnfo with the same names;

2) the optional component guiEventSubscriptionUuid has the same presence and value as the
optional component guiEventSubscriptionUuid of eventlnfo;
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3) the optional component originalBSPHandle has the same presence and value as the optional

component originalBSPHandle of eventlnfo; and
4) the component guiSelectEventSubscribed hasthe value TRUE;

b) if there is no such entry, then conclude that there is no subscriber (see 30.2) and skip the remaining

actions;

Cc) create a temporary abstract value (say, outgoingNotificationParams) of type GUISelectEvent-
NotificationParams (see 17.2.3), where al the components shall be set from the components of

eventl nfo with the same names;

d) create and send a guiSelectEvent notification BIP message (see 13.4 and 17.2.3) with the master
endpoint IRl set from the component subscriberEndpointlIRI of eventinfo and the parameter value set

to outgoingNotificationParams;

31

311
Stand
subsci

and to
return

31.2
create]

313

e) receiveacorresponding guiSelectEvent acknowledgement BIP message (see 13.7);

f) let incomingAcknowledgementParams be the parameter value (of type GUISelectH
AcknowledgementParams —see 17.2.3) of the guiSelectEvent acknowledgement BIR,messa

g) let incomingReturnValue be the return value (of type BioAPI-RETURN - ,see-15.52)
acknowledgement BIP message.

Notifying a GUI state event to a subscriber

vent-
g€,
pf the

This clause only applies as explicitly invoked by other clauses of this Recommendation | Interngtional

d in order to notify a GUI state event based on a value (say, eventinfo) of type GUIStateEventinf
iber, which may be either:

a) aGUI state event handler of the local application; or
b) amaster endpoint,

determine the acknowledgement parameter value (incomingAcknowl edgementParams) and the acknowledg
value resulting from the notification.

b to a

ement

If, by applying the following subclauses, the frameéwork determines that there is no subscriber, then it shall

a) a temporary abstract value incomingAcknowledgementParams of type GUIStateE
AcknowledgementParams (seg-17.3.3) where the component enrollSamplelndexToReca
is set to 0 and the component respense is set to default; and

b) atemporary abstract value incomingReturnValue of type BioAPI-RETURN (see 15.52) set to 0.

If the component subscribetEndpointIRI of eventinfo contains the local endpoint IRI, then the fram

shall gerform the following actions (in’order):

a) search the GUIEventLocalSubscriptions table (see 18.10) for an entry (say, local Subscr
where:

1) theecomponents hostingEndpointIRl and bspProductUuid have the same values
eomponents of eventlnfo with the same names,

2)\ the optional component guiEventSubscriptionUuid has the same presence and value
optional component guiEventSubscriptionUuid of eventinfo;

vent-
pture

ework
ption)
bs the

as the

3) if the optiona component originalBSPHandle is present, then the optional comronent

originalBSPHandle of eventlnfo is also present and the two components have the same

value;

180

and
4) the component guiStateEventHandlerAddress hasavalue different from 0;

b) if there is no matching entry, then conclude that there is no subscriber (see 30.2) and skip the remaining

actions;
NOTE — Thereis at most one matching entry.

C) create a temporary abstract  value  (say, outgoingCallbackParams) of
GUIStateEventHandlerCallbackParams (see 17.3.4) where:

type

1) the components guiStateEventHandlerAddress and guiStateEventHandlerContext shall

be set from the components of local Qubscription with the same names,
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2) if the component useBSPAccessUuid of localSubscription has the value FALSE, then the
component bspUuid of outgoingCallbackParams shall be set from the component
bspProductUuid of eventlnfo; otherwise, it shall be set from the component bspAccessUuid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the components
bspProductUuid and hostingEndpointIRI of the entry have the same values as the components
of eventlnfo with the same names,

3) if the optional component originalBSPHandle of eventinfo is absent, then the optional component
bspHandle of outgoingCallbackParams shall also be absent; otherwise, it shall be set from the
component localBSPHandle of the entry of the AttachSessionLocalReferences table (see
18.8) where the components originalBSPHandle and hostingEndpointIRI of the entry have the
same values as the components of eventlnfo with the same names; and

4) the remaining components shall be set from the components of eventinfo with the same names;

d) makeacadl toacallback function BioAPI GUI STATE EVENT HANDLER of thelocal appligation,
where the callback address and the parameters of the function call shall be set by converting from
outgoingCallbackParams as specified in 17.3.10;

€) create a temporary abstract value (say, incomingAcknowledgementParams) of type(GUIStateHvent-
AcknowledgementParams (see 17.3.3) by converting from the output parameters.of the functipn call
as specified in 17.3.12;

f)  create atemporary abstract value (say, incomingReturnValue) of type BioAPI-RETURN (see 15.52) by
converting from the return value of the function call as specified in 15.1.5;

314 If the component subscriberEndpointIRI of eventlnfo contains a mastérendpoint IRI, then the framework
shall perform the following actions (in order):

a) searchthe GUIEventRemoteSubscriptions table (see 18.11) for an entry where:

1) the components subscriberEndpointIRI and bspProductUuid have the same values jas the
components of eventlnfo with the same names;

2) the optional component guiEventSubscriptionUuid has the same presence and value jas the
optional component guiEventSubscriptiontJuid of eventlnfo;

3) the optional component originalBSPHandle has the same presence and value as the ojptional
component originalBSPHandle of gventinfo; and

4) the component guiStateEventSubscribed hasthe vaue TRUE;

b) if there is no such entry, then conclude that there is no subscriber (see 30.2) and skip the remaining
actions;

C) create a temporary abstract”value (say, outgoingNotificationParams) of type GUIStateHvent-
NotificationParams (See 17.3.3), where al the components shall be set from the componénts of
eventlnfo with the saménames;

d) create and send-a‘guiStateEvent notification BIP message (see 13.4 and 17.3.3) with the master
endpoint IRl set.from the component subscriberEndpointIRI of eventinfo and the parameter vgue set
to outgoingNotificationParams;

€) receive@acorresponding guiStateEvent acknowledgement BIP message (see 13.7);

f) let TincomingAcknowledgementParams be the parameter vaue (of type GUIStateHvent-
AcknowledgementParams —see 17.3.3) of the guiStateEvent acknowledgement BIP message;

g)\~let incomingReturnValue be the return value (of type BioAPI-RETURN - see 15.52) ¢f the
acknowledgement BIP message.

32 Notifying a GUI progress event to a subscriber

321 This clause only applies as explicitly invoked by other clauses of this Recommendation | International
Standard in order to notify a GUI progress event based on a value (say, eventinfo) of type GUIProgressEventinfo to
a subscriber, which may be either:

a) aGUI progress event handler of the local application; or
b) amaster endpoint,

and to determine the acknowledgement parameter value (incomingAcknowl edgementParams) and the acknowledgement
return value resulting from the naotification.
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32.2 If, by applying the following subclauses, the framework determines that there is no subscriber, then it shall

create:
a) a temporary abstract value incomingAcknowledgementParams of type GUIProgressEvent-
AcknowledgementParams (see 17.4.3) where the component response is set to default; and
b) atemporary abstract value incomingReturnValue of type BioAPI-RETURN (see 15.52) set to 0.
323 If the component subscriberEndpointIRI of eventinfo contains the local endpoint IRI, then the framework

shall perform the following actions (in order):

a) search the GUIEventLocalSubscriptions table (see 18.10) for an entry (say, local Subscription)
where;

1) the components hostingEndpointIRl and bspProductUuid have the same values as the
components of eventlnfo with the same names;

2) the optional component guiEventSubscriptionUuid has the same presence and valuejes the
optional component guiEventSubscriptionUuid of eventlnfo;

3) if the optiona component originalBSPHandle is present, then the optional” component
originalBSPHandle of eventinfo is also present and the two components have the same|value;
and

4) the component guiProgressEventHandlerAddress has avalue different from 0;

b) if there is no matching entry, then conclude that there is no subscriber (see'30.2) and skip the remjaining
actions,
NOTE — Thereis at most one matching entry.
C) create atemporary abstract value (say, outgoingCallbackParams)oftype

GUIProgressEventHandlerCallbackParams (see 17.4.4)where;

1) thecomponentsguiProgressEventHandlerAddress’and
guiProgressEventHandlerContext shall be setfrom the components of local Subscription with
the same names;

2) if the component useBSPAccessUuidof-localSubscription has the value FALSE, then the
component bspUuid of outgoingCallbackParams shall be set from the component
bspProductUuid of eventlnfo; otherwise, it shall be set from the component bspAccessULid of
the entry of the VisibleBSPRegistrations table (see 18.3) where the comppnents
bspProductUuid and hostingEndpointIRI of the entry have the same values as the comppnents
of eventInfo with the same names;

3) if the optional component originalBSPHandle of eventinfo is absent, then the optional component
bspHandle of outgoingCallbackParams shall also be absent; otherwise, it shall be set fr<rm the
component localBSRPHandle of the entry of the AttachSessionLocalReferences table (see
18.8) where the components originalBSPHandle and hostingEndpointIRI of the entry hgve the
same values as the components of eventlnfo with the same names; and

4) the remaining components shall be set from the components of eventinfo with the same nameg

d) make a callhto a callback function BioAPI GUI PROGRESS EVENT HANDLER of the loca
application, where the callback address and the parameters of the function call shall be set by conyerting

from.outgoingCallbackParams as specified in 17.4.10;

€) creste a temporary abstract vaue (say, incomingAcknowledgementParams) of | type

GUIProgressEvent-AcknowledgementParams (see 17.4.3) by converting from the putput

parameters of the function call as specified in 17.4.12;

create-a-temporany—abstract-valbe-{say-—ncomingRety alue)-o De-Bi b2) by

converting from the return value of the function call as specified in 15.1.5.

324 If the component subscriberEndpointIRI of eventinfo contains a master endpoint IRI, then the framework
shall perform the following actions (in order):
a) searchthe GUIEventRemoteSubscriptions table (see 18.11) for an entry where:

1) the components subscriberEndpointlRl and bspProductUuid have the same vaues as the
components of eventlnfo with the same names,

2) the optional component guiEventSubscriptionUuid has the same presence and value as the

optional component guiEventSubscriptionUuid of eventlnfo;
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3) the optional component originalBSPHandle has the same presence and value as the optional

component originalBSPHandle of eventInfo; and
4) the component guiProgressEventSubscribed hasthe vaue TRUE;

b) if there is no such entry, then conclude that there is no subscriber (see 30.2) and skip the remaining

actions;

Cc) create a temporary abstract value (say, outgoingNotificationParams) of type GUIProgressEvent-
NotificationParams (see 17.4.3), where al the components shall be set from the components of

eventl nfo with the same names;

d) create and send a guiProgressEvent notification BIP message (see 13.4 and 17.4.3) with the master
endpoint IRl set from the component subscriberEndpointlIRI of eventlnfo and the parameter value set

to outgoingNotificationParams;

33
331
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e) receiveacorresponding guiProgressEvent acknowledgement BIP message (see 13.7);

f) let incomingAcknowledgementParams be the parameter value (of type GUIProgressE
AcknowledgementParams — see 17.4.3) of the guiProgressEvent acknowlédgemen
message;

g) let incomingReturnValue be the return value (of type BioAPI-RETURN + see 15.52)
acknowledgement BIP message.

Handling unconvertible C values

vent-
t BIP

pf the

This clause only applies as explicitly invoked by other clauses of< this Recommendation | Interngtional
Standgrd in order to handle an unconvertible C value encountered during a conversion from a C typeto an ASN.1

When an unconvertible C value is detected during the processing/of a request BIP message received
endpoint, the framework shall create and send a corresponding.response BIP message (see 13.3) with the
et to BIOAPIERR_UNCONVERTIBLE_VALUE, skipping,the remaining processing.

When an unconvertible C vaue is detected during-.the processing of an incoming call from thg
gtion, the framework shall return the value BioAPIERRYUNCONVERTIBLE VALUE to the local appli
hg the remaining processing.

When an unconvertible C value is detected.during the processing of a notification BIP message receivel
b endpoint and having an associated acknowledgement BIP message type, the framework shall create and
ponding  acknowledgement BIP . meSsage (see 135) with the return vaue sg
PIERR UNCONVERTIBLE VAL UE »&kipping the remaining processing.

When an unconvertible C value is detected during the processing of an incoming callback from a BS
work shall return the value B19APIERR _UNCONVERTIBLE VALUE to the BSP, skipping the rem

procegsing.

type.

roma
return

local
Cation,

] from
kend a
to

P, the
aining
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Annex A

Specification of the TCP/IP binding

(Thisannex forms an integral part of this Recommendation | International Standard)

A.l General

The BIP protocol specification covers levels 5 to 7 (session layer, presentation layer, application layer) of the ISO/IEC
OSl-7-layer model to enable its use in all networks that support layers up to the transport layer. The binding of the BIP
protocol to the transport layer interface provided by TCP/IP is specified in this annex.

A.2
A trarjsport-level message for the binding specified in this annex is defined in ASN.1 as follows:

I ransport-level message

BIP-TCPIP {joint-iso-itu-t bip(41) modules(0) bip-tcpip(1) version1(1)}

DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS BIPMessage FROM BIP{joint-iso-itu-t bip(41) modules(0) bip(0) version1(1)};

TCPIPBIPMessage ::=
magicNumber

SEQUENCE {
OCTET STRING(SIZE(4))( 3AC49E70'H),

version INTEGER{version-1(1)}(0..255),
content CHOICE {
bIPMessage OCTET STRING(CONTAINING BIPMessage
ENCODED BY basic-per-aligned),
keepalive NULL,

requestLinkChannelOnSpecifiedPort
requestLinkChannel NULL

}

INTEGER(@..65535),

}

END

basic-per-aligned OBJECT IDENTIFIER ::=
{joint-iso-itu-t asn1(1) packed-encoding(3)basic(0) aligned(0)}

The dlternatives of the component content are defined in Table A. 1.

Table A.1 - Transport-level message typesin the TCP/IP binding of BIP

o

Content of thefiel

is being supported by the TCP/IP
connection

that the sending endpoint is
still present and active

Alternative Alloweéd sender of the message Purpose of the message
content
bipYessage Eitheriendpoint of alink channel that | Carriesan encoded BIP BIP message (ASN.1
iS-being supported by the TCP/IP message abstract value) encodgd
connection in Aligned PER (see
ITU-T Rec. X.691 | 1$O/
IEC 8825-2)
Kedgpalive Either endpoint of alink channel that Informs the remote endpoint Empty

reqliestLinkChannel
On$peeifiedPort

The master endpoint in a request/
response link channdl that is being

Requests the slave endpoint
to establish a notification/

2-byte unsigned integer
containing a port nunber

supported by this TCPITP connection
(only when a notification
acknowledgement link channel has

acknowTedgement Tink
channel by opening a
separate TCP/IP connection

response link channel that is being
supported by this TCP/IP connection
(only when a notification/
acknowledgement link channel has
not yet been established as part of
the same BIP link)

to establish a notification/
acknowledgement link
channel by utilizing the same
TCP/IP which will then be
supporting both link channels

not yet been established as part of to the specified port of the
the same BIP link) master endpoint
requestLinkChannel The master endpoint in a request/ Requests the slave endpoint Empty
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of the

end of

CPInP

ection

A.3 TCP/IP connection between two BIP endpoints
A.3.1 A TCP/IP connection between two BIP endpoints may support any of the following:

a) arequest/response link channel;

b) anotification/acknowledgement link channel; or

c) a request/response link channel and a notification/acknowledgement link channel that are part

same BIP link.

A.3.2  Therecommended port number for a TCP/IP connection supporting a request/response link channel is 4376.
The recommended port number for a TCP/IP connection supporting a notification/acknowledgement link channel
is4376.
A.33 A trangport-level m e containing the alternative keepalive (see Table A.1) may be sent by either
the TCP/IP connection. The frequency of such messages is implementation-defined.
A4 Role of endpoint
A.4.1| If aframework wishes to make itself available to play the role of slave in a potential réquest/responge link
channfl over a TCP/IP connection, it shall start listening to incoming connection requests on the recommended ]
port (3ee A.3) or a port number determined by other means.
A.42] If aframework wishesto play the role of master in a request/response link channel over a TCP/IP conr

with & given BIP endpoint, it shall attempt to open a TCP/IP connection with tha "BIP endpoint using eith

recom

A43
(over
BIPIi

A.44
any tr
link, t

mended port number (see A.3) or aport number determined by other means.

If a framework is playing the role of master in a request/response link channel with a given BIP en

Nk, the framework may do any one of the following:

a) make itself available to establish a notification/acknowledgement link channel with the save en
using a different transport protocol; or

b) (if the request/response link channel uses a different transport protocol) start listening to ing
connection requests from the slave endpoint, oh the recommended TCP/IP port (see A.3); or
determined by other means;

c) (if therequest/response link channel isover TCP/IP) start listening to incoming connection request
the slave endpoint on an arbitrary TCR/IP port at the same | P address, and send a transport-level m
containing the alternative requestLinkChannelOnSpecifiedPort (see Table A.1) to the
endpoint specifying the port number; or

d) (if the request/responsedink channel is over TCP/IP) send a transport-level message containi
dternativerequestLink€hannel (see Table A.1) to the slave endpoint; or

€) do nothing (there willybe no natification/acknowledgement link channel in the BIP link).

If aframework is playing the role of slave in a request/response link channel with a given BIP endpoin

ne framework may do any one of the following:

a) atempt to establish a notification/acknowledgement link channel with the master endpoint u
different transport protocol; or

b)e(if the request/response link channel uses a different transport protocol) attempt to open a T
connection with the master endpoint using either the recommended port number (see A.3) or

er the

dpoint

by transport protocol) and a notification/acknowledgement link chanfel has not yet been established in th¢ same

dpoint

poming
A port

5 from

bssage
dave

ng the

(over

bnsport protocol) and anotification/acknowledgement link channel has not yet been established in the same BIP

5ing a

CPIP
a port

number determined by other means;

¢) (if the request/response link channel is over TCP/IP and a transport-level message containing the
aternative requestLinkChannelOnSpecifiedPort (see Table A.1) has been received from the master
endpoint through this TCP/IP connection) attempt to open a new TCP/IP connection with the master
endpoint using the port number specified in the transport-level message containing the aternative

requestLinkChannelOnSpecifiedPort (see Table A.1) received from the master endpoint;

d) (if the request/response link channel is over TCP/IP and a transport-level message containing the
dternative requestLinkChannel (see Table A.1) has been received from the master endpoint through
this TCP/IP connection) note that this TCP/IIP connection will now support the

notification/acknowledgement link channel as well as the request/response link channel;
€) do nothing (there will be no natification/acknowledgement link channel in the BIP link).
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A.45 A framework playing the role of master shall send at most one transport-level message containing alternative
requestLinkChannelOnSpecifiedPort or requestLinkChannel (see Table A.1) through a TCP/IP connection.

A.46 If aframework playing the role of dave has aready received a transport-level message containing alternative
requestLinkChannelOnSpecifiedPort or requestLinkChannel (see Table A.1) through a TCP/IP connection, it
shall ignore any subsequent messages of either type received through the same TCP/IP connection.

A.47 A framework playing the role of master in arequest/response link channel over a TCP/IP connection shall not
close that TCP/IP connection before receiving from the slave endpoint either:

a) amasterDeletionEvent notification BIP message;
b) adeleteMaster response BIP message through the request/response link channel; or
c¢) a masterDeletionEvent notification BIP message through the notification/acknowledgement link

channal that ic nart af tha cama RID Linle (ronardlace of tha trancnart nratacal viead far that Linle chan r]d
EHorrertHot TSPt O tHe-Sare- S HegarBrESS OrtHE e SPerpProtbeoruSeaTortharrHiceHan| .

A.48| A framework playing the role of dave in arequest/response link channel over a TCP/IP connectionyshall not
close that TCP/IP connection before sending to the master endpoint a BIP message as specified in A.4.7 (8) 'and (h).

A.49] A framework playing the role of master in a notification/acknowledgement link chanrel-over a TCP/IP
connegtion shall not close that TCP/IP connection before receiving from the slave endpoint either:

a) adeleteMaster response BIP message through the request/response link channel that is part [of the
same BIP link (regardless of the transport protocol used for that link channel); or

b) a masterDeletionEvent notification BIP message through the notification/acknowledgement link
channel.

A.410 A framework playing the role of dave in a notification/acknowledgement link channel over a TCP/IP
connettion shall not close that TCP/IP connection before sending to the méster endpoint a BIP message as specified
inA.49 (a) and (b).

A.411 When aframework playing the role of dave in a reguest/response link channel over a TCP/IP conrjection
detectg a failure or a premature closure of the TCP/IP connection, it shall behave as though it has recefved a
deletgMaster request BIP message from the master endpoint.

A.4.12 When aframework playing the role of master in a\notification/acknowledgement link channel over a TICP/IP
connegtion detects a failure or a premature closure of the PCP/IP connection, it shall behave as though it has recgived a
mastgrDeletionEvent notification BIP message from-the slave endpoint.

A5 Closing the connection on errors

A5.1] If aframework receives a transport-level message containing the alternative bipMessage (containjng an
encoded BIP message) and the decoding of the BIP message causes decoding errors or the encoded BIP message
appeals to be truncated or shorter than the length in the field content length, then the BIP endpoint shall cldse the
TCP/IP connection.

A.5.2| If aframework receives atransport-level message that is malformed, it shall close the TCP/IP connectio|

[

A.6 Transport,of Bl P messages

Every| BIP message "sent through a link channel over TCP/IP shall be carried within a transport-level mpssage
containing thexalternative bipMessage as specified in Table A.l1and shall be encoded in aigned PER (see
ITU-T| Rec. %:691 | ISO/IEC 8825-2).

A7 USage of TR1S

Endpoint IRIs may have any form and are not constrained by the TCP/IP binding (but see A.4.4). A general mapping
between IRIsand | P addressesis not specified in this Recommendation | International Standard.
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Annex B

Specification of discovery and announcement in TCP/IP binding

(Thisannex forms an integral part of this Recommendation | International Standard)

B.1 General
This annex contains additional provisions for the TCP/IP binding specified in Annex A.

B.2 The PnP mechanisms

Physi¢al and Data Link layer (layers 1 and 2)

The Ethernet Adapter shall fulfil the following requirements:

a) 10 Mbit shall be supported;

b) Support for 100 Mbit and/or 1 Gbit operation is optional;

c) Auto-negotiation Mode shall be supported.

Netwgrk layer (layer 3)

The protocol 1Pv4 or IPv6 shall be used.

The agldress of the network layer or the DNS name shall be used to identify the BIP endpoint.

Transport layer (layer 4)
The protocol suites TCP and UDP shall be used.

Sessign, Presentation and Application layers (layers5to 7)

The protocols for communication with BIP endpoints arelocated in these layers. These are:
a) |P addresses and name services (seeB.3 for IPv4 and B.5 for |Pv6);
b) BIP messages— The protocol consists of the BIP exchanges specified in clause 12.

Time ¢ritical messages/Timeouts and error handling

Timing is determined by the related protocols of the respective layers. The handling of transmission and link errors shall
be hanjdled in layers 1 to 4.

B.3 Address and name setting in I|Pv4

B.3.1| A BIP endpoint obtainsits network configuration data by one of the following mechanisms:
a) DHEP{(see |ETF RFC 2131);

b) dynamic configuration of 1Pv4 link-local address (see |IETF RFC 3927);

¢) \static configuration.

B.3.2| “ZThe configuration data contains the following values:
a) thelPv4 address of the BIP endpoint;
b) the subnet mask of the local network;
c) gateway |Pv4 address;

d) atleast one DNS Server |P address.

NOTE — The broadcast address of the loca network, which is necessary for the Service Discovery Protocol (see B.7), can be
formed from the | P address and the subnet mask and therefore it does not need to be set.

B.3.3  When a DHCP server is used, the BIP endpoint obtains all necessary data either by static lists or dynamically.
The in-BIP endpoint configurable DNS name can be sent from the BIP endpoint to a DHCP Server, which also provides
the DNS-UPDATE extensions for co-operation with a configured DNS server (see IETF RFC 2136).
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B.3.4  Dynamic configuration of IPv4 link-local address (IETF RFC 3927), also called Auto-IPisan ARP (see IETF
RFC 826) based mechanism, which tries to find unique addresses without the help of a central service such as DHCP:
Therefore an 1Pv4 address in the range 169.254.1.0 to 169.254.254.255 (see IETF RFC 3927) will be chosen with the
help of arandom number generator.

NOTE — |IETF RFC 3927 aso defines the timing of addressing trials and the behaviour in the case of address conflicts.

B.3.5  Anadministrator (via a management interface) does the static address configuration. The user interface has to
provide the above-described data entries.

B.4 The network configuration function in IPv4
NOTE — See dlso Figure B.1.

B.41 A BIP endpoint is configured to use either static or dynamic network configuration. Which one is used is an
implementation option. The factory values shall be specified in the operation manual as standard values. WitH static
confiduration, the administrator is responsible for the correctness of all settings.

NQTE — Wrong settings can mean that the BIP endpoint cannot be found via a network.

B.4.2| During dynamic configuration, the BIP endpoint first tries to get configuration data via@DHCP seryer. If
none answers within a certain time, the BIP endpoint assumes that there is none available. After this exchange, the BIP
endpajnt uses the Auto-1P mechanism (see IETF RFC 3927) to set the configuration data itself. The Auto-1P mechanism
defings that from time to time again, a DHCP server hasto be searched.

NQTE — Error handling (especialy the handling of address conflicts and hardware errors) is dene’in the TCP/IP stack or by the
implementations of the DHCP or Auto-IP mechanisms.

Network
configuration ’

A —

Yes .
Static address?

Apply static network AUTO-IP
configuration DHCP used

DHCP
configuration?

Failure

Static Sticcess

configuration?

AUTO-IP

Success
Success, AUTO-IP
@uration?
Fail .
ure Failure
\4
Network interface
configured successfully f———————————=
Error
X.1083(07)_FB1

Figure B.1 — Network configuration function in | Pv4
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Address and name setting in |Pv6

A BIP endpoint obtainsits network configuration data by one of the following mechanisms:
a) Stateful autoconfiguration mechanism, DHCPv6 (see IETF RFC 3315);

b) Stateless autoconfiguration mechanism (see IETF RFC 2462);

c) dtatic configuration.

The configuration data contains the following values:

a) theglobal unicast IPv6 address of the BIP endpoint;
b) the prefix length of the local network;

c) atleast one DNS Server |Pv6 address.

N

IE]
B.5.3
either
a DH
config

B.5.4
an P\

TE—The galeways addresses are obtained by the router discovery mechanism which 1s part of [CMPy]
[F RFC 4443).

When stateful autoconfiguration is used, the BIP endpoint obtains all necessary data from a DHCPv6
by static lists or dynamically. The in-BIP endpoint configurable DNS name can be sent from the/BIP endp
CPv6 server (see IETF RFC 3315), which also provides the DNS-UPDATE extensions for/co-operation
ured DNS server (see IETF RFC 2136).

(see

server
Dint to
with a

A stateless autoconfiguration mechanism should be used to obtain a global unicast\|Pv6 address when t
6 router on the network as follows. First the BIP configure a local-link 1Pv6 addreSs/derived from the h

hereis
dware

Ethernet address of the network interface. Then it sends a solicit message (see IETRK RFC 3315) to detect the fouters

preser
BIP t
global
addres

B.5.5
interfd

B.6
NQ

B.6.1

t on the network. If a router answers with an announcement message specifying that stateful shall be u
ies to use DHCPv6 (see IETF RFC 3315); if the answer allows stateless.autoconfiguration, the BIP cr
unicast IPv6 address which combines the IPv6 prefix received fromythe-router and its own hardware E
s (see |ETF RFC 2462).

An administrator (via a BIP endpoint management interface), does the static address configuration. Th
Ice has to provide the entries described above.

The network configuration function in | Pv6
TE — See also Figure B.2.

A BIP endpoint is configured to use either-static or dynamic network configuration. Which one is usef

implementation option. The factory values shall be-Specified in the operation manual as standard values. With

config
NQ

B.6.2

config
annou
server|

N(
im|

uration, the administrator is responsiblefar;the correctness of all settings.
TE — Wrong settings can mean that the BIP endpoint cannot be found via a network.

During dynamic configurationyif stateful autoconfiguration has been specified, the BIP endpoint tries|
uration data via a DHCPu6)server (see IETF RFC 3315). Otherwise, the BIP endpoint solicits
hcements. If it receives an, announcement specifying stateful autoconfiguration, it tries to contact a DH
otherwise, it creates its(own global unicast |Pv6 address.

TE — Error handling (especially the handling of address conflicts and hardware errors) is done in the TCP/IP stack of
blementations of autoeonfiguration protocols.

, the
esa
hernet

e user

] is an
static

to get
router
ICPV6

by the
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B.7
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Figure B.2 —Ng&twork configuration function in | Pv6

Discovery and announcement

otocols for discovery of BIR endpoints are located in Session, Presentation and Application layers (layers §
bl low automatic discovery of BIP slave endpoints by BIP master endpoints.

ke of a BIP endpointin.a network requires three areas to be addressed:

the address and name setting of the BIP endpoint: The BIP endpoint obtains an I P address and opti
aDNSname. Other network parameters will be set;

dynamic discovery of BIP endpoints by a BIP framework (Service Discovery): A broadcast or mu
based protocol enables applications to obtain the actual 1P addresses and names of the endpoint
step is performed in advance of the communication of BIP messages between applications;

to 7).

onally

Iticast
. This

a A nnarmennmannt: A Aditianallyy DID Aandinaiinte oo tidrach inA thhamaenlhvy e 0 DID oot~

]

Sop andn,
>CRHEEARReHREEMeERt: l—\uuluul |u||_y, O CHCPOMItS o T T it OGO CC e TiSCrv CotoO O TTHootCr—of lur.lulnts.

The BIP discovery messages (Service Discovery/Announcement) are transmitted via unprotected channels. When the
BIP communication channel will be protected with one of the security protocols, the communication via BIP messages
starts not before successful start-up of the security protocol. Thisway denial of service attacks can be avoided.

If there is manual configuration of BIP endpoints, there is no requirement to implement the service discovery and
announcement (see B.8 and B.13). For dynamic discovery (see B.8) the service discovery protocol shall be
implemented, but service announcement is optional.

The BIP dave endpoint has the option to display the BIP master endpoint for the support of security protocols in the
field 'security protocols' in the service announcement package.
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B.8 Service discovery

B.8.1  Todiscover aBIP endpoint in the network by a BIP framework, an UDP (see IETF RFC 768) based multicast
(or broadcast in IPv4) protocol is used. The discovery protocol is not restricted to a local area network. This annex
describes version 1.0 of the discovery protocol.

B.8.2  Theservicerequest is done by default via UDP port 4376 (service request port).
B.8.3  The BIP master endpoint sends the request as multicast (or broadcast in |Pv4) transmission.

B.8.4  TheBIP endpoint waits for an incoming service request on a socket configured to receive multicast messages.

NOTE — Therefore, it is only possible to receive those service requests where the transmission mode is equal to the receive mode
of the BIP endpoaint.

BIP master endpoint BIP slave endpoint

FN: "BIP SLAVE"
Service port 4376

Multicast (or broadcast) UDP

Service discovery
Unicast UDP listener

|
Port 4376 | I\’Q@%

I
Establish communication channel (CC) between
BIP master and slave endpoint (typically TCP + SSL)

A\ 4

Service discovery |

»

Port 4376

The BIP master endpoint is now connectedto\the BIP slave

BIE endpoint and ready to send and receive BIR messages and events BIP slave

framework framework
Exchange BIP messages (bidirectional)

A

Send BIP event messages (unidirectional)

Close communication channel (CC)

X.1083(07)_FB3

Figure B.3+Principle communication channel schema

B.9 Service requestsvia proadcast (1Pv4)

B.9.1| A broadcast can be(sent as directed packets or as local packets. The target address controls the kind of
broadgast:

a) abroadeastin the local network shall use the address 255.255.255.255;

b) for adirected broadcast, the address can be calculated from the IP address and the subnet mask [of the
BIP,master endpoint.

B.9.2| Foradirected broadcast into another subnet, the broadcast address has to be configurable. In addition, it must
be ens !

can i
isnotin the scope of this Recommendatl on | I nternatl onaI Standard

B.9.3  When using broadcast, the transmitter does not normally receive its own packets. A BIP framework acting as
both a master and a slave endpoint needs special handling in this case.

B.10  Servicerequestsvia multicast (IPv4 or |Pv6)
When multicast is used, the multicast group address has to be substituted by the respective administration.

The network administration has to ensure the correct forwarding of BIP multicast messages between subnets.
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B.11

After transmission of a service request packet, the BIP master endpoint listens at port 4376 or at the given port in the
service request for a service announcement packet from a BIP dave endpoint. The time to wait for a service

Receiving service announcement packets

announcement packet is not standardized.

It isaBIP master endpoint decision how long it waits for this type of message.
NOTE — To determine the waiting time, the transmission rate and usage of the networks have to be considered.

Each BIP endpoint receiving a service request packet shall send a service announcement package using UDP/IP to the
master BIP endpoint: The target |P address and the target port shall be given in the service request packet, possibly as

the default UDP port 4376.

192

BIP master endpoint

Open UDP multicast (or broadcast)
socket for writing
Send service-request message

BIP slave endpoint

FN: "BIP SLAVE"
Service port 4376

Multicast (or broadcast) UDP
Service-request packet beginning
with 80 02 01 00 81 01 ...

Open UDP multicast
(or broadcast),socket
Wait for incoming
service-réquest messages

| Port 4376

Open UDP socket for reading
Wait for service-description messages

Close socket after waiting
for messages for n seconds

Service-description messagexfrom
BIP SLAVE 1 (plain) beginning
with 80 02 01 00 8101 ...

Receive and interpret
incoming service request messages

<

Service-description message from
BIP SLAVE 2{TLS) beginning
with §0.02.01 00 81 01 ...

Service*description messages from
other BIP SLAVE endpoints

Port 4376

When the waiting time has 'expired,
the BIP master endpoint thay have
received some servie=gd€scription

messages. The information from
these messagesycan be used to
connect a BIP/mdster framework to
the respected-BIP slave frameworks

l

Open UDP socket for writing
Send service-description messages

Close socket

The BIP slave endpoint is still
waiting for service-request
messages. The BIP message
interpreter may be running
in parallel

X.1083(07)_FB4

Figure B.4 — Service discovery broadcast/multicast
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Format of discovery and announcement messages

The discovery and announcement messages are defined in the following ASN.1 module and have to encoded in Aligned
PER (see ITU-T Rec. X.691 | ISO/IEC 8825-2).

BIP-DISCOVERY {joint-iso-itu-t bip(41) modules(0) bip-discovery(2) version1(1)}
DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

Discovery ::= SEQUENCE {
protocolVersion ProtocolVersion,
masterEndpointAddress |IPAddress,
masterEndPort Port DEFAULT 4376,
}

Announcement ::= SEQUENCE {
protocolVersion ProtocolVersion,

slaveEndpointIPAddress IPAddress,
slaveEndpointMACAddress MACAddress,

slaveEndpointName 1A5String(SIZE(1..32)),

bipMessagePort Port DEFAULT 4376,

securityProtocols SEQUENCE OF SecurityProtocol OPTIONAL,

ProtocolVersion ::= SEQUENCE {
major INTEGER(0..255),
minor INTEGER(0..255)
}
PAddress ::= CHOICE {
ipv4 OCTET STRING(SIZE(4)),
ipv6 OCTET STRING(SIZE(16))
}
Port  ::= INTEGER(0..65535)
MACAddress ::= OCTET STRING(SIZE(6))
SecurityProtocol ::=SEQUENCE {
id SECURITY-PRQTOEOL.&id({SecurityProtocols}),
parameter SECURITY-PROTOCOL.&Parameter({SecurityProtocols}{@id})
}
SECURITY-PROTOCOL ::=¢CLASS{
&id OBJECTIDENTIFIER,
&Parameter
}
SecurityProtocolsL~"SECURITY-PROTOCOL ::={...}
END
In an [Pv4 network, the alternative ipv4 of IPAddress shall be used, in an IPv6 network the ipv6 of IPAddress shall
be usad.
The protocot-shall be 1 for major component and O for minor component.
The defadlt value of the port is the recommended port 4376. This port can be changed by use of the management
interfaces.

NOTE — BIP master endpoints will be informed about the actual BIP message port in the service announcement packet.

The component slaveEndpointMACAddress is the address of the Ethernet interface of the BIP endpoint
(see ISO/IEC TR 8802-1).

An announcement message can contain alist of security protocols supported by the slave endpoint. The absence of that
list means no use of security in BIP transfers. Each security protocol is defined by an ASN.1 object identifier value and
some parameter.
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B.13 Service announcement

A BIP dave endpoint may introduce itself in the network by sending a service announcement prior to the receipt of a
service request packet. To do that, it sends a packet to the port 4376 (service announcement port) using the broadcast
addressin IPv4 or the multicast address defined for service request in I|Pv4 or IPv6.

The master endpoints interested in the service announcement packets are waiting for these on the port 4376 and, in
multicast mode, have to listen to the specified multicast address.

The BIP slave endpoint does not wait for an answer from a BIP master endpoint. The BIP slave endpoint should send
service announcement packets after any change of configuration such as:

a) change of IP address;
b) change of BIP message port;
c) change of BIP slave endpoint name.

The alitonomous transmission of service announcements allows a BIP master endpoint to detect changes in.the n¢twork
confiduration without decreasing the interval to transmit service broadcast or multicast requests. Frequent-transnfission
of seryice announcements should be avoided in order to reduce the network load.

B.14 Reset and restart

Changes configuration settings and some error conditions require the termination of \BIP communications apd the
clearimg of BIP endpoint internal states.

When| the new settings are activated, to enable a faster restart, the BIP slave”endpoint can aso send gervice
announcement messages.

At wordt, the BIP master endpoint has to send service discovery requests ufiti} ‘a BIP dave endpoint answers them
The clpanges to configuration settings that require termination are:

a) change of an |P address;

b) change of the BIP message port;

¢) change of the security settings for the BIP endpoint (including relevant certificates).

Other ferror conditions that require termination of the TCP/IP connection are specified in A.5.

After managed changes, both sides can terminate the connection in accordance with this part of the standard. After this
termirjation, the new settings will be activated.

NQTE —When one of the described error‘states has been detected, the BIP slave endpoint shall shut down the rjetwork
comnection and all internal states shall be.initialized.

B.15| Timing of the exchange of messages over a link channel

P slave endpoint framewerk does not manage timings.

IP master~endpoint can request the status of the message processing by sending a service request message

| P-master endpoint can terminate messages by the Cancel message (see 16.57). The message termination fan be
if:

a) the processing time exceeds the time calculated by the BIP master endpoint;
b) an error or abort condition has occurred at the BIP master endpoint side.

B.16  Security of the exchange of messages over a link channel

The BIP slave endpoint expects the protocol negotiation with the highest priorized protocol first. If the BIP master
endpoint cannot establish a connection using this protocol, the second priorized will be taken.

This procedure proceeds until a common protocol could be found or no more negotiable protocol can be offered. If no
protocol could be agreed on the TCP/IP, connection will be closed by the BIP slave endpoint.
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Annex C

Specification of the SOAP/HTTP binding

(Thisannex forms an integral part of this Recommendation | International Standard)

Cl General provisions
C.1.1  Thisannex specifies the use of BIP with the SOAP protocol using HTTP or HTTPS asacarrier.
C.1.2 A transport-level message for the hinding specified in this annex shall consist of an HTTP message which

carries a SOAP message encoded in XML 1.0, in accordance with the HTTP binding specified in W3C SOAP, clause 7.

C.1.3—Fheversionof-SOAP-shattbeeithert-tor-+2

C.14| Theversionof HTTP shall be either 1.0 or 1.1. HTTP over TLS (HTTPS) may be used.

C.1.5| The HTTP SOAP Transmission Optimization Feature specified in W3C SOAP MTOM, clause 2, njay be
used.

NQTE — When this feature is used, any binary data (such as the BDB of a BIR) contained in a BIP message can be incljided in

thg HTTP message as a binary block and does not require the use of Base64.

C.16
of the
specif

A request BIP message shall be carried in an HT TP request message with the HTFP'method POST. Thg body
SOAP envelope within the HTTP request message shall contain a single occurrence'of the global element request
ed in C.4.1. The soapAction HTTP header (for SOAP 1.1) or the action parameter of the MIME media type (for

SOAR 1.2) shall be set to "oid:/BI PIRequest”.

C.17
reply

in the
C.18
body

notific
media
Cc.19
endpo
SOAH

ackno
ackno]

respor
C.1.1

A response BIP message shall be carried in an HTTP response message returned by the slave endppint in
0 the HT TP request message containing the corresponding request BIP, message. The body of the SOAP enyelope
HT TP response message shall contain a single occurrence of the gleba element response specified in C.4.2.

A notification BIP message shall be carried in an HTTP fequest message with the HTTP method POSJ. The
Df the SOAP envelope within the HTTP request message shall contain a single occurrence of the global element
htion specified in C.4.3. The soapAction HTTP header.(for SOAP 1.1) or the action parameter of the MIME
type (for SOAP 1.2) shall be set to "oid:/BI P/Notification”.

An acknowledgement BIP message shall be-carried in an HTTP response message returned by the master

nt in reply to the HTTP request message containing the corresponding notification BIP message. The body|of the
envelope in the HTTP response méssage shal contain a single occurrence of the global element
ledgement specified in C.4.4. Fornotification BIP messages that do not expect a corresppnding
[vledgement BIP message, an HT TP response message with an empty body shall be sent by the master endppint in
se to the HTTP request.

The semantics of each ef.the XSD type definitions specified in this annex is defined by interpreting an

element of that type as the EXTENDED-XER encoding (see ITU-T Rec. X.693/Amd.1 | ISO/IEC 8825-4/Amd.1
abstrart value of an ASN.1 type'that is specified in the referenced subclause of clause 16 or 17. The provisions
referenced subclause indirestly apply to the creation and processing of elements of that XSD type through this sel

mappilng.

C.2 Securdty‘consider ations with SOAP/HTTP binding (tutorial)
Therelare threedifferent ways of applying security techniques to a BIP message when using this binding:

of an
of the
mantic

a)" point-to-point (carrier-level) security can be achieved by using HTTP over TLS (HTTPS) inst

S mVil m?

bad of

1 LITTD T
eyurar 711 1m uver T O,

b) standard encryption and integrity techniques can be applied to the entire XML message or one or more
portions of it (such asaBIR or aBDB in aBIR contained in the message) by using XML encryption and

XML signature standards such as W3C XMLENC and W3C XMLDSIG; or

c) the BioAPI standard security provisions can be used to encrypt a BDB or to sign a BIR contained in a

BIP message.
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C.3 Schema header

<xs:schema
xmlins:xs="http://www.w3.0rg/2001/XMLSchema"
xmlins:bip="oid:/BIP"
targetNamespace="oid:/BIP"
elementFormDefault="qualified"
attributeFormDefault="unqualified">

c4 Global elements

C.41 Global element request and type BIPRequest

<xs:element name="request" type="BIPRequest"/>

<xs:complexType name="BIPRequest">
<xs:sequence>

<xs:element name="masterEndpointIRI" type="EndpointIRI"/>

<xs:element name="slaveEndpointIRI" type="EndpointIRI"/>

<xs:element name="linkNumber" type="xs:unsignedInt"/>

<xs:element name="requestld" type="xs:unsignedInt"/>

<xs:choice>

<xs:element name="addMaster"
type="AddMaster-RequestParams"/>

<xs:element name="deleteMaster"
type="DeleteMaster-RequestParams"/>

<xs:element name="bspLoad"
type="BSPLoad-RequestParams"/>

<xs:element name="bspUnload"
type="BSPUnload-RequestParams"/>

<xs:element name="queryUnits" Q
type="QueryUnits-RequestParams"/> Q

<xs:element name="queryBFPs" Q
type="QueryBFPs-RequestParams"/> \

<xs:element name="bspAttach" \&

type="BSPAttach-RequestParams"/>

<xs:element name="bspDetach" %]
type="BSPDetach-RequestParams"/> \\g\

<xs:element name="enableUnitEvents"
type="EnableUnitEvents-RequestParam§”/>

<xs:element name="enableEventNotificati '
type="EnableEventNotifications—R@estParams"b
<xs:element name="controlUnit"
type="ControlUnit-RequestP. ">
<xs:element name="control" \\
type="Control-RequestP s"/>
<xs:element name="freeBIRHandle"
type=" FreeBIRHandéiequestParams"b
<xs:element name=" FromHandle"
type="GetBIRRropiHandle-RequestParams"/>
<xs:element na "getHeaderFromHandle"
type="G erFromHandle-RequestParams"/>
<xs:elemen e="subscribeToGUIEvents"
type= scribeToGUIEvents-RequestParams"/>
<xs:el name="unsubscribeFromGUIEvents"
="UnsubscribeFromGUIEvents-RequestParams"/>
< '%fnent name="redirectGUIEvents"
@ ype="RedirectGUIEvents-RequestParams"/>

:element name="unredirectGUIEvents"

& type="UnredirectGUIEvents-RequestParams"/>
% <xs:element name="queryGUIEventSubscriptions"
type="QueryGUIEventSubscriptions-RequestParams"/>

<xs:element name="notifyGUISelectEvent"
type="NotifyGUISelectEvent-RequestParams"/>

<xs:element name="notifyGUIStateEvent"
type="NotifyGUIStateEvent-RequestParams"/>

<xs:element name="notifyGUIProgressEvent"
type="NotifyGUIProgressEvent-RequestParams"/>

<xs:element name="capture"
type="Capture-RequestParams"/>

<xs:element name="createTemplate"
type="CreateTemplate-RequestParams"/>

<xs:element name="process"
type="Process-RequestParams"/>

<xs:element name="processWithAuxBIR"
type="ProcessWithAuxBIR-RequestParams"/>
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<xs:element name="verifyMatch"
type="VerifyMatch-RequestParams"/>
<xs:element name="identifyMatch"
type="IldentifyMatch-RequestParams"/>
<xs:element name="enroll"
type="Enroll-RequestParams"/>
<xs:element name="verify"
type="Verify-RequestParams"/>
<xs:element name="identify"
type="Ildentify-RequestParams" />
<xs:element name="import"
type="Import-RequestParams"/>
<xs:element name="presetldentifyPopulation"
type="PresetldentifyPopulation-RequestParams"/>
<xs:element name="transform"
type="Transform-RequestParams"/>
<xs:element name="dbOpen”

type="DbOpen-RequestParams"/> Q)
<xs:element name="dbClose" QQ

type="DbClose-RequestParams"/> (1/
<xs:element name="dbCreate" % .

type="DbCreate-RequestParams"/> Q

<xs:element name="dbDelete" b‘
type="DbDelete-RequestParams"/> (1/
<xs:element name="dbSetMarker"
type="DbSetMarker-RequestParams"/> Q/C)
\

<xs:element name="dbFreeMarker"

type="DbFreeMarker-RequestParams"/> O
<xs:element name="dbStore" %

type="DbStoreBIR-RequestParams"/> \
<xs:element name="dbGetBIR" (ﬂ)\

type="DbGetBIR-RequestParams"/> Q
<xs:element name="dbGetNextBIR"
type="DbGetNextBIR-RequestParams"/> QO
<xs:element name="dbDeleteBIR" \
type="DbDeleteBIR-RequestParams"/> 0\
<xs:element name="calibrateSensor" S\
type="CalibrateSensor-RequestParams"/>
<xs:element name="setPowerMode" \(\
type="SetPowerMode—RequestParams"/>$
<xs:element name="setIndicatorStatus" . Q
type="SetIndicatorStatus-RequestPar. '
<xs:element name="getIndicatorStatus"
type="GetlIndicatorStatus-RequestRdarams"/>
<xs:element name="cancel"
type="Cancel-RequestPar &c&
<xs:element name="registedBSP
type="RegisterBSP-RequestParams" />
<xs:element name="unr rBSP"
type="Unregister equestParams"/>
<xs:element name='
type="RegisterBFP-RequestParams"/>
<xs:element n ‘unregisterBFP"
isterBFP-RequestParams"/>

/>

The semanti the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER mchm'of an abstract value of the ASN.1 type BIPRequest specified in clause 14.

C42 G:Uba: C=ClIIClIt rCSpGIISC alld ty}JUB
<xs:element name="response" type="BIPResponse"/>

<xs:complexType name="BIPResponse">
<xs:sequence>

<xs:element name="slaveEndpointIRI" type="EndpointIRI"/>

<xs:element name="masterEndpointIRI" type="EndpointIRI"/>

<xs:element name="linkNumber" type="xs:unsignedInt"/>

<xs:element name="requestld" type="xs:unsignedInt"/>

<xs:choice>

<xs:element name="addMaster"
type="AddMaster-ResponseParams"/>

<xs:element name="deleteMaster"
type="DeleteMaster-ResponseParams"/>
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<Xs:

<XSs:

<XS:

<XS:

<Xs

<XS:

<XS:

<XSs

element name="bspLoad"
type="BSPLoad-ResponseParams"/>
element name="bspUnload"
type="BSPUnload-ResponseParams"/>
element name="queryUnits"
type="QueryUnits-ResponseParams"/>
element name="queryBFPs"
type="QueryBFPs-ResponseParams"/>

:element name="bspAttach"

type="BSPAttach-ResponseParams"/>
element name="bspDetach"

type="BSPDetach-ResponseParams"/>
element name="enableUnitEvents"

type="EnableUnitEvents-ResponseParams"/>

:element name="enableEventNotifications"

type="EnableEventNotifications-ResponseParams" />

S

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<Xs

<XS:

<XS:

<Xs

<XS:

<XS:

type="Process-RespqonseParams"/>
:element namez"pron%WithAuxBlR"

<Xs

<XS:

<XS:

<XS:

XS:

<XS:

element name="controlUnit"
type="ControlUnit-ResponseParams"/>

element name="control"

type="Control-ResponseParams"/>

element name="freeBIRHandle"
type="FreeBIRHandle-ResponseParams"/>

element name="getBIRFromHandle"
type="GetBIRFromHandle-ResponseParams"/>

element name="getHeaderFromHandle"
type="GetHeaderFromHandle-ResponseParams" />

element name="subscribeToGUIEvents"
type="SubscribeToGUIEvents-ResponseParams"/>

element name="unsubscribeFromGUIEvents"
type="UnsubscribeFromGUIEvents-ResponseParams"/>
element name="redirectGUIEvents"
type="RedirectGUIEvents-ResponseParams"/> Q
element name="unredirectGUIEvents"
type="UnredirectGUIEvents-ResponseParams"/> QQ
element name="queryGUIEventSubscriptions"
type="QueryGUIEventSubscriptions-ResponsePar{@b

:element name="notifyGUISelectEvent"

type="NotifyGUISelectEvent-ResponseParams".
element name="notifyGUIStateEvent"

type="NotifyGUIStateEvent-ResponseParams" />
element name="notifyGUIProgressEvent';

type="NotifyGUIProg ressEvent-RespoA\seParams"b

:element name="capture"

type="Capture-ResponseParam ’&O
element name="createTempl§1t

type="CreateTemplate-Re eParams"/>
element name="process"

Match"
atch-ResponseParams"/>
'identifyMatch"
fyMatch-ResponseParams"/>
me="enroll"
nroll-ResponseParams" />
t name="verify"
e="Verify-ResponseParams"/>
ement name="identify"
type="Identify-ResponseParams"/>
element name="import"
type="Import-ResponseParams"/>
element name="presetldentifyPopulation"

element name='
type="Verif
element n

typez"Processé@ XxBIR-ResponseParams"/>

O
S
\

(;\

C)q’b‘
©

<XS:

<XSs:

<XSs:

<XS:

<XS:

<XS:

type="PresetldentifyPopulation-ResponseParams"/>
element name="transform"
type="Transform-ResponseParams"/>
element name="dbOpen"
type="DbOpen-ResponseParams"/>
element name="dbClose"
type="DbClose-ResponseParams"/>
element name="dbCreate"
type="DbCreate-ResponseParams"/>
element name="dbDelete"
type="DbDelete-ResponseParams" />
element name="dbSetMarker"
type="DbSetMarker-ResponseParams"/>
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<xs:element name="dbFreeMarker"
type="DbFreeMarker-ResponseParams"/>
<xs:element name="dbStore"
type="DbStoreBIR-ResponseParams"/>
<xs:element name="dbGetBIR"
type="DbGetBIR-ResponseParams"/>
<xs:element name="dbGetNextBIR"
type="DbGetNextBIR-ResponseParams"/>
<xs:element name="dbDeleteBIR"
type="DbDeleteBIR-ResponseParams"/>
<xs:element name="calibrateSensor"
type="CalibrateSensor-ResponseParams"/>
<xs:element name="setPowerMode"
type="SetPowerMode-ResponseParams"/>
<xs:element name="setIndicatorStatus"
type="SetIndicatorStatus-ResponseParams"/>

The <
XER §

c43

<xs:element name="getIndicatorStatus”

type="GetlIndicatorStatus-ResponseParams"/> Cb
<xs:element name="cancel" QQ

type="Cancel-ResponseParams"/> q/
<xs:element name="registedBSP" % .

type="RegisterBSP-ResponseParams"/> Q

<xs:element name="unregisterBSP" b‘
type="UnregisterBSP-ResponseParams"/> (1/
<xs:element name="registerBFP"
type="RegisterBFP-ResponseParams"/> C)
<xs:element name="unregisterBFP" \Q/
type="UnregisterBFP-ResponseParams"/> O\

</xs:choice> %
<xs:element name="returnValue" type="BioAPI-RETURN"/> \
<xs:any minOccurs="0" maxOccurs="unbounded"/> S\
</xs:sequence> <<
</xs:complexType>

bmantics and the use of this XSD type are defined by interpreti ngan element of this type as the EXTEN
encoding of an abstract value of the ASN.1 type BIPRespon ecified in clause 14.

Global element notification and typeBIPNo@@ation

<xs:element name="notification" type="BIPNotification"/>

<xs:complexType name="BIPNotification"> A\
<xs:sequence> (@)
<xs:element name="slaveEndpointIRI} type="EndpointIRI"/>
<xs:element name="masterEndpoj type="EndpointIRI"/>
<xs:element name="linkNumbep~ ="xs:unsignedint"/>
<xs:element name:"notificatiorﬁ) type="xs:unsignedint"/>

<xs:choice> .
<xs:element name=" mas%eletion Event"

type="MasterDel vent-NotificationParams"/>
<xs:element name="{u vent"

type="Unit -NotificationParams"/>
'guiSelectEvent"
lectEvent-NotificationParams"/>
ame="guiStateEvent"
GUIStateEvent-NotificationParams"/>

<xs:s nt name="guiProgressEvent"
e

e="GUIProgressEvent-NotificationParams"/>
ment name="bspRegistrationEvent"
type="BSPRegistrationEvent-NotificationParams"/>
&??xs:element name="bspUnregistrationEvent"
type="BSPUnregistrationEvent-NotificationParams"/>

% <xs:element name="bfpReqgistrationEvent"

type="BFPRegistrationEvent-NotificationParams"/>
<xs:element name="bfpUnregistrationEvent"
type="BFPUnregistrationEvent-NotificationParams"/>
</xs:choice>
<xs:any minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

DED-

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BIPNotification specified in clause 14.
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C44

Global element acknowledgement and type BIPAcknowledgement
<xs:element name="acknowledgement" type="BIPAcknowledgement"/>

<xs:complexType name="BIPAcknowledgement">
<xs:sequence>

<xs:element name="masterEndpointIRI" type="EndpointIRI"/>

<xs:element name="slaveEndpointIRI" type="EndpointIRI"/>

<xs:element name="linkNumber" type="xs:unsignedInt"/>

<xs:element name="notificationld" type="xs:unsignedint"/>

<xs:choice>

<xs:element name="guiSelectEvent"
type="GUISelectEvent-AcknowledgementParams"/>

<xs:element name="guiStateEvent"
type="GUIStateEvent-AcknowledgementParams"/>

<xs:element name="guiProgressEvent"

The s
XER ¢
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type="GUIProgresskvent-AcknowledgementParams”/>
</xs:choice>
<xs:element name="returnValue" type="BioAPI-RETURN"/>
<xs:any minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

bmantics and the use of this XSD type are defined by interpreting an element of this type/as the EXTEN
pncoding of an abstract value of the ASN.1 type BIPAcknowledgement specified inclause 14.

Types
Type EndpointIRI

<xs:simpleType name="EndpointIRI">
<xs:restriction base="xs:token"/>
</xs:simpleType>

bmantics and the use of this XSD type are defined by interpreting an element of this type as the EXTEN
bncoding of an abstract value of the ASN.1 type EndpointlR| specified in 15.3.

Type BioAPI-BFP-LIST-ELEMENT

<xs:complexType name="BioAPI-BFP-LIST-ELEMENT">
<xs:sequence>
<xs:element name="category" type="Bio&API-CATEGORY"/>
<xs:element name="bfpProductUuid-\type="BioAPI-UUID"/>
</xs:sequence>
</xs:complexType>

bmantics and the use of this XSDi\type are defined by interpreting an element of this type as the EXTEN
bncoding of an abstract value of the ASN.1 type BioAPI-BFP-LIST-ELEMENT specified in 15.4.

Type BioAPI-BFPySCHEMA

<xs:complexType name="BioAPI|-BFP-SCHEMA" >
<xs:sequencex

<xs:element name="bfpProductUuid" type="BioAPI-UUID"/>
<xs:element name="category" type="BioAPI-CATEGORY"/>
<xsrelement name="description" type="BioAPI-STRING"/>
<xSi€lement name="path" type="xs:string"/>
<xs:element name="specVersion" type="BioAPI-VERSION"/>
<xs:element name="productVersion" type="BioAPI-STRING"/>
<xs:element name="vendor" type="BioAPI-STRING"/>

s-alamant oo ool artad oy ot
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<xs:complexType>

<xs:sequence>

<xs:element name="format" type="BioAPI-BIR-BIOMETRIC-DATA-FORMAT"
minOccurs="0" maxOccurs="4294967295" />

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="factorsMask" type="BioAPI-BIR-BIOMETRIC-TYPE"/>
<xs:element name="propertyUuid" type="BioAPI-UUID"/>
<xs:element name="property" type="BioAPI-DATA"/>
<xs:element name="hostingEndpointIRI" type="EndpointIRI"/>

</xs:sequence>
</xs:complexType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BFP-SCHEMA specified in 15.5.

C54 TypeBioAPI-BIR

<xs:complexType name="BioAPI-BIR">
<xs:choice>
<xs:element name="binaryBIR" type="xs:base64Binary"/>
<xs:any namespace="##other" minOccurs="1" maxOccurs="1"/>
</xs:choice>
<xs:attribute name="patronFormatOwner" type="xs:unsignedShort" use="required"/>
<xs:attribute name="patronFormatType" type="xs:unsignedShort" use="required"/>
</xs:complexType>

The semantlcs and the use of this XSD type are deflned by mterpretl ng an element of thls type as the EXTENDED-
XER X < . cation:

the abstract value of the component formatted BIR (an octet stri ng) may etther be encoded in Base64 and Wrappad ina
binaryBIR element that is a child of the element of type BioAPI-BIR, or (only if the octet string.is the UTF-8
encod|ng of an XML 1.0 element) may be directly included as a child of the element of type BioAPI-BIR.

NQTE — The use of the XML patron format specified in ISO/IEC 19785-3 is recommended.

C55| TypeBioAPI-BIR-ARRAY-POPULATION

<xs:complexType name="BioAPI-BIR-ARRAY-POPULATION">
<xs:sequence>
<xs:element name="members">
<xs:complexType>
<xs:sequence>
<xs:element name="member" type="BioAPI-BIR"
minOccurs="0" maxOccurs="4294967295"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER ¢ncoding of an abstract value of the ASN.1 type BioARPI-BIR-ARRAY-POPULATION specified in 15.7.

C5.6| TypeBioAPI-BIR-BIOMETRIC-DATA-FORMAT

<xs:complexType name="BioAPI-BIR-BIOMETRIC-DATA-FORMAT">
<xs:sequence>
<xs:element name="formatOwner'j type="xs:unsignedShort"/>
<xs:element name="formatType" type="xs:unsignedShort"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this-XSD type are defined by interpreting an element of this type as the EXTENDED-
XER éncoding of an abstractvalue of the ASN.1 type BioAPI-BIR-BIOMETRIC-DATA-FORMAT specified inf15.8.

C5.7| TypeBioARIBIR-BIOMETRIC-PRODUCT-ID

<xs:compleXType name="BioAPI-BIR-BIOMETRIC-PRODUCT-ID" >
<xs:sequence>
<xS.glement name="productOwner" type="xs:unsignedShort"/>
<xS:element name="productType" type="xs:unsignedShort"/>
<IKs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-BIOMETRIC-PRODUCT-ID specified in 15.9.

ITU-T Rec. X.1083 (11/2007) 201


https://standardsiso.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

SO/

C58

EC 24708:2008 (E)

Type BioAPI-BIR-BIOMETRIC-TYPE

<xs:simpleType name="BioAPI-BIR-BIOMETRIC-TYPE">
<xs:list itemType="SingleBiometricType"/>
</xs:simpleType>

<xs:simpleType name="SingleBiometricType">
<xs:restriction base="xs:token">
<xs:enumeration value="multipleBiometricTypes"/>
<xs:enumeration value="face"/>
<xs:enumeration value="voice"/>
<xs:enumeration value="finger"/>
<xs:enumeration value="iris"/>
<xs:enumeration value="retina"/>
<xs:enumeration value="handGeometry"/>
<xs:enumeration value="signatureSign"/>

The s
XER ¢

C59

The &
XER §

C510 TypeBioAPI-BIR-HEADER

The S
XER
modif
and W
octet
BioA

N(

<xs:enumeration value="keystroke"/>
<xs:enumeration value="lipMovement"/>
<xs:enumeration value="gait"/>
<xs:enumeration value="vein"/>
<xs:enumeration value="dna"/>
<xs:enumeration value="ear"/>
<xs:enumeration value="foot"/>
<xs:enumeration value="scent"/>
<xs:enumeration value="other"/>
<xs:enumeration value="password"/>
</xs:restriction>
</xs:simpleType>

bmantics and the use of this XSD type are defined by interpreting an element-of this type as the EXTEN
pncoding of an abstract value of the ASN.1 type BioAPI-BIR-BIOMETRIE-TYPE specified in 15.10.

Type BioAPI-BIR-HANDLE

<xs:simpleType name="BioAPI-BIR-HANDLE">
<xs:restriction base="xs:int"/>
</xs:simpleType>

bmantics and the use of this XSD type are defined by, interpreting an element of this type as the EXTEN
bncoding of an abstract value of the ASN.1 type BioARI-BIR-HANDLE specified in 15.12.

<xs:complexType name="BioAPI-BIR-HEABER" >
<xs:choice>
<xs:element name="binaryBIR"(type="xs:base64Binary"/>
<xs:any namespace="##other" minOccurs="1" maxOccurs="1"/>
<I/xs:choice>
<xs:attribute name="patrofiFgrmatOwner" type="xs:unsignedShort" use="required"/>
<xs:attribute name="patfofrFormatType" type="xs:unsignedShort" use="required"/>
</xs:complexType>

bmantics and the use of this XSD type are defined by interpreting an element of this type as the EXTEN

cation: the abstract value of the component formattedBIR (an octet string) may either be encoded in
rapped in abiharyBIR element that is a child of the element of type BioAPI-BIR-HEADER, or (only|

Pl-BIR*HEADER.
TEA The use of the XML patron format specified in 1ISO/IEC 19785-3 is recommended.

C5h11

Type BIOAPT-BITR-PURPOSE

<xs:simpleType name="BioAPI-BIR-PURPOSE" >
<xs:restriction base="xs:token">
<xs:enumeration value="verify"/>
<xs:enumeration value="identify"/>
<xs:enumeration value="enroll"/>
<xs:enumeration value="enrollVerify"/>
<xs:enumeration value="enrollldentify"/>
<xs:enumeration value="audit"/>
</xs:restriction>
</xs:simpleType>

DED-

DED-

DED-

bncoding of an abgtract value of the ASN.1 type BioAPI-BIR-HEADER specified in 15.13 with the following

aseb4
if the

tring is the YWTF-8 encoding of an XML 1.0 element) may be directly included as a child of the element ¢f type

The semantics and the use of this XSD type are defined by interpreting an element of this type as the EXTENDED-
XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-PURPOSE specified in 15.14.
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Type BioAPI-BIR-SECURITY-BLOCK-FORMAT

<xs:complexType name="BioAPI-BIR-SECURITY-BLOCK-FORMAT">
<xs:sequence>
<xs:element name="formatOwner" type="xs:unsignedShort"/>
<xs:element name="formatType" type="xs:unsignedShort"/>
</xs:sequence>
</xs:complexType>

1 SO/I EC 24708:2008 (E)

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-SECURITY-BLOCK-FORMAT
specifiedin 15.15.

C513

Type BioAPI-BIR-SUBTYPE

The ¢
EXTE

C.5.14

:

XS.COmplex Type name= BIOAPI-BIR-SUB T YPE
<xs:sequence>
<xs:element name="subtype" type="SingleSubtype"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="SingleSubtype">
<xs:choice>
<xs:element name="anySubtype" type="anySubtype"/>
<xs:element name="veinOnlySubtype" type="veinOnySubtype"/>
</xs:choice>
</xs:complexType>

<xs:simpleType name="anySubtype">
<xs:restriction base="xs:token">

<xs:enumeration value="left"/>
<xs:enumeration value="right"/>
<xs:enumeration value="thumb"/>
<xs:enumeration value="pointerFinger"/>
<xs:enumeration value="middleFinger"/>
<xs:enumeration value="ringFinger"/>
<xs:enumeration value="littleFinger"/>

</xs:restriction>

</xs:simpleType>

<xs:simpleType name="veinOnlySubtype">
<xs:restriction base="xs:token">
<xs:enumeration value="veinPalm"/>
<xs:enumeration value="veinBackofhana7>
<xs:enumeration value="veinWrist" />
</xs:restriction>
</xs:simpleType>

Type BioAPI-BIR-SUBTYPE-MASK

<xs:simpleType ;aany€="BioAPI-BIR-SUBTYPE-MASK" >
<xs:list itemFype="SingleSubtype-mask"/>
</xs:simpleFype>

<xs:simpleType name="SingleSubtype-mask">
<xsiesfriction base="xs:token">
<x$:enumeration value="left"/>
<xs:enumeration value="right"/>
<xs:enumeration value="leftThumb"/>
<xs:enumeration value="leftPointerFinger"/>

bemantics and the use of this\XSD type are defined by interpreting an element of this type
NDED-XER encoding of an absiract value of the ASN.1 type BioAPI-BIR-SUBTYPE specified in 15.16.

bs the

<xs:enumeration value="leftMiddleFinger"/>
<xs:enumeration value="leftRingFinger"/>
<xs:enumeration value="leftLittleFinger"/>
<xs:enumeration value="rigthtThumb"/>
<xs:enumeration value="rightPointerFinger"/>
<xs:enumeration value="rightMiddleFinger"/>
<xs:enumeration value="rightRingFinger"/>
<xs:enumeration value="rightLittleFinger"/>
<xs:enumeration value="left-vein-palm"/>
<xs:enumeration value="left-vein-backofhand"/>
<xs:enumeration value="left-vein-wrist"/>
<xs:enumeration value="rigth-vein-palm"/>
<xs:enumeration value="right-vein-backofhand"/>
<xs:enumeration value="right-vein-wrist"/>

</xs:restriction>

</xs:simpleType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the

EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-BIR-SUBTYPE specified in 15.17.

C5.15 TypeBioAPI-BSP-SCHEMA

<xs:complexType name="BioAPI|-BSP-SCHEMA" >
<xs:sequence>

<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="description" type="BioAPI-STRING"/>
<xs:element name="path" type="xs:string" minOccurs="0"/>
<xs:element name="specVersion" type="BioAPI-VERSION"/>
<xs:element name="productVersion" type="BioAPI-STRING"/>
<xs:element name="vendor" type="BioAPI-STRING"/>
<xs:element name="supportedFormats">
<xs:complexType>

AS.SEUULCTILE
<xs:element name="format" type="BioAPI-BIR-BIOMETRIC-DATA-FORMAT"
minOccurs="0" maxOccurs="4294967295"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="factorsMask" type="BioAPI-BIR-BIOMETRIC-TYPE"/>
<xs:element name="operations" type="BioAPI-OPERATIONS-MASK"/>
<xs:element name="options" type="BioAPI-OPTIONS-MASK" />
<xs:element name="payloadPolicy" type="BioAPI-FMR"/>
<xs:element name="maxPayloadSize" type="xs:unsignedInt"/>
<xs:element name="defaultVerifyTimeout" type="xs:int"/>
<xs:element name="defaultldentifyTimeout" type="xs:int"/>
<xs:element name="defaultCaptureTimeout" type="xs:int"/>
<xs:element name="defaultEnrollTimeout" type="xs:int"/>
<xs:element name="defaultCalibrateTimeout" type="xs:int"/>
<xs:element name="maxBSPDbSize" type="xs:unsignedInt"/>
<xs:element name="maxl|dentify" type="xs:unsignedInt"/>
<xs:element name="hostingEndpointIRI" type="EndpointIR]|" />
<xs:element name="bspAccessUuid" type="BioAPI-UUID" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

The gemantics and the use of this XSD type are defined by interpreting an element of this type

EXTH

C.5.1¢

NDED-XER encoding of an abstract value of the ASN:1 type BioAPI-BSP-SCHEMA specified in 15.19.
5 Type BioOAPI-CANDIDATE

<xs:complexType name="BioAPI-CANDIBDATE" >
<xs:sequence>
<xs:choice>
<xs:element name="birInDatahase" type="BioAPI-UUID"/>
<xs:element name="birlmAray" type="xs:unsignedint"/>
<xs:element name="bitInPresetArray" type="xs:unsignedInt"/>
</xs:choice>
<xs:element namg={fmrAchieved" type="BioAPI-FMR"/>
</xs:sequence>
</xs:complexType>

The gsemantics and .the use of this XSD type are defined by interpreting an element of this type

EXTH

C.5.1]

NDED-XER-.éricoding of an abstract value of the ASN.1 type BioAPI-CANDIDATE specified in 15.20.
 TypeB1OAPI-CATEGORY

<xsisimpleType name="BioAPI-CATEGORY">
<xs:restriction base="xs:token">

bs the

bs the

Ab.ﬂllulllb‘ldLiUll Vaiuﬂ— aIL,iIiVU I‘
<xs:enumeration value="comparisonAlgorithm"/>
<xs:enumeration value="processingAlgorithm"/>
<xs:enumeration value="sensor"/>

</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-CATEGORY specified in 15.21.

C5.18 TypeBioAPI-DATA

204

<xs:simpleType name="BioAPI-DATA">
<xs:restriction base="xs:base64Binary"/>
</xs:simpleType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DATA specified in 15.22.

C5.19 TypeBioAPI-DATE

<xs:complexType name="BioAPI-DATE">
<xs:sequence>
<xs:element name="year" type="xs:unsignedShort"/>
<xs:element name="month" type="xs:unsignedByte"/>
<xs:element name="day" type="xs:unsignedByte"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DATE specified in 15.23.
C.5.2(I) Type BioAPI-DB-ACCESS-TYPE

<xs:simpleType name="BioAPI-DB-ACCESS-TYPE">

<xs:list itemType="SingleAccessType"/>
</xs:simpleType>

<xs:simpleType name="SingleAccessType">
<xs:restriction base="xs:token">
<xs:enumeration value="read"/>
<xs:enumeration value="write"/>
</xs:restriction>
</xs:simpleType>

The gemantics and the use of this XSD type are defined by interpreting an element of this type @s the
EXTHNDED-XER encoding of an abstract value of the ASN.1 type BioAPI:DB=ACCESS-TYPE specified in 15.24.

C5.2]1 TypeBioAPI-DB-MARKER-HANDLE

<xs:simpleType name="BioAPI-DB-MARKER-HANDLE">
<xs:restriction base="xs:unsignedInt"/>
</xs:simpleType>

The gemantics and the use of this XSD type are defined by interpreting an element of this type @s the
EXTENDED-XER encoding of an abstract value of the’ ASN.1 type BioAPI-DB-MARKER-HANDLE spécified
in 15.25.

C5.22 TypeBioAPI-DB-HANDLE

<xs:simpleType name="BioAPI|-DB-HANDLE">
<xs:restriction base="xs:int"/>
</xs:simpleType>

The gemantics and the use of"this XSD type are defined by interpreting an element of this type @s the
EXTHNDED-XER encoding of-an abstract value of the ASN.1 type BioAPI-DB-HANDLE specified in 15.26.

C5.23 TypeBioAPEDBBIR-ID

<xs:complexIype name="BioAPI-DBBIR-ID">
<xs:sequence>
<x$relement name="dbHandler" type="BioAPI-DB-HANDLE"/>
<xsselement name="keyValue" type="BioAPI-UUID"/>
<xsysequence>
&[xS:complexType>

The tayantice and tha 1ica of thic YSD tvna ara dofinad by intarnrating  an adlamant of thic tvna the
SEeHeHtrES—aHe—HE—aSe—B—tHiS— vo—ty pEe—aFre—aeHHEa—Ry—rHterpretg—a—ererHet—B—tHS—ty pe—as

EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DBBIR-ID specified in 15.27.

C.5.24 TypeBIioAPI-DTG

<xs:complexType name="BioAPI-DTG">
<xs:sequence>
<xs:element name="date" type="BioAPI-DATE"/>
<xs:element name="time" type="BioAPI-TIME"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-DTG specified in 15.28.
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C5.25 TypeBioAPI-UNIT-EVENT-TYPE

<xs:simpleType name="BioAPI-UNIT-EVENT-TYPE">
<xs:restriction base="xs:token">
<xs:enumeration value="insert"/>
<xs:enumeration value="remove"/>
<xs:enumeration value="fault"/>
<xs:enumeration value="sourcePresent"/>
<xs:enumeration value="sourceRemoved"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-EVENT-TYPE specified in 15.30.

C5.2

<xs:simpleType name="BioAPI-UNIT-EVENT-TYPE-MASK" >
<xs:list itemType="BioAPI-UNIT-EVENT-TYPE"/>
</xs:simpleType>

The gemantics and the use of this XSD type are defined by interpreting an element of, ‘this type
EXTEHNDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-EVENT-FYRE-MASK sp

in 15.

C.5.2]

The 3
EXTH

B1.
 Type BioAPI-FMR

<xs:simpleType name="BioAPI-FMR">
<xs:restriction base="xs:int"/>
</xs:simpleType>

bemantics and the use of this XSD type are defined by interpreting an element of this type
NDED-XER encoding of an abstract value of the ASN.1 type BioAPI-FMR specified in 15.32.

C5.28 TypeBioAPI-FRAMEWORK-SCHEMA

The 3
EXTH
15.33

C52

<xs:complexType name="BioAPI-FRAMEWORK-SCHEMA.>
<xs:sequence>
<xs:element name="fwProductUuid" type="BigAPRI-UUID"/>
<xs:element name="description" type="BioAPI=-STRING"/>
<xs:element name="path" type="xs:strings, minOccurs="0"/>
<xs:element name="specVersion" typeXB1oAPI-VERSION"/>
<xs:element name="productVersion\ype="BioAPI-STRING"/>
<xs:element name="vendor" types'B{0API-STRING"/>
<xs:element name="propertyUdid} type="BioAPI-UUID" minOccurs="0"/>
<xs:element name="property"™ type="BioAPI-DATA" minOccurs="0"/>
<xs:element name="hostingEndpointIRI" type="EndpointIRI"/>
</xs:sequence>
</xs:complexType>

bemantics and the usel of “ this XSD type are defined by interpreting an element of this type
NDED-XER encoding-of an abstract value of the ASN.1 type BioAPI-FRAMEWORK-SCHEMA speci

) TypeBigAPI-GUI-BITMAP

<xs:complexType name="BioAPI-GUI-BITMAP">
<xs.sequence>
<xs:element name="subtypeMask" type="BioAPI-BIR-SUBTYPE-MASK"/>
<xs:element name="width" type="xs:unsignedInt"/>

bs the
beified

bs the

bs the
ied in

AD.C:CIIICIIt IIQIIIC—":ICig:It" tyl.lﬂ—"}\b.ullb;yllcb“lIt"l‘
<xs:element name="bitmap" type="BioAPI-DATA" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-BITMAP specified in 15.34.
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C.5.30 TypeBioAPI-GUI-BITMAP-ARRAY

<xs:complexType name="BioAPI-GUI-BITMAP-ARRAY">
<xs:sequence>
<xs:element name="members">
<xs:complexType>
<xs:sequence>
<xs:element name="member" type="BioAPI-GUI-BITMAP"
minOccurs="0" maxOccurs="4294967295"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

The semantics _and the use of this XSD type are defined by interpreting an _element of this type as the
EXTEHNDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-BITMAP-ARRAY spgcified
in 15.85.

C.5.3]1 TypeBioAPI-GUI-EVENT-SUBSCRIPTION

<xs:complexType name="BioAPI-GUI-EVENT-SUBSCRIPTION">
<xs:sequence>
<xs:element name="subscriberEndpointIRI" type="EndpointIRI"/>
<xs:element name="guiEventSubscriptionUuid" type="BioAPI-UUID"/>
<xs:element name="guiEventsSubscribed">
<xs:simpleType>
<xs:list itemType="SingleGUIEvent"/>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:simpleType name="SingleGUIEvent">
<xs:restriction base="xs:token">
<xs:enumeration value="select"/>
<xs:enumeration value="state"/>
<xs:enumeration value="progress"/>
</xs:restriction>
</xs:simpleType>

The gemantics and the use of this XSD type are' defined by interpreting an element of this type @s the
EXTHNDED-XER encoding of an abstract value’of the ASN.1 type BioAPI-GUI-EVENT-SUBSCRIHTION
specifled in 15.36.

C.532 TypeBIOAPI-GUI-ENROLETYPE

<xs:simpleType name="BioAPI*GUI-ENROLL-TYPE">
<xs:list>
<xs:simpleType>
<xs:restriction baSe="xs:token">
<xs:enumer@tion value="testVerify"/>
<xs:enumehation value="multipleCapture"/>
</xs:restpiefion>
</xs:sipaptelype>
</xs:listz
</xs:sippleType>

The antics and the use of this XSD type are defined by interpreting an element of this type s the
EXTHENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-ENROLL-TYPE specified in 15.38

C533 TypeBIOAFI-GUI-MOMEN |

<xs:simpleType name="BioAPI-GUI-MOMENT">
<xs:restriction base="xs:token">
<xs:enumeration value="beforeStart"/>
<xs:enumeration value="during"/>
<xs:enumeration value="afterEnd"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-MOMENT specified in 15.37.
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C5.34 TypeBioAPI-GUI-OPERATION

<xs:simpleType name="BioAPI-GUI-OPERATION">
<xs:restriction base="xs:token">
<xs:enumeration value="capture"/>
<xs:enumeration value="process"/>
<xs:enumeration value="createTemplate"/>
<xs:enumeration value="verifyMatch"/>
<xs:enumeration value="identifyMatch"/>
<xs:enumeration value="verify"/>
<xs:enumeration value="identify"/>
<xs:enumeration value="enroll"/>
</xs:restriction>
</xs:simpleType>

The semantics and _the use of this XSD type are defined by interpreting an _element of this type

as the

EXTH

C.5.3

NDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-OPERATION specified in 15,

b Type BIOAPI-GUI-RESPONSE

<xs:simpleType name="BioAPI-GUI-RESPONSE" >
<xs:restriction base="xs:token">
<xs:enumeration value="default"/>
<xs:enumeration value="startCycle"/>
<xs:enumeration value="startSubop"/>
<xs:enumeration value="continueSubop"/>
<xs:enumeration value="nextSubop"/>
<xs:enumeration value="opComplete"/>
<xs:enumeration value="abortSubop"/>
<xs:enumeration value="recapture"/>
<xs:enumeration value="restartCycle"/>
<xs:enumeration value="cancelOp"/>
</xs:restriction>
</xs:simpleType>

The

EXTHNDED-XER encoding of an abstract value of the ASN.1 type BioAPI-GUI-RESPONSE specified in 15.4

C53

antics and the use of this XSD type are defined fy.interpreting an element of this type

Type BioAPI-GUI-SUBOPERATION

<xs:simpleType name="BioAPI-GUI-SUBOPERATION">
<xs:restriction base="xs:token">
<xs:enumeration value="capture"/>
<xs:enumeration value="process"/>
<xs:enumeration value="create Femptate"/>
<xs:enumeration value="verifyMatch"/>
<xs:enumeration value="identifyMatch"/>
</xs:restriction>
</xs:simpleType>

The gemantics and the use-of this XSD type are defined by interpreting an element of this type

EXTE
in 15.4

C.5.3]

NDED-XER encoding-of an abstract value of the ASN.1 type BioAPI-GUI-SUBOPERATION sp
11,

' Type Bio&PI-HANDLE

<xs:simpleType name="BioAPI-HANDLE">
<xsiestriction base="xs:unsignedint"/>
</xgrsimpleType>

The

gemantics and the use of this XSD type are defined by interpreting an element of this type

BO.

bs the

bs the
beified

bs the

EXTENDED-XER encoding of an abstract value of the ASN.1 type BIoAPI-HANDLE specitied in 15.42.

C.538 TypeBioAPI-IDENTIFY-POPULATION

208

<xs:complexType name="BioAPI-IDENTIFY-POPULATION">
<xs:choice>
<xs:element name="birDataBase" type="BioAPI-DB-HANDLE"/>
<xs:element name="birArray" type="BioAPI-BIR-ARRAY-POPULATION"/>
<xs:element name="birPresetArray">
<xs:complexType/>
</xs:element>
</xs:choice>
</xs:complexType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-IDENTIFY-POPULATION specified
in 15.43.

C5.39 TypeBioAPI-INDICATOR-STATUS

<xs:simpleType name="BioAPI-INDICATOR-STATUS">
<xs:restriction base="xs:token">
<xs:enumeration value="accept"/>
<xs:enumeration value="reject"/>
<xs:enumeration value="ready"/>
<xs:enumeration value="busy"/>
<xs:enumeration value="failure"/>
</xs:restriction>
</xs:simpleType>

The antics and the use of this XSD type are defined by interpreting an element of this typeHas the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-INDICATOR-STATUS-Spécified
in 15.45.

C540 TypeBioAPI-INPUT-BIR

<xs:complexType name="BioAPI-INPUT-BIR">
<xs:choice>
<xs:element name="birInDB" type="BioAPI-DBBIR-ID"/>
<xs:element name="birInBSP" type="BioAPI-BIR-HANDLE"/>
<xs:element name="bir" type="BioAPI-BIR"/>
</xs:choice>
</xs:complexType>

The gemantics and the use of this XSD type are defined by interpreting an element of this type @s the
EXTHNDED-XER encoding of an abstract value of the ASN.1 type BioARI-INPUT-BIR specified in 15.46.

C54]1 TypeBioAPI-OPERATIONS-MASK

<xs:simpleType name="BioAPI-OPERATIONS-MASK">
<xs:list itemType="SingleOperation"/>
</xs:simpleType>

<xs:simpleType name="SingleOperation">
<xs:restriction base="xs:token">
<xs:enumeration value="enableEvents"/
<xs:enumeration value="subscribeTOGUIEvents"/>
<xs:enumeration value="capture'y>
<xs:enumeration value="create[emplate"/>
<xs:enumeration value="process"/>
<xs:enumeration value="proeessWithAuxBIR"/>
<xs:enumeration valueg™werifyMatch"/>
<xs:enumeration valye="fdentifyMatch"/>
<xs:enumeration yalue="enroll"/>
<xs:enumeration ‘value="verify"/>
<xs:enumeratiom value="identify"/>
<xs:enumeratton value="import"/>
<xs:enunderation value="presetldentifyPopulation"/>
<xs:en@meration value="databaseOperations"/>
<xs:epmimeration value="setPowerMode"/>
<Xs:enumeration value="setIndicatorStatus"/>
<xs’enumeration value="getIndicatorStatus"/>
<xs:enumeration value="calibrateSensor"/>
<xs:enumeration value="utilities"/>
<xs:enumeration value="queryUnits"/>
<xs:enumeration value="queryBFPs" />
<xs:enumeration value="controlUnit"/>
</xs:restriction>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-OPERATIONS-MASK specified
in 15.48.
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C542 TypeBioAPI-OPTIONS-MASK

<xs:simpleType name="BioAPI-OPTIONS-MASK">
<xs:list itemType="SingleOption"/>
</xs:simpleType>

<xs:simpleType name="SingleOption">
<xs:restriction base="xs:token">

<xs:enumeration value="raw"/>
<xs:enumeration value="qualityRaw"/>
<xs:enumeration value="qualityIntermediate"/>
<xs:enumeration value="qualityProcessed"/>
<xs:enumeration value="appGUI"/>
<xs:enumeration value="guiProgressEvents"/>
<xs:enumeration value="sourcePresent"/>
<xs:enumeration value="payload"/>

The 3
EXTH

C.54]

The 3
EXTH

C.5.44

The 3
EXTH

C.5.44

<xs:enumeration value="birSign"/>
<xs:enumeration value="birEncrypt"/>
<xs:enumeration value="templateUpdate"/>
<xs:enumeration value="adaptation"/>
<xs:enumeration value="binning"/>
<xs:enumeration value="selfContainedDevice"/>
<xs:enumeration value="moc"/>
<xs:enumeration value="subtypeToCapture"/>
<xs:enumeration value="sensorBFP"/>
<xs:enumeration value="archiveBFP"/>
<xs:enumeration value="comparisonBFP"/>
<xs:enumeration value="processingBFP"/>
<xs:enumeration value="coarseScores"/>
</xs:restriction>
</xs:simpleType>

bemantics and the use of this XSD type are defined by interpreting an element of this type
NDED-XER encoding of an abstract value of the ASN.1 type BioAPIFOPTIONS-MASK specified in 15.4

3 Type BioAPI-POWER-MODE

<xs:simpleType name="BioAPI-POWER-MODE">
<xs:restriction base="xs:token">
<xs:enumeration value="normal"/>
<xs:enumeration value="detect"/>
<xs:enumeration value="sleep"/>
</xs:restriction>
</xs:simpleType>

bemantics and the use of this XSB\type are defined by interpreting an element of this type
NDED-XER encoding of an abstract value of the ASN.1 type BioAPI-POWER-MODE specified in 15.50
I  TypeBioAPI-RETURN

<xs:simpleType name="BteAPI-RETURN">

<xs:restriction basex"xs:unsignedint"/>

</xs:simpleType>
bemantics and they“Use of this XSD type are defined by interpreting an element of this type
NDED-XER encoding of an abstract value of the ASN.1 type BioAPI-RETURN specified in 15.52.
b TypeBIOAPI-STRING

LxsisimpleType name="BioAPI-STRING">
<xs:restriction base="xs:string"/>

bs the
9.

bs the

bs the

</xs.simnleTvnos
T ra)

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-STRING specified in 15.53.

C546 TypeBioAPI-TIME
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<xs:complexType name="BioAPI-TIME">
<xs:sequence>
<xs:element name="hour" type="xs:unsignedByte"/>
<xs:element name="minute" type="xs:unsignedByte"/>
<xs:element name="second" type="xs:unsignedByte"/>
</xs:sequence>
</xs:complexType>
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The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-TIME specified in 15.54.

C.547 TypeBioAPI-UNIT-ID

<xs:simpleType name="BioAPI-UNIT-ID">
<xs:restriction base="xs:unsignedInt"/>
</xs:simpleType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-ID specified in 15.55.

C548 TypeBioAPI-UNIT-LIST-ELEMENT

<xs:complexType name="BioAPI-UNIT-LIST-ELEMENT">
<xs:sequence>
<xs:element name="category" type="BioAPI-CATEGORY"/>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
</xs:sequence>
</xs:complexType>

The gemantics and the use of this XSD type are defined by interpreting an element Of\ this type @s the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UNIT-LIST}ELEMENT spécified
in 15.56.

C549 TypeBioAPI-UNIT-SCHEMA

<xs:complexType name="BioAPI-UNIT-SCHEMA" >
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="unitManagerProductUuid" type="BioAPI-UUID%>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="category" type="BioAPI-CATEGORY" />,
<xs:element name="unitProperties" type="BioAPI-UUID"/>
<xs:element name="vendorIinformation" type="BioAPI-STRING" />
<xs:element name="supportedUnitEvents" type="BioAPJ-UNIT-EVENT-TYPE-MASK"/>
<xs:element name="propertyUuid" type="BioAPI-UUID"/>
<xs:element name="property" type="BioAPI-DATA"/>
<xs:element name="hardwareVersion" type="Bi{oAPI-STRING"/>
<xs:element name="firmwareVersion" type={BoAPI-STRING"/>
<xs:element name="softwareVersion" type="BioAPI-STRING"/>
<xs:element name="hardwareSerialNuiber" type="BioAPI-STRING"/>
<xs:element name="authenticatedHaxflware" type="xs:boolean"/>
<xs:element name="maxBSPDbSize'_type="xs:unsignedInt"/>
<xs:element name="maxl|dentify" fype="xs:unsignedint"/>
</xs:sequence>
</xs:complexType>

The gemantics and the use of~this XSD type are defined by interpreting an element of this type @s the
EXTHNDED-XER encoding of an-abstract value of the ASN.1 type BioAPI-UNIT-SCHEMA specified in 15.57

C550 TypeBioAP|-WUUID

<xs:simpleTyfie hame="BioAPI-UUID">
<xs:restri€eq base="xs:token">
<xs:lemgth value="36"/>
</xs:festriction>
</xststmpleType>

The gemantics and the use of this XSD type are defined by interpreting an element of this type @s the
EXTHNDED-XER encoding of an abstract value of the ASN.1 type BioAPI-UUID specified in 15.58.

C551 TypeBioAPI-VERSION

<xs:complexType name="BioAPI-VERSION">
<xs:sequence>
<xs:element name="major" type="xs:unsignedByte"/>
<xs:element name="minor" type="xs:unsignedByte"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type BioAPI-VERSION specified in 15.59.
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C.6

Cb6.1l

Parameter s of request Bl P messages

Parameter s of the addMaster request BI P message

<xs:complexType name="AddMaster-RequestParams">
<xs:sequence>
<xs:element name="bipVersion" type="BioAPI-VERSION"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type AddMaster-RequestParams specified in 16.4.

C.6.2

Parameter s of the deleteMaster request BI P message

<xs:complexType name="DeleteMaster-ReguestParams"/>

The 3
EXTE
16.5.

C.6.3

The ¢
EXTE

C.64

The 3
EXTH
in 16.

C.65

The 3
EXTH
in 16.

C.6.6

bemantics and the use of this XSD type are defined by interpreting an element of this type
NDED-XER encoding of an abstract value of the ASN.1 type DeleteMaster-RequestParams( gpecit

Parameters of thebsplLoad request BIP message

<xs:complexType name="BSPLoad-RequestParams">
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="unitEventSubscription" type="xs:boolean"/>
</xs:sequence>
</xs:complexType>

bemantics and the use of this XSD type are defined by interpreting an element of this type

Parameters of thebspUnload request BI P message

<xs:complexType name="BSPUnload-RequestParams">
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAR{*UUID"/>
<xs:element name="unitEventSubscription" typex'xs:boolean"/>
</xs:sequence>
</xs:complexType>

bemantics and the use of this XSD typélare defined by interpreting an element of this type
NDED-XER encoding of an abstract value of the ASN.1 type BSPUnload-RequestParams sp
0.

Parameter s of the queryUnits request BIP message

<xs:complexType name="QuepyUnits-RequestParams" >
<xs:sequence>
<xs:element namg=t{bspProductUuid" type="BioAPI-UUID"/>
</xs:sequence>
</xs:complexType>

bemantics and the' use of this XSD type are defined by interpreting an element of this type

| 1.

Parameter s of the queryBFPs request BI P message

2xs:complexType name="QueryBFPs-RequestParams">

bs the
ied in

bs the

NDED-XER encoding of an abstract value of the ASN.1 type BSPLead-RequestParams specified in 16.9.

bs the
beified

bs the

NDED-XER-éncoding of an abstract value of the ASN.1 type QueryUnits-RequestParams spgcified

<Xs.sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type QueryBFPs-RequestParams specified
in 16.12.
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Parameter s of thebspAttach request BIP message

<xs:complexType name="BSPAttach-RequestParams">
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="version" type="BioAPI-VERSION"/>
<xs:element name="units">
<xs:complexType>
<xs:sequence>
<xs:element name="unit" type="BioAPI-UNIT-LIST-ELEMENT"
minOccurs="0" maxOccurs="4294967295"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

The sl;emantics and the use of this XSD type are defined by interpreting an element of this type

EXTH
C.68

The 3
EXTH
in 16.

C.6.9

The 3
EXTH
in16.

NDED-XER encoding of an abstract value of the ASN.1 type BSPAttach-RequestParams specified-in

Parameter s of the bspDetach request BIP message

<xs:complexType name="BSPDetach-RequestParams">
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
</xs:sequence>
</xs:complexType>

bemantics and the use of this XSD type are defined by interpreting (ag—element of this type
NDED-XER encoding of an abstract value of the ASN.1 type BSRDetach-RequestParams sp
| 4.

Parameter s of the enableUnitEvents request BIP message

<xs:complexType name="EnableUnitEvents-RequestParams">
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPIEZHANDLE"/>
<xs:element name="unitEvents" type="BioAPI-UNIINEVENT-TYPE-MASK"/>
</xs:sequence>
</xs:complexType>

bemantics and the use of this XSD type are' defined by interpreting an element of this type
NDED-XER encoding of an abstract value of.the ASN.1 type EnableUnitEvents-RequestParams sp
5.

C.6.10 Parametersof theenableEventNotifications request BIP message

<xs:complexType name="EnablgEventNotifications-RequestParams">
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name={unitEventTypes" type="BioAPI-UNIT-EVENT-TYPE-MASK" />
</xs:sequence>
</xs:complexTypex

The gemantics and .the) use of this XSD type are defined by interpreting an element of this type

EXTH
specif

C.6.11

NDED-XER.éncoding of an abstract value of the ASN.1 type EnableEventNotifications-RequestP3
edin 16.16:

Parameter s of the controlUnit request BIP message

bs the
16.13.

bs the
beified

bs the
beified

bs the
rams

gxs:complexType name="ControlUnit-RequestParams">

AS.STYUTTILT
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="controlCode" type="xs:unsignedInt"/>
<xs:element name="inputData" type="BioAPI-DATA"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type ControlUnit-RequestParams specified
in16.17.
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C.6.12 Parametersof thecontrolRequest BIP message

<xs:complexType name="Control-RequestParams" >
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="controlCode" type="BioAPI-UUID"/>
<xs:element name="inputData" type="BioAPI-DATA"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type Control-RequestParams specified in 16.18.

C.6.13 Parametersof thefreeBIRHandle request BI P message

<xs:complexType name="FreeBIRHandle-RequestParams" >
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
<xs:element name="birHandle" type="BioAPI-BIR-HANDLE"/>
</xs:sequence>
</xs:complexType>

The gemantics and the use of this XSD type are defined by interpreting an element)'of this type @s the
EXTENDED-XER encoding of an abstract value of the ASN.1 type FreeBIRHandle-ReéquestParams spécified
in 16.19.

C.6.14 Parametersof thegetBIRFromHandle request BIP message

<xs:complexType name="GetBIRFromHandle-RequestParams">
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE">
<xs:element name="birHandle" type="BioAPI-BIR-HANDLE"/>,
</xs:sequence>
</xs:complexType>

The gemantics and the use of this XSD type are defined>by interpreting an element of this type @s the
EXTENDED-XER encoding of an abstract value of thexASN.1 type GetBIRFromHandle-RequestPdrams
specifled in 16.20.

C.6.1% Parametersof thegetHeaderFromHandlerequest BIP message

<xs:complexType name="GetHeaderFromHandle-RequestParams" >
<xs:sequence>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"/>
<xs:element name="birHandle"\type="BioAPI-BIR-HANDLE"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type s the
EXTENDED-XER encoding of\an abstract value of the ASN.1 type GetHeaderFromHandle-RequestPdrams
specifled in 16.21.

C.6.16 ParametersofithesubscribeToGUIEvents request BIP message

<xs:comp}exType name="SubscribeToGUIEvents-RequestParams">
<xs:s€quence>
<xs*element name="guiEventSubscriptionUuid" type="BioAPI-UUID"
minOccurs="0"/>
<xs:element name="bspProductUuid" type="BioAPI-UUID"
minOccurs="0"/>
I\D.C;CIIIE‘IIL lIaIIIC—“UIig;lla;BOPHalld;U" l_ypl:—"B;Ul‘:\Pi‘HI:‘\I"\IIDLE"
minOccurs="0"/>
<xs:element name="guiSelectEventSubscribed" type="xs:boolean"/>
<xs:element name="guiStateEventSubscribed" type="xs:boolean"/>
<xs:element name="guiProgressEventSubscribed" type="xs:boolean"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type SubscribeToGUIEvents-RequestParams
specified in 16.22.
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C.6.17 Parametersof theunsubscribeFromGUIEvents request BIP message
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C.6.20 Parametersof thenotifyGUIStateEvent request BIP message

<xs:complexType name="UnsubscribeFromGUIEvents-RequestParams" >
<xs:sequence>
<xs:element name="guiEventSubscriptionUuid" type="BioAPI-UUID"
minOccurs="0"/>
<xs:element name="bspProductUuid" type="BioAPI-UUID"
minOccurs="0"/>
<xs:element name="originalBSPHandle" type="BioAPI-HANDLE"
minOccurs="0"/>
<xs:element name="guiSelectEventSubscribed" type="xs:boolean"/>
<xs:element name="guiStateEventSubscribed" type="xs:boolean"/>
<xs:element name="guiProgressEventSubscribed" type="xs:boolean"/>
</xs:sequence>
</xs:complexType>

Parameter s of the queryGUIEventSubscriptions request BI P message

<xs:complexType name="QueryGUIEventSubscriptions-RequestParams">
<xs:sequence>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
</xs:sequence>
</xs:complexType>

bmantics and the use of this XSD type are defined by interpreting an elemeftof this type as the EXTEN
bncoding of an abstract value of the ASN.1 type QueryGUIEventSubscriptions-RequestParams sp
ZN

) Parameters of the notifyGUISelectEvent request BI P message

<xs:complexType name="NotifyGUISelectEvent-RequestParams*>
<xs:sequence>
<xs:element name="subscriberEndpointIRI" type="En@pointIRI"/>
<xs:element name="guiEventSubscriptionUuid" typés"BioAPI-UUID"/>
<xs:element name="bspProductUuid" type="BioAPI-UUID"/>
<xs:element name="unitID" type="BioAPI-UNIF>ID"/>
<xs:element name="enrollType" type="BioARKGUI-ENROLL-TYPE"/>
<xs:element name="operation" type="BigAPI-GUI-OPERATION"/>
<xs:element name="moment" type="BioAPI-GUI-MOMENT"/>
<xs:element name="resultCode" types*BioAPI-RETURN"/>
<xs:element name="maxNumEnrelfSamples" type="xs:unsignedInt"/>
<xs:element name="selectablelgstances" type="BioAPI-BIR-SUBTYPE-MASK"/>
<xs:element name="capturedinstances" type="BioAPI-BIR-SUBTYPE-MASK" />
<xs:element name="text" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

bemantics and the usel of  this XSD type are defined by interpreting an element of this type
NDED-XER encoding-of an abstract value of the ASN.1 type NotifyGUISelectEvent-RequestPs
edin 16.25.

<xs:complexType name="NotifyGUIStateEvent-RequestParams" >
xsisequence>
<xs:element name="subscriberEndpointIRI" type="EndpointIRI"/>
<xs:element name="guiEventSubscriptionUuid" type="BioAPI-UUID"/>

08 (E)

DED-
becified

bs the
rams

s-elemant name="bosnDroductl hid" tvng=-"BigADLIIIINQ"/
e T

<xs:element name="unitID" type="BioAPI-UNIT-ID"/>
<xs:element name="operation" type="BioAPI-GUI-OPERATION"/>
<xs:element name="suboperation" type="BioAPI-GUI-SUBOPERATION"/>
<xs:element name="purpose" type="BioAPI-BIR-PURPOSE"/>
<xs:element name="moment" type="BioAPI-GUI-MOMENT" />
<xs:element name="resultCode" type="BioAPI-RETURN"/>
<xs:element name="enrollSampleIlndex" type="xs:int"/>
<xs:element name="bitmaps" type="BioAPI-GUI-BITMAP-ARRAY" minOccurs="0"/>
<xs:element name="text" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

The semantics and the use of this XSD type are defined by interpreting an element of this type as the
EXTENDED-XER encoding of an abstract value of the ASN.1 type NotifyGUIStateEvent-RequestParams
specified in 16.26.
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