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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC,
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Introduction

Technology for real-time access control is widely used in many situations such as facility entrance
systems in a building, payments at a hotel, ATM operations or e-voting in an election, etc. These services
benefit from real-time access control systems connected via networks and using database information.

Sophisticated cloud, virtualization, database, networking technology and services and the evolution of
authentication technology such as biometrics, NFC, QR codes used in distributed and modular access
contro ySielr elldbDle Ppreviously underserved users and operator O INnovate around new uge cases.

Fdr realizing such real-time access system, an Ecma standard ECMA-412 (also~published as
Infernational Standard ISO/IEC 20933) “Framework for distributed real-time access systems’| was first
infroduced in 2016 with a 2nd edition following in 2018. That standard specifies the’refererjce model
aHd common control functions. It gives direction for ongoing innovation and development of t¢chnology
arld the system integration of distributed real-time access control systems.

THis Standard specifies the architecture for a distributed real-time access’ system taking intp account
the many technologies and the framework of ECMA-412. The architecture specifies the functjon group
concept of the system, the functionalities of each function group and-the interfaces. Protocold between
fuhction group and functions are out of the scope of this Standard,

THis 2nd edition introduces some clarifications and editorial improvements to the text.

THis Ecma Standard was developed by Technical Committee 51 and was adopted by th¢ General
Agsembly of June 2019.
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Architecture for a distributed real-time access system
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Scope

is Standard specifies the architecture for a distributed real-time access system. Fhe ar

rhitecture

ecifies the function group concept of the system, functionalities of each function group, and interfaces.

mmunication between function group and functions are not in the scope of this Standard.

Normative references

e following documents are referred to in the text in such a way-that some or all of their content
copnstitutes requirements of this document. For dated references, ‘enly the edition cited apjplies. For

dated references, the latest edition of the referenced document{(including any amendments
MA-412, Framework for distributed real-time Access systems

D/IEC 20933, Information technology — Distributed.-application platforms and services
pmework for distributed real-time access systems,

Terms and definitions

r the purposes of this document, thefollowing terms and definitions apply.
D and IEC maintain terminological’databases for use in standardization at the following addr

ISO Online browsing platferm: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

cess ID
entifier of an-access request

D

cess.object

ph

ysical entity which access the access system

applies.

(DAPS) —

£Sses:

3.3
access object ID
identifier of an access object

3.4

access point
object ID receiver from access object for starting access system activities and an access system activity
final result receiver for completion of the activities
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access point ID

identifier

3.6
edge

of an access point

boundary between pertinent digital and physical entities, delineated by networked access points

Note: see

3.7
edge nod
identifier

3.8

transaction
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elID
of an edge

unctions and message exchanges to generate a final result and senty'to a receiver (Sour
0933)

'view

stem) is a system which decides in a timely m@nner to permit or deny access from
ject and proceed with an access system servicé\after access is granted. The access points
n are spatially distributed. An access system will be activated by the access of an accsg
the access point. After its validity confirmiation, authentication, some services of the accg
ill proceed serially and/or parallelly..-When the processing of all the services is complets
ce result is sent back to the access-point. During such transaction, the series of acti

shows an access system aetivity flow for an access system which is activated by the accg
Cess at the access poinf t0” the end of the series of actions of the system. In Figure 1,
w shows the messdge(s) flow from the access object to the access point, access po
pcessor and any pracessor to any other processors. Those object ID messages from the accg
the access pointare used to process results messages to Process 1 and so on. At a
unctions, based on the received messages, each process function performs vari

fe), and the result related ID(s) are sent to the next processing function.

ited real-time access system, as described in ECMA=412 and ISO/IEC 20933, (hereafte

e authenticated through an authentication process, logically and physically as illustrated|i

NSH

y
us

or

n,

processing result messages from Process 1 to process N-1 are sent to Process N functig

f- 1 . d - A | 1 | £l £ 1 1 - 1 my +1 £ 1 AN
1na ]u bclllﬂlll. PTOLESS, WIIILIT UCCIUTS U6 UIC 1114l TTCSUIL, dLLCpPU UL UCTIly. 1TIICII, UIT T4l TTSUIt

is

sent to the access point as a receiver of the result and completes a transaction and access system
activity. If the result of any processing function is "deny” at any steps of an access system activity, such
messages are sent to the final judgement process. Then, the final result is judged as “deny” by the final
judge process function. The “deny” message is sent to the receiver and completes the transaction and
access system activity.
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THe rules of message management and procedures.of the system activities are provided by policy in the
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erltrance access point-s locked. An access object is a human in this case, who has a key car

m each process are also provided by policy function and based on the rules., The messags
cess point sent to an appropriate process function is managed by an edge node. Access pd
bssages will send through edge node’to authentication process in the service function grou

tivities of each process fufictions are out of the scope of this standard.

ject ID. When/the person inserts or touches the key card at the entrance door, the acg

questing access is accepted and an open the door message, final result, goes to the access p
b doar” will open. If the key card is not authenticated, access request denied thr]

authentication process and the door will not open. The access system activity is then complete

licy function (Figure 3) of the platform function group. Those rules vary and depend on the services
atld applications of each access system. Furthermore, the direction management rules of the messages

from the
int result

p. (Figure

pure 2 shows an example, a hotel-check in process. There are many rooms in a hotel and each room

d with an
ess point

ceives an object ID from key card then an access system, which includes an authenticatiop process
rts. If thesKey card was authenticated at the hotel front desk, the authentication result, fifial result,

int, then,
pugh the
.

Note: in this example, configuration of key card, ID messages in the key card, key card reader, activities

of

©

door open, or close mechanism, etc. are out of the scope of this standard.
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very largg

require c

order to ¢onstruct or implement an access system, the following are important issues and they could
done in njany different ways. Those are out of scope of this Standard.

— in th¢ case that the system has widely distributed access points, the data-management processing i

impo
total
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Figure 2 — An example of hotel room check-in

very simple example, but there are many kinds of such access systems. Some systems ha

bmplicated authentication. Annex B shows some examples of complicated authentication.

rtant when many access objects access large number of access, peints at the same time. T|
processing time should be shortened to a few second or less;

ve

e number of access points, some systems have widely distributed access points,some systems

In
be

— flexilility and expandability are also important, such as easycupdates of the number of controlled

acceds points, number of users and its data, system configuration and its software, including rul

etc.

This Stan
and inter

dard clarifies the requirements of these access systems, and shows a functional architectu
aces. Figure 3 shows the functional architecture of the access system.

ES,

Note: multi-layer functions, such as security, privacy and governance, are out of the scope of this

standard.

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=c266e1d7cab50bc28b83f05250860ca7

ISO/IEC 24643:2020(E)

Authentication & System Data
L. Personal Data
Application
Function y
Group Po ey In_ter_
function Application . Other
W
< application
A4
Service Processing N
Function . Transaction
¢ Processing 2 Data
hroup . ||
Processing 1

ek_ecommuni- TelecommunicationN etwoD
¢ation

Function
Grou
p Edge node 1 Edge node 2\ .... Edge node N\
L \ \
Transaction Transaction
(Transaction ID) (Transaction ID)
\'4 N \
Physical Access Time Access Time Access Time ***| Access Time
Function Point 1| Stamping |JPoint 2 | Stamping Point 3| Stamping | 1Point N Sfamping
i /N Access Request Access Request 7 T
Group (Acces§ ID) (Access ID) O s O
*\ Access Object - ¥
(Access object ID)

Figure 3 — Functional architecture of access system

5| Functional architecture of an access system

5.1 Phvsical function group
4 L=] r

5.1.1 Components

There are access objects and access points in the physical function group of an access system.

5.1.2 Access object

5.1.2.1 Functions

Access object is an entity to require access to the access system. The entity may be a human or a
mechanical object such as a card. Each access object has its access object ID. The access object ID is

© ISO/IEC 2020 - All rights reserved 5
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given to a user and/or customer of the access object from the service provider when contracted. The life
of access object ID depends on the contract of the access system service and is out of the scope of this
Standard.

5.1.2.2 Requirements and recommendations

The access object ID shall be unique in this access system.

The access object ID should be stored in an electronic card, an RFID, a smart phone, or another such
object.

Biometrigs data such as face, fingerprint, iris, veins recognition, etc. should also be used as IDs. The-wjay
of necesspry biometrics data (raw and/or characterised parameters) acquisition or extractionand the
way of ayithentication using such biometrics data depend on the access system configuration,and fts
service. Spich authentications are out of scope of this Standard.

5.1.3 Acdess point

5.1.3.1 Functions

An accesq point represents the entrance and/or the exit of the access system‘and:

— has ah access point ID;

— has alfunction of physical gateway to control an access;

— receiyes an access request from an access object;

— generates an access ID to link the access object ID ofthe access object with the access;

— generates a transaction ID;

— genefates a transaction to start the process in the access system. A transaction is a data set of a
transpction ID, access point ID, accessID; access object ID and a time stamp to indicate the procgss
starting time;

— sends the transaction to the service function group via the network function group;

— recelves a result of the authentication which is confirmed in the platform function group;

— somgdtimes has a fungtion of the receiver of the result of the transaction originated by an accgss

objeqt. The resultdmay be, for example, opening a door/gate, displaying payment settlement, the
completion ofithe voting, etc. at the access point, physically.

5.1.3.2 Requirements and recommendations

The access point ID shall be unique in this access system.

The access point shall receive the access request of the access object independently from the acceptance
or denial of the request.

The access request receiving function, including access object ID reader, should be implemented as an
electronic card reader, a sensor for a smart device, a camera for biometric data, etc.

The access ID shall be unique in this access system.
The transaction ID shall be unique in this access system.

The access point should process the access request one by one.

6 © ISO/IEC 2020 - All rights reserved
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5.2 Telecommunication function group

5.2.1 Components

There are telecommunication networks and edges in the telecommunication function group. Edges may

be

optional in some applications and access systems.

5.2.2 Edge

5.2.2.1 Functions

Th

Th

Th
st

5.

Th
ac

Th

C

5.

.2.2.2 Requirements and recommendations

.2.3 Telecommunication network

.2.3.1 Functions

ejsugh because\the processing time for a transaction is supposed to be several second

has an edge node ID to identify which access point is connected to the edge;
includes a function of traffic concentration/distribution;
includes a function of data caching to keep recent uses of both the transaction data

authentication data;

monitoring the access point capability.

e edge node ID shall be unique in this access system,

e network has a function to dispatch transactions between the access point and the proce
prage in the Service function grotip,"or the edge node and the processing and storage.

2.3.2 Requirements and recommendations

e network performance.including latency, throughput, error rate, etc. should be decided t:
count the adopted application specification.

e network protocols are out of the scope of this Standard, but the protocol should be simple

sidering a\se-called real-time system.

3 Service function group

5.

e edge helps to process a large number of the transactions to decrease burdens of the netwgrks and;

and the

may have the functions of checking the access point if it is authorized physically and logically, and

ssing and

king into

and light
s or less

J’Components

The service function group includes common functionalities of access systems, namely, the processing
functions and transaction data, to decide the acceptance or denial of the access and to proceed other
services of the access system of the linked access request.

5.3.2 Processing functions

5.3.2.1 Functions

The processing function:

© ISO/IEC 2020 - All rights reserved
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5.3.2.2 Requirements and recommendations

manages transactions using the transaction data;

processes transactions according to the rule stored in the policy function in the platform-function
group;

refers to the authentication, access object data and the system data, and decides acceptance or
denial of the access request;

sends the result of the authentication and the result of transaction related processing through
netwprks{and-an-edge}-

To realiz¢ real-time processing, processing functions should be implemented using parallekprocessing

technologies.

However| in most cases, an access authentication process should be executed first before other

processeq for services or applications are processed.

5.3.3 Transaction data

5.3.3.1 Functions

The tranpaction data are stored data which have information related to a transaction ID. The
transactign itself and its related data including authentication.results and some processing results dre

stored as|transaction data. An example of the transaction data,format is shown in A.1.

5.3.3.2 Requirements and recommendations

The transpction data shall be sorted by transaction 1D.

5.4 Platform function group

5.4.1 Components

In the plafform function group, there are following components:

policy functions which indicate how to process transactions according to each application;

system data which stefes system structure including access point locations, operation status, and
relat¢d edge nodelDs sorted by access point IDs;

authé¢nticationnand 1 access object data which are used to decide acceptance/denial of the accdss
requést; and

optio 2 2 catio 3 s
deferent applications to process with access transparency.

5.4.2 Policy function

5.4.2.1 Functions

The policy functions have a set of the sequence and procedure to process the application as a rule. The
rule is referred by the processing functions or sent to the processing functions to process transactions
appropriately. The rule is provided according to the adopted application.

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=c266e1d7cab50bc28b83f05250860ca7

ISO/IEC 24643:2020(E)

5.4.2.2 Requirements and recommendations

The rule should be a kind of software programs or macro commands.

5.4.3 Authentication and access object data

5.4.3.1 Functions

The authentication and personal data are stored data related to an access object ID. The authentication
and access object data depend on the applications and includes, for example, charging data to pay

ac
ap
Th
pl

5.1.3.2 Requirements and recommendations

Th

5.4.4 System data

5.4.4.1 Functions

cess fees and subscribe information of the application including expire date and timpe of the
plication. An example format of the authentication and access object data is shown in A:2.

e way of authentication and access object data acquisition and registration to the”stordge in the
htform function group set by service provider varies and it is out of scope of this Standard.

e authentication and access object data shall be sorted by access objectIDs.

Th

Th

5.4.5 Inter applications

5.4.5.1 Functions

Th
Th

5.1.5.2 Requirements(and recommendations

Th

6

6.

sh[')wn in A.3.
5.#.4.2 Requirements and recommendations

e system data are stored data related to an access point ID. An example of the System Datalformat is

ere are no requirements and recommendati@ns for system data.

e inter applications exchange the authentication and access object data among other applications.
is function is for the case ‘of/an application which uses multi-step authentication.

e applications,shiould be identified by a service identifier.

Interfaces

1 Physical function group and network function group

This interface shall specify a transaction format including the access object ID, the access ID, the access
point ID, transaction ID, the type of the request, the type of the response, and the time stamp.

6.2 Network function group and service function group

This interface shall specify a transaction format including the access object ID, the access ID, the access
point ID, transaction ID, the type of the request, the type of the response, and the time stamp. The edge
node ID shall be added in the format, if any.

© ISO/IEC 2020 - All rights reserved 9
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6.3 Service function group and application function group

This interface shall specify a transaction format including the access object ID, the access ID, transaction
ID, the type of the request, the type of the response, and the time stamp.

6.4 Inter applications

This interface shall specify a transaction format including the access object ID, the access ID, the access
point ID, transaction ID, the service identifier, the type of the request, the type of the response, and the
time stamp.
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Annex A
(informative)

Example of the data format

AA-Transactiondata

Table A.1 — Sample format of the transaction data

Transaction Access Access .

S
D D object ID Request Response Time Stamp
9001 1010 1234 Ack Yes 20170620081535099
9002 102 5678 Ack No 20170620092858216
Yee N Xxxx ----
9off M Yyyy -3

Aj|2 Authentication and access object data

Table A.2 — Sample format of the authentication and access object data

Access

object ID Services Authentication Transaction ID Expire Date
0001 A Yes 0101 2018-05-31
0002 A No 0102 2022-12-31
XXXX N No -=--

VYY V- M Yes -=--
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