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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

Smart city digital platforms (SCDPs) aim to form a pragmatic development of information technology
foundations that enable the integration of urban services. SCDPs are part of the digital transformation
in urban infrastructure and services that is being driven by the deployment of the internet of things
(IoT), artificial intelligence (Al), cloud computing, big data and digital twin solutions, and other digital
technologies.

An SCDP is a space where different applications can share fundamental common resources and
functions. uv “';“ EFrace o—HA eegtrate—3 cHY-S ‘i; a1 75 i o v - 3

provides |ntegrated capability to coordinate data, services and applications across operational domains
for multiple stakeholders in smart cities.

Ovid 3 6 g 6 d—physteal—nfrastraeture aso

An SCDP s intended to help to break down the traditional system silos of a city by bringingconnections
between fhem. It looks beyond sectoral silos to reimagine existing systems, enable new'processes ahd
interactigns, and migrate towards new forms of service delivery. The digital capabilities provided py
SCDPs aimn at connecting things, connecting data and connecting innovation. These capabilities are key
criteria for enabling cities to build partnerships to ensure their economies, environment and servides
are fit for{the future.
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Information technology — Smart city digital platform
reference architecture — Data and service

1

Scope

Thisdocummentspecifies the Teference architecture of smart city digitat platformstS€DPs); with a focus

on

2
T}

3

Far the purposes of this document, the following terms and definitions apply.

ISP and IEC maintain terminology databases for use in standaftdization at the following addrg

3.1

asset

arfything that has value to a stakeholder

[SPURCE: IS0 22739:2020, 3.1]

3.p

dgta

representation of facts of objéctive reality in a formalized manner

EXAMPLE Data can be sighs and symbols, and can be in analogue form, digital form or both.
Ndte 1 to entry: Data eatibe used for communication, interpretation or processing by human beings or
means.

[SDURCE: IEC.CDV 60050-831, 2.2]

3.8

information

stfuctured, contextualized and processed data that are endowed with meaning

supporting access to data and services for applications in smart cities.

Normative references

ere are no normative references in this document.

Terms and definitions

[SO Online browsing platform: available at https://wwW.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

SSes:

automatic

Note 1 to entry: Information is meaningful and useful to human beings, or machines or both.

3.4
interoperability

property permitting diverse systems or components to work together for a specified purpose

[SOURCE: IEC 80001-1:2010, 2.11]
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metadata
data about data or data elements, possibly including their data descriptions, and data about data
ownership, access paths, access rights and data volatility

Note 1 to entry: The term “metadata” in this document mainly aims to aid the identification, discovery, assessment
and management of the data collected by SCDP.

[SOURCE:

3.6

ISO/IEC 20546:2019, 3.1.24, modified — Note 1 to entry is added.]

platform
combinat
a prograr

[SOURCE

3.7
smart cit
SCDP
combinat
common

Note 1 to 4
services t(

Note 2 to
example d

4 Ovel

A SCDP ¢
device, ne
operation

ion of an operating system and hardware that makes up the operating environment in.which

1 runs

ISO/IEC/IEEE 26513:2017, 3.30]

y digital platform

ion of software and hardware that makes up the operating environment to support smart c
bervices and applications

ntry: The operating environment enables data from a variety of spurces to be processed and comm
be provided.

entry: Common services are aimed at improving the interoperability of cross-domain systems,
pata exchange, catalogue service, subscription and distribution, etc.

"'view

bnnects smart city information and cominunication technology (ICT) infrastructure, such
twork and Internet, and smart city applications, such as e-government and public service, c
, decision-making and industry serfvice, as shown in Figure 1. The SCDP is characterized

the comb
furnishin
perform

ned exploitation of software components with heterogeneous physical devices and protocg
smart city applications with- ready-to-use software services and enhancing the systg
ce in various system enyironments. This ultimately provides optimized and integrated c

for

as
ty
by
Is,
m

ty

services flo the end users, such as@overnments, individuals, organizations and companies. One examjple
of SCDP data service reusability\for different applications is provided in Annex A.

SCDPs i
(see Anng
into four

1) techy

2) resou

plement capabilitieS of the data and services supporting layer described in ISO/IEC 30145
x B). Guided by the design principles in Clause 5, the functions of an SCDP can be categoriz
broups:

ical suppert,

rce'management,

-3
ed

3) capability exposure, and

4) interface.

This is shown in Figure 1.

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=ae16b3e72d0af28fd4794e515f856601

Td
dq

silos.

R¢
qu

C4
se|

Inkerface: aims at providing a unified approach teraccess interfaces to reduce process comy

ex

5
T}

Holistic: looking beyond information silos to reimagine existing systems, create new proc

in
to
M

lo
an

Ty
arn
i

ISO/IEC 24039:2022(E)

——————
| - Q9 —r—— |
| | Government Jl | Individual _! | Organization l | Company Jl End user I
- - - - - o =
l________________________________________________l
P 777777 T T 777777 ;

e-Govgrnmept | | City operation I | Decision making | | Industry service | Sm:ilrt C.lty !
| _&publicservice T T B B, ol a application I
e ——— — — ————— —————————————— —— — — —— —— —— —— —— —— — —

Smart city Technical Resource Capability Interface

digital platform support management exposure
_____________________________________________ ——

,_I_ ——————————— I e | T T T T T T T 1 Smart’ci
| e - - ICT infrastructu

Figure 1 — Functions of a smart city digital platform

ta integration and service aggregation and to build horizontal foundations to eliminate inf

source management: aims at guaranteeing migration of resources, transparency of f
ality of data and services, operation efficiency and service’eéyolution.
pability exposure: aims at enabling reuse and openness, integrating business value with
[vices and providing ready-to-use functional blocksfor smart city applications.

ternal access and enable flexible interactions:

Design principles

e design principles of SCDPs areas-follows:

feractions, and migrate towards new forms of service delivery, in order to avoid information
generate interoperablejstandards-based, replicable and scalable solutions for cities.

pdularity: utilize advantages of service-oriented architecture and microservice architectur

d flexible adaptation to various new business requirements;

d trackable flow. This improves the interoperability and transparency of the platform in
prove operational efficiency and value creation for cities;

chnical support: aims at providing reliable and scalable technical and.System tools to help improve

ormation

rocesses,

data and

lexity for

bsses and
silos and

b, provide

psely-coupled service modules which support the constant evolution of robust and powerfull services

ansparency: data and services should be able to exchange, process and deposit with standajrd format

order to

Joclog h - . 1 1. b h 1 ]l 1.1 1 1 1 1.
Rt,uaauuu_y. Udtd, SCIVILTS dIIU dpPplLdlIUILS TITTU LU DC ULIHIZTU UdSCU Ul SIHIdITU Ldpdil

ities and

functionality, in order to fulfil rapid response requirements for new businesses and avoid repetitive
development investment;

Security: data, services and applications need to be secure by design.

Table 1 shows the linkage between design principles and the SCDP function groups.
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Table 1 — Function group mapping with design principal

Holistic Modularity Transparency Reusability Security
Technicgl sup- X X X X X
porting
Resource man- X X X X X
agement
CapabiliL y TXpO- X X X X
sure
Interface X X X
6 Refe@rence architecture

The refer
access of

ence architecture from the functional viewpoint of SCDPs with a focus on(supporting exterr
data and services is shown in Figure 2.

The technical support function group as described in Clause 4 and Figure. L-includes functions of da

collection

, data processing, data storage, operating tools and development tésting.

The resofirce management function group as described in Clause 4-and Figure 1 includes functions

data asse
service e

The capal
service, d

The inter

ts management, data governance, data intelligence, setvice decoupling, domain model a
ctraction.

ility exposure function group as described in ClauSe 4 and Figure 1 includes functions of d¢
ata operation, data portal, service integration and service delivery.

face function group as described in Clausé4 and Figure 1 includes functions of collecti

al

of
hd

interface fand delivery interface.
NOTE Functions shown in dotted line blocksdncluding artificial intelligence, cloud, privacy and security alnd
system mgnagement in Figure 2 are not included\in this document.
1 17 1
| I Delivery interface | I | I
I I I
I I I
I | Service delivel'y Data portal I | I |
| I [ I
o .
I = ! Service-ititegration 2 9 Data operation o I g ! I v !
RN ol sl 2 g
| E” I E < = Data service w ||l § I g I Smart
- I g Service extraction 2 g Sl I | 5 I city
| 5 0 =S = Dat t: t = 21 & .
| = | § = 0§ ata assets managemen § | % | | E | dlgltal
= 2 Domain model =4 3 a a1 %I
I E | & ® Data storage ® I g | I 5 | platform
S, 2
| & | <1 21
| | OCT ViLC L‘chUupIIus Dd\.d LU}}CLLiUll Dd\.d pl ULCbbills I i | i
P .
| I Collection interface | I | I
I I I
I I r—>"""" """ "-"F""F>"—"—-\"-—H=H7"7-7¥\"-F ¥\ |I I I I
| I | Cloud | | | |
A s | I
g , .
NOTE Within Figure 2, a special focus is placed on supporting external access of data and services

Figure 2 — Reference architecture from the functional viewpoint of smart city digital platforms

(SCDPs)
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Data collection is a process for the collection of qualitative and quantitative data via digital tools or

software from various sources.
Data processing is the manipulation of data to produce meaningful information and insight.

Data storage is the collection and retention of digital information in a storage medium.

Data asset management refers to the software components which establish a systematic approach to

organizing and retrieving the assets.

Data governance is a process focused on managing the quality, consistency, usability, security and

avfailability of data.

Data intelligence is the process of using artificial intelligence (AI) and machine learnin
arfalyse and transform massive data sets into intelligent data insights, which canythen b
inprove services.

D3jta service refers to software services that encapsulate operations on key data entities of
to[stakeholders.

Data operation is a process to create business value from data witl{ 4 systematic data ma
methodology.

Data portal is a system or platform which supports users in agcessing collections of data.
Sdrvice decoupling is a process of segregating service flows'into independent functional mo
Domain model is a conceptual model of the domain thatincorporates both behaviour and da

Sdrvice extraction is a process of selecting and‘orchestrating necessary service module
splecific requirements.

Sdrvice integration is a process of integrating interdependent services from various int
exiternal service modules into ready-to-use’services in order to meet specific requirements.

Sdrvice delivery is a process of enabling users to access and receive required services.

Operating tool is a set of foundational functions for effective running of hardware and softw

De¢velopment testing is asoftware development process that involves the synchronized appli
brpad spectrum of defeet prevention and detection strategies in order to reduce software dey
rigks, time and costs.

Cqllection interface is the interface where an SCDP collects data from external hardware infra
arld software systems.

De¢livery “interface is the interface where an SCDP provides services or capabilities for
systems;or users.

r tools to

p

b used to

relevance

hagement

Hules.
a.

b to meet

brnal and

hre.
ation ofa
elopment

Structure

external

7 Technical support

7.1 Data collection
Data collection capabilities provided by an SCDP should:
a) support the collection of structured data, semi-structured data and non-structured data;

b) support the collection of bulk data, near real-time data and real-time data;

c) support unified data collection management, such as management of data source, acquisition

frequency, acquisition range, etc.;
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d)

e)

support data import, data export and data exchange with external data sources, such as relational
databases, file servers, etc.;

support various data collection methods, such as automatic collection, manual report, file upload,
interface call, etc.

7.2 Data processing

Data processing capabilities provided by an SCDP should:

g

Ve

n,

ita

m

[d,
hd
e_

a) suppfrt the extraction of data 1T Tear tIme oI at Tegular IMtervats according to CUStOnZ
requirements;

b) suppprtdistributed data processing, bulk data processing and real-time streaming data proeessir

c) suppprt various mainstream data processing frameworks, such as batch processing; interacti
queries, data retrieval, real-time streaming, memory computing, etc.;

d) suppprt mainstream data processing operations, such as task creation, orchestration, executi
moniforing, etc.;

e) enable extract-transform-load (ETL) capabilities, such as data extraction; cleaning, conversion a
loadiphg;

NOTH ETL is used to extract necessary data from data sources stich as databases, to transform the d{
into the desired form, and to load them into a target system.

f) suppprtdata semantic capability by supporting data re-organization according to a city data mod

g) provide data processing visualization via a componentized toolbox or other methods;

h) enable data format conversion, enrich data by~merging data from multiple sources, perfo1
aggregation functions, i.e. create summary of data, or cleanse data with null values;

i) enable data packing and compression-with a pre-defined data format before the data has be
trangmitted, and only transmit the packed and compressed data;

j) ensufre the pre-defined data format includes special field, creation-time field, sub-package fie
and the number of sub-package fields. Each sub-package field should include a property field a
frameg field. The frame field should include frame-length field, frame-compression field and fram
payldad field.

7.3 Data storage

Data storhge capabilities provided by an SCDP should:

a) enable maSsive data storage capabilities, such as building a distributed storage system on top o
distrjhuted file system;

b) supporta distributed relational database, which is able to manage a petabyte of data storage;

c) support a data warehouse or data lake, such as those providing structured data storage services
and basic data analysis services;

d) support line storage, column storage, key-value storage, row-organized tables and column-
organized tables;

e) support file storage and basic operations for file systems, such as file upload, file download,
directory view, directory creation, directory deletion, file permission modification, etc.;

f) support conversion of data between different storage dimensions;

6
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g)
h)

j)
k)

ISO/IEC 24039:

support multi-tenancy, resource isolation and customized configuration;

support different storage options for hot data, warm data and cold data;

2022(E)

enable protocol conversion with a common data protocol to identify data task property information,

interface information and time property information;

enable distributed data storage according to task property information of the received data;

ensure all data sent to the distributed file system for storage has been pre-processed and

sorted.

De

f)

g)

A Development and testing

velopment and testing capabilities provided by an SCDP should:

.p Operating tool

.p.1 Life cycle management

ife cycle management capabilities provided by an SCDP should:

provide software development tools for application programming interfaces (APIs), micr
software as a service (SaaS) development, data modelling, visual design, etc\;

be compatible with architecture models such as client/server and browser/server;

provide packaged computing environment capabilities, such as{container and virtuall
(VM);

provide caching mechanisms to improve application performance;

enable connection for different functions, softwaré/miodules and systems, such as
emulation, data access, remote procedure, message, transaction, etc.;

support large-scale parallel processing and testing by supporting cluster-based architec
non-shared resources, fully symmetric and distributed multi-nodes;

ensure there is no single point failure in system design.

enable service regiStration capability to ensure that only authorized users can add new
into the service.catalogue;

enable service)review and service release mechanisms to support authorized users in upd
service catalogue;

enablesService audition before releasing the registered services to the public of
departments, roles, or users based on access control requirements;

services,

machine

terminal

ture with

F services

lating the

specific

enhable the cf:n‘f/cfnp r‘:\pahi]ify for the system administrator or advanced authorize

manually control the start-up status of the service which is open to external use;

users to

enable the service logout capability to dismiss services that are no longer valid. Users subscribed to
the dismissed services should receive a notification, and the dismissed services cannot be accessed

via the service catalogue.

7.5.2 System operation

System operation capabilities provided by an SCDP should:

a) enable seamless connection capability between distributed relational databases, traditional

relational databases, data warehouses and other types of data storage options;
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b)

f)

g)

h)

j)

8

8.1 Data governance

8.1.1 Data ownership identification

Data ownfership identification capabilities provided by an SCDP should:

a)

support automatic failure detections and process database switching when part of the database
fails, in order to ensure continuity of services;

enable full-text search, query and row-organized table association query;

enable catalogue and basic information management capabilities for service management nodes of
the platform, including but not limited to registration, logout and global parameter configuration;

support service management capabilities in distributed and coordinated manners. It should

maintain synchronization and ensure consistency for data, heartbeat, time and other system
perf rmance indicators among management nodes;

enable identification capability for service management nodes to avoid malicious attacks [ffqm
third|parties;

enable access authentication for services and related information. Service and related informatipn
can be accessed by searching the service catalogue or subscribing to interested service portfolio

‘LI]

suppprt service usage monitoring, such as running status, successful access rate, access statistifs,
acceds time distribution and access logs;

enable automatic alert for abnormal system conditions, and automatic.\trigger service recovery via
SMS, lemail, system messages and other methods;

enable periodic evaluation and testing of system security.

Resource management

definle the ownership of the source of otriginal data resources, define the ownership of stakeholdgrs
or parties involved in data colleeting and processing, such as data conversion, data cleaning, dqta
mod¢lling and data analysing.

If the owpership of data assets)involves multiple stakeholders or parties, it should define respective

proportign, scope, limitations,etc. for each stakeholder or party.

The data pwnership inforrnhation should be assigned with a unified identifier. The ownership informatipn

should bd able to be requested and updated via the identifier.

8.1.2 Metadata management

Metadatal management capabilities provided by an SCDP should:

a)

b)

<)

d)

support metadata persistent storage, metadata model creation and maintenance, maintenance
update, query retrieval and version control of metadata content;

enable a management system for metadata to ensure the integrity, uniqueness, consistency,
accuracy, legality and timeliness of collected data;

maintain multiple copies of the metadata. The capabilities of automatic detection and recovery are
required if one of the copies is lost or damaged;

enable basic operations for metadata, such as addition, deletion, modification and investigation;

provide life cycle management for metadata and enable users to develop data management
strategies, processes and activities;
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f) enable users to manage and control metadata creation, reception, distribution, use and destruction.

8.1.3 Data quality
Data quality capabilities provided by an SCDP should:
a) supportdata quality monitoring and control mechanisms;

b) ensure data sources are checked in terms of data format, value range, duplicated data and data
integrity and accuracy;

c)| provide data quality control, including but not be limited to: quality rule managenient, quality
model, quality inspection check, quality monitoring, etc:
NOTE Quality rule management refers to the definition, modification and deletien’ of qudlity rules;
quality model configures, modifies and deletes quality rules for data items in a @ata catalogie; quality
inspection check configures tasks for data catalogue and data quality periodically; quality rhonitoring

includes but is not limited to: data quality report, quality problem distribution, data quality trer]d analysis
and data quality statistics.

8.1.4 Data policy
The data policy capabilities provided by an SCDP should:
a)| trigger accessibility updates for data and data sets;

b)| enable frequent and regular evaluation of the intended use of data and purpose for which the data
are collected, created, stored, used, processed, disclosed or disseminated;

c)| enable a data protection policy to ensure fair-use of data related to people, such as proper and
responsible collection, creation, use, processing, sharing, transfer, disclosure, storage) security,
retention and disposal of information about people;

d)| enable privacy protection mechanisms for data that can potentially be linked to|personal
information, such as home address; communication records, opinions, beliefs and identitigs;

e)| enable user-customizable data policy creation and management;

f)| enable data categorization to ensure efficient and effective use in line with local data golicy and
standards.

8.2 Data assets-management

8.2.1 Data\asset identification and registration

D4dta assetidentification and registration capabilities provided by an SCDP should:

a)| “support data asset classification and provide guidance on how to classify data assets;

b) support extension of existing data asset types;

c) assign unique asset identifiers within a certain boundary so that data assets can be correctly found
and accessed;

d) support different asset identifier methods, such as literal identifiers, synthetic identifiers,
relationship identifiers, etc;

e) supportdata asset registration for each data asset that can be accessed by a third party;

f) maintain a list or inventory for all registered data assets.
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8.2.2 Data asset directory and catalogue management

Data asset directory and catalogue management capabilities provided by an SCDP should:

a)

b)

8.2.3 Data asset model

The data psset model capabilities provided by an SCDP should:

a)
a)

b)

‘)
d)

8.2.4 Data asset association

Data asset association capabilities provided byzan SCDP should:

a)
b)
‘)
d)

e)

8.2.5 ata dsset security

Data asselt security capabilities provided by an SCDP should:

a)

b)

d)

10

enable data asset catalogue classification and management according to different applications from
the perspective of category name, category coding, etc.;

enable data asset directory management, including metadata management, directory preparation,
directory publishing and directory information maintenance, according to the content of data
combined with other relevant requirements to form a data directory;

enable dynamic management of the data asset directory and support dynamic requirement-based
diredtory adjustment.

suppprt a customized data asset model based on business needs and metadata information;

enable the capability of applying mature data modelling techniques to build data asset models for
smarft city applications;

enable the capabilities of determining data and associated proc€sses, defining data, verifying the
integlrity of data, defining operational procedures, and selecting data storage technologies;

enable the capabilities of building conceptual modelling, logical modelling and physical modelling;

enable the capabilities of supporting data modelling with hierarchical models, mesh models ahd
relatjonal models.

suppprt searches for frequent patterns,/associations, correlations or causal structures among data;

provide the capability of identifying static data associations and dynamic data associations;
provide the capability of identifying associations of data catalogues with technical metadata;

provide the capability.‘ef-correlation and fusion between different data sets by various technigal
mear}s and correlation-algorithms;

provide the ontélegy used in the data set when the linked data are published.

enable cloud-native security controls for data and service throughout the whole lifecycle, including
key management service (KMS), credential management system (CMS) and cloud hardware
security module (HSM);

implement the principle of least privilege (PoLP), also known as the principle of minimal privilege
or the principle of least authority, so that each functional entity accesses only the information and
resources that are necessary for its legitimate purpose;

prevent unauthorized access for individual and non-personal entities, in order to reduce the
exposure of digital assets;

provide audit and accountability mechanisms to ensure conformance and track authorized changes;
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e) enable transport layer security (TLS) 1,1 or higher transport layer encryption;

f) enable two-step authentication for functionalities or platform modules which process or are related
to sensitive data;

g) enable selective restriction of data access based on classification of data or authorization level of
access entity;

h) have data access control to protect data from unauthorized access and data corruption throughout
its lifecycle;

i) provide the capability of protecting sensitive data by technologies such as data cerfcryption,
masking, hashing and tokenization;

j)| provide the capability of monitoring data activities to detect anomalies and identifyrisks

K)[ ensure that lost data can be recovered in the event of unexpected disruptive-events or hardware
failures;

1) | provide capability to completely erase data on all storage devices to ensure that it is unregoverable.
8.3 Data intelligence

8.8.1 Data training

Ddta training capabilities provided by an SCDP should:

a)| supportvarious built-in data training algorithms;

b)| enable training model import, creation and mmanagement;
c)| supportdistributed training with containers;

d)| support various learning methods-including supervised learning, unsupervised learning, semi-
supervised learning and reinforcement learning;

e)| provide capability of avoiding overfitting and bias;

f)| support training perfermance evaluation including but not limited to precision, recall, sensitivity
and specificity;

g)| supportincremental data learning to adapt to new data;
h)| support multi“source data training;

i)| suppoartboth online and offline data training.

8.8.2"\ Data analysis

Data analysis capabilities provided by an SCDP should:

a) support automatic data analysis and integration from multiple sources to accomplish the required
decision-making and estimation tasks;

b) support functions such as data association, estimation and identification;

c) provide various capabilities for data analysis, including but not limited to descriptive analysis,
diagnostic analysis, predictive analysis, causal analysis, support of trusted environment, etc.;

d) support big data analysis capabilities, including analytic visualization, data mining algorithms,
predictive analytic capabilities, semantic engines, data quality and master data management;
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e) provide multiple data analysis modes, such as offline analysis, real-time analysis, interactive
analysis, etc.;

f) support various data analysis models, algorithms and tools, such as statistical analysis, machine
learning, text analysis, video analysis, etc.;

g) support orchestration of the data analysis process;

h) provide capability of identifying and correlating for requirements of specific scenario and data
analysis methods.

8.3.3 Data visualization
Data visuplization capabilities provided by an SCDP should:
a) enable the visualization of data, algorithms, tools and system components;

b) suppprtrevealing of data relationships, features, or trends via various methods;such as interactive
tablep, highlight tables, histograms, box plots, reporting tools, business intelligence (BI) tools, etf.;

g

c) enable accessibility management for visualization results and provide multiple download format

8.4 Seyvice decoupling
Service decoupling capabilities provided by an SCDP should:

a) enable service decoupling capability to formalize native atem service repository and microservicgs.
The dervice decoupling can be based on time, connection, process and business logic;

b) suppprtasynchronous service invocation for reducing temporal coupling;

c) standardize service agreements for communicating with services;

d) suppprt stateless connections to servicesswithout state data;

e) enable the capability of connecting sérvices without knowing where the services are located;
f) ensufe that services are self-contained;

g) minimize the dependency between services;

h) ensufe that services cairbe evolved without impacting other services.
8.5 Domain model

8.5.1 Domainmknowledge

Domain Knowledge capabilities provided by an SCDP should:

a) enable the capability of representing specific knowledge for various domains;

b) enable the capability of capturing domain environment, configurations and constraints.

8.5.2 Domain business logic
Domain business logic capabilities provided by an SCDP should:
a) enable capability of modelling business logic for various domains;

b) supportbusiness logic isolation for limiting the impact caused by business logic changes.
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8.6 Service extraction

Service extraction capabilities provided by an SCDP should:

a)
b)

9

enable capability of supporting hierarchical catalogue structure;

enable capability of supporting unified service catalogue display.

Capability exposure

9,
D3
a)

Al

1 Data service

ta service delivered by an SCDP should:

.2 Data operation

.2.1 Authorization

thorization capabilities provided by an SCDP should:

2022(E)

enable capability of providing tool-based data service, content-based data sexvice and API-based

data service for users to subscribe;

NOTE Tool-based data service refers to data services which can bedused as tools for fu
processing. Content-based data service refers to data services which aim to ‘deliver data or datg
based data service refers to data services which are delivered via API.

support configuration and customization of the tools according to users’ settings;
support users in integrating with their internal systems;

ensure content-based service is delivered to consumers with a predefined standard form

inform consumers with metadata definitions;

support managing API-based services such.as monitoring usage, analysing statistics and
usage policies;

support publishing APl documentatians describing the purpose, functionality, inputs an
for each APIL.

enable data tights registration, confirmation, rights verification and tracking;

enable-data rights authorization, such as data ownership rights, data management rig
usage-xights, data processing rights, data awareness rights, data privacy rights, etc.;

confirm rights authorization before providing data and services to third parties. Th

Fther data

sets. API-

hi;

enforcing

d outputs

rhts, data

e service

€ss non-

prnvidpr should pprfnrm data and service authorization confirmation for requests to ag

public information of individuals or enterprises;

enable functional configuration control with multi-level, multi-role structure;

enable scalability and stability authorization management capability to support a large number of

user authorizations;

enable various authorization methods, such as counter-authorization, self-authorization and

remote-authorization.
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9.2.2 Circulation

Circulation capabilities provided by an SCDP should:

enable share, open, exchange, trade, engage and other circulation methods for data and services;

enable collect data and service requirements, process, distribute and release data and services;

support online trading for available data, services and other types of resources.

La'}
1< 3

portal

al capabilities provided by an SCDP should:

e data and data sets search, upload, download and interaction via portal;

‘e data searching meets user-specified criteria;

pbrt data searching with Boolean operators such as AND, OR and NOT;

e the capability of refining search results including filtering and weighting;
brt real-time searching;

brt uploading data in various file formats;

histrative metadata, reference metadata and statistical metadata;

brt downloading data in various formats;

brt refining data to be downloaded includinghorizontal and vertical filtering;

brt splitting large volumes of data into.multiple files with specified file size limit;
e classified display capabilities with-unified interfaces;

e data legality verification, flow record, black and white list management, authenticatir:t
ring, daily maximum accessteontrol, access failure record, flexible reverse proxy and dyna

hg.

vice integration

prvice interaction

teractien ¢apabilities provided by an SCDP should:

Comnection, communication, load balancing and interaction message delivery among servicg

pbrt  different metadata upload, including descriptive metadata, structural metadafa,

n,
ic

e capabilities of service identification and service component communication, to ensure

S;

enable protocol conversion to ensure the matching of specifications and standards required for
information exchange of services, and to improve compatibility between heterogeneous services;

enable capability to trigger the service with scheduled start or event start;

enable service process orchestration to support logic-based service combination and support
semantic handling for order, condition, loop, exception, etc.

a)
b)
c)
9.3 Da
Data port
a) enab
b) ensu
c) supp
d) enab
e) supp
f) supp
g) supp
admi
h) supp
i) supp
j)  supp
k) enab
1) enab
charg
routi
9.4 Se
94.1 S
Service ir
a) enab
inter
b)
<)
d)
14
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9.4.2 Service encapsulation

Se
a)

b)
‘)

rvice encapsulation capabilities provided by an SCDP should:

be developer-oriented and ready to use. They should not introduce further complicated software

developments;

be manageable according to corresponding user authorities, unless published as open services;

restrict direct access and provide publicly accessible methods to access the service components;

d)

b)

De

f)

to limit the dependency between services;

.b Service delivery

.p.1 Service accessibility

rvice accessibility capabilities provided by an SCDP should:

support hiding unnecessary details about the services, such as the internal logic and me

Fhanisms,

ensure the underlying technologies used within the service are transparent to the ¢onsuners.

.p.2 Delivery management

livery management capabilities provided by an SCDP should:

enable unified management for service registration, authorization, operational status s¢arch and
configuration;

enable user confirmation to ensure services are accessed by users with valid authority.

enable unified lifecycle delivery ~-management, including access management, |interface
management, version management,“classification management, hierarchical managegent and
quality management;

enable unified operation status$‘management, such as service monitoring, service log marjagement,
etc,;

enable service isolatiGnand circuit break capabilities;

enable service pregess orchestration and routing capability, as well as enabling semantic ¢apability
for handling ofder, condition, loop and exception;

enable at léast one of the delivery methods such as API gateway, micro-service gateyay, SaaS
service gateway, etc.;

enable routing selection capability, including but not limited to point-to-point, publish and
subscribe, content-based routing and other routing methods.

9.5.3 Service evaluation

Service evaluation capabilities provided by an SCDP should:

a)

b)
‘)

d)

enable service audit capabilities, such as service access and traffic, data download and record,
event logs, etc,;

provide service audit summary, query and backup of the audited information;

enable service impact assessment based on dependencies among services, and evaluate impact of
service changes and decommissioning on other services;

support service failure root diagnosis based on the service audit record.
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10 Interface

10.1 Collection interface

10.1.1 S

ecure access

Secure access capabilities provided by an SCDP should:

a) ensure secure connections within SCDP components and external systems;

b) supp

c) provide task identification information, task property information, data source informatign,

inter

d) colle

identification information.

10.1.2 Digital representation

Digital representation capabilities provided by an SCDP should:

a) supp

b) supp
etc,;

c) perfdrm connection and access configuration beforesdigital representation and physical objed
are linked with each other.

10.1.3 Command distribution

Command distribution capabilities provided by-an SCDP should:

a) supp

SCDH;

b) ensu

custdmize formats.

10.1.4 Message push

Message
a) enab

b) prov

brt authentication and authorization before connecting with cloud or ICT infrastructures;

face information and store information, at least for access configuration;

't real time data at least once from the configurated data sources as listed in the ta

brt digital representation for all connected source of data and service;

brt 3D representation for all physical objects in cities, such as buildings, roads, public faciliti

brt sending real-time control cemmands to devices and ICT infrastructures connected

‘e messages and commands’send to applications, devices and ICT infrastructures with speci

bush capabilities provided by an SCDP should:

e messagé push subscribed by the connected resources, devices and ICT infrastructures;

sk

fic

de_change notification for subscribed information so that the subscribed devices and IC
infran%&ﬁmsi' oS

10.1.5 Service access

Service a

a) supp

ccess capabilities provided by an SCDP should:

ort a task scheduling interface for accessing services by third-party platforms or systems;

b) support high-throughput data access capabilities, such as supporting large-scale data integration
applications, fast retrieval of data stored in distributed file systems, and provision of interactive

quer

16
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10.1.6 Protocol and format translation
Protocol and format translation capabilities provided by an SCDP should:

a) enable translation of internal service and data formats for external platform compatibility and
consumption;

b) enable protocol translation for external platform compatibility and consumption, for example
simple object access protocol (SOAP) to representational state transfer (REST).

192 Detivery imterface

1(Q.2.1 Authentication

An SCDP should provide authentication via an interface or other methods before-application|to access
ddqta and services.

10.2.2 Inquire

An SCDP should support inquiry via an interface to discover available data and services| perform
statistical analysis, etc.

10.2.3 Subscription
Subscription capabilities provided by an SCDP should:

a)| support subscription management, such as_creating subscription, renewing subscription and
unsubscribing;

b)[ support subscribers in confirming their sabscriptions;

c)| supportsubscribers in selecting which-services they would like to manage, and support subscribers
in updating their email address,.organization name and contact details;

d)| support applications in the subscription of data and services and manage subscriptiops via an
interface.

10.2.4 Procedure call

Priocedure calls capability should enable valid applications to configure, deactivate and use sprvices of
ar] SCDP via an interface or other methods.

1Q.2.5 System call
An SCDPsshould:

a)|_supportinterface or other methods for applications in making system calls to manage andfmaintain
processes, files and devices;

b) supportinterfaces for applications to query, schedule and manage system calls.

10.2.6 Application programming interface (API)
An SCDP should:

a) enable APl management for applications to query, schedule and manage the applications connected
with an SCDP;

b) enable capability of common communication protocol adaptation and conversion via an API.
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Annex A
(informative)

Example of SCDP data service reusability

In this example, an SCDP is taken to provide ready-to-use and reusable services to improve platform
operatior] and service response efficiency.

On one hand, the SCDP generates a reusable data service with collected data based on a data.model,
shown ag|solid arrows in Figure A.1. Smart city ICT infrastructure can collect and exchangg¢ data apd
informatijon generated by smart city applications (see label 1 in Figure A.1). The data and informatipn
collected|by smart city ICT infrastructure can also be stored or processed via the cloud to the SCPP
collectior] interface (see label 2 in Figure A.1). Thus, different extraction or acquisition‘tools, includipg
using ETL tools, are required to directly extract data from the relevant database."Fhe data collectipn
provided| by the SCDP via the collection interface enables applications to-push related data apd
information (see labels 3-5 in Figure A.1).

Once a sef of data and information is collected by the SCDP, it will be pre€essed in accordance with the
relevant ytandard data model before being stored in the SCDP. It will then be formalized or encapsulated
as a certdin type data service (see labels 6-8 in Figure A.1).

[ R S E EAA B PO Smartcity |
[N -] application |

| Delivery interface |

I Data service ]4—

Y

8 Smart
1 I Data model I City
Digital

6 1 ___7 )

Platform
Data processing I‘—’I Data storage

q Collection interface |

A
l________f_ﬂi _________ .
by e | |4
l_______Z_'—;_____ N S i}
i I I " nternet ] Smartcity |
L |__ Device [ _ Network |  _ Internet , ICT infrastructure |
NOTE Th model componentin Figure A.1 contain f standar models which ar ractled

from different scenarios. The standard data model for a specific scenario is applied for any applications for that
scenario.

Figure A.1 — Data service reusability of SCDP

On the other hand, a smart city application initiates a data service request to the SCDP, shown as dotted
arrows in Figure A.1. The data request via the delivery interface of the SCDP contains the requested
data type, field list, data time interval, record number and other parameters used to clarify the data
request.

After the SCDP receives the request, it will complete an internal search of registered data services and
data storage to identify the data set that meets all requirements of the data request, then formalize or
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