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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

member

s of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

The ISO/IEC 23837 series specifies security requirements, test and evaluation methods for quantum
key distribution (QKD) modules under the framework of the ISO/IEC 15408 series. This document
specifies an evaluation method and relevant evaluation activities for the security evaluation of QKD

modules in a relatively general way. The evaluation activities that are necessary for the
evaluation of QKD modules include supplementary evaluation activities for the QKD-related

security
security

functional requirements (SFRs) specified in ISO/IEC 23837-1 and the supplementary evaluation

aluation assurance level (EAL) 1 to EAL 5+.

ecifically, the evaluation activities for the testing and evaluation of implementations
rotocols, quantum optical components in QKD transmitter modules, and QKD recéiyer mod
escribed in detail. For SFRs specific to conventional network components, this’document
specify concrete evaluation activities but mainly refers to existing methods for,network de
ddition, supplementary activities for security assurance requirements are specified, and refi
tp the generic vulnerability analysis methodology in ISO/IEC 18045 are presented, including g
n the calculation of attack potentials.

his document is expected to provide a specification to help QKD/manufacturers improve th
nd implementation security of QKD modules, and to guide eyaluators in the testing and
valuation of QKD modules, thus reducing the risk of failure of s€curity in operation.

[0)

ng from

of QKD
ules are
Hoes not
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hements
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e design
security
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Information security — Security requirements, test and

evaluation methods for quantum Key distribution —

Part 2:

Scope

his document specifies test and evaluation methods for the security evaluatigh of quan
istribution (QKD). It also describes evaluation activities that constitute the’test and ey
ethods for the security functional requirements on the implementation,of QKD proto
uantum optical components and conventional network components,in/QKD modules. M

fum key
aluation
rols, the
oreover,

supplementary evaluation activities for security assurance requirements‘are provided to support the

security evaluation of QKD with appropriate assurance levels.

Normative references

he following documents are referred to in the text in‘such a way that some or all of thein
nstitutes requirements of this document. For dated:references, only the edition cited app
ndated references, the latest edition of the referenced document (including any amendments)

IBO/IEC 15408-4:2022, Information security, cyhersecurity and privacy protection — Evaluation
r IT security — Part 4: Framework for the specification of evaluation methods and activities

IBO/IEC 18045, Information security, cybetrsecurity and privacy protection — Evaluation criten]
security — Methodology for IT security evaluation

IBO/IEC 23837-1:2023, Informationsecurity — Security requirements, test and evaluation mef
uantum key distribution — Part 1: Requirements

Terms and definitions

or the purposes ofthis document, the terms and definitions given in ISO/IEC 23837-1 and the fi
ply.

[50 and IECmaintain terminology databases for use in standardization at the following addres

- 1SOOnline browsing platform: available at https://www.iso.org/obp

content
lies. For
applies.
criteria

ia for IT

hods for

bllowing

Ses:

—+CAEC Electropedia: available at https://www.electropedia.org/

3.1
attenuation

reduction in the intensity of a light beam relative to the distance travelled through a transmission

medium

3.2
attenuator
device used to reduce the power level of a light beam

© ISO/IEC 2023 - All rights reserved
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3.3
back-flash
pulse of one or more photons emitted from a single-photon detector

Note 1 to entry: This phenomenon is also known as “backflash light” or “breakdown flash”.

Note 2 to entry: This phenomenon is due to radiative charge recombination, and is observed in devices such as
avalanche photodiodes where large populations of electron-hole pairs are created.

3.4

beam sptitter
BS
device which can split an incident light beam at a designed ratio into two or more separate beam's

3.5
correlation function
function used to characterize the statistical and coherence properties of light beams

3.6
dark copnt
detection event registered by an optical detector in the absence of optical illdmination

3.7
dead timpe
time interval after a detection event when the detector as a wholeis unable to provide an output ip
responsg to incoming photons at the single photon level

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]

3.8
density|matrix
matrix that describes the state of a quantum system

3.9
detecti¢n probability
probability that a detector registers a detection event within a stated duration time

3.10
emulator
tool with a known and trusted implementation of the expected functionality under test

3.11
fidelity
measur¢ of the closengss of two quantum states

3.12
injected light monitor
detectoy forXmonitoring the power of the laser light injected from the quantum channel

3.13
local oscillator

LO

strong optical signal that acts as a phase reference for interference with a weak optical signal (e.g.,
quantum state) in coherent detection

3.14
mean photon number
average number of photons per optical pulse

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]
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3.15
polarization

property of electromagnetic waves that describes the orientation of the oscillating electric field vector

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]

3.16
polarization analyser
instrument designed to measure and display the polarization (3.15) of an optical pulse

A7/
uantum state analyser
instrument designed to measure optical states in one or more specified degrees of freedem

oise which can be modelled by a Poisson process, describing the fluctuations offhe number of|photons
etected due to their occurrence independent of each other
19
ectrum analyser
ihstrument designed to measure and display the distribution of power of an optical sourcg over a
specified wavelength span
4 Abbreviated terms
ATE assurance class of tests
AVA assurance class of vulnerability assessment
dpP collaborative PP
HA evaluation activity
HAL evaluation assurance level
HM evaluation method
Ir information.technology
NRBG non-deterministic random bit generator
HP protection profile
QKD quantum key distribution
RX receiver
AR security assurance requirement
SFR security functional requirement
SPD single-photon detector
TOE target of evaluation
TSF TOE security functionality
TSFI TSF interface
TX Transmitter
© ISO/IEC 2023 - All rights reserved 3
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5 Overview of the evaluation method for QKD modules

5.1 General

The primary objective of the security evaluation of QKD modules is to validate whether the
implementation of the core functionality and the IT-related security controls of QKD modules meet the
security requirements of an expected evaluation assurance level (EAL).

Since the high-level generic evaluation activities (EAs) specified in ISO/IEC 18045 do not directly
cover allaspectsof thesecurityevatuatiomrof QKBbmodutes thisdocument givesamrevatuatiomrnrethogd
(EM) to[supplement ISO/IEC 18045, by considering the characteristics of QKD modules. In partieula
this EM[includes some specific EAs for security functional requirements (SFRs), which are defined i
ISO/IEC|23837-1, and security assurance requirements (SARs), which are defined or refined\based op
the work units in ISO/IEC 18045.

- <

5.2 Sdope of the evaluation method

The defined method for the security evaluation of QKD modules is based on the ftamework specified b
ISO/IEC[15408-4. Figure 1 gives the structure of the EM based on the following considerations.

<<

Evaluation method

for QKD modules
Supplementary EAs for Supplementary EAs for
SARs SFRs
EAs for SARs Attack potential EAs for EAs for SFRs on EAs for SFRs on
and TOE FTP_QKD quantum optical conventional
(Clapse 11) .
resistance (Clause 6) components and network
(Annex-A) calibration componets
procedure, (Clause 10)
i.e, FPT_EMS.1,
FPT_PHP:3

(Clauses 7, 8, 9)

Figure 1= Structure of the specific EM for QKD modules and its constituent EAs

The EM
SARs in
QKD modules, in partlcular those related to the assurance Class ATE and Class AVA (see 11. 6 11 11.7 and
Annex A). In addition, a set of EAs for specific SFRs is defined, which addresses SFRs on the quantum
optical components (see ISO/IEC 23837-1:2023, 9.4) and the implementation of QKD protocols (i.e. FTP_
QKD). The EAs for SFRs are intended to help evaluators address evaluation actions required by the
SARs ATE_IND.1 and ATE_IND.2 that are specific to QKD modules (see Clauses 6 to 9 for further detail).

inCludes a collectlon of EAs for SARs and SFRs In partlcular a set of EAs for some ex1st1n

On the other hand, since the objective of this document is to provide a supplementary evaluation
methodology that is specific to QKD modules, EAs for common SFRs on conventional network
components (including SFRs in the classes of FCS, FIA, FDP, FMT defined in ISO/IEC 15408-2) are
not emphasized. As the corresponding methodology for those SFRs is relatively mature in the IT
security evaluation industry, evaluators may reference existing standards or methodologies to handle

4 © ISO/IEC 2023 - All rights reserved
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such aspects. Clause 10 explains this in more detail, and existing standards and methodologies are
referenced to help evaluators select appropriate approaches.

Not all EAs in this document are required for the security evaluation of a specific TOE of QKD modules.
The selection of EAs depends on the implemented QKD protocols and the implementation strategy of
the TOE. Clause 12 describes the requirements of the conformance statement when a specific evaluation
process claims conformance with this document.

5.3 Overview of evaluation activities for SFRs

—_— g O (81 ]

—_—— —

v O o N

]

Q.

.3.1 General

OTE
ND.1-7 when ATE_IND.1 is chosen for the expected EAL, or the work units' of ATE_IND.2-6, ATE_IND.2-7, ATE_
ND.2-8, ATE_IND.2-9 and ATE_IND.2-10 when ATE_IND.2 is chosen.

- objective of the evaluation activity;

required inputs (from the develaper);

required tool types and setup;

required evaluator competence;

rationale (justification of their derivation from the work units in ISO/IEC 18045);
dependencies (ofthe activities on other relevant EAs);

test procedure (for performing the EA);

passyfail criteria (for deciding the outcome of the EA).

he objective of functional testing in a security evaluation is to verify whether theimplemgntation
f the functionality and IT-related controls are consistent with the design spetification, gnd that
he security requirements defined in the ST are satisfied by the TOE. The EAs-for SFRs, as gpecified
hainly in Clauses 6,7, 8, and 9, are intended to supplement the work units conéérned with indgpendent
inctional testing of the TSF, especially the work units regarding the security assurance family of ATE_
ND in ISO/IEC 18045.

This includes the work units of ATE_IND.1-3, ATE_IND.1-4, ATE 'IND.1-5, ATE_IND.1-6 4nd ATE_

Ithough the EAs are intended to help evaluators of QKD ntodules, these EAs can also be used to help
evelopers of QKD modules perform functional testing (fér'sécurity assurance family of ATE_FUN), and
nsure the evaluator that the tests have been performediand documented correctly, before applying for
ecurity evaluation/certification.

50/IEC 15408-4:2022, Clause 6 explains that the-content generally required for the specificatjon of an
HA includes:

egdrding these EAs, the general inputs required by the evaluator (but mainly prepared by the
evelopers) for independent testing are defined in ISO/IEC 18045, and include at least:

a)

b)

if ATE_IND.1 is concerned in the evaluation, then the following inputs are required:
the ST;

the functional specification;

the guidance documentation;

the TOE suitable for testing;

if ATE_IND.2 is concerned in the evaluation, then the following additional evidence is required:

the TOE design description;

© ISO/IEC 2023 - All rights reserved 5
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— the configuration management documentation;
— the test documentation.

In addition, all the test tools required for the EAs shall be calibrated correctly against some specific
standards by default. Otherwise, the reason shall be justified in the corresponding EAs.

For each EA, it is necessary for the developer to present at least the general inputs listed in a) and b)
accordingly to the evaluator. On completion of the evaluation process, the evaluator shall report the
evaluation result of the EA.

The “dgpendencies” item specified in ISO/IEC 15408-4:2022, Clause 6 is not necessary for t:t
descriptfion of EAs that are independent of all other EAs. The item is therefore neglected frém"t
descriptfion of those EAs hereinafter.

5.3.2 As for SFRs FTP_QKD.1 and FTP_QKD.2

ISO/IEC| 23837-1 defines an extended security functional family (i.e. FTP_.QKD) to specify the
requirements on the FUN_QKD functionality (see ISO/IEC 23837-1:2023, 6.4.2 for the definition) af
QKD mojdules. Correspondingly, EAs related to the evaluation of the implementation of a QKD protocol
or rathgr the implementation of raw data generation, post-processing and parameter adjustmer
procedulres are specified in 6.2, 6.3, and 6.4 respectively. These EAs are used-to examine the correctneg
of the injplementation of FUN_QKD (or more precisely, the SFRs FTP_QKD:1 and FTP_QKD.2).

" ~+

Each of the EAs provides the required content listed in 5.3.1, especially the following:

a) Test procedures for checking the correctness of the implementation of raw data generation, post
prog¢essing and parameter adjustment procedure(s) of the TOE.

b) Pasg/fail criteria (for the evaluation of an implementation of a QKD protocol).

5.3.3 EAs for SFRs on quantum optical components and parameter adjustment procedure(s)

The SFRIs on quantum optical components aid-parameter adjustment procedure(s) mainly include FPT|_
EMS.1/Quantum and FPT_PHP.3 (see ISO/AEC 23837-1:2023, 9.4). These requirements are imposed op
the releyant security functions that relate to quantum optical components of QKD modules and the
parameter adjustment procedure(s).'The expectation is that, at the expected EAL, the TOE that meets
these SHRs can resist known atta¢ks'(mainly) conducted from the quantum channel.

[}

This dotument describes EASfor the two SFRs representing the parts of a QKD evaluation that ar
most specific to QKD techdelogy-specific evaluation activities, and are the focus of this document (se
Clausesl, 8, and 9). The ¢emimon objective of these EAs is to help an evaluator examine the effectivened
of the I'Ttrelated controls used by QKD modules to resist known attacks.

wn O

Such EAf specifythe required content listed in 5.3.1, especially the following:

a) Testprocedures for checking the correctness of the implementation of IT-related controls employefd
by the-QKD modules to address the identified threats to quantum optical components and thle

paranreter-adjustmrent procedure(si:

b) The pass/fail criteria, pertaining to each EA related to quantum optical components and the
parameter adjustment procedure(s). The following considerations are related to the criteria:

1) In some cases, effective IT-controls against some known attacks (related to the threats
to quantum optical components) are well studied and recognized in the community, and
vulnerabilities related to those attacks cannot be exploited if corresponding IT-controls have
been adopted. The pass/fail criteria for these cases are explained as whether relevant IT-
controls have been effectively implemented in the TOE. For example, the EA in 8.11 examines
the ability of the TOE to resist double-click attacks, and the test passes if appropriate measures
have been adopted and implemented.
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In some cases, the security of the TOE is connected with some security-related technical
parameters. That is, when the values of certain parameters exceed (or are less than) certain
thresholds, it is possible the TOE includes some vulnerabilities that can be exploited by the
adversary. In such cases, test procedures provide methods to measure concrete values for
the parameters by examining the TOE. The pass/fail criteria in such EAs generally specify
comparisons with given thresholds as the method to decide the evaluation result. For example,
the EAsin 7.8, 7.9 and 8.4 examine the ability of the optical isolation component and the injected
light monitor of the TOE, and make pass/fail verdicts based on the measured values of relevant

parameters.

3) In some cases, the measured security-related technical parameters described in2
incorporated into the privacy amplification process of the post-processing proce
address the problem of potential information leakage caused by potential.'vulner
Where a developer claims to be doing so, after performing these EAs, the eyaluator shc
examine whether the thresholds used by the pass/fail criteria are correctly used in the
amplification process of the TOE. An example of these cases is the EA in*8)Z.

As for these SFRs usually involve performing tests over some pre-defined parameter spaces 3
y the input parameters of the EAs. Since most of the parameter spaces@are continuous, this d
dopts the strategy of evenly discretizing the parameter spaces and/performing the test step
Iternatively, the tests may be performed by randomly probing the parameter space (such as in
f7.9,8.5,8.9, and 9.2).

O oo

Vith regard to performing tests for the EAs, evaluators shalltake account of measurement erf
ormal objective is to ensure that sufficient data are measured to demonstrate that tests ar
h a statistically significant manner. However, in some EAs, the parameters shall be scanned in
hat may include regions where the probability of meastiring events falls close to zero, such as
dges of the active window of a gated detector. Insuch cases, it is not practical to measure s
ata to ensure tests pass reliably over the entire range. Where appropriate, evaluators m
hat such a test only fails if a pass/fail critegion is failed in a statistically significant manne
easonable amount of data has been recordéd.

- O, @ ==

—

o clearly understand the relationship between EAs and known attacks against the QKD mod
Tlable D.1.

5.3.4 EAs for SFRs on conventional network components

The evaluation of convgntional network components is a relatively mature topic in the
gvaluation communityfor conventional network devices. In order to remove unnecessary col
nd retain consistehcy with the methodologies in existing standards, this document does nc
ew evaluation a€tivities for conventional network components unless necessary, and refers to
sfandards or spgcifications wherever possible. The SFRs within the classes of FAU, FCS, H
nd FMT, pertaining to the evaluation of security audit, cryptographic operation, RNG, and 1
anagement functions respectively, can typically be evaluated by referring to existing 1
includifig those from ISO/IEC 18367, ISO/IEC 20543 and cPP for Network Devices.[6] See Claus
fhrther information.
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5.3.5 Thresholds and input parameters related to the evaluation activities

For most of the EAs specified in this document, thresholds and input parameters have been
in the test procedures and are used to specify the pass/fail criteria and the input constrai
thresholds, input parameters, and relevant pass/fail criteria together constitute the basis

defined
nts. The
for the

evaluator issuing an evaluation verdict and shall be a necessary part of the evaluation method of QKD

modules.

Since the primary objective of the document is to specify the general evaluation method

for QKD

modules, this document does not specify values for the thresholds and input parameters. Instead, the
values of thresholds and input parameters are expected to be given in PPs, STs or anywhere recognized
by the relevant evaluation authority. Specifically, they can be specified according to the expected

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

EAL of the evaluation. An evaluation authority can provide requirement(s) upon such values to the

stakeho

lders (including the evaluators, developers, and users of QKD modules).

Tables C.1 and C.2 illustrate the thresholds distributed among the EAs.

As a convention of this document, the allowable ranges for some input parameters are described in the
form of closed intervals, i.e. [a, b], where a and b are exact values depending on the context. For example,
a tunable laser with a wavelength Ain the range of [ A;,, Apax ] means Apin SA<AL .

54 0

The evaluator shall carry out a set of work units as specified in ISO/IEC 18045 to reach a verdictAq
the evalpation related to the assurance classes, families, and components (see ISO/IEC 1540813]). Fd
security] evaluation of QKD modules, supplementary evaluation activities are defined to, make thos|

generic

moduleq, as described in Clause 11 in detail.

In princ
standar

new evdluation activities for the evaluation of QKD modules. This document confines itself to onl

dealing

mainly focuses on AVA_VAN.5.

6 EAs for the evaluation of FTP_QKD

6.1 General

The SFRs on QKD protocol implementation are characterized by the extended functional family FTH_
QKD, wHich captures the security requirements of the;two essential stages of raw data generation (FTH

QKD.1)

aspects,|with the general objective of examining the correctness of an implementation of the FUN_QK
functionality (or specifically the SFRs of FTPAQKD.1 and FTP_QKD.2):

— raw|data generation;

— pos

— parameter adjustment.

rerview of evaluation activities for SARs

oo = =

work units described in ISO/IEC 18045 more specific by noting the characteristics of QK

ple, to meet the needs of the whole stack of pre-defined assurance levels from EAL 1 to EAL 7,a
lized assurance components specified in ISO/IEC 15408-3 should be scrutinized to supplemern

- <+ —

vith levels from EAL 1 to EAL 5+, where the augmentation of the security assurance componer

ind post-processing (FTP_QKD.2). The EAs,shown in Table 1 mainly focus upon the followin|

09 1

-processing;
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Table 1 — EAs for the evaluation of FTP_QKD

NOTE

required inputs in general, as described in 5.3.1;

Evaluation activity Description SFRs Su_bclause Applicable
correspondence index protocols
Test quantum state |Test the correctness of functionality DV-PM-QKD;
transmission and of the related generation of raw data )
sifting procedures |between the TX module and the RX DV-MDI-QKD;
module, and the functionality of sift- FTP_QKD.1 DV-EB-QKD;
ing of the resulting data when sifting ETP OKD.2 6.2 CV-PM-OKD:
is part of the QKD protocol. _QKD. -PM-QKD;
CV-MDIJ;(JKD;
CV-EBtQKD
Test other Test the correctness of the DViPM-QKD;
post-processing implementation of the post-process- : i )
procedures ing procedures in the TOE, subse- DV-MDI-QKD;
quent to any sifting that forms part FTP_QKD.2 ok DV-EB-QKD;
of the QKD protocol. - : 0o CV-PM-QKD;
CV-MDI-QKD;
CV-EB-QKD
Test parameter Test the correctness of the DV-PM-QKD;
idjustment implementation of the parameter : i )
procedure(s) adjustment procedure(s) in the TOE. DV-MDI-QKD;
DV-EB-QKD;
FTP_QKD.1 6.4
CV-PM-QKD;
CV-MDI-QKD;
CV-EB-QKD
The general requirements for carrying out these activities are as follows:

Mote-specific requirements for each EA are added in 6.2 to 6.4 accordingly.

Nlore infermation about the test and description of these EAs is given as follows:

required tool types and setup~in general: quantum channel related measurement eqliipment,
network sniffer tools, post-precessing emulator;

required evaluator competences in general: the evaluator for this kind of EAs should be an ¢xpertin
the optical measuremernts area;

dependencies (ifi-general): some of the EAs for FTP_QKD depend on the EAs for FPT_EMS.1/Quantum
and FPT_PHR3,which are detailed in Clauses 7, 8, and 9.

d) deally, the security test procedures should be conducted on the QKD modules under test as|a whole,
without any adaptations. The objective of evaluation activities is to establish the security

btatus of

actual QKD modules under the conditions they can face in operation. In some instances, however,
if the information gained from measuring the whole system is insufficient, it may be necessary to
test individual components or sub-assemblies of QKD modules. Specifically, for the test of raw data
generation and post-processing functions, the QKD modules under test shall be adapted to output
a set of additional digital data to facilitate the access of some intermediates of protocol execution,

which are needed to better perform the test, as detailed in the EAs in 6.2 and 6.3.

b) Since the EAs in Clause 6 are intended to test the correctness of the implementation of raw data
generation and post-processing procedures, the tests are confined to being performed in an
environment without adversarial intervention. More precisely, it is assumed that testing errors or
faults that arise from noise were not maliciously introduced by an adversary.
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c) For simplicity, the description of EAs in Clauses 6, 7, 8, and 9 mainly consider the implementation of
DV-PM-QKD protocols. Although there are obvious differences between types of QKD protocols, the
EAs in this document are designed and described in such a general way that:

1) those EAsdescribed onthe QKD transmitter modules can also be applied to the implementations
of MDI-QKD protocols;

2) those EAs described on QKD receiver modules can also be applied to the implementations of
EB-QKD protocols.

The[applicability of each EA specified 1n this document 1s identified 1n general 1n the last column ¢f
Table 1 and in similar tables in Clauses 7, 8, and 9.

6.2 EA to test quantum state transmission and sifting procedures

6.2.1 [General aspects
a) Objgctive of the evaluation activity

This EA]intends to test the correctness of the functionality of raw data generation between the TX
module pnd the RX module, and the functionality of sifting the resulting(data when sifting is part ¢
the QKD protocol. Although other post-processing procedures are evaluated under 6.3, sifting typicallly
handles|high data-rates that are comparable to the transmission frequency, so it is considered here.

=

NOTE The TOE does not include the quantum channel and classical channel connecting the QKD TK
module gnd RX module, but only the relevant interfaces corresponding to the channels, as described in
ISO/IEC 23837-1:2023, 6.4.2.

b) Reqpired inputs

Besides fhe relevant documentation listed in the general input requirements, it is required to adapt thie
TOE (where not a capability of the TOE) to provide a set of additional digital data in order for the tegt
to be pefformed. The data rates in the TX module can be high for some additional digital data. In manjy
cases, the additional digital data that shall be-output is generated at a rate that is a few times greatdr
than thq rate at which quantum states are'emitted from the transmitter module, dependent upon thie
QKD pratocol in operation. For this EA, it'is sufficient for the TX and RX modules to retain additiongl
digital data for finite durations and deliver these retrospectively to the evaluator. The retained duratiop
may be ghorter than the duration(of a QKD session. Tests may be repeated where necessary to redude
statisticpl uncertainty in the results.

c) Reqpired tool types and’setup

If the mpdule under téspis a QKD transmitter, an RX emulator with known characteristics is required
to be avpilable and-working well. Similarly, if the module under test is a QKD receiver, a TX emulatgr
with knpwn chafacteristics is required to be available and working well. An emulator is a tool with jp
known gnd trusSted implementation of the raw data generation and sifting functionalities, which allowfs
analysis| of4he TX (or the RX) module under test. In other words, the emulator does not undertake
any secyrity requirements, but the correctness of its implementation is expected to be suitable for thie
analysis of the TX (or the RX) module under test.

To conduct this EA, the evaluator shall have an emulator in advance. The emulator can be prepared by
the evaluator or implemented and then provided by the QKD manufacturer or the industrial community
for evaluation. Either way, the emulator should be recognized by the evaluation authority.

The schematic of the setup for testing the encoder functionality of the TX module under test is shown
in Figure 2. In some implementations, the functionalities of the signal source and encoder may be
implemented together rather than as separate components. The schematic of the setup for testing the
decoder functionality of the RX module under test is shown in Figure 3. Figure 2 and Figure 3 show
just one example of relevant internal components and connections, and implementations can differ.
Digital output 3 (as shown in Figures 2 and 3) can be derived from the detector in implementations
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using passive techniques for decoding quantum states. The emulator shall provide any signal required
by the TX/RX module under test to perform the functions of raw data generation and sifting close to a
normal mode of operation.

TX module under test RX emulator
( ) e A
Quantum state preparation Quantum state measurement Digital output 4:
Signal source Detector measured data
Quantum channel from quantum
o states
Pigital output 1: — Encoder Decoder Digitaljoutput 3:
quantum state quantum state
encoding data measufement
NRBG RBG with known output or supporting data
predetermined sequence
\ v
Post-processing Post-processing
Classical channel
Sifting <t > Sifting
- J
\ \
Digital output 2: sifted data Digital output 5: sifted data

Figure 2 — Setup for testing encoding and sifting functionalities of a TX module

TX emulator RX module under test
( ) 4 )
Quantum state preparation Quantum state measurement Digital foutput 4:
Signal source Detector measufed data
Quantum channel from qpiantum
> states
Pigital output 1: —— Encoder Decoder Digital [output 3:
uantum state quantum state
encoding data measufement
RBG 'with known output or suppoiting data
predetermined sequence NRBG PP J
\ \ 4
Post-processing Post-processing
- Classical channel
Sifting < > Sifting
\/ \/
Digital output 2: sifted data Digital output 5: sifted data

Figure 3 — Setup for testing quantum state measurement and sifting functionalities of an RX
module

Figure 2 and Figure 3 do not show the whole structure of the QKD module under test and the emulator,
but only the quantum state preparation/measurement and sifting components, since these are targets
of the EA. This abstraction does not mean that other components are not necessary for the test. In fact,
since the test is conducted on the QKD module under test as a whole, all components inside the QKD
module under test are necessary and supposed to be in a normal running state apart from supplying
the additional digital data required for the tests, so the results are representative of the real status of
an actual QKD module.
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While an NRBG is necessary for some protocols, it can be substituted by passive optical devices in
others.

d)

Rationale

The security of a QKD transmitter module crucially depends on the correct implementation of the
protocol through the NRBG, signal source, and encoder. Similarly, the security of a QKD receiver module
crucially depends on the correct implementation of the protocol through the NRBG, decoder, and
detector. As a first step of the evaluation, it is necessary to examine the correct behaviour of these
components in the system. The test procedure is based on knowledge of the random values used for
encoding and measurement of quantum states (for relevant protocols). These can be used to determinle

whethei the results of measurements of quantum states are statistically consistent with those expectefd
if the QKD protocol had been implemented correctly within some threshold. By adapting the“QKD
module junder test to allow access to the data used for preparing/measuring quantum States, thie
effectivgness of raw data generation and sifting functionalities in the module under” test can be
examingd. Considering the typical lengths of the additional digital data that the QKB-modules ar
configuted to deliver, an input parameter n

conductjng the EA. The input parameter is the number of sets of additional digital data that shall b
evaluatdd for the tests in this EA to be statistically significant.

e)

This EA|has some dependencies on other EAs, including those on testing signal sources and detectorfs
(see Clayises 7 and 8).

6.2.2 [lest procedure

6.2.2.1 | QKD transmitter module

NOTE The digital outputs 1 to 5 are shown in Figure§’2 and 3.

12

e
exe denoting the execution times shall be-assigned before
e

Deplendencies

Step) 1: Prepare the environment for the tést and connect the TX module under test and the R
emylator as required to perform the QKD/protocol(s) to be evaluated. The initial step is to configun
the TX module under testas the protocelrequires. If the TX module under testis required to negotiat
protocol configurations with its peerbefore executing the rest of the protocol, this shall be teste
with the RX emulator before proceeding to the next step. Such configuration is often performe
usirlg purely conventional network components or specific to a protocol, and detailed activities an
not discussed here.

D =D © X

—

[s9)

Step 2: Run the functignality under test. The TX module under test outputs from digital output 1
set ¢f quantum statelencoding data that includes the necessary information used to encode quantuy
states over some-test periods. For example, some simple discrete variable protocols that use twp
orthogonal states in each of two non-orthogonal bases output two bit-strings corresponding to t
bit yalues and)basis states used to encode quantum states. These are typically derived from t
output of.an NRBG. Intensity information is also required in some QKD protocols, such as protocols
utiljzing decoy states, or in some continuous variable protocols.

=3

In the RX emulator, any necessary information used to perform each measurement on a quantum
state over some test period is made available through digital output 3. The measured data and
any necessary timing information are made available through digital output 4. For example, the
detector(s) register a photon for each quantum state for which detection occurred and the timings
of those events.

Step 3: Execute step 2 multiple times and accumulate the digital data from all digital outputs until
the number of sets of data held is n,,, . There may be gaps between the periods when each data set

was collected, but each digital data set shall correspond to a consistent set of quantum states. Where
there is more than one possible protocol configuration, repeat step 1 between data sets and ensure
thatall possible protocol configurations are covered during the test. Then end the test. If the number
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of configurations is large, an appropriate sampling of configurations may be agreed with the
evaluator.

— Step 4: The evaluator should review the quantum state encoding data output from digital output 1
and test whether the distribution of encoded states is consistent with the QKD protocol implemented
by each of the protocol configurations tested in step 3. As a minimum, the evaluator shall test that
each state occurs with the probably expected for the QKD protocol as configured after considering
measurement and statistical errors.

— Step 5: Compare the sifted data from digital output 2 of the TX module under test against the full
quantum state encoding data from its digital output 1 using knowledge from digital-ofitputs 3
and 4 of the RX emulator. Test that any sifting required under the QKD protocol was.implemented
correctly by the TX module under test.

-+ Step 6: Compare the sifted data from the TX module under test received throtdgh“digital putput 2
with the sifted data from the RX emulator through digital output 5. The expected relatjonships
between elements of the sifted data depends upon the QKD protocol and the evaluator shall test
whether the sifted data relates as expected. For example, in many disereté variable protolcols, the
two sets of sifted data are strongly correlated bit strings, althoughdn many cases, the siffed data
from the TX module under test may include additional data, e.g. which quantum states wefe decoy
or vacuum states. In this case, the overlap between the main string of sifted bit values eng¢oded by
the TX module under test and the measured sifted bit string from the RX emulator provides a check
of whether the intended bit values were encoded. In such €ases, the overlap can be calcylated as
the number of bits in the main sifted bit strings dividedby the total length of the main difted bit
strings. More detailed tests of the quality of encoding bfthe individual quantum states thgmselves
are described in Clause 7.

4.2.2.2 QKD receiver module

—+ Step 1: Prepare the environment for the test and connect the TX emulator and the RX modulle under
test as required to perform the QKD protocol(s) to be evaluated. The initial step is to cpnfigure
the RX module as the protocol requives. If the RX module under test needs to negotiate protocol
configurations with its peer beforie executing the rest of the protocol, this shall be tested with the
TX emulator before proceedingto’'the next step. Often such configuration is performed using purely
conventional network components or is specific to a protocol and detailed EAs are not djscussed
here.

-+ Step 2: Run the functionality under test. The TX emulator outputs from digital output 1| a set of
quantum state emcoding data that includes the necessary information used to encode quantum
states over some-test period.

In the RX module under test, any necessary information used to perform each measurement on
a quantuny state over some test period should be made available through digital outpyt 3. For
example; where an NRBG is used to randomly configure the decoder to measure the quantpim state
in asprotocol using two non-orthogonal bases, the random bit string used to configure the[decoder
should be output. The measured data itself, along with any necessary timing information,{shall be
available from digital output 4. For example, the detector(s) register a photon for each quantum
State for witich detection occurred and the tUmings of THOSE eVents.

— Step 3: Execute step 2 multiple times and accumulate the digital data from all digital outputs until
the number of sets of data held is n,,, . There may be gaps between the periods when each data set

was collected, but each digital data set shall correspond to a consistent set of quantum states. Where
there is more than one possible protocol configuration, repeat step 1 between data sets and ensure
that all possible protocol configurations are covered during the test. If the number of configurations
is large, an appropriate sampling of configurations may be agreed with the evaluator.

— Step 4: The evaluator should review the quantum state measurement supporting data output
from digital output 3 and test whether the distribution of measurements performed is consistent
with the QKD protocol implemented by each of the protocol configurations tested in step 3. As a
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minimum, the evaluator shall test that each configuration occurs with the probably expected for the
QKD protocol as configured after considering measurement and statistical errors.

Step 5: Compare the sifted data from digital output 5 of the RX module under test against the full
measured data from quantum states from its digital output 4, using knowledge from its digital
outputs 3 about the measurements performed and the quantum state encoding data from the TX
emulator’s digital output 1. Test that any sifting required under the QKD protocol was implemented
correctly by the RX module under test.

Step 6: Compare the sifted data from the RX module under test received through digital output
5 with the sifted data from the TX emulator through digital output 2. The expected relationships
betyeen elements of the sifted data depends upon the QKD protocol and the evaluator shall jteqt

whdther the sifted data relates as expected. For example, in many discrete variable protocp}s, t

two|sets of sifted data include strongly correlated bit strings. In this case, the overlap bétween t

maih string of sifted bit values encoded by the TX emulator and the measured sifted bit\string fror
the RX module under test provides a check of whether the measurements performed by the R
module under test were those intended. In such cases, overlap can be calculated asthé number of bit
in the main sifted bit strings divided by the total length of the main sifted bit strjirigs. More detaile

test
des

6.2.3

The qua
module

In gener
particul
and tho
6.2.2.1 3

O wn X =

5 of the quality of the measurements performed on individual quantum/states themselves ar
ribed in Clause 8.

Pass/fail criteria

<

lifying tests in steps 1, 4, and 5 shall be passed for both the TX module (see 6.2.2.1) and the R
[see 6.2.2.2). Otherwise, the TOE fails the test.

al, a set of thresholds shall be defined to appropriately compare the sifted data in step 6 for
hr protocol. For many protocols, the overlap betwéen the TX and RX modules sifted bit string
be of the corresponding RX and TX emulators, as defined in step 6 for each module type (se
nd 6.2.2.2), is calculated over the accumulated data from n,,, sets of data. In this case, if bot

> ® n 9

of the ca

it fails t:[e test.
i

Table 2

Iculated overlaps are above a given thresheld T, then the TOE passes the test. Otherwisg,

overlap ’

sts the threshold pertaining to the'pass/fail decision of the EA for such cases.

Table 2 — Tlireshold for the pass/fail decision of the EA

No.

Threshold notation Meaning of the threshold

The overlap between the main sifted data from the RX and TX modules
T corresponds to an agreement between the quantum states encoded and

overlap the results measured from the quantum states, when calculated for the
accumulated data from n,,, sets of data.

exe

In soms
revealed
assuran

protacels, detailed reconciliation procedures are required before strong correlations are
in the sifted data. Where step 6 of the above test procedures would not provide suitable
e~ of the correctness of the quantum state encoding and measurement, alternative tests

referrin

6.3 EA to test other post-processing procedures

6.3.1 General aspects

a) Objective of the evaluation activity

This EA
subsequ

intends to examine the correctness of the implementation of other post-processing functions
ent to any sifting that is part of the QKD protocol. Sifting is a post-processing procedure but is

evaluated under 6.2.

b) Req

14

uired inputs
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Besides the relevant documentation listed in the general input requirement, it is required to adapt the
TOE to output a set of additional digital data to perform the test. A set of additional digital data shall
provide data corresponding to the entire QKD session duration to test post-processing procedures
performed on the entire block of data from a QKD session. It is sufficient for the QKD modules to output

the additional digital data retrospectively. Data before sifting is not required to be output for
Tests may be repeated where necessary to reduce statistical uncertainty in the results.

this EA.

In addition, a sufficiently long common QKD authentication key shall be shared initially between the

QKD module under test and the emulator.

1

fpr each QKD session in the test. This can reduce the length of the pre-shared QKD authentic3g
required to one that is sufficient to run any single QKD session. It is also possible for each-QKL
i
t

he entire test in this case.

Required tool types and setup

Q

F the module under test is a QKD transmitter, an RX emulator with known.characteristics is 1
ikewise, if the module under test is a QKD receiver, a TX emulator\with known charactel
equired. An emulator is defined as a tool with a known and trusted implementation of the ¢
inctionality, which allows analysis of the TX (or the RX) module under test.

= e

he evaluator themselves or can be implemented and theriprovided by the QKD manufacturg
hdustrial community for evaluation. Either way, the emulator should be generally recognize
valuation authority.

D = =+ 3

A schematic of a common setup for testing the post-processing functionality of the TX modu
test is shown in Figure 4. Post-processing may be structured differently from this example a1
required to be performed in the order shown

The test is conducted on complete QKD(nodules adapted to provide the necessary addition3
data. In this EA, the raw data input t6-the error correction component is derived from the g
any sifting procedure in post-processing procedures (as evaluated in 6.2). More explanatio
setup is given in the rationale [d)}/of this EA. Accordingly, the setup for testing other post-pr
fhinctionality subsequent to ahy sifting procedure of the RX module is quite similar and not de
this schematic.

he QKD module under test may be adapted such that the pre-shared QKD authentication key. is reused

tion key
session

in the test to consume a new section of the pre-shared key. In this case, the key shall Be Jong enpugh for

equired.
istics is
xpected

o conduct this EA, the evaluator shall have an emulator in advance. The emulator can be prepared by

b1 or the
d by the

le under
nd is not

1 digital
utput of
| for the
bcessing
tailed in
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TX module under test RX emulator
Quantum state preparation Quantum channel > Quantum state measurement
Preparation Measurement
v data v data
Post-processing Post-processing
Sifting Sifting
Digital output 2: ! ! » Digital output 5:
sifted datal : ' sifted data
Error correction ) Error correction
Classical channel
Parameter estimation Parameter estimation
Privacy amplification Privacy amplification
/
( Digital input: QKD authentication key ]
\J Y
Digital output 6: implemented final key Digital output’7: RX emulator final key

Figure|4 — Schematic of the setup for testing the post-processing functionality of a TX module
The sifting step is not required in some protocols, such as\ao switching CV QKD protocols. In this casg,
the outgut of quantum state preparation/measurement‘is used as the source for digital output 2 and
digital output 5, respectively (see Figure 4).
In some|cases, the post-processing procedures.afia QKD protocol cannot be clearly separated and maly
be mergped or run in parallel etc. Typically, patameter estimation begins earlier than shown and informis

some p

d) Ratjonale

Since t
outputs

sifting procedure. An inputparameter n

evaluatg
e) Dep

This EA
have be¢

ameters to error correction, butitalso can use data from error correction.

QKD modules under test/are operated as complete modules in the EA, the starting digital
for evaluating the subsequent post-processing components are derived from the output of thie
exe for this EA sets how many QKD sessions are required to bfe

d to ensure the test is statistically significant and shall be assigned before conducting the EA.,
endencies

shall bé.done after the quantum state transmission and sifting of post-processing procedure
en validated by passing the EA described in 6.2.

[72)

6.3.2

Testprocedure

— Step 1: Prepare the environment for the test and connect the TX module under test and the RX
emulator as required to perform the QKD protocol(s) to be evaluated. The initial step is to configure
the TX module under test as the protocol requires.

— Step 2: Run a QKD session to generate final keys in the TX module under test and the RX emulator.

The

output of the TX module under test is recorded from digital output 6 and the input to the

other post-processing procedures under test subsequent to the sifting procedure is recorded from
digital output 2. The RX emulator final key is recorded as digital output 7 and the input to the post-
processing procedures subsequent to the sifting procedure in the RX emulator is recorded from
digital output 5.

16
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NOTE The digital outputs 2, 5, 6, and 7 are shown in Figure 4.

— Step 3: Run step 1 to step 2 until n,,, QKD sessions have been completed and the results recorded,

and ensure all the possible protocol configurations have been covered during the test. Then run
step 4 to step 8 below.

— Step 4: For each QKD session, perform the full post-processing procedure on the sifted data recorded
from the TX module under test and the RX emulator independently from the TOE to generate a fully
emulated final key. This can differ from the key from step 2 since entropy is introduced when the
post-processing procedures is repeated independently.

+ Step 5: For each QKD session, test whether the TX module under test in step 2 delivereéd a’final key
whenever the RX emulator delivered a final key, or whether both the TX module under'test and the
RX emulator aborted the session and delivered no final key.

-+ Step 6: For each QKD session, compare the length of the final key from the TX miadule under test with
the length of the fully emulated final key from step 4 to check that parametenestimation regulted in
an appropriate amount of privacy amplification. Test that the final keys frem the TX modulle under
test are not longer than the final keys from step 4 on average by a statistically significant amount.

-+ Step 7: Count the number of overlapping bits in all the final keys from step 2 where the impl¢gmented
final key bit from the TX module matches the RX emulator finalkey bit. Calculate the oveflapping
fraction by dividing this by the total number of bits in all the-final keys from the TX modulg.

1 Step 8: Repeat steps 1 to 8 similarly but with the TX emulator connected to the RX modulle under
test. Then end the test.

4.3.3 Pass/fail criteria

|

he qualifying tests in steps 5 and 6 and the ¥epeat of these steps with the TX emulator andl the RX
module under test as in step 8 shall be passed”Otherwise, the TOE fails the test.

]

Fthe overlapping fraction calculated inxstep 7 and the repeat of this step with the TX emulatoy and the
X module under test as in step 8 are'both above a given threshold Tpp for post-processing, the test is

dassed. Otherwise, it fails. Table 8ljsts the threshold pertaining to the pass/fail decision of the|EA.

owl

Table-3:*— Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold

The required minimum probability that the post-processing outpjts or
responses of the QKD module under test and the emulator are identical.

1 T;
PP The threshold is common to the paired QKD transmitter and QKD receiv-

er modules.

NOTE The value of Tpp can be set to be 1, which means that if the final keys are not identical the test fails.

6.4~ EA to test parameter ndjncfmpnf prnrpdnrp(c)

6.4.1 General aspects
a) Objective of the evaluation activity

This EA intends to validate the correctness of the TOE in implementing the SFR elements on parameter
adjustment (i.e. FTP_QKD.1.6, FTP_QKD.1.7, and FTP_QKD.1.8). Specifically, it intends to examine:

1) Canthe TOE initiate the relevant parameter adjustment procedure(s) if trigger events occur during
a QKD session?
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2) Can the TOE preserve a secure state when parameter adjustment procedure(s) are triggered and
refuse to run any QKD session(s) until the parameter adjustment procedure(s) terminates, unless
the restrictions on execution allow it to run QKD sessions simultaneously?

3) Canthe TOE indicate the status of any parameter adjustment procedure(s)?

NOTE This EA does not intend to examine whether the parameter adjustment procedure(s) can really
realign system parameters or not. This is mainly because the set of system parameters related to parameter
adjustment procedure(s) are various and depend on the specific implementation of QKD modules. Therefore,
it is difficult for this document to specify a general testing method of 1t Further, the function of parameter
f
pardmeter adjustments is therefore omitted from the scope of security evaluation spec1f1cat10n of, this
docyment.

b) Reqpired inputs

The devieloper shall provide an entire TOE, including the two QKD modules under test/In additiomn,
the TOH shall be prepared (or adapted) to allow the evaluator to trigger the parameter adjustmerjt
procedulre(s), request to run QKD sessions, and observe the status indication of paranieter adjustment].

c) Regqpired tool types and setup

The twq QKD modules under test are connected normally (such that they ean run QKD sessions as ip
the norrpal state), as shown in Figure 5 for the example of a PM-QKD praetocol but the EA is not limited
to such protocols.

Quantum channel X~

TX module RX module
under test under test

Classical channel

Key
@ —1——> optical signal sent from quantum channel interface
—>@ optical signal sent to quantumchannel interface
<---1--> digital/electrical signal

Figure 5 — Schematic oflthe setup for testing the parameter adjustment procedure(s)

d) Ratjonale

Generally, the pararmetér adjustment procedure(s) of QKD modules can be manually triggered b
the adnjinistrator,\0r automatically triggered by accidental failure events during the execution (
the TOH. The dctdal trigger conditions are defined by the PP/ST in SFR element FTP_QKD.1.6 4
ISO/IEC 23837 1:2023, 9.3.2. For general purposes, this EA does not describe the specifi

<

[ — S

procedulre
should be adapted to provide thls support

Then, by checking the indication or status information of the TOE, the evaluator can examine whether
the parameter adjustment procedure(s) of the QKD system is triggered or not. The indication method is
specified by the PP or ST of the TOE in FTP_QKD.1.8, as shown in ISO/IEC 23837-1:2023, 9.3.2.

To examine whether the TOE refuses to run any QKD session before the end of any parameter adjustment
procedure(s) that is not allowed to run simultaneously with QKD session(s), the evaluator asks the TOE
to run QKD sessions during the procedure and checks the reaction of the TOE. For general purposes,
this EA does not describe the methods of requesting the TOE to run QKD sessions, but assumes the
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QKD modules under test can support the intention of the evaluator (which generally can be achieved by
adapting the TOE somehow).

e) Dependencies

The EAs related to parameter adjustment procedure(s) are specified in two places in this document.
In detail, the EA for examining the correct implementation of parameter adjustment procedure(s) is
presented in 6.4, while the EA for examining the effectiveness of the [T-related controls to resist known
attacks against parameter adjustment procedure(s) are presented in 9.2. The EA specified in 6.4 should
be conducted before the EA in 9.2, and the EAs specified in 6.2 and 6.3 should be conducted before the
HAin 6.4.

4.4.2 Testprocedure

— Step 1: Run the TOE to perform QKD sessions.

- Step 2: For each trigger method assigned in the SFR element of FTP_QKD1.6, apply it to trigger the
parameter adjustment procedure(s), and do the following test until all eas€s have been tested:

a) Observe the status changes of the TOE in order to validate whether the TOE can inifiate the
parameter adjustment procedure(s), and whether the TOE\stops the on-going QKD| session
where the parameter adjustment procedure is not allowed’to run simultaneously wlith QKD
session(s) and indicates to the operator about the situation appropriately.

b) During the parameter adjustment procedure(s), reguest that the TOE run a QKD sesfion and
examine whether the TOE refuses to execute it.

¢) When the parameter adjustment procedure(s) is finished, examine whether the TOE|can run
QKD sessions normally.

4.4.3 Pass/fail criteria

The test is passed if, for each trigger meéthod assigned in the SFR element of FTP_QKD.1.6, the fpllowing
donditions are satisfied together. Otherwise, the test has failed.

d) Each trigger method is effective in triggering the parameter adjustment procedure(s).

H) Before commencing aparameter adjustment procedure that is not allowed to run simultaneously
with QKD session(s], the on-going QKD session is terminated and the relevant keying material
generated duringthe relevant sessions is handled appropriately.

d The TOE indicates the status of parameter adjustment procedure(s) in an appropriate way as
defined in.the SFR element FTP_QKD.1.8 and refuses to execute QKD sessions during the pgrameter
adjustment procedure(s) that are not allowed to run simultaneously with QKD session(s).

d) When'the parameter adjustment procedure(s) terminates successfully, QKD sessions| can be
executed as in the normal state.

Thete is no threshold pnrfnining to the pacc/f'ai] decision defined in the EA

7 EAs for evaluating quantum optical components in the transmitter module

7.1 General

The EAs for the security evaluation of quantum optical components in TX modules are listed in Table 4.
These EAs address potential flaws in quantum optical components of QKD modules that, if present,
can otherwise compromise the security functions realizing the two security requirements FPT_EMS.1/
Quantum and FPT_PHP.3. These flaws are known security-related issues of (or attacks against) TX
modules that have been published and peer reviewed in academic literature. Although not all types of
attacks have been demonstrated to date, at least a strategy for each type of attack has been reported.
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Table 4 — EAs for quantum optical components in a TX module

Evaluation activity Description corre:§§: dence Suilzlcézl):se [:)I:gltl;;]:llse
Test the Test if emissions are consistent DV-PM-QKD;
photon-number with the photon number distribu- DV-MDI-QKD;
distribution of tion(s) of the optical pulses that | ppT EMS.1/Quantum |7.2 ’
optical pulses are expected to be emitted by the - o CV-PM-QKD;
TX module under test. CV-MDI-QKD
Test theI[mean lest1f the mean photon number DV-PM-QKD;
photon pumber and |of the optical pulses generated in
stabilityof optical |the TX module under test, as well FPT_EMS.1/Quantum |7.3 DV-MDI-QKB;
pulses as its stability in time are consist- - ' = CV-PM<QKD;
ent with the requirements of the
implemented QKD protocol. CV-MDI-QKD
Test the Test if the intensities of the BV-PM-QKD;
indepenflence of emitted pulses for each intended DV-MDI-QKD;
the intensities of intensity are independent of the | ppT_EMS.1/Quantum |7.4 ’
optical gulses underlying intensity modulation N o CV-PM-QKD;
pattern. CV-MDI-QKD
Test thefaccuracy of |Testif the quantum states emitted
state enfoding by the TX module under test are DV-PM-QKD;
encoded sufficiently accurately FPT_EMS.1/Quatitum |7.5
to match those required by the DV-MDI-QKD
implemented QKD protocol.
Test the Test if the different quantum DV-PM-QKD;
indistinguishability |states encoded in a same degree DV-MDI-QKD;
of encoded states | of freedom can be distinguished | FpT“EMS.1/Quantum |7.6 ’
from the perspective of non-en- N o CV-PM-QKD;
coding degrees of freedom. CV-MDI-QKD
Test theuniform Test if the global phase of optical
distribufion of the | pulses is randomly distribited, as | o pye 1/Quantum | 7.7 DV-PM-QKD;
global phase of required by the implemented QKD - ' = DV-MDI-QKD;
optical gulses protocol.
Test the|degree of |Test if the isolation ability provid- DV-PM-QKD;
optical ipolation of |ed by the TX module under test 3 ) ]
the TX mpodule suffices to prevent the light inject- FPT PHP.3 78 DV-MDI-QKD;
ed from.the)quantum channel to B o CV-PM-QKD;
the module. CV-MDI-QKD
Test the[sensitivity |TFestif the injected light monitor
of the injected light «{deployed to detect light inject- DV-PM-QKD;
monitorfin the TX{ ) }ed by an adversary through the
module quantum channel interface works FPT PHP.3 79 DV-MDI-QKD;
properly. Characterize its sen- - = CV-PM-QKD;
sitivity under continuous-wave
amiccionand i Frani o gl o CV-MDI-QKD
emissionand-highfrequeney/na
row-width optical pulses.
Test the robustness |Test the robustness of the TX DV-PM-QKD;
of the TX module module under test against laser ]
against laser injec- |light injected through the quan- FPT PHP.3 710 bV-MDI-QKD;
tion tum channel interface. - T CV-PM-QKD;
CV-MDI-QKD

a) General description of inputs

The TX module should be operated under conditions that are as close to normal operating conditions as
possible, which means the security test procedures should be conducted on the TX module as a whole,
without requiring additional interfaces, channels, or outputs other than those already present on the

20
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TX module. Its objective is to reflect the security status of actual QKD modules under the conditions
they face in operation.

Some of the EAs mentioned in Clause 7 require the TX module under test to be configured to emit pulses
equivalent to those in the raw data generation stage. Here “equivalent” means:

— Pulses are transmitted with intensities used in the raw data generation stage.

— Pulses are encoded with a random sequence used in the raw data generation stage.

v

cotstrwhichthe nodute-tnde ‘ 3 mpre than
one intensity, pulses are modulated to a sequence of intensity states used in the raw data'geperation
stage.

Ih order to conduct the EM effectively, EAs may allow more modifications to the TOE, for example:

+ In a limited number of instances, if the information gained from measuring,the whole system is
insufficient, individual components or sub-assemblies of QKD modules may-be tested (see }.8).

-+ Where a TX module supports reducing its internal attenuation in a test fode, the attenuatign inside
the TX module may be reduced such that the optical pulses can.be emitted at a higher|average
intensity level than in the raw data generation stage, in order tg.relax the sensitivity requirements
of test tools and/or to reduce the duration of measurements (se€ 7.4, 7.6, 7.7, and 7.10).

-+ Digital output indicating the order of states emitted fréom the TX module may be enabled where
needed to analyse the measurement result of those states (see 7.2 to 7.7 and 7.10).

-+ The TX module may be configured to emit an appropriate repeating pattern of states that is known
to the evaluator. Such repeating patterns should typically be representative of patterns| used in
operation so that results are representative of.the TX module in operation.

-+ Aspecially configured TX module may be@sed, e.g. to ignore repeated failures without trangitioning
to a failure state for the duration of an"EA.

Vhere an EA requires modifying the'dperation of a TX module, the modification should be spdcified in
he description of required inputs-ofithe EA. It is implicitly assumed that the modification is removed or
isabled after testing.

Vhen performing the-EAs in 7.2 to 7.10, the evaluator shall set up the test following best engjineering
ractice and considerirg the specific characteristics of the instruments used. For example, §PDs are
eclected with a sgitable clock rate, dead time, and noise level to perform the measurement on the TX
hodule under test. The QKD protocol and design of the QKD modules can influence the detectors that
dre suitable for testing a given TX module. When planning the tests and analysing the resplts, the
details ofcthe performance of the detectors used should be considered, including dark counts, after
Hulses and time jitter that can occur during measurements. Any corrections made to accounf for the
ron-ideal behaviour of instruments shall be reasonable. Care shall be taken to ensure that corjrections
are performed in a manner that does not compromise the objectives of the EAs.

!
t
d
h) General description of/test tools and setup
V
B
S
1

For those EAs that require the TX module to emit pulses equivalent to those in the raw data generation
stage, the TX module can often do this only when connected to a compatible RX module. In such cases, it
is appropriate to introduce an RX emulator to provide the signals expected by the TX module under test
to enable it to be operated as required. Specifically:

— The RX emulator can supply trigger signals to the TX module under test and other test tools, or
receive trigger signals from other tools.

— The required timing signals can be derived from signals present in the optical link between the TX
module under test and the RX emulator.
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— The

optimal way to combine or split communications between a TX module under test and an RX

emulator and signals to/from other tools depends upon the EA and details of the TX module under
test. Optical couplers or wavelength multiplexing devices are usually suitable.

In some

cases, an RX module under test can be used as an RX emulator.

7.2 EA to test the photon-number distribution of optical pulses

7.2.1

a) Obijective of the evaluation activity

This EA

optical ulses that are expected to be emitted by the TX module under test.
b) Reqpired inputs

The devgloper shall provide the TX module under test, which is configured to emit pulses equivalent
to those|emitted in the raw data generation stage. The TX module under test shall"allow the evaluatgr

to acces

during the test.

c¢) Required tool types and setup

The eva
1xSsp
on the o

BS are cpnnected to S single-photon detectors (SPDy, ..., SRB), whose outputs are connected to timi
electrornics capable of counting coincidences.

In this HA, a k-coincidence is taken to be the occurrénce of a detection event in k of the SPDs at timd

that are

consideting jitter and latency. For gated SPDs, this may be taken as the occurrence of a detection ever
in k of the SPDs in detector gates that are consistent with the arrival of a particular quantum state fror
the TX nmodule at each SPD.

The out
zero del

which isupper bounded by S@nd decided by the evaluator, and t is a time delay. The evaluator shall alsp

prepare

digital data coming fronrthe TX module under test and the timing electronics.

The sch¢matic of the,Setup for performing the EA is a generalized Hanbury-Brown-Twiss interferometef,

as show

22

General aspects

intends to test whether emissions are consistent with the photon number distribution(s) of thie

5 time tagged digital data containing the intensity modulation pattern used by the TX module

uator shall prepare a 1 x S beam splitter (BS) or equivalently'a cascade of BS to realize the samie

itting function. The input of the BS is connected to the quantum channel, which is connectefd

ther end to the quantum channel interface of the TXanodule under test. The output ports of thE
n

consistent with the arrival of a particular quantum state from the TX module at each SPD afte

-+ = W0

(s

put of the timing electronjicSiJs used to calculate the k-th order correlation function g(k) (t) 4
hy (t = 0), where ke {2,8,,5S} is an integer representing the order of the correlation functiomn,

timing electronicsto time tag the output of SPDs and a tool for the digital time analysis of thie

h in Figute)6.
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SPDl """"""" :
¥
TX module 1% SBS SPD, F------- . Tlmlng .,
under test electronics ;
T : x 1
. 1 .
1 1
SPDg |-=========-=-- : ;
1

Digital time
analysis

®&———— > optical signal sent from quantum channel interface
— 5 optical signal

________ >  digital/electrical signal

mmm >  digital data

Figure 6 — Schematic of the setup for testing the photoncnumber distribution of optical pulses

(oW

) Rationale

he photon number distribution(s), P(m), of the optical pulses represents the probabilities that a pulse
ontains m photons. The outcome of the test shall indicate whether the P(m) measured from the TX
hodule under test follows the theoretical distribution assumed in the QKD protocol. Howevey, rather
han testing P(m) directly, the evaluatorshall test correlation functions g(k) (t=0), with k ap integer
airger than 1. There is a known relation between the photon number distribution, P(m),|and the

vl o Sl o S N |

dorrelation functions g(k) (0) atgero delay, which is denoted by g(k) for simplicity in this EA.

Hor the case of k = 2, for example, the correlation function can be expressed as Formula (1)

2
g? =Y P(m)m(m=-1)]/u® (M
Where
H is the mean number of photons in an optical pulse, which is measured in|another

evaluation activity (see 7.3);

m is the photon number of an optical pulse;

g(2) is the second order correlation function at zero delay.

Thus, the correlation functions g(k) indirectly indicate whether the emitted photon number

distribution follows the theoretical distribution expected under the QKD protocol. The SPDs produce
“clicks” recorded by the timing electronics together with their time tags. Simultaneous clicks from SPD,

and SPD, are used in determining g(z). Simultaneous clicks from SPD;, SPD, and SPD; are used in
determining g(3). In general, the simultaneous clicks from SPDs from 1 to k are used in determining

g(k). If the deviations between the measured g(k) and the theoretical values are within certain

thresholds, it means the photon number distribution follows the theoretical distribution within a
certain tolerance and this EA’s test has passed.
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If the TX module under test is required to emit more than one intensity of optical pulse under the QKD
protocol, the evaluator can use the time tags registered by the timing electronics to correlate the clicks
of the detectors with the intensities emitted by the TX module under test. This allows the evaluator to

infer the g(k) functions for each of the intensities set by the TX module under test while operating a
particular QKD protocol.

Clause 12 permits this EA to be replaced with an alternative EA using a different measurement method
to estimate the photon number distribution P(m).For example, measurements using a photon-number-

resolving detector would be a possible basis for an alternative EA.

7.2.2 [lest procedure

The tesf| procedure below is described for the case where the QKD protocol requires the TX module
to emit pptical pulses with a single intensity. If more than one intensity is emitted, the evaluator shall
repeat the analysis in steps 4 to 7 of the test procedure described below for each intensity; considering
only the[relevant optical pulses in each analysis.

NOTE 1 In most cases, measuring g
the TX mpdule tightly.

NOTE 2 | The k-coincidence counts @alse can be estimated from an appropriate combination of detectio
outcomes of the SPDs. For example,for S = 4, it is possible to estimate NEZ) from the detection outcomes o¢f

detector|groups {12, 13, 14, 23,24, 34}, N((:?’) from detector groups {123, 124, 134, 234} and N£4) from detectd
group {1234}

24

Step 1: Turn on the TX module under test and configure it to emit pulses eqGivalent to those in thie
raw|data generation stage.

(i

Step) 2: Where gated SPDs are used, adjust the timing of signals used‘te’trigger the SPDs such thg
the pptical pulses from the TX module under test arrive during thegates of the SPDs.

Step 3: Record the number of optical pulses, N emitted\for an acquisition time that is lonlg

pulse

=)

enofigh to obtain sufficient S-coincidence counts in the SPDs from 1 to S to determine the S
devlations in Step 7 to the required precision.

o0

Step 4: Record the number of single clicks from SPDs'in Figure 6 and denote by Ny, N,, .., Ng,an
recqrd the number of k-coincidence counts from;the first k SPDs in Figure 6 and denote by Ngk
with ke{2,3,..,5}.

(k)

up tok = 4 is sufficient to determine the photon number distribution ¢f

=]

—

Step 5: Calculatethesingle count probability from the i-th SPD as P, = N,-/N and the coincidende

count probability from the first k SPDs as Pc(k) = Ngk)/N

pulse

with ke{2,3,..,5}.

pulse

Step) 6: Calculate the measured value of the correlation functions up to the order S, as Formula (2)

2 pt
C

-_c 2

Im PP, P, (2)

where ke{2,3,..,S}.

Step 7: Calculate the deviations between the measured gl(v{() obtained in the previous step and the

theoretical g%k) expected for the TX module under test, as Formula (3):

A0 |30 @
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where ke{2,3,..,S}.

7.2.3 Pass/fail criteria

023(E)

If the TX module under test is operating a QKD protocol that only requires the emission of optical pulses
into the quantum channel of equal intensity, then if each measured A% is smaller than the k-th

threshold value Tg;ercor(k), the test has passed. Otherwise, the test has failed.

If a QKD protocol requires the TX module to emit more than one intensity of optical pulse

ulses, corresponding to a different intensity in the QKD protocol other thap-any “vacuum”
maller than the relevant k-th threshold value Tgyifcor(x) for that intensity, the test has

therwise, the test has failed.

=

able 5 lists the threshold pertaining to the pass/fail decision of the EA.

Table 5 — Threshold for the pass/faildecision of the EA

into the

uantum channel, the developer may optionally indicate a diiferent ldiffCOI‘(k) Ior each intensity or may

g

ihdicate that the same threshold applies to all intensities. Some QKD protocols require such TX modules
tp emit with a certain probability pulses of very small intensity, corresponding to an approxinpation to
the “vacuum” state. For these special states, moderate deviations in the photon number statistics are
typically not very significant in the overall security analysis and obtaining a statistically significant
1
H
S
(

heasure of AlK) may not be practical. If each measured A% calculated for®ach subset of optical

state, is
passed.

No. Threshold notation Meaning of the threshold

The absolute value 6fthe difference between the measured value
the theoretical value of the k-th order correlation function, for a f
1 TdiffCOr(k) intensity of thepulses emitted by the TX module. Where a QKD pt
requires the TX module to emit pulses of more than one intensity;
ent threshdlds may optionally be indicated for different intensitig

and
xed
otocol
differ-
S.

7.3 EA to test the mean photonnumber and stability of optical pulses

.3.1 General aspects
d) Objective of the evaluation activity

This EA intends to testthe mean photon number of the optical pulses generated in the TX modu
bst, as well as its stability in time. The testing outcome indicates whether the mean photon ny
he optical pulsesfalls consistently within the expected threshold limits.

=

low

) Required\inputs

—

he devéloper shall provide a TX module under test, which is configured to emit pulses equiy
hose emiitted in the raw data generation stage. The TX module under test shall allow the eva

—

le under
imber of

Falent to
uator to
module

dceess time tagged digital data containing the intensity modulation pattern used by the TX

urinatha tact

T IITgCIrrC—Toot

c) Required tool types and setup

The evaluator shall prepare a calibrated optical detector that works below its saturation level and
above its intrinsic noise level with known detection efficiency, 14, which shall be connected to the

quantum channel interface of the TX module under test via a calibrated link of known transmissivity,

1 . The detector shall be sensitive to the output of the TX module under test.
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The evaluator shall also prepare timing electronics to time tag the output of the calibrated optical
detector and a tool for the digital time analysis of the digital data coming from the TX module under
test and the timing electronics.

NOTE A detector typically works best if it is well within its dynamic range, i.e. well below its saturation
level and well above its intrinsic noise level. It is noted that for single photon detectors, the assumption that the
intensity is proportional to the number of detection events counted is only reasonable under such conditions.

The schematic of the setup for performing the EA is shown in Figure 7.

Calibrated
optical link
TX module Calibrated optical Timing
under test detector electronics

Digital time
analysis

®&———> optical signal sent from quantum channel interface
----|----»> digital/electrical signal

S P > digital data

Figure 7 — Schematic of the setup for testing the mean{photon number and stability of optical
pulses

This EA|checks the mean photon number of the Qptical pulses generated and emitted by the TX modu
under tgst. It performs the measurement repeatedly over a period of time to assess the stability of t
mean photon number. The TX module under'test emits optical pulses with K intensity levels, where K
is an infeger number. The mean photon-riumber is equivalent to knowing the intensity, where othdr
information about the optical pulses,‘such as their wavelength and speed, is also known.

The caliprated optical detector(may measure either the pulse energy or, for a single photon detector,
whethei| or not a detection eyvent was registered for each optical pulse. For an intensity k, the average
pulse erlergy, E}, is derive@from summing the total energy, I, , in each relevant pulse and dividing bly

the nunpber of relevantZpulses, N . Alternatively, the mean photon number, u,, is derived fromp
counting the total number of relevant photon detection events, C, and dividing the number of relevarjt
pulses,

-

The megsurement is repeated M times and the average pulse energy or mean photon number for eac
measur¢ment is checked against the threshold limit after correction for transmission loss and detectd
efficiencys

—

7.3.2 Test procedure

— Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those emitted
in the raw data generation stage and connect it to the calibrated optical detector with detection
efficiency, 74, through a calibrated link of known transmission efficiency, 7n. If necessary,

calibrated attenuation may be introduced before the calibrated optical detector to reduce the
intensity to ftimes the intensity emitted by the TX module, such that the intensities incident on the
detector are in the calibrated range over which the detector is designed to operate. If a gated
calibrated detector is used, adjust the timing of the gates such that the optical pulses arrive during
the gates of the detector and synchronize the output with the timing electronics if necessary.
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Step 2: Measure a stream of N optical pulses coming out of the TX module under test during the

pulse
acquisition time with the calibrated optical detector. Use the timing electronics to record data to
enable each result to be matched up with a specific pulse emitted by the TX module under test. Here,
Npuse 1s a parameter equivalent to the acquisition time that should be chosen to enable a sufficient

number of pulses to be measured to give average pulse energies or mean photon numbers with
errors that are sufficiently small, relative to the difference between the maximum and minimum
threshold limits to enable the test to be performed reliably. Some QKD protocols require TX modules
to emit pulses of very small intensity with a certain probability, corresponding to an approximation

tothe “vacuum” state Forthese cpnr‘ia] states; the rnglnirnﬂ arqllicifinn time canbe considered long

enough if any background signals (such as dark counts) can be measured to the necessary’precision.

Step 3: Where necessary, align the digital strings from the calibrated detector Wwith the pulse
intensity pattern set by the TX module under test. For example, by using the digital datd coming
from the TX module under test and the time-tagged digital data coming from the\timing ele¢tronics,
the evaluator can cross-correlate the intensity modulation pattern coming+from the TX| module
under test with the results measured by the calibrated optical detector.(This allows the ealuator
to know what intensity setting was set by the TX module under test forthe pulse present|for each
measurement by the calibrated detector.

Step 4: Group all the emitted optical pulses where the TX moduleunder test set the same intensity
K

level. This returns K data sets, S, each of length N, , with 2 N, =N
k=1

pulse » Where the subsgript k is

the label value for the intensity set by the TX modules

Step 5: If the calibrated detector is of the single photon type, sum up how many photon detection
events, C}, are present in each data set, S;. By dividing the counts, C; , by the length of the data set,

N, the evaluator can determine the probability that a pulse where the TX module set infensity k
resulted in a photon detection event in the’calibrated detector, P, =C}, /N, .For a calibrated fetector

with photon number discrimination.capabilities, this will represent the mean number of|photons
detected by the calibrated detector for each pulse where the TX module set intensity k.

For other types of calibrated détectors, sum up the total energy detected, I}, in each data det S;. By
dividing the total detected ‘energy, I, , by the length of the data set, N, , the evaluator cah obtain

the average energy detected by the calibrated detector for a pulse where the TX module set
intensity k, Ej =1}, /IN},~

Step 6: For eachrk,ealculate the mean photon number using Formula (4):

Hi =Py /(ngey™) (4)

or Fetmula (5):
1K =ExA/(Mgeenhe) (5)

where

A is the wavelength of the optical pulses emitted by the TX module;
h  is Planck constant;
¢ isthe speed of the optical pulses travelling in the calibrated optical link.

If attenuation was introduced before the calibrated detector, the mean photon number shall be
corrected as shown in Formula (6):
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My =Py [(Naeen f) (6)

or Formula (7)
tik =ExA/(Ngeen fhe). (7)

— Step 7: Repeat the measurement M times, and for each measurement determine a set of K mean
photon numbers (one set for each of the M measurements).

7.3.3 ass/fail criteria

If each ¢f the K x M measured mean photon numbers is within the range defined by the minimuy
acceptable mean photon number, Tyi,mpN(k), and the maximum acceptable mean photon“numbet,

=3

TmaxMpN(k)» the test has passed. Otherwise, it has failed.

Table 6 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 6 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold

The minimum acceptable mean photon number (this threshold may be
1 TminMpN(k) zero). There is one such threshold fer<each intensity k that the TX module|
is required to emit under a QKD protocol.

The maximum acceptable meanphoton number output by the TX module
2 TnaxMPN(k) There is one such thresholdfor each intensity k that the TX module is
required to emit under.a-QKD protocol.

7.4 EA to test the independence of the intenSities of optical pulses

7.4.1 [General aspects
a) Obijgctive of the evaluation activity

This EAjintends to test the common‘assumption in QKD protocols that the intensities of the emitte
pulses for each intended intensity are independent of the underlying intensity modulation pattern. Fg
that, thq EA aims to characterize/the potential intensity correlations of the optical pulses emitted by
the TX module under test. The description of the EA is limited to adjacent optical pulses, but it can
easily b¢ generalized to any-group of pulses emitted by the TX module under test.

=

This EAjapplies to QKD\protocols that emit optical pulses with different intensities.
b) Required inputs

The devgloper’shall provide a TX module under test, which is configured to emit pulses equivalent tp
those ernitted in the raw data generation stage. The TX module under test shall allow the evaluator tp
access time tagged digitaldata contaiming the imtensity modutation patterm used by the T X module
during the test. The developer may optionally reduce the value of attenuation inside the TX module
under test to emit pulses at a higher average intensity level than in the raw data generation stage.

c) Required tool types and setup

This EA adopts a setup similar to the EA in 7.3. The evaluator shall prepare an optical detector that
works below its saturation level and above its intrinsic noise level but whose efficiency need not be
calibrated. The optical detector shall be sensitive to the output of the TX module under test and shall be
capable of resolving each pulse in time. The detector is connected to the quantum channel interface of
the TX module under test.
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The evaluator shall also prepare timing electronics to time tag the output of the optical detector and

a tool for the digital time analysis of the digital data coming from the TX module under test
timing electronics.

The schematic of the setup for performing the EA is shown in Figure 8.

TX module . Timing
*—) -------- >

under test Optical detector electronics

Digital time
analysis

@&— >  optical signal sent from quantum channel interface
________ >  digital/electrical signal
mmm > digital data

Figure 8 — Schematic of the setup for testing the independence of the intensities of oy
pulses

d) Rationale

This EA intends to examine how the intensity of a given pulse is dependent on the intensif
H
dptical pulses with K intensity levels, where X is a positive integer. Each pulse is measu
d
i
g

alculated. The maximum difference between any of these averages for pulses with same inten;
dre then calculated and compared against a specified threshold to give a verdict for this EA.

4.2 Test procedure

— Step 1: Turn on the TX'module under test and configure it to emit pulses equivalent to those]
in the raw data generation stage (apart from optionally their intensity if the internal atten
reduced duringthe/measurement) and connect it to the optical detector. If a gated detectot
adjust the timing of the gates such that the optical pulses arrive during the gates of the dete
synchronizethe timing electronics with the emission times of the optical pulses.

-+ Step 2:.Measure a stream of N optical pulses coming out of the TX module under test dy

pulse

result to be matched up with a specific pulse emitted by the TX module. Here, Npuise isapa

and the

tical

y of the

ulse that preceded it in the modulation patterfi> During the test, the TX module under test emits

ed by a

etector, the results are grouped according €0 the intensity levels of the pulse and its precedpd pulse
ih the modulation sequence. The average pulse energy or detection probability for each group is then

ity level

emitted
hation is

is used,
ctor and

ring the

acquisition time with the optical detector, use the timing electronics to record data to engble each

rameter

equivalent to the acquisition time. It should be chosen to enable the sufficient number of

ulses to

be measured to give detection probabilities or average pulse energies with errors thatare sufficiently

small to calculate the resulting deviation in the absence of undesirable correlations.

— Step 3: Where necessary, align the digital strings coming from the calibrated detector with the
pulse intensity pattern set by the TX module under test. For example, by using the digital data
coming from the TX module under test and the time-tagged digital data coming from the timing
electronics, the evaluator can cross-correlate the intensity modulation pattern coming from the
TX module under test with the counts measured by the optical detector. This allows the evaluator

to know what intensity setting was set by the TX module under test for the pulse present
measurement by the optical detector.
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— Step 4: Group all the emitted optical pulses that belong to the same intensity level, u; , and that

were preceded by an optical pulse of intensity level, M) where k,je{1,2,..,K}. This returns K?
strings, Sy;, each of length Ny;, each containing only events from pulses prepared with intensity
My that were preceded by a pulse prepared with intensity u;.

NOTE This step can be generalized to any desired condition for the intensity correlation test, for instance, to

three or more consecutive optical pulses or any other conceivable intensity modulation pattern. It is not expected
to have two consecutive detections in the optical detector to record an entry in a string Sklj . The result of each

measurement perrormed 1S recorded 1n only one oI the strings.
— Step) 5: If the optical detector is of the single photon type, sum up how many photon detection gvents,
Cyj|» is present in each string Skij- BY dividing the counts Crij by the length of the string Ny
extrjact the detection probability of a count in that string, Py; =Cyy; /Nk|j . For an optical detectd

witlh photon number discrimination capabilities, this will represent the mean nuthber of photon
detgcted for each pulse where the TX module set intensity k.

wn =

<

For jother types of optical detectors, sum up the total energy detected, Iy j$im each string Sij- B

[

dividing the total detected energy, I;y;, by the length of the string Ny, the evaluator can extrag
the pverage pulse energy, Ey; =1Iy; /Nk|j :

— Stey 6: Forall k,j,ie{1,2,..,K}, calculate the differences using Formula (8):
Ok )i =|Pk|j _Pk|i| €)
or Fprmula (9):
Sk, )i =|Exij —Exgl €)
whdre j#1.

7.4.3 Pass/fail criteria

If &y, ffor all k, j, i, where j is not gqual to f, is smaller than the designed threshold, Tgjgayinten, on thee

maximullrn difference, the test hds passed. Otherwise, it has failed.
Table 7

ists the threshold pertaining to the pass/fail decision of the EA.

Table 7 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold

Maximum difference between the average intensities of optical pulses

1 T prepared with the same intensity setting that were preceded by an opti-
diffAvinten cal pulse prepared with any specific intensity setting and those preceded

by an optical pulSe prepared with any Other Specific INtensity Setting.

7.5 EAto test the accuracy of state encoding

7.5.1 General aspects
a) Objective of the evaluation activity

This EA intends to test whether the quantum states emitted by the TX module under test are encoded
sufficiently accurately to match those required by the implemented QKD protocol.

b) Required inputs
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The developer shall provide the TX module under test, which is configured to emit pulses equivalent to
those emitted in the raw data generation stage. The TX module under test shall allow the evaluator to
access time tagged digital data containing the intensities and states encoded by the TX module during
the test.

c) Required tool types and setup

The evaluator shall prepare a quantum state analyser connected to the quantum channel interface of
the TX module under test. The quantum state analyser can, for example, be either specified as:

-+ a polarization analyser 1or a polarization encoding system,;

- a phase interferometer for a phase encoding system;

- atime-phase interferometer for a time-bin encoding system.

]

h practice, the quantum state analyser should be instantiated according to €he’ concrete gncoding
hethod adopted by the TOE. The quantum state analyser shall be chosen to have sufficient sepsitivity
D measure the output of the TX module under test.

[slilien]

he evaluator shall also prepare timing electronics to time tag the-output of the calibrated optical
etector and a tool for the digital time analysis of the digital dataccoming from the TX moduje under
bst and the timing electronics.

[l P |

The schematic of the setup for performing this EA is shown in€igure 9.
TX module Quantum sgate’ | N Timing
under test analyser electronics

Digital time
analysis

Hey
@&—— > optical signal sentfrom quantum channel interface
________ > digital/electrical signal

mmm > digital data
Figure-9.= Schematic of the setup for testing the accuracy of state encoding

d) Rationale

This EAtests the fidelity between the practical quantum states sent by the TX module under|test and
the ideal ones required by the QKD protocol. The evaluator analyses density matrices of the encoded
states emitted by the TX module under test with a quantum state analyser and calculates the fidelities
between the measured states and the ideal ones. The minimum fidelity is used to give a verdict against
a specified threshold.

7.5.2 Test procedure

— Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those
emitted in the raw data generation stage. All states shall be encoded and emitted according to the
requirements of the QKD protocol.

— Step 2: Measure all the emitted states during an acquisition time with the quantum state analyser
and use the timing electronics to time tag each of the outcomes with a progressive period number.
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— Step 3: Where necessary, align the digital strings coming from the quantum state analyser with the
pattern of encoded states set by the TX module under test. For example, by using the digital data
coming from the TX module under test and the time-tagged digital data coming from the timing
electronics, the evaluator can cross-correlate the results measured by the quantum state analyser
with the pattern of encoded states coming from the TX module under test. This allows the evaluator

tok

now what state was set by the TX module for the pulse present for each measurement by the

quantum state analyser.

— Step 4 Group all the results accordlng to the state the TX module encoded Construct the den51ty

eac

Var

den
moq
errg

— Stey

matj

F.

1

whd
Alte
accu
— Stey
F=

whd

Ran|
esti
nun

7.5.3

If the m
Otherwi

Table 8 lists the'threshold pertaining to the pass/fail decision of the EA.

| i represents a specific encoded quantum state.

ous techniques, such as maximum likelihood estimates, may be used to estimate .physicgl
5ity matrices from measured data. Density matrices may alternatively be estimated with
els for particular types of encoding errors. An evaluator can effectively target the\most likelly
rs in this manner.

5: Calculate the fidelity between the measured density matrices, p;, and the ideal density
rices assumed in the QKD protocol, piT, using Formula (10):

(el /0] o} ]) (1q)

re tr[-] is the trace of a matrix.
rnatively, one may also use the square root fidelity: \/FT-:tr[ pl/zp,Tpll/z] to measure the
fracy of the state encoding here.

6: Calculate the minimum fidelity over all.the‘encoded states using Formula (11):

min {F; } ap

re min{-} is the minimum value‘in-a set.

dom or targeted sampling.ofistates may be adopted to estimate F rather than deriving it b)
mating fidelity for each pdssible encoded state. Some protocols, such as CV-QKD, can use a larg
\ber of states.

D <<

Pass/fail criteria

nimum measuréd fidelity F is larger than the designed threshold T,;,iq, the test has passed.
se, it hasAfailed.

Tdbitﬂ 8 —_— Tlll t:biluid fUl t}lc pdbb/’fdil dULibiUll Uf tlltﬂ EA
No. Threshold notation Meaning of the threshold
The minimum tolerable fidelity between the density matrix of the encod-
1 TinFid ed quantum state and the ideal encoded state is required by the imple-
mented QKD protocol.

7.6 EA to test the indistinguishability of encoded states

7.6.1 General aspects

a) Objective of the evaluation activity
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This EA intends to test if the different quantum states encoded in the same degree of freedom can be
distinguished from the viewpoint of non-encoding degrees of freedom. The non-encoding degrees of
freedom considered in this EA include the wavelength, the polarization, and the arrival time. Where
a QKD protocol encodes in one of these three degrees of freedom, this degree of freedom shall be
excluded from measurement under this EA. The test outcome indicates whether the TX module under
test is prone to side channel attacks in non-encoding degrees of freedom.

b) Required inputs

The developer shall provide the TX module under test, which is configured to emit pulses equivalent
tp those in the raw data generation stage. The TX module under test shall allow the evaluatos fo access
time tagged digital data containing the intensities and states encoded by the TX module dufing|the test.
The developer may optionally reduce the value of attenuation inside the TX module under'test to emit
dulses at a higher average intensity level than in the raw data generation stage.

Q

Required tool types and setup

he evaluator shall prepare an optical detector, a spectrum analyser working in an appropriate
Favelength range, and a polarization analyser. All these measurement devices shall be senkitive to
he output of the TX module under test and be connected to the quantun channel interface df the TX
hodule under test via beam splitters (BS).

0 o <

—

he evaluator shall also prepare timing electronics to time tag-the output of these devices and a tool
br the digital time analysis of the digital data coming from«he TX module under test and the timing
lectronics.

@ _=h

The schematic of the setup for this EA is shown in Figure*10.

Optical detector f--------- 1
BS !
v
TXmodule Polarization analyser |- - > Tlmlng g
under test BS electronics ;
! 0 !
! s !
I Spectrum analyser f--------- ! i
i BS ;
! i
! i
! i
! i
;._._._._._._._._._._._._.__> Digital time e m e m o i
analysis

@&————<—> optical signal sent from quantum channel interface

—<£ <X 5 optical signal

________ > digital/electrical signal

P > digital data
Figure 10 — Schematic of the setup for testing the indistinguishability of encoded states

d) Rationale

This EA characterizes the differences of probability distribution/trace distance over all encoded states
measured from the three non-encoded degrees of freedom, i.e. the wavelength, the polarization, and
the arrival time. The probability distribution functions of arrival time and wavelength for optical
pulses encoded different states can be calculated from measurements by the spectrum analyser and
the optical detector. The polarization density matrixes for optical pulses encoded in different states can
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be estimated from the measurements by the polarization analyser. The maximum absolute difference
of the probability distribution functions or the maximum trace distance between the optical pulses
encoded in different states over a specific non-encoded degree of freedom is calculated to give a verdict
against the specified threshold.

If the quantum state is encoded in one of the above-mentioned three degrees of freedom, this degree
of freedom shall be excluded from measurement under this EA. For example, if quantum states are
encoded in polarization, then polarization density matrixes shall not be computed in this EA.

If the TX module under test is required to emit more than one intensity of optical pulse under the

QKD prqtocol, the evaluator can use the time tags registered by the timing electronics to correlatet

results
evaluatd

“vacuuny” states where QKD protocols require a TX module to emit with a certain probability|pulses of

very sm

7.6.2

The test
emit opt
the eval

of inten
considet

— Step
red

— Stey

acquiisition time with an optical detector, polarization analyser, and spectrum analyser. Use thie

timi
dete
the

utili

— Stey
spe
by
com
the
of e

encpding setting was set by the TX module under test for the pulse present for each measuremer

by t
— Stey
Cald

in tIe raw data generation stage (apart from optionally their intensity if the internal attenuation i

f these measurement devices with the intensities emitted by the TX module. This allows t}l:t
r to generate a test result for each individual intensity level with the possible exception of anly

b1l intensity.

Test procedure

procedure below is described for the case where the QKD protocol reduires the TX module t
ical pulses with a single intensity. If more than one intensity is required in the QKD protoco
hator shall repeat the analysis in step 4 described below for each. inténsity setting (or each bi
5ity settings where the QKD protocol does not use a small set‘of discrete intensity settings
ing only the relevant encoded states in each analysis.

— O

-

jon

1: Turn on the TX module under test and configure it to €mit pulses equivalent to those emitte

[72)

ced during the measurement).

2: Measure the stream of optical pulses comihg out of the TX module under test during ap

ng electronics to time tag each of the outcoines with a progressive period number. The opticgl
ctor, the spectrum analyser, and the pelarization analyser may alternatively be connected tp
quantum channel output of the TX module at different times. If so, these measurements majy
ze the same optical detector(s).

o0

3: Where necessary, align the signal from the optical detector, polarization analyser, an
ftrum analyser with the pattern of encoded states set by the TX module under test. For exampl
sing the digital data coming from the TX module under test and the time-tagged digital dat]
ing from the timing electronics, the evaluator can cross-correlate the recorded outputs froy
optical detector, polarization analyser, and spectrum analyser, respectively, with the patter
hcoded states comitig from the TX module under test. This allows the evaluator to know whd

— + = = D F

he optical déetector, polarization analyser, and spectrum analyser.
4: Grouprall the results according to the state the TX module encoded.

ulate 'the maximum absolute difference in arrival time, t, between any two encoded states

using Eormula (12):
1 . ,
5max,t =Ema_)({2|f(t,1)—f(t,])l} [12)
I¢] t
where
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iandj are different encoded states;

f is the probability distribution function calculated from the group of results for the
arrival time, ¢;

max{-} isthe maximum value in a set.

Calculate the maximum absolute difference in wavelength, A, between any two encoded states

using Formula (13):

1 . .
Smax,2 :EmaX{ZW(lJ)—g(l.l)l} (13)
i#j |7
where

iandj are different encoded states;
g is the probability distribution function of the wavelengthj.4 ;
max{-} isthe maximum value in a set.

Calculate the maximum absolute difference in the azimuthal angle, 6, of the major| axis of
polarization ellipse between any two encoded states using Formula (14):

1 ) ,
5max,0 =Ema¥{Z|P(9'1)—P(9'])|} (14)
I?’:] 0
where

iandj are different encoded states;
p is the probability distribution function of the azimuthal angle, 6 ;
max{-} isthe maximun{vglue in a set.

Calculate the maximumstabsolute difference in the ellipticity, €, of the polarization ellipsq (i.e. the

ratio of the length of the’semi-minor axis of the ellipse to the length of its semi-major axis) between
any two encoded states using Formula (15):

1 . .
- =5max{2|q(e.z)—q(e.1)l} (15)
i#j |7
wheré

iandj are different encoded states;

q istheprobabitity distribution furctionrof theettipticity, =
max{-} isthe maximum value in a set.

Fidelities between the different encoded states may be chosen in a PP or ST as an alternative
measure of indistinguishability and the EA modified accordingly.

7.6.3 Pass/fail criteria

The test has passed if all of the following conditions are met. Otherwise, it has failed:

a) 6max,t < TdiffTime )
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b) 5max,0 < TdiffAngle;
) Omaxe <TaiffEllip
d) 6max,/1 < TdiffSpec .

If one of the above-mentioned three degrees of freedom is used in encoding quantum states by the TOE,
the corresponding item of threshold comparison shall be excluded from the general pass/fail criteria.

NOTE This EA intends to evaluate the minimum requirements for checking the indistinguishability of
encoded Frates T IOMT-ENCOUITIE GERTEES Of {TEEdONT. [t 1S POSSIDIe tTat TIOTE O eNncoding degrees of freedont ane
required|to be tested for a specific TOE.

Table 9 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 9 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
1 T The maximum absolute difference in time of arrival between the
diffTime states encoded by the TX module.

2 .. The maximum absolute difference in spectrum between the states
diffSpec encoded by the TX module.

The maximum absolute difference in.azimuthal angle of the polariza-

Ty
3 diffAngle tion ellipse between the states enc¢oded by the TX module.
4 Troee The maximum absolute diffefence in the ellipticity between the states
diffEllip encoded by the TX module.

7.7 EA to test the uniform distribution of the global phase of optical pulses

7.7.1 [General aspects
a) Obijgctive of the evaluation activity

This EA| intends to test if the optical pulses emitted by the TX module under test carry a random
phase, which is a security requirement of a wide class of QKD protocols. The test outcome indicates
whethej| the probability distribution-of the measured relative phase between pulses is close, within thie
experimental uncertainty, to the-expected theoretical distribution.

This EA|as written is suitable for cases where the TX module under test can emit sufficient intensitly
for analpgue intensities to.be recorded meaningfully on the detectors. Where sufficient signal is nqt
availabl¢ from the TX module under test, the developer may propose modified or alternative EAs. Fgr
exampld, performing’aset of statistical tests on a string of bits extracted from a similar measuremerjt
using single photondetectors.

For QK[ protocols that do not require randomness of the global phase of each optical pulse, this EA is
optional.

b) Required inpufts

The developer shall provide the TX module under test, which is configured to emit pulses equivalent to
those emitted in the raw data generation stage. The TX module under test shall allow the evaluator to
access time tagged digital data containing the intensities and states encoded by the TX module during
the test. The developer may optionally reduce attenuation inside the TX module under test to emit
pulses at a higher average intensity level than in the raw data generation stage.

c) Required tool types and setup

The evaluator shall prepare an unbalanced Mach-Zehnder interferometer including one optical detector
D. The arm length difference of the Mach-Zehnder interferometer should correspond to a time delay
equal to the time between adjacent optical pulses (between adjacent reference pulses for the phase-
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encoding system) emitted by the TX module under test. The arm length difference of the Mach-Zehnder
interferometer should be stable to the order of tenths of the wavelength to keep a constant relative
phase between the superposed pulses. The optical detectors should be chosen to have sufficient
sensitivity to measure the output of the TX module under test. The Mach-Zehnder interferometer is
connected to the quantum channel interface of the TX module under test. The transmittances of the
two paths inside the Mach-Zehnder interferometer are assumed to be equal.

The evaluator shall also prepare timing electronics to time tag the output of the optical detector D and
a tool for the digital time analysis of the digital data coming from the TX module under test and the
timing electronics

The schematic of the setup for this EA is shown in Figure 11.

D
TX module [T N Timing
under test 1 D_ electronics
T BS BS T
i i
1 . . . I
e 5| Digitaltime | _ _ _ __\\Y_ _. i
analysis

@&—— > optical signal sent from quantum channel interface
— > optical signal

________ > digital/electrical signal

mmm > digital data

Figure 11 — Schematic of the setup for testing if the global phase of optical pulses is uniformly
distributed

d) Rationale

This EA tests the randomness: of the relative optical phase between consecutive optical pulses
enerated by the TX moduteinder test. The probability distribution of intensity can be deriyed from
the outputs of the Mach-Zehnder interferometer to indicate the phase distribution of the optical pulses
itted from the TX module under test. This probability distribution of intensity is compared with the
theoretical uniform(distribution to calculate the statistical distance, which can be used to give & verdict
ainst a specifiedthreshold.

.7.2 Testprocedure

he following description assumes that only one laser diode is used in the TX module under tesf. Where
the /TX'module under test uses multiple laser diodes, the same test procedure shall be condycted for
ach/laser diode separately.

— Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those in
the raw data generation stage (apart from optionally their intensity if the internal attenuation is
reduced during the measurement).

— Step 2: Measure the stream of the optical pulses coming out of the TX module under test after passing
through the Mach-Zehnder interferometer with optical detector D. For some acquisition time, use
the timing electronics to time tag each of the outcomes with a progressive period number.

— Step 3: Where necessary, align the digital strings from the optical detector with the pattern of
encoded states set by the TX module under test. For example, by using the digital data coming from
the TX module under test and the time-tagged digital data coming from the timing electronics, the
evaluator can cross-correlate the pattern of encoded states and the intensity modulation coming
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from the TX module under test with the results measured by the optical detector D. This allows the
evaluator to know what state was encoded by the TX module under test for the pulse present for
each measurement by the optical detector.

— Step 4: Select and group the measurement events where the interfering optical pulses arriving at

the

detector in the Mach-Zehnder interferometer were prepared in the same encoded state and

intensity level. The data set is then filtered to keep only measurement results obtained from the
most common combination of encoded intensity and state.

— Step 5: The final data set from step 4 is binned to produce a histogram described by the probabilities

Pm
leve

—  Stey
the

dpp

Eva
med
me3

Alth

I) of the intensities recorded by the optical detector D arising from a given state and intensitly
|, where I represents the intensity bin-index.

6: Calculate the statistical distance between the measured probability distribution pj,(I) and
theoretically uniform distribution pg (I) as shown in Formula (16):

ase:%2|pM (I)=pr (1. (14)
1

uators may introduce detailed analysis to account for non-ideal\ characteristics of the
surement and detection system compared to the theoretical distfibution expected in the real
surement system.

ough the statistical distance is applied in this EA to measure the deviation of the measurefd

prol

oft

sucm as the Kolmogorov-Smirnov test, may be used as altérnative methods to test the randomness

pability distribution from the theoretical distribution, semeé’statistical tests for goodness of fi,

e phase of the optical pulses.

7.7.3 Pass/fail criteria

If dppase is smaller than the threshold Ty, pigpy , the test has passed. Otherwise, it has failed.

Table 1Qlists the threshold pertaining to the.pass/fail decision of this EA.

Table 10 — Thresheold for the pass/fail decision of the EA
No. Threshold notation Meaning of the threshold
The maximum tolerable deviation between the measured and the theo-
retical probability distributions pertaining to the intensities measured
1 T axDistPh with an asymmetric Mach-Zehnder interferometer due to the relative

phase of optical pulses when all optical pulses involved were encoded
with the same state and intensity level.

7.8 EA to test'the degree of optical isolation of the TX module

7.8.1 [General aspects

a) Objective of the evaluation activity

This EA

intends to test the isolation ability provided by the TX module under test against light injected

from the quantum channel to the TX module. The amount of isolation is quantified for propagation
in the opposite direction to that in which the quantum states are transmitted. It can therefore be an
indicator as to whether the source of the TX module under test is protected against attacks such as
Trojan-horse attacks, laser-seeding attacks, and laser damage attacks.

This EA
TOE.

as written is suitable for cases where a dedicated isolation component is implemented in the

b) Required inputs
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The developer shall provide the TX module under test enabling the direct testing of the internal isolation
component or provide a dedicated isolation component of the same type as the one in the TX module
under test.

c¢) Required tool types and setup

The evaluator shall prepare a tunable laser that can generate laser power, p, in the range of
[ Pmin » Pmax ]- Pmax shall be determined by consideration of the specific implementation of the TX

module, e.g. by consideration of the threshold power at which an exceptional event of the TOE is
indicated (QPP LQ) Generally Do shall he lower than the power that wonld destrov the isolation
omponent under test. The tunable laser can be operated in a wavelength range of [ A, Amax|l- The

s
thnable laser is connected to the isolation component under test via the quantum channehinterface of
the TX module under test (or to the relevant interface of the dedicated isolation compornent when
drovided).
1
1
i

he evaluator shall prepare a spectrum analyser that works in the wavelength-range of [ A, Apax |-

he spectrum analyser shall be chosen to have sufficient sensitivity to meastre the output from the
isolation component.

The schematic of the setup for this EA is shown in Figure 12.

Spect Isolation component Tunabl
pectrum | | under test < unable
analyser Q laser

\\{
Hey
— e optical signal sent to quantum chaniel interface
- 5 optical signal

——) the forward direction of the isolation component

[Figure 12 — Schematic of the setup for testing the degree of optical isolation of the TX module

Q.

) Rationale

his EA tests the capahility of isolating the injected light from the quantum channel into a TX module
nder test in a specified wavelength range. A laser is used to test the transmission of the |solation
omponent. This fasér can deliver powers up to a specified maximum power p,.., above which the TX

hodule is protécted by other means. For example, protection can be from an injected light monitor as in
19, or a component that fails safely above a specified power. The power measured by the spectrum
nalyser.dndicates the amount of power after the isolation component. The amount of solation
rresponding to a specific wavelength is calculated as the difference between the input angdl output
oweér of the isolation component at the relevant wavelength. The minimum isolation is calculated over
thedpecified wavelength range and can be used to give a verdict against a specified threshold.

NS O o

Since it is generally inconvenient to measure the optical isolation by testing the entire TX module under
test, this EA allows the input of an individual isolation component of the same type as the one in the TX
module under test.

e) Dependencies

Where the TOE passes this EA, the necessity of conducting the EA specified in 7.10, which tests the
robustness of the TOE against external laser injection, is determined by the evaluator.
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7.8.2 Test procedure

— Step 1: Turn on the tunable laser at wavelength A, .

— Step 2: Set the power of the tunable laser to be p,;, .

— Step 3: Denote the current power injected into the isolation componentas p;,.

— Step 4: When the output power from the isolation component is stable, measure the output power
by the spectrum analyser and record it at the current wavelength as p,,; .

— Steg

— Steg
read

— Stey
way

5: Calculate the isolation by p;s, = pin —Pout » Whose unit is dB.

=]

6: Increase the laser power by a step of size, Sp» and repeat step 3 to step 5 until the lasérn powe
hes ppax -

7: Increase the laser wavelength with by a step of size s, and repeat step 2 tg'st€p 6 until the
elength reaches 4., .

— Step 8: Compare the measured isolation p;, for all different input powersiand wavelengths angd
recqrd the minimum isolation as p,nso -
7.8.3 Pass/fail criteria
If the vajue of p.iniso is higher than the threshold Try,, the testhas passed. Otherwise, it has failed.
Table 11| lists the threshold pertaining to the pass/fail decision;of the EA.
Table 11 — Threshold for the pass/fail decision of the EA
No. Threshold notation Meaning of the threshold
1 T The minimumsolation required for the isolation component under test
TXIso in the TX mopdule.
7.9 EA to test the sensitivity of the.injected light monitor in the TX module
7.9.1 [General aspects
a) Obijgctive of the evaluation)dctivity
This EAlintends to test theeffectiveness of the injected light monitor (or “monitor” in short hereinaftdr
in this HA) in the TX~mnodule under test and whether the monitor indicates an exceptional event as fa
responsg to the light injection. The testing outcome indicates whether the monitor is sufficiently
sensitive to detéct attacks through injecting light into the TX module under test, e.g. Trojan-horse
attack, lpser seeding attack, and laser damage attack.
This EA|only applies where the implementation of the TX module under test uses one or more opticdl

detector(s) to place an upper bound on the power of light injected Into the TX module from the quantum

channel.

b) Required inputs

The developer shall provide the TX module under test, which is configured to emit pulses equivalent to

those in
event (e.

the raw data generation stage. The TX module under test shall be able to indicate an exceptional
g.an alarm) when the monitor detects injected light at a power that exceeds designed thresholds

(i'e' TTXMonPowerCW and TTXMonPowerPulse )’ as described in 7.9.3.

c) Required tool types and setup
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The evaluator shall prepare a tunable laser with a tunable wavelength in the range of [ A, Apax |, this
tunable laser should also satisfy the following conditions:

iy

2)

It should be able to generate continuous-wave emission with powers in the range of [ pincw
Pmaxcw |, where p,... - shall be less than the power that would destroy the monitor.

It should also be able to generate laser pulses with peak power in the range of
[ PminPeak » PmaxPeak J» Where pp.. pearc shall be less than the power that would destroy the monitor.

Their pulse width should be in the range of [w i, , W, |, and output repetition frequency can be

v = < o

< @O =5 o 5 o o =] QO

—

o W

(s

varied in the range of [ fiin+ fmax |-

bave mode with the parameters mentioned in 1), and the other one operates in pulsed mode
arameters mentioned in 2).

he testing tools are connected to the quantum channel interface of the TX‘module under t
chematic of the setup for performing the EA is shown in Figure 13.

TX module

under test Tunablellaser

ey
——>@ optical signal sent to quantum channel interface

) Rationale

his EA verifies the effectiveness of the monitor in the TX module under test against laser i
he tunable laser in the continuous-waye mode can be used to test the maximum power of
ontinuous-wave emission without indicating an exceptional event. Likewise, the tunable las
ulsed mode can be used to testthe maximum power of injected pulsed laser without indic
xceptional event. By adjusting the characteristics of the tunable laser output, the respons
honitor to signals with different wavelengths, frequencies and pulse widths can be tested. H
he observation of an excefptional event being indicated or not, the maximum power of the lasel
epetition frequencies, wavelengths, and pulse widths received by the monitor without it indig
xceptional event can\be calculated. Then, the calculated maximum power of the laser is used
erdict against a speeified threshold.

his EA describes how to scan each input parameter with a certain step size to test the whole pa
pace. Howéver, considering the practical efficiency of conducting the test, these input parame
e sampled/with a random probing method.

Dependencies

Iternatively, it is possible to use two separate tunable lasers, where one operates(in-conftinuous-

with the

est. The

Figure 13 — Setup for testing the sensitivity ofthe injected light monitor in the TX mgdule

hjection.
injected
br in the
ating an
e of the
ased on
over all
ating an
to give a

rameter
ers may

1

his EA shall be considered and conducted together with the EAs speciiied 1n /.6 and /10. It

the TOE

passes this EA, the EA of 7.10 shall still be conducted, since the dedicated monitor has a minimum
sensitive power, below which the monitor does not work, so powers lower than the monitor’s sensitivity
shall still be tested in the EA of 7.10.

7.9.2 Test procedure

— Step 2: Turn on the tunable laser at wavelength 4

raw data generation stage.

min and set it to work in the continuo

mode.
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— Step 3: Gradually increase the laser power from p;,cw t0 Pmaxcw » until the monitor indicates an
exceptional event, and record the value of power as p.,, for which the exception was indicated.

— Step 4: Increase the wavelength of the tunable laser by a step of size s) and repeat step 3 until the

wavelength reaches A, . Calculate the maximum value of p, over all wavelengths and denote it

by PmaxCWcont *

— Step 5: Switch the working mode of the laser to pulsed mode and set the repetition frequency of
laser pulses to be f,.;, at wavelength A .. with pulse width w_;. .

— Stey
valy

— Stey
repé

— Steg
waV

— Stey
of 13

— Stey

6: Gradually increase the power of the pulsed laser from pyipeak 10 Pmaxpeak » and recond thle
e of peak power Ppulse for which the monitor indicates an exceptional event.

7: Increase the repetition frequency of the laser by a step of size, s¢, and repeat stép/6until thie
ptition frequency reaches f ...

8: Increase the wavelength of the laser by a step of size, s, , and repeat steps’6 and 7 until the
elength reaches 4., .

9: Increase the width of laser pulses by a step of size, s, , and repeatsteps 6 to 8 until the width
ser pulses reaches w,.. .

[om

10: Calculate the maximum value of py 5. over all repetition frequencies, wavelengths, an

pulde widths. Denote it by pp,.«puise -
7.9.3 Pass/fail criteria
If PraxQWeont iS higher than the threshold Tryyonpowercw » OF Pmaxpulse 1S higher than the threshold
TrxMonPbwerPulse » the test has failed. Otherwise, it has passed.
Table 12 lists the thresholds pertaining to the pass/fail decision of the EA.
Table 12 — ThresHholds for the pass/fail decision of the EA
No. Threshold notation Meaning of the threshold
The threshold power at which the injected light monitor indicates an excep
1 TrxMonPowerCW tional event when bright continuous-wave emission is injected into the TX
module under test.
The threshold peak power at which the injected light monitor indicates an
2 TrxMonPowerPulse exceptional event when bright pulse light emission is injected into the TX
module under test.
7.10 EA to test'the robustness of the TX module against laser injection
7.10.1 General aspects

a) Objective of evaluation activity

This EA

intends to test the robustness of the TX module under test against laser light injected through

the quantum channel interface. The testing outcome indicates whether the injected laser amends the
characteristics of the TX module under test, which can create security flaws that potentially enable
laser damage attacks or laser-seeding attacks.

b) Required inputs

The developer shall provide the TX module under test, which is configured to emit pulses equivalent to
those emitted in the raw data generation stage. The TX module under test shall allow the evaluator to
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access time tagged digital data containing the intensities and states encoded by the TX module during
the test. The developer may optionally reduce the value of attenuation inside the TX module under test

to emit pulses at a higher average intensity level than in the raw data generation stage.

c¢) Required tool types and setup

The evaluator shall prepare tunable laser with a tunable wavelength in the range of [ A;,, Apax ]> this

tunable laser should also satisfy the following conditions:

1) It should be able to generate continuous-wave emission with powers in the range of |

Pmincw »

Pmaxcw ]

4) It should also be able to generate laser pulses with peak power in (the r
[ PminPeak » Pmaxpeak J» and with a pulse width in the range of [w,;,, Wpax ], d@id whos

repetition frequency can be varied in the range of [ i, finax -

Fave mode with the parameters mentioned in 1), and the other one operates in pulsed mode
arameters mentioned in 2).

=<

]

[ the TOE adopts a dedicated injected light monitor detecting the laserinjection, p ..o and j

(%)

hall be higher than the thresholds Tryponpowercw a4 TrxMonPoswerpulse defined in 7.9 respecti
lpwer than powers that can destroy components and internalconnections.

hnge  of
P output

Iternatively, it is possible to use two separate tunable lasers, where oneyoperates in conftinuous-

with the

PmaxPeak

vely, but

The evaluator shall also prepare measurement devices, Such as a spectrum analyser, an oscilloscope,
nd a Mach-Zehnder interferometer. All the measurement devices should be chosen to have spfficient
sensitivity to measure the output of the TX module under test. Furthermore, the difference in|the arm
lengths of the Mach-Zehnder interferometer showld-be stable to the order of tenths of the wayelength
tp keep a constant relative phase between theisuperposed pulses. Testing tools are connectgd to the
uantum channel interface of the TX module @nder test.
he evaluator shall also prepare timing.€lectronics to time tag the output of the oscilloscope, spectrum
nalyser, and Mach-Zehnder interferometer and a tool for the digital time analysis of the digjtal data
ming from the TX module undertest and the timing electronics. The optical detector, the spectrum
nalyser, and the Mach-Zehnder interferometer may alternatively be connected to the quantum|channel
dutput of the TX module undér, test at different times. If so, these measurements may utilize the same
dptical detector(s).
The schematic of the setup for this EA is shown in Figure 14.
Spectrum analyser f-=-=-----=----- |
1
Mach-Zehnder | > v
interferometer Timing
Optical detector -> Oscilloscope |- -> electronics
1
TX module i
N s Tunable .
umnacr test —" |
T Circulator laser !
| |
i i
i !
SR Digital time | _ . _ _ _._._ _._._ _. ;
analysis
Key
@&————> optical signal sent from quantum channel interface
——>@ optical signal sent to quantum channel interface
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— 5 optical signal

________ > digital/electrical signal

-.-.> digital data

3 circulator: optical signals sent to interface 1 are output from interface 2;
optical signals sent to interface 2 are output from interface 3

Figur

d) Ratjonale

This EA
the diff¢
with or

continqus—wave mode (or pulsed mode) to test the robustness of the TX mddule under test againgt

continu
power, |
pulsed |
the highl
compon

Based ¢
distribu
frequen
the norn

Based o
the encd

state, the difference between the phase distribution before and after laser injection can be computed.

The com
power,
charactg
give a v¢

If the T}

e 14 — Schematic of the setup for testing the robustness of the TX module against laser
injection

pims to test the robustness of the TX module under test against laser injection by‘¢haracterizi

brences over all emitted pulses in intensity, waveform, wavelength, and phase distributiEE
without laser injection through the quantum channel. The tunable laser is/able to work at t

us-wave emission injection (or pulsed laser injection respectively) with different wavelength,
pulse width and frequency settings (pulse width and frequency-settings apply only to t
hser). The tunable laser can also be operated with a specified-tmaximum power, which limits
est amount of power an adversary can inject into the TX module under test without destroyinig
ents and their internal connections.

n the measurements by the oscilloscope and spectrum analyser, normalized intensit]
fions of each encoded state before and after laser ‘injection are measured in the time an
'y domains, respectively. Then, for each encoded:State and each domain, the difference betweep
halized intensity distributions before and afteri\laser injection can be computed.

[P S

=)

h the output of Mach-Zehnder interferometer, the intensity probability distribution of each (¢
ded states before and after laser injection are measured, respectively. Then, for each encodefd

putation of the above difference.in intensity distributions is iterated for different wavelength,
frequency and pulse width, combinations of the injected laser(s). The differences are
rized by statistical distances in this EA. The maximum difference of all cases is finally used tp
rdict against the specified thresholds.

[ module under testisTequired to emit optical pulses with more than one intensity under t

QKD protocol, the evaluator can use the time tags registered by the timing electronics to correla

the resu
This all
exceptig
probabi

Its of these nieasurement devices with the intensities emitted by the TX module under test.
ws the evalifator to generate a test result for each individual intensity level with the possib
n of any“yacuum” states where QKD protocols require a TX module to emit with a certai
ity pulses of very small intensity.

7.10.2

Test procedure

The following description assumes that only one laser diode is used in the TX module under test. For
the TX module under test that uses multiple laser diodes, the same test procedure shall be conducted

for each

laser diode separately.

The test procedure is described for the case where the QKD protocol requires the TX module to emit
optical pulses with a single intensity. If more than one intensity is emitted, the evaluator shall repeat
the analysis in steps 4 to 18 described below for each intensity setting (or each bin of intensity settings
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where the QKD protocol does not use a small set of discrete intensity settings), considering only the
relevant encoded states in each analysis.

— Step 1: Turn on the TX module under test and configure it to emit pulses equivalent to those in the
raw data generation stage. The attenuation of the optical pulses inside the TX module under test
may be reduced by a measured amount, 17, whose unit is dB, to aid the measurement of the signal

pulses.

— Step 2 Measure the stream of the optical pulses coming out of the TX module under test during an

the tlmlng electronics to time tag each ofthe outcomes w1th a progressive perlod number.

-+ Step 3: Where necessary, align the signal from the spectrum analyser, Mach-Zehnderdnterferometer,
and the oscilloscope respectively with the pattern of encoded states set by the TiX-module under
test. For example, by using the digital data coming from the TX module under test and the time-
tagged digital data coming from the timing electronics, the evaluator can-cross-correlate the
recorded outputs from the spectrum analyser, Mach-Zehnder interferometer, and the oscilloscope
with the pattern of encoded states coming from by the TX moduleunder test. This allows the
evaluator to know what state was encoded by the TX module undeftest for the pulse pre¢sent for
each measurement by these measurement devices.

+ Step 4: Group all the measurement results from the oscillostope and the spectrum fanalyser
according to the state the TX module encoded. Record the intensities measured by the oscilloscope
and calculate its normalized intensity distributions in thefime domain Pr(éz (t);record the spectrum
measured by the spectrum analyser and calculate its normalized intensity distributior]s in the
frequency domain Pr(éz (A), where the superscfipt i represents an encoded state; and } and A
represents the time and wavelength bin-indextespectively.
-+ Step 5: For the measurement results fromthe Mach-Zehnder interferometer, select and group the
measurement events where the interféring optical pulses arriving at the detectors in the Mach-
Zehnder interferometer encoded withthe same state.
-+ Step 6: The data sets from step.5.dre binned to produce histograms described by the prohabilities
Pr(elg (1) of the intensities recerded by one optical detector in the Mach-Zehnder interfefometer,
where the superscript i represents an encoded state; and I represents the intensity bin-index.

+ Step 7: Turn on the'tunable laser at wavelength A,;, and set it to work in the continuous-wave
mode.

+ Step 8: Set thé-power of the tunable laser to be pincw -

—+ Step 9: Repeat step 4 to step 6, to record the intensities measured by the oscilloscope and ¢alculate
its normalized intensity distributions in time domain pt) (t). Record the spectrum meagured by
the spectrum analyser and calculate its normalized intensity distributions in frequency| domain

f) (A). Produce a histogram described by the probabilities pth) (1) of the intensities rec¢rded by
one optical detector in the Mach-Zehnder interferometer.

— Step 10: Calculate the statistical distance between Pr(;z (t) and pt) (t) with Formula (17):

1
dine = E max {zt:

1

Pl (6)-P (t)\} (17)
where max{-} is the maximum value in a set.

Calculate the statistical distance between P ()t) and PU (l) by using Formula (18):
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1
dspec = 5 max{z
A

Pl (A)-p®) (ﬂ)‘} (18)

where max{-} is the maximum value in a set.

Calculate the statistical distance between P f(I) and P (I) by Formula (19):

dpp

ref (I I)|L (19)
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1
asez:maXJX
21

I

re max{-} is the maximum value in a set.

o

ough the statistical distance is applied in this EA to measure the deviation of two'méasure
pability distributions, some nonparametric statistical tests, such as the Kolmogorov-Smirnof
may be used as alternative methods to realize the same objective.

—_—

11: Increase the injection laser power by a step of size, s, and repeat frem Steps 9 to 10 unt

p )
power reaches p...cw —1, where the powers are expressed in dB.

12: Increase the wavelength by a step of size, s, , and repeat steps’9,to 11 until the wavelength
hes Aoy -

13: Switch the working mode of the tunable laser to pulsed mode, set the peak power of lase

es tobe pinpeak » and its repetition frequency to be f;jat'wavelength A,;, with pulse widt

- =

n -

—

14: Increase the peak power by a step of size Speak and repeat steps 9 and 10 until the pea
er reaches p .. peak =1, where the powers arelexpressed in dB.

—_—

15: Increase the repetition frequency of the laser by a step of size, s¢, and repeat step 14 unt
repetition frequency reaches f ...

16: Increase the wavelength of the\laser by a step of size, s; , and repeat steps 14 to 15 until thie
elength reaches A, .

17: Increase the width oflaser pulses by a step of size, s, , and repeat steps 14 to 16 until thie
th of laser pulses reaghes'w ..

[om

18: Calculate the'maximum dj,,; and denote it by dp,,yy, - Calculate the maximum dg,e. an
pte it by diaxsped - and denote it by d | ,yphase - These maximum

Calculated over all the tests both in continuous wave mode and pulsed mode.

Calculate the maximum d

[72)

phase

Pass /fail criteria

The test

has passed if all of the following conditions are met. Otherwise, it has failed:

a) d
b) dp,
0 dy,

ma

Table 13

46

xInt <T powerln;j’
xSpec < T specShift

xPhase < TphChange .

lists the thresholds pertaining to the pass/fail decision of the EA.
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Table 13 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
1 Tpowerlnj Maximum tolerable pulse intensity deviation caused by laser injection
2 Tspecshift Maximum tolerable pulse spectrum deviation caused by laser injection
3 TphChange Maximum tolerable pulse phase deviation caused by laser injection

Q A £ A ) 1 ] £ = - 1 = ] A ) -
EAsfortheevaluationmof quantumropticalcomponentsinthereceivermmpdule
8.1 General
The EAs for the evaluation of quantum optical components in the RX module aré listed in Table 14.
These EAs address potential flaws in quantum optical components of QKD modules that, if [present,
dan otherwise compromise the security functions realizing the two security requirements FPT EMS.1/
Quantum and FPT_PHP.3. These flaws are known security-related issueg-of“{or attacks agajnst) RX
modules that have been published and peer reviewed in the academicditerature. Although rjot all of
them have been demonstrated to date, a strategy for each type of attaekhas been reported.
Table 14 — EAs for the evaluation of quantum optical components in an RX module
Evaluation activity Description SFRs correspondence Su_bclause Appljcable
index protpcols
Test the consistency of |Test if the detection prob-
fletection probability in |abilities output from the DV-PM-QKD
the RX module RX module upder testare £PT_EMS.1/Quantum |8.2 ;
consistent with the mode] DV-EB-QKD
of the implemented QKB I
protocol.
Test information leakage | Test if the RX madule under
f back-flashes from the |test emits photons back into DV-PM-QKD
RX module the qugntum ch-annel, which FPT EMS.1/Quantum |8.3 ;
yields information about DV-EB-QKD
the detected state after the i
detéetion of a photon
Test the degree of Test’if the isolation ability DV-PM-QKD;
ptical isolation of provided by the RX module
the RX module under test suffices to pre- FPT PHP3 8.4 DV-EB-QKD;
vent light reflecting back - = CV-PM-QKD;
from the tested module to
the quantum channel. CV-EB-QKD
Test the semsitivity of Test if the injected light DV-PM-QKD;
the injected light monitor deployed to detect DV-EB-OKD:
oniterin the RX light injected through the FPT PHP.3 8.5 .
Fodule quantum channel interface - o CV-PM-QKD;
IAI(\I“]I(‘ Y\I“f\Y\DYI‘I
TR CV-EB-QKD
Test the robustness of | Test if the detection output
the RX module against |of the RX module under test FPT PHP3 8.6 DV-PM-QKD;
bright light blinding is able to be controlled by - — DV-EB-QKD
injected bright light.
Test the appropriateness | Test if the raw data generat-
of dead time settings of |ed by the RX module under
single-photon detectors |test excludes any detection FPT PHP3 8.7 DV-PM-QKD;
events generated during the - = DV-EB-QKD
dead time period of any of
the SPDs.
NOTE Depending on the implemented QKD protocols, not all the EAs are necessary for a specific TOE.
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Table 14 (continued)
Evaluation activity Description SFRs correspondence Su_b clause Applicable
index protocols

Test the temporal profile | Test if the temporal profile

of the detection of the detection efficiency

efficiency for single-pho-|when detecting pulses at

ton detectors the single-photon level is FPT PHP3 8.8 DV-PM-QKD;
the same as that of detect- - — DV-EB-QKD
ing pulses at higher average
photon numbers for each
SPD.

Test the[robustness of | Test if the detection prob-

the RX nhodule against |ability of the RX module

laser injgction under test can be altered DVRM-QKD;
by shining additional light FPT_PHP.3 8.9
into the RX module under DV-EB-QKD;
test through the quantum
channel interface.

Test the|detection limits |Test if an RX module under

of homoflyne detectors |testrejects the data or

in the RX module reports an exceptional CV-PM-QKD;
event once the homodyne FPT_PHP.3 210 CV-EB-QKD
detector operates in the
saturation region.

Test thefappropriateness | Test if double click events

of doublg-click event are properly handled during DV-PM-QKD;

handling the post-processing stage, FRT_PHP.3 8.11
e.g. by randomly assigning a DV-EB-QKD
bit value to these events.

NOTE Pepending on the implemented QKD protocols, not all’the EAs are necessary for a specific TOE.

a) Genpral description of inputs

The RX module should be operated under conditions that are as close to normal operating conditions ds
possiblel which means the security-test procedures should be conducted on the RX module as a wholg,
without|requiring additional inferfaces, channels, or outputs other than those already present on the
RX modple. Its objective is toyeflect the security status of actual QKD modules under the conditionls
they car] face in operation,

=}

When planning the tests and analysing the results, the details of the performance of the detector(s) i
the RX module under test should be considered, including dark counts, after pulses, time jitter, more
than ong¢ detectionh‘event occurring for one input state, all of which can occur during measurements.
Any corfections-made to account for the non-ideal behaviour of instruments shall be reasonable and
care shalll be taken to ensure that corrections are performed in a manner that does not compromise the
objectives-of the EAs.

Generally, the EAs in Clause 8 require that the RX module under test works in the raw data generation
stage, such that the RX module under test can detect and measure the test states.

In order to conduct the EM effectively, EAs may allow more modifications to the TOE, for example:

— In a limited number of instances, if the information gained from measuring the whole system is
insufficient, individual components or sub-assemblies of the RX module under test may be tested
(see 8.4).

— Time tagged digital data output from the RX module under test may be enabled where needed to
analyse the encoded states corresponding to the raw data (see 8.3 and 8.7).
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— The detection count rates output from the RX module under test may be required to be accessible.
Alternatively, the RX module under test may provide time tagged data about detection events since
detection count rates can be derived from such data.

— A special configuration of an RX module under test may be used, e.g. to ignore repeated failures
without transitioning to a failure state for the duration of an EA.

Where an EA requires a modification to the operation of an RX module under test, the modification
should be specified in the description of required inputs of the EA. It is implicitly assumed that the
modification is removed or disabled after testing.

h) General description of test tools and setup

Hor EAs that require the RX module under test to work in the raw data generation stage,/the tgst setup
hall ensure the RX module under test can work in this stage. Some synchronization lirfks between the
X module and test tools are typically needed to coordinate the whole setup.

o w %)

Alternatively, it may be appropriate to introduce a TX emulator to provide the signals expected by the
HX module to enable it to be operated as required. Specifically:

—  Such a TX emulator may not be used to emit test states that can be\génerated by tools des¢ribed in
the EA.

1 Test states may be required to be emitted at times that are fixed in relation to the times su¢h states
would be provided by a TX module in operation. In such-¢ases, one option is for the TX emfilator to
supply trigger signals to other tools or to receive trigger-signals from other tools.

-+ It may be practical to derive any timing signals tequired by test tools used in the EA fronh signals
present in the optical link between the TX emulator and the RX module under test or for test tools
to supply any necessary timing signals themselves independently.

—+ The optimal way to combine or split communications between a TX emulator and an RX| module
under test and signals to/from other tools depends upon the EA and details of the RX module under
test. Optical couplers or wavelengthsmultiplexing devices are usually suitable.

Ih some cases, a TX module undertest may be used as a TX emulator.
8.2 EA to test the consiStency of detection probability in the RX module

8.2.1 General aspects

job)

Objective of the'evaluation activity

his EA intends to test if the detection probabilities output from the RX module under [test are
onsistentwith the model of the implemented QKD protocol. In particular, the EA tests the response of
he RX module under test when the arrival time and the wavelength of optical pulses received from the
uantwim channel are varied. The outcome of the test gives indications about the vulnerability of the RX
hodule under test to attacks such as the time-shift attack, the detection-probability-mismatch attack,
Td tite wavetength-dependent attack:

2.0 &+ o 4

This EA is applicable when a mismatch in the detection probabilities of a pair of detectors in the RX
module under test threatens security.

b) Required inputs

The developer shall provide the RX module under test working in the raw data generation stage. The RX
module under test shall allow access to the count rates of detection events corresponding to each input
state measured by the RX module. This means providing access to one count rate for each state at the
input from the quantum channel for which the RX module performs measurement(s). One such count
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rate includes all relevant detection events that are considered by the RX module to be measurements of
a particular input state under the QKD protocol.

NOTE1 Some RX modules change the configuration of the decoding optics over time to alter the detector(s)
that a particular input state is intended to be delivered to. Multiple detectors can contribute relevant detection
events to the count rate for a particular input state over time. At certain times an RX module can be configured
not to contribute relevant detection events in any detector for a particular input state.

The developer shall also provide the intrinsic mismatches expected in the count rates for all pairs of
measurements on input states that are performed by the RX module under test while receiving input
states nfodutated randomly as prescribed by the encoding procedure of the analysed QRD protocoi byt
at a congtant mean photon number. For example, a QKD protocol may not involve the transmissionof-dr
measur¢ment of states with equal probabilities.

c) Reqpired tool types and setup

The evaluator shall prepare a tunable laser source that can generate laser pulses in a waveélength rang
of [ Aminb Amax ] with an adjustable delay in the range of [d,;,, d},.« | that covers the whole gate perio
of the dgtector, or the whole period between states output by the TX module underthe QKD protocol fo
a detectpr that is not gated. An additional time-delay controller may be used to-efisure the accuracy (
delay adjustment.

— =3 = D

A state|modulator modulates the laser pulses into encoded states-and outputs the basis choide
information.

A variable attenuator attenuates laser pulses to a constant mearn‘\photon number, which is equal to thdt
of a representative quantum state received by the RX moduletin the raw data generation stage. The
variablelattenuator is connected to the quantum channel interface of the RX module under test.

The quality of the test depends on the pulse width and the spectral width of the tunable laser. In a PP gr
an ST, the maximum pulse width and the maximum spectral width should be provided.

The sch¢matic of the setup for performing the EAjis shown in Figure 15.

State Variable RX module Count rates
, I
modulatok attenuator under test >

Tunable laser >

——1——>@ optical signal sent to quantum channel interface
— 1 5 optical sighal
S P > digital.data

Figure 15 -=Schematic of the setup for testing the consistency of detection probability

d) Rat1onale

This EA tests the response of the RX module under test to variations in the arrival time and wavelength
of the optical pulses entering the RX module under test from the quantum channel. By adjusting the time
delay and the wavelength of the optical pulses output from the tunable laser, the detection probability
profiles in time and wavelength can be characterized. The obtained profiles can be used to calculate
the detection probability mismatches of the RX module under test. The quantified detection probability
mismatches are used to compare with the specified thresholds to give a verdict.

NOTE 2  This EA intends to evaluate the minimum requirements for testing the detection probability mismatch

in the TOE. Depending on the practice, more degrees of freedom, e.g. the polarization, can be tested in a similar
way for a specific TOE.
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8.2.2 Test procedure

Step 1: Turn on the RX module under test to work in the raw data generation stage.

Step 2: Turn on the tunable laser and set it to emit pulses at wavelengths A, and time delay

d

min *

Step 3: Adjust the state modulator to randomly modulate the optical pulses as prescribed by the

encoding procedure of the analysed QKD protocol. Adjust the variable attenuator to atten

uate the

optical pulses to a constant mean photon number, which is equal to that of a representative quantum

=

§.2.3 Passj/fail criteria
iy

able 15 lists the threshold pertaining to the pass/fail decision of the EA.

state received by the RX module in the raw data generation stage.

Random modulation in this step is optional. Alternatively, the encoded states may be'modtilated in

arepresentative pattern.

Step 4: Sequentially vary the wavelength of optical pulses emitted by the tunable laser in t

e range

of [ Apin» Amax | With a step size, s, , and the time delay of optical pulses emitted by the tunaple laser

in the range of [ d d with a step size, sq4.

min’ “max ]
Step 5: For each s, and sy, record for an acquisition time to obtain\thé count rates output
RX module under test, denoted by C(s) , s4,1) and C( s, sq,j)owhere i, j refers to the i-th|
outputs respectively from the RX module under test, and i #; . This acquisition time shal

enough that statistical errors in the measurement results are not likely to induce false d
probability mismatches that exceed the threshold.

Step 6: Calculate the detection probability mismiatch between any two encoded stat

Formula (20):

):|c<sk,sd.i>—c<sx,sd.j>
|C(53.,54,1)+C(5).,54.J)

i,j
") (5,54 4G

where A; ; is the intrinsic mismatch of the detection count rates between the i-th and
outputs from the RX module under test, calculated in a similar manner as the differeng

'rom the
and j-th
be long
etection

bS using

(20)

the j-th
e of the

expected rates divided by thé sum for input pulses modulated as expected under the QKD protocol.

NOTE Such intrinsicemismatches typically occur when the QKD protocol implemented
transmitting and/or performing measurements on each of the encoded states with unequal probab

Step 7: Calculate the maximum of o) (sk ,sd) over all sy, sq and outputs from the RX

under test, which is denoted by o, -

max.is smaller than the threshold T, ;spetprop - the test has passed. Otherwise, it has failed.

involves
ilities.

module

Table 15 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The maximum tolerable mismatch between the detection probability
1 TmisDetProb responses in wavelength and time for the RX module under test that are

required to be matched under the QKD protocol.
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8.3 EA to test information leakage of back-flashes from the RX module

8.3.1 General aspects
a) Objective of the evaluation activity

This EA intends to test if the RX module under test emits photons back into the quantum channel when
it registers a detection. These photons are called “back-flashes” and potentially leak information from
the RX module under test to the adversary 1f they carry 1nformat10n about the measurement outcome
obtaineg-by
the RX 1nodule under test are dlstlngulshable in any degree of freedom at an external port of the R}
module junder test. The testing outcome indicates whether the RX module under test can potentiall
leak sigmificant information via back-flashes without considering whether any back-flashes present ar
distingdishable.

[

b) Reqpired inputs

The developer shall provide an entire TOE, including the TX module under test and/the’'RX module unds
test, wofking in the raw data generation stage. The TX module under test shall.allow the evaluator t
access time tagged digital data containing the intensities and states encoded-by the TX module during
the test|The RX module under test shall allow the evaluator to access timefagged raw data.

o =

c) Reqpired tool types and setup

The evaljuator shall prepare a circulator, an SPD with known minimum detection efficiency 74, overf
wavelenjgth sensitive range of [ A;,, Aax ] (Which should betonisistent with the values assigned in

PP or an|ST), timing electronics to time tag the counts from the’'SPD and RX module under test, a tool fdr
the digitial time analysis to cross-correlate the output of thé’RX module under test and the SPD with thie
pattern jof encoded states and intensity modulation emitted by the TX module under test, and othe
necessaly fibre optic components. The circulator is connected to the quantum channel interface of thie
RX module under test. The transmittance 7.,; from the RX module under test to the SPD shall be

—

calibrat¢d by the evaluator. The schematic of thé-setup for performing the EA is shown in Figure 16.
TX module 1 2 RX module
under test under test

1 1

i 3 !

1 L2

1 . .

i SPD  k----- N Tlmlng

) electronics

! !

1 . . . !

bt ot oo _> Dlgltal tlme <_ ........... J‘
analysis

Key

@&——— opticat Signal Sent from quantum cinannet intertace
——>@ optical signal sent to quantum channel interface
———> optical signal

________ > digital/electrical signal

e > digital data
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1 2 circulator: optical signals sent to interface 1 are output from inte

optical signals sent to interface 2 are output from interface 3

rface 2;

Figure 16 — Schematic of the setup for testing the back-flashes from the RX module

Rationale

his EA intends to verify if the RX module under test emits back-flashes into the quantiym
hen it registers a detection. For that purpose, a circulator is used to direct back-flashés ‘ém
the RX module under test to an external SPD. The SPD and timing electronics on the ogne/hand
X module under test on the other hand both record counts into two distinct digital data sets
if necessary to correlate the counts in these two digital data sets to calculate the back-flash pr
fpr each encoded state and intensity level. The maximum back-flash probabilityiover all encodg
nd intensity levels is recorded to give a verdict against the specified threshold-

§8.3.2 Test procedure

Step 1: Turn on the TX module under test and the RX module under test. Let them work in|
data generation stage.

Step 2: Measure signals coming from the RX module under test in response to a stream
pulses coming out of the TX module under test during an acquisition time with an SPD o
efficiency, nge . Use the timing electronics to time tag each of the outcomes with a pro

period number.

Step 3: Align the digital strings coming fromithe SPD and from the RX module under test, so
detection events in the two strings correspond to the same optical pulse emitted by the TX
under test. For example, by using the digital data coming from the TX module under test
time-tagged digital data coming fromr the timing electronics, the evaluator can cross-corr
quantum state and intensity modulation pattern coming from the TX module under test
counts measured by the SPD@nd those measured by the RX module under test.

Step 4: Referring to the given number of emitted optical pulses, count how many counts N
been recorded by the-SED and how many counts Nqp have been recorded by the RX modu
test for each encoded state and intensity level.

Step 5: Turn eff'the RX module under test, set the TX module under test as the status in ste
3, record the)counts of SPD Np; in the same acquisition time as in step 2. Recorded Npgg i

channel
itted by
and the
Then, it
bability
d states

the raw

f optical
known
gressive

that the
module
and the
blate the
with the

gr have
le under

ps 2 and
5 caused

by the light reflections from the test environment and dark counts of the SPD for each encoded state.

Step—6: For each encoded state and intensity level, calculate the back-flash probabili

Formula (21):

[y using

‘i\vIBF ‘I\VTBG
Pgp = N oo
QKD det"c23

where

Ngg is the count number recorded by the SPD;
Npgg is the count number recorded by the SPD after turning off the RX module under test;
Nqkp is the count number recorded by the RX module under test;

Nget 1S the minimum detection efficiency of the SPD;
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Ne23

is the transmittance from the RX module under test to the SPD.

Record the value of back-flash probability maximized over all encoded states and intensity levels as

P

m

axBF =Max{Pgp }, where max{-} is the maximum value in a set.

8.3.3 Pass/fail criteria

If P .xBF is below a certain threshold value Tpgg, the test has passed. Otherwise, it has failed.

Table 16

Licdkail 4] 1 11 e - 4 41 7 A | ——t £l I A
IISTS LT LT TS ITUTU PTT LA TS LU LIIT PJd S5/ 1dIT UTUISTULIT UL LT LA,

Table 16 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The maximum probability that a back-flash photon exits from the RX
1 Tpgr module under test when the RX module under test registers the detectior
of a photon.

8.4 EA to test the degree of optical isolation of the RX module

8.4.1 [General aspects

a) Obij¢

This EA
reflects

for the dlirection that is backwards to the direction in wlich the quantum state is transmitted. Thi

indicate
the back

This EA

b) Reqpired inputs

The dev

ctive of the evaluation activity

intends to test the total amount of isolation provided by the RX module under test if ligh
back from the tested module to the quantum channel. The amount of isolation is quantifie

Y n N~

5 whether the RX module under test prevents from attacks such as the Trojan-horse attack an
flash attack.

is suitable for cases where a dedicated iselation component is implemented in the TOE.

—

bloper shall provide the RX module under test, to enable direct testing of the internal isolatio

[}

compon

as the ol\Je in the RX module under test.

c) Req

The eva

pmax Sr
considet
General

The tun

ent. Alternatively, the develeper shall provide a dedicated isolation component of the same typ|

ired tool types and setup

uator shall prepane a tunable laser that can generate laser power in the range of [ iy » Pmax |-
all be determined by consideration of the specific implementation of the RX module, e.g. by

ation of the threshold power at which an exceptional event of the TOE is indicated (see 8.5).
Y, Pmax—shall be lower than the power that would destroy the isolation component under test.

hbleclaser can be operated in a wavelength range of [ A, Amax J-

The eva
The spe

E laoll 4 1 oot 1 H +la 1 +lo £1 1 o) |
UdtoT - SIIairpropaitTa Sptit il Ul aiidiy ST tIdtU WUT RS TIT THIICT W aveTCITg T T dITgCUT l/brnin, /Lrnax 1g

ctrum analyser shall be chosen to have sufficient sensitivity to measure the output of the

isolation component. The spectrum analyser is connected to the isolation component under test via the
quantum channel interface of the isolation component under test.

The schematic of the setup for this EA is shown in Figure 17.
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Spectrum Isolation component Tunable
analyser under test laser
——)

Key
@&———> optical signal sent from quantum channel interface

— 5 optical signal

— the forward direction of the 1solation component
igure 17 — Schematic of the setup for testing the degree of optical isolation of the’'RX 1

) Rationale

his EA shows the capability of isolating the reflected light from an RX module under test ba

nodule

'k to the

uantum channel in a specified wavelength range. A laser is used to’test the transmission of the

isolation component. This laser is able to deliver powers up to a specifiedynaximum power, p, |

hich the RX module is protected by other means. For example, protection can be from an injec
onitor as in 7.9, or a component that fails safely above a specified‘power. The power measurg
spectrum analyser indicates the amount of power after the isolation component. The amount of
rresponding to a specific wavelength is calculated by the\difference between the input an
ower of the isolation component at such wavelength. The“minimum isolation is calculated
specified wavelength range and it can be used to give a\verdict against a specified threshold.

ince it is generally inconvenient to measure the optical isolation by testing the entire RX modu
est, this EA requires the input of an individual iSolation component that is of the same type as
n the RX module under test.

—

8.4.2 Testprocedure
+ Step 1: Turn on the tunable lasérdt wavelength A ;.
-+ Step 2: Set the power of the tunable laser to be p.;, .

+ Step 3: Denote the curkent power injected into the isolation componentas p;,.

by the spectrumi-analyser and record it at the current wavelength as p; .
—+ Step 5: Calculate the isolation by pig, =Pin —Pout » Whose unit is dB.

1 Step.6:Increase the laser power by a step of size, s;,, and repeat step 3 to step 5 until the las
reaches p .. -

., above

ted light
d by the
solation
1 output
pver the

le under
the one

1 Step 4: When theloutput power from the isolation component is stable, measure the outpyt power

b power

—+_Step 7: Increase the laser wavelength by a step of size, s, , and repeat step 2 to step 6 |

intil the

wavelength reaches A, .

— Step 8: Compare the measured isolation p;g, for all combinations of input power and wavelength

and record the minimum isolation as piniso -

8.4.3 Pass/fail criteria

If the value of piniso IS higher than the threshold Tgys, , the test has passed. Otherwise, it has failed.

Table 17 lists the threshold pertaining to the pass/fail decision of the EA.
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Table 17 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold

1 T The minimum isolation required for the isolation component under test
RXIso in the RX module.

8.5 EA to test the sensitivity of the injected light monitor in the RX module

8.5.1 General aspects

a) Obijgctive of the evaluation activity

This EAlintends to test the effectiveness of the injected light monitor (or “monitor” in short hereinaftdr
in this EA) in the RX module under test and whether the monitor indicates an exceptional”“event ds
a respomse to the light injection. The testing outcome indicates whether the monitog'is sufficient]

sensitivg to detect attacks, e.g. Trojan-horse attack and detector-control attacks, which involve thK
injection of light into the RX module under test before other protective measures are compromised, etg.

Nt

This EA pnly applies where the implementation of the RX module under test uses.6rie or more monitor (3
to placefan upper bound on the power of light injected into the RX module from the quantum channel.

b) Required inputs

<

The devgloper shall provide an RX module under test working inraw data generation stage. The R
module finder test shall be able to indicate an exceptional event (i.€. an alarm) when the monitor detec]
an injected laser whose power exceeds designed thresholds (i.8:TrxMonPowercw aN9d TrRXMonPowerPulse

as descrjibed in 8.5.3.

[72)

c) Reqpired tool types and setup

[72)

The evaluator shall prepare a tunable laser with a tiitable wavelength in the range of [ A;;,,, Apax | thi
tunable Jaser should also satisfy the following e¢nditions:

-

1) It should be able to generate a continueus-wave emission with powers in the range of [ ppincw
Pmakcw |, where p . .cw shall be less'than the power that would destroy the monitor.

2) It ghould also be able to~ 'generate laser pulses with peak power in the range (
[ PrmknPeak » PmaxPeak ] Wheré pr...pear shall be less than the power that would destroy the monito

Thejr pulse width should be in the range of [w,,,;,, , W.¢ ], and output repetition frequency can b
varied in the range of [N s frax |-

R

D

Alternaffively, it is pOssible to use two separate tunable lasers, where one operates in continuoug
wave mpde with theparameters mentioned in 1), and the other one operates in pulsed mode with the
parameters mentiened in 2).

The tesfling tools are connected to the quantum channel interface of the RX module under test. T
schematicof the setup for performing the EA is shown in Figure 18.

Tunable laser 4>+ RX module
under test
Key

——>@ optical signal sent to quantum channel interface

Figure 18 — Setup for testing the sensitivity of the injected light monitor in the RX module
d) Rationale
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This EA verifies the effectiveness of the monitor in the RX module under test against laser injection.
The tunable laser operating in the continuous-wave mode can be used to test the maximum power
of injected continuous-wave emission without indicating an exceptional event. Likewise, the tunable
laser operating in the pulsed mode can be used to test the maximum power of injected pulsed laser
without indicating an exceptional event. By adjusting the characteristics of the tunable laser output,
the response of the monitor to signals with different wavelengths, frequencies and pulse widths can be
tested. Based on the observation of exceptional event being indicated or not, the maximum power of the
laser over all repetition frequencies, wavelengths, and pulse widths received by the monitor without it
indicating an exceptional event can be calculated. Then, the calculated maximum power of the laser is

dia oiuza o caxdior oot o o caorfiod Hl o Lald
SCUtogrvea verarctagartrsta Spetmea Tt CSToTas

—]

his EA describes how to scan each input parameter with a certain step size to test the whole parameter
pace. However, considering the practical efficiency of conducting the test, these input parameters may
e sampled with a random probing method.

o W0

(o)

Dependencies

his EA shall be considered and conducted together with the EAs in 8.6 and 8. If the TOE pafgses this
A, the EAs in 8.6 and 8.9 shall still be conducted, since there is some minimum power below|which a
edicated monitor is not sensitive. Powers lower than the monitor’s sensitivity shall still be tested in
he EAs in 8.6 and 8.9.

o o o

o0

.5.2 Test procedure
+ Step 1: Turn on the RX module under test and let it workvin the raw data generation stage.

+ Step 2: Turn on the tunable laser at wavelength Ay and set it to work in continuous-wave|mode at
POWET, Pincw -
-+ Step 3: Gradually increase the laser power*from p i.cw 0 Pmaxcw ., and record the power p.,
when the monitor indicates an exceptienal event.
+ Step 4: Increase the wavelength of the tunable laser by a step of size s, and repeat step 3 jintil the
wavelength reaches A, . Caleilate the maximum value of p, over all wavelengths and glenote it
by PmaxCWecont -

+ Step 5: Switch the working mode of the laser to pulsed mode and set the repetition freqpency of
laser pulses to be f{;) at wavelength A_;, with pulse width w ;.

+ Step 6: Graduallyincrease the power of the pulsed laser from p i peak t0 Pmaxpeak » and refcord the
value of peak power p;;sc when the monitor indicates an exceptional event.

-+ Step 7: tnbrease the repetition frequency of laser by a step of size s and repeat step 6 fintil the
repetition frequency reaches f,...

-+ _“Steép 8: Increase the wavelength of the laser by a step of size s, and repeat steps 6 and 7 fintil the

wavelen gfh reaches 4 -

— Step 9: Increase the width of laser pulses by a step of size s, and repeat steps 6 to 8 until the width
of laser pulses reaches w,,, .

— Step 10: Calculate the maximum value of pp . over all repetition frequencies, wavelengths, and
pulse widths, and denote it by p,,pulse -

8.5.3 Pass/fail criteria

If Praxcweont 1S higher than the threshold TrymonPowercw » OF Pmaxpulse iS higher than the threshold
TRxMonPowerPulse » the test has failed. Otherwise, it has passed.
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Table 18 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 18 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold

The threshold power at which the injected light monitor indicates an
1 TRxMonPowerCW exception event when bright continuous-wave emission is injected
into the RX module under test.

The threshold peak power at which the injected light monitor
2 TRXMonPowerPulse TNdicates an exception event when bright pulsed 11gNt emission 1
injected into the RX module under test.

8.6 EA to test the robustness of the RX module against bright light blinding

8.6.1 [General aspects

a) Obijgctive of evaluation activity

This EA|intends to test whether the photon detection output of the single-photon detector(s) insi
the RX rthodule under test can be controlled by injected bright light. The testing outcome indicates t
robustngss of the RX module under test against detector blinding attacks)including continuous-wavs
light bli[ding attacks and pulsed-light blinding attacks.

b) Reqpired inputs

<

The developer shall provide the RX module under test working'in the raw data generation stage. The R
module pnder test shall provide access to the results of measurements performed by the detectors (e.§
digital agcess to the periods in which detection events wére registered in each detector). The dead timje
duratior) of each SPD in the RX module under test is knewn and well characterized.

CA

c) Reqpired tool types and setup

The evaluator shall prepare a tunable laser with a tunable wavelength in the range of [ A;;,,, Apax | thi

[72)

tunable Jaser should also satisfy the following conditions:

1) It should be able to generate a_Gentinuous-wave emission with powers in the range of [ pincw

-

2) It ghould also be able) ‘to generate laser pulses with peak power in the range qf
[ PrhinPeak » PmaxPeak-h» whose pulse width is in the range of [w,;,, Wax ], an output repetitiop

arrifal time of the-pulses can be adjusted over a range of [d

min ’ d

wave mode w1th the parameters mentioned in 1) and the other one operates in pulsed mode with the
parameters mentioned in 2).

If the TOE adopts a dedicated injected light monitor detecting the laser injection, p.«cw and Pmaxpeak
shall be higher than Trymonrowercw aNd TrxMonPowerPulse defined in 8.5 respectively, but lower than
power that would destroy components and internal connections.

Alaser diode, a state modulator, and a variable attenuator shall be provided to generate optical pulses
with pulse energy in the range of [ ey, , Tirigg ], Whose pulse width is in the range of [wing, Winaxg 1-

An optical power meter shall be provided to measure the average energy of the optical pulses with
sufficient sensitivity.
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The testing tools are connected to the quantum channel interface of the RX module under t
schematic of the setup for this EA is shown in Figure 19.

est. The

Tunable RX module under test
laser BS
Laser diode State N Variable ) Optical power meter
modulator attenuator

Hey
——>@ optical signal sent to quantum channel interface

— 5 optical signal

Figure 19 — Schematic of the setup for testing the robustness of the RX module against
light blinding

Q.

) Rationale

his EA tests the robustness of the RX module under test against'bright light injection. The

an be blinded by the continuous-wave emission injection (et{pulsed laser injection respectivg
ifferent wavelength, power, pulse width and time delay&ettings (pulse width and time delay
apply only to pulsed laser). Here, blinding the RX module under test means that there is no d
utput during the whole timing period or a period longer than the dead time. The tunable laser
e operated with a specified maximum power, whieh limits the highest amount of power an ag
an inject into the RX module under test without destroying components and their internal cont

Q.0 —

Q oo

After the RX module under test is blinded, tlie laser diode emits trigger pulses of different pg
fdulse width, which are modulated into a-quantum state required by the QKD protocol to test
the corresponding detector in the RX module under test can be controlled to output detection
The verdict that can be given depends’'on whether RX module under test can be controlled.

8.6.2 Test procedure

Ih order to simplify the(description of the test procedure, the entire procedure is organizeq
arts. In detail, the eyaluator runs the procedure A to conduct the test, and the steps in prod
hay invoke procedure B to generate trigger pulses and test whether they generate a response.

=

d) Procedure@
—+ Step 1~Turn on the RX module under test, and let it work in the raw data generation stage.

+ Step*2: Turn on the tunable laser at wavelength A;, and set it to work in the continuo
node.

bright

tunable

hiser can work at the continuous-wave mode (or pulsed mode),totest whether the RX module upder test

ly) with
settings
etection
can also
lversary
lections.

wer and
whether
results.

| as two
edure A

us-wave

— Step 3: Set the output power of the tunable laser to be p,;,cw - Gradually increase the output laser
power until the laser power reaches p,..cw- When increasing the laser power, observe the

detection output of the RX module under test over an appropriate acquisition time for each power.
For each time without detection output, run the trigger test of procedure B. After all related output
powers are tested without the procedure B aborting, go to step 4. Otherwise abort the entire

procedure A and report that procedure A failed.

— Step 4: Increase the wavelength by a step of size s, , and repeat step 3 until the wavelength reaches

Amax - After all related wavelengths are tested, proceed to step 5.
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b)

8.6.3 Pass/fail criteria
The testlhas passed.if procedure A reports that it has passed. Otherwise, it has failed.

Table 19 lists thesthreshold pertaining to the pass/fail decision of the EA.

Step 5: Switch the working mode of the tunable laser to pulsed mode and let the tunable laser work
at wavelength A ;, with minimum peak power p_ i pesx @and minimum pulse width w;, . Set the

arrival time of laser pulses to be d;, .

Step 6: Gradually increase the peak power of the pulsed laser from the minimum peak power
Pminpeak UnNtil it reaches p, .. peak - For each time when a period of zero detection output is longer

than the dead time, run procedure B to do trigger test. After all related peak powers are tested
without procedure B aborting, go to Step 7. Otherwise abort the entire procedure A and report that
procedure A failed.

min DY astep of size s, ,and repeat step 6 until reaching thle
maximum pulse width w,,.. . After all related pulse widths are tested, go to step 8.

Step 7: Increase the pulse width from w

Step 8: Gradually delay the time of the optical pulses from d;, to d,,,, in steps of s4- répeating
stef 7 for each step. d,, and d,,;, should be at least as long as the period between the start ¢

f
adjqcent detector gates for gated single photon detectors, or at least as long as the-period betweep
adjdcent signals from the TX module otherwise. After all related delay times are,te€sted, go to step .

Step 9: Increase the wavelength of the laser by a step of size s) and repeat’steps 6 to 8 until the
wavelength reaches 4, ., . After all related wavelengths are tested without procedure B aborting

b’

rep¢rt that procedure A passed.
Progedure B

Step 1: Turn on the laser diode and state modulator to generate trigger pulses with the minimur
pulde width w,;,g with an encoded state arriving at thegate of the corresponding detector in thie

RX module under test.

Step 2: Gradually increase the energy of the trigger pulses from the minimum pulse energy e ;|

until observing the corresponding detection sutput (the detection output can be deterministic g
probabilistic). If no corresponding detection’ output pulse is observed up to the maximum puls
enefgy Tigg, 80 to step 3. Otherwise, abart procedure B.

D =

—_—

Step 3: Increase the pulse width of the trigger pulse by a step of size s,,, and repeat step 2 unt
maxB - 1f no corresponding photon detection outputis observefd

(theldetection output can be-deterministic or probabilistic), end procedure B and resume procedur]
A.

rea¢hing the maximum pulse width w

D

Table 19 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
1 T . The threshold pulse energy below which trigger pulses cannot trigger
trigk photon detection output in a detector blinding attack.

8.7 EA to test the appropriateness of dead time settings of SPDs

8.7.1 General aspect

a)

60

Objective of the evaluation activity
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This EA intends to test whether the raw data generated by the RX module under test excludes any
detection events generated during the dead time period of any of the SPDs. The testing outcome

indicates whether the TOE is preventing the dead time attack using dead time settings.

b) Required inputs

The developer shall provide the RX module under test working in the raw data generation stage. The RX
module under test shall allow the access to the time-tagged digital data. The dead time duration of each

SPD in the RX module under test is known and well characterized.

Required tool types and setup

he evaluator shall prepare a laser diode followed by a state modulator and a variable aftenug
state modulator shall be able to randomly modulate the optical pulses to be one of the encodsg
sed in the QKD protocol under consideration and output the basis choice information. The
tenuator is capable of attenuating the laser pulses to a constant mean photon ntmber, which
b that of a representative quantum state received by the RX module in the raw-data generati
he variable attenuator is connected to the quantum channel interface of the RX module under

_ ct

The schematic of the setup for performing the EA is shown in Figure 20
Time-tagged

N -
. State Variable thnodule digital data
Laser diode —> Q IR >
modulator attenuator r{ nder test

Hey
——>@ optical signal sent to quantum channel intesface

— > optical signal
mmm > digital data

Figure 20 — Setup for testingthe appropriateness of dead time settings of SPDs

d) Rationale

This EA tests the implementation of dead time setting for all SPDs. To prevent the RX modu
test from the dead time atfack, the raw data generated by the RX module under test shall exc
detection occurring during the dead time period of any of the SPDs.

§4.7.2 Test procedure
-+ Step 1: Typnon the RX module under test, and let it work in the raw data generation stage.

—+ Step.2: Turn on the laser diode. Adjust the state modulator to randomly modulate the optic
as-prescribed by the encoding procedure of the implemented QKD protocol. Adjust the
attenuator to attenuate the laser pulses to a constant mean photon number, which is equd

itor. The
d states
variable
is equal
n stage.
test.

le under
ude any

il pulses
variable
I to that

of a representative quantum state received by the RX module under test in the raw data ge

heration

stage.

— Step 3: Measure a stream of Ny,

encoding and attenuation) during an appropriate acquisition time with the RX module und

encoded optical pulses (originating from the laser diode after

er test.

— Step 4: Check the digital data from the RX module, and determine whether there is any time
instance at which a detection event is recorded within the relevant dead time. The dead time is after
a detection event allowed by the QKD protocol implemented by the RX module under test. Record 0

if any such instances are found and 1 otherwise.
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8.7.3

If step 4

Pass/fail criteria

records 1 as a result, the test has passed. Otherwise, it has failed.

There is no threshold pertaining to the pass/fail decision defined in the EA.

8.8 EA to test the temporal profile of the detection efficiency for SPDs

8.8.1

a) Obijective of the evaluation activity

This EA|intends to test if the temporal profile of the detection efficiency when detecting pulses §

single-p

each SPD. The testing outcome can help determine whether the TOE prevents the after-gate attack, th
superlinfearity attack, and the avalanche-transition-region attack.

This EA
timings

b) Reqpired inputs

The devgloper shall provide the RX module under test, working in thearaw data generation stage. T

RX mod

General aspects

=

hoton level is the same as that when detecting pulses at higher average photon numbers fqg

D =

is applicable to RX modules under test that do not have any feedback loopfor adjusting thie
pf the detectors.

le under test shall allow access to the count rates of the @etection events corresponding t|

each infut state measured by the RX module. This means providing access to one count rate for eac

state at

such colint rate includes all relevant detection events that:are considered by the RX module to be
measur¢ments of a particular input state under the QKD protocol.

NOTE

that a pafticular input state is intended to be delivered.to: Multiple detectors can contribute relevant detectio
events td the count rate for a particular input state over time. At certain times an RX module can be configure|

not to co

c¢) Req

The evdluator shall prepare a pulsed laser diode followed by the state modulator and a variab
attenuafor where it is possible to-adjust the arrival time of the encoded pulses relative to the timi

of meas

interface of the RX module under test. The schematic of the setup for performing the EA is shown ip
Figure 1.
Laser diéde State Variable RX module _C(_)ur_lt Eat_e)s
modulator attenuator under test

the input from the quantum channel for which the RX\moedule performs measurement(s). O

Some RX modules change the configuration of the decoding optics over time to alter the detector (s

[oPl= pa

htribute relevant detection events in any detector for a particular input state.

pired tool types and setup

irements within the RX module. The encoded pulses are injected into the quantum channgl

——=>@ optical signal sent to quantum channel interface

—— 5 optical signal

..... > digital data

Figure 21 — Setup for testing the temporal profile of the detection efficiency for SPDs

d) Rationale

The EA

characterizes the temporal profile of the detection efficiency of the RX module under test

for different pulse intensities. The time delay and intensity of the input pulses are adjustable. By
comparing the detection window for optical pulses with different intensities, the evaluator can verify
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if the temporal profile of the detection efficiency of detecting pulses at a single-photon level is the same

as

that of detecting pulses at a higher average intensity level for each SPD.

8.8.2 Test procedure

Step 1: Turn on the RX module under test, and let it work in the raw data generation stage.

Step 2: Turn on the laser diode. Adjust the state modulator to prepare optical pulses in an
state.

encoded

]

e

f O

Step 3: Adjust the attenuation of the variable attenuator. Set the intensity of the laser pulsds to be a
constant mean photon number, which is equal to that of a representative quantum staté rédeived by
the RX module under test in the raw data generation stage. Send the optical pulses tothe R§ module
under test. The intensity set in this step is constant throughout the entire measurement sequence

in step 4.

Step 4: Adjust the time delay of the encoded pulses and record count rates_at each of a se
delays by accumulating data for some time period, T, for each delay. Characterize the time
over which the SPD detects count rates within the time period, 7, that’can be resolved a
detector dark counts. Record this range as [ £gp¢ 5 tend I-

Step 5: Adjust the attenuation of the variable attenuator. Increase’the intensity of the optic
from I, to I .

each intensity /, repeat step 4 and record the SPD detection window range as [tgart 7, teng,

Step 6: Calculate the maximum deviation for the starttime and end time of the SPD detection

by a step of size sy, where I;, should behjgher than the single-photon|

[ of time
window
bove the

hl pulses
evel. For

1.

window

between single-photon level and higher average‘photon numbers, which are defined accqrding to

Formulae (22) and (23):

Ostart = mlaxﬂtstart —Ustart,1 |}

Oend = m;axﬂtend _tend,l |}

where max{-} is the maximunyvalue in a set.

Step 7: Adjust the state medulator to encode the optical pulses to another state and repeat
step 6 until all the encoded states are tested. Then repeat step 3 to step 6 for each relevant
in the RX module-under test. Finally, calculate the maximum deviation of the start time
time of the SPD/detection window over all encoded states and relevant detectors as ¢

O maxEnd *

§.8.3 PasS/fail criteria

maxstart 1S smaller than the threshold Ty, tTime, and Oy axgng 1S smaller than the threshold

ndTime » the test has passed. Otherwise, it has failed.

maxj

(22)

(23)

step 3 to
detector
and end
btart and

Table 20 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 20 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The maximum deviation of the start time of a detector gate window when
1 TotartTime measured with optical signals at a single-photon level and at higher aver-
age intensity levels.
The maximum deviation of the end time of a detector gate window when
2 TondTime measured with optical signals at a single-photon level and at higher aver-

age intensity levels.
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8.9 EA to test the robustness of the RX module against laser injection

8.9.1

General aspects

a) Objective of the evaluation activity

This EA intends to test if the detection probability of the RX module under test can be altered by

insertin
module
verify if

This EA

detectoys in the RX module under test.

b) Req

The dev
module

state mgasured by the RX module. This means providing access to one count rate-for each state at thee

input fr

rate inclIfdes all relevant detection events that are considered by the RX mpdule to be measurements ¢f

a partic

NOTE

that a pa
events td the count rate for a particular input state over time. At certain times an RX module can be configure

not to co

The devgloper shall also provide the intrinsic mismatches“expected in the count rates for all pairs
measur¢ments on input states that are performed by_the RX module under test while receiving inpu
states m
at a conjg
measurs

c) Reqpired tool types and setup

!

The evalluator shall prepare a tunable.laser followed by a state modulator and an optional optica
amplifie
order td

evaluati
Ifthe T

TRXMonp
connect

The eva
diode, a

testing

g additional light through the quantum channel interface. The EA checks the response of the RX
under test after it is irradiated by a laser with sufficient power. The test result can be used to

+tha RY aondula nndartact mravantctho lacar damaaaga At ol
tHe-rA- i oate-thaerte St preventstaeaser-aainage-attatk

=)

is applicable when security is threatened by a mismatch in detection efficiencies of a pair d

pired inputs

eloper shall provide the RX module under test working in the raw data generation stage. The RK
linder test shall allow access to the count rates of detection events corresponding to each inpyt

bm the quantum channel for which the RX module performs measuremént(s). One such court

lar input state under the QKD protocol.

Some RX modules change the configuration of the decoding optics over time to alter the detector(
Irticular input state is intended to be delivered to. Multiple detéctors can contribute relevant detectio

[eP= g

htribute relevant detection events in any detector for a particular input state.

odulated randomly as prescribed by the encoding procedure of the analysed QKD protocol, by
tant mean photon number. For example, aQKD protocol may not involve the transmission of g
ment of states with equal probabilities,

N et ot

r that can generate encoded'states with powers in the range of [ pjin » Pmax ] for a period of T i

1
n
reach an accumulative gffect on the RX module under test according to engineering anfd
pn experience. The tunable laser shall also be operated in a wavelength range of [ A, Apax |-
n
1

DE adopts a dedicated injected light monitor to detect bright light, p,,,, shall be higher tha
bwerPulse defin€dih 8.5, but lower than the power that would destroy components and interng
ons.

uator shall also provide an optical power meter working in the range of [ py,i, » Pmax I- A lasdr
state'modulator, and a variable attenuator shall be provided to generate encoded states. TT
tic

obls are connected to the quantum channel interface of the RX module under test. The schema

of the setup for performing the EA is shown in Figure ZZ.
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r==-------5
Tunable State i Optical | Count rates
laser modulator A |1 amplifier RX module under test |------=-=-3 >
« — _(Optional) _ _
. State Variable ) Optical power meter
Laser diode
modulator B attenuator

Key

——>@ optical signal sent to quantum channel interface

— 5 optical signal

mmm > digital data

Figure 22 — Schematic of the setup for testing the robustness of the RX module against laser

injection

d) Rationale

This EA intends to evaluate the response of the RX module under testafter laser irradiation. It|seeks to

iflentify cases in which injected light can alter the detection probability of the RX module under test.

This EA describes how to scan each input parameter with a certain step size to test the whole parameter

space. However, considering the practical efficiency of condudting the test, these input parameters may

He sampled with a random probing method.

g) Dependencies

This EA shall be performed after the EA of 8.2 has-been validated.

8.9.2 Test procedure

-+ Step 1: Turn on the RX module under test, and let it work in the raw data generation stage.

-+ Step 2: Turn on the tunable laser and optical amplifier (if any) to generate optical pulses with power
Pmin at wavelength A+

1 Step 3: Set state modulator A to generate an encoded state repeatedly.

—+ Step 4: Maintain-the power for a period T. Then, turn off the tunable laser.

—+ Step 5: Turm0n the laser diode and adjust the state modulator to randomly modulate the optical
pulses as(prescribed by the encoding procedure of the analysed QKD protocol. Adjust the [variable
attenuafor to attenuate the optical pulses to a constant mean photon number, which is equal to that
of a representative quantum state received by the RX module in the raw data generation stfage.

a representative pattern.

Random modulation in this step is optional. Alternatively, the encoded states may be modllxlated in

— Step 6: Record for an acquisition time to obtain the count rates output from the RX modu
test, denoted by Formula (24)

C(p,A,S,i)

and Formula (25)
C(p,A.S,J)

where
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Ij are the i-th and j-th outputs respectively from the RX module under test, and i # j;
p is the power;

A is the wavelength;

S is the encoded state.

These parameters are the characteristic of the optical pulses that were input from the tunable laser

the
acq

last time that steps 3 and 4 were performed, i.e. prior to the current acquisition time. Thi
{iisition time shall be long enough that statistical errors in the measurement results aremg

likely to induce false detection probability mismatches that exceed the threshold.

— Steg 7: Turn on the tunable laser at power p.;, and wavelength 4_;,. Set state modulator A t

rep

¢atedly generate another encoded state. Repeat steps 4 to 6 until all the encoded states ar

testpd.

— Step} 8: Turn on the tunable laser to increase the power by a step of size s

b andrepeat step 3 to ste

7 until the power reaches p,,.. -

— Step 9: Turn on the tunable laser with power p,;, , and increase the waveléngth of the tunable lase
by 4 step of size s, . Repeat step 3 to step 8 until the wavelength reaghes 4., .

— Step 10: Compare all the C(P,4,S,i) and C(P,A,S,j) recorded from all the testing rounds an
calculate the maximum mismatch ratio using Formula (26):

o .= max i 24
mipMis p,a,s,i,,-{lC(P,/l,s,i)+C(P,/1,s,j) "1} (
whdre

A is the intrinsic mismatch of the'detection count rates between the i-th and the j-th out

8.9.3
If the o

|C(P,A,8,1)=C(P,A,S,j)

puts from the RX module.under test, calculated in a similar manner as the difference ¢
the expected rates divided by the sum for input pulses modulated as expected unde
the QKD protocol;

NOTE Such intrinsic mismatches typically occur when the QKD protocol implemente
involves transmitting and/or performing measurements on each of the encoded states wit]
unequal probabilities.

max{-} isthe maximum value in a set.

Pass/fail criteria

haxmis is'smaller than the threshold T,;cpatio - the test has passed. Otherwise, it has failed.

S
t

D O

~ =

Table 21| lists'the threshold pertaining to the pass/fail decision of the EA.

Table 21 — Threshold for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
The threshold for the maximum tolerable mismatch between the detec-
1 ThisRatio tion probability responses to the laser injection for the RX module under
test that are required to be matched under the QKD protocol.
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8.10 EA to test the detection limits of homodyne detectors in the RX module

8.10.1 General aspects
a) Objective of the evaluation activity

This EA intends to test if an RX module under test rejects the data or reports an exceptional event once
the homodyne detector operates in the saturation region. The testing outcome can help verify whether
the RX module under test is prevented from the saturation attack and the homodyne blinding attack.

o

) Required inputs

he developer shall provide the RX module under test working in the raw data generation)stage| At least
ne of the homodyne detectors inside the RX module under test with stated lower and)upper detection
mits shall be given. The homodyne detector shall be accessible to light injection’and able tg be kept
nbalanced. Output from the homodyne detector shall be accessible as requested:

o = O =

Q

Required tool types and setup

The evaluator shall provide a tunable laser with output powers in range®f{ p,i,, » Pmax - and cdnnected
tp the RX module under test through a BS, where p,;;, shall be lower than the minimum workirng power
df the homodyne detector, and p,,,, shall be lower than the poweér that would destroy componpnts and

hternal connections. The wavelength of the laser shall be tuned'in the working range of the hdgmodyne
etector. An optical power meter shall be provided to measube the average energy of the optical pulses
bith sufficient sensitivity. The testing tools are connected to the quantum channel interface df the RX
nodule under test. The schematic of the setup for performing this EA is shown in Figure 23.

S < Qo =

Tunable BS RX module
laser under test

) Optical power meter

Hey
——>@ optical signal sent'to/quantum channel interface

— 5 optical signal
Figure 23 — Setupfor testing the detection limits of homodyne detectors in the RX module

) Rationale

d

This EA validates the linear detection limits of the homodyne detector in the RX module ungder test.
It verifies\if the RX module under test accepts abnormal data within the saturation region of the
Homodyne detector. Here, the saturation region means the homodyne detector operates oultside its
linear. detection region. An adversary can take advantage of the electronic saturation of a hgmodyne
etector to manipulate the noise estimation, which can further lead to a security breach of thelTOE. By
verifying if the RX module under test abandons data recorded in the saturation region of a homodyne
detector, this EA can confirm if the security risk of homodyne detector saturation exists in the RX
module under test.

8.10.2 Test procedure

— Step 1: Set the homodyne detector into a testing mode such that the evaluator can obtain
measurement results. Configure the homodyne detector to be unbalanced with more light directed
to one photodiode than the other.
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NOTE To unbalance the homodyne detection, it is possible to simply send optical pulses into the signal port
of the homodyne detector since the balance with respect to the local oscillator (LO) port is altered. It is possible
that some RX modules provide a procedure to adjust the balance internally while in a testing mode. Another
potential alternative is to change the wavelength of the test laser pulses to a value other than the operating
wavelength of the TOE (where input filtering in the testing mode permits this).

— Step 2: Set the optical power of the tunable laser to the power p;, . Send optical pulses into the RX

module under test at the operating frequency of the TOE. Gradually increase the optical power and
observe the measurement result from the homodyne detector until the average value is stable.
Record the measurement result as ¥ and the corresponding optical power as p. i, .

s¥)

— Step 3: If ¥ is a positive value, record it as the value of the upper detection limit, Dy, ; if 7)is
negative value, record it as the value of the lower detection limit D1 ow -

— Stepy 4: Set the RX module under test in the normal working stage such that it can recorddata block
as i the raw data generation stage, but the homodyne detector is kept unbalanced:

[72)

— Step) 5: Send optical pulses into the homodyne detector with the same workingfrequency as t
TOH. Gradually increase the laser power from the working power to 1,5 timé€s P e to make su

the homodyne detector reaches its detection limit, and record the datauantil a whole data block is
fulfilled. Check if the RX module under test indicates an exceptional efent as a response when t
power exceeds pg.pe and whether the RX module under test rejects the whole data block whep

suclh an exceptional event is indicated.

— Step) 6: Repeat steps 1 to 5 for other homodyne detector untilall detectors in the RX module undg
test|are tested.

—

8.10.3 Pass/fail criteria

If the RX module under test reports an exceptional event about the homodyne detector saturation and
abandor}s the whole block of data that had been partially or totally recorded outside the range fror
Diimpow|t0 Diimup, the test has passed. Otherwise, it has failed.

=

There is|no threshold pertaining to the pass/fail decision defined in the EA.
8.11 EA to test the appropriateness of double-click event handling

8.11.1 [General aspects

a) Objgctive of the evaluation activity

This EA|intends to validate whether the double-click events are appropriately processed in the post:
processing stage toavoid security flaws. The testing outcome indicates whether the TOE prevents thie
double-¢lick attack.

b) Reqpiréd inputs

This EA 1s mainly based on documentation review to derive the testing result. The developer shall
provide design documents describing how double-click events are processed in the post-processing
stage of the RX module under test. In principle, the documentation should include the source code
related to the implementation of the mechanism for handling double-click events for high EALs.

c) Required tool types and setup

Since there is no specific testing procedure for this EA, no foreseen setup is specified in this document.
d) Rationale

Double-click events shall be processed appropriately according to the QKD protocol that is being

analysed. If these events are directly discarded, the TOE can be vulnerable to the double-click attack.
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There exist several valid methods to process double-click events, such as assigning a random bit value

to each double-click event.

For generality, this EA does not specify specific testing methods in the test procedure, but it re
documentation review method to derive the test result.

lies on a

As an alternative method, the double-click handling function may be tested by experimentally triggering
such events and then validating how the events are handled. However, it is usually inconvenient to

realize such tests without adapting the TOE. In such a case, a setup for the testing should be
indicate the method to induce events and a test procedure should be given to specify the test.

given to

§.11.2 Test procedure

The evaluator shall review the evidence provided by the documentation that describes how
lick events are processed.

(@)

8.11.3 Pass/fail criteria

If the documents give sufficient evidence that the double-click events are'grocessed according
method, the test has passed. Otherwise, it has failed.

There is no threshold pertaining to the pass/fail decision defined.in-the EA.

Ve

EAs for the evaluation of parameter adjustment procedure(s)

2O

.1 General

he EAs related to device parameter adjustment procedure are listed in Table 22. These EAs es
orrespond to the security countermeasures-applied by the QKD transmitter and receiver md
esist the known attacks against the device\parameter adjustment procedure(s). The general d
f these EAs is to verify the effectiveness.of the security countermeasures.

o = o =

he test procedures described in Clause 9 address known security-related issues of (or attacks
arameter adjustment proceduré that have been published and peer reviewed in academic lif
Ithough not all have been demonstrated to date, at least one attack strategy has been reporte

o Ssa il

ossible, which means-the“security test procedures should be conducted on the TOE as a whole,
equiring additionalinterfaces, channels, or outputs other than those already present on the
bjective is to reflect the security status of actual QKD modules under the conditions they ca
peration.

o 0O = T =

h order te,\conduct the EM effectively, EAs may allow more modifications to the TOE. Spe
ome of the EAs in Clause 9 require the RX module to provide detection count rates in thd
Iternatively, if necessary, the RX module shall provide the time tagged digital data of the outp
he-detection count rates can be derived from it.

o e »n =

double-

0 a valid

Sentially
dules to
bjective

against)
erature.
.

he entire TOE should be-operated under conditions that are as close to normal operating condjitions as

without
TOE. Its
h face in

cifically,
output.
1ts since
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Table 22 — EAs for the parameter adjustment procedure(s)

Evaluation . SFRs Subclause Applicable
A Description .
activity correspondence index protocols
Test the inducibility | Test if detection probability
of detection mismatch can be induced by
probability tampering with alignment pulses
mismatch transmitted between the TX DV-PM-QKD;
FPT_PHP.3 9.2
module and the RX module DV-EB-QKD
under test during the parameter
adjustment procedure(s) that per-
forms temporal alignment.
Test the Test if the shot noise is properly CV-PM-QKD;
correctrless of aligned according to the intensity )
shot noige of the local oscillator (LO) in a FPT_PHP.3 23 CV-EB-QKD;
alignmept QKD system. GV-MDI-QKD

9.2 EA to test the inducibility of detection probability mismatch

9.2.1 [General aspects
a) Objective of the evaluation activity

This EA intends to test if the detection probability mismatch €an be induced by tampering with
alignmept pulses transmitted between the TX module and thé RX module under test during the
parameter adjustment procedure(s) that performs temporal alignment. The testing outcome indicates
whethei| the TOE prevents attacks against the device alignment procedure(s), which intends to indude
detectiojn probability mismatch.

This EAjonly applies in cases where the TOE includes;an alignment procedure that can shift the relativie
timing df at least a pair of detectors in the RX module under test.

Temporal alignment procedure(s) can adopt different approaches and is dependent upon the protocol(y
used by the TOE, including how states are.eficoded. The design of the required tampering device shoul
be based on the TOE and the temporal alighment procedures it implements. The test procedure of thi
EA shou]d be modified to suit the TOE, where necessary.

v o

NOTE In the device alignment-procedure attack, the adversary attempts to alter the characteristics of thle
alignmerjt pulses, such as time delayywavelength, phase, or polarization, so as to introduce a temporal shift in the
detection probability of the SPDs.If such manipulations can induce or increase a detection probability mismatch
it can allpw the time-shift attaek and the detection-probability-mismatch attack to be launched more efficiently
during later QKD sessions. In' this EA, only the time delay of the alignment pulses is tested as an example, and |f
other frepdoms are takéninto account, the same process can be performed.

b) Required inputs

loper shall provide an entire TOE that includes a TX module under test and an RX modul
under t¢st~The TOE shall provide the status of the TOE under test, and the count rates measured b|
the SPDsin the RX module under test. €re necessary, the may inciude a test mode in wihic
evaluator can disable temporal alignments while testing for detector probability mismatch.

c) Required tool types and setup

The evaluator shall prepare a tampering device that is capable of introducing variable delays of up to
dnax that are dependent upon the encoded state passing through the tampering device. The design of

the tampering device shall be capable of attacking the protocol and the alignment procedure
implemented in the TOE. The tampering device shall also be able to switch to a mode in which it can
introduce an equal delay to all pulses that pass through it.

Figure 25 shows an example of a potential tampering device for a TOE that uses polarization encoding.
It includes optical delay modulators, which can be used to attempt to interfere with the parameter
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adjustment procedure that performs temporal alignment. The optical delay modulators are arranged to
introduce different relative delays to the alignment optical pulses for different encoded quantum states
with some probability. In addition, a bypass containing a single optical delay modulator (not shown)
can be included for use in the detection probability mismatch measurements.

The construction of a suitable tampering device can be a complex task. To simplify this task the
developer may provide a test mode for the TX module under test in which the tampering device can
know the state of each optical alignment pulse sent. The tampering device can then delay each alignment
pulse based upon this information. The test mode shall otherwise operate the alignment procedure in

the same manner as the normal nlignmpnf procedure under test

o M S S el |

TX module
under test

——————> optical signal

e > digital data

Status
of TOE

Tampering
device

________ > digital/electrical signal

@&—— > optical signal sent from quantum channelinterface
——>@ optical signal sent to quantum channelinterface

Count rates
............. >

Figure 24 — Setup for testing the inducibility of detection probability mismatch

he input of the tampering device is connected to the quantum channel interface of thé [TX| module
nder test, and the output of the tampering device is connected to the quantum chanfieVint¢rface of
he RX module under test. The RX module under test shall output the status of the TOE and t
ptes, or allow the evaluator to access the information through some evaluation<dedicated interface.
he testing scheme is shown in Figure 24.

ne count
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Tampering device

PBS PBS

oYl ODM_01 oYl

ODM_10

Inpjut pulses Output pulses

Key
@&———— optical signal sent from quantum channel interface

——+——>@ optical signal sent to quantum channel interface

> optical signal

PBS polarizaiton beam splitter
HWP half-wave plate
ODM optical delay modulator

Figure 25 — Schematic of a setupfor a possible instantiation of tampering device

d) Ratjonale

This EA|intends to test if the-detection probability mismatch can be induced by attacks against the
device ajignment procedure.

During the alignment¢rocedure, the evaluator uses a tampering device to alter the relative delay af
the alighment pulseSdn"a manner that is dependent upon their state, with some probability. After thie
parametfer adjustment procedure has concluded, the evaluator checks whether detection probability
mismat¢h has been induced by computing the bit and basis bias of count rates from the RX module asfa
function] of a conistant delay applied to all quantum states.

This EA
test is repeated execution times, ng,, to seek a set of delays that can induce a detection probability

mismatch. Input parameter, n,,., should be large enough that the EA is statistically likely to have tested

sets of delays that include delays in all ranges and combinations that are considered likely to be of
interest.

Without loss of generality, the following test procedure is described for QKD protocols that use two
basis settings, B, and By, each with two encoded states. For B, the encoded states are Syg and Sy

that encode bit 0 and bit 1, respectively. For By, the two encoded states are S, and S;4 thatencode bit
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0 and bit 1, respectively. The test procedure may be directly extended for QKD protocols with more
basis settings.

e) Dependencies

This EA shall be performed after the function of parameter adjustment procedure(s) has been tested in
accordance with 6.4.

9.2.2 Testprocedure

—+ Step 1: Run the TOE to proceed with QKD sessions.

—+ Step 2: Forifrom1to n

exe » Fun the following steps to compute biases:

a) Randomly choose time delays, dy,, dy;, dyp and dy; in the range of 0 tord;, , thern] use the
tampering device to set the optical delays for the four states ( Sy, So1, 819> S11 ) respectively.
b) Trigger the parameter adjustment procedure of the TOE.
¢) Wait for the parameter adjustment procedure to be completed:Ifthe TOE reports an ekception
and it prevents the system from proceeding to QKD sessions{réturn to a).
d) Disable further temporal adjustment procedures where hecessary.
e) Allow the TOE to proceed with QKD sessions.
f) Switch the tampering device to impose an equal delay to all pulses and set this commpn delay
to dminCom'
g) Record a series of detection events fromthe RX module under test.
Count the number of times bit 0 and ®it 1 that correspond to Bj occurred, and denote(them by
Nyo and Nyq, respectively. Similarly, count the number of times bit 0 and bit 1 that correspond
to B; occurred, and denote them by N;o and N;;, respectively.
Calculate the bit bias in By by using Formula (27)
by =max{|Noo /(Mg No1 )-1/2.b§ } (27)
calculate the bit bias in B; with Formula (28)
and calculate the basis bias by using Formula (29)
B =max{|No /(No +N;)-4[, B} (29)
where
No =Ngo +No1 5
Ny =Ny +Nyy;
A is the designed basis ratio of the implemented QKD protocol;
pl) p(1) p(i) aresetto be 0 before the i-th iteration;
0o ~1
max{-} is the maximum value in a set.
© ISO/IEC 2023 - All rights reserved 73


https://standardsiso.com/api/?name=f226137b9a1a2faa5063c3b44a19659d

ISO/IEC 23837-2:2023(E)

h) Increase the common delay of the tampering device by a step of size, s4, and repeat the
measurement in g) for each delay until reaching maximum common delay, d..com-
daxcom —9mincom Shall be large enough to cover the full period between states sent by the TX
module during QKD sessions.

NOTE For some implementations, it is possible that the parameter adjustment procedure will not stop. In
such cases, b) and c) can be aborted after waiting for a defined period of time, and continue the test by going back
to step a) as if an exception had been reported.

— Steg 37 Compare the derived bit biases, and calculate the maximum delay deviation according to
Foriulae (30) to (32):

Bungeo =max{bf | 30)
Bungr =max{p”} 31)
B« :m_ax{B(i)} €x)

1

whdre max{-} is the maximum value in a set.

9.2.3 Pass/fail criteria

For all t¢sted time delays, the test has passed if all of the following conditions are met. Otherwise, it hals
failed:

a) bma 0< TbitBias )
b) bma[
c) B

1< TbitBias ;
mdx < TbasisBias .

Table 23 lists the thresholds pertaining to the pass/fail decision of the EA.

Table 23 — Thresholds for the pass/fail decision of the EA

No. Threshold notation Meaning of the threshold
1 T The threshold for the maximum basis bias in the raw data that can be
basisBias tolerated.
The threshold for the maximum bit bias in the raw data that can be toler-
2 Tyitgtas ated.

9.3 EA to test the correctness of shot noise alignment

9.3.1 Generalaspeets
a) Objective of the evaluation activity

This EA intends to test if the shot noise is properly aligned according to the local oscillator (LO) in a
TOE. The test measures the shot noise with respect to the local oscillator and indicates whether the
TOE uses the proper value of shot noise in its post-processing stage. This EA can check whether the
QKD system under test is immune to LO based attacks.

This EA is applicable when the LO is sent from the TX module under test.

b) Required inputs
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A developer shall provide an entire TOE that includes a TX module under test and an RX module under
test. The TOE shall be able to provide the value of the aligned shot noise as well as the detection
efficiency, n”, of the homodyne detector. The entire TOE shall be operated in raw data generation stage.

c¢) Required tool types and setup

The evaluator shall prepare a tampering device, a BS and a calibrated homodyne detector with known
detection efficiency 1 and electronics noise V), . The tampering device can be either:

— an optical delay modulator, which is used to change the time delay of the optical pulses by at mosta
time of d

max ’

-+ an optical amplifier to increase the optical power of the optical pulses to at most the.power, p,..;

-+ avariable attenuator to reduce the optical power of the optical pulses to p;, ;
+ apolarization controller to change the polarization of the optical pulses.

HXAMPLE In practice, the p,;, canbe 10 % of the LO working power in the-TX thodule under test, and the
Pmax can be 4 times of the LO working power in the TX module under test.

—

he quantum channel interface of the TX module under test is connected to the tampering devige, while

the tampering device is connected to the quantum channel interfacé of the RX module under test via a
BS. The other port of BS is connected to the calibrated homodyhe detector. The schematic of the setup
fpr performing the EA is shown in Figure 26.
TX module Tampering RX module
under test device BS under test
Homodyne
detector

@&———> optical signal sent fremrquantum channel interface
——>@ optical signal sent to quantum channel interface

— 5 optical signal

Figure 26 — Schematic of the setup for testing the correctness of shot noise alignment

(oW

) Rationale

his EA intends to test whether the TOE uses and refreshes the shot noise value in the TOE a¢cording
b the corresponding local oscillator (LO). The tampering device modifies the power, time dglay and
olarization of LO pulse sent from the TX module, which causes the shot noise change. The evaluation
sés)a calibrated homodyne detector to measure the shot noise under tampering and compares it with

€ shot noise value reported 1n the post-processing procedure of the TOE. It then veriiies whether the
used shot noise value updates accordingly under the tampering.

[l il o B

9.3.2 Test procedure

— Step 1: Turn on the TX module under test and the RX module under test and let them work in the raw
data generation stage.

— Step 2: Use the tampering device to tune the optical delay of LO pulse from 0 to d,, usinga step of
size, sq. For each time delay:
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a) Record M output values of the calibrated homodyne detector and calculate the variance of

b)

the M) output values, which is denoted by V() The shot noise is calculated as Formula (33)

v =y _y,

ele

where i denotes the iteration number.

Read out the shot noise value from the TOE as Vl'(i). Calculate the shot noise deviation b

(33)

y

— Stey

— Steg
of si

b)

Formula (34)

d =i [(mvi")-1) (34
where

i denotes the iteration number;

n denotes the detection efficiency of calibrated homodyne'detector;

n’ denotes the detection efficiency of homodyne detector in the TOE.
3: Calculate the maximum shot noise deviation by Formula¥35)

i

: m?x{d§ 'l (35

where max{-} is the maximum value in a set.
4: Use the tampering device to tune the optical power of LO pulse from p,;, to p,,.x by aste

ze, sp,. For each optical power:

Record M) output values of the galibrated homodyne detector and calculate the variance ¢

v —y) _y, (36

ele

where j denotes the iteration number;

(

Read out thesshot noise value from the TOE as VZ' j). Calculate the shot noise deviation b

Formula (37)

) =‘W2»(f> /(,,,/VZU) )_1‘ 31

the M(j) output values, which is.denoted by V(j) . The shot noise is calculated as Formula (36)

o

where j denotes the 1teration numbper.

— Step 5: Calculate the maximum shot noise deviation by Formula (38)

D, =mgx{d§j)} (38)

J

where max{-} is the maximum value in a set.

— Step 6: Use the tampering device to tune the polarization of the LO pulse to be in different directions.
For each polarization direction:

76
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Record M) output values of the calibrated homodyne detector and calculate the variance of
the M) output values, which is denoted by V(%) The shot noise is calculated as Formula (39)

iR =y _y,

ele

where k denotes the iteration number;

(39)

b) Read out the shot noise value from the TOE as Va'(k). Calculate the shot noise deviation by

Formula (40)

A~ )

where k denotes the iteration number.

— Step 7: Calculate the maximum shot noise deviation by Formula (41)

I mkax{dgk)}

where max{-} is the maximum value in a set.

9.3.3 Pass/fail criteria

p—

[ Dy, D, and Dj are all less than the threshold T, «noice) the test has passed. Otherwise, it has f

=

able 24 lists the threshold pertaining to the pass/fail decision of the EA.

Table 24 — Thresholdfor the pass/fail decision of the EA

(40)

(41)

ailed.

No. Threshold notation Meaning of the threshold

1 T.

shotNoise ured shot noise value and the shot noise value adopted in the imp

tation of the post-processing procedure of the TOE.

The'threshold for the maximum tolerable deviation between the meas-

emen-

10 Supplementary activities for the evaluation of SFRs on conventional network

dqomponents

10.1 General
subset @f SFRs within the baseline set of SFRs specified in ISO/IEC 23837-1 are related to conventional
blated to

A
network-¢omponents, i.e. those SFRs specified in ISO/IEC 23837-1:2023, 9.2. Functional tests r
g

the-evaluator of QKD modules can thus refer to existing methodologies to perform functiona

tests. In

onventional network components have already been well documented by the IT evaluation con|\munity,
1

order to avoid divergence from the existing standardized methods, this document does not specify new
EAs to those SFRs, but rather provides general requirements and references to existing standards and

specifications in the field.

The general requirements for carrying out EAs for SFRs on conventional network components are

summarized as follows, though more specific requirements should be added if needed.

a) General inputs required: This includes firstly the general inputs presented in 5.3.1. For some cases,
the TOE is required to be adapted or its test-dedicated functions shall be available such that those
tests can be performed. For instance, the randomness test for FCS_RNG.1 requires a direct output

from the NRBG component, which typically is not directly accessible to any exterior entity.
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b) General tool types required: According to the specific SFRs related to conventional network
components, the following should be necessary in performing the relevant evaluation: network
sniffer tool, protocol fuzzing tool and crypto-algorithm compliance evaluator.

c) General evaluator competences required: The evaluator for this kind of activities should be an
expert in the field of network devices evaluation and have sufficient knowledge about the relevant
QKD protocols.

d) General reportrequired: The evaluator shall report the results of functional tests of each EA.

10.2 Evaluation activities for FCS related SFRs overview

The EAY for conventional cryptographic functions have been extensively specified. For QKD modules
conventjonal cryptographic algorithms and protocols can be applied to protect communicdtiens ove
the key|management interface, user authentication, and message authentication over,the classicz
channel{ The evaluator is recommended to refer to ISO/IEC 18367 and ISO/IEC 24759 forthe compliand
test related to FCS_COP.1.

D — =

Furtherfnore, the randomness test for FCS_RNG.1 should refer to relevant methods under an expected
EAL, e.gf the method specified in ISO/IEC 20543.

10.3 Evaluation activities for other SFRs overview

For some SFRs within the classes FAU, FDP, FIA, FMT, the common criteria supporting document op
evaluatipn activities for network device cPPLél gives an appropriaté reference for the corresponding EA$.
For othgr SFRs, however, the evaluator is recommended to design new EAs following the communitly
experielce on security evaluation of network devices.

11 Supplementary activities for SARs

11.1 Ge¢neral

This clause intends to supplement evaluation activities for the work units of SARs required by t

security] evaluation of QKD modules. The” purpose of the supplementary activities is to provide ne
requiremnents to the evaluator, or refine the standardized evaluation activities in ISO/IEC 18045, s
as to mgke the evaluation method for QKD modules completer and more practical. This is realized b
emphasizing the characteristics.of QKD modules in some work units of SARs.

The following descriptionr7is organized in alphabetical order of the abbreviated names of the
assuranfe classes definedjin ISO/IEC 15408-3. Assurance components and work units without addi
supplenientary activities are not listed in Table 25 to Table 45, so it is possible that the number in tEE
work urlit column of-Table 25 to Table 45 is not continuous. The reader is recommended to refer tp
ISO/IEC|18045 for the complete work units of each SAR.

11.2 Sypplementary activities for Class APE: Protection Profile evaluation

The assurance Class APE is designed for the evaluation of PPs. By noting the characteristics of QKD
modules, evaluation activities for some work units in APE_INT.1, APE_CCL.1 and APE_SPD.1 are
supplemented, see Table 25, Table 26, and Table 27 for detail.

The evaluator shall combine the supplementary content and the standardized content in ISO/IEC 18045
for each work unit to perform the evaluation of PPs on QKD modules.
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Table 25 — Supplementary activities for APE_INT.1.1E

Evaluator action element

Work unit

Supplementary activities

APE_INT.1.1E

APE_INT.1-3

The evaluator shall examine the TOE overview to deter-
mine that the PP describes the security features of the
key establishment function provided by the TOE. The
expected communication distance supported by the TOE
and the precondition of pre-sharing a secret key for the
TOE to work shall also be clearly described.

APE_INT1-4

The evaluator shall examine the TOE overview to de-

termine that the TOE type identifies the speciific QKD
protocol(s) and architecture being implemented in the
TOE. The evaluator also identifies the) separated TX
module(s) and RX module(s), which €onstitute|the TOE
for the proper execution of QKD functions [accgrding to
the architecture of the implemented QKD protqcol(s)].

APE_INT.1-5

The evaluator shall examinethe TOE overview fo deter-
mine that the external chanmels and underlying hardware
and software platform; sircch as the chip and operating
system, that support the functionality but are ¢xcluded
from the scope ofthe’ TOE, have been identified clearly.
In addition, if the FOE implements MDI-QKD or{EB-QKD
protocols, thesevaluator shall examine if the |QKD re-
ceiver module in MDI-QKD and QKD transmittef module
in EB-QKD are clearly excluded from the TOE) or clear
explandtions have been given to justify the inclusion of
these'modules otherwise.

Table 26 — Supplementary activities for APE_CCL.1.1E

Evaluator action element

Work unit

Supplementary activities

APE_CCL.1.1E

APE_CCL.A-19

If the conformance statement in the PP under eyaluation
claims conformance to this document, the evalugtor shall
examine the conformance statement to determingwhether
the following statement is included or not:

“This PP requires the use of evaluation methodjs and/or
evaluation activities defined in ISO/IEC 23837-2".

If included, the evaluator shall demonstrate [that the
modification of evaluation method/activities (Jf any) is
consistent with and meets the requirements in ({lause 12
of this document.

APE_CCL.1-20

(this is a supplemented
unit)

Ifthe PP/ST claims conformance to ISO/IEC 23837-1, the
evaluator shall examine the PP/ST to determing that the
modification of the security problem definitior] or SFRs
(if any) is consistent with and meets the requirements
setin [SO/IEC 23837-1:2023, Clause 10.

Table 27 — Supplementary activities for APE_SPD.1.1E

Evaluator action element

Work unit

Supplementary activities

APE_SPD.1.1E

APE_SPD.1-1

The evaluator shall examine that the security problem
definition describes all the identified threats in ISO/IEC
23837-1:2023, Clause 7 with some allowed exceptions as
described in ISO/IEC 23837-1:2023, Clause 10. If exceptions
are stated, examination of the rationale justification shall
be conducted in the work unit of APE_CCL.1-20.
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11.3 Supplementary activities for Class ASE: Security Target evaluation

The assurance class ASE is designed for the evaluation of an ST. By noting the characteristics of QKD
modules, evaluation activities for some work units in ASE_INT.1 and ASE_TSS.1 are supplemented,
which correspond to the evaluation sub-activities of the ST introduction and the TOE summary
specification respectively and shall be applied to the security evaluation of STs of QKD modules, as
detailed in Table 28 and Table 29.

Table 28 — Supplementary activities for ASE_INT.1.1E

Evaluat

pr action element Work unit

Supplementary activities

A

SE_INT.1.1E

ASE_INT.1-5

The evaluator shall examine the TOE overview todeterf
mine that the ST describes the security features of'the key
establishment function provided by the TQE, ihcluding
the expected communication distance. Thie,precondition
of pre-sharing secret key for the TOEtowork shall als

be clearly described.

ASE_INT.1-6

The evaluator shall examine the TOE overview to def
termine that the TOE type identifies the specific QKII
protocol(s) and architecture\being implemented in thé¢
TOE. The evaluator also“identifies the separated TX
module(s) and RX module(s) which constitute the TOE
for the proper execution of QKD functions [according t
the architecture-ofithe implemented QKD protocol(s)].

ASE_INT.1-8

The evaluator shall examine the TOE overview to determing
that the external channels (such as the quantum channe]
and classical channel) and the underlying hardware andl
software platform (such as the chip and operating syst
tem),"which support the functionality but are excluded
frem the scope of the TOE, have been identified clearly;.
[ addition, if the TOE implements MDI-QKD or EB-QKI
protocol(s), the evaluator shall examine whether th¢
QKD receiver module in MDI-QKD and QKD transmitter
module in EB-QKD are clearly excluded from the TOE,
or whether a clear explanation is given to justify the¢
inclusion of these modules.

ASETINT.1-10

The evaluator shall examine the TOE overview to detert
mine that the TOE includes the modules required by th¢
implemented QKD protocols. It shall be clearly stated
that some modules are regarded as non-TOE parts wher¢
relevant, such as the QKD receiver module in MDI-QKIl
and QKD transmitter module in EB-QKD.

Table 29 — Supplementary activities for ASE_TSS.1.1E

Evaluat

pr action element Work unit

Supplementary activities

A

SE_TSS.1.1E

ASE_TSS.1-1

The evaluator shall examine the TSS to determine thag

o TAOD +

;t dCDLl ;bCD tuc IT lC‘lath \'Ulltl U}D uocd by LIIC 1TUL LU
meet the security objective, especially those controls
used to resist side channel attacks from the quantum
channel interface.

11.4 Supplementary activities for Class ADV: Development

11.4.1 Supplementary activities for ADV_ARC

The objective of this activity is to determine whether the TSF is structured such that it cannot be
tampered with or bypassed, and whether TSFs that provide security domains isolate those domains
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from each other. Some supplementary activities are given by noting the characteristics of QKD modules,

as shown in Table 30.

Table 30 — Supplementary activities for ADV_ARC.1.1E

Evaluator action element

Work unit

Supplementary activities

ADV_ARC.1.1.E

ADV_ARC.1-1

None.

ADV_ARC.1-2

The evaluator shall examine the security architecture
description to determine that the system process space

and memory sections for post-processing proce
final key (and relevant keying material) are sk
from the system process space and memory i
such that the access to the final key and ré€levary

material is constrained by system acgess\Control npeasures.

Hure and
pparated
ections,
tkeying

ADV_ARC.1-3

The evaluator shall examine the Security arch
description to determine thatig-the initializati
the TOE does not perform QKD sessions until th
parameters have been successfully aligned and th
has achieved a stable state.

itecture
bn stage,
P system
e system

ADV_ARC.1-4

The evaluator shall_ examine the security arch
description to,determine that all the known ac
channel attacks from the quantum channel h{
considered,and addressed, such that the TSF i
protectdtself from physical tampering attacks.

itecture
tive side
ve been
5 able to

ADV_ARC.1-5

The:evaluator shall examine the security arch
description to determine that all the test-purpd
faces are closed or limited, and all the known
Side channel attacks from the quantum chan
been considered and addressed, such that SFR-¢
mechanisms cannot be bypassed.

itecture
se inter-
passive
hel have
nforcing

v O

11.4.2 Supplementary activities for, ADV_FSP

he objective of this activity is to determine whether the developer has provided a high-level des
f TSFIs. Some supplementary activities are provided by noting the characteristics of QKD modules,
hown in tables from Table 31\to Table 35.

Table 31 — Supplementary activities for ADV_FSP.1.1E

cription

Evaluator action element

Work unit

Supplementary activities

ADV_FSP4.1E

ADV_FSP.1-1

The evaluator shall examine the functional sped
to determine that the purpose of the external intg
the QKD modules has been clearly stated. In parti
control and management interface may be implen
asetof specificinterfaces, which are designed for
aspects of the system control and management

ification
rfaces of
tular, the
ented by
different
unction,

and instantiated by different physical ports, su

h as USB

port, network port. The FSP document provide

for the developer to clearly describe these interfaces.

s a place
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Table 32 — Supplementary activities for ADV_FSP.2.1E

Evaluator action element Work unit Supplementary activities

ADV _FSP.2.1E ADV_FSP.2-2 The evaluator shall examine the functional specification
to determine that the purpose of the external interfaces of
the QKD modules has been clearly stated. In particular, the
control and management interface may be implemented by
asetof specificinterfaces, which are designed for different
aspects of the system control and management function,
and instantiated by different physical ports, such as USB
port, network port. The FSP document provides a place¢
for the developer to clearly describe these interfaces.

Table 33 — Supplementary activities for ADV_FSP.3.1E

Evaluatpr action element Work unit Supplementary activities

ADPV_FSP.3.1E ADV_FSP.3-2 The evaluator shall examine the functiehal specificatio
to determine that the purpose of the external interfaces o
the QKD modules has been clearlystated. In particular, th
control and management interface may be implemented b
asetof specificinterfaces,which are designed for differen
aspects of the system control and management function|,
and instantiated by different physical ports, such as US
port, network porfsThe FSP document provides a plac¢
for the developér to clearly describe these interfaces.

Table 34 — Supplementary activities.for ADV_FSP.4.1E

Evaluatpr action element Work unit Supplementary activities

APV _FSP.4.1E ADV_FSP.4-2 The'evaluator shall examine the functional specificatio

to'determine that the purpose of the external interfaces o
the QKD modules has been clearly stated. In particular, th
control and management interface may be implemented b

asetof specificinterfaces, which are designed for differen
aspects of the system control and management function,
and instantiated by different physical ports, such as US
port, network port. The FSP document provides a plac¢
for the developer to clearly describe these interfaces.

Table 35 — Supplementary activities for ADV_FSP.5.1E

Evaluatpr action element Work unit Supplementary activities

APV _FSP.5.1E ADV_FSP.5-3 The evaluator shall examine the functional specificatio
to determine that the purposes of the external inter
faces of the QKD modules have been clearly stated. I
particular, the control and management interface ma
be implemented by a set of specific interfaces, whic
are designed for different aspects of the system contro
and management function, and instantiated by different
physical ports, such as USB port, network port. The FSP
document provides a place for the developer to clearly
describe these interfaces.

11.5 Supplementary activities for Class AGD: Guidance documents

11.5.1 Supplementary activities for AGD_OPE
The objectives of this activity are to determine whether the user guidance describes the security

functionality and interfaces provided by the TSF, provides instructions and guidelines for the secure
use of the TOE, addresses secure procedures for all modes of operation, facilitates prevention and
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detection of insecure TOE states, or whether it is misleading or unreasonable. Supplementary activities

are given in Table 36.

Table 36 — Supplementary activities for AGD_OPE.1.1E

Evaluator action element

Work unit

Supplementary activities

AGD_OPE.1.1E

AGD_OPE.1-3

The evaluator shall examine the operational user guidance
to determine that system security parameters under
the control of the operator and their default values have

boan claoely docoilbad Ci“ ath agaaraant o

5 may be

eI CrearTy OCStTrToC oo CCTICSCpaTr ottt

changed by the operator, the description of ‘thq
eters should identify reasonable values farith
operation of the TOE.

param-
e secure

AGD_OPE.1-5

The evaluator shall examine the operatiohal user
to determine that the guidanceridentifies all

modes of operation of the system (including failure and

buidance
possible

=9 Q.

normal operation modes) and)the methods to digtinguish
the models from the app€arance of the TOE (ejg. signal
lights), such that the opérator can adopt measurgs in time
in case of emergency.incidents.
11.5.2 Supplementary activities for AGD_PRE
The objective of this activity is to determine whetherthe procedures and steps for th¢ secure
fdreparation of the TOE have been documented and restlt in a secure configuration. Supplementary
dctivities are given in Table 37.
Table 37 — Supplementary-activities for AGD_PRE.1.1E
Lvaluator action element Work unit Supplementary activities
AGD_PRE.1.1E AGD_PRE,1-2 The evaluator shall examine the provided insfallation
procedures to determine that the steps necegsary for
secure deployment of the TOE and the secure preparation
of the operational environment are describedso as to
validate whether the assumptions set on the opé¢rational
environment can be satisfied.
11.6 Supplementary activities for Class ATE: Test
11.6.1 Supplemeéntary activities for ATE_FUN
unctional testing performed by the developer provides assurance that the tests in the test
ocumentation are performed and documented correctly. The family ATE_FUN contributes to providing

ssuraneethat the likelihood of undiscovered flaws is relatively small. The supplementary actiyities for
TE<FUN are listed in Table 38.
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Table 38 — Supplementary activities for ATE_FUN.1

Evaluator action element

Work unit

Supplementary activities

ATE_FUN.1.1E

ATE_FUN.1-2

The evaluator shall examine the test plan to determine
that it describes the information on test equipment
and special preparation of the TOE. Some EAs for these
aspects require special preparation of the TOE in order
to get the intermediates of the execution or facilitate
the setup of a testing environment. The developer is
thus required to clearly describe the test configura-

tion.

ATE_FUN.1-4

Regarding the evaluation of EAs, the evaluator shall ex;
amine the test plan to determine that the dependencies
of EAs are considered in the functional testing. This
should be consistent with the dependencié€s item of
each EA described in Clause 6 to Clausey9,.0r any other
dependency relationships that are arguably reasona-
ble.

ATE_FUN.1-5

Regarding the evaluation of EA; the evaluator shall
examine the test documentation to determine that all
expected test results are,consistent with the threshold|
values predefined in thé:\ST or relevant documents for
the evaluation.

ATE_FUN.1-6

Regarding the eyalliation of EAs, the evaluator shall
check that thesactual pass/fail verdicts in the test doc-
umentationare consistent with the pass/fail criteria
in this documient or other relevant documents for the
evaluation.

11.6.2 Pupplementary activities for ATE_IND

The famlily ATE_IND deals with the degree to which there is independent functional testing of the TS
Activitigs related to the family include verifying-the developer testing and performing additional tests.
Supplenjentary activities for the work units(n the activity actions ATE_IND.1 and ATE_IND.2 are liste

in Table[39 and Table 40 respectively.

Table 39 —~'Supplementary activities for ATE_IND.1

41

jon

Evaluatpr action element

Work unit

Supplementary activities

ATE_IND.1.1E

ATE_IND.1-1

The evaluator shall examine the TOE to determine that
the test configuration and the special preparation of
the TOE are suitable for the testing of QKD protocol
implementation, quantum optical components and pa-
rameter adjustment procedure(s). This is based on the
requirements that the TOE may need some modifica-
tions to facilitate the setup of the evaluation environ-
ment of EAs.

ATEINDT2E

AlTE_IND.1I-5

Regarding the evatuation of EAS, The evaluator shait in-
corporate the EAs specified in Clause 6 to Clause 9 into
the devised test subset if the actually adopted evalu-
ation methods are claimed to be compliant with this
document (with some allowed exceptions described in
Clause 12).

ATE_IND.1-7

Regarding the evaluation of EAs, the evaluator shall
check whether the actual test result is consistent

with the threshold values predefined in the ST and/or
relevant documents for the evaluation, if the actually
adopted evaluation methods are claimed to be compli-
ant with this document (with some allowed exceptions
described in Clause 12).
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