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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

he procedures used to develop this document and those intended for its further mair
re described in the ISO/IEC Directives, Part 1. In particular, the different approeval
eeded for the different types of document should be noted. This document’was dr
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criteria
hfted in
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ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSo.org/dire
ww.iec.ch/members_experts/refdocs).

IO and IEC draw attention to the possibility that the implementation of this decument may iny
se of (a) patent(s). ISO and IEC take no position concerning the evidence;validity or applic3
ny claimed patent rights in respect thereof. As of the date of publicationof this document, ISO
ad not received notice of (a) patent(s) which may be required to implement this document. K
mplementers are cautioned that this may not represent the latest iniformation, which may be
Fom the patent database available at www.iso.org/patents and https://patents.iec.ch. [SO and
ot be held responsible for identifying any or all such patent-rights.
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Any trade name used in this document is information given for the convenience of users and
donstitute an endorsement.

or an explanation of the voluntary nature of‘standards, the meaning of ISO specific tel
xpressions related to conformity assessmeunt, as well as information about ISO's adhe;
he World Trade Organization (WTO) principles in the Technical Barriers to Trade (T
yww.iso.org/iso/foreword.html. In the IEC;'see www.iec.ch/understanding-standards.
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This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 27, Information sectirity, cybersecurity and privacy protection.

Alist of all parts in the ISO/IE€ 23837 series can be found on the ISO and IEC websites.
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www.iec.ch/nationdl-cOmmittees.
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Introduction

The ISO/IEC 23837 series specifies the security requirements, test and evaluation methods for quantum
key distribution (QKD) under the framework of the ISO/IEC 15408 series. This document focuses on
specifying the common baseline set of security functional requirements (SFRs) of QKD modules.

Theoretically, QKD provides a method to use a pre-shared key to establish a longer symmetric key
with security that does not depend upon the computational power of an adversary; the established key
can then be used for cryptographic purposes, such as for an encryption mechanism to create a secure

commuli

Althoug
commul]
implemg
or devidg
of pract
have be
cryptog
and eva
real app|
the indul

For this
for QKD
and imp
and eva
docume
baseline
convent
to facili
to speci
expecte

NOTE In this document, the description'of extended security functional components in 8.2 an

SFRs in
ISO/IEC
but also
of ISO/I1
backgro
compon

ication channel.

h the security of QKD protocols is proven through rigorous security models that assume-the twp
icating parties share a secret key beforehand, discrepancies between the models and practical
ntations frequently occur during the life cycle phases of QKD modules. These iriiperfections
tions from the security models can result in vulnerabilities that compromise_the securitfy
ical QKD systems. Among them, severe side channel attacks have been préoposed and there
en some proof-of-principle demonstrations in QKD hacking experiments. Like conventional
Faphic modules or network devices, QKD modules are expected to have'strict security testin
uation to avoid security attacks and then leakage of information before being deployed int
lications. Intensive and strict evaluation is an essential step before QKD is widely accepted b
Sstry.

purpose, the ISO/IEC 23837 series defines a set of rigorous aind common security specifications
modules manufacturers, so that manufacturers can follow/the standard procedure to desig
lement IT products that use QKD, and evaluators can.follow the standard procedure to tedt
uate the security of QKD modules, reducing the risk-of a failure of security in operation. This
ht uses the standardized model and language of the ISO/IEC 15408 series to define a commo
set of SFRs for QKD modules. The entire implementation of QKD protocols is included, fro
onal network components to quantum optical components. Annex A provides informatio
fate the development of protection profiles’for QKD modules. ISO/IEC 23837-2 is intende
fy evaluation activities that are necessary for the security evaluation of QKD modules at t
| evaluation assurance levels.

==

Clause 9 corresponds to the ‘style of the description of security functional components i
15408-2. This includes not eanly the structure of the security functional family and components
the font styles (i.e. bold and/italics) of the text, which are described by following the conventio
FC 15408-2 to distinguish some terms from the rest of the text. In this case, users with

und in using the ISO/IEC 15408 series can easily apply the extended security functiond
bnts and the SFRs to'write documents for the evaluation of QKD modules.

— 0 =
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Information security — Security requirements, test and

evaluation methods for quantum Key distribution —

Part 1:

nts

TR CLY

Scope

his document specifies a general framework for the security evaluation of quaritum key dist
(RKD) according to the ISO/IEC 15408 series. Specifically, it specifies a baseline set of
security functional requirements (SFRs) for QKD modules, including SFRs on'the conventional
mponents and the quantum optical components, and the entire implementation of QKD p
o facilitate the analysis of SFRs, security problems that QKD modulés‘can face in their ope

vironment are analysed based on a structural analysis of the secutity functionality of QKD
nd the classification of QKD protocols.

—

he SFRs on conventional network components of QKD modules are mainly characterized u
Famework of the ISO/IEC 15408 series and also refer to thedmethodology of ISO/IEC 19790 and
tandards on testing of cryptographic modules and netwotk devices.

wn_—n

2 Normative references

—

he following documents are referred to in-the text in such a way that some or all of their
donstitutes requirements of this document,*For dated references, only the edition cited app
ndated references, the latest edition of.the referenced document (including any amendments)

o

50/1EC 15408-1:2022, Information-$ecurity, cybersecurity and privacy protection — Evaluation
br IT security — Part 1: Introduction and general model

—_ e —

50/1EC 15408-2:2022, Information security, cybersecurity and privacy protection — Evaluation
for IT security — Part 2: Security functional components

3 Terms and definitions

Hor the purpaesesof this document, the terms and definitions given in ISO/IEC 15408-1 and the f
apply.

[0 andIEC maintain terminology databases for use in standardization at the following addres|

ribution
Cfommon
network
rotocols.
rational
modules

hder the
relevant

content
lies. For
applies.
criteria

criteria

bllowing

Ses:

—+¢1S0 Online browsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at https://www.electropedia.org/

31

adversary

attacker

entity seeking to exploit potential vulnerabilities of a quantum key distribution system (3.28)

[SOURCE: ISO/IEC 19792:2009, 4.1.2, modified — “adversary” has been added as an admitted

term; in

the definition, “person” has been replaced by “entity”, and “biometric system” has been replaced by

“quantum key distribution system”.]
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3.2
authentication
provision of assurance of the claimed identity of an entity

[SOURCE: ISO/IEC 10181-2:1996, 3.3]

3.3

classical channel

communication channel that is used by two communicating parties for exchanging data encoded in a
form which may be non-destructively read and fully reproduced

[SOURCE: ETSI GR QKD 003 V2.1.1:2018]

34
compornent
<QKD mjodule> constituent part of a quantum key distribution (QKD) module (3.23)

EXAMPLE Conventional network components, quantum optical components in a QKD nigdule.

ot

Note 1 tolentry: A term with the same name of componentis defined in ISO/IEC 15408-1 for a'security requiremer
element group. The user of this document can distinguish which term is referenced from the context.

3.5
cryptographic module
set of hhrdware, software, and/or firmware that implements secfirity functions and are contained
within the cryptographic boundary

[SOURCE: ISO/IEC 19790:2012, 3.25]

3.6
decoding
procedulre of converting quantum signals (3.32) intq@lassical information

3.7
detectign efficiency

probability that a photon, of a specific energy’(spectral frequency) or wavelength, incident at the optic3
input is fletected within a detection gate;-and produces an output signal

—_—

[SOURCE: ETSI GR QKD 007 V1.1.1-2018]

3.8
double-click event
event inflicating simultanieous detection of two single-photon detectors (3.37)

3.9
encoding
procedulre of cenverting classical information into quantum signals (3.32)

3.10
error corréected data

keying material obtained after correcting the bit errors in the sifted data (3.36)

3.11

error correction

process of correcting errors in data that may have been corrupted due to errors during transmission or
in storage

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]

3.12
final key
key generated by a complete run of a quantum key distribution session (3.27)

2 © ISO/IEC 2023 - All rights reserved
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3.13
homodyne detection

method to detect quadrature of a weak signal through interfering the weak signal with a strong phase

reference

3.14
keying material
data necessary to establish and maintain cryptographic keying relationships

[SOURCE: ISO/IEC 11770-1:2010, 2.27]

15

on-deterministic random bit generator

RBG

ndom bit generator whose security depends upon sampling one or more entropy-sotrces

OURCE: ISO/IEC 18031:2011, 3.23, modified — “an” has been replaced by foné or more”, 1
try has been removed.]

16
arameter adjustment procedure
rocedure or function aiming to adjust specific parameter(s) of a sysfem

A7
ost-processing
uantum key distribution protocol (3.24) procedure for cohwverting raw data (3.33) into a final kq

18

re-shared key
ey pre-established in secure ways between the'legitimate parties before initiating a quan
istribution (QKD) session (3.27)

a

- =

rst QKD session.

19
rivacy amplification
rocess of extracting keys front partially compromised data

SOURCE: ETSI GR QKD\007 V1.1.1:2018, modified — “distilling secret keys” has been rep
bxtracting keys”.]

I to el

(F%)]

.20
uantum channel
dommunicatien channel for transmitting quantum signals (3.32)

Ne)

[FOURCE=ETSI GR QKD 007 V1.1.1:2018]
3.21

ote 1 to

by (3.12)

tum key

ote 1 to entry: A pre-shared key is used to_authenticate messages sent over the classical channel (3.3) during the

aced by

quarntunr key distribution
QKD

procedure or method for two legitimate parties to agree on symmetric keys using a pre-shared key

(3.18), whose security is based on quantum information theory

Note 1 to entry: In some QKD protocols (3.24), establishment of keys occurs jointly involving both legitimate

parties, while in others one party generates keys that are eventually transported to the other party.

3.22
quantum key distribution authentication key
QKD authentication key

cryptographic key used to authenticate messages over the classical channel (3.3) of a quantum key

distribution system (3.28)

© ISO/IEC 2023 - All rights reserved
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3.23

quantum key distribution module
QKD module

set of hardware, software and/or firmware components (3.4) that implements the functions of a
quantum key distribution transmitter party (3.30) or receiver party (3.26)

3.24

quantum key distribution protocol
QKD protocol

protoco

that implements the function of guantum key distribution (3.21)

3.25

quantuy
QKD re
function

party (3

3.26

quantu
QKD re
quantun,

[SOURCI
key dist

3.27
quantul
QKD se:
session
generatg
processi

3.28
quantul
QKD sy
system
modules

3.29

quantu
QKD trg
function
transmit

3.30
quantu
QKD trs

m key distribution receiver module

feiver module

al module in a quantum key distribution (QKD) system (3.28) corresponding to the’QKD receivd
26) of the implemented QKD protocol (3.24)

m key distribution receiver party
ceiver party
signal (3.32) receiver in a quantum key distribution (QKD) protocol{324)

: ETSIGR QKD 007 V1.1.1:2018, modified — the term has been changed from "Bob" to "quantur
Fibution receiver party"; in the definition, “information” has\been replaced by “signal”.]

m key distribution session

fsion

comprising a series of operations defined ina(quantum key distribution protocol (3.24) t
a final key (3.12), which generally includes the stages of raw data generation (3.34) and pos

ng (3.17)

m key distribution system

stem

that implements quantum key .distribution (QKD) protocols (3.24), including at least two QK
(3.23) as well as the intercennecting quantum (3.20) and classical channels (3.3)

m key distribution transmitter module

nsmitter module

al module in_ a-guantum key distribution (QKD) system (3.28) corresponding to the QK
ter party (3.30)0f the implemented QKD protocol (3.24)

mn key distribution transmitter party
nsmitter party

quantun,

S

[=]

)

signal (3.32) sender in a quantum key distribution protocol (3.24)

[SOURCE: ETSI GR QKD 007 V1.1.1:2018, modified — the term has been changed from "Alice" to
"quantum key distribution transmitter party"; in the definition, “information” has been replaced by

“signal”,

3.31

"system" has been replaced with "protocol”, and “transmitter” has been removed.]

quantum random bit generator

QRBG
random

bit generator that generates random bits based on principles of quantum mechanics

© ISO/IEC 2023 - All rights reserved
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3.32
quantum signal
signal described by a quantum mechanical state

[SOURCE: ETSI GR QKD 007 V1.1.1:2018]

3.33
raw data
keying material (3.14) generated by measuring quantum states of the signal pulse

3%

w data generation
uantum key distribution protocol (3.24) procedure of generating raw data (3.33) by transmit
etecting quantum signals (3.32)

ote 1 to entry: This term is also known as “raw key exchange” in the quantum key distribytion commu

ata obtained by the legitimate users from sifting raw data/3:33) according to an agreed strat

.37
ingle-photon detector
evice that transforms a single-photon into a detegtable signal with non-zero probability

ting and

nity.

te sifted

F8Y

[FOURCE: ETSI GR QKD 007 V1.1.1:2018, modified — “finite probability” has been replaced py “non-
Zero probability”.]

4 Abbreviated terms

APD avalanche phetodiode

(Vv-QKD continugus-variable quantum key distribution

V-QKD discrete-variable quantum key distribution

HB-QKD entanglement-based quantum key distribution

HTP trusted path/channels

HUN_QKD quantum key distribution function

HUN) SCM system control and management function

FUN_SP self-protection function

IT information technology

KM key manager

MDI-QKD measurement-device-independent quantum key distribution

NRBG non-deterministic random bit generator

PM-QKD prepare-and-measure quantum key distribution

© ISO/IEC 2023 - All rights reserved 5
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PP protection profile

QBER quantum bit error rate

QKD quantum key distribution

QRBG quantum random bit generator

RBG random bit generator

SFR security functional requirement

ST security target

TOE target of evaluation

TSF target of evaluation security functionality

5 Theoretical aspects of QKD protocols

5.1 General

se describes the idea of QKD in a theoretical model. The theoretical model is limited t
discussipn on the theoretical aspects of QKD protocols, witheut considering the implementatio
vulnerabilities that can be potentially introduced in reality. In_other words, in the theoretical modg¢
all partq of the QKD implementation are assumed to conform.to this model, and there is no possibilit]
of attack by means of any implementation vulnerabilities. The attacks allowed in the theoretical modg
are restricted to those that are already considered in the security model of the protocols.

O

— =

—_—

The basiic concepts and principles of QKD protocdls are discussed in 5.2. Then in 5.3 and 5.4 thie
classifichtion of QKD protocols and their architectures are presented to facilitate the later analysis gf
QKD implementations.

5.2 Principle

speaking, a QKD protocolican be used to expand an existing pre-shared key between twj
parties into a longer secret key/that is qualified for cryptographic use. Specifically, in a generic modsg
of QKD [protocols, two parties, are connected by two communication channels. One of the channel
is called the quantum channel, which is used for quantum signal transmission. The other channel i
called tHe classical chanuel;which is used to transmit classical signals. In order to generate an arbitrar
number [of secret keys{(up to the demand of specific applications), the two parties are expected to ru
a numbgr of QKD sessions to exchange and process information according to a QKD protocol. Data ser]
over the|classicalchannel is typically required to be authenticated. The key used for data authenticatio
of the clpssicalschannel is called the QKD authentication key. For the first QKD session, the two partie
require p presshared symmetric key to be used in QKD authentication keys. Since the consumed QK
authentication keys for each QKD session are typically much shorter than the key generated by th3
session, [ater JKD sessions can start to use UKD authentication Keys from dedicated parts of the Keys
that were generated in prior QKD sessions. From this point of view, QKD functions as a two-party key
expansion protocol, which ideally allows the two parties to expand a short pre-shared key to a longer
shared secret key of near-arbitrary length (according to the demand of specific applications).

— O

=+ W O ~+ 2 < nn

NOTE1 The pre-shared key can be manually entered (or downloaded from an external key manager) to a QKD
module during the development, pre-operation and maintenance phases of the module. In practice, a sequence
of symmetric keys, rather than a single key only sufficient to derive QKD authentication keys for the first QKD
session, is usually pre-shared before operating the QKD system.

6 © ISO/IEC 2023 - All rights reserved
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Generally, a QKD protocol comprises two procedures.

a) Procedure one: raw data generation, in which quantum signals are transmitted over the quantum
channel and detected by the legitimate parties to generate raw data. To aid the classification of
QKD protocols, the parties are differentiated in QKD protocols by their role in this procedure.
Specifically, a party who transmits quantum signals in a QKD protocol is called a QKD transmitter
party (or transmitter party for short), and a party who detects quantum signals in the protocol is

called a QKD receiver party (or receiver party for short).

b) Procedure two: post-processing. In this procedure, a post-processing protocol is implemented on

the raw data to derive a symmetric key, which is (generally shorter than the raw data an
the final key. The post-processing procedure generally includes four sub-procedures:

— sifting: derive the sifted data from the raw data;

— parameter estimation: estimate the parameters to be used in the error cérrection and
amplification;

— error correction: correct the errors in the sifted data;
— privacy amplification: generate a final key from the sifted datay

NOTE 2 A practical QKD system can include other auxiliary proceduresto realize its functionality, sy
initialization procedure described in 6.5.

=z

OTE3 In some cases, the procedures of QKD protocol cannet/be clearly separated. For example, {
stimation for error correction can be executed during the-ertor correction procedure rather than d
parameter estimation procedure.

D

.3 Classification

La

he functionality of QKD can be realized viadifferent types of protocols, which may be more com
han the generic protocol discussed in 5.2-These protocols can be classified from different persj
he ISO/IEC 23837 series considers.two different classification methods of QKD protocols.
lassification is based on the methods/used to measure the quantum states, including discreteH
KD (DV-QKD) and continuous-variable QKD (CV-QKD) protocols, as shown in Table 1. For
rotocols, the receiver party. typically measures optical pulses with single-photon detectot
br CV-QKD protocols, the feeceiver party typically measures optical pulses with coherent d
echniques.

o =hs O QO e ot

The second classification is based on the architecture of QKD protocols, as shown in Table 2. In |
and-measure QKD (PM-QKD) protocols, a transmitter party encodes information on quantu
and sends thenTthrough the quantum channel to an intended receiver party, who measur
dquantum states to obtain raw data (see Figure 1). In measurement-device-independent QK|
()KD) protecols, there are two transmitter parties and one receiver party. Each transmitter
donnectedto the receiver party with a quantum channel. The transmitter parties prepare 3
dquantum states to the receiver party, which performs a joint measurement on these quantu

1) called

privacy

ch as the

he QBER
iring the

plicated
bectives.

The first

variable
DV-QKD
s, while
etection

brepare-
n states
es these
D (MDI-
party is
nd send
n states
and one

(ee Flgure ) In entanglement—based QKD (EB QKD) protocols there are two recelver partles

The transmltter party prepares a bipartite entangled quantum state, and sends dlfferent
the state to the two receiver parties, respectively. The two receiver parties individually mea
quantum states to generate raw data (see Figure 3).

NOTE DV-QKD and CV-QKD can both include PM-QKD, MDI-QKD and EB-QKD protocols.
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Table 1 — Classification of QKD protocols by the decoding method of quantum states

Type

DV-QKD CV-QKD

Description

The transmitter party typically encodes
information with discrete variables of fi-
nite dimension such as phase, polarization
or time-bin. To decode information, the
receiver party typically uses single-photon
detectors.

The transmitter party typically encodes in-
formation using conjugate variables (quadra-
tures) of a quantized electromagnetic field in
an infinite dimensional Hilbert space. An ex-
ample is coherent optical states. The receiver
party typically uses a coherent detection
technique, such as homodyne or heterodyne

detection, to perform quadrature measure-
ments on the quantum states.

Table 2 — Classification of QKD protocols by the architecture of the protocols

ype PM-QKD MDI-QKD EB-QKD

Desq

This protocol includes a
QKD transmitter party and
a QKD receiver party. The
transmitter party pre-
pares and sends quantum
states to the receiver party
through a quantum channel.

This protocol includes two
QKD transmitter parties and
a QKD receiver party. The
transmitter parties prepare
and send quantum states to
the receiver party through

a quantum channel. The ref

This protecolincludes a QKD
transmitter party and two
QKD <eceiver parties. The
transmitter party prepares a
bipartite entangled quan-
tum state and sends the two
parts to the two receiver

ription

The receiver party meas-
ures the quantum states.
The result (after post-pro-
cessing) is a common
final key available to the

ceiver party performs ajoint
measurement on the.guan-

tum states receivedfrom the
two transmitter, parties. The
result (after post-processing)

parties, respectively. The twa
receiver parties individually
measure the quantum states.
The result (after post-pro-
cessing) is a common final

transmitter party and the
receiver party.

is a commen-final key avail-
able to the two transmitter
parties.

key available to the two
receiver parties.

5.4 Al

5.3 disd
Figure 2

‘chitecture

ussed three different architectures of QKD protocols, which are illustrated in Figure 1,
and Figure 3 respectively. Generally, the scope of security evaluation is tightly related to thie

architec

The ardg

ture of the implemented QKDprotocol.

classical channel

U )

QKD tran er
(%)

N\

QKD receiver
party

quantum channel
Figure 1 — Prepare-and-measure QKD protocol

hitecture corresponding to the PM-QKD protocol, illustrated in Figure 1, consists of p

transmi

f

e 4o | : 4o yapa i ) 4 | 1 H 1 1 1 Lank} 1l
LLTT Pdlily dllU 4 TTLTIVTLD pPJdl'ty CUIIICTULITU Uy JuUdIITUIIl dITU CTIdS510C AT CHIAIITITIS. TIIT STLUTILY

the practical QKD systems relies on the secure implementation of the functions of both parties, thus
both of the implementation modules are required to be in the scope of security evaluation.
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QKD receiver
party

quantum channel quantum channel

classical classical
channel channel

QKD transmitter QKD transmitter

L JLET Y/ classical channel |2ED J
J N

Figure 2 — MDI-QKD protocol

Y

h the MDI-QKD protocol, a middle party assumes the role of receiver party wheconnects with
Fansmitter parties through a quantum channel and a classical channel; the|two transmittet
re also connected via a classical channel (see Figure 2). After a successfil QKD session, only
transmitter parties know the final key. According to the characteristics:of MDI-QKD protocols,
ceiver party in this case is only expected to follow the protocol specification for keys to be est
rrectly. However, no security assumptions are made on the receiver party when proving the

f MDI-QKD protocols. Therefore, the implementation module ,of the QKD receiver party is ¢
from the scope of security evaluation, as described in 6.4.3.

—

OTE There are two types of classical channels in MDI-QKD. One is the classical channel conne|
tjvo QKD transmitter parties, where data over the channelare authenticated depending on the spe
rotocols. The other type includes the two classical channels connecting each QKD transmitter party
KD receiver party. The latter type is used to transmitthe measurement results of the QKD receiver
essage authentication is not expected. In other words, it is assumed that the attacker can tamper
easurement results sent from the QKD receiver party (via these classical channels) to the transmitter

QKD transmitter
party

quantum charinel quantum channel

@ receiver QKD receiver

6\ party ) classical channel L party

Figure 3 — EB-QKD protocol

Ih the.EB-QKD protocol, a middle party assumes the role of QKD transmitter party, who conng

the two

parties
the two
the QKD
ablished
security
pxcluded

cting the
rific QKD
with the
arty, but
with the
parties.

cts with

chofthe tworeceiver pnrfipc viaa guantum channel andthe tworeceiver p:n'fipc are qgnin C

nnected

via a classical channel (see Figure 3). After a successful QKD session, only the two QKD receiver parties
know the final key. According to the characteristics of EB-QKD protocols, the transmitter party in this
case is only expected to follow the protocol specification for keys to be established correctly. However,

no security assumptions are made on the transmitter party when proving the security of
protocols. Therefore, the implementation module of the transmitter party is excluded from the
security evaluation, as detailed in 6.4.3.

EB-QKD
scope of

Moreover, in some implementations, the role of the middle party and one of the other two parties may
be merged into a single party. In this case, the author of a PP or an ST shall take into account the level of
integration to ensure that the overall security is ensured. Specially, where a component that requires
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evaluation is combined into a module with a component that does not normally require evaluation, the
method of segregation shall be made clear and distinct in the PP or ST and TOE definition.

EXAMPLE For EB-QKD, the QKD transmitter party and one of the two QKD receiver parties can be
implemented in the same module.

6 Implementation modules of QKD protocols

61 G

neral

In this d
a QKD ¢
short) a

General
adversa
threat a

to physically approach the computation devices and invade into their hardware,critical informatio

about th

the seculrity model no longer valid.

NOTE
informat
etc.). The
The eval
be reduc
Clause 7

From th
narrowe
IT-relatq
ISO/IEC
It aims
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The ISO

a) Wh
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b) Wh
the
mod
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-

ocument, realizations of the modules of a QKD transmitter party and a QKD receiver party1
rotocol are hereinafter referred to as a QKD transmitter module (or transmitter module fq
nd a QKD receiver module (or receiver module for short), respectively.

—

y, the security model of a QKD protocol assumes that the threat agents would 0nly conduc
ial actions over the quantum channel and the classical channel. In practi¢e-however, whe
bents are allowed to remotely access the computation devices via network interfaces, or eve

. - = =

e computation can potentially leak to the threat agents and render-the security statement

For physical reasons, the operation of IT devices offers threat agents'the possibility to extract data d
onviaside channels (for example, by measurements on power consumption, electromagnetic emanatio
se so-called side channel attacks are usually considered duringthe evaluation of cryptographic module
hation of side channel leakage of the QKD modules usually réquires lots of efforts. These efforts ca
ed where environmental assumptions can remove some side channel considerations, as described i
[especially 7.2 and 7.4.2) in detail.

TS S

=]

e perspective of practical security, the gap between the security model and the practice can be
d somewhat by introducing reasonable enyironmental assumptions or employing particular
d and non-IT related security controls-An evaluation of a QKD module according to thie
15408 series therefore aims to determifie whether a practical security level has been achieved.
to demonstrate that there are no ‘potential gaps between a QKD protocol and a practical
ntation that can be exploited by,amattacker with the strength assumed.

[EC 23837 series aims to answer the following three questions:

ch assumptions on the operational environment should be made and what threats should b
Fessed from the perspective of practical security? (see Clause 7)

[}

nt [T-related security’controls should be employed to address the identified threats and achiey
Ssecurity objectives, or specifically what security requirements should be imposed upon QK
ules? (see Clause 9)

U

[72)

b is it possible to validate that the security controls and the core functionality of QKD modulé
e beensimplemented correctly in the product? (see ISO/IEC 23837-2)

To bette

runderstand these questions, the external interfaces of a typical QKD module are illustrated

in 6.2, and then the internal components that make up a typical QKD system are analysed in 6.3. On the
basis of this description, 6.4 describes a general definition of the scope of a TOE and its TSF. Finally, 6.5
describes a general working flow of the QKD system.

10
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6.2 External interfaces of QKD modules

6.2.1 General

A generic description of the external interfaces of a QKD module is illustrated in Figure 4. The
generalized QKD module shown in Figure 4 can be the instantiation of either a QKD transmitter party
or a QKD receiver party, depending on the architecture of the specific protocol.

NOTE1 A more complete description of QKD modules is shown in ETSI GS QKD 011[12],

key manager

(KM)
key management
interface classical,ehannel
interfdce
QKD module
control and management quantum channel
interface interface

Figure 4 — The external interfaces of a generic QKD module

Ih addition to the interfaces connecting the quantiimm channel and classical channel, a QKD njodule is
required to have some auxiliary interfaces to stpport the operation of QKD functions, incliding an
ihterface for the operator to control and mapage the functionality of the QKD module (i.e. the control
and management interface), and an interface for the QKD module to interact with an external KM to
ypload final keys (i.e. the key managemeht interface).

NOTE 2 Depending on the implementation strategy, the pre-shared key used for the QKD authenticption key
an be downloaded from the KM, or manually entered into the QKD module through the control and management
nterface directly.

o)

The classical channel interface allows a QKD module to exchange messages with a counterpart{ module
Vlia classical signals and te-perform post-processing procedure etc. From this point of view, the interface
i not particularly unique compared to the case of conventional network devices, so 6.2.2|to 6.2.4
gdrovide analysis pf'the quantum channel interface and the auxiliary interfaces.

(@1

.2.2 Thequantum channel interface

Ithough:the quantum channel can be a single-mode fibre, a multi-mode optical fibre, or a frg¢e-space
hannel;the quantum channel interface is recommended only to propagate light entering the interface
h @-single lateral optical mode to components within the QKD module, to avoid potential atta¢ks from
xplottingany mult-mode characteristics of the QKDmodute—Therefore, i the 1SOAEC-23837 series,
only single-mode optical fibre is considered in the implementation of quantum channel interface.

— N

6.2.3 The control and management interface

a) Depending on the specific implementation, the control and management interface may be used by
the operator to access the QKD module in order to:

— configure system parameters;
— manage audit information;

— update software/hardware packages;

© ISO/IEC 2023 - All rights reserved 11
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monitor the operation status and handle exceptional events of the QKD module;

enter the pre-shared key, applied in some specific implementations only.

NOTE For some implementations, the control and management interface can be accessed by the
operator to collect audit information from the QKD module.

b) In practice, authentication-based access control is usually indispensable for QKD modules in order
to manage the accessibility of the interface and protect it from unauthorized system access.

6.2.4

a) Depending on the specific implementation, the key management interface may be regularly invoke

by t

b) In prractice, the interfacing path between the QKD module and the KM mray: span different interna
netyorks. The communication over this channel is thus required to bepyrotected from informatio
lealage and tampering. See the security assumption in 7.2 a) and the exception under 7.2 a) 2) fqg
motje details.

6.3 Internal structure of QKD modules

6.3.1

In pract
various
and mo
generali

an abstijacted high-level implementation of(QKD protocols, and omits the subtle technical differences.

Specific

is described, as shown in Figure 5.

NOTE
with diff

12

he key management interface

o0

he QKD module to communicate with the KM for:
uploading a part of the newly generated final key;

for some specific implementation strategies, optionally downloading the pre-shared key usefd
for the QKD authentication keys of the first QKD session.

==

General

ce, implementations of specific QKD protocolsican be very different. The differences betweep
implementations are mainly in the constituént components, such as photon sources, detectorjs
dulators as well as those implementing the post-processing procedure. Without loss qf
Ly, the description on the internal structure of QKD modules emphasizes the general aspects af

hlly, a generic structure about the internal functional elements within a typical PM-QKD modulle

The description about theé_internal structure of QKD modules can be adjusted to suit QKD protoco
brent architectures.

%)
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|
control and management key management key management control and management

interface interface interface interface
4 N\
system control and key key system control and
management —— management management — management
component component component component
classical channel
[_| POST-PIrocessing mterface POST-processing
component o % component
— signal source detector
quantum channel

e ) interface P R a (9~ \ r———qr—=n
N?’{}G — encoder : isolator : o ] : isolator : flﬂcoder : N;{BG :
QKD transmitter QKD receiver
L module ) L module )

Figure 5 — Generic internal structure of a PM-QKD protocol implementation

d) The internal structure of the QKD transmitter, module and receiver module shown in Figure 5
corresponds to the PM-QKD scheme shown in Figire 1. The components shown in each mddule are
typical of the functional components that makeup such QKD transmitter or receiver modulles.

) The internal structure of the two transpiitter modules of an MDI-QKD protocol is similgr to the
transmitter module shown in Figure 5\ However, the internal structure of the receiver module is
irrelevant from a security point of wiew and is therefore not considered in this document| See the
analysis of the architecture of MPI-QKD protocols in 5.4.

d The internal structure of the\two receiver modules of an EB-QKD protocol is similar to the|receiver
module shown in Figure 5. However, the internal structure of the transmitter module is irrelevant
from a security point of\view and is therefore not considered in this document. See the anfalysis of
the architecture of EB;QKD protocols in 5.4.

The division of comporents lays the foundation for the description of the threat analysis in (lause 7,
the security functional requirements in Clause 9, and the evaluation activities in ISO/IEC 23837-2. In
drder to clearly. understand the security problems of QKD modules, components in a QKD mo|dule are
grouped as tWo types hereinafter. Specifically, the boxes shown in Figure 5 with a white background
re identified as conventional network components, while the solid boxes are identified as quantum
dptical components. The characteristics of the NRBG component depend upon the implementgation, as

[tisemphasized-thatthe-divisior mpotertsts-onyis ive-The-compenentsin module
can be subdivided into more specific elements, and the author of a PP or an ST may choose other ways
to express the structure of the QKD modules.

6.3.2 Components in the QKD transmitter module

a) A generic QKD transmitter module includes a signal source component to produce photons
as required by the implemented QKD protocol. The signal source component may include a
functionality to modify the intensity of the optical signals it emits, and functionality to encode
information.

b) The photon(s) are transmitted into the encoder component (for protocols in which information is
encoded and where this functionality is not part of the signal source component) to adjust their
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d)

f)

g)

14

state for information coding. The information is encoded on a set of the states of the photon(s),
depending on the QKD protocol and the coding scheme, such as specified by the phase, polarization,
or time-bin. The encoder component may include functionality to modify the intensity of the optical
signals.

Some QKD transmitter modules may adopt an isolation component (i.e. isolator) in order to prevent
optical pulses from injecting back into the transmitter module via the quantum channel. Therefore,
the isolation component is depicted by a dashed box as an optional component. The isolation
component may include a functionality to modify the intensity of the optical signals.

A npn-deterministic random bit generator (NRBG) component is required to randomly chops
e.g.|basis and bit values for signal coding and generating keying material. The NRBG can,b
realized with the conventional physical-noise-based schemes as specified in ISO/IEC 18031, g
quaptum-principle-based schemes (QRBG). It is regarded as a conventional network component
a cognventional physical-noise-based design is used in the implementation, and a quantum optic3
confponent if a quantum-principle-based design is employed. Therefore, the NRBGyeomponent i
depjcted as a half-solid box in Figure 5.

N — = 3 D ¥

The| post-processing component handles the post-processing procedure related tasks includinjg
sifting, parameter estimation, error correction, and privacy amplification.efa QKD session.

In general, coordination and management of the system is under the‘charge of the system contrgl
and| management component. This component may rely upon a fundamental operating systemp
(whijich usually is in the form of an embedded chip-based systei) to support the control functiop
(incJuding flow control functions of raw data generation andypost-processing procedures) and the
follgwing administrative services for the operation of the QKD module:

— laudit of operational events;
— |operator identification/authentication;

— |access control of security-related information (as described in the description of assets in 7.3,
which may rely upon the fundamental.gperating system to be effective;

— |[configuration and management .0f.system parameters related to role management, accegs
control, life cycle control of the QKD module etc., in which all configurations permitted by thie
system control and management component shall allow the module to produce secure final
keys. A PP or an ST should provide a detailed description of the life cycle of the TOE and t
different roles or usersdn,;each phase of it, such that the security requirements during each li
cycle phase can be clearly understood. A PP or an ST should also describe the conditions and
protection means that trigger or release the transition from one phase to the next;

— |system debugging;

— [firmware/software update.

NOTIE 1 | -The life cycle of a QKD module, like a common IT product, is composed of a high-level of phasg
incldding, for example the design phase, development phase, pre-operation phase, operation phase an
maipténance phase, spanning the life of the QKD module from the definition of its requirements to th
termination of its use. When shifting from one phase to a new phase, a QKD module is expected to be
configured appropriately to ensure its security. This can be controlled by the manufacturer or operator.

D L wn

The purpose of the key management component is to realize the key management interface of a
QKD module to communicate with an external KM, and the key management function for keying
material (as defined in 7.3) inside the QKD module. In detail, the key management component is
expected to:

— upload a part of the newly generated final key from the QKD module to the external KM;

— optionally download the pre-shared key (from the external KM) used for the QKD authentication
key of the first QKD session;
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— store the pre-shared key and a part of the newly generated final keys for message authentication;

— ensure the confidentiality and integrity of the key uploading and downloading process

— destroy keying material that is no longer needed.

es;

This document specifies key access and destruction functions inside the QKD module, but leaves
other potentially required functions of the key management, such as key derivation and storage, to be
specified in a PP or an ST. Moreover, the specification of the key management function of the external

KM is out of the scope of this document.

OTE2 In practice, the security related to key access is mainly ensured by the access control, ms
f the QKD module. Specifically, the accessibility of the QKD authentication key can be restricted by t
pntrol mechanism, such that only privileged processes (such as for post-processing procedure) can

se it. The access to final key or keying material can also be restricted to only privileged processes by t
pntrol mechanism. Furthermore, the access control mechanism related to key accessqcan be realizé
ystem control and management component, or by the key management component itséelf:

nw.ogc oo =

4.3.3 Components in the QKD receiver module

The internal construction of the QKD receiver module is similar to thatf the QKD transmitter
Uith the main differences being:

<

d) The decoder and detector components in the receiver modutle shall decode signals encodse
signal source and encoder components in the transmitter module to which it is connec
isolation component in the receiver module strongly attenuates optical pulses inside the
module before they can exit the QKD receiver module to the quantum channel.

H) The NRBG block of the drawing in Figure 5 canthe implemented by a passive beam splitter
of a real NRBG. In either case, the implenmientation provides the function of random §
of the decoding basis, and evaluation activities should always be performed to check
imperfections of the implementation. Eor that reason, the NRBG block is defined as opti
drawn with dashed lines.

6.4 TOE scope for QKD modailes

4.4.1 General

(wwl

ased on the structural analysis of a typical QKD module, it is possible to define a common TOE
inctionality (TSF),and the scope of TOE for security evaluation of QKD modules, even if
gdrotocol architectures and implementation strategies are diverse in reality.

-

4.4.2 Definition of the TSF

bchanism
e access
hccess or
he access
d by the

module,

d by the
ted. The
receiver

instead
election
for any
nal and

security
he QKD

>w]

egarding the definition of the TSF, a set of common functions of QKD modules can be formg

- 0

bllowing three types of functions, and each type is composed of concrete functions as detaile

lized by

below.

onsidering the role of the components described in 6.3. Generally, the TSF shall at least com#)rise the

a) Quantum Kkey distribution function (FUN_QKD), mainly includes the functions of raw data
generation and post-processing procedures. In addition, the QKD modules of a QKD system may

implement a parameter adjustment procedure in the raw data generation function.

b) System control and management function (FUN_SCM), implemented by the corres

ponding

component of control and management of the QKD modules, mainly includes the flow control

function and relevant management services listed in 6.3.

c¢) Key management function (FUN_KM), implemented by the key management component in
modules to realize the functions of key uploading and downloading between the QKD mod
their relevant KMs, and key destruction as listed in 6.3.
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Generally, the above listed three types of functions cover the most fundamental functionality of QKD
modules. It means, without considering system exceptions and attacks, the QKD modules can be
operated to generate the final key so long as those functions are correctly implemented. However,
from the viewpoint of practical security, components within a QKD module can contain vulnerabilities,
which can potentially be discovered after deployment as the attack methods evolve over the time.
Attacks are conducted via the external interfaces of the QKD module, therefore the QKD module shall
protect itself from intrusion and exploitation of vulnerabilities via its external interfaces, and it thus
shall additionally include:

d) Self: -
protection functions aiming to resist side channel attacks via the quantum channel, the self-testi
fun¢tion, information retention control, system recovery from failure, parameter adjustment-etc.

It is not¢d that not all of the specific functions can be clearly listed in this document, since the.concrete
scope of TSF can only be well identified by considering the specific protocols and implementatiop
strategy}. Therefore, this document mainly provides a generic description of the definition of TSF. Thie
author of a PP or an ST shall formalize the concrete definition of the TSF when more information is
collectedl about the implementation.

NOTE The parameter adjustment function of QKD modules is assigned in this decument as a part of the ray
data gengration procedure. Nevertheless, the adjustment is logically a part of the self-protection function, as
ensures the correct function of the QKD module. In addition, the parameter adjustment function is not a part
the self-testing function, as described in the security functional requiremengs‘of FPT_TST.1 in 9.2.22 and FTE_
QKD.1in|9.3.2.

—_ T <

6.4.3 Pefinition of the TOE

Although it is hard to give the concrete scope of the TOE for a QKD system in this document (which
is in facf the role of a PP or an ST), a general scope of<TOE for a QKD system can be established bjy
consideffing all the necessary functions described in.6:4.2. In short, the TOE in this document shall ip
principlg¢ include all of the components that realizethe functions of FUN_QKD, FUN_SCM, FUN_KM anfd
FUN_SP|The TOE does not include the quantum-~channel and classic channel even if they are required
by the QKD system for proper operation. However, the TOE includes the implementation components of
the extefrnal interfaces that connect with thé quantum channel and the classical channel.

In this Way, the TOE defined above is a distributed one. Specifically, the definition of TOE is related tp
the archifitecture of the implemented-protocols.

a) Regprding the case of PM:QKD protocols, the TOE incorporates the separated two module
corfesponding to the QKD transmitter party and QKD receiver party respectively, and the relevar
imp[lementation components of external interfaces as shown in Figure 4. Therefore, a TOE define
to ificlude only the-individual QKD transmitter module or receiver module is not supported by t

ISO/IEC 23837 séries.

[72)

=

b) Regprding the) case of MDI-QKD protocols, the TOE incorporates the two transmitter modulds
and|the implementation components of the external interfaces of the two modules. The receiver
modulénin this case, is not included in the scope of the TOE. This is because the receiver modulg,
thoygh/indispensable for the proper execution of the QKD functionality of MDI-QKD protocols, is
not required to be trusted for the security of the QKD system.

c¢) Regarding the case of EB-QKD protocols, the TOE incorporates the two receiver modules and
the implementation components of the external interfaces of the two modules. The transmitter
module, in this case, is not included in the scope of the TOE. This is because the transmitter module,
though indispensable for the proper execution of the QKD functionality of EB-QKD protocols, is not
required to be trusted for the security of the QKD system.
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NOTE1 The above definition of TOE excludes the receiver module in MDI-QKD and the transmitter module in
EB-QKD from the scope of security evaluation. Passing the security evaluation provides the simplification that
the TOE can be deployed with any correctly functioning receiver module and transmitter module in MDI-QKD
protocols and EB-QKD protocols, respectively. This definition does not deny other cases in which those modules
are also expected incorporated into the TOE, e.g. the developer and evaluator can treat them as a non-TSF part of
the TOE.

NOTE 2  For some specific implementation strategies, a few components shown in Figure 5 are claimed as
optional. If those components are not implemented in the QKD module, they do not exist to be part of the TOE.

For example, if there is no NRBG in the implementation of the QKD receiver module, e.g. a passive beam splitter is

nl diaoraliza tha nf\w\(\‘: aetian. o I\IDDI" da S + aszict d ]r‘\l\r\v\r\v{— A£+Ln’[‘f\l:‘
efproyeeto-freartZzetRe-Sae et o a6 e 5Ottt eaPa

6.5 General working flow of QKD modules

—

he working flow of a QKD module that participates in forming a QKD system may gendrally be
described as comprising three stages:

d) Stage one: initialization stage. In this stage, each QKD module of the’ QKD system bog@tstraps,
initializes itself, and performs start-up tests of its major functional)components, such as the
cryptographic component, its software and firmware integrity andyifpart of the TOE, of tHe NRBG.
Moreover, for some implementations, a mutual authentication pracedure between the QKD modules
of the QKD system can be required before proceeding to the raw.data generation stage.

H) Stage two: raw data generation stage. In this stage, quantum signals are transmitted pver the
quantum channel and detected by the legitimate parti€s to generate raw data, i.e. correlated data
with noise. The QKD modules of the QKD system may-adjust certain parameters under appropriate
restrictions during the raw data generation stage to-ensure stable and secure operation.

d Stage three: post-processing stage. In this stage/a post-processing protocol is implementeld on the
raw data to generate a shorter symmetric key, which is the final key. In detail, the post-prpcessing
stage generally includes four sub-stages: sifting, parameter estimation, error correction and
privacy amplification, as described in 52 b).

=z

OTE Stage two and stage three coryespond to the implementation of procedure one and procedufre two of
he generic QKD protocol shown in 5.2;.fespectively.

ot

71 Security problems analysis of QKD modules

7.1 General

his clause intends,to provide a basis for the development of a security problem definition in a[PP or an
T for QKD modules. Due to the diversity of implementation strategies of QKD modules, this dpcument
hainly addreSses those security problems which are common to various QKD implementations.
ecurity problems going beyond the general cases are not addressed in this document.

LS LN

12 and™7.3 form the basis for the subsequent threat analysis in 7.4 and 7.5. Specifically, thq threats
adsed by the vulnerabilities of QKD modules are described as two types of threats, according to the
TTpoTEnt tHvisiom rethod i 63, ramety;, threats Tetatedto conventionat metwork comporments and
threats related to quantum optical components.

QO I~

NOTE The division does not remove the possibility that an actual attack upon QKD modules can attempt to
leverage vulnerabilities across both types of components.

7.2 Security assumptions

Theoretically, a QKD protocol can establish keys with a security claim that does not depend upon the
computational power of an adversary under the assumptions made by the security proof model of the
QKD protocol. However, as far as practical security is concerned, those assumptions are expected to be
translated accordingly. Specifically, some of the assumptions made in the security proof model can be
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translated into security functional requirements, which shall be realized with some mechanisms and
validated during the evaluation of QKD modules. Some other assumptions made in the security proof
model, however, shall be reserved and translated into assumptions on the operational environment,
which are necessary for QKD modules to work properly in specific settings but will not be validated
during the QKD security evaluation. In more detail, the assumptions on the operational environment of
QKD modules include at least the following three aspects:

a) The QKD module is physically protected in its operational environment:

b)

18

1y

2)

3)

The TOE is assumed to operate in a protected environment such that any threat agents cannot

approach the QKD module, and a minimum geographical distance between them is enforeed
by the security and assurance measures of the operational environment. This assumptioh
removes the possibility that the TOE is subject to physical security invasive and partial’nor
invasive attacks that compromise the security and/or interfere with the device’s\physical
interconnections and correct operation. As such, the ISO/IEC 23837 series does not include thie
requirements on physical tampering protection and resistance to some kindsCpf-side channgl
attacks. See 7.4.2 for those side channel attacks that are (or not) considered in this document.

ot

NOTE 1 In other words, the TOE itself is not expected to defend against physical access ths
allows unauthorized entities to extract data, bypass access controls, or manipulate the TOE.

This assumption is not meant to remove the possible threats via‘the external interfaces to t
QKD module. For example, in some use-cases, a QKD module apd-an external KM connected t
it are located within a physically protected environment where the channel between them is
protected at a same security level as well, so the envirefuyent can guarantee the security of
communications over the channel. In other use-cases, however, the channel is not protected 4t
the same security level, and internal adversaries (i.e.threat agents inside the organization) ca
eavesdrop upon or tamper with the communications over it. Consequently, countermeasures
should be adopted to protect the communications over it. Though the first scenario is mo
common in practice, this document from a pragmatic view intends to relax the assumptio
on physical protection of the whole TOE. Tlfdt is, only the QKD module (excluding its externgl
interfaces) is assumed to be physically protected by the operational environment, but remo
threat agents can connect to its external interfaces to conduct adverse actions. This strateg
is logical since a TOE that is secufe'in an environment with weaker assumptions will als
be secure in an environment with stronger assumptions, but the reverse is not always trug.
The starting point of this document is to state the security functional requirements on t
protection of communications over the key management interface, as well as the control an
management interface. See: SFRs FCS_COP.1, FDP_ITC.1, FIA_UAU.2, FPT_ITC.1 and FPT_ITI.
for details. The authorofa PP or an ST can strengthen the assumption by assuming that the QK
module and its external interfaces are both protected in a physically protected environmen
In this case, sonie-of the SFRs (on the protection of communications over the key managemer
interface as well as the control and management interface) are not necessary anymore. Thi
operation is sSupported by the conformance requirements in 10.2 a) 3).

O = O

w0 ~+

NOTE 2 By adoption of the weaker assumption on the environment, the tolerable computin
powerrof the threat agents is analysed as follows. First, due to the security proof model of QK
protocols, the computing power of the threat agent over the quantum channel interface and the classicg
chanhnel interface can he nnbhounded meaning thatitis only limited by the laws of guantum mechanics.

— 09

On the other hand, the computing power of the threat agents over the key management interface as well
as the control and management interface are assumed to be bounded, which means that the security
mechanisms protected with the computational security can be applied to protect these interfaces when
considering internal adversaries.

The author of a PP or an ST shall not remove or reduce this assumption (or a part of it) unless
specific mechanisms or components to address physical security attacks are implemented in
the TOE. See 10.2 a) 1) for more information.

Operators are trusted. It is assumed that operators of the TOE (including system administrator,
auditor or any other legitimate roles operating the TOE) act in the best interests of the security
of the organization, which includes being appropriately trained, following a security policy, and
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adhering to user guidance. It is also assumed that the administrators follow specific guidance to
run the system configuration and the update of firmware and software regularly, in response to the
release of patches or product updates due to known vulnerabilities and technical improvements.

c) Itis assumed that the pre-shared key is confidential and randomly generated before it is input into
the QKD module.

7.3 Assets analysis

3 OR3 nsidea- QKD module bepre dfrg akage o ge-in order
b ensure the security of the QKD module. For the general QKD module defined in this documpent, the
ssets are identified in following list. However, the concrete list of assets defined in a PR or’ah ST can

nly be supplemented according to the specific implementation of the QKD module.

o Q9 ot

o8]

Final key output from the implementation of QKD protocols. To ensure the-security of the final
key, all the relevant security-related information shall also be treated as-individual asfets and
protected from leakage or damage throughout a defined life cycle. In greater detail:

1) The keying material includes:

— the raw data, sifted data, error corrected data produced-during the execution of the QKD
system;

— the QKD authentication key for message authentieation over the classical channel;

— the keys used for the confidentiality and integrity protection of communications between
the KM and the QKD module for final Key uploading (and optionally pre-shgred key
downloading).

QKD protocols assume that parts of the raw data, sifted data, and error corrected data can be
known by a threat agent following quantum state transmission and that parts can be disclosed
during post-processing stage. However; such anticipated leakages and disclosures are e§timated
during parameter estimation to enable appropriate privacy amplification to be perfofmed to
generate the final key. Assets shall-be protected according to the appropriate attack potential from
any other leakage or damage,

A sifting step (thus sifted data) is not necessary in some CV-QKD protocols using hetierodyne
measurements.

2) The user authentication data includes passwords, PINs, credentials and relevant data|for user
authenticationof the operator.

3) Othersegurity-related information includes audited events, audit data, control and manhgement
informration communicated via the control and management interface, and other infqrmation
that(support the security of the TOE.

The-final key, keying material, authentication data and the relevant security-related infqrmation
are recognized as a part of the TSF data of the TOE.

b) The functionalities of QKD modules that must be protected from misuse by illegitimate users.
7.4 Threats to conventional network components

7.4.1 Overview

As a particular type of network device, QKD modules are potentially vulnerable to attacks similar to
conventional network devices. Any significant vulnerability hidden in QKD modules can potentially
attract practical attacks from the perspective of cryptographic engineering practice. A closer look
at the structure of a typical QKD module can potentially reveal ways that threat agents can conduct
adverse actions via the network interfaces of the module, changing the operational environment or
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even probing the circuit of internal chips of the device (considering network-based attacks, side channel
attacks and physical tampering attacks, for example). Specifically, threat agents can use various
strategies to compromise the assets by circumventing the access control mechanism, breaking the
message authentication scheme or abusing the maintenance functions of the QKD module. The diversity
of attack paths makes it difficult to list all possible threats to QKD modules, but from a practical point
of view, the following threats cited in 7.4.2 shall be addressed by QKD modules and their operational
environment through either IT-related controls, or non-IT controls (such as environmental protections
or organizational procedures/policies).

7.4.2 1nreats irom the perspectve o1 network-pdsed CldsSiCal dttdCKS

The deqcription of threats for network devices, given in the collaborative Protection Profile"fd
Network Devices[14], can be referred to as part of a threat analysis for QKD modules. Conventiona
networK-based attacks are mainly conducted via the classical external interfaces of QKD modules (se
6.2), incjuding the control and management interface, the key management interface agdithe classicg
channel(interface. These attacks can be performed at a remote distance, where the threat agents ar
not required to approximate the TOE or physically get hold of the TOE. For conyenience, the threat
consideted in this document are roughly grouped according to the relationship.of attack paths an
presentg¢d in alphabetical order.

NOTE The threats listed below are not intended to be a complete list«of all possible threats to QK
modules|but reflect the current academic and industrial understandings on thé security of network devices an|
QKD modlules. In addition, the identified threats can have dependencies on each other. As threats are usuall
implemepted by threat agent constructed attack paths, they can interactzand interface with each other. Howeve|
compro:[ising the assets of a QKD module is the common objective of all the identified threats.

a)

b)

d)

20
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Audjit circumvention. As a particular type of network dé¥ice, a QKD module is required to provide
a sylstem audit function to the administrators. This function should provide either the option tp
monjitor the system execution status or the optionto exploit recorded audit data. However, thie
audjt implementation can potentially include faults'that enable the threat agents to access, bypass,
or npodify the audit data or audit functionality. without having administrator privileges and withoy
alerfting an administrator. The circumventionmof the audit function further enables the threat agent
to cpmpromise the assets of a QKD module without an administrator noticing that the module ha
been compromised.

v n ~+

v

Cryptographic vulnerability exploitation. A QKD module employs cryptographic mechanism
to rfealize its core functionalifyy especially the functions related to post-processing procedur
(incJuding at least the message/authentication and privacy amplification functions), key uploadin
to the relevant KM after a-successful QKD session, and user authentication before login into the QK
module, etc. Threat agents can attempt to compromise a QKD module and its assets by exploitiEE
any|hidden vulnerabilities in cryptographic algorithms, or the design and implementation of t

cryptographic protocols and procedures.

OTg o™

Failpre exploitation. During the operation phase of a QKD module, various failures can occur fdr
several possible reasons, including errors in the TOE, instability of the operational environment
(incJuding~abnormal variations of the environmental temperature or the power supply|
intefrference with communications over the quantum channel and/or classical channel conducte
by thethreatagents;attacks by threatagentsexploittingunkmowmand-hiddenrvulnerabitities i th
TOE. It is important for the QKD module to preserve a secure state if a failure occurs, otherwise
threat agents can exploit an achieved failure state to compromise the assets of the targeted QKD
module.

[oVRS

Function abuse. During the development, pre-operation, operation and maintenance phases of
the life cycle of a QKD module, some functions related to testing, debugging or management may
be required to facilitate the development or administration purpose. These functions shall be
managed well (including removing or locking them after life cycle phases transition) during the
whole life cycle of the TOE. Otherwise, threat agents can abuse those functions to compromise the
assets of the targeted QKD module.
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Physical security violation. A QKD module should be protected from invasive and non-

invasive

physical attacks. The following discusses an excerpt of restricted physical attacks and should be

completed for a concrete QKD implementation:

— A physical invasive attack results in a physical alteration of the QKD module. This

class of

attack is excluded from the scope of this document as it is assumed that the QKD module is

appropriately protected by its operational environment in this document [see 7.2 a)].

— Some physical non-invasive attacks require the attack threat agent close enough to the QKD
module, for example to induce faults or conduct simple/differential power or electromagnetic

attacks. These attacks are also excluded from the discussion as it is assumed that
module is appropriately protected by its operational environment [see 7.2 a)].

— This document only considers remotely exploitable physical non-invasive attacks, w

the QKD

hich can

be conducted outside of the boundary of physical protection or even over d\long distamjce from

the QKD module (namely remotely exploitable physical attacks), such@s timing atta
ISO/IEC TS 30104:2015, 9.2), cache-timing attacks or any other attacks not requirin
contact with the QKD module to retrieve exploitable side-channel information.

Randomness defect exploitation. Random bit strings are used in_ a*QKD module for the fi
purposes:

— random encoding of the quantum state;

— random selection of the measurement basis;

— random selection of bits for error estimation;

— random selection of the universal-hashing function for privacy amplification;

— random assignment to handle the double-click events;

— acting as the nonce for user authentication (e.g. the challenge-response based protocol
— other purposes for post-processing procedure.

The NRBG in a QKD moduleJis important to maintain the secure state of operation.
deficiencies in the output of the NRBG can be exploited by threat agents to predict or
retrieve information, inorder to harm the above listed functions and compromise the assq
TOE.

Residual data misuse. A QKD module is expected to handle security-related informati
essential pant-of producing final keys and maintaining its secure state. For security reas
validity pefiod of parameters and information should be limited to a reasonable duration.

cks (see
g direct

bllowing

S);

Entropy
directly
ts of the

n as an
ons, the
In other

words, after a specified timescale, they shall be deleted in a timely and irreversible manmer from

the QKD'module. Otherwise, if threat agents penetrate a QKD module they can potentially
or reeover the parameters and information to compromise historical assets of the targe
madule.

' extract
ted QKD

orn

module

L )

Uuauthux lLCd dUlUTO5S. ALLCDD tU thc ulauasculcut aud ulaiutcuauuc fuu\,tiuu.) Uf d \{I\IJ
requires appropriate secure access control mechanisms to be in place. Threat agents can
to exploit possible design and implementation vulnerabilities of the access control mechan

attempt
isms by:

— penetrating the access control mechanism from the control and management interface;

— discovering erroneous configurations of the TOE to achieve access as an administrator or any

other privileged operators;

— applying stolen or in other ways procured credentials to circumvent the access
mechanism as an administrator or any other privileged operators;
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— (for some possible implementations) masquerading as a valid QKD module to trick other QKD
modules into forming a QKD system and executing QKD sessions with it.

All of the above enable the threat agent to retrieve unauthorized information and compromise the
assets of the QKD module.

EXAMPLE A QKD module can require user authentication before logging into the system, and can potentially
operate access control mechanisms at the system-level to control any access to an asset. Especially, the plaintext
of final keys is by design made inaccessible to any operator, even to the administrators.

7.5 Threats to quantum optical components

7.5.1 Pverview

—_—

To bettgr analyse the threats related to exploiting the security vulnerabilities of quantum opticg
compongnts of QKD modules, active and passive vulnerabilities are considered svhich generally
corresp¢nd to two different adversarial strategies of the threat agents. Active vulnerahilities are define
as leakajge of information caused by an active type of attacks, such as a Trojan hoyse attack, a sourd
tamperihg attack, or a blinding attack. Passive vulnerabilities comprise the side>¢hannel vulnerabilitie
coming from the imperfections of the optical components, such as imperfeCtystate modulation, puls
intensity fluctuations, and detection efficiency mismatch of single-photefirdetectors. The following i
devoted|to analysing these vulnerabilities in detail.

wn ®© »nn © =

NOTE A more comprehensive survey of attacks on QKD systems can/de‘found in the ETSI White Paper on th
Implemehtation Security of Quantum Cryptography[13],

[¢)

7.5.2 [Threats exploiting optical source flaws

Threat dgents can attempt to exploit the vulnerabilities of quantum optical components (includinjg
signal spurce and encoder) of the QKD transmitter sitodule to compromise the final key. This class af
threats may relate to the QKD transmitter module-of both the PM-QKD protocol and MDI-QKD protoc

EXAMPLE In a DV-QKD module, the phase of”each signal pulse is typically supposed to be uniform
randomited, but in practice, this cannot be achiéved in all cases. Where not achieved, the threat agents can try

partially|distinguish the quantum states prépared by the QKD transmitter module by measuring these states i
phase sppce. Other attacks to achieve the threat have also been discovered based on the flaws of source, such 34
source tdmpering attack, Trojan-horse<attack, imperfect state preparation and un-randomization phase of sign3
source.

— W

7.5.3 [Threats exploiting optical detection vulnerabilities

Threat gdgents can attempt to exploit the vulnerabilities of one or more quantum optical components
(including the decodérand detector) of the QKD receiver module. If successful, this can potentiall
enable them to compromise the final key. This type of threat can be to a QKD receiver module operatin|
either a PM-QKD:pfotocol or some EB-QKD protocols.

EXAMPL It is known that two single-photon detectors are used in most QKD receiver modules, but it {s
difficult foperfectly match the two single-photon detectors in any degree of freedom, e.g. time, frequency, and
polarization. Then, based on the mismatch of the single-photon detectors, it is possible for the threat agents
to totally or partially control the click of the single-photon detector by controlling the parameters of the input
quantum state. Other attacks have also been discovered based on the flaws of detection, such as a blinding attack,
faked state attack, dead-time attack and wavelength attack.

7.5.4 Threats exploiting parameter adjustment vulnerabilities

Threat agents can attempt to exploit any vulnerabilities hidden in the implementation of the parameter
adjustment procedure. This type of situation involves the threat agent managing to deceive the QKD
modules to operate as if the QKD system were in a safe state, when this is not the case. If successful, this
can lead to a compromise of the final key generated by the QKD modules. This type of threat can be to
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either a QKD transmitter or a receiver module operating a PM-QKD protocol, or to a transmitter module
operating an MDI-QKD protocol, or to a receiver module operating an EB-QKD protocol.

EXAMPLE Before or during a QKD session, it is expected that the QKD transmitter module and the receiver
module can adjust the parameters of their system, such that the timing of single-photon detectors match the
arrival time of the quantum state. Threat agents can try to actively change the timing of the different signals used
to adjust the time of the different single-photon detectors. If successful, an active time-mismatch vulnerability
could have been introduced.

be used
security
priately
ponents

defined

used to
stablish

security
rotocols

are described in 8.2.

8.2 Extended security functional components to Class FTP: Trusted path/channefls

8.2.1 Quantum key distribution (FTP-QKD)

0

.2.1.1 Family behaviour

his family defines requiremeiits for the key establishment between the QKD modules in a hompogenous
KD system. This means-that the QKD modules involved implement the same QKD protocol. The family
hcludes requirements. for the implementation of raw data generation and post-processing stages,
orresponding to the geheral working flow of QKD modules described in 6.5.

Q = O =

his family sheould be included whenever there are requirements for cryptographic keys to be
stablished sécurely by a QKD protocol.

@ =]

o0

.2.1.2<—~Component levelling and description

]

igure 6 shows the component levelling for this family.

| FTP_QKD: Quantum key distribution

Figure 6 — FTP_QKD Quantum key distribution

FTP_QKD.1 QKD protocol and raw data generation require symmetric keys to be established in
accordance with a defined protocol involving the transmission and detection of quantum signals. This
includes configurations negotiation and parameter adjustment where needed.
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FTP_QKD.2 QKD post-processing requires symmetric keys to be securely established by the QKD
modules from the raw data according to the QKD protocol.

8.2.1.3

Management of FTP_QKD.1

The following actions can be considered for the management functions in FMT, including the
management of:

a) the supported protocols of the QKD module;

b) the
c) the
d) the
e) the

8.2.1.4
The foll
a) Mar

8.2.1.5

The foll
PP/ST:

functional role that the QKD module supports;
Fules for carrying out message authentication;
static parameters required by the QKD module;

hvailable configurations for the QKD module.

Management of FTP_QKD.2
wing action can be considered for the management functions in FMT:

agement of the supported schemes for each sub-procedure of the post-processing procedure.

Audit of FTP_QKD.1

wing actions should be auditable if FAU_GEN Security;audit data generation is included in thie

a) Min

b) Minjimal: Failure of a parameter adjustment procedure.
c) Minjmal: Identifications of the implemented QKD protocol.

d) Minfjmal: Identifications and role of the-.communication parties.

e) Bas
f) Bas
g) Det
h) Det
i) Det
j) Det

NOTE

mal: Failure of raw data generation procedure,

c: Attempted execution of raw-data generation procedure.

c: Triggering of a parameter adjustment procedure.

hiled: The static pataineters used in the implementation of the QKD protocol.

hiled: The configiirations negotiated by the QKD system during the execution.

hiled: The-meéssage authentication mechanism chosen for the execution.

hiled:The raw data generated in case of a failed execution of raw data generation procedure.

The levels of audit, such as “minimal”, “basic” and “detailed”, are defined by the components of the

security audit data generation (FAU_GEN) family, as described in ISO/IEC 15408-2:2022, 7.1.3.6.

8.2.1.6

Audit of FTP_QKD.2

The following actions should be auditable if FAU_GEN Security audit data generation is included in the

PP/ST:
a) Min

imal: Failure of a post-processing procedure, including the specific steps during which the

procedure failed.

b) Basic: Attempted execution of a post-processing procedure.

24
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Basic: The identification of the schemes used in the post-processing procedure for sifting, parameter

estimation, error correction and privacy amplification.

Detailed: The intermediate values related to sifted data, corrected key or final key in case of a failed

execution of post-processing stage.

8.2.1.7 FTP_QKD.1 QKD protocol and raw data generation

Component relationships:

Hierarchical to: No other components.
Dependencies: FTP_QKD.2 QKD post-processing
d) FTP.QKD.1.1

The TSF shall implement [assignment: QKD protocol] acting as [assignmient: defined protocol

role(s)].

H) FTP_QKD.1.2

The TSF shall implement one or more of the following mechanisms: [assignment: list of secure

message authentication schemes] to authenticate relevant. data transmitted over the glassical

channel, according to the following rules: [assignmenti)list of rules for carrying |out the
authentication].

d FTP_QKD.1.3
The TSF shall permit [assignment: list of QKD modules of the TOE] to initiate execution of the QKD
protocol.

d) FTP_QKD.1.4
The TSF shall enforce the following:static protocol options: [assignment: list of options].

g FTP_QKD.1.5
The TSF shall negotiate oné of the following protocol configurations between the QKD madules of
the TOE: [assignment: liSt'of configurations] over the classical channel.

f) FTP_QKD.1.6

The TSF shall initiate [assignment: list of parameter adjustment procedures] to adjust parfameters

of it, with each/of the assigned parameter adjustment procedures specified as follows:

1) Trigger methods: [selection: on demand by an authorized user, triggered by [assignment: list of
detected failure events], triggered by [assignment: list of other trigger events]];

2)Y Restrictions on execution: [selection, choose one of: allowed to run simultaneously with QKD
session(s), not allowed to run simultaneously with QKD session(s), [assignment: list|of other
restrictions]];

3) Parameters to be adjusted: [assignment: list of parameters to be adjusted].

g) FTP_QKD.1.7

During the execution of a parameter adjustment procedure, the TSF shall preserve a secu
The TSF shall not execute any parameter adjustment procedure simultaneously with a QKD

re state.
session,

unless the parameter adjustment procedure is allowed to run simultaneously with QKD session(s).
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h)

FTP_QKD.1.8

The TSF shall indicate the status when the TOE is running the following operations: [selection:
key generation, parameter adjustment procedures not allowed to run simultaneously with, or
[assignment: list of other operations]].

FTP_QKD.1.9

The

TSF shall generate raw data and pass it to the post-processing procedure.

8.2.1.8

FTP_QKD.2 QKD post-processing

Componjent relationships:

b)

d)

f)

Hiey
Dep|
FTP

The
FTP

FTP

Dur

archical to:  No other components.

endencies: FTP_QKD.1 QKD protocol and raw data generation

| QKD.2.1

TSF shall implement the post-processing procedure aligned with the-QKD protocol specified i

| QKD.1.1.
|QKD.2.2

ing the post-processing stage, the TSF shall use one of the\following mechanisms [assignment:

sifting schemes] for sifting.

FTP

Dur
par

FTP

Dur
errd

FTH
Dur
priv
FTH
Dur
con
the

the
of o

|QKD.2.3

ing the post-processing stage, the TSF shall use one of the following mechanisms [assignment:

\meter estimation schemes] for parameter.estimation.

| QKD.2.4

ing the post-processing stage, the TSF shall use one of the following mechanisms [assignment:

r correction schemes] for error Correction.

|QKD.2.5

ing the post-processing'stage, the TSF shall use one of the following mechanisms [assignment:

acy amplification schemes] for privacy amplification.
[ QKD.2.6

ing the pastiprocessing stage, if the chosen error correction scheme does not include

bistency «€heck the TSF shall check the consistency of the relevant keying material betwee
QKD niodules of the TOE after error correction. This integrity check shall use one or more d
following consistency check schemes: [selection: error correction schemes, [assignment: lis
Lher schemes]]. If an inconsistency is detected the TSF shall [selection: abort the QKD sessio

-

without producing a final key, |[assignment: list of actions]].

NOTE 1

NOTE 2

26

An additional post-processing procedure can be performed after the consistency check, such as
privacy amplification. If the mechanism used to perform the consistency checks involves any potential leak
of information about the key, the potentially disclosed information is expected to be accounted for in the QKD
protocol.

The consistency check can be a part of the error correction scheme for some implementations.
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8.2.2 User notes
8.2.2.1 FTP_QKD.1 QKD protocol and raw data generation

8.2.2.1.1 User application notes

The security functional component should be used in situations where two parties want to establish a
symmetric key with QKD modules. The security functional component gives the flexibility to the author
of a PP or an ST to specify the expected QKD protocol, and the roles that the QKD modules of the TOE
an function as in the protocol. Message authentication is indispensable for a complete QKD Erotocol

ut the component leaves the author of a PP or an ST author to specify the schemes corrésponding to
he security objective of the protocols. For the QKD modules involved in the QKD protocel, th
hould be commensurate to each other.

ir roles

W o o O

he TOE may implement more than one QKD protocol, and some of the assigiiment and gelection
perations in the elements of FTP_QKD.1 may be specific to particular QKD7protocols. In this case,
is recommended that the author of a PP or an ST iterates FTP_QKD.1 to specify the SFRs [for each
KD protocol implementation separately. The iteration operation shall-meet the requirements in
50/1EC 15408-2:2022, 8.2.2.

— 0 = O =

I

XAMPLE If a TOE implements two different QKD protocols, the author of a PP or an ST can iterate FTP_
KD.1 to form two SFRs as follows: FTP_QKD.1/1 QKD protocol and raw data generation (Protocol 1), and FTP_
KD.1/2 QKD protocol and raw data generation (Protocol 2).

O 0

§.2.2.1.2 Assignment operation

h FTP_QKD.1.1, the first assignment is intended to,state the QKD protocol that has been implegmented
n the QKD module. The assigned QKD protocol shall'be accompanied with an associated security proof.
he security proof shall be approved by the responsible evaluation authority. An evaluation authority
hay take the opinion of a reputable group, such as a standards developing organization, into adcount in
eciding whether to approve a security proof. The second assignment is intended to state the defined
rotocol role(s) of each QKD module irithe TOE, e.g. “QKD transmitter party” and/or “QKD [receiver
arty”.

hollio oMl Nl

h FTP_QKD.1.2, the first assignment is intended to state the message authentication scheme(s)|that the
KD protocol uses for the classical channel. The assigned scheme(s) can be secure without rglying on
miting the computational power of an adversary (e.g. based upon families of hash functions|that are
-Universal) or computationally secure. It should be consistent with the security objective of the TOE as
Pell as the rules specified in the second assignment. The assigned authentication rule shall be cqnsistent
bith the implementéd QKD protocol. A rule can be “all data traffic over the classical channel|shall be
duthenticated except for [assignment: list of data traffic that is not required to be authenticateI]".

S < DN = 0O =

Ih FTP_QKD;1.3, the assignment is intended to specify the permitted initiator(s) of the QKD protocol,
which can _be one of the QKD modules of the TOE, or the two modules of it, depending on the QKD
drotocohand the implementation strategy of the TOE.

Ih“FTP_QKD.1.4, if the QKD protocol has static configuration options, the assignment is int¢nded to
specify the static protocol options for the QKD implementation, such as signal coding methods and
clock frequency for synchronization. The assignment can be “None”, which means the QKD protocol has
no static configuration options. In this case, the element of the SFR is void, and no evaluation activities
are specified.

In FTP_QKD.1.5, if the execution of QKD protocol is allowed to be customized with some parameters, the
assignment gives the QKD modules the flexibility to negotiate the appropriate configurations for the
proper operation of the QKD modules. The configurations depend on the specific protocol chosen to be
implemented in the QKD modules and the implementations themselves, such as the time synchronization
data, heartbeat detection interval, or specific options in terms of the message authentication schemes
or post-processing schemes specified in FTP_QKD.1.2 and FTP_QKD.2 respectively. The assignment can
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be “None”, which means no configurations should be negotiated as per the implementation of the QKD
protocol. In this case, the element of the SFR is void, and no evaluation activities are specified.

In FTP_QKD.1.6, the first assignment is intended to specify all parameter adjustment procedures
implemented by the TOE. The second assignment specifies the failure events that trigger each specific
parameter adjustment procedure. The third assignment specifies additional events (if any) that trigger
each specific parameter adjustment procedure. The fourth assignment specifies additional restrictions
(if any) on the execution of the parameter adjustment procedure, and the fifth assignment specifies the
security-related parameters that are adjusted by the specific parameter adjustment procedure.

In FTP_QKD.1.8, the assignment is intended to specify additional operations (if any) that shallb
indicated by the QKD modules, see the explanation of the selection operation of this element in 8.2.21173.
The assignment can be “None”, which means no additional operations are required to be indicated.

[}

8.2.2.1. Selection operation

In FTP_JKD.1.6, the first selection is intended to define the signals or methods) that trigger the
parameter adjustment procedure, e.g. requested by an authorized user, or in résponse to a failure
event. The second selection is intended to specify the restrictions on the execution of the parametdr
adjustment procedure, such as whether it is allowed to run simultaneouslywith QKD session(s). FTH_
QKD.1.6[gives the author of a PP or an ST the flexibility to specify such ®estrictions, and a security-
related justification should be made in an ST and optionally in a PP.

|

In FTP_QKD.1.8, the selection is intended to specify the operations-that shall be indicated by the QK
moduleq so the operator can understand the status of the QKD system over time, in order to take timel

actions fo deal with alarms or emergencies. The indication may be recorded in the audit data, or in thE
form of $ound, light, etc.

8.2.2.2 | FTP_QKD.2 QKD post-processing

8.2.2.2.1 User application notes

This corpponent should be used to specify the requirements on the post-processing procedure of thie
TOE, which generally includes four sub=procedures: sifting, parameter estimation, error correctioh
and privyacy amplification. For each such“sub-procedure, if more than one scheme is implemented bjy
the TOH, the QKD modules shouldnggotiate the schemes as a part of the protocol configurations as
specifiefl in FTP_QKD.1.5.

If more fhan one QKD protocél is implemented in the TOE and different protocols require different post
processing procedures, it isTecommended that the author of a PP or an ST iterate FTP_QKD.2 to specifly
an SFR for the post-proegessing procedure of each QKD protocol. The iteration operation shall meet thie
requirements in ISO/IE€ 15408-2:2022, 8.2.2.

L
]

EXAMPL If. & TOE implements two different QKD protocols and the protocols require different pos
processing procedures, the author of a PP or an ST can iterate FTP_QKD.2 to form two SFRs as follows:

— FTPJQKD:2/1 QKD post-processmg (protocol 1), with mutual dependencies with FTP_QKD.1/1 QKD protoc

d 2 data oo S Braot
an I OIVV udlta 6\4!!\41 Ol\,l\.lll \l.ll ULU\'UI L},

—

— FTP_QKD.2/2 QKD post-processing (protocol 2), with mutual dependencies with FTP_QKD.1/2 QKD protocol
and raw data generation (protocol 2).

A QKD protocol may combine sub-procedures of the post-processing procedure in order to perform
post-processing in a more optimal manner. In such cases the elements in FTP_QKD.2 can be refined or
combined according to Clause 10 and ISO/IEC 15408-2:2022, 8.2.5.
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8.2.2.2.2 Assignment operation

In FTP_QKD.2.2, the assignment is intended to specify the name(s) of the sifting scheme(s), and requires
a detailed description of it in an ST, and optionally in a PP. This assignment shall be aligned with the
QKD protocol assignment in FTP_QKD.1.1.

In FTP_QKD.2.3, the assignment is intended to specify the name(s) of the parameter estimation
scheme(s), and requires a detailed description of it in an ST and optionally in a PP. This assignment shall
be aligned with the QKD protocol assignment in FTP_QKD.1.1.

Hl FTP_QKD.Z.4, the assignment is intended to specify the name(s] of the error correction scheme(s),
nd requires a detailed description of it in an ST and optionally in a PP. This assignment shall bg aligned
with the QKD protocol assignment in FTP_QKD.1.1.

h FTP_QKD.2.5, the assignment is intended to specify the name(s) of the privacy amplification
cheme(s), and requires a detailed description of it in an ST and optionally in a PR, This assignmgnt shall
e aligned with the QKD protocol assignment in FTP_QKD.1.1.

o wn =

h FTP_QKD.2.6, the first assignment is intended to specify the name(s))of the consistendy check
cheme(s) of the post-processing procedure, and requires a detailed\description of it in an ST and
ptionally in a PP. The consistency check procedure may be implémented as a sub-function of the
rror correction scheme. The second assignment is intended to specify the possible actions |that the
OE performs in case that an inconsistency is detected in thé.keying material. Depending on the
mplementation, the key pair comparison step can be executed-explicitly or implied in other steps of the
hole post-processing procedure.

< =D O U =

0

.2.2.2.3 Selection operation

h FTP_QKD.2.6, the first selection is intended te specify the consistency check scheme(s) used in the
mplementation of the post-processing procedure. The second selection is intended to spgcify the
ctions the TOE performs if an inconsistencyiin the keying material is detected when they are gxpected
b be identical.

Q) e —

(o)

9 Security functional requirements for QKD modules

o)

.1 General

—

his clause describes a-baseline set of security functional requirements (SFRs) that a QKD modyule shall
sptisfy (see Table 3 for-d list of the SFRs). The fulfilment of these SFRs is crucial for the TOE to maintain
the protection against the potential threats analysed in 7.4 and 7.5. Therefore, these SFRs are mgndatory
an are the basis for writing PPs and STs. Considering the various implementations of QKD modules

nd their operational environment however, there are specified conditions in Clause 10 for the author
df a PP oran ST to omit or customize the SFRs. This provides enough flexibility for implementations.
If this_applies in a concrete case, the author of a PP or an ST shall provide a justification for jany SFR
modification or its omission. See Clause 10 for a more detailed explanation on the principlg of SFR
modification from the perspective of conformance.

The SFRs are described in three groups: the requirements on conventional network components (see
9.2), the requirements on the implementation of QKD protocols (see 9.3), and the requirements on
quantum optical components (see 9.4). From the perspective of security functionality, each of the SFRs
can be assigned to one or more specific functions of the TSF, and each function can be realized by either
the conventional network components or the quantum optical components, or a combination of both.
The correspondence between them is described in the third and fourth columns of Table 3, respectively.

To provide sufficient flexibility for the implementation of QKD modules, operations in most of the SFRs
are not completed in this document. When writing a PP or an ST, the completion of each operation of
the SFRs shall meet the requirements in ISO/IEC 15408-1:2022, 8.2 and the relevant requirements on
the usage of the security functional components in ISO/IEC 15408-2. Specifically, for the completion
of assignments and selections in SFRs coming from the standardized security functional components
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in ISO/IEC 15408-2, the relevant principles in ISO/IEC 15408-2 for each of those security functional
components shall be consulted in order to determine if “None” is a valid completion or not. In addition,
the application notes below each SFR provide guidance on the selection of it, and provide more specific
requirements or recommendations for completing it.

Evaluation methods and activities related to the SFRs are specified in ISO/IEC 23837-2. The
ISO/IEC 23837 series provides a general framework for security evaluation of QKD modules under
the framework of ISO/IEC 15408 series, and can be used to facilitate the development of PPs for QKD
modules. Guidance for developing protection profiles for QKD modules is given in Annex A.

Table 3 — Overview of the baseline set of SFRs for QKD modules
Security functional
Subglause . Security functions Implementation corhponents|
requirements
9.2.1 FAU_GEN.1 FUN_SCM
9.2.2 FCS_CKM.6 FUN_KM
FUN_QKD,
9.2.3 FCS_COP.1 FUN_SCM,
FUN_KM
9.2.4 FCS_RNG.1 FUN_QKD
9.2.5 FDP_ACC.1 FUN_SCM
9.2.6 FDP_ACF.1 FUN_SCM
9.2.7 FDP_IRC.1 FUN_SP
9.2.8 FDP_ITC.1 FUN_SCM
9.29 FIA_UAU.2 FUN_SCM
9.2.10 FIA_UID.1 FUN_SEM Conventional network compo-
9.2.11 FMT_LIM.1 FUNSSCM nents
9.2.12 FMT_LIM.2 FUN_SCM
9.2.13 FMT_MSA.1 FUN_SCM
9.2.14 FMT_MTD.1 FUN_SCM
9.2.15 FMT_SMF.1 FUN_SCM
9.2.16 FMT_SMR.1 FUN_SCM
9.2.17 FMT_EMS.T/€onvention FUN_SP
9.2.18 FPT_FLS.1 FUN_SP
9.2.19 FPT/ITE 1 FUN_KM
9.2.20 EPT]ITI.1 FUN_KM
9.2.21 FPT_RCV.2 FUN_SP
9.2.22 FPT_TST.1 FUN_SP
Conventional network com-
9.3.2 FFPOKP+ FON-QKD porents-and-quantumoptical
components
933 FTP_QKD.2 FUN_QKD r(ig;l;f:ntional network compo-
9.4.2 FPT_EMS.1/Quantum FUN_SP Quantum optical components
Conventional network com-
9.4.3 FPT_PHP.3 FUN_SP ponents and quantum optical
components

w
(=]
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9.2 General requirements for conventional network components in QKD module
9.2.1 FAU_GEN.1 Audit data generation

9.2.1.1 Requirement

S

a) FAU_GEN.1.1. The TSF shall be able to generate audit data of the following auditable events:

1) Start-up and shutdown of the audit functions;

2) All auditable events for the [selection, choose one of: minimum, basic, detailed, net’s,
level of audit; and

3) [assignment: other specifically defined auditable events].
H) FAU_GEN.1.2. The TSF shall record within the audit data at least the following,information

1) Date and time of the auditable event, type of event, subject identity” (if applicable),
outcome (success or failure) of the event; and

components included in the PP/ST, [assignment: other audit relevant information].

9.2.1.2 Application note

The SFR specified in 9.2.1.1 is intended to protect QKD modules from the threat of audit circum

]

h FAU_GEN.1.1, the first selection is intended to specify the level of audit for different auditabl
he selection operation shall be completed by the*author of a PP or an ST by taking into acc
duditable requirements defined in the chosenSFRs of the PP or ST. The first assignment in 9

—

y the first selection. In this regard, it issvecommended that the author of a PP or an ST conside

3
details, which may comprise none, or events of an SFR that are of a higher level than that det
s
related to the following actions or states:

—+ Account login: including account name, login time, logout time, as well as account name 3
when the number of consecutive login failures for an account exceeds a threshold value spe
the author of a PP or,ah ST.

-+ User operation: iricluding all the operation records and operation time of the account.
+ System self-téest! including tests performed, time of test and test outcome.

—+ System failtire: including error status and failure time when an operational fault occurs.

]

h FAU_GEN.1.2, the assignment shall be completed by the author of a PP or an ST if more audit{
nformation is required for audit, otherwise “None” is assigned.

—e

pecified]

and the

2) For each auditable event type, based on the auditable event definitions of the functional

vention.

b events.
bunt the
2.1.1 a),

) is for the author of a PP or an ST to assigty other auditable events considering the implemgentation

ermined
r events

nd time
cified by

relevant

2.2 FCS_CKM.6 Timing and event of cryptographic Key destruction

9.2.2.1 Requirement

a) FCS_CKM.6.1. The TSF shall destroy [assignment: list of cryptographic keys (including keying
material)] when [selection: no longer needed, (assignment: other circumstances for key or keying

material destruction)].

b) FCS_CKM.6.2. The TSF shall destroy cryptographic keys and keying material specified
CKM.6.1 in accordance with some specified cryptographic key destruction methods [assi

by FCS_
gnment:

cryptographic key destruction methods] that meet the following: [assignment: list of standards].
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9.2.2.2 Application note
The SFR specified in 9.2.2.1 is intended to protect QKD modules from the threat of residual data misuse.

In FCS_CKM.6.1, the first assignment includes cryptographic keys and keying material used or generated
during the execution of the TOE. Depending on different situations, it is recommended that the two
assignments are made according to the first column of Table 4.

Table 4 — Assignment of FCS_CKM.6.1

Cryptographic keys
Circumstances
(including keying material)

Device decommissioning, or a specific system failuré event
Raw datp, sifted data, error corrected data occurs at the time when the keying material is being used
during the execution of the QKD protocol.

After the part has been successfully uploadedto the relevan
Uploadef part of the final key KM, or a specific system failure event gccurs during a key
upload.

Device decommissioning, or the key has been consumed for
QKD authentication key arecent communication, or a speeific system failure event
occurs at the time when the key-is being used.

In FCS_CKM.6.2, the author of a PP or an ST shall assign at least ore value to the first assignment op
the methods of cryptographic key destruction, which may include,/for example, a direct overwriti
with an|unrelated constant value or a random pattern to the key-variable, or invalidating the original
referende to the key. The second assignment specifies the corresponding standard(s) which describes
the crypgtographic key destruction method assigned in thefirst assignment. If there are no standardjs
corresppnding to the key destruction method(s), a value:of “None” may be assigned. Since different keys
may be ¢lestroyed using different methods, the two assignments can be given in the form of a table. Fgr
examplg, the first column of the table lists the keys-{or keying material) that shall be destroyed, t
second ¢olumn lists the key destruction method(s) corresponding to the keys (or keying material) i
the samg row, and the third column lists the standards corresponding to the destruction method(s) i
the samg row.

- =

9.2.3 FCS_COP.1 Cryptographic operation

9.2.3.1 | Requirement

Y]

FCS_COR.1.1. The TSF shall'perform [assignment: list of cryptographic operations] in accordance with
specifiefl cryptographicidlgorithm [assignment: cryptographic algorithm] and cryptographic key sizg
[assignment: cryptographic key sizes| that meet the following: [assignment: list of standards].

[72)

9.2.3.2 | Application note

The SFR specified in 9.2.3.1 is intended to protect the QKD module from the threats of cryptographT:
analysisland unauthorized access

The first assignment specifies the cryptographic algorithms, which may provide:

— confidentiality and integrity protection of the communications between a QKD module and an
external KM;

— confidentiality and integrity protection of the communications between a QKD module and an
operator via the control and management interface;

— support to the user authentication function.

The second and third assignments specify the cryptographic algorithm which shall be used and its key
size. The assignment shall be commensurate to the computational security requirements on the key
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management interface and the control and management interface of the TOE. For future assignment, it
is recommended to consider fully understood, computationally secure and standardized quantum safe
cryptographic algorithms so as to improve resistance against future attacks. The third assignment can
describe how the key length is determined if it is not a constant length.

The fourth assignment defines the standards for the assigned cryptographic algorithm. If there are no
standards available, a value “None” may be assigned.

If more than one cryptographic algorithm has been used in the implementation, the component can be
iterated to specify all the applied algorithms.

9.2.4 FCS_RNG.1 Random number generation

9.2.4.1 Requirement

d) FCS_RNG.1.1. The TSF shall provide a [selection: physical, hybrid physical] random number ggnerator
that implements: [assignment: list of security capabilities].

H) FCS_RNG.1.2. The TSF shall provide [selection: bits, octets of bits, numbers [assignment: format of the
numbers]] that meet [assignment: a defined quality metric].

9.2.4.2 Application note

—

he SFR specified in 9.2.4.1 is intended to specify security'requirements on NRBG compopents of
KD modules, which is intended to protect the QKD modules from the threat of randomnegs defect
xploitation.

2

(0}

]

h FCS_RNG.1.1, the assignment of security capabilities depends on the type of the implemented
NRBG, including for example the self-testing capability of the NRBG (see the application|note in
50/1EC 15408-2:2022, E.5 for further detail);

]

h FCS_RNG.1.2, the assignment of a quality metric shall be consistent with the security defipition of
ryptographic operations, and the sequrity definition of QKD. Similarly, the author of a PP or|an ST is
ecommended to refer to the appli€ation note in ISO/IEC 15408-2:2022, E.5 for appropriate completion
f the SFR.

o = o =

HXAMPLE To clarify the completion of FCS_RNG.1, some examples here are drawn from the applicdtion note
in ISO/IEC 15408-2:2022, E-5:

Security capability:

—+ Atotal failureftest (of the implemented RBG) detects a total failure of the entropy source immediatlely when
the RNG hasstarted. When a total failure is detected, no random numbers are output.

—+ The online test detects non-tolerable statistical defects of the raw random number sequence (i) immediately
whenithie RNG has started, and (ii) while the RNG is being operated. The TSF must not output any random
numbers before the power-up online test has finished successfully or when a defect has been detecfed.

uality metrics:

— The average Shannon entropy per internal random bit exceeds 0,998.

— Each output bit is independent of all other output bits.
9.2.5 FDP_ACC.1 Subset access control

9.2.5.1 Requirement

FDP_ACC.1.1. The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects,
objects, and operations among subjects and objects covered by the SFP].
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9.2.5.2 Application note

The SFR specified in 9.2.5.1 is intended to protect the QKD modules from the threat of unauthorized
access to the TOE. Access control is required to protect the TOE from malicious actions that compromise
the assets.

In the first assignment, the author of a PP or an ST shall specify a uniquely named access control SFP to
be enforced by the TSF, and the detail of the rules shall be described in FDP_ACF.1 (Security attribute-
based access control).

The sec¢nd assignment should be given in the form of a table with at [east three columns to define the
subjectd, the objects and the operations allowed to perform on the corresponding objects. A suhjeq
is defin¢d here as an active system process or entity of the QKD module, usually acting onybeha
of authdrized external entity/entities or a part of the TOE itself (see ISO/IEC 15408-2). An. object i
defined here as a passive entity in the TOE, usually being a container of data including keying material
or user guthentication data. Operations defined here are the permitted actions a subject thay perfory
on an olject. Such operations are usually read, write, delete or use. The second assigniment shall at leas
prohibit]the output of keying material and user authentication data to any external €ntity, other tha
where this is part of a QKD protocol. The assignment shall ensure that security<ritical data input to o
generat¢d in the TOE is not released inappropriately to an external entity.

T —n

—~ = =+ =

9.2.6 FDP_ACF.1 Security attribute-based access control

9.2.6.1 | Requirement

a) FDP ACF.1.1. The TSF shall enforce the [assignment: access control SFP] to objects based on t
follgwing: [assignment: list of subjects and objects controlled under the indicated SFP, and for each,
the §FP-relevant security attributes, or named groups;6fSFP-relevant security attributes].

b) FDP ACF.1.2. The TSF shall enforce the following rules to determine if an operation amonjg
confrolled subjects and controlled objects is~allowed: [assignment: rules governing access amonyg
controlled subjects and controlled objects using controlled operations on controlled objects].

c¢) FDP ACF.1.3. The TSF shall explicitly authorize access of subjects to objects based on the following
add|tional rules: [assignment: rules)based on security attributes, that explicitly authorize access qf
subjects to objects].

d) FDHACF.1.4. The TSF shallrexplicitly deny access of subjects to objects based on the followinjg
add|tional rules: [assignment: rules, based on security attributes, that explicitly deny access of subjects
to opjects].

9.2.6.2 | Applicationnote

The SFR specifiéd)in 9.2.6.1 is intended to protect QKD modules from the threat of unauthorize
access tp the TOE, which shall be used as a companion SFR with FDP_ACC.1. The detail of the acces
control fules implemented in QKD modules shall be described by customizing each element in the SF
considetiftga specific implementation strategy. The assignments shall at least deny the output of keyin
material and user authentication data to any external entity as required in the FDP_ACC.1.

n

LI~

9.2.7 FDP_IRC.1 Information retention control

9.2.7.1 Requirement

a) FDP_IRC.1.1. The TSF shall enforce the [assignment: information erasure policy] on a [assignment:
list of objects] required for [assignment: list of operations] so that the selected objects are deleted
irreversibly and untraceably from the TOE promptly upon termination of the selected operations.

b) FDP_IRC.1.2. The TSF shall ensure that [assignment: list of objects] cannot be accessed after their
release and prior to their irreversible and untraceable deletion.
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9.2.7.2 Application note

The SFR specified in 9.2.7.1 is intended to protect QKD modules from the threat of residual data misuse,
such that security-related information which is no longer needed cannot be exploited by the threat
agents to compromise the security of QKD modules. In order to better alleviate the residual data misuse
threat, FDP_IRC.1 shall be used in conjunction with the key destruction requirement FCS_CKM.6 (in
which only key and keying material destruction are considered).

In FDP_IRC.1.1, it is recommended that the assignments are made according to Table 5.

Table 5 — Assignment of FDP_IRC.1.1

Objects Operations Information erasure policy
Yiser authentication data (see 7.3) identity authentication of the a) Circumstance: No longer needed
operator for the authentication pre¢cess, or

a system. feset event occuf's

b) Erasure“method: overwifite with
an,unrelated constant Yalue or
ranndom pattern

ther security related information |security audit, and relevant sys- |d)~—Circumstance: No longer
see 7.3) tem management or maintenance needed for the system apdit and
operations management process, or a4 system

reset event occurs

b) Erasure method: overwifite with
an unrelated constant yalue or
random pattern

et

h FDP_IRC.1.2, the author of a PP or an ST shall assign a list of objects that constitutes a subsgt of the
st assigned in FDP_IRC.1.1.

p—

9.2.8 FDP_ITC.1 Import of user data:without security attributes

9.2.8.1 Requirement

d) FDP_ITC.1.1. The TSF shall*enforce the [assignment: access control SFP(s) and/or information flow

control SFP(s)] when importing user data, controlled under the SFP, from outside of the TOE.

H) FDP_ITC.1.2. ThelTSF shall ignore any security attributes associated with the user dafa when
imported fromroutside the TOE.

d FDP_ITC.1:3+The TSF shall enforce the following rules when importing user data controll¢d under
the SFPifrom outside the TOE: [assignment: additional importation control rules].

9.2.8.2>- Application note

he-SFR specified in 9.2.8.1 is intended to protect QKD modules from the threat of unauthorized access
to the TOE. The access control SFP shall be enforced when importing data from outside of a QKD module.
The data which is expected to be imported externally includes the pre-shared key (used for the QKD
authentication key) and system (initialization) configuration for the QKD module to work, which can
be imported from the system control and management interface. In some extreme cases, when there
are no more keys available within the QKD module to be used as the QKD authentication key, fresh keys
may be downloaded from the relevant KM (or entered into the QKD module directly) to make the QKD
system effective.

In FDP_ITC.1.1, the specified SFP in the first assignment shall have clear rules to control the security
of data imports, and the confidentiality of the data shall be ensured during the importing process. The
applied cryptographic algorithms for confidentiality protection shall be described in FCS_COP.1.
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In FDP_ITC.1.3, if no additional importation control rules are needed, the assignment can be “None”.
9.2.9 FIA_UAU.2 User authentication before any action

9.2.9.1 Requirement

FIA_UAU.2.1. The TSF shall require each user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.

9.2.9.2 | Application note

The SFR|specified in 9.2.9.1 is intended to protect QKD modules from the threat of unauthorized a¢ceds
to the TPE. Before operating the QKD modules, a user shall be successfully authenticated throtgh thie
control ind management interface of QKD modules. This document does not limit the approaches fqr
user authentication, but only requires the approach adopted by an implementation teybeé secure and
commerjsurate with the whole security expectations on the QKD modules.

FIA_UAU.2 is intended for user authentication. For some implementations of &4,'QKD system, mutual
authentication between the QKD modules shall be performed before the systeni proceeds to the rayw
data gerjeration stage, as described in the description of the initialization stage in 6.5. In this case, thie
author gf a PP or an ST can use the SFRs FTP_ITC.1 or FTP_TRP.1 from ISOAEC 15408-2, or define newv
compongnts to specify the mutual authentication function, if any.

9.2.10 FIA_UID.1 Timing of identification

9.2.10.1 Requirement

a) FIA|UID.1.1. The TSF shall allow [assignment: list_ of TSF-mediated actions] on behalf of the user tp
be gerformed before the user is identified.

b) FIA|UID.1.2. The TSF shall require each usefto be successfully identified before allowing any TSH
mediated actions on behalf of that user.

9.2.10.7 Application note

The SFR specified in 9.2.10.1 is intended to protect the QKD modules from the threat of unauthorizefd
access tI} the TOE. The author ofia PP or an ST may assign values to the TSF-mediated actions dependinjg
on specific conditions. If no actions can be performed before identification, “None” may be assigned.

9.2.11 FMT_LIM.1 Limited capabilities

9.2.11.1 Requirement

=

FMT_LIM.1.1.\/Fhe TSF shall limit its capabilities so that in conjunction with FMT_LIM.2 (limite
availability) the following policy is enforced [assignment: Limited capability and availability policy].

9.2.11.2 Application note

The SFR specified in 9.2.11.1 is intended to protect QKD modules from the threat of functions abuse.
QKD modules may incorporate some functions designed for functional testing and maintenance, for
use by the TOE designer or an administrator during certain phases of the TOE’s life cycle. If some such
functions are used by threat agents, it can potentially result in the most serious of compromises to
some or all of the TOE, or even for the system to be destroyed, in some cases. Consequently, any QKD
module shall thoroughly close/lock those functions or limit their availability or capability. The author
of a PP or an ST shall explicitly list the functions (if any) that are categorized as testing functions and
demonstrate that they have been limited in capability, or removed so they are no longer available. On
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the other hand, this document does not exclude there being no such testing functions in the TOE. In this

case, “None” may be assigned or the SFR can be omitted when writing a PP or an ST.
9.2.12 FMT_LIM.2 Limited availability

9.2.12.1 Requirement

FMT_LIM.2.1. The TSF shall be designed in a manner that limits its availability so that in con

junction

with “Limited capabilities (FMT_LIM.1)” the following policy is enforced [assignment: Limited capability

dnd availabpility policy|.

\0

.2.12.2 Application note

he SFR specified in 9.2.12.1 is intended to protect QKD modules from the threat’of function
hich shall be used as a companion SFR of FMT_LIM.1. If the implementation strategy does no
esting functions in the TOE, “None” may be assigned or the SFR can be omitted When writing a
T. See the related explanation in the application note for FMT_LIM.1 in 9.2:1.2.

LNt <

9.2.13 FMT_MSA.1 Management of security attributes

9.2.13.1 Requirement

[selection: change_default, query, modify, delete, [assignment: other operations]] the security at
[pssignment: list of security attributes] to [assignment: the authorized identified roles].

9.2.13.2 Application note

The SFR specified in 9.2.13.1 is intended to protect QKD modules from the threat of unauthorize

s abuse,
Cinclude
PP or an

HMT_MSA.1.1. The TSF shall enforce the [assignment: access control SFP(s)] to restrict the ability to

tributes

d access

tp the TOE. The assignment of security attributes and the allowed operations on them depend on the

duthorized identified roles, which should'be done in accordance with Table 6. See FMT_SMR.1 gpecified
in 9.2.16 for the definition of security roles for the TOE.
Table 6 — Assignment of FMT_MSA.1.1
Security attributes Role and operations
fpdoption of a cryptographic algorithm. (If multiple alternative |Administrator: change_default, query|modify
\lgorithms are implemented for the same purpose.)
Threshold value forfailure event decision in FPT_RCV.2, such Administrator: change_default, query|modify
S
) The magkimal tolerable number of continuous failures of
raw-data generation stage during a defined period of time;
b) AThe maximal tolerable number of continuous failures of
post-processing stage during a defined period of time.
Static parameters or configurations of QKD protocols. Administrator: change_default, query, modify

9.2.14 FMT_MTD.1 Management of TSF data

9.2.14.1 Requirement

FMT_MTD.1.1. The TSF shall restrict the ability to [selection: change_default, query, modify, delete, clear,
[assignment: other operations]] the [assignment: list of TSF data] to [assignment: the authorized identified

roles].
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9.2.14.2 Application note

The SFR specified in 9.2.14.1 is intended to protect QKD modules from the threat of unauthorized access
to the TOE. Depending on the authorized identified roles, the allowed operations to the TSF data should
be in accordance with Table 7. See FMT_SMR.1 specified in 9.2.16 for the definition of security roles for
the TOE.

Table 7 — Assignment of FMT_MTD.1.1

TSE data Role and npprnfinnc
QKD authentication key Administrator: modify, delete
PIN codd Administrator: change_default, modify, delete (PIN codesof.all

(only if RIN-based user authentication is users)

required by the TSF)

9.2.15 FMT_SMEF.1 Specification of management functions

9.2.15.1 Requirement

FMT_SMF.1.1. The TSF shall be capable of performing the following management functions: [assignment:
list of m@inagement functions to be provided by the TSF].

9.2.15.2 Application note

The SFR| specified in 9.2.15.1 is intended to protect QKD modules from threats including unauthorized
access tg the TOE. The management functions to be provided by the TSF may include:

— keymanagement and system parameter configuration of a QKD module;
— aud]t log query and analysis;

— othgr system maintenance functions depénding on the implementation strategy.

strategy, and “None” may be assigned if no management function is presented in the desig
Furthermore, this security functienal component works in conjunction with other components in t
class of [FMT. If the practice requires restricting the ability to use the management functions, othd
security] functional components in the class of FMT (FMT_MOF.1 for example) should be chosen tp
express [the specific requiréments. See ISO/IEC 15408-2:2022, 13.8 for detail.

The author of a PP or an ST shall specify.the management functions according to their implementation
r

9.2.16 FMT_SMR.1Security roles

9.2.16.1 Requirement

a) FMT_SMR.1.1. The TSF shall maintain the roles [assignment: the authorized identified roles].

b) FMT_SMR.1.2 The TSF shall be able to associate users with roles.

9.2.16.2 Application note

The SFR specified in 9.2.16.1 is intended to protect QKD modules from the threat of unauthorized access
to the TOE. The authorized roles shall at least comprise “administrator”. To leave more flexibility for the
implementation, this document does not specify other possible roles for the TOE. The author of a PP or
an ST can define further roles depending on the implementation strategy, such as “auditor” for defining
the audit strategy for the TOE and managing audit records, “maintainer” for the maintenance of the
QKD modules, and “identified user” for all identified users of the QKD modules.
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9.2.17 FPT_EMS.1/Convention Emanation of TSF and User data

9.2.17.1 Requirement

FPT_EMS.1.1. The TSF shall ensure that the TOE does not emit emissions over its attack surface in such

amount that these emissions enable access to TSF data and user data as specified in Table 8.

Table 8 — Assignment of FPT_EMS.1.1

timing variations of opera-
tions with different inputs,
cache missing information.

1D Emissioms Attacksurface—— T SFdata Yserdgta
Remotely exploitable side Classical channel [assignment: list of -
channel information leaked relevant security-re-
from the conventional net- lated information).
| work components, such as

[assignment: list of types of  |[assignment: list of types |[assignment:fist.of [assignment:
emissions] of attack surface] types of TSEdatal types of user d

ist of
atal

A0

.2.17.2 Application note

he SFR specified in 9.2.17.1 is intended to protect QKD moddules from remotely exploitable
ecurity attacks induced mainly by the vulnerabilitiesyef the conventional network com
tee physical security violation threat described in 7.4.2). Faulty implementation or insecur
f cryptographic devices can lead to leakage of<relevant security-related information
duthentication data or keying material etc.), other ¢han as intended as part of a QKD protoco
their operation. This leakage can potentially bé.exploited if the threat agent is able to discc
analyse the side channel. This is known as sjde*channel attack (SCA). QKD protocols typically
sending information over the classical channel without a requirement for confidentiality m
Juch information can include parts of the keying material. Information intentionally comm
nder the QKD protocol in operation is not considered under FPT_EMS.1/Convention.

O/ n

ost SCA methods cannot be operated remotely, as their setup requires physical presence
gent’s equipment at the TOE glectrical contacts or near the surfaces of the device surface. For ¢
imple and differential powerahalysis, as well as electromagnetic analysis cannot be executed r
nder assumption a) in Z2,these attacks are countered by the physical protection of the opsg
vironment of the TQE, and are therefore outside the scope of this document.

ntents shall

physical
ponents
e design
such as
, during
ver and
r involve
easures.
inicated

f threat
bxample,
emotely.
rational

emotely
ble SCA
classical

specific
ronsider

plementations of the conventional network comp

onents of the TOE. The co
-of-the-art ana methods fo o i i i

9.2.18 FPT_FLS.1 Failure with preservation of secure state

9.2.18.1 Requirement

2,2022,

FPT_FLS.1.1. The TSF shall preserve a secure state when the following types of failures occur:

[assignment: list of types of failures in the TSF].
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9.2.18.2 Application note

The SFR specified in 9.2.18.1 is intended to protect QKD modules from the threat of failure exploitation.
See the FPT_RCV.2.2 in 9.2.21 for the types of failure events that shall be considered. The term “secure
state” refers to a state where the TOE operates with consistent TSF data and the TSF continues correct
enforcement of the SFRs. It also comprises a state where a failure has been detected, but the TOE
protects itself from exploitation of this failure state. For example, this protection can be the blocking of
all interfaces except those that are only accessible to administrators. In case of those assigned failures,
the TSF with a specific QKD implementation strategy may select to notify an administrator of the
events.

9.2.19 FPT_ITC.1 Inter-TSF confidentiality during transmission

9.2.19.1 Requirement

FPT_IT(Q.1.1. The TSF shall protect all TSF data transmitted from the TSF to another tfusted IT produc
from unputhorized disclosure during transmission.

(s

9.2.19.7 Application note

The SFR|specified in 9.2.19.1 is intended to ensure that QKD modules are,ctyptographically secure from
the threat of cryptographic analysis. The TSF data considered here ificlude (parts of) the final keyls
uploadefl from a QKD module to a KM, and optionally the pre-sharedkey transmitted from the relevarnt
KM to the QKD module, both transmitted via the key managementinterface. The TSF shall protect the
confidentiality of the TSF data, which can be achieved by the.use of cryptographic algorithms. These
algorithins shall be specified in the SFR FCS_COP.1.

9.2.20 FPT_ITI.1 Inter-TSF detection of modification

9.2.20.1 Requirement

a) FPTLITL.1.1. The TSF shall provide the-capability to detect modification of all TSF data durinjg
trarjsmission between the TSF and‘another trusted IT product within the following metrig:
[assignment: a defined modification meétric].

b) FPTLITL1.2. The TSF shall provide the capability to verify the integrity of all TSF data transmitted
betyeen the TSF and another trusted IT product and perform [assignment: action to be taken)]
modifications are detectéd

=)

9.2.20.2 Applicationmnote

The SFR specified in"9.2.20.1 is intended to protect QKD modules from the threat of cryptograph
analysis|l The TSFdata considered here includes the (part of the) final key uploaded from a QKD modulle
to the KM, and optionally the pre-shared key transmitted from the relevant KM to the QKD modulg;
both arg transm

The first assignment shall be specified in accordance with the security property of the assigned
algorithm to achieve integrity protection. Once a modification has been detected, the TSF shall discard
the received data and take more actions based on the implementation. The second assignment shall
respect this requirement.
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9.2.21 FPT_RCV.2 Automated recovery

9.2.21.1 Requirement

a) FPT_RCV.2.1. When automated recovery from [assignment: list of failures/service discontin

uities] is

not possible, the TSF shall enter a maintenance mode where the ability to return to a secure state is

provided.

b) FPT_RCV.2.2. For [assignment: list of failures/service discontinuities], the TSF shall ensure th

ofthe TOE to a secure state ncing automated prnr‘nr]nrnc

ereturn

A0

.2.21.2 Application note

—

he SFR specified in 9.2.21.1 is intended to protect QKD modules from the threat of failure expl
efore discussing the completion of this requirement, the meaning of it and itS—relation wi
agRs are explained first. In a maintenance mode, normal operation is usually.impossible or

(wwl

stricted, as otherwise insecure situations can arise. Typically, only autherized users sh
llowed to access this mode. Consequently, the SFR FPT_RCV.2 should work.in conjunction with
MT_SMF.1 and/or other requirements in the class of FMT. For examplé,/the maintenance m
lock all interfaces except those that are only accessible to administrators. The “secure stat
b some state in which the TOE has consistent TSF data and the TSE’continues correct enforc
he SFRs. The mechanism is designed to detect exceptional conditions during operation falls u
equirements of FPT_FLS.1 and FPT_TST.1 (see 9.2.17 and 9.2{22 for detail).

o S S i il

h FPT_RCV.2.1, it is required to assign the failure or service discontinuity scenarios in which|
hall enter a maintenance mode and be manually recovered to a secure state, since automated 1
Fom these failures can be difficult to realize in practice. A PP or an ST shall include assignmg
over all of the following failure events [a), b) and\C)]"and the events should be detailed accordil
mplementation strategy of the TOE:

— N =h ) =

d) Excessive errors or failures in the raw~data generation stage during a given time period. T
be caused by the following or othert‘easons:

— continuous problems durirg-quantum state generation, transmission or detection;
— continuous problemsexecuting a parameter adjustment procedure.

H) Excessive errors or failures in the post-processing stage during a given time period. This
caused by the following or other reasons:

— continuous.problems completing parameter estimation;
— continuous message authentication failures;
— continuous consistency check failures.

d _Excessive failures that are not automatically recoverable from one or more self-testj
the initialization stage. For example, a QKD module can have tried several times to (

pitation.
th other
severely
ould be
the SFR
bde may
b” refers
bment of
nder the

the TSF
ecovery
nts that
g to the

his may

may be

during
omplete

thenitiatizatiomr stage but—atways experience the same faiture—Comsequently, it—shatt

enter a

maintenance mode, which should be defined as a secure state by the author of a PP or an ST, and
provide the ability for manual recovery. The failure can be caused by the following or other reasons:

— Dbootstrap errors due to the malfunction of one or more major functional components
QKD module;

— failures of a start-up test or periodical self-testing (see FPT_TST.1).

inside a

To complete the above assignments, the author of a PP or an ST shall specify the relevant thresholds
for failure decisions, and a corresponding function for security attribute management may be provided

(see FMT_MSA.1 for detail). Moreover, when entering a maintenance mode, the TSF with a spec
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implementation strategy may select to notify an administrator of the failure events and indicate the
special operating mode entered.

In FPT_RCV.2.2, the assignment should consider at least the following failure events:

a) Failure events assigned in FTP_QKD.1.6. In this case, the TSF may attempt recovery by running a

furt

her parameter adjustment procedure.

b) Failure of a relevant consistency check of the keying material during the post-processing stage. In

this

case, the on-going QKD session shall terminate and all intermediate keying material related to

this
Sess

c) Fail

authentication procedure is implemented between the QKD modules), or between a QKD module

and
aga

The rel:
defined
the TOE

The des;f
9.2.22

9.2.22.1

a) FPT

up,
[ass
[sel

b) FPT]
[seld

c) FPT
[sel

9.2.22.2
The SFR

In FPT
should h

Session shall be destroyed immediately. In the next step, the YKD modules launch a new QKP
ion automatically as normal.

ire in mutual authentication between the QKD modules of the TOE (where ,a mutual

an external IT-product (e.g. a relevant external KM). In such cases, the entities invelved can trfy
n to mutually authenticate each other.

itionship between FPT_RCV.2.1 and FPT_RCV.2.2 is that when accumulated failures over
time period exceed the thresholds defined in FMT_MSA.1, FPT_RCV.2:1<comes into effect an
enters a maintenance mode.

[@ PRy

ruction of keying material shall meet the requirement of FCS_CKM:6.
FPT_TST.1 TSF self-testing

Requirement

| TST.1.1. The TSF shall run a suite of the follewing self-tests [selection: during initial starf
periodically during normal operation, at the.xequest of the authorized user, at the conditions
ignment: conditions under which self-test shotfld occur]] to demonstrate the correct operation ¢
pction: [assignment: parts of TSF], the TSE]: [assignment: list of self-tests run by the TSF].

—n

=)

| TST.1.2. The TSF shall provide authorized users with the capability to verify the integrity d
ection: [assignment: parts of TSF data], TSF datal.

=

| TST.1.3. The TSF shall proyvide authorized users with the capability to verify the integrity d
ection: [assignment: parts of)TSF], TSF].

Application note
specified in 9.2:22.1 is intended to protect QKD modules from the threat of failure exploitation.

'ST.1.1, thefirst and second assignments shall at least cover the items listed in Table 9 an{d
e detailéd as per the implementation strategy of the TOE.

Table 9 — Assignment of FPT_TST.1.1

Self-test Time/condition Method
NRBG During initial start-up, or at the request of  |Statistical test or other ap-
the authorized user proaches for health tests

of NRBG

Implementation of classical cryp- When the algorithm is first used after sys- |Known-answer test of

tographic algorithm tem power on cryptographic algorithm

Software and firmware integrity During initial start-up Integrity verification using
reference values stored
internally within the QKD
module
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