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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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cedures used to develop this document and those intended for its further maintenance
cribed in the ISO/IEC Directives, Part 1. In particular, the different approval (criterip
for the different types of document should be noted. This document was drafted ip
hce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives qr

Attention is drawn to the possibility that some of the elements of this document mdy be the subjec
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www.isd.org/iso/foreword.html. In the [EC, see wwwiec.ch/understanding-standards.
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t rights. ISO and IEC shall not be held responsible for identifying dny“or all such patert
etails of any patent rights identified during the development of the.decument will be in thie
tion and/or on the ISO list of patent declarations received (see wwaiso.org/patents) or the [EC
tent declarations received (see https://patents.iec.ch).

e name used in this document is information given for the‘convenience of users and does nqt
e an endorsement.

explanation of the voluntary nature of standards,;.the meaning of ISO specific terms an{d
ons related to conformity assessment, as well-as information about ISO's adherence t|
ld Trade Organization (WTO) principles inythe Technical Barriers to Trade (TBT) se

D O

This do
Subcom

This thi
technics

The main changes are as follows:

— modg
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systlems (starting frem 37.03.42), devices (37.04.02), interaction (starting from 37.06.33), personng
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fument was prepared by Joint TechnicaliCommittee ISO/IEC JTC 1, Information technology,
mittee SC 37, Biometrics.
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rd edition cancels and replaces, the’second edition (ISO/IEC 2382-37:2017), which has bee
lly revised.

ifications to some of the-terms published in the 2017 edition; and

tion of new termis related to biometric systems (starting from 37.02.08), data in biometric

—

rting from 3707.26) and performance (starting from 37.09.23).
hl] partsin/the ISO/IEC 2382 series can be found on the ISO and IEC websites.

dback’ or questions on this document should be directed to the user’s national standard

body. A
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complete listing of these bodies can be found at www.iso.org/members.html an

www.iec.ch/national-committees.
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Introduction

The main purpose of this document is to provide a systematic description of the concepts in the subject
field of biometrics and to clarify the use of the terms in this subject field. The subject field of biometrics

is broken down into sub-fields.

This document is addressed to biometrics standardizers and to users of these standards.

The terms defined in this document are to be understood within the context of the subject field of

ords that are written in italics are defined in this document. Words that are written in upr

re to be understood in their natural language sense. The authority for natural language use

in this document is the Concise Oxford English Dictionary (COED), Thumb Index Edition (tenth
vised, 2002).

he numbering of all terms in this document begins with “37” to indicate the Subcommitteg
echnical Committee ISO/IEC JTC 1 that created the terms. This is consistent will all other par

in angle

ght font
pf terms
edition,

e of Joint
ts of the

IBO/IEC 2382 series. The subsequent numerical heading for each ertny within this documenit (37.xx)

presents the number of the highest-level category in the concept’map in which the term p
falls. This is consistent with “Systematic Order” as described infISO 10241-1:2011, 5.1.2, in W
eading reflects the concept system. In the first edition of this document (ISO/IEC 2382-3
the third numerical designator (37.xx.yy) was also consistent with “Systematic Order”, movi
ost general to more specific terms within each highestdevel category of the concept map.
evelopment of the current edition of this document; the decision was made to append the ne
ih each category such that the numbering of the earlier terms inherited from the 2012 editig
ot change. This implies that the third numerical designator is now in “Mixed Order” as des

[0 10241-1:2011, 5.1.3.

o, terms are added to this document in batches for each updated version. These terms are
Iphabetical order. This ensures that the-humbers allocated to a term remain the same and t
dan be referred to consistently.

The terms in this document are listed under a number of general headings.

The layout follows the directions given in ISO 10241-1. Thus, the elements of an entry appes
bllowing order:

-

1+ Entry number (mandatory)
+ Preferred term(s) (mandatory)
—+ Admittéd-term(s)

—+ Deprecated term(s)

rimarily
rhich the
7:2012),
ng from
With the
W terms
n would
rribed in

hdded in
hat they

ir in the

+C-Definition (mandatory)

— Example(s)
— Note(s) to entry

The alphabetical index includes preferred and admitted terms.

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=033c6082a67c33a9682116d15e903b06



https://standardsiso.com/api/?name=033c6082a67c33a9682116d15e903b06

INTERNATIONAL STANDARD ISO/IEC 2382-37:2022(E)
Information technology — Vocabulary —
Part 37:
Biometrics
1 Scope
his document establishes a systematic description of the concepts in the field of biometrics pegrtaining
existing

1
tp recognition of human beings. This document also reconciles variant terms in use in pre-
I
i

ih this field.

This document does not cover concepts (represented by terms) from information technology,
recognition, biology, mathematics, etc. Biometrics uses such fields of kiiowledge as a basis.

Ih principle, mode-specific terms are outside of scope of this document.

2 Normative references

There are no normative references in this document.

Terms and definitions

L)

— ISO Online browsing platform: available at https://www.iso.org/obp

- [EC Electropedia: available athttps://www.electropedia.org/

3.1 Terms related to general concepts

7.01.01
iometric, adj
f or having to do-with biometrics (37.01.03)

o o

Note 1 to entry:-The use of biometric as a noun, to mean for example, biometric characteristic (37.
deprecated.

HXAMPLE1 Incorrect usage #1: ICAO resolved that face is the biometric most suited to the practig
travel documents.

S ANMPL D L 'S L1 | Fall.WaY 1 Jd el O - H £ las daad o] (2
LATYIVIT O 4 GUITTCLULU uaqsc T 1., ITUnNnuU TTSUIVOU Ulldl 1TdlT 1CLU5111L1U11 IS5 UIT UIVUIIITLULIU 7TIUuc LJ

suited to the practicalities of travel documents.
EXAMPLE 3  Incorrectusage #2: The biometric recorded in my passport is a facial image.

EXAMPLE 4  Correctusage #2: The biometric characteristic recorded in my passport is a facial image

hternational Standards on biometrics against the preferred terms, thereby clarifying the use pf terms

pattern

IF0 and [EC maintain terminology databasesfor use in standardization at the following addresses:

D1.02), is

alities of

05) most

Note 2 to entry: Since the late 19th century the terms biometrics and biometry have been used with the general
meaning of counting, measuring and statistical analysis of any kind of data in the biological sciences including

the relevant medical sciences.

© ISO/IEC 2022 - All rights reserved
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37.01.02

biometric characteristic

DEPRECATED biometric

biological and behavioural characteristic of an individual from which distinguishing, repeatable
biometric features (37.03.11) can be extracted for the purpose of biometric recognition (37.01.03)

EXAMPLE Examples of biometric characteristics are Galton ridge structure, face topography, facial skin
texture, hand topography, finger topography, iris structure, vein structure of the hand, ridge structure of the
palm, retinal pattern, handwritten signature dynamics, etc.

37.01.07
biometric recognition

biometrics

automatled recognition of individuals based on their biological and behavioural characteristics

Note 1 tolentry: In the field of biometrics (as defined in this document), “Individual” is restricted.in scope to refg
only to hjimans.

—

Note 2 td entry: The general meaning of biometrics encompasses counting, measuring and statistical analysis ¢f
any kind|of data in the biological sciences including the relevant medical sciences.

Note 3 td entry: Biometric recognition encompasses biometric verification (37.08 83)-and biometric identificatio
(37.08.0%).

=

Note 4 tq entry: Automated recognition implies that a machine-based system is used for the recognition eithg
for the fyll process or assisted by a human being.

—

Note 5 o entry: Behavioural and biological characteristics cannot be completely separated which is wh
the defijition uses ‘and’ instead of ‘and/or’. For example, a _fingerprint image results from the biologic3
charactefistics of the finger ridge patterns and the behaviourahdét of presenting the finger.

—<<

Note 6 t¢ entry: Use of 'authentication’ as a synonym for:“biometric verification or biometric identification”
deprecatkd; the term biometric recognition is preferred:

%)

3.2 Terms related to biometric systems

37.02.0

biometric capture subsystem

biometric capture devices (37.04.01) and any sub-processes required to execute a biometric captun
process (37.05.02)

[

Note 1 tolentry: In some biometricsystems (37.02.03), converting a signal from a biometric characteristic (37.01.04
to a captiired biometric sample.(37.03.25) can include multiple components such as a camera, photographic pape
printer, digital scanner, iikand paper.

5

Note 2 to entry: A biortetric capture subsystem can consist of only a single biometric capture device.

37.02.0
biometricidentification system
system that'aims to perform biometric identification (37.08.02)

37.02.03

biometric system

system for the purpose of the biometric recognition (37.01.03) of individuals based on their behavioural
and biological characteristics

Note 1 to entry: A biometric system will contain both biometric (37.01.01) and non-biometric components.

37.02.04
biometric verification system
system that aims to perform biometric verification (37.08.03)

2 © ISO/IEC 2022 - All rights reserved
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37.02.05

mode

DEPRECATED biometric, noun

combination of a biometric characteristic (37.01.02) type, a sensor type and a processing method

Note 1 to entry: The processing algorithm may contain multiple methods, details of which are not necessarily
externally apparent. Thus, a biometric system (37.02.03) is considered as using one processing method, until it is
otherwise specified.

Note 2 to entry: Determining what constitutes a single type of sensor, processing method or biometric
P D at 1mages of ridge|patterns

from both thumbs and fingers represent a smgle blometrlc characteristic type, i.e. fingerprints. With|respect to
sensors, infrared and optical bandwidth sensors are considered different types, but optical bandwidth sensors
e considered a single type despite imaging red, green and blue bandwidths.

7.02.06
hultimodal

hultiple in at least two out of three constituents of a mode (37.02.05) in @ single biometrig system
37.02.03)

=2 =

ote 1 to entry: Multiple implies difference in type.

7.02.07
ystem participation ratio
roportion of individuals eligible to use the system who do usé the system

=Z T W

ote 1 to entry: Enrolled individuals are a subset of eligible individuals.

=z

ote 2 to entry: This term is used to express the extent of take-up and use of a biometric system (37.02.043).

7.02.08

iometric fusion
ombination of biometric (37.01.01) information from different sources to inform a comparison|decision
37.03.26) within a biometric transaction(37.06.45)

=z el el el dv)

ote 1 to entry: The sources can be atthe'signal, feature, score, rank or decision level.

7.02.09

honobiometric system
iometric system (37.02,03) of which all of the following components are required to be gingular:
iometric capture subsystem (37.02.01), biometric instance (37.03.46), biometric characteristic (37.01.02)
ype, biometric algorithm (37.04.02) and biometric presentation (37.06.07)

o O T ot

=z

ote 1 to entry: Thisterm is needed for completeness. It can be the case that few systems are monobiotpetric, as
ultiple instanges’and multipresentations are normally allowed.

7.02.10
ultibiometric system
iometric system (37.02.03) of which at least one of the following components is required to be multiple:

type, biometric algorithm (37.04.02) or biometric presentation (37.06.07)

37.02.11

multipresentation system

system that accepts multiple interactions of the biometric capture subject (37.07.03) with the biometric
capture subsystem (37.02.01) to obtain signals from a biometric characteristic (37.01.02) needed for a
single transaction (37.06.45)

Note 1 to entry: The interaction is seen from the perspective of the biometric capture subject.

© ISO/IEC 2022 - All rights reserved 3
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37.02.12
multibiometric, adj
based on multiple types of biometric characteristics (37.01.02)

EXAMPL

E A biometric system that is based on two or more biometric characteristic types such as two or

more of face, voice, finger, iris, retina, hand geometry, signature/sign, keystroke, lip movement, gait, vein, DNA,

ear, foot,

scent, etc.

3.3 Terms related to data in biometric systems

37.03.0]
anonyn
biometri

Note 1 tg
to anind

37.03.02

biometi
databas
operatig

Note 1 t
biometriq

Note 2 t
(37.02.03

37.03.0!
biomet1
decision
process

Note 1 td
a biomet
and a deq

Note 2 t
biometriq

37.03.0¢
biomet
biometri
databas
further

Note 1 to
and, in

|
lized biometric data record
c data record (37.03.08) purposely disassociated from individual metadata

entry: The biometric data (37.03.06) within the biometric data record ultimately remains attributable
vidual.

ic application database
b of biometric data (37.03.06) and associated metadata developed frem and supporting thie
n of a biometric (37.01.01) application

p entry: The metadata may include transaction (37.06.45) history;sauthorizations (e.g. age) of th
data subject (37.07.05); and archived biometric data.

[¢)

entry: The term application includes the policies that govérn‘the operation of the biometric system
) and evidence of that operation.

B
ic application decision
to perform an action at the application levél*based on the results of a biometric (37.01.01)

entry: The application decision may include more than a comparison (37.05.07) process. For examplg
ic capture process (37.05.02) may show that there are no biometric characteristics (37.01.02) to captur
ision can be made on this before any biometric characteristics are compared.

[¢)

j=xi

entry: Biometric application decisions can be made on the basis of complex policies involving bot
data (37.03.06) and non-bigmetric data.

3
ic candidate

c reference identifier (37.03.19) of a biometric reference (37.03.16) in the biometric refereng
b (37.03.17) détermined to be sufficiently similar to the biometric probe (37.03.14) to warrar
hnalysis

—~

entry:ddentification systems can be configured to return a fixed number of the most similar candidatg
ther ‘eases, the system could be configured to return candidates with biometric candidate scord

“© »n

(37.03.24

) that exceed a threshold (37.03.36).

37.03.05
biometric candidate list
set of zero, one or more biometric candidates (37.03.04)

Note 1 to

entry: The biometric candidate list can be tentative if it is to be reduced by further processing.

37.03.06
biometric data
biometric sample (37.03.21) or aggregation of biometric samples at any stage of processing

EXAMPLE Biometric reference (37.03.16), biometric probe (37.03.14), biometric feature (37.03.11) or biometric

property

(37.03.15).

© ISO/IEC 2022 - All rights reserved
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Note 1 to entry: Biometric data need not be attributable to a specific individual, e.g. Universal Background

Models.

37.03.07
biometric database
database of biometric data record(s) (37.03.08)

37.03.08
biometric data record
data record containing biometric data (37.03.06)

Note 1 to entry: A biometric data record may include non-biometric data.

7.03.09
iometric enrolment database
atabase of biometric enrolment data record(s) (37.03.10)

(oMl ullI¢]

Note 1 to entry: A database of biometric data (37.03.06) not attributable to biometrie data subjects (]
a biometric database (37.03.07), but not a biometric enrolment database, e.g. data for Universal Ba
lodels.

— -

ote 2 to entry: The biometric enrolment database can optionally contain the biometric reference
B7.03.17). Separation of the databases can be required due to security, privacy, legislation, arch
erformance, etc.

ote 3 to entry: A single biometric reference (37.03.16) (e.g. a fingepprint on a storage card) can be cons
biometric enrolment database in some transactions (37.06.45%

L = =z

7.03.10

iometric enrolment data record
ata record attributed to a biometric data subject (37.07.05), containing non-biometric d
ssociated with biometric reference identifier(s)(37.03.19)

O O

=z

ote 1 to entry: Data can be updated after enrolment.

ote 2 to entry: The biometric enrolment data record will either contain biometric reference data
B7.03.18) or pointer(s) to biometric(reference data record(s).

ote 3 to entry: The associated\ biometric reference (37.03.16) can be null (for example, biometrid

7.03.11
iometric feature
umber or label éxtracted from biometric samples (37.03.21) and used for comparison (37.05.07

il el Sb) -z -z

Note 1 to entry<The set of numbers or labels are the output of a completed biometric feature extraction (3

Note 2 te-entry: The use of this term should be consistent with its use by the pattern recognition and matj
cpmmupities.

B7.07.06) lacks the biometric characteristic (37.01.02) or biometric capture process (37.05.02) is pending.

37.07.05)
kground

database
itecture,

idered as

ata and

record(s)

enrollee

)
7.05.04).

hematics

Note’3 to entry: A biometric feature set can also be considered a processed biometric sample

Note 4 to entry: Biometric features may be extracted from an intermediate biometric sample (37.03.30).

Note 5 to entry: Filters applied to biometric samples are not themselves biometric features. However, the output

of the filter applied to the biometric samples can be. Therefore, eigenfaces are not biometric features, for

37.03.12
biometric identification decision

example.

comparison decision (37.03.26) as to whether a biometric reference(s) (37.03.16) of a particular biometric

data subject (37.07.05) is in a biometric reference database (37.03.17)

Note 1 to entry: Return of a biometric candidate list (37.03.05) is not considered a biometric identification

decision.

© ISO/IEC 2022 - All rights reserved
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Note 2 to entry: A positive biometric identification (37.08.02) process is inferred from the output of a biometric
reference identifier (37.03.19).

37.03.13
biometric model
stored function generated from biometric data (37.03.06)

EXAMPLE Examples of biometric models could be a Hidden Markov Model, Gaussian Mixture Model or an
Artificial Neural Network.

Note 1 toentrye I xaoct accacionc tha hioymaateic soadal ic o ctarad O otion vhich o daprandant on tha hisagofer
S S5t-8€ccaStioRSttRe-sioetH e o aeriSsa-StoFrearahetehi €S-tepepaehtoi+

S AR vhichis-dep he-biometrc
data subject (37.07.05).

Note 2 tg entry: The function may be determined through training.

Note 3 tq entry: A biometric model may involve intermediate processing similar to biometric feature extractio
(37.05.04).

~

37.03.14
biometric probe
biometric query
biometric sample (37.03.21) or biometric feature (37.03.11) set input to an\algorithm for comparisop
(37.05.0¥) to a biometric reference(s) (37.03.16)

Note 1 tp entry: In some comparisons a biometric reference can potentially be used as the subject of th
comparigon with other biometric references or incoming biometrie. Samples used as the objects of th
comparigons. For example, in a duplicate enrolment check a biometricseference will be used as the subject fq
comparigons against all other biometric references in the database.

= @ @

Note 2 flo entry: Typically, in a comparison process, incomidg biometric samples serve as the subject o¢f
comparigons against objects stored as biometric references ina database.

37.03.1
biometric property
descriptfive attributes of the biometric data subject (37.07.05) estimated or derived from the biometric

sample (37.03.21) by automated means
EXAMPL Fingerprints can be classified"by the biometric properties of ridge-flow, i.e. arch, whorl and loop
types. Esftimates of age or gender (37.0Z.31) from face recognition would also be biometric properties.

biometric reference

one or more stored biometric samples (37.03.21), biometric templates (37.03.22) or biometric mode
(37.03.1B) attributed té~-a" biometric data subject (37.07.05) and used as the object of biometric
comparikon (37.05.07)

[%)

EXAMPLE Faeeiimage stored digitally on a passport; fingerprint minutiae template on a National ID card g
Gaussian Mixture-Model for speaker recognition, in a database.

—

Note 1 t¢ entry: A biometric reference may be created with implicit or explicit use of auxiliary data, such gs
Universal Background Maodels

Note 2 to entry: The subject/object labelling in a comparison can be arbitrary. In some comparisons a biometric
reference can potentially be used as the subject of the comparison with other biometric references or incoming
biometric samples and input to a biometric algorithm (37.04.02) for comparison. For example, in a duplicate
enrolment check a biometric reference will be used as the subject for comparison against all other biometric
references in the database.

6 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=033c6082a67c33a9682116d15e903b06

ISO/IEC 2382-37:2022(E)

37.03.17
biometric reference database
database of biometric reference data records (37.03.18)

Note 1 to entry: The biometric reference database may be a subset of the biometric enrolment database (37.03.09),
or it may be a separate database. Separation of the databases may be required due to security, privacy, legislation,

architecture, performance, etc.

37.03.18
biometric reference data record

ifidexed data record containing biometric reference(s] (32.03.16)

ote 1 to entry: There is not necessarily a one to one correspondence between biometric referenceydat
d biometric data subjects (37.07.05). For example, a single biometric data subject can havg several
ata records and in some applications a single biometric reference data record can be associated withi
rolments of a biometric data subject.

7.03.19
iometric reference identifier

7.03.20
iometric representation
iometric sample (37.03.21) or biometric feature (37.03.11) set

ote 1 to entry: This term is used in the ISO/IEC 19794 series-and the ISO/IEC 39794 series for labelli
record in a biometric data record (37.03.08).

7.03.21

iometric sample

nalogue or digital representation of biometkic characteristics (37.01.02) prior to biometrid
xtraction (37.05.04)

Q

s

XAMPLE A record containing the image)of a finger is a biometric sample.

7.03.22

iometric template

eference biometric featureset

et of stored biometric features (37.03.11) comparable directly to a biometric probe (37.03.14)

[ e Tl = i S0

ey

XAMPLE A record.eontaining a set of finger minutiae is a biometric template.

Note 1 to entry: A-biometric reference (37.03.16) consisting of an image, or other captured biometr
(B7.03.25), in its eriginal, enhanced or compressed form, is not a biometric template.
N
S

ote 2 to entry> The biometric features (37.03.11) are not considered to be a biometric template unlesg
fored forkeference.

37.03.23
hiometric verification decision

h records
reference
multiple

ointer to a biometric reference data record (37.03.18) in the biometric reference database (37.03.17

ng a sub-

feature

¢ sample

they are

comparison decision (37.03.26) determining the validity of a biometric claim (37.06.04) 11 a ver
transaction (37.06.21)

37.03.24
biometric candidate score
comparison score (37.03.27) for a biometric candidate (37.03.04)

37.03.25

captured biometric sample

DEPRECATED raw biometric sample

biometric sample (37.03.21) resulting from a biometric capture process (37.05.02)
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37.03.26

comparison decision

determination of whether the biometric probe(s) (37.03.14) and biometric reference(s) (37.03.16) have
the same biometric (37.01.01) source, based on a comparison score(s) (37.03.27), a decision policy(ies)
including a threshold (37.03.36) and possibly other inputs

Note 1 to entry: A match (37.03.31) is a positive comparison decision. A non-match (37.03.33) is a negative
comparison decision. A decision of "undetermined" may sometimes be given.

37.03.27

comparjison score

DEPRE(JATED matching score

numeridal value (or set of values) resulting from a comparison (37.05.07)

Note 1 toentry: A higher score does not necessarily mean more similar.

37.03.28
dissimilarity score

distancg score

comparikon score (37.03.27) that decreases with similarity

=]

Note 1 td entry: Unlike a distance score, a dissimilarity score does not have to méeb the mathematical definitio
of a metrfic on a set.

37.03.29
fraudulpent biometric enrolment data record
biometric enrolment data record (37.03.10) created or modifiedfor the purpose of supporting wrongfy
or crimipal activity

—_—

Note 1 tp entry: Records that are inadvertently erroneousior created for test purposes are not considereld
fraudulent.

37.03.3
intermegdiate biometric sample
biometric sample (37.03.21) resulting from.intermediate biometric sample processing (37.05.09)

EXAMPL Biometric samples that have' been cropped, down-sampled, compressed, or enhanced ar
exampleg of intermediate biometric samples.

[¢)

37.03.3

match, foun
comparikon decision (37.0326) stating that the biometric probe(s) (37.03.14) and the biometric referend
(37.03.1p) are from the samie source

[

Note 1 td entry: Historically, the word match has been used as a verb to indicate the act of comparison (37.05.07)
and decifion making{ As ‘match’ is the decision coming out of the comparison process, its use as a verb
deprecated in favour of compare.

v

37.03.32
mated, adj
based on a paired biometric probe (37.03.14) and biometric reference (37.03.16) that are from the same
biometric characteristic (37.01.02) of the same biometric data subject (37.07.05)

Note 1 to entry: While ‘match’ (37.03.31) is the result of a comparison decision (37.03.26), ‘mated’ is a statement,
based on non-biometric information, concerning the origin of the source of the biometric probe and the biometric
reference.

37.03.33

non-match, noun

comparison decision (37.03.26) stating that the biometric probe(s) (37.03.14) and the biometric reference
(37.03.16) are not from the same source
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37.03.34
non-mated, adj

based on a paired biometric probe (37.03.14) and biometric reference (37.03.16) that are not from the

same biometric characteristic (37.01.02) of the same biometric data subject (37.07.05)

Note 1 to entry: While ‘non-match' (37.03.33) is the result of a comparison decision (37.03.26), ‘non-m
statement, based on non-biometric information, concerning the origin of the source of the biometric p
the biometric reference.

37.03.35

ated’is a
robe and

milarity score
mparison score (37.03.27) that increases with similarity

7.03.36
threshold, noun
umerical value (or set of values) at which a decision boundary exists

7.03.37
nidentified biometric data
iometric data (37.03.06) whose biometric data subject (37.07.05) is curreitly unknown

7.03.38
nformant biometric reference rate
roportion of biometric enrolment data records (37.03.10) contdining biometric references (3
nformant (37.06.31) with system policy

ote 1 to entry: Some biometric systems (37.02.03) require the enrolment of all applicants regardle
ailability of acquirable biometric characteristics (37.01.02) This ratio, which depends upon system ca
d policies regulating acquisition of biometric samples (37.03.21), characterizes the percentage o
nrolled population that has conformant biometric réferences in the biometric enrolment data records.

(¢)

od

ote 2 to entry: This can be enumerated individually for enrolment subsystems with distinct enrolmen

7.03.39
iometric reference rate
roportion of biometric enrolment-data records (37.03.10) that contain a biometric reference (37

=z tolilleull 0]

ote 1 to entry: Some biometric.systems (37.02.03) require the enrolment of all applicants regardle
ailability of acquirable biomtetric characteristics (37.01.02). This ratio, which depends upon system ca
d policies regulating acquisition of biometric samples (37.03.21), characterizes the percentage o
enrolled population thathas any biometric references in the biometric enrolment data records.

Note 2 to entry: This.can be enumerated individually for enrolment subsystems with distinct enrolmen

=z

ote 3 to entry:/Non-conformant references are considered as references.

7.03.40
nrolment eligibility ratio

7.03.16)

ss of the
babilities
[ a given

policies.

03.16)

ss of the
babilities
[ a given

policies.

3
€
gdropertion of enrolment applications that are deemed eligible by policy for enrolment
N

ote 1 to entry: The closer this ratio is to unity, the more aligned the applicants are to the eligible popu

37.03.41
reference ageing
DEPRECATED template ageing

ation.

change in error rates with respect to a fixed reference caused by time-related changes in the biometric

characteristic (37.01.02)
Note 1 to entry: Error rates generally increase with the age of the reference.

Note 2 to entry: Reference ageing can include sample ageing, template ageing and model ageing.
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37.03.42

acquired biometric sample

captured biometric sample (37.03.25) assessed as suitable for subsequent biometric feature extraction
(37.05.04) and comparison (37.05.07)

37.03.43

acquisition profile

list of attributes pertaining to the collection environment, the data capture subsystem, the biometric
data subject (37.07.05), subsequent processing and management of the data

Note 1 tgentry: Acquisition profiles are dependent on the modality.

37.03.4
biometric application conformance profile
listing of standards to be applied for a specific function or task

Note 1 td entry: Application profiles (37.03.48) identify (37.08.05) the use of particular optionsjin-base standard
and provjide a basis for conformant applications and interoperability of systems.

[72)

37.03.4

biometric data breach
unauthgrized access, disclosure, alteration, transmission or processing of the biometric data (37.03.04)
of an individual

Note 1 tgentry: This definition does not apply to collection and storage even if unauthorized.

[o]

Note 2 td entry: Authorization is a jurisdictional responsibility (e.g-a.government or a data subject) and limite
to the pufposes for which the data was collected.

37.03.4¢
biometric instance
occurrence of a biometric characteristic (37.01.02)

Note 1 tgentry: A human hand typically has five instahces of a fingerprint biometric characteristic.
Note 2 tgentry: Multiple presentations of the'same spoken or written phrase is a single instance.

37.03.47
multi-instance
requiring two or more instances of-a biometric characteristic (37.01.02)

Note 1 tolentry: The typical human hand contains more than one instance of a fingerprint biometric characteristig.

37.03.48
profile
list of atkributes pextaining to an entity or a class of entities

Note 1 to entry: The biometric data (37.03.06) within the biometric data record ultimately remain attributable to
an individual.

Note 2 to entry: This definition is consistent with the term pseudonymization in the EU General Data Protection
Regulation 2016/679.

37.03.50
normalize
rescale of values for comparison (37.05.07) against a common or standardized scale

Note 1 to entry: Rescaling can be linear or non-linear.
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Note 2 to entry: The standardized scale may specify a range for the scores, a polarity or a distribution.

3.4 Terms related to devices

37.04.01

biometric capture device

device that collects a signal from a biometric characteristic (37.01.02) and converts it to a captured
biometric sample (37.03.25)

Qre 0.1 ' :l_ a1 l‘:‘l‘A‘ll l'l.ll‘ i aps a ori i 0 :'l‘_‘l‘ ‘Al“_ll_
the biometric characteristic, for example, face illuminated by incident light.

ote 2 to entry: Abiometric capture device can be any piece of hardware (and supporting software and firmware).

ote 3 to entry: A biometric capture device may comprise components such as an illumination sourde, one or
ore sensors, etc.

7.04.02
hiometric algorithm
set of instructions and rules for processing biometric samples (37.03.21)

ote 1 to entry: The complete processing of biometric signals and~data may involve: signal detection,
segmentation, biometric feature extraction (37.05.04), quality assessmént,"biometric model (37.03.13) generation,
Hiometric template (37.03.22) generation, comparison (37.05.07), biometric comparison decision (37.03.26),
cpmpression, decompression, etc.

.5 Terms related to functioning

7.05.01
Hiometric acquisition process
Hiometric capture process (37.05.02) and additional processing to attempt to produce a suitable Hiometric
spmple(s) (37.03.21) in accordance with the-defined policy

ote 1 to entry: In addition to the biothetric capture process, a biometric acquisition process may include
segmentation, quality control and othéxpre-processing steps.

ote 2 to entry: A biometric acquisition process may produce multiple biometric samples from a single piometric
cppture (37.06.03) and each biemetric sample is attributable to a single biometric characteristic (37.01.02). For
eikample, four fingerprints in.a/slap image and three segmented face samples of the three people in a fcaptured
photograph.

ote 3 to entry: The policy defines the end point of the biometric acquisition process.

7.05.02
Hiometric capture process
series of dctions undertaken to effect a biometric capture (37.06.03)

HXAMPLE To obtain an International Civil Aviation Organisation (ICAO) compliant passport photograph, the
hiametric capture subject (37.07.03) will have to undertake a number of steps e.g. remove glasses, look djirectly at
-' R craaha1ho "':' 0 S epPS3afre “i;"‘ i aptHFFeProce O

Note 1 to entry: Not all biometric capture processes result in a biometric capture.

Note 2 to entry: The biometric capture process may involve a single biometric capture device (37.04.01) or may be
distributed over time and space in such a way that there is no single definable biometric capture device.
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37.05.03

biometric enrolment

DEPRECATED registration

act of creating and storing a biometric enrolment data record (37.03.10) in accordance with an enrolment

policy

Note 1 to entry: Registration has a different meaning in the signal processing community and its use is therefore
deprecated in biometrics (37.01.03) in favour of enrolment.

Note 2 to entry: Enrolment in a biometric system (37.02.03) can in some cases not involve storage of biometric
data (37.p3.06], Tor example, when biometric data from an enrollee (37.07.06) cannot be acquired.

37.05.04
biometric feature extraction

process japplied to a biometric sample (37.03.21) with the intent of isolating and outputting repeatabﬂe
and disfinctive numbers or labels which can be compared to those extracted from othér biometric
samples

Note 1 t¢ entry: The creation of filters to be applied to biometric samples is not biometric feature extraction.
However| the application of filters to biometric samples can be. Therefore, for example;the creation of eigenfacds
is not bigmetric feature extraction.

Note 2 tolentry: Repeatable implies low variation between outputs generated frombiometric samples of the samle
biometri¢ data subject (37.07.05).

ot

Note 3 tolentry: Distinctive implies high variation between outputs geneyated from biometric samples of differer]
biometrif data subjects.

Note 4 tg entry: Biometric feature extraction can fail.
Note 5 tg entry: Biometric feature extraction can be applied\to-an intermediate biometric sample (37.03.30).

37.05.0%
biometric reference adaptation
automatiic incremental updating of a biometric réference (37.03.16)

Note 1 tgentry: Biometric reference adaptationt can be used to improve performance (e.g. adapting the referend
to take afcount of variability of an individual's biometric characteristics (37.01.02) and to mitigate performang
degradatjion (e.g. due to changes in biometric characteristics over time).

@ @

37.05.06
biometric search

examingtion of a biometricréference database (37.03.17) against a biometric probe (37.03.14) to retur
either albiometric candidate list (37.03.05) or a comparison decision (37.03.26) that the biometric prob|
is sufficiently similar’to“one or more biometric references (37.03.16)

D =

Note 1 tq entry: Qutput of the biometric candidate list or the comparison decision implies implementation offa
policy.

Note 2 tp entry: The biometric reference database need not contain biometric data (37.03.06) from multipl
biometricdatasubfects (37.07:057-

[¢)

37.05.07

comparison

DEPRECATED match

DEPRECATED matching

estimation, calculation or measurement of similarity or dissimilarity between a biometric probe(s)
(37.03.14) and a biometric reference(s) (37.03.16)

37.05.08

enrol

create and store a biometric enrolment data record (37.03.10) in accordance with the biometric enrolment
(37.05.03) policy
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37.05.09
intermediate biometric sample processing
any manipulation of a biometric sample (37.03.21) that does not produce biometric features (37.03.11)

EXAMPLE Cropping, down-sampling, compression, conversion to data interchange formats standard and
image enhancement.

Note 1 to entry: Intermediate biometric sample (37.03.30) processing changes the representation of the signal or
data.

70 10
AL I a vy

dne-to-one comparison
drocess in which a biometric probe(s) (37.03.14) from one biometric data subject (37.07.05]i$"compared
tp a biometric reference(s) (37.03.16) from one biometric data subject to produce a comparison score
(B7.03.27).
N
b

ote 1 to entry: In the case of a multimodal (37.02.06) biometric system (37.02.03), the*biometric probg and the
iometric reference can contain multiple biometric modes (37.02.05).

Note 2 to entry: Some one-to-one comparison algorithms, i.e. those using scare normalization, cohoit models
or likelihood-ratios, can require comparisons (37.05.07) of the biometric prebe\from one biometric datja subject
tp biometric references from multiple biometric data subjects. Nevertheless, the comparison score generated
refers to the similarity between biometric probe(s) of one biometric data'subject and a biometric refererjce of one
biometric data subject; therefore, the process is considered a one-to-one¢ .comparison.

37.05.11

dne-to-many comparison
JEPRECATED one-to-few comparison
drocess in which biometric probe(s) (37.03.14) of @ne biometric data subject (37.07.05) is compared
dgainst the biometric references (37.03.16) of mere than one biometric data subject to return a set of
domparison scores (37.03.27)

Note 1 to entry: The term “compared” refers to-comparison (37.05.07) in the biometric (37.01.01) sense.

37.05.12

ne-to-many search
fdrocess in which biometric probe(s) (37.03.14) of one biometric data subject (37.07.05) is dearched
ainst the biometric references (37.03.16) of more than one biometric data subject to return a Hiometric
ndidate list (37.03.05) or@comparison decision (37.03.26)

o

ote 1 to entry: The term~'searched”, in the above definition, refers to biometric search (37.05.06).

ote 2 to entry: Outpiit of a biometric candidate list or the comparison decision implies implementgtion of a
olicy.

7.05.13
-enrolinent

rocess-of establishing a new biometric reference (37.03.16) for a biometric data subject (37.07.05)

Iceady enrolled (37.05.08) in the biometric enrolment database (37.03.09)

Note 1 to entry: Re-enrolment requires new captured biometric sample(s) (37.03.25).

37.05.14

threshold, verb

filter, verb

eliminate biometric reference identifier(s) (37.03.19) associated with biometric reference(s) (37.03.16)
and/or identifiers for biometric probe(s) (37.03.14) that have failed to attain a level of any type of score

Note 1 to entry: Score can be quality score (37.09.13), comparison score (37.03.27), etc.
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3.6 Terms related to interaction

37.06.01

accepta

ble biometric capture attempt

capture attempt (37.06.08) that fulfils the requirements of a biometric capture process (37.05.02)

Note 1 to entry: Requirements of a biometric capture process may be determined by the policy settings for
system and subject behaviour.

37.06.02

acquir

success(:lully complete a biometric acquisition process (37.05.01)

37.06.0
biomet
obtainin
directly

Note 1 to
Note 2 to

Note 3 to
the biom

37.06.0:
biomet1
claim th
biometri

Note 1 to
Note 2 to
Note 3 t
i.e. that t
enrolled
not amor
Note 4 to
Note 5 to
Note 6 to

37.06.0
biometi
error of]

an authg¢ritdative statement on the origin of the biometric probe (37.03.14) and the biometric referend

B
ic capture
g and recording of, in a retrievable form, signal(s) of biometric characteristic(s) (37.01.02)
from individual(s), or from representation(s) of biometric characteristic(s)

entry: ‘Representation’ is used in the natural language sense, e.g. a photograph.
entry: ‘Retrievable’ refers to the record and not the original signal.

entry: A signal can be generated by the biometric characteristic or generdted elsewhere and affected by
btric characteristic. For example, face illuminated by incident light,

I
ic claim
ht a biometric capture subject (37.07.03) is or is not the bodily source of a specified or unspecified
c reference (37.03.16)

entry: A biometric claim can be made by any user{87.07.20) of the biometric system (37.02.03).

entry: The phrase "claim of identity" is often-used to label this concept.

14

entry: Claims can be positive, i.e. that/the biometric capture subject is enrolled (37.05.08); negative
he biometric capture subject is not enfolled; specific, i.e. that the biometric capture subject is or is ng
hs a specified biometric enrollee (37.07.06); or non-specific, i.e. that the biometric capture subject is or
g the set or subset of biometric.enrollees.

0 -+

entry: Biometric claims are.not necessarily made by the biometric capture subject.
entry: The biometric feference could be on a database, card or distributed throughout a network.

entry: The biometric claim has to fall within the biometric system boundary.

D
ic false acceptance
accepting a biometric claim (37.06.04) that ought to have been rejected in accordance wit

Q =

(37.03.1

)

37.06.06
biometric false rejection

error of

rejecting a biometric claim (37.06.04) that ought to have been accepted in accordance with

an authoritative statement on the origin of the biometric probe (37.03.14) and the biometric reference
(37.03.16)

14
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37.06.07

biometric presentation

interaction of the biometric capture subject (37.07.03) and the biometric capture subsystem (37.02.01) to
obtain a signal from a biometric characteristic (37.01.02)

Note 1 to entry: The biometric capture subject is not necessarily aware that a signal from a biometric
characteristic is being captured.

37.06.08

capture attempt

ihteraction of the biometric capture subject (37.07.03) with the biometric capture subsystem-(37.02.01)
ith the intent of producing a captured biometric sample (37.03.25)

ote 1 to entry: The capture attempt is the interface between the presentation by the biometric,¢aptuife subject
and the action of the biometric capture subsystem.

ote 2 to entry: The “activity” taken can be on the part of the biometric capture supsystem or the hiometric
cppture subject.

7.06.09
dapture task
Jrescribed set of biometric capture subject (37.07.03) behaviours in @¢apture attempt (37.06.08)

17.06.10

dapture transaction
dne or more capture attempts (37.06.08) with the intent of aequiring all of the biometric data (37.03.06)
from a biometric capture subject (37.07.03) necessary to:produce either a biometric reference (37.03.16)
dr a biometric probe (37.03.14)

7.06.11
gognizant presentation
dresentation made with the biometric capturé-subject’s (37.07.03) awareness

17.06.12

gonformant capture attempt
interaction by the biometric captiire subject (37.07.03) with the biometric capture subsystem (37.02.01)
that conforms to the capture task (37.06.09)

17.06.13
gooperative presentation
dresentation by a cooperative biometric capture subject (37.07.11)

ote 1 to entry;-Fhe cooperative biometric capture subject can potentially be untrained and perform the
hiometric captuietask (37.06.09) poorly or incorrectly. Therefore, a cooperative presentation can [not be a
cpnformant caepture attempt (37.06.12).

17.06.14

egatiye biometric claim
assertion that a biometric capture subject (37.07.03) is not the source of specified or ungpecified
plOTetric rejerence 37.03.106) 1T a blometric rejerence datapase (37.03.17

Note 1 to entry: Specified means there is a non-biometric input, such as a PIN, name or ID number, pointing to
particular biometric reference(s). Unspecified means there is no such non-biometric input provided.

37.06.15

non-conformant capture attempt

interaction by the biometric capture subject (37.07.03) with the biometric capture subsystem (37.02.01)
that does not conform to the capture task (37.06.09)
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37.06.16

indifferent presentation

presentation in which the biometric capture subject (37.07.03) is unconcerned that the biometric capture
process (37.05.02) is occurring

Note 1 to entry: In an indifferent presentation the biometric capture subject is behaving neither cooperatively
nor uncooperatively.

37.06.17

positive biometric claim

assertioh that a biometric capture subject (37.07.03) is the source of specified or unspecified biometri
reference(s) (37.03.16) in a biometric reference database (37.03.17)

[9)

Note 1 tq entry: Specified means there is a non-biometric input, such as a PIN, name or ID number, poirting
particulgr biometric reference(s). Unspecified means there is no such non-biometric input providedt

[]

37.06.1
unacceptable capture attempt
capture fittempt (37.06.08) that does not fulfil the requirements of a biometric capture process (37.05.07)

Note 1 tg entry: Requirements of a biometric capture process can be determined by,the policy settings for th
biometrig capture subsystem (37.02.01) and the biometric capture subject’s (37.07.03),behaviour.

[¢)

37.06.19
uncooperative presentation
presentation by an uncooperative biometric capture subject (37.07.19)

Note 1 td entry: Uncooperative presentation can or can not be a canformant capture attempt (37.06.12).

Note 2 tg entry: To be uncooperative, the biometric capture subject (37.07.03) has to be aware that biometric data
(37.03.049) is being collected.

37.06.20
verification attempt

biometric claim (37.06.04) and capture attémpt(s) (37.06.08) that together provide the inputs fg
comparifon(s) (37.05.07)

—

37.06.2
verification transaction
one or njore verification attempts (37.06.20) resulting in resolution of a biometric claim (37.06.04)

37.06.22
non-cognizant presentation
presentation made without the biometric capture subject’s (37.07.03) awareness

Note 1 tgentry: Thehiometric capture subject can or can not be subversive.

Note 2 tp entry:>The biometric capture subject can be aware of the general existence of biometric system
(37.02.03), but is unaware of the biometric capture attempt (37.06.08) of the system of interest.

)

37.06.23

capture subject training

instruction to an individual on system policy and required behaviour for submitting a biometric sample
(37.03.21) and completing transactions (37.06.45)

Note 1 to entry: Instruction can be provided prior to or during the interaction of the capture subject (37.07.03)
with the biometric system (37.02.03).

Note 2 to entry: Training can be through any of a variety of methods, such as a human instructor, computer-
based instruction, video presentation, printed text or audio/visual feedback.

Note 3 to entry: Training can include instruction on eligibility, efficiency, security and timeliness.
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37.06.24
capture subject habituation

degree of familiarity of a biometric capture subject (37.07.03) with the biometric capture process
(37.05.02)

Note 1 to entry: A biometric capture subject with substantial familiarity with the biometric capture process is
referred to as a habituated capture subject (37.07.24).

Note 2 to entry: Habituation can be acquired through system use or observation of use by others.

iometric presentation attack
resentation to the biometric capture subsystem (37.02.01) with the goal of interfering with the
peration of the biometric system (37.02.03)

ote 1 to entry: Biometric presentation attacks can be implemented through a number of methods, e.g)artefact,
utilations, replay, etc.

ote 2 to entry: Biometric presentation attacks can have a number of goals, e(g.,impersonation or not being
recognized.

ote 3 to entry: Biometric systems (37.02.03) can be unable to differentiate between presentations with the goal
interfering with the systems’ operation and non-conformant presentations.

7.06.26
iometric capture avoidance attack
eliberate action to elude interactions with biometric systéms (37.02.03)

ote 1 to entry: A biometric capture avoidance attack js characterized by the deliberate circumventipn of the
jometric capture subsystem (37.02.01) by the biometuie-capture subject (37.07.03) with the aim of not|having a
signal captured.

7.06.27
iometric distortion attack
resentation of deliberately altered biemetric characteristics (37.01.02)

7.06.28

iometric concealment attack
eliberate act of not revealiing one’s own biometric characteristics (37.01.02) while interacting with a
iometric capture device (3%04.01)

ote 1 to entry: No aveidance of the biometric capture subsystem (37.02.01) occurs in this attack.

7.06.29
iometric impostor attack
resentationof biometric characteristics (37.01.02) to impersonate another individual

7.0630
operative
ctively working in accordance with stated directions with the objective of achieving syccessful
biometric operations

Note 1 to entry: Successful biometric operation can result even in the absence of cooperation.

Note 2 to entry: Does not apply to biometric capture subjects (37.07.03) or biometric presentations (37.06.07) in
covert environments.

Note 3 to entry: Determination of the quality of "cooperative" requires interpretation.

Note 4 to entry: A cooperative biometric capture subject (37.07.11) can be subversive, just as a user (37.07.20) who
is not cooperative is not necessarily subversive.
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37.06.31
conformant
meeting required standards and policies

Note 1 to entry: Applied to biometric presentations (37.06.07), biometric data (37.03.06) and users (37.07.20).

37.06.32

cognizant

DEPRECATED aware

biometric capture subject’s (37.07.03) knowledge of the existence of a biometric capture process (37.05.02)

Note 1 toentry: This term can be applied to biometric presentations (37.06.07) or biometric capture subjects;

37.06.3
acceptaple capture attempt
capture pttempt (37.06.08) that fulfils the requirements of a biometric capture process (37.05.02)

Note 1 tolentry: Requirements of a biometric capture process can be determined by the policy|settings for systein
and subj¢ct behaviour.

37.06.34
biometric presentation attack method
set of topls or techniques for implementing a biometric presentation attack (37.06.25)

EXAMPLE Replay attacks, use of artifacts and mutilation of biometriccharacteristics (37.01.02).

37.06.35
biometric system transaction
sequencg of biometric system (37.02.03) processes that passes from initiation to completion and involves
a biomeftric capture subject (37.07.03)

Note 1 tg entry: The biometric capture subject can potentially not be cognizant (37.06.32) of the interaction with
the biomptric system.

Note 2 tgentry: The transaction can terminate before any capture attempt (37.06.08).

37.06.36
bona-fide presentation
biometric presentation (37.06.07) without the goal of interfering with the operation of the biometric
system (B7.02.03)

37.06.3Y
capturd subject operational rejection

verificatjon transactiod (37.06.21) that does not allow the service requested by the biometric captur
subject (37.07.03)

[

Note 1 tolentry: Rejection can be due to comparison (37.05.07), system failure or policy reasons such as eligibilitly
criteria, yatchtlists, fraudulent credentials, ergonomic factors, random referrals or can be unknown.

37.06.38
conformant biometric presentation
biometric presentation (37.06.07) that conforms with system policy

37.06.39

enrolment deactivation

termination of the operational use of biometric data (37.03.06) associated with a biometric enrolment
data record (37.03.10)

Note 1 to entry: Deactivated biometric data can still be available for administrative uses.
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37.06.40
enrolment reactivation

reinstatement for operational use of enrolment biometric data (37.03.06) that has previously been in a

deactivated state

37.06.41
de-enrolment

destruction of the biometric data (37.03.06) associated with a biometric enrolment data record (37.03.10)

Note 1 to entry: De-enrolment does not imply destruction of transaction (37.06.45) records.

ote 2 to entry: De-enrolment is always irreversible.

7.06.42

resentation attack detection

AD

tomated discrimination between bona-fide presentations (37.06.36) andhbiometric pres
ttacks (37.06.25)

ote 1 to entry: PAD cannot infer the biometric capture subject’s (37.07.03) intent,

7.06.43

resentation attack detection feature

umber or label extracted from a biometric sample (37.03.21)"ar other data collected at thg
resentation and used to discriminate between bona-fide“presentations (37.06.36) and b
resentation attacks (37.06.25)

7.06.44

resentation attack instrument

Al

iometric characteristic (37.01.02) or object used in a biometric presentation attack (37.06.25)

ote 1 to entry: The set of PAI includes artefacts but would also include lifeless biometric characteri
stemming from dead bodies) or altered. biometric characteristics (e.g. altered fingerprints that are u
tack).

37.06.45

transaction

fdrovision of information dealt with as a single unit of work by a biometric system (37.02.03)
\

ote 1 to entry: The unit of' work is defined by system policy.

Note 2 to entry: Provision can result in a response.

3.7 Ternistelated to personnel

7.07.01
iometric applicant

e ull S6]

entation

time of
iometric

stics, (i.e.
sed in an

hdividual seeking to be enrolled (37.05.08) in a biometric enrolment database (37.03.09)

—

Note 1 to entry: The biometric applicant can or can not already be enrolled.

37.07.02

biometric attendant

agent of the biometric system operator (37.07.08) who directly interacts with the biometric
subject (37.07.03)

capture

EXAMPLE An immigration officer supervising a biometric capture process (37.05.02) and taking action on

the comparison decision (37.03.26).
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37.07.03
biometric capture subject
individual who is the subject of a biometric capture process (37.05.02)

Note 1 to entry: The individual remains a biometric capture subject only during the biometric capture process.

37.07.04

biometric characteristics examiner

individual with authority to assess biometric characteristics (37.01.02) and who does so for the purpose
of resolving a biometric claim (37.06.04)

37.07.0
biometric data subject
individual whose individualized biometric data (37.03.06) is within the biometric system (37.02.03)

Note 1 t¢ entry: The intent of the word “individualized” is to distinguish biometric data subjéc¢ts from thog
whose aggregated data was used in the creation of the biometric recognition (37.01.03) algofithm. Example
of indivifluals contributing biometric data (37.03.06) who are not biometric data subjects|iniclude those wh|
contribufed to a Universal Background Model in speaker recognition systems, or who contributed to the creatio
of an eig¢nface basis set in a facial recognition system.

2 O v ®©

37.07.0
biometric enrollee
biometric data subject (37.07.05) whose biometric data (37.03.06),is\held in a biometric enrolmen
databas¢ (37.03.09)

L

37.07.0
biometric operational personnel

individuals, other than the biometric capture subjects (37.0703), who take an active role in the operatio
of the bipmetric system (37.02.03)

=}

37.07.0
biometric system operator

person pr organization who executes policies~and procedures in the administration of a biometr}
system (B7.02.03)

[9)

37.07.09
biometric system owner

person qr organization with overallaccountability for the acquisition, implementation and operation d
the biometric system (37.02.03)

=)

37.07.1(
claimant
individual making a€laim that can be verified biometrically

Note 1 tgentry: The claimant does not need to be the biometric data subject (37.07.05).

37.07.11
coopergtive biometric capture subject
biometric capture subject (37.07.03] motivated to achieve a successful completion of the biometric
acquisition process (37.05.01)

Note 1 to entry: The cooperative biometric capture subject can be subversive or non-subversive.

37.07.12

biometric subversive concealer

subversive biometric capture subject (37.07.17) who attempts to avoid being matched to their own
biometric reference (37.03.16)
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37.07.13
biometric impostor

022(E)

subversive biometric capture subject (37.07.17) who performs a biometric imposter attack (37.06.29)

Note 1 to entry: COED defines 'impostor' as: person who assumes a false identity in order to deceive or defraud.

Note 2 to entry: COED defines 'impersonate’ as: pretend to be (another person) for entertainment or fraud.

37.07.14
indifferent biometric capture subject

Tometric capture subjec 7.
cquisition process (37.05.01)

iometric

ote 1 to entry: This implies the biometric capture subject is neither cooperative (37.06.30) nor-uncooperative.

7.07.15
on-subversive biometric capture subject

iometric capture subject (37.07.03) who does not attempt to subvert the corriect and intended system

olicy of the biometric capture subsystem (37.02.01)

7.07.16
on-subversive user

ser (37.07.20) of a biometric system (37.02.03) who does not<attempt to subvert the correct and

intended system policy

7.07.17

bversive biometric capture subject
iometric capture subject (37.07.03) who attempts to subvert the correct and intended polic
iometric capture subsystem (37.02.01)

7.07.18
bversive user
ser (37.07.20) of a biometric system (3702.03) who attempts to subvert the correct and i
slystem policy

XAMPLE An operator who letS nnsanctioned subjects through, a user who initiates a denial g

y of the

ntended

f service

tack, an administrator who allows tinsanctioned function creep and a biometric capture subject (37.07.03) who

impersonates an enrolled (37.05.08) user.

7.07.19

ncooperative biométric capture subject
iometric capture subject (37.07.03) motivated to not achieve a successful biometric acquisitior
37.05.01)

=z /T ety

ote 1 to entry: The intent of the uncooperative biometric capture subject is either not to interact, o
mproperly, with the biometric capture subsystem (37.02.01).

—

37.07.20
User

Lr‘nnr*ﬁ AT |
LINLCULAT LD TIIU USTl1

any person or organization interacting in any way with a biometric system (37.02.03)

process

interact

Note 1 to entry: When discussing a particular class of users involved with biometric systems, the specific term
for that class should be used. For example, those users whose biometric data (37.03.06) is being collected should

be referred to as biometric capture subjects (37.07.03).

37.07.21
biometric concealer

subversive biometric capture subject (37.07.17) who performs a biometric concealment attack (37.06.28)
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37.07.22

biometric avoider

subversive biometric capture subject (37.07.17) who performs a biometric capture avoidance attack
(37.06.26)

Note 1 to entry: An avoider can bypass a biometric system (37.02.03) through any form of social engineering
(bribery, for example).

37.07.23
biometric distorter
subversipe biometric capture subject (37.07.17) who performs a biometric distortion attack (37.06.27)

[}

[}

biometric data controller

person ¢r organization which, alone or jointly with others, determines the purposes, means and goal
of the prjocessing of biometric data (37.03.06)

[72)

37.07.27
biometric data processor
person pr organization which processes biometric data (37.03.06) on behalf of the biometric datp
controllgr (37.07.26)

37.07.28
biometric data protection authority
body chphrged with protecting the rights efiindividuals with respect to the use of biometric (37.01.01)
and nontbiometric data in a biometric systém (37.02.03)

37.07.2

biometric data protection officer

individyal in an organizatien” who is responsible for the development, implementation an
commurnjication of policy €egarding the protection of biometric data (37.03.06) provided to theij
organization.

=

Note 1 tq entry: Wherecthe protection of biometric data is in doubt, the officer may undertake non-conformang
investigqtions and recommend enforcement actions in keeping with applicable policy.

[¢)

37.07.3
sex
classifichtian as male, female or some other category based on an assessment of primary sexual
characteristics or genotype or both

Note 1 to entry: Sex is generally assigned at birth by a third-party assessment.

Note 2 to entry: Primary sexual characteristics are any of the body structures directly concerned with
reproduction.

37.07.31
gender
classification as male, female or another category based on social, cultural or behavioural factors

Note 1 to entry: Gender is generally determined through self-declaration or self-presentation and may change
over time.
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Note 2 to entry: Depending on jurisdiction recognition, may or may not require assessment by a third party.

3.8 Terms related to application

37.08.01
authentication
act of proving or showing to be of undisputed origin or veracity

Note 1 to entry: Use of this term as a synonym for biometric verification (37.08.03) or biometric identification
(3208.02) is deprecated; the term hiometric recognition (37.01.03) is preferred

7.08.02

iometric identification
rocess of searching against a biometric enrolment database (37.03.09) to find and return the Hiometric
pference identifier(s) (37.03.19) attributable to a single individual

o lilleull Sb]

Note 1 to entry: Use of the term “authentication” as a substitute for biometric identification is deprecatdd.
37.08.03

Hiometric verification

drocess of confirming a biometric claim (37.06.04) through comparison [37.05.07)
N

ote 1 to entry: The term “verification”, in the above definition refers to.werifying biometrics (37.01.01).

=z

ote 2 to entry: Use of the term “authentication” as a substitute for,biometric verification is deprecated

37.08.04

duplicate biometric enrolment check

Hiometric identification (37.08.02) check that may.be performed as a part of the biometric eprolment
(B7.05.03) to ascertain the existing enrolment status of a biometric data subject (37.07.05)
3
i
C
1

7.08.05
ifdentify
onduct a biometric search (37.05.06) against a biometric enrolment database (37.03.09) to find and
eturn the biometric reference identifier(s) (37.03.19) attributable to a single individual

donfirm a biometric claim~(37.06.04) through comparisons (37.05.07)

ote 1 to entry: It is understood that, in general, biometric claims can neither be proven nor be refyted with

certainty.

.9 Terms‘related to performance

7.09.01
Hiométric mated comparison trial

¢ reference (37.03.16) from the
haracteristi 0102} aspart of a

performance test

Note 1 to entry: Biometric mated comparison trials have historically been referred to as “genuine trials”. However,
the term “genuine” historically implied an intent on the part of the biometric capture subject. Ultimately, the trial
has nothing to do with the intention of the biometric capture subject.
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37.09.02

biometric non-mated comparison trial

comparison (37.05.07) of a biometric probe (37.03.14) and a biometric reference (37.03.16) from different
biometric data subjects (37.07.05) as part of a performance test

Note 1 to entry: Biometric non-mated comparison trials have historically been referred to as “impostor trials”.
However, they do not accurately model operational system behaviour in the presence of impostors.

Note 2 to entry: A set of biometric non-mated comparison trials need not contain all possible comparisons of
biometric probes (37.03.14) and biometric references from different biometric data subjects.

37.09.03

failure fo acquire

FTA

failure tp accept for subsequent comparison (37.05.07) the biometric sample (37.03.21) of the, biometric
charactgristic (37.01.02) of interest output from the biometric capture process (37.05.02)

Note 1 t@ entry: Acceptance (37.09.18) of the output of a biometric capture process for subsequent comparisojn
will depgnd on policy.

Note 2 tp entry: Possible causes of failure to acquire include failure to capture £3%.09.05), failure to extraqt
(37.09.3(), poor biometric sample quality (37.09.14), algorithmic deficienciescand biometric characteristids
outside the range of the system.

37.09.04

failure-to-acquire rate

FTAR

proportjon of a specified set of biometric acquisition processes(37.05.01) that were failures to acquire
(37.09.0B)

Note 1 tolentry: The results of the biometric acquisition proeesses may be biometric probes (37.03.14) or biometric
referencds (37.03.16).

Note 2 tq entry: The experimenter specifies which<biometric probe (or biometric reference) which acquisitions
are in th¢ set as well as the criteria for deeming that a biometric acquisition process has failed.

Note 3 td entry: The proportion is the number of processes that failed divided by the total number of biometric
acquisitipn processes within the specified set.

37.09.05%

failure fo capture

FTC

failure qf the biometric capttre process (37.05.02) to produce a captured biometric sample (37.03.25) of

the biom

Note 1 td
system p
to captur

etric characteristic (37.01.02) of interest

entry: The'decision as to whether or not a biometric sample (37.03.21) has been captured depends o
plicy. Foriexample, one system can use a low-quality fingerprint whereas another can declare it a failug
e.

[CI=]

37.09.06

failure to enrol

FTE

failure to create and store a biometric enrolment data record (37.03.10) for an eligible biometric capture

subject (

37.07.03) in accordance with a biometric enrolment (37.05.03) policy

Note 1 to entry: Not enrolling someone ineligible to enrol (37.05.08) is not a failure to enrol.

24
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37.09.07

failure-to-enrol rate

FTER

proportion of a specified set of biometric enrolment (37.05.03) transactions (37.06.45) that resulted in a
failure to enrol (37.09.06)

Note 1 to entry: Basing the denominator on the number of biometric enrolment transactions can resultin a higher
value than basing it on the number of biometric capture subjects (37.07.03).

Note 2 to entry: If the FTER is to measure solely transactions that fail to complete due to quality (37.09.14) of
the submitted biometric data (37.05.06), the denominator should not include transactions that fail due to non-
iometric reasons (i.e. lack of eligibility due to age or citizenship).

7.09.08
false match

mparison decision (37.03.26) of a match (37.03.31) for a biometric probe (37.038.14) and a Hiometric

ference (37.03.16) that are from different biometric capture subjects (37.07.03)

ote 1 to entry: It is recognized that this definition considers the false match at,thejsubject level only, qnd not at
the biometric characteristic (37.01.02) level. Sometimes a comparison (37.05.07)'¢an be made between a hiometric
robe and a biometric reference from different biometric characteristics of asingle biometric capture spbject. In
spme of these cases, for example, when comparing Galton ridges of diffetent fingers of the same biométric data
stbject (37.07.05), a comparison decision of match can be considered to be an error. In other cases, for] example
hen comparing a mispronounced pass-phrase in text-dependent speaker recognition, a comparison d¢cision of
atch can be considered to be correct.

37.09.09

false match rate
HMR

fdroportion of the completed biometric non-mated" comparison trials (37.09.02) that result in a false
match (37.09.08)

=z

ote 1 to entry: The value computed for the“false match rate depends on thresholds (37.03.36), a]gd other
parameters of the comparison (37.05.07) pregess, and the protocol defining the biometric non-mated comparison
tfials.

Note 2 to entry: Comparisons between the following require proper consideration (see ISO/IEC 19795-1):

—~ identical twins;

- different, but related bhiometric characteristics (37.01.02) from the same individual, such as left and right-

hand topography,
Note 3 to entry: ‘Eompleted” refers to the computational processes required to make a comparison decision
(B7.03.26), i.e. fallures to decide are excluded.
37.09.10
false nen=match
domparison decision (37.03.26) of non-match (37.03.33) for a biometric probe (37.03.14) and a Hiometric
reference (37.03.16) that are from the same biometric capture subject (37.07.03) and of the same
biometric characteristic (37.01.02)

Note 1 to entry: There can need to be consideration on how much non-conformance to system policy on the part
of the biometric capture subject is tolerated before the biometric probe and the biometric reference are deemed
to be of different biometric characteristics.
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37.09.11

false non-match rate

FNMR

proportion of the completed biometric mated comparison trials (37.09.01) that result in a false non-match
(37.09.10)

Note 1 to entry: The value computed for the false non-match rate will depend on thresholds (37.03.36), and other
parameters of the comparison (37.05.07) process, and the protocol defining the biometric mated comparison
trials.

Note 2 tp entry: "Completed” refers to the computational processes required to make a comparison decision
(37.03.249), i.e. failures to decide are excluded.

37.09.12
comparjison trial
single bfometric probe (37.03.14) to biometric reference (37.03.16) comparison (37.05.07))/in a test qf
performiance

37.09.13
quality [score

quantitdtive value of the fitness of a biometric sample (37.03.21) to accomplish‘or fulfil the compariso
decision|(37.03.26)

~

37.09.14
quality
degree fo which a biometric sample (37.03.21) meets the spécified requirements for its targeted
applicatjon

Note 1 tgentry: Quality is one aspect of biometric utility (37.09.16).

37.09.1%
biometric character
set of atfributes associated with a biometric characteristic (37.01.02) that cannot be controlled during
the biometric acquisition process (37.05.01)

EXAMPLE Scars, number of minutiae, blepharoptosis (droopy eyelid).
Note 1 tolentry: Character are those attributes that cannot be controlled during the biometric acquisition process.

37.09.16
biometric utility
degree tjo which a biometriésample (37.03.21) supports biometric recognition (37.01.03) performance

Note 1 t¢ entry: The character of the sample source, the fidelity of the processed biometric samples and th
conformance of the biometric sample presentation contribute to, or similarly detract from, the utility of th
biometrif sample.

@ @

Note 2 tp entfiyPerformance measures such as FMR (37.09.09), FNMR (37.09.11), FTER (37.09.07) and FTA
(37.09.04) are.an indication of biometric utility.

=~}

37.09.17
verified biometric claim
biometric claim (37.06.04) confirmed through comparisons (37.05.07)

Note 1 to entry: Confirmation does not determine truth, but rather indicates that a threshold (37.03.36) has been
met.

37.09.18

acceptance

allowing of a transaction (37.06.45) based on a verified biometric claim (37.09.17) and fulfilment of the
mandatory business rules
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37.09.19

true system acceptance

allowing of a transaction (37.06.45) based on a true biometric claim (37.09.20), a verified biometric claim
(37.09.17) and fulfilment of the mandatory business rules

Note 1 to entry: The confirmed claim can be either positive or negative.

37.09.20

true biometric claim
biometric claim (37.06.04) known to be true through information external to the biometric system
(B7.02.03) in an authoritative statement of the origin of the biometric probe (37.03.14) andyHiometric
reference (37.03.16)

7.09.21

rue system rejection
isallowing a transaction (37.06.45) based on either a detected false biometric-claim (37.09.22) or an
ccepted biometric claim (37.06.04) (whether true or false) where the businessrules are not me¢t

O O =

=z

ote 1 to entry: The biometric claim can be either positive or negative.

7.09.22

hlse biometric claim
iometric claim (37.06.04) known to be false through information external to the biometrif system
37.02.03) in an authoritative statement of the origin of the/biometric probe (37.03.14) and Hiometric
pference (37.03.16)

N TS )

7.09.23

iometric fidelity
egree to which a biometric sample (37.03.21) is wepresentative of a biometric characteristic (37.01.02)
I source

[olEeNlleullsb]

Note 1 to entry: The fidelity of a biometric saimple includes components attributable to environmenf, subject
behaviour and technology.

7.09.24
iometric performance assessment
valuation of how well a biometric system (37.02.03) meets functional and non-functional requirements

D o=

7.09.25

iometric reference ratio
ptio of the numbery ef-biometric enrolment data records (37.03.10) containing any biometric rdferences
37.03.16) to all biomeétric enrolment data records

=z Jn e i wll )

ote 1 to entry;/THis can be enumerated individually for enrolment subsystems with distinct enrolment policies.

=z

ote 2 to€ntry: Non-conformant references are considered as references.

Note<{3\to entry: Some biometric systems (37.02.03) require the enrolment of all applicants regardlgss of the
aitability of acquirable biometric characteristics (37.01.02). This ratio, which depends upon system capabilities
- . L . : . fa given

a 0321;
enrolled population that has any biometric references in the biometric enrolment data records.

37.09.26

capture subject operational reject rate

proportion of verification transactions (37.06.21) that result in an operational rejection of the biometric
capture subject (37.07.03)

Note 1 to entry: Operational rejections are not limited to those associated with the biometric elements of the
biometric system (37.02.03).
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