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ISO/IEC

2382-37:2012(E)

Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. [ISO and JEC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, |Part 2.

The maip task of the joint technical committee is to prepare International Standards. |Praft International

Standardg

an International Standard requires approval by at least 75 % of the national bodies castihg a vote.

Attention
rights. IS

ISO/IEC|2382-37 was prepared by Joint Technical Committee ISO/EC JTC 1, Information technology,
Subcominittee SC 37, Biometrics.

ISO/IEC

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

=

is drawn to the possibility that some of the elements of this documentimay be the subject of pater
O and IEC shall not be held responsible for identifying any or all suchpatent rights.

2382 consists of a total of 37 parts, under the general title Information technology — Vocabulary.
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ISO/IEC 2382-37:

Introduction

2012(E)

The main purpose of this part of ISO/IEC 2382 is to provide a systematic description of the concepts in the
subject field of biometrics and to clarify the use of the terms in this subject field. The subject field of biometrics

is broken down into sub-fields.

his part of ISO/IEC 2382 is addressed to biometrics standardizers, and to users of these standards:

erms defined in this document are to be understood in the subject field of biometrics. Whenterm
rious subject fields, the current subject field may be indicated in angle brackets.

ords in bold are defined in this document. Words that are not in bold are to be _uhderstood in the
language sense. The authority for natural language use of terms in this document is the Concis

nglish Dictionary (COD), Thumb Index Edition (tenth edition, revised, 2002)._Words used in the
language sense are considered out-of-scope for further definition in this document.

XAMPLE

andidate
biometrics> biometric reference identifier of a biometric reference in the biometric reference ¢
etermined to be similar to the biometric probe

andidate
politics> a person who applies for a job or is nominated for election

A

ote: When using terms defined with a qualifier (for example, “biometric xxx”), it should be normal t
ne qualifier on the first occurrence of the term.insevery paragraph, but to omit it on subsequent occur
nat term within the same paragraph. In breader contexts, where the qualifier (in this case, ‘bion
early understood, then the qualifier might.bé omitted completely.

Q ot o+t —>

Tihe terms in this part of ISO/IEC 2382 are listed in a systematic order under a number of general hea

—

he layout follows the directions, given in ISO 10241. Thus, the elements of an entry appear in the
rder:

@]

Entry number (mandatory)
Preferred term(s) (mandatory)
Admitted term(s) (mandatory)
Deprecatedsterm(s)

Definition

Examplée(s)

Note(s)

o clarify in which grammatical context a term is defined the following indicators are used: (n) for a
br’a-verb and (adj) for an adjective.

= —]

5 exist in

r natural
e Oxford
r natural

atabase

b include
ences of
netric’) is

dings.

following

houn, (v)

The alphabetical index includes preferred and admitted terms.
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INTERNATIONAL STANDARD ISO/IEC 2382-37:

2012(E)

Information technology — Vocabulary —

Part 37:
Biometrics

1 Scope

—

his part of ISO/IEC 2382 establishes a systematic description of the concepts) in the field of b
ertaining to recognition of human beings and reconciles variant terms in(use in pre-existing
tandards against the preferred terms, thereby clarifying the use of terms in this field.

n o

m

xcluded from the scope of this document are concepts (represented By-terms) from information teq
pattern recognition, biology, mathematics, etc. Biometrics uses such fields of knowledge as a basis.

h principle, mode specific terms are outside the scope of this part'of ISO/IEC 2382.

Words in bold are defined in this document. Words that are.not in bold are to be understood in the
anguage sense. The authority for natural language use“-of terms in this document is the Concis
Hnglish Dictionary (COD), Thumb Index Edition (tenth’edition, revised, 2002). Words used in the
language sense are considered out-of-scope for further definition in this document.

342 Normative references

There are no normative references.

)

Biometric vocabulary

3.1 General concept terms

7.01.01
iometric (adj)
f or havingt6 do with biometrics

fo il o™ ]

@]

NOTE The use of biometric as a noun, to mean for example, biometric characteristic, is deprecated.

ometrics
biometric

hnology,

r natural

e Oxford
r natural

practicalities of travel documents.

ted to the

e EXAMPLE 2 Correct usage #1: ICAO resolved that face recognition is the biometric mode

most suited to the practicalities of travel documents.

e EXAMPLE 3 Incorrect usage #2: The biometric recorded in my passport is a facial image.

e EXAMPLE 4 Correct usage #2: The biometric characteristic recorded in my passport is a

facial image.

© ISO/IEC 2012 — All rights reserved
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37.01.02

biometric characteristic

biometric (deprecated)

biological and behavioural characteristic of an individual from which distinguishing, repeatable biometric
features can be extracted for the purpose of biometric recognition

EXAMPLE Examples of biometric characteristics are: Galton ridge structure, face topography, facial skin texture,
hand topography, finger topography, iris structure, vein structure of the hand, ridge structure of the palm, retinal pattern,
handwritten signature dynamics, etc.

NOTE 1

processeg created by the body and combinations of any of these.

Bio ogica and benhavioural characteristics are p| yS|caI PrOperties o body parts, p| yslologica and benavioura

NOTE 2 Distinguishing does not necessarily imply individualization.

37.01.03

biometric recognition

biometrlcs

automated recognition of individuals based on their biological and behavioural charactefistics

NOTE 1 In the field of biometrics (as defined in this document), “Individual" is restricted in scope to refer only fo
humans.

NOTE 2 | The general meaning of biometrics encompasses counting, measuringtand statistical analysis of any kind ¢f
data in th¢ biological sciences including the relevant medical sciences.

NOTE 3 | Biometric recognition encompasses biometric verification and*biometric identification.

NOTE 4 | Automated recognition implies that a machine based system is used for the recognition either for the fyll
process or assisted by a human being.

NOTE 5 | Biological and behavioural characteristics cannotbe completely separated which is why the definition usgs
‘and’ inst¢ad of ‘and/or’. For example, a fingerprint image-results from the biological characteristics of the finger ridge

patterns gnd the behavioural act of presenting the finger.

NOTE 6

the term Biometric recognition is preferred.

Use of 'authentication' as a synonym-for“biometric verification or biometric identification” is deprecated,;

3.2 Bipmetric system terms

37.02.01

biometrIc capture subsystem

biometric capture device(s) and any sub-processes required to execute a biometric capture process
EXAMPLE In somegsystems, converting a signal from a biometric characteristic to a captured biometric sample
may inclufle multiple’Components such as a camera, photographic paper, printer, digital scanner, ink and paper.

NOTE A biometric capture subsystem can consist of only a single biometric capture device.

37.02.02

biometric identification system

system t

hat aims to perform biometric identification

37.02.03

biometr

ic system

system for the purpose of the biometric recognition of individuals based on their behavioural and biological
characteristics

NOTE

A biometric system will contain both biometric and non-biometric components.

© ISO/IEC 2012 — All rights reserved
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37.02.04
biometric verification system
system that aims to perform biometric verification

37.02.05
mode
combination of a biometric characteristic type, a sensor type and a processing method

NOTE 1 The processing algorithm may contain multiple methods, details of which may not be externally apparent.
Thus a biometric system is considered as using one processing method, until it is otherwise specified.

OTE 2  Determining what constitutes a single type of sensor, processing method or biometric charactJristic will
pend on convention. For example, current convention is that images of ridge patterns from both thumbs apd fingers
nstitute a single biometric characteristic type, i.e., fingerprints. With respect to sensors, infrared and optical bandwidth
sensors are considered different types, but optical bandwidth sensors are considered a single type-despite imaging red,
een and blue bandwidths.

7.02.06
ulti-modal
ultiple in at least 2 out of 3 constituents of a mode in a single biometric system

OTE Multiple implies difference in type.

.3 Terms for data in biometric systems

7.03.01
nonymized biometric data record
hHiometric data record purposely disassociated from individual metadata

bl

OTE The biometric data within the biometrie data record ultimately remains attributable to an individugl.

7.03.02

iometric application database
atabase of biometric data and associated metadata developed from and supporting the operation of a
iometric application

OO O W

b

OTE1 The metadata may_-include transaction history; authorisations (e.g. age) of biometric data subjects; and
archived biometric data.

NOTE 2 The term application includes the policies that govern the operation of the system and evidenge of that
peration.

Q

(%]

7.03.03
iometric application decision
ecision to\perform an action at the application level based on the results of a biometric process

o

NOTE The application decision may include more than a comparison process. For example, a biometri¢ capture
process may show that there are no characteristics to capture and a decision can be made on this before any bjometrics
are compared.

NOTE 2  Biometric application decisions can be made on the basis of complex policies involving both biometric and
non-biometric data.

37.03.04

biometric candidate

biometric reference identifier of a biometric reference in the biometric reference database determined to
be sufficiently similar to the biometric probe to warrant further analysis

© ISO/IEC 2012 — All rights reserved 3


https://standardsiso.com/api/?name=1c38bf58cc991ebb63cb3a6124d5a838

ISO/IEC 2382-37:2012(E)

37.03.05
biometri

c candidate list

set of zero, one or more biometric candidates that may be intermediate or final

NOTE 1

Intermediate biometric candidate lists may be produced by systems that use multi-pass biometric

identification.

NOTE 2

37.03.06

Biometric candidate lists may or may not be ordered.

biometric data l

biometric sample or aggregation of biometric samples at any stage of processing, e.g. biometric referenc

biometr

NOTE

37.03.07,

biometric database

database

37.03.08

biometric data record

data recq

NOTE

37.03.09

biometric enrolment database

database

NOTE 1
biometric

NOTE 2

of the databases may be required due to security, pfivacy, legislation, architecture, performance, etc.

NOTE 3
enrolmer]

37.03.10

c probe, biometric feature or biometric property

Biometric data need not be attributable to a specific individual, e.g. Universal Background Models!

of biometric data record(s)

rd containing biometric data

A biometric data record may include non-biometric data.

of biometric enrolment data record(s)

A database of biometric data not attributable to-biometric data subjects is a biometric database, but not ja
enrolment database. e.g. a universal background.model.

The biometric enrolment database may, or'may not contain the biometric reference database. Separatio

>

A single biometric reference (e.g. a fingerprint on a storage card) may be considered as a biometric
t database in some transactions;

data re
biometr

biometrOF enrolment data record

NOTE 1

NOTE 2
biometric

o

rd attributed to_a biometric data subject, containing non-biometric data and associated wit
c reference identifier(s)

Data can berupdated after enrolment.

The.biometric enrolment data record will either contain biometric reference data record(s) or pointer(s) t
refefence data record(s).

[=]

NOTE 3

The associated biometric reference may be NULL (for example, biomefric enrollee lacks the biometr

(1]

characteristic or biometric capture is pending).

37.03.11
biometri
numbers

NOTE 1

NOTE 2
communit

c feature
or labels extracted from biometric samples and used for comparison

Biometric features are the output of a completed biometric feature extraction.

The use of this term should be consistent with its use by the pattern recognition and mathematics
ies.

© ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=1c38bf58cc991ebb63cb3a6124d5a838

ISO/IEC 2382-37:2012(E)

NOTE 3 A biometric feature set can also be considered a processed biometric sample.
NOTE4  Biometric features may be extracted from an intermediate biometric sample.

NOTE 5 Filters applied to biometric samples are not themselves biometric features, however the output of the filter
applied to these samples may be. Therefore, for example, eigenfaces are not biometric features.

37.03.12

biometric identification decision
comparison decision as to whether a biometric reference(s) of a particular biometric data subject is in a
€

OTE 1 Return of a biometric candidate list is not considered a biometric identification decision,
OTE2 A positive biometric identification process is inferred from the output of a biometric reference identifier.

7.03.13
iometric model
ored function generated from biometric data

XAMPLE Examples of biometric models could be a Hidden Markov Model,(Gaussian Mixture Model or ah Artificial
eural Network.

OTE 1 In most occasions the biometric model is a stored function.which is dependent on the biome¢tric data
bject.

OTE 2  The function may be determined through training.
OTE 3 A biometric model may involve intermediate processing similar to biometric feature extraction.

7.03.14

iometric probe
iometric query
iometric sample or biometric feature'\set input to an algorithm for use as the subject of biometric
omparison to a biometric reference(s)

OTE1  The term comparison refers to comparison in the biometric sense.

OTE 2  The subject/object [abeling in a comparison might be arbitrary. In some comparisons a biometric feference
ight be used as the subjectlofithe comparison with other biometric references or incoming samples used as the objects
the comparisons. For €xample, in a duplicate enrolment check a biometric reference will be used as the gubject for
mparison against all 6ther biometric references in the database.

OTE 3  Typically)in a biometric comparison process, incoming biometric samples serve as the subject of comparison
ainst objects ‘stored as biometric references in a database.

7.03.15
iometric property
escriptive attributes of the biometric data subject estimated or derived from the biometric Sﬂmple by

Ltaomated-means
troateceahs

a

EXAMPLE Fingerprints can be classified by the biometric properties of ridge-flow, i.e. arch, whorl, and loop types. In
the case of facial recognition, this could be estimates of age or gender.

37.03.16

biometric reference

one or more stored biometric samples, biometric templates or biometric models attributed to a biometric
data subject and used as the object of biometric comparison

EXAMPLE Face image stored digitally on a passport; fingerprint minutiae template on a National ID card or
Gaussian Mixture Model for speaker recognition stored in a database.

© ISO/IEC 2012 — All rights reserved 5
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NOTE 1 A biometric reference may be created with implicit or explicit use of auxiliary data, such as Universal
Background Models.

NOTE 2  The subject/object labeling in a comparison might be arbitrary. In some comparisons a biometric reference
might be used as the subject of the comparison with other biometric references or incoming samples used as the objects
of the comparisons. For example, in a duplicate enrolment check a biometric reference will be used as the subject for
comparison against all other biometric references in the database.

37.03.17
biometric reference database
database-ef-biometricreference-datarecords

NOTE The biometric reference database may be a subset of the biometric enrolment database, or it may be
separate |[database. Separation of the databases may be required due to security, privacy, legislation, architecturg
performarce, etc.

©

37.03.18
biometric reference data record
indexed fata record containing biometric reference(s)

NOTE There may not be a one to one correspondence between biometric reference,data records and biometric
data subjects e.g. a single biometric data subject might have several reference data records and in some applications
single bigmetric reference data record might be associated with multiple enrolments of a’biometric data subject

[\

37.03.19
biometric reference identifier
pointer t¢ a biometric reference data record in the biometric reference database

37.03.20
biometr’c representation
biometric sample or biometric feature set

NOTE This term is used in ISO/IEC 19794 biometric data interchange format standards for labelling a sub-record inja
biometrig data record.

37.03.21
biometric sample
analog of digital representation of biometric characteristics prior to biometric feature extraction

EXAMPLE A record containing thejimage of a finger is a biometric sample.
37.03.22
biometric template

referenge biometric feature set
set of stqred biometric'features comparable directly to probe biometric features

A-record containing a set of finger minutiae is a biometric template.

A-biometric reference consisting of an image, or other captured biometric sample, in its original, enhanced

NOTE 2  The biometric features are not considered to be a biometric template unless they are stored for reference.

37.03.23
biometric verification decision
comparison decision determining the validity of a biometric claim in a verification transaction

37.03.24

biometric candidate score
comparison score for a biometric candidate

6 © ISO/IEC 2012 — All rights reserved
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37.03.25

captured biometric sample

raw biometric sample (deprecated)

biometric sample resulting from a biometric capture process

37.03.26

comparison decision

determination of whether the biometric probe(s) and biometric reference(s) have the same biometric
source, based on a comparison score(s), a decision policy(ies) including a threshold, and possibly other
inputs

OTE A match is a positive comparison decision. A non-match is a negative comparison decision."A ‘decision of
ndetermined" may sometimes be given.

7.03.27

omparison score

atching score (deprecated)

umerical value (or set of values) resulting from a comparison

OTE Higher does not necessarily mean more similar.

7.03.28

issimilarity score

istance score

omparison score that decreases with similarity

7.03.29
fraudulent biometric enrolment data record
iometric enrolment data record created or modified for‘the purpose of supporting wrongful or crimina| activity

OTE Records that are inadvertently erroneous ot created for test purposes are not considered fraudulent.

7.03.30
intermediate biometric sample
iometric sample resulting from intermediate biometric sample processing

XAMPLE Biometric samples that have been cropped, down-sampled, compressed, or enhanced are examples of
intermediate biometric samples:

atch (n)
omparison decision stating that the biometric probe(s) and the biometric reference are from the same
urce

OTE Historically, the word match has been used as a verb to indicate the act of comparison and decision making.
s ‘match™is\the decision coming out of the comparison process its use as a verb is deprecated in favour of compare.

of or ha‘vin'é to do with a paired biometric probe and biometric reference that are from the same biometric
characteristic of the same biometric data subject

NOTE While ‘match’ is the result of a biometric comparison decision, ‘mated’ is a statement, based on non-
biometric information, concerning the origin of the source of the biometric probe and the biometric reference.

37.03.33

non-match (n)

comparison decision stating that the biometric probe(s) and the biometric reference are not from the same
source

© ISO/IEC 2012 — All rights reserved 7
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37.03.34

non-mated (adj)

of or having to do with a paired biometric probe and biometric reference that are not from the same
biometric characteristic of the same biometric data subject

NOTE While ‘non-match’ is the result of a biometric comparison decision, ‘non-mated’ is a statement, based on
non-biometric information, concerning the origin of the source of the biometric probe and the biometric reference.

37.03.35
similarity score
comparison score that increases with similarity

37.03.3
threshold (n)
numerical value (or set of values) at which a decision boundary exists

37.03.37
unidentiried biometric data
biometric data whose biometric data subject is currently unknown

3.4 Device terms

37.04.01
biometric capture device
device tHat collects a signal from a biometric characteristic and converts it to a captured biometric sampl¢

NOTE 1 A signal can be generated by the biometric characteristic or generated elsewhere and affected by thie
biometrig characteristic, for example, face illuminated by incident light.

NOTE 2 | A device can be any piece of hardware (and supporting software and firmware).

NOTE 3 | A biometric capture device may comprise~¢omponents such as an illumination source, one or mone
biometric [sensors, etc.

3.5 Fuynctioning terms

37.05.01
biometrIc acquisition process
biometric capture process and additional processing to attempt to produce a suitable biometric sample(s)
in accordance with the defined'policy

NOTE 1 In addition to the Capture process, an acquisition process may include segmentation, quality control and othg
pre-procepsing steps.

=

=y

NOTE 2 | An acquisition process may produce multiple biometric samples from a single biometric capture, ead
biometri¢ sampleis attributable to a single biometric characteristic. For example, (1) four fingerprints in a slap image,
(2) three gegmiented face samples of the three people in a captured photograph.

NOTE 3 —Thepoticy defimes theend pomtof theacquisitionm process:

37.05.02

biometric capture process

collecting or attempting to collect a signal(s) from a biometric characteristic(s), or a representation(s) of a
biometric characteristic(s,) and converting the signal(s) to a captured biometric sample set

NOTE 1 A signal can be generated by the biometric characteristic or generated elsewhere and affected by the
biometric characteristic. For example, face illuminated by incident light.

NOTE 2  Each signal collected could stem from a different presentation.

8 © ISO/IEC 2012 — All rights reserved
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NOTE3 The biometric capture process may involve a single biometric capture device. In other systems the
capture may be distributed over time and space in such a way that there is no single definable biometric capture device.

37.05.03

biometric enrolment

registration (deprecated)

act of creating and storing a biometric enrolment data record in accordance with an enrolment policy

NOTE Registration has a different meaning in the signal processing community and its use is therefore deprecated in
biometrics in favour of enrolment

7.05.04

iometric feature extraction
rocess applied to a biometric sample with the intent of isolating and outputting repeatableland distinctive
umbers or labels which can be compared to those extracted from other biometric samples

OTE 1 The creation of filters to be applied to biometric samples is not biometric feature’extraction, however the
plication of filters to biometric samples may be. Therefore, for example, the creation 6f eigenfaces is not piometric
feature extraction.

OTE 2 Repeatable implies low variation between outputs generated from biometric samples of the same| biometric
ta subject.

OTE 3  Distinctive implies high variation between outputs generated, from biometric samples of different piometric
ata subjects.

NOTE 4 Biometric feature extraction may generate an error.message or a NULL vector.

NOTE 5  Biometric feature extraction may be applied to an intermediate biometric sample.

(%]

7.05.05
iometric reference adaptation
dutomatic incremental updating of a biometricreference

oo

b

OTE Reference adaptation may be used to improve performance (e.g. adapting the reference to take account of
priability of an individual's biometric characteristics) and to mitigate performance degradation (e.g. due to changes in
iometric characteristics over time).

<

7.05.06

iometric search
amine a biometric reference database against a biometric probe to return either a biometric candidate
list or a comparison_decision that the biometric probe does or does not match with one or more biometric
references

OTE 1 Outputof the biometric candidate list or the comparison decision implies implementation of a policy.

OTE 2 «-\TFhe biometric reference database need not contain biometric data from multiple biometric data subjefts.

7:05.07

on
o

match (n) (deprecated as a synonym for comparison)

matching (n) (deprecated as a synonym for comparison)

estimation, calculation or measurement of similarity or dissimilarity between biometric probe(s) and
biometric reference(s)

NOTE 1 Compare (v) — estimate, measure or note the similarity or dissimilarity between.

NOTE 2  Match (v) is deprecated as a synonym to compare (v).

© ISO/IEC 2012 — All rights reserved 9
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37.05.08
enrol
create and store a biometric enrolment data record in accordance with the biometric enrolment policy

37.05.09
intermediate biometric sample processing
any manipulation of a biometric sample that does not produce biometric features

EXAMPLE Examples of intermediate biometric sample processing include cropping, down-sampling,
compressjon, conversion to data interchange formats standard and image enhancement.

37.05.1

one-to-gne comparison
process |in which biometric probe(s) from one biometric data subject is compared to)biometric
referenge(s) from one biometric data subject to produce a comparison score.

NOTE 1 In the case of a multi-modal biometric system, the biometric probe and the biometric reference may conta
multiple bjometric modes.

=]

NOTE 2 | Some one-to-one comparison algorithms, i.e. those using score normalizatian,)cohort models or likelihood
ratios, mgy require comparisons of the biometric probe from one biometric data subject to biometric references fro
multiple biometric data subjects. Nevertheless the comparison score generated ‘refers to the similarity betwe
biometrig probe(s) of one biometric data subject and a biometric reference of one biometric data subject; therefo
the process is considered a one-to-one comparison.

555

37.05.11
one-to-many comparison
one-to-fdw (deprecated)

process [in which biometric probe(s) of one biometric data subject is compared against the biometric
referendes of more than one biometric data subject to return a set of comparison scores

NOTE The term “compared” refers to comparison in the'biometric sense.

37.05.12
one-to-many search
process [in which biometric probe(s) of one biometric data subject is searched against the biometric
referenges of more than one biometric.data subject to return a candidate list or a comparison decision

NOTE 1 The term “searched”, in the_above definition, refers to biometric search.
NOTE 2 | Output of a candidate’list or the comparison decision implies implementation of a policy.

37.05.13
re-enrolment
process |of establishing a new biometric reference for a biometric data subject already enrolled in the
biometric enrolment database

NOTE 1 Re-enrolment requires new captured biometric sample(s).

NOTE 2  For example, re-enrolment may be required as a result of performance degradation due to major changes in
the system or biometric characteristics.

37.05.14

threshold (v)

filter(v)

eliminate biometric reference identifier(s) associated with biometric reference(s) and/or identifiers for
biometric probe(s) that have failed to attain a level of any type of score

NOTE Score can be quality score, comparison score, etc.
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3.6 Interacting terms

37.06.01
acceptable biometric capture attempt
capture attempt that fulfils the requirements of a biometric capture process

NOTE Requirements of a biometric capture process may be determined by the policy settings for system and
subject behaviour.

37.06.02
cquire
ccessfully complete a biometric acquisition process

7.06.03

iometric capture

btain and record, in a retrievable form, signal(s) of biometric characteristic(s) directly from individual(s), or
from representation(s) of biometric characteristic(s)

NOTE 1 ‘Representation’ is used in the natural language sense, e.g., a photograph
NOTE 2  ‘Retrievable’ refers to the record and not the original signal.

NOTE 3 A signal can be generated by the biometric characteristic or.generated elsewhere and affected by the
biometric characteristic. For example, face illuminated by incident light

NOTE 4 Multiple biometric characteristics may be captured from a’single individual or from multiple individdals.

7.06.04

iometric claim
aim that a biometric capture subject is or is not the bodily source of a specified or unspecified biometric
eference

(@l o il 3%)

-

NOTE 1 A biometric claim can be made by any user of the biometric system.
NOTE 2  The phrase "claim of identity".is.often used to label this concept.

NOTE 3  Claims may be positive.—i.e. that the biometric capture subject is enrolled; negative — i.e. that the piometric
capture subject is not enrolled,specific — i.e. that the biometric capture subject is or is not enrolled as a specified
ometric enrollee; or non-specific — i.e. that the biometric capture subject is or is not among the set or [subset of
ometric enrollees.

oo

NOTE 4 Biometric.claims are not necessarily made by the biometric capture subject.
NOTE 5  The/hbiometric reference could be on a database, card or distributed throughout a network.
NOTE 6 .<The biometric claim must fall within the biometric system boundary.

37.06.05

hiometric false acceptance
error of accepting a biometric claim that should have been rejected in accordance with an authorative
statement on the origin of the biometric probe and the biometric reference

37.06.06

biometric false rejection

error of rejecting a biometric claim that should have been accepted in accordance with an authorative
statement on the origin of the biometric probe and the biometric reference
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37.06.07

biometric presentation

interaction of the biometric capture subject and the biometric capture subsystem to obtain a signal from a
biometric characteristic

NOTE The biometric capture subject may not be aware that a signal from a biometric characteristic is being
captured.

37.06.08
capture attempt
activity with the intent of producing a captured biometric sample

NOTE 1 The capture attempt is the interface between the presentation by the biometric capture subject,and th
action of the biometric capture subsystem.

[

NOTE 2 | The “activity” taken may be on the part of the biometric capture subsystem or the biometric capture
subject.

37.06.09
capture ftask
prescribed set of biometric capture subject behaviours in a capture attempt

37.06.10
capture ftransaction
one or nfore capture attempts with the intent of acquiring all of the biometric data from a biometric capture
subject hecessary to produce either a biometric reference or a biometric probe

37.06.11
coghnizant presentation
presentation made with the biometric capture subject’s awareness

37.06.12
confornjant capture attempt
actions that comply with the capture task

37.06.13
cooperative presentation
presentation by a cooperative biomeftric capture subject

NOTE 1 The cooperative biometric capture subject might be untrained, perform the biometric capture task poorly
or incorreftly.

NOTE 2 | Cooperative presentation may or may not be a conformant capture attempt.

37.06.14|
negativg biometric/claim
assertior) thata biometric capture subject is not the source of specified or unspecified biometric
referencle(s) in'a biometric reference database

NOTE Specified means there is a non-biometric input, such as a PIN, name or ID number, pointing to particular
biometric reference(s). Unspecified means there is no such non-biometric input provided.

37.06.15
non-conformant capture attempt
actions that do not comply with the capture task

37.06.16

indifferent presentation

presentation in which the biometric capture subject is unconcerned that the biometric capture process is
occurring

12 © ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=1c38bf58cc991ebb63cb3a6124d5a838

ISO/IEC 2382-37:2012(E)

NOTE In an indifferent presentation the biometric capture subject is behaving neither cooperatively nor
uncooperatively.

37.06.17

positive biometric claim

assertion that a biometric capture subject is the source of specified or unspecified biometric reference(s)
in a biometric reference database

NOTE Specified means there is a non-biometric input, such as a PIN, name or ID number, pointing to particular
biometric reference(s). Unspecified means there is no such non-biometric input provided.

7.06.18
nacceptable capture attempt
apture attempt that does not fulfil the requirements of a biometric capture process

OTE Requirements of a biometric capture process may be determined by the policy settings for the piometric
pture subsystem and the biometric capture subject’s behaviour.

(V]

7.06.19
ncooperative presentation
pgresentation by an uncooperative biometric capture subject

<

NOTE 1 Uncooperative presentation may or may not be a conformant capture attempt.
NOTE 2  To be uncooperative, the biometric capture subject must-bé.aware that biometric data is being cojlected.

37.06.20
Verification attempt
Riometric claim and capture attempt(s) that together provide the inputs for comparison(s)

NOTE The term “comparison” refers to comparisoniin the biometric sense.
37.06.21

erification transaction
dne or more verification attempts resaliing in resolution of a biometric claim

.7 Personnel terms

17.07.01
Hiometric applicant
imdividual seeking to be,enrolled in a biometric enrolment database

v edmparison
decision.

37.07.03

biometric capture subject

individual who is the subject of a biometric capture process

NOTE The individual remains a biometric capture subject only during the biometric capture process.
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37.07.04

biometric characteristics examiner

individual with authority to assess biometric characteristics and who does so for the purpose of resolving a
biometric claim

37.07.05
biometric data subject
individual whose individualized biometric data is within the biometric system

NOTE The intent of the word “individualized” is to distinguish biometric data subjects from those whose aggregated
data was|used in the creation of the biometric recognition algorithm. Examples of individuals contributing biometric
data who| are not biometric data subjects include those who contributed to a Universal Background Model in speaké
recognition systems, or who contributed to the creation of an eigenface basis set in a facial recognition system.

=

37.07.0
biometric enrollee
biometric data subject whose biometric data is held in a biometric enrolment database

37.07.07
biometric operational personnel
individu%ls, other than the biometric capture subjects, who take an active fole in the operation of the
biometric system

37.07.08
biometric system operator
person o organization who executes policies and procedures in the administration of a biometric system

37.07.0

biometric system owner
person gr organization with overall accountability for the acquisition, implementation and operation of the
biometric system

37.07.10
claiman
individugl making a claim that can be verified-biemetrically

NOTE The claimant need not be the biometric data subject.

37.07.11

cooperarive biometric capture-subject

biometric capture subjectcmotivated to achieve a successful completion of the biometric acquisition
process

NOTE The cooperative biometric capture subject may be subversive or non-subversive.

37.07.12

identity concealer
subversiye~ biometric capture subject who attempts to avoid being matched to their own biometri|c
reference

37.07.13
impostor
subversive biometric capture subject who attempts to be matched to someone else’s biometric reference

NOTE The COD defines impostor as a person who assumes a false identity in order to deceive or defraud!".
37.07.14
indifferent biometric capture subject

biometric capture subject who is unconcerned with the achievement of a successful biometric acquisition
process
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NOTE This implies the biometric capture subject is neither cooperative nor uncooperative.

37.07.15

non-subversive biometric capture subject

biometric capture subject who does not attempt to subvert the correct and intended system policy of the
biometric capture subsystem

37.07.16
non-subversive user
user of a biometric system who does not attempt to subvert the correct and intended system policy

7.07.17
ubversive biometric capture subject
iometric capture subject who attempts to subvert the correct and intended policy of the biometrig capture

ubversive user
ser of a biometric system who attempts to subvert the correct and intended’system policy

XAMPLE An operator who lets unsanctioned subjects through, a user who initiates a denial of service pttack, an
ministrator who allows unsanctioned function creep and a biometric capture subject who impersonates ah enrolled
er.

7.07.19
ncooperative biometric capture subject
iometric capture subject motivated to not achieve a successful biometric acquisition process

OTE The intent of the uncooperative biometric capture subject is either not to interact, or interact improperly,
ith the biometric capture subsystem.

7.07.20

ser (of a biometric system)

nd user (deprecated)

ny person or organization interacting-irvany way with a biometric system

OTE When discussing a particular class of users involved with biometric systems, the specific term for|that class
should be used. For example, those users whose biometric data is being collected should be referred to as piometric
pture subjects.

.8 Application terms

7.08.01
uthentication
the act of proving or showing to be of undisputed origin or veracity

OTE 1 Use of this term as a synonym for “biometric verification or biometric identification” is depreg¢ated; the
term biometric recognition is preferred.

NOTE 2 This term has been used in biometrics as a synonym primarily for: biometric verification application,
biometric verification function, but also as a synonym for biometric identification application and biometric
identification function.

37.08.02

biometric identification

process of searching against a biometric enrolment database to find and return the biometric reference
identifier(s) attributable to a single individual

NOTE Use of the term “authentication” as a substitute for biometric identification is deprecated.
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37.08.03
biometric verification
process of confirming a biometric claim through biometric comparison

NOTE 1  The term “verifying”, in the above definition, refers to verify (biometrics).

NOTE 2  Use of the term “authentication” as a substitute for biometric verification is deprecated.
37.08.04

duplicate biometric enrolment check

biometric identification check that may be performed as a part of the enrolment process to ascertai
existing ¢nrolment status of biometric data subject

>

37.08.05
identify
biometri¢ search against a biometric enrolment database to find and return the biometric reference
identifief(s) attributable to a single individual

37.08.06
verify
confirm g biometric claim through biometric comparisons

NOTE It is understood that, in general, biometric claims can neither be proven nerbe refuted with certainty.

3.9 Pdrformance terms

37.09.01
biometric mated comparison trial
comparigon of a biometric probe and a biometric reference from the same biometric data subject and the
same bigpmetric characteristic as part of a performance.test

NOTE Biometric mated comparison trials have historically been referred to as “genuine trials”, however, the term
“genuine’lhistorically implied an intent on the part of the‘biometric data subject. Ultimately the trial has nothing to do with
the intentipn of the biometric capture subject.”

37.09.02
biometric non-mated comparison trial
comparigon of a biometric probe and a -biometric reference from different biometric data subjects as part of g
performgnce test

NOTE 1 Biometric non-mated comparison trials have historically been referred to as “impostor trials” however thdy
do not acgurately model operational system behavior in the presence of impostors.

NOTE 2 | A set of biometric non-mated comparison trials need not contain all possible comparisons of biometric
probes and biometric references from different biometric capture subjects biometric characteristics.

37.09.03
failure t¢ acquire
failure tols

NOTE 1 Failure to acquire occurs if the captured data does not meet system policy requirements for processing.
Failure to acquire can only occur if there has been a successful data capture event. Otherwise the event is a failure to
capture.

NOTE 2  Possible causes of failure to acquire include poor biometric sample quality, algorithmic deficiencies and
biometric characteristics outside the range of the system.

37.09.04

failure-to-acquire rate (FTA)
proportion of a specified set of biometric acquisition processes that were failures to acquire
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