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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

For decades, organizations regarded data and its processing as an expense, necessary to business
operations but not an opportunity. What has changed recently is the realization of the value of data and
the added value that can potentially be generated by combining datasets. Artificial Intelligence (Al),
Big Data, analytics, and cloud computing are making this value proposition much more obvious and the
emergence of Internet of Things (IoT) is further driving the economic opportunities around data. Data
is the raw material for Al, a key component of the fourth industrial revolution.

Sharing ¢a
challenges. One ch

allenge is

the lack of a common language to describe

— — stlatary
data sharing concepts acrdss

the entir¢ data lifecycle and the lack of guidance for developing data sharing agreements (DSAS)This
document offers standardized terminology for data sharing along with common building bloeks that
can be used in the development of DSAs. The aim of the project is to reduce the time and, €ost required
to initiatg data sharing projects.

Figure 1 [illustrates the structure of this document, representing the Data Sharing Framework |as
defining poth Data Qualitative Objectives (DQOs) and Data Level Objectives (DKOs) over six distirct
aspects of data sharing. Each aspect is described in a separate section.

ISO/IEC 23751
Data sharing
agreement
(DSA)
framework

Defines

Data qualitative

objectives (DQOs)

and Data level
objectives {DQOs)

For

6 Data set description

7 Data use obligations
and controls

8 Data provenance
records, quality and
integrity

9 Chain of custody and
transfer of custody

10 Security and privacy

11 Proof of compliance

Figure 1 — Structure of this document

Vi
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Fdr the purposes of this document, the following terms and‘definitions apply.

is document establishes a set of building blocks, i.e. concepts, terms, and definitions,dnclu
vel Objectives (DLOs) and Data Qualitative Objectives (DQOs), that can be used to create Dat

ding Data
a Sharing

reements (DSAs). This document is applicable to DSAs where the data is intended to be processed

ing one or more cloud services or other distributed platforms.

Normative references

ere are no normative references in this document.

Terms and definitions

SSes:

described
nator that
data set.

o prohibit

ISP and IEC maintain terminology databases for use in standardization at the following addrg
— ISO Online browsing platform: available at https://www.iso.org/obp

—|{ IEC Electropedia: available at https://www.electropedia.org/

3.1

party

ndtural person or legal person, whiether or not incorporated, or a group of either

[SDURCE: ISO/IEC 27729:2012,3:1]

3.p

dgta originator

pdrty (3.1) that created the data and that can have rights

Ndte 1 to entry: A'data originator can be an individual person.

Ndte 2 to entry: The data originator can be distinct from the natural or legal person(s) mentioned in,
byl or implicitly or explicitly associated with the data. For example, PII can be collected by a data orig
id¢ntifiegother individuals. Those data subjects (PII Principals) can also have rights, in relation to the
N te3 to nnfrv Plchfc caninclude the Y‘l(]']’\f fo hll]’\]lf‘]f‘l rlo’hf to r‘]lcn]av name, rluhf to lf‘lﬂhflf‘l Y‘l(]']’\f

data use in a way that offends honourable mentlon

3.3

data broker

party (3.1) that collects data from one or more sources and sells the data to one or more data users (3.5)

Note 1 to entry: In the context of data broker, sell means to provide data in exchange for money or other item of
value.
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data holder
party (3.1) that has legal control to authorize data processing (3.8) of the data by other parties

Note 1 to entry: A data originator (3.2) can be a data holder.

3.5

data user
party (3.1) that is authorized to perform processing of data under the legal control of a data holder (3.4)

3.6

chain of custody

demonstiable possession, movement, handling, and location of material from one point in timeluntil
another

[SOURCE{ISO/IEC 27050-1:2016, 3.1]

3.7

data sharing

access to or processing of the same data by more than one authorized entity

Note 1 to ¢ntry: Use of the data can be synchronous or asynchronous.

Note 2 to gntry: Data can be shared, for example, (i) by allowing access to, orzthe'execution of operations over, ghe
original dgtaset, or (ii) by giving a copy of the data to the interested entity.

Note 3 to|entry: The way in which data is shared fundamentally influences the available controls and the
statementf needed in a data sharing agreement.

3.8

data progessing

systemat|c performance of operations upon data

[SOURCE]ISO 2382:2015, 2121276, modified — Notes 1, 2, 3 and 4 to entry were deleted.]

39

cloud senvice agreement

documented agreement between the.cloud service provider and cloud service customer that governs
the covergd service(s)

Note 1 to ¢ntry: A cloud service agreement can consist of one or more parts recorded in one or more documents.
[SOURCE]ISO/IEC 19086-1-:2016, 3.3]

3.10

data storLe

persistenf repository for digital information

Note 1 to pntry: A data store can be accessed by a single entity or shared by multiple entities via a network|or
other connection

[SOURCE: ISO/IEC 20924:2018, 3.1.13]

3.11

ratio scale
continuous scale with equal sized scale values and an absolute or natural zero point

[SOURCE:

[SO 3534-2:2006, 1.1.9, modified — The EXAMPLE and Note 1 to entry were deleted.]
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3.12

data level objective

DLO

commitment a data holder (3.4) or a data user (3.5) makes for a specific, quantitative characteristic of a
dataset, where the value follows the interval scale or ratio scale (3.11)

Note 1 to entry: A data level objective commitment can be expressed as a range.

3.13

data qualitative objective
DQO

CJ:nmitment a data holder (3.4) or a data user (3.5) makes for a specific, qualitative charactgristic of a
ddataset, where the value follows the nominal scale or ordinal scale

Ndte 1 to entry: A data qualitative objective can be expressed as an enumerated list.
Ndte 2 to entry: Qualitative characteristics typically require human interpretation.
Ndte 3 to entry: The ordinal scale allows for existence/non-existence.

3.14
pyblic domain data
class of data objects over which nobody holds or can hold copyrightor other intellectual propgrty

Ndte 1 to entry: Data can be in the public domain in some jurisdictions, while not in others.
Ndte 2 to entry: The concept of public domain and the difference between this and "publicly availablg¢" is subtle
and varies between jurisdictions. Readers should make theniselves aware of the specific legal situatidn as it can

apply to them.
[SDURCE: ISO/IEC 19944-1:2020, 3.4.4]

4| Symbols and abbreviated terms

Al Artificial Intelligence

CcqC Cloud Service Customer
CSp Cloud Service Provider
DILO Data Leyel Objective

DJA Data'Sharing Agreement
DQO Data Qualitative Objective

5| @verview of DSAs

5.1 General

An emerging use of cloud services and other distributed platforms is the processing of data that the CSC
has acquired from a data holder. Additionally, there are cases where the CSC processes data acquired
from multiple data holders (multi-sourced data) and there are cases where two or more CSCs share
data among themselves including data acquired from other data holders.

Advances in cloud data storage have made it possible to create security boundaries around datasets that
are then part of a larger logical dataset. Some data repositories provide customized access privileges
to data users, with data provenance and chain of custody information attached to each record. These
can provide an alternative approach in data sharing scenarios where the data come from multiple,
independent data stores

© ISO/IEC 2022 - All rights reserved 3
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ta sharing scenarios

A Data Sharing Agreement (DSA) can define how one or more organizations providing data to one or
more third parties, several organizations pooling information and making it available to each other or
to third parties. This document helps to identify and address important issues when developing DSAs
between two or more entities or individuals concerning the sharing of data or information of any kind

between

these entities or individuals.

DSAs can be used in many different data sharing scenarios. Five representative scenarios are described

below.

NOTE

Figure 2

using a DISA. The CSP is not a party to the DSA but rather the data user is a CSC using cloud servid

provided

EXAMPLE|1

The finan

applied. The financial institution bank teller (Data User) can likewise want to understand the cloud serv

agreemen

holde

A
'
Datd Data CSP

The arrows in the figures in this clause indicate data flow.

Data Data
holder ‘ user ‘

Data Cloud
sharing service
agreement agreement

Figure 2 — Data sharing between two parties

shows a basic data sharing arrangement between a sirigle’data user and single data hold

by the CSP under a cloud service agreement.

fial institution (Data Holder) clarifying to thefinancial institution bank teller (Data User) the D

with the CSP.

Data A
holder
1 \

F ) — user
Dat.a Cloud
sharing service

dgl'€CIIICcTIl

Data >
holder %
n

Figure 3 — Data sharing with one data user and multiple data holders
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Figure 3 shows a data sharing arrangement between a single data user and multiple data holders. In
this scenario the data user has a DSA with each data holder. As with the scenario in Figure 2, the CSC
and CSP operate under a cloud service agreement and the CSP is not a party to the DSA.

EXAMPLE 2

An insurance broker (Data User) has a relationship with three insurance companies (Data Holders), with each
having unique DSAs. The insurance broker has a single cloud service agreement with their respective CSP.

| Data |

holder 1

—__ _J —
-

Data Data

holder n holder 2 ' CSP
Data
sharing C101.1d
agreement service
agreement

Data Data
holder 4 holder 3

Figure 4 — Data sharing between multiple data holders

Figure 4 shows a scenario where two or more data holders share data under a common DSA and then as
a group, they make use of cloud services from a CSE-timder a cloud service agreement.

EXAMPLE 3

A group of government agencies (Data Holders)*have a mutually agreed upon DSA and have a common cloud
sefvice agreement with a CSP.

The data sharing scenarios in Fignres 3 and 4 include the issues of multi-sourced data yhich are
dgscribed in ISO/IEC TR 23186.

’ N
Il Entity |
| 3 I
| |
[ —— |

I
: Data sharing policy |
| |
I Data holder Data user ,I
\
N /
NOTE Entity does not include natural persons.

Figure 5 — Data sharing between departments within the same organization

Figure 5 shows data sharing between departments within the same entity where the sharing can be
governed by one or more policies rather than by a contractual agreement. In some jurisdictions, it can
be necessary to have a signed agreement between the data holder and the data user even if they are
within the same entity. For the purposes of this document, data sharing policies can include the same
elements of trust as DSAs.

EXAMPLE 4

© ISO/IEC 2022 - All rights reserved 5
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A single financial institution offers banking and insurance from two distinct lines of business where they need
clarity by means of either policies or agreements or both to govern the permitted data sharing from one line of
business (Data Holder) to a Data User (such as Customer Relationship Management) in another line of business.

Ecosystem 2

Data
holder 2

Data
holder1

Ecosystem 1

Figure 6 — Data-sharing in a multiple ecosystem

As shown in Figure 6, data sharing ean include more than one ecosystem. Ecosystems refer to networks
of intercpnnected organisations.which share infrastructures and services. Figure 6 displays two
ecosystems. The first ecosystem includes one data holder, one data user and one cloud service provider
(CSP). The second ecosystenrincludes the same data user working with another data holder and anotHer
CSP. The following obsetvations can be made:

— Somd business-stakeholders (e.g. a data user) can have to manage DSAs from different ecosystens.

— DSAsdusediiira given ecosystem often include common elements, for instance.

— The ipttoduction of policies established through a specific ecosystem governance scheme.

— The use of common cybersecurity and protection controls based on shared cybersecurity and
privacy risk analysis.

EXAMPLE 5

A health application ecosystem and a financial application ecosystem have separate DSA with the same data user
(a data analytics company).

A more comprehensive data sharing ecosystem can contain any combination of the scenarios described,
e.g. modelling the data sharing implemented, rolled up for an overall government or corporate
perspective.

6 © ISO/IEC 2022 - All rights reserved
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5.3 Role of the DSA

A DSA helps data holders and data users document the issues and commitments for the processing
of shared data and helps to establish trust between the stakeholders. A DSA can be a standalone
agreement, or it can be a part of a larger agreement. This document uses the concepts of DLOs and
DQOs as the components of a DSA. In addition to DSAs, there are existing agreement models that can be
used for data sharing, e.g. the Creative Commons license, public domain, and open data.

NOTE Examples of alternatives to bespoke DSAs can be found in Annex B.

Trust as a key element in data sharing

cessing of the data depending on different perspectives. The parties involved\can include data
lders, data users, the organization(s) processing the data, the organization(s) which are the §ources of
the data, people whose PII is contained within any of the data, and finally peopléxand/or orggnizations
who use the output of the processing.

5
Trust has a variety of meanings and forms for the various parties associated with-the [data and
p
h

Far data users and organizations processing the data, one of the major €lements of trust conlcerns the
provenance of the data that they use:

—{ How was the data put together?

— How reliable is the information it contains?

— Does the data require cleansing or filtering?

— How complete is the data?

— Does the data contain PII or confidential infermation of any kind?

Otlher issues concern any regulations and laws that can apply to the data and any commerdial terms
thpt apply to the data that can affect the planned use.

Far an organization that is the data‘originator, the major element of trust concerns whether the data is
used as authorized. The essential questions can include:

— Does the data user make-aclear statement about the intended uses?

— Does the data user-sigh an agreement in relation to this processing, and agree to abidle by any
restrictions or regidations that apply to the data (both regarding commercial terms, if any, and any
regulations ordaws that apply)?

—{ Does the data“user have appropriate certifications or equivalent proofs in relation to the processing,
including@ppropriate security controls and PII protection?

Fdr any-ihdividuals who have PII contained in any of the data used for processing, a major concern
capn, be.that the PII is processed transparently and only for purposes that have been clearly|stated to
the SAdivi . . L however,

legitimate forms of PII processing which are not based on notice and consent. Nonetheless, a major
concern relates to any PII breaches that can occur and whether all necessary measures are in place to
prevent such breaches.

Finally, for the people or organizations using the output of the processing, the key element of trust
concerns their ability to rely on that output - that it is correct, that it is unbiased, that it matches any
claims made for the output by the processor.

5.5 Data access and processing rights

Establishing who can use, process, and pass on data, and understanding the rights various parties have
over the data is essential for a data sharing ecosystem.

© ISO/IEC 2022 - All rights reserved 7
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For example, in some jurisdictions, copyright has a property aspect and a personal aspect, and
the collective right to protect that personal aspect is called the moral rights of the author. The data
originator holds the moral rights of the author. The moral rights include the right to publish, the right to
display the name, and the right to maintain identity. In addition, since it is a right based on personality,
it is a personal right that cannot be transferred or inherited. On the other hand, a data holder can have
an interest in the copyright that can be transferred to another party.

From the

discussion of ownership of data, the example of a car ecosystem is a quintessential use case in

establishing data access and the rights to view, modify, copy, or process the data. There can be distinct

sources o

owner of[the car. Deciding who has rights to the data alter 1t 1S generated can be a complex 1ssue, An
identity and access management (IdAM) system provides the tools to control when and who canaccgss
the resoujrce, and thereby it can be used to grant access to appropriate parties.

It can be
either ne
discussio
which is 1

Regardle
data. For

f data from the various components, e.g. the component vendor, the car manufacturer, or the

argued that the traditional legal notion of ownership does not fit with digital data, ahd
v constructs are required, or the notion of co-ownership needs to be furthenexplored. This
h on ownership is further complicated when discussing data aggregated from multiple sourdes
hen processed through Al or machine learning systems, for example.

bs of who owns the data, there can be legal rights for parties to access, process and collgct
example, to ascertain the cause of a collision, police can have an-adtomatic entitlement to pll

the data in a car after a collision with fatalities. Another example, related\to PII, is where the owner|or

driver of
the Genel
Commun
data (e.g.

Another
available

he vehicle can be entitled to copies of any data that has been/collected or extracted. In Europe,
al Data Protection Regulation (GDPR) and revisions to theDirective on Privacy and Electroiic
cation (Directive 2002/58/EC) describe the legal basis<for different types of processing|of
real time traffic data or data relating to public transport services).

<

bcenario is that local laws can require that theésults of processed data be made publi¢
suitably anonymized, if the system has been publicly funded.

© ISO/IEC 2022 - All rights reserved
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5.6 Data flow and DSA elements

Actions Results

Reports

s

transforms
Dataset Cloud 0 and
storage analytics

/Dataset /
n

Downstream
processes

s

DSA elements

Data set description

Data use obligations and Data use controls

Data provenance records, Quality and Integrity

Chain of custody

Transfer of custody

Security and Privacy

Proof of compliance

NQOTE The arrows in Figure 7 indicate,data flow between the components.
Figure 7'— Representative data flow and DSA elements

Figure 7 depicts “DSA elements” and a representative data flow for the processing of shared|data. The
DSA elements can also'be informed by sector specific regulations and societal norms. DSA§ can also
influde other elements, such as legal terms and conditions, not included in this document.

NOTE1 Expanded discussion of each element in Figure 7 is provided in Clause 6 through Clause 12|

The repres$entative data flow shown in Figure 7 is provided only to establish a context for the DSA
el¢ments:and should not be construed as the only way to architect processing of shared data.|However,

the various examples described in this document such as multi-sourced data for car operation have
shiown that it cannot be a simple direct flow where one system ends, and another begins.

NOTE 2  For a cloud computing reference architecture, see ISO/IEC 17789. For additional information on cloud
computing data flows see ISO/IEC 19944-1. For 10T data flows see ISO/IEC 30141.

Data can come from any number of sources, including data brokers, and can include both proprietary
and open data. The data can also have different formats, schema, and security schemes along with
different restrictions on its use. Shared data can be brought in over a network or by other means such
as portable data storage appliances. The data can need to be prepared and cleansed before it is suitable
for processing.

Computing resources can be placed at the edge of the network for applications that require real-time
processing, e.g. automobiles, medical devices, consumer products and industrial machinery. Data can
be processed and analysed by placing servers or gateways in the proximity of the devices. This can be
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done to reduce latency when transporting data to a cloud service or an on-premises data centre. The

DSA elem

ents described in this document are important to these scenarios as well.

Several cloud data storage types are suitable for shared data. A store for shared data can be virtual,
spanning multiple cloud storage services from multiple CSPs along with storage in legacy data centres.

Figure 7 shows transforms and analytics as the actions being applied to the shared data, but actions
can include any other type of data processing actions such as simple queries. As the shared data is
processed, the specific actions can become part of the chain of custody and provenance.

Downstream processes can include any qpp]ir‘qfinnc that make use of actions such as recommendati

systems,
data stor
the actio
downstre
models.

5.7 Rel

ISO/IEC
another v

age, actions and downstream processes as downstream processes can interact backiw

am process back as input data to the actions is a way to continuously train data-analyt

ationship between data sharing and data portability

p2123-1 defines data portability as the ability to easily transfer_data from one system

classification systems and predictive decision systems. Figure 7 shows a connection betwegen

th

s and both will ordinarily interact with the storage service. Adding output data'from the

vithout being required to re-enter data. In many cases there is a telationship between ddta

sharing aind data portability in that sharing data can involve transferring.a copy of the data from one

system ta
desirable

There ar¢
data stor
and other

NOTE

5.8 Da

The lifecy
or even d

A DSA co

from efficiency and cost standpoints.

P is granted by a data holder to a data user and the data store can support embedded analyt
processing.

For more information on data portability see ISO/IEC 19941.

fa sharing agreements (DSAs) in data lifecycles

estroyed. Lifecycle processes for'datasets can include creation, use. archiving and disposal.

Vering the dataset can be(developed at any time during the dataset lifecycle prior to deleti

or destrufction. Since a dataset canybe shared as a copy, there can be multiple, asynchronous lifecyc

covering

Data holders, data users and*other stakeholders in a DSA should consider whether the requirements|i

the DSA 3

NOTE

5.9 Da

Hifferent copies of thé dataset.

nd the documented lifecycle processes are appropriately aligned.

See ISO/YECY/IEEE 15288 for more information on system lifecycle processes.

la sharing agreements (DSAs) governance

another. The ability to transfer copied data easily, rather than having to re-enter it, is highly

b cases where data can be shared without being moyved. In this case, authorized access tg a

cle of a dataset can cover the period from inception to the point where the dataset is deletged

DSAs are established rollowing policies and rules that can be provided through a governance process.

This proc

ess depends on the data sharing scenario:

— Data sharing with one data user and multiple data holders (Figure 3) can have a governance scheme
led by the data user.

— Data sharing between multiple holders (Figure 4) can have a governance scheme agreed upon by
the data holders.

— Data sharing between departments within the same organization (Figure 5) follows the governance
scheme in their organization.

— Data sharing within an ecosystem (Figure 6) follows a governance scheme in use in the ecosystem.

10
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NOTE Additional information on governance in ecosystems can be found in Annex A.

6 Dataset description

6.1 General

It can be useful for a data holder to provide information about a dataset. This information is intended
to assist the data user in determining whether the dataset is appropriate for its purposes. Not all of the
attributes listed below need be provided in a dataset description. Some will not be relevant; others will
ndt be precisely known.

NOTE The DLOs and DQOs listed for data quality, described in 8.3, can also be useful in determining if the
dafaset is fit for the intended purpose.

6.2 DLOs and DQOs

6.2.1 Title

The title of the dataset.

6.2.2 Domain

The domain(s) the dataset applies to.

6.2.3 Data dictionary

List of the data dictionaries available for the dataset.

6.2.4 Format

List of the formats in which the datasetis available.

6.2.5 Data types

Lit of the data types used.in the dataset.

6.2.6 Data gathering-policy

List of any policiesy(e.g. frameworks, standards, regulations, organizational guidelines) employed in the
gathering and preparation of the dataset.

6.2.7 _Revision history

TheXevision history of the dataset.

NOTE The revision history can include the data originator name, the data holder name and a time stamp.

6.2.8 Pre-existing transforms

List of any pre-existing transforms on the dataset and any resulting limitations to use of the dataset,
e.g. application of differential privacy techniques that can limit the number of future uses of the data.

6.2.9 Date of the dataset

The date the dataset was initiated and the date of the last entry.
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6.2.10 Number of instances

The number of instances in the dataset.

6.2.11 S

ummary statistics

List of any summary statistics available for the dataset.

7 Data use obligations and controls

7.1 General

A data uge control is any technical or organizational instrument whose purpose is to ensure that
obligation on data processing is met by the data holder, data user, CSP, or any associated third par

Obligatio

s on the processing of data (e.g. company data, personally identifiable inforniation, data w

relevancd to public security and safety, health data) can be derived from a number pf sources:

— Juris
Act o
Prote
Docul
persd
comh

— Spec
relia

— Governmental mandatory policies and standards, e.g. Federal Trade Commission (US), Fedey

dictional regulatory acts, e.g. the General Data Protection Regulation”(Europe), the Ba
h the Advancement of Public and Private Sector Data Utilization (Japan), Amended Act on t

iments Act (PIPEDA) in Canada, or the Cybersecurity Law (€hina). On the protection
nally identifiable information, the United States follows a‘sectoral” approach relying or

fic legislation, e.g. the German eHealth Law, the US.Sarbanes-Oxley Act on the accuracy a
ility of corporate disclosures.

Cominunications Commission (US), BSI Baseline Protection (Germany).

— Dire
re-us
govel

— Inter

— Nati

‘tives, guidelines, and recommendations, e.g. the European Directive 2003/98/EC on t
e of public sector information. Directives, guidelines, and recommendations can be issued
nment entities. Guidelines and recommendations can also be developed by industries.

national standards, e.g. ISO/IEC 27000 or ISO/IEC 19944-1.

nal standards.

— Company and project specific policies.

These so

— Dired
secut

— Indir
data

rces define either:

t obligationsion the processing, transmission, or storage of data such as requirements on da
ity (e.g.encryption, access control).

ectObligations derived from the requirement to respect rights of customers, employees,

AN

Ly.
th

bic
he

ction of Personal Information (Japan), the Personal Information Protection and Electromnic

of
a

ination of legislation, regulation, and self-regulation ratherthan government regulation alone.

hd

al

he
by

Gubjects (e.g. information rights, data avoidance, lawful requests for data deletion).

Controls associated with direct obligations usually relate to the security and privacy of data processing
by a single data processor and thus are agnostic to the specific challenge of processing shared data.
Examples are access controls such as:

— Control of user access to corporate IT systems, networks, applications, and information.

— Controls on security log entries, security alerts, locking the user account.

— Rules on the length and complexity of pass phrases.

— Security of authentication information.

— Rules on privileged access rights.

12

© ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=72a75c514b1333e6f1d3f555cf439e6f

ISO/IEC 23751:

Rules on the use of removable media (e.g. USB drives, CD/DVD writers).

Examples for controls that are dedicated to increasing the trust in the processing of PII are:

2022(E)

Requirements for the encryption of PIl, in motion, when stored and on any removable physical

media.
The deletion of PII within a specified period once the data is no longer required.

That PIl is processed only for the purposes expressly stated in the DSA.

Cd
da
inj

T}
pr
Sp

7.2

I'o cooperate In dealing with the rights of PII principals 1n inspecting and correcting
something that is mandated by many regulations.

their PII,

ntrols derived from indirect obligations relate to the whole chain of custody invelving multiple
ta controllers and processors and therefore require an end-to-end approagh~for definfition and
plementation. Examples of controls associated with data subject rights include:

Controls allowing data subjects to obtain information on the purpose of the processing of their data,

the parties to which those data are transferred, the time period of the‘data processing.

Controls allowing data subjects to validate whether stored data afecorrectand to request dorrection

of incorrect data.
Controls allowing data subjects to request the overall deletion of relevant identifiable inf

Controls relating to the transfer of relevant data from one CSP to another.

prmation.

e so-called “Final Privacy Report” of the US Federal Trade Commission compiles a number of
oposed obligations (called “principles” in the report) for data processing by companies whi
ecific to PII but apply to all types of consumeridata:

th are not

Privacy by design: companies can build in consumers' privacy protections at every| stage in

developing their products. These inclide reasonable security for consumer data, limited
and retention of such data, and reasonable procedures to promote data accuracy.

Simplified choice for businesses and consumers: companies can give consumers the
decide what information_iS\shared about them, and with whom. This can include a Do-

rollection

option to
Not-Track

mechanism that would(provide a simple, easy way for consumers to control the tracking of their

online activities.

Greater transparency: companies can disclose details about their collection and use of cqnsumers'

information afd)provide consumers access to the data collected about them.

.2 DLOs.and DQOs

.1, \Regulatory obligations and controls

ittt afanu bnaouin wnn—u]ﬂfnv‘vr n]ﬂhr\'f\iﬂnno and contralcthat cnnlutatho doato hainacharad

Listetany-knownregulatory-ebligationsand-controlsthat apply-te-the-databein £-shared:

7.2.2 Data holder obligations and controls

List of any data holder obligations and controls that apply to the data being shared.

7.2.3 Allowed data uses

List of any uses of the dataset that are explicitly allowed.

© ISO/IEC 2022 - All rights reserved
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7.2.4 Disallowed data uses

List of any uses of the dataset that are explicitly disallowed.

NOTE

See ISO/IEC 19944-1 for more information on data use statements.

7.2.5 Allowed uses of the data processing output

List of any uses of the output of the processed data that are explicitly allowed, e.g. explicitly allowed
uses of analytics performed on the data.

7.2.6 D

List of a
disallows

7.2.7 D

List of an

8 Dats
8.1 Da

811 G

For trust
in the re
generate(
party. Co
data back

ISO 8000
of a piece

isallowed uses of the data processing output

d uses of analytics performed on the data

ata user obligations and controls

7 data user obligations and controls that apply to the shared data.
| provenance records, quality, and integrity

[a provenance records

eneral

ults of data analysis and related downstream processes. Origin can be an intermediate
| dataset equipped with an attestation ofiquality and data attributes provided by a trust
hclusions drawn from analysis, or deeisions made based on analysis rely on traceability
to its origin.

of data through its various ewners or custodians”. Furthermore ISO 8000-2:2017 notes th

“a data p
validatio

in procespging shared data as the'custodian can manage the collection of shared data, the processi

, and transferring ownership of data. The role of data custodian is particularly importg

1y uses of the output of the processed data that are explicitly disallowed, e.g. exXplicif

<

ed processing of shared data, the origin of each piece of data is needed to establish tryist

or
ed
of

12:2017 defines a data provenance record as a “record of the ultimate derivation and passajge

at

fovenance record can include information about creation, update, transcription, abstractign,

nt
Ng,

and the output. The ISO 15836 series and the Dublin Core Metadata Initiative (DCMI) can be useful for

creating
812 D

8.1.2.1

ata provenance‘records.
LOs and DQOs

Origin

List of the-erganizationsorpersonswhocollectedthedata—— |

8.1.2.2

Data holders

The original data holder of the dataset.

The current data holder of the dataset.

List of any prior data holders of the dataset.
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8.1.2.3 Changes

2022(E)

List of any updates, transcriptions, abstractions, or validations that have been applied to the shared
data.

8.2 Data quality

8.2.1 General

The qn;llifv of the output of the actions on shared data will _at best be no bhetter than the qua

ity of the

da
of
dd

qu
be
D4
IS
an

of
as

T}
re

In
m

8.

8.
Li
Li
Li
8.
Di

8.
T}

ta itself. ISO 8000-2:2017 defines data quality as the “degree to which a set of inherent chayg

data fulfils requirements”. This means that the participants in a data sharing projec
termine their own characteristics and the requirements. However, ISO/IEC 25012" provid
ality model and characteristics that can be helpful in determining the data quality-requir
included in a DSA.

ta integrity is one aspect of data quality and will affect the outcome of the actions on
D/IEC 19790:2012 defines data integrity as a “property that data has ngtrbeen modified or

unauthorised and undetected manner”. In practical terms data integrity can mean that th¢
the data has not been changed. For example, some transforms suchyas splitting columns c:
a modification of the data that does not change the meaning.

e following data quality assertions can enable the data user(to determine if the dataset m
(quirements.

addition to the data quality DLOs and DQOs listed below, refer to the ISO 8000 series of star
bre information.

.2 DLOs and DQOs

.2.1 Accuracy
5t of standards, technologies or teehniiques that were used to ensure the accuracy of the dat
5t of range of error or uncertainty known to exist for each numerical field in the dataset.

5t of methods used to ensure that the data format specified for each field is adhered to.

P.2.2 Distribution

stribution of the)data.

.2.3 Number of duplicate instances

e namber of duplicate instances in the dataset (if known).

cteristics
 need to
es a data
bments to

the data.
leleted in
meaning
\in appear

pets their

dards for

g

8.2.2.4 Number of missing entries

The number of missing entries or nulls in the dataset (if known).

8.2.2.5 Outliers

The number of samples for each numerical field in the dataset considered to be outliers.

8.2.2.6 Range

The range for each numerical field found in the dataset.
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8.2.2.7 Imputed data
List of fields in the dataset that include imputed data.

List of methods used to impute data in the dataset.

8.2.2.8 Synthesized data

List of fields in the dataset that include synthesized data.

further pfocessing or analysis can be incorrect. A DSA can include a provision ¢overing any metho
used to efisure the integrity of the dataset.

8.3.2 DLOs and DQOs — Dataset integrity

List of mdthods used to ensure that the meaning of the data in the dataset has not been altered.

9 Chain of custody and transfer of custody

For data gnd its processing to be trusted, all the-actions on the data need to be recorded (using trust
mechanigms) from its creation to its final-disposition. Actions in the data chain of custody can inclu
creation ¢f digital records or files, copy, transfer, update, transform, analyse, report, archive and dele
For example, transforms can alter the.presentation of data (e.g. extracting the Year from a Date field)
create dafa (e.g. interpolating valueés to fill in blank fields).

Actions cpn occur in many pldces including one or more cloud services, on premises data centres a
devices. For trusted processing of shared data, the chain of custody does not guarantee that a givj

piece of dhta has not beendltered, but it does mean that any alteration is recorded. For example, if datd i

anonymized before beingused to train a machine learning model the data has been altered by removi
certain irfformation,'but the remainder of the record is valid. However, to validate downstream resu
from application ef the model, itis important for auditors and other persons or processes in an oversig
role to understand that the original data has been anonymized in the training data.

of
ds

ed
de
fe.

Recording ‘the actions related to the chain of custody can be included in the proof of compliance (g

Clause 10).

For additional information on chain of custody, see the ISO/IEC 27050 series.
9.1.2 DLOs and DQOs

9.1.2.1 Data ingestion
How the data holder will transfer the shared data to the data user.

How the data user will transfer the shared data into its data storage system.
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9.1.2.2 Data storage

List of the location(s) and type(s) of storage the data user will use.

9.1.2.3 Data transforms

List of data transforms that the data holder has applied to the data.

List of transforms the data user plans to apply to the data.

2022(E)

9.
Li

9.
Li

9.

9.

.2.4 Combining with other data

5t of any data the data user plans to combine with the shared data.

1.2.5 Other types of data processing

5t of other types of processing the data user plans to apply to the shared data!
2 Transfer of custody

.1 General

Far the purposes of this document, transfer of custody refefs)to any case where the data us

to
re

9.

9

Li
sh

Li

T}

9
Li

make the shared dataset available to other data users«Transfer of custody can be subijg
Ktrictions the data holder puts on such transfers.

.2 DLOs and DQOs

.2.2.1 Requirements or restrictions for\data holder

5t of data holder requirements or restrictions on the data user’s ability to transfer custd
ared data.

.2.2.2 Transfers of custody

5t of transfers of custody the data user plans to apply to the shared data.

.2.2.3 Purpose oftransfers

e purpose of-any transfers of custody the data user plans to apply to the data.

.2.2.4 Data user plans to transfer.

5t of.data users the data user plans to transfer the shared dataset to.

er(s) plan
ct to any

dy of the

9.2.2.5 Terms and conditions for data transfer

List of the terms and conditions that will apply to any transfers of custody of the shared dataset.

10 Security and privacy

10.1 General

As described in ISO/IEC 17789, security is a cross-cutting aspect of cloud services. Cloud services used
to process shared data need security capabilities including access control, confidentiality, integrity,
and availability. Security aspects for trusted processing of shared data can include authentication,
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access authorization, availability, confidentiality, non-repudiation, identity management, integrity,
audit, security monitoring, incident response, and security policy management. Since multiple people
from multiple entities can be involved in a data sharing project, it can be necessary to provide for fine-
grained access authorization where access is defined per person rather than by role or some other
more abstract criteria. (For more information on access authorization controls see ISO/IEC 27002) This
ensures security is a shared responsibility between the CSP and CSCs. ISO/IEC 27000 or ISO/IEC 27017
can be used to establish security for shared data processing projects and ISO/IEC 19086-4 can be used
to include security in related cloud service agreements.

A DSA should include the specific security technologies, techniques and standards that will be used
during a T‘lven project.

Secure mplti-party computation is an area of research that’s beginning to be commercialized.fhgt chn
be useful| for processing shared data. Secure multi-party computation can be used to derive/mutyal
outputs from independent, encrypted datasets where the data holders only know what isiin their oyn
data.

Different]al privacy is also a possible approach that can be used to protect privacy when sharing datg.

The OECI) Privacy Guidelines [26] provides an internationally agreed upon set-of fundamental privacy
principle$ for the free flow including data sharing of personal data across barders.

NOTE Alist of standards for security and privacy can be found in Annex.C!
10.2 DLPs and DQOs

10.2.1 Data holder security requirements

List of sequrity requirements the data user shall implenient to protect the dataset.

10.2.2 Data user security requirements
List of sequrity requirements the data holderdhtends to implement to protect the data.

NOTE Data user security requirements.can meet or exceed the data holder security requirements, if any.

10.2.3 Data holder privacy requiréments

List of ptivacy requirements'the data user shall implement to protect the privacy of data subjegts
covered Hy the dataset.

10.2.4 Data user privacy requirements

List of prjvacy requirements the data holder intends to implement to protect data subjects covered py
the dataspt.

NOTE Data user privacy requirements can meet or exceed the data holder privacy requirements. if any.

11 Proof of compliance

11.1 General

Another aspect of shared data is that proof of compliance with the other elements of trust (data use
controls, data provenance, chain of custody) needs to be documented in a tamper resistant way. An
“append only” scheme is one way to protect records from change while not necessarily preventing the
insertion of corrupt or fraudulent records. Distributed ledger technologies are examples of a technology
that can be used to protect records from change and to verify the authenticity of new records.
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Additionally, access to the proof document needs to be limited to authorized parties. Where required
by law, or by agreement, authorized parties can include auditors or other oversight organizations.

11.2 DLOs and DQOs — Proof of compliance mechanisms

List of mechanisms the data user will employ to provide proof of compliance with the terms of the DSA.
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Annex A
(informative)

Governance in ecosystems

ISO/IEC TS 27570 describes several processes, one of which is the data sharing process. This process
includes fwo parts, the ecosystem process which establishes coordination schemes, including measuifes
for compliance, assurance and audit of practice, and the organization process which applies, ‘the
recommejndations. Possible recommendations are:

=}

— integfration of common information on privacy impact assessment in DSA (eg followipg

ISO/IEC 29134).
— requirements on consent information in DSA (e.g. following ISO/IEC 29184).

— requirements on privacy preference information in DSA (e.g. following ISO/JEC 275561).

1) Under preparation. Stage at the time of publication: ISO/IEC DIS 27556.
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Annex B
(informative)

Examples of alternatives to bespoke data sharing agreements
(DSAs)

Bl1 General

While bespoke DSAs can be negotiated and written according to the specific needs, of the dqta holder
arld data user, there are alternatives. Examples of alternatives to bespoke DSASs\include, byt are not
lihited to, the Creative Commons™ 2) Licenses, datasets placed in the Public-Domain and datasets
dgclared as Open Data.

B2 Creative Commons™ licensel”
THe Creative Commons™ license can be used on datasets under the following license types:
— Attribution: Allows use of the work if attribution is givento the licensor.

—|{ ShareAlike: Allows the work to be copied, distributed, displayed, performed, and modified if any
modified work is available under the same terms;and conditions as the original work. Any changes
to the terms and conditions requires permissign-from the licensor.

—{ NonCommercial: Allows the work to be copied, distributed, displayed, performed and modified and
otherwise used for any purpose other than commercially unless the licensor provides pg¢rmission
to do so. The licensor can also apply the NoDerivatives restriction to the work.

—{ NoDerivatives: Allows only original copies of the work to be copied, distributed, displayed, and
performed unless the licensor'grants additional rights to make modifications.

Terms common to all the Creative Commons™ licenses include attribution, no additional reptrictions
(legal or technological) and an exemption for any part of the work that is in the public domain].

Bl|3 Public domain

dta can be available that has been placed in the public domain. Data may be placed in the public
ddmain by statute or by a declaration by the originator. Material in the public domain can ordjnarily be
used witholit any restrictions.

Bl4 ﬂppn data

Open data is a mechanism often used by governments and institutions to make data that was created
with the use of public funds publicly available. Open data can ordinarily be used with few if any
restrictions. An emerging view of open data is “open as possible, closed as necessary”.

2) Creative Commons ™ is an example of a suitable product available commercially. This information is given for
the convenience of users of this document and does not constitute an endorsement by ISO or IEC of this product.
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