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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

Integrated circuit card (ICC) technologies and solutions are widely deployed around the world, but
systems for identity tokens and credentials are quickly changing. In this context, the application
protocol data unit (APDU) protocol defined in the ISO/IEC 7816 series is becoming, in some cases, a
hindrance to the integration of integrated circuits (ICs) (as security devices) in environments such as
mobile phones, handheld devices, connected devices (e.g. M2M, 1oT) or other applications using security
devices.

everal stakeholders are not familiar with, or not very fond of the APDU protocol becauge of its

mplexity. They will often circumvent its constraints by requesting an abstraction layerHiding IC
specifics. Although the security mechanisms of security devices are well defined in ISQ/IE( 7816-4
their implementation and application differ from vendor to vendor and the complexity’everstrajns most
f the application developers.

Ih software development, a common way to simplify the usage of complex systems is the definition and
plication of application programming interface (API) functions to access the IC within the|devices.
ecific knowledge of APDU protocols and details of the IC implementation-is not necessary anymore.

Iso, the complexity and details of the implementation of the security model and the security pglicy can

e shifted from pure application development into system design ofthe‘electronic device and it$ related

spftware.

herefore, this document is geared towards software (SW9-<architects, application programmers or
specification developers developing software applications{tsing and addressing ICs as security devices
ithin operating systems or their components.

he projected applications can run on different software and hardware environments. Generalisation
f the API definition is key and the dependencies:én specific runtime environments and equipment are
ept out in principle.

xisting runtime environments already support the access to IC as security devices using different
specific APIs, e.g. OpenMobileAPI,[10]1 PKCS#11,[12] but they always implement a proprietary interface
nd middleware, which is not commonly applicable. However, even solutions based on thoge kinds
df middleware are perceived as cumbersome in some systems. The market looks for a middleware
memory footprint to be as low as’ possible. This document also aims to overcome or mitigate those
ifsues by proposing a new approach that would preserve ICC functionality and allows for a Jeamless
ICC portability onto new systéms.

Since the system is désigned for easy support by mobile operation systems, mobile operating system
(PS) designers/ imiplementers are encouraged to support these standardized APIs to acgess any
gmbedded secure€lement (eSE) within the mobile device.

Ih the contextof mobile devices, there is a necessity for trusted computing, e.g. by dedicated [security
ardwareg, The proposed API helps the application implementer with a standardized common interface
b such trusted IC.

o =

The-JSO/IEC 23465 series focuses on a solution by designing an API and a system with the fpllowing
Aracteristics.

— It offers a set of API calls related to multi-sectorial ICC functionality, derived from the ISO/IEC 7816
series and other ICC related standards.

— It defines the sub-system to perform the conversion from the API function to the interface of the
security device (e.g. APDU-interface), called Proxy.

— It results in a description of solutions with no middleware or very little middleware memory
footprint (i.e. simplified drivers).

— It defines the simplified ICC capabilities, the discoverability (i.e. with significantly less complexity
than ISO/IEC 24727) and examples of usages.

© ISO/IEC 2023 - All rights reserved v
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The ISO/IEC 23465 series is comprised of three parts each focusing on a specific topic:

ISO/IEC 23465-1 (this document): provides an introduction to the series and a short overview of the
architecture;

ISO/IEC TS 23465-2: defines the API for client applications allowing incorporation and usage of
security devices;

ISO/IEC TS 23465-31): describes the software called Proxy which provides different services e.g. to
convert the API calls into serialized messages to be sent to the security device.

1) Under preparation. Stage at the time of publication: ISO/IEC DTS 23465-3.

Vi
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Card and security devices for personal identification —
Programming interface for security devices —

Part 1:
I lucti 1 hi 1 ..

1 Scope

—

his document introduces and describes the concept of the application programniing interface|(API) to
ecurity devices with the intention to simplify the usage of commands and mechanisms defindd by the
50/1EC 7816 series.

— N

This document gives guidelines on:

— the system overview and description of the system of the prograsnmming interface;

— the architecture description;

- the data model in general, used by the API;

- the use cases and the usage model of the API.

2 Normative references

There are no normative references in this decument.

Terms and definitions

L)

vl

or the purposes of this documeént, the following terms and definitions apply.

IF0 and IEC maintain terminology databases for use in standardization at the following addresses:

- ISO Online browsing platform: available at https://www.iso.org/obp

1 IEC Electropédia: available at https://www.electropedia.org/

31
dlient
ny type-of entity requesting services from a security device (3.7)

2

A DI

Arl
software interface defined in ISO/IEC TS 23465-2
3.3
middleware

software (SW) component allowing two systems from different or similar operating systems
interconnection (OSI) layers to communicate with each other

3.4

operating systems interconnection model

OSI model

conceptual model that characterizes and standardizes the communication functions of a network or
computing system without regard to its underlying internal structure and technology

© ISO/IEC 2023 - All rights reserved 1
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3.5

secure digital memory card
SD-card

secures

3.6
proxy

torage media using non-volatile memory

sub-system to perform conversion from the application programming interface (API) function to the
interface of the security device (3.7)

3.7

security device
tamper-fesistant secure hardware component which is used in a device to provide the security,
confidentiality, and multiple application environment required to support various business niedels
Note 1 tgentry: It may exist in any form factor, e.g. embedded or integrated SE, SIM/UICC, smart.gard, SD-card.
3.8

serializption

translatjon of data structures or object state into an octet string for transmitting-or storing

3.9
trusted|execution environment

TEE

aspect df the mobile device comprising hardware and/or softwaré which provides security services tp
the mobjile device computing environment, protects data against@general software attacks and isolates
hardware and software security resources from the operating\system

[SOURCE: ISO 12812-1:2017, 3.60]

3.10

use case¢

list of adtions or event steps typically defining,the interactions between a role and a system to achievie
a goal

Note 1 tgentry: A role is known as an actor in the Unified Modelling Language.

4 Symbols and abbreviated terms

APDU application protocol data unit

API application-programming interface

BLE bluetodth-Tow energy

CBOR concise binary object representation

DF dedicated files

eSE embedded secure element

eSIM embedded Subscriber fdemntity modute

IC integrated circuit

ICC integrated circuit card

IDL interface description language

iSIM integrated subscriber identity module

12C inter-integrated circuit

JSON java script object notation

NFC near field communication

PCB printed circuit board

2 © ISO/IEC 2023 - All rights reserved
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PC/SC personal computer/smart card
0SI open systems interconnection
OTA over the air

SD secure digital (memory card)

SE secure element

SIM subscriber identity module

SoC system on chip

bPI serial peripheral interface

bW software

TEE trusted execution environment
JICC universal integrated circuit card
JSB universal serial bus

WIFI wireless communication technology, defined by the Wifi consortium

5 System overview

3.1 Conditions of use

The utilisation of an API for security devices defined in the ISO/IEC 23465 series of standards fis useful
ih any client application software which needs services.of a security device. The application goftware
may run on any electronic devices, e.g. personal computers, terminals or mobile devices. The electronic
device contains or is connected to a security device and allows its access by client applicatipns. It is
dssumed that any software running on the electronic device is separated into several lqgical or
flinctional layers. Such layers may be designed.as a middleware between the client application Joftware
nd the related security device or may be provided by the device’s operating system. API is herein
efined as generalised function calls from,the client application software to the additional layers in the
slystem.

he API allows the logical access,;to any available security device, independent from the physical
fprm factor, the technology, the used connectivity and the applied transmission protocol. It hides the
hysical layer, the data link layer and the network layers of OSI model to the application. The API offers
sfandardized methods and_functions to security device services and builds either an abstraction or a
subset of the underlying'security device interface, e.g. the APDU interface defined by ISO/IE( 7816-4,
r both. In this way; the transport, session and presentation layers are also hidden from the client
plication.

he API is a reépresentation of the application layer to a security device. The application implementer
oes not need further details to contact, address, select and use a connected security device| But the
set of the API functions still allows the application to work with the security device by retrigving all
levantinformation, functionality and services.

stems implementing this API facilitate the access to the security device. Dedicated functjon calls
and specific knowledge about the structure and architecture of the security device’s application is not
needed by the client application programmer. The API generalises function calls, offers less complexity
and reduces the need of knowledge about details of the security device.

The API functions are resolved within an additional software, which handles the access to security
devices. These additional software components are provided by the manufacturer of the electronic
device. Since the number of security devices in a system is not limited, the additional software
components have to be enabled to handle the different involved security devices.

Conversely, several client applications can use a single security device. It is possible for each client
application to use a different application inside the security device. Furthermore, applications inside a
security device are separated from each other from a security point of view.

© ISO/IEC 2023 - All rights reserved 3
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5.2 Simple system configuration

The simplest possible configuration is outlined Figure 1. This kind of system consists (possibly among
other components) of just one software environment running any application and incorporates the

security
mobile d

device. Such configuration is, e.g. a SoC device proposed for mobile devices. In this case, the
evice environment contains the complete client application and the security device for which

the implementation is running on the same system and within the same runtime environment as the
client application itself.

API calls from the client application directly lead to function calls in the security device. The securit
device ilnplements the resolution of the API and handles the processing of the requested operatiomo

the security device. Thus, from a client application programmer's point of view, the API calls fremt
client agplication just call the corresponding method implementation of the security device.

In this dimple situation, there is neither any other layer in between nor is there any kind-of messag

serializd

achieve fhis, the security device programmer normally provides a library to the system manufacture

or appli

5.3 Complex system configuration

Compar
standar
or more
than ong
availabl

client aiplications and security devices. The client application calls API methods which trigger the

Proxy a

[*N¢’]

tion. The API calls and the resolution of the API calls are done in the commosa system. T|

—

ation.

System |

Application Library resolving the

using
1SO/IEC 23465 API ISO/IEC 23465 API calls N

.
Security Device

Figure 1 — Simple system configuration

bd to the simple configuration in Figure 1, the API defined in the ISO/IEC 23465 series qf
s applies also to configlrations where a system contains more than one client applicatiop
than one securityevice, as outlined in Figure 2. The API supports the possibility that morje
e security devicedsavailable. It contains methods to select a specific security device among thie
b ones. This kind of selection requires another component, called Proxy, mediating betweeh

d addressithe appropriate requested functionality in the selected security device.
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System |

application 1

use
ISO/IEC 23465 API

use
ISO/IEC 23465 API

application n Proxy ——— security device 1

security device n

Figure 2 — Complex system configuration

Hven in complex system client applications, security devices and the Proxy may run in the same
gnvironment. Typically, a security device is deployed as dedicatedchardware. If so, client app
nd (part of) the Proxy on one hand runs in a runtime environment which differs from the
evice.

4 Generic examples using the different configurations

4.1 SoC — Example of simple system configuration

he simplest configuration of a system using security devices is a system running client applica
security devices in the same runtime enviroumment (see 5.3). A library within the runtime envi

supposed to act as the Proxy between, the client application and the security device. Thi
erforms the API call resolution and the'security device access.

4.2 ID-systems

slightly more complex syStem runs client applications and security devices in different

vironments with separated software layers. Examples are ID-systems in general (e.g. border
anking, health) typieally holding a client application as a part of a host connected to a carc
ecurity devices in this’configuration are ID-cards temporarily connected to the ID-system. To
the development 6fsuch systems, it would be appropriate not only to standardize the interface
the client applications and the Proxy, but also to standardize the communication between t}
nd the security devices.

igure 3-dépicts a generic simple system showing the conditions of usage with an client ap
sing the API defined in ISO/IEC TS 23465-2 within a single runtime environment. The Prox
uflined as a library or as a module in a more complex reader operating system.

o < I

runtime
ications
security

ions and
rfonment
5 library

runtime
control,
| reader.
simplify
between
le Proxy

blication
¥ can be
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security device 1 — application 1

software components
of any

5.4.3

Figure 4
mobile d

request
calls. Th
handles
the secy
operate
adequat

. . —>
electronic device
Proxy
security device n > application n
ISO/IEC 23465
ID cards, e.g. electronic API Host, e.g. automated border
credit/debit card teller machine

Figure 3 — ID-system with host and card reader

Mobile devices with multiple security devices

shows an example of a complex system configuration using different secyrity devices within
evice (e.g. mobile phones or tablet computers). The mobile app, downleaded from an app storg,
, in the course of the client application, functionality from security\ydevices by API functiop
e software system beneath the mobile app, introduced as Proxy imthe ISO/IEC 23465 serie$,
the function calls and transforms or serializes them into a data stream understandable b|
rity devices. Depending on the implementation of the security-“devices, the function calls ar

ely to the calling mobile app. Within mobile devices, usually a fixed number of security device

are per

loaded dn the mobile phone.

The Proky can use additional APIs to achieve the physicalaccess to the security device, e.g. provided by
the moblile operating system. Applications runningon personal computers or similar devices can use
additionjal existing SW drivers, e.g. PC/SC, which can facilitate the access. Security device form factorfs

r

of mobi
connect

ISO/IEC
transmi
for this

represenmting the physical layer ini the OSI model.

The API
gives ex

y
e
1 by the addressed security device and the results/responses-are transferred and transformed
S
S

anently connected, e.g. USIM, ISIM, eSIM, eSE, which can be used by different mobile app

e devices beside SIMs are, e.g. soldere@ICs on the PCB, connected USB-devices, SD-cards o
bd ID cards via card reader interfaces{{(NFC, BLE).

7816-4 defined APDUs or other'representation of messages are transmitted by the lower level
5sion protocols determined by the technology used in the addressed security device. Examples
protocol types are, e.g. USB, I2C, SPI or serial communication according to ISO/IEC 7816-3,

hides all these securitydevice details completely from the client applications.ISO/IECTS 23465-B
hmples on how a’Proxy implements the different layers.
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Figure 4 — Mobile environment using security.devices

53.4.4 Mobile devices with a single security device

If a mobile device contains just one security device, which<s used by several mobile apps,
security device can be configured such that each mobile app uises a different application in the
device. Furthermore, the security device can be configured such that its applications are p}
and logically separated from each other such that noititerference occurs. The security device
dccess to the assets in its applications. The Proxy controls that function calls from the mobile
directed to the corresponding application inside‘the security device. Figure 5 depicts this situg

N\
%)
Mobile device

% \J

Security
device

' DN

) »

then the
security
hysically
controls
hpps are
tion.

5l 5|3 App 1
- EE
. < <
A A A
| Proxy.
| | resolving API
S J calls

Figure 5 — Mobile device with only one security device
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5.4.5 Use cases

Client applications use the API to access the security device. The API facilitates the access to, and the
usage of, the security device.

Annex B outlines some use case examples.

6 Architecture model

6.1 C&mponents

6.1.1 [lient application

The client application in the context of the ISO/IEC 23465 series is a software module which fulfills
specific[functionality on or within a system. The ISO/IEC 23465 series of standards-does not specif]
which programming language is used for that software module. Furthermore, that software module ca
have seyeral interfaces to internal or external entities. The ISO/IEC 23465 series 6f standards becoms
relevant for such a software module if one of those interfaces is in conformance With the API describe
in the ISO/IEC TS 23465-2. The client application related to this context uses the ISO/IEC 23465 API ¢
interactfwith the security device in the system.

S n <D

6.1.2 Proxy

The Proky is the software module in the system which resolvesthe ISO/IEC 23465 API calls from thie
client apgplication and handles all operational steps to perform the required security device activitly
derived from these calls.

The Proky acts in this context as a middleware between the client application and security device.

6.1.3 Becurity device

The secrity device is a separated module.in the system, with the ability to receive and send messages.
Typically, a message received by the security device is a command to be performed. In this case t
security| device calculates a corresponding response message which is then sent as a reply to t
commarld message.

6.2 System using the AP}

Derived|from the different'€xamples from 5.4, the basic system which incorporates an API for securit|
device afcess is outlinéd)in Figure 6.

<<

[t

The diffprent entiti€s within the chain of the software layers correspond to specific levels of the Of
referende modelh(ISO/IEC 7498-1). The client application with API calls for security device acces
represents thexapplication layer. Each access to a security device is managed by a set of API calls.

[72)

The APIlresolving software parts, the runtime environment of a mobile operating system or firmwarie
possibly using additional APIs, and manufacturer specific middlewares for security device access are
dedicated to OSI layers 1 to 6. This document compresses these parts in the entity Proxy, which is
detailed in ISO/IEC TS 23465-3.

Any API call is resolved in the Proxy. An essential portion of the software is programming language
related. The ISO/IEC 23465 series of standards is programming language agnostic, i.e. it is developed
with no particular programming language in mind. Additional layers are necessary for performing the
identification and administration, controlling the connectivity, and most importantly, resolving the
references to the real objects.

A session layer related to the complex architecture, outlined in 5.3 handles the access from different
client applications to multiple security devices. Depending on the system, a set of software parts, e.g.

8 © ISO/IEC 2023 - All rights reserved
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mobile operating system environments, firmware implementations, libraries and/or middlewares,
represent the presentation layer and transport layers in the OSI reference model.

Security device specific drivers, mostly provided by the manufacture of the security device, enable the
generation of security device related messages, which are related to the functionality of the security
device. These software parts implement the network and the data link layer.

Finally, the physical layer deals with the low-level protocols and the connection to the security devices.
Well known protocols and techniques for security devices are defined in ISO/IEC 7816-3 with T=0
or T=1 protocols. There is no limitation to use other logical and physical protocols depending on the
security device’s technology today or in the future. Details are out of scope of this document:

The API definition is independent from any used programming language. Besides the obligatory
drogramming language binding parts, the Proxy separates API calls into a set of basic sécuritly device
elated commands and translates them into security device related messages.

—

n the administration side, it sets-up the session between the client application and the addressed
ecurity device, handles any required secure messaging and supports the connectivity and trangmission
ver the security device interface. An exception handling mechanism translates the security device
rror messages into exceptions thrown by the Proxy.

D O Un O

OSI-Reference

1,
:[ Application using a security device ]: Application using the standardized ISO/IEC
[ Application Layer ] :J 23465 API calls to the security device

- ———— . —————————

Presentation Layer Interfaces to underlaying software component,

e.g. operating system, libraries, drivers, etc.

Application &0

Session Layer Environment/Interfaces/Middlewares

o \\.Q )
N Security device related Data Units, e
. ) €.8
Network Layer Security device relqtg’data unit APDUs acc. to ISO/IEC 7816 series, functional

e APDUs or interpretable serialized data units

I/0 Transmi ‘with security device
rélated protocols

Data Link Layer

[ )
[ )
| Transport Layer |
[ ]
[ )
[ )

Physical Layer Communication protocols and technologies

Security device Security device
using ISO/IEC using functional
7816- APDUs APDUs

Variants of security device: Out of Scope

PR S N

Figure 6 — Architecture model for a complex configuration

6.3 Data model of client application

The-environments outlined in 5.4 describe several situations where client applications are cpmbined
fthsecurity devices Their usage amd-the Tetated data stored i the security device are defined in
general by the requirements of the client application.

The following situations can be anticipated.

— The security device is structured according to ISO/IEC 7816-4, that implies, the security device
applications are separated in DFs in the file structure of ISO/IEC 7816-4. Any client application
accesses its counterpart DF on the security device, e.g. by selecting the relevant DF. When the client
application uses its counterpart DF by requesting services from that DF, the Proxy sends appropriate
ISO/IEC 7816 related commands, which use e.g. data and secrets within this counterpart DF.
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— The security device is structured as a Java Card®2?) and contains application specific Java Card
applets. This scenario allows a client application specific functionality with its own commands and
data, implemented in the java card applet. Depending on the implementation, a complete security
application can be processed on the security device, e.g. an ID-application or a payment application.
Each security application may have its own scale of functionality and data content.

— The security device works only as a trust anchor for a client application. In this case a separation of
security device application is notintended. The whole security device is related to a main application
and serves, e.g. as a secure key or data storage, possibly with no further functionality.

— Thelsecurity deviceisprimarily used inanotherapplication context. Existing systems already contai
secyrity devices for their primary usage, e.g. UICC, eSIM, in mobile phones, which can be also‘use
for pther applications. The primary security device may host separated additional security) devid
applications for new client applications. The format for the additional security device application i
mandated by the system. Itis in the responsibility of the Proxy to enable the access to stich extende
secyrity devices.

9w 0 s

6.4 Data management

The cliept application needs a set of data and information to identify and (o,'deal with its dedicated
security] device.

From a high-level point of view, the generic data model of the client application requires:

— the Jogical interface between the client application and securitydevice application;

— the hddressing means between the client application and-the security device;

— an dbstracted access of secure device data by the cliefitapplication by object references;
— adeffinition of the relationship between client application data and security device application datg;

— a ddfinition of the relationship between seCurity policy of the client application according to the
accgss rules of the security device application;

— asiplified usage of the security device’s security policy (with support of Proxy);

— a ddfined security policy of thesglient application, e.g. access rules known by the client application,
supported by the security device;

— aclient application specific set of functionality, e.g. an API name space;

— a sef of data relatedto the client application used by the client application in the course of an ARI
fung¢tion call.

The dedign and<the definition of the client application shall take the required data managemerjt
elementf into dccount.

Figure 7 depicts the situation of a system with a data model supporting distinguished data elements,
Credent_ a a . Ty = AEAT AT > | > P > T Sya a T T 0

d 110 U vy requ [T1CT . d C dS d COU CI'Pd [ U y AcV C. I
methods and the underlaying class model support the data management.

NOTE1 Electronic device applications, e.g. in mobile phones, can have a distributed data model with data
stored in a different location in the system, but belonging together.

A generic data model allows any relation between the security device(s) with its security device
applications and the corresponding client application. The client application needs to open a logical

2) Java Card is a registered trademark of Oracle and/or its affiliates. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC of the product named.
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link to the appropriate security device(s) and its related security device application by applying the
addressing methods of the ISO/IEC 23465 API.

NOTE 2  The number of security devices are not restricted. For simplification, only a single security device is
depicted in Figure 7.

ClientApp 1

+ Client fi tentapp 2
+Client Dy , clijent iy Client App m

+ Securityl . client D
+APlLcally Security| + Client functionality
devicea , Apj calig + Client Data

device ad 4+ Security Paolicy ISQAEC 22465 ADL
+ API calls for security
device access + Types, Data ISO/IEC 23465 API calls to perform
k dispatch to security device applicationm | + API method 1(Type...): Type « abstract addressing
dispatch to security device application 2 + APl method 2(Type...): Type ¢ abstract data access ]
Fo  abstract security policy fulfillment
dispatch to security device application 1 + API method k(Type...): Type
Class/Object
/ ) . Function Call/
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Class: Object Instance
Object-Reference ~~ Proxy Subsystem
Class: Object Instance ~ fi$ =
Object-Reference
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ass: Object Instance 23465 API " "
Object-Reference Security Device
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Data + Proxy data Security Device Application 1 ‘

iiiiiii + Security support

- + Fpometion Mocenaatan |

+A Security Device Application 2 ‘
Loglcal _ Resolution of Methods and +0 4 i ADDILL ‘
Representation - - Components +D 4 Acd Security Device Applicatjon m
N " - - + Security Device AppliCations Messages * | +Dat 4 Function/Message/APD)
Security Device Application 1| +Security Device Data * 3+ Dat + Access Condition m
+F Apni | + Security device messages Y + Data Structure/Credentfal m.1
+A Securlty Device Application 2 \ + + Data Structure /Credentfal m.2
+D 4 Fur Anni | +Dat 4
+D 4+ Acd Securlty Device Application m +
s + Data Structure /Credentfal m.|
* | +Dat , Function/Message/APDU P e ‘Any lower API 1 / p
+ o +Dat 1 Access Condition m ~
*+ | + pata Structure/Credential m.1 i + API functionality
+ + Data Structure/Credential m.2 s
+Da 4 P 7
+ v 7 Any lower API n
+ Data Structure/Credential m.p | ~

+ API functionality

Figure 7 — Data storage model

o

.5 Security architecture

he security policy-of a client application defines the requirements of specific mechanisms to be
upported by the, electronic system. Some of them are fulfilled inherently, some can be locatg¢d in the
lectronic syStem software, but this document focusses on security methods and means of [security
evices and its applications.

> O, . D »n

clientapplication requires therefore:

—-_a security policy related to the access rules of the security device application;

— asimplified method and translation of the security policy into security device related commands;

— simplified means to perform complex security protocols without being involved in details (e.g.
multistep authentication protocols).

The design of the client's security architecture has direct impact on the security conditions of a security
device application. Provisioning a client application always requires an adequate provisioning of the
security device mechanisms and applications.

Some of the fulfillments of these requirements are achieved with the support of the Proxy.
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7 API

7.1 General

An API is part of a program provided by a software system connected and linked to other software
system. This kind of programming interface is a junction on source code level.

The APIs defined in the ISO/IEC 23465 series of standards are designed to be used in software of
electronic systems, e.g. readers, terminals or mobile devices. The client applications in these systems
use secyr it_y deviceservices—Thedefimitiomrof the APHs iudcpcudcut of alry progr auuuiug lauguas P.
Binding| of the API to a used programming language is out of scope of this document. TheARI
implemdntation is not independent from the rest of the software system since the calls from thé client
applicatjon have to be resolved within a related software or library. Typically, the library is part’of thie
Proxy.

—

To be indlependent from any programming language with its specific features, a standazdized IDLIL1I fg
the desdription of the API is used. The APl is described in detail in ISO/IEC 23465-2.

7.2 Requirements for a programming interface

The API|design is based on, but not limited to, the following principles:

— offefs stability over a long period of time;

— proyides capacity for adding additional software to the systém;

— rediices complexity;

— focyses on high acceptance by a majority of the audience;

— proyides an independent description which is edsily adopted by any programming language;

— allojvs a dedicated abstraction level to be used in any electronic systems with a security device;
— offefs extendability in the future whemnew functionalities or features are needed.

Annex Al describes some design rules\for a generic API definition.

7.3 APIImplementation

Depending on the software system and the underlaying operating system, the characteristics of the
electrornfic system and the‘used security device have to consider some boundaries for the implementatiop
of the API resolving software parts.

These agpects alsojinfluence the characteristics and the complexity of the Proxy configuration and thie
architecture ofithe electronic system. Some of these aspects are treated in ISO/IEC TS 23465-2 and
ISO/IEC|TS23465-3.

8 Proxy

8.1 General

A proxy is generally defined as a network component accepting requests from a client and dispatching
the requests to other parts of the network. It serves as a broker that receives and processes the requests
sends the processed data to the next partner in the network. It acts as a filter in both directions,
conditionally changes the protocols and hides details of the partners. With the definition of the APl and
its usage in an application of the electronic system, the API call has to be resolved in assigned libraries
provided by the rest of the system software. In case of an (mobile) operating system, the application
layer is supported by the next layers according to the OSI reference model (see 6.2).
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The term Proxy in the ISO/IEC 23465 series of standards is used for any kind of software between
the client application and the security device. The Proxy acts as a broker, a translator, a filter and
an interface to the security device and has the ability and knowledge to communicate finally on the
physical layer with the security device.

If mobile applications use this API then a framework needs to be provided by the mobile operating
system implementing the appropriate functionality. These frameworks can call other system
components which possibly utilize secure hardware. The interface to the security device can use either
duplex or half duplex communication and support multi-channel handling, or both.

8.2 Proxy characteristics

The Proxy consists of different software parts. As depicted in Figure 6, the Proxy aligns wjth these
(SI layers which are relevant for the handling of the API functions and the translation into (p set of)
sjuitable security device commands. The same has to be applied for the responses-of these copmands.
The re-translation of the response data unit into the API requested format has)te‘be performegd by the
different instances of the Proxy.

The first API-call-resolving software part in the Proxy is generally’d-library, which handles the
grogramming language bounded glue code. Depending on the system\software, additional Joftware
layers have to be applied until the final communication layer to the'security device is used.

0 be future proofed the ISO/IEC 23465 series of standards allows synchronous and asyndhronous
hessage transfer. Adequate mechanisms describe both cases;e.g. with command response pairs or with
he usage of call-back functions. A general message handling'Structure allows the independent handling
f both communication directions. The Proxy facilitates the implementation of the client application,
bgether with the help of the API, by handling the cemplexity and the access to the security device.
outing, selection, addressing, channel and accesstrandling is performed by the Proxy inherently.

oot O ot 5o

—

he same applies for cryptographic support, e;g. application of multi-step protocols, performinig secure
hessaging for data protection.

=

—

he Proxy itself, its mechanisms and behaviour are described in ISO/IEC TS 23465-3.

=z

OTE Annex C outlines differernt logical and physical interfaces to current and future eSE withinl a mobile
nfrastructure. Annex D explains thecoexistence of the ISO/IEC 23465 API and other APIs or librarieg, already
sed in the electronic systems, €:g. the Open Mobile API or a PKCS#11 library which can be called within the
roxy.

R ==

O

Evolution of security device types

Ll

igure 6 depicts)different variants of security devices. Security devices according to ISO/IEC 7816
eries are well-known and are used in ICCs and also in electronic systems today.

(%)

(an)

ther types of security devices are defined by other specifications and standards. These |security
devieces™do not implement all functions of ISO/IEC 7816-4 but extend industry-specific functional
RDUs in addition. Function sets are reduced, limited to specific functionality, e.g. for authentication,
€y storage and/orkey applicatiom imcombimationr with cryptographic furnctiomatity-

o>y

A well-known technique from software standards, e.g. JAVA®, uses language specific serialization of
data structures for transmission of byte streams between the software modules. Formats for such
mechanisms are, e.g. JSON or CBOR. Instead of a serialization into a specific command format, e.g.
ISO/IEC 7816-4 defined APDUs, a transformation in the automated language related serialized format is
sufficient. The result can be transferred directly to the security device. A de-serialization within the
security device allows the re-build of the original data structure, which can be directly interpreted.
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Keep it §mall and simple:

Annex A
(informative)

Design rules

bauc tha follara;: lan rulac:
ot

For a cli
especial

14

Avo

shalll or should.

Sim

Single thread, synchronous security device: A security device should betreated as a single threade

dev
dev

Mul
Bec
pro

Obj¢ct-oriented programming: From a client’s perspective, the API should provide (instantiation

of)

a pdrticular object type in order to request a gorresponding service or function from a security

dev
Acl

For
-se

Pro
whi

Exc
cod

Instlantiations ©f-objects in a security device should be organized in a hierarchical structure.

It should bepossible to select each instantiation of an object in a security device. By calling a selecf

pro
inst

o PP 1o dacs
oot rrtarr et 7 SCTrICsSOrStantaras—o Yo trC OO WIS G CSTE T TotCy.

ent programmer it should be simple to use services and functions provided by a securitydevice,
[ly for client programmers with little expertise in embedded devices.

d exceptions to normative statements: It should be avoided to restrict requirements containing

blicity over performance: Simplicity should be more important than performance.

o

ce with synchronous communication. This implies that the communication model to a securitfy
ce is half duplex.

Li thread Proxy: A Proxy should be able to communicateSsimultaneously with several clients.
huse all security devices are treated as single threaded; it follows that the Proxy schedule
redure calls.

[72)

[72)

bbjects. Then, depending on the type of object, a client is able to call procedures defined fd

—

ce.
hss diagram should show the availablée.type of objects and procedures supported by a class.

pach procedure there should be an inverse operation, i.e. protagonist versus antagonist, e.g. gat
[, read - write, create - delete, append - truncate.

cedures should be proteeted by access rules. Thus, during instantiation, it is possible to definle
Ch procedure is usable.under which condition.

eption handling pver'exit status: Procedures should not be defined with an exit status (retur
). Unexpectedssituations (e.g. errors) are handled via exceptions.

-

—

fedare a client receives an instantiation of an object. Afterwards the client is able to use th4
antiation to call procedures defined for that instantiation. Thus, the modus operandi from j

client’s perspective is to first select an object then work with it.

Objects should provide getters and setters for their properties. These getters and setters are also
procedures and thus protected access rules.
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Annex B
(informative)

Use cases

B.1 General

1

rom the perspective of a client application, this annex lists use cases supported by the API
lient and Proxy. Thus, the main actor for all of the following use cases is the client application.

Q

Use cases at level “very high summary” are contained in B.2. Use cases at level “user’goal” are c
h B.3. Use cases at level “subfunction” are contained in B.4.

—

B.2 Use case level “very high summary”

B.2.1 Request services for identification, authentication and signing (IAS)
Hrimary actor: Application.

Scope: Services for IAS.

I[fevel: Very high summary.

Antagonist: This use case is identical to its antagonist.

The application requests a cryptographic sérvice for IAS. From the security device perspectivg
yses cases from level “user goal” are invglyed, e.g.:

d) open aconnection to a specific:security device, see B.3.2;

h) sign an artefact, see B.3.4;

d decipher an artefact, see B.3.7;

d) verification of a sighature.

B.3 Use case level “user goal”

B.3.1 Regquest a list of available security devices

Hrimary actor: Application.

between

ntained

b several

cope: Managing CONNections to SECUrity devices.
Level: User goal.

Antagonist: None.

The application retrieves a list of available security devices or (equivalent) a list of smart card readers
with a security device inserted in order to select a security device and open a connection to that SD (see

B.3.2).

B.3.2 Open a connection to a specific security device

Primary actor: Application.

© ISO/IEC 2023 - All rights reserved
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Scope: Managing connections to security devices.
Level: User goal.
Antagonist: Close an open connection.

The application opens a connection to a specific security device in order to establish a communication
channel to that security device and afterwards use it.

B.3.3 Close an open connection

Primaryj actor: Application.

Scope: Managing connections to security devices.

Level: User goal.

Antagorlist: Open a connection to a specific security device.

The application closes an open connection in order to signal that it doesn’t want'to-use this connectiop
any longer.

B.3.4 BJign an artefact
Primaryf actor: Application.
Scope: (ryptographic operation.
Level: Uger goal.

Antagonist: Verify signature.

The appllication signs an artefact in order to prove-its authenticity and integrity. From the security
device perspective, several subfunctions are involved:

a) read certificate, see B.4.1;
b) authenticate user, see B.4.3;

c) sigrartefact.

B.3.5 Verify a signature
Primaryj actor: Application.
Scope: (ryptographicoperation.
Level: Uger goal:

Antagonist: Sign an artefact.

The application verifies the signature of an artefact in order to prove either its integrity or authenticity,
or both. Depending on the implementation, it is possible that the security device is not involved in this
use case, because typically none of the necessary information for verifying the signature (e.g. artefact,
signature and public signature verification key) is stored inside a security device.

B.3.6 Encipher an artefact
Primary actor: Application.
Scope: Cryptographic operation.

Level: User goal.
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Antagonist: Decipher an artefact.

The application enciphers an artefact in order to prevent disclosure of sensitive information. Depending
on the implementation, it is possible that the security device is not involved in this use case, because
typically none of the necessary information for enciphering (e.g. content of artefact and public key of
the receiver) is stored inside a security device.

B.3.7 Decipher an artefact

Primary actor: Application.

Scope: Cryptographic operation.

[fevel: User goal.

s

ntagonist: Encipher an artefact.

—

he application deciphers an artefact in order to gain access to the plain text{ From the securitly device
ferspective, several subfunctions are involved:

a) authenticate user, see B.4.3;

jow

) decipher a ciphertext, see B.4.10.

B.4 Use case level “subfunction”

B.4.1 Read arbitrary data
Hrimary actor: Application.
Scope: Data management.

I[{evel: Subfunction.

Antagonist: Write arbitrary data.

The application reads data stered in a security device in order to retrieve information.

B.4.2 Write arbitrary data
Hrimary actor: Application.
Scope: Data mafiagement.

level: Subfunction.

Antagenist: Read arbitrary data.

THe application writes data to a security device in order to store information.

B.4.3 Verify user by password

Primary actor: Application.

Scope: Security management.

Level: Subfunction.

Antagonist: Clear user verification, Unblock password

The application presents a password to the security device in order to gain access to protected

functionality. If the application presents a wrong password too often then this use case is blocked.

© ISO/IEC 2023 - All rights reserved 17


https://standardsiso.com/api/?name=cb534ee2f8af8bd90470bdb4ea6f20a9

ISO/IEC 23465-1:2023(E)

B.4.4 Clear user verification

Primary actor: Application.

Scope: Security management.

Level: Subfunction.

Antagonist: Verify user by password.

<

The app
device f}

B.4.5

Primary

Scope: §

Level: Sibfunction.

Antagon
The app
B.4.6

Primary

Scope: §

Level: Suibfunction.

Antagon
The app
B.4.7

Primary

Scope: G

Level: Sibfunction.

Antagon

The app|
later.

leation-claarc tha cacnrity ctatnic of 4 naccovrned 1n ardar 40 neatact O ctionality of
Tearo R eaStte-5Se et ty—Statu 5o apaSSwoeraHh-erae—o-prottectrahHecHehdty—6+

‘om unauthorized access.

Change password
actor: Application.

ecurity management.

ist: None.
ication sends a new value for a password in order to change it.
Jnblock password

actor: Application.

ecurity Management.

ist: Verify user by password.

ication unblocks a password in orderto enable the use case Verify user by password.

fenerate asymmetric key pair
actor: Application.

ryptographic operation.

ist: None.

B.4.8

ead publickey

Primary actor: Application.

Scope: C

ryptographic operation.

Level: Subfunction.

Antagonist: None.

The application reads a public key in order to use it, e.g.:

a) create a corresponding certificate;

18

lication-triggers the generation of an asymmetric key pair in order to use the generated keys
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