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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

govern

mental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the |

QﬂI/IF'(‘ Directives Part 1. In parh'ml]nr’ the different apprnvn] criteria needed for the different

of docu
[EC Dir

ISO an
use of
claime
receivd
are cau
databa
respon

Any tr
constit]

For an
related

ectives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

sible for identifying any or all such patent rights.

ute an endorsement.

to conformity assessment, as well as informationyabout ISO's adherence to the World

Organi
This

Subcon
This dd
The md

— fou
6.3

— fou
XM

— Anhnex C has beenadded.

Alisto

Any fd
body.

WWW.i

In the(jIjC, see www.iec.ch/understanding-standards.

zation (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword

types

ment should be noted. This document was drafted in accordance with the editorial rules ofithe ISO/
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Introduction

Ever since ebooks have grown in popularity, copyright protection has been an important issue for authors
and publishers.

While the distribution of ebooks around the world is mostly based on the open EPUB standard, most ebook
retailers are using proprietary technologies to enforce usage constraints on digital publications in order to
impede oversharing of copyrighted content. The high level of interoperability and accessibility gained by the
use of a standard publishing format is therefore cancelled by the use of proprietary and closed technologies:
ebooks are only readable on specific devices of software applications (a retailer "lock-in" syndrome), cannot
be accessed anymore ifthe ebook distributor which prnfpri’nd the pnh]irnfinn goesout of business qgr if the

DRM tgchnology evolves drastically. As a result, users are deprived of any control over their ebooks:

Requirpments related to security levels differ depending on which part of the digital publishing market is
addresped. In many situations, publishers require a solution which technically enforces the ‘digita] rights
they pjovide to their users; most publishers are happy to adopt a DRM solution which/guarantees gn easy
transfdr of publications between devices, a certain level of fair-use and provides permanent accesg to the
publicqtions acquired by their customers.

This is[where this document comes into playb.

1) Although this document is primarily intended for the protection of EPUB publications, it can also protect digital
publications in other formats, provided that the publication format supports the encryption of resources and the
embedding of a license. This is especially the case for PDF documents contained in a Readium Packaging Format, as
presented in Annex C. This is important for owners of large PDF collections, who want to apply the same DRM to their
EPUB and PDF collections.

© ISO/IEC 2024 - All rights reserved
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Information technology — Specification of digital rights
management (DRM) technology for digital publications —

Part 2:
Userkey-based protection

1 Scppe

This ddcument defines a technical solution for encrypting resources in digital publicatiofis‘(especially EPUB)
and for securely delivering decryption keys to reading systems, included in licenses’tailored to gpecific
users. [t also defines a simple passphrase-based authentication method for reading systems to verify the
license|and access the encrypted resources of such digital publications.

2 Ngrmative references

The follJowing documents are referred to in the text in such a way that seme or all of their content congtitutes
requir¢ments of this document. For dated references, only the edition cited applies. For undated references,
the latgst edition of the referenced document (including any antendments) applies.

EPUB 3.3, W3(, available at https:// www.w3.org/TR/epub=33/

ISO 8601-1, Date and time — Representations for informagion interchange — Part 1: Basic rules

ISO/IEC 8824-1, Information technology — Abstraét Syntax Notation One (ASN.1) — Part 1: Specificqtion of
basic nptation

RFC 46272, The application/json Media Type for JavaScript Object Notation (JSON), The Internet Societ)

RFC 52803), Internet X.509 Public Key. Infrastructure Certificate and Certificate Revocation List (CRL)|Profile,
Netwoitk Working Group

RFC 65704, URI Template, Internet Engineering Task Force (IETF)
RFC 69015, JavaScript Object-Notation (JSON) Pointer, Internet Engineering Task Force (IETF)
RFC 78076, Problem Petdils for HTTP APIs, The Internet Engineering Task Force

XML Epcryption Syntax and Processing Version 1.1, W3C, available at https://www.w3.org/TR/kmlenc
-coreljf

XML S|gnature Syntax and Processing Version 1.1, W3(C, available at https://www.w3.org/TR/j4mldsig
-corel/

2) Available at https://www.ietf.org/rfc/rfc4627.

3) Available at https://tools.ietf.org/html/rfc5280.
4) Available at https://tools.ietf.org/html/rfc6570.
5) Available at https://tools.ietf.org/html/rfc6901.
6) Available at https://tools.ietf.org/html/rfc7807.
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

codec content type

conten
EXAMP
Note 1 1

3.2
conten
symme

3.3

[ type that has intrinsic binary format qualities
LE Such as video and audio media type.

o entry: It is already designed for optimum compression or provides optimized streaming capabilities

t key
tric key used to encrypt and decrypt publication resources (3.15)

encryption profile

setofe

3.4

contai
EPUB ¢
zip-bag

[SOUR

3.5
license
entity

3.6

license
docum
restric

3.7
license
LCP
Readiu
DRM te

3.8
non-cg
conten

hcryption algorithms used in a specific protected publication (3.10).and associated license docume

her
ontainer
ed packaging and distribution format for EPUB publications (3.13)

[E: EPUB 3.3, clause 4]

authority
which delivers provider certificates (3.12)to content providers (3.11)

document
ent that contains referencesito the various keys, links to related external resources, righ
Fions that are applied to protected publication (3.10), and user (3.18) information

d content protection
lm LCP
chnology published by the Readium Foundation

dec content type
- type that benefits from compression due to the nature of its internal data structure

pt (3.6)

Its and

EXAMPLE Such as a file format based on character strings (e.g. HTML, CSS)

39

package document

publica

3.10
protec

tion resource (3.15) carrying meta information about an EPUB publication (3.13)

ted publication

LCP-protected publication

publica

tion (3.13) in which resources (3.15) have been encrypted according to this document
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er

content provider
entity that delivers LCP licenses for protected publications (3.10) to users (3.18)

3.12
provid

er certificate

certificate that is included in the license document (3.6) to identify the content provider (3.11) and validate
the signature of the license document

3.13

publical—inn

EPUB publication

logical
contain

[SOUR
3.14

readinlg system

system
[SOUR

3.15
resour
public
conten

3.16
root cq
certifig
ordert

3.17

status
licensg
docum
with hi

3.18
user

individual that consumes‘an EPUB publication (3.13) using an EPUB reading system (3.14)

3.19

user k
hash vz
inform

3.20

document entity consisting of a set of interrelated resources (3.15) and packagedcinvan EPUB

er (3.4)
'E: EPUB 3.3]

that processes EPUB publications (3.13) and presents them to users (3.18)
[E: EPUB Reading Systems 3.3]

ce
htion resource
F or instructions that contribute to the logic and rendering of an EPUB publication (3.13)

rtificate
ate possessed by the license authority (3.5) and embedded in each EPUB reading system (3
p confirm that the provider certificate (3.12)@s valid

document

status document
bnt that contains the current status and possible interactions with a license document (3.6]
storical information

a)

ilue of the user passphrase (3.20), used to decrypt the content key (3.2) and any encrypted use
htion embedded in a license document (3.6)

.14) in

, along

(3.18)

user paabplu dast

string of text entered by the user (3.18) for obtaining access to the protected publication (3.10)

4 Abbreviated terms

DRM
[ANA

digital rights management

Internet Assigned Number Authority
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5 Overview

5.1 General

In order to deliver a publication to users without risk of indiscriminate redistribution, most publication
resources are encrypted and a license document is generated.

The license document can be transmitted outside an EPUB container or be embedded inside it. Following the
EPUB 3.3 specification, META-INF/encryption.xml identifies all encrypted publication resources and points
to the content key needed to decrypt them. This content key is located inside the license document and is
itself encrypted using the user key. The user key is generated by calculating a hash of a user passphrase. It is
used td decrypt the content key, which in turn is used to decrypt the publication resources.

The license document may also contain information about which rights are conveyed to the user)and which
are not} and information identifying the user and links to external resources. Rights informationmay [nclude
things |ike the time for which the license is valid, whether the book may be printed or copied, etc. Finally, the
license|document always includes a digital signature to prevent modification of any of its.componentp.

Figure|l shows the relationships among the various components of LCP.

OCF (.epub)
encryption.xml
Unprotected |~ EncryptedData/CipherReferencé User passphrage
resources KeylInfo/RetrievalMethod
1
1
license.lcpl
Protected | ) -
resources ﬂ< Decrypts @ Content Key ﬂ @™ User key
F ]
= i U . .
i__ 6}} ir?fi)r Rights Links
A
Signature

Figure 1 — Protected publication with a license document

5.2 Hrotecting the publication

To proflect@ publication, a content provider follows these steps.

a) Generate a unique content Key for the publication.

b) Store this content key for future use in licensing the publication.

c¢) Encrypteach protected resource using that key, after compression if applicable.
d) Add these protected resources to the container, replacing unprotected versions.

e) Create a META-INF/encryption.xml document (as described in 9.3) which includes an EncryptedData
element for each protected resource, that contains:

1) an EncryptionMethod element that lists the algorithm used;

© ISO/IEC 2024 - All rights reserved
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document;

3) aCipherData element that identifies the protected resource.

f) Add META-INF/encryption.xml to the container.

2) a Keylnfo element with a RetrievalMethod child that points to the content key in the license

The publication is now protected (i.e. has become a protected publication) and is ready for licensing to one
Or more users.

5.3 Licensing the publication

After 4
license

a)

b)
9

d) Ge

There are then two different methods to deliver the license document and protected publication to t}

Which¢vep method is used, the reading system is presented with an EPUB container that inclu

Ge
an

En
Cr
1)
2)
3)
4)
5)
6)

7)
8)

Lidense documentincluded inside protected publication: The content provider adds the license do

to

Li
to

—

dense document.delivered separately: The content provider includes a link from the license do

user requests a protected publication, the following steps are followed by the content prigy
the protected publication.

1 associated user passphrase are already known to the provider.

crypt the content key for the protected publication using the user key.

pate a license document (META-INF/license.lcpl) with the following contents:
a unique ID for this license;

the date the license was issued;

the URI that identifies the content provider;

the encrypted content key;

information relative to the user passphrase and user key;

(optional);
information on specific rights being granted to the user (optional);
information identifying the user(0ptional); some of the fields may be encrypted using the uf

herate a digital signature for.the license document data and add it to the license document.

[he protected publication’s container and delivers this to the user.

the protectedpublication, and then delivers just the license document to the user. The reading

pr

comntainer-of this protected publication.

cessingthe'license document retrieves the protected publication and add the license documen

ider to

herate the user key by hashing the user passphrase (as described in 6.4.2). It is assumed that the user

links to additional information stored outside of the protected publication and license dogument

er key.

I user.

Cument

rument
system
t to the

les the

protected publication and the license document.

5.4 Reading the publication

In order to decrypt and render a protected publication, the user’s reading system follows these steps.

a) Verify the signature for the license document.

b) Getthe user key (if already stored) or generate it by hashing the user passphrase.

c) Decryptthe content key using the user key.

© ISO/IEC 2024 - All rights reserved
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crypt the protected resources using the content key.

6 License document

6.1 General

This clause defines the license document’s syntax, its location in the container, its media type, file extension
and processing model.

While META-INF/encryption.xml describes how the resources are encrypted and where the encrypted

conten

Annex

6.2 (

Alicen

1 - 1 R | =l 1 e £ dnn £ 1D . de 1 del 1. | de
[ RTY 15 1ULALTCU, TVCT y ULLICT TTITVAIIUIIITUTNTHAUUITTO LUT 15 STUTTU T LT TICTIIST UUCUITITIIL.

A shows an example of a license document.

ontent conformance

te document shall meet all of the following criteria:

Documfent properties:

— It

— It

hall meet the conformance constraints for JSON documents as defined,in RFC 4627.

hall be encoded using UTF-8.

File properties:

— Its|filename shall use the file extension .lcpl.
— Its|MIME media type shall be application/vnd.readium.lep.license.v1.0+json.
— Its|location in the container shall be META-INF/license.lcpl.
6.3 License information
6.3.1 | General
The license document shall contain id, issued, provider, encryption, links and signature objects and may
contain updated, rights and user objects as defined in Table 1.

Table 1 — Objects list of license document
Name Value/Object Format/data type Requirged?
id Uniqueiidentifier for the license String Yes
issued Datesand time of first issue of the license ISO 8601-1 date and time Yes
updated Date and time of last update of the license ISO 8601-1 date and time No
provider Identifier for the content provider URI Yes
encrypfieni encryption object Object as defined in 6.3.2 Yes
links links object Object as defined in 6.3.3 Yes
rights rights object Object as defined in 6.3.4 No
user user object Object as defined in 6.3.5 No
signature signature object Object as defined in 6.3.6 Yes

The date and time format shall follow the rules defined in ISO 8601-1.

© ISO/IEC 2024 - All rights reserved
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6.3.2 Encryption (transmitting keys)

6.3.2.1 General

To transmit keys, the encryption object shall contain profile, content_key and user_key objects.

6.3.2.2 Profile

The encryption/profile object shall contain the value defined in Table 2.

Table 2 — Profile information in encryption

ame Value Format/data type
profile Identifier for the encryption profile used by this LCP-protected URI
publication
6.3.2.3] Content key
The enfryption/content_key object contains the content key (encrypted using the user key) used to ¢ncrypt
the publication resources. It shall contain the name/value pairs described in Fable 3.
Table 3 — Content key information in encryption
Name Value Format/data type
encrypfed_value Encrypted content key Base 64 encoded oct¢t
sequence
algorithm Algorithm used to encrypt the content keyjidentified using the URI
URIs defined in W3C XML Encryption. This shall match the con-
tent key encryption algorithm named‘in.the encryption profile
identified in encryption/profile.
6.3.2.4 User key
The enkryption/user_key object contains. information regarding the user key used to encrypt the ¢ontent
key. It ghall contain the name/value pairsdefined in Table 4.
Table-4 — User key information in encryption
Najme Value Format/data type
text_hiht Hint to be displayed to the user to help them remember the user String
passphrdse
algorithm Algorithm used to generate the user key from the user passphrase. This |URI
URTshall match the user passphrase hash algorithm specified in the
éngryption profile identified in encryption/profile.
key_check Value of the license document’s id field encrypted using the user key and |Base 64 encoded odtet
the same algorithm identified for content key encryption in encryption/ |sequence
content key/algorithm. This is used to verify that the reading system

handles the correct user key.

EXAMPLE Encryption information for a license document that uses the basic encryption profile for LCP 1

{
"id": "efl5e740-697f-11e3-949a-0800200c9%a66",

"issued": "2013-11-04T01:08:15+01:00",
"updated": "2014-02-21T09:44:17+01:00",
"provider": "https://www.imaginaryebookretailer.com",
"encryption": {
"profile": "https://readium.org/lcp/basic-profile",
"content key": {
"encrypted value": "/k8RpXgf4E2WEunCp76E8P7hS051NXwAXeTDlioazYxCRGVHLACk/

© ISO/IEC 2024 - All rights reserved
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KQ3cCh5JxDmCKOnRLYyA xs1X0aA3z55boQ==",

"algorithm": "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"
b
"user key": {
"text hint": "Enter your email address",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#sha256",
"key check": "JJEJjUDipHK30jGt6kFq7dcOLZuicQFUYwQ+TYKAIWKmM6XvV6kpHFhF7LOKUK/Owww"
}
by
"links": "...",
"rights": "...",
"signature": "..."
}
6.3.3 | Links (pointing to external resources)
6.3.3.1 General
To spegify external resources, the license document shall contain a links object. This is-used to assocjate the
licenseldocument with resources that are not locally available.
Each lipk object nested in links contains the link UR], a link relationship and/an-optional set of other link
properties.
6.3.3.2 Link object
Each lihk object supports the names/values defined in Table 5.
Table 5 — Object listiin link
Nanpe Value Format/data type Required?
href Location of the linked resource URI or URI Template Yes
List of well-known relation
rel Link relationship to the document values, URIs for extensions as Yes
defined in 6.3.3.3
title Title of the link String No
type Expected MIME media type value for the exter- MIME media type No, but highly
nal resources recommended
templafed |Indicates that the hrefisia URI Template Boolean 'l'\If(;,l;iee"fault yalueis
profile Expected profile(used to identify the external URI No
resource
length Content length in octets Integer No
hash SHA-256/hdsh of the resource Base 64 encoded octet sequence |No

Templgted URIsfollow the RFC 6570 specification.

6.3.3.3

Link relationships

Table 6 introduces the link relationships for each link object which is used for value of rel.
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Table 6 — Link relationships of link

Relation Semantics Required?

hint Location where a reading system can redirect a user looking for Yes

additional information about the user passphrase
L Location where the publication associated with the license document

publication Yes
can be downloaded

self As defined in the IANA registry of link relations: "Conveys an identifier No
for the link's context"

support Support resources for the user (either a website, an email or a telephone number) No

status tocatiomof thestatusdocumentassociated-withr the Heense documment No

NOTE In addition to these link relationships, this document introduces the LCP Link Relations Registry, in which
all link felations defined in this document are referenced.

Link rdlationships may also be extended for vendor-specific applications. Such links shall{use a URI Instead
of a strjing to identify their link relationships.

The representation of the URI mentioned in the status link shall be a valid status.doctiment.

EXAMPLE A license document points to a publication, contains the location of\ahint about its user pasgphrase,
several support links and uses an extension to provide authentication.

{
"id"| "efl5e740-697f-11e3-949a-0800200c%a66",

"issped": "2013-11-04T01:08:15+01:00",
"updpted": "2014-02-21T09:44:17+01:00",

"propider": "https://www.imaginaryebookretailer.com",
"encfpyption": "...",
"links": [
{ ['rel"™: "publication",
'href": "https://www.example.com/file.epub)
'type": "application/epub+zip",

'length": "264929",
'hash": "8b752f93e5e73a3effflc706clc2e267dffc6ec01c382cbe2abca9bd57¢cc8378"

'rel": "hint",
'href": "https://www.example.cefi/passphraseHint?user id=1234",
"type": "text/html"
by
{ ['rel": "support",
'href": "mailto:supportlexample.org"
by
{ ['rel”™: "support",
'href": "https://example.com/support",
"type": "text/htwiM
by
{ I'rel": "wwwgimadginaryebookretailer.com/lcp/rel/authentication",
'href": "htfps://www.example.com/authenticateMe",
'title" yWAuthentication service",
'type"w\"application/vnd.myextension.authentication+json"
}
I
"rights!: "...",
"signatureT: T.UT

}

6.3.4 Rights (identifying rights and restrictions)

To identify rights and restrictions, the license document may also express a series of rights using
the rights object. The rights object may include the fields defined in Table 7.
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Table 7 — Object list in rights

Name Value Format/data type Default
. Maximum number of pages that can be printed over . . o
print | ifetime of the license Unsigned integer Unlimited
copy Maximum number of characters that can be copied to Unsigned integer Unlimited

the clipboard over the lifetime of the license

ISO 8601-1 date and
time

ISO 8601-1 date and

time

start |Date and time when the license begins None (perpetual license)

end Date and time when the license ends None (perpetual license)

The date and time format shall follow the rules defined in ISO 8601-1.

All narmhe/value pairs using an integer as their data type (print and copy for this document)-shall hot use
leading zeroes in values (e.g. “9”, not “09”).

For the print right, a page is defined as follows:
a) the page as defined in the publication, if it is pre-paginated (fixed layout), or

b) the page as defined by the page-list nav element of the EPUB navigation document, as defjned in
EPUB 3.3, subclause 7.4.3, if this exists, or

c) 104 Unicode characters for all other cases.
The copy right only covers the ability to copy to the clipboard anghis limited to text (no images, etc.).

NOTE In addition to these rights, this document introduces«the LCP rights registry, in which all rights deffined in
this doqument are referenced.

The rights object may be extended to include any nunmiber of implementor-specific rights. Each extension
right shall be identified using a URI controlled by the implementor.

EXAMPLE Alicense document grants the following rights: print up to 10 pages and copy up to 2048 charagters for
the lifefime of the license; the license has a startiand an expiration date. There is also a vendor extension granting the
right to[tweet parts of this book.

{
"id[': "efl5e740-697f-11e3-949a-0800200c9%a66",
"ispued": "2013-11-04T01:08%15+01:00",
"upHated": "2014-02-21T09:344:17+01:00",

"prpvider": "https://www.1lmaginaryebookretailer.com",
"enpryption": "...",

"lipks": "...",

"riphts": {

"print": 10y

"copy": 2048,

"start¥\V'2013-11-04T01:08:15+01:00",
"end"e«\*2030-11-25T01:08:15+01:00",

"htfps: //www.imaginaryebookretailer.com/lcp/rights/tweet": true

"sipnature":

6.3.5 User (identifying the user)

To identify a user, the license document may embed information about the user using the user object.
The user object includes the fields defined in Table 8.
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Table 8 — Object list in user

Name Value Format/data type Required?

id Unique identifier for the user ata String No, but highly
specific Provider recommended

email The user’s e-mail address String No

name The user’s name String No

encrypted Alist of which user object values are |Array of one or more strings matching |Yes if encryption is
encrypted in this license document |the above names or an extension used for any field

NOTE In addition to this user information, this documentintroduces the I.CP user fields registry, in which all user

fields d¢fined in this document are referenced.

As with rights, the user object may be extended to include any number of implementor-specific-fields. Each
extensjon field shall be identified by a URI controlled by the implementor.

To pratect private user data, any of these fields may be encrypted, except the encrypted field
which phall remain in plain text. If encrypted, the field values shall be encrypted.tising the user Key and
the sarhe encryption algorithm identified in the encryption/content_key object. The:hames of all endrypted
fields shall be listed in the encrypted array.

EXAMPLE Alicense document where an identifier, a provider and an email are(provided. There is also an e¥tension
to indicpte the user’s preferred language. The email is encrypted.

{
"id"| "efl5e740-697f-11e3-949a-0800200c%a66",
"issped": "2013-11-04T01:08:15+01:00",
"updpted": "2014-02-21T09:44:17+01:00",

"profider": "https://www.imaginaryebookretailer.com";
"encfkyption": "...",
"links": "...",
"rights": "...",
"usef": {
"id": "d9f298a7-7£34-49e7-8aae-4378eckhld597",
"email": "EnCt2b8c6d2afd9%4aed4ed201b24049d8celafe31a90ceb8cod2afd94aeded201b2704RjkaXRve
ARAarHwglIDIKCIwEmMS",
"encrypted": ["email"],
"https://www.imaginaryebookretailer.com/lcp/user/language": "fr"

b

"sighature": "..."

}

6.3.6 | Signature (signing thelicense)

To valiflate that it has not been altered, the license document shall include information about the signature
using the signature objeet. The signature object shall include the fields defined in Table 9.

Table 9 — Object list in signature

Name Value Format/data type

algorithm Algorithm used to calculate the signature, identified using the URIs given |URI

i IAIOC NJNAT O 4 Tlas laall ealatl d 4 1 ) |
I VVOU AIVIL Jlslldtul C. 11115 SIIdIT ITIdtUIT LT Dlslldl.bll < dlsUl I IIAa 1Ty

in the encryption profile identified in encryption/profile.

certificate The provider certificate: an X509 certificate used by the content provider |Base 64 encoded DER
certificate

value Value of the signature Base 64 encoded octet
sequence

For more information on how the signature and the certificate should be calculated, encoded and processed,
see 6.5.

EXAMPLE Signature based on the basic LCP encryption profile.
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: "efl5e740-697£f-11e3-949a-0800200c9%a66",

"issued": "2013-11-04T01:08:15+01:00",
"updated": "2014-02-21T09:44:17+01:00",

"provider": "https://www.imaginaryebookretailer.com",

"encryption": "...",

"links": "...",

"rights": "...",

"user": "...",

"signature": {
"algorithm": "http://www.w3.0rg/2001/04/xmldsig-moref#rsa-sha256",
"certificate":

"MIIDEJjCCAfoCCQDWMOjkYYOjPjANBgkghkiGOwOBAQUFADBLMQOswCQYDVQQGEWJVUZETMBEGAL UECBMKQ2FsaWzZvcmb

PYTETM

BEGATUEBRBXMKRXZ1cn]l 3aGVyZTESMBAGATTUEAXMIDGOIYIWxobh3INOM BAXDTEOMDEWMITxMIYxN]oXDTEIMD

EwMj I

xMjYxN
VBAMTC
oikoTp
ZALKGh
eMkBFk
800dda
1w403f
Ibaj8/
CShcceC
dcYOAC
"V
"q/3II
1Q0wnN
nlf2y3
vGjJff
}
}

6.4 |

6.4.1

Symmg
user ke
docum
docum

LCP us
system
defines
defineq

6.4.2

The us
the use

The us
in the

| owSzELMAkKkGA1UEBhMCVVMxEZARBgGNVBAgGT CkNhbGlmb3JuaWExEzARBgNVBACTCkV2ZXJ5d2h]lcmUxE]
[1xvY2FsaG9zdDCCASI wDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOPCRECG7icpf0H37kuAM78420
b5 yapy+s5eFSp8HSqwhIYgZ4SghNLkj3e652SALavichyZ2vilvitZycY+ag50n5UTTxDvdwsCS5ZNe JI'yC
V7VUPERtWZNmOgruntronNa81l2WS0aF7P5SbhJ65SDOGprFFaYOSyN6550P3kg aAO7tDddcAlemuf IDRE
[ Qf+1h+3uRP2wztOTECSMRxX/hIkCe5DRFDK2MubDUyc/1 Y8IbYOhMFFGw5J7MWOwWZLBOaZHX+LEFS10YBY
bT+tLYAVzsmJdHIFtaRguCaJVtSX KQUAMCAWEAATANBgkghkiGOwOBAQUFAAOCAQEALI OHIMEEPMEgXsRUY
BYtAG/ohzt5 18DKiKUG3YANnwRbL/VzXLZaHru7XBC40wmKefKqoAORHYNEddXgtY/aXzONTvp+xirop+
WHKWYGBUCA/VgGY7JeSYYTUSuz2RoYtJPNRELIXN8A+D+nkJ3dxdFQ6JFfVfahN3nCLgR)gQRIOt1KaNI39
bWJ5DeSASLXLPCEjrTi/pyDzC4kLFOVIHY1KT71g5RkMO6GeC+7YFVvJItA yssM2nqunAZ21UgyQHblg4Ih/
1ot BWwWOITpHZz8N7e0+r1dtH/BF4yxeWl 6p5kGLvuPXNU2 1ThgA==",

hlue":

hic9c/EadHyGlKkgk5v1z1JINsiOBmxz41ykhyD3dA2jg2Z2zr0enYUIGxP/xhESHS5Kt2Wa J/hnt8+GWrEx
£175CmIpZ63yRNKNFS5rSRNDMYmQT / £kUYco7BUL7TMPPUGOFf4+kaToNW L8/ Z1MxDcS3BZnVhSEKzUNQ
EUcXjes7wHbImDc6dRthbL/E+asshb5HEgqakrDuA41M8XN fukEYQJInivgheMLOGM33RnS5nZKrPPK/c2F/
Er1X3W3J1ds0/MZ6wtVeKIugR06c56V6+ gKsnMLAQJaeOxxBXmbFAAEYyplP9irndD9tQZzKgbbMIw==""

Jser key

General

tric encryption relies on an agreed-upon key shared by the sender and receiver: in LCP, thi
y. The content provider accesses the user key in order to secure the content key within the
ent. The reading system also accesses the user key in order to decrypt the content key in the
bnt.

bs a passphrase model for sharing the user key: in its most generic implementation, when the 1
receives a new license docliment, it prompts the user for a passphrase to access the content K
the user key as a hashrof-this user passphrase. The user passphrase can be anything at all:
| password, a content-provider-defined password like an e-mail address, a library card numbe

Calculating the-user key

r passphtase. There are no requirements for how it is to be created.

b1 Key\is the result of applying a hashing function on the user passphrase, using the algorithm pi
ericryption/user_key object in the license document. Processing of any kind, including whit

NOBgN

HggB
hzVW

BtOII
POMH7
DrGxL
D4DwJ

5 is the
license
license

eading
ey. LCP
a user-
I, etc.

b1 passphrasé shall be a UTF-8 encoded string. There are no restrictions on the length or conptent of

ovided
espace

escapir

6.4.3

1. 4oi 1o 11 41 ] 41 1 A 1 1
5 Ul ITUTHIAITZ4dUUILL, SITAIT TTOT DT UUIIT UIT UIT USTT pPdsSpPIITdSt UTIUIT HIdSITIIITE.

Hints

In order to facilitate the entry of the passphrase by the user, the LCP license document supports two ways

for the

reading system to provide passphrase prompts or hints to the user.

a) The user_key/text_hint field is a simple prompt that can be displayed to the user when entering the user
passphrase (e.g. “Enter your Imaginary Book Retailer password”).

b) The links object with rel=hint points to a location that provides passphrase hints or other assistance.
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The content of user_key/text_hint and of the resource pointed to by the links object with rel=hint should be

human-

6.4.4

readable, directed to the user, and should help the user enter their passphrase.

Requirements for the user key and user passphrase

In order to simplify the process for accessing protected publications, the content provider should use the

Same u

ser key for all licenses issued to the same user.

The security of LCP depends in large part on the security of the user key and user passphrase. Therefore,

care should be taken to secure these throughout the licensing workflow.

special
a) Pa
b) Pa
c) If

sh
d) Us

us
6.5 §
6.5.1
Given t

cerhracac chould bha e fficiantly an“]nv to-prevent ]r\viifa an-a f\ff"\l‘lrr
........................................ o-PF

bsphrases shall not be transmitted in plaintext.

he content provider needs to share user key information among multiple systems, such inforjmation
uld be transmitted over secure channels.

er keys should be stored by Readium systems in a secure manner; reading-Systems shall nqt store
b1 passphrases for privacy reason.

ignature and public key infrastructure

General

he importance of the precise expression of various objects it the license document, it is criti¢al that

the redding system be able to verify that the content of the licénse document is authentic and has npt been

altered.

RFC 52

Calculg
docum
signaty
formb
added

This is done via a digital signature that is verified\via a public key infrastructure as defined in
80.

ting a signature is done on a byte stream, which is unique, while the license document is|a JSON
ent where multiple representations mightclead to the same structure. Thus, to ensure al stable
re between the content provider and the-reading system, the license document is put in a cahonical
efore the signature is calculated, as desctibed in 6.5.3. The signature and provider certificate ajre then
o the license document, as describedlin 6.5.4.

the rea

license

6.5.2

inlg systems contain the root cectificate obtained from the license authority. They first yalidate

pvider certificate, preventing a rogue entity from forging license documents. Then they validate

igmature by putting the license document (minus the signature object itself) in its canonicql form,

ing the hash of this canpnical data, decrypting the signature value given in the signaturg object
e public key given in“the provider certificate and confirm that it matches the calculated hagh. This

e the providericertificate is included in the license document and the root certificate is embeglded in

Je surethat the provider certificate has not been revoked, the reading system also checks a certtificate

ionylist maintained by the license authority. In order to facilitate offline reading, the reading system
D need to check the revocation 11st every time it processes a 11cense document It is only ne¢essary
’ 5 it S s . gads a new

or book).

Certificates

6.5.2.1 Provider certificates

The content providers shall have a certificate in the X.509 v3 format (as defined in RFC 5280) issued and

signed

by the license authority using the root certificate: this is referred to here as the provider certificate.

The subject of the provider certificate should represent the content provider.
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Content providers shall distribute their provider certificate in any license document they issue in
the signature/certificate field. They also shall use the private key paired with their provider certificate’s
public key to sign the license document. For a license document to be considered valid, the provider
certificate shall have been valid at the time the license document was issued (as indicated by the issued
field), and the provider certificate shall not have been revoked.

6.5.2.2 Root certificate

Reading systems shall obtain the root certificate in the X.509 v3 format (as defined in RFC 5280) from the
license authority, and should keep it up to date. It shall be embedded in the reading system for offline use.

6.5.3 | Canonical form of the license document

6.5.3.1 General

The canonical form of the license document is used when calculating and validating thesighature. Ta

the carjonical form of the license document, the following serialization rules shall be followed.

a) Sirce the signature object of the license document is the product of the calculation, it shall be r¢
frgm the license document.

b) Al[JSON object properties (i.e. key/value pairs) of the license document'shall be lexicographically
by|Unicode code point. Note that this rule is recursive, so that members are sorted at all levels o
negting.

0

f)

6.5.3.2

For thi

{

N
(ng
us

Sty
do
ch

Nojn-significant whitespace (as defined in RFC 4627) shall be removed. Whitespace found

str

n"id"|

"iss
"upd
"pro
"enc
"p
"c

WuiI:in arrays, the order of elements shall not be altered.

bers shall not include insignificant leading or trailing zeroes. Numbers that include a fracti
n-integers) shall be expressed as a number, fractign; and exponent (normalized scientific nd
ng an upper-case “E”.

ings shall use escaping only for those characters for which it is required by RFC 4627: backsl
ible-quotation mark (“), and control characters (U+0000 through U+001F). When escaping
racters, the hexadecimal digits shall bedpper case.

ings shall be kept.

Example

5 example, a license dogument which contains a link (hint) and basic user information is used.

"efl5e740-697f-11e3-949a-0800200c%a0606",

ed": "2013%44-04T01:08:15+01:00",

bted": "2004-02-21T709:44:17+01:00",

yider" w\'https://www.imaginaryebookretailer.com",
ryption™: {

rofd1€'": "https://readium.org/lcp/basic-profile",
britent key": {

create
moved
sorted

f object

bn part
tation)

ish (),

control

within

laficruotad Zalial . LLJ 'I/QDp qF/IE‘ \'nT'E‘nr\f“p'7KU‘Q'Dj'hQﬂE\'IT\T Tl TD1 3 = CROSZITT L/ KO3coCh B T

DmCKOn

g —
RLyAxs1X0aA3z55boQ==",

by

"algorithm": "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"

"user key": {
"text hint": "Enter your email address",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#sha256",
"key check": "JJEJjUDipHK30jGt6kFg7dcOLZuicQFUYwQ+TYKAIWKmM6Xv6kpHFhF7LOKUK/Owww"
}
br
"links": [
{ "rel": "hint", "href": "https://www.imaginaryebookretailer.com/lcp/hint", "type":
html"}

i
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"user™: { "id": "d9f298a7-7f34-49e7-8aae-4378ecb1ld597"}

}

First of all, sort this document. Every JSON object needs to be sorted:

{

"encryption": {
"content key": {
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc",

"encrypted value":

LyAxs1X0aA3z55boQ=="
br
"profile": "https://readium.org/lcp/basic-profile",
"usep—keyti—t
'algorithm™: "http://www.w3.0rg/2001/04/xmlenc#sha256",
'key check": "JJEJUDipHK30jGt6kFq7dcOLZuicQFUYwQ+TYkATWKM6Xv6kpHFhFTLOKUK/ Owwylf
'text hint": "Enter your email address"

}
by

"id" .
"issped": "2013-11-04T01:08:15+01:00",

"lin

{

"pro
"upd
"use

}

Now th

{"encr
cbc","
DmCKOn
key":{
0jGtek
addres
"links
html"}
1:00",

6.5.4

6.5.4.1

In orddg

a) Th
b) Th
de

"efl5e740-697£f-11e3-949a-0800200c9%a66",

ks": [

'rel™: "hint",

'href": "https://www.imaginaryebookretailer.com/lcp/hint",
"type": "text/html"

yider": "https://www.imaginaryebookretailer.com",

bted": "2014-02-21T09:44:17+01:00",

" {"id": "d9f298a7-7f34-49%9e7-8aae-4378ecbld597"}

at the document is sorted, strip all whitespaces and‘end of lines:

ypotion": {"content key":{"algorithm":"http ¥ fwww.w3.0rg/2001/04/xmlenc#aes256-
encrypted value":"/k8RpXqgf4E2WEUnCp76E8R§$hS051INXwAXeTDlioazYxCRGVHLAC k/KQ3cCh5Jx
RLyAxs1X0aA3z55boQ=="}, "profile":"httpss)/ /readium.org/lcp/ basic- profile","user
'algorithm":"http://www.w3.0rg/2001/04/xmlenc#sha256", "key check":"jJEjUDipHK3
F'q7dcOLZuicQFUYwWQ+TYKAIWKMOXvO6kpHENEY LOKUK/Ow ww", "text hint":"Enter your email
5"} 1}, "id":"efl15e740-697f-11e3-949a-"0800200c%a66", "issued":"2013-11- 04T01:08:15+0
s [{"rel":"hint", "href":"https:{/www.imaginaryeboo kretailer.com/lcp/hint","type":
,"provider":"https://www.imggin aryebookretailer.com", "updated":"2014-02- 21T09:4
'user": {"id":"d9f298a7-7f34~49e7-8aae-4378ecb1d597"}}

Generating the signature

General
I to sign a license-document, the content provider shall go through the following steps in orde
e canonical farm of the license document shall be generated following the rules given in 6.5.3.

e signature shall be calculated using this canonical form of the license document, using the alg
scribed-in the algorithm field and the private key of the provider certificate.

c¢) Th

"/k8RpXgf4E2WEUNCp76E8PThS051NXwAXeTD11i0azYxCRGVHLACk/KQ3cCh5JxDmCKONR

L:00",
"text/
h:17+0

orithm

signature shall he embedded in the value field of the signature nhjprf after Base 64 pnr‘nding_:_

d) The provider certificate used to calculate the signature shall be inserted in the certificate field.
It shall use the DER notation as defined in ISO/IEC 8824-1 and be encoded using Base 64.

6.5.4.2

Given t

Example

he following license document in its canonical form:

{"encryption":{"content key":{"algorithm":"http://www.w3.0rg/2001/04/xmlenc#aes256-
cbc", "encrypted value":"/k8RpXqf4E2WEUnCp76E8PIhSO051NXwAXeTDlioazYxXxCRGVHLAC k/KQ3cCh5Jx

DmCKOnRLyAxs1X0aA3z55boQ=="}, "profile":"https://readium.org/lcp/ basic- profile","user

key":{

"algorithm":"http://www.w3.0rg/2001/04/xmlenc#sha256", "key check":"jJEjUDipHK3
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0jGt6kFq7dcOLZuicQFUYWQ+TYKAIWKM6XV6kpHFhF7LOKUK/Ow ww", "text hint":"Enter your email
address"}},"id":"efl15e740-697f-11e3-949%a- 0800200c%a66","issued":"2013-11- 04T01:08:15+01:00",
"links": [{"rel":"hint","href":"https://www.imaginaryeboo kretailer.com/lcp/hint","type":"text/
html"}],"provider":"https://www.imagin aryebookretailer.com","updated":"2014-02- 21T09:44:17+0
1:00", "user":{"id":"d9f298a7-7£34-49e7-8aae-4378ecbld597"}}

Consider that the signature algorithm required by the encryption profile is SHA-256; the license document
is hashed using this algorithm, giving the following byte sequence, represented here in hexadecimal:

23c68442c7214ba294ddd1a2902756e9fe575116a88£36e55baf94590a90c2ad

This SHA-256 string is then signed using the content provider’s private key, giving a Base 64 result of the form:

q/3IInfcIc/EaJayGIRKGKoVIZIINS10BMXz 2 Iy KNyD3AAZ G222z 0enYUIGKP/ XNebHoKt ZWad /ANt 8TCWTEX TPOWNNE
1j5CmIpZ63yRNKNFS5rSRNDMYmMQT/ fkUYco7BUL7MPPUGOFf4+kaToNWl 8m/Z1MxDcS3BZnVhSEKzUNQnlf2y38PcXjes
TwHbImpc6dRthbL/E+assh5HEqakrDuA41M8XNE ukEYQJInivghgMLOGM33RnS5nZKrPPK/c2F/vGjJffSrIX3W3P1lds0/
MZ6wtVEKIugR06c56V6+g KsnMLAQJaeOxxBXmbFdAEyplP9irndD9tQZKgbbMIw==

With this signature and the certificate, a valid license is of the form:

{
"issuepd":"2013-11-04T01:08:15+01:00",
"updatpd":"2014-02-21T709:44:17+01:00",
"encfkyption": {
"cpntent key": {
'algorithm": "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc",

'encrypted value": "/k8RpXgf4E2WEunCp76E8PJhS051NXwAXeTD1 $0azYxCRGVHLACk/KQ3cCh5JxpmCKOn
RLyAxs[LX0aA3z55boQ==""
br
"pofile": "https://readium.org/lcp/basic-profile",
"uper key": {
'algorithm": "http://www.w3.0rg/2001/04/xmlenc#skha256",
"key check": "jJEjUDipHK30jGt6kFq7dcOLZuicQFUYwQ+TYkANWKM6Xv6kpHFhF7LOKUK/Owww",
'text hint": "Enter your email address"

"id"[ "efl5e740-697f-11e3-949a-0800200c9%9a66t,

"links": [
{ I'rel™: "hint",
'href": "https://www.imaginaryebookretailer.com/lcp/hint",
"type": "text/html"
}
I
"usef": {"id": "d9f298a7-7£34;49c7-8aae-4378ecbld597"},
"sighature": {
"allgorithm": "http://wwwiw3.org/2001/04/xmldsig-morefrsa-sha256",
"cprtificate": "MIIDEJCCAfoCCQDWMOJkYYOjPjANBgkghkiGO9wOBAQUFADBLMQswCQYDVQQGEWJVUZETMB

EGAl UECBMKQ2FsaWZvcmSpYTETMBEGAIUEBxXMKRXZ1cnl3aGVyZTESMBAGALIUEAXMIbGY ) YWxob3NOM B4XDTEOMDEwW
M3 IxMjFxN1oXDTE1IMDEWM] IxMTYxN1owSzELMAKGAIUEBhMCVVMXEzARBgNVBAGT CkNhbGlmb3JuaWExEzARBgNYBAC
TCkV2ZKJI5d2h1cmUxEjAQBGNVBAMTCHWxvVY2FsaG9zdDCCASTI wDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOPCR
ECG7icpf0H37kuAM7s42egggBoikoTpo5 yapy+s5eFSp8HSaqwhIYgZ4SghNLkj3e652SALav/chyZ2vilvitZycYiag
50n5UT'xDvdwsC5ZNEL T cuzVWZALKGhV7VUPEhtWZNmOgruntronNag812wWS0aF7P5SbhJ65SDQGprFFaYOSyN65p0P
3kg aAP7tDddcAlAdmUIIDRE8tOITIeMkBFk1Qf+1h+3uRP2wztOTECSMRxX/hIkCe5DRFDK2MuDUyc/1i Y8IbYOhMFFGw
S5JTMWOWZLBOaZHX4Lf510YByPbMH7800dda6T+tLYAVzsmIdHIFtaRguCaJdVtSX KQUAMCAwWEAATANBgkghkiG9wPBAQ
UFAAOCRQEAL IHEM+FMfgXsRUYOrGxL1w403£f3YtAG/ohzt5 i8DKiKUG3YANwRbL/VzXLZaHru7XBC40wmKe fKqopORH
yNEddXptY/a®z01l fTvp+xirop+D4Dwd Ibaj8/wHKWYGBuUCA/VgGY7JeSYYTUSuUz2RoYt]PNRELIXNSA+D+nkJI3dkdFQ
6JFfVERRNINCIgR gRIOt1KaNI39CShccCaWJI5DeSASLXLPCE]rTi/pyDzC4kLFOVIHY1KT71g5RkMO6GeC+7YFv{tA
yssM2npunA21U0gyOHb1g4Th/dcYOACUbtBWIWOTITpHZz8N7e0+r1dtH/BF4yxeWl 6pSkGLvuPXNU2 1ThgA==",
"value": "q/3IInic9c/EaJHyGlKkgk5v1z1INsiQBmxz41ykhyD3dA27g2Z2zr0enYU9GxP/xhe5H5Kt2Wa J/

hnt8+GWrEx1QOwnNE1j5CmMIpZ63yRNKNFS5rSRNDMYmMQT/ fkUYco7BUL 7TMPPUGOFf4+kaToNW 18m/Z1MxDcS3BZnVhSE
KzUNQnlf2y3sUcXjes7wHbImDc6dRthbL/E+assh5HEqakrDuA41M8XN fukEYQJInivghgMLOGM33RnS5nZKrPPK/c2F/
vGJJIf£Sr1X3W3J1ds0/MzZewtVeKIugR06c56V6+ gKsnMLAQJaeOxxBXmbFdAEyplP9irn4dDI9tQZKgbbMIw==""

}
}
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6.5.5 Validating the certificate and signature

6.5.5.1 Validating the certificate

a) Thereadingsystem shall check the signature of the provider certificate using the root certificate it embeds.

b) If a network connection is available, the reading system shall periodically update its certificate
revocation list, as defined in RFC 5280.

3) Thereading system shall check that the provider certificate was not revoked, as defined in RFC 5280.

4) Thereading p cument
wds last updated.

6.5.5. Validating the signature

In orddr to validate the signature, the following steps shall be followed in order.

a) The reading system shall extract and remove the signature from the license document.

b) The reading system shall calculate the canonical form of the license document following the rules
expressed in 6.5.3.

c) Thereading system shall recalculate the signature as defined in 6.54.

d) The reading system shall verify that the calculated signature value’is consistent with the one preyiously
exfracted from the license document.

7 Ligense status document

7.1 (General

This clause defines the status of a DRM license along with the interactions that might affect its status| It may

also coptain a history of the events associated'with the license.

The inferactions defined in this document aim at supporting lending in public libraries, where a uger may

have the ability to renew a time-limitedtoan or return one before it expires.

In case|the oversharing of a protected publication has been detected by a content provider, the licensg status

is the way a license revocation(isnotified to a reading system.

Annex A shows an example of a license status document. Annex B depicts use case scenarios for [library

lending model using licénse status document.

7.2 (ontent conformance

Alicenpe status document shall meet all of the following criteria.

It §hiall meet the conformance constraints for JSON documents as defined in RFC 4627.

It shall parse as a single JSON object.
It shall be encoded using UTF-8.
Its access shall not require any form of authentication.

It should not be served over an insecure connection.

Its MIME media type for a status document is application/vnd.readium.license.status.v1.0+json, and

HTTP servers should set the “Content-Type” header appropriately.
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7.3 License status information

7.3.1 General

A status document contains objects defined in Table 10.

Table 10 — Object list of license status document

Key Semantics Format/data type Required?
id Unique identifier for the license String Yes
document associated to the status
document
status Current status of the license Controlled vocabulary, as de- |Yes
fined in 7.3.2
message A message meant to be displayed to the String Yes
user regarding the current status of the
license
updated updated object Object as defined in.7.343 Yes
links links object Object as defined in7.3.4 Yes
potentjal_rights potential_rights object Object as defined in 7.3.5 No
events events object Object as'défined in 7.3.6 No

All megsages provided in the message key should be localized based on the HTTP Accept-Language [header
includdgd in the request for the status document.

7.3.2 | Status

The stgtus field succinctly describes the current status of the license. The values defined in Table|11 are
allowedl.

Table 11 — Allowed value list in status

Nanpe Semantics

ready The license document is available, but the user hasn't accessed the license and/or
status document yet.

active The license is active, anda device has been successfully registered for this license. This is the
default value if the license document does not contain a registration link, or a registration
mechanism thropgh the license itself.

revokefl The license is.fig)longer active, it has been invalidated by the issuer.

returng¢d |The licensejsho longer active, it has been invalidated by the user.

cancelled |The licén'se is no longer active because it was cancelled prior to activation.

expired TheTicense is no longer active because it has expired.

7.3.3 | Updated (timestamps)

The status document shall include an updated object where the keys and associated timestamps defined in
Table 12 are provided.

Table 12 — Object list in updated

Key Semantics Format/data type
license |Time and date when the license document was last updated [SO 8601-1 time and date
status Time and date when the status document was last updated ISO 8601-1 time and date

The time and date format shall follow the rules defined in ISO 8601-1.
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The status document shall contain a links object, which is an array of link objects where each link object
contains the link URI, a link relationship and an optional set of other properties.

A status document shall include at least one link where the relation is set to license.

7.3.4.2 Link object

Each lifik object contained 1n lInks supports the Keys defined 1n 1able 15.

Table 13 — Object list in link

Name Value Format/data type Required

href Link location URI or URI template Yes

rel Link relationship to List of well-known relation values, Yes
the document URIs for extensions as defined in

7.3.4.3

title Title of the link String No

type Expected MIME media MIME media type No, but highly recommendefi
type value for the
external resources

templafed Indicates that the hrefisa |Boolean No, default value is "false"
URI template

profile Expected profile used URI No, default value is "https:/freadi-
to identify the external um.org/lcp/basic-profile”
resource

7.3.4.3] Link relationships

This d(j»cument introduces the link relationships defined in Table 14 for each link object which is u
frel.

value

Table 14 — Allowed value list in rel

sed for

Relatjon Semantics Templated Required HTTP verb
license Location of the license document associated to the No Yes GET
status documernt
registey Interactiofi'way associated to register new device Yes No POST
return Interaction way associated to return a license Yes No PUT
renew Intéraction way associated to renew a license Yes No PUT
7.3.5 | Potential rights

A status document may provide a list of potential changes allowed for a license document using the potential _
rights object.

This document defines the expression of potential rights in Table 15.

Table 15 — Object list in potential_rights

Key

Semantics

Format/data type

end

Time and date when the license ends

ISO 8601-1 time and date

The time and date format shall follow the rules defined in ISO 8601-1.

© ISO/IEC 2024 - All rights reserved
19



https://standardsiso.com/api/?name=8ed5c7b5e2c9ae220d66a5540ff15bbf

ISO/IEC 23078-2:2024(en)

7.3.6 Events
A status document may provide an ordered list of events related to the change in status of alicense document.

These events are documented in an events object where the keys defined in Table 16 are used to describe
an event.

Table 16 — Object list in events

Key Semantics Format/data type
type Identifies the type of event See the enumeration below.
name Name of the client, as provided by the client String

during an interaction
id Identifies the client, as provided by the client String
during an interaction
timestdmp Time and date when the event occurred ISO 8601-1 time and date

The time and date format shall follow the rules defined in ISO 8601-1.

The allpwed type values are defined in Table 17.

Table 17 — Allowed value list of typé

Name Semantics
register Signals a successful registration event by a device
renew Signals a successful renew event
return Signals a successful return event
revoke Signals a revocation event
cancel Signals a cancellation event

7.4 Interactions

7.4.1 | General

This syibclause defines the interactions that are exposed through the links object in the license| status
documgpnt, and the errors which ean‘appear during such interactions.

7.4.2 | Handling errors

To proyide a consistent-behaviour for both clients and end users, all servers shall handle errors using the
Problem Details JSON\object as defined in RFC 7807 with the following additional requirements:

— Thk servershall return a title and a type in the Problem Details JSON object;

— The server should attempt to localize both title and detail based on the Accept-Language header sent by
th¢ elient.

Each interaction in this document provides a number of failure types that are returned to the client if the
interaction fails.

7.4.3 Checking the status of a license
A client should on a regular basis retrieve a status document in order to update a license document.

If the license timestamp in the updated object of the status document is more recent than the timestamp
contained in the local copy of the license document, the client shall download the license document again
and replace its previous copy with the new one.
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If the links object contains more than one link with a relation set to license, the client shall select one of the
link objects based on the value of their profile property. The selected link object shall correspond to the
highest profile value the client can handle. The order of the links is of no importance.

If the client does not find a profile it can handle in the previous set, it shall consider that no updated license

is avail

able.

If the status value of a status document contradicts the corresponding up-to-date license document, the

license

document takes precedence.

If the status document is unavailable or if the client is unable to obtain an internet connection, it shall not

block the user from accessing the publication tied to the license document.
7.4.4 | Registering a device
Registyation is meant to provide the server with a hint of how many clients have interacted with allicense
documgnt.
When 4 client opens a license document for the first time and gets access to its assoclated status docyiment:
— it ghall attempt to register itself using the link exposed in the status docundent;
— it $hall not block the user from accessing the publication associated to the license document if the
registration fails;
— itshall attempttoregisteritselfagainifit couldn’t do so the first titnethat the license document was ¢pened.
During|the registration, the client shall always try to send the samé unique identifier for a specific deyice, no
matter[which status document it interacts with. Any further interaction with a provider should use the same
identifier/name. The client should consider user privacy when generating a unique identifier, for example
by geng¢rating a random string during software installatioh. To prevent user tracking across providers, the
client hay generate device unique ids for each provider.
If a prgvider uses registration to monitor license~abuse, the provider should take care to prevent|forged
registrptions. Table 18 defines a HTTP protocol for the register interaction.
Table 18 — HTTP protocol for register interaction
Relation Semantics Templated? Required? HTTP|verb
register Associate a new Yes No POST
device with the
License
Parameter Format Semantics Required?

id String A unique identifier for the device Yes
name String Human readable name for the device Yes
Table 19 defines-éxpected behaviour of server and client on the register interaction.

Table 19 — Expected behaviour of register interaction

Server side behaviour HTTP status code Client side behaviour

The server registers the device identified by 'id' and returns |200 The client shall not attempt to

an updated status document. The server shall update the register the device aga
timestamp of the status document contained in the status
key of the updated object.

If the status was previously set to ready, it shall be updated
by the server to ‘active’ instead. The server may also add a
new event in the events object of the status document.

in.

Table 2

0 defines expected failures of server response on the register interaction.
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Table 20 — Expected failures of register interaction

Type HTTP status code Title
https://readium.org/license-status-docu- 400 Your device could not be registered
ment/error/registration properly.
https://readium.org/license-status-docu- 5xx An unexpected error has occurred.
ment/error/server

EXAMPLE A simple registration link.

{
"links": [

{

"rel": "register",

"href": "https://example.org/license/aaa-bbbb-ccc/register?id, name",
"type": "application/vnd.readium.license.status.vl.0+json",
"templated": true

7.4.5 | Returning a publication

Returnrling a publication is meant primarily for library use cases, wheresa'patron can return a publication
early in order to get access to a new loan.

If returning is unsuccessful, the client should attempt to return_the license again at a later time yithout
necessarily asking the user again. Table 21 defines a HTTP protecel for the return interaction.

Table 21 — HTTP protocol forreturn interaction

Reldtion Semantics Templated? Required? HTTP verb
return Request for the License to be |Yes No PUT
immediately deactivated.
Parameter Format Semantics Required?
id String Unique identifier for the device No
name String Human readable name for the device No

Table 22 defines expected behaviour of server and client on the return interaction.

Table22 — Expected behaviour of return interaction

Server'side behaviour HTTCI:)(siteatus Client side behaviour
The sefver shall retuxii-an updated status document. The status |200 The client shall download ap
document shall contain a status with its value set to ‘returned’ if updated status document. The
the stafus waspreviously set to ‘active’ or ‘cancelled’ if the status client shall not allow the usgr to
was previously-set to ‘ready’. The server shall update the times- open the publication anymare.
tamp of beth license and status document contained in the status The client should not attempt to
and licénse keys of the updated object. The server may also add a return the license anymore
new event in the events object of the status document.

Table 23 defines expected failures of server response on the return interaction.
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Table 23 — Expected failures of return interaction

Type HTTP status Title
code
https://readium.org/license-status-document/error/return 400 Your publication could not be
returned properly.
https://readium.org/license-status-document/error/return/already| 403 Your publication has already
been returned before.
https://readium.org/license-status-document/error/return/expired|403 Your publication has already
expired.
https:/ readinm nrg/]irpnqp-q‘mh]q-dnm]mpntl/prrnr/qprvpr OXX An lmpxpprtpd error has oc-
curred.

EXAMPLE A simple return link.
{

"links": [
{
'rel": "return",
"href": "https://example.org/license/aaa-bbbb-ccc/return?id, name",
"type": "application/vnd.readium.license.status.vl.0+json",

"templated": true

7.4.6 | Renewing a license

Renewjng a license is also meant primarily for library use ¢ases, where a patron can renew a loar] for an
extendpd period of time. Table 24 defines a HTTP protocol for'the renew interaction.

Table 24 — HTTP protocol for renew interaction

Relation Semantics Templated? Required? HTTP
verb
renew Request for ex- |Yes No Sge
tending the term below
of the license.
Media type Semantics Templated? Verb
text/hfml A URL where human interac- No GET

tions will be required. Returns
an HTML page. These interac-
tions should ultimately result
in the extension of the term of a
license document.

application/vnd.readium.license.status.v1.0+json A URL where the License Yes PUT
Document can be
programmatically renewed. Re-
turns a status document.

The parameters defined in Table 25 are strictly for the case where the license document is programmatically
renewed.

Table 25 — Parameters for renew interaction protocol

Parameter Format Semantics Required?
id String A unique identifier for the device No
name String Human readable name for the device No
end ISO 8601-1 A new expiration date for the license No
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The time and date format shall follow the rules defined in ISO 8601-1.

Table 26 defines expected behaviour of server and client on the renew interaction.

Table 26 — Expected behaviour of renew interaction

Server side behaviour HTTP status code Client side behaviour
The server shall return an updated status document. (200 The client shall download an
The server shall update the timestamp of both license updated status document. The
and status document contained in the status and client may attempt to renew the
license keys of the updated object. The server may also license again later.
add a new-eventinthe-events-objeetofthestatus
document.

Table 27 defines expected failures of server response on the renew interaction

Table 27 — Expected failures of renew interaction

Type HTTP status code Title
https:/freadium.org/license-status-document/error/ |4xx Your publication could
renew not be renewed propefly.
https:/freadium.org/license-status-document/error/ |403 Incorrect renewal perfod,
renew/date your publication could not

be renewed.

https:/freadium.org/license-status-document/error/ |5xx An unexpected error Has
server occurred.
EXAMPLE An example with two renewal links: one meant for htiman interactions (HTML) and another fof clients

that can send the proper information to the server (returns a status document).

{

"links": [

{
"rel": "renew",
"href": "https://example.org/litense/aaa-bbbb-ccc/renew",
"type": "text/html"

bo

{
"rel": "renew"
"href": "https://examplé.org/license/aaa-bbbb-ccc/renew?end, id, name",
"type": "applicatiofn/ynd.readium.license.status.vl.0+json",

"templated": true

8 Encryptionprofile

8.1 (General

In ordertomaintaim rmaximumn flexibitity, mo specificatgorithmsare specified by thisdocument-Tstead, the
design of both encryption.xml and the license document allow for the identification of encryption algorithms
to be discovered by reading systems when presented with a protected publication.

In order to simplify the discovery process, LCP defines the notion of encryption profile, which is the set of
encryption algorithms used in a specific protected publication and associated license document. Reading
systems that implement the algorithms identified in the encryption profile will be able to decrypt protected
publications encoded using such encryption profile. The identification of the encryption profile in the license
document eases the discovery of these requirements by reading systems.
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This document defines the Basic encryption profile 1.0, composed from a set of associated algorithms
extracted from W3C XML Encryption or W3C XML Signature. The Basic encryption profile is for test only, as
it does not provide the level of obfuscation required by a reliable protection mechanism.

NOTE Other encryption profiles are (or will be) defined for use in production; these profiles are referenced in the
LCP encryption profiles registry.

8.2 Encryption profile requirements

All encryption profiles shall identify algorithms for the following targets:

a) puplicationresoureces;

b) content key and user fields (when encrypted);
c) us¢r passphrase;

d) signature.

All algprithms used in an encryption profile should be defined in W3C XML_Eneryption or W3C XML
Signatyre.

All enctyption profiles shall use a URI to identify themselves in the profile property of the encryption object
in the ljcense document.

8.3 Basic encryption profile 1.0
The Bafic encryption profile 1.0 is officially identified by the URL https://readium.org/lcp/basic-profile.

The algorithms defined in Table 28 are associated with the Basic encryption profile 1.0.

Table 28 — Algorithm list for the basic encryption profile 1.0

Encriyption Algorithm Algorithm (URI) Identified in
target (name)
Publicdtion AES 256 bits CBC |http://www:w3.org/2001/04/xmlenc#aes256-cbc encryption.xil
resourges
Contenf key, AES 256 bits CBC |http://www.w3.org/2001/04/xmlenc#aes256-cbc License documment
user figlds (if
encrypfed)
User hL SHA-256 http://www.w3.0rg/2001/04/xmlenc#sha256 License document
passphjrase
Signatyre RSA with'SHA- | http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256 |License document
256

9 Integration in EPUB

9.1 (eneral

LCP follows the EPUB 3.3 specification to identify encrypted resources within the EPUB container.
Specifically, LCP uses META-INF/encryption.xml to indicate which resources listed in the package document
are encrypted and to reference the content key.

9.2 Encrypted resources

In order to make sure that protected publications remain identifiable by reading systems, a certain number
of resources are prohibited from being encrypted.
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LCP inherits the following list of files prohibited from being encrypted from the EPUB 3.3 specification:

— mimetype;

— META-INF/container.xml;

— META-INF/encryption.xml;

— META-INF/manifest.xml;

— META-INF/metadata.xml;
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TA-INF/signatures.xml;

UB rootfiles (the package document for any rendition).

TA-INF/license.lcpl;

Vigation documentsreferenced in any package document from the publicatien (all publication re
ed in the publication manifest with the “nav” property defined in ERUB 3.3, subclause D.6.3);

X documents referenced in any package document from the publication (all publication re{
ed in the publication manifest with the media type “application/x-dtbncx+xml”);

rer images (all publication resources listed in the publicationvmanifest with the “cover-image” p1
ined in EPUB 3.3, subclause D.6.1).

Jsing META-INF /encryption.xml for LCP

hed in the EPUB 3.3 specification, all encrypted publication resources are identified in the ME']

tion resources with non-codec content types should be compressed and the Deflate comp
hm shall be used. This practice ensures that file entries stored in the container have a smaller

ces with codec content types.should be stored without compression. In such case, compressior

mpact audio/video playbaek performance at consumption time.

Ce ahead of media pldayback, especially when using partial content requests:

s of data thatare compressed before they are encrypted shall provide additional EncryptionPro|
ta to specify the size of the initial resource (i.e. before compression and encryption), as
pssion XML element defined in EPUB 3.3, subclause 4.2.6.3.2.2).

s_of, data that are not compressed before they are encrypted should provide such adg
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the full

perties
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tionProperties metadata.

In publications protected using LCP, the following XML syntax identifies the key used to encrypt resources

(the LC
a) Th

P content key).

e ds:KeyInfo element shall point to the content key using the ds:RetrievalMethod element.

b) The URI attribute of ds:RetrievalMethod shall use a value of “license.lcpl#/encryption/content_key”
to point to the encrypted content key stored in the license document. This URI follows JSON Pointer
defined in RFC 6901.

c) The Type attribute shall use a value of “http://readium.org/2014/01/lcp#EncryptedContentKey” to
identify the target of the URI as an encrypted content key.
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EXAMPLE encryption.xml expresses that main.html (original size 35K) is deflated and aes256-cbc encrypted
using an LCP content key.

<encryption
xmlns ="urn:oasis:names:tc:opendocument:xmlns:container"
xmlns:enc="https://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="https://www.w3.0rg/2000/09/xmldsig#">
<enc:EncryptedData Id="ED1">
<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"/>
<ds:KeyInfo>
<ds:RetrievalMethod URI="license.lcpl#/encryption/content key" Type="http://
readium.org/2014/01/1lcp#EncryptedContentKey" />
</ds:KeyInfo>
e CpherPata
<enc:CipherReference URI="main.html"/>
</enc:CipherData>
<enc:EncryptionProperties>
<enc:EncryptionProperty xmlns:ns="http://www.idpf.org/2016/encryptiondficompresgion">
<ns:Compression Method="8" OriginalLength="35000"/>
</enc:EncryptionProperty>
</enc:EncryptionProperties>
</pnc:EncryptedData>
</encrlption>

10 Rgading system behaviour

10.1 Detecting LCP protected publication
reading systems can detect that a publication is protected using LEP by either of these means:
a) the presence of the license document (META-INF/license.lcpl);

b) the presence ofads:Keylnfo/ds:RetrievalMethod elementin META-INF/encryption.xml thatreferepcesan
LCP content key (i.e. Type attribute value is “http://readium.org/2014/01/lcp#EncryptedContentKey”).

If encryption.xml references an LCP content“key but the license document is missing, the teading
system| should report this to the user.

10.2 Ificense document processing

10.2.1( Overall
In prodessing a license document, reading systems shall ignore all name/value pairs they do not undefrstand.

Readinjg systems shallznot store unencrypted versions of the content key and/or unencryptdd user
informption.

10.2.2] Validating the license document

Readinjg systems shall:

1 £l ] P2 PO

idstEa + 1 srakasz g d ooaaa] ot oo £ Iean 4
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b) validate the signature as defined in 6.5.5.

10.2.3 Acquiring the publication

When license documents are delivered independently of the protected publication, reading systems shall
download the protected publication at the URL given in links/publication/href.

A reading system that will make the protected publication file accessible to the user shall add the license
document to the downloaded protected publication at META-INF/license.lcpl.
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Reading systems should verify the integrity of the downloaded protected publication, if a hash is provided.

A readi

10.2.4

ng system should report any failure to acquire the protected publication to the user.

License status processing

Ifalink with the relation status is not present in the links object, the client shall process the license document
according to the core LCP specification.

If a link with the relation status is present in the links object, the client shall process the status document
according to the rules listed in 7.4.3.

10.3
Readi

ser key processing

systems shall:

— showthe texthintand the URL of the hint page (if any) when prompting the user for their’user pass

Readi
— sta

— try

Readi
— us

— as{y
col

systems should:
re the user key in a secured manner;

previously stored user keys before prompting the user to enter theiruser passphrase for pro

a Iense document.

systems may:
e an alternate technique to discover and exchange the user key in the background;

ociate specific user keys with specific providers anduser IDs in order to optimize the discover
rect user key for processing a license document.

Readinjg systems shall not:

— std

10.4 S

re the user passphrase, but only the user key.

ignature processing

Readinlg systems shall:

— Vva

idate the signature andprovider certificate as described in 6.5.5;

Hate the certification.révocation list on a regular basis.

Readinlg systems should:

— be

able to update their root certificate.

Readinlg systems may:

— c¢ch

hoSe to open a publication even if their own root certificate is deprecated.

bhrase.

cessing

y of the

Readin

g systems shall not:

— open a publication with an invalid signature or provider certificate;

— blockauser from openinga publication ifa network connection is unavailable or the certificate revocation
list can’t be reached.
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10.5 Publication processing

Reading systems shall:

— respect all rights limitations given in the license document.
Reading systems may:

— delete a protected publication if its License expired.

Reading systems shall not:

FEp | 1.1 e
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Annex A
(informative)

Examples

A.1 Example of LCP license document

In the flollowing example, the license document contains the following information:

— Profile name: https://readium.org/Icp/basic-profile

— Rights: no print, allowing copy as much as 2048 words at once, with starting and expiration date
— URL of the publication: https://www.example.com/file.epub

— URL of the status document: https://example.org/license/status/aaa-bbbh<cee

{
"id": |'efl5e740-697f-11e3-949a-0800200c%a66",
"issuef":"2013-11-04T01:08:15+01:00",
"updatpd":"2014-02-21T09:44:17+01:00",
"encfkyption": {
"cpntent key": {
'algorithm": "http://www.w3.0rg/2001/04/xmlenc#aes56-cbc",
'encrypted value": "/k8RpXqf4E2WEunCp76E8PjhS05INXwAXeTDlioazYxCRGVHLACk/KQ3cCh5JxpmCKOn
RLyAxs[lX0aA3z55boQ=="
br
"pfofile": "https://readium.org/lcp/basic-prefile",
"uper key": {
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#sha256",
"key check":"3jJEjUDipHK30jGt6kFq7dcOLZuicQRUYWQ+TYKATWKMEXY6kpHFhF7LOKUK/Owww",

"text hint": "Enter your email address"
}
by
"rightp": {
"print": O,

"copy": 2048,

"start": "2019-01-01TQ0sV00:00+01:00",

"end": "2030-12-31T23:59:59+01:00",
"https://www.imaginaryebookretailer.com/lcp/rights/tweet": true
by

"links": [
{ ['rel™: "hint",
'href": "htgps;//www.imaginaryebookretailer.com/lcp/hint",
"type": "teXt/html"
by
{ 'rel": _“status",
UHref": "https://example.org/license/status/aaa-bbbb-ccc",
Vtype": "application/vnd.readium.license.status.v1l.0+json"
by
{ "reI™: "publicacion-,
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",

"length": "264929",
"hash": "8b752f93e5e73a3effflc706clc2e267dffcbec01lc382cbe2a6cabd57cc8378"
}

1y
"user": {"id": "d9f298a7-7f34-49e7-8aae-4378ecbld597"},

"signature": {
"algorithm": "http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256",
"certificate": "MIIDEJCCAfoCCQDwWMOJkYYOjPjANBgkghkiGO9wOBAQUFADBLMQswCQYDVQQGEWJVUZETMB

EGAl UECBMKQ2FsaWZvcmSpYTETMBEGAIUEBxMKRXZ1cnl3aGVyZTESMBAGALIUEAXMJIbGYjYWxob3NOM B4XDTEOMDE
wMj IxM]jYxN1oXDTE1IMDEWM] IxMjYxNl1owSzELMAKGALIUEBhMCVVMxEZzZARBgNVBAgGT CkNhbGlmb3JuaWExEzARBgNVB
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