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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC

The profcedures used to develop this document and those intended for its further maintenance are
describgd in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fdr
the diffdrent types of document should be noted. This document was drafted in accordance with thie

editoria

Attention is drawn to the possibility that some of the elements of this document mdy be the subjedt
of patenjt rights. ISO and IEC shall not be held responsible for identifying any“or all such paterit
rights. Details of any patent rights identified during the development of the.decument will be in the

Introdu

For an
express

World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see: www.isp

.org/iso

JTC 1.

rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tion and/or on the ISO list of patent declarations received (see wwwriso.org/patents).

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie

foreword.html.

This ddcument was prepared by Technical Committee ISO/IEC JTC 1, Information technolog},

Subcom

This sedqond edition cancels and replaces the. first edition (ISO/IEC 23009-4:2013), which has beeh
technicdlly revised.

The mali
— sup

— sup

— intefoperable reporting of authenticity tags has been enabled.
This corfrected version of ISO/IEC 23009-4:2018 incorporates the following changes:
— 'licence' has-been changed to 'license’ throughout the document text;

— coryections have been made in code in Annex C.

A list of

mittee SC 29, Coding of audio, picture, multimedia and hypermedia information.

I changes compared to the previous edition are as follows:
port for [SO/IEC 23001-7-has been added as an additional encryption system;

port for service protection orthogonal to content protection has been added;

all parts in the ISO/IEC 23009 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A

complet

e listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Dynamic adaptive streaming over HTTP (DASH) enables media-streaming model for delivery of media
content in which control lies exclusively with the client. Clients may request data using the HTTP
protocol from standard web servers that have no DASH-specific capabilities. Consequently, the ISO/IEC
23009 series focuses not on client or server procedures but on the data formats used to provide a DASH
Media Presentation.

This document provides methods and interfaces for segment encryption and verification of segment
ihtegrity and authenticity.

© ISO/IEC 2018 - All rights reserved v
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Information technology — Dynamic adaptive streaming
over HTTP (DASH) —

Part 4:
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Scope
his document specifies:

- Format-independent segment encryption and signalling mechanisms (for use with an
segment format used in DASH (ISO/IEC 23009-1).

— Mechanisms to ensure segment integrity and authenticity for use-with any segment used
(ISO/IEC 23009-1).

Normative references

he following documents are referred to in the text in such a way that some or all of thein
onstitutes requirements of this document. For datedreferences, only the edition cited app
ndated references, the latest edition of the referenced document (including any amendments)

50/IEC 23009-1:2014, Information technology-~— Dynamic adaptive streaming over HTTP ([}

ecommendation’for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMA
IST Special Publication 800-38D, http://www.nist.gov/

FC 2104 HMAC: Keyed-Hashing for Message Authentication, H. Krawczyk, M. Bellare, R.
ebruary 1997

EC 7230, Hypertext Transfer Protocol — HTTP/1.1, June 2014

y media

in DASH

content
lies. For
applies.

ASH) —

Rart 1: Media presentation description and segment formats

StaNDARD A.E. Federal Information Rrocessing Standards Publication 197, FIPS-197, http://www
Jiist.gov/

STANDARD S.H. Federal Information Processing Standards Publication 180, FIPS 180-3, http://www
Juist.gov/

Hecommendation of Block;€ipher Modes of Operation, NIST, NIST Special Publication 800-38A, http:

\C, NIST,

Canetti,

RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, January 2005

RFC 5652/STD 70, Cryptographic Message Syntax (CMS), R. Housley, September 2009

3 Terms, definitions, abbreviated terms and notations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO/IEC 2018 - All rights reserved
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ISO and
— IEC
— 1ISO
311

[EC maintain terminological databases for use in standardization at the following addresses:

Electropedia: available at https://www.electropedia.org/

Online browsing platform: available at https://www.iso.org/obp

additional authenticated data
input data to the authenticated encryption function that is authenticated but not encrypted

3.1.2

authent

cryptog
modifica

3.1.3
authent
mode of]
generate

3.14

cryptop
number

are used

3.1.5
encrypt

system {ised for encryption of media segments using keys pravided by the key system

ication tag
Faphic checksum on data that is designed to reveal both accidental errors and the intefitional
ition of the data

icated encryption
operation in which the plaintext is encrypted into the ciphertext, and an authentication tag i
d on the AAD and the ciphertext

[72)

eriod
of continuous segments for which the same encryption key and the same initialization vectdr

ion system

3.1.6

key system

system that provides keys necessary for decryptionof media segments

3.1.7

segment number

unique positive integer associated with a media segment within a representation

Note 1 tolentry: The media segment presented (in presentation order) after media segment with segment numbgr
N has segment number N+1.

3.2 Abbreviated terms

AAD additiofaDauthentication data

AES advanced encryption standard, as specified in FIPS-197

AES-CB( AES cipher in cipher block chaining mode, as specified in NIST 800-38A

AES-GCM AES cipher in Galois/counter mode asspecifiedin NIST 800-38D

CBC cipher block chaining mode

DASH dynamic adaptive streaming over HTTP, as specified in ISO/IEC 23009-1

DRM digital rights management

ECB electronic code book, as specified in NIST 800-38A

GCM Galois/counter mode, as specified in NIST 800-38D

HMAC hash-based message authentication code, as specified in RFC 2104

2 © ISO/IEC 2018 - All rights reserved
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HTTP hypertext transfer protocol, as specified in RFC 7230

HTTPS secure version of the hypertext transfer protocol

ISO-BMFF ISO base media file format, as specified in ISO/IEC 14496-12

1Y initialization vector

MIME multipurpose internet mail extensions, as specified in RFC 6838
MPD media presentation description, as specified in ISO/IEC 23009-1
NMPEG-2 TS transport stream carrying MPEG video, as specified in ISO/IEC 13818-1
SHA secure hash algorithm, as specified in FIPS 180-3

N segment number

TLS transport layer security

URI uniform resource identifier

URL uniform resource locator

URN uniform resource name

NS

3.3 Notations

Media segment with segment number i: S(i)
(ryptoperiod starting with segment number iand having d media segments: CP(i,d)

Key and initialization vector in use during CP(i,d): Kcp(id), IVcp(i,d)

4 Segment encryption andauthentication

.1 Segment encryption

The content protection framework provided in this document is a framework for out-of-band dd
df parameters needed for successful decryption of media segments. The tools provided 3
interfaces that allow derivation of key and initialization parameters, baseline encryption

resolution metheds, and, lastly, it provides extensibility points to accommodate different key re
and encryptien algorithms using the same interface.

(onceptually, the content protection framework provided in this document can be viewed
gntities, key system and encryption system. Key system derives keys associated with a segmg
the-information provided in the MPD, while the encryption system decrypts media segments g

rivation
re MPD
and key
solution

as two
nt given

iven the

information provided in the MPD and encryption keys provided by the key system.

The baseline mandatory system applies AES-CBC encryption to a complete segment and uses HTTP(S)
for key transport. In this baseline system the DASH client will be able to recognize uniquely for each
segment which key and initialization vector were used for their encryption. The client will then issue
a GET request for the key, and will either issue a GET request for the initialization vector or derive it
locally. After receiving the key and initialization vector, the DASH client can successfully decrypt the
media segment and pass it to the media engine. In this description, AES-CBC full-segment encryption is
the encryption system, and key retrieval using HTTP(S) is the key system.

© ISO/IEC 2018 - All rights reserved
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Figure 1 — Baseline segment encryption

| DRM systems employ license-based systems to derive keys, license-based key systems

rs as specified in RFC 3986. The license-based key system will resolve these IDs into keys in
bcified way, and pass the keys to an encryption system. The latter, having keys provided by thie
em and the encryption information (e.g., algorithm specification and 1V) provided by the MPID,
5 the media segment.

o

al encryption methods can be signalled using\URIs and (possibly) generic encryption-relate
ers provided in this document. This degument is format-independent: it does not apply
lly to any type of media segment, and itsnotion of cryptoperiods is completely divorced fro
ific segment type. The baseline encryption system applies to a complete segment.

=3

o

mative part of this framework-provides (a) the MPD interface, and (b) baseline key an
on systems. These are shown“in Figure 1. The implementation shown in Figure 1 is fo
ion purposes, and many of_the ‘operations can be optimized, e.g., by parallelization and pr¢
(refer to Annex B).

—

ment encryption scheme specifies standard encryption and key mapping methods that may b
en segment proteétion is needed. The scheme operates by applying encryption to segments,
‘e thus transmitted'in a protected fashion. Definitions are provided to identify the segments &
ed, and to identify the appropriate key(s) and IV(s) from a MPD.

D

[72)

gmentauthentication

nent authentication framework is a framework allowing use of digital authenticity tags for a]l

DASH s¢

giment types in order to verify the origin and content authenticity. This framework works bly

calculating a digest or a MAC of an unencrypted segment, and storing the value externally. The MPD
interface provides URL templates to retrieve these, using HTTPS or HTTP. The client retrieves the
digest/signature, then calculates them locally on the decrypted (sub)segment, and can reject the (sub)
segment in case of a mismatch.

If used

encrypt'

importa

together with encryption, the mode of operation of this framework is "authenticate, then
', rather than the more common "encrypt, then authenticate” mode. The former provides an
nt feature of encryption invariance: if no encryption, or different encryption algorithm or/and

parameters were used for encryption of the same media segment for serving it to different clients, the
authenticity tag will still stay the same as long as the content itself has not changed.

© ISO/IEC 2018 - All rights reserved
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Segment authentication is independent of any content protection scheme, and may be used on
unencrypted segment, as well as on segments encrypted using any DRM system. This implies that

use of the content protection framework of this document is not required in order to use the
authentication framework.

content

The normative part of this framework provides (a) the MPD interface, and (b) a baseline authenticity

algorithm.

4.3 MPD security

The frameworks provided in this document are as secure as the MPD is. Therefore, it iste;
mportant to protect the MPD by means such as transmission over a secure connection and,ver
fintegrity and authenticity.

o =

Nlethods of MPD protection are out of scope of this document.

L

Signalling encryption and authentication

L

.1 Encryption declaration

3.1.1 ContentProtection element

(&x ]

.1.1.1 Definition

he application of the encryption format defined in this: document to segments shall be declared y
RNurn:mpeg:dash:sea:enc:2013 astheyaliie for @schemeIdUriinaContentProt
escriptor applicable to the encrypted segments.The ContentProtection descriptor may
ero or more CryptoPeriodand/or Crypto®Timel ine elements.

N o — =

ote that a ContentProtection  descriptor is defined in the na
rn:mpeg:dash:schema:mpd:2011 defined in ISO/IEC 23009-1,
egmentEncryption, CryptoPe&pniod and CryptoTimeline are defined in the na
rn:mpeg:dash:schema:sed: 2013, defined in Annex A. For illustration purposes, all ele
his scheme are prefixed with,sea : in the syntax in Table 1.

o o ino =z

tremely
ification

Ising the
ection
contain

mespace

while
mespace
ments of
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5.1.1.2 Semantics

Table 1 — Use of DASH ContentProtection descriptor

Element or attribute name Use Description
ContentProtection

@schemeIdUri M Shall be urn:mpeg:dash:sea:enc:2013 for this
document.

sea:SegmentEncryption 1 Specifies the encryption system used and its global
properties. See 5.1.2 for the definition.

sea:License 0..N |Specifies the key system used and ways of getting
license, if needed.

sea:CryptoPeriod 0..N |Specifies information needed for derivation, of key and
IV information for a single cryptoperiod{See 5.1.4.

sea:CryptoTimeline 0..N |[Specifies information needed for derjvation of key and
IV information for several constant-length cryptoperi-
ods. See 5.1.6.

Key
For attributes:

M: Mandatory

0: Optiopal

OD: Optjonal with default value
CM: Confitionally mandatory
For elenjents:

<minOcg¢urs>...<maxOccurs> (N=unbounded)

NOTE Hlements are bold; attributes are non-bold and preceded with an @.

5.1.1.3 | Service protection

Encryption maybeapplied toasegmentalready encrypted withadifferentencryptionsystem.Inthiscase
EssentfialProperty descriptor with @schemeIdUri value of “urn:mpeg:dash:sea:service
protedtion:2016” describes encryption applied to an already protected segment.

-

Theclientis expected to decryptthe segmentusingtheinformation presentintheEssentialPropert
descriptjor. If service protection decryption succeeds, it is then expected to decrypt the resulting
segmenf using the conteft)protection scheme described in the ContentProtection element.

=

The des¢riptor shall €éontain same elements as a ContentProtection descriptor in Table 1.

5.1.2 PBegmentEncryption element

The SeqmentEncryption element describes the global properties of segment encryption as used ip
all cryptoperiods, as shown in Table Z.

A single SegmentEncryption element shall always be present within the ContentProtection
descriptorifthevalueof ContentProtection@schemeIdUriisurn:mpeg:dash:sea:enc:2013.

6 © ISO/IEC 2018 - All rights reserved
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Table 2 — Semantics of SegmentEncryption element

Element or attribute name Use Description
SegmentEncryption Specifies the properties of an encryption system.

@schemeIdUri M |Specifies the encryption system used for segment encryp-
tion. Possible encryption systems are specified in 6.3.2.

@keyLength O |Specifies the length (in bits) of a key used in cipher defined
in @schemeIdUri. Default value is 128.

@ivLength 0 |Specifies the length (in bits) of an initialization vector used
in cipher defined in @schemeIdUri. Default value is 128.

@authTagLength OD |Specifies the length (in bits) of an authentication taglused, if
authenticated encryption block operation mode(e.gf GCM)
is used. Default value is 0 (i.e., no authentication is ayailable).

@earlyAvailability OD |Distance in seconds between the timeakey and an 1V can
be resolved using the provided URIs.and the availability
time of the first segment encrypted-using these keys. De-
fault value is 1,0 seconds.

@ivEncryptionFlag OD |Whensetto 'true', and seégment number is used fpr IV
derivation (as defined id 614.4.2). ECB encryption will be
used to generate IV from the segment number.

Default valueis ' false"'.

Key

For attributes:

M: Mandatory

D: Optional

DD: Optional with default value

[M: Conditionally mandatory

For elements:

kminOccurs>...<maxOccurs> (N=unbeunded)

NOTE Elements are bold; attributes’are non-bold and preceded with an @.
5.1.3 License element
The License element)describes the global properties of a key system used in all cryptoperiods, as
shown in Table 3.
(Jne or more License element shall be present within the ContentProtection descriptpr if the
value of ConttentProtection@schemeIdUri is urn:mpeg:dash:sea:2013, and licenge-based

ey systefns are used. If absent, URLs provided in the CryptoPeriodand CryptoTimeline glements
shall be'sufficient to retrieve the keys.
© ISO/IEC 2018 - All rights reserved 7
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Table 3 — Semantics of License element

Element or attribute name Use Description
License Specifies information needed to retrieve keys.
@keySystemUri M |Specifies the URN of the key system.
@keyLicenseUrlTemplate 0 |Specifies template HTTP(S) URL used to retrieve the

license used by the key system to derive the encryp-
tion keys, using the same syntax and variable substi-
tution as defined in ISO/IEC 23009-1:2014, 5.3.9.4.4.

Derivatiomof this temptate 1S specified I 6-2.

Key

For attri
M: Mand
0: Optio
OD: Opt
CM: Con
For elen
<minOc
NOTE H

butes:

atory

hal

onal with default value

Hitionally mandatory

ents:

urs>...<maxOccurs> (N=unbounded)

lements are bold; attributes are non-bold and preceded with an @.

5.1.4

5.1.4.1

Cryptop
in Table
and Cry

cryptop

Common cryptoperiod properties

Definition

eriods are characterized by the common encryption parameters, and duration, as showp
4. Hence, a separate element represents the archetypal cryptoperiod. Both CryptoPeriofl
lptoTimeline elements are built upon~this foundation, the former representing a single
briod, the latter — multiple similar cryptoperiods.

© ISO/IEC 2018 - All rights reserved
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5.1.4.2 Semantics

Table 4 — Common properties of a cryptoperiod

Element or attribute name Use Description
CryptoPeriodType Specifies properties common to all cryptoperiods.
@numSegments 0 |Specifies the number of segments in a cryptoperiod. In case of

CryptoTimeline, this is the number of segments in each cryp-
toperiod of this CryptoTimeline.

@numSegments may be absent only if this is the last
CryptoPeriod element of the period. In this case the cfyp-
toperiod continues till the end of this period. @nuniSegmgnts
shall not be absent for any CryptoTimeline element.

@keyUriTemplate M |Specifies the template for key URI generationy, using the same
syntax and variable substitution as definedin ISO/IEC 23009-
1:2014, 5.3.9.4.4. RkeyUriTemplateris used once each dryp-
toperiod, thus for a cryptoperiod CP(i,d], the @keyUriTgmplate
URI will be constructed with $Ndmpers$ =i. Same appligs for
$Time$: the value used is the $Fimes$ value of segment|S(i) will
be used.

The use of @keyUriTeniplate does not imply use of @
ivUrlTemplate orySegmentTemplate.

Key derivation rules)are specified in 6.4.3.

@ivUriTemplate 0 |Specifies the template for IV URI generation using the sampe
syntax and ¥afiable substitution as defined in ISO/IEC 23009-
1:2014, 5.3.9.4.4. @ivUriTemplate is used once each cryp-
toperiad, thus for a cryptoperiod CP(i,d), the @ivUrlTenplate
URL will be constructed with $Number$ =i. The same applies for
$T@me$ : the value used is the $Time$ value of segment|S(i) will
be used.

Use of @ivUrlTemplate does not imply the use of eithef @
keyUriTemplate or SegmentTemplate. For IV formaf defini-
tion see 6.4.4.3.

Key

‘or attributes:

M: Mandatory

D: Optional

DD: Optional with\default value

CM: Conditionally mandatory

For elements:

rminOg¢eurs>...<maxOccurs> (N=unbounded)

NOTE Elements are bold; attributes are non-bold and preceded with an @.

5.1.5 CryptoPeriod element

5.1.5.1 Definition

As shown in Table 5, the CryptoPeriod element defines a single cryptoperiod — namely, it
provides information allowing derivation of an encryption key and an initialization vector, as well as
identifying segments which were encrypted using the former two elements. A CryptoPeriod element
corresponds uniquely to a start segment. It may have explicitly specified duration (i.e., number of
segments), or be unbounded (i.e., continue till the end of the current period.

Segments are identified by the segment number, as defined in ISO/IEC 23009-1:2014, 5.3.9.4.4.

© ISO/IEC 2018 - All rights reserved 9
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An example of an MPD containing a CryptoPeriod elementis given in C.1.

5.1.5.2

Semantics

Table 5 — Semantics of the CryptoPeriod element

Element or attribute name Use Description
CryptoPeriod Specifies information and URIs needed for derivation of key
information for a single cryptoperiod.
@startOffset OD |Specifies the number of unencrypted segments after the end of
the previous cryptoperiod and the first media segment to which
the key/IV information applies. Default value is 0.
Derivation rules specified in 6.4.2 apply.
@rv O |Specifies the initialization vector. It shall not be presént if @
ivUriTemplate is present.
IV derivation rules are specified in 6.4.4.
@aad O |Specifies the additional authentication data.
AAD derivation rules are specified.in.6.4.5.
CryptoPeriodType — |Specifies the common attributescandelements (attributes and
elements from base type CryptoPReriodType). For details see 5.1.4
Key
For attributes:
M: Mandatory
0: Optiopal
OD: Optional with default value
CM: Congitionally mandatory
For elenjents:
<minOcgurs>...<maxOccurs> (N=unbounded)
NOTE Hlements are bold; attributes arenoni-bold and preceded with an @.
5.1.6 [CryptoTimeline element
5.1.6.1 | Definition
The CryptoTimel irfe)element is used for derivation of multiple cryptoperiods of constant lengt

as shown in Table.6{While a single CryptoPeriod corresponds to a single cryptoperiod, a sing
Timel isig‘element corresponds to multiple cryptoperiods.

Cryptog

Use of t
e.g., wh

he CriyptoTimeline is encouraged when a highly regular pattern of cryptoperiods is used
PI-a key/IV palr is changed every 4 cryptoperlods Each cryptoperlod generated from

£
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Table 6 — Semantics of CryptoTimeline element

Element or attribute name Use Description
CryptoTimeline Specifies a sequence of cryptoperiods, each containing
same amount of segments.
The time duration of cryptoperiods does not have to be con-
stant — the constant is only the number of segments.

@numCryptoPeriods 0  |Specifies number of constant-duration cryptoperieds with-
in this timeline. If absent, the last cryptoperiod.end$ with
the end of the period this ContentProtection d¢scriptor
belongs to. This implies that the amount ofisegments in the
last cryptoperiod in this case can be smaller than specified
in the @numSegments attribute.

@firstStartOffset OD |Specifies the number of unencrypted segments between the
end of the last cryptoperiod and tHe first segment offthe first
cryptoperiod in this CryptQT timeline. Default valjie is 0.
Derivation rules specifiéd)in 6.4.2 apply.

@ivBase OD |Specifies the IV base'value for this cryptoperiod. When @
ivBase is present;lV is a sum of @ivBase and seginent
number, as specified in 6.4.4.2. If absent, the default{value
is 0.

Shall nothepresentif @ivUriTemplate is present.

@aadBase OD |Specifies’the AAD base value for this cryptoperiod. AAD is
the.$om of RaadBase and the segment number. If apsent,
thedefault value is 0.

CryptoPeriodType — ()| Specifies the common attributes and elements (attrjbutes
and elements from base type CryptoPeriodType). Fpr
details see 5.1.4.

Key
For attributes:
M: Mandatory
D: Optional
DD: Optional with defaplt value
[M: Conditionally mandatory
For elements:
kminOccurs®y..<max0Occurs> (N=unbounded)
NOTE Elemients are bold; attributes are non-bold and preceded with an @.
NOTE Typically in a key rotation scenario @firstStartOffset and @numCryptoPeriods will not be
spécified, and the key/IV pair will change every @numSegments segments.
5.2 Authentication declaration
5.2.1 General
The ContentAuthenticity element shall be used in either EssentialProperty or

SupplementalProperty defined in ISO/IEC 23009-1, depending on the application requirements.

The value of @schemeIdUri in either EssentialProperty or SupplementalProperty shall be
urn:mpeg:dash:sea:auth:2013 if an authentication framework is used.

© ISO/IEC 2018 - All rights reserved
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Multiple content authenticity verification schemes can be defined. Two schemes, SHA-256 digest,
identified by the URN urn:mpeg:dash:sea:sha256:2013 and HMAC-SHA1 MAC, identified by
urn:mpeg:dash:sea:hmac-shal are specified in this document.

5.2.2 ContentAuthenticity element

5.2.2.1

Definition

As shown in Table 7, the ContentAuthenticity element provides a URL for key acquisition and a

templat¢ Tor constructing a URL, which is further used for downloading the authenticity tag for a giveh
(sub)segment. URL construction rules are defined in 5.2.3.
5.2.2.2 | Semantics
Table 7 — Semantics of ContentAuthenticity element
Element or attribute name Use Description
ContentAuthenticity Specifies information necessary to compute an
authenticity tag for a segment.
@authSchemeIdUri M |Specifies the algorithm-sed for computing the
authenticity tag.
@authUrlTemplate M  |Specifies the template for creating the URL used for
retrieving the‘authenticity tag value. The rules for
URL creatiomnare specified in 5.2.3.
@authTagLength 0 Specifies-the length of an authentication tag in bits. If
absent; the tag length is the same as in the algorithm
identified by GauthSchemeIdUri.
@keyUrlTemplate 0 Specifies the template for key URI generation, using
syntax and variable substitution as defined in ISO/
IEC 23009-1:2014, 5.3.9.4 4.
Key
For attributes:
M: Mandatory
0: Optiopal
OD: Optjonal with default value
CM: Confitionally mandatoxy
For elenjents:
<minOcg¢urs>...<maxQécurs> (N=unbounded)
NOTE Hlements'axe bold; attributes are non-bold and preceded with an @.

5.2.3

URL derivation

The authenticity tag URLs shall be constructed with the following mechanism:

1) A complete URL for a given media, initialization, index, or bitstream switching segment, or for a
subsegment, is constructed.

2) The same substitution variables as in ISO/IEC 23009-1:2014, Annex E shall be used for constructing
the digest or signature URL templates. If the request does not contain a byte range, the value of
Sfirst$ shall be "0", and the value of $1ast$ shall be "Inf".

3) A query parameter auth tag=<value> may be added to the query. The value of the parameter
shall be the client-computed value of the authenticity tag as a zero-padded hexadecimal number. If

12
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the segment is indeed authentic, the response to the authenticity tag request will have same value
as the one reported in the auth tag query parameter.

The following restrictions are imposed on byte range requests:

1) Authenticity tags shall not be requested for byte range requests that do not correspond to segments
or subsegments.

2) If subsegments are used, a separate authenticity tag per each subsegment can be retrieved using
the byte range syntax given in 5.2.2.

6 Segment encryption

o

.1 Segment format

ncrypted segments may not conform to any media segment format defined in’ISO/IEC 23009-1. All
hedia segment format definitions and requirements of ISO/IEC 23009-1 apply to unencryptegd media
egments, according to their MIME type as specified in the appropfiate @mimeType parameter
pecified in the MPD.

w_n =

o

.2 Key systems

(@1

.2.1 General

eys and initialization vectors URIs are resolved uising key systems identified by Lijcense@
eySystemUri. If the License element is not present, all URLs in CryptoPerilod and
ryptoTimeline elements shall be HTTP(S) URLs, and successful GET request with these URLs shall
eturn keys and initialization vectors in a binagy format specified in 6.4.

=S 0O =

(@1

.2.2 License-based key systems

roprietary key systems may beclised to resolve arbitrary URNs. Some of these may need
dditional license information.Key systems requiring license information shall use Lijcense@
eyLicenseUrlTemplate to retrieve the license. The license format is system-specific and is not
efined in this document.

o = QO

here can be different licenses corresponding to different key URIs, thus Lijcense@
eyLicenseUrlTemplate may yield different results for different cryptoperiods. The subgtitution
ariables $NumbexrS$-/and $Time$ used in this template are same as the ones in the corregponding
ryptoperiod.

o < o =

Additional substitution variable, $KeyUris$, can be used in this template. This variable has a fprmat of
a URN. Its.yalue is defined as the value of key URI for a given cryptoperiod (i.e., @keyUriTepmplate
Tter expansion of the substitution variables.

OTE The definitions in 6.2.2 imply that for each cryptoperiod @keyUriTemplate is derived first, and the
derivation of €keyLicenseUrlTemplate 1s done atter 1t.

6.3 Encryption systems

6.3.1 General

Media segments shall be encrypted using the encryption system identified by the
SegmentEncryption@schemeIdUri attribute.

Initialization, Index, and Bitstream Switching segments shall not be encrypted.

Any concatenation involving encrypted segments shall apply after decryption.

© ISO/IEC 2018 - All rights reserved 13
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Implementation of the appropriate encryption system is essential; hence a client that does not
implement the algorithm specified in SegmentEncryption@schemeIdUri should not attempt to

present

A client

6.3.2

any encrypted media segment.

shall implement the AES-128 CBC encryption scheme specified in 6.3.2 below.

AES-128 CBC encryption system

The AES-128 CBC full-segment encryption system is identified by the URN urn:mpeg:dash:sea:

aesl?2

—chc:2013 anpnri‘ of this scheme is mnnd:\fnry for clients imp]pmpnfing this document

In this

completp segments. Segments shall be padded following the PKCS7 specification to be a multiple-of 1

bytes, a
encrypt

byte boundaries.

Cipher Block Chaining occurs only within a segment; at the beginning of each segmerit, encryption re

starts u

6.3.3

The AES-128 GCM  full-segment encryption system is Oidentified by the UR
urn:mgeg:dash:sea:aesl28-gcm:2013. Support for this~Scheme is optional for clienf
implemgnting this document.

In this
authent

A single

As a consequence, a cryptoperiod in this encryptignésystem shall only consist of a single segment, an
there shpll be no identical key/IV combinations within the period.

Authentjcation tag is appended to the.last byte of the segment (i.e., encrypted segment is
authTggLength bytes longer than themnencrypted one).

6.3.4

The common encryption partial'encryption system is identified by the following URNs:

— For

urr:mpeg:dashssea:cenc-ctr:2016

— For

urn:mpegidash:sea:cenc-cbcl:2016

— For

urg:mpeg:dash:sea:cenc-cens:2016

— For

nlgorithm, AES cipher with 128-bit keys used in CBC mode. Encryption shall be applied

b specified in RFC 5652. Segments start at the beginning of a 16-byte block. This means that
bd media segments are accessed through byte ranges, the segment boundaries shall be on 16

bing the applicable key and initialization vector.

AES-128 GCM encryption system

hlgorithm, AES cipher is used in GCM mode with96-bit initialization vectors and 128-b
cation tags. Encryption shall be applied to completé segments.

combination of key and initialization vector.shall be used only once during the whole period

Common encryption systém

full sample encryptien using AES-CTR mode:

full sampletencryption using AES-CBC mode:

subSample pattern encryption using AES-CTR mode:

1 = OY O

[72)

[ "R

()

subsample pattern encryption using AES-CBC mode:

urn:mpeg:dash:sea:cenc-cbcs:2016

Support for this URI scheme is optional for clients implementing this document.

In this encryption system, segments are encrypted according to ISO/IEC 23001-7 for ISO-BMFF
segments and ISO/IEC 23001-9 for MPEG-2 TS segments.

Segments encrypted with common encryption carry 128-bit key identifiers. An additional substitution
variable, $KeyID$, can be used in CryptoTimelineQkeyUriTemplate attribute to indicate th

value of

14

key identifier carried in the segment, as a UUID URN.
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Asanexample,assumeakeyidentifier hexadecimal value of 0xF81D4FAE7DEC11D0A76500A0C91E6BF6
indicated in the segment. Thus $KeyID$ value is urn:uuid:f8ld4fae-7dec-11d0-a765-
00a0c9le6bfb6. Assuming the value of CryptoTimeline@keyUriTemplate is https://keysrus
.com?kid=$KeyIDS$, the corresponding key value can be retrieved from https://keysrus.com?kid=urn:
uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6.

Segments encrypted with common encryption carry initialization vectors in-band. When a common
encryption scheme is used, and neither @IV nor @ivUrlTemplate attributes are specified, the
initialization vectors used are the ones specified in the segment itself. If the underlying encryption uses
constant initialization vectors, @TV attribute may be used to signal it

o

4 Cryptoperiods

4.4.1 General

Hach media segment is associated with zero or one cryptoperiod. Segments thiat-have no cryptoperiod
associated with them shall not be encrypted. In a cryptoperiod, segments are encrypted with the same
ﬂey/lV pair. The properties of a cryptoperiod are a key, an initialization/yeetor, first segment jnumber,
nd last segment number.

OTE Cryptoperiod duration is measured in segments, not time uhits. Thus, thus there is no requirement
br the segments to have constant duration.

= =z

o

4.2 Assigning segments to cryptoperiods

single CryptoPeriod element corresponds to acsingle cryptoperiod containing @numSefgments
egments with and starting @startOffset segments from the end of the previous cryptogeriod. If
his cryptoperiod is the first during this periodx@8startOffset is relative to the start of th¢ period.
CryptoPeriod element with @numSegments = D and first segment number M correspgnds to a
ryptoperiod CP(M,D).

Q o ot n o

1

or cryptoperiod CP(M,D), segments S(M); S(M+1), S(M+1), ... S(M+D-1) are encrypted with the same key
IV combination, Kcpm,p) and IVcp(m py.

]

F these are not signalled explicitlythe following key and IV derivation rules apply.

single CryptoTimelime™is used for derivation of CryptoTimeline@numCryptoPeriods
ryptoperiods, each confaining CryptoTimeline@numSegments segments. The first cryptoperiod
ha CryptoTimelin@)is @firstStartOffset segments after the end of the previous cryptoperiod.
[ this first cryptopériod is the first during this period, @firstStartOffset is relative to thq start of
he period.

-+ — =y N

vl

or a CryptoTimeline element, with first segment number M, @numCryptoPeriods =N, and
@numSegfients =D, for 0 < k <N, the kth cryptoperiod generated using this CryptoTimeline
lementissCP(M + kxD, D)

(o)

et

[ the*CryptoPeriod or CryptoTimeline are the last element in this period, and cryptoperiod
uratton—is—ot—explicitly —stated—by—CryptofimetetmumSegmerts—or—CryptoPerioda
numSegments, it is assumed that the current cryptoperiod continues till the end of the period. In case
of CryptoTimeline, thisimplies thatthereis only one cryptoperiod withinsuchaCryptoTimeline.

If neither CryptoPeriod nor CryptoTimeline are present, all segments shall be unencrypted.

Any segments that are not associated with a cryptoperiod using the rules in this subclause shall be
unencrypted.
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6.4.3 Key derivation

6.4.3.1

General

A key URI is used in order to retrieve a key resource. There shall be one URI associated with a given
cryptoperiod.

A URIid

The key_and initialization vector shall both be available at least @earlyAvailabilit

before t
of the 4
and init
seconds

Key URI

substituftion as defined in ISO/IEC 23009-1:2014, 5.3.9.4.4. Use of substitution variableS1is not required

in a template, hence simple URIs can be specified in @keyUriTemplate.

NOTE When template variable substitution is used to construct the key URLor cryptoperiod CP(id),
the valu¢ of S$Numbers$ is i, and the value of $Time$ is the value of SegmentT7imeline@numSegmentfs
corresponding to S(i).

HTTPS, |[rather than HTTP, should be used in key URIs. Use of HTTP for this purpose is strongly
discourdged.

6.4.3.2 | Key format

A key is|always in binary format, i.e., a key is representéd by sequence of bytes with length given by
SegmentEncryption@keyLength.

If a key YRl is an HTTP(S) URL, the content of the message body of the HTTP response shall only contaip
SegmentEncryption@keyLength bytes and-have MIME type application/octet-stream
6.4.4 [V derivation

6.4.4.1 | General

The IV palue of a cryptoperiod”’defined by a CryptoPeriod element shall be derived using the

followinjg mechanism:

1) If d
2) Ifc
3) Ifn

deri

ryptoPertod@ivUriTemplate is present, this URIis used to derive the IV.

entifying the location of a key shall be derived once for each cryptoperiod.

S
e start of the availability window of the first segment of the cryptoperiod and till the enfd
ailability window of the last segment. This implies that in case of live broadcast the Kely
alization vector combination is guaranteed to be available at least RearlyAvailabilitly
ahead of time.

is constructed from the @keyUriTemplate attribute using the using syntax-and variable

ryptoPeriod@¥V is present, its value is the IV, in the format defined in 6.4.4.3.

—_—

pither. CryptoPeriod@IV nor CryptoPeriod@ivUriTemplate, implementations sha
vethe IV from the segment number, as specified in 6.4.4.2.

The Vv

alue o a cryptoperiod derived Irom a CryptoTimeline shall be derived as rollows:

1) IfCryptoTimeline@ivUriTemplate isused, this URIis used to derive the IV.

2) Otherwise, implementations shall derive the IV from the segment number, as specified 6.4.4.2.

6.4.4.2

IV derivation from segment number

If SegmentEncryption@ivEncryptionFlag value is 'false', and CryptoPeriod element is used,
segment number shall be used as the IV value, i.e., [V¢py,p)=SN.

16
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If SegmentEncryption@ivEncryptionFlag value is 'false', and CryptoTimeline element is
used a sum of segment number and @ivBase shall be used as the IV value, i.e., IVcpy,p)=SN + ivBase.
The default value of @ivBase is 0, hence if @1vBase is absent, IVcpm,p)=SN.

If SegmentEncryption@ivEncryptionFlag value is 'true', ECB-encrypted IV's will be used. This
method is described in Appendix C of NIST 800-38A.

If SegmentEncryption@ivEncryptionFlag value is 'true’, and CryptoPeriod element is used,
[V shall be an ECB-encrypted value of segment number. For example, when AES-128 encryption is used
(in any mode), IVcpim, p)= AES(SN, Kcpem.p))-

]

f SegmentEncryption@ivEncryptionFlag value is 'true', and CryptoTimelinesélgment is
Used, the 1V is the ECB-encrypted sum of segment number and @ivBase. For exampleswhen AES-128
gncryption is used (in any mode), IVcpm,p)= AES(SN + ivBase, Kcp(m,p))-

If SegmentEncryption@ivEncryptionFlag value is 'true', and SedmentEncryption(@
ivLength is smaller than the output block size of the ECB output (e.g., when 96:bit [Vs are use¢d), then
the first SegmentEncryption@ivLength most-significant bits from ECB output shall be used as an
ipitialization vector.

(@

4.4.3 1V format

he IV is a number in a hexadecimal format. The big-endian binayy representation of this number shall
e placed in a buffer of SegmentEncryption@ivLengthibytes and padded (on the left) with zeros
.e., bytes with hexadecimal value 0x00). If the IV is derived.from the segment number is usedfas an 1V,
shall be placed in such a buffer and padded (on the left) with zeros.

il ol

Vhen @ivUriTemplate is used, the content of the' HTTP response to HTTP GET with thg IV URL
hall only contain SegmentEncryption@iviéngth bytes and have MIME type applichtion/
ctet-stream.

Q U <

4.4.5 AAD derivation
Hor CryptoPeriod element, the AAD'is given by the value of CryptoPeriod@aad.

or a CryptoTimeline element; segment number and @aadBase are used for AAD derivation, i.e.,
ADcp(m,p)=SN + aadBase.

vl

6.5 Adding new encryption and key systems

]

his document defines (a) signalling cryptoperiod properties, (b) signalling encryption and key system
roperties, and_(€)" mandatory encryption and key systems. Mandatory encryption and key $ystems,
efined respéctively, in 6.3.2 and 6.2, provide a baseline. This baseline is guaranteed to be interdperable.

Q.

ser-definied and, thus, optional encryption systems and/or key systems can be added using dlifferent
aluesiof URIs in RencryptionSystemUrn and @keySystemUrn. An example of such a system is
rovided in C.4. A client that does not implement these can distinguish between encrypted gnd non-

ceruntad coagmante hatr ol bho ynahla o nracanttho anecruntad oo dia cagrmantc
REFyprea—SegmeRts5 B ewWhrBeBRHanteto-presentttne-eneryptrea e aiaSe gents:

QO <

Two optional extension mechanisms provided by this document are licenses and XML extensibility.
@keyLicenseUrlTemplate can be used to retrieve information necessary to instantiate the
key system, while use of elements from different namespaces in the SegmentEncryption,
CryptoPeriod, and CryptoTimeline elements allows addition of user-defined information.
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7 Segment authentication

7.1 General

Authenticity tag URLs are provided via the MPD, using the ContentAuthenticity element.
Authenticity tags may be provided for Media (sub)segments, as well as for initialization, index, and
bitstream switching segments.

If content protection is used, authenticity tags shall be calculated on the unencrypted segment. Segment
authentication : ) . : ’ : 1
with EspentialProperty descriptor.

If the HTTP response to the authentication tag request returns an error, the client may still continue thie
presentation as usual, as long as the (sub)segments themselves are successfully retrieved.

gorithms

7.2.1 BSHA-256

The SHA-256 digest algorithm is defined in FIPS 180-3. Its wmse’ is indicated by t
ContentAuthenticityQauthSchemeIdUri value of urn:mpeg:dasii:sea:sha256:2013.T
digest f{qrmat is a big-endian number in a hexadecimal format.

NOTE RFC 6234 provides a reference implementation of SHA-256,

7.2.2 HMAC-SHA1

The HMAC-SHA1 message authentication algorithm is defined in RFC 2104. Its use is indicated by thie
@schernfeIdUri value of urn:mpeg:dash:sea:hmac-shal:2013. The signature format is a big
endian number in a hexadecimal format.
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Annex A
(normative)

XML schema

MI Version— 1.0  Sncoding—"UIr-3g
xs:schema targetNamespace="urn:mpeg:dash:schema:sea:2013"

attributeFormDefault="unqualified"

xmlns="urn:mpeg:dash:schema:sea:2013" xmlns:dash="urn:mpeg:dash:schema:mpd:2 >

<xs:sequence> \%

<xs:any namespace="##other" processContents="lax" %\

<!-- Global encryption properties -->

<xs:complexType name="SegmentEncryption">

minOccurs="0" maxOccurs="unbounded" /> ()
</xs:sequence> QQ

<
<xs:attribute name="encryptionSystemUrn" ty Qé§§s:anyURI" use="required"/>
<xs:attribute name="keyLength" type="xs:un€§gnedlnt" default="128"/>
<xs:attribute name="ivLength" type:"xs:gégignedlnt" default="128"/>
<xs:attribute name="authTagLength" t "xs:unsignedInt" default="0"/>
<xs:attribute name:"earlyAvailabiLS& ' type="xs:double" default="1.0"/>
<xs:attribute name="ivEncrypti qzﬂag" type="xs:boolean" default="false"/>

<xs:anyAttribute namespacez“%&other“ processContents="1lax"/>

o
</xs:complexType> @. .
<xs:complexType nam1i§;}cense“>
<xs:sequence N
<xs:a mespace="##other" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>

</xs; Qence>
<xs‘é§§.

rattribute name="keyLicenseUrlTemplate" type="xs:anyURI"/>

ribute name="keySystemUrn" type="xs:anyURI" use="required"/>

‘?‘<xs:anyAttribute namespace="##other" processContents="lax"/>

Czjﬂxs:complexType>

elementFormDefault="qualified" xmlns:xs="http://www.w3.0rg/2001/XMLSchema" b‘ .

<!-- Cryptoperiod signalling -->

© ISO/IEC 2018 - All rights reserved
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<xs:complexType name="CryptoPeriodType">
<xs:sequence>
<xs:any namespace="##other" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>

<xs:attribute name="numSegments" type="xs:unsignedLong" default="1"/>

XS:atlrlbuUte name-"kKeyUrllemplate ™ Type-"Xs5:anyURL™ Use-"required

<xs:attribute name="ivUriTemplate" type="xs:anyURI"/> hfg)
<xs:anyAttribute namespace="##other" processContents="lax"/> ;]SD
</x$:complexType> %,b‘.
<xs{complexType name="CryptoPeriod"> (bQQ
<xs:complexContent> C)(l/
<xs:extension base="CryptoPeriodType"> @
<xs:attribute name="startOffset" type="xs:unsignedLong" dei:Slt:"O"/>
<xs:attribute name="IV" type="xs:hexBinary"/> \Ei)
<xs:attribute name="aad" type="xs:hexBinary"/> <§\

</xs:complexContent>

</xs:extension> QQ

</xg:complexType> \\
QO
<xs{complexType name="CryptoTimeline"> Q&;gb
<xs:complexContent> . ~§\
<xs:extension base="CryptoPeriodTypels\
<xs:attribute name="ﬁrstStartGé;get" type="xs:unsignedLong" default="0"/>
<xs:attribute name="numCr Periods" type="xs:unsignedLong"
use="requ€2>ﬁ"/>
<xs:attribute name:g§iBase" type="xs:hexBinary" default="00"/>
<xs:attribute na%:3 aadBase" type="xs:hexBinary" default="00"/>
</xs:extension> (:)
</xs: complexConten%O .
</xg:complexType> %\

<!- Authentic&ignalling -—>

<xs{compl ype name="ContentAuthenticity">

4;é;attribute name="keyUriTemplate" type="xs:anyURI" use="required"/>

<xs:attribute name="authSchemeIdUri" type="xs:anyURI" use="required"/>

<xs:attribute name="authUrlTemplate" type="xs:anyURI" use="required"/>

<xs:attribute name="authTagLength" type="xs:unsignedInt"/>
</xs:complexType>

</xs:schema>

20 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=dc479ab8978121be6f80cdd1a7db570b

ISO/IEC 23009-4:2018(E)

Annex B
(informative)

Implementation guidelines

B.1 Key delivery

Q. <

one over a secure channel (e.g.,, HTTP over TLS). In case of a live stream, keys shotild be 3
several seconds before the segments.

vl

or the urn:mpeg:dash:sea:aesl28-cbc:2013 encryption scheme, initialization vector
delivered in the clear.

]

[ short cryptoperiods are used, use of persistent HTTP connections\is recommended to a
verhead of connection establishment for each key request. Same applies to [V requests, if [Vis
Via HTTP URLs.

(@)

==

3.2 Encryption

(e

ryptoperiods should be kept short. Cryptoperiods of 2510 seconds are a reasonable setting.

ncryption keys should never be transmitted ovefan insecure connection. Thus if the urn:m
h:sea:keysys:https:2013 is used, use of HTTP is strongly discouraged, and HTTPS sl
sed instead.

c o T

se of unpredictable initialization vectets is highly recommended, especially given highly pre
eginning of media segments, both for-MPEG-2 TS and ISO-BMFF. When randomly generating
ryptographic values, cryptographieally secure random or pseudo-random number generato
e used, following the industry, best practices. One is encouraged to consult NIST special pul
00-90A on recommendationsSregarding secure random number generation.

[eelionlleollonlianl

—

nique IV values per segment should be used with encryption systems based on a cipher ops
tream mode (e.g., GEM). When using AES128-GCM encryption system, one is encouraged td
Fith NIST special ptiblication 800-38D for recommendations on safe usage of GCM mode.

< W0

v w]

or short cryptoperiods, it is recommended to generate Vs locally, as opposed to using HTTP to
hem. While tsé of segment numbers verbatim as Vs is not recommended, their use in com
ith a random @ivBase and/or IV encryption mechanism provides better security.

<

Vhen the urn:mpeg:dash:sea:keysys:http:2013 key system is used, key delivery should be

\vailable

s can be

void the
etrieved

peg:da
nould be

dictable
various
r should
blication

rated in
consult

request
bination

B.3, ‘Content authenticity

When authenticity tags are requested frequently enough, the overhead of connection establishment

may be avoided using persistent HTTP connections.

It is recommended that requests for authenticity tags for byte ranges that do not represent a segment

or a subsegment will be ignored by the HTTP server, and a 4xx error will be returned.

It may be advantageous to use HTTPS for requesting an authenticity tag, especially when digests (e.g.,

SHA) are used.
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(informative)

MPD examples and usage

C.1 Vi

The foll
The firsf
key/1V {
inline ax
need fon

deo-on-demand

bwing example illustrates the simplest scenario. A movie is encoded into 4-second ségments.
4 minutes of the movie are unencrypted, while the rest of the movie is protected withvthe samie
air. The CryptoPeriod element provides the URL necessary for key retrieval;and containls
IV necessary to begin the decryption. All parameters are provided explicitly,hence there is np
any derivation. Authentication service is not offered in this example.

<?xml v4
<MPD xml}

xsi
sea3.xs

xmly]
xmly
typq
med]
minj
prof

max

<Ba

<Ba{

<Pe]

rsion="1.0" encoding="UTF-8"7?>

ns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

"

s="urn:mpeg:dash:schema:mpd:2011"
s:sea="urn:mpeg:dash:schema:sea:2013"
="static"

aPresentationDuration="PT61583S"
ufferTime="PT1.43"
fles="urn:mpeg:dash:profile:mp2t-simple:2011"

egmentDuration="PT4S">

eURL>http://cdnl.example.com/SomeMovie/</BaseURL>

eURL>http://cdn2.example.ceny'SomeMovie/</BaseURL>

iod i1d="42" duration=%pPT6158S5">

<AdaptationSet
mimeType="mIdgo/mp2t"
codecs=%atc1.4D401F, mp4a"
frameRate="24000/1001"
segmentAlignment="true"

stibsegmentAlignment="true"

bitstreamSwitching="true"

schemalLocation="urn:mpeg:dash:schema:mpd:2011 DASH-MPD.xsd<€urn:mpeg:dash:schema:sea:2013

startWithSAp="2"

subsegmentStartsWithSAP="2">

22
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