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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. ISO and JELC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The maip task of the joint technical committee is to prepare International Standards. |Praft International

Standardg

an International Standard requires approval by at least 75 % of the national bodies castihg a vote.

Attention
rights. IS

ISO/IEC|23006-4 was prepared by Joint Technical Committee ISO/EC JTC 1, Information technology,
Subcommittee SC 29, Coding of audio, picture, multimedia and hypermedia information.

This first

ISO/IEC
extensib

—  Part

—  Part

—  Part

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

edition of ISO/IEC 23006-4 cancels and replaces ISO/AEC 29116-1:2008.

G)

23006 consists of the following parts, under the” general title Information technology — MPE
e middleware (MXM):

1: MXM architecture and technologies
2: MXM API
3: MXM conformance and reference software

4: MXM protocols

Vi
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Introduction

ISO/IEC 23006 is a suite of standards that has been developed for the purpose of enabling the easy design
and implementation of media-handling value chains whose devices interoperate because they are all based
on the same set of technologies accessible from the MXM middleware.

Tlhis will enable the development of a global market of

—+ MXM applications that can run on MXM devices thanks to the existence of a standard, MXM application
API,

—+ MXM devices executing MXM applications thanks to the existence of a standard WMIXM architecture,
—+ MXM engines thanks to the existence of standard MXM architecture and standard APls, and
— innovative business models because of the ease to design and to implement media-handling valye chains

whose devices interoperate because they are all based on the“same set of technologies, gspecially
WG11 technologies.

© ISO/IEC 2010 — All rights reserved Vi
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INTERNATIONAL STANDARD ISO/IEC 23006-4:2010(E)

Information technology — MPEG extensible middleware
(MXM) —

Part 4.
XM protocols

1 Scope
his part of ISO/IEC 23006 specifies a set of protocols enabling distributed ‘applications to gxchange
imformation related to content items and parts thereof, including rights and protection information.

his part of ISO/IEC 23006 specifies five categories of protocols: the content protocols, the license grotocols,
the IPMP tool protocols, the domain protocols and the event report ‘protocols. The first category|includes
protocols to access, authenticate, identify and store a content item)'or parts thereof. The second|includes
protocols to access and store a license from/to a remote seryice. The third category includes prgtocols to
gccess an IPMP tool (a module performing protection operations such as decryption, watermarking, key
management, etc.) from a remote service while a fourth category includes the protocols allowing a number of
devices to create, join, administer, etc. a group of users-and devices where the participants share [common
properties. The fifth category, event report, comprises the protocol to store an event report and the protocol to
r

bgister an event report request.

W security-aware environments, the security.'at the communication level is assumed to be haphdled by
aditional underlying security protocols, e.g. the SSLv3 or TLSv1 protocols. This part of ISO/IEC 23006 does
ot apply to this level. Figure 1 shows the scope of the MXM protocols.

-5 =

\J
Server gomponent Server Component

N\

SSL/TLS SSL/TLS

Figuret—Scope of MXMprotocots

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 23006-1, Information technology — MPEG extensible middleware (MXM) — Part1: MXM
architecture and technologies

© ISO/IEC 2010 — All rights reserved 1
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3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 23006-1 apply.

4 Abbreviated terms

DID Digital Item Declaration

DIDL Digital Item Declaration Language

DIl Digital Item Identification

DMD Domain Management Device

DolD Domain Identification Device

IPMP Intellectual Property Management and Protection
URI Uniform Resource Identifier

5 Namespace conventions

Throughout this part of ISO/IEC 23006, Qualified Names are written‘with a namespace prefix followed by
colon followed by the local part of the Qualified Name.

For clarity, throughout this part of ISO/IEC 23006, consistént namespace prefixes are used. Table 1 gives
these prgfixes and the corresponding namespace.

Table 1 — Namespaces and prefixes

o)

Prefix Corresponding namespace

didl urn:mpeg:mpeg21:2002%02-DIDL-NS

didm¢del | urn:mpeg:mpeg2l:2002:02-DIDMODEL-NS

didlimsx | urn:mpeg:maf:s¢hema:mediastreaming:DIDLextensions
dii urn:mpeg:mpeg21:2002:01-DIT-NS

dsig http: /Awww.w3 .0rg/2000/09/xmldsig#

ipmpdidl | urn:mpeg:mpeg2l1:2004:01-IPMPDIDL-NS

ipmpmsg wrn:mpeg:mpeg21:2006: 07-IPMPMESSAGES-NS

ipmpinfe \(urn:mpeg:mpeg21:2004:01-IPMPINFO-NS

mlx urn:mpeg:mpeg21:2005: 01 -REL-M1X-NS

mxmacp urn:mpeg:mpeg-m: schema:accesscontentprotocol:2009
mxmaitp urn:mpeg:mpeg-m: schema:accessipmptoolprotocol:2009
mxmalp urn:mpeg:mpeg-m: schema:accesslicenseprotocol:2009
mxmaucp urn:mpeg:mpeg-m: schema:authenticatecontentprotocol:2009
mxmbp urn:mpeg:mpeg-m: schema:baseprotocol:2009

mxmd urn:mpeg:mpeg-m: schema:domain:2009

mxmdp urn:mpeg:mpeg-m: schema:domainprotocol:2009

© ISO/IEC 2010 — All rights reserved
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mxmicp urn:mpeg:mpeg-m: schema:identifycontentprotocol:2009
mxmrlp urn:mpeg:mpeg-m: schema:revokelicenseprotocol:2009
mxmscp urn:mpeg:mpeg-m: schema: storecontentprotocol:2009
mxmslp urn:mpeg:mpeg-m: schema: storelicenseprotocol:2009

r urn:mpeg:mpeg21:2003:01-REL-R-NS

IShe urn:mpeg:mpeg21:2003:01-REL-SX-NS

K50 IITLP < www . WS .0Lg/ZUU L/ ANMLSCIICIA

xsi http://www.w3.0rg/2001/XMLSchema-instance

fo>)

- —

System overview

BO/IEC 23006-1 specifies the format of the data exchanged between distributed applications part g
andling value chains as shown in the figure below.

License
PBow_ er

evice

)

Contep't
earc
evice

chenti ic

evice

Figure 2 — Typical devices in a media-handling value chain

7~

The devices in Figure 1 are defined as following:

f media-

— Content Creation Device, a device capable of creating content items possibly including audio-visual
resources, metadata, rights information, etc.

© ISO/IEC 2010 — All rights reserved
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— Content Provider Device, a device capable of storing content and in turn providing it to other devices (e.g.

via streaming, downloading, etc.).

— License Provider Device, a device capable of being configured to issue licenses to other devices upon

request.

— IPMP Tool Provider Device, a device capable of interacting with other devices to provide IPMP Tools.

— Content Identification Device, a device capable of providing identifiers to new content items and parts
thereof, and allowing applications to verify the authenticity of the identified objects.

— Domain Management Device, a device capable of managing various functions needed for a propsd

fungtioning of a domain.

— EndtUser Device, a device capable of accessing content, licenses and IPMP Tools from other devices,
authenticating content and becoming part of a domain of devices.

— Evenpt Report Collecting Device, a device capable of processing ER-R and issue ER.
— Content Search Device, a device providing other devices with responses to queries.

The Protpcols specified by this International Standard are identified in Figure 1 with"a number representing th

following

Table 2 — List of MXM Protocols

=

[

# Protocol name

Purpose

a Ideintify Content Protocol

to identify ontentitems and elements thereof, as specified in 8.1

b Authenticate Content Protocol

C

to authenti¢ate content items and elements thereof, as specified |
8.2

>

c S

—

dre Content Protocol

to.store content items and elements thereof, as specified in 8.3

d Acgess Content Protocol

to’obtain content items and elements thereof, as specified in 8.4

e S

—

qre License Protocol

to configure a license service to issue licenses, as specified in 9.1

f Acgess License Protocol

to obtain licenses granting rights over content items and elements
thereof, as specified in 9.3

g Acgess IPMP ToglkProtocol

to obtain IPMP Tools necessary to access protected content, as
specified in 10.1

h Manage Domain Protocol

to create, join, administer, etc. a group of users and devices, as
specified in 11

i Cohtent Search Protocal

to pnrfnrm searches for content items having Qpnr\if_,

characteristics, as specified in ISO/IEC 15938-12

i Store Event Report Protocol

to request the ECD to store an Event Report, as specified in 12.2.2

k Register Event Report Request

to request the ECD to register a class of Event Reports triggered
by a certain Event Report Request, as specified in 12.2.1

| Access IPMP Tool List Protocol

to request the list of IPMP Tool Bodies available on the TPD, as
specified in 10.2

© ISO/IEC 2010 — All rights reserved
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The Protocols listed above are divided in five categories: Content Protocols, comprising of a), b), c),

2010(E)

d) and i,

License Protocols comprising of e) and f), IPMP Tool Protocols comprising of g) and I), Manage Domain

Protocols comprising of h), “and “Event Report” comprising of j), k)

The messages exchanged between two devices are based on a transactional protocol that is supported over

an existing network protocol (e.g. TCP/IP or HTTP in the case of Internet/WWW access).

7 Base Protocol

:j.1 Introduction

his Clause specifies the base information commonly used in both the MXM protocols. Fhe na
mxmbp defines the elements on which the access protocols and the domain protocols are based.

7.2 Protocol data format
7.2.1 ProtocolBaseType

Tlhe mxmbp:ProtocolBaseType abstract complex type is defined in the figure below. All the comp
defined in this standard extends mxmbp:ProtocolBaseType.

mespace

ex types

qcomplexType name="ProtocolBaseType" abstract="true"'/>

Figure 3 — The mxmbp:ProtocolBaseType complex type

7.2.2 ProtocolType

The abstract mxmbp:ProtocolType complex {ype, defined in the figure below, exte
mxmbp:ProtocolBaseType for conveying the mxmbp:TransactionID element which conveys a value
used to track a message exchange session. Anyy message in response to another message shall spg
same TransactionID value contained in the request.

nds the
which is
ecify the

complexType name="ProtocolType" abstract="true"/>
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="TransactionID" type="string"/>
</sequence>
</extension>
</complexContent>
4/ complexType>

Figure 4 — The mxmbp:ProtocolType complex type

7.2.3 Ack

type by

he mxmbp Ack element defined in the flgure beIow extends the mxmbp ProtocoIType complex

result of an operatlon

© ISO/IEC 2010 — All rights reserved
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<element name="Ack" type="mxmbp:AckType"/>
<complexType name="AckType">

<Co

</c

</complexType>

mplexContent>
<extension base="mxmbp:ProtocolType">

<sequence minOccurs="0">

<element ref="mxmbp:ProtocolResult"/>

</sequence>

<attribute name="Result" type="boolean" use="required"/>
</extension>
omplexContent>

7.2.4 PFrotocolResult

The ProfocolResult element may convey a result code indicating the result of a requested,'operation, and ja

string to

Figure 5 — The mxmbp:Ack element

Hisplay to the user indicating more informazion on the result of the operation.

<elemenmt name="ProtocolResult" type="mxmbp:ProtocolResultType"¥%X%
<complexType name="ProtocolResultType">

<CoO

minOccyrs="0"/>

</c

</complexType>

hplexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ResultCode" type="mxmbp:ResultCodeType"

<element name="DisplayString" type='"String" minOccurs="0"/>
</sequence>
</extension>
bmplexContent>

The RegultCode can be either one of thoseulisted in Table 2 or it can be a new value extending th

Extenda

Figure 6 — The mxmbp:ProtocolResult element

[0

bleResultCodeType simpleType.

<complexType name="ResultCodeType">

<Co

type="1xmbp: BasicRegultCodeType" />

type="mxmbp : EXténdableResul tCodeType" />

</c

hplexContent>
<extension base="mXmPp:ProtocolBaseType">
<sequence>
<choice>
<element name="BasicResultCode"

<élement name="ExtendableResultCode"
</choice>

A/ sequence>
<(leXtension>

] = - -
UIlIIP L TACUIILTIIL

</complexType>
<simpleType name="BasicResultCodeType">

<re

striction base="string">

<enumeration value="OK"/>

<enumeration value="PERMISSION_DENIED"/>
<enumeration value="TIMEOUT"/>

<enumeration value="BUSY"/>

<enumeration value="MALFORMED_REQUEST" />
<enumeration value="UNABLE_TO_PROCESS"/>
<enumeration value="OPERATION_NOT_SUPPORTED"/>
<enumeration value="UNKNOWN_MESSAGE"/>

© ISO/IEC 2010 — All rights reserved
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<enumeration value="UNKNOWN_ERROR" />
</restriction>
</simpleType>
<simpleType name="ExtendableResultCodeType">
<restriction base="string"/>
</simpleType>

Figure 7 — The mxmbp:ResultCodeType complexType

A list of result codes is given in the table below.

Table 3 — List of Result Codes defined in the Base Protocol schema

Result Code Semantics
OK The requested operation was carried out successfully
PERMISSION_DENIED The sender is not allowed to carry out the requested operation
TIMEOUT A timeout occurred while carrying outthe requested operation
BUSY The requested operation cannot‘be'performed because the addnessee is
busy
MALFORMED_REQUEST The request message is\malformed or incomplete
UNABLE_TO_PROCESS The requested operation is supported by the addressee, however the
addressee is nat-able to process the request for an unknown regson
OPERATION_NOT_SUPPORTED | The requested operation is not supported by the addressee
UNKNOWN_MESSAGE The sént message was not recognised by the addressee
UNKNOWN_ERROR An-unknown error occurred

7.2.5 Contentldentifier

he Contentldentifier element specified in the figure below conveys the identifier of a content item anc
ptionally the identifier of a content element part of the content item. In the case the
xmbp:ContentElementldentifier element is specified, only the specific content element is requested,|and not
the whole content item.

element name="ContentIdentifier" type="mxmbp:ContentIdentifierType"/>
complexType name="ContentIdentifierType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ContentItemIdentifier" type="anyURI"/>
<element name="ContentElementIdentifier" type="anyURI"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 8 — The mxmbp:Contentldentifier element

© ISO/IEC 2010 — All rights reserved 7



https://standardsiso.com/api/?name=5397077b223e558a3dc29cd1f9caeed7

ISO/IEC 23006-4:2010(E)

8 Content Protocols

8.1

Identify Content Protocol

The Identify Content Protocol is employed to register a Digital ltem and its main identifiable elements, namely
resources, licences and IPMP Tools.

Two versions of the protocols are provided. In the first, the Content Item itself (i.e. the DI) is sent to the
Content Identification Device (CID) from the Content Creation Device (CCD). In the second only the hash is
communicated.

8.1.1 PHrotocol specification
8.1.1.1 | Identify Content with transfer of DI
This Profocol specifies how to obtain an identifier for a Content Item from a CID. This protocol requires the
CCD to gend the complete DI to the CID. This Protocol is as follows:
a) CCD and CID mutually Authenticate
b) The|CCD sends to the CID an mxmicp:ldentifyContentRequest [8.1.2.3];
c) Thel|CID
1) |Assigns a new Content Identifier to the received DCI
2) |Adds the Identifier to received DCI
3) [Digitally Signs or otherwise Hashes the received DCI
4) [Stores the Content ID and the generated Hashvalue in the CID database
5) [Returns the modified DCI to requesting_party by including it in an mxmicp:ldentifyContentResponsge
message [8.1.2.4].
8.1.1.2 | Identify Content with transfer of Signature/Hash
This Profocol specifies how to obtain an identifier for a Content Item from a CID. This protocol requires the
CCD to gend only the Hash of the Identified DCI to the CID. This Protocol is as follows:
a) CIDland CCD mutually"Authenticate
b) CCD request a €ontent Identifier from the CID by sending a mxmicp:RequestContentldentifier [8.1.2.5]
c) Ifthg¢ requestfrom the CCD can be satisfied, the CID
1) |generates the requested Identifier
2) generates an mxmicp:RequestldentifierResponse message containing the Identifier [8.1.2.7]
d) The CCD
1) Adds the received Identifier to the DI to be Identified
2) Computes the hash of the DCI with the Identifier included
3) Sends a mxmicp:Registerldentifier message to the CID [8.1.2.8]
8 © ISO/IEC 2010 — Al rights reserved
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e) TheCID
1) Stores the Identifier together with the Hash in the CID database for future reference.

2) Replies with an mxmicp:Ack message to the CCD [8.1.2.2]

8.1.1.3  Protocol to Identify Content Elements

This Protocol specifies how to obtain an identifier for a Content Element (e.g. a media Resource) from a
Cnnfnnf ldentification-Device—This prnfnf\nl rnqnirnc the CCD tosend the hash valuae of the Contant Element

tp be Identified. This Protocol is carried out in the following steps:

gq) The CCD:

1) generates the Hash value or the digital Signature of the Content Element to be.ldentified ard inserts
it in a mxmicp:RequestContentElementldentifier message [8.1.2.6]

2) sends the message to the CID

b) The CID, if the request from the CCD can be satisfied

1) generates an Identifier

2) stores the Identifier together with the Hash value/digitat-Signature in the CID database
3) returns an mxmicp:RequestldentifierResponse message to the CCD [8.1.2.7].

d) The CCD inserts the identifier obtained from the ClB’into the Digital Item for

8.1.2 Protocol data format

Tlhis Subclause specifies the payload ofthe messages employed by a Device (e.g. a Content |Creation
Device) to obtain a Content Identifier forla new Content Item from a Content Identification Device (C|D, which
$ likely run by a Content Identification;/Agency).

8.1.2.1 IdentifyContentProtocolType

Tlhe base type for all Content Identifier Protocol messages is defined in the figure below.

JcomplexType name="IdentifyContentProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType"/>
</conplexContent>
/ comp lexType>

A

Figure 9 — The mxmicp:ldentifyContentProtocolType complex type

49 9 Aelc
LI <

The mxmicp:Ack message, defined in the figure below, is used to acknowledge the success of an operation or
to convey an error message in case of failure.

© ISO/IEC 2010 — All rights reserved 9
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<element name="Ack" type="mxmicp:AckType"/>
<complexType name="AckType">
<complexContent>
<extension base="mxmicp:IdentifyContentProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
</complexType>

Figure 10 — The mxmicp:Ack element

The mxmicp:Ack message extends the mxmbp:ProtocolResult message by adding the “Resultk attribute
specifying whether the acknowledged operation was successful or otherwise.

8.1.2.3 | IdentifyContentRequest

The mxnpicp:ldentifyContentRequest message is specified in the figure below:

<elememt name="IdentifyContentRequest" type="mxmicp:IdentifyTontentRequestType"/
<compléxType name="IdentifyContentRequestType">
<complexContent>
<extension base="mxmicp:IdentifyContentProtocadIType">
<sequence>
<element name="DCI" type="didl:DIDLType"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 11 — The mxmicpildentifyContentRequest element

U

This mepsage shall include the Digital Item.representing the new content item without any Content |
specified in the dii:ldentifier, as this will be 'generated and inserted by the CID. This message may be digital
signed; in this case the value of the signature shall be inserted in the dsig:Signature element.

<

The CID|will return an IdentifyContentResponse message in response to the CCD.

8.1.2.4 | IdentifyContentReSponse

The mxnpicp:ldentifyCententResponse message is specified in the figure below:

<elememt name="IdentifyContentResponse"
type=" iepwldentifyContentResponseType" />
<complexPype name="IdentifyContentResponseType">
<compllexContent>
<extension base="mxmicp:IdentifyContentProtocolType">
<sequence>
<element name="DCI" type="didl:DIDLType"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 12 — The mxmicp:ldentifyContentResponse element
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The mxmicp:ldentifyContentResponse message contains the Digital Item now including the Content ID. The
DI conveyed in the response message may have been digitally signed or hashed by the Content Identification
Device. Moreover, an optional digital signature can be applied to the whole mxmicp:ldentifyContentResponse
message.

8.1.2.5 RequestContentldentifier
This message is an alternative means by which a Content Creation Devices may request a new Content ID to

a Content Identification Device. The mxmicp:RequestContentldentifier message is specified in the figure
below:

element name="RequestContentIdentifier"
fype="mxmicp:RequestContentIdentifierType" />
dcomplexType name="RequestContentIdentifierType">
<complexContent>
<extension base="mxmicp:IdentifyContentProtocolType" />
</complexContent>
/complexType>

A

Figure 13 — The mxmicp:RequestContentldentifier element

8.1.2.6 RequestContentElementldentifier

Content Creation Device may request an identifier for a new content'element (e.g. an audio-visual fesource)
b a Content Identification Device by employing the mxmicp:RequestContentElementldentifier message.

= >

element name="RequestContentElementIdentifier
fype="mxmicp:RequestContentElementIdentifiexType" />
dcomplexType name="RequestContentElementIdentifierType">
<complexContent>
<extension base="mxmicp:IdentifyContentProtocolType">
<sequence>
<element name="ContentElementSignature" type="dsig:SignatureType"/>
</sequence>
</extension>
</complexContent>
q/complexType>

Figure 14 — The mxmicp:RequestContentElementidentifier element

Tlhe RequestContentElementldentifier shall convey the digital signature or hash value of the conten{ element
for which an identifier is.requested to the Content Identification Device.

8.1.2.7 RequestldentifierResponse

An  mxmicp:RequestldentifierResponse message is sent to a CCD in response |to an
nxmicp:RequestContentldentifier or mxmicp:RequestContentElementidentifier message.

=

A

element name="RequestIdentifierResponse"
vpes"mxmicp:RequestIdentifierResponseType" />
dcomplexType name="RequestIdentifierResponseType">
<complexContent>
<extension base="mxmicp:IdentifyContentProtocolType">
<sequence>
<element ref="dii:Identifier"/>
<element ref="dsig:SignedInfo" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

ct

Figure 15 — The mxmicp:RequestldentifierResponse element
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The message conveys the requested Content or Content Element identifier.

8.1.2.8 Registerldentifier

The mxmicp:Registerldentifier message is sent in response to an mxmicp:RequestldentifierResponse to
convey the digital signature or hash value of the identified DI to the Content Identification Device together with

the identifier received in the RequestldentifierResponse message previously received.

<element name="RegisterIdentifier" type="mxmicp:RegisterIdentifierType"/>

<compl exFyee—rame—"RegisterfdentifierPyp
<complexContent>
<extension base="mxmicp:IdentifyContentProtocolType">
<sequence>
<element ref="dii:Identifier"/>
<element name="DCISignature" type="dsig:SignatureType"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 16 — The mxmicp:Registerldentifier element
8.2 Agthenticate Content Protocol

8.2.1 PHrotocol specification

The Protocol to Authenticate Content is employed by any entity, wishing to verify the authenticity of a content
item or dlements thereof. In order to authenticate a contentitem or content element, the following steps shg

be performed:
a) The|requesting Device (e.g. the End User Device):

1) |Generate an mxmaucp:AuthenticateContentRequest message [8.2.2.3] containing
i) either:

I) the Content ID of the content item to be authenticated

II) (optionally).the/DISignature element containing the hash value of the DI
i) or

1) theAdll DI representing the content item to be authenticated

2) |Mutually Authenticate with CID

3) [Sends the mxmaucp:AuthenticateContentRequest to the CID

b) The CID:

1) Parses the received mxmaucp:AuthenticateContentRequest message and if the request can be

satisfied generates an mxmaucp:AuthenticateResponse message [8.2.2.5] containing:

i) either:

I) the DISignature for the content item (if this exists in the CID database), if the
mxmaucp:AuthenticateContentRequest contained the ContentID field. The DISignature may

12 © ISO/IEC 2010 — All rights reserved
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contain either the digital signature of the DI, or its hash value only, and the signature/hash

calculation an verification is left to the requesting device.

[) the AuthenticationResult boolean value, if the mxmaucp:AuthenticateConten

tRequest

contained the whole DI in the didl:DIDL field. In this case the signature/hash calculation and

verification is done by the CID

iii) _or:

I)  An error code specifying that the requested service could not be performed.

.2.2 Protocol data format

his Subclause specifies the payload of the messages employed by a Device (e.g.‘an"End-User D

evice) to

uthenticate a Content Item with a Content Identification Device (CID, which (s -likely run by a| Content
Igentification Agency).
8.2.21 AuthenticateContentProtocolType
The mxmaucp:AuthenticateContentProtocolType complex type, defined in the figure below, ext¢nds the
mxmbp:ProtocolType.
qcomplexType name="AuthenticateContentProtoco¥Type" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType"Y>
</complexContent>
q4/complexType>
Figure 17 — The mxmaucp:AuthenticateContentProtocolType complex type
8.2.2.2 Ack
Tlhe mxmaucp:Ack message, defingd,in the figure below, is used to acknowledge the success of an pperation
dr to convey an error message in case of failure.
delement name="Ack" Ltype="mxmaucp:AckType" />
JcomplexType name=!"AekType">
<complexContent>
<extension’base="mxmaucp:AuthenticateContentProtocolType">
<geguence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</ sequence>
<attribute name="Result" type="boolean" use="required"/>
< /extension>
</ complexContent>
/complexType>
Figure 18 — The mxmaucp:Ack element
The mxmaucp:Ack message extends the mxmbp:ProtocolResult message by adding the “Result” attribute
specifying whether the acknowledged operation was successful or otherwise.
© ISO/IEC 2010 — All rights reserved 13



https://standardsiso.com/api/?name=5397077b223e558a3dc29cd1f9caeed7

ISO/IEC 23006-4:2010(E)

8.2.2.3

AuthenticateContentRequest

Any device can authenticate a content item at any time. For this purpose, the following message is defined:

<element name="AuthenticateContentRequest"

type="mxmaucp:AuthenticateContentRequestType" />

<complexType name="AuthenticateContentRequestType">
<complexContent>

<extension base="mxmaucp:AuthenticateContentProtocolType">
<sequence>

</c
</comp]
<complsg
<co

maxOcclrs="unbounded" />

<choice>
<element name="DCIInfo" type="mxmaucp:InfoType"/>
<element name="DCI" type="didl:DIDLType"/>
</choice>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
bmplexContent>
 exType>
bxType name="InfoType">
hplexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ID" type="anyURI"/>
<element name="Signature" type="dsig:SdignatureType" minOccurs="0"

</sequence>
</extension>
</cpmplexContent>
</complexType>
Figure 19 — The mxmaucp:AuthénticateContentRequest element
The mxmaucp:AuthenticateContentRequest message conveys a choice between DI information (the Content

ID and
mxmauc
conveye

8.2.2.4

Any Dev
the follov

an optional DI Signature) and .the~ whole DI (conveyed in the didl:DIDL element). The
p:AuthenticateContentRequest message can be digitally signed; in this case the signature shall be
i in the dsig:Signature element.

AuthenticateContentElementRequest

ce can authenticate-acontent element (e.g. an audio-visual resource) at any time. For this purpose,
ing message is defined:

<elememt name="AwthenticateContentElementRequest"

type="7
<complg
<co

hxmaucpsAlUthenticateContentElementRequestType" />

bxType name="AuthenticateContentElementRequestType">
hpleXEontent>

<extension base="mxmaucp:AuthenticateContentProtocolType">

(QQ{'I11QTWF‘Q>

<element name="ContentElementInfo" type="mxmaucp:InfoType"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>

</complexContent>
</complexType>

Figure 20 — The mxmaucp:AuthenticateContentElementRequest element

The mxmaucp:AuthenticateContentElementRequest message conveys the content element ID and the

content

14

element signature.) and the whole DI (conveyed in the didl:DIDL element). The
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mxmaucp:AuthenticateContentElementRequest message can be digitally signed; in this case the Signature
shall be conveyed in the dsig:Signature element.

8.2.2.5 AuthenticateResponse

Upon receiving either an Authenticate Content or Content Element Request message, a CID shall reply by
means of the following message

<element name="AuthenticateResponse" type="mxmaucp:AuthenticateResponseType"/>

Pe | {un! L[ NPT = F ol T il
CoOmMPTrexXryoe—Tome o crehrc T Co terteSPoOTS eIy oT

<complexContent>
<extension base="mxmaucp:AuthenticateContentProtocolType">
<sequence>
<choice>
<element name="ContentSignature" type="dsig:SignatureType"|/>
<element name="AuthenticationResult" type="boolean"/>
<element name="ErrorCode" type="mxmaucp:ErrofCedeType"/>
</choice>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
/complexType>
simpleType name="ErrorCodeType">
<restriction base="string">
<enumeration value="HASH MISSING"/>
<enumeration value="HASH_CORRUPTED"¥%>
</restriction>
4/simpleType>

A_A

Figure 21 — The mxmaucp:AuthenticateResponse element
Tlhe mxmaucp:AuthenticateResponse message conveys a choice between

—+ ContentSignature: the signature:.of)either the content item or the content element (depending on the
request made) in the case the task of verifying the signature or the hash is made by the requestirl]g device

-+ AuthenticationResult: the-result of the authentication

—+ ErrorCode: in case~the AuthenticationResult element is set to "true", this element will convey further
information on thé-reason of failure, which can be either "HASH_MISSING" or "HASH_CORRUPTED".

8.3 Store Content Protocol

8.3.1 Protocol specification
he’Protocol to Store Content is employed by a Content Creation Device (CCD) to store a content ifem on a
ontent Provider Device (CPD). The Protocol to Store content is composed by two protocols: the Piotocol to

Store a Content Item, and the Protocol to Verify the Upload Status of the content item or content element

while it is being stored. The content item to store can be either a single MPEG-21 file, or multiple files in case
of a DCS, as further explained in the Subclauses below.

The Protocol to Store a Content Iltem is composed by the following steps.
a) The CCD and the CPD mutually authenticate
b) The CCD generates an mxmscp:TransferProtocolRequest message [8.3.2.3] requesting to store a new

content item. This message contains the list of all protocols supported by the CCD (e.g. ftp, http, etc.)
which can be employed by the CCD to transfer the content item, including a priority attribute and protocol
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options for each protocol. If the CCD supports more protocols than those listed in the
mxmscp:StandardProtocol element, these can be expressed by employing the mxmscp:CustomProtocol
element.

c) The CPD upon receiving the  TransferProtocolRequest ~message, generates an
mxmscp: TransferProtocolResponse message [8.3.2.4] indicating, by means of the Result attribute, if the
content can be stored or not. If yes, the ProtocolOptions element will indicate the file transfer protocol
selected by the CPD based on the best match between the CCD preferences and the CPD capabilities,
including any configuration options that might be necessary for the protocol to be carried out. If not, the
ProtocolResult element will convey the reason of failure.

—

d) In cJase of an affirmative response from the CPD, the CCD generates an mxmscp:ContentUploadReque$
mesfsage [8.3.2.5] specifying the information about the content item to store.

1) [In the case of a DCF, the following information is specified:

i) The Content ID

i) The size of the DCF file

iii) The Hash value or digital Signature of the whole DCF file
2) |In the case of a DCS, the following information is specified:

i)  The choice between

I) The DI — The first time a ContentUploadRequest is sent for storing a DCS, the DCI shdl
always be specified. It is conceivable, though, that not all the resources that make up p
content item shall be stored at the same:time. Thus if this approach is taken, starting from
the second time the ContentUploadRequest is sent for the same content item, the
ContentID shall be sent instead of the DCI.

I) The Content ID

ii) The BBL document specifying how a Contentltem shall be Streamed by employing the Digital
Iltem Streaming technology

iii) A number of mxmscp:Resource elements, which shall be smaller or equal to the number ¢f
Resources listed in the DCI. For each Resource the following information shall be specified:

iv) The ResourceND
v) The size’of'the Resource file

vi) Thedigital Signature or hash value of the Resource file

e) The| ,CRD, wupon receiving the mxmscp:ContentUploadRequest message, generates an
mxnpscp:ContentUploadResponse message [8.3.2.6] containing the following information:

1) The Result attribute, indicating whether the CCD can start uploading Content or not.

2) In the affirmative case, the StorePath element may indicate one or more remote locations where the
file(s) can be uploaded. In the case of multiple locations, the StorePath element specifies the Content
ID or Resource ID of the file which should be uploaded at the specified location.

3) Inthe negative case, the StoreFailure element(s) may indicate the reason of failure for the DCF or for
each individual Resource.
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f) The CCD:

1) Receives the mxmscp:ContentUploadResponse message from the CPD

2010(E)

2) verifies that it contains an affirmative response, and in this case retrieves from the message the

remote location where the file(s) shall be Stored

3) proceeds with transferring the file(s).

Once the file(s) has(have) been transferred, the Protocol to verify the upload status may be employed to verify
the status of the upload of a content item or content element. This protocol is composed by the [following
steps:

q) The CCD and the LPD mutually authenticate

) The CCD generates an mxmscp:UploadStatusRequest message [8.3.2.7] containing the Identifler of the
Content or Content Element whose upload status is sought.

d The CPD, upon receiving the request, replies with an mxmscp:UploadStatusResponse message| [8.3.2.8]
containing information related to the status of the upload of the ,Content Item or Content|Element
specified in the request.

8.3.2 Protocol data format

Tlhis Subclause specifies the payload of the messages exchanged between a Content Creation Device and a

Content Provider Device with the purpose of transferring a €entent item or elements thereof from the former to

the latter.

§3.21 StoreContentProtocolType

The mxmscp:StoreContentProtocolType coemplex type, defined in the figure below, extends the

mxmbp:ProtocolType.

complexType name="StoreConteéntProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType" />
</complexContent>
4/ complexType>
Figure 22 — The mxmscp:StoreContentProtocolType complex type

8§3.22 Ack

The mxmscp:Ack message, defined in the figure below, is used to acknowledge the success of an ¢peration

ar to convey/an error message in case of failure.

dedement name="Ack" type="mxmscp:AckType" />

complexType name="AckType"
<complexContent>
<extension base="mxmscp:StoreContentProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
</complexType>
Figure 23 — The mxmscp:Ack element
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The mxmscp:Ack message extends the mxmbp:ProtocolResult message by adding the “Result” attribute
specifying whether the acknowledged operation was successful or otherwise.

8.3.2.3 TransferProtocolRequest

The mxmscp:TransferProtocolRequest message, defined in the figure below, is sent by a CCD to a CPD for
requesting the permission to Store a new Content Item in the CPD database/file system.

<element name="TransferProtocolRequest"

type="memesep-FransferProtocotRecgesElve
<complexType name="TransferProtocolRequestType">
<complexContent>
<extension base="mxmscp:StoreContentProtocolType">
<sequence>
<element name="TransferProtocol" type="mxmscp:TransferProtocolType"
maxOcclrs="unbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 24 — The mxmscp:TransferProtocolRequest element

This megsage conveys the list of transfer protocols supported by the EED which can be used to transfer the
file(s). The Signature element may convey an optional digital signature’ of the message.

[oN

The mxmscp:TransferProtocolType complex type defined in thé.figure below can indicate either a standar
protocol,| whose list is provided in Table 4 or a custom protocol. Each type of protocol is characterised by
priority attribute, an integer whose value is inversely proportional to the intended priority (priority="1" mean
top priority).

»n D

<complexType name="TransferProtocolTypg">
<complexContent>
<extension base="mxmbp:ProtecolBaseType">
<sequence>
<choice>
<element name="StandardProtocol"
type="mxmscp: StandardProtocelType" />
<element name="CustomProtocol"
type="mxmscp:CustomProtecolType" />
</choices
</sequence>
<attrilktte name="priority" type="int" use="required"/>
< /extension>
</cpmplexContent>
</comp]lexType>

Figure 25 — The mxmscp:TransferProtocolType complex type

The mxmscp:StandardProtocolType complex type lists a number of standard protocols which may me
employed to transfer the content item or content element file(s). For each of them it is possible to specify
options related to the use of the standard protocol (e.g. versions, configuration parameters, etc.).
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<complexType name="StandardProtocolType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="Option" type="mxmscp:ProtocolOptionType"
minOccurs="0" maxOccurs="unbounded" />
</sequence>
<attribute name="ProtocolCode"
use="required" />
</extension>
</complexContent>
/complexType>
simpleType name="ProtocolCodeType">
<restriction base="string">

type="mxmscp: ProtocolCodeType"

A_A

<enumeration value="FTP"/>
<enumeration value="HTTP"/>
<enumeration value="HTTPS"/>
<enumeration value="OBEX"/>
<enumeration value="SMB"/>
<enumeration value="SOAP"/>
<enumeration value="TCP"/>
<enumeration value="UDP"/>
</restriction>

/simpleType>

Figure 26 — The mxmscp:StandardProtocolType complex type

The list of standard protocols is given in the table below.

Table 4 — List of standard protocol codes defined in the Store Content Protocol

Protocol Code Protocol name
FTP File Transfer Protocol
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol over Secure Socket Layer
OBEX Object Exchange
SMB Server Message Block
SOAP Simple Object Access Protocol
TCP Transmission Control Protocol
HbP Yser-BatagramProtocot

The mxmscp:ProtocolOptionType message complex type allows to add parameters to both Standard
Protocols and Custom Protocols in a key-value fashion.
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<complexType name="ProtocolOptionType">
<simpleContent>
<extension base="string">
<attribute name="Key" type="string"/>
</extension>
</simpleContent>
</complexType>

Figure 27 — The mxmscp:ProtocolOptionType complex type

in the StandardProtocolType complex type.

<complegxType name="CustomProtocolType">

<complexContent>
<extension base="mxmbp:ProtocolBaseType">

<sequence>

<element name="Option" type="mxmscp:ProtocolOptionTypg)"

minOccyrs="0" maxOccurs="unbounded" />

</sequence>

<attribute name="ProtocolCode" type="string" use="reguired"/>
</extension>

</cpmplexContent>
</complexType>

Figure 28 — The mxmscp:CustomProtocolType complex type

[¢]

The mxmscp:Ack message extends the mxmbp:ProtocolResult thessage by adding the “Result” attribut
specifying whether the acknowledged operation was successful orotherwise.

8.3.2.4 | TransferProtocolResponse

The mxmscp:TransferProtocolResponse message defined in the figure below, is sent by a CPD to a CCD in
response to a mxmscp:TransferProtocolRequest message

<element name="TransferProtocolResponse"
type="mxmscp: TransferProtocolResponseType" />
<complexType name="TransferProtocolResponseType">
<complexContent>
<extension base="mkmsgcp:StoreContentProtocolType">
<sequence>
<choice>
<element name="ProtocolResult" type="mxmbp:ProtocolResultType" /3
<element name="AdoptedProtocol"
type="mmxmscp: TrantsferProtocolType" />
<jechoice>
<element ref="dsig:Signature" minOccurs="0"/>
</ sequence>
<attribute name="Result" type="boolean" use="required"/>
EXteIISTOoT
</complexContent>
</complexType>

Figure 29 — The mxmscp:TransferProtocolResponse element

The response contains a confirmation or a denial of the requested service. In the former case, the Result
attribute is set to true, and by means of the ProtocolOptionType complex type, further protocol options may be
specified. In the latter case, the Result attribute is set to false and the ProtocolResult element [7.2.4] conveys
the reason of failure. The Signature element may convey an optional digital signature of the message.
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8.3.2.5 ContentUploadRequest

The mxmscp:ContentUploadRequest message, defined in the figure below, is sent by a CCD to a CPD after

receiving a positive mxmscp:TransferProtocolResponse message by the CPD.

<element name="ContentUploadRequest" type="mxmscp:ContentUploadRequestType" />
<complexType name="ContentUploadRequestType">
<complexContent>
<extension base="mxmscp:StoreContentProtocolType">
<sequence>
<element name="ContentInfo" type="mxmscp:ContentInfoType"
ninOccurs="0" maxOccurs="unbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
4/ complexType>
Figure 30 — The mxmscp:ContentUploadRequest element
Tlhe mxmscp:ContentUploadRequest message is employed to transmit to-the CPD the information about the
gontent to store. The Signature element may convey an optional digital signature of the message.
Tlhe mxmscp:ContentinfoType complex type specified in the figure Below conveys information relatgd to the
cgontent to store, which can be of two types: DCF (the content to-store is an MPEG-21 file) or DCS (th¢ content
tp store is intended to be streamed).
complexType name="ContentInfoType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<choice>
<element name="DCF" type="mxmscp:DCFType" />
<element name="BCS" type="mxmscp:DCSType" />
</choice>
</sequence>
</extension>
</complexContent>
4/ complexType>
Figure 31 — The mxmscp:ContentinfoType complex type
An mxmscp:DCFType-Complex type indicates that the content item is composed by only one file (canforming

—

b ISO/IEC 21000-9Y.

qcomplexType name="DCFType">

<coemp¥exContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
soloment name=—"ContentID" %}rpa—"::n}rTTDT" >

<element name="Size" type="long"/>
<element name="ContentSignature" type="dsig:SignatureType"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 32 — The mxmscp:DCFType complex type

© ISO/IEC 2010 — All rights reserved
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The DCFType conveys the following information:

ContentID: the Content ID

Size: the size of the DCF file

ContentSignature: the digital Signature or hash value of the DCF

An mxmscp:DCSType complex type indicates that the content item is composed by multiple files: the Digital

Item an

anumber of referenced content elements

<complg

minOccyrs="0" maxOccurs="unbounded" />

maxOcclrs="unbounded" />

defaulf

</cpmplexContent>
</comp]
<complsg
<copmplexContent>

exType name="DCSType">
<complexContent>

<extension base="mxmbp:ProtocolBaseType">
<sequence>
<choice>
<element ref="didl:DIDL"/>
<element name="ContentID" type="anyURI"/>
</choice>
<element ref="bbl:BBL" minOccurs="0"/>
<element name="ResourcelInfo" type="mxmscp:RescéurceInfoType"

<element name="DIFragment" type="string" minOccurs="0"

</sequence>

<attribute name="DIFragmentsPending" type="boolean" use="optional"
[ ="false"/>

</extension>

l exType>
bxType name="ResourceInfoType">

<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ResgurcelID" type="anyURI"/>
<element ref="bbl:BBL" minOccurs="0"/>
<element name=%“Size" type="long"/>
<element names"ResourceSignature" type="dsig:SignatureType"/>

</sequence>
</extension>
</cpmplexContent>
</complexType>
Figure 33 — The mxmscp:DCSType complex type
The DCYType conveys the following information:

A ch

oice‘between

The digital item — The first time this message is sent, the digital item shall be sent. If it is intended not
to store all the Resources in a Content Item at the same time, for the subsequent times the digital
item may be omitted and replaced with the Content ID

The Content ID — When a mxmscp:ContentUploadRequest message for a Content Item has already
been sent once, and only additional Resources part of a Content Item shall be Stored

— An optional BBL structure containing the information to be used to stream the DCS

22
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— The list of all Resources intended to be Stored. For each Resource the following information is provided:

— Resource ID

— An optional BBL structure containing the information to be used to stream the specific content

element part of the DCS

— Resource Size

An optional DIFragment element conveying portions of a Digital ltem to be added to the, Digital Item

conveyed in the first DCSType according to the Digital Item Streaming standard.

he DCSType has the "DIFragmentsPending" attribute indicating whether Digital Item fragments are

bxpected

for a certain DCSType are further expected or else the received DCSType is complete. This atfribute is

dptional and set to "false" by default.

8.3.2.6 ContentUploadResponse

=

bsponse to an mxmscp:ContentUpload Request message.

he mxmscp:ContentUploadResponse message, defined in the figure.below, is sent by a CPD to a CCD in

A

element name="ContentUploadResponse" type="mxmsc¢p:ContentUploadResponseTy(
qcomplexType name="ContentUploadResponseType>
<complexContent>
<extension base="mxmscp:StoreContentProtocolType">
<sequence>
<element name="EntityResult" type="mxmscp:EntityResultType"
nfaxOccurs="unbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
/complexType>

ell/>

Figure'34 — The mxmscp:ContentUploadResponse element

he mxmscp:ContentUplpadResponse message is employed to transmit the result of the request t
ntent item. In the ease the content item to upload specified in the ContentUploadRequest mess

type DCF, the ContentUploadResponse shall contain one and only one EntityResult, while if the ¢
ore is of type DCS, the ContentUploadResponse shall contain as many EntityResult as the n
xmscp:Reseurcelnfo specified in the request. The Signature element may convey an option
gnature ¢f the message.

In case of success, the StoragePath element contains the information required to store the corre
htent item or DCS element: the URL of the server/repository where the file shall be stored and a n

D store a
age is of
bntent to
imber of
al digital

sponding
umber of

options which may be required (e.g. username, password, eic.), while in case of 1ailure the StorageFailure

element contains an error message.
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<complexType name="EntityResultType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ContentID" type="anyURI"/>
<element name="ResourcelID" type="anyURI" minOccurs="0"/>
<choice>
<element name="StoragePath" type="mxmscp:StoragePathType" />
<element name="StorageFailure" type="mxmbp:ProtocolResultType"
/>

</choice>
</sequence>
</extension>
</cpmplexContent>
</complexType>
<complexType name="StoragePathType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="StorageEntry" type="anyURI"/>
<element name="EntryInfo" type="mxmscp:ProtocolOptionType"
minOccyrs="0" maxOccurs="unbounded" />
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 35 — The mxmscp:EntityResultType complexType

8.3.2.7 | UploadStatusRequest

The mxmscp:UploadStatusRequest defined in the figure below, allows a CCD to query for the status of g
Content [tem or Content Element in the process of being uploaded.

<elememt name="UploadStatusRequest'otype="mxmscp:UploadStatusRequestType" />
<complexType name="UploadStatusRequestType">
<copmplexContent>
<extension base="mxmsép\:'StoreContentProtocolType">
<sequence>
<element name="ContentID" type="anyURI"/>
<element~name="ResourcelID" type="anyURI" minOccurs="0"/>
<element\tef="dsig:Signature" minOccurs="0"/>
</sequente>
</extensién>
</cpmplexContent>
</complexTypes>

Figure 36 — The mxmscp:UploadStatusRequest element

In the re .
upload status is the target of the request The S|gnature element may convey an optlonal d|g|tal S|gnature of
the message.

8.3.2.8 UploadStatusResponse
The mxmscp:UploadStatusResponse message, defined in the figure below, conveys the response from a

CPD to the CCD related to a mxmscp:UploadStatusRequest about the status of a Content Item or Content
Element queried during or after the phase of uploading.
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<element name="UploadStatusResponse" type="mxmscp:UploadStatusResponseType" />
<complexType name="UploadStatusResponseType">
<complexContent>
<extension base="mxmscp:StoreContentProtocolType">
<sequence>
<element name="UploadStatus" type="mxmscp:UploadStatusType"/>
<element name="DisplayString" type="string" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
/complexType>
simpleType name="UploadStatusType">
<restriction base="string">
<enumeration value="TO_BE_UPLOADED" />
<enumeration value="CURRENTLY_IN_UPLOAD"/>
<enumeration value="SUCCESSFULLY_UPLOADED"/>
<enumeration value="UNSUCCESSFULLY_UPLOADED"/>
<enumeration value="CONTENT_UNKNOWN" />
<enumeration value="NOT_SPECIFIED"/>
</restriction>
q4/simpleType>

A

A

Figure 37 — The mxmscp:UploadStatusResponse element

he response message contains the information about the status/of the content item or content element file in
the process of, or after being uploaded. The mxmscp:UploadStatusType element conveys the information
bout upload status, while the DisplayString element conveys a textual description of the upload status. The
ignature element may convey an optional digital signature of the message

he list of standard protocols is given in the table below.

Table 5 — Possible values of the UploadStatusType simple type

Protocol Code Protocol name

TO_BE_UPLOADED The server is waiting for the upload of the specified content item| or
content element, which has not been initiated yet

CURRENTLY_IN .UPLOAD The specified content item or content element is currently being
uploaded

SUCCESSFULLY UPLOADED The specified content item or content element has been successgfully
uploaded

UNSUCCESSFULLY_UPLOADED | The specified content item or content element has not been sucgessfully
uploaded, and has to be re-uploaded

CONTENT_UNKNOWN There is no record for the specified content item or content element on
the server
NOT_SPECIFIED The server is unable to respond to the request for an unknown reason
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8.4 Access Content Protocol

8.4.1 Protocol specification

This Subclause specifies the Access Content Protocol. Successful execution of the protocol may results in
content being available on the requesting device. This protocol is based on the exchange of messages
between two basic components: the requesting device and the Content Provider Device.

The protocol involves the following steps:

a) The|requesting device and the Content Provider Device mutually authenticate

b) The|requesting device:

) generates a mxmacp:RequestContent message [8.4.2.3].

2) optionally signs the message.

3) sends the mxmacp:RequestContent message to the Content Provider Device;

c) The[Content Provider Device, upon receiving the message:

1) verifies the digital signature if this is present

2) verifies that the content ID and the content element ID (the latter only if present), specified in the

message are valid and available in the Content Provider Device database/file system

3) determines on the bases of the Mime Type parameter whether the target of the request is the

whole content item as a digital item or as an MPEG-21 File, or is a’specific content element part

of the content item

4) determines whether the UsageEnvironmentDescription paraméter contains a valid Usage

Environment Description and the adaptation requested is possible, the requested content item g

the specific resource is adapted.

d) Inthe case the request can be satisfied, the Content Provider Device generates and conveys to the
reqyesting Device an mxmacp:RequestContentResponse message [8.4.2.4] containing:

1) the digital item representing the requested content;if the mxmacp:MimeType element in the

request contained the value "application/xml"

2) one or more URLs from where the whole content item can be retrieved, in the case the

mxmacp:MimeType element in the request-contained the value "application/mp21"

3) one or more URLs specifying the location from where the content element identified by the

mxmacp:ContentElementID parameter’in the request can be retrieved, in the case the

mxmacp:ContentElementID parameter in the request was specified

4) (optionally) the digital signature for the response message

e) Inthe case the request cannot be satisfied, the Content Provider Device generates and conveys to the
reqyesting device an mxmacp:Ack.message [8.4.2.2] conveying the information related to the reason of
faildre.

f)  The|requesting Device:

)  (optionally) replies with a mxmacp:Ack message [8.4.2.2]

2) retrieves the content from the location specified in the mxmacp:RequestContentResult messagsg

and uses it-according to the license terms

8.4.2 Protocol datalfformat

=

3

This Sufclause_specifies the payload of the messages employed by a Device (e.g. an End-User Device) t
access g Content Item or parts thereof from a Content Provider Device.

(@)

8.4.2.1 “—AccessContentProtocolType

The mxmacp:AccessContentProtocolType complex type, defined in the figure below, extends the
mxmbp:ProtocolType.

<complexType name="AccessContentProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType" />
</complexContent>
</complexType>

Figure 38 — The mxmacp:AccessContentProtocolType complex type
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8.422 Ack

The mxmacp:Ack element defined in the figure below extends the mxmacp:AccessContentProtocolType

complex type by specifying a boolean attribute, Result, indicating whether the protocol was carried

out with

success or otherwise, and the mxmbp:ProtocolResult element, that may convey further information

concerning the result of an operation.

<element name="Ack" type="mxmacp:AckType"/>
<complexType name="AckType">
<complexContent>
<extension base="mxmacp:AccessContentProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="boolean" use="required" /X
</extension>
</complexContent>
/complexType>

A

Figure 39 — The mxmacp:Ack element

8.4.2.3 RequestContent

A device sends a Request Content message (specified in the figure-below) to the content provider fevice in
drder to access content.
element name="RequestContent" type="mxmacp:RequestContentType"/>
complexType name="RequestContentType">
<complexContent>
<extension base="mxmacp:AccessContentProtocolType">
<sequence>
<element name="Contentidentifier"
gype="mxmbp: ContentIdentifierTypé&} />
<element name="MimeType" type="string" minOccurs="0"/>
<element ref="#e&l-r:license" minOccurs="0"/>
<element name=})UsageEnvironmentDescription"
gype="dia:UsageEnvironmentType" minOccurs="0"/>
<element-name="UniversalConstraintDescription" type="dia:UCDType"
ninOccurs="0" maxOcegurs="unbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequenee>
</extensicn>
</complexCoritent>
</ complexType>
Figure 40 — The mxmacp:RequestContent element
Tlhe mxmacp:RequestContent message conveys the following information:
- III)\IIIb}J.CUI ItUI |t=dc;| ItIfIUI . thc Idcl ItIfIUI Uf thc |cqucatcd CUI |tc||t ;tclll Ul CUI |tc| It c=c|||c:||t Vv;th;ll Content

item, as defined in 7.2.5
— mxmacp:MimeType: the Mime Type of the content being requested. The following values are per

— application/mp21 — the MPEG-21 file is requested

mitted:

— application/xml — the digital item representing the content item or content element identified in

mxmbp:Contentldentifier is requested

— the mime type of the resource identified in mxmbp:Contentldentifier

© ISO/IEC 2010 — All rights reserved
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— rlicense: an optional license specifying additional information about the requested license needed to
access the requested content

— mxmacp:UsageEnvironmentDescription: an optional element specifying the usage environment of the
device on which content will be used. Each UsageEnvironmentProperty child element describes a
property of the usage environment, such as User characteristics, or terminal capabilities, or network
characteristics, or natural environment characteristics

— mxmacp:UniversalConstraintDescription: an optional element which may be used to further constrain the
usage of a digital item

— dsigfSignature: an optional digital signature of the mxmacp:RequestContent message by the device

The ConjtentldentifierType complex type specified in the figure below conveys the identifier of-a(content item
and optionally the identifier of a content element within the content item. In(Cthe case the
mxmacp|ContentElementldentifier element is specified in an mxmacp:RequestContent message, this impligs
that only|the specific content element is requested, and not the whole content item.

8.4.2.4 | RequestContentResponse

(]

The RequestContentResponse message, sent in response to a RequestCoritent message, is specified in th
figure bejow.

<element name="RequestContentResponse" type="mxmacpyRequestContentResponseType"/
<complexType name="RequestContentResponseType">
<complexContent>
<extension base="mxmacp:AccessContentRrotocolType">
<sequence>
<element name="DI" type="didi:*DIDLType" minOccurs="0"/>
<element name="ContentURL" \ype="mxmacp:ContentURLType"
minOccyrs="0" maxOccurs="unbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 41 = The mxmacp:RequestContentResponse element

[

The mxmacp:RequestContentResponse message is employed by the Content Provider Device to deliver th
following| information:

— mxmacp:DI: the.optional digital item representing the content item being requested

— mxnpacp:ContentURL: an optional sequence of elements (whose syntax is specified in the figure below
spegifying'the URLs from where the requested resource and any associated metadata can be obtained

~

— dsig:Slgnature: an optional digital signature applied to the message

If the target of a RequestContent message is a content element part of a content item, depending on the
nature of the content element being requested, a number of resources may be made available to the
requesting party. The ContentURL complex type allows signalling the mime type of each resource and the
URL from which each resource is available. As an example, if the content element being requested consists of
a media resource (e.g. an audio elementary stream) and associated metadata, two separate
mxmacp:ContentURL elements shall be returned in the mxmacp:RequestContentResponse, one indicating
the URL for the audio elementary stream and the other the URL for the metadata elementary stream.
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The mxmacp:ContentURLType complex type is specified in the figure below:

<complexType name="ContentURLType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="MimeType" type="string"/>
<element name="URL" type="anyURI"/>
</sequence>
</extension>

</complexContent>
/complexType>

Figure 42 — The mxmacp:RequestContentResponse element

9 License Protocols

9.1 Store License Protocol

Tlhe Store License Protocol is typically performed between a Content Creation Device (CCD) and 3
Rrovider Device (LPD). The scope of this protocol is to send a license te the LPD granting it the righ
licenses for a specific content item to other devices upon request.

9.1.1 Protocol specification
Tlhe Protocol to Store License involves the following steps:
gd) The CCD and the LPD mutually Authenticate

) The CCD generates an mxmslp:StoreLicenseRequest message [9.1.2.3] containing:

the whole Content Item

2) a number of mxmslp:ContentElement elements of type mxmslp:ltemType and conveying th
information for every Governed Content Element.

3) the digital Signature-for the whole message.

d) The License Provider Device, upon receiving the request message, if the request can be satisfied

1) verifies¢he digital Signature;

2) Stoeres the Rights information related to the Content Item and the Content Elements into a
location, so that every time a device (e.g. an End-User Device) performs the Protocol tg

License specifying either the Content ID or the Content ID together with the ContentEleme
LPD will have the information required at its disposal and may determine whether the reque

License
to issue

1) the mxmslp:Contentltem element of type mxmslp:ltemType and conveying the Rights information for

e Rights

ersistent

Access
ntID, the
5t can be

satisfied-ornot.-

3) sends an mxmslp:Ack message [9.1.2.2] back to CCD, indicating the result of the Store License.

9.1.2 Protocol data format

This Subclause specifies the payload of the messages part of the Store License Protocol.
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9.1.21  StoreLicenseProtocolType

The mxmslp:StoreLicenseProtocolType complex type, defined in the figure below, extends the
mxmbp:ProtocolType.

<complexType name="StorelLicenseProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType"/>
</complexContent>
</complexTvpe>

Figure 43 — The mxmslp:StoreLicenseProtocolType complex type

9.1.2.2 | Ack

The mxnpslp:Ack element defined in the figure below extends the mxmslp:StoreLicenseProtocolType comple
type by gpecifying a boolean attribute, Result, indicating whether the protocol was carried Qut.with success g
otherwisg¢, and the mxmbp:ProtocolResult element, that may convey further information concerning the resul
of an opgration.

-~ = X

<element name="Ack" type="mxmslp:AckType" />
<complexType name="AckType">
<complexContent>
<extension base="mxmslp:StorelLicenseProtocolTypg,>
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="booleant“use="required"/>
</extension>
</cpmplexContent>
</complexType>

Figure 44 — The mxmslp:Ack element

9.1.2.3 | StoreLicenseRequest

The mxinslp:StoreLicenseRequest message, defined in the figure below, is used to send one or right
informatipn related to a content item and any of its governed content elements the LPD.

[7]

<elememt name="StoreLicenseRequest" type="mxmslp:StoreLicenseRequestType"/>
<compleéxType name="StorelicenseRequestType">
<copmplexContent>
<extension baSe="mxmslp:StoreLicenseProtocolType">
<sequerice>
<ékement name="ContentItem" type="mxmslp:ItemType"/>
<element name="ContentElement" type="mxmslp:ItemType" minOccurs="0"
maxOcclrs=tunbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 45 — The mxmslp:StoreLicenseRequest element

A mxmslp:StoreLicenseRequest message conveys the information related to the rights governing a Content
Iltem, conveyed by the mxmslp:Contentltem element and those related to any of its content elements,
conveyed by the mxmslp:ContentElement element. In the case the StoreLicense message is digitally signed,
the digital signature shall be inserted in the dsig:Signature element.
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<complexType name="ItemType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ID" type="anyURI"/>
<element name="License" type="rel-r:License" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
/complexType>

Figure 46 — The mxmslp:ltemType complex type

I

n mxmslp:ltemType complexType conveys the following information:

—+ ID: either the Content ID or a Content Element ID, depending on whether this comptex type is uged by an
xmxslp:Contentltem or mxmslp:ContentElement

—+ License: an ISO/IEC 21000-5-compliant license granting to the LPD the«ight to issue licenseg to other

devices upon request, possibly under some conditions.

9.2 Revoke License Protocol

Tlhe Revoke License Protocol is typically performed between a{Content Creation Device (CCD) and g License
Rrovider Device (LPD). The scope of this protocol is to revokéa license previously stored on the LPD

9.2.1 Protocol specification

—

he Protocol to Revoke a License involves the follewing steps:

q) The CCD and the LPD mutually Authenticate

b) The CCD generates an mxmrlp:RevokeLicenseRequest message [9.2.2.3] containing:

1) the identifier(s) of the licenseé(s) previously stored on the LPD, which shall be revoked

2) an optional date from when the specified licenses shall be revoked. If this element is omitted the
licenses will be revoked as soon as the message is received.

3) an optionaldigital Signature for the whole message.
d The Licenge Provider Device, upon receiving the request message, if the request can be satisfied,
1) verifies the digital Signature;

2)* verifies whether the specified licenses indeed exist and acts in order to revoke them

3) sends an mxmrip:Ack message [9.2.2.2] back to CCD, indicating the result of the Revoke License
protocol.

9.2.2 Protocol data format

This Subclause specifies the payload of the messages part of the Revoke License Protocol.

9.2.21 RevokelLicenseProtocolType

The mxmrip:RevokeLicenseProtocolType complex type, defined in the figure below, extends the
mxmbp:ProtocolType.
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<complexType name="RevokeLicenseProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType" />
</complexContent>
</complexType>

Figure 47 — The mxmrlp:RevokeLicenseProtocolType complex type

9.2.22 Ack

Delow a eng e _mymrlp-=evoke ansePraotoco D

The mxi . = = >_belc =
complex|type by specifying a boolean attribute, Result, indicating whether the protocol was carried out Wit
success | or otherwise, and the mxmbp:ProtocolResult element, that may convey further information
concernipg the result of an operation.

<elememt name="Ack" type="mxmrlp:AckType"/>
<complexType name="AckType">
<complexContent>
<extension base="mxmrlp:RevokelLicenseProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="boolean" use="reguitred"/>
</extension>
</cpmplexContent>
</complexType>

Figure 48 — The mxmrlp:Ack element

9.2.2.3 | RevokelLicenseRequest

The mxmrlp:RevokelLicenseRequest message, defined if*the figure below, is used to revoke one or morg
licenses previously stored on the LPD.

<elememt name="RevokelLicenseRequest)| type="mxmrlp:RevokelLicenseRequestType" />
<compleéxType name="RevokelLicenseRedquestType">
<complexContent>
<extension base="mxmrlp:RevokelLicenseProtocolType">
<sequence>
<element name£"LicenselID" type="anyURI" maxOccurs="unbounded"/>
<element name#"DateOfRevocation" type="dateTime" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 49 — The mxmrlp:RevokeLicenseRequest element

An mxmifip:ReviokeLicenseRequest element conveys the following information:
— LiceLm&mwmﬁmmmW. i iff i i

— DateOfRevocation: the date and time from which the specified license(s) shall be revoked. If this element
is not specified, the revocation of the specified licenses shall be carried out immediately after the
message is received.

— Signature: an optional digital signature of the message.

9.3 Access License Protocol
The Access License Protocol is performed by a device to access licenses from a License Provider Device.
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9.3.1 Protocol specification
The Access License Protocol involves the following steps:

a) The requesting device:
1)  verifies that the content item or content element is protected and that a license needed to access
the item of content is not available
2) extracts the content item or content element identifier from the digital item
3) retrieves the ipmpinfo:LicenseReference URL from the ipmpinfo:RightsDescriptor element in the
digital item
H) The requesting device and the License Provider Device mutually authenticate;
d) The requesting device generates an mxmalp:RequestLicense message [9.3.2.3] containing.the fpllowing
elements:
1)  achoice between either
i. the identifier or the content item or content element for which a licensg,is sought
ii. the License Identifier (the latter in the case the identifier of a specificlicense that would
grant the needed rights is known)
2) (optionally) the license that the requesting device would require in order to use the govefned
content item or content element
d) The requesting device
1)  (optionally) signs the message
2) sends the mxmalp:RequestLicense message to the License-Provider Device
g) The License Provider Device, upon receiving the message:
1) verifies the signature (if present)
2) verifies that either
i. a valid content item or content element.identifier are specified in the request (in this case,
the optional license element, if present;indicates the type of license requested)
ii. avalid license identifier is specified.in\the request
3) verifies whether
i. there is alicense on the system
ii. if the requesting device is entjtled to be issued a license for the specific content item or
content element identifier:
f In the case the request can be satisfied,the License Provider Device:
1)  generates a mxmalp:RequesLicenseResponse message [9.3.2.4] containing the licensd. In the
case the license grantsights over a protected resource, the license may include the deg¢ryption
key needed by the requesting device or user to decrypt the key(s) contained in the digitgl item
which is (are) needed to decrypt the protected resource.
2) delivers the mxmalp:RequesLicenseResult message to the requesting Device:
d) Inthe case the request cannot be satisfied, the License Provider Device generates a
mxmalp:RequesLicenseResponse message [9.3.2.4] containing a false value in the Result attribyite and
specifies the reasen’of failure in the ErrorCode field.
R) The requesting-device receives the message from the License Provider Device, verifies the mesgage
contents and in case of success extracts the license;
i (optionally) the requesting device sends a mxmalp:Ack message [9.3.2.2] to the License Providef Device
signalling that the response was successfully received.

9.3:2 Protocol data format

This Subclause specifies the payload of the messages part of the Store License Protocol.

9.3.21 AccessLicenseProtocolType

The mxmalp:AccessLicenseProtocolType complex type, defined in the figure below, extends the
mxmbp:ProtocolType.
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<complexType name="AccessLicenseProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType" />
</complexContent>
</complexType>

Figure 50 — The mxmalp:AccessLicenseProtocolType complex type

9.3.2.2 Ack

The mx : .
complex|type by specifying a boolean attribute, Result, indicating whether the protocol was carried out Wi
success | or otherwise, and the mxmbp:ProtocolResult element, that may convey further information
concernipg the result of an operation.

<element name="Ack" type="mxmalp:AckType"/>
<complexType name="AckType">
<complexContent>
<extension base="mxmalp:AccessLicenseProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</cpmplexContent>
</complexType>

Figure 51 — The mxmalp:Ack-element

9.3.2.3 | Request License

The mxnpalp:RequestLicense specified in the figure below is sent by a device to a License Provider Device i
order to fequest a license granting the device or the tser of the device one or more rights over a content itef
or a content element part of a content item. The’ mxmalp:RequestLicense message allows requesting
license for either a content item or content element, or a license having a specific license identifier.

D S5 3

<element name="RequestLicense" -type="mxmalp:RequestLicenseType" />
<compléxType name="RequestLicenseType">
<complexContent>
<extension base="mxmalp:AccessLicenseProtocolType">
<sequence>
<choicex
<el€ment name="ContentIdentifier"
type="mmxmbp:ContentidentifierType" />
xelement name="LicenseID" type="anyURI"/>
</choice>
<element ref="rel-r:license" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 52 — The mxmalp:RequestLicense element
The semantics for the mxmalp:RequestLicense message is given below:
— mxmalp:Contentldentifier: the identifier of the governed asset for which a license is requested

— mxmalp:LicenselD : The identifier of the license being requested
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— r:license: an optional license specifying the principal(s), the right(s), the resource(s) and the condition(s)

that the requesting party would like to be specified in the license being requested.

— dsig:Signature: an optional digital Signature of the mxmalp:RequestLicense message.

9.3.24 RequestLicenseResponse

The mxmalp:RequestLicenseResponse message, sent in response to an mxmalp:RequestLicense message,

is specified in the figure below.

element name="RequestLicenseResponse" type="mxmalp:RequestLicenseResponser
complexType name="RequestLicenseResponseType">
<complexContent>
<extension base="mxmalp:AccessLicenseProtocolType">
<sequence>
<choice>
<element ref="rel-r:license"/>
<element name="ErrorCode" type="mxmbp:ResudtCodeType" />
</choice>
<element ref="dsig:Signature" minOccurs="g"Y>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
/complexType>

ypeu />

Figure 53 — The mxmalp:RequestLicenseResponse element

all be included in the r:license element. Shall this message be signed, the digital signature shall be

;’Fe mxmalp:RequestLicenseResult element is employed by the License Provider to deliver a licens
im the dsig:Signature element.

10 IPMP Tool Protocols
0.1 Access IPMP Tool Protocol

his protocol is performed by a device (e.g. an End-User Device) to retrieve an IPMP Tool Body from
ool Provider Device.

= = =

—

J0.1.1 Protocol specification
his protocol is carried out in the following steps:

q) The EUD~mutually authenticates with the IPMP Tool Provider Device. The URL of the IPMP Tool
Device jis specified in the ipmpinfo:Remote element in the DI

) TheEUD sends an mxmaitp:RequestiPMPToolBody message [10.1.2.3] to the IPMP Tool Provid
Device, containing:

1) the identifier of requested IPMP Tool

2) the ipmpinfo-msx:Devicelnformation structure specifying the hardware and software
characteristics of the device on which the IPMP Tool shall operate
c) The IPMP Tool Provider Device, upon receiving the message, performs the following operations:
1) verifies the digital signature of the message if present
2) reads the ipmpinfo-msx:Devicelnformation contained in the request message

e, which
included

an IPMP

Provider

er

3) locates the IPMP Tool Body matching the requesting device's characteristics contained within

Devicelnformation
4)  wraps the IPMP Tool Body in an ipmpinfo-msx:ToolBody structure
5) either delivers the ToolBody as part of the mxmaitp:RequestiPMPToolBodyResponse [1

0.1.2.4]

to the EUD, or inserts in the mxmaitp:RequestIPMPToolBodyResponse the location from where

the ToolBody can be retrieved.
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d) The EUD
1) receives the mxmaitp:RequestiPMPToolBodyResponse message
2) unpackages the ipmpinfo-msx:ToolBody
3) uses the IPMP Tool Body

10.1.2 Protocol data format

This Subclause specifies the payload of the messages part of the Access IPMP Tool Protocol.

10.1.2.1 AccessIPMPToolProtocolType

The mxmaitp:AccessIPMPToolProtocolType complex type, defined in the figure below, extends \the
mxmbp:RrotocolType.

<complexType name="AccessIPMPToolProtocolType" abstract="true">
<complexContent>

<extension base="mxmbp:ProtocolType" />
</cpmplexContent>

</complexType>

Figure 54 — The mxmaitp:AccessIPMPToolProtocolType complex type
10.1.2.2| Ack

The mxraitp:Ack element defined in the figure below extends the mxmaitp:AccessIPMPToolProtocolType
complex|type by specifying a boolean attribute, Result, indicating whether the protocol was carried out with
success | or otherwise, and the mxmbp:ProtocolResult element,{that may convey further information
concernipg the result of an operation.

<elememt name="Ack" type="mxmaitp:AckType" />
<complexType name="AckType">
<complexContent>
<extension base="mxmaitp:IPMPToolProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:PretocolResult"/>
</sequence>
<attribute name="Resul®”" type="boolean" use="required"/>
</extension>
</cpmplexContent>
</complexType>

Figure 55 — The mxmaitp:Ack element
10.1.2.3| RequestiPMPToolBody

The mxmaitp:RequestiPMPToolBody message, specified in the figure below, is employed by a device to
request an IPMP.T00l Body to an IPMP Tool Provider Device.

<elemenmt ‘hame="RequestIPMPToolBody" type="mxmaitp:RequestIPMPToolBodyType"/>
<complexXType name="RequestIPMPToolBodyType" >
<complexContent>
<extension base="mxmaitp:IPMPToolProtocolType">
<sequence>
<element ref="ipmpinfo:IPMPToolID"/>
<element ref="ipmpinfo-msx:DeviceInformation"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 56 — The mxmaitp:RequestiPMPToolBody element
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The mxmaitp:RequestiPMPToolBody element conveys the following information:

— ipmpinfo:IPMPToolID: the identifier of the IPMP Tool whose IPMP Tool Body is requested

— ipmpinfo-msx:Devicelnformation: information about the hardware and/or software characteristics of the

device on which the requested IPMP Tool Body shall operate.

— dsig:Signature: shall this message be signed, the digital signature shall be included in the dsig:Signature

element.

J0.1.2.4 RequestiPMPToolBodyResponse

he mxmaitp:RequestiPMPToolBodyResponse message, sent in response
hxmaitp:RequestiPMPToolBody message, is specified in the figure below.

=

A

element name="RequestIPMPToolBodyResponse"
yvpe="mxmaitp:RequestIPMPToolBodyResponseType" />
qcomplexType name="RequestIPMPToolBodyResponseType">
<complexContent>
<extension base="mxmaitp:IPMPToolProtocolType">
<sequence>
<choice maxOccurs="unbounded">
<element ref="ipmpinfo-msx:ToolBody"/>
<element name="ToolURL" type=ranyURI"/>
</choice>
<element ref="dsig:Signature™minOccurs="0"/>
</sequence>
</extension>
</complexContent>
4/ complexType>

ct

Figure 57 — The mxmaitp:RequestiPMPToolBodyResponse element

he mxmaitp:RequestiPMPToolBodyResponse element is employed by an IPMP Tool Provider Device to
eliver an IPMP Tool Body. This message may contain one or more Tool Body elements conveyed Within the

lement ipmpinfo-msx:ToolBody, or may specify a number of remote locations from where the T
lements can be obtained.

10.2 Access IPMP-Tool List Protocol

bol Body

his Protocol is employed to request the list of IPMP Tool bodies present on an IPMP Tool Provider Device so

that a decisiomcan be made in order to select and retrieve an appropriate IPMP Tool Body and
rotect a content item or parts thereof.

10.2.1<Protocol specification

a) The requesting Device (e.g. a CCD) and the TPD mutually Authenticate.

use it to

b) The requesting Device sends to the TPD an mxmaitp:RequestIPMPToollnfoList message requesting

the TPD the list of IPMP Tool Bodies satisfying some criteria.

c) The TPD replies with an mxmaitp:RequestiPMPToollnfoListResponse conveying to the requesting

Device the list of IPMP Tool body satisfying the criteria in the request, so the requesting devi

ce can

select an appropriate IPMP Tool Body and Access it using the mxmaitp:RequestiPMPToolBody

request message.
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10.2.2 Protocol data format
10.2.2.1 RequestIPMPToollnfoList

The mxmaitp:RequestIPMPToollnfoList message is employed to request a TPD the list of IPMP Tool Body
information items available on the Device.

<element name="RequestIPMPToolInfoList"
type="mxmaitp:RequestIPMPToolInfoListType" />
<complexType name="RequestIPMPToolInfoListType">
<CoOMPIEXCTONTENntT
<extension base="mxmaitp:IPMPToolProtocolType">
<sequence>
<element ref="ipmpinfo-msx:DeviceInformation" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 58 — The mxmaitp:RequestiPMPToolInfoList element

The RedisterERR message may contain an optional ipmpinfo-msx:Devicelnfermation element as defined in
[18] spegifying the characteristics of the platform on which the IPMP Tool shall.operate, and an optional Digital
Signature for message integrity.

10.2.2.2| RequestIPMPToollnfoListResponse

The  mxmaitp:RequestiPMPToolInfoListResponse  message is sent in response to an
mxmaitp|RequestIPMPToollnfoList message and contveys the list of IPMP Tool Body information item
availabld on the Device.

[

<element name="RequestIPMPToolInfolilstResponse"
type="1mxmaitp:RequestIPMPToolInficlistResponseType" />
<compleéxType name="RequestIPMPToolInfol.istResponseType">
<complexContent>
<extension base="mxmailtp:IPMPToolProtocolType">
<sequence>
<element xef="mxmaitp:IPMPToolInfo" minOccurs="0"
maxOcclrs="unbounded />
<elemerif ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extensien>
</cpmplexContent>
</complexType>
<eleme1t fiame="IPMPToolInfo" type="mxmaitp:IPMPToolInfoType"/>

<complexType name="IPMPToolInfoType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>

<element ref="ipmpinfo:IPMPToolID"/>
<element ref="ipmpmsg:ParametricDescription" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 59 — The mxmaitp: RequestIPMPToolInfoListResponse element
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The RequestlPMPToollnfoListResponse message may contain any number of mxmaitp:IPMPToollnfo
elements, each representing an IPMP Tool Body available on the TPD satisfying the criteria specified in the
request. An mxmaitp:IPMPToollnfo element conveys the IPMP Tool identifier of the IPMP Tool and a
parametric description of the IPMP Tool so the requesting Device may select the most suitable IPMP Tool

body. The message may also contain an optional Digital Signature for message integrity.

11 Domain management protocols

1 . Iu&tiUll
his Clause specifies the protocols between an end-user device and the device or devices\in
anaging a domain.

11.2 Domain management overview

omains are groups of devices or users sharing some common properties. Bycusing domains it
ossible to implement more flexible licensing modalities, e.g. to license content ta all devices or u
omain. A domain is managed by a special device called the Domain danagement Device,

dministered by a Domain Administrator.

he figure below represents a possible domain configuration with:

olved in

becomes
sers in a
and it is

Tlhe figure below represents a possible domain configuration with.a Domain management Device, g License
provider Device and a number of end-user devices and their users, which may or may not belong to the same
Domain managed by the Domain Management Device.
- Domain
S .
Device Management
e i
r Device
g License
_ Device Network Provider
. Device
U U
S -
Device
e Device -
e
. r

Figure 60 — An example of domain

In general to manage a domain 5 device types are required:

1. Domain Management Devices (DMD), to manage the life cycle of domains and the list of devices and

users belonging to the domains;

2. Domain Identification Devices (DolD), to assign Globally Unique Identifiers (GUID) to DMDs on
of appropriate registration authorities;

3. End User Devices (EUD);
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4. Users, bearing in mind that users are represented by e.g. a device (smart card etc.) or an identity on a

device (UN/PW etc.);
5. License Provider Devices (LPD) to provide licenses including for use of content in a domain.

The combined operation of these devices can be shown by a simple walkthrough in the figure below:

The following walkthrough describes some operations occurring when creating a domain or within a domain:
a) The[Domain Administrator requests to the DMD to create.@domain, specifying additional information
such as the list of device/users, the maximum number, 6f'devices/users permitted in the domain, etc.
b) ThelDMD
1) obtains an identifier for the domain from_aDomain Identification Device
2)  delivers domain credentials to the Domain Administrator
c) Devjces or users may request to the DMD the membership to the domain
d) The|DMD issues the license granting the.membership to the domain to the device/user
e) Devjces or users may renew their membership to the domain when this expires, or they may leave a
domain
NOTE A Domain Management Device can manage one or more domains at the same time. Ownership of a DMD can

be implemented using a variety of mechanisms, e.g. end-user based or service provider based.

11.3 Dgq
This Sub

11.3.1 G

The dom

bmain Information specification

Domain
Public
Key
Domaln DomainlD Domain - License
Identification Management  \pgomainiD Provider
Device Device Device
UN/PW Create Request
Domain Domain License
Context
License
End
User User
Device

Figure 61 — Some of the relationship of the 5 Device types in Manage Domain

clause specifies the information associated with domain management.

ommon elements defined in the mxmd namespace

ainnamespace defines the following elements:

<element name="DomainManagerID" type="r:KeyHolder"/>
<element name="AccessPassword" type="string"/>

<element name="AccessID" type="string"/>

<element name="DomainKey" type="xenc:EncryptedKeyType"/>
<element name="UserID" type="mxmd:IDType"/>

<element name="DeviceID" type="mxmd:IDType"/>

<element name="LocalDomainID" type="mxmd:IDType"/>

<element name="ContentGroupID" type="anyURI"/>

<element name="MaximumNumberOfDevices" type="unsignedInt"/>
<element name="MaximumNumberOfUsers" type="unsignedInt"/>
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<element name="MaximumFrequencyOfUpdateDevice" type="duration"/>
<element name="MaximumFrequencyOfUpdateUser" type="duration"/>
<element name="Expiration" type="sx:ValidityTimeMetered"/>

Figure 62 — Common mxmd elements

The semantics for the elements in the figure above is given below:

e mxmd:DomainManagerID: the identifier assigned to a Domain Manager Device (DMD) by an appropriate

registration authority

o—mxmcAccessh-theAceessibgiven-to-the-BomainAdministrator

o mxmd:AccessPassword: the Access Password given to the Domain Administrator

o mxmd:DomainKey: the decryption key for Domain-encrypted content key.

o mxmd:UserID: the identifier associated with a user, of type mxmd:IDType (See 11.3.3)

o mxmd:DevicelID: the Identifier associated with a device, of type mxmd:IDType (See(@1.3.3)

o] mxmd:LocalDomainID: the Local Domain Identifier issued by the Domain Identification Device
o/ mxmd:ContentGroupID: the Identifier assigned to a group of content items for the management
domains

o] mxmd:MaximumNumberOfDevices:the maximum number of devices allowed in a domain

o] mxmd:MaximumNumberOfUsers: the maximum number of users allowed'in a domain

o mxmd:MaximumFrequencyOfUpdateDevice: the minimum time ‘interval before a device that h
domain may be allowed to re-join it

o mxmd:MaximumFrequencyOfUpdateUser:the minimum time interval before a user who has le
domain may be allowed to re-join it

o/ mxmd:Expiration : The time at which the domain expires

11.3.2 DomainBaseType

Tlhe MXM Domain namespace, mxmd, defineés<an abstract complex type from which a number of
types defined in the same namespace are derived. This is defined as follows:

of

as left a

ft a

complex

qcomplexType name="DomainBaggType" abstract="true"/>

Figure 63(— The mxmd:DomainBaseType complex type

11.3.3 IDType

Tlhe mxmd:IDType is a complex type conveying the identifier of either a user or a device.

JcomplexType name="IDType">
<sequenges
<cheice>
<element name="id" type="anyURI"/>
<element ref="dsig:X509Data" minOccurs="0"/>
</choice>
< /sequence>

COMpIexType

Figure 64 — The mxmd:IDType complex type

The mxmd:IDType complex type contains an identifier for either a device or a user in a domain, which can be
either of type anyURI and conveyed by the mxmd:id element, or an X.509 certificate, in which case it shall be

expressed according to the dsig:X509Data element and conformant to [10].
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11.3.4 DomainManagelnfo

A domain is created when a Domain Administrator requests the Domain Manager Device the creation of a
new domain. The protocol for creating a domain is described in 11.6.2. The result of this protocol is the

creation by the DMD of a mxmd:DomainManagelnfo element specified in the figure below:

<element name="DomainManageInfo" type="mxmd:DomainManageInfoType"/>
<complexType name="DomainManageInfoType">

<complexContent>

<extension base="mxmd:DomainBaseType">

<sequence>
<element ref="mxmd:DomainID"/>
<element ref="mxmd:DACredentials" minOccurs="0"/>
<element ref="mxmd:DomainMembershipCredentials" minOccurs="0"/>
<choice minOccurs="0" maxOccurs="2">
<element ref="mxmd:User"/>
<element ref="mxmd:Device"/>
</choice>
<element ref="mxmd:DomainKey"/>
<element name="Registration" type="dateTime"/>
<element ref="mxmd:Expiration"/>

</sequence>
</extension>
</cpmplexContent>
</complexType>
Figure 65 — The mxmd:DomainManagelnfo element
In the abpve, the following semantics apply:

[ ]
i
11.3.5 D

The mx
Administ
mxmd:D
DMD.

. me mxmd:Registration element indicates the timetat which the domain is created.

e mxmd:DACredentials and mxmd:DomainMembershipCredentials elements indicate credential
hformation required for domain access and-management of domain membership, as defined below.

ACredentials and DomainMembershipCredentials

md:DACredentials element conveys the Domain Administration credentials which a Domai
rator shall possess in order to perform any operation on a domain by means of a DMD. Th
bmainMembershipCredentialstare credentials employed by a device or a user to authenticate with

O DO 5

<eleme
<eleme
<complg

<se

t name = "DACrédentials" type="mxmd:DomainCredentialType"/>
t name = "DomarnMembershipCredentials" type="mxmd:DomainCredentialType" />
bxType name="DomainCredentialType ">
uence>
<choice>
<element ref="mxmd:AccessID"/>
Jeélement ref="mxmd:AccessPassword"/>
</'.choice>

=

</s

oahaon
S~ Aeasr r

</complexType>

Figure 66 — The mxmd:DACredentials and mxmd:DomainMembershipCredentials elements

11.3.6 DomainID

The mxmd:DomainID element is defined as follows:

<element name="DomainID" type="mxmd:DomainIDType" />
<complexType name="DomainIDType">
<complexContent>

42

© ISO/IEC 2010 — All rights reserved



https://standardsiso.com/api/?name=5397077b223e558a3dc29cd1f9caeed7

ISO/IEC 23006-4:2010(E)

<extension base="mxmd:IDType">
<sequence>
<element ref="mxmd:DomainManagerID"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 67 — The mxmd:DomainID element

The DomainlD element shown abhove extends the mxmd:IDType by conveying the mxmd:DaomainManager|D

gelement, the identifier assigned to the Domain Management Device. The DomainID element is comlprised of
the mxmd:LocalDomainID issued by the Domain Identification Device, and the mxmd:DomainManagerID.

11.3.7 User

The mxmd:User element conveys a set of properties associated with users in a domain. The mxymd:User
element is defined in the figure below:

A

element name="User" type="mxmd:UserType" />
qcomplexType name="UserType">
<complexContent>
<extension base="mxmd:DomainBaseType">
<sequence>
<element ref="mxmd:UserIDList"/>
<element ref="mxmd:MaximumNumberQfUsers" minOccurs="0"/>
<element ref="mxmd:MaximumFrequencyOfUpdateUser" minOccurs="0[/>
<element ref="mxmd:UserRevocdationList" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
4/ complexType>

Figure,68 — The mxmd:User element

Tlhe mxmd:User element conveys asset’ of properties associated with Users in a Domain. This corjveys the
following information:

o the list of all users inrthe"'domain, mxmd:UserIDList, as defined in the figure below
o the mxmd:UserRevocationList: the list of users which are no longer allowed to be members of this
domain

OTE The ~UserlID shall not be removed from the UserlDList until the duration time ind|cated in
aximumFrequencyOfUpdateUser has passed.

= =z

Tlhe mxmd:UserIDList element is defined in the Figure below:

Jellement name="UserIDList" type="mxmd:UserIDListType"/>
COMp1IEeXTYDE Name="USerIDLIsStTYpe >
<sequence minOccurs="0" maxOccurs="unbounded">
<element ref="mxmd:UserID"/>
<element ref="mxmd:Expiration"/>
</sequence>
</complexType>

Figure 69 — The mxmd:UserIDList element

This element is used to convey a list of user identifiers associated with this domain. Each user has an
expiration time, allocated by the DMD at the time of joining the domain.
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11.3.8 Device

The mxmd:Device element conveys a set of properties associated with devices in a domain. The
mxmd:Device element is defined in the figure below:

<element name="Device" type="mxmd:DeviceType"/>
<complexType name="DeviceType">
<complexContent>
<extension base="mxmd:DomainBaseType">
<sequence>
<element ref="mxmd:DeviceIDList"/>
<element ref="mxmd:MaximumNumberOfDevices" minOccurs="0"/>
<element ref="mxmd:MaximumFrequencyOfUpdateDevice" minOccurs=F0"/>
<element ref="mxmd:DeviceRevocationList" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 70 — The mxmd:Device element

The mxmd:Device element shown above conveys the following set of properties.associated with devices in a
domain:

. me mxmd:DevicelDList, as defined in the Figure below
e mxmd:DeviceRevocationList: the list of devices which are’mnodonger allowed to be members of this
domain

The mxnpd:DevicelDList element is defined in the figure below:

<element name="DeviceIDList" type="mxmd:DewviceIDListType"/>
<compleéxType name="DeviceIDListType">
<sefjuence minOccurs="0" maxOccurs="unhbounded">
<element ref="mxmd:DeviceID"/>
<element ref="mxmd:Expiration!y/>
</skguence>
</complexType>

Figure. 70— The mxmd:DevicelDList element

The mxmd:DevicelDList elementtis)used to convey a list of device identifiers associated with this domain.
Each deyice has an expiration time, allocated by the DMD at the time of joining the domain.

11.4 Domain Use Data specification

The representationvof use data required for the management of domains is given below. The way
mxmd:UseData and)mxmd:Record elements are employed is described in this Subclause.

11.4.1 UseData

The mxmd:UseData element is employed to collect a number of mxmd:Record elements and the identifier of
the domain to which the record refers to.

<element name="UseData" type="mxmd:UseDataType"/>
<complexType name="UseDataType">
<sequence>
<element ref="mxmd:DomainID"/>
<element ref="mxmd:Record" minOccurs="0" maxOccurs="unbounded" />
</sequence>
</complexType>

Figure 72 — The mxmdp:UseData element
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11.4.2 Record

The mxmdp : Record element is given in the figure below.

<element name="Record" type="mxmd:RecordType"/>
<complexType name="RecordType">
<sequence>
<element ref="mxmd:DeviceID"/>
<element name="StartTime" type="dateTime"/>
element name="EndTime" type="dateTime"
<element name="NumberOfContentGroups" type="integer"/>
<element ref="mxmd:ContentGroupID" minOccurs="0" maxOccurs="unbounded" />
<element name="NotificationFlag" type="boolean"/>
</sequence>
q/complexType>

Figure 73 — The mxmdp:Record element
Tlhe semantics for mxmdp : Record is given below:

DevicelD: the identifier of the device on which the content was used

UserlD: the identifier of the user by which the content was used

StartTime: the time the device started to use an item of content belonging to a Content Group
EndTime: the time the device ended using an item of content-belonging to a Content Group
NumberOfContentGroups: the number of Content Groups,to which the item of content being ysed
belongs to. Each Content Group may consist of multiple items of content, where only one of them in a
Content Group is allowed to be used simultaneously.
e ContentGrouplD: The Content Group identifiers

¢ NotificationFlag: a boolean value set to TRUEWhen this Use Data record has been notified tg the
DMD. The communication of the Use Datato“another device in the domain doesn't change the value
of this flag in the Use Data.

—

1.5 Domain Protocol Information specification

his Subclause specifies the messages-exchanged between entities in a domain, for instance when dreating a
omain, or when devices join or leave:a domain. The messages defined in this Subclause include a number of
lements defined in the mxmd namespace specified in 11.3, and new elements in the MXM Domain| Protocol
amespace, mxmdp.

11.5.1 DomainProtocolType

he mxmdp:DomainRrotocolType complex type, defined in the figure below, extends the mxmbp:ProtpcolType.

JcomplexType~name="DomainProtocolType" abstract="true">
<compi&xContent>
zextension base="mxmbp:ProtocolType" />
< AgemplexContent>
/eomplexType>

11.5.2 Ack

The mxmdp:Ack element defined in the figure below extends the mxmdp:DomainProtocolType complex type
by specifying a boolean attribute, Result, indicating whether the protocol was carried out with success or
otherwise, and the mxmbp:ProtocolResult element, that may convey further information concerning the result
of an operation.
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<element name="Ack" type="mxmdp:AckType"/>
<complexType name="AckType">
<complexContent>

<extension base="mxmdp:DomainProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>

</complexContent>

</compFeXTYpCT
Figure 75 — The mxmdp:Ack element
11.5.3 AuthenticateReq
The mxindp:AuthenticateReq message is sent by a device or a user to a DMD in order to request
authentigation.

<elememt name="AuthenticateReq" type="mxmdp:AuthenticateReqType" />

<complg
<co

</c
</comp]

bxType name="AuthenticateReqType">
hplexContent>
<extension base="mxmbp:ProtocolType”>
<sequence>
<element ref="mxmd:DomainID" minOccurs="Q7%/>
<choice>

<element ref="mxmd:DACredentials" />
<element ref="mxmd:DomainMembershipCredentials"/>
</choice>
</sequence>
</extension>
bmplexContent>
lexType>

Dependi
user), DA

11.5.4 L

The mxmdp:LocalDomainIDRequest message specified in the figure below is employed by a DMD to reques

an identi

Figure 76 — The mxmdp:AuthenticateReq element

ng on whether the sender of the message is a Domain Administrator or a domain member (device ¢
\Credientials or DomainMembershipCredentials will be used respectively.

=

ocalDomainiDRequest

—

ier for a new domain-toa Domain ldentification Device.

<element name="Loc¢alDomainIDRequest" type="mxmdp:RequestLocalDomainIDType" />

<complg
<co

</c
</comp]

bxType names"RequestLocalDomainIDType">
hplexCohtent>

<extemsdion base="mxmdp:DomainProtocolType" />
pbmpd exContent>

 eXType>

1155 L

Figure 77— The mxmdp-tocatbomainibRequest-etement

ocalDomainiDResponse

The mxmdp:LocalDomainIDResponse message specified in the figure below is sent by a Domain
Identification Device to a DMD conveying the identifier of a new domain.
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<element name="LocalDomainIDResponse" type="mxmdp:LocalDomainIDResponseType"/>
<complexType name="LocalDomainIDResponseType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:LocalDomainID"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 78 — The mxmdp:LocalDomainiDResponse element
11.5.6 RequestKey

Tlhe mxmdp:RequestKey message shown above is sent a License Provider Device to a Domain Management
Device to request the domain encryption key so that domain-bound licenses can be issues.

delement name="RequestKey" type="mxmdp:RequestKeyType" />
complexType name="RequestKeyType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:DomainID"/>
<element ref="mxmd:ContentGroupID" mifi0ccurs="0"
nlaxOccurs="unbounded" />
<choice minOccurs="0" maxOccurs=Aunbounded">
<element ref="mxmd:DeviceID! /&
<element ref="mxmd:UserID/./>
</choice>
</sequence>
</extension>
</complexContent>
/complexType>

Figure 79 —The mxmdp:RequestKey element

Tlhe semantics for the mxmdp:Requestkéy message is given below:

e DomainlD: the identifier of the domain for which the License Provider Device is requesting thg domain
key

e ContentGrouplD: the list of content groups (group of item of contents for management within gomains)
licensed to the domain for which the LPD issues a license. A content group identifier is indicated in a
license as a resource URI in the m2x:isPartOf element in the m2x:simultaneousAccess condifion.

e DevicelD: the-identifier of the device requesting a domain-bound license.

e UserlD: the-identifier of the user requesting a domain-bound license

—

1.5.7 RequestKeyResponse

—

he mxmdp:RequestKeyResponse message specified in the figure below is sent by a DMD to ap LPD in
bsponseto an mxmdp:RequestKey message.

—

element name="RequestKevyResponse" type="mxmdp:RequestKevyResponseType"/>
<complexType name="RequestKeyResponseType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:DomainKey" />
<element ref="mxmd:UserID" minOccurs="0" maxOccurs="unbounded" />
<element ref="mxmd:DeviceID" minOccurs="0" maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

Figure 80 — The mxmdp:RequestKeyResponse element
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The semantics for mxmdp:RequestKeyResponse message is given below:

¢ mxmd:DomainKey: element used to convey the encryption key of the domain indicated by DomainID
in the preceding mxmdp:RequestKey message. This is used subsequently by the License Provider
Device to issue licenses for domain members, so that only those devices/users within the domain can
use protected content.

e mxmd:DevicelD: the identifiers of the devices members of the domain identified by the
mxmd:DomainID specified in the preceding mxmdp:RequestKey.

e mxmd:UserlD: the identifiers of the users members of the domain indicated by mxmd:DomainID
specified in the preceding mxmdp:RequestKey

11.5.8 AddDevice

The mxnpdp:AddDevice message specified in the figure below is sent by an MXM Device to a DMD requesting
to join a lomain.

<element name="AddDevice" type="mxmdp:AddDeviceType"/>
<complexType name="AddDeviceType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:DeviceID"/>
<element ref="mxmd:Expiration" minOccurs="0%/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 81 — The mxmdp:AddDevice element

)

This megsage conveys the identifier of the device requesting‘domain membership and optionally its expiratio
informatipn.

11.5.9 AddUser

The mxmdp:AddUser message specified in thé figure below is sent by an MXM Device to a DMD requesting
its user tp become a member of a domain.

<element name="AddUser" type="mxmdp:AddUserType"/>
<complexType name="AddUserType">
<complexContent>
<extension base=“mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:UserID"/>
<element ref="mxmd:Expiration" minOccurs="0"/>
</seguenhce>
</extension>
</cpmplexContent>
</complexType>

Figure 82 — The mxmdp:AddUser element

This message conveys the identifier of the user requesting domain membership and optionally its expiration
information.

11.5.10 RenewDevice

The mxmdp:RenewDevice message specified in the figure below is sent by an MXM Device to a DMD
requesting its membership to the domain to be renewed.
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<element name="RenewDevice" type="mxmdp:RenewDeviceType" />
<complexType name="RenewDeviceType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:DeviceID"/>
<element ref="mxmd:UseData" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
CONpPLEeXTYyPE

Figure 83 — The mxmdp:RenewDevice element

his message conveys the identifier of the device requesting the renewal of domain membership, and the use
ata (see 11.7.2) generated while using content bound to that domain.

11.5.11 RenewUser

he mxmdp:RenewUser message specified in the figure below is sent by~an MXM Device tol a DMD
bquesting the membership of its user to the domain to be renewed.

-

A

element name="RenewUser" type="mxmdp:RenewUserType! /=
complexType name="RenewUserType">
<complexContent>
<extension base="mxmdp:DomainProtocolType)>
<sequence>
<element ref="mxmd:UserID"/>
<element ref="mxmd:UseData"gminOccurs="0"/>
</sequence>
</extension>
</complexContent>
/complexType>

A

A

Figure 84 — The mxmdp:RenewUser element

Tlhis message conveys the identifier of the user requesting the renewal of domain membership, and the use
data (see 11.7.2) generated while-using content bound to that domain.

11.5.12 AddDeviceResponse, AddUserResponse, RenewDeviceResponse and RenewUserResponse

Tlhe four messages defined in the figure below are sent in response to 11.5.8, 11.5.9, 11.5.10 anq 11.5.11
respectively.

element namé="AddDeviceResponse" type="mxmdp:LicenseResponseType" />
element~name="AddUserResponse" type="mxmdp:LicenseResponseType" />
element Yname="RenewDeviceResponse" type="mxmdp:LicenseResponseType"/>
element name="RenewUserResponse" type="mxmdp:LicenseResponseType" />
complexType name="LicenseResponseType">

aorml-ascCantant
o Heceht

A

A

A

<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="r:license"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 85 — The mxmdp:AddDeviceResponse, mxmdp:AddUserResponse,
mxmdp:RenewDeviceResponse, and mxmdp:RenewUserResponse element
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The four messages in the figure above convey a license granting to the user or the device the membership to
the domain. An example of domain membership license is provided in the figure below.

<license>
<grant>
<keyHolder>
<info>
<dsig:KeyName>my_ device_public_key</dsig:KeyName>
<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>01234567</dsig:Modulus>
<dsig:Exponent>89ABCDEF</dsig: Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</info>
</keyHolder>
<possessProperty/>
<mlx:protectedResource>
<digitalResource>
<nonSecureIndirect URI="urn:foo:domains:5555"/>
</digitalResource>
<xenc:EncryptedKey>
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsal024" /
<xenc:CipherData>
<xenc :CipherValue>ABABABAB</xenc ;CipherValue>
</xenc:CipherData>
<xenc:CarriedKeyName>Domain Key encrypted with
my_device_public_key</xenc:CarriedKeyName>
</xenc:EncryptedKey>
</mlx:protectedResource>
<r:allConditions>
<validityInterval>
<notBefore>2007-10-16T00:00:00</notBefore>
<notAfter>2007-12-31T00:00:00</notAfter>
</validityInterval>
</r:allConditions>
</gfant>
<ispuer>
<keyHolder>
<info>
<dsig:KeyName>DMD_Public_Key</dsig:KeyName>
<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>12121212</dsig:Modulus>
<dsig:Exponent>34343434</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
TIrfo
</keyHolder>
</issuer>
</license>

Figure 86 — An example of domain membership license

11.5.13 LeaveDevice

The mxmdp:LeaveDevice message is sent by an MXM Device requesting its membership to the domain to be
ceased. The message specified the identifier of the device requesting to be removed from the domain.
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<element name="LeaveDevice" type="mxmdp:LeaveDeviceType"/>
<complexType name="LeaveDeviceType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:DeviceID"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 87 — The mxmdp:LeaveDevice element

11.5.14 LeaveUser

—

he mxmdp:LeaveUser message is sent by the user of an MXM Device to a DMD requesting the membership
f the user to the domain to be ceased. The message specified the identifier of the)user requesting to be
removed from the domain.

(@]

element name="LeaveUser" type="mxmdp:LeaveUserType" />
dcomplexType name="LeaveUserType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:UserID"/>
</sequence>
</extension>
</complexContent>
/complexType>

Figure 88 — The mxmdp:LeaveUser element

11.5.15 CreateDomain

Tlhe mxmdp:CreateDomain message is‘sent by a Domain Administrator to a DMD asking the cregtion of a
new domain.

A

element name="CreateDemain" type="mxmdp:CreateDomainType" />
complexType name="CreateDomainType">
<complexContent>'
<extension(base="mxmdp:DomainProtocolType">
<sequehce>
<@lement ref="mxmd:DACredentials"/>
<element ref="mxmd:Expiration"/>
<element ref="mxmd:MaximumNumberOfUsers" minOccurs="0"/>
<element ref="mxmd:MaximumNumberOfDevices" minOccurs="0"/>
<element ref="mxmd:MaximumFrequencyOfUpdateUser" minOccurs="0[/>
<element ref="mxmd:MaximumFrequencyOfUpdateDevice" minOccurs=[0"/>
<element ref="mxmd:UserRevocationList" minOccurs="0"/>
<element ref="mxmd:DeviceRevocationList" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

A

Figure 89 — The mxmdp:CreateDomain element

The message conveys DACredentials, expiration information and optionally user/device related information
such as maximum number of them, maximum frequency of update, and the revocation list.
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11.5.16 CreateDomainResponse

The mxmdp:CreateDomainResponse message is sent by the DMD to the Domain Administrator as a
response of the mxmdp:CreateDomain message.

<element name="CreateDomainResponse" type="mxmdp:CreateDomainResponseType" />
<complexType name="CreateDomainResponseType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:DomainID"/>
<element ref="mxmd:DomainMembershipCredentials"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 90 — The mxmdp:CreateDomainResponse element

The message conveys the identifier of the newly created domain, and the DomainMembershipCredentials.

11.5.17 RenewDomain

The mxnpdp:RenewDomain message is sent by a Domain Administrator to the DMD requesting the renewal ¢f
a domain when this has expired or the expiration date is approaching.

<element name="RenewDomain" type="mxmdp:RenewDomainType" />
<complexType name="RenewDomainType">
<copplexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:Expiratdion"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 91— The mxmdp:RenewDomain element

This megsage conveys the expiratiofnrinformation for the renewed domain.

11.5.18 DeleteDomain

jO)

The mxmdp:DeleteDomain message is sent by a Domain Administrator to the DMD requesting to delete
domain.

<compleéxPype name="DeleteDomainType">
<complexContent>
<extension base="mxmdp:DomainProtocolType" />
</complexContent>
</complexType>

<eleme%f name="DeleteDomain" type="mxmdp:DeleteDomainType" />

Figure 92 — The mxmdp:DeleteDomain element

11.5.19 UnLicensedSimultaneousUseNotice

The mxmdp:UnLicensedSimultaneousUseNotice message specified in the figure below is sent by an MXM
Device to the DMD for communicating irregularities in the use of domain-bound content.
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<element name="UnLicensedSimultaneousUseNotice"
type="mxmdp:UnLicensedSimul taneousUseNoticeType" />
<complexType name="UnLicensedSimultaneousUseNoticeType">
<complexContent>
<extension base="mxmdp:DomainProtocolType">
<sequence>
<element ref="mxmd:UseData" maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
/complexType>

Figure 93 — The mxmdp:UnLicensedSimultaneousUseNotice element

I

detailed explanation of the use of the mxmdp:UnlicensedSimultaneousUseNotice element|js given in 11.7.

11.6 Domain Management Protocols specification
11.6.1 Introduction

Tlhis Subclause specifies how to employ the messages defined in 11.5 to.manage domains. The funciionalities
gf these protocols include:

setting up a domain described by domain information represented in mxmd:DomainManagelnfo.
issuing domain membership licenses for devices and users:

managing devices and users memberships of a domain;.i.e. joining, renewing and leaving a domg
verifying that domain-bound content has been used within the domain according to license terms.

n.

The figure below shows the flow of the messages necessary to perform the functionalities described gbove.

Domain

Administrator

CreateDomain t
AuthenticateReq
RenewDomain DomainMembershipCredentials
DeleteDomain Ack
DACredentials
Domain_ | LocalDomainlDRequest Domain RequestKey | License
|dentification LocalDomainiDR Management R tKevR Provider
N ocalDomainlDResponse f equestKeyResponse )
Device P Device 9 yrResp Device
Au?henticateReq License (DomainResource)
AddDevice . AddUser
RenewDevice -~ 'Renewlser
LeaveDevice.” Leave User AccessLicens
DomainMembershipCredentials
Ack Ack License
UnLicensedSimultaneousUseNotice
End
User User
Peer

Figure 94 — Schematic Overview of Manage Domain

In summary, the establishment of a Domain is characterised by the following sequence of steps.

NOTE The detailed protocol specification is given in the following Subclauses.
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f)

The DMD maintains a list of devices and users for all registered domains being managed. Every.time a neyw
device dr user joins a domain, the DMD adds the device identifier (mxmd:DevicelD) oriuser identifigr
(mxmd:UserID) to the corresponding device or user list in mxmd:DomainManagelnfo.

In some [circumstances, domain-bound content items may be grouped in Content Groups for being managed
within dpmains. An LPD may employ m1ix:isPartOf (See ISO/IEC 21000-5) in_a\license to manage the
simultangous usage of content in a Content Group by the devices or users. Multiple'm1x:isPartOf may appear
within a|license. Where required, it is possible to limit the number of Content Groups permitted within
domain.

11.6.2 Protocols between the Domain Administrator and the DMD
This Subclause specifies the following protocols

11.6.2.1| Create Domain Protocol

This protocol is initiated when a Domain Administrator requests the creation of a domain. The protocol fq
creating p domain is specified below.

f)

1.
2. Renew Domain protocol
3.

The Domain Administrator requests the creation of a new domain
The DMD creates a new domain and registers the domain with a DolD
The DolD issues the mxmd:LocalDomainID and sends it to the DMD
The DMD:

1)  generates the mxmd:DomainlID.

2) creates the domain information, mxmd:DomainManagelnfo.
A device or a user joining a domain:

1) authenticates itself with the DMD, sending the domain membership credentials. (The way
account ID and password are communicated to the device or user by the Domain Administrator
is not specified).

The|DMD creates the domain membership license for the device or the user and delivers it to the device
or uger.

Create Domain protocol

[Delete Domain protocol

=

The|Domain Administrator.and’the DMD mutually authenticate
The|Domain Administrator.generates an mxmdp:CreateDomain message [Figure 89] containing
DACredentials, expiration‘information and optionally user/device related information such as maximum
number of them, maximum frequency of update, and the revocation list and sends it to the DMD
The|DMD, upon receiving the request from the Domain Administrator, requests DID a new
mxmd:LocalDemainID [Figure 62] by sending a mxmdp:LocalDomainIDRequest message [Figure 77]
If the request.can be satisfied, the DID sends an mxmdp:LocalDomainIDResponse [Figure 78] to the
DMD
The|DMD
) creates a number of mxmd:DomainMembershipCredentials to be given to all Devices and lsers
allowed to join the domain
2) generates the domain key, mxmd:DomainKey
3) generates and sends the mxmdp:CreateDomainResponse message [Figure 90] to the Domain
Administrator or the mxmdp:Ack message [Figure 75] to acknowledge an unsuccessful
completion of the Protocol.
the Domain Administrator:
1)  stores the mxmd:DomainMembershipCredentials

A Domain Administrator will be given as many pairs of AccesslD and AccessPassword as the number of
domains he has requested.
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11.6.2.2 Renew Domain Protocol

2010(E)

Renewing a domain can be invoked after a domain has expired or when a domain is about to expire. The

Domain Administrator requests the DMD to renew the mxmd:DomainManagelnfo.

a) Domain Administrator and DMD mutually Authenticate

b) Domain Administrator issues mxmdp:AuthenticateReq [Figure 76], identifying the domain to be renewed.

c) DMD returns mxmdp:Ack [Figure 75].
d) Domain Administrator issues mxmdp:RenewDomain [Figure 91].
e) DMD

1)  renews mxmd:DomainManagelnfo
2) (optionally) returns an mxmdp:Ack [Figure 75] acknowledging the success of the Protoc
otherwise.

11.6.2.3 Delete Domain Protocol

—

he Domain Administrator requests the deletion of a domain to DMD. The pretocol for deleting a d
hown below.

(7))

) Domain Administrator and DMD mutually Authenticate

) Domain Administrator issues mxmdp:AuthenticateReq [Figure 76] ,“identifying the domain to be ¢
DMD returns mxmdp:Ack [Figure 75].

) Domain Administrator issues DeleteDomain [Figure 92]

) DMD deletes Domain

2D O O T Q

11.6.3 Protocol between the DMD and the LPD
11.6.3.1 DMD-LPD protocol
his Subclause is an informative part describing how the communication between a DMD and an L

e achieved, thus enabling an LPD\{o’ issue domain-bound licenses for content. When an LPD
icense for content bound to a specifie domain, it requests the DMD the public key(s) for the domain.

o -

) DMD and LPD mutually/Authenticate
) LPD issues mxmdp:RequestKey [Figure 79]

DMD delivers the key to the LPD using mxmdp:RequestKeyResponse [Figure 80]
) (optionally) LPD&eplies with mxmdp:Ack [Figure 75].

O 0 T

[ds)

uccessful exgcution of this protocol allows the LPD to issue licenses to domain-bound content.

11.64 Protocols between the device/User and the DMD

Dl or

omain is

eleted.

(optionally) DMD returns mxmdp:Ack [Figure 75] acknewledging the success of the protocol or otherwise.

PD could
issues a

Tlhis’Subclause collects the following Protocols

a) Add Device Protocol

b) Add User Protocol

c) Renew Device Protocol
d) Renew User Protocol
e) Leave Device Protocol
f)  Leave User Protocol
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11.6.4.1

Add Device Protocol

A device may request the DMD to be added to a domain. If the request can be satisfied, the DMD will add the
device unless the number of devices exceeds the maximum number of devices defined in mxmd:Device part
of the mxmd:DomainManagelnfo. The protocol for adding a device is defined below.

a) devi
b) devi

ce and DMD mutually authenticate
ce issues mxmdp:AuthenticateReq [Figure 76].

c) DMD returns mxmdp:Ack [Figure 75].
d) Device issues mxmdp:AddDevice [Figure 81].

e) DM
mxr
f) DM
mes
g) The

Success
addsan
expire, W

11.6.4.2

A user npay request the DMD to be added to a domain. If the request ean be satisfied, the DMD will add th

D adds the device identifier to the list of devices in mxmd:Device [Figure 70] part of
nd:DomainManagelnfo.

D sends a domain membership license to the device contained in the mxmdp:AddDeviceResponse
sage [Figure 85]

device (optionally) replies with mxmdp:Ack [Figure 75].

ul execution of the Add Device Protocol adds a new DevicelD to the Device |D list of the DMD an
ew license in the device which from this moment onwards, and until the domain-membership does n¢
ill be enabled to access domain-bound content.

Add User Protocol

ess the number of users exceeds maximum number of)users defined in mxmd:User part ¢
bmainManagelnfo. The protocol for adding a user is defined.below.

r and DMD mutually authenticate

I issues mxmdp:AuthenticateReq [Figure 76].

D returns mxmdp:Ack [Figure 75].

I issues mxmdp:AddUser [Figure 82].

D adds the user identifier to the user list in mxmd:User [Figure 68] part of mxmd:DomainManagelnfo.
D sends a domain membership license to the user contained in the mxmdp:AddDeviceResponse
sage [Figure 85]

user (optionally) replies with mxmdp;Ack [Figure 75].

ul execution of the Add DeVice protocol adds a new user to the list of user identifiers of the DMD an
ew license to the user's secure storage.

Renew DeviceProtocol
bcol to renewia-device is performed when a license granting domain membership to a device expire
device requests the DMD to renew it. The protocol for renewing the membership of a device to
5 defined\below.

ce.and DMD mutually authenticate

—_~ O

=

JORNT)

caeqdssues mxmdo:-AuthenticateRea [Fiaure 761
i UL T

user un
mxmd:D
a) Use
b) Use
c) DM
d) Use
e) DM
f) DM
mes
g) The
Success
addsan
11.6.4.3
The prot
and the
domain i
a) Dey
b) Dev
c)
d) Dev
e)

DMD returns mxmdp:Ack [Figure 75]

ice issues mxmdp:RenewDevice [Figure 83]

If DMD does not detect unLicensed simultaneous use from the Use Data then DMD:

1) issues a new domain membership license containing for the device
2) sends the license to the device contained in a mxmdp:RenewDeviceResponse message

[Figure 85]

f)  Else DMD applies policy and sends a mxmdp:Ack [Figure 5] with attribute "Result" set to "false" to the

devi
g) The
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ce
device (optionally) replies with mxmdp:Ack [Figure 75].
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Any Use Data recorded in the device is included in mxmdp:RenewDevice. If the DMD does not detect un-
licensed simultaneous use from the Use Data (see 11.7), the DMD sends a new domain membership license
containing for the device with a new expiration period.

11.6.4.4 Renew User Protocol

Renewing a user is invoked when a user domain membership license expires and the user requests the DMD
to renew it.

The protocol for renewina a user membershin to a domain is defined below.
L J L

) User and DMD mutually authenticate

) User issues mxmdp:AuthenticateReq [Figure 76].
DMD returns mxmdp:Ack [Figure 75]

) User issues mxmdp:RenewUser [Figure 84]

) If the user request can be satisfied, DMD issues a new domain membership licensefor the user and
sends it to the user, or applies policy and sends a mxmdp:Ack [Figure 5] with attribute "Result" set to
"false" to the User.

f]  The user (optionally) replies with mxmdp:Ack [Figure 75].

O QO O O Q

11.6.4.5 Leave Device Protocol

o leave a domain, a device sends a request to the DMD withthe purpose of ceasing its memberghip to a
omain. The protocol is performed

Q. —

Device and DMD mutually authenticate

Device issues mxmdp:AuthenticateReq [Figure 7.6]:
DMD returns mxmdp:Ack [Figure 75]

Device issues mxmdp:LeaveDevice [Figure 87]
DMD

DN

O

a. removes the device identifierfrom the mxmd:Device part of mxmd:DomainManagelnf

b. replies with mxmdp:Ack [Figure 75] with the attribute "Result" indicating whether the
requested operation was 'successful or otherwise

g§. Device deletes the domain membership license containing in the device.

[ds)

uccessful execution of the l.eave Device Protocol erases the domain membership license in the dgvice and
e removes the device identifier from the list of devices members of a domain managed by the DMD,

—

11.6.4.6 Leave User Protocol

A user member. of a domain may request DMD to leave a domain. Following this request, the DMD [removes
the requesting user from the domain.

1. Mserand DMD mutually authenticate

2. CYser issues mxmdp:AuthenticateReq [Figure 76].
J—DMDTeturms mxmdprAck {Figure 751

4. User issues mxmdp:LeaveUser [Figure 88].

5. DMD

a. removes the user identifier from the list of users part of mxmd:DomainManagelnfo
b. replies with mxmdp:Ack [Figure 75] with the attribute "Result" indicating whether the
requested operation was successful or otherwise
6. User deletes the domain membership license

Successful execution of the Leave User Protocol erases the domain membership license for the user in the
user's secure storage and the user identifier from the list of users members of a domain managed by the DMD.
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11.7 Simultaneous Content Usage Detection protocol specification
11.7.1 Introduction

Flexible content licensing models can be implemented through the use of Content Groups, i.e. a set of content
items with a common identifier.

A license for a content item or Content Group may be granted to any device in a domain with the condition
that the content item belongs to a Content Group. In this case such content item can be used by as many
devices in the domarn as the number of Content Groups thrs content item beIongs to. In order to verrfy that
this condf
connectipns, so that the DMD can get the Use Data of the devices and verify that no simultaneous use_ of
content has occurred since the last time the DMD and the devices were connected. A trusted clock is(Clearly
also required.

A content item belongs to a Content Group any time it is represented in the correspondent license-by means
of a resource identifier in m2x:isPartOf element in a License, which is a child element of a
m2x:simyiltaneousAccess condition.

NOTE Assigning a content item to a Content Group implies that this item cannot be used within the domain at the
same time as other items of the same Content Group are being used. This mechanism/Shall not be confused with the
m2x:count condition, which only limits the use of the content item to a number of devices,at a time, irrespective of othgr
content items. Setting m2x:count to a specific value is equivalent to a content item¢being in its own unique group, and
therefore having no other items but itself to consider when testing for simultaneous Use. This specification at the moment
does not $pecify a mechanism to enforce such condition.

This Suljclause specifies a protocol to detect when two devices belonging to the same domain use a content
item simultaneously.

11.7.2 Use Data

In order fo implement the Simultaneous Usage Detection’mechanism, the device must record Use Data on th
device i.¢. by adding a record for each content use-event. Each record consists of a mxmd:UseData elemen
and confains the information that the device identified by mxmd:DevicelD used a content item belonging t
m1x:isPartOf in the time frame between “Start Time” and “End Time”. It may include mxmd:UserID used th
content ifem.

=

D O

If the deyice leaves a domain, the deviee must hold the Use Data of that domain in case it needs to rejoin th
same domain. Note that Use Data.does not contain the identifier of the content item being used, but rather th
Content [Group ID to which the content item belongs to.

D O

11.7.3 Merging Use Data-between Devices

When two or more devices belonging to the same domain are connected, each device shall merge its Us
Data with those ofthé other devices, in order to increase the possibilities that the DMD discovers un-license
simultangous useof content before a device connects to renew its membership to a domain.

[o NN ()]

[oN

Each de)ice, adds the Use Data of the other devices to |ts Use Data. If this operatlon causes dupllcate
records Itk se—Ds i 5 i se—Data—f-tworecordshave-the—sarmr e
information except for the value of the Notlﬂcatlon Flag element [Figure 73], the record having Not|f|cat|onFIag
with a "FALSE" value will be overwritten by the record with a Notification Flag set to TRUE. Eventually all
devices will integrate the Use Data of each other.

When the devices are connected via an unsecured network or server, the Use Data must be exchanged over
a secure authenticated channel (SAC).

NOTE A secure authenticated channel (SAC) is a protocol between two authenticated parties which enables the two
to exchange confidential information
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11.7.4 Un-Licensed Simultaneous Use

All the devices in a domain that simultaneously used content elements part of a content item belonging to a
Content Group are considered as having performed un-licensed Simultaneous Use. This is detected by
devices or DMD through inspection of the Use Data.

If the Use Data has any overlapped records in time then the devices indicated by the DevicelD in the
overlapped record are considered to have incurred un-Licensed Simultaneous Use. However, if a content item
is licensed to more than one m1ix:isPartOf, then the use is allocated to the m1x:isPartOf that avoids un-
Licensed Simultaneous Use. This is assessed at the time the use data is merged or the totality of Use Data
re delivered to the DMD

he Figure below describes how un-licensed Simultaneous Use is detected. In this figure, device A uses
ontent1 during the period of time shown by the thick line. Similarly device B is shown using ¢ontent2 during
ne thick line segment of the lower line. In this case, the usage of content1 on device Aland the usage of
ontent2 on device B occur at the same time, shown by the overlapping of their respective thick line gegments.
oth content1 and content2 belongs to Content Group “CG1” and for this reason only\one content ifem from
ne Group shall be used at the same time. Device A and Device B makes unlicensed simultaneous jusage of
ontent.

QO o mQ =~ 0

Content 1 (ContentGroup_ID = CG1)

Device A |::>Unlicensed Usage
CG1s are overlapped here /

Content 2 (ContentGroup_ID\="CG1)

Device B |:> Unlicensed Usage

Content 3 Content 4

(ContentGroup_ID = CG2) (ContentGroup_ID = CG1, CG2)

Device C ED Licensed Usage

Figure 95 — Un-Licensed Simultaneous Use Schematic

The figure above also shows device C using firstly content3 and later content4 during the time shown by the
tyo thick-lipe segments of the device C timeline. In this case, the usage of content1 on device A and the
usage@eficontent3 on device C overlap in time. However, content1 and content3 are given two Content Group
ID values so this case does not violate the rule.

The usage of content2 on device B and the usage of content4 on device C also overlaps in time. As content4
is given both “CG1” and “CG2”, “CG2” will be chosen in order to avoid unnecessary detection of Un-Licensed
Simultaneous Usage.

11.7.5 Notification to Domain Management Device

Whenever a device connects to the DMD it notifies the DMD if simultaneous use has been detected. This is
done by employing the mxmdp:UnLicensedSimultaneousUseNotice message [Figure 93], containing all
mxmdp:UseData elements where an overlapping was detected by the device. The DMD replies by sending a
mxmbp:Ack [Figure 5] acknowledging the receipt of the message, and applies its own policy.
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Once an un-Licensed Simultaneous Use notice is sent to DMD, the Notification Flag element of the record in
the Use Data is set to “true” by the device, so that an un-Licensed Simultaneous Use Notice will not be issued
again when all the records involved in the simultaneous use have a ‘True’ Notification Flag.

NOTE The r:validitylnterval condition in the license containing the DomainResource for the device or user is set by
the DMD to ensure the device or the user will renew its domain membership with an appropriate frequency. According to
policy, the Domain Manager may decide to add the device ID to the revocation list.

12 Event Reporting Protocols

12.1 Infroduction

The Evgnt Reporting protocols describe the messages exchanged between the Event Report, Collection
Device (ECD) and other Devices in order to implement the basic model of Event Reporting desgribed in [11]:
‘Event Reporting is required within the ISO/IEC 21000 Multimedia Framework in order o' provide |a
standardjsed means for sharing information about Events amongst Peers and Users. Such Events relate fo
Digital It¢ms and/or Peers that interact with them.”

The Event Report Collection Device (ECD can be typically implemented as a servér application collectin
Event Reports as specified in [11]. In most scenarios, such an application has to bejinitialised with informatio
regarding which Event Reports are to be registered before collecting Event Reports.

D Q

12.2 Protocols Specification

The Redister Event Report Request Protocol is employed by a Device interested on being reported on the
occurrence of Events which may be either directly or indirectly related either to a DI or a Device. The Event
Report Request must deal on the issuing Device, or on Digital ltems belonging to its User.

12.2.1 Register Event Report Request Protocol

This Profocol specifies how a Device (for example-a CCD) sends this request to the ECD. This protocol
always sfarted by the requesting Device, and it is as follows:

[2]

a) The|requesting Device and the ECD mutually Authenticate.

b) The|requesting Device sends to the\ECD a registerERR message.

c) The|ECD decides whether the-requesting Device has authorisation on these messages or not.

d) The|ECD replies with an’ mxmerp:Ack message indicating whether the request can be successful

carried put or not, speeifying one of the error codes defined in msbp:BasicResultCodeType q
mxmerpERPResultCodeType (see 8.4.2.2).

=<

e) Ifthe answerwas OK, ECD stores the ER-R for an unlimited time or for the specified expiration time.

12.2.2 $tore Fvent Report
The Store Event Report is employed by a Device (for example an EUD) to send an Event Report to the ECD.

This protocol is is as follows:
a) The reporting Device and the ECD mutually Authenticate.

b) The reporting Device sends to the ECD a sendER message.
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c) The ECD parses the message, decides to which Devices may concern: it goes through the list of its
stored ER-R reviewing to whom has to be resent.

d) The ECD sends to the requesting Device or Devices (those which had sent an ER-R) the ER.

12.3 Protocol data format
This section specifies the payload of the messages part of the Event Reporting Protocol.

j2.3.1 EventReportingProtocolType

he mxmerp: EventReportingProtocolType complex type, defined in the figure below, extgnds the
mxmbp:ProtocolType.

dcomplexType name="EventReportingProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType" />
</complexContent>
/complexType>

A

Figure 96 — The mxmerp:EventReportingProtocolType complex type

12.3.2 Ack

The mxmerp:Ack element defined in the figure below extends the mxmerp:EventReportingProtpcolType
complex type by specifying a boolean attribute, Resultindicating whether the protocol was carried out
successfully or otherwise, and the mxmbp:ProtocolReésult element, that may convey further information
goncerning the result of an operation.

element name="Ack" type="mxmerp:AckType"/>
qcomplexType name="AckType">
<complexContent>
<extension base="mxmerp;;EventReportingProtocolType">
<sequence minOccurg="0">
<element ref="mxmbp:ProtocolResult"/>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
q4/complexType>

Figure 97 — The mxmerp:Ack element

The mxmerp<protocol also defines some specific Event Reporting-related error codes extending the
mxmbp:ExtendableResultCodeType simpleType.

A

simplPeType name="ERPResultCodeType">
<restriction base="mxmbp:ExtendableResultCodeType">
numeration valye="UNAUTHORISED ERR
<enumeration value="WRONG_PRIORITY NUMBER"/>
<enumeration value="WRONG_ TIME LIMITS"/>
<enumeration value="WRONG_SPECIFICATION"/>
</restriction>
</simpleType>

Figure 98 — The mxmerp:Ack element
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12.3.3 RegisterERR

The mxmerp:RegisterERR message is employed to deliver one or more Event Report Requests to another
Device requesting it to start collecting Event Reports related to the ERRs conveyed in the request.

<element name="RegisterERR" type="mxmerp:RegisterERRType"/>
<complexType name="RegisterERRType">
<complexContent>
<extension base="mxmerp:EventReportingProtocolType">
<sequence>

elemant raof—"gor] - TRPR" mo~vOoccurce—"uvunboundad

<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 99 — The mxmerp:RegisterERR element

[0

The RedisterERR message may contain one or more ERR and an optional Digital Signature for messag
integrity.

12.3.4 $endER

The mxmerp:SendER message is employed to deliver one or more Event Reports to another Device (e.g. an
Event Report Collection Device) requesting it to store the Event Report(s) contained in the message.

<elememt name="SendER" type="mxmerp:SendERType" />
<complexType name="SendERType">
<complexContent>
<extension base="mxmerp:EventReportingProtocolType">
<sequence>
<element ref="erl:ER" maxOecurs="unbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</cpmplexContent>
</complexType>

Figure 100 — The mxmerp:SendER element

The SenflER message may contain one or more ERs and an optional Digital Signature for message integrity.
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Annex A
(informative)

Protocol Description Schemas

A.1 The MXNM Base Protocol schema

?xml version="1.0" encoding="UTF-8"?>

schema targetNamespace="urn:mpeg:mpeg-m:schema:baseprotocol:2009"
xmlns :mxmbp="urn:mpeg:mpeg-m: schema : baseprotocol:2009"
xmlns="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified" attributeFormDefault="uaglalified">

<complexType name="ProtocolBaseType" abstract="true"/>

<complexType name="ProtocolType" abstract="true">

A

A

<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="TransactionID" type=s“string"/>
</sequence>
</extension>
</complexContent>
</complexType>
<!__ EE I I S I S S I I I S R S R I I S R S S e A R R S I S I S R S S S I e e I R R S S S e S S —+>
<!-- Ack -1>
<!__ E R b b b b I b b S I S I S S b R I S A I I R b b S I I I b b b I I I i i b —+>

<element name="Ack" type="mxmbp:&ckType" />
<complexType name="AckType">
<complexContent>
<extension base="mxmbp:ProtocolType">
<sequence mine@ecurs="0">
<element K ref="mxmbp:ProtocolResult" />
</sequence>
<attribute  name="Result" type="boolean" use="required"/>

</extension
</complexCg¢ntent>
</complexTypes
<|__ R I I I I e R I A I I I e I P I I S e e I e I I I I R P R e b I I e I P b I e S e S I I I I I P I P I e b e —+>
<!-- ProtocolResult —1+>
<!__ R R I I R R I I I R R R R I I I R R R R R I I R R R R I I I R R R R R R e I R R R R I A 2 2 b Lk I S >

<element name="ProtocolResult" type="mxmbp:ProtocolResultType" />
<complexType name="ProtocolResultType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
scduellce
<choice>
<element name="ResultCode" type="mxmbp:ResultCodeType"/>
<element name="UserDefinedResult" type="string"/>
</choice>
<element name="DisplayString" type="string" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
<simpleType name="ResultCodeType">
<restriction base="string">
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<enumeration value="OK"/>

<enumeration value="PERMISSION_DENIED"/>
<enumeration value="TIMEOUT"/>

<enumeration value="BUSY"/>

<enumeration value="MALFORMED_REQUEST"/>
<enumeration value="UNABLE_TO_PROCESS"/>
<enumeration value="OPERATION_NOT_SUPPORTED"/>
<enumeration value="UNKNOWN_MESSAGE" />
<enumeration value="UNKNOWN_ERROR" />

</restriction>
</slimpleType>
<|__ R R I b b S I S P S b e b e b I b I S I S b S b e b e b e b I S b S b e b e b I b I S S b e b e b e b I S b b b ——>
<!-F ContentIdentifierType -£>
<|__ R R A b I I S b S b R b I S I S b e R A b i b S S I S R R I I S b I R I R I b S NS

<elpment name="ContentIdentifier" type="mxmbp:ContentIdentifierType"(/s
<complexType name="ContentIdentifierType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ContentItemIdentifier" type="anyWRI"/>
<element name="ContentElementIdentifiek" type="anyURI|"
minOccyrs="0"/>
</sequence>
</extension>
</complexContent>
</cpmplexType>
</schema>

Figure A.1 — The:mxmbp

A.2 The MXM Access Content Protocol schema

<?xml yersion="1.0" encoding="UTEF-8"7?>
<schemg targetNamespace="urn:mpeg::mpeg-m:schema:accesscontentprotocol:2009"
xmlns:mxmacp="urn:mpeg:mpeg-m: schema:accesscontentprotocol:2009"
xmlns="http://www.w3.86xg/2001/XMLSchema"
xmlns:didl-msx="urn<mpeg:maf: schema:mediastreaming:DIDLextensions"
xmlns:didl="urn:mpeg:mpeg2l1:2006:07-DIDL-NS"
xmlns:dii="urn:mpeg:mpeg21:2002:01-DII-NS"
xmlns:dsig="http: //www.w3.0rg/2000/09/xmldsig#"
xmlns: ipmpimfe~
msx="urn:mpeg:mafiSchema:mediastreaming: IPMPINFOextensions:2007"
xmlns:ipmpinfo="urn:mpeg:mpeg2l1:2004:01-IPMPINFO-NS"
xmlns:¥el-r="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
xmlnsorel -mx="urn:mpeg:mpeg2l:2003:01-REL-MX-NS"
xmIns:dia="urn:mpeg:mpeg2l1:2003:01-DIA-NS"
xmdns :mxmbp="urn: mpeg:mpeg-m: schema:baseprotocol:2009"
elementFormDefault="qualified" attributeFormDefault="unqualified">

<import namespace="urn:mpeg:mpeg2l:2002:01-DITI-NS"
schemal.ocation="http://www.dmpf.org/schemas/dii.xsd" />

<import namespace="urn:mpeg:mpeg2l:2006:07-DIDL-NS"
schemal.ocation="http://www.dmpf.org/schemas/didl.xsd" />

<import
namespace="urn:mpeg:maf : Schema:mediastreaming: IPMPINFOextensions:2007"
schemaLocation="http://www.dmpf.org/schemas/ipmpinfo-msx.xsd" />

<import namespace="urn:mpeg:mpeg2l:2004:01-IPMPINFO-NS"
schemaLocation="http://www.dmpf.org/schemas/ipmpinfo.xsd"/>
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<import namespace="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
schemal.ocation="http://www.dmpf.org/schemas/rel-r.xsd" />

<import namespace="urn:mpeg:mpeg2l:2003:01-REL-MX-NS"
schemal.ocation="http://www.dmpf.org/schemas/rel-mx.xsd" />

<import namespace="urn:mpeg:mpeg2l:2005:01-REL-M1X-NS"
schemaLocation="http://www.dmpf.org/schemas/rel-mlx.xsd"/>

<import namespace="urn:mpeg:maf:schema:mediastreaming:DIDLextensions"
schemaLocation="http://www.dmpf.org/schemas/didl-msx.xsd" />

<import namespace="http://www.w3.0rg/2000/09/xmldsig#"

schemal.ocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-

dchema .xsd" />
<import namespace="urn:mpeg:mpeg2l1:2003:01-DIA-NS"
dchemal.ocation="http://www.dmpf.org/schemas/ued.xsd" />

<import namespace="urn:mpedg:mpeg-m:schema:baseprotocol:2009"
chemal.ocation="mxmbp .xsd" />

10)]

<|__ EE I I S I S S I I S R S S S I I R SR S I e I S R R S I e I I S R S R S I e I I R R R S O i Bk A e
<!-- ContentProtocolType
Ll == ERE I I R R R R R I I R R R R R R I I R I R R R I e I I S R R R R I I R R S R R R R I A I I R R I I

<complexType name="AccessContentProtocolType" abstractserue">
<complexContent>
<extension base="mxmbp:ProtocolType" />
</complexContent>

</complexType>

<|__ R R S b b b I I b I b b b S b I b I b b b b b b S b S b b I b b b S S S b b e b I b b b b b b b S b b i b i
<!-- Ack

<|__ R b b b I b b I S I S 2 I I b b I S S 2 R R i R R I I I b b b I I b

<element name="Ack" type="mxmacp:AckTypel/>
<complexType name="AckType">
<complexContent>
<extension base="mxmacp:AccessContentProtocolType">
<sequence minOccurs="0@>
<element ref="mxmbp:ProtocolResult"/>

</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
</complexType>
<!__ EE I I S I S S S S R I S S I I S S S I e I S R S R R I e S I S R S R R I e e I R R S R S e S S e
<!-—- RequestContent
<!__ R I b b I PR B R I S I S 2 I A b I I S I 2 I S b b b I I I b b I I I b

<element namé="RequestContent" type="mxmacp:RequestContentType" />
<complexType,‘name="RequestContentType">

<complexContent>

<eXtension base="mxmacp:AccessContentProtocolType">
<sequence>
<element name="ContentIdentifier"

ype=Vmxmbp: ContentIdentifierType" />
<element name="MimeType" type="string" minOccurs="0"/>

clcmcut J_Uf—"J_Ul L -1J._L,Ullbcu lllillubbUJ_D—"G"
<element name="UsageEnvironmentDescription"
type="dia:UsageEnvironmentType" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>

</sequence>
</extension>
</complexContent>
</complexType>
<!__ ER R R R IR e e S b S S R R R S 2 b b R R I I b S b b R I I I S b R R R S S I S b S b S I S I b b b S E S 2 2 o
<!-- RequestContentResponse
<!__ ER R R R IR e b b S S R R SR S b b b R R IR 2 I b S b b R I I I b S R R S S I S S S b S I S S I I b S b S R S 2 2
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<element name="RequestContentResponse"

type="mxmacp:RequestContentResponseType" />

<complexType name="RequestContentResponseType">
<complexContent>
<extension base="mxmacp:AccessContentProtocolType">
<sequence>
<element name="DI" type="didl:DIDLType" minOccurs="0"/>
<element name="ContentURL" type="mxmacp:ContentURLType"

minOccurs="0" maxOccurs="unbounded" />

</schema>

<element ref="dsig:Signature" minOccurs="0"/>

</sequence>
</extension>
</complexContent>
</cpmplexType>
<|__ ER R I S I I I R S S S I I I R R S S e I R R R S I I R R S S S I I R R R S S e e I S R R S S e e O ——%
<!-F ContentURLType -——>
<!__ ER R R R I I b R R R R I I I R R R R R I I e R R R R R I R R R R I I P R R R R R I e I I R R I i S S ——>

<complexType name="ContentURLType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="MimeType" type="string"/>
<element name="URL" type="anyURI"/>
</sequence>
</extension>
</complexContent>
</cpmplexType>

A.3 The MXM Access IPMP Tool Protocol schema

Figure A.2 — The mxmacp schema

<?xml yersion="1.0" encoding="UTF+8"?>
<schema targetNamespace="urn:mpeg:mpeg-m:schema:accessipmptoolprotocol:2009"

msx="urn:mpeg:maf: Schewma:mediastreaming: IPMPINFOextensions:2007"

namespagce=%urn:mpeg:maf : Schema:mediastreaming: IPMPINFOextensions:2007"
schemallocdation="http://www.dmpf.org/schemas/ipmpinfo-msx.xsd" />

xmlns :mxmaitp="urn:mp&g:mpeg-m: schema:accessipmptoolprotocol:2009"
xmlns="http://www.w3\org/2001/XMLSchema"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ipmpinfo-

xmlns:ipmpimfe="urn:mpeg:mpeg2l1:2004:01-IPMPINFO-NS"

xmlns :mxmp="urn: mpeg :mpeg-m: schema: baseprotocol:2009"
elementEormDefault="qualified" attributeFormDefault="unqualified">
<import

<import namespace="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"

schemaLocation="http://www.dmpf.org/schemas/ipmpinfo.xsd" />

<import namespace="http://www.w3.0rg/2000/09/xmldsig#"

schemal.ocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-
schema .xsd" />

<import namespace="urn:mpedg:mpeg-m:schema:baseprotocol:2009"

schemalL.ocation="mxmbp.xsd" />

<! —-— ER R R R I I I b R R S R I I I R R R R R I I I R R R R R R 2 R R R R R I I P R R R S R I e I I R R I I e 2 O ——>
<!-- AccessProtocolType -—>
<! —-= R R R R I I b R b b R I I I b b S R S I I b R R b S R b b b b R S S P R R b S b e b b b S I e e ——>

<complexType name="IPMPToolProtocolType" abstract="true">
<complexContent>

66

© ISO/IEC 2010 — All rights reserved



https://standardsiso.com/api/?name=5397077b223e558a3dc29cd1f9caeed7

ISO/IEC 23006-4:2010(E)

<extension base="mxmbp:ProtocolType" />
</complexContent>

</complexType>

<|__ E R b b b I b b S I S I S I S b I I S S S 2 B S R b I b I I I b b b I I b ——>
gl== Ack -—>
<! —-= R I R R R R R I I I R R R R R R I I R I R R R I I I R R R R R I I R R S R R R R I I I I R R R R A 2 ——>

<element name="Ack" type="mxmaitp:AckType"/>
<complexType name="AckType">
<complexContent>
<extension base="mxmaitp:IPMPToolProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>

</sequence>
<attribute name="Result" type="boolean" use="required" >
</extension>
</complexContent>
</complexType>
<!__ ERE I I R R R R R I I R R R R R R I I R I R R R I e I I S R R R R I I R R S R R R R I A I I R R I I 1>
<!-- RequestIPMPToolBody —1+>
<!__ ER R IR R IR e P b S S R R SR S 2 2 S b R R IR S 2 b S b R I 2 I b S R R R I S I R b R R SR R T S I I S S b S I S 2 2 o —+>

<element name="RequestIPMPToolBody" type="mxmaitp:RegquestIPMPToolBodyType" />
<complexType name="RequestIPMPToolBodyType">
<complexContent>
<extension base="mxmaitp:IPMPToolProtoColType">
<sequence>
<element ref="ipmpinfo:IPMPToO1lID" />
<element ref="ipmpinfo-msx:DeviceInformation"/>
<element ref="dsig:Signature" minOccurs="0"/>

</sequence>
</extension>
</complexContent>
</complexType>
<!__ ER R R R R I S b S R R R I e e I b S R R R R R I R R R 2 I I S h R R S S b b b b R R I S I 2 b b bk kI S 2 - >
<!-- RequestIPMPToolBodyResponse -1+>
<!__ R R e b I b I I b I b I b b S b I e e b b b b b S b S b e b b I b b b S b S b b e b I b b b b b b S b b i b i —+>

<element name="RequestIPMPToolBodyResponse"
fype="mxmaitp:RequestIPMPToolBodyResponseType" />
<complexType namez"RequestIPMPToolBodyResponseType">
<complexContent>
<extension base="mxmaitp:IPMPToolProtocolType">
<séglence>
<choice maxOccurs="unbounded">
<element ref="ipmpinfo-msx:ToolBody"/>
<element name="ToolURL" type="anyURI"/>

</choice>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
L,Ulllb)lc Cuutcut
</complexType>
<!__ E R b b b b b S I S I S 2 I S A b I I S I 2 R R b b I 2 b b b I S I S i b ——>
<l== RequestIPMPToolInfoList -—>
<!__ ERE I I R R R R R I I I R R R R R R I I R R R R R I e I S R R R R I I R R R R R R R I I I R R R R R R I I ——>
<element name="RequestIPMPToolInfoList"

type="mxmaitp:RequestIPMPToolInfoListType" />
<complexType name="RequestIPMPToolInfoListType">
<complexContent>
<extension base="mxmaitp:IPMPToolProtocolType">
<sequence>
<element ref="ipmpinfo-msx:DeviceInformation" minOccurs="0"/>
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<element ref="dsig:Signature" minOccurs="0"/>

</sequence>
</extension>

</complexContent>
</complexType>
<!__ ER R R R I I R R R R R I I I R R R S R I e I R R R R R R I 2 R R R R R I I P R R S S S I e I I R R b S I e e 2 O ——>
<!-- RequestIPMPToolInfoListResponse -—>
<!__ R R R R I I P R b S R I b b S R I e R R R S R R b b b b R I P b R b b b e I b b b b S I e 2 b ——>
<element name="RequestIPMPToolInfoListResponse"

type="mxmaitp:RequestIPMPToolInfolListResponseType" />
<copplexType name="RequestIPMPToolInfolListResponseType">
<complexContent>
<extension base="mxmaitp:IPMPToolProtocolType">
<sequence>
<element ref="mxmaitp:IPMPToolInfo" minOc¢curs="0|"
maxOcclrs="unbounded" />
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</cpmplexType>
<elpment name="IPMPToolInfo" type="mxmaitp:IPMPToolInfdolype"/>
<complexType name="IPMPToolInfoType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element ref="ipmpinfo:IPMPToolID"" />
<element ref="ipmpmsg:ParametricDescription" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</cpmplexType>
</schema>

Figure A.3= The mxmaitp schema

A.4 The MXM Access License-Protocol schema

<?xml yersion="1.0" enceding="UTF-8"?>
<schema targetNamespage="urn:mpeg:mpeg-m:schema:accesslicenseprotocol:2009"
xmlns :mxmalp="urh: mpeg:mpeg-m: schema:accesslicenseprotocol:2009"
xmlns="httpé A/www.w3 .org/2001/XMLSchema"
xmlns:didi=t0Urn: mpeg:mpeg21:2006:07-DIDL-NS"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:mxmbp="urn: mpeg:mpeg-m: schema: baseprotocol:2009"
xmligsrel -r="urn:mpeg:mpeg21:2003:01-REL-R-NS"
elementFormDefault="qualified" attributeFormDefault="unqualified">

<impo¥t namespace="urn:mpeg:mpeg21:2006:07-DIDL.-NS"
schemaLocation="http://www.dmpf.org/schemas/didl.xsd" />

<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemal.ocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-
schema .xsd" />

<import namespace="urn:mpedg:mpeg-m:schema:baseprotocol:2009"
schemal.ocation="mxmbp .xsd" />

<import namespace="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
schemal.ocation="http://www.dmpf.org/schemas/rel-r.xsd" />

<!l —-— R R R R I I P R R R R I I I R R R R R I I R R R R R 2 R R R R R I P R R R S R I R R I S I e 2 O ——>
<!-- AccessLicenseProtocolType ——>
<l —-= R R A b I b b S b R I b I S I S b e b I b b S I S R R I I S b b I R I R I b S ——%
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<complexType name="AccessLicenseProtocolType" abstract="true">
<complexContent>
<extension base="mxmbp:ProtocolType" />
</complexContent>

</complexType>

<! —-= R I R R R R R I I I R R R R R R I I R I R R R I I I R R R R R I I R R S R R R R I I I I R R R R A 2 ——>
<\ —— Ack -—>
PO i o R R R S e S e O S R R e e ——>

<element name="Ack" type="mxmalp:AckType" />
<complexType name="AckType">
<complexContent>
<extension base="mxmalp:AccessLicenseProtocolType">
<sequence minOccurs="0">
<element ref="mxmbp:ProtocolResult"/>

</sequence>
<attribute name="Result" type="boolean" use="requimed"/>
</extension>
</complexContent>
</complexType>
<!__ ER R IR R IR e P b S S R R SR S 2 2 S b R R IR S 2 b S b R I 2 I b S R R R I S I R b R R SR R T S I I S S b S I S 2 2 o —+>
<!-- RequestLicense -1>
<!__ ER R R R IR b b S S R R SR S 2 b b b R R IR S 2 b I S b b R I 2 I b S R R R I S e R 95 b Sk I I e b b S b S R S 2 2 —+>

<element name="RequestLicense" type="mxmalp:RegquéstLicenseType" />
<complexType name="RequestLicenseType">
<complexContent>
<extension base="mxmalp:AccessLicenseProtocolType">
<sequence>
<choice>
<element name="ConténtIdentifier"
gype="mxmbp:ContentIdentifierType" />
<element name=!LicenseID" type="anyURI"/>
</choice>
<element ref="wél-r:license" minOccurs="0"/>
<element ref=Vdsig:Signature" minOccurs="0"/>

</sequence>
</extension>
</complexContent>
</complexType>
<!__ EE I I I S I S S e S S R S S I e I S R S S I e I S R S S S I I I I S R S R S I e e I R S S S S e S S e -+ >
<€l == RequestlLicenseResponse -1+>
<!__ R R R R R o e I R R R R R I I I R R R R R I R R R R I I I R R R R R R I I S R R R R I A 2 2 b L I S >

<element name="RequestLicenseResponse"
gype="mxmalpsRequestlLicenseResponseType" />
<complexXxType name="RequestLicenseResponseType">
<CaomplexContent>
<extension base="mxmalp:AccessLicenseProtocolType">
<sequence>
<choice>

Clclllcllt J_Cf—"l_cl L .lJ‘_k,CJ.lDC"
<element name="ErrorCode" type="mxmbp:ResultCodeType" />
</choice>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
<attribute name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
</complexType>
</schema>

Figure A.4 — The mxmalp schema
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A.5 The MXM Authenticate Content Protocol schema

<?xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="urn:mpeg:mpeg-m:schema:authenticatecontentprotocol:2009"

xmlns :mxmaucp="urn:mpeg:mpeg-m: schema:authenticatecontentprotocol:2009"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns :mxmbp="urn: mpeg:mpeg-m: schema :baseprotocol:2009"
xmlns:didl="urn:mpeg:mpeg2l1:2006:07-DIDL-NS"
xmlns:didl-msx="urn:mpeg:maf: schema:mediastreaming:DIDLextensions"
mlna-doig="hittp. wuww w3 o0ra/2000/09/xmldsigH”

<import namespace="http://www.w3.0rg/2000/09/xmldsig#"

schemall
schema
<im
schemall
<im
schemall
<im|
schemall
<im
schemall
<!-
<!-
<!-
<co

</c
<!-
<!-

<!-F

<el
<co

</c
<!-
<!-
<!-

xmlns:dii="urn:mpeg:mpeg2l1:2002:01-DII-NS"
elementFormDefault="qualified" attributeFormDefault="unqualified">

Llocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-coret
xsd" />

port namespace="urn:mpeg:mpeg2l:2006:07-DIDL-NS"
Llocation="http://www.dmpf .org/schemas/didl .xsd" />

pbort namespace="urn:mpeg:mpeg-m: schema:baseprotocol:2009"
Llocation="mxmbp.xsd" />

bort namespace="urn:mpeg:maf:schema:mediastreaming:DIDLextensions"
Llocation="http://www.dmpf .org/schemas/didl-msx.xsd" />

bort namespace="urn:mpeg:mpeg2l:2002:01-DITI-NS"
location="http://www.dmpf .org/schemas/dii.xsd"/>
R R R R e I e R R R R R R 2 I R R R R R I e 2 R R R e ——5
- AuthenticateContentProtocolType -—-->

R R I R R S b S S e I b b b S b R b b R b R R I I IR R b R I e N>

hplexType name="AuthenticateContentProtocolType" abstract="true">
<complexContent>

<extension base="mxmbp:ProtocolType!y>
</complexContent>

bmplexType>
S R R I b S b I I b S I b I b b b S e S R I R I S I b ——>
- Ack -——>

R R I S b S S R I 2 R I I SR I S I I S R R 2 S e I R I S I =S

ement name="Ack" type="mxmawucp:AckType"/>
hplexType name="AckType">
<complexContent>
<extension base={mxmaucp:AuthenticateContentProtocolType">
<sequence min®ccurs="0">
<elemenht) ‘ref="mxmbp:ProtocolResult" />

</sequence>
<attrillte name="Result" type="boolean" use="required"/>
</extension>
</complexContent>
bmp 1 exType>
R R e s R R S e I e R R R R e R R R R R I I 2 R R o e =S
- AuthenticateContentRequest ——>
G R I R R R e I 2 R R R I 2 I R S R R I e 2 R R R e =S

<element name="AuthenticateContentRequest"
type="mxmaucp:AuthenticateContentRequestType" />
<complexType name="AuthenticateContentRequestType">

<complexContent>
<extension base="mxmaucp:AuthenticateContentProtocolType">
<sequence>
<choice>
<element name="DCIInfo" type="mxmaucp:InfoType"/>
<element name="DCI" type="didl:DIDLType"/>
</choice>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
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</extension>
</complexContent>
</complexType>
<complexType name="InfoType">
<complexContent>
<extension base="mxmbp:ProtocolBaseType">
<sequence>
<element name="ID" type="anyURI"/>
<element name="Signature" type="dsig:SignatureType"
minOccurs="0" maxOccurs="unbounded" />

</sequence>
</extension>
</complexContent>
</complexType>
<!__ ER R R b 2 I b b b b I I b b b b S S I i b b ——>
<!—— AuthenticateContentElementRequest ——>
<!__ ERE I I I S R R R R I I I R R R R R I I I R I R R R R I R R R R I I ——>

<element name="AuthenticateContentElementRequest"
gype="mxmaucp:AuthenticateContentElementRequestType" />
<complexType name="AuthenticateContentElementRequestType">
<complexContent>
<extension base="mxmaucp:AuthenticateContehtProtocolType">
<sequence>
<element name="ContentElementInfe" type="mxmaucp:InfoType"|/ >
<element ref="dsig:Signature".minOccurs="0"/>

</sequence>
</extension>
</complexContent>
</complexType>
<!__ ERE I I I R R R R R I I I R R R R R I I R R R R R R I e R b R R R I I ——>
<!-- AuthenticateResponge —I—>
<!__ R R R S S R R R IR I 2 S S E R IR I I S R I e e 2 S b R R S S I ——>

<element name="AuthenticateResponse"
gype="mxmaucp:AuthenticateResponseType" />
<complexType name="AuthenticateResponseType">
<complexContent>
<extension baSe="mxmaucp:AuthenticateContentProtocolType">
<sequenges
<choice>
<element name="ContentSignature" type="dsig:SignatureType"/>
<element name="AuthenticationResult" type="boolean"/>
<element name="ErrorCode" type="mxmaucp:ErrorCodeType" />
</choice>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</ complexType>

stmprefype mame—'Frrortodefype™
<restriction base="string">
<enumeration value="HASH MISSING"/>
<enumeration value="HASH_ CORRUPTED"/>
</restriction>
</simpleType>
</schema>

Figure A.5 — The mxmaucp schema
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A.6 The MXM Domain schema

<?xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="urn:mpeg:mpeg-m:schema:domain:2009"
xmlns :mxmd="urn:mpeg:mpeg-m: schema:domain:2009"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:rel-r="urn:mpeg:mpeg21:2003:01-REL-R-NS"
xmlns:rel-sx="urn:mpeg:mpeg21:2003:01-REL-SX-NS"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
mlngs:-xenc="http- wuww w3 orag/2001/04 mlenc#"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemallocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-{coret
schema |xsd" />
<import namespace="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
schemallocation="http://www.dmpf.org/schemas/rel-r.xsd" />
<import namespace="urn:mpeg:mpeg2l:2003:01-REL-SX-NS"
schemallocation="http://www.dmpf.org/schemas/rel-sx.xsd" />
<import namespace="http://www.w3.0rg/2001/04/xmlenc#"
schemallocation="http://www.w3.0rg/TR/2002/REC-xmlenc-core-20021210/xenc-
schema |xsd" />
<complexType name="DomainBaseType" abstract="true"/>
<complexType name="IDType">
<sequence>
<choice>
<element name="id" type="anyURI"/>
<element ref="dsig:X509Data" minOccu¥s="0"/>
</choice>
</sequence>
</cpmplexType>
<elpment name="DomainID" type="mxmd:DdomainIDType" />
<complexType name="DomainIDType">
<complexContent>
<extension base="mxmd:IDType">
<sequence>
<element ref="mxmd:DomainManagerID" />
</sequence>
</extension>
</complexContent>
</cpmplexType>
<elpment name="DACreédentials" type="mxmd:DomainCredentialType"/>
<elpment name="DeMmainMembershipCredentials™"
type="1mmxmd: DomainCxredential Type" />
<complexTypesname="DomainCredentialType">
<sequence>
<élement ref="mxmd:AccessID"/>
<eélement ref="mxmd:AccessPassword"/>
</fsequence>
</complexType>
<element name="DomainManageInfo" type="mxmd:DomainManageInfoType"/>
<complexType name="DomainManageInfoType">
<complexContent>
<extension base="mxmd:DomainBaseType">
<sequence>
<element ref="mxmd:DomainID"/>
<element ref="mxmd:DACredentials" minOccurs="0"/>
<element ref="mxmd:DomainMembershipCredentials" minOccurs="0"/>
<choice minOccurs="0" maxOccurs="2">
<element ref="mxmd:User"/>
<element ref="mxmd:Device"/>
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