INTERNATIONAL ISO/IEC
STANDARD 23004-7

First edition
2008-02-15

Information technology — Multimedia
Middleware —

Part 7:
System integrity management

Technologies de l'information — Intergiciel multimédia —

Partie 7: Gestion de lintegrité de systeme

Reference number
ISO/IEC 23004-6:2008(E)

1EC

© ISO/IEC 2008


https://standardsiso.com/api/?name=e26954e632ea08e60b55d8bb6cc8249a

ISO/IEC 23004-6:2008(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

© ISO/IEC 2008

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

COPYRIGHT PROTECTED DOCUMENT

ISO copyright office
Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11
Fax + 4122749 09 47
E-mail copyright@iso.org
Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=e26954e632ea08e60b55d8bb6cc8249a

ISO/IEC 23004-7:2008(E)

Contents Page
oY o o iv
0o T [0 4 o o T \'
£ T o - S PRTTPRURURPY .\ NSRRI 1
Normative referenCes ...t s e (e e e e 1

Terms and definitions .........ooo i b b 1

.1 Specification terms and definitions........ccccove e TS 1
.2 Realization terms and definitions..........cccccciiiicciinccc e A S T e 6
Abbreviated terms ........cccccimiiiii s s 7
Overview of interface sUites........cccccceeiiiiiii e S s e 7
Integrity Management interface suites.........cccocomiiiiinicciin s s e 8

.1 Interface suites for extraction and modification of the software configuration ................ueee. 8
.2 Management activation interface SuUites ... mh e s 29
.3 Support interface SUItes ... s b 39
Realization OVerview ... ol Wb nnnn 49

.1 T Yo 11T o ) o T S S N R 49
.2 System Integrity management mechanisms .. &l e 49
.3 Roles in System Integrity Management .......00 ..cccoirinnncrinne e e 50
System Integrity Management realization............ccccccoomiiiricmn e e 51

.1 LT ] = LT - S 51
.2 Behavior VIeW ... 5 s sssss s ssss s s s snssnah e 56
.3 Deployment VIEW ........ccccvinnieeenitbad i s sssssssssssssh s 60
.4 £ T o7 4 = T g [ X TR TR 64
nnex A (informative) M3W component models .........ccccceriiiiimiinnin b 65
nnex B (informative) Example diagnostic checks..........cccovvimiiiiinii b 67
nnex C (informative) Example SCeNArios .........cccoviriiniininissrsir s s s ah e ssanes 70
nnex D (informative) dntegrity Management example XML schema definitions........c.ccccccvcnninciic e, 72
[0 Lo T | =T ] 22 R 76
© ISO/IEC 2008 — All rights reserved iii


https://standardsiso.com/api/?name=e26954e632ea08e60b55d8bb6cc8249a

ISO/IEC 23004-7:2008(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo

Internati
The mai
Standarg

an Intern

Attention
subject g

ISO/IEC

Subcomimittee SC 29, Coding of audio, picture, multimedia and hypermedia information.

ISO/IEC

Middleware:

—  Part

—  Part

—  Part

—  Part

—  Part

—  Part

—  Part

led by the respeciive organization to deal with particular fields of technical activity. 1ISO and JEC
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
h task of the joint technical committee is to prepare International Standards. |Praft International

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication gs
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

[¢]

is drawn to the possibility that some of the elements of this part ‘of_ISO/IEC 23004 may be th
f patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights,

23004-7 was prepared by Joint Technical Committee ISONEC JTC 1, Information technolog)

23004 consists of the following parts, under the general title Information technology — Multimedia

1: Architecture

2: Multimedia application programming intefface (API)
3: Component model

4: Resource and quality management

5: Component download

6: Fault management

7: System integtity management
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Introduction

Software systems continuously evolve; both during their development and during deployment. To cater for an
increasing demand for flexibility, the M3W architecture provides means for the dynamic replacement, removal
and addition of components in a deployed system. This facility enables a number of new usage scenarios
wWhich can increase the value of a terminal. However, this facility also endangers the software integiity of the
slystem and creates the need for terminal management activities that aim to maintain and (if\ngcessary)
bstore software integrity. Ideally, a terminal is managed automatically, implying little or no human intervention.

—

Jystem Integrity management techniques aim to maintain/restore a consistent softwarejconfiguratign that is
sufficient for a specific terminal. These techniques verify that component configurations "fit" with @ device,
where the following fits have been identified.

—+ Business fit: This depends for example on whether or not a user has paid.for.certain components|

—+ Technical fit: This deals with whether or not components are for_the "right" platform, all|required
dependencies can be fulfilled, and design guidelines are obeyed.

—+ Resource fit: This deals with verifying that the resource demands of applications are in line|with the
capabilities of the terminal.

© ISO/IEC 2008 — All rights reserved Vv
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INTERNATIONAL STANDARD ISO/IEC 23004-7:2008(E)
Information technology — Multimedia Middleware —
Part 7:
System integrity management
Scope

his part of ISO/IEC 23004 defines the MPEG Multimedia Middleware (M3W) "technology | Integrity

anagement Architecture. It contains the specification of the part of the M3W, application programming
imterface (API) related to Integrity Management as well as the realization. The M3W"API specification|provides

i$ relevant for those who are making an implementation of an Integrity Management framework for M3

Normative references
he following referenced documents are indispensable for/the application of this document. F
references, only the edition cited applies. For undated.feferences, the latest edition of the rg
cument (including any amendments) applies.

IO/IEC 23004-1, Information technology — Multimedia Middleware — Part 1: Architecture

ISO/IEC 23004-3, Information technology — Multimedia Middleware — Part 3: Component model

Terms and definitions

or the purposes of this document, the following terms and definitions apply.

.1 Specification terms and definitions

1.1
Pl specification
ecification ofa-Collection of software interfaces providing access to coherent streaming-related fung

.1.2
terface'suite
llection of mutually related interfaces providing access to coherent functionality

uniform view of the Integrity Management functionality provided by M3W. The specification of the realization

W.

or dated
ferenced

tionality

3.1.3
logical component
coherent unit of functionality that interacts with its environment through explicit interfaces only

314
role
abstract class defining behavior only

3.1.5

role instance
object displaying the behavior defined by the role

© ISO/IEC 2008 — All rights reserved
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3.1.6
attribute
instance variable associated with a role

NOTE Attributes are used to associate state information with roles.

31.7
signature
definition of the syntactic structure of a specification item such as a type, interface or function in IDL

NOTE [For CTfunctions, signature 1S equivalent 1o prototype.

3.1.8
specification item
entity defined in a specification

NOTE |Data type, role, attribute, interface and function are examples of specification items.

3.1.9
qualifien
predefingd keyword representing a property or constraint imposed on a specification,item

3.1.10
constraint
restriction that applies to a specification item

3.1.11
executign constraint
constrairlt on multi-threaded behavior

3.1.12
model type
data type used for specification (modeling) purposes_only

NOTE |Set, map and entity are example of model types.

3.1.13
model cpnstant
constant|used for specification (modeling) purposes only

3.1.14
enum element type
enumergted type whose values can be used to construct sets (bit vectors) of at most 32 values by logical
or-ing

3.1.15
enum seqt type
32-bit integer data type representing sets of enumerated values

3.1.16
set type
data type whose values are mathematical sets of values of a specific type

NOTE  Unlike enum sets, these sets may be infinite.
3.1.17
map type

data type whose values are tables mapping values of one type (the domain type) to values of another type
(the range type)

NOTE  Maps are a kind of generalized array.

2 © ISO/IEC 2008 — All rights reserved
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3.1.18
entity type
class of objects that may have attributes associated with them

3.1.19

interface-role model

extended Unified Modeling Language class diagram showing the roles and interfaces associated with a logical
component, and their mutual relations

3.1.20

lpgical component instance
imcarnation of a logical component: a configuration of objects displaying the behavior defined by tfle logical
mponent

.1.21
rovides interface
imterface that is provided by a role or role instance

.1.22
requires interface
imterface that is used by a role or role instance

.1.23

pecialization

havoral inheritance

finition, by a role, of behavior which implies the behavior defined by another role

OTE A role S specializes a role R if the behavior defined, by S implies the behavior defined by R, i.e. if S|has more
specific behavior than R.

t of all parameters that can be set at instantiation time of a logical component, and that will nof change
uring the lifetime of the logical component

.1.25
andatory interface
rovides interface of a role that should be implemented by each instance of the role

rovides interface of)a role that need not be implemented by each instance of the role

.1.27
onfigurable'item
rameterthat can be set at instantiation time of a logical component, usually represented by a role aftribute

.1:28
diversity attribute
role attribute that represents a configurable item

3.1.29
instantiation
process of creating an instance (an incarnation) of a role or logical component

3.1.30

initial state
state of a role instance or logical component instance immediately after its instantiation

© ISO/IEC 2008 — All rights reserved 3
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3.1.31
observable behavior
behavior that can be observed at the external software and streaming interfaces of a logical component

3.1.32
function behavior
behavior of the functions in the provides interfaces of a role

3.1.33
streaming behavior

input-outputbenaviorof the streams assoclated withrarote ———________________________________ |

3.1.34
active behavior
autonompus behavior that is visible at the provides and requires interfaces of a role

3.1.35
instantiation behavior
behavior|of a role at instantiation time of a logical component

3.1.36
indepengdent attribute
attribute whose value may be defined or changed independently of other attributes and entities

3.1.37
dependeént attribute
attribute whose value is a function of the values of other attributes or éntities

3.1.38
invariant
assertior] about a role or logical component that is always trué from an external observer’s point of view

NOTE |In reality, the assertion may temporarily be violated.

3.1.39
callback interface
interface|provided by a client of a logical component whose functions are called by the logical component

NOTE |A notification interface is an example of this, but there may be other call-back interfaces as well, e.g. associatgd
with plug-ns.

3.1.40
callback-compliance
general ¢onstraint that the functions in a callback interface should not interfere with the behavior of the callg
in an undesirable way;such as by blocking the caller or by delaying it too long

-

3.1.41
event nqtification
act of re;rorting the occurrence of event to ‘interested’ objects

3.1.42
event subscription
act of recording the types of event that should be notified to objects

3.1.43
cookie
special integer value that is used to identify an event subscription

NOTE  Clients pass cookies to a logical component when subscribing to events. Logical components pass cookies back
to clients when notifying the occurrence of the events.

4 © ISO/IEC 2008 — All rights reserved
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3.1.44
event-action table
table associating events that can occur to actions that will be performed in reaction to the events

NOTE  This is used to specify event-driven behavior.

3.1.45
non-standard event notification

2008(E)

event notification that is accompanied by other actions (such as state changes of the notifying logical

component

rple (usually a client role) whose active behavior consists of calling functions in interfaces without an
nstraints on when these calls will occur

.1.48

ontrol interface

imterface provided by a logical component that allows the logical component’s functionality to be con
client

.1.49

otification interface

imterface provided by a client of a logical component;that is used by the logical component to r
ccurrence of events to the client

.1.50
pecialized interface
imterface of a role R that is inherited from anether role and is further constrained by R

.1.51
recondition
sertion that should be true immediately before a function is called

OTE The apstract action usually defines which variables are modified and/or which out-calls are made by th

.1.53
ut-call

y a priori

rolled by

bport the

hed by a

e function.

n-out-going function call of an object on an interface of another object

3.1.54
postcondition
assertion that will be true immediately after a function has been called

3.1.55
asynchronous function
function with a delayed effect

NOTE  The effect of the function will occur some time after returning from the function call.

© ISO/IEC 2008 — All rights reserved
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3.2 Realization terms and definitions

3.21
application layer
software Layer that contains the software entities that provide functions to a user

3.2.2
middleware layer
M3W and other middleware

3.23
platforni layer
operating system (OS) and hardware that executes the OS

3.24
error
unwantefl software state that is liable to lead to a failure

3.25
failure
event that occurs when the delivered service of a system deviates from correct service

3.2.6
fault
adjudged or hypothesized cause of an error

3.2.7
monitoring
retrieving the model describing the current configuration of a.terminal

3.2.8
diagnosj|s
identification of faults in the configuration of the terminal based on the model that describes the configuration

3.2.9
repair
removal pf faults from the software configuration of the terminal

6 © ISO/IEC 2008 — All rights reserved
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4 Abbreviated terms

API Application Programming Interface
IDL Interface Definition Language
M3W  Multimedia Middleware

(015 Operating System

UML Unified Modeling Language

Integrity Management is specified using four logical components:

2008(E)

his is an informative clause. The M3W Integrity Management framework enables maintaining and rg

Overview of interface suites

nsistent software configuration on a terminal in the period that it is owned and used by a‘user. Th

Terminal: The main responsibilities of the Terminal are to expose a model-of the current
configuration and to offer basic software configuration facilities.

Terminal Manager: The main responsibilities of the Terminal Manager.are monitoring (model rg
diagnosis (finding faults in the software configuration based) and repair (generation and execu
repair script that consists of basic configuration actions).

Database: The main responsibility of the Database is to_frovide knowledge. Knowledge is
diagnosis (rules) and for repair (solutions).

Notification: This logical component enables triggering-the Integrity Management framework whe
errors occur. The notification logical component will coordinate the monitor, diagnosis and repa
of the terminal manager. This notification can becused by a Fault Management framework as sp
ISO/IEC 23004-6.

storing a
e API for

software

trieving),
tion of a

used for

n a lot of
r actions
ecified in

Integration of the Integrity Management Framework shall be done according to ISO/IEC 23004-1. Thq Integrity
Nlanagement framework uses the Componént Model as specified in ISO/IEC 23004-3.
QA
U rﬁf\srm V-l ew— Applications and other middleware
support F funetional
i Q0 0 o i |
M3Wi_ ~NJ V.
API | Terminall | Terminal Man.l | Notiﬁcationl
I
Runtime Environment
API
Computing Platform
Figure 1 — M3W Integrity Management API
© ISO/IEC 2008 — All rights reserved 7
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6 Integrity Management interface suites

6.1 Interface suites for extraction and modification of the software configuration

6.1.1 Terminal

6.1.1.1

The Inte

Concepts

—

rity Management framework enables maintaining a consistent software configuration of a device th

can be u
Integrity

— Ena

pgraded and extended in the period that it is owned and used by a consumer. One of the roles in‘the
Management framework is the terminal role. This role has two major responsibilities:

ble extraction of a model of the current software configuration: This model contains information lik

[¢]

the gxecutable components that are registered, services that are registered, complies relations that ane
registered, applications that are installed, etc.

— Proyide basic configuration facilities: This includes facilities for (un)registration of execttable components
with|the runtime environment, (un)installation of models, execution of models and”downloading of neyw
M3W components.

The ternfinal role is usually used by the Terminal Manager role, which is responsible for monitoring, diagnosis

and repgir. The Terminal provides the Terminal Manager with a means, té_extract information and to apply

changes

6.1.1.2 | Types and Constants

6.1.1.21 Public Types and Constants

6.1.1.2.1{1 Error Codes

Signature

const rcResult RC_ERR_TERMINAL_NOTWALLOWED = 0x00000001;

const rcResult RC_ERR_TERMINAL .INVALID_LOCATION = 0x00000002

const rcResult RC_ERR_TERMINAL:» INVALID_COMPONENT = 0x00000004

const ¥cResult RC_ERR _TERMINAL_ ALREADY REGISTERED = 0x00000008

const ¥cResult RC_ERR_TERMINAL_ UNKNOWN_COMPONENT = 0x00000010

Qualifiefs

— Error-codes

Description

The nonistandard error codes that can be returned by functions of this logical component

© ISO/IEC 2008 — All rights reserved
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Constants
Table 1
Name Description
RC_ERR_TERMINAL_NOT ALLOWED This error 1s returned when
the operation is not allowed
RC_ERR_TERMINAL_INVALID_LOCATION This error is returned on &h
attempt to use an invaligd
location. For example upon
registration of an executablg
component.
RC_ERR_TERMINAL_INVALID_ COMPONENT This error is 4xeturned on ZE
attempt to register
invalid execdutable component
RC_ERR_TERMINAL_ALREADY_REGISTERED This erfdr is returned on an
attempt to register an
ex€écutable component multiple
times.
RC_ERR_TERMINAL_UNKNOWN_COMPONENT This error is returned on an
attempt to modify the
registered information
related to an executable
component that is not known
to the runtime environment.
6.1.1.2.1.2 rcRuntime_ComponentRecord_t
Signature
dtruct _rcRuntimesComponentRecord_t
UUID (empId;
Stxixg location;
] rcRuntime_ComponentRecord_t, *prcRuntime_ComponentRecord_t;
Qualifiers
- ~‘struct-element

Description

Data structure used to pass and store registration of an executable component.

© ISO/IEC 2008 — All rights reserved 9
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6.1.1.2.1.3 rcRuntime_ContainerRecord_t
Signature

struct _rcRuntime_ ContainerRecord_t {
UUID cmpId;
UUID svcId;
} rcRuntime_ContainerRecord_t, *prcRuntime_ContainerRecord_t;

Qualifiers
— strugt-element

Description

Data strpucture used to pass and store registration of the containment of a service by-an executabl

component.

6.1.1.2.114 rcRuntime_CompliesRecord_t
Signature
struct|_rcRuntime_CompliesRecord_t {
UUID complying;

UUID blueprint;
} rcRunptime_CompliesRecord_t, *prcRuntime_CompliesRecord_t;

Qualifiers
— strugt-element
Description

Data strycture used to pass and store registration of the complies relation between services.

6.1.1.2.1}5 rcTerminal_ModelRecord_t
Signature
struct|_rcTerminal_ModelRecord_t {
UUID mdlId;

Strimg. location;
} rcTerminal_ModelRecord_t, *prcTerminal_ModelRecord_t;

Qualifiers

— struct-element
Description

Data structure used to model the installed models.

10 © ISO/IEC 2008 — All rights reserved
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6.1.1.2.1.6 rcTerminal_M3WComponentRecord_t

Signature

struct _rcTerminal_M3WComponentRecord_t {
UUID m3wCmpId;

String location;
} rcTerminal_M3WComponentRecord_t, *prcTerminal_M3WComponentRecord_t;

Quatifiers

-+ struct-element
Description

Data structure used to model the (downloaded) M3W components that are availableen-the device.

6.1.1.2.2 Model Types and Constants

None
6.1.1.3 Logical Component

6.1.1.3.1 Interface Role Model

-

igure 2 — Interface Role Model depicts the interface-role.model of the Terminal logical component (grey box).
I{ shows the interfaces and the roles involved with this-component.

TerminalClient

0~ y

rcIMqLdel
¥ rclTerminalSource

Terminal

Figure 2 — Interface Role Model

The Terminal logical component contains the Terminal role. The Terminal role implements the rcIModel
interface and the rcITerminalSource interface. The rcIModel interface is used to expose a model of the
configuration of the terminal. The rcITerminalSource interface offers a number of basic configuration
facilities to change the software configuration of the terminal.

© ISO/IEC 2008 — All rights reserved 11
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6.1.1.3.2 Diversity
6.1.1.3.2.1 Provided Interfaces
Table 2
Role Interface Presence
Terminal rcIModel Mandatory
Terminal rcITerminalSource Mandatory
6.1.1.3.212 Configurable Items

The behaviour of the Runtime Environment depends on a registry that contains information on:

— the available executable components,

— whigh services are contained by these executable components, and

— whigh services are compatible.

The regigtry content can be changed using the basic configuration facilities of the terminal role. The registi
componentRecords,

content

is specified using

complig¢sRecords.

The Terminal role also supports downloading of M8W components and installation of models that an
containefl by these M3W components. The installed models are modeled by the modelRecords. The M3V
Compongnts that are resident on the device are_ models using the m3wComponentRecords

the following attributes:

Q<

containerRecords an

< O

Table 3
Role Attribute
Terminal componentRecords
Terminal containerRecords
Terminal compliesRecords
Terminal modelRecords
Terminal m3wComponentRecords
6.1.1.3.2.3 Constraints
None.

12
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6.1.1.3.3 Instantiation
6.1.1.3.3.1 Objects Created

The Terminal role is a singleton. At most one instance on a device can be created.

Table 4

Type Object Multiplicity

Terminal terminal 1

6.1.1.3.3.2 Initial State

—

he following constraints apply to the initial state of a logical component instancé:

— none

6.1.1.3.4 Execution Constraints

Tlhe Terminal logical component is thread-safe.
6.1.1.4 Roles

6.1.1.4.1 Terminal

()]

ignature

Hole Terminal {

rcRuntime_ComponentRecorddyt componentRecords|[];
rcRuntime_ContainerRecord it containerRecords|[];
rcRuntime_CompliesRecerd_t compliesRecords|[];
rcTerminal ModelRecord 't modelRecords|[];
rcTerminal_M3WComponentRecord_t m3wComponentRecords|[];

3

Qualifiers

-+ Root

Description

The_Terminal role enables extraction of a model (rcIModel) of the current configuration of a device and
provides a number of basic configuration facilities (rcITerminalSource) to modify this configuration. The
model that can be extracted can be used for diagnostic purposes. The basic configuration facilities can be
used to modify the configuration (repair).

© ISO/IEC 2008 — All rights reserved 13
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Independent Attributes
Table 5
Attribute Description
Used to store the uuid's of the
componentRecords

registered executable components and the
location on locally accessible storage.

Used to store the binding between

containerRecords .
services and executable components.

Used to store the "complies" relation

compliesRecords .
between services.

Used to store the models that) are

modelRecords installed on the device.

Used to store the M3W CompdOnents that

m3wComponentRecords . .
P are resident on the devide.

Invariants

— Non

[

Instantigtion
The Terpinal role is always created as part of.the Terminal logical component.
Active Behavior

The Terpinal role has no active behavior.
6.1.1.5 | Interfaces

6.1.1.5.1 rciModel
Qualifiers

— Non

[

Description

This interface enables extraction (and some manipulation) of a model of the current configuration of the device.
This model can be used for diagnostic purposes part of the Integrity Management framework.

Interface ID

{ CE752B0D-3795-D811-87C6-0008744C31AC }

14 © ISO/IEC 2008 — All rights reserved
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Signature

rcResult inspect (
[in] String elementId,
[out] String element
)

ISO/IEC 23004-7:2008(E)

Qualifiers
—+ Thread-safe

Description

Retrieve a selection of the model that describes the configuration of the device.

HRarameters
Table 6
Name Description
elementId XPath [13] expression-that identifies a selection of the
model of the configuration of the device (self model).
element Output parameter, returning an XML
fragment that contains the requested selection.

Return Values

0

tandard.

Rrecondition

HlementId = X

"Selfmodel" = M

Action

None.

Rostcondition

Element = "XML fragment of the self model selected by X"

"Selfmodel" = M

© ISO/IEC 2008 — All rights reserved
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6.1.1.5.1.2 update

Signature

rcResult update (

[in] String elementId,
[in] String value
)
Qualifiers
— Thrgad-safe
Description
Update the model of the configuration (self model) of the device. This is used to modify theparts of the self
model thpt are not generated (based on, for example, the registry contents)
Parameters
Table 7
Name Description
elementId XPath [13] expression that identifies a selection of the
model of the configuratien of the device (self model).
value New value for the ‘selection.
Return Values
Only norf-standard error values are listed
Table 8
Name Description
RC_HRR_TERMINAL_NOT ALLOWED This error is returned when the

operation is not allowed.

Precon<:1ition

ElementId = X

Action

None.

16
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Postcondition

X specifies part of self model that is generated automatically =
return value is RC_ERR_TERMINAL_NOT_ALLOWED
otherwise self model is updated according to value.

6.1.1.5.1.3 take

Signature

YcResult take (
[in] String elementId,
[out] String element

Qualifiers

—  Thread-Safe

Description

Retrieve and remove a selection of the model of the configuration of the device (self model).

Rarameters
Table9
Name Description
elementId XPath 13] expression that identifies a selection of the
model of the configuration of the device (self model)
element Output parameter, used for returning an XML
fragment that contains the requested selection.

Return Values

nly non-standard,errof values are listed

Table 10

Name Description

RC' ERR_TERMINAL_NOT_ALLOWED This error is returned when| the

=z 2 = 11 |
OpCTLIaCTTITUIT .5 [TUC arTOWCT

Precondition
ElementId = X

"Selfmodel" = M

© ISO/IEC 2008 — All rights reserved 17
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Action

None.

Postcondition

Element = "XML fragment of the self model selected by X"

"Selfmodel" = M \ "fragment of the self model selected by X"

6.1.1.5.20 rclTerminalSource

Qualifie

— Thrgad-Safe
Description

This intefface provides basic configuration facilities that enable modification of the configuration of the devicg.

This inc

containefl by the M3W components.
Interface ID

{ 08D0F381-2099-D811-87C6-0008744C31AC }

6.1.1.5.2(1 registerComponent

Signatu

rcResult registerComponent (

[in] |pUUID cmpId,
[in] |String location
) ;
Qualifiefs
synchrorjous
thread-s

Descrip

Add the

18

S

udes changing the registry contents, downloading M3W components/and installation of models

e

]:fe
ion

bxecutable.component to the registry so that it can be loaded dynamically at a later time.
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Parameters
Table 11
Name Description
Reference to the identified of the
cmpId
executable component.
Location on locally accessible storage
location where the executable component is
located
Return Values
nly non-standard error values are listed
Table 12
Name Description

RC_ERR_TERMINAL_INVALID_LOCATION

The location is not wvalid

RC_ERR_TERMINAL_INVALID_COMPONENT

The executable component
valid
M3W component model) .

is

(does not comply with

not
the

RC_ERR_TERMINAL_ALREADY_REGISTERED

The component is

registered

alr

cady

Rrecondition

domponentRecords A
ction
None

Rostcondition

mmpmﬂmﬂkDaﬂmrﬂc = A ﬂmpTﬂ,

location

6.1.1.5.2.2 unregisterComponent
Signature
rcResult unregisterComponent (

[in] pUUID cmpId
)

© ISO/IEC 2008 — All rights reserved
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Qualifiers
synchronous
thread-safe
Description

Remove the executable component from the registry.

Paramefers
Table 13
Name Description
cmpId Reference to the identifier of [/the
executable component.

Return Values
Default.
Precondition

compongntRecords = A U <cmpId, location>
Action
None

Postcondition

compongntRecords = A

6.1.1.5.213 registerService
Signature

rcResult registerService (
[in] [PUUID cmpld,
[in] [pPUUID.§vcId

) :

Qualifiets.
synchronous
thread-safe

Description

Add the service to the registry so that it can be instantiated at a later time. This operation creates the binding
between the executable component and the service.

20 © ISO/IEC 2008 — All rights reserved
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Parameters
Table 14
Name Description
Reference to the identifier of the
cmpId
executable component.
Reference to the identifier of the
svcIld .
service
Return Values
Only non-standard error values are listed
Table 15
Name Description

The) ' executable component is | not

RC_ERR_TERMINAL_UNKNOWN_COMPONENT .
¥egistered vet.

RC_ERR_TERMINAL_ALREADY REGISTERED The service is already registé¢red

Arecondition

dontainerRecords = A

A N < X, svcId> = ¢ forvall X
Action

None

Hostcondition

dontainérRecords = A U <cmpId, svcId>

6.1:1.5.2.4 unregisterService

Signature
rcResult unregisterService (

[in] pUUID svcId
)
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Qualifiers
synchronous
thread-safe
Description

Remove the service from the registry. This operation removes the binding between the executable component
and the service.

Parameters
Table 16
Name Description
svcId Reference to the identifier ,of! the
service

Return Values

Default.

Precondition

contaimperRecords = A
Action

None

Postcondition
contaimerRecords = A

AN < K, sveclId> = ¢ for-all X

6.1.1.5.2l5 registerComplies
Signature
rcResult registerComplies (

[in] [PUUID complying,
[in] |[PUVID blueprint

) ;

Qualifiers
synchronous

thread-safe
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Parameters
Table 17
Name Description
. Reference to the identifier of the
complying . .
compliant service.
. Reference to the identifier ofi\ the
blueprint . .
blueprint service

Return Values

Only non-standard error values are listed

Table 18

Name

Description

RC_ERR_TERMINAL_NOT_ALLOWED

This operation is not allowed

Arecondition
dompliesRecords = A
Action

None

Rostcondition

6.1.1.5.2:6 unregisterComplies

(¢)]

ighature

dontainerRégerds = A U <complying, blueprint>

rcResult unregisterComplies (
[in] pUUID complying
[in] pUUID blueprint

) ;

Qualifiers
synchronous

thread-safe

© ISO/IEC 2008 — All rights reserved
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Description

Remove a complies relation from the registry.

Parameters
Table 19
Name Description
complvin Reference to identifier of the
pLy1ng compliant service.
. Reference to identifier of the
blueprint

blueprint service

Return Values
Default
Precondition
complig¢sRecords = A
Action
None
Postcondition

contaimerRecords = A \ <complying,\Blueprint>

6.1.1.5.217 installModel
Signature

rcResult installModel A
[in] |pUUID m3wCmpLd,
[in] [PUUID mdlZIch,

[in] |String ledation

) :

Qualifiers

synchronous
thread-safe
Description

Install a model from a M3W Component on the device.

24
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Parameters
Table 20

Name Description

m3wCmpId Reference to the UUID of the M3W Component that
contains the model

malld Reference 1o the UUID of the model that needs 1o be
installed on the device

location . .
Location where to install the model

Return Values

Only non-standard error values are listed

Table 21

Name Description

RC_ERR_TERMINAL_INVALID_LOCATION This error is returned on an

attempt to use an invalid
location. For example for
registration of an executable
component

RC_ERR_TERMINAL_NOT_ALLOWED . . .
This operation is not allowed

Rrecondition

=

3wCmpId € m3wCompofientRecords

NI3W Component withm3wCmpId contains model with mdl11d
Action

Install mode) at the specified location

Rostcondition

<mdlId, location> ¢ modelRecords

6.1.1.5.2.8 uninstallModel
Signature
rcResult uninstallModel (

[in] pUUID mdlId
)
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Qualifiers
synchronous
thread-safe
Description

Uninstall the specified model.

Paramefers
Table 22
Name Description
mdlId Reference to the UUID of the model that needs to be
uninstalled
Return Values
Only norf-standard error values are listed
Table 23
Name Description

RC_HRR_TERMINAL_NOT_ALLOWED . . .
This operation is not allowed

Precondition

<mdlId]location> € modelRecords
Action
Uninstall|(delete) model
Postcondition

<mdlId]locatieri> ¢ modelRecords

6.1.1.5.219 executeModel

Signature
rcResult executeModel (

[in] pUUID mdlId
) :

Qualifiers

synchronous
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Execute a model. This is only possible when the model is executable such as scripts.

Parameters
Table 24
Name Description
mdlId Reference to the UUID of the model that needs to be
executed.

Return Values

Only non-standard error values are listed

Table 25

Name

Description

RC_ERR_TERMINAL_NOT_ALLOWED

This operation is not allowed

Rrecondition

nodelRecord = M

mdlId, location> € M

A

Action
Hxecute the specified model
Rostcondition

njodelRecord = M

Signature

HoResult downloadM3WComponent

I

(

6.1.1.5.2.10 downloadM3WComponent

[ E=N Lo W= T
L1l PpUULD IloWLIINPD1LU

) ;

Qualifiers
Synchronous

Thread-safe

© ISO/IEC 2008 — All rights reserved
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Description

Download a new M3W component. After download the M3W component is resident on the device.

Parameters
Table 26
Name Description
m3wCmpId Reference to the UUID of the M3W component that
needs to be downloaded.

Return Values
Default
Precondition
true

Action
None

Postcondition

m3wCmpld € m3wComponentRecords

6.1.1.5.2111 removeM3WComponent
Signature
rcResult removeM3WComponent (

[in] [PUUID m3wCmpId
) :

Qualifiefs
Synchronous

Thread-dafe

Descrip1ion
Remove a M3W Component from the device
Parameters
Table 27
Name Description
m3wCmpId Reference to the UUID of the M3W component that
needs to be removed.
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Return Values
Default
Precondition
True

Action

None
Rostcondition

3wCmpId ¢ m3wComponentRecords

=)

g.2 Management activation interface suites

6.2.1 Notification

o))

.2.1.1 Concepts

he Integrity Management framework enables maintaining a consistent software configuration of a dgvice that
an be upgraded and extended in the period that it is owned.@and’used by a consumer. One of the roles in the
tegrity Management framework is the notification rolex This role can be used to notify the| Integrity
anagement framework that the device is not working.properly. As a result, the Integrity Management
ramework will monitor, diagnose and when necessary, repair the configuration of the device on a |separate
thread.

=0 -

6.2.1.2 Types and Constants
6.2.1.2.1 Public Types and Constants

6.2.1.2.1.1 Error Codes

DQefault

6.2.1.2.2 Model Types and Constants
None

6.2.1.3 Aogical Component

6.2.1<31 Interface Role Model

igure 3 — Interface Role Model depicis the interface-role model of the Noiification Togical component (grey
box). It shows the interfaces and the roles involved with this component.
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NotificationClient

|
3 relNotify

The Notification logical component contains the Notification role.( The Notification role
implemepts the rcINotify interface. The rcINotify interface can be used to trigger system integrify
manageinent. Calling one of the operations will start monitoring, diagnosis and repair on a different thread ¢f

control.

6.2.1.3.2 Diversity

Notification

Figure 3 — Interface Role Model

6.2.1.3.211 Provided Interfaces

Tablé’28
Role Interface Presence
Notifjcation rcINotify Mandatory
6.2.1.3.212 Configurable Items
None
6.2.1.3.213 Constraints
None.
6.2.1.3.3] ““Instantiation
6.2.1.3.3.1 Objects Created
Table 29
Type Object Multiplicity
Notification notification 1
30
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6.2.1.3.3.2 Initial State

The following constraints apply to the initial state of a logical component instance:
— none

6.2.1.3.4 Execution Constraints

The Notification logical component is thread-safe.

6.2.1.4 Roles

6.2.1.4.1 Notification

()]

ignature

=

ole Notification {

Qualifiers

—  Root

Description

—

he Notification role is used to notify the Integrity Management framework that the device is nof
properly. As a result, the notification role coordinatesymonitoring, diagnosis and repair by the other ro
ntegrity Management Framework on a different thread of control.

ndependent Attributes
None
Invariants

— None

Instantiation
Tlhe Notificatibmrole is always created as part of the Notification logical component.
Active Behavior

Tlhe Netification role has no active behavior.

working
es of the

6.24.5 Interfaces

6.2.1.5.1 rciNotify
Qualifiers

— None
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Description

This interface contains two operations for notification to the integrity management framework that the device is
not working properly. One is without additional information. The other one is provides the UUID of the service
from which an instance is having errors.

Interface ID

{ 3ebab62df-8ab8-4832-be31-40£871874eb3 }

6.2.1.5.1{1 notify
Signature

rcResult notify (
) :

Qualifiers
— asynchronous

— threqd-safe

Description

Notify Infegrity Management framework that the device is not working properly without further information.
Parameters

None
Return Values
Standard
Precondition
true
Action
Coordingdte monitor, diaghose and repair by the other roles of the Integrity Management Framework.
Postcondition

True

6.2.1.5.1.2 notifyWithServiceld
Signature
rcResult notifyWithServiceId (

[in] pUUID svcId
) :
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Qualifiers

— asynchronous
— thread-safe
Description

Notify Integrity Management framework that the device is not working properly with information about the
YUID of the service from which an instance is having errors

Rarameters
Table 30
Name Description
sveld Reference to the UUID of the service-from which an
instance is having errors.

Return Values

Qefault

Arecondition

Hrue

Action

Coordinate monitor, diagnose and repair by the other roles of the Integrity Management Framework.
HRostcondition

grue
6.2.2 Terminal Manager

6.2.2.1 Concepts

—

he Integrity\Management framework enables maintaining a consistent software configuration of a dgvice that
an be upgraded and extended in the period that it is owned and used by a consumer. One of the roles in the
Integrity, Management framework is the Terminal Manager role. This role has 3 major responsibilities:

Q

- ~Monitoring: This basically comes down to extraction of the model that describes the configuratibn of the
terminal (self model).

— Diagnosis: Based on the self model the Terminal Manager will need to determine whether there is a fault
in the configuration.

— Repair: The faults that have been identified during diagnosis will need to be removed when this is

possible. The Terminal Manager will remove the faults by modifying the configuration using the basic
configuration facilities offered by the Terminal role.
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6.2.2.2 Types and Constants

6.2.2.21 Public Types and Constants
6.2.2.2.1.1 Error Codes
Default

6.2.2.2.2 Model Types and Constants

None
6.2.2.3 | Logical Component

6.2.2.3.1 Interface Role Model

Figure 4|— Interface Role Model depicts the interface-role model of the TerminalMandger logical component
(grey box). It shows the interfaces and the roles involved with this component.

TerminalManagerClient

v

o fclTerminalManager

N\

TerminalManager

The TerminalManager logieal component contains the TerminalManager role. The TerminalManage
role implements the rcFTerminalManager interface. The rcITerminalManager interface can be used f
start mohitoring (retrieve”model of the configuration), diagnosis (find faults in the configuration) and repal

(remove [faults from.the configuration).

6.2.2.3.2 Diversity

Figure 4 — Interface Role Model

= O R

6.2.2.3.21 Provided Interfaces
Table 31
Role Interface Presence
TerminalManager rcITerminalManager Mandatory

34
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6.2.2.3.2.2 Configurable Items

None

6.2.2.3.2.3 Constraints

None

6.2.2.3.3 Instantiation

6.2.2.3.3.1 Objects Created

Table 32

Type Object Multiplicity

TerminalManager terminalManager 1

6.2.2.3.3.2 Initial State

—

he following constraints apply to the initial state of a logical cemponent instance:

— none

6.2.2.3.4 Execution Constraints

Tlhe TerminalManager logical component is thread-safe.
6.2.2.4 Roles

6.2.2.41 TerminalManager

()]

ignature

=

ole TerminalManager ({

Qualifiers

—  Roaet

Description

The TerminalManager role is responsible for monitoring, diagnosis and repair. This role usually uses
knowledge from a database (rules and solutions) and the facilities provided by the terminal role (extraction of
the self model and basic configuration facilities).

Independent Attributes

None
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Invariants

— None

Instantiation

The TerminalManager role is always created as part of the TerminalManager logical component.

Active B

ehavior

The TerpminalManager role has no active behavior.

6.2.2.5

6.2.2.5.1
Qualifie

— Non

Description

This is th

Interface ID

{ 04ABj

6.2.2.5.1
Signatu
rcResul

[out

[out

) :

Qualifie

—  syng

Description

Extractio)
there are

Interfaces

rclTerminalManager

S

a)
-

e interface of the TerminalManager that contains the operations<or monitoring, diagnosis and repair

EB2C-3795-D811-87C6-0008744C31AC }

1 monitor
e
t monitor (

String model,
Bool possibleProblem

S

hronous

=

h of the.model of the current configuration (self model) of the device and initial indication on whethg
possible problems.

36
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Parameters
Table 33

Name Description

model Output parameter used to return the self model (xml
fragment)

possibleProblem Ouiput parameter used to Indicate whether there 1s a
possible problem (for example because it changed
since the last diagnosis)

Return Values

0

tandard
Arecondition
grue

Action

None

Rostcondition

6.2.2.5.1.2 diagnose
Signature
rcResult diagnoge) (

[in] String (medel,
[out] Strimng diagnosis

Qualifiers

—+ ~synchronaus

model = "XML fragment describing the configuration of the device"
possibleProblem = "First indication on whether there are possible faults in the configuration”

Nlore detailed specification of the pre.and post condition is platform specific and out of scope of this s

Description

Diagnosis of the configuration based on the self model.

© ISO/IEC 2008 — All rights reserved
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Parameters
Table 34
Name Description
model XML fragment that describes the current configuration
of the device (self model)
diagnosis XML fragment that contains a description of the 1auls
in the configuration.

Return Values
Default
Precondition
model # M
Action
None
Postcondition

diagnogis = "Faults in the configuration of, the device based on M"

More defailed specification of the pre and post conditionis platform specific and out of scope of this standard

6.2.2.5.113 repair
Signature
rcResult repair (
[in] [String model,
[in] |String diagnosis,

[out] Int32 remainihgFaults

) :

Qualifiers

— synghrongus

Descriptian

Repair the faults that have been identified during diagnosis.
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Parameters
Table 35

Name Description

model XML fragment that describes the current configuration
of the device (self model)

diagnosis XML fragment that contains a description of the 1aults
in the configuration.

remainingFaults Output parameter that contains the number of faults
that could not be removed.

Return Values

Default

Rrecondition

nodel = M
diagnosis = D
Action

Remove the faults expressed in D.

Rostcondition

———

BO/IEC 23004.

oD

.3 Support interface suites
6.3.1 Database

6.3.1.1 Concepts

HemainingFaults = number ofJ faults that could not be removed.

lore detailed specification of the pre and post condition is platform specific and out of scope of th|s part of

Tlhe Integrity Management framework enables maintaining a consistent software configuration of a dgvice that
can be upgraded and extended |n the period that it is owned and used by a consumer. One of the roles in the

, that are

used by the |ntegr|ty management framework Rules are used durlng dlagn03|s where a number of checks
are performed in order to find the rules that are violated. Known solutions are used for repairing the

configuration of a device.
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6.3.1.2 Types and Constants
6.3.1.21 Public Types and Constants

6.3.1.2.1.1 Error Codes
Signature

const rcResult RC_ERR_DATABASE_NOT_ALLOWED = 0x00000001;

Qualifiefs
— Erroy-codes

Description

The non{standard error codes that can be returned by functions of this logical component
Constants

None
6.3.1.2.2l Model Types and Constants

None
6.3.1.3 | Logical Component

6.3.1.3.1 Interface Role Model

Figure 5|— Interface Role Model depicts the interface-role model of the Database logical component (gre
box). It shows the interfaces and the roles involved with this component.

<

DatabaseClient

rclDatabase

oc-———1

Database

Figure 5 — Interface Role Model

The Database logical component contains the Database role. The Database role implements the
rcIDatabase interface. The rcIDatabase interface provides some basic database operations that enable
accessing the rules and solutions used for System Integrity Management.
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6.3.1.3.2.1 Provided Interfaces
Table 36
Role Interface Presence
Database rcIDatabase Mandatory
6.3.1.3.2.2 Configurable Items
None
6.3.1.3.2.3 Constraints
None
6.3.1.3.3 Instantiation
6.3.1.3.3.1 Objects Created
Table 37
Type Object Multiplicity
Database database 1
6.3.1.3.3.2 Initial State
Tlhe following constraints apply to the initial state of a logical component instance:

— none

6.3.14 Roles

6.3.1.3.4 Execution Constraints

Tlhe Databagse logical component is thread-safe.

6.3.1.4.1 Database
Signature

role Database {

}

Qualifiers

— Root
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Description

The database role provides the knowledge for the Integrity Management Framework. This includes rules that
can be checked during diagnosis of a device as well as solutions for faults that have been found.

Independent Attributes
None

Invariants

— Non

Instantigtion

The Datpbase role is always created as part of the Database logical component.
Active Behavior

The Datpbase role has no active behavior.
6.3.1.5 Interfaces

6.3.1.5.1 rclDatabase
Qualifiers
— Nong
Description

The rclDptabase interface offers basic operations*for accessing a database. The structure of these databasge
(tables) i platform specific and out of the scope 6f this specification.

Interface ID

{ E421¥248-1E99-D811-87C6-000EA69DB1A4 }

6.3.1.5.1}1 open
Signature
rcResult open ~

[out] pVoid\€onnection

) :

Qualifiers
— synchronous
— thread-safe
Description

Open a new database connection
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Parameters
Table 38
Name Description
connection Output parameter that contains a pointer to the
connection

Return Values

Standard

Arecondition

Hrue

Action

None

HRostcondition

)

it

(¢)]

C

onnection = pointer to connection
onnection is of type pvoid the structure of the connection will depend on the database implen

sed and is out of scope of this specification. The client shall not use the connection itself. It shall g
to the other operations of rcIDatabase.

.3.1.5.1.2 close
ignature

cResult close (
[in] pVoid connectifon

Jualifiers
— synchronous

— thread-safe

nentation
nly pass

escription

Close the database connection
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Parameters
Table 39
Name Description
connection Database connection to be closed.

Return Values

Default

Precondition

connection

Action

None

= pointer to open database connection

Postcondition

Databas¢ connection is closed and resources are freed.

6.3.1.5.113

Signature

query

rcResult query (

[in] |pVoid connection,

[in] |String sqgl,

[out] pVoid queryResult

) :

Qualifiers

— synghronous

— thread-safe

Description

Execute p SQL{14] query.

44

© ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=e26954e632ea08e60b55d8bb6cc8249a

ISO/IEC 23004-7:2008(E)

Parameters
Table 40
Name Description
connection Database connection used for the query
sql Stringexpressing the-query-m-SQET44]
queryResult

Pointer to the result of the query

Return Values
Default
Rrecondition

donnection = pointer of open database connection

0

gl = S
Action

None
HRostcondition

dueryResult = "result of executing query S"

6.3.1.5.1.4 fetchRow

(¢)]

ignature
YcResult fetchRow

[in] pVoid queryResult,
[out] pVoid xow

Qualifiers

- “8ynchronous

— thread-safe
Description

Fetch the next row of the queryResult.
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Parameters

Table 41

Name Description

ueryResult .
query Result of a previously executed query

row

Ok 4 4 ol b + il
VULpPuUl Jaralticicl usTUu iU TTWUIimT uic 1Uw

Return Values
Default
Precondition

queryRé¢sult = QR

pos ("position in the queryResult") = i
i < # rows of QR

Action
None

Postcondition
row = QR[1i]

pos = 1+1
6.3.1.5.1(5 nrOfRows
Signature
rcResult nrOfRows (

[in] |pVoid queryResult,

[out] Int32 retValue
) :

Qualifiers

—  synd hrohous

— thread-safe
Description

Return the number of rows that are in the result of a Query.
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Parameters
Table 42
Name Description
queryResult Result of a previously executed query
retValue Orrbrmsd . i " R n c
uutput |Ja| dlITICITT USTU U TTWUNTT UIC TITUTTTvCT UT TUWOS

Return Values
Qefault

Arecondition
dueryResult = QR
Action

None

Rostcondition

6.3.1.5.1.6 fetchField

(¢)]

ignature
rcResult fetchField (

[in] pVoid row,
[in] String fieldId,

Qualifiers

— synchronous

— thread=safe

Description

retValue = number of rows QR

[out] String *retValue

Return a field from a row (of a query result)
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Parameters
Table 43
Name Description
row .
Pointer to row (part of a queryResult)
fieldTd Qtring that identifies the field This can bhe throi |gh
name or by number (starting by 0).
retValue

Output parameter used to return the value of the field

Return Values
Default
Precondition
row = R
fieldIq = id
Action
None

Postcondition

retvValge = R[id]

6.3.1.5.1}7 nrOfFields

Signature

rcResult nrOfFields (
[in] |pVoid row,

[out] Int32 *retVadue
) :

Qualifiers

— synghronous

— thread-safe
Description

Return the number of fields of a row.
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Parameters
Table 44
Name Description
row .
Row of a previously executed query
retValue ﬂlltpnf Inammptnr used to return the number of fields
of the row.

Return Values
Qefault
Arecondition
How = R
Action

None
Rostcondition

rHetValue = number of fields of R

71 Realization overview

7.1 Introduction

his clause is informative. There ‘is a need for integrity management mechanisms. Software sysjems are
pquired to be robust and rehiable. Currently software systems are continuously evolving; both dufing their
evelopment as well as(dufing deployment. The M3W architecture provides means for the |dynamic
bplacement, removal and-addition of components in a deployed system, to cater for the increasing| demand
br flexibility. This facility'endangers the software integrity of the system.

=+ =5 O =

—

he integrity management mechanisms specified in this clause provides means for maintaining and [restoring
mtegrity in order to achieve robust and reliable device operation.

Tlhe realization is based on the core realization technology specified in ISO/IEC 23004-3.

71.20 System Integrity management mechanisms

System Integrity Management (SIM) can be divided into several activities:
— Monitoring: Retrieving the model describing the current configuration of a terminal (collecting data).

— Diagnosis: Based on the collected data by the monitoring activity faults in the configuration of the terminal
are identified.

— Repairing: Faults identified by the diagnosis activity need to be removed. A repair plan for the removal of
the fault needs to be generated and executed.

© ISO/IEC 2008 — All rights reserved 49


https://standardsiso.com/api/?name=e26954e632ea08e60b55d8bb6cc8249a

ISO/IEC 23004-7:2008(E)

— Prevention: Prevention is an activity executed in parallel with the other three activities. During normal
operation of a terminal, the software configuration can change. Components may be removed, added or
replaced and applications can be downloaded or removed. Prevention is the set of checks that prevents
the introduction of faults as part of the normal operation process.

Monitoring, Diagnosis and Repairing are closely related. The example scenario in Figure 6 illustrates this
relation. System Integrity Management mechanisms can also remove known faults that have not been
activated.

Terminal Manager will execute Terminal Manager will generate a repair
repair script using the basic script based on the outcome of the
configuration facilities offered by checks . This might require some
the terminal. knowledge from the database.
model \
\' -
% B Solutions
b= = { Periodically X >
e i or : Rules
L ARCTE O X | <
Terminal update Terminal Database
configuration Manager
Terminal has | | Model is TermipaPManager will do a number
a failure retrieved by of checks. These checks might
Terminal Manager | | tgguire knowledge from the database

Execution order

Figure 6 — Example Integrity Management Scenario

Q.

System Integrity Management can~serve as an escalation point for a Fault Management framework specifie
in ISO/IHC 23004-6.

7.3 Roles in System Integrity Management
Figure 6 fillustrates thatithere are 3 roles involved in system integrity management:

— Terrpinal rol€:"The main responsibilities of the Terminal role are to expose a model of the current software
con![guration and also to offer basic software configuration facilities.

— Terminal Manager role: The main responsibilities of the Terminal Manager role are to monitor (model
retrieving), diagnosis (finding faults in the software configuration) and repair (generate and execute a
repair script that consists of basic configuration actions).

— Database role: The main responsibility of the Database role is to provide knowledge which is used for
diagnosis (rules) and also for repair (solutions).
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* Monitoring
« Diagnosis

« Externalize Model of
Current Configuration

« Offer Basic
Configuration Facilities

* Repairing
* Script generation
* Script execution

plutions for the repair plan.

o0

System Integrity Management realization

8.1 Structural view

=

Ve distinguish different roles, with main responsibilities.
—+ Terminal

— Externalize self-model

— Basic configuration operations of the terminal
—+ Terminal Manager

— <Retrieving model (elements)

+— Retrieving rules

Figure 7 — Responsibilities of System Integrity Management roles

/.
| [}
Terminal Database
Manager

* Provide rules

* Provide solutions

Tlhe terminal role will run on a terminal. The Terminal Manager role can run on the same terminal (Local
Jystem Integrity Management), or a different device (Remote’ System Integrity Management). The gatabase
role can be local or remote for the terminal manager. The database provides the rules for diagnosig and the
9

— Diagnosis

— Generation of repair plan
— Database

— Providing rules

— Providing default solutions for problems
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— Notification

— Notification that there are problems, which can be used by, for example, the user and also the Fault
Management framework.

— Initiates monitoring, diagnosis and repair.

8.1.1 Terminal

8.1.1.1 Responsibilities

=)

The terninal role is responsible for providing the model of the terminal to the outside world. These models cal
be used|for monitoring and diagnosis. Furthermore the terminal provides mechanisms for execution of
number ¢f actions. This can be used to execute for example a repair plan.

)

8.1.1.2 Provided Interfaces

The terminal role implements the rcIModel interface and the rcITerminalSource interface. The
rcIModel interface can be used to inspect, update, and take elements from the-s¢lf-model of the termingl.
This intefface consists of 3 operations:

interfdce rcIModel {CE752B0D-3795-D811-87C6-0008744C31ACY) {
vold inspect(in String elementId, out String element) ;
vold update(in String elementId, in String value)

raises RC_ERR_TERMINAL_NOT_ALLOWED = 0x0000Q001;

vold take(in String elementId, out String element) ;

raises RC_ERR_TERMINAL_NOT_ALLOWED = 0x@0000001;

Y

The opefation inspect () has two parameters. An input parameter elementId that identifies the element(s)
of the sqIf model of the terminal that needs to be inspected. The self model of the terminal is a hierarchic
XML mofel (see Annex D). The XPath language-[13] is used to address parts of the self-model. The output
parameter element is used to return the element(s) of the self-model that are inspected. The representation is
an XML {fragment.

[oN

The opefation update () is usedto update the elements part of the self-model that are not generate
automatigally based on the currénty Configuration. This operation has two parameters. An input parametg
element Id identifies the element(s) of the self model that are updated. The XPath language [13] is used fq
addressipg parts of the self-zmodel. The second input parameter is the element (value) that is being added.
Updating elements part of-the self-model that are automatically generated has no effect since, these are rq

= S

generated before every,inspection.
The opefation take() has the same parameters as the inspect operation. The take operation also returns
the ele
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removes| thé\ element identified by elementId from the self-model. Taking an automatically generate]
element pfihe self model comes down to inspecting it, since it will be added again before the next inspection
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The rcITerminalSource interface is also implemented by the terminal role. This interface is used to
provide some basic operations to modify the configuration of the terminal. The rcITerminalSource
consists of 10 operations:

interface rcITerminalSource {08D0F381-2099-D811-87C6-0008744C31AC} {
void registerComponent (in pUUID cmpId, in String location)
raises RC_ERR_TERMINAL_INVALID_LOCATION = 0x00000002,
raises RC_ERR_TERMINAL_INVALID_ COMPONENT = 0x00000004,
raises RC_ERR_TERMINAL_ALREADY REGISTERED = 0x00000008;
void unregisterComponent (in pUUID cmpId) ;
void registerService(in pUUID cmpId, in pUUID svcId)
raises RC_ERR_TERMINAL_ALREADY_REGISTERED = 0x00000008,
raises RC_ERR_TERMINAL_UNKNOWN_COMPONENT = 0x00000010;
void unregisterService(in pUUID svcId);
void registerComplies(in pUUID complying, in pUUID blueprint)
raises RC_ERR_TERMINAL_NOT_ ALLOWED = 0x00000001;
void unregisterComplies(in pUUID complying, in PUUID blueprint) ;
void installModel (in pUUID m3wCmpId, in pUUID mdlId, out String locatign)
raises RC_ERR_TERMINAL_INVALID_LOCATION = 0x00000002;
raises RC_ERR_TERMINAL_NOT_ALLOWED = 0x00000001;
void uninstallModel (in pUUID mdlId)
raises RC_ERR_TERMINAL_NOT_ALLOWED = 0x0000000dy
void executeModel (in pUUID mdlId)
raises RC_ERR_TERMINAL_NOT_ ALLOWED = 0x00000001;
void downloadM3WComponent (in pUUID m3wCmpId) i
void removeM3WComponent (in pUUID m3wCmpILd)$;

Y

—

he registerComponent () operation can be used to register new executable components with the M3W
intime environment. This operation has two nput parameters. The first parameter is the uuijd of the
xecutable component to be registered and thé second is the 1ocation of the executable component.

[ON=]

—

he unregisterComponent () operation de-registers an executable component from the M3W runtime
nvironment. This operation takes one\input parameter cmpId.

D

Tlhe registerService () opération 'adds' a service to an executable component in the M3W registry. This
peration takes two input parameters. The first parameter (cmpId) identifies the executable component to
hich the service is added. The second parameter is the uuid of the service that is added (svc1d).

<= O

—

he unregisterSetvice () operation un-registers a service from the M3W runtime environmgnt. This
peration takes ong.input parameter svcId identifying the service that will be unregistered.

@]

Tlhe registerComplies () operation is used to register new complies relations with the M3W registry. This
peration\takes two input parameters. The first parameter (complying) identifies the compliant entity. The
econd parameter (blueprint) identifies the template entity.

[/, e]

TheunracgictarComnliac () oneration removes complies relations from the MIW. reaqistry_This )peration
IRe—uRreg:s =2 Hp—3-as-+—8peaHoR+eoy AP+ FeratHoRsHoMthRevisWtegisthy—-Hi

takes the same parameters as the registerComplies relation.

The installModel () operation is used to extract a model from a M3W component and install it on the
terminal. This operation takes 2 input parameters and 1 output parameter. The first input parameter
(m3wCmpId) identifies the M3W component which contains the model that needs to be installed. The second
input parameter (md11d) identifies the model that needs to be installed. The output parameter (1ocation)
holds the location where the model is installed.

The uninstallModel () operation is used to uninstall a model from a terminal. This operation takes one
input parameter (md11d), the uuid of the model that needs to be uninstalled.
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The executeModel () operation is used to execute models. This is not always possible since not all models
are executable. Typical examples of models that are executable and for which this operation is useful are:

— registration scripts

— configuration scripts

The executeModel () takes one input parameter (mdl1d). This is the uuid of the model that needs to be
executed.

The dowhloadM3WComponent () operation is used to download a M3W component to a terminal. Catling th
operation will result in initiating the download using the required IInitiator interface. This opération hg
one pargmeter (m3wCmpId), the uuid of the M3W component that needs to be downloaded.

n n

The renoveM3WComponent () operation is used to remove M3W components from~the terminal. This
operation takes one input parameter (m3wCmp1d), the uuid of the M3W component thatne€ds to be removedl.
All installed models of this M3W component remain on the terminal.

8.1.1.3 | Implementation of the interfaces

servic¢ STerminal {DA459115-3895-D811-87C6-0008744C31AC} A
provides {

rcIModel model;

rcITerminalSource source;

Y

requires {

rcITarget target;

rcIInitiator initiator;
Y

Y

8.1.2 Tlerminal Manager

8.1.21 Responsibilities

The ternjinal manager role is responsible for monitoring, diagnosing and repairing a terminal. Monitoring iIs
quite straight forward as thisdnvelves retrieving the model of the terminal that is made external by the terminal
role.

8.1.2.2 Provided.nterfaces

operations:

The Ter:rinal Manager Role implements the rcITerminalManager interface. This interface consists of 3

interface rclTerminalManager {0Z4ABEB2C-3795-D8I11-87C6-0008744C3TAC}T [
void monitor (out String model, out Bool possibleProblem) ;
void diagnose(in String model, out String diagnosis);
void repair(in String model, in String diagnosis,
out Int32 remainingFaults) ;
Y

The operation monitor () is used to detect whether there is a problem (possibleProblem). It can be
considered as a quick first check. This operation has 2 output parameters. The first parameter model is a
string that represents the self-model that is created during the monitoring. The second output parameter
possibleProblem indicates whether there possibly is a problem with the terminal.
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The operation diagnosis () is used to detect what is wrong with the terminal. During execution of this
operation, the self-model is examined and a diagnosis report is generated. This operation has two parameters,
one input parameter model which contains the self-model of the terminal. The second is an output parameter
diagnosis which is used to return the diagnosis report generated during the operation. The diagnosis report
is an xml fragment (see the schema definition in Annex D).

The operation repair () is used to fix the faults that are detected during diagnosis (and are in the diagnosis
report). The repair operation has two input parameters and one output parameter. The self-model (model)
and the diagnosis report (diagnosis) are input for the repairing. The output parameter remainingFaults
isusedtoreturmwhethertherepairing-wa tHeee tH-orRot—emartringfeay s—eturrs-the-aumbey of faults
igentified by the diagnosis report that are not removed.

8.1.2.3 Implementation of interfaces

10)]

ervice STerminalManager {B4CD1223-3895-D811-87C6-0008744C31AC} %
provides {
rcITerminalManager terminalManager;
Y
requires {
rcIModel model;
rcITerminalSource source;
rcIDatabase rules;
Y

8.1.3 Database

8.1.3.1 Responsibilities

—

he database is responsible for storing and-providing information necessary for diagnosis and repair plan
eneration.

Q

8.1.3.2 Provided Interfaces

—

he database role implements.the rcIDatabase interface. This interface wraps the basis functionality of a
atabase client.

Q.

interface rcIDatabase {E421F248-1E99-D811-87C6-000EA69DB1A4}

void open (out’/ pvVoid connection) ;

void closelin pVoid connection) ;

void query (in pVoid connection, in pVoid sgl, out pVoid queryResult) ;
void fetchRow(in pVoid queryResult, out pVoid row) ;

long nrOfRows (in pVoid queryResult) ;

string fetchField(in pVoid row, in String fieldId);

long nrOfFields (in pVoid row) ;

8.1.3.3 Implementation of interfaces

service SDatabase {F2F215F8-2099-D811-87C6-000EA69DB1A4}
provides {
rcIDatabase rules;
}i
}i
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8.1.4 Notification

8.1.4.1

Responsibilities

The natification role is a feature which can be used to indicate that there is a need for integrity management
on a device. This need can be expressed by the user of the device as well as by the Fault Management

framewo

8.1.4.2

The noti

monitoring, diagnosis and repair by the System Integrity Management framework.

interfdqce rcINotify {3eba62df-8ab8-4832-be31-40£871874eb3} {

VO]
VO]

Y

The ope
input par

client is not blocked.

The ope

operation also takes a service identifier (svcId). This parameter{gontains the service in which an errg

occurred
monitorin

8.1.43

servicy
pr

8.2 Be

8.2.1 Monitoring

Monitorir]

make the internal state and context of the terminal externally visible. The state and context of a terminal

transferr

rk.

Provided Interfaces

ication role implements the rcINotify interface. This interface provides a trigger which initiate

[72]

d notify();
d notifyWithServiceId(in pUUID svcId);

ation notify () is used to initiate monitoring, diagnosis and repair. This,eperation does not take an
ameters. Monitoring, diagnosis and repair is executed on a separate thread of control. Therefore th

O <

ration notifyWithServiceId() is also used to initiate monitoring, diagnosis and repair but th

= @

This information aids in the diagnosis process. This operation does not block the client during

g, diagnosis and repair because these activities are exécuted on a different thread of control.
Implementation of interfaces

b SNotify {b2bb9f99-3dfa-4282-bbelt5ad59bf7a622} {

vides {
rcINotify notify;

uires {
rcITerminalManager texminalManager;

havior View

g involyes’interaction between a terminal and the terminal manager. Through monitoring we aim 1

»n O

bd_using a model.
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Figure 8 — Monitoring Message Sequence Chart

8.2.1.1 Model of the terminal

n this subclause we describe what information is part of the model of a_ terminal. This informatio
xtended. This model of the terminal contains a description of the software and hardware of the
herefore it contains a description of the:

= No)

— Application layer

-+ Middleware layer

— Platform layer

Tlhe models of for the terminal will be transferred using XML.

8.2.1.1.1 Application layer

Tlhe application layer model contains-the’following information:

dpplication layer = A4
where A is a set of a (Applications)
3 =~/ <name, version, D>

where D is a set of Services (dependencies)

8.2.1.1.2 Middleware layer

Tlhe modelfor'the middleware layer contains the following information:

<runtime,R,C>
where R is set of r (registered Components)
and C is set of ¢ (Complies Relations)

niddlleware layer

N can be
terminal.

runtime = version
r = <P>
where P is set of p (contained Services)
P = Service
c = <compliant, template>

where compliant and template are Services or Libraries
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8.2.1.1.3 Platform layer

The model for the platform layer contains the following information:

platform 1layer = <os,cpu,storage>
os = <name,version>
cpu = <vendor, family,model, clockspeed, cache size>
storage = <memory size,swap size,F>
where F is set of f (filesystems)
f = <name,size of filesystem>

8.2.2 Diagnosis

Diagnosis involves doing checks based on the state and context externalized by a terminal and.models of
M3W cgmponent. Based on the type of checks that are executed the terminal managen might nee
informatipn from a database. This information can be a blacklist of services, a preferred structure, etc.

[o N )

Terminal Terminal Database
Manager
DO’s & DON'Ts
diagnos
do checks
<
‘ fetch rules’
L

Figure 9 — Diagnosis Message Sequence Chart

In AnneX Bowe present a number of example checks.

8.2.3 Repairing

Faults that are identified during the diagnosis can sometimes be repaired by the terminal manager. A repair
plan is generated for example depending on the type of fault and a number of known solutions. After
generation of the repair plan, this plan is executed therefore the terminal manager uses the basic
configuration functionality provided by the terminal.
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Terminal Terminal Database
Manager
Rules

Qnhitinne

repair

generate repair plan

.

Figure-10.— Repairing Message Sequence Chart

8.2.4 Notification

After notification by, for.example, the user or the Fault Management framework, control will be returned to the
mvoking party and a.Separate thread started for monitoring (see 8.2.1), diagnosis (see 8.2.2) and repair (see
.2.3).

o =
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Figure 11 — Notification Message Sequence Chart

revention

pbn will try to prevent the introduction of faults during~normal operation. As part of the M3W Ja
| framework has been specified (ISO/IEC 23004-5)This download framework is responsible fq
jing suitable components to a terminal when this is required. Part of the download framework is th
ple. The decider is responsible for the decision whether a component is suitable for a terminal.

D =

der uses (a selection of) the checks that, are also used for diagnosis, to assess suitability of
nt for a terminal. Since these checks are-based on knowledge that evolves over time, it is useful t
nese checks during diagnosis.

[O 2]

ployment view

s discussed in subclause ;8.1 can be deployed on different devices. The terminal role must be
on the terminal. The terminal manager role and the database can be deployed on different devices.

D

htegrity managenient can be done locally on a terminal. In that case all the roles are deployed on th
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Figure 12 — Deployment - Terminal

(d)s)

ystem integrity management can also be performed from a remote.device (not the terminal). In this case,
the terminal manager role and the database are not deployed on theterminal, but on (a) different device(s).

N
Terminal
Role Terminal @ Database
Manager
Role
Notification Role
Role
Terminal Vendor Host

Figure 13 — Deployment - Vendor Host
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