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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter

echnical
echnical
national

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and TEC have established a joint technical co

mittee,

p—

50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in-decordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documient may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

jo5)

ssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

—

he committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
C 29, Coding of audio, picture, multimedia and’hypermedia information.

— )

his third edition cancels and replaces(the second edition (ISO/IEC 23001-7:2015), which
echnically revised.

—

]

50/1EC 23001 consists of the following parts, under the general title Information technology
ystems technologies:

%)

-+ Part 1: Binary MPEG format for XML

-+ Part 2: Fragment.request units

-+ Part 3: XMLAPMP messages

+ Part 4: €gdec configuration representation

1 Part5:"Bitstream Syntax Description Language (BSDL)

—+cPart 7: Common encryption in ISO base media file format files

h\nce are
bded for
with the

subject
W patent
e in the

Hoes not

Hor an explanation on the meaning of ISO specific terins and expressions related to comformity

echnical

mmittee

as been

— MPEG

— Part 8: Coding-independent code points

— Part 9: Common encryption of MPEG-2 transport streams

— Part 10: Carriage of timed metadata metrics of media in ISO base media file format
— Part 11: Energy-efficient media consumption (green metadata)

— Part 12: Sample variants in the ISO base media file format
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Intro

duction

Common Encryption specifies standard encryption and key mapping methods that can be utilized

to enab
manage
necessa
and sto

le decryption of the same file using different Digital Rights Management (DRM) and key
ment systems. It operates by defining encryption algorithms and encryption-related metadata
ry to decrypt the protected streams, yet it leaves the details of rights mappings, key acquisition
rage, DRM content protection compliance rules, etc.,, up to the DRM system or systems.

For instance, DRM systems is intended to support identifying the decryption key via stored key
identifiers (KIDs), but how each DRM system protects and locates the KID identified decryption key is

leftto a

DRM-sp
in an IS

box stored in the file corresponds to one applicable DRM system identified by a well-known\SystemI.

DRM lic

separatgly delivered key using a KID stored in the file and decrypt media samples using the encryptio
parameters stored in each track.

The sec
parame

Documents (MPD). The second edition also defined the ‘cbcl’ protection scheme using AES-CB
mode er|cryption.

The third edition added ‘cbcs’ and ‘cens’ protection schemes for pattern encryption, which encryp
only a fijaction of the data Blocks within each video Subsample protected. Pattern encryption reduce

the com

PDRM-specific method.

jom

pcific information such as licenses, rights, and license acquisition information can bé)store
Base Media file using a Protection System Specific Header box (‘pssh’). Each instance of thi

v

enses or license acquisition information need not be stored in the file in order-to look up

- 9

nd edition of this part of ISO/IEC 23001 added XML representations\of Common Encryptio
ers for delivery in XML documents, such as an MPEG DASH Media-Presentation Descriptio

Yy = =

0 ~+

putational power required by devices to decrypt videotracks.

Vi
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Information technology — MPEG systems technologies

Part 7:
Common encryption in ISO base media file format files

Scope

his part of ISO/IEC 23001 specifies common encryption formats for use in any file'format |

IBO/IEC 14496-12. File, track, and track fragment metadata is specified to enable multiple digit]
nd key management systems (DRMs) to access the same common encrypted fite or stream. T
f ISO/IEC 23001 does not define a DRM system.

he AES-128 symmetric block cipher is incorporated by reference te,encrypt elementary
ata contained in media samples. Both AES counter mode (CTR) and\Cipher Block Chainiry
re specified in separate protection schemes. Partial encryption-using a pattern of encryq
ear blocks is also specified in separate protection schemes. The-identification of encrypti
Ihitialization Vector storage and processing is specified for each(scheme.

bsample encryption is specified for NAL structured vidéo) such as AVC and HEVC, to enablg
rocessing and editing of video elementary streams prier to decryption.

included in XML files as standard elements and(attributes to enable interoperable license
hanagement prior to media file download.

2 Normative references

The following documents, in whole.or in part, are normatively referenced in this document
hdispensable for its application..For dated references, only the edition cited applies. For
eferences, the latest edition of the referenced document (including any amendments) applies.

— -

IBO/IEC 14496-12, Informdtion technology — Coding of audio-visual objects — Part 12: |
Media File Format

Y

50/1EC 14496-15, Information technology — Coding of audio-visual objects — Part 15: Carriag|
ynit structureddideo in the 1SO Base Media File Format

3 Terms, definitions, and abbreviated terms

B
An XML representation is specified for important,common encryption information so that it can be
i
1

ased on
al rights
his part

stream
g (CBC)
ted and
on keys,

normal

and key

and are
undated

SO Base

e of NAL

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

NOTE Words used as defined terms and normative terms (SHALL, SHOULD and MAY) are written
case to distinguish them from the same word intending its dictionary definition.

3.1.1
constant IV

in upper

initialization vector (3.1.3) specified in a sample entry or sample group description that applies to all

samples and subsamples (3.1.8) under that sample entry or mapped to that sample group

© ISO/IEC 2016 - All rights reserved
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3.1.2

block

16-byte extent of sample data that may be encrypted or decrypted by the AES-128 block cipher, in
which case, a cipher block

3.1.3

initialization vector

8-byte or 16-byte value used in combination with a key and a 16-byte block (3.1.2) of content to create
the first cipher block in a chain and derive subsequent cipher blocks in a cipher block chain

3.1.4

ISO BasE Media File

file conforming to the file format described in ISO/IEC 14496-12 in which the techniques i
ISO/IEC|23001-7 may be used

o=}

3.1.5
NAL unjt
syntax dtructure containing an indication of the type of data to follow and bytes containing that data i
the form of an RBSP interspersed as necessary with emulation prevention bytes

—

3.1.6
NAL structured video
video stfeams composed of NAL units (3.1.5) of which the carriage is specified by ISO/IEC 14496-15

3.1.7
protectjon scheme

encryptjon algorithm and information defined in this partf\}SO/IEC 23001 and identified by a fou
charactgr code in an ISO Media track’s Scheme Type Box (‘sghm’)

—

3.1.8
subsamiple
byte range within a sample consisting of an unprotected byte range followed by a protected byte rang

[

3.2 Abbreviated terms

AES Advanced Encryption Standard as specified in Federal Information Processing Stand-
ards Publication 197FIPS-197

AES-CT AES Counter Mode-as specified in Recommendation of Block Cipher Modes of Operation,
NIST, NIST Special Publication 800-38A

AES-CB( AES Cipher-Block Chaining Mode as specified in Recommendation of Block Cipher Modes
of Opetation, NIST, NIST Special Publication 800-38A

AVC Advanced Video Coding as specified in ISO/IEC 14496-10

HEVC High Efficiency Video Coding as specified in ISO/IEC 23008-2

v Initialization Vector

NAL Network Abstraction Layer, as specified in ISO/IEC 14496-10 and ISO/IEC 23008-2
URN Unique Resource Name

UuID Universally Unique Identifier

2 © ISO/IEC 2016 - All rights reserved
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4 Protection schemes

4.1 Scheme type signaling

Scheme signaling SHALL conform to ISO/IEC 14496-12. As defined in ISO/IEC 14496-12, the sample
entry is transformed and a Protection Scheme Information Box (‘sinf’) is added to the standard
sample entry in the Sample Description Box to denote that a stream is protected. The Protection
Scheme Information Box SHALL contain a Scheme Type Box (‘schm’) so that the scheme is identifiable.
The Scheme Type Box SHALL have the following additional constraints:

+ the scheme type field SHALL be set to a value equal to a four character code defined inClause 10;

+ the scheme version field SHALL be set to 0x00010000 (Major version 1, Minor, vepsion P).

—

he Protection Scheme Information Box SHALL also contain a Scheme Informadtion Box (‘schi’).
he Scheme Information Box SHALL contain a Track Encryption Box (‘tenc’)(describing th¢ default
ncryption parameters for the track.

D =]

4.2 Common encryption scheme types

Hour protection schemes are specified in this edition of Common EnCryption. Each scheme uses syntax
and algorithms specified in Clause 5 to Clause 9, as constrained jn.Clause 10. They are the following:

d) ‘cenc’- AES-CTR mode full sample and video NAL Subsample encryption, see 10.1;
H) ‘cbcl’ - AES-CBC mode full sample and video NAL:Subsample encryption, see 10.2;

d ‘cens’-AES-CTR mode partial video NAL pattenn encryption, see 10.3;

d) ‘cbcs’ - AES-CBC mode partial video NAL pattern encryption, see 10.4.

3 Overview of encryption metadata
The encryption metadata defined-bjx€ommon Encryption can be categorized as follows.

-+ Protection System Specific Data - this data is opaque to Common Encryption. This gives prjotection
systems (i.e. key and digital rights management “DRM” systems) a place to store their own data using
a common mechanism:"This data is contained in the ProtectionSystemSpecificHeaderBox
described in 8.1.

4+ Common encryption information for a media track - this includes default values for the key iflentifier
(KID), Initjalization Vector and vector size, protection pattern, and protection flag. Thi$ data is
containeddn the TrackEncryptionBox described in 8.2.

-+ Common encryption information for groups of media samples - this includes overrides to the track
level defaults defined above. This allows groups of samples within the track to use differ¢nt keys,
a'mix of clear and protected content, share a Constant Initialization Vector (for some s¢hemes),
+ Tl dat H o pn o 1 o i . i = L ) o o £ db
CLL. TIIS uUdtd 1S5 tulltalitictu 11l a odllipy ITC L UUPVUTO UL LT UL LUIIDU l_ o YpMpU ) LIIdt 15 TUTITCTIUII e y a

SampleToGroupBox (‘sbgp’). See Clause 6 for further details.

— Encryption information for individual media samples - this includes Initialization Vectors and
Subsample encryption data. This data is sample auxiliary information, referenced by using a Sample
Auxiliary Information Sizes Box (‘saiz’) and a Sample Auxiliary Information Offsets Box (‘saio’).
See Clause 7 for further details.

6 Encryption parameters shared by groups of samples

Each sample in a protected track SHALL be associated with an isProtected flag, Per Sample
IV _Size, KID, optional Block pattern information, and an optional constant IV. This can be

© ISO/IEC 2016 - All rights reserved 3
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accomplished by relying on the default values in the Track Encryption Box (‘tenc’) (see 8.2), and
optionally specifying parameters by sample group. Encryption parameters specified in a sample group
SHALL override the corresponding default parameter values for the samples in that group defined in
the Track Encryption Box. Samples not mapped to any sample group SHALL use the defaults established
in the Track Encryption Box.

When specifying the parameters by sample group, the Sample To Group Box (‘sbgp’) in the sample
table or track fragment specifies which samples use which sample group description from the Sample
Group Descrlptlon Box (‘sgpd’). The format of the sample group descrlptlon is uniform across all track
types (asd
both th
accessiblle for decryption of the samples they describe, e.g. when movie fragments are separatelystorefd
and deliyered by streaming.

Tracks ¢f all types SHALL use the CencSampleEncryptionInformationGroupEntry sample
group d¢scription structure, which has the following syntax.

aligned|(8) class CencSampleEncryptionInformationGroupEntry
extehds SampleGroupEntry( ‘seig’ )

{

reserved = 0;

crypt byte block = 0;

unsipned int (8)
)
) skip byte block = 0;
)
)

(
unsipned int (
unsifned int (
(
(

unsifgned int isProtected;
unsipned int Per Sample IV Size;
unsipned int (8) [16] KID;

if (fisProtected ==1 && Per Sample IV Size == 0) {
uhsigned int (8) constant IV size;
uhsigned int(8) [constant IV size] constant IV;

These stfructures use a common semantic for their-fields as follows:

— 1isHrotected is the flag which indicates.the encryption state of the samples in the sample group.
Seefthe isProtected field in 9.1 forfurther details.

— Pey Sample IV Size is thednitialization Vector size in bytes for samples in the sample group.
Seefthe Per Sample IV Siz&field in 9.1 for further details.

— KIT is the key identifier, ised for samples in the sample group. See the KID field in 9.1 fgr
furgher details.

— corfstant IV si=ze'is the size of a possible Initialization Vector used for all samples associatefd
witlh this group (Wiren per-sample Initialization Vectors are not used).

— corfstant 3V, if present, is the Initialization Vector used for all samples associated with this
groyip. Seg.the constant IV field in 9.1 for further details.

— cryjpt)byte block specifies the count of the encrypted Blocks in the protection pattern, where
each Block is of size 16-bytes. See 9.1 for further details.

— skip byte block specifies the count of the unencrypted Blocks in the protection pattern. See
9.1 for further details.

In order to facilitate the addition of future optional fields, clients SHALL ignore additional bytes after
the fields defined in the CencSampleEncryption group entry structures.

4 © ISO/IEC 2016 - All rights reserved
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7 Common encryption sample auxiliary information

7.1 Definition

Each protected sample in a protected track SHALL have an Initialization Vector associated with it. Both
Initialization Vectors and Subsample encryption information MAY be provided as Sample Auxiliary
Information with aux_info type equaltothe schemeand aux info type parameter equaltoO.

For example for tracks protected usmg the ‘cenc’ scheme, the default value for aux info type

T

Q

1) L/Cllb auu LllC UCldulL leuC lUl LllC au J_llJ_U LYLJG J:)delllC LCL lb U, S>U LUllLUllL Qll\
dreated omitting these optional fields. Storage of sample auxiliary information SHALL,&oH
IFO/IEC 14496-12.

he format of the sample auxiliary information for samples with this type SHALL be as-follows
ligned (8) class CencSampleAuxiliaryDataFormat

unsigned int (Per Sample IV Size*8) InitializationVector;
if (sample info size > Per Sample IV Size )
{

unsigned int (16) subsample count;

{
unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfProtectedData;
} [subsample count ]

}

here
the Sample Auxiliary Information Size Box (‘saiz’);

presentyin the Track Encryption Box (‘tenc’) (see the Initi
zatyionVector field in 9.1 for further details);

count field in 9.1 for further details);
BytesOfClearData field in 9.1 for further details);
BytesOfProtectedData field in 9.1 for further details.

V_Size)sthen the entire sample is protected (see 9.4 for further details). In this case, all g
hformation will have the same size and hence the default sample info size of the

<! o - =

ectors If Per Sample TV Size is also zera (hpr‘m]cp constant IVs are in ncp) then thd

auxiliary information would then be empty and should be omitted.

NOTE

BytesOfClearData is the number of bytes of clear data in this Subsample (see the

QULD be
form to

sample_info_size is the size of the-s$ample auxiliary information for this sample from

InitializationVector jsthe Initighzation Vector for the sample, unless a constanf IVis

ali-

subsample count is'the count of Subsamples for this sample (see the subsampfle

BytesOfProfeetedData isthe number of bytes of protected data in this Subsample (see the

f Subsample’encryption is not used (the size of the sample auxiliary information equals Per Sgmple

uxiliary
Sample

uxiliary Information Sizes box (‘saiz’) will be equal to the Per Sample IV Size of the Initiglization

sample

Even if Subsample encryption is used, the size of the sample auxiliary information may be the same

for all of the samples (if all of the samples have the same number of Subsamples) and the default sample
info_size may be used.

© ISO/IEC 2016 - All rights reserved
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7.2 Sample Encryption Information box for storage of sample auxiliary information

7.2.1 Sample Encryption Box (‘senc’)

Box Type: ‘senc’

Container: Track Fragment Box (‘traf’) or Track Box (‘trak’)

Mandatory:  No

Quantit)

An optid
specifie

The San
Initializ
samples
protectd
accessib|
indepen

7.2.2

aligned
exte
{
unsi

{

b

7.2.3

— flag
the

. Zero or one

nal storage location for Sample Auxiliary Information is the Sample Encryption Box (‘senc’
1 here.

<

hple Encryption Box contains sample auxiliary information and may contain(a per sample
hition Vector for each sample, and clear and protected byte ranges of partially)protected videp
(“Subsample encryption”). It MAY be used when samples in a track or_track fragment ar
d. Storage of ‘senc’ in a Track Fragment Box makes the necessary Sample Auxiliary Informatio
le within the movie fragment for all contained samples in order to make each track fragmer
Hently decryptable; for instance, when movie fragments are delivered as DASH Media Segments.

—+ — (D

Syntax

(8) class SampleEncryptionBox
hds FullBox (‘senc’, version=0, flags)

hned int (32) sample count;

hsigned int (Per Sample IV Size*8) InitializationVector;
F (flags & 0x000002)

unsigned int (16) subsample count;
{
unsigned int (16) BytesOfClegrData;
unsigned int (32) BytesOfPxdtectedData;
} [ subsample count ]
}

bmple count ]

Semantics

[%2)

s is inherited,from the Ful1Box structure. The SampleEncryptionBox currently support
following bitvalues:

0x2 - ¥seSubSampleEncryption

[fthe UseSubSampleEncryption flag is set, then the track fragment that contains this

Scuup}c Elll.l _yl}tiUll BUA SIIALL ustc Subbdllll)}c CIlICI _yl}tiUll adS dCDLl l]lJCd ill %. ‘VAV"llCll t}lib f}d
is set, Subsample mapping data follows each InitializationVector. The Subsample
mapping data consists of the number of Subsamples for each sample, followed by an array of
values describing the number of bytes of clear data and the number of bytes of encrypted data
for each Subsample.

— sample count isthe number of protected samples in the containing track or track fragment. This
value SHALL be either zero (0) or the total number of samples in the track or track fragment.

— InitializationVector SHALL conform to the definition specified in 9.2. Only one Per
Sample IV Size SHALL be used within a file or Per Sample IV Size SHALL be zero when

asa

mple is unencrypted or a Constant IV is in use. Selection of InitializationVector values

SHOULD follow the recommendations of 9.2.

© ISO/IEC 2016 - All rights reserved
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— subsample count SHALL conform to the definition specified in 9.1.
— BytesOfClearData SHALL conform to the definition specified in 9.1.

— BytesOfProtectedData SHALL conform to the definition specified in 9.1.

8 Box definitions

.1 Protection system specific header box

8.1.1 Definition
Box Type: ‘pssh’

(Jontainer: Movie (‘moov’) or Movie Fragment (‘moof’)

andatory: No

uantity: Zero or more

his box contains information needed by a Content Protection Sysfem to play back the cont
ata format is specified by the system identified by the ‘pssh’ pakameter SystemID and is col
paque for the purposes of this part of ISO/IEC 23001. The collection of Protection System
eader boxes from the initial movie box, together with these'in a movie fragment, SHALL pr
the required Content Protection System information to decode that fragment.

he data encapsulated in the Data field MAY be read by the identified Content Protection Syste
tp enable decryption key acquisition and decryption of media data. For license/rights-based

the header information MAY include data such as'the URL of license server(s) or rights issuer
bedded licenses/rights, embedded keys(s)zand/or other protection system specific metadat

slystems, by including Protection Systemh.Specific Header boxes for each system supported. In ordg
Il of the Protection System Specific.data that is relevant to a sample in the presentation, readers

— examine all Protection System Specific Header boxes in the Movie Box and in the Movie F
Box associated with thessample (but not those in other Movie Fragment Boxes),

-+ match the SystemIDfield in this box to the SystemID(s) of the DRM System(s) they supp

ent. The
hsidered
Specific
bvide all

m client
bystems,
(s) used,
a.

single file MAY be constructed to be playable by multiple key and digital rights management (DRM)

b1 to find
SHALL

ragment

prt, and

+ match the KD dassociated with the sample (either from the default KID field of t
EncryptionrBex or the KID field of the appropriate sample group description entry) wi

values;or with an empty list, SHALL be considered to apply to all KIDs in the file or movie f

the assoaated Protection System Spe01f1c Header boxes for the remalnlng samples SHALL b
following the above requirements.

8.1.2 Syntax

aligned (8) class ProtectionSystemSpecificHeaderBox extends FullBox (‘pssh’, version,
{
unsigned int (8) [16] SystemID;
if (version > 0)
{
unsigned int (32) KID count;

{
unsigned int(8) [16] KID;

© ISO/IEC 2016 - All rights reserved
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}

} [KID count];

unsigned int (32) DataSize;
unsigned int (8) [DataSize] Data;

8.1.3 Semantics

— SystemID specifies a UUID that uniquely identifies the content protection system that this

hea
— KIO

— KI[
app

— Dat

— Dat
8.2 Ti

8.2.1

Box Typ
Contain
Mandat
Quantit)

The Tra

and KII) for the entire track. In the case where pattern-based encryption is in effect, it supplies t

pattern
encrypt
associat]
encrypt

Ifbotht

defaullt constant IW ®ize for all samples that use these settings SHALL be present. A Constarjt
IV SHAIL NOT be used-with counter-mode encryption. A sample group description may supply keys dr
keys andl Constant Vs for sample groups that override these default values for those samples mappefd
to the gifoup.

HCT1 IUCIUIISD tU-
_count specifies the number of KID entries in the following table. The value MAY be zero:

identifies a key identifier that the Data field applies to. If not set, then the Data array SHAL[L
y to all KIDs in the movie or movie fragment containing this box.

aSize specifies the size in bytes of the Data member.

a holds the content protection system specific data.
ack Encryption box

Definition

D

“tenc’
I Scheme Information Box (‘schi’)
ry:  No (Yes, for protected tracks)

: Zero or one

k Encryption Box contains default values'for the isProtectedflag, Per Sample IV Sizg,

and when Constant [Vs are in use, it supplies the Constant IV. These values are used as t

on parameters for the samples.inthis track unless over-ridden by the sample group descriptio
ed with a group of samples.\For files with only one key per track, this box allows the basic
on parameters to be spedified once per track instead of being repeated per sample.

he value of default( HsProtectedislanddefault Per Sample IV SizeisO0,thenthe

=

The.version field of the Track Encryption Box is set to a value greater than zero when the patter
bn defined in 9.6 is used and to zero otherwise.

NOTE
encrypti
8.2.2
aligned
{
uns
if
}
els
}
uns
uns
8

Syntax

(8) class TrackEncryptionBox extends FullBox(‘tenc’, version, flags=0)
igned int (8) reserved = 0;

(version==0) {

unsigned int (8) reserved = 0;

e { // version is 1 or greater

unsigned int (4) default crypt byte block;

unsigned int (4) default skip byte block;

igned int (8) default isProtected;

igned int (8) default Per Sample IV Size;
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unsigned int (8) [16] default KID;

if (default isProtected ==1 && default Per Sample IV Size == 0) {
unsigned int (8) default constant IV size;
unsigned int (8) [default constant IV size] default constant IV;

8.2.3 Semantics

varsion SHALL be zerounless paffnrn based nnr‘ryph'nn isin use; urhnrnnpnn it SHALIL 1.

O

O

(il

.1 Field semantics

default isProtected is the protection flag which indicates the default protection state of the
samples in the track. See the i sProtected field in 9.1 for further details.

default Per Sample IV Size is the default Initialization Vector size in bytes. See the Per
Sample IV Size field in 9.1 for further details.

default KIDisthe defaultkey identifier used for samples in this track. See the KID field {n 9.1 for
further details.

default constant IV sizeisthesize ofapossible defaultlnitialization Vector forall samples.

default constant IV, if present, is the default Initialization Vector for all samples|See the
constant_IV field in 9.1 for further details.

default crypt byte block specifies the count/of the encrypted Blocks in the prtection
pattern, where each Block is of size 16-bytes. See 9 for further details.

default skip byte block specifies the.éount of the unencrypted Blocks in the prptection
pattern. See the skip byte block field in'9.1 for further details.

Encryption of media data

Vithin the sample groups and sample auxiliary information used by the common encryption|scheme,

hese fields have the following semantics:

isProtected is-the identifier of the protection state of the samples in the track or group of
samples. This flagtakes the following values:

— 0x0: Ngtprotected;

— Oxlvprotected (as signalled by the scheme type field of the scheme type box ‘schnf, e.g. for
scheme type of ‘cenc’, the track default is AES-CTR encrypted using the ‘cenc’ schgme);

=" 0x02 - OxFF: Reserved.

Per Sample IV Size isthesizeinbytesofthe InitializationVector field. The following
are supported values:

— 0 ifthe isProtected flag is 0x0 (Not Protected) or Constant [Vs are in use;
— 8 specifies 64-bit Initialization Vectors;
— 16 specifies 128-bit Initialization Vectors.

constant IV size is the size in bytes of the constant IV field. The following are
supported values:

— 8 specifies 64-bit Initialization Vectors;

© ISO/IEC 2016 - All rights reserved 9
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— 16 specifies 128-bit Initialization Vectors.

— KID is a key identifier that uniquely identifies the key needed to decrypt the associated samples
within the scope of an application so that KID is sufficient to identify a separately stored license
containing the key that was used to encrypt the content. This allows the identification of multiple
encryption keys per file or track. Unprotected samples in a protected track SHALL be identified by
having an isProtected flag of 0x0,a Per Sample IV Size of 0x0, and a KID value of 0xO0. It
is strongly recommended to use UUIDs [2] as KIDs in order to satisfy the uniqueness requirement
across all applications.

[Y)

sample. For an isProtected flag of 0x0, no Initialization Vectors are needed and the auxiliar
infol

<

— In"x{:ialization\/ector specifies the Initialization Vector (IV) needed for decryption ef

mation SHOULD have a size of 0, i.e. not be present.
Forpn isProtected flag of 0x1:
— |IVs shall be supplied using Per Sample IVs or Constant IVs.

— [Ifthe Per Sample IV Size fieldis 16, then InitializationVectdz specifies the entire
128-bit IV value

— |IfthePer Sample IV Sizefieldis8,thenitsvalueiscopied tobytes0to 7 of the Initializatiop
Vector and bytes 8 to 15 of the Initialization Vector are set to zeko.

— sulsample count specifies the number of Subsample encryption entries present for this sample.
If pyjesent, this field SHALL be greater than 0.

— ByfesOfClearData specifies the number of bytes of clear data at the beginning of this Subsample
encryption entry.

NOTIE This value may be zero if no clear bytes exist\for this Subsample.
— ByyesOfProtectedData specifies the number of bytes of protected data following the clear datg.
NOTIE This value may be zero if no protekted bytes exist for this Subsample.

The| Subsample encryption entries\SHALL NOT include an entry with a zero value in both the
BytlesOfClearData field andyin-the BytesOfProtectedData field. The total length of a]l
BytlesOfClearData and Byte@sOfProtectedData in a sample SHALL equal the length qf
the sample. Subsample encfyption entries SHOULD be as compactly represented as possible. Fqr
example, instead of two entries with {15 clear, 0 protected}, {17 clear, 500 protected}, use one entrfy
of {B2 clear, 500 proteeted}. If pattern-based encryption is used, then the pattern applies to the
protected byte rangé;BytesOfProtectedData; otherwise, all protected bytes are encrypted.

— crypt byte bIock shall be zero unless pattern-based encryption is in effect. See 9.6 fqr
further details;

— skilp byte block shall be zero unless pattern-based encryption is in effect. See 9.6 fqr
further, details.

9.2 Initialization Vectors

The Initialization Vector (IV) values for each sample SHALL be either a Constant IV and located in the
sample entry or a sample group description or SHALL be signaled per sample and be located in the
Sample Auxiliary Information associated with each protected sample. See 9.1 for additional details on
how Initialization Vectors are formed and stored.

It is recommended that applications applying encryption generate a random number for the first
Initialization Vector in a sequence.

— For 8-byte Per Sample IV Size, Initialization Vectors for subsequent samples SHOULD be
created by incrementing the 8-byte Initialization Vector and padding the least significant bits with

10 © ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=5334894eb8d188f1745159c91eddc70d

ISO/IEC 23001-7:2016(E)

zero to construct a 16-byte number. Using a random starting value for a track introduces entropy
into the Initialization Vector values and incrementing the most significant 8 bytes for each sample
in sequence ensures that each 16-byte IV and CTR counter value combination is unique.

The 8-byte Initialization Vector can roll over from the maximum value (OxFFFFFFFFFFFFFFEF)
to the minimum value (0x0) if the maximum 8-byte value is exceeded when incrementing the 8-byte
value per sample from its random starting value. 8-byte Vs are recommended for per sample [Vs to
reduce storage size and guarantee unique counter values for CTR mode counter blocks.

— Forl16-bytePer Sample IV Size,lnitialization Vectors for subsequent samples using CTR mode
MAY be created by adding the cipher block count of the previous sample to the Initialization Vector
of the previous sample. Using a random starting value introduces entropy into the.lhitialization
Vector values and incrementing by cipher block count for each sample ensures that eagch-CTR counter
block is unique. Even though the least significant bytes of the IV (bytes 8 to 15) afe incremiented as
an unsigned 64-bit counter in CTR mode, the Initialization Vector SHOULD bge treated as 4 128-bit
number when calculating the next Initialization Vector from the previous 16-byte IV.

CBC mode Initialization Vectors need not be unique per sample or Subsample and may be g¢nerated
randomly or sequentially, e.g. a per sample IV may be equal to the ciphet text of the last erfcrypted
cipher block (a continuous cipher block chain across samples), or generated by incremerjting the
previous IV by the number of cipher blocks in the last sample or by a fixed amount. Each ‘¢bc1’ [V
is stored in sample auxiliary information, so its method of derivation is irrelevant for decryption.

Storing a unique IV per sample for both CTR and CBC mdde increases cryptographic entrpopy and
drovides random access and error recovery for each sample’ (against continuous chaining of multiple
amples). CTR mode requires a unique counter value foreach cipher block sharing a key.

w

ome schemes use a Constant [V either as a track default or for a group of samples mapped to § sample
roup. It is assumed that compressed video data‘is random enough to allow the reuse of the [same IV
br each Subsample when a Constant IV is reused on multiple Subsamples and samples. A (onstant
V reduces IV data size against a per-samplédV, which requires 8 bytes or 16 bytes per samyle. For a
Fagmented file, a Constant IV typically requires one sample group box per track fragment and 4 sample
roup description box containing the sample group’s IV.

qg =h = 0o N

2O

.3 AES-CTR mode counter'operation

ounter-mode schemes SHAEL use the Advanced Encryption Standard, specified in Federal Infqgrmation
rocessing Standards Publication 197, FIPS-197 published by the United States National |nstitute
f Standards and Technology (NIST) using 128-bit keys in Counter Mode (AES-CTR), as spegified in
ecommendation of Block Cipher Modes of Operation, NIST, NIST Special Publication 800-38A.

owlloliavlan)

AES-128 CTR mode is a 16 byte block cipher that can encrypt an arbitrary sized byte stream|without
rleed for padding or leaving a clear remainder when the last Block of sample data is a partial [Block (1
tp 15 bytes,in size). Counter mode (CTR) operates by encrypting a counter block using the AES block
gncryption‘algorithm using the key indicated by KID, and then XOR-ing the result with the ddta to be
gncrypted or decrypted.

TheCTR mode counter block SHALL be constructed from a per c:\mp]p IV andincremented as described
below and in 9.2.

When an 8 byte Per Sample IV Size is indicated, the least significant 8 bytes of the 16 byte IV
(bytes 8 to 15) SHALL be set to zero and used as a 64 bit block counter that is incremented by one for
each subsequent 16 byte cipher block of encrypted sample data.

When a 16 byte Per Sample IV Size isindicated and the least significant 8 bytes (64 bit counter)
reaches the maximum value (OxFFFFFFFFFFFFFFFF), then incrementing it SHALL reset the 8 byte
block counter to zero (bytes 8 to 15) without affecting the other 8 bytes of the counter (bytes 0 to 7).

Within each sample, encrypted data SHALL be a logically continuous byte sequence of 16 byte
Blocks, regardless of physically interleaved clear data identified by Subsample encryption or pattern

© ISO/IEC 2016 - All rights reserved 11
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encryption. Only the last cipher block in a sample MAY be a partial cipher block (less than 16bytes).
The counter SHALL be incremented by one after each encrypted cipher block and restarted on the next
sample using the InitializationVector stored in sample auxiliary information.

9.4 Full sample encryption

9.4.1 General

Full sample encryption MAY be used for all encrypted media types other than NAL Structured video,

which S

9.4.2

AES-CTR mode encryption SHALL use a unique IV per sample and encrypt all bytes in th%ﬁu'nple.
ON

HALL use Subsample encryption.

Full sample encryption using AES-CTR mode

NOTE

in size. C
as smalle
Each sam

9.4.3
Full samn
using 12
800-38A

Encrypt
types of]

Each sa

(b\)

Full Sample CTR Encrypted Sample Data

Samplel
Block6

Samplel
Block7

Samplel
Block0

v

Samplel
Block1

Samplel
Block2

Samplel
Block3

Samplel
Block4

Samplel

Blocbi

"

L

Full Sample CTR Encrypted Sampie data
Sample2

ple2
Block3 4
P

Sample #ZA\V
9O
N

AES-CTR mode is a block cipher that can en @complete samples that are not a multiple of 16 bytd
pher blocks are shown to illustrate the undet‘b\i g Blocks used to encrypt the samples. Block 7 is show
r than 16 bytes to illustrate that CTR mod&@an encrypt partial cipher blocks, i.e. smaller than 16 byte
ple starts with a unique IV.

Sample#1

Sample2
Block6

Sample2
Block7

Sample2
Block5

Sample2
Block0

Sample2
Block1

Sample2
Block2

=%

‘\\O
Figure 1 — F&sample encryption using AES-CTR mode

O

Full sample encrypl@lg:ﬁsing AES-CBC mode

ple AES-CBC m (@HALL use the Advanced Encryption Standard specified by AES [FIPS197
B-bit keys in Ci Block Chaining mode (AES-CBC-128), as specified in Block Cipher Modes [NIS
]. Per sampl SHALL be used, stored in sample auxiliary information as defined in Clause 7.

ed NAL-Structured Video tracks SHALL use Subsample protection as defined in 9.5. All othéd
enc ed tracks SHALL use full whole-block sample encryption as defined in 9.7.

[ [

=

n

n% SHALL be encrypted as a continuous cipher block chain starting with an Initializatio

Vector, which MAY be specified per sample by Sample Auxiliary Information or constant over multiple

samples

12

specified by a sample group and sample group description.
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Sample Au}filialy
lnfornation Full Sample CBC Encrypted Sample data
1V

W#2
Samplel Samplel Samplel Sample1 Samplel Samplel Samplel Partial
\ Block0 Block1 Block2 Block3 Block4 Block5 Block6 Block7
’Vla‘1-—/v Sample#1
Y
A Full Sample CBC Encrypted Sample data
Sampled Saplod Rereeeilnd) Sample Sasmpled Sampled Samplod [Freertict]
Block0 Block1 Block2 Block3 Block4 Block5 Block6 Blo?lﬁ
Sample#2 ,\\
A ’q/

OTE AES-CBC mode requires all encrypted cipher blocks to be 16 bytes and the schemes defingd in this
art of ISO/IEC 23001 leave partial Blocks unencrypted. Block 7 is shown as smaller than’16 bytes to |llustrate
hat CBC mode does not encrypt Blocks smaller than 16 bytes to avoid adding padding that would change the file
ze. Per sample IVs are applied at the start of each sample with ‘cbc1’ full sample-enctyption.

wn S =

Figure 2 — Full sample encryption using AES-CBC mode

Qo)

.5 Subsample encryption

9.5.1 Definition (normative)

ubsample encryption SHALL divide each sampleyinto one or more contiguous Subsamples. Each

bsample SHALL have an unprotected part followed by a protected part, only one of whijch MAY
e zero bytes in length (both are usually nonzzero values). The total length of all of the Subsamples
HALL be equal to the size of the sample itsélf and they SHALL not overlap (BytesOfClearpata +
ytesOfProtectedData for all Subsamples that make up a sample).

o

v wl

or all schemes except the ‘cbcs’ scheme, the protected byte sequences of a sample SHALL b¢ treated
s a logically continuous chain of 16 byte cipher blocks, even when they are separated by Subsample
ytesOfClearData,oraskip byte block.

Q)

The ‘cbcs’ scheme SHALL(tneat each Subsample as a separate chain of cipher blocks, starting with the
hitialization Vector associated with the sample.

et

The CTR mode counter SHALL be incremented after each complete encrypted cipher block, jgnoring
Subsample bounddries. CBC mode cipher block chaining for the ‘cbcl’ scheme SHALL be coptinuous
fder sample afterthe IV is applied to the first cipher block in the sample.

All cipher(blocks except possibly the last cipher block in a sample when using CTR mode SHALL be 16
hytes. Aspartial CTR cipher block MAY be encrypted as the last Block of a sample when termingted by a
ubsample BytesOfProtectedData range.

> ted to a
multiple of 16 bytes to avoid partial Blocks at the end of Subsamples. Application specifications may
prohibit partial CTR cipher blocks and can require Subsample Block end alignment to reduce the
complexity of decryption.

For ‘cbcl’ protection scheme, BytesOfProtectedData size SHALL be adjusted to a multiple of 16
bytes to avoid partial Blocks at the end of Subsamples.

For ‘cbcs’ protection scheme, a partial Block at the end of a Subsample SHALL remain unencrypted.
CBC mode cipher block chaining for the ‘cbcs’ scheme SHALL be continuous per Subsample and the IV
applied to the first encrypted cipher block of each Subsample. Application specifications can require
BytesOfProtectedData to start on the first complete byte of video slice data so that a size thatis a
16 byte multiple may not be possible, making partial Blocks in Subsamples unavoidable.

© ISO/IEC 2016 - All rights reserved 13
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Figure 3 is a Subsample encryption example showing two samples, each containing two Subsamples,
each with a per-sample Initialization Vector and a logically continuous sequence of 16-byte cipher

blocks

interspersed with unencrypted byte ranges.

Note that Block 2 of sample 1 is continued in the second Subsample, which is possible, but not
recommended, with the scheme ‘cenc’, but not ‘cens’, ‘cbc1’ and ‘cbcs’.

NOTE
so that
smaller

padding that changes the file size. Block 6 would be unencrypted if CBC.mmode were used.

9.5.2

9.5.2.1

This suljclause describes the methods andreasons for using Subsample encryption on NAL Structure
Video samples.

Network Abstraction Layer (NAE) structured video specifications define NAL unit syntax element
that can be sequenced to form(elementary streams and access units that can be decoded to image$
ISO/IEC|14496-15 specifies ow NAL Structured Video is stored in ISO Base Media files and how eac

access

NAL uni
type hedder while video/NALSs contain a slice header.

Subsample 1 Subsample 2
Sample Auxiliary
Information
1V#1
142
=> Sample 1 Sample 1 S1partial rest of Sample 1 Sample 1 Sample 1 Sample 1|
IV#1 Block 0 Block 1 Block 2 S1B2 Block 3 Block 4 Block 5 Block 6
Sample #1 q
W2 Subsample 1 Subsample 2 ‘
Sample 2 Sample 2 Sample 2 Sample 2 Sample 2 Sample |2 [Sample 2
Block 0 Block 1 Block 2 Block 3 Block 4 }Uock Block 6
2\ )
Sample #2 W\
25\

Cipher block and counter chaining is continuous from Subsample 1 to*Subsample 2 in the first sampl
all cipher blocks are 16 bytes, except possibly the last cipher block imeach sample. Block 6 is shown 4
than 16 bytes to illustrate that CTR mode can encrypt cipher blocks smaller than 16 bytes without addin|

Figure 3 — CTR Subsample encryption using one IV per sample

Subsample encryption of NAL Structured Video tracks

Structure of NAL video samples and the use of Subsamples (informative)

Llnit is stored as a sample in a track. Each sample is composed of multiple NAL units and eac
is separated by‘alength field stating the length of the NAL unit. Each NAL unit contains a NA

NAL Video Structure
(example sequence

wv ©

[72)

= = 7

ISO ] ISO .
Access | NAL | video | NAL | video
Unit SEI Media . . . Media - ; .
. . Type Slice Video Slice Data . Type Slice Video Slice Data
Delimiter NAL Size Size
Header | Header Header | Header
NAL Header Header

( NAL Structured Video Sample

14

( Video NAL ) ( Video NAL )

\—/

Figure 4 — NAL Structured Video ISO Media sample containing multiple NAL Units
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Secure video processors typically do not make data from the video stream that has been decrypted
available to applications in order to protect decrypted video, so display applications that need to access
information stored in video slice headers or SEI NAL units, such as caption and framing information,
will not be able to access that data if it is protected. To keep video encryption keys secure, the same key
should not be used to encrypt audio tracks, which typically do not have the same level of key protection
as video. Some of the video slice data may remain unencrypted in order to align encrypted bytes, or to
align cipher blocks to eliminate the need for partial cipher block decryption in devices. Because NAL
Structured Video is usually compressed by spatial and temporal prediction, and the result entropy
coded (e.g. CABAC) the loss of portions of a sample will still make it nearly impossible to reconstruct a

£l o dict £
€ Lul T culu }Jl\'bul TS LllaL lJl \,uu.l. Ot 1\.

Subsamplel Subsample2

QO
Access 150 1 NaL | video Video Slice Data 150 | \ar | videod| 2 VideoStice Data
Unit SEI Media . Media .
. : Type Slice (Protected Range - Type Slice (Protected Range
Delimiter | | NAL Size Header | Header Shaded) Size Header | Header Shaded)
NAL Header Header
Video slice data for Video slice data for
alignment alignment
C Video NAL DEE VidebNAL )
( NAL Structured Video Sample )

OTE The Protected Range of a Subsample may not encrypt all video data. The start of the range rhay leave
pme video unencrypted to accomplish byte or 16 byte Block alignment of the Protected Range. The Rrotected
ange may also be partially encrypted by the ‘cens’ and-cbcs’ schemes, which apply a pattern of encrypted and
ear Blocks in the Protected Range.

o T 0n =

Figure 5 — Subsample encryption applied to NAL Structured Video

ot all decoders are designed to decode ISO Media format streams that include NAL size headlers and
hick decoding parameter NALs, suchvas Sequence Parameter Set (SPS) and Picture Parameter Set (PPS)
ALs (e.g. ‘avcl’ sample entry format). Some decoders are designed to decode video elementary
streams in ISO/IEC 14496-10:2014, Annex B byte stream format with startcode delimited NAL Units
and SPS/PPS parameter _NALs following each access point in the stream. It may be necepsary to
reformat Common Encrypted ISO Media elementary streams to byte stream format prior to decoding.
If may also be necessary to reformat Common Encrypted elementary streams in order to tranfsmit the
data using a network protocol like RTP that packetizes NAL Units or repackage Common Ercrypted
dlementary streams between ISO Media and MPEG-2 Transport Stream containers. Leaving ngn-video
AL units and’all NAL size and type headers unencrypted allows reformatting the elementary stream
ithout decyypting.

oM vulliod

ull saniple encryption prevents video stream reformatting and information access prior to detrypting
the samples But, if NAL headers and complete NALs other than v1deo types are left unencrypted an
] [ 14496-
10: 2014 Annex B byte streams by replac1ng unencrypted NAL size headers w1th start codes matching
the NAL type indicated in the NAL type header and, if necessary, inserting PPS/SPS NAL units following
each Access Unit Delimiter NAL that starts a random access point (usually an IDR picture). Since NAL
startcodes are always unencrypted in Common Encryption, any startcodes in encrypted data are
invalid and can be ignored by processors. [ISO Base Media file parsers ignore all startcodes. NALs before
encryption and after decryption include emulation prevention as specified in the NAL Structured Video
specifications, so startcodes may be reliably detected in decoders.

Common Encryption specifies Subsample encryption for NAL Structured Video that only encrypts video
data and leaves other NAL types, all NAL size and type headers, and video slice headers unencrypted.
Encryptors should be aware of the NAL structure, but decryptors may be video format agnostic
and simply decrypt the byte ranges indicated by Subsample information stored in Sample Auxiliary
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Information. Encryption of only the video slice data allows applications to access information in SEI
NALs, as well as picture information in video slice headers. Access to video NAL slice header information
may be necessary for presentation applications to manage picture buffers, layers, tiles, parallel slice
decoding, etc. by reading slice header information prior to secure video decryption.

9.5.2.2 Subsample encryption applied to NAL Structured Video (normative)

NAL Structured Video samples SHALL be exactly spanned by one or more contiguous Subsamples.
The slice data in a V1deo NAL MAY be spanned by multlple Subsamples to create multlple clear and

protecteqd
BytesCfProtectedData fleld w1th BytesOfClearData size equal to zero in each Subsampl(,.
Multiplg unprotected NALs SHOULD be spanned by a single Subsample clear range, but a large clea
range M

For

field and the nal unit type field (the first byte after the length) of each NAL.unit SHALL bje

une

NOT[E1 Encrypted slice headers were not prohibited in the first edition of this.part of ISO/IEC 23001 b

wer

‘avdl’ allows possible legacy content with encrypted slice headers to remain €onformant to this new edition.

But,

NOTIE 2  The size of the length field is variable length. It can be 1, 2{or 4 bytes long and is specified in th
Sam|

For

only video slice data SHALL be protected. For avoidance of doubt: Video NAL slice, size and typ

hea

The
mul

Part

mul

«

cer

9.5.2.3

Figure 6
and sample boundaries. TheTdiagram applies to ‘cenc’ and ‘cens’ protection schemes.

16

o

=]

AY be spanned by multiple Subsamples with zero size BytesOfProtectedData.

AVC video using ‘avcl’ sample description stream format, the NAL lengthSizeMinusOng

hcrypted, and only video data in slice NALs SHOULD be encrypted.

=N ot

e prohibited by application specifications. A “SHOULD” requirement to leave slice'headers unencrypted fd

new content should not encrypt slice headers or it may not decode properly in secure video decoders.

[¢)

ple Entry for the trackasthe lengthSizeMinusOne field in the.AVCDecoderConfigurationRecord.

bther NAL Structured Video sample description stream formats (e.g. ‘avc3’, ‘hvcl’, ‘hevl’, etc)),

D

lers SHALL be unencrypted and other NAL types(SHALL be unencrypted.

e MAY be multiple Subsamples per NAL, and MAY be multiple NALs per Subsample, e.g. whe
fiple unencrypted NALs are included in one clear byte range for efficient representation.

-

ial video encryption MAY be implemented using multiple Subsamples per video NAL thatindicate
Liple clear and protected byte ranges per video slice; however, pattern encryption (e.g. usir:E
s’ and ‘cbcs’ schemes) SHOULDbeé used for more efficient representation of partial encryption.

Subsample encryption(using AES-CTR mode applied to video NALs

details the Vs used,(the areas of clear data, the areas of protected data, as well as the NAL unjt

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=5334894eb8d188f1745159c91eddc70d

ISO/IEC 23001-7:2016(E)

Subsamplel Subsample2
Sample Clear Clear
Aux Info Data Data
1 Partial Part Part
b Block0 Block1 Block2 B2 Block3 Block4 Block5 B6
M ~~—Sample#1
Subsample1 Subsample2
v Clear Clear
& Data Data
Block0 Block1 Block2 Block3 Block4 Block5 “Ba”
I\' \
Sample#2

/
OTE AES-CTR mode is a block cipher that can encrypt partial cipher blocks. Ci '})locks are
lustrate the underlying cipher block chain that spans each sample. The last Blocks 6) in both S
d Sample #2 are less than 16 bytes to illustrate that CTR mode allows encryption ét,p
ote that cipher block 2 of Sample #1 is continued in the next Subsample to%lu@a 16 byte cipher b

—- —

e counter value. This example shows Subsamples that match the size of ea
neral constraint of this part of ISO/IEC 23001. The protection scheme 'ce@ may apply a pattern of e
d clear Blocks to the range labelled “Encrypted Data”. N\

)
Figure 6 — Subsample encryption of vkb‘e NALs using AES-CTR
L

9.5.2.4 Subsample encryption using ‘cbcl’ AES-Q& mode applied to video NALs

Subsamplel ‘ Subsample?2
Sample
Aux Info
| N ] Block3 | Block4 | Block5 | Block6
#1 _ N ' . AN . AN . A

Subsample2

Block3 Block4 Block5 | Block6
.4 AN A

locks re ess of spanning Subsample BytesOfClearData. Clear data is sized appropriately so th3
lock in Subsample is 16 bytes (Blocks 2 and 6 in this example).

s

@igure 7 — Subsample encryption of video NALs using AES-CBC mode and ‘cbcl’ sch

o =z

shown to
hmple #1

artial cipher bldcks. Also

ock with

ideo NAL unit, but thqt is not a

ncrypted

OTE A @% mode ‘cbcl’ scheme starts each sample with a per sample 1V, then forms 16 bytte cipher

t the last

eme
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9.5.2.5 Subsample encryption using ‘cbcs’ AES-CBC applied to video NALs
Sample Subsamplel | Subsample?2
Group
Constant (12)1:?; ‘cbcs’ Protected Pattern Clear Data ‘cbcs’ Protected Pattern CDI::;
v
. Partial Partial
- » Block0 Block1 Block R Block0 Block1 Block2 Block
Sample #1
Subsample1 Subsample2
g;; ‘cbcs” Protected Pattern gata ‘cbcs” Protected Pattern ;}a;
- »| Block0 Block1 Block2 Block0 Block1 Block2
\ > q
Sample#2 \ 2 :
AN
NOTE AES-CBCmode ‘cbcs’scheme starts each Subsample with a Constant1V, then encrypts’complete 16 byte

cipher blpcks leaving any partial Blocks unencrypted at the end of the Subsample’s BytéspOfProtectedDat.
The proflection pattern consists of a sequence of crypt byte block encrypted cipher blocks followed by
t

skip b
Block in

9.6 Pattern encryption

9.6.1

Pattern

protectgd range of a Subsample.

NOTE
headers,

When the fields default crypt Oyte block and default skip byte block in a version |l
Track Efjcryption Box (‘tenc’) are hon-zero numbers, pattern encryption SHALL be applied.

The pat

crypt Joyte blockor dxypt byte block (if present in a sample group description) followed b
the number of unencrypted sample data Blocks indicated by the field default skip byte bloc
or skip| byte bloek/(if presentin a sample group description).

If the last Block<{pattern in a Subsample is incomplete, the partial pattern SHALL be followed unt
truncatgd by_the BytesOfProtectedData size and any partial crypt byte block SHALL

remain

nencrypted.
When AWWWWWWWW@W

yte block clear Blocks, terminated by the end of the BytesOfProtectedData range. If the laj
the range is partial, it is unencrypted.

Figure 8 — Subsample encryption using AES-CBC mode and ‘cbcs’ scheme

Definition
encryption utilizes a pattern of encrypted’ and clear (“skipped”) 16 byte Blocks over thie
Subsamples are defined to protect©nly video slice data, leaving NAL size, NAL type, video slide

and other NAL types in the clear.

tern SHALL consist of the number of encrypted cipher blocks indicated by the field default

N <

—_—

When AES-CBC mode is used, the [V SHALL apply to the first encrypted cipher block of each Subsample.

18
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9.6.2 Example of pattern encryption applied to a video NAL unit
Pattern Encrypted Subsample

BytesOfClearData BytesOfProtectedData

|
/ N\

016(E)

o o =z

y BytesOfProtectedData and approximately spans the video data followingtheslice header. Bytg
number of bits or bytes following that. Multiple Subsamples may be mapped\to a single NAL and mult

NALs to a single Subsample in the ‘cens’ scheme, but a single Subsampleper' VCL NAL may be requirg
‘tbcs’ scheme.

Figure 9 — Pattern encryption of a Subsamplé aligned with a video NAL Unit

o)

.7 Whole-block full sample encryption

]

h whole-block full sample encryption, the entire sample is protected. Every sample is er

=+ W

railing 0-15 bytes in the clear. The IV is reset at every sample.

10 Protection scheme definitions

10.1 ‘cenc’ AES-CTR scheme

Support for the ‘cenc’ schéme is mandatory. This scheme uses counter-mode protection as spe
9.3.

wul

ncrypted video tracks using NAL unit structured video conforming to ISO/IEC 14496-15 S
Hdrotected using Subsample encryption specified in 9.5 and SHALL NOT use pattern encrypti
result, the'fields crypt byte block and skip byte block SHALL be 0.

]SO_ NAL Video Pattern Encryption of 16 byte blocks
Mﬁdla Type Slice * Video slice data for alignment crypt_byte block count+
e Header | Header L RIP Pyte DIoCK Coumt
Header — —
( Video NAL
OTE Pattern encryption is represented by vertical black and white lines reppesenting a pattern of

ncrypted cipher blocks followed by clear Blocks. The pattern spans the protected rafige’of a Subsample gpecified

or Block

alignment may require that the start of BytesOfProtectedData is not at the first bit of slice data, put some

ple clear
d for the

crypted

tarting at offset 0 (there is no unprotected’preamble) up to the last 16-byte boundary, leaying any

cified in

The scheme typ@ field of the scheme Type Box ("'schm’) SHALL be set to the four character code ‘cenc’.

HALL be
on. As a

Nan-video encrypted tracks SHALL be protected using full-sample encryption as specified in 94

The version of the TrackEncryptionBox (‘tenc’) SHALL be 0.

Constant IVs SHALL NOT be used; Per Sample IV Size SHALL NOT be 0, except for unencrypted

sample groups.

Foran isProtected flag of 0x1 where the scheme type field of the scheme type box is ‘cenc’ (i.e.

AES-CTR), counter values SHALL be unique per KID.

© ISO/IEC 2016 - All rights reserved
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default Per Sample IV SizeandPer Sample IV Size SHOULD be 8-bytes, and SHALL be a
single value per track, or zero for unencrypted samples.

NOTE 1 IfaPer Sample IV Size of8isused,thenthe InitializationVector values fora given KID
SHALL be unique for each sample if samples are less than 264 cipher blocks in length and there are less than 264
samples with unique 8-byte IVs in all tracks sharing the same KID.

The BytesOfProtectedData size SHOULD be a multiple of 16 bytes to avoid partial cipher blocks
in Subsamples.

NOTE 2
Encryptipn implementations are required to decrypt the ‘cenc’ scheme so that files using the ‘cenc’ scheme\ca
be processed by all decryptors of this part of ISO/IEC 23001.

10.2 ‘cpc1’ AES-CBC scheme
Support{for the ‘cbc1’ scheme is optional.
The scHeme type field of the scheme Type Box ('schm’) SHALL be set to ‘cbcl’.

Encrypted video tracks using NAL Structured Video conforming to ISO/1EC 14496-15 SHALL b
protectdd using Subsample encryption specified in 9.5, and SHALL NOT tse pattern encryption. As
result, the fields crypt byte block and skip byte block SHALL be 0.

[S I

Other trpcks SHALL be protected using full sample encryption as specified in 9.4.
The vergion of the Track Encryption Box (‘tenc’) SHALL be 0.

Constanft [IVs SHALL NOT be used; Per Sample IV Size ‘SHALL NOT be 0 except for unencryptefd
sample groups.

Per Sgmple IV Size (asdefined in 9.2) MAY he 16 (which specifies 128-bit Initialization Vectorg)
and SHALL be a single value per track, or zero for unencrypted samples.

In Subsgmpled video tracks, the BytesOfP&totectedData size SHALL be a multiple of 16 bytes t
avoid partial cipher blocks in Subsamples:

[=}

NOTE Support for ‘cbc1’ scheme is not mandatory in the common encryption standard and implementation
that progess the ‘cbc1’ scheme are also required to process the ‘cenc’ scheme so that files using the ‘cen
scheme dan be processed by all decryptors of this part of ISO/IEC 23001.

v

10.3 ‘cens’ AES-CTR subsample pattern encryption scheme
Supportffor the ‘cens’scheme is optional. This scheme uses counter-mode protection as specified in 9.3.
The scHeme typetfield of the scheme Type Box (‘schm’) SHALL be set to ‘cens’.

The vergion,ofthe Track Encryption Box (‘tenc’) SHALL be 1.

Tracks dther than video are protected using whole-block full-sample encryption as specified in 9.7 an
hence skip byte block SHALL be 0.

Encrypted video tracks using NAL Structured Video conforming to ISO/IEC 14496-15 SHALL be
protected using Subsample encryption specified in 9.5 and SHALL use pattern encryption specified in
9.6. As aresult, the fields crypt byte blockand skip byte block SHALL NOT be 0.

Constant IVs SHALL NOT be used; Per Sample IV Size SHALL NOT be 0 except for unencrypted
sample groups.
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default Per Sample IV Size and Per Sample IV Size SHOULD be 8-bytes.

NOTE1 IfaPer Sample IV Size of8isused, thenthe InitializationVector values for a given KID
will be unique for each sample if samples are less than 264 cipher blocks in length and there are less than 264
samples with unique 8-byte IVs in all tracks sharing the same KID. IV storage is half of that required for 16-byte I Vs.

The BytesOfProtectedData size SHALL be a multiple of 16 bytes to avoid partial cipher blocks
in Subsamples.

Foran isProtected flag of 0x1 where the scheme type field of the scheme type box is ‘cens’ (i.e.

hnalilalsalah 4o 1 QI AL I 1 H PPN
Lo~UTINJ, CUUIILTT V4IUTS olTALL DT Uliyuc pcl- i1 L.

od

OTE2  Supportfor‘cens’schemeis not mandatory in the common encryption standard, and ingplémentations
hat process the ‘cens’ scheme are also required to process the ‘cenc’ scheme so that files,using the ‘cenc’
cheme can be processed by all decryptors of this part of ISO/IEC 23001.

[ =3

10.4 ‘cbcs’ AES-CBC subsample pattern encryption scheme

10.4.1 Definition
Support for the ‘cbcs’ scheme is optional.
The scheme type field of the scheme Type Box ('schm’) SHALLbe set to ‘cbcs’.

The version of the Track Encryption Box (‘tenc’) SHALL be’1y

lwul

ncrypted video tracks using NAL Structured Videou:conforming to ISO/IEC 14496-15 SHALL be
rotected using Subsample encryption specified in 9:5and SHALL use pattern encryption as gpecified
 9.6. As aresult, the fields crypt byte block-afid skip byte block SHALL NOT be 0.

—

(onstantIVs SHALL be used; default Per _Sample IV SizeandPer Sample IV Sizg, SHALL
He 0.

—

racks other than video are protected,using whole-block full-sample encryption as specified inn 9.7 and
ence skip byte block SHALLbED.

=

Hattern Block length, i.e. crypt Byte block + skip byte block SHOULD equal 10.
Hor all video NAL units, in¢luding in ‘avcl’, the slice header SHALL be unencrypted.

The first complete byte -of video slice data (following the video slice header) SHALL begin|a single
Subsample protectedbyte range indicated by the start of BytesOfProtectedData, which extends to
the end of the video NAL.

=z

OTE1 For'AVC VCL NAL units, the encryption pattern starts at an offset rounded to the next byte after
he slice header, i.e. on the first full byte of slice data. For HEVC, the encryption pattern starts after the byte
gdlignment’() field that terminates the slice segment header (), i.e. on the first byte of slice datg.

ot

Unless ‘it would be empty, as noted in 7.1, the Sample Auxiliary Information SHALL be pregent and

HALL idnnfiFy prnfnr‘fnd rangesas thcnmp]nc

A decryptor can decrypt by parsing NAL units to locate video NALs by their type header, then parse
their slice headers to locate the start of the encryption pattern, and parse their Part 15 NAL size headers
to determine the end of the NAL and matching Subsample protected data range. It is therefore possible
to decrypt a track using either (a) this algorithm, ignoring the Sample Auxiliary Information or (b) the
Sample Auxiliary Information, ignoring this algorithm.

NOTE 2  Supportfor ‘cbcs’scheme is not mandatory in the common encryption standard, and implementations

that process the ‘cbcs’ scheme are also required to process the ‘cenc’ scheme so that files using the ‘cenc’
scheme can be processed by all decryptors of this part of [ISO/IEC 23001.
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