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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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[he procedures used to develop this document and those intended for its further maintena

bditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the

ights. Details of any patent rights identified during the development of\the document will b
ntroduction and/or on the ISO list of patent declarations received (seeswww.iso.org/patents) or
ist of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for:the convenience of users and d
constitute an endorsement.

For an explanation of the voluntary nature of standdrds, the meaning of ISO specific ter
bxpressions related to conformity assessment, as weéllras information about ISO's adherencg
World Trade Organization (WTO) principles in the“Technical Barriers to Trade (TBT) see W
org/iso/foreword.html.

[his document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec
bubcommittee SC 29, Coding of audio, picture; multimedia and hypermedia information.

[his second edition cancels and replaces the first edition (ISO/IEC 23001-12:2015), which h
fechnically revised.

[he main changes compared to the previous edition are as follows:

— support for using saniple variants for multiple alternate samples;

— support for using sample variants for multiple alternate protection schemes;
— support for €arriage of sample variants in MPEG-2 transport streams.

A list of all pat'ts in the ISO/IEC 23001 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards
romplete listing of these bodies can be found at www.iso.org/members.html.
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Information technology — MPEG systems technologies —

Part 12:
Sample variants

. Scope

[his document defines sample variants and their carriage in the ISO base media,file’ format (ISO/
EC 14496-12) and MPEG-2 transport stream (ISO/IEC 13818-1).

P Normative references

[he following documents are referred to in the text in such a way that’some or all of their [content
constitutes requirements of this document. For dated references, only the edition cited applliies. For
indated references, the latest edition of the referenced document.(including any amendments) applies.

SO/IEC 13818-1:2018, Information technology — Generic coding-of moving pictures and associatgd audio
nformation — Part 1: Systems

SO/IEC 14496-12:2015, Information technology — Coding of audio-visual objects — Part 12: ISO base
media file format

SO/IEC 23001-7, Information technology — MPEG.systems technologies — Part 7: Common encryption in
SO base media file format files

SO/IEC 23001-9, Information technology.— MPEG systems technologies — Part 9: Common encryption of
VIPEG-2 transport streams

B Terms and definitions

For the purpose of this document, the terms and definitions given in ISO/IEC 13818-1, ISO/1EC|14496-
| 2, and the following apply.

SO and IEC maintainterminological databases for use in standardization at the following addrgsses:

— ISO Onling browsing platform: available at https://www.iso.org/obp

— 1EC Eleetropedia: available at http://www.electropedia.org/

8.1

Houble encrypted
P pted fi by 3 1ia
by a variant byte range key

Note 1 to entry: See 7.2.

3.2
media data stream
track or packetized elementary stream containing audio-visual content

Note 1 to entry: Track is as specified in ISO/IEC 14496-12.

Note 2 to entry: Packetized elementary stream is as specified in ISO/IEC 13818-1.

© ISO/IEC 2018 - All rights reserved 1
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3.3
media key
encryption key associated with one or more media samples (3.5)

3.4
media KID
encryption KID associated with one or more media samples (3.5)

3.5
sample
data of p sample or of an access unit

Note 1 tp entry: Data of a sample is as specified in [SO/IEC 14496-12.
Note 2 tp entry: Data of an access unit is as specified in ISO/IEC 13818-1.

3.6
sampld variant
assembjed media sample (3.5) replacing an original sample

3.7
sampld variants media data stream Extractor

logical module that performs the steps that implement the process of generating a complete complian
media data stream (3.2) composed of sample variants (3.6)

3.8
variang byte range
location of a sequence of bytes that can constitute a portionwefa sample variant (3.6)

3.9
variant constructor
sample pariant (3.6) metadata that defines how toassemble an individual sample variant

3.10
varianf data stream
track or packetized elementary stream for.variant data

Note 1 tp entry: Track is as specified in $¥SO/IEC 14496-12.
Note 2 tp entry: Packetized elementary stream is as specified in ISO/IEC 13818-1.

3.11
varianf media data
media data used to cofistruct a sample variant (3.6)

Note 1 tp entry: Some of the media data can come from the original media data stream.

3.12
variant processor
logical module that implements the process of assembling sample variants (3.6)

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.

CENC Common Encryption (as specified in ISO/IEC 23001-7)
CETS Common Encryption of MPEG-2 Transport Streams (as specified in ISO/IEC 23001-9)
DRM Digital Rights Management

2 © ISO/IEC 2018 - All rights reserved
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ISOBMFF ISO Base Media File Format (as specified in ISO/IEC 14496-12)
IV Initialization Vector
KID Key Identifier

MPEG-2 TS MPEG-2 Transport Stream (as specified in ISO/IEC 13818-1)

5 Overview

018(E)

for carriage in ISOBMFF or fully compatible with MPEG-2 TS and CETS for carriage in MPEG-2
ariant framework is agnostic to any particular forensic marking system or DRM system used.

[he sample variant framework uses three core constructs to defineiahd carry sample varia
ariant constructors, variant byte ranges and variant media data.

hfter sample variant processing. Access to samples is*under the control of KIDs as depicted in

hccess to media data.

NOTE 1  The variant process model described in Clause 12 can also.assist in introducing the concepts.

[his document defines a framework for the carriage of sample variants in the ISOBMFF.and| MPEG-
P TS. Sample variants are alternative samples which can be used to replace the original samples in
'he media data stream. Sample variants can be used, for example, to provide forensicinformption in
fhe rendered sample that can identify the DRM client or to provide appropriately.encrypted §amples
vith multiple protection schemes. This variant framework is fully compatible with ISOBMFF anjd CENC

TS. The

ht data:

Figure 1 shows a scenario where a sample (sample 2) has agrdmber of sample variants. The figurg shows
B samples in a series from left to right, the middle of which has variants. The top row is a conceptual
epiction of what is encoded using ISOBMFF or MPEG=2. TS and the bottom row shows what iy output

the top

row of Figure 1. For sample variants, a hierarchy@f KIDs is used to provide access to data, with the
higher level KIDs providing access to sample, variant metadata and the lower level KIDs prjoviding

| Variant2/KID2c |
Media Data | Variant2/KID2b |
IStree':m i
npu
samples I Variant2/KID2a I
| Sample1/KID1 | | Sample2/KID2 | | Sample3/KID3
Output samples [samptetkipr ] Sample 2V/KID2V [ sample3/KID3

Figure 1 — Example sample variant structure for multiple alternate samples

Figure 2 shows another scenario in which a sample (sample 2) has a number of sample variants. In this

case, however, only the data that differs from the original sample is carried in the samples of the

variant

data stream. As in Figure 1, the top row is a conceptual depiction of what is encoded using ISOBMFF
or MPEG-2 TS and the bottom row shows what is output after sample variant processing, with access
to samples controlled via KIDs as depicted in the top row. Under some use cases, such as subsample
pattern encryption, the amount of redundant data between an original sample and a corresponding

© ISO/IEC 2018 - All rights reserved
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sample variant may be relatively large. Sample variants can reference byte ranges of the original media
data stream in addition to those of the current variant data stream, as well as additional variant data
streams. This can enable more efficient carriage of sample variants than if sample variants had to be
encoded in their entirety.

—

Variant2/KID2c

Variant2/KID2b
Media Data |IIIII
IStreetlm -
npu Variant2/KID2a
samples

Sample1/KID1 Sample2/KID2 Sample3/KID3

TITTIIT | (TN | EHT I
- ! |

Sample1/KID1 Sample2V/KID2V: Sample3/KID3

wpasmee 7 [IITTN  [IITTENTD OO

Q

Figure 2 — Example sample variant byte range-€ncoding for multiple alternate samples

Figure B further shows an example of how a media\data stream prepared for one protection scheme car
be efficiently adapted using sample variants t0-support another protection scheme. The figure showg
samples in a series from left to right. Thetep row is made of samples from the original media datz
streamfand the bottom row is made of sample variants from the variant media data. The sample varian{
may halve the same KID or it may have-a different KID from the samples of the original media dat3
stream| The protection scheme can be different between samples from the original media data strean
and sarhples from the variant media‘data.

The botftom two rows show the sample variant processing output samples of a single protection scheme
Access fo the samples is unider control of KIDs and protection scheme. It enables the application to carry
media data stream witli-more than one protection scheme.

The cortftrol point forthe use of the proposed framework is the content publisher:

— Th¢ contentpublisher encodes encrypted, compressed variant media data into the ISOBMFF filg
or MPEG:2'TS and ensures that each set of variant media data for a given sample time is encrypted
with@-key and signalled with a KID and protection scheme.

— The contentpublisher works with the DRM system to manage the release of KIDs/keys and protection
scheme information such that the playback path (the actual sample data used during playback) is
controlled and the player can only decrypt and render the data that it has been authorized to render.

4 © ISO/IEC 2018 - All rights reserved
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Media Data
Stream
samples and

Main Media ES

[T

Sample1 data /KID1/CBCS

Sample2/KID1/CBCS

[ITTTTITTIT]

Sample3/KID1/CBCS

[ITTTTITTIT]

sample -

variants with
different
encryption
scheme

Variant1 data/KID2/CENS

Variant2 data/KID2/CENS

Variant 3 data /KID2/CENS

Output samples

Media Data Stream

with CENS samples
—

Media Data Stream
with CBCS samples

hre processed.

File or Transport
Stream

protection schn]
KID[n]

Sample1 data /KID2/CENS Sample2 data /KID2/CENS Sample3 data /KID2/CENS~
a YA
Sample1 data /KID1/CBCS sample2ldatal iDL CECS sample3 daia(I61/CBCS
OTTITTTN OEEN
\
(b\.l

Figure 4 shows the decoder model for the processing of files or t
Uariants. Critical to the sample variant decoding process is contr{)}\over if and how the sample ¥

)

«°
QO
R

Figure 3 — Example sample variant structure for multipleéptection schemes

ort streams that utilize

optional vmKIDI[n]

optional vbrKID[n]

Sample Variants

o&ion,a \%
(a)
N/

¥

\g@

N

Z

DRM

\U

e
optlonql;tgﬂKey[n]
brKey[n]

1

Base Sample O

Variant

@

&
?\
N

3@led decoder.

Processing

key[n], protection sch[n]

sample
ariants

Common Encryption
Standard Decoder

Decrypt

Decode

Figure 4 — Variant decoder model

NO Y The decrypt and decode steps are standard operations as they would be for any common en

ryption

By operating in the encrypted/compressed domain, secure baseband link operation (e.g. dedicated,
secure video pathways) is preserved and is fully compatible with CENC or CETS.

As an alternative to the sample variants processing by the decoder, an extractor can also be used to
pre-process the sample variants to generate a new media data stream and associated metadata for
ISOBMFF or MPEG-2 TS. Clause 13 provides a high-level informative description of the extractor model.
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6 Variant constructors

6.1 General

A variant constructor defines which bytes are used to assemble a sample variant. There may be one or
more variant constructors defined for a given sample.

The variant processor may use a variant constructor if the variant processor has access to the variant
constructor. In addition to the presence of the variant constructor, “access” includes cryptographic
access. A variant constructor defines which data is used to assemble a sample variant and the associated
media KID, protection scheme and initialization vector for decrypting the sample variant.

6.2 Alccess to variant constructors

If the decoder is given access to the media key, based on media KID and protection_scheme, for the
sample|defined by the media data stream, sample variant processing does not occurfor this sample
If the dgcoder does not have access to the original media key for the sample defined by the media data
stream/ e.g. due to mismatch of media KID or protection scheme, the variant processor shall be giver
access fo one variant constructor associated with the sample. The variant constructor may be eithe;
unencrypted or encrypted.

NOTE Some application use cases, such as forensic watermarking, require that all variant constructors bg
encryptgd to protect the integrity of the use case.

If a variffant constructor is encrypted, a KID is associated with thé variant constructor that identifies the
key with which that variant constructor has been encrypted.The KID/key associated with the variant
constryctor controls access to a particular variant constructor and is therefore a function of the se
of KID/|key value pairs made available to the variant precéssor by the DRM system. Only one varian{
constryctor per sample should be made available to the variant processor. If the variant processor is
given a¢cess to a variant constructor, the decoder shall also be given access to the media key associated
with the media KID and protection scheme defined'in the variant constructor.

For a given variant data stream, all the variant constructors are either encrypted with the same
protectjon scheme or all the variant constructors are unencrypted.

If the yariant processor has access to more than one KID/key associated with encrypted varian{
constryctors for a given sample, thewariant processor utilizes the first variant constructor that it has
access fo in data encoding order:

If the vlariant processor has.access to more than one unencrypted variant constructors for a giver
samplef the variant proeessor utilizes the first variant constructor that has matching media KID/key
and prdtection scheme:

The vaifiant processor uses exactly one variant constructor to assemble a sample variant.

6.3 Encryption of variant constructors

An encr unted variant constructorshall he oncruntod with 4 “Uariant canctructar kovu”
Ny peea—v i oS tratto e B e ety prea v e — vy ot oSt abto ey —

As a variant processor is provided only with the variant constructor keys for the encrypted variant
constructor that is to be used by that particular variant processor, any variant constructors not used by
that variant processor are not exposed by a security compromise of that variant processor.

6 © ISO/IEC 2018 - All rights reserved
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7 Variant byte ranges

7.1 Overview

Each variant constructor defines a sequence of one or more variant byte ranges. Each variant byte range
defines the location of a sequence of bytes that might constitute bytes in a sample variant. Variant byte
ranges can contain unused data.

The sequences of variant byte ranges defined in a variant constructor are grouped into one or more
Pariant byte range groups. Each variant byte range group shall define one or more variant byte[ranges.
An individual variant byte range within a variant byte range group:

— may reference bytes of data which constitute bytes in a sample variant that is mad€ avaiflable to
certain variant processors (“real variant byte range”);

— may reference bytes of data that are not made available to any variant processor (“fake variant byte
range”).

A “fake variant byte range” can be used to hide the amount of actual “real\wariant byte ranges” defined
vithin a variant constructor. The variant processor uses all variant byte ranges that it has acceps to. In
hddition to the presence of the variant byte range, “access” includes-cryptographic access.

Data for different sample variants can be stored non-contiguously as referenced by different|variant
constructors. Data for a particular sample variant can also b€ stored non-contiguously using a s¢quence
bf two or more variant byte ranges.

7.2 Access to variant byte ranges

favariant byte range within a variant byte range group signals that the data referenced by the|variant
byte range is unencrypted (and the variant ptocessor has access to the variant constructor), then the
Jariant processor has access to the variantby'te range and the associated unencrypted bytes.

f the variant byte range defined withiir'a variant byte range group signals that the data ref¢renced
by the variant byte range is encrypted, then access to the variant byte range and the asdociated
bytes is controlled by the KID/Key associated with each variant byte range — either the media key
hnd protection scheme defined by the variant constructor if no variant byte range key and prqtection
scheme are defined for thesparticular variant byte range group, or by the variant byte range key and
protection scheme if one-is.defined. Access to the variant byte range and the associated data ref¢renced
by a variant byte range is'therefore a function of the set of KID/key value pairs and protection [scheme
made available to the/variant processor by the DRM system. Only one variant byte range within a
pariant byte range'group should be made available to the variant processor.

fthe variantprocessor has access to more than one KID/key associated with variant byte ranges within
'he same variant byte range group for a given sample, the variant processor uses the first varignt byte
fange thatit has access to in data encoding order. The variant processor uses at most one varignt byte
rangé within a variant byte range group to assemble a sample variant.

Variant byte ranges can be used to efficiently encode only the (typically small) differences in|sample
variants for a given presentation time without repeating non-difference data or exposing sample variant
differences to the variant processor. This is achieved through double encryption, where the difference
data is first encrypted by the media key and then encrypted by the variant byte range key. The variant
processor requires access to the variant byte range key to decrypt such difference data and therefore
access to the difference data can be controlled via the variant byte range key. This enables reuse of
common data and preserves sample variant compatibility with CENC or CETS, which requires that only
one media key be applied to a given sample. If variant byte ranges did not provide this capability then it
would be necessary to repeat all data for each sample variant, including difference and non-difference
data, so as to protect difference data with a different key, which is inefficient.

© ISO/IEC 2018 - All rights reserved 7
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7.3 Encryption of variant byte range information

Variant byte range definitions are not individually encrypted (they are encrypted as part of the variant
constructor). Variant byte range definitions are unencrypted if the variant constructor is unencrypted.

8 Sample variants

8.1 General

The datfa used for rendering a sample is defined by either a variant constructor (if the variant processoj
has acdess to the variant constructor for the sample) or the media data defined by the media dat3
stream| When variant constructors are used, the actual data used for reconstructing the sample is
obtaingd by assembling, in the order of appearance in the variant constructor, the byte datareferenced
by the yariant byte ranges made available to the variant processor as per Clause 7. This constructior]
shall refsult in a valid encrypted sample for the signalled underlying encryption systef; this sample is
a sample variant.

8.2 Access to sample variants

Once the sample variant is assembled from the variant byte ranges{~access to the sample dat3
is contfolled by the media key and the protection scheme defined in:the variant constructor and is
therefore a function of the set of KID/key value pairs and the protection scheme made available to thg
variant|processor by the DRM system.

8.3 Encryption of sample variants

Sample|variants shall always be encrypted according«to'the scheme signalling of the corresponding
variant| media data. The protection scheme of thewvariant media data may be different from the
associafed media data stream. Variant byte ranges‘of a sample variant may be unencrypted or may be
encrypted with a media key. The media key is associated with one or more samples.

When Ibytes in a sample variant are encrypted with a media key, one or more byte ranges of the
encrypfed variant media data may be further encrypted (double encrypted) according to the commor
encryption signalling with a “variant byte range key”.

As a variant processor is providedyonly with the variant byte range keys for double encrypted varian{
media cﬂata that are to be used by that particular variant processor, double encrypted variant medi3
data nof used by that variant processor are not exposed by a compromise of that variant processor.

9 Variant data stream
9.1 Variantdata

9.1.1 |General

This section defines common data structures of variant data for carriage in both ISOBMFF and
MPEG-2 TS.

9.1.2 Definition

A sample in a variant data stream is either empty (zero size) or a VariantData () structure. Each
VariantData () shall be aligned to the beginning of a byte.

8 © ISO/IEC 2018 - All rights reserved
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9.1.3 Syntax

VariantData ()

{
VariantConstructorList () variant list;
VariantConstructor () [] variant constructors;
unsigned int (8) [] variant pool;

D 1.4 Semantics
rariant 1ist — the variant constructor list as defined in 9.2.
rariant constructors — thearray of variant constructors referenced by the varianticonstru

rariant pool — apool of variant bytes that may be referenced by a variant cdnstructor.
D.2  Variant constructor list

D.2.1 Definition

[he VariantConstructorList () defines sample specific information on the location of p
ariant constructors for sample variants.

Fach sample definition in a variant data stream may have @hé.or more variant constructor location
n the VariantConstructorList (). As required imn6.2, exactly one individual variant cons
ocation entry is used during playback of a given saniple and the variant processor uses the first
Constructor that it has access to in order of definitién in the VariantConstructorList () st

ndividual entries in the VariantConstructerList ():

— mayreferenceaVariantConstructor () for the sample definition thatis used during pa
playback scenarios (“real variant censtructors”); or

— mayreference bytesthatare notimade available toanyvariantprocessor (“fake variant constr
NOTE Without access to the.decryption key referenced by vcKID, fake variant constructors and rea

Fonstructors are indistinguishable. Fake variant constructors can be used to hide the number of real
fonstructors defined in th€ ya&riant constructors array.

D.2.2  Syntax

VariantConstfuctorList ()

rtor list.

btential

entries
tructor
variant
ucture.

rticular

uctor”).

variant
variant

unsigned "int (32) size;

unsighned int (8) variant constructors count;
foxr N i=1 ; i<= variant constructors count; i++) {
Gnsigned int (8) [16] vcKID;

unsigned int (8*IV Size) vcIV;

ulle‘_k:jllCLl Jl_lllL,\\) ] clJ_JI_thlL_‘VUJ.IDLJ_ULLUL_UILDCL,
unsigned int (32) variant constructor size;

}

unsigned int (8) [] padding;

9.2.3 Semantics
size — shall be set to the size, in bytes, of the VariantConstructorList ().

variant constructors count — shall be set to the number of variant constructor entrie
variant_constructors array in the VariantData ().

© ISO/IEC 2018 - All rights reserved
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vcKID — the “variant constructor KID”. This KID shall indicate the ID of the variant constructor
metadata key used for decrypting the encrypted variant constructor. If the variant constructor is
unencrypted, this field shall be set to 0.

vcIV — the “variant constructor Initialization Vector”. This field shall contain the initialization vector
used for decrypting the encrypted variant constructor. If the variant constructor is unencrypted, this
field shall be set to 0.

variant constructor offset —thebyteoffsetofthe correspondingvariantConstructor().
This offsetis relative tothe startofthe VariantData ()

variapt constructor size — the length, in bytes, of the VariantConstructor (). Thg
combinption of variant constructor offset and variant constructor size irdicates
the locption and size of the VariantConstructor (). The byte range defined by yalriant |
constfuctor offset and variant constructor size shall only reference bytes.,within thg
variapt constructorsarrayinthe VariantData () and no other bytes.

padding — this byte array may contain any data and be used to increasé, the size of theg
VariaptConstructorList () up to the size specified by the size field above,

NOTE 1| This padding can be used to obfuscate the actual size of the Variant@enstructorList () if it if
encryptgd.

NOTE 2| IV _Sizeisdefinedin 10.2.3 and 11.2.4, respectively, for carriagein ISOBMFF and MPEG-2 TS.

9.3 Variant constructor

9.3.1 |[Syntax

VarianfConstructor ()

{

unsigned int(8) [16] KID;
unsjgned int (8*IV_Size) Iv;
unsigned int (32) vanliant byte ranges count;

for| i=1; i<= variant byte ranges count; i++ )

{
nsigned int (8) variant byte range flags;
1f ( variant _byte range flags & 0x02 )

unsigned int (8) [1\6] vbrKID;
unsigned int (8*TV) Size) vbriVv;

1f ( variant byte ange flags & 0x08 ) {

unsigned int{8) variant stream reference index;
gigned int (8) relative sample number;
nsigned ipt-(32) variant byte range offset;
1f ( vari|ant byte range flags & 0x06 != 0x02 ) {
unsfgned int (32) variant byte range size;
}
unsigned int (8) [1 padding:

9.3.2 Semantics

KID — the media KID. This KID shall indicate the ID of the media key that is used for decrypting the
encrypted variant media data after re-assembly of the applicable variant byte ranges. Decryption
occurs in accordance with the protection scheme signalled in the corresponding variant data stream.

IV — the Initialization Vector that shall be used for decrypting the encrypted variant media data after
re-assembly of the applicable variant byte ranges in accordance with the protection scheme signalled in
the corresponding variant data stream.
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variant byte ranges count — shall be set to the number of variant byte ranges defined for this
variant constructor. See Clause 7 for more information.

variant byte range flags — shall be setas follows:

— 0x01 encrypted When set, the variant media data referenced by the variant byte range shall be
encrypted with the media key.

— 0x02 double-enc When set, the variant media data referenced by the variant byte range shall
be double encrypted with a variant byte range key. The meaning is undefined when variant
byte range flags signals that the variant media data referenced by the variant byte range is
unencrypted.

— 0x04 group-start When set, the variant byte range shall be the start of a variant by t€ range group
and thus provides a marker for variant byte range groups within the VariantCenstrudtor ().
As per Clause 7, the variant byte ranges defined in the VariantConstruetor () are grouped
into one or more variant byte range groups, and one variant byte range, from each varignt byte
range group is used by the variant processor. This therefore requires that,even if there is qnly one
variant byte range defined in the VariantConstructor(), or thereis pnly one variant byte range
within a variant byte range group (i.e. there are no alternative variant byte ranges for a particular
byte range of the variant media data), the start of variant byte fange group be signalled wjith this
singular variant byte range. As per 7.2, if more than one variant byte range appears in s single
variant byte range group, each is double encrypted in orderto limit the variant processor afcess to
one byte range within the byte range group.

NOTE1 This flag can be used by a variant processor 4o determine that a data error has occurrgd. If no
variant byte range in a variant byte range group is recognized, an error has occurred.

— 0x08 data-source When set to 0, the data séurce for this range shall be the original media data
stream. When set to 1, the variant_stream‘reference_index indicates which variant data|stream
shall be the data source.

ybrKID — the “variant byte range KID” This KID shall indicate the ID of the variant byte rahge key
1sed for decrypting the double encrypted variant media data.

7brIV — the “variant byte range Initialization Vector”. This field shall contain the initialization vector
ised for decrypting the double-encrypted variant media data.

rariant stream reférgnce index — If this value is 0, the variant byte range referendes data
lrawn from this variant data stream. Otherwise, the variant byte range references data drawn from
h separate variant data stream indicated by reference. In the case of non-zero value in ISOBMFF, this
field shall be set to the 1-based index, in order of reference definition, of the track reference frjom this
pariant data str€am to another variant data stream containing the variant media data to be fised, as
Hefined in 1022.2. In the case of non-zero value in MPEG-2 TS, this field shall be set to the 1-basdd index
pf varian®~es PID, in order of reference definition, of the packetized elementary stream references
‘Tom thiswariant data stream to another variant data stream containing the variant media dafa to be
1sed,sas*defined in 11.2.2.

rélative sample number — having found the data source (see the data-source flagand vagiant
stream reference index field above), this field defines which data source sample shall be used for
the variant byte range as follows: when set to 0, the data source sample is the time-parallel associated
sample per 10.3.2 or 11.3; when set to a negative value, the Nth prior sample is used; when set to a
positive value, the Nth succeeding sample is used.

variant byte range offset — is the byte offset from the start of the referenced data source
sample to the beginning of the data for this variant byte range.

variant byte range size — the size of the variant byte range in bytes. The combination of
variant byte range offset and variant byte range size indicates a byte range for the
variant byte range in the referenced data source sample. The variant byte range defined by variant
byte range offset and variant byte range size shall only reference bytes within the
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referenced data source sample and no other bytes. If there is more than one variant byte range in a
variant byte range group, this field only exists for the first variant byte range, as the size of each of the
variant byte ranges in a variant byte range group is the same.

padding — this byte array may contain any data and be used to increase the size of the variant
constructor up to the size specified for this variant constructor in the variant constructor list.

NOTE 2  This padding can be used to obfuscate the actual size of the variant constructor as it is encrypted.

10 Carriage of variant data stream in ISOBMFF

10.1 Gleneral

Variant|data is stored in an ISOBMFF metadata track (variant track). An ISOBMFF mediartrack (mediz
track) dr variant track may be associated with one or more variant tracks as defined in-10:2.2.

— WHen an association is established between a media track and a variant track, sample varian{
prdcessing occurs whenever a decoder (or sample variants media data streamExtractor) does nof
have access to the KID/key and the protection scheme defined for a sample/in the media track as
defined in 6.2.

— WHen an association is established from a variant track (original yariant track) to another varian{
tragk (other variant track), variant data contained in the otherxariant track can be utilized by thg
original variant track.

— Sarpples within associated tracks are associated if they aretime-parallel as defined in 10.3.2.
10.2 Variant tracks

10.2.1 |Definition
Variant/data shall be stored in an ISOBMFF metadata track that complies with the following constraints

1. The¢ track shall use the ‘meta’ handler type in the Handler Reference Box (*hdlr’) as pel
ISQ/IEC 14496-12:2015, Clause 12.

The track shall use the Vari@ntMetaDataSampleEntry () sample entry as defined in 10.2.3.
Vaifiant data is stored in'the track as samples in accordance with 10.3.

The track shall use the'same timebase as the corresponding video, audio or other variant tracks.

AR R

If ghe variant track protection scheme is different from the protection scheme used with the
asspciated media track, the variant track shall be fully compatible with CENC.

10.2.2 |Association

T - £ 1 i : 1 : — 1
There T twWOU Ly ptS U LI dCRK dSSUCIAUUILS ITIVOUIVIITE VAl ldIIU LT dURS.

— A media data stream containing audio-visual content may be associated with one or more variant
data streams that define possible alternate samples.

— A variant data stream may be associated with zero or more additional variant data streams (in
addition to the original media data stream) from which it may reference data bytes to use as variant
media data.
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NOTE In the context of the latter case, when a variant data stream is associated with another vari

ant data

stream as a reference for data bytes to use as variant media data, the variant constructors in the referenced
stream are not being processed. Instead, the referenced variant data is just being used as a pool of available

data bytes, and those bytes can come equally from any part of the variant data (e.g. variant list,va
constructors orvariant pool).

riant

For both types of track associations, tracks may be associated with variant data streams via one of the

following means:

— An externally defined context providing an ordered list of variant data stream references.

— In the source track (e.g. in the original media data stream or source variant data stream))
Track Reference Type Box in the Track Reference Box (*tref’) of the Track Box (*trak’) th
reference type ofeither ‘cvar’ or ‘cva2’ and one or more track IDs thateach corr
toa track ID ofavariantdatastream in the same file.

[he following additional requirements apply to track IDs in a Track Reférence Type
reference type ‘cvar’ orthe varianttrack(s) of reference type }¥az2’:

— track ID may have a value that does not correspond to a track/, D of a track in the sa
This document does not define how the referenced file containing such a track is located.

track shall be a variant data stream that complies with 10.2:3.

Whichever method is used to define an association (i.e. whether by externally defined context ¢
Reference Box), there shall be no more than 255 tracks referenced by a single source track.

Variant track references defined for a media data stream shall be defined in variant constructot
brder. The variant processor processes variant.fxdcks according to this order when searchin
hccessible variant constructor.

Variant track references defined for a variant data stream shall be defined in variant data
reference order such that values of vaxhant stream reference index in a variant cons
represent a 1-based offset into the lisg of‘available variant data stream references to identify the
'rTom which to draw bytes of variahtmedia data.

10.2.3 Variant metadata sample entry

10.2.3.1 Syntax

Flass VariantMetg@DataSampleEntry () extends MetaDataSampleEntry
(‘reference typel) |

unsigned St (32 variant_constructor_scheme type;

)
unsigned\dnt (32) variant constructor scheme version;
unsigred "int (32) media track scheme type;
unsighed int (32) media track scheme version;
unsigned int (32) IV Size;
finsigned int (32) variant byte range scheme type;
unsigned int (32) variant byte range scheme version;

using a
athasa
espond

Box of

me file.

— If the track ID does correspond to a track ID of a trackin the same file, the corresponding

r Track

search
v for an

stream
tructor
stream

10.2.3.2 Semantics
reference type — shall be set to the four-character code as follows:

‘cvar’: when variant constructors are encrypted and the protection scheme applied to the
track is the same as the associated media track.

© ISO/IEC 2018 - All rights reserved
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‘cva2’: when variant constructors can be encrypted or unencrypted and the protection scheme
applied to the variant track can be the same as or different than the protection scheme applied to
associated media track.

NOTE1 The four-character used for the previous edition was ‘cvar’.
NOTE 2 The recommended four-character to use with this documentis ‘cva2’.

variant constructor scheme type — shall be set to the four-character code defining the
protection scheme applied to variant constructors in the track, as per 10.3.1.

variapt constructor scheme version — shall be set to the version of the protection scherng
applied|to the variant constructors in the track, as per 10.3.1.

media|track scheme type — shall be set to the four-character code defining the 'prétectior
scheme|applied to the variant track, as defined for the scheme _type field in the Protection Schemg
Information Box (*sinf’) of the variant track by ISO/IEC 14496-12:2015, subclause 8(:2-5.3.

NOTE 3| When VariantMetaDataSampleEntry() reference type is set to ‘cvax’,Vit is set to same
protectipn schema_type applied to the associated media track.

media|track scheme version — shall be set to the version of the protection scheme applied tq
the varfant track, as defined for the scheme version field in the Protection Scheme Information Bos
(sinf] ) of the variant track by ISO/IEC 14496-12:2015, subclause 8.12:5.3.

NOTE 4| When VariantMetaDataSampleEntry() reference type i§ Set to ‘cvar’, it is set to same protectior
scheme [version applied to the associated media track.

IV_Site — shall signal the size of the IV in bytes that is applied to the variant track (as used in thg
VariaptConstructorList and VariantConstrugter structures). If the associated variant track
protectjon scheme is the same as the associated media'track protection scheme, the IV Size shal
match the TV _Size of the associated media track. Qtherwise, the TV_Size shall match the TV Sizd
defined|in the associated sample variant track ‘t&nc’

variapt byte range scheme type —shallbe setto the four-character code definingthe protection
scheme|applied to the double encryption ef bytes referenced by variant byte ranges, as per 10.3.1.

variapt byte range scheme yersion — shall be set to the version of the protection schemsg
applied|to the double encryption ofbytes referenced by variant byte ranges, as per 10.3.1.

10.3 Variant data

10.3.1 |Encryption

As defiped in 6.3, variant constructors may be encrypted, and as per 10.2.3, the protection scheme is
signallgd in the'VariantMetaDataSampleEntry (). One of the following CENC encryption modes
shall bg used-to encrypt variant constructors:

1. AEP“€TR Full Sample Encryption: signalled with a four-character code value of variant |
constructor scheme type field value of 'cvar' and a variant constructor
scheme version value of 0x00010000 (Major version 1, Minor version 0) in the
VarlantMetaDataSampleEntry () as per 10.2.3.

2. AES-CBC-128 Full Sample Encryption: signalled using a four-character code value of variant
constructor scheme type field value of 'cval' and a variant constructor
scheme version field value of 0x00010000 (Major version 1, Minor version 0) in the

VariantMetaDataSampleEntry () as per 10.2.3.

In case the variant constructors are not encrypted, it shall be signalled with a four-character
code value of variant constructor scheme type field value of 'cva2' and variant
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constructor scheme version value of 0x00010000 (Major version 1 and minor version 0) in the

VariantMetadataSampleEntry ().

NOTE When VariantMetaDataSampleEntry () reference type is set to ‘cvar’, the variant

constructors are encrypted.

As defined in 8.3, sample variants assembled from variant byte ranges defined in a variant constructor
are encrypted according to the scheme signalling of the associated media track and as per 10.2.3 this

scheme is also signalled in the VariantMetaDataSampleEntry ().

As defined in 8.3, bytes referenced by a variant byte range may be double encrypted
variant byte range key” and as per 10.2.3 the double encryption scheme is signalled
VariantMetaDataSampleEntry ().

Dne of the following CENC encryption modes shall be used for double encryption”ef byte d
Variant track:

per 9.2.3.

T~

scheme version field value of 0x00010000 (Majer version 1, Minor version 0)
VariantMetaDataSampleEntry () as per 10.2.3;

hpplying one of these CENC encryption modes.

10.3.2 Association

bamples are associated as follows:

media track if the samples are time-parallel.

NV

A sample in a variant track shall be associated with a sample in another variant track refere
the variant track if the samples are time-parallel.

B. Samples are considered to be time-parallel as follows: if ¢, is the decode time of the sampl
original track,‘then the time-parallel sample in a referenced track is the sample in that ref
track that has’a decode time t, and a duration D such that t, < to < t, + D.

NOTE 1 Sample association occurs at media decode time before any consideration of edit
fomposition‘offset.

NOTE2~ A sampleinavariant track can have zero data size if no variant data is to be provided at that p4
bample time.

with a
in the

hta in a

[. AES-CTR Full Sample Encryption: signalled with a four-character code yalue of variant |byte
range scheme type field value of ‘cvar’ andavariant bytesrange scheme ve¢rsion
value of 0x00010000 (Major version 1, Minor version 0) in the VariantMetaDataSampleEnfry() as

AES-CBC-128 Full Sample Encryption: signalled using a fourscharacter code value of vafiant
byte range scheme type field value of ‘cval?®)*and a variant byte range

in the

[he bytes referenced by a variant byte range shallcbg treated as a single sample for the purposes of

[. A sample in a media track shall'be associated with a sample in a variant track referenced by the

nced by

ke in the
brenced

lists or

rticular

An example of media track and variant track referencing is shown in Figure 5.
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{ Media Track (Audio, Video or Subtitle Track)

Movie Box (‘moov’) Media Data Box (‘mdat’)

~...other | Track Box (trak) | |[ ----other [sampie |[sample |[sample |[sampie | ---other
1 boxes samples | Nl n+2 n+3 samples |} VariantConstructorList)
A H VanantConstructor sstEntry
- VKD,
track assocation ttlcvariirack . : . -
O, . oy ire % provided H varant_constructor_offset, +%) VarlantConstructor to be decrypted with veKIDvelV
: H H H H varint_constructor_size; 1) VariantConstructor to be located in the variant data using
e ot i S iy S G ey ‘relative posit 2 _size
: Variant Track 1 (Metadata Track) : (N proe-————T— %
: - : - ';"“’ s iuisamusa e S S assambled VariantByteRange data Is treated as a sample and
i | Movie Box (‘moov’) ' Media Data Bo' (‘mdat’) ' d decrypted using KIDIV
: & VanantByteRangeGroup
! " ....other
] ~~°‘::s' Track Box Ctmkll samples | =P P  double encryption of byte range data Is used to control acoess o
2 Wvait, Do Sage-—doctie soch -+ -+ a Variant Byte Range within a Variant Byte Range group.
X ;-
" — Vo, )
fack association: buficvarfieck I cuar samples canba | W varant_byte_range_flags=~track-source ) ) if track-source is set, byte range data is either in this variant
o) lngerihan mecta e yack el e |- - - track or another variant track as indicated by the index.
: i e sample rurrber, p wal e
; . o] variant_poo; ........... | oo range e } - )i track s not set, byte range data is in the media track
: = il || Iy iy
: — TS OTTIe TyTe Tange Gata Wil The Sgnaied
: H =, | track location:
: VarianiData) g Ursned il ., T+ Note: in the n+2 example, the track can only be itself (variant track
} variant_list; 1) o the original sample as there s no time-parallel sample in
; - H variant_( S variant track 2 at n+2
Movip Box (‘moov’) : || Media Data Bo‘(‘mda(’) H variant_pool; | TTTTTTtteeeell |
L 4 P — Tl X Note: in the n example, the track location for the
...qfner [Track Box (trak) ||| ---0ther [sampie ...other |} > VariantByteRange data can be variant track 1 (itself), variarff
bdxes samples | samples |} - track 2 or the originai sampie in the media track as there s a
. A H time-parallel sampie at n in variant track 2
a1, 142 0r 143 in " A pool of bytes for byte range data

11 Ca

11.1 G

Variant
in ISO/
elemen
audio-v]
stream

—  Wh
me
dat]
san

— WHh
me
san

referonce cvar sampies in ‘cvar’ tracks ‘cvar’ samples can be 26vo data fength in ‘cvar”
rotorncad by othar car’ tracks tracks raforancod by other ‘cvar tracks
70 vanant data af that sample tre)

Figure 5 — Media track and variant track referencing

rriage of variant data stream in MPEG-2 TS

eneral

data is carried as MPEG-2 TS metadata stream (sample variants metadata stream) as defined
EC 13818-1:2018, 2.12. The sample variant metadata.stream shall be carried in a packetized
ary stream (PES) as defined in 11.2. A sample variant metadata stream is associated with ar
isual content in an MPEG-2 TS. An audio-visual.€ontent stream or sample variant metadatg
may be associated with one or more sample variant metadata streams as defined in 11.2.2.

en an association is established between_an-audio-visual content stream and a sample varian{
fadata stream, sample variant processing occurs whenever a decoder (or sample variants medig
A stream Extractor) does not have access to the KID/key and protection scheme defined for 4
iple in the audio-visual content stream as defined in 6.2.

en an association is established from a sample variant metadata stream (original sample variant
fadata stream) to another saniple variant metadata stream, variant data contained in the othej
iple variant metadata stream can be utilized by the original sample variant metadata stream.

— Acdess units within assoc¢iated packetized elementary streams are associated if they are time
patjallel as defined in“{#.3.

11.2 Shmple variant metadata streams

11.2.1 |Definition

Variant] data shall be carried in MPEG-2 TS metadata stream that complies with the following

constraints:

NOTE1  The sample variant metadata stream shall be carried in a private PES stream with stream idsetto

0xBD (private stream id 1).

NOTE 2  The sample variant metadata stream shall be carried in a PES stream with stream type setto 0x15.

1. Variant data shall be stored in the packetized elementary stream as access units in accordance
with 11.2.2.

2. The sample variant metadata stream shall use metadata descriptor () as definedin 11.2.3 to
signal the sample variant metadata stream in the Program Map Table (PMT).

16
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3. The sample variant metadata stream shall use the same timebase as the corresponding audio-

visual content stream.

4. If the sample variant metadata stream protection scheme is different from the protection

scheme

used with the associated audio-visual content stream, the sample variant metadata stream shall be

fully compatible with CETS.

11.2.2 Association

my - - £t s : h T : ——
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— A media data stream containing audio-visual content may be associated with one or more
data streams that define possible alternate samples.

— A variant data stream may be associated with zero or more additional variant data stre
addition to the original media data stream) from which it may reference databytes to use as
media data.

NOTE In the context of the latter case, when a variant data stream is associated with another vari
btream as a reference for data bytes to use as variant media data, the variant.constructors in the re
ftream are not being processed. Instead, the referenced variant data is just being used as a pool of &
ata bytes, and those bytes can come equally from any part of the variant-data (e.g. variant list,va
Constructorsorvariant pool).

For both types of packetized elementary stream associations, streams may be associated with
ata streams via one of the following means:

— An externally defined context providing an ordered list of variant data stream references.

— In the variant data stream, using metaddta descriptor () in PMT that has met3
application format identifier andmetadata format identifier ofeither ‘cjJ
‘cva2’, and using the decoder configufation data, Sample Variant Metadata Conf

media data stream (e.g. original audio-visual content stream) and zero or more variant e
values set to additional variant data streams from which it may reference data bytes td
variant media data.

[here can be only one mediardata stream associated with a variant data stream. There can i
rhan one variant data stréam in a program that are associated with the same media data strean

Whichever method isTused to define an association (i.e. whether by externally defined context ¢
rariant es PIDJpthere shall be no more than 255 additional variant data streams refereng
single variant ddta stream.

fthere is mofe than one variant data stream specified in the PMT, then the variant processor pr
ariant data streams associated with a given media data stream according to the order specifie]
PMT when searching for an accessible variant constructor.

Variant Data Streams referenced via variant es PID values shall be defined in order sy

variant

hms (in
variant

ant data
erenced
vailable
riant

variant

data

Far’ or
g(),in

themetadata descriptor () thathas media_es_PID value set to the PID value of corresponding

bs PID
use as

e more
.

r list of
ed by a

ocesses
d in the

ch that

h | £ : U k1 - - 4 4 4 + 1 ]
vdIUCS OI' Varldlll StLrLcdlll relcelclliCe 1ITdexX I d vdI'ldIIt COIISUTIUCtLOr TCPICSTIIL d 1'Udb€

offset

into the list of available variant data stream references to identify the stream from which to draw bytes
of variant media data (e.g. a variant stream reference index value of 1 would correspond to

the initial entry in the list of variant es PID values).
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11.2.3 Metadata descriptor for sample variant metadata stream

The presence of sample variant metadata stream is signalled with metadata descriptor () in
the PMT, as defined in ISO/IEC 13818-1:2018, 2.6.60, with additional requirements as defined in this
subclause.

— Themetadata application format shall besetto OxFFFF withmetadata application
format identifier setto either ‘cvar’ or ‘cva2’.

— The metadata format and metadata shall be set to OXFF with metadata format identifier
setfto either *cvar’ or ‘cva2’.

— Th¢metadata application format identifierandthemetadata format identifien
shall be set to the same value.

— Th¢metadata service idshallbesetto ‘1.

— Th¢ decoder config flags shall be setto ‘001’ providing a decoder configuration data of samplg
vaifiant metadata configuration, Sample Variant Metadata Config(),as définedin 11.2.4.

11.2.4 |Sample variant metadata configuration

11.2.4.1 General

Decodipg of sample variants requires the availability of decodér)configuration data. When samplg
variantp are carried in a MPEG-2 TS, then the metadata descriptor shall provide associated decodet
configuration data in the same MPEG-2 TS.

11.2.4.2 Syntax

The sy1jtax is as shown in Table 1.

Table 1 — Sample variant metadata configuration

Syntax No. of bits Mnemonic

bample_Variant_Metadata_Config () {

variant_constructor_scheme_type 32 uimsbf
variant_constructor_scheme_version 32 uimsbf
variant_es_scheme-type 32 uimsbf
variant_es_scheme: version 32 uimsbf
IV_size 32 uimsbf
variant_byte_range_scheme_type 32 uimsbf
variant:byte_range_scheme_version 32 uimsbf
IVssize 32 uimsbf
reserved 3 uimsbf
media_es_PID 13 uimsbf
num_of variant_es 8 uimsbf

for (i=0; i< num_of_variant_es; i++ ) {

reserved 3 uimsbf

variant_es_PID[num_of variant_es] 13 uimsbf

}

}
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11.2.4.3 Semantics

variant_constructor_scheme_type: The four-character code defining the protection scheme applied
to the constructors in the sample variant metadata stream, as defined in 11.2.6.

variant_constructor_scheme_version: The version of the protection scheme applied to the
constructors in the sample variant metadata stream, as defined in 11.2.6.

variant_es_scheme_type: A four-character code defining the protection scheme applied to the sample
variant metadata stream, as defined for the scheme type field in the Protection Scheme Information
Box (*sinf’) of the variant track by ISO/IEC 14496-12:2015, subclause 8.12.5.3.

yariant_es_scheme_version: The version of the protection scheme applied to the sample [variant
metadata stream, as defined for the scheme version field in the Protection SchemeInformation Box
[*sinf’) of the variant track by ISO/IEC 14496-12:2015, subclause 8.12.5.3.

V_size: The size of the IV in bytes that is applied to the sample variant metadata stream (as fused in
fhe variant constructor list and variant constructor). If the associated sample,variant metadatalstream
protection scheme is the same as the corresponding audio-visual content stream protection $cheme,
the [V_Size shall match the IV_Size of the corresponding audio-visual coftent stream.

yariant_byte_range_scheme_type: The four-character code definingthe protection scheme applied to
'he double encryption of bytes referenced by variant byte ranges, as per 11.2.6. If double encryjption is
hot used, it shall be set to 0.

yariant_byte_range_scheme_version: The version of the/protection scheme applied to the| double
encryption of bytes referenced by variant byte ranges;as per 11.2.6. If double encryption is not|used, it
bhall be set to 0.

media_es_PID: The PID for corresponding audie*visual content stream.
hum_of variant_es: The number of variant fmetadata streams.

yariant_es_PID: The PID for corresponding variant metadata stream.

11.2.5 PES Packetization

For PES packetization, no specific data alignment constraints apply. For synchronization and|system
farget decoder (STD) management, presentation time-stamps (PTSs) and, when appropriate, decoding
[ime-stamps (DTSs) are_encoded in the header of the PES packet that carries the sample yariants
metadata stream data.)For PTS and DTS encoding, the constraints and semantics apply as defined in
SO/IEC 13818-1;2018, 2.4.3.7 and 2.7.

['he PES for sample variants metadata stream carries VariantData() as defined in 9.1.

n order<o ‘assist variant processing, the PES packets of the variant data should be packed into the
MPEG-2-TS before packing PES packets for corresponding audio-visual content stream access unit.
['his_allows variant processor to have access to all the variant data at the time of procesging the
Corpesponding audio-visual content access unit.

11.2.6 Encryption

As defined in 6.3, variant constructors may be encrypted or unencrypted, and as per 11.2.3, the
protection scheme is signalled in the Sample Variant Metadata Config ().

One of the following encryption modes shall be with encrypted variant constructors:

1. CENC AES-CTR Full Sample Encryption: signalled with a four-character code value of variant
constructor scheme type field value of 'cvar' and a variant_constructor_scheme_version
value of 0x00010000 (Major version 1, Minor version 0) in the Sample Variant Metadata
Config () as per 11.2.4.
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2. CENC AES-CBC-128 Full Sample Encryption: signalled using a four-character code value of
variant constructor scheme type fieldvalueof 'cval'andavariant constructor
scheme version field value of 0x00010000 (Major version 1, Minor version 0) in the Sample
Variant Metadata Config () as per 11.2.4.

In case the variant constructors are not encrypted, it shall be signalled with a four-character code of
variant constructor scheme type field value of 'cva2' and variant constructor
scheme version value of 0x00010000 (Major version 1 and minor version 0) in the Sample
Varlant_Metadata_Conﬁg ().

As defi1|1ed in 8.3, sample variants assembled from variant byte ranges defined in a variant constructoj
are encfypted according to the scheme signalling of the associated sample variants metadata strean
and, as per 11.2.4, this scheme is also signalled in the Sample Variant Metadata Config().

As defined in 8.3, bytes referenced by a variant byte range may be double encrypted with a “varian
byte rapge key” and, as per 11.2.4, the double protection scheme is signalled in the Samp{s "Variant |
Metadgta Config ().

One of [the following CETS encryption modes shall be used for double encryption of byte data in 3
variant|packetized elementary stream:

1. CEINC AES-CTR Full Sample Encryption: signalled with a four-character'code value of variant |
byte range scheme type field value of 'cvar' and a varfaht byte range scheme
vefsion value of 0x00010000 (Major version 1, Minor version-0) in the Sample Variant |
Metadata Config () asper 11.2.4.

2. CENC AES-CBC-128 Full Sample Encryption: signalledvwusing a four-character code value of
vafiant byte range scheme type field value ofiYcval' and a variant byte range |
scheme version field value of 0x00010000 (Majofiversion 1, Minor version 0) in the Sample |
Vafiant Metadata Config () per 11.2.4.

The bytes referenced by a variant byte range shallbe treated as a single sample for the purposes of
applyinig one of these CETS encryption modes.

11.3 Association
Samplep are associated as follows:

1. AnJaccess unit in sample variants metadata stream shall always be associated with an access uni
in gn audio-visual content stream referenced by the sample variants metadata stream if the access
unifts are time-parallel,

2. Acdess units are eonsidered to be time-parallel as follows: if ¢, is the decode time of the access unif
in the audio-visual content stream, then the time-parallel sample in a referenced sample variants
mefadata stredm is the access unit in that referenced packetized elementary stream that has 2
dedode timety and a duration D such that t, < t, <ty + D.

12 Variant processor models & pvnmplpc

12.1 Variant processor model for ISOBMFF
This subclause describes variant processor model for the framework based on ISOBMFF.

The variant processing may be used by the decoder model or the extractor model (see Clause 13 for the
details of the extractor model).
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The rendering of a sample is expected to satisfy the observable behaviour defined by the following model:

1.

The data source for each sample is evaluated as follows:

a.

If the decoder or extractor has access to the sample in the media track (based on the access to

media KID and protection scheme), the decoder or extractor proceeds to render the sa
per 6.2.

If the decoder or extractor does not have access to the sample in the media track, the
processor determines which variant constructor is the data source for the sample as de

mple as

variant
fined in

N

6.2. The variant processor searches for an accessible variant constructor as follows:

i.  The variant processor searches each variant track referenced by the media track in

brder of

reference definition e.g. the order of track references in the Track Reference Box (*tref’).

See 10.2.2 for more information.

ii. In each variant track searched, the variant processor determings\if variant dat
for the time-parallel sample in the variant track. If variantydata exists, the
processor searches the VariantConstructorList () imthé time-parallel sa
the variant track.

iii. The variant processor continues to search until it finds.a-variant constructor KID (

h exists
variant
mple in

vcKID")

in a VariantConstructorList () that matches a-KID/key the variant procegsor has
accesstooritfindsavariantconstructor KID (‘vcKID%)inaVariantConstructorlist ()

setto 0.

In case the variant constructor is encrypted, using the variant constructor key and initia
vector defined in the VariantConstructorhdst () for the variant constructor sele
the variant processor, the variant processor decrypts the VariantConstructor () st
defined in 9.3.

The variant processor sequentially preeesses each variant byte range in the sequence of
byte ranges defined in the decrypted or unencrypted variant constructor and assembles the
variant media data for the sample asfollows:

a.

If the variant byte range-is.signalled to be unencrypted per the definition of variant

lization
cted by
ructure

variant

byte

range flags in 9.3, the-byte range is put directly in the sample assembly and identjified as

unencrypted.

If the variant byte range is signalled to be encrypted per the definition of variant |byte

range_ flaglsin 9.3:

i. If theyvariant byte range data is signalled as single encrypted with the media
the definition of variant byte range flags in 9.3, it is put directly in the
assembly and identified as encrypted.

key per
sample

ii.” If the variant byte range media is signalled as double encrypted per the definjition of

variant byte range flagsin9.3:

Ifthaxrariant hytn o ngn RIN V- T Y Anfind by thnygasiant b o gn 10 o

o 31
2oy ToaCvaranc oy cCTattgCIx T C OTITT DT ucTnc Uy cotvar ot oy ceTatfgts o

7ailable

to the variant processor, the variant byte range data referenced by the variant byte
range is decrypted using the variant byte range key referenced by the variant byte
range KID (*vbrKID’) and the variant byte range initialization vector referenced by
the variant byte range IV (*vbrIV’). This operation results in single encrypted data

which is put in the sample assembly and identified as encrypted.

b. If the variant byte range KID (*vbrKID’) defined by the variant byte rang
available to the variant processor, the variant byte range is skipped.

e is not

4. Theassembled variant media data is decrypted using the media key defined by the variant metadata
(as referenced by the KID field in the variant metadata defined in 9.3), in accordance with CENC.
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